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BBeaeHune

HurepHer 3axBaTbiBaeT Bce HOBbie U HOBble 06MacT, ¥ C ero NOMOLLBIO Mbl yXe
MOXKeM ynpasiasTb gaxe ObiToBoM TexHukoH. Hanpumep, aocryn x HurepHery
BCTPaMBalOT B XONOAHIbHHK, YTOOEI OH CaM MOT 3aKa3biBaTb 3aKaH4YHBalOLLHECH
npoaykrbl. Ho Bce 310 noka Tonbko Ha ciioBax W Ha BbicTaBkax. Ecniv nocMoTpers
Ha Hawy peanbHocTb, TO B ObiTy MHTEepHeT noka He npuxkuics. BosmoxkHo, uto
3TO H3-32 BbICOKOH LieHbl YCTPOHCTB, @ MOXET H3-3a 60A3HH XaKepoB.

JIW4HO 51 Ha NaHHBIH MOMEHT He roTOB NpejOCTaBUTh ynpasieHue yepes UHrepuer
Aaxe cambiMK Ge3o6uaHbIMK ObiTOBbIMH npubopamu. Ilpocreiinii npuMep: eciu
XaKep NONYYHT YnpasjieHHE XONOAWIbHUKOM, TO OH CMOXET OTKJIIOYMTb €ro,
M BCE NpOAYKTbl nponaayT. Ecin noa ero ynpasjieHHe nonaaet MUKPOBOITHOBAS
neyb, TO OH CMOXET ee Cxkeub. Jleno B TOM, 4TO neyb Henb3s BKIKOYATh NYCTOM, aa
v paboTa ¢ npoaykTaMH npH neperpeBe MOXET NpUBECTH K BO3ropanHio. U nocne
atoro Mbl GyaeM panbi, €C/IH CrOPUT HE BCA KBapTHpa.

Ho neiicTeuTeNIbHO /1M Xakepbl Tak cTpallHbl? MoxkeT GbiTb cTpax HaseaH Gnaronaps
MYPHAIUCTaM, KOTOpbIE NHUIIYT Ha TEMY MHTEPHET-BJIOMOB M MOOAT npHykpacuHTs?
Jla, nefcTBHs XaKepoB COfepHKaT yrpo3y, Ho Gonee onacHbi NPOrpaMMMUCTbl H aXMH-~
HACTpPAaTOpbi, He yaensalolHe npobreMam Ge30MacHOCTH JOCTATOMHO BHHMAaHMA.
Ownbarotcs Bce, 1 ¥ cam He Ge3 rpexa. Ho uHorga BcTpeuaeTcs oTKpOBEHHbIH
HenpodeccHOHanHu3M, KOrja HeT aaxke npocreiwux nonbitok obecneunts Web-
cepBepy AOCCTOMHYIO 3allUTy. Hallle BCero 3THM rpellar Jl0AH, HE UMEKOLLMe A0C-
TaTO4HO HaBBIKOB pabOTbl C KOMNBIOTEPOM, KOTOPbI€ TOJbKO HeJaBHO MOAKIIOYH-
nuch k UutepHety # peluuny co3aath cBoit Web-caiir.

M3 310l KHHUrK Bbl y3HaeTe, kKakUM 06pa3oM AeHCTBYIOT XaKephbl: Kak HaXoAAT ys3-
BUMOCTH M MCMOMb3YIOT UX JUIA MONy4eHUs KOHPHAEHLUHANbHOH HHpOpMALMH HIIH
AN TIONy4YeHHs aAMMHHUCTPaTHBHBIX npaB gocryna. Mbl OyaeM paccMaTpuBaTh
METOZb! B3JIOMOB Ha NPaKTHKe Ha npuMepax peanbHbiX Web-calitos. la, UMEHHO
peanbHbIX, YTOObI Bbl MOIH YBHAETL BCIO OMACHOCTb HEBHWUMATCIBHOCTH NpoO-
I'PAMMHCTOB H WIMHHHCTpaTopoB. Bee npumepsl Mbl 6yneM nojspoGHo paibHpaTs,



2 BeedeHue

M A NOCTapaloch NPEeJIOKHUTE BO3MOXHbIE BapHaHThl pellleHUS PacCMOTPEHHbIX
npobaeM 1 HcnpasieHus OWHOOK.

3ayem Mbl OyneM paccMarpuBath araku XakepoB? C OfHOH CTOpPOHbBI, 3TOT Mate-
pHan MOXHO BOCHPUHUMATb KaK WHCTPYKLMH MO BIIOMY, HO C ApYroli CTOPOHBI,
Bbl HE CMOXKETE 3aLUTHTLCA, €CNIH He GyaeTe 3HaTb, OTKYNa MOXKET TIpUIATH yrpo-
3a. JIomycTHUM, YTO Bbl MOJIKOBOAEL W XOTHTE 3ALUUTHTbL CBOIO TEPPUTOPHIO OT
BTOpKEeHUs. Bbl MOXKeTe BbIKONATh BOKPYr CBOMX 3eMesb POB, 3aMHHUPOBaThb J0O-
pOr# U pacTAHYTH KOJIIOMYIO NpOBOJIOKY, HO BCe 3TH AeiictBusa 6yayt Geccmbic-
NEHHBIMH, eciTH Bpar roToBUT BO3AYLLHbIH ynap. [loaToMy cHayana cnenyer Bbisic-
HWTb, KaK MOXeT NeiCTBOBaTb HEMPUATENb, @ MOTOM YXe HCKaTb JOCTOHHbIN
oteeT. IMeHHO Tak Mbl M nocTynum: GyeM paccMaTpuBaTh BOIMOXHYIO Yrpo3y, a
MOTOM WCKaTb 38LIMTY OT Hee.

Yro nogpasymesaerca noa B3niomom Web-cepsepa? Jto B3nom Web-caiita unu
cnyxk0Obl, kotopas obpabarbiBaer Web-ctpannupi? Mbi Gynem paccmarpHBath
npobneMy KOMIUIEKCHO, BKJIOYas 3aliUTy anmapatHOW 4acTH H OnepauoHHOH
cucrembl (OC), a Takke Web-cepeepa, 6a3 faHHbIX ¥ caMUX CLIEHapHEB, KOTOpbIE.
BbinonHsAoTcA Ha Web-cepeepe. AnnaparHyio yacth # OC mbl 6yaem paccmarpu-
BaTb NOBEPXHOCTHO, MO Mepe TOro, Kak NoHagoOHTCa HaM Ta MM HHas MHpopMma-
uua. [TpocTo a1 He Aymalo, YTO CTOMUT JIMILHKH pa3 rOBOPHTb O TOM, Kak 3alllUIIaTh
BIOS komnbioTepa MMM 3arpy34Mk: 3TOT BONPOC YXK CIHULIKOM OTAANEH OT Tema-
THKH KHHUTH.

YTO He BOWISO B KHUTY

Yro He Oyner pacCMOTPeHO B AaHHOW KHHre nogpobHO, Tak 3TO counalibHas HH-
KeHepHa. ITY TeMy Mbl 3aTPOHEM JIKILb NOBEPXHOCTHO, XOTA HMEHHO 3TOT METOJ
NO3BONAET OCYLIECTBHTb B3IOM AOCTaTOYHO ObicTpO M 3¢ dekTBHO. TyT MOXKHO
nUcaTh OTAENLHYIO KHHUTY, M ecn¥ Bac WHTepecyeT Gonee noapobGHasa HHGopma-
uMA, To coBeTyro obparuTbesa nubo k Moel kHure "KomnbloTep riazamu xakepa"
[5], nubo k xuHre rypy counanbHoi HHkeHepun KesuHa Mutnnka — "HckyccTso
o0MaHa: KOHTponUpOBaHuKe yenoBedeckoro ¢akropa B 6esonacHocTn” [1].

B HekoTOpbIX cliyyasx 11 NOHUMAHHS NPEACTaBIEHHOrO MaTepHalia MOTryT NoHa-
A0OUTbCA 3HaHWA nporpamMmuposaHusa. KoHeuHo ke, 8 nocTapaioch BCE ONUChI-
BaTh JOCTYMHO M MOHATHO KaXXAOMy, BHE 3aBHCHMOCTH OT YPOBHS NOArOTOBKH,
M BCE XK€ ONBbIT NporpaMMHUpoBaHus M 3HaHHe komaHa OC Linux XenaresibHbl.
O 6e3onacHoctd OC Linux K ee xoMaHAax MOXHO no4uTaTh B kHHUre "Linux rna-
3aMH xakepa" [2], a o nporpammupoBaHuu 1uis MuTtepHera Ha sa3bike PHP MoxHo
y3uaTh U3 kiuru "PHP rnazamu xaxepa” [3].
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BbnarogapHocTu

B xaxxno# ceoelt kuMre s Gnarogapio Tex, kTo noMoraer MHe B pabore. He yctaHy
6naronapuTh cBOMX POAHBIX U 6nH3KkMX (3KeHy, Aerel, poauTenei), KOTopbie exe-
JHEBHO OKPYXKAIOT MEHA M TEPNAT MOU UCYE3IHOBEHHA B BUPTYaNbHO# peanbHOCTH.

He Mory 3a0biTh M npo cBOMX Apy3eit no Web-caiity www.vr-online.ru. Otaens-
Haa GnaroxapHocTh AnekcaHapy JIo30BCKOMY, ¢ KOTOpPBIM MBI APYKHM Yxe J0f-
rHe [OAbl, HUMEHHO €ro pemeH3nn MoXHO HaGmiogarh Ha 3anHeil obnoxke 6onb-
LKHCTBA MOMX KHHT.

OraenbHas 6narogapHocts n3natenbcTsy "BXB-ITerepbypr” u scem ero cotpya-
HUKaM, KOTOpbl€ NOMOraJid MHE B CO3aHIH 3TOH KHHUTH.

Xouy nobnaronaputb BCEX MOMX YHTaTeNeil ¥ Bac, 3a TO, YTO KYNWIH 3Ty KHHTY,
a He ckayanu u3 FHTepHeTa HelleranbHylO KOMNHUIO, H HaAeloCh, YTO 3Ta paboTa BaM
noupaBurcs. Mbl nocrapanuch caenatb Bce Heobxoaumoe, yrobbl kHura Gbina
MHTEPECHOM W HUKTO He noxXaJien MoTpauyeHHbIX Ha Hee JeHer.,

Ecnu BO3HHKHYT BOTIPOCHI HJIM NOXENAHHA MO YJIYYIUEHUIO NAHHOH KHHUrH, TO BbI
BCErla MOXETE CBA3aTbCA CO MHOM no 3nekTpoHHol noyte horrific@vr-online.ru.
Ho sryuwie Bce xe 3anaBaTh Bonpockl Ha gopyme Web-caiita www.vr-online.ru, rae
1 GbIBal0 HAMHOIO Yallle.

Bce Bnagenbifbl B3NOMaHHbIX MHOIO BO BpeMsl HanucaHus 1ol kiMru Web-caiTos
ObTH M3BELteHb! O HaHAEHHBIX YA3BHMOCTAX, O3ITOMY, €C/IH Y BaC HE NOMYUHIOCH
NOBTOPHTb ONMUCAaHHbIE JEHCTBHUA, 3HAYUT, OILHOKY y)Ke HCnpaBuUIH.
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OcHOBbI Oe3onacHoCT™

B 3To0ii rnaBe Mbl NO3HAKOMHMCS C UCXOAHBIMH MOJOXKEHUSAMH, KOTOPble NO3BONAT
HaM Y3HaTb, KaK Xakepb! B3naMbiBaloT Web-caiiTel. B Havane rnasbl nOBepXHOCTHO
Gysaer 3aTpOHYTa TeMa COLMANBHON HH)KEHepHH, B JanbHelilleM Mbl He GyaeM Hc-
NoNfb30BaTh ee (Hy MOXET COBCEM YyTb-4yTh) A/ AOCTHXKEHHA HeoOXOauMoro
pesyabrara. [lTocie Mbl MO3HaAKOMHUMCA C OCHOBaMH B3IOMa W PacCMOTPUM BO3-
MOXXHble BapHaHTbI 3aLLUTbl OT HEro.

CoaepxMoe 3TOi rnaBbl nepeceKaeTcA C HEKOTOPbIMH OTPbIBKAMH M3 IpPYTHX
MOMX KHHr. Jleno B ToM, 4TO B Hel 2 cobpan Bce caMoe HHTEpECHOE U3 CBOMX Npe-
AblAYLUHX paboT, JONOAHKA H OOHOBHA HH(OPMALIMIO C YYETOM TeKYLIIUX peasinii,

1.1. CounancHana uHXxeHepusa

CouvanbHas HH)KEHEpHA — CaMoe MOLHOe opykHe Xakepa. C ero noMouubio
NpoUCXoauio GoNbLIMHCTBO Haubonee rpOMKHX B3JIOMOB M CO3JaBalHCh cambie
H3BeCTHble BHpPYCbl. BcnoMHuTe BUpYyC AHHbI KypHHKOBOH, Koraa nosib3oBaTensaM
NpUXOAUIO MHCbMO C BJIOXKEHHEM M TNpeAIoKeHHeM nocMoTpeTh (oTtorpaduio
obHaxeHHOH AHHbI. DTO TOXKe couManbHas HHXKEHepHs, KOTOpas WUrpaer Ha cja-
bocTax yenoBeka. S gymaro, 4To AOOONBLITCTBO MYXYHUH (@ 3T0 OOnbLIAA YacTb
nonb3opareneit HHTepHeTa), KOTOpEIE 3amyckany npuKpenyieHHbl# Gain U Takum
ofpa3om 3apaxkanu CBOIH KOMNbIOTEpP, NOMOTNO pacnpoCTPaHEHHIO 3TOr0 BUPYCA.

CouManbHas HHXXEHEpHA OCHOBaHa Ha MCHXOJIOTHH YelioBeKa M HMCMoJib3yeT ero
cinabble cToponbl, C ee NOMOLIbIO XaKepbl 3aCTaBAAIOT XKEPTBY AeNarb TO, YTO UM
(lyXKHO: 3apaxkalOT KOMMBIOTEpPbI, NoNyyatoT napony. Ckonbko pa3 f Chbillan npo
yKpaJieHHble HOMepa KPEeAUTHBIX KapT € NOMOULBIO NpOCThIX NouToBbIX coobweHuHN.
Ilosnb3oBaTens nonyyaer nucbMo ¢ npocbBoi cooblmnTh CBOH naponb, NOTOMY YTO
Ga3a naHHbIX GaHka MOpyLIMIAch M3-3a MOroAHBIX YCHOBHHA, NPOKA3 XAKEPA HIH
leucnpaBHOCTH o6opynoBanns. Huuero He noao3peBaioliue NoALIOBATE/IK BCOTAA
¢000ILAIOT JaHHbIE, NOTOMY YTO GOATCA NOTEPATH HHPOPMBLIHIO,
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Ha, B mocieaHee BpeMa AOBEPUUBOCTb y nonb3oparened UHTepHeTa yMeHblLaeTCs
6naronaps CMH. Tenepb yxke Bce cioxkHee HaTH uyenoBeKa, KOTOpbIH OTKpoeT
cBO/ napoJyib B OTBET Ha NOAJENIBHOE NUCbMO OT ciyxk06b1 noaaepxku. Ho u xake-
pbl He JPEMAIOT H HIIYT BCE HOBbIE M HOBble METOABI BO3AeHCTBHA.

EcTb 1 Takue Xakepbl, KOTOpbIE PeAKO NPHAYMBIBAIOT YTO-THOO HOBOE, 2 UCNOb-
3ylOT CTapble ¥ NpoBepeHHble cnocobbl. M, HeCMOTpA Ha 3TO, BCeraa HaXxOoAATCs
XKEepTBbI, KOTOpPble MOMANATCA Ha Yaouky. S nonb3yiock HHTepHETOM yike oueHb
AONroe BpeMA, M eXKeIHEeBHO NOMy4alo NEeCATKH NHcem ¢ npocbGoit 3amycTuTh
datin ans oGHOBNEHHS 3aLHTbI UM I TOro, YTOObl YBHAETb YTO-TO MHTEPECHOE.
A Besab GONBIIMHCTBO OTNpaBHTENEH — NONB30OBATENH 3apaXKeHHbIX KOMMbIOTE-
pOB. 3Ha4HT, KTO-TO OTKPbIBAET TaKHE BIIOYKEHHA.

HecMmoTps Ha WHPOKOE HCNONIB30BaHHE 3AlLHTHBIX MPOrPaMMHBIX KOMIUIEKCOB
M aHTHBMPYCHBIX TIPOrpaMm, KONHYECTBO BHPYCOB He yMmeHblnaercs. Kawabiid
aeHb B HIHTepHeTe NOABAAIOTCA HOBbIE MONb30BATENH, KOTOPbIE €Ule HHYEro He
3HAlOT O Mepax MNpeaoCTOPOXKHOCTH. UMeHHO OHH yallle BCero nonajaloTcs Ha
pa3iu4Hble YIOBKH.

Hrtak, KaBaiiTe pacCMOTPHM HEKOTOpbIE CHOCOBbI, KOTOPbIMH NONIb3YIOTCA XaKepbl.
OTO NOMOXKET BaM pPacno3HaBaTb UX H BbIAENATb TMNOMBITKH MNCHXOJIOrH4eCcKOoro
BO3AelicTBHA OT npocTtoro obueHus ¢ aoabMHA. [IoMHHTE, 4TO couManbHas HHXe-
HepUA MakKCUMaJIbHO CHibHA B IHTepHeTe, KOraa Bbl HE MOXKETE BOOUMIO OLEHHUTD
HaMepeHHs cBoero cobecenHHKa.

B nocnegHee BpeMs CHOBa HauMHaeT HaOMpaTb XOZ METOA BIIOMa yepe3 CMEHY
napons. S cran 6onblie nony4aTbh nUceM ¢ nNpocbOoi OOGHOBUTb CBOM PEKBH3UTHI
Ha Web-crpanuue GaHka, ¥ npu 3TOM ccblika U3 NUCbMa YKa3biBaeT COBEPLUEHHO
Ha apyroii Web-caiiT, rie BBeJeHHble Nnonb3oBaTeNeM JaHHble NONajaioT B PyKH
Xakepy.

HenarHo MHe npHILIO NMHCLMO, B KOTOPOM HCNOML30OBANCA OYEHb CTapblii U AABHO
3a0bITblii cnocob couranbHoO HHKeHepHH. [THCbMO UMeNno npUMepHO creayioLlee
coaepkaHue: "3apaBcTyiiTe. Sl anMHUHUCTpaTOp XOCTHHIOBOH koMnaHud XX XXX.
Haiua 6a3a Gbiia nogBep)keHa aTake CO CTOPOHbI Xakepa, U Mbt HOMMCS, YTO HEKO-
TOpble AaHHble OblnM u3MeHeHbl. [lpocbba npocMoTpeTs cnesyiollyto HHpopMa-
LAIO, ¥ €CJTH YTO-TO HEeBepHO, TO coODLMTE MHE, 5 BOCCTAHOBIO AaHHbie B Ba3e”.

[Mocne 3Toro ciieaoBaNno nepevyucieHHe NaHHbIX 000 MHe, KOTOpble JIErko nosmy-
4uTh ¢ NoMoULbio cnyxOpl Whois. Ha nio6om Web-caiite pervctpaiimu 1oMeHOB
ecTb Takas chyx0a, no3sonslOUlas onpeaensTb UM BianeNblia JOMeHa. Xakep
BOCMONb3OBAICH ITHM M yKa3al B NUCbMe BCIO HalaeHHYI0 WHpopMauuio. [lomu-
MO 3TOro OH YKa3an elle [ABa napameTpa: MMs noJib3oBaTens W naposb. KoHeuHo
Ke, 3TH AaHHble Xakep He MOr 3HaTb, NOJITOMY 3/ieCh ObLUTM HEBEPHbIE 3HAYEHHUS.
Kakas-10 yactb nonb3oBaresield npH NosyyeHHUHU TakKMX MUceM TEPAIOTCH, H, BOTHYAChH
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3a cBoif Web-caiiT, nUUIyT OTBETHOE MHCbMO, B KOTOPOM COOOLLAIOT JIKeagMH-
HUCTpaTopy, a TOuHee — XaKepy, CBOH npaBUibHbIE NapaMeTpbl JOCTyNA.

B kayecTBe pasHOBHAHOCTH TAKOrO B3/IOMa MOXKHO MNPHBECTH KJacCHUYeCKUit ciry-
yaii co ciyxboi noagepxkku. JomycTum, 4To BaM HyXKHO B3noMaTb Web-cepeep
XOCTHHIOBOH KOMNaHWH, rie pacriofiokeH HyxHbIH BaM Web-caiit. Bel 3soHHTE
HIH MHUIETE 3AeKTPOHHOE NHCHMO B CYOy Moaaepxku KoMNaHUHU ¢ BOMPOCOM:
"[ToueMy A ¢ Takoli-TO YYeTHOWH 3anKcbiO0 He Mory 3aiWTu Ha cepsep?” [lpu 3TOM
HY>KHO YKa3aTb NpaBUAbHBIA JIOrUH (MMA) ¥ moGol naponb. PaboTHHKH cyxObl
noanepxkyd ob6s3aHbl TIOMOraTthb, NO3TOMY, YBHAEB OLIHMOKY, OHM BLILLIIOT BaM
npaBUIbHBIA Napoib.

Ecnu Bbl ucnonbsyere mis o6UIEHHA cO Cy)K00i noaaepKKH INeKTPOHHYIO noy-
TY, TO TYT riaBHoe TIOAAENaTb ajpec Mojab30oBaTeNs, AOCTYN K YYETHOW 3anucH
KOTOpOro Bbl XoTHTe nonayyutb. Cnyxba noauepkku He npoBepseT aapec OTpa-
BUTENA, KOTOpbIH (anbcudpuunpyerca odeHb nerko. Ilpocro nporoxon SMTP
(Simple Mail Transfer Protocol, npocroii nporokon 3nekTpoHHO# no4Tkl) paboTa-
et Oe3 aBTOpH3alMH M B KaYeCTBE OTNpPaBUTENS MNO3BONAET yKa3blBaTb BCE, YTO
YrogHo.,

JIaHHBIA METOA MCMOb3yeT XOPOLUNI NCHXONOTHYECKHII NpUeM: CHayana NpuBo-
AMTCA [OCTOBEpHas WH(OpMauus, W TONLKO B napameTpax AOCTyna 3ajoXeHa
ownbka. Takum o6pa3oM 3aBOEBbLIBAETCA pPacnonoKeHWe W [OBepHe KEpTBbl,
¥ BEPOATHOCTb NOJNYYHTb Napo/b JOCTATOYHO BBICOKA, €C/TH MONb30BaTeNb He 3Ha-
KOM C TaKUM MPHHLMNOM COLHANBHOH HHXXEHEPHH. DTO NOATBEPHAAET MHOMECT-
BO 3HaMEHHTHIX B3TOMOB B 80-X I'T. NpOLIOro CTONETHA.

3anaya Xakepa — BOWTH B JOBepHe K 3aLLMLLAIOLIEHCA CTOPOHE M y3HaTb Napou
nocryna. Jlns 3TOro Mcnonb3ylOTCA NCHXONOTHYECKHE NpHEeMbl BO3€iCTBUA Ha
nU4YHOCTh. HenoBeky CBOHCTBEHHbI! IIOOONLITCTBO, OBEPUYUBOCTb H YYBCTBO CTpa-
xa. Jlioboe U3 3TUX YYBCTB MOXET CTaTb NPUYHHON yTepH HHPOPMaLIMH.

Braroaaps w3nuimHeMy N0OONBITCTBY Mbl BEPHM NpH3bIBaM OTKPbITb MpPHKpPEN-
NEHHbIH K NUCbMY (paiin, U CaMOCTOATENLHO 3allycKaeM Ha CBOEM KOMMbIOTEpE
BHpyc. B cuny Haweil noBepUMBOCTH XakepaM yIaeTCs Yy3HaTb CEKPETHYIO WH-
¢popmauuio. Ho camble cunbHble 3MOLMH BbI3biBaeT CTpaX. MMeHHO Ha cTpaxe M
Oos3HM noTepy naponei ocHoBaHa OOnbllas YacTb aTak, C NOMOLIbKD KOTOPBIX
NoNb30BaTeNs BbIHYXKIAIOT cka3aTb HeOOXOAUMbiE CBEAEHHUS.

Eme oaHa cnabocTb, KOTOpas OYEHb YACTO NPUBOAMUT K MNONOKHUTENbHOMY pe3yilhs
TATY: JKaJHOCTb M an4HocTb. JleHbry nopTaT ntoaeH, a Xakepbl YMEIOT 3TUM NOJIbe
30BaTbcA, Haumydlunii pe3ynbTaT AOCTHraercs Toraa, KOraa Xakep HCnonb3yer
cpaly Heckonbko cnabocTeii, Hanpumep, U CTpax, H O6ONBITCTBO OANOBPEMEHHO,

Eiue o/iMH npuMep K3 nuuHoi xu3HK. OaHaXXAb MHE HACOJIMN OfIMH XaKep, MHE
1POCTO NeHb BbII0 HCKaTh kakKe-To OlKMGKH B clieHapuax ero Web-caftra, a xoTenoos
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kak-To npoyunthb. C noMoueto Whois a y3Han, Ha kakom Web-cepBepe HaxoauTes
Web-caiiT Moero obuauuka, U Haluen axpec 3NMeKTPOHHOM MOYThl CAYXObl noa-
AepKkH ero nposalinepa. Jlanee neiicTBHA ObINM NPOCTHIMKM: A 3aBesl BpeMeHHbIH
NoYTOBLIIA ALIHK, HTOORI He BBLIATE CBOErO peasibHOro ajipeca, M MONpPOCHI CBOEro
Apyra, yToObl OH OTTIPAaBHI TTMCbMO NPHMEPHO CNEAYIOEro coaepaxkaHua: "3apas-
cTByite. Bac Gecrokout kanutaH munMuud Bacunuii Tlynkud w3 Vnpaene-
Hua K JlenuHckoro paitoHa ropoga Mocksel. Ha Bawem cepBepe HaxoauTcs Web-
caiiT xakepoB ¢ uHdopmauueii, Hapywatoweii YK P®. Ilpocum Bac camocros-
TENbHO NPHHATL Mepbl, Nabbl He YCNOXKHATb cUTYauuto. C yBakeHHeM, Bacunuii
[Tynkun".

Bot Tak BOT ckpoMHeHbKO, HO co BKycoM. KoHeuHo, Bmecto "Bacunuii Ilynkuq"

Ob10 UMR Gonee noxoxkee Ha peanbHoOe, NMOITOMY AIMHHHUCTPaTOp TMOBEPHN —

Web-caliT TyT e OblT 3aKkpbIT M OCTaBaNCA HEAOCTYNHbIM B TEYEHHE ABYX 4acoB.

INocne ero pabota 6bina Bo306HOBNEHA, @ MHE MPHLLNO NUCBEMO, B KOTOPOM aiAMH-

HUCTPATOp NOMHTEpPECOBANCH, C KakKX 3To nop YnpasneHue K cuant Ha ADSL-

kaHane B Pocrose-Ha-Hony? Mla, HyxxHOo Oblno Hcnonb30BaTh NpPOKCH-CepBeEp,

a y4lle NpoCcTO HaMUCaTh, YTO A kanHTaH HMEHHO POCTOBCKOro OT/AeNeHHA, TOrja -
Ha onpeaeneHne oOMaHa yuno O6bl HamHOro Gonblle BpemMeHu, a Web-caliT xakepa

ocraBancs Obl HeAOCTYNHbIM Goslee JOArKHiA Cpok.

Xakepbl NONb3YIOTCA COUMANbHOW HMHXKeHepHel HezaMeTHO, HO 3 dekTHBHO. Bbi
JaKe He fovyBCTBYETE NOABOXA, KOrAa Y BaC MONPOCAT Mapoib HAH CEKPETHYIO
“HpOpMaLMIO, H NOCAYWHO Bce oraanuTe. UToObl He nonacTbcsa Ha KPHOUOK, Bbl
LOMKHBI UMETb MpeacTaBlieHHEe O TOM, KaKHe METOAbl COLHANbHOM HHXXEHEpHH
MOTYT HCNoNb3oBarbci AJI1 NOCTHIKeHUA HeoGxoaumoit uend. C OCHOBHBIMH
METOaMKU MOXKHO MO3HAKOMHTBLCA B KHUIe CaMoro 3HaMeHHToro Xxakepa — Kesu-
Ha MutHuka [1].

1.2. OcHOBbI B3noma

VYHusepcanbHoro cnocoba eanoMa MurepHera He cyulectsyer. Kaxabiii pa3s npu-
XOJMTCA HUCKaTb CBOE pelleHHe, KOTopoe oTkpoer Heobxoaumyto asepb. [a, ecTsb
aTraku, KOTOpble MOTYT YHHUTOXHUTb toOyto 3awmty: DDoS (Distributed Denial of
Service, pacnpesesieHHas aTaka Ha oTka3 B oOcayxuBaHMM) UNK noaGop naposnei,
HO 3aTpaTbl Ha MpOBeAEHHE 3TUX aTak MOTYT OKa3aThCa CAHIIKOM Gonblumuy,
XOTS OHH He TpeSYIOT MHOro yma W JOCTYNHbl A8 peanu3auuy AaKe HOBUUKY.
3a B3nom cepBepa ¢ nomoubio nepebopa naponed nau 3a DDoS-ataky Xakepsl
HUKOrga He OyayT npu3HaHbl OOLLECTBEHHOCTbIO KaK MpPO(EcCHOHaNbl, MO3TOMY
K nofgoOHLIM MeToAaM NpuberaloT ToNbKO B KpalHHX Cay4asX U, B OCHOBHOM, Ha-
YU HAIOLLME BITOMLIHKH.
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IMoyeMy KONUYECTBO aTaK ¢ KaKABIM FOXOM TOMBKO yBenHuuBaeTca? PaHblue Bca
uHpopMmauua o6 ys3BUMOCTAX XpaHunach Ha 3akpbiThix BBS (Bulletin Board
System, 35eKTpoHHas Jocka oObABaeHHt) U ObUla AOCTYNHA TONbKO H3GpaHHbBIM,
K 3Toli kaTeropuu OTHOCHIHMCbL U Xakepbl, COBepluaBline OelHakazaHHbIE aTaKH,
MOTOMY YTO ypOBEHb MX 3HAHMH W ONbITHOCTH GblN JOCTATOYHO BHICOK. IIPOHMK-
HYTb Ha Takylo BBS HenocBsueHHOMY Ui HOBHUKY ObLNI0 OMEHb CIIOXKHO, a valle
BCEro NpocTo HeBO3IMOXHO. HHpopmauus o6 yaA3BHMOCTAX U nporpaMmbl A
peanu3aluy aTak OblJIM JOCTYNHbI OTPaHHYEHHOMY KONTHYECTBY Nioaei.

B HacTosulee ppeMs cBeaeHUs 00 yA3BMMOCTAX CTAlM AOCTOAHHEM O0ULIECTBEHHO-
cTH. Tenepb B3OMOM, B NPUHLIKIE, MOXKET 3aHUMATBHCA KTO YrOAHO. JTOMY CNO-
coOCTBYET MOABNEHHE MHOXKECTBA NporpaMm, KOTOpble aBTOMAaTH3HPYIOT MpoUece
B3/IOMa U NpH 3TOM JOCTYNHbI N106oMy nonb3osatento HHTepHera. B HexoTOpBIX
CllyyasiX AOCTaTO4HO TONbKO yka3ath aapec Web-caiita, kotopbi#fi Bbl XOTHTE
B3/IOMaTh, HaXKaTb Ha "BONWEOHYI0" KHOMKY, H KOMMbIOTEP CAeNaeT Bce HeobXo-
auMmoe caMm 6e3 Baulero BMELIATENbCTBa, NpH 3ToM Bbl abcomoTHo He Oynere
3HaTb, KaK 3TO MPOU3OULITO.

C onHo#t cTopoHbl, HH(pOpMauUs AeHCTBUTENbHO AOMKHA ObITh OTKPLITOH. AAMH-
HUCTPATOPbI, 3Has METObl B3/IOM2, MOTYT NOCTPOHTb COOTBETCTBYIOILYIO 3ALLHTY.
Hpyroe neno, 4To faneKko He KaKAblH CleauT 3a TeHAeHUMAMHM B Ge3onacHOCTH,
U Aanexo He BCe aJMMHUCTpatopbl oTpabaTbiBaloT CBOKO 3apimiaty, crpos 6e3o-
NacHble CETH.

C mpyroii cropoHbl, ecnu 3akpblte Web-caitTbl, Ha KoTOpbIX coaepkUTCs HHOP-
mMauus o6 ys3BUMOCTAX, TO KONHYECTBO aTak pPe3KO COKPAaTHUTCH. BonbLUMHCTBO
B3/JIOMOB COBEpLUIACTCA HMMEHHO HenpodecCHoHanamH, KOTOpble HaLUWTH TAe-TO
nporpamMy s COBEPLIEHUS 3NONESHHH, H BBINOTHUIH €e.

JInuHo s pa3pbiBalOCh MexX Ay ABYX OTHEH W He MOry nporojocoBaTb 3a OTKpbI-
TOCTb MJIH 3aKpbITOCTh HH(popMauuH. C 0xHOH TOUYKH 3peHHs, UHDOpMaLUs AOMK-
Ha OBITb OTKpbIT2, a2 aAMUHUCTPATOPbl U NPOrpaMMHCTbI JOMKHBI GbITh BHUMA-
TeSibHee H ObicTpee pearHpoBaTh Ha HaiileHHble OLIMOKH, a C ApYroi, ee Myuule
3aKpbITb, YTOOb! Y 3N10YMBIILIEHHHKOB He ObUTo cofnasHa HCMob30BATL FOTOBBIE
nporpaMMmbi.

HagepHoe, s Bce e nporofiocyko 3a OTKPbITOCTb, HO MPH 3TOM NPaBOOXPAHHUTEND-
Hble OpraHbl [JOMKHbI Jydllle KOHTPONHpOBaTh 0e30MacHOCTb M pearpoBaTh Ha
JleiicTBua BaHganoB. [a, 1 3a perynuposanue MurepHera. Kaxaoe obwecrso Tpe-
OyeT pa3syMHOro yrnpaBieHHs. DTO He 3HAYMUT, 4YTO 3a KAKAbIM KIMKOM HYXHO cle-
JIUThb, 3TO 3HAYMT, YTO B3JIOMbl JOMKHbI HaKa3blBaTbCA MO OnpeaefeHHbIM 3aKo-
11aM. Mbl JOJKHBbI BeCTH cebs UMBHJIM3OBAHHO, WHade, Kak pakoBas OMNyXOJb
YIHYTOXKAET XKHUBOH OpraHu3M, Mbl YHHUTOXKHM cCaMH cebs.
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BezycnoeHo, uHTepecHo HabnioaaTh 3a TeMm, KaK JBe KOMaHAbl XaKepOB BOIOIOT
Mmexxay coboii, BanambiBas Web-caliTbl Apyr Apyra, HO BCe AOMKHO MMETb CBOM
npenen. Kakoii ator npeaen, s cyautb He Mory. HuKTO He MOXeT BbIHECTH pelue-
HHe, KakuM ObiTe HHTepHeTy, moToMy 4TO Ha JaHHbLIH MOMEHT OH cBoOOAeH
¥ B Ka)XIO# CTpaHe noguyuHsercs cBouM 3akoHam. Ho HurepHer — aTo eauHoe
olluecTBo, a 3aKOH AOMKeH ObITh ana BceX eauHbiM. [Toka He Oyaer 3akoHa, ero
colIIoAeHHs U KOHTPOAA, aHapXua GyaeT npoaonkarbes.

1.3. UccnepnoBaHue

Koraa mbl cTpOUM JTMHHIO O6OpOHBI, HEOOXOAHMMO NOHUMATD, KaK XaKepbl aTaKy-
IOT KOMMBIOTEPHI CBOMX JepTB. TOJAbKO TOrAa MOXHO NpeAOTBPaTHTb Hexela-
TeNbHOE BTOPXKEHHE U 3alUTHTL cUCTeMy. OO0 3TOM 5 y)Ke roBopuST U ceiiuac HaM
NPEACTOHT pacCMOTPETb OCHOBLI HanaAEHHA, HCnonib3yeMble XakepoM. [1pu 3ToM
Gyaem paccyxaath TaK, Kak 3TO AelaeT BINOMILKK.

HommycTM, 4TO y Bac Ha NpHMETe €CTb CepBep WM KOMMBIOTEP, KOTOPbIH HYXHO
B3/1OMaTh WM NPOTECTHPOBATb Ha 3aIMMLUEHHOCTb OT B3iomMa. C 4ero Hy)KHO Ha-
yyHaTbh? YTO caenarth B nepBylo o4epeab?

YeTkoit nocnesoBaTeNbHOCTH neHCTBHHA HeT. B3noM — 310 TBOpYeckui npouecc,
a 3HA4YMT, M NOAXOAMTb K HEMY HaJo C 3TO# To4kH 3peHus. Her onpeaeneHHbIX
npaBui, U Henb3s BCe MOABECTH Noj OAMH wWabnoH. 3aT0 eCTh HECKONbKO peKo-
MeHalMi, KOTOpbIX MOXKHO NpUAEPAKHBATHCA.

Camoe nepBoe, ¢ yero HauuHaercs B3oM uiau Tect OC Ha ysa3BUMOCTb, —
ckaHupoBanue noprtoB. Ina uero? A mns Toro, utoGbl y3HaTh, kKakHe CHyXObl
(8 Linux 310 1eMOHBI) yCTaHOB/EHbI B cHcTeMe. Kaxablit OTKpPbITBIA NOPT — 3TO
nporpamma, yCTaHOBJIEHHas Ha cepBepe, K KOTOPOH MOXKHO MNOAKIIOYHTLCA U Bbl-
NOJIHUTbL onpefeneHHble aelicTBUA. Hanpumep, Ha 21-M nopry pabGoraet cayxba
FTP. Ecnu Bbl cMOXeETe K Hel NOAKIIIOYHTBCSA, TO BaM CTaAHET ROCTYIHOH BO3MOX-
HOCTb CKauyMBaHHWA W 3arpy3ku ¢aiinor. Ho s3to Tonbko, ecnu Bol Gysere obnagartb
COOTBETCTBYIOLIMMH NpaBamH,

CHauana cnenyer npockaHupoBath nepsbie 1024 nopra. Cpea HHX OY€Hb MHOTO
cTaHaapTHbiX cnyx6 tuna FTP, HTTP, Telnet u 1. a. OTkpbITbIli nOPT — 3TO
JABEpPb C 3aMOYKOM JUTa BXoda Ha cepBep. Hem Gosbiue Takux asepeii, Tem Gonblue
BEPOATHOCTD, YTO K2KOH-TO 3aCOB HE BbIAEPIKUT HATHCKA U OTKPOETCA, NO3TOMY Ha
cepBepe AOMKHO ObITb 3aITyLEeHO TONbKO TO, YTO HEOBXOANMO.

51 oueHb 4acTO roBopKO B CBOMX paloTax O TOM, YTO Bbl AOJXKHbI YCTAHAB/IMBATD
Ha cepBep TONbKO Te NporpaMMbi, KOTopble peaibHO OyayT Mcnonb3osarbea. Bee
OCTaNbLHOE Ny4llle He 3amyckaTh, 3anpewarth, a JyJile Booblte He YCTaHABIWBATb,
yTOOBI XaKep He CMOT CaMOCTOATEIbHO MX 3aIMyCTHTL U HCNOJIb30BATb.
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Y Xopoluiero axMHHMCTpPaTOpa OTKPbITbI TONLKO CaMble HEOOXOAHUMbIE MOPTHI, Ha-
npumep, ecan 310 Web-cepeep, He npeaocTaBasioWHi KOCTYN K 31€KTPOHHOM
NoYTe, TO HET CMbIC/IA AepkaTb noyToBble CyxObl. JlomkeH ObITh OTKPBIT TONBKO
80-# noprt, Ha kOTOpOM Kak pa3 H paGoraer Web-cepeep. Bece ocranbHbie noprbi
JONXKHb] OBITh HE NPOCTO 3aKPbIThl CETEBbIM 3KPAHOM, a Jiy4llle, eC/IH COOTBETCT-
Byrowe cnyx6ol coscemM He Oyayr ycraHoBheHbl. PacnpocTpaHeHHas ownOka
aZAMUHUCTPATOPOB; YCTAHOBJIKO Ha BCAKKIN clyuaii Bce, npocTo He Oyay 3amycKaTtb
HJIM NPUKPOIO CETEBBIM IKPaHOM. 3TO o4YeHb cepbe3Has ownbka. Ecnu Xxakep npo-
HUKHET Ha Ballly CHUCTEMY, TO OH 3alTyCTHT OCTaHOBJIEHHYIO CNyKOy MW npuoT-
KpOET CeTeBOM 3KpaH, YTOObI BOCTIONb30BATLCA YIKE 3aNyILEHHOM.

CrapaiiTecb CBECTH KOJHYECTBO YCTaHaBIWBAEMOrO nporpaMMHoro obecnedeHus
K MHHUMYMY. [lake Ge3o0uaHas nporpaMMa KalbKyJSTOpa MOXET OKa3aTbCH MC-
ToyHukoM B3noma. He eepute? JlomycTuM, YTo KanbKyAsTOp Yy Bac 3arycKaeTcs
C MpaBaMH agMUHHCTpaTOpa, Jaxe A8 NPOCTOro nojb3oBarens. Tenepb, ecnu
B KanbkyJasTope Oyaer HaigeHa ys3BHMOCTb THNa nepenoiHeHus Oydepa, xakep
CMOXET UCMOJb30BaTh 3TY YA3BUMOCTb H NONYUYHTb NpaBa aIMHUHHUCTPATOPA.

Ha, BepOATHOCTb TOro, YTO Yy BaC KaNbKynaTOp paboTaeT OT UMEHH CHCTeMHOH
YYEeTHOH 3anMCH — MHHMMAaNbHA, a TOYHEE HYJeBas, HO A NpPHBEAy elle napy
JIOBO/10B:

O xakep, NPOHUKHYB B CHCTEMY, 4TOObI 3aMackHpOBaThb cBOe npebbiBaHHE B HEW,
MOJKET CaM YCTAHOBMTb 3allyCK NpOrpamMMbl OT HMEHH CHCTEMHOH YYeTHOM
3aMHCH H UCNOJILb30BATh €€ [UTA NOBBILIEHHA CBOUX NPHUBUIETHM;

00 HanHuyMe HEKOTOpbIX NpOrpaMM MOXET ynpocTUTh B3noM. Hanpumep, ecnu
B cHcTeMe ycTaHoBleH FTP-KkHeHT, To ¢ ero noMolibio Xakep MOXET 3aKa4yarb
Ha cepeep HeOOXOAMMYIO 18 B3noMa nporpammy. Mium ecnu B cucteMe ycra-
HOBJIeH komnunsTop unu uHtepnperatop Perl/PHP, To xakep moxeTt co3aarb
MK 3anyCTUTb 3/IOBpeAHbIN kO& Ha ceprepe. [la, HEKOTOpPbIE NPOrpamMMmbl s
HCNONb30BaHHA yA3BMMocCTell nuwytca Ha Perl, noatomy B nocnienHee Bpems
aAMHHHCTPATOPbI CTApalOTCA OTKa3biBaThCA OT HMCMNOJIb30BAHHMA ITOrO HHTEP-
npeTaTopa H He YCTaHaBAMBaTh ero Ha pabounii cepeep.

[Tonyuaercs, YTO YeM MeHblIE NporpaMm YCTAHOBJEHO Ha cepBepe, TeM MeHblue
naszeek y Xakepa NpOHHUKHYThH B CHCTEMY M NOJIyYHTh NpaBa aAMHHUCTpaTOpa.

XOpollHil ckaHep NMOPTOB onpenesiseT He TOMbKO HOMep OTKPLITOro nopra, HO
U 110Ka3bIBaeT Ha3zBaHue paboTalolleit Ha HeM ciTyxObi (Kanb, YTO He HacTosllce,
Il TOJILKO UM BO3MOXCHOTO cepsepa). Tak, ana 80-ro nopra Oyaert nnokazauo "http".

ticnu ckaHep He noka3sbiBaeT HMeH ciiyx6, To B OC Windows ux MoXi10 HOCMOTPCTh
n (paiyiax protocol ¢ services U3 karanora CAWINDOWS\system32\drivers\ete.
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[Tpocro orkpoitte x B baokHoTe unu nobo#t Apyroi nporpamMe nNpocMoTpa Tek-
CTOBBIX (palinos. B pe3ynbrare Bbl yBHANTE:

echo 7/tep

echo 7 /udp

discard 9/tecp sink null

discard 9 /udp sink null

systat l1l/tcp users #Active users
systat 1l1/tep users #Active usexs
daytime 13/top

daytime 13/udp

qotd 17/tcp quote #Quote of the day
gotd 17 /udp quote #Quote of the day

daiin uMeeT CleayoLyO CTPYKTYpY:

<cnyx6a> <HOMEp NOpTa>/<upoTOKO> [MCEBAOHHMBL..] [#<KoMMeHTapHit>]

Ho He 3a0biBaiiTe, UTO 3TO TOJLKO ONKCaHHWe CTaHaAapTa, KOTOpbIH NErko HapylIHTD.
Anmunuctparop 6ez npobnem mosker 3amycTuth Web-cepeep He Ha 80-m nopry, -
a Ha 21-M, ¥ ckaHep NOPTOB HanMuET Ham, 4uTo 310 FTP-ceprep.

OcraHoBHTECh M MOCMOTPHTE ceilyac ¢aiin services. 3mech onucaHel HauGonee
pacnpocTpaHeHHble Ha JaHHbI MOMEHT CTy)kObl M NOPThI, H2 KOTOPBIX OHH pabo-
TatoT. Ecnu BBI elne He 3HaKOMbl C ITUMH HOMEpaMH, TO ClieAyeT XoTa Gbl 4TO-TO
U3 3TOr0 OCTaBHTh B NMaMATH, 4TOObI 3HAaTh NOTOM, YTO UCKAThb Ha aTakyeMoil cuc-
Teme. 51 pexomeHay1o oOpaTUTb BHUMaHHe U 3arOMHUTb, YTO Ha noprax 1433 u
1434 nportokonos TCP u UDP paGotaetr Microsoft SQL Server u Microsoft SQL
Monitor. Ha nopry 1512 pabGorator WINS (Microsoft Windows Internet Name
Service, cnyxba umeH HnrepHera ana cereii Windows), koTopas aaneko He 6e3
usbaHa. 51 Bech alin npuBoauTs He Gyay, noTomy uTO OH GONbLIOH, a Bbl K Ge3
MeHs cMoxeTe B 11060 MOMEHT ero NoCMOTPETD.

Ho cyulecTBYIOT nporpamMmbl, KOTOpbl€ HE JOBEPAIOT CTAHAAPTY M NpPOBEPAIOT No-
TYYEeHHYI0 HHpOpMaUKIo caMocToaTenbHO. K Takum nporpamMmam OTHOCHTCH Cka-
Hep GezonacHoctH XSpider (Wwww.ptsecurity.ru), KoTopblii N0 NOAy4aeMbIM OT-
BETaM MbITAETCA ONpeaeNHThb, AeHCTBHTENbHO N1 Ha 80-M nopTy Haxoautcs Web-
cepBep, WK TaM yTo-TO Apyroe. Kak aro onpeaenuts? [la ouensb nierko:

J no cTpoke NPUBETCTBHA, KOTOpas BO3BpalllaeTCs NpPH NOAKIIOYEHHH K NOPTY.
Bonburas yacth ciyx6 npH NOAKNIOYEHHH BO3BpAILAIOT cOOGUEHHE, KOTOpOe
COAEPXMHT ee Ha3BaHHe W BepcHio. [lodke Mbi elle 6yAeM roBOPHTE O TOM, HTO
9TO coolueHHe MOXeT ObITh NOARENAHO;

(3 cnyx6bl B OTBET Ha NOAKIIIOYECHHSA NPUCHINAIOT pa3Hble nakeTbl. B nporpamme
XSpider aocratouHo Xopotiuas 6a3a AaHHBIX NOBEAEHHA Pa3IHYHBIX CyXkO.
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Ha, ckanupoBaHue noptoB B XSpider npoHcXOaUT aoCTaTOYHO HONrO, 3aTO 3¢~
(pEeKTHBHO.

XenarenbHo, 4Tobbl CkaHep yMen COXpaHATb pe3ynbTaT CBOeH paboTbl B KakoM-
HUGyab (aiine U aaxe pacneyarbiBath. ECiii 3TOH BO3MOXKHOCTH HET, TO TIPHAETCA
nepenucarb Bce BPYYHYIO H NONOXWUTb Ha BHAHOe MecTo. B nanbHelileM Bam
NIPUrOANTCH KaXKJas CTPOUKaA ITHX 3arnuce.

[Tocne aToro mMoXHO HauMHath CkaHWpoOBaTb noOpThl cBbiite 1024, 3aech cran-
JapTHble CiyKObl BCTpPEUalOTCA pelko. 3aueM ke Toraa ckaHuposaTb? A BApYT
KTO-TO JO Bac y)ke noObIBaJi Ha 3TOM MeCTe M OCTAaBHUN OTKPBITYIO ABEPKY HIIH
YCTaHOBHI Ha cepBep TPORHCKYIO nporpammy. BonbLIMHCTBO TPOSHCKMX Npo-
rpaMM JepaaT OTKPbITLIMHA NopThl cBbile 1024, nostomMy ecnu BBl aMHUHUCTpa-
TOp ¥ HalUN¥ OTKPBITBIH NOPT B 3TOM JHana3oHe, HeOOXOAMMO cpa3y HacTopo-
xutbca. Hy, a eclii Bbl B3TOMILKUK, TO HYXHO Y3HaTb UMA TPOSHCKOM nporpaMmbl
M HalTH ANA Hee KJIIMeHTCKYIO 4acTb, YTOObI BOCTIONb30BATLCA €10 A/ YNpaB/ieHHUA
YyxKOH MalLUHOM.

Cpeau cayx0, vcrnonb3yomux nopthbl Bbiite 1024, BCTpeyaloTcs M HEKOTOpbIE
kxomMMepueckue, Hanpumep, CYB]] (cucrema ynpasneHus Ga3zamu paHHbIX). Jlemo
B TOM, YTO HOMepa W3 nepBOM ThICAYM YXKe AaBHO pacnpeneneHbl, ¥ UCNONb30BaTh
KaKO#-TO M3 3TOro Auana3zoHa JOCTaTO4HO npobneMaTH4yHO, NMOITOMY COBpPEMEH-
Hble CTY)KObI IKCTITYaTHPYIOT BeChb iHana3oH HOMepoB 10 65535.

[Tepebie 1024 nopra B OC Linux obnanator elte 04HHUM OYEHb BaXKHbIM CBOHCT-
BOM: 3aiTycTHTb cyx0y, paboTaloltyio Ha TakoM MOPTY, MOXKET TONBLKO NONb30Ba-
Tenb ¢ npaBaMu anMUHUcTpaTopa (ans UNIX-cuctem 31O nonb3oearenb ¢ npaba-
Mu root). Takum o6Gpa3oM, cHcTeMa rapaHTHpYeT, 4TO cnyXObl, pabGoTalomue Ha
noptax Hwke 1024, 3amymensl agMuHUcTpaTopoM. OHM aBastoTcs HaubGonee Kpu-
THYHBIMH C TOYKH 3peHHs Oe3omacHOCTH cepBepa, MOITOMY pAAOBbIE NONb30OBATE-
MU He ROMKHbI HMETb NpaBa WX 3aITyCKaTb.

Ecnu nocne ckaHWpOBaHUA Bbl Y)Ke NONYUYHIHM MONHBIH OOCTYN K CepBepy, TO Ha
3TOM B3JIOM MOXKET 3aKOHYMTbCA. JKanb, YTO Takoe NPOUCXOAMT OUYEHb PelKo,
H Yallle BCEro Hy»HO 3aTpaTHTb HamHoro Gonblie ycunuii. Xopotuo 6b110 BO Bpe-
MeHa nosBIeHnA TposHcko# nporpaMmbl Back Orifice, koraa oanH xakep 3apaxan
KOMNbIOTEp NoNib30oBaTeNs, a Apyroil 6e3 npobiem Mor Bocnonb3oBaThCa YxkKe ro-
TOBbIM B3OMOM. B Hacrosiiuee BpeMs no HHrtepHety rynser ciuuikom Gonbuioe
KOJTMYECTBO TPOAHCKMX MpPOrpaMM, KOTOPbI€ HCMONb3YIOT pa3Hble NOPThI K HALLe
BCEro JaKe NO3BONAIOT HaCTpaWBaTh HOMEp NOpTa, Ha KOTOpPOM oHu OyayT pabo-
TATb. A eCNM CepBepHas 4acTb NpOrpaMMbl 3alLHILEHa NapofieM, TO BOCMOAb3O0-
BATLCA YY)KHUM Tpyom OyaeT npobreMarHyHoO.
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1.3.1. OnpeaeneHune TMna onepaunoHHOU CUCTEMBbI

CkaHupoBaHHe — 3TO BCEro JIMIIB HAYaNbHBbIi 3Tan, KOTOpbIA Aan BaM WHGOpMa-
LMI0 418 pasMbluieHns. Camoe riaBHoe — y3HaThb, kakad WMeHHo OC ycraHOB-
neHa Ha cepsepe. XXenaTe/lbHO UMETb CBEEHHA O BEPCHH, HO 3TO YAAETCH BblAC-
HHTb HE BCEraa, Aa U Ha NepBbIX NOpax U3yYeHHs CUCTEMbl MOXKHO oOoHTHCH Ge3
KOHKpeTH3auuu, ['naBHOe UMeTb YeTKOe npeacTaBleHHe o6 Ucnonblyemoi niart-
dopme: Windows, Linux, BSD, Mac OS uau ap. OT 3TOro 3aBHCHT OYeHb MHOTOE!

O kakue nporpaMMbl MOTyT GbITb YCTaHOBNEHbI Ha CEpBepe;

0 kakue KOMaHbl MOXKHO BbIMNOJIHATD;

O rae HaxoauTCs HHGOPMALMA O NMONL3OBATENAX U X NaponsXx,

O rae moxer GbiTh ycTaHoBneHa OC (B kakoii nanke UM B KakoM pasferne);
0 kakue CyleCTBYIOT yA3BMMOCTH 1A aaHHoi OC.

Hna onpenenedns OC u ee BepcHH MOry MNOCOBETOBaTb CKaHep Oe3onacHOCTH
Shadow Scan (www.rsh.kiev.ua). Kpome Toro, 3ta nporpaMma ymeer onpesenstsb
BEPCHH YCTAHOBJEHHbIX clyx6. D10 MOXeT BaM O4eHb CHIbHO momouyb. Jomyc- -
THM, Bbl Y3HaNM, YTO Ha KOMIMbIOTepe ycraHoBieH Web-cepeep. [loMHMO 3TOroO
M3BECTHO, YTO HCNOJb3yeTcs onepauroHHas cucrema Windows. MoxHo npeano-
NOXHTb, yTO B Kadectee Web-cepsepa BbicTynaer IS, Ho 3Ta runoresa moxer
H He noaTeepAnThea: Ans Windows ecTb peanu3auus cunbHeiiwero Web-cepsepa
Apache. MoryT 6bITb ¥ Apyrue, XOTs 3TH ABa — CaMble NOMyJsApHble. A TaK Kak
HX B3/IOM NpPOHU3BOAMTCA MO-pa3HOMY, TO B MEPBYIO Ouyepelb HAC HWHTEpECYET,
KaKOH W3 HUX yCTaHOBJIEH Ha J@HHOM KOMIbIOTEpE.

EnnHcreennbifi HeaocTatok Shadow Scan: npu onpeaenenun sepcun OC nposs-
nanach ownbka, npuBoasilas k 3aBMcaHHio. Ho B nocniesHeil Bepcud nporpaMmbl
3TOT HEAOYeT, KaxkeTcs, Obill YCTpaHeH.,

Kak onpeaenserca Tun OC? Jna 3T0ro ectb HECKOJAbKO cnocoboB.,

1. ITo peaan3zauuun npotokonaa TCP/IP. B paznnuneix OC no-pazHoMy opranu-
30BaH cTek nporokonos. Shadow Scan npocTo aHanW3MpYeT OTBETH! cepBepa Ha
3anpochi U 1aeT COOTBETCTBYIOLLEE 3aKiii04YeHHe. B OCHOBHOM 3TOT BbIBOJ pac-
nnbiByarthiii: Windows unu Linux. TouHylo BepcHIO TakUM 0Opa3oM y3HaTh He-
BO3MOXHO, notomy yto B Windows 2000/XP/2003 peanuzauus nporokona npax-
THYECKH HE MeHsNach, ¥ OTKIMKH OyayT ofMHakoBbiMH. Jlaxke ecnu nporpamMma
onpeaenuia, UTo Ha cepBepe ycTaHoBieH Linux, TO kakoH HMEHHO AUCTPHOYTHB
BAM HHUKTO He CKaXkeT, a BeAb yA3BMMOCTH B HUX pasHbie. M no3aroMy Takas
HHPOPMaLHA — ITO TONLKO YaCTb HEOOXOAUMBIX JAaHHBIX /19 B3/IOMa.

2. Tlo oTBeTam cayxk6. /lonycTHM, YTO Ha cepBepe XEPTBbI €CTb @HOHHUMHbIH
noctyn no FTP. Bam HyXHO Bcero JHiib NPUCOEAHHUTLCA K HEMY H MOCMOT-
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peTb coobuieHne npu Bxoae B cucteMy. [To yMonuaHHIO B kauecTse npuriaiie-
HUA Ucnonb3yeTcs Haanuch tuna: "JloOpo noxanoears Ha cepeep FreeBSD4.0,
Bepcha FTP-knnenra X.XXX". Ecnu Bbl Takoe yBuaenu, To eule paHo pano-
BaThCA, T. K. He W3BECTHO, MpaBaa 3TO UAM Her. Eciv Haanuch npurnaweHus
OTpaXaeT NeHCTBUTENbHOCTb, TO aAMMHHUCTpPaTOp — "yalHHK" CO CTaXKEM.
OnbITHBLIA AXMHUHUCTPATOP BCEraa M3MEHSET npHUriaileHWe, 3alaHHOE Mo
ymonuaHuto. Toraa Ha cepsepe ¢ Windows NT 4.0 nosBuTCa npurnaiueHue,
Hanpumep, Linux. B stom ciyyae 3noymbiunedHuk Ge3ycnewtHo noTparut
OYeHb MHOrO BpeMEHH B TonbiTkax B3noMatb Windows NT, nbiTasch Hcnonb-
30BaTbh ownbkH Linux. I[ToatoMy He ouyeHb noBepsiiTe HaanuUcAM U cTapaiTech
HX nepenpoBepPHTDb APYTUMH cnocobaMH.

3. Counanbsan umkenepusi. Ecnu Bbl XOTHTE B3TOMaTh CepBep XOCTHHrOBOM
KOMNaHUH, TO MOXHO OOpaTHTbCA C MMCbMEHHLIM 3anpocoM 00 ycTaHOBJIEH-
HbIX Y Hee cepBepax B cnyxOy noanepxxku. Kak npaBuno, takas uHbopmauus
He CKpblBaecTca, HO ObIBAalOT Cly4an OTKPOBEHHOH /kH. BoaMoxHO, yTo 3TH
cBeaeHHa OyayT nexxath Ha rnaBHoi Web-cTpaHuLue, HO aaxke MX cliefyeT npo-
BepuTh. Hanpumep, HekoTopble koMnaHud nyduyt Ha Web-calite, yTo y HuX
MCMOJNIb3YETCA TocheaHss U camaa GesonacHas Bepcus OC FreeBSD, Ho npu
NepBOM Xe OCMOTpe Oka3sbiBaeTcs, 4To Ha cepBepe cTouT Windows 2000. Boa-
MOXHO, KOMNaHWK npocTo ckpbiBaloT Bepcuio OC ans Toro, yToObi CKPLITH
MCNOJIb30BaHHE HENHLEH3HOHHOIO NPOrpaMMHOro obecneyeHus.

Y106bl Bac He oOMaHynu, obs3arenbHo obpallaifte BHHMaHHE Ha UCMOJb3yeMble Ha
cepBepe cnyxObl, Hanpumep, B Linux He OymyT paborats Web-crpaHuibi, co3gaHHble
no texHonorurd ASP. Taxue Bewrn nopaenbiBalOT peako, XOTH 3TO U BO3MOXKHO —
JOCTATOYHO HMCMONB30BaTh pacluupeHue .asp s XpaHeHns PHP-cuenapues u nepe-
HanpaenaTh uX HHTepnperatopy PHP. Takim o0Opasom, Xakep yBUAWT, UTO Ha cepBepe
pabotatot ¢aiinbl ASP, Ho peanbHo 310 GyayT PHP-cueHapuu. Xots, s cabiman, yro
€CcTb BO3MOXHOCTD 3anmyckatb ASP-cueHapuy Ha Linux.

1.3.2. OnpepenexHue uMmeH padoTtarowmx cnyxo

Onpeaenernne THna OC — 310 TONbLKO HauanbHeil 3Tan. Ilocne atoro HeoOxoau-
MO NepPeXOAHTb K ONnpeAeNeHHIO UMeH ciyxb, koTopbie paboTaloT Ha cepeepe. Ec-
nH otkpuiT 80-i1 nopt, To Heo6xoauMoO y3HaTh, kakoi yctaHoeieH Web-cepsep:
Apache unu IIS. Ot ucnonb3yemMoii ciyx6bbt M ee BepcHH 3aBMCHT, Kak €€ Hano
B3NaMbIiBaTh. Hanpumep, HekoTopbie BepcHU onpeneneHHbiX cayx® moryr cosep-
KaTb OJHY OWHOKY, a APYrHe BepcHH ApYryto ownbky. A ObIRaloT Aaxke Clyyaw,
Koraa ownbok Boodlle HeT. XOTH HET, TakUX cayyaes He ObiBaeT. Ownbxy Beeria
CCTb, NPOCTO HUX €lille HUKTO He HALleNl ¥ HYXHO NOUCKATb, UK NOJIOXKAATh, KOI/ia

HalayT apyrue.
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Hnoraa xakepol onpenenator Bepcuio OC UK yCTaHOBJEHHBIX iy no Hanu-
yuto ownbok. Hanpumep, ecnu Web-cepsep 1IS Bepcun 5.0 coaepxkan onpene-
AEeHHYIO OIKOKY Npy NoJiy4eHu: cnuwkoM 6onbLIOro makera, TO MOXKHO MOMbI-
TaTbCA OTNPABHTH TAKOM MaKeT, U €CNIK B OTBET Mbl NOJYYHM oLIMOKY, TO nepes
HamMH UMeHHo IS 5.0. Bpoae Gbl Bce xopollo 1 METOA onpeneneHns AOCTATOYHO
TOYHbIi, HO He coBceM. Jleno B TOM, YTO HaNHYHe OLIMOKKH MOXET 3aBHCETb U OT
koHpurypauud OC unu camoil cnyxbbl. H3ecTHan Bam owmbka MOXer npose-
NATHCA TONLKO NPH OnpeJe/ieHHbIX YCAOBHAX, U eciii oltnbka He nposBUnach, To,
BO3MOXHO, He coOmoieHbl HeoOXoaUMble YCTOBHA (M. pa3zo. 1.3.4).

[Nonyuaercs, yTo 3aaya 3aLMLLAIOLIEHCH CTOPOHbBI — KakK MOXHO CHJIbHee 3aly-
TaTb CHTyauMIO U CKpbiTb HasBaHHe OC u cny06, paGoTalolmiMX Ha KOMNbIOTEpE.
BONbIUMHCTBO HEOMBITHBIX XaKEPOB BEPAT MEPBBIM BMEYATIEHUAM H MNOTPaTAT
OYeHb MHOro BpeMeHH Ha Oecnonie3Hble MONbITKY NPOHHKHOBeHUs. Takum obpa-
30M, Bbl C/IENAETE B3/IOM CIIHIIKOM JOPOrHUM 3aHATHEM.

Ha, npatate HyxHO He ToNbko HazeaHHe OC, HO U HasBanusa cnyx6. Hanpumep,
ecnn noaaenatb Apache noa IIS, To xakep Gyaer nbiTaTbea B3nomarb He ToT Web-
cepeep, HCNONb3Yys He T€ NPOrpaMMBbl, YTO YCIOKHHUT €ro 3anady.

3ajaya xakepa — pacHyTaTb LIENOYKH M YETKO ONpeAeNHTb, YTO XK€ OH B3/IaMbIBaET.
be3 aToro npon3BOAWTL B JanbHeilleM kakue-nub6o aeicTeus Gyaer caoxHo, no-
TOMY UTO OH faxe He OyaeT 3HaTbh, Kakhe KOMaH[ibl eMY JOCTYNHbI NOC/IE BTOPKE-
HHA Ha YY>KylIO TEpPUTOpHIO, e MCKaThb CHCTeMHble (alinbl U naponu, a Takxe
KakHe UcnonHaemble (aisibl MOXKHO 3arpy»aTtb Ha cepBep.

1.3.3. Acnonb3oBaHue 3KCNJIOUTOB

Hrak, Tenepb Bbl B Kypce, kakas Ha cepBepe ycraHosneHa OC, kakue noprtbl OT-
KpbITbl, U KakKe UMEHHO cnyXxO0bl paboTaloT Ha 3TUX noprax. Bcio nobbiTyio MH-
hopMauMio HYXHO 3anucath B yR0OHOM 118 BOCIPUATHA BUE: B (paiiiie WK XOTs
Obl Ha Gymare. ['naBHoe, yToGbl ObITO KOMpOPTHO paboTats.

He neunrech 3anucbiBaTh Bce CO6paHHble JAaHHbIE. HOMHHTC, YTO Aa’Ke KOMIbIO-
TEpbl HHOTAQ CGOHT, a 4yeJIOBEeYEeCKHH MO3r aenaeT 3To PErynsapHo. Camoe HHTE-
PECHOE, YTO Yalle BCEIo 3abniBaerca Hanbonee HeobXxoaumoe. Hy, a Nnocjie B3JioMa
HE 3a6y,ub're YHHUTOXHTb BCE 3aMHCH, KOTOPbLIE MOTyT NOCHYXKHTb AOKA3aTEAbCT-
BOM COACAHHOIO B CYACE.

Bce noHanu? Toraa Ha 3TOM MOXKHO OCT@HOBHTBCA. Y Bac €CTb JOCTATOYHO MH(Op-
MallHK U npocTeiillero B3noMa ¢ noMotsto ownbok B OC u cayxbaxX, yCTaHOB-
neHHbIX Ha cepsepe. [lpocto nocelnaiite peryaspHo www.securityfocus.com,
a pocCHHCKOMY TNMOJIb30BaTEN0 MOry nocoBetoBate Web-caiT www.securitylab.ru
(puc. 1.1). UMeHHO 3aech HYXHO HCKaTb WH(OPMALMIO O HOBbIX YA3BHMOCTAX.
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Yike JaBHO M3BECTHO, 4TO Ha Oonbliei yacT cepBepoB (MO pa3sHBIM MCTOMHHKAM
ot 70% no 90%) ownbkK He yCTpaHAIOTCA, WIH YCTPaHAIOTCA, HO C OO/BIINMH
3anepkkaMu (06biyHO nocne Batoma). [losToMy nposepsiite Bce HaliaeHHbie
olHOKH Ha XKepTBE, BOSMOXKHO, YTO-TO U cpaboTaer.

Puc. 1.1. Web-cait www.securitylab.ru

[Mocne nossnenus HOBO# yassumocTH Ha Web-caiite www.securitylab.ru TyT xe
noa 3Toi HOBOCThIO pasropaerca 6ypHoe oOcykaeHHe Toro, Kak ee UCMOJb30BATh
W TAe B3ATb HEOOXOAMMBIH 3KCTIIOWT (nporpaMma, NO3BONAIOLIAs HCMOJNL30BATh
YA3BUMOCTb, HHOI1a €€ Ha3blBalOT CIUIONT). C npakTHyeckoii ToukH 3peHus, Web-
caiiT xopouinii U HyxHsil. Korna a ucnons3oban Ha ceoem Web-caiite pacnpo-
crpaHeHHblie Gopymbl TUna phpBB, To 6naroaaps www.securitylab.ru oneparusto
y3HaBal 06 yA3BUMOCTAX M Hallle BCEro YCHeBasl YCTPAHATh HaHaeHHbIe OLIMOKH.

C npyroii cTopoHsi, Ha GOpyMe rysser oueHb MHOTO CKPUNTKUAAH (TIOAH, KOTO-
phle UCNOABL3YIOT ANA B3IIOMA YY>KHE MPOrpaMMel, Hallle BCEro 310 Monoabie pebara,
KOTOPhIC TONLKO XOTAT CTaTh XakepaMH), OT KOTOPbIX YACTO CALILIATCA BbICKA3LI-
naiug Tuna: "HayuuTe MEHR MCTIONB3OBATH 3TY YAIBUMOCTL". A BEjlb CCIM HIYMAT,
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TO OH no#eT kpywuTb Bce Web-caiiTbl noapax — Hano xe rae-ro nonpoboathb
nosy4eHHble 3HaHHA. FiMeHHO Takue noau npeacTaBAsioT HaubGONbLLYIO OTIaCHOCTb.

Ha ¢opyme no GezonacHocty www.securitylab.ru scrpeuatorca u npodeccuona-
Nbl, KOTOpble He 0c000 "rHYT naiblbl”, a MOKa3biBalOT U OOBACHAIOT, KakK 3aitH-
THTbCA. BO3MOXHO, OHM M CaMH JIOMAIOT YTO-TO, HO He MOKa3bIBalOT 3Toro. S ay-
Malo, 4TO Ha (opyMe ecTb M TNpPeICTABUTENH NpPaBOOXPAaHHTENbHBIX OpraHOB,
M eclTi NOKa OHW HHKOrO TaM He BblIaBAMBAIOT (a claefaTh 3TO0 OYeHb JIerko), TO
B 6ynyuieM MOTYT NOABUTLCA npeuefeHTbl. JINUHO 1 B OCHOBHOM HaXo0Xycb TaMm
xak HabnofaTenb (OTCNEKUBAIO TEHOEHLIMH), a €C/TH M OCTaBAAl0 coobuleHHus, TO
HE Mo CBOMM MMEHEM.

Ownbxu B nporpaMMax NposBAAIOTCA AOCTAaTOYHO YacTo, HO €CK 3allHTa Cepae-
pa, KOTOpbIii Bbl pelUHSIH B3IOMaTb, B AaHHBIA MOMEHT O/iM3Kka K COBEpLUIEHCTBY
(MuHUMYM cnyxb, U ycTaHOBNEHbl BCe nocieaHHe OOHOBAEHMUS), TO NPHAETCH
’KIATh MOABJEHHUA HOBbIX OLUMOOK M IKCMIOMTOB K YCT2HOBNEHHbIM Ha CepBepe
cnywbaMm. Kak Tonbko yBHaHTE 4yTO-HHOYAbL HHTEpECHOE, Cpa3y ckadalTe skcnjo-
UT (MM HanUILKTE CBOM) M BOCNOJb3YHTECh MM, NOKa aiMUHUCTPATOp He ycnen
3aKpbiTh YA3BUMOCTb. A XOpOLUMI aAMHHMCTPATOp 3aKpbiBaeT OWHOKH GbicTpo,
cpa3y nocijie MX NOABNEHHA, 2 €C/IK €CTh BO3MOXHOCTb, TO @BTOMAaTH3HPYET 3TOT
npouecc.

1.3.4. ABTOMaTU3aLUA

[MpakTuyecky Kaxabli AeHb cneuyanucTbl No 6e30nacHOCTH HaXOAAT B pa3HbIX
CHUCTEMaxX Heao4eThl, Ablpbl HNM naxke npobouHbl B cucTeme GesonacHocT. Bee
3TH MaTepHanbl BblKIanbiBaloTes B otyetaX BugTraq (GronnereHb Ge3onacHocTH).
51 yxe cosetoBan noceuiats Web-caiit www.securityfocus.com, ytoGei cneauTsb
3a HOBOCTAMM, U ceHYyac He OTKa3blBalOCb OT CBOMX cnoB. Bce HOBoe, AEHCTBU-
TEJIbHO, MOXKHO HAaWTH TaM, HO BeJb €CTb LiENbIH BOPOX CTapblX YA3BUMOCTEH, KO-
TOpble CYLIECTBOBAIH, H BO3MOXHO ellle He 3akpbiThl. Kak xe noctynutb ¢ HUMK?
Heyxxenu npuaercs kayaTbh Bce SKCIVIOWTbI M NPOBEPATh KaxKablii Ha paboTocno-
cobHocTb? Hy, koHeuHo ke, HeT. Jlna 3Toro Ucnoaw3yloTes ckaHepbl Ge3onacHo-
ctH, Haubonee pacnpocTpaHeHHbie U3 HUX: SATAIN, Internet Scanner, NetSonar,
CyberCop Scanner.

HenasHo nosBunace naxe nporpamma ot Microsoft — Microsoft Baseline
Security Analyzer (puc. 1.2), koTOpas npoBepsAET CUCTEMY Ha HAIHYHE YCTaHOB-
NIEHHBIX KPHTHYECKHMX OOHOBJICHHH, FrOBOPAT, OHa gaxke GecriatHas, 4yTo He yaM-
BuTenbHO. [locne 3amycka nporpamMMbl Ha TECTHPOBRHHE OHa MOJAKIIIOYACTCH
k cepeepy Microsoft u ckauusaer nocieHHe MOAYAU Ul TECTHPOBaHHA Ge3onac-
IIOCTH, KaK 3TO J€1al0T aHTHBHPYCHbie nporpammel. Camo ckaHUpPOBaHHC NMPOUC-
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XOIMT JOCTATOYHO ObICTpO, HO Gonbiuas 4acTh TeCTOB HaHABHO NMPOBEPAET HAH-
yie NocnegHuX 0OHOBJIEHHUI.

Puc. 1.2. Nporpamma Microsoft Baseline Security Analyzer

C TouxH 3peHuUs xakepa, nporpamMMa Microsoft Baseline Security Analyzer Gecno-
ne3Ha, NOTOMY YTO OCHOBHbBIE TECThbI NMPOBOASTCS JIOKAAbHO. A BOT C TOUKH 3peHHS
aJIMHHUCTPATOpa, MporpaMma ouyeHb YAOOHa M NMOMOXET YBHIETb OCHOBHBIE He-
A0CTaTkH 6€30MacHOCTH.

B nocnenHee Bpemsa 60JbLIyIO MOMYJAPHOCTL HabupaeT NPOAYKT POCCHHCKON KOM-
naHuur "TlosutuB TekHonomkuc" (www.ptsecurity.ru) noa Hassanuem XSpider
(puc. 1.3). OueHb kauecTBeHHas pa3paboTka, NOITOMY i COBETYIO NPUIIANETHCA K Heil.

Sl He cTaHy peKOMEHIO0BaThb IS HMCMOJb30BAHMA KaKOW-TO onpejaeneHHbIH npo-
aykt. Tloka He cyllecTByeT Takoro ckaHepa 6e3onacHocTH, B KOTopoM Gbia Gbl
Oa3a abcoNOTHO Bcex MOTEeHLHaNbHBIX yasBumocteid. [loaTtomy ckauunsaiite sce,
YTO MOMNAJETCA MOA PYKY, H TECTHPYWHTE CHUCTEMY BCEMM AOCTYMHBLIMHU NPOIrpaM-
mamu. Bo3moxkHO, 4To-TO BamM W npuroautcs. Ho obsa3atcabo oOparuTe Blinma-
HHC Ha NpoayKThl komnanuK ISS (Internet Security Systems, www.iss.net), noromy
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yto ckaHepbl 3To# ¢upMmet (Internet Scanner, Security Manager, System Scanner
u Database Scanner) ucrions3yior TpH MeToJa CKaHHPOBaHHA, O YeM Mbl NOTOBO-
puM uyTh nozxe. Corpyanuku ISS paGoraior B TecHOM koHTakTe ¢ Microsoft
M [OCTOAHHO OOHOBAIOT Oasy AaHHbIX ysasBumocreid. Ho, HecMoTpa Ha ToO, 4TO
NpOAYKTbl 3TOi (UPMBbI NyvlLHe, 1 COBETYIO HCNONb30BaTh XOTA Obl elle oaAMH
CKaHep Apyroro MpoU3BOAMTENA.,

PitE
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Puc. 1.3. 'nasroe okHO nporpammbl XSpider

Komnanusa [SS paspaborana uenbii kOMIUIEKT yTHAMT noa obwuM Ha3BaHHEM
SAFEsuite. B Hero BXoAAT He TOJILKO KOMIIOHEHTbI MpOBEPKH 6e30nacHOCTH CHC-
Te€Mbl, HO ¥ MOJAYJIH BBIABIEHHS BTOPXXEHHS W OLEHKH KOHQHUrypailyd OCHOBHBIX
cepepHbix OC.

CkaHepbl 6€30NaCHOCTH, KaK M aHTHBHUPYCHI, 3aL{UINAIOT XOPOLIO, HO TOJNILKO OT
cTapbix yasBumocTeid. JI1o6oi HOBBIH Meron B3noma He OyneT oGHapyxeH, nmoka
Bbl He oOHOBHTE nMporpaMMy. [1o3ToMy s HEe peKOMEHAYIO LIEJTHKOM H NOJHOCTBHIO
MoJlaraThCd Ha OTYETh! aBTOMATH3MPOBAHHOTO CKAHWPOBaHHWA, a nocie paboTsi
MporpamMMbl CaMOCTOSATENLHO MPOBEPUTL HaWYKUE MOCAEAHMX YS3BUMOCTEH, ONU-
caHHbIX B kKakoM-Tu6o BugTraq.
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C nomollbl0 aBTOMaTH3HPOBAHHOIO KOHTPONS O4YEeHb XOpOLIO NPOU3BOAMUTHL Nep-
BOHa4anbHYIO npoBepky, 4yTobbl yOeauThea B OTCYTCTBHH CTapbiX nancycos. Ecnu
OWHOKK HalaeHbl, TO HyXHO OOGHOBHTE yA3BUMYIO nporpammy, OC unu ciayx0y,
MM nouckartb Ha ToM ke Web-caiite www.securityfocus.com cnoco6 yctpaHeHus
ownbku. [ToutH Bcerna BMecTe ¢ onucaHHeM yA3BMMOCTH AaeTCs BaKLMHA, NMO3BO-
naoulas 3anaratbh npopexy. Bakuuny MoxkeT npeaioxurb U nporpaMMa CKaHUpo-
BaHKA, eciy B 6a3e maHHBIX eCTb pelleHHe npobneMbl 4N JAHHOrO chyyas,

[loueMy maxke nocne JIy4illero W CaMmMOro MOMHOTO CKaHUPOBAaHHA HeNb3d ObITH
yBepeHHbIM, 4TO ya3BuMocTeit Het? [loMuMo owHboK Hano npMHUMaTh BO BHUMa-
Hue ewle U dakTop KOHPpUrypauud. Ha kaxxpom cepepe MoryT ObiTb CBOM Ha-
CTPOMKH, K NnpH onpeaeseHHbIX YCIOBHAX JIErKO HaX0AUMas BPYYHYIO YA3BUMOCTD
MOXET OCTaTbCfi HE3aMETHOW 1U1s aBTOMaTHuYeckoro ckaHHpoBaHHMa. Ha ckanep
Haae#cs, a cam He rutowad. Tax 4YTo, npoaoskaiTe TECTHPOBATL CUCTEMY Ha U3-
BECTHble BaM OLIHOKH CaMOCTOATENBHO.

Kaxxabiii ckaHep 6e30nacHOCTH HCNONb3yeT CBOW CNocoObl K NMPHEMbI NOHCKA YA3-
BMMOCTeH, H €ClIM OJMH M3 HUX HHYEro He Haulen, TO APYrodl MOXET OTbICKaTb.
Cneunanuctbl no 6e3onacHoOCcTH MOOAT NpUBOANTL NpUMep ¢ kBapTHpoii. Jomyc-
THM, YTO Bbl NPHLLTHA K APYTY H NO3BOHUIH B ABEPb, HO HUKTO HE OTKpPbUT. DTO HE
3HAYMT, YTO AOMa HUKOrO HET, NPOCTO XO3MH MOI He YCbIlIaTh 3BOHOK, WX OH
He paboran. Ho ecnu no3BoHuTb no TenedoHy, KOTOpbIH NEKHUT B ITOT MOMEHT
BO3/1€ XO3MHa, TO OH BO3bMeT TpYyOky. MoxkeT ObiTh U 0OpaTHas cuTyauus, Koraa
Bbl Ha3BaHUBaeTe MO TeneoHy, HO ero He CIbIUIHO, 2 Ha 3BOHOK B [BEPb JOMO-
yaziubl OTpearupyloT.

TouHo Tak *ke NPOMUCXOAHT M NpH aBTOMaTHYECKOM CKAHHMPOBAaHHH: OHH CKaHep
MOXXET NO3BOHWTb NO Tene(oHy, a Apyrod — nocty4yut B aAepb. Onu oba xopo-
LK, HO B KOHKPETHbIX CNYYasAX NpH pa3HbIX KOHPHUrypauusx ckaHUpyeMoi Malluu-
Hbl MOTYT ObITb NOJIy4Y€Hbl pa3Hble pe3ybTaThl.

CylecTByeT Tpy METOA2 aBTOMATH4YECKOrO ONpefeleHHs YA3ZBUMOCTH: CKaHHpO-
BaHUe, 30HAHPOBaHKUE U UMHUTALMA. B nepBoM ciyyae ckaHep cobupaer uHgopma-
LHI0 O cepBepe, NpoBepseT NopTbl, 4ToObl y3HAThb, KaKHe Ha HEM YCTaHOBJEHbI
cmy>xObl, U Ha OCHOBE MX BbI2ET OTYET O NMOTeHUMaNbHbIX ownbkax. Hanpumep,
CKaHep MOXXeT NpOBEpHTb cepBep M yBHaeTb Ha 21-m nopty pabortatomuit FTP-
cepeep. [lo cTpoke npurnaweHns (ecnu oHa He H6blsia H3MEHeHa), BblAaBaeMOH npH
NOMbITKE NOXKIIOYEHHA, MOXKHO ONPEAEIIUTb €ro BEpPCHIO, KOTOpas CPpaBHUBACTCA
c Oaszoii gaHHbIX. M ecau B Gaze ecTb ya3sumocTb Ana aaHHoro FTP-cepeepa, To
1101b30BATE/IO BbIAAETCA COOTBETCTBYIOLLEE COODILEHHE.

CkaHHpOBaHHe Jalleko He CaMbli TOYHBIH MPOLIECC, NOTOMY 4YTO AaBTOMATHYECKOC
onpeaeneHue Nerko o6MaHyTh, Aa U YA3BUMOCTH MOXKeT He ObiTb. HexoTopnie 110-
I'PCUIHOCTH B ciyk6ax npoABAAIOTCA TOALKO NpH onpeaeneHHbIX acTpolkax,
1, €. TIPY YCTHIOBIIEHHLIX BAaMU napaMeTpax oinbka ne obiapymuTcs.
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[Ipy 3oHaMpOBaHHM CkaHep He oOcnenyeT mopThl, a NPOBEPSET MPOrpaMMbl Ha
HaNHYHe B HUX YA3BMMOIO KOAa. JTOT Npouecc noXxoxk Ha paGoTy aHTHBHpYCa,
KOTOpbIi NpoCcMaTpUBaeT BCe NPOrpaMmbl Ha HallHYHMe COOTBETCTBYIOLUEro Koja.
CuTyauud noxoxue, Ho Uckomble 0ObeKTbI pa3Hble. Meron Xopout, HO olHa K Ta
ke olMbka MOXET BCTpe4yaTbcs B HeCKONbKHMX nporpammax. U ecnu kox B HUX
pa3Hbli, TO ckaHep ee He 0OHapYXKHT.

Bo Bpems umuTauMu ckaHep Ge3onacHOCTH MojenupyeT aTtaku K3 cBoeil Ga3bl
nanHbIX. Hanpumep, B FTP-cepsepe Moxer BO3HMKHYTH nepenonHeHue Gydepa
Nnpu peanusauuu onpeneneHHOW koMaHabl. CkaHep He OyaeT BbIABIATb BEPCHIO
cepBepa, a nonpoOyeT BLINOMHHTb HHCTPYKUMIO. KOHeuHO Ke, 3TO npuBeaer
K 3aBMCAaHHIO, HO Bbl TOYHO OyZAere 3HaTb O HATMYHK UK OTCYTCTBHHM OLUHMOKH
Ha HeM.,

HmuTtauus — camblii zonruii, Ho HaaeXXHbI# cnocob, NOTOMY YTO eCli¥ TakKUM 00-
pa3oM yaanoch B3loMaTb kakyto-nubo ciyxby, To 1 y Xakepa 3to nonyyutcs. [lpu
ycTaHoBke HoBoro FTP-cepBepa, koTopblii elie He U3BecTeH ckaHepam OezonacHo-
cTH, oH Oynetr onpoboBaH Ha yxe H3BeCTHble oWNUOKkH Apyrux cepeepoB. OueHb
4acTO NPOrPaMMHCTBI pa3HbIX PHPM KOMYCKAIOT OHH U Te XKe OlHOKH, npy ITOM
METOAE CKaHHPOBaHHA aHANU3ATOP MOXKET He HalTH NoJoOHYIO YA3BUMOCTb TOJb-
KO NOTOMY, YTO /15 AaHHOH BepcHH HeT 3anuceii B 6a3e JaHHBIX.

Koraa nposepsere cucremy, obs3atenbHo OTK/IOYalTe ceTeBble 3kpaHbl. Eciu
GJokupoBaH gocTyn, TO ckaHep 6€30MacHOCTH He CMOXET NPOTECTHPOBATb HYX-
Hyt0 cayx6y. B 3Tom cnyuae oH coobiuT, 4To OLIMGOK HET, HO pealbHO OHH MO-
ryT ObiTb. KoHe4HO e, 3TO He KpHUTHYHble OWIMOKH, HO eCTM Xakep HaiaeT no-
TalHHOM Xon 1 oboligeT ceTeBoH 3KpaH, TO YA3BUMOCTb CTaHET ONacHOM.

Haiite ckaHepy Ge3onacHocTi Bce HeoGXoaMMble npaBa U ROCTYN K CKaHHpYeMOii
cucTeMme. Hanpumep, HekoTopbie CYHTAIOT, 4TO Hanbonee 3 dekTUBHO yaaneHHoe
CKaHHPOBAaHHe, KOr/la No CeTH MMHUTHPYETCS aTaka. JTO NpPaBHABHO, HO, CKOJIBKO
BpeMeHH NoHanobGHTCA Ha NpoBepKy CTOHKOCTH naponeil Ans yyeTHbIX 3anuceii?
OueHb MHOro! A ckaHHpOBaHHe peecTpa U (paiIOBOH CUCTEMbI CTAHET HEBO3MOXK-
HbIM. [103TOMY NOKaNbHBIM KOHTPONbL MOXKET AaTh OO/Ee KAaYEeCTBEHHbIH pe3ynbTar.,

Ilpn AUCTAHLHOHHOM CKaHHPOBAHHWM TOJIBKO NMPOH3BOAMTCA NONbITKA NPOPBATHCAH
B C€Tb. TakOH aHa/M3 MOXKET yKa3aTh Ha CTOMKOCTb 3alMThl OT HaNaAeHHA U3BHE.
Ho no cratucTuke 60JbLKMHCTBO B3/IOMOB NMPOUCXOAHT W3HYTPH, KOTAA 3aperucT-
pPUpPOBaHHbIN NOJIb30BATENb NOJHHMAET CBOU npaBa ¥ TEM CaMbIM MOJy4YaeT AOC-
TyNn K 3anpelieHHoi MH(popMauuH. Xakep TOXKE MOXET HUMETb KakKyl-HHOYAb
YYETHYIO 3aNMMCb C MUHHUMAJIbHbIM CTATYCOM H BOCHMONb30OBaThbCA YA3BHMOCTAMM
ANA nosbilleHus npas aoctyna. [loaToMy ckaHUpOBaHHWE AOHKHO NPOUCXOAHTD
M IHCTAHUMOHHO 118 OOHApY)XE€HHA NOTANHbLIX ABEPEH, H IOKANbHO 1A BbIABNECHUA
OIIUOOK B KOHPHUI'YypaLHH, C NOMOLLBIO KOTOPbIX MOXHO H3MEHHTb NPHBHIIETHH.
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ABTOMaTH4ecKHe ckaHepbl 6e30MacHOCTH NPOBEPAIOT HE TONBKO yaaaumoc*ru"OC
H ee cnyX0, HO M CINOXHOCTb Napons, ¥ UMEHa YYETHLIX 3anuceidi. B ux aHann3a-
TOpax ecTbh 6a3a Haubonee YacTO MCNONb3yEeMbIX MMEH W maponeli, U nNporpaMma
nepeGopoM npoeepser uX. EciM ynanoch npoHHKHYTb B CHCTEMY, TO BbIOARETCH
cooflleHHe © crUIIKoM rnipocTom napone. O6A3aTeNbHO 3aMeHUTe ero, NOToMy
YTO Xakep MOXET HCMOJb30BaTh TOT )K€ METOM, U JIErKo y3HaeT NnapaMmeTpbl y4er-
HOH 3anucw.

CxaHepbl 6€30naCHOCTH MOTYT MCNOJb30BaTh KaK XaKepbl, Tak U aAMHHHUCTpATO-
pol. Ho 3agaun y HuX pasHble. OfHUM HY)XHO aBTOMaTHYeCKOe BbisBlEHHE OLUIH-
6ok Ans nocnefyOWEro NPUMEHEHHs, 2 BTOPbIE KCNO/b3YIOT €ro ¢ UEbIO NOHCKa
YA3BUMOCTH C MOCHCAYIOUIUM YCTpaHEHHWEM OLIMOKH, npuuYeM >KeNaTeibHO 3TO
c/ienath paHblile, YeM HaiaeT u OyaeT UCnoNb30BaTh ee Xakep.

OwubkH, KoTOpBlEe Bbl MOXKETE HAHTH, U KOTOpble MOTYT MPWBECTH K B3JIOMY,
MOXHO pa3fie/IHTb Ha CEAYIOLIHE KATErOPHH:

O ownbku B koge nporpaMm. Takue ownOku HCnPaBRSIOTCA NPOCTbIM 06HOBE-
HHUEM;

O ownbkn koHpurypauud. B HekoTopeiX ciyuasx BnonHe Ge3obuaHble npo-
rpaMMbl MOTYT OKa3aThbCs ONAaCHbIMH MPH onpeaeieHHbIX HacTpoiikax. JlaHHble
owubKkH NpPOABNAIOTCA M3-3a HenpodecCHOHANH3IMa WIH HEBHUMATE/bHOCTH
aAMHUHHCTPATOpPOB;

O npuHyauTenbHoe noHwxkeHne 6esonacHocTH. HanpuMep, Morna GbITh BKIIOYEHA
onpeeneHHas ONuMsA, KOTOopas CHHXKaeT 6e30nmacHOCTL WAM pa3Mep KIoua
WHPpPOBAHHUA A8 TOro, YTOOLI COXPAHUTL COBMECTHMOCTb CO CTapbiMH Bep-
CHAMH nporpammsl. B gaHHOM cnyuae Heo6XoaHMO OGHOBHTB BCE NpOrpaMMBl
H OTKa3aTbCA OT HCNOb30BAaHHA CTApPbIX CUCTEM.

He Bce aBTOMaTHueckue aHann3aTopsl pasaensaroT oMbk no THNaM, HO MOHHU-
MaThb UCTOYHHK OLLHOKH KeNlaTenbHo.

1.4. Banom Web-cepBepa

[pu B3n1OMe Web-cepBepa ecTb cBOM ocobeHHOCTH. Eciin Ha HeM BLINOAHAIOTCH
CGI, PHP unn ppyrue cueHapuu, To npeaBapuTebHble MCCIEJOBAHHS, KOTOpbIE
Mbl OTIMCBbIBA/IM paHee, MOXHO OrycTHTh. MHOrna MoxxHO 0GoHTHCh KM Ge3 ckaHu-
poBaHua noptos, a BOT OC onpenenuTs earenbHo, Belb KOTAa Bbli MONYy4YHTE
BO3MOJXKHOCTb BBINONMHATL KOMAHAbI, Bbl AO/KHBI 3HAaTh, KAKHE UMEHHO KOMallgbl
MOXET BbINOJHATb CHCTEMA.

JU1a Havana HyxHO npockaHupoBath Web-cepsep Ha Hannuue ya3sumbix CGl-
cncHapueB. Jla, MMEHHO NPOCKAHMPOBATh, NOTOMY UTO €CTh HPOIPAMMBI, KOTOPhIO
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aBTOMAaTH3UPYIOT 3TOT npouecc. Bbl He nosepuTe, HO ONATH e NO UCCNEAOBaHU-
AM pa3iHYHbLIX komnaHuM, B MHTepHeTe paGoraer Gonbluoe KonxuecTso "abipa-
BbIX" CUeHapHeB. 3TO CBA3aHO C TeM, YTO NpH paspaborke Web-caliToB B HUX H3-
HadanbHO BHOCATCR owubkH. Her, He cneuvansHo. HauyKHatomue nporpaMmMucTbl
OYeHb peKO NPOBEPRIOT BXOAAULIME NapaMeTpbl B Hajexae, YTO nosb3oBarelb He
Oyner uaMeHaTb kox Web-crpanuupl unu URL, rae Web-cepeepy nepenatorcs
HeoOXonMMble JaHHbIe ANA BbINONHEHUA kakMX-nubo neiicTeuii. D10 cTasno BO3-
MOXHBIM MOTOMY, 4TO MPOrpaMMHKCTbI NOHaAEATUCh Ha Z0OpOCOBECTHOCTD Mnoce-
TUTeneH. A 3ps.

Ownbky ¢ napaMeTpamMu UMena OgHa W3 3HAMEHMUTHIX CHCTeM ynpaeneHus Web-
caiitom — PHP-nuke. XoTa B 3T0#i nporpamMMe Takue olHOKH BCTpeYaIUCh Heo-
HOKpaTHO, ofHa Hawymena Gonbue Bcero. PHP-nuke — 3to HaGop cueHapues,
No3BONIAIOLLMX CO3AaTh GOpYM, YaT WIH HOBOCTHYIO JIEHTY U ynpaBiisThb COZep-
KUMbIM Web-catira 6e3 3HaHHA nporpamMupoBaHus. J106oi nonab3oBaTesb KOM-
nbloTepa, AaXe ¢ HeOOMbLINUM ONbITOM, C MOMOLUBIO HEE CMOXET Jlerko CO3/aThb
cBoil Web-caiir.

Bce napamerpbl B CueHapuaX nepenaroTca uepe3 anpecHyl CTpoky Opaysepa,
M NpOCYET COoAepXKaAICA B napamerpe ID. PaspaboTunky npesnonarany, 4To B HeEM
Oyner nepenaBaTbCa YHCIO, HO HE NPOBEPANH 3TO. Xakep, 3HAIOWMUH CTPYKTYpY
6a3bl faHHBIX (2 ITO HE CIOXHO, NOTOMY 4TO UcXoaHble koabl PHP-nuke gocryn-
Hbl), erko Mor nomectHTh SQL-3anpoc k Ga3e gaHHbIX cepBepa B napamerp ID
M NOJly4YWTb Naponu BCEX 3aperdcTpupoBaHHbIX Ha Web-catite nonbiosatened.
KoneuHo, napoau 6yayT 3awngpoBaHbl, HO 1S pacliU(ppPOBKH He HAJO MHOrO
YCHIIHH, 3TO Mbl pacCMOTpPHUM 4yTb no3xe. Jleno B ToM, YTO ecnH nonb3oBarenek
MHOIO, TO BeJIHKa BEpOATHOCTD, YTO Y KOro-To U3 Hux 6yner cnabbiii napons.

[IpoGnema ycnoxHAETCA TeM, YTO HEKOTOpble A3bIKH, HanpuMmep, Perl, sHadanbHo
He ObuTM npeaHasHaveHbl A1 ucnonb3oBaHuA B UHtepHete. H3-3a 3TOro B HuUX
CYLIECTBYIOT OnacHble (PYHKUUH 11 MaHUNYJNUPOBAHHA CHUCTEMOH, W eClH npo-
rPaMMHCT HEOCTOPOXKHO MPHUMEHHNT HX B CBOMX MOAYNAX, TO 3/I0YMbIULTEHHHK
MOXXET BOCMOJIb30BaTbCA TakoW HeocMOTpHTeNnbHOCTbIO. Ho naxke ecnu A3bik pas-
pabarbiBancs cneunanbHo AJIA co3fanus Web-caiiToB, onacHble QyHKLHH Takoke
MOTYT MPHCYTCTBOBaTb H B HEM.

[MoTeHuHanbHO onacHble (PYHKLUHMHM €CTb NPAKTHYECKH Be3de, TONbKO B pa3HbIX
nponopuuax. EauHcTBeHHBIH Oojlee MNHM MeHee 3allMLIEHHBIA A3bIK — Java.
H naxke 3TOT A3bIK B HEeyKJIKOXKUX pyKaxX MOXET NnpeBpaTHTbca B GONbluMe BOpOTA
ansa xakepos ¢ Hagnucbio: "lobpo noxkanosarth!"

Ho camas Gonbiuas ys3BMMOCTb — HerpamoOTHbIH nporpaMmuct. M3-3a HexBaTkH
CNeLHaJMCTOB B 3TOH 06acTH NporpaMMHPOBAHHEM CTAIH 3@aHHMATLCA BCE, KOMY
He JieHb. MHOrve CaMOyuykH fa)<e He MbITalOTCs 3aayMaTbca O 6e30MmacHOCTH,
a B3/IOMLUMKAM 3TO TOJILKO Ha PyKY.
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Hrak, Balla nepBocTeneHHas 3ajaya -— 3anacTHUChb MapoOuYKON XOpPOLIMX ¢al-
ckaHepoB. Kako# nyqwe? Orser oaHosHauyHbli — BCE. Jaxe camplii nnoxo#t
CKaHep ¢ MUHHMaJIbHbIMH BO3MOXHOCTAMH MOXKET HaifTH Opelllb, 0 KOTOPOH Heus-
BECTHO Ja@Ke CaMOMY JTy4llleMy. A rjiaBHoe, YTO NO 3aKOHY NMOMIOCTH HMEHHO OHA
OKaXKeTCA NOCTYnHOH Ha cepsepe. [lToMHMO 3TOro, HyKHO moceulatb BCE TOT 3Ke
Web-caiit www.securityfocus.com, rae perynspHo BbIKJIanbIBalOTCA ONMCaHUA
YA3BUMOCTeH pa3NiMuHbIX nakeToB nporpaMmM mia Web-caiitos.

1.4.1. B3anom ¢ nomMoliLbio NTOUCKOBOMU CUCTEMDbI

OnHo# 13 caMbIX MOLLIHBIX MOUCKOBBIX cHCTEM Aensercs Google (www.google.com).
B Heil peann3oBaHO MHOrO BO3MOXHOCTEH, NO3BOJAIOIIMX cAenaTb NoUCk Gonee
TOYHbIM. JXanb, yro CONBUIMHCTBO MNONb30OBaTeNeil He OCBOHWIHN HX, @ BOT B3JIOM-
ILHKH U3YYHITH BCe (PYHKLMH, H HCTIONb3YIOT HX B CBOHMX uensx. Ha, Takyto moump
3/I0YMbILLJIEHHUKH NPOCTO He MOrNIH 00OMTH CTOPOHOH.

OnuH M3 caMbIX MPOCTbIX CNOCOOOB B3/lOMa — HaWTH C NOMOULbIO NOUCKOBOM
cHCTeMbI 3akpbiTyio Web-cTpanuuy. Hekotopele Web-caliTbl UMelOT 3acexpeyen-
Hble o0nacTH, K KOTOpbIM AOCTYN ocyllecTBaserca no napomo. Ciosa xe OTHO-
CATCA nM1aTHble pecypchl, rae 3allliTa OCHOBaHa Ha NpOBEpKe napoia npy Bxoge,
a He Ha 3allHTe Kaxaoi Web-cTpaHuubl ¥ ucnonb3oBaHKMM SSL. B takux cnyuyasx
Google npouHgekcupyeT 3anpeiteHHble Web-cTpaHuubl, 1 X MoXkHo OyaeT nipo-
CMOTpPETb, NPaBHIbLHO COCTaBHB MOUCKOBBIHA 3anpoc. lna 3Toro Bcero NHWb HaxoO
YeTKO 3HaTh, kakad HHopmauus XpaHUTCs B daiine, U Kak MOXKHO TOYHee COCTa-
BUTb CTPOKY 3anpoca.

Mouck UHAEKCUPOBaHHbLIX CeKpeToB

C nomoubio Google MOXXHO HAaTH JOCTATOYHO BaXHblE AaHHbIE, KOTOPble CKPbI-
Tbl OT NONAbL30BATENA, HO NO OWHOKE aAMHHUCTPATOpa CTaNH JOCTYNHBIMHU NS HH-
nekcupyroed MauuHbl. Ecnd Bbl He nepBblif AeHb B MHUpe HH(OPMaLMOHHBIX
TEXHONOrMi, TO YXKe HaBepHO Cnibllianyd o noxobHbIX cny4asax. OHH ¢ GonblunM
YAOBONbLCTBHEM OMMCbIBANMCH B npecce, a komnauuu Google, s aymalo, 3T0 TONb-
KO Ha pyky. Beab 3T0 nokasbiBaeT, kakas Xopoluuas y HUX NOMCKOBas CHCTeMa.

Bo Bpems noucka HyXHO npaBHIbLHO 3a4aBaTh napaMeTpbl. Hanpumep, mMoxHO
BBECTH B CTPOKY NOHCKa CNEAYIOLLYIO KOMaHAY:

Tonomoi oTweT filetype:doc

HJTH

TFogomoit orver filetype:xls

M Bui Halinere Bce nokyMeHTsl B opmate Word unu Excel, coaepauue cnosa

"I'onoBoii oTyer". BO3MOXHO, ZOKYMEHTOB 6YIET C/IHIIKOM MHOrO, NO3TOMY 38-
HPOC IPHAETCA OrpaHHYHUTb CUIbHEE, HO KTO HINET, TOT BCCrAa llaiaer,
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Mouck ysazumbix Web-cautos

HonycTiM, Bbl y3HanH, 4To B kakoi-nnbo cucreme ynpasieHns Web-caittoM nos-
BMach yA3BUMOCTb, Yro 3TO 32 cHcrema? CyllleCTBYeT MHOXECTBO MIATHbIX
¥ GecniaTHbIX rOTOBBIX NporpamMMm, HanucaHHbix Ha PHP, Perl u apyrux asbikax,
1 no3ponsloWKX co3nath Web-caiT Ge3 ocobbix ycunuil. Takne cMCTeMbl MOTYT
BK/IIOYaTh B ce0s roToBble peanu3alnd GpopyMOB, rOCTEBbIX KHHT, JIEHT HOBOCTEH
u T. a. Hanpumep, phpBB unu ikonboard, kotopbie oyeHb CHIIBHO pacnpocTpaHe-
Hbl B HHTEpHeTe, — Hauboslee nommynapHble UCNOTHEHNS (HOPYMOB.

Ecnu B kakoii-HuGynb M3 TakuX cneuuanbHbIX NporpaMm HaiaeHa KpUTHYeckas
ysa3BUMOCTb, TO Bce Web-caiiThl B HTEpHETE, HCnONb3ylOLKME ee, NOXBEPratoTCs
ONacHOCTH. BONBLIMHCTBO aAMHUHHUCTPATOPOB HE NOANUCAHbI Ha HOBOCTH U He 00-
HOBJIAIOT CLiEHApHH, NOITOMY OCTRETCH TOJbKO HaWTH HYXKHbIH Web-caliT ¥ BOC-
MONb30BaTLCA FOTOBbIM pellleHHEM I OCYLLIECTBIEHHA B3/IOMa.

Kak HaiiTn Web-caiiTbl unu ¢opyMbi, KoTOpble coaepikar ya3BuMocTb? Ouenb npo-
cto. Haue Bcero cueHapuii xxepTebl MOxcHO onpenenutb no URL. Hanpumep, xoraa
Bbl npocMatpuBaete Ha Web-calitre www.sitename.ru pasgen ¢opymMa, Hcnonb-
3yloLlero B kayectBe ABHxka Invision Power Board, To cTpoka ampeca coaepxur
http://www.sitename.ru/index.php?showforum=4. Tekcr "index.php?showforum="
Oyaer BcTpeuaTbhea Ha JoboM Web-caiite, ncnonb3ytouem ans ¢opyma Invision
Power Board. Uro6bl Haiitu Web-caiiTsl, conepxauie B URL paHHbi Tekcr,
HY>KHO BbINOMTHUTb B NOMCKOBO#M cHcTeMe Google cneayrowuii 3anpoc:
inurl:index.php?showforum

MoryT 6bITh ¥ ApYTHe NporpaMMbl, KOTOpPbIE UCTOb3YIOT 3TOT TeKCT. YTobbl OT-
BpocHTb KX, HYXKHO ellle N00aBHTh MOMCK Kakoro-HHOyab ¢dparmenTa M3 Web-
ctpaHuu. Hanpumep, no ymonuanuio BHH3Y kakaold Web-cTpatuubl popyma ectb
noanuch: "Powered by Invision Power Board(U)". KoneuHo ke, anMHHUCTpaTOp
BOJIEH M3MEHHMTb HaaNUCb, HO B OOJIBLIMHCTBE CiTydyaeB ee He TporalT. HUMeHHo
TaKOH TEKCT MOXHO n06aBHUTb B CTPOKY NOMCKAa, M TOraa pesyibTaTtoM OyayT
Tonbko Web-cTpanniubl HyxHoro Ham ¢opyma. [TonpoGyiiTe BBINOAHUTL cheayto-
LLKH 3anpoc:

Powered by Invision Power Board(U)

inurl:index.php?showforum

Bet yeuante Gonee 150 Thicau Web-caiitoB, peanU3oBaHHbIX Ha 3TOM JBHXKE.
Teneps, ecnn nossutca ysazsumocTsh B Invision Power Board, 10 Bbl nerko Haiaere
xepTBy. Jlaneko He BCe aiAMHHUCTPATOPbI YCNEIOT NHKBHAHPOBATL OLIHOKH, a He-
koTOpbie BooGlIe He BynyT WX WcnpaBiaaTh, notoMy 4ro Web-cafitbi MoryT GbITh
y>K€ NaBHO No3adbiThi H N03a0pOLIEHDE.

[TonpobyiiTe 3anaTh B noMcke inurl:admin/index.php, W Bbl HAHAETE CTONBKO
MHTEPECHOTO, YTO @K AyX 3aXBaThiBAET. TakHe CChUIKH OYEHb YACTO MCNOJL3YIOTCH
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Ans ynpasieHHs 4eM-nH60 Ha Web-caite. OnbiTHble aAMUHHCTPATOPbI 3ALUMLINGM
10T WX NapONAMH, H, KOHEYHO, GONBIIMHCTBO M3 ITHX CCHUIOK OyayT HENOCTYMHH,
HO OTKPbITblE — MOTYT MO3BOJIUTb YHHUTOXKHUTb Web-caliT nosHocTsI0.

1.5. Noa6op naponen

Tam, rae He ynanoch B3NOMaThb cepBep C MOMOLLBIO YMEHMs M 3HaHHi, Bceraa
MOXXHO BOCHMOJIb30BaThCA UYHUCTO PYCCKHM MeroaoM "cepna M monora". 910 He
3HaYMUT, YTO Cepn HYXKHO NPHUCTABJIATH K ropiay aiMHHUCTpaTopa, a MOJIOTKOM
CTy4atb no ronoee. IIpoCTo Bcerna ocraercs B 3anace TakoW METOA, kak NoaGop
napoei.

Hasaiite cHoBa obparumca k cTaTucTHke. Bece uccrenoBaTenbCke LEHTPbI TIPH-
LTH K OIHOMY M TOMY K€ BbIBOAY, YTO GONbIIMHCTBO HAYMHAIOUIUX NOb3OBaTE-
nei koMnbloTEpa BLIOHPAIOT B KayeCcTBe Napois MMeHa CBOMX JIIOOUMbIX cobauek,
KOlleYeK, AaThl poXAeHHA WM HOoMepa TenedoHoB. Tak kak y Kolleyek H cobak
He 6biBaeT UmeH THNa kl43hYP51HBbs4#&g3, a wame moxHo Bctpetnts Mypau-
xoB, lllapuxos 1 Ty3nkos, To Takue uMeHa noabupatoTcs oueHb 6bICTpo. XopoLuo
noxoOpaHHbIA CloBapb MOXET CNOMaTh NPakTHYeCKH oOYI0 GHCTEMY, T. K. BCe-
rAa Hal@ZyTCA HEOMbITHblE MOMBb3OBATENH C MPOCTbIMKH MAPONAMH B BUAE HMMEH.
Camoe cTpaiuHoe, eciu y aTHX "4qaliHHkoB" OyayT gocrarouHo Gonblude npasa.

Cosnate cnosapb, B kotopom Oyaer caoBo kl43hYPSIHBbs4#&g3, HepeansHo,
NOTOMY YTO HUKTO J1a)Ke NPeACTaBUTL cebe Takoro He cMoxeT. Bbl Buaenu ¢puabm
"Xakepbt" ¢ AHpkenarHo# [Hkonn? B Hem roBopuioch © TOM, YTO aAMHHUCTPATO-
pbl IIOGAT HCNONb30BaTh YeThIpe napons. Her, UX KOHe4HO He ueTbipe, HO Ha 3ape
HuTepHeta pasHoobpasue naponeii aeiictBuTenbHo Gblio HeGonbwMM, MX GBLIO
He 6onee cta. Beab Toria He oyeHb 3a60THNKCH 0 6€30NacHOCTH, HUKTO He AyMa
O Xakepax.

B kauecTBe npuMMepa AaBaiiTe BCrOMHMM 3HaMeHuTelwero "yepes Moppuca",
KOTOpPbI NPOHHKAN B CHCTEMY, B3NambiBas ee no ciioBapto. CoGCTBEHHbIN NEKCH-
KOH 4YepBs ObLT JOCTaTOYHO ManeHbkHH W COCTOAN MeHee yeM M3 cTa clios. [Tomu-
MO 3TOro, NpH nepedope HCNONbL3IOBANMCH TEPMHHBI U3 CNOBaps, YCTAHOBIEHHOIO
B cMcTeMe. TaM KX Gblno Toxe He Tak yx MHoro. M Bot Gnarogaps Takomy npu-
MHTHBHOMY a/IFOPUTMY YE€pPBb CMOI MOpa3uUTh rpoMafiHekllee YUCIHO KOMNbIOTe-
pOB H cepBepoB. 310 ObUT OAMH M3 cambix MaccoBbix B3nomoBs!!! Jla, cnyuaii nas-
W, HO cpeaHuii npodeccHOHANU3M NoONbL3OBaTeNeil He pacTeT, T. K. CPEAH HUX
MHOTO HaYHHAIOLLKX.

Ho naxe ceityac, koraa Ha KaXkJioM Yriy ropopat 0 HeoGXoauMoil CTIOXKHOCTH na-
policd, BCTpeyalTcs WHAWBHAYYMbI, KOTOpble BbIGHPaIOT COBEPIUEHHO MPOCThie

ernmanr Harmisssnea » NN « doienien ena a naRAaran iinrmnannnn ssann an aKucainsaa
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B MI'TY um. baymana. A uro, ¢upma nnatur, Tak noyemy Obl He moexaTtb B Mo-
CKBY M BMecTO paboTbl He oTaoXHYTh TaM? U 1 noexan. B kabunere, rae mbl 06y-
yanuce, 6110 okono 20 KoMNbIOTEPOB, a BO BCceM yyeGHOM Kkopimyce MX 6blno Go-
nee cra. [Ipu 3TOM Ha BCEX KOMMbIOTEPAX Naposib afiMMHUCTpaTopa Obin password.
Hy, ato yxe BooGiue U3 cepuu rnynbiX koMeauh, koraa sam nuinyt: "Enter the
password" (Beegute napons), Bbl BBOAMTE cnoso “"password" (naponb) ¥ npoHu-
KaeTe B CHCTEMY.

MeTon nogbGopa o4eHb YaCTO UCMONB3YETCA M B3/IoMa NOYToOBbIX AulKMkos, FTP
H ApYrHX Ciyx0, B KOTOpPbIX NpOTOKON npeacTasiseT cOOOH npocTbie TEKCTOBblE
KOMaHIbl, H re HeT wWHdpoaHUi. B3nameiBath wHdpbl nepeGopomM CIMILIKOM
YTOMHUTENbHOE 3aHATHE, OCOOEHHO, eCNTU 1A NOIYYEHNS OAHOro 3allu(ppOBaHHOTO
TekcTa HeoOXOAUMO AOCTATOYHO MHOTO NPOLECCOPHOrO BPEMEHH.

[Noabop — 31O mOCTaTOUHO ACArHH npouecc, HO ecnau BbiGpaH AEHCTBHUTENLHO
IUTHHHBIA W CIIOXHBIHA Naposib, TO AaXe CaMbli Ny4lUnii CIOBapb He BbIPYYHT Xa-
kepa. Ho u B 3TOM ciyyae He cToMT paccnabnaTbca. Xakep MOXET BOCMOJNb30-
BaTbCA MOJIHbIM NMOAOOPOM MO BCEM CHUMBOJaM. DTO OTHHUMET B HECKOJIbKO pa3
Gonbile BpeMeHH, HO, B KOHWLE KOHLOB, AaCT NOJOKHUTENbHBIA pe3ynbTat. YTo6s!
3TOrO HE MPOM3OLLNIO, HYXKHO YCTRHOBHUTb KaKylO-HHOYIb CHCTEMY OOHapyXeHHs
atak. Xopoluuit ceteBoi 3kpaH 6e3 npobrem BbIABMT nonbitkH noabdopa u npo-
curHanusupyer o6 srom. YBeautech, 4TO Ball CeTEBOH 3KpaH COAEPXKHUT noaos-
HYKO (PyHKLHIO.

[1pu nonHom nepeGope CROXKHOro NApois MOXET NOHanOOHTLCS CIMILIKOM MHOrO
BPEMEHH, YTO MOXET OKa3aTbCi HE CONOCTaBHUMbIM C NOJYYEHHbIM pe3yNbTaTOM.
3a BpeMs noabopa naponb y)Ke MOXKET H3IMEHHTbCH, €CJTH N0JIb30BATENb MEHAET HX
kaxzable napy mecsues. [lonyyaercs, 4To 3alUTHTLCA OT nepeGopa MOXHO H pe-
rynsapHoOil CMeHO# napons, HanpHmep, Kaxabli Mecau. B HekoTopbix cHcTemax
MOXKHO JaXKe yCTaHaB/IHBaThb onpejeneHHble NOJUTHUKH, KOTOPble CMOIYT NPUHY-
JUTb Nojib30BaTeNns MeHATbh naponb. Ecnu B Bawei OC ecTb Takas BO3MOXXHOCTb,
TO 00f3aTeNlbHO Hcnonb3yiiTe ee ¥ ;i ceba nobumoro, 4ToGbl He 3albiBaTh pery-
NAPHO MEHATb Napob.

[Tpexxne 4em npuctynatb k noadbopy, Hy>KHO XOpOILO OTPEJaKTHPOBaTh CJIOBapH
HUMeH W naponeit. OyeHb BaXKHO 3HaTh, KaKyl0 CHCTeMY Bbl B3jiaMbiBaeTe. HmenHo
ans atoro mbl onpeaensaun sepcHio OC. Hanpumep, ecniv 3To cepBepHblii BapUaHT
Windows, To »enatenbHO, 4ToObl Cpein MMeH ydeTHbIX 3anuceid Gbin "AMuHU-
crparop”. Hy, a ecnu sTo UNIX-nogo6bHas cucreMa, To 06a3aTenbHO A0MKEH npH-
CYTCTBOBaTb "root", a Bce UMeHa THNa "AAMHUHHCTPATOP" HYXKHO yOpaTb, NOTOMY
yto B UNIX Takux yuerHbIX 3anuceii He co3naioT. KoHeyHo, ObiBaloT cny4au, Ko-
raa cneuManucT no 6e30NacHOCTH XOYET npeacTaBUTb CBOM cepeep kak Windows,
a Ha caMoM aefte 3To LinuX, HO Takoe ObiBaeT peako, NOTOMy YTO B Ki1aHe Linux
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BCAYECKU HEHaBHIAT BCe, 4TO cBs3aHO ¢ Microsoft, v gaHHeIll cnyuail MOXHO
onpo6oBaTh OTACNBHO BPYUHY!IO.

Hanunuue 3aBenoMo M3BeCTHOro MMeHH ynpoluaer noadop, T. K. OCTAETCA TONbKO
HaliTH naponb. [ToaToMmy, 4TOGBI YCAOKHUTD 3NOYMBILLIIEHHHKY 3anayy, Heobxo-
AWMO W3MEHHTh MMeHa YYETHbIX 3anucel. Ecnu ke BbI Hcnonb3yeTe CIOXKHbINA
naponb, TO UM MOXHO ClleNaTh NMomnpotlie, NoTOMY YTO €ro Jy4llle BCEro Aep)KaTh
B rosioee. UneanbHblit BApHAHT — YCJIOXKHUTH U Naposib, U HMA.

Hennoxo Gbu10 Obl BKAKOYKUTL B CJIOBaphb JtoOble UMEHa U NMapoiH, HCTIONb3yEMbIE
NO YMONYaHHIO I pa3HbIX Cayk0. O4eHb 4acTo aMMHHCTPATOPb! 3a0bIBAlOT WiH
NPOCTO JIEHATCA MOMEHATH NaponH Ha CnyXKObl, KOTOpble 3amylleHbl, HO HE MC-
nonb3ytores. OcobeHHO 3TUM rpelsat anMuHUCTpaTtopbl Windows, 4yro cBf3aHo
C HHU3KMM YPOBHeM 3HaHHH cnewumnanucTos, paboratomux ¢ 3tot OC. Hanpumep,
A cTankuBanca ¢ Hactpoikofi MS SQL Server 7.0, B xoTopo# BKIlOYEHA BCTPOCH-
Has ydyeTHas 3anuch sa, ¥ npu 3ToM abcontoTHo 6e3 mapons. HasepHoe, noatoMy
Microsoft coGupaerca yOpartbh 31O UMs yxke B cnedytomed sepcuu ceoeit CYB/,
a MS SQL Server 2000 Ha kaxaoMm wary npeaynpexnaer o Heo6xoaAWMOCTH UC-
NoNb30BaHUA Napons.

HHorna cnoxkHble NapoiH MOTyT Cbirpath 3iyio wytky. Ecau ciyvaitHo 3a6bITh
MY NOTEPATb JIMCTHK C NaponieM, To B CHCTeMy Helb3a 6yneT BOHTH u camoMmy.
B 3TOM ciyuae npuXxoauTca COOCTBEHHOPYYHO B3NIaMbIBaTh CHCTEMY nepeGopoM.
Bnaro, 4To Bbl XOTb NpUOAM3MTENbLHO 3HAETE CBOW Mapofib, H MOXHO YNpPOCTHTb
3a/1a4y, CY3HB KOJIMYECTBO BapHaHTOB.

Jina noabopa napons s onsth mory nocoseroBarb Shadow Scan unu CyD NET
Utils (Bko4eH oyeHb XOPOLUKWIA reHepaTop cioBaped W peann3oBaHbl noadopiuu-
KM N0 BCEM OCHOBHbIM MPOTOKONAM A/ COOTBETCTBYIOLIMX CTYXD).

1.6. TpossHCKKe nporpamMmmb!i

Hcnonb3oBaHHe TPOSHCKHX mporpaMm — camblii raynblit (nepebGop naponeii ewne
riynee, HO BCE )K€) M HEHANEXKHbIH B OTHOLUEHHH aAMHHHCTPATOPOB CETEH WM
Web-caitroB cnocob B3noma. Xots cpeaq alMHUHHCTPATOPOB BCTPEUYAIOTCH HEMpo-
¢reccHOHanNbI, HO Ha TakHe LWYTKHY Y)Ke Mano Kro nonaaaerca. Ho kpoMe HUX eCTb
ellle MHOXeCTBO MpPOCTbIX Nosb3oBareneil ¢ GONbIIKMK NPUBHITErHAMH U AOBEP-
vuBo# Xywoil. BoT UMeHHO HM H HaaO YCTaHaBIMBATh TPOAHCKHE NPOrpamMMbl,

'I'poAnckas nporpaMMma COCTOMT M3 ABYX 4acTel: KnHeHTcko# M cepeepHOi. Cep-
NEPHYIO YacTb HY)KHO NOAOPOCHTb Ha KOMNBIOTEP JKEPTBbI M 3aCTaBUTH €€ 3amyc-
'1uTh ¢aiin. Yalle Bcero TposHckas nporpaMma npornHKCbIBaETCA B ABTO3arpy3Ky M
crapryer BMecte ¢ OC, 1 npy 3TOM He3ameTHa B cucteMe. [locne sToro Bbl nol-
KAIOYHAETECh K CEPBEPHON 4aCTH C MOMOLILBIO KJIHEHTa M BbINOMHACTE 38/I0KCHHLIO
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B nporpamMmy AEHCTBUA, HanpHmep, nepesarpy3ka KoMnbiOTepa, BOPOBCTBO Napo-
JNEH U T. A.

Kaxk 3abpacbiBatb TposaHCKyl0 nporpamMMy? CamMblii pacnpocTpaHeHHbIH cnocob —
AWAKK INeKTpoHHOH nouthbl. [IpocTo naere ucnonuseMomy (ailny cepBepHoil dac-
TH Kakoe-HUOyAb npHBiIeKaTelibHOe UMA M oTnpasasere coodllleHue xepTie.
B Texcre nucbMa gonmkHbl ObiTh MArKHE, HO 3aMaH4MBble TNPU3bIBbI 3aMYCTHTH
npuUkperieHHelit (aiin. 310 To Xe camoe, UTO U pacnpocTpaHeHHe BHPYCOB,
NUCbMAa C KOTOPbIMH Mbl BHIHM Kaxxabli feHb. Ecnu nonb3oBarens 3amycTUT cep-
BEPHYIO 4acTh, TO CUWTaiiTe, YTO Bbl CTANM LapeM Ha ero komnbioTepe. Tenepb
BaM OyzseTr JOCTYNHO BCE, YTO MOXET JUif Bac cienarb 60eBoi KOHb.

Kakoe nate umsa ¢aiiny TPOAHCKOW nporpaMmbl, 4ToObl 3aHHTEpPECOBATb MOJIb-
zoBaTena? OC Windows ouyeHb 4acTO He MOKa3biBaeT pacllMpeHUs BCeX 3ape-
FHCTPUPOBAHHBIX B cHcTemMe THnoe (aiinos. Ecau Bbl HasoBere (aiin
Anna_Kurnikova.jpg.exe, To OC cnpsuer nocnesgHee paciuupeHue (exe), u noboi
NoJib30BaTeNib NOAYMAET, YTO BUAMT (paiin u3obpaxkenus. [ns Gonblued Hane)KHOCTH
ny4uie npucBOUTb Takoe UmA: "Anna_Kurnikova.jpg exe". B atom cnydae, aaxe
eCJIM paclIUpPEeHHE He NPAYETCA MO YMONUYAHHUIO, ero Bce paBHO BUAHO He Oyaer.

Sl nBaxkabt oTNpaBnAn APY3bAM TPOAHCKYIO MpOrpaMMy MO 3MEKTPOHHOH nouTe,
u o6a pa3a npouecc npotuen yaauHo. [lepBbiii pa3 370 npoH3oLIO Ha cnop, Koraa
MOI Apyr cKasajl, 4YTO s He CMOrY 3apa3HTb ero KOMMbIOTEp TakMM cnocobom.
Bropoii paz s cozgan TpPOAHCKYIO mporpammy, € NMOMOIbIO KOTOpOH cobupancs
NOAIIYTHTb HaX MOUM 3HakOMbIM. J[1A 3TOro s MCNOJbL30BAN OYEHb HHTEPECHbBIH
u a¢PexTHBHbIA MeToa. MTak, 4ToObl noNb30BaTENDb 3aNYCTHI HYXKHYIO NpOrpamMMmy,
HYXKHO 3aCTaBHTb €r0 CaMOro ckayaTb W 3anyCTHTb WcnoiHAeMbli ¢aiin. S ornpa-
BHJl NHCbMO, B KOTOPOM MpopeKaMHpoBan GecrulaTHYKO nporpammy, KOTOpPYIO
MOJKHO CKa4aTb C 3apaHee CO3aHHOro MHotO Web-caiita. 'nasHoe — BbiGparh ee
HMs, 4yToObI OHO 3aMHTEepecoBano nonb3oBatens. Hanpumep, ecaun xeprtea nobuT
PHUCOBATh, TO MOXHO NpPeAJIOKHTh CKayaTh HOBbIH rpaduyeckuil apdexr.

[TucbMO MOXKeT BbITAAETh, Kak cnaM. Ckosibko Obl HE FOBOPHITH, HO BCE Mbl YHTA-
eM UM XOoTs Obi 3arnsagbiBacM B Takue cooOuleHuns. Ecau cpa3y 3aMHTepecoBarth
)KEepTBY, TO OHa 006s3aTenbHO BbINOAHHUT Bally npocb0y. Bo3mMoXHO, nepBoe nUChb-
MO nonajeT B KOP3HHY, HO XOTA Obl B TPeTHI pa3 oHO GyAeT NpOYHMTaHO, U Bbl
naobberech HY)KHOro pesynbrarta. boiee Tpex nonbiTok MOXKHO HE A€NaTh, NOTOMY
YTO WM Yy JKEPTBbI CTOMT NOYTOBLIA (PUALTP, WIH Bbl €rc HE 3aMHTEPECOBAIIH.
HyHO npuayMbIBaTe HOBYIO NpOrpaMMy M COYHHATb APYroe MHChMO.

UtoObi xkepTBa HUUYEro He 3anoao3puia, Web-cailT Jo/keH BbIrAAETh Kak MOXHO
npoeccHoHaNbHee, COAEp)KaTb ONMUCaHHE BO3MOXHOCTEH CKayWBAaeMOH npo-
rpaMMbi U CHUMKH 3KpaHoB. Bca ata mHdopmaumus Gepetca ¢ peanbHoro Web-
caiiTa KakOH-HMOy1b He OYeHb 3HAMEHUTOH (PHPMbI UITH NPOrpaMMHCTa-0HHOUKH.
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O6a moux ToBapuIlla MONANMCh Ha 3Ty YIOUYKY, H NpPH 3TOM OHH OYEHBb XOPOlLO
3HAKOMbI CO BCEMH METOaMH MPOHUKHOBEHHS BUPYCOB B CHCTeMY. KoHeuHo e,
npH OTNpaBKe CepBepHOM YacTH A MUCNONbL30BAJI AaHOHUMHOE NUCBMO, YTOOB MeHA
He BbluMcTHIH. Takum o6pa3oM, a1 nozaboruncs, uToObl ¢aiin 3amyCcTHIN, U CKPbLI
MCTOYHHK NPOUCXOXKIAEHHUA TPOSHCKOH nporpammbl. JlaHHbIH METOA OYeHb CIO-
XKeH, T. K. TpeGyeT JOCTaTOYHO BpPeMEHH M CHJI Ha NOJArOTOBKY, Co3aaHWe Web-
caiiTa, pa3MellleHHe Ha HEM CepBepPHOI YacTH TPOSHCKOW NporpaMMbl.

Ecau TposHCKas mporpamMma HanpasjieHa Ha BOpOBCTBO naponei, To nocne 3apa-
)KEHUS OHa MOXKET He3aMeTHO IS MOJIb30BaTeNs BbICAaTh NUCHMO C (aiiiom
naponeii Ha onpeneneHHbId anpec aneKTpoHHo# nouthl. [IpodeccHoHansl nerko
HaxoaAT TakHe afpeca (C NOMOLUBIO OTIAAKH NPHIOKEHHUA), HO HA 3TOM BCE OCTa-
HaBnuBaeTcA. [IpodeccHoHanbHble Xakepbl He MTynbl, ¥ IJI TPOAHCKHUX NporpamMm
perucTpHpYIOT NOYTOBbIE afipeca Ha GecnnaTHLIX cepBepax, NpH 3TOM yKa3blBaeT-
cA no)kHaa MH(popmalua o Branenble. 3N0yMbILTEHHHK 3aBOAMT NOYTOBbIH ALIMK
M MpOBEpPAET €ro Ha npeiaMeT [HUCEM C NaposiisMHU TOJILKO 4epe3 aHOHUMHBIH
npokcu-cepBep, M y3HaTbh peanbHblil IP-aapec aToro yenoBeka CTaHOBHTCHA OYEHb
CIIOXKHO.

Tpostckue nporpammbl nony4yunu GosiblIOe pacnpoCTpaHEHHE H3-3a TOrO, YTO
BLIYHC/IHTL aBTOpa Npy COGNIOAEHHM MPOCTbIX NPaBW/I aHOHUMHOCTH He MpoOcCTo.
[TIpu 3TOM HCNONb30OBaHHE CaMHUX NPOTrpaMM CTAN0O NPUMHUTHBHBIM 3aHATHeM. Cel-
yac Aake He HaAo ObITh NpOrpaMMHUCTOM, YTOOBI CO3MaThb CBOK COOCTBEHHYKO
nporpaMMy, AOCTATOYHO BOCMOJNb30BAThCA JIIOGbIM KOHCTPYKTOPOM, KOTOPBIX
ceiivac B MHrtepHere npeaocratouno. CaMbiM 3HaMeHMTbIM M3 HuUX ctan Back
Orifice, 6narogapas koropoMmy Obino npou3BeReHO O4eHb GONMbLIOE KOSHYECTBO
B3/10MOB. Ero cepeepHas 4acTb yCTaHaBNHMBAeTCA Ha KOMNbIOTEP XKEPTBbI U NO3BO-
JNIAET XaKepy BbINONHATb CNEeAYIOIHE NeHCTBHS:

OCYLIECTBAATb AOCTYN K JKECTKOMY AHMCKY YAaleHHOro KOMNbIOTEpa;
peAakTHPOBAaTb PeecTp;
3arnycKaTb NPOrpaMMbl Ha 4Y)KOM KOMIbIOTEPE;

OTCJIC)KHBATb BBEACHHLIC NMAapPOJTH;

agaaaaaa

KOMUPOBaTh COAEPACUMOE IKPAHA,;
O ynpasnate npoueccaMu, B TOM YHCIie U nepe3arpy3Koi.

B 370#1 nporpaMme UMeeTCs BOIMOXHOCTb nepes cOopkoi ucnonHsemoro ¢aiina
Job6asnsaTs paciuperus (Plug-in), kotopbix B UHTEpHETE NpeaocTaToO4YHO.

OnacHOCTb, KOTOPYIO TaAT B cebe TPOAHCKHE NPOrpamMMbl, MOATBEPKIAAETCA H TOM,
410 GOMBUIMHCTBO RHTHBUPYCHBIX MPOrPaMM pearupyloT Ha ux Hanuuue. Hanpumep,
AHTHBUpPYCHbie nporpamms MaeHTHOHuupytoT Back Orifice, kak Bupyc Win32.BO
(y K@KA0ro aHTUBMpyca MOXKET ObITh CBOE HMEHOBaHHE BPCIOIIOCHbIX POI'PAMM),
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TposHckHe nporpaMmbl MOTYT pacnpoCTpaHATbCA U KaK BHPYCbl, HCNONb3ysa A
3TOro pasnHyHble ys3sumocTH. Hanpumep, Obian ciyyan, koraa B NoyToBOH npo-
rpamme Outlook Express Haxoaunn cepbe3Hble OUIHOKH, C MOMOLLBIO KOTOPbIX
MOXHO GbLIO aBTOMAaTHYEeCKH 3aMycKaTb NporpamMmbl, MPHKpenaeHHbIE K NHCbMY.
[lpeacraBbTe ceGe, nonb3oBarenb BbIOMpaeT NUCbMO, 4YTOObLI €ro NpPOUYMTATD,
a npuUKkpenieHHas TPOAHCKaA NPOrpamMMa UK BUPYC 3allyCKaeTcs aBTOMaTHYECKH
1 6e3 cnpoca.

Ja, ckonbko He nuiuyT 06 OMacHOCTH TPOAHCKMX MPOrpaMM, AaXe B KpYMHbIX
KOpMOpauMAX XOpOLUO OCBeJOM/IeHHble JIIOAH MOTYT NocTpanaTh OT HHUX. XOAAT
CNYXH, 4TO HMeHHo Onaromaps TakMM nporpammam 3 Heap Microsoft ymnu uc-
xoaHble koxsl MS Windows.

1.7. Denial of Service (DoS)

Ewe oaHa aTtaka, koTOpyIO MCnonb3yloT Xakepbl — 310 DoS (Denial of Service,
oTka3 B obcnyxuBaHuM). 3aKIlO4aeTCs OHa B TOM, 4YTOObl 3aCTaBMTb CepBep He
OTBEYaTb Ha 3anpockl nonb3osareneid. Kak 3tro MoxHo caenatb? OueHb 4acTo Ta-
KOro pesynbtata QoGHBalOTCA C MOMOLLbLIO 3auMknuBaHus pabotbl. Hanpumep,
€C/I4 cepBep He NPOBEPAET KOPPEKTHOCTb BXOASUIMX NAKETOB, TO XaKep MOXET
cAenaThb Takoi 3anpoc, koropelii 6yner obpabarbiBaThcs BeyHO, a Ha paboTy ¢ oc-
TaNbHbIMH COEAMHEHHAMM He XBATHUT MPOLECCOPHOrO BPEMEHH, TOrAa KIHEHTHI
nosiy4aT oTkas oT o6Cay>KUBaHHA,

DoS-ataka MoxeT npon3BogUThCA JABYMs ciocobamu: yepes ownbKy B nporpamme
H neperpysky kaHana Win MOLLHOCTH aTaKyeMOH MalllHHbl,

[lepBbifi cnoco6 Tpebyer 3HaHUA yA3BUMOCTH Ha cepBepe. PaccMoTpuM, kak npo-
MCXOAMT OTKa3 OT ofcnyxuBaHUsa uyepe3 nepenonHeHue Oydepa (dallle Bcero uc-
nonb3yemas owunbka). JonycTum, uro Bbl AOMXKHBI nepesaTbh Ha CepBep CTPOKY
"HELLO". [lns 3TOoro B cepBepHOi 4acTH BbLIAENAETCA NamaATb AJIA XpaHeHHS
5 cumBonoB. CTpyKkTypa nporpaMMbl MOXET BbIMNISAETb NPUMEPHO ClEAYIOLLHUM
obpa3zom:

Kon nporpamm

Bydep nna xpaneHMa 5 cumBosOB

Kon nporparmmul

[TpeanonoxuM, nonb3oBaTeNb OTNPABHT HE MATb, @ CTO cUMBONOB. Ecnu npu
npuHeMe HHpoOpMauHM nporpamMma He npoBepHUT pasmep Gaoka, TO npH 3anUCH
AaHHBIX B Oytep OHM BhIAAYT 3a ero npeaenbi ¥ 3anuulytTcs NoBepx kKoaa. 3To
3HAYWT, YTO nporpamma Gyaer 3anopuyeHa M He CMOXKET BbITNONHATb KakWX-THO0
NeWCTBHUH, W, CKOpee BCEro, NpoM3oiier 3aBucaHue. B peaynbrarte cepsep He Gyaer
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OTBe4aTbh Ha 3anpoChbl KJIMEHTa, T. €. COBEpLUMTCA KnaccHyeckas DoS-aTaka yepes
nepenonHexue Oydepa.

Takum o6pasom, KOMNbIOTEP HE BITOMANH, K HH(pOpPMaLMA OCTalach HETPOHYTOM,
HO cepBep nepectai ObITb AOCTYMHBIM No ceTH. B nokanbHOH ceTH Takylo araKy
BooGlle HecnoxHO npoussecTH. JIna storo nocratouHo ceoit [P-agpec noMeHATs
Ha aapec atakyeMoill MallluHbl, U Npousoitaer koHPAUKT. B myyuiem citydae He-
JOCTYNHOMW CTAHEeT TONbKO WITypMyemMas MalllMHa, a B XyJuieM — o0e MallHHbI He
cMoryT paborarb.

Jlns neperpy3ku pecypcoB aTakyemol MallMHbl BOOOlle He HAaO HHYero 3HarTh,
NOTOMY 4TO 3TO BOMHHA, B KOTOpO# nobexaaer ToT, KTo cuabHee. Pecypebl noboro
KoMMnbloTepa orpaHuyeHbl. Hanpumep, Web-cepsep ans ceasu ¢ wiveHTamn mo-
’KET OpraHH3OBbIBaTb TONbKO ONPEAENIEHHOE KOMHYECTBO BUPTYaNbHbIX KaHAJOB.
Ecnu ux cozgate Gonbwe, To Web-cepeep cTaHOBHTCS HexocTynHbIM. s coBep-
LIEHHA TakOW axklUMM AOCTATOYHO HanucaTb nporpammy Ha nioGoMm s3blke npo-
rpaMMHpOBaHnA, OeCKOHEYHO OTKpbIBalOLIYlO coeauHeHUs. PaHo uiaM no3gHO
npenen Oyner npesbilleH, U cepBep HE CMOXET paboTaTh ¢ KIIHEHTaMH.

Ecnu Her nporpaMMHbIX orpaHHuyeHuH Ha pecypcbl, TO cepBep Oyaer ob6pabatbi-
BaTb CTO/IbKO NOAKJIOYEHHH, CKOMbKO CMOXET. B TakoM ciaydae ataka MOKeT
NpPOM3BOAMTLCA HA KaHan CBA3H HIIM Ha cepsep. Bbibop Lenu 3aBUCHT OT Toro, 4To
cnabee. Hanpumep, ecan Ha kanane B 100 MOGuT/c cTOMT KOMNBIOTEP € NpOLIECCO-
pom Pentium 100 MI'y, To HaMHOro npolle BbIBECTH U3 CTPOS KOMMbIOTEP, YEM
neperpy3uTb AaHHbIMH KaHan cBa3H. Hy, a ecni 3To A0CTATOYHO MOLLHBIH CepBep,
KOTOPbI# MOXET BBINONHATb MHUUTMOHBI 3aNpPOCOB B CEKYHAY, HO HaXOAWUTCH Ha
kaHane B 64 KOuT/c, TO nerye 3arpy3uTb KaHal.

Kak npoucxoaut 3arpy3ka kaHana? JlonycTuM, 4TO Bbl HaXOAMUTECh B YaTe, H KTO-
TO BaM Harpy6un. Bbl y3Haere ero [P-anpec v BbiscHaercs, uro o6HauKK paboraer
Ha NPOCTOM MOJEMHOM COeMHEeHHH co ckopocThio 56 Kbur/c. Jlaxe ecnu y Bac
TakKoe ke coeiHHeHHe, MOXHO Oe3 npobneM neperpy3uTb kaHan obuaunky. Iing
3TOre Hanpasnsem Ha ero [P-anpec 6GeckoHeuHoe KkonuuyecTBO ping-3anpocoB
¢ 6onbiuM pasmepoM nakera. KomnbioTep »KepTBbl fjomkeH OyaeT oTBedaTb Ha
HHUX. ECIH nakeToB MHOro, To MOLLHOCTH KaHalla XBaTHT TOJbKO Ha TO, YTOOBI
IIPUHHUMATb M OTBEYaTb Ha Ping-3anpochi, H OOUAUHK y)Ke HE CMOXET HOpMabHO
paGorats B UHTepHere. Ecnin y Bac kaHan Takoii e, TO U Ballie coeauHeHHe Oyaer
SHHATO HCIJIIOYHTENBHO NPHEMOM-OTCHITKON GOJbILIMX MakeToB. 3TO TOro CTOMT?
liciiu aa, TO MOXeTe NpUCTYNaTh.

JUia peanusauuu DoS-aTaky ¢ nOMOILLIO ping-3anpocoB BOCNONb3yeMCH YTHITHTOMN
('yD) NET Utils. 3anyctute nporpammy u Bbibepute B Mento Utils | Ping server.
I3 nossuBlueMcs okHe nepeliauTe Ha Bkiaaky Options (puc. 1.4). B nosne Number
of packets (konHyecTBO nNakeToB) BBEAHUTC O4eHb Oonbiuoe 3taveHue (11ecko/ibKO
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Thicay). YcranoBute 1 B none Time out (Bpems oxunanus orsera). B atom ciy-
Yyae NporpaMma He CTaHeT XOXKHIATbCH OTBETa, a KAKAYI0 ceKyHAy 6yaer Hanpas-
natb ping-naker. B none Size of packets (Pazmep nakera) Takxie ycTaHOBHTE
O6onbwoe 3Hauenue, Hanpumep, 10 000, yrobsl OAHUM MAKETOM OTMPABAANOCH
MHOro JaHHbIX. Tenepb MOXHO 3aMycKaTh onepaLluio, Beeas HyxHblit [IP-agpec.

Puc. 1.4. Hactpoiika oTnpaBeku ping-nakeTos

Takum o6pa3omM, Mbl MOXKEM 3arpy3UTh KaHa JKEPTBbi, HO MPH YCIOBHH, YTO HaLll
KaHasl TaKoi ke unu Oosiblue, YeM y arakyeMoro Kommnelorepa. Ecnu y Bac cko-
pOCTb COEIHHEHUS MEIUIEHHEH, TO yNacTCs 3arpy3uTh TOJILKO 4acTh KaHana, paB-
HYIO TIpONYCKHOM cocoOHOCTH Bawlero coexnHeHns. OcTanbHas 4acTh OCTaHETCA
cBOOORHOM, U XXepTBa CMOXKET HCMoNb30BaTh €e. C Apyroit cTOpoHbl, CBA3b Oymer
3aHHXKEHHOIM, ¥ XOT# Obl Yero-To Mbi 0ObLEMCH.

B cnyuae ataku Ha cepBep W €ro NMpoLECCOp Hall KaHajl MOXET ObITb HAMHOTO
cnabee, rnaBHOE — MPaBUALHO onpeaenuTs cnaboe 3seHo. JJomycTuM, 4To cepeep
MpeAoCTaBAAET YCNYry CKayWBaHHA M XpaHeHHa daitnoB. YTobbl meperpy3urh Ka-
Han Takoro cepaepa, Hy>XHO 3anpOCHTb OJIHOBPEMEHHOE CKaYMBAHHE HECKOBbKUX
oueHb Oonbiunx (ainos. CkOpocTh CBA3M Pe3KO yMajeT, U CEPBEP MOXET Naxe
nepecTaTb OTBEYATh HA 3amnpoChbl OCTANbHBIX KJIMEHTOB, NPH 3TOM 3arpy3ka npo-
Lieccopa cepeepa MoxeT ObITh Aajieka OT MakCUMabHOH. Ecniu HenpaBunbHO oripe-
aenuth cnaboe 3BEHO W HApPacTUTh MOWHOCTb CEpBEpa, TO MPOH3BOAUTEILHOCTD
HE YBEJIMUUTCA, MOTOMY 4TO TpeOyeTCA pacluMpeHHe KaHama CBA3H.

JUns 3arpy3kn npoueccopa Toxe He Tpebyercs cnuukom 6onbiuoi kanan. HyxHo
TONBKO MoaodpaTh 3anpoc, KOTOpbIit Oyaer BBINMOAHATLCA O4YEHb jAosiro. Jonyc-
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THM, YTO Bbl peLLMIH NPOU3BECTH aTaKy Ha CepBep, MO3BOJAIOLIMHA NepeBOAUTL Ha
Apyroit a3blk YkasaHHble Web-ctpanuupel noboro Web-catita. Haxooum Web-
CTpaHHLy ¢ 6OJbLIMM KOJTMYECTBOM TEKCTA, HaNPUMep, KHUIY WKW AOKYMEHTALHIO
RFC (Request for Comments, paGouee npeanoxkeHue), H NocbUIaeM MHOXECTBO
3anpocoB Ha ee nepeBod. Mano Toro, uro o6vem GonblioH, H ANS CKaYUBAHUSA
cepBepy HY)KHO HCMONb30BaTb CBOH KaHal, Tak ellle M nepeBoj — AOCTATOYHO
TpyAoemkui npouecc. JJocratouHo B TedeHue | cexyHabl otnpasuth 100 3anpo-
COB Ha nepeBOA rPOManHOH KHHTH, 4ToObl cepBep neperpys3Hics. A ecan UCNoib-
3yerca 6JOKMpOBKa MHOTOKPATHOI'O MEPEBOa OJHOrO M TOro e, TO HYXKHO no-
AbICKATb HECKOAbKO GONbIIUX KHHT,

B naHHOM cnydae aTaka 0Tkaza oT 00CHy)KHBaHHA OTPaKaeTcs JOCTATOYHO MPOCTO.
CepaepHoe nporpamMmHoe obecnevyeHHe JOMKHO KOHTPOIHPOBATh W OrpaHUYHBATD
KONHYeCTBO 3anpocoB ¢ oaHoro IP-appeca. Ho 3to Bce TeoperuueckH, W Takue
NPOBEPKU OrPafAT TONbKO OT HaYMHAIOWKUX XakepoB. OnbITHOMY B3/NIOMLIMKY HE
COCTaBHUT Tpyda nopnenath IP-anpec u 3acbinaTh cepBep nakeramu, B KOTOPBIX
yka3aH NOAAeNbHbIA afpec OTNpaBHTENs.

Hna cepeepa ewe Xyxe, ecnu e3noM uaet no TCP/IP, notoMy uTo 3TOT npoTokon
TpebyeT ycTaHOBKH coexHHeHua. Ecniu xakep nouter oueHb 60JibLIOE KONTHYECTBO
38MPOCOB Ha OTKPbITHE COEAMHEHHUs C pasHbIMH IP-anpecamu, To cepiep pasouLier
Ha 3TH aapeca NOATBepXACHHUA U OyneT KOXKMAATHCA AanbHeHILHUX gercTBHHA. Ho
TaK Kak peanbHO C 3TUX apecoB He ObLIo 3anpoca, To U ocTaHoBKa Oyaer Oec-
cMbicneHHoH. Taxum obpasoM, 3anonHus Gydep ouepenn Ha BXOAALIME COCAHHEHMS,
cepBep CTAHOBUTCS HEXOCTYIMHbIM 0 NOAKIIOHYEHHA HECYLLECTBYIOLLMX KOMMNbIOTEPOB
(BpeMs oxunaaHus (TimeOut) ans 3Toi onepauun Moxer ObiTh 10 5 cekyHn). 3a
3TO BpeMA Xakep MoxkeT 3abpocatb Oydep HOBbIMM 3anpocamH ¥ npoaiuTh Gec-
CMbIC/TIEHHOE O)KHaHHE CepBepa.

CaMoe cnoxHOe — 3alMUTUTLCA OT neperpy3kH kaHana. Jleno B ToM, 4To koraa Ha
Hall cepsep HaeT 6oMbilIoe KOMMYECTBO NAKETOB, TO OTPUNBTPOBaTh HX Ge3 nony-
YeHHA HEeBO3IMOXKHO. 3alLUTHTbCA MOXHO TONLKO pacillMpeHHEM KaHana 40 TakoM
CTerneHH, yToObl ero He BO3IMOXCHO ObINO 3aNOJHHUTD.

1.7.1. Distributed Denial Of Service (DDoS)

C nomouibto DoS-aTaky AOCTAaTOYHO CNOXKHO BLIBECTH U3 OOCNYXKMBAHHA TaKHO
Web-caiiTbi, kak www.microsoft.com unu www.yahoo.com, notomy 4to A1 UX
paboTbt HCNONb3YIOTCA JOCTATOYHO LIMPOKHE KaHanbl U CBEPXMOLLHBIE CEPBEPBI,
llo, xak noka3blBaeT NpPakTHKA, XaKepbl HAXOAAT BbIXOAbI M3 NIOOLIX CHTyauui.
Jl1a nonydeHus takoi MouwlHocTH ucnoab3yercs DDoS. B atoM caydyae araky
IIPOH3BOAMT HE OAHH KOMMbBIOTEP, 2 MHOXECTBO, M KXKIbIH W3 HUX MbiTaeTCA M4~
chiiath cepsep MycopoM. Ecid cioxKnTb Bce MancHbKHe Kalliuibl NoAs108aTeNol,
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KOTOpbl€ 3aCBINAIOT CepBep, TO B CyMMe OHH MOTYT MpeBbICHTb BO3MOXHOCTH
KPYNHOro CepBepa M TOT NEepecTaHeT OTBeYaTh.

Mano kTo 13 nonb3osaresneil LOOPOBONBHO OTAACT MOLIHOCTh CBOEro KOMNbIOTEpa
ANlA NpOBeNeHUs pacnpeleNieHHON aTaku Ha KpymnHble cepBepbl. UToObl pellHTh
3Ty npobnemy, XaKkepbl MUUIYT BHPYCbl, KOTOpble 0e3 pa3pelleHHs 3aHUMAIOTCA
3axBaToM. Tak, Bupyc Mydoom C uckan koMnblOTepbl, 3apakeHHble BUPYCaMH
Mydoom Bepcuii A u B, u ucnonb3oean UX IS aTaky Ha cepBepbl KOpMopaunu
Microsoft. bnaro 3tor BUpyc He cMOr 3axBaTHThb AOCTATOYHOrO KOJHYECTBAa Ma-
LUKH, H MOLLHOCTH He XBaTWIIO IUis NpPOBEACHHA MOJHOUEHHOro HaneTa. AAMHHU-
crpaumsa Microsoft yTeep)xaana, uto cepeepbl paGoTany B LUTATHOM peXxuMe, HO
HeKOTOpbIE BCE XKe CMOTIHN 3aMEeTHTb 3aMe/UleHHe B paboTe U 3aiepXKKH B nonyye-
HHK OTBETOB Ha 3anpocbl. Bce e Ha cetb Microsoft nerna xakasa-To 4acTtb us-
JTUWHero Tpaguka.

Ot pacnpeneneHHON aTak¥ 3allMTHTLCA OYEHb C/IOKHO, NOTOMY YTO MHOXECTBO
peanbHO paGoTalouMx KOMNBIOTEPOB LLIIOT CBOH 3anpochl Ha OUH cepeep. B 3TOM
Clfyqae TPYAHO ONPENENUTb, YTO 3TO HWAYT JIOXKHbIe 3anpochl ¢ LENbI0 BbIBECTH
cucTeMy M3 paGouero cocTosnua. [TosTomy 31ech 3(peKTHBHOE pelleHHe npes-
NOMHUTL OYEHb CITOKHO.

1.8. Mporpammb! Ana noadopa naponen

Korzaa B3n1oMLIHK nblTaeTcA NPOHHUKHYTb B CHCTEMY, TO OH Yall€ BCEro UCNojibly-
€T O4HH H3 CICAYIOLLHX cnoco6oe:

O ecnu Ha arakyeMOM cepBepe Y Hero yxke eCTb y4YeTHas 3anuch (IyTb M rocre-
Bas), TO MOXXHO NOMNbITaTbCA NOJHATL €€ npara. [{ns 3TOro HCNoNb3yIOTCA JKC-
nJOHTbI, cM. pa3o. 1.3.2;

O noay4yuTb y4ETHYIO 3anHCh KOHKPETHOrO NONb30BaTelN s,
O no6biTh afin naponeit ¥ BOCNONL30BAaTLCA YY)KHUMH YHETHBIMH 3aMUCAMH.

Haxe eci1 B3NOMILHK NOBBILIAET CBOH MpaBa B CHCTEME, OH BCE PABHO CTPEMHTCS
obpecth goctyn k ¢aiiny ¢ naponsMy, NOTOMY 4TO 3TO NO3BOJAMT AoOpaTbca A0
yueTHo# 3anucu root (s UNIX-cucreMm) 1 nony4uuTb nonHble npasa. Ho naponu
3alIH(PPOBaHbI, H B Ty4lIEM Cly4yae MOXHO OyaeT yBUAETb XeL-CyMMbI, KOTOpble
ABJAIOTCA pe3ynbTaToM Heobparumoro wMdposaHus napons. B OC Linux wud-
poBaHHe yallle BCero NpOMCXOAHT no anroputMy MDS.

Koraa apMHHUCTpaTOp 3aBOJAMT HOBOIO NOJNb30BaTe/]is B CHCTEME, TO €ro naposb
yalle Bcero LWHGpyeTcs ¢ nomolublo anroputma MDS, koTopbiii He noanexur
aewnpposke. B pesynbTaTe nomyyaercs Xell-CyMMa, KOTOpas COXpaHReTCs B daitne
naponeii. Koraa nonb3oBaTenb BBOAHT Napofib, TO OH Takke WIKGPYETCa, U pe-
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3yJbTaT CPaBHUBAETCA C XeUI-CyMMO#M, XpaHslleiica B ¢akine. Ecnu 3Hauenus cos-
naiu, TO CYHTAETCA, YTO Napo/ib BBELEH BEPHO.

Tak kax obpatHoe npeobpa3oBaHHe HEBO3MOXHO, TO, Bpoje Obl, H nogobpars napons
s Xelll-cyMMbl Henb3s. Ho 1o Tonbko Ha nepsbiit B3rnaa. [{ns noaGopa cymecrsyer
MHOro nporpamum, Hanpumep, John the Ripper (www.openwall.com/john) unu
Password Pro (www.insidepro.com). Jla, onn ucnonn3yrot npocroii nepedop, Ho,
Kak Mbl y)Ke€ FOBOPHIH, MpH MCNONb30BAHHH XOpOUIEro CIOBapsa Jaxe nepedbop
MOXKET JaTb MOJOXKHTENbHbIA pe3ynbTar.

B Windows-cucremax naponu Tawoke wHppytoTcs HeoOpaTUMbIM 0Opa3oM, HO
xpaHsaTca B 6aze naHHbIX SAM, ¥ Ans UX B3NOMA HYXKHa Y)XKe Apyras YTHIUTa —
SAMiInside (www.insidepro.com). [ naBHoe okHO nporpaMmbl nokasaHo Ha pHc. 1.5.

Puc. 1.5. NMporpamma SAMinside BanambisaeT naponu Windows-cucrem

[ToueMy 3TH yTHIMTBI Tak cBoOoAHO nexxaT B MHTepHeTe, Koraa oHW NO3BOARIOT
3N0yMbILLTEHHUKY BopoBaTb naponu? JlioGas nporpamma MOXET MMETb Kak
NONOXHTENbHbIE, TAK U OTPHULATENIbHble CTOpOHbI. UTO aAenarb, ecnu Bbl 3a0bLIM
naponb agMHHUCTPATOpa, WM AIMHHHUCTPATOP YBONM/CA W He cKa3al Bam ero?
[MepeycTaHaBauBaTh CHCTEMY? OTO AOAr0O M MOXET IPO3UTb NOTepeil AaHHbIX.
HamHoro npotie CHATb )X€CTKHH AMCK M NOAKIIIOYUTH K APYrOMY KOMMbIOTEPY
(MM NPOCTO 3arpy3UTLCA C AUCKEThI, yMelolled yuTaTh Bawly (ainoByto cucTe-
My), OTOM B3sTb (aii naposeil H BOCCTaHOBMTb yTepsHHYI0 HHbopmauuio. M,
9TO OTHHMET CIMIUIKOM MHOrO BpeMEHH, HO COXPaHHTb MH(pOPMALHIO HHOTARA
pakHee. Jleno B ToM, 4TO naponu anMUHUCTpPaTopa OYeHb 4acTO ABJAIOTCA KNtO-
‘IMKOM M K JPYrMM BXHbIM JaHHBIM, HanpuMep, MOTYT ABJIATHCA KJIIOYOM -
POBAHHA HECTKOI'O JHUCKaA.
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B Windows 9x naponu xpaHsarca B daiinax PWL, koropble HiKak He 3aliHLLEHbI,
M UX cadwkoM npocto ykpactb. Ecniv B Windows 2000/XP npamoii aocryn
Kk ¢ainy 6a3bl naHHBIX SAM 3anpelnteH, To 3aech (alin 3abupaercsa ¢ koMnbIOTEpa
XKEPTBbI NpOCTbIM KonuposaHueM. Jlia B3OMa 3TOro (paiina MOXHO BOCMOJNb30-
BaTbca nporpammoit PWLInside (www.insidepro.com).

1.9. lNony4yeHue npas
onpeaeneHHOro nonb3oBaTens

JAna nonydyeHus npaB onpeaeneHHOro nojb30BaTeNis B3TOMLIMKY Yalle BCero Mc-
noNnb3yioT:

O meroabl couManbHOH MHXEHEpUH — TPHBHANbHBIM W He TpeOylomuit MHOrO
BpeMeHH, HO NpH ITOM HeHaexkHbli cnocob;

a TPOAHCKHE NporpaMmMbl — nNpoOCTbl B HCNONb30OBaAHHH, HO NPHMEHEHHE MOXKET
HE NpHHECTH pE3ynbTaTa, €CNH HE YAACTCA 3apa3uTb KOMNbLIOTEP XKEPTBbI,

O ﬂ0ﬂ60p napoJia — C/I0XKHee BCeX B peaniH3auHHd U MOXKET 3aHATb Y B3JIOMIHKa
rojabl, H B 3TOM ClIy4ac TOXE HE AacCT pe3ynbTara.

Bce TpH 3THX Metoaa Mbl Yxe paccMaTpdBanH B AaHHOW raase. M Bce xe, ecTb
ellte O/IHH BapHaNHT, KOTOPBIH Mbl He pacCMaTpUBANTH, XOTA KOCBEHHO 3aTparysany
aty Temy. Kaxxaas cnyxba umeer npasa onpeaeneHHON y4eTHOH 3anucH, H eciiu
BbIMO/IHATL KOMaHIbl OT €¢ UMEHH, TO U NpUBHJIeruH OyayT TOH yyeTHOMH 3anucH,
noj koTopo# oHa pabotaer.

BonbWHHCTBO aAMHHUCTPATOPOB YCTaHABAWBAIOT BCEM cnyx0aM MakcMManbHble
npasa, 4ToObl He pa3bUpaTbca B TOHKOCTAX HacTpoiiku. Ecnu paspewnts paGoty
cnyxbbl, Hanpumep, noj rocTeBoi yueTHOH 3anHCbio, TO OHa MOXET MepecTaThb
(pyHkuHOHHpoBaTb. HekoTopbiM ciiy)k6am Hy)KeH JOCTYN K peecTpy ujiH CUCTEM-
HOMY KaTanory, ¥ eCiii ero 3akpbiTh, TO Cly)k0a nNpocTo He 3anyCTHUTCA, a2 HAUTH
NPHYHHY ITOro ObIBAET CIONKHO, ECIIH HET NOAPOOHOH AOKYMEHTALMHU MO NONIUTH-
xe GezonacHocTH nporpammbl. C apyroi cTopoHbl, HoNbIIKHCTBY cayx6 npocto
He HyXcHbl 6onblIMe NOTHOMOUMS.,

Koraa xakep cTpeMHTCA Nony4nTb npasa ailMHHUCTPATOpPa, TO OH MOXET 3a1aThCs
LebI0, HaWTH yA3BUMOCTb CcyxObl, koTOpas obnaaaeT Hy)KHbIMH NMpaBaMH. A 3a-
TEM C ee NOMOLLBIO NOMbITaTbcA NPOOHUTHCA AaNbllle Ha cepeep.

Ytobbl He KaBaTbh XaKepy JHIUHMX Na3eek, orpaHHYbTe npasa cayx6. B atom cuy-
Yae, JaXe €C/IH 3JOYMBILUIEHHHUK Hallen Kakyl-nubo ysa3BUMOCTb, NPOHHUKHYTD
B cucTeMy Oyaet cnoxHo. Hanpumep, ans FTP-cepBepa MOXKHO CO34aTh YHETHYIO
3anuch, Y KOTOpOiH 6yaeT AOCTYn TOJIbKO K OrnpeaeleHHbIM nankam, KoTopble OT-
KpPbITbI 11O CETH U1 KJIMEHTOB 3TOi cayxObt.
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Ecnu e cnyxba ucnonb3yer peecTp M YTO-TO MMILET B CUCTEMHbI Karanor, To
Ny4lle OTKKHTECh OT €€ HCNONb30BaHUs, NOTOMY 4TO B 3TOM Cily4ae CHHXKAETCH
ypoBeHb Ge3onacHocTi. JlocTyn K CHCTEMHOMY KaTanory abCONIOTHO He HYXKeH
GoNbWMHCTBY NporpamMm HiH, no kpaiHeH Mepe, nomkeH GbiThb He HYXKeEH, HO TIpo-
FPaMMHUCTbI NPOAOIIKAIOT HCNONb30BATh €ro.

Ecnu Bbl nporpaMmucT ¥ paspabaTbiBaeTe CBOM CepBepHble NPORAYKTHI, TO HE TPO-
raiite cucteMHble obnacTH 6e3 ocoboii HanobHocTH. PaboTaliTe TOJNILKO B OAHOM
KaTanore, Kyaa nojib3oBaTesib YCTaHOBUT nporpaMMmy. Ecnu n3berats obpaleHus
K OMacHbIM pecypcaM, TO MO)KHO MHHMMH3HPOBaTb BO3MOXXHOCTb B3JIOMa CHCTe-
Mbl 4epe3 Ball cepBep. A 3TO y)Ke O3HauyaeT, YTO Baila nporpamma Oyner pexxe
NOABAATLCA B CNMCKAX Cy»0, coaepikalltUX ya3BUMOCTH, 4TO YAYYUIMT Balle MO-
NOXEHHe Ha pbIHKeE,

KoHeuHo e, /IS NporpaMMHUCTOB MOXKHO AaTh O4eHb MHOTO pekOoMeHAauMi, HO
Mbl pacCMaTpHBaeM KOMNbIOTEP C TOUKH 3peHHs NONb30BaTeNs, NO3TOMY He Oyaem
YXOAHTb B CTOPOHY.

1.10. Mepbi 6e3onacHocTH

[Tpobnema 3alKTBl He OrpaHU4HBAETCA TONLKO 3alMTOH OnpeAeNeHHbIX Mpo-
rpaMM. MoxHo Hanucatb camylo Oe3onacHylo nporpammy, HO NpH 3TOM YCTaHO-
BUTb Ha cepeep OC ¢ HacTpolikamMH no yMonuyaHuio. Bcem n3BecTHO, 4YTO Ha-
CTPOHKM nO yMONUYaHHUIO JanekH OT uaeana U 6narogaps stomy Web-cepeep
MOJKeT ObITb B3TOMaH fake NpH OTCYTCTBUM yA3BUMbIX CLIEHapHEB.

Be3onacHbIM fo/keH ObITb HE TOJBKO KaXAbiA y4acTOK MpOrpaMMbl, HO U KaXK-
Ablli NpOrpaMMHbIA nakeT, YCTAaHOBNEHHbIA Ha cepsepe, cama OC u Bce UCHONb-
3yemoe 060pyaoBaHHe (B OCHOBHOM 3TO KaCAaeTCs CeTEBbIX YCTPOICTB).

[TporpamMmMucT fomxkeH Bceraa paboTaTh B COTPYAHHYECTBE C aAMHHUCTPaTOpaMH
H cneunanuctamu no 6e3zonacHocTd. Hanpumep, nporpaMMHCT MOXET pELUHTS,
4TO Ins ero yao6cTea HeoOX0AHMO caenaTh OnpeseaeHHYIO nanky OTKpbITOH ans
YTEHHUs M 3anucH BceM nonb3oearensM. B 3Toil nanke cueHapuu 6yAyT COXpAHATD
kakue-To AanHbie. Ho ecnu 3Ta manka Mcnonb3yercs aiMUHHCTPATOPOM IS Xpa-
HEHHA BaXXHbIX JAHHBIX WIH KOH(UrypauHOHHbIX (paHsioB, TO 3allMTa cepBepa
OKaXKeTCs Noj yrpo3oi.

Jamuutath Hao M ceTeBoe obopyaoBaHHe. Ecaiy Bbl ciieauTe 32 GronnereHamMH no
Oc3onacHoOCTH, TO ACMKHbI ObUTH BCTPEYATLCH C ONMUCAHHAMH BITOMOB, KOTAa Xa-
Kep CMOT MOMYYHTb AOCTYN K MaplUpyTH3ATOpPY U CMOT MPOCMOTPETh BCE ITBKEThI
nonsiosarened. JIis KOHQUAGHLHANBHBIX AAHHLIX Mbl MOXEM HCMNOJIb3IOBATD
mudpposaHue U nepexaBaTh KaHHble NO SSL, HO ero HUKTO U HHKOT/IA 11 HCIMONL-
'lyCT MpH CO3XaHHUU (PopyMOB WAM 4aToB. Ecnn Xakep cMOr nepexBaTHTh NAKET,
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B KOTOPOM [OAb30BaTE/Ib NEPEAAET HaA Cl)Op)/M JlaHHBIe 00 aBTOpPH3aUHHU, TO Xakep
CMOXET UX NPOUYHTATDb KU 3aXBATHTh YUCTHYIO 3aNHUCh MNOJB30BATECIA.

Hrak, 3amuimare HeoOXoaAMMO He TONbKO onpeaeneHHble nporpamMmel, HO U OC,
CYBJ, cereBoe obopynosanue. Kadicaa cocrasasiowas tpebyer otaenbHON KHU-
r'H no 6€30nacHOCTH. A €CIM YYECTb, YTO CYLIECTBYET HECKONBKO pasHOBHAHOCTEH
OC u k Ge3onacHOCTH KaXAOH U3 HUX HY>KHO NOAXOAHTb CO CBOEH CTOPOHbI, TO
KHHI HY)XXHO Hanucatb eute 6onbiue. [IoaToMy orpaHMYMMCa TONbKO OCHOBHbIMH
0co0eHHOCTAMH 3aLUTHI.

Haxe ecny Bbl ABjseTech pa3pabOTYMKOM M He CBA3aHbl C aiMHHUCTPHPOBAHUEM
cepBepa CBOEH KOMNaHUKU UK npocto Web-caiita, 3 HaCTOATENILHO PEKOMEHAYIO
BaM nosHakoMuTbea ¢ 6ezonacHocTbio OC, KoTOpas HCnoNb3yeTcs Ha BalleM cep-
Bepe. [na Linux cucteM 3 Mory nocoseToBaTh npoudTath Moo pabory "OC Linux
rnasamd xakepa" [2] (Hacker Linux Uncovered, A-List Publishing, 2005).

Mo>KeT Bbl 32aMETHIIH, YTO S OYEeHb YacTO cchinatock MMeHHO Ha OC Linux? eno
B TOM, yTo WMeHHO UNIX-cucremsl (Linux, FreeBSD, OpenBSD, Solaris) npe-
obnanaiotr B UHTepHere B kauecTBe cepeepoB. MMeHHO nostoMy Mbl Gynem.
Gonbiie BHUMaHHA yaenatb 3TuM OC. [la, B KoprnopaTHBHOM CEKTOpE MOXHO
BCTPETHTb U MHOXeCTBO pelleHHi Ha Windows-nnargdopme, HO noka 4TO ITHX
peluleHHii HAaMHOrO MeHblle H GOonbIIMX caABUroB B CTOpOHY Microsoft noka Her.
Tam, rae Tema xacaerca o6enx OC, s 6yay 3aTparusarh ux obe, Ho Gonblle BHH-
MaHus Bce xe Oyay yaenars UNIX-cucremam u Linux B 4aCTHOCTH, NOTOMY UTO
MMeHHO LinuxX BbI3bIBaeT y MEHA HaHOOJIbIIYI0 CHMNATHIO U MHE KaKETCA, YTO
3a HuM Oyayliee.

1.10.1. 3awmta Web-cepBepa

Hasaiite paccMoTpum npuMep 3awnThl MySQL u Apache B onepaunoHHO#N cHc-
teme Linux. Msl onyctum 3awmury camoii OC, noToMy 4TO 3TO OTAENbHAA U OYEHb
Oonblias Tema, aa ¥ Becb Apache mbl TporaTh He Gynem, myctb xuser. Urak, 3a-
IUMTA HAYHHAETCA C YCTAaHOBKH M npeBapHTeSbHOro KOH(uUrypuposanus. B ciy-
yae ¢ MySQL Heo6X0AHMO BbINOIHUTL CAEAYIOLKE AEHCTBHA:

O CYBJ] ycraHariuBaeTcs ¢ HacTpoHKamMH No YMOJYaHHIO, NPH KOTOPbIX aAMMH-
HUCTPATOPCKUI JOCTYN pa3pelleH Nosb30BaTeNio root ¢ NyCThiM naposeM. 310
He xopouuo. Heo6XxoauMo kak MUHUMYM YCT@HOBHTB CJIOXKHbIA Napofib, a JTy4-
e NepeuMeHOBaTh y4eTHYI0 3anuch root. Ecan Bei paboranu ¢ OC Linux, To
JOJDKHBI 3HaTb, YTO B DTOH cHCTEME aJMHHMCTPATOPOM TOXE ABAAETCA root.
Ums anmuurcTparopa B OC u B CYB/] Hukak He cBA3aHbl;,

(0 Heobxoaumo 3abnokupoBath aHOHMMHbIA goctyn k CYBJ. TNoaxtoyeHus
AOMKHbI OCYLIECTBIATLCA TONbKO aBTOPHU30BaHHbIMH N0/1b30BaTONIAMH,
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O ny4we Bcero 3anpeTHTh yaaneHHoe nogkmtodeHre k CYBJl. Hanpumep, echn
k MySQL ofpauwaiorcs ToAbKO AOKaIbHO PacnoioKeHHbie CLUEHapHH, TO HH-
KTO He JOJKeH HMEeTb npaBa NOAK/IIOMEHHS C YaaneHHOH MalllMHE! (B HacTpol-
kax MySQL ecte Takas onuus);

(0 HeoGxoanMo ymanuTh Bce Gasbl JaHHBIX, CO3AaHHBIE U1 TECTHPOBAHUA M OT-
napku. Ilo ymonuyanuio B GonbwrHcTBe CYDBJ] (B TOM uncne u B MySQL)

ycTaHaBJIMBaeTcs TecToBas Ga3a naHHbIX. B paGoraloleil cucteme ee He JODKHO
ObITb.

VYdeTHaa 3anMChb aiMUHUCTPATOpa NO YMON4YaHHIO, O KOTOPOH Mbl YXKe cKa3laiH,
ecTb npakruueckn 8o Bcex CYBJI. B MS SQL Server 310 yueTHas 3anuch sa, Ko-
Topas MoxeT ObiThb 6e3 napons, eCnH aAMHHUCTPATOp He YCTAHOBUJ ero BO BpeMsA
HHcTaTAUMK, 2 B MySQL arto root, Taioke 6e3 napons. Yrobbl H3MEHHTL naponb
ans MySQL, BBINONHUTE KOMaHAY:

/usr/bin/mysgladmin -uroot password newpass

Haunyuiinm sapuanTom Oyner nepeHectd paGory MySQL u Apache B okpyxe-
Hue chroot. Kak pa6otaer 310 okpyxeHue? B cucreme co3gaerca karanor (B Linux
1A 3TOro CYLIECTBYET KOMaHAa chroot), KOTOpBIH ABASETCA A8 NporpaMmbl
KOPHEBbIM.

bin usr var home
chroot userl user2
| ki B
: | 1 i | :
: bin usr var home :
\ | ;
1 L)
! 1
: userl user2 ;
! b

Puc. 1.6. Cxema paboTui okpyxeHua chroot

Beille 3TOrOo Kartajnora nporpamMma, paboTaioulas B OKpPYKEHHH, nonacTb He MoO-
xer. [ocmoTpuTe Ha puc. 1.6. 3aech nokaszaHa yacTb ¢aknoBol cuctembl Linux,
Bo riaBe Bcero CTOMT KopHeBoii karaor /. B Helt HaxoasaTca /bin, /usr, /var, /home
u 1. Ji. B /home pacnonoxceHbl kaTanord nonb3oBaTtesielt cucTeMbl. Ml co3laeM
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3/1eCb HOBbII Karanor, Juis npumepa HasoseMm ee chroot, u oH Gyaer kopHeBbIM AA
cnyxObl. B Hem 6yayr csou karanoru /bin, /usr ¥ T. a. ¥ cnyk6a Gyzner paboraThb
C HUMH, a Bce, yTo Bbiwe /home/chroot, 6yaer ans Hee Hemoctynuo. [Ipocto
ciyx6a Oyner cuuTarb, yTo /home/chroot — 310 1 ecTb kKOpeHb daitIoBoil CHCTEMBI.

Ha puc. 1.6 B pamky oOBefeHbl nanku, xoropble 6yayT BuaHbl cnyxbe. HmenHo
B 3TOM npocTpaHcTBe Oyaer pabotaTh ciyxba v Gyaer cudTaTh, YTO ITO H €CThb
peanbHasa (ainosas CHCTEMa cepBepa.

Ecnu Xakep NpOHHKHET B CHCTEMY 4epe3 3allMLIEHHYIO cnyx Oy M 3axouer npo-
CMOTpeTh KaTanor /etc, To oH yBHAHT /home/chroot/etc, HO HUKak He CHCTEMHBIN.
YToObl BINOMILKMK HHYEro He 3anojo3pui, B karanore /home/chroot/etc mMoxHO
pacnosioKUTb BCe HeoOXoauMble (alinibl, HO cofiepXxalLllie HEKOPPEKTHYIO HHGOp-
Mauuio. Banomumk, 3anpocue (daiin /etc/passwd yepes yazBumyto cnyxOy, nOJy4uT
noctyn k /home/chroot/etc/passwd, noToMy 4TO ciyx6a BUAHT €ro CUCTEMHbBIM,

Tak, Hanpumep, daitn /home/chroot/etc/passwd Moxer coaepxarb HeBepHbIE Na-
poau. Ha paboTy cucTeMbl B LieJIOM 3TO He MOBJMAET, NOTOMY 4TO cHcTeMa OyaeT
Opatb naponu u3 ¢aina /etc/passwd, a cnyxbe peanbHble naponu cUCTEMbl He
HYXHbI, No3TOMY B (haitn /home/chroot/etc/passwd MOXKHO 3aCyHYTb UTO YrofHO.
Bonee noapoGHyto HHbOpMaLHIO © HacTpolike okpyxkeHHs chroot cM. B kHure [2].

1.10.2. Moaynu 6e3onacHocTtu Apache

Jns 3aliuTbhl HEOOXOAHMO MO MaKCHMMYMY MCNONBL30BaTh BCe BO3MOXKHOCTH. Ha-
npumep, ecii B kadectee Web-cepBepa Bbl ucnonb3yere Apache B cBaszke ¢ OC
Linux, TO MOry nOCOBETOBaTb PacIIMPUTb €ro BO3MOXHOCTH C NMOMOLLLIO JONON-
HHATENbHBbIX MOAYyNeH, BOBMOXKHOCTH KOTOPbIX Mbl KPaTKO paCCMOTPHM.

Moaynb mod_sequrity

HecmoTps Ha TO, uro 6e30nacHOCTb B OCHOBHOM 3aBHCHT OT CLIEH2pPHEB, KOTOpbIE
BLINONTHAIOTCA Ha Web-cepBepe, # nporpaMMHCTOB, KOTOPbi€ UX MULIYT, ECTh BO3-
MOXXHOCTb 3aLLUMTHTLCA BHE 3aBUCHMMOCTH OT clieHapveB M WX 6e3onacHocTH. OT-
NHYHOE pelleHde AaHHOH npobneMbl — GecnnatHeii Moayib Aans Apache nog
HasBaHWeM mod_security.

[MpuHuMn paboThl MOAYNA CXOX C CETEBBIM 3KpaHOM, kotopbiii BcTpoeH B OC,
TOJILKO B JJ@HHOM CJly4ae OH crneuuanbHO pa3paboraH aia paboThl ¢ NPOTOKOIOM
HTTP. Moaynb, ananu3upyeT 3anpochl NoAb30BaTENEH H BLIHOCHT CBOE pelleHHe
O BO3MOXHOCTH NponycTHUTh 3anpoc k Web-cepeepy HIIH HET, Ha OCHOBE NnpaBu,
KoTOphie 3ajaer aaMUHHcTparop. [lpaBuna onpeaensioT, 4To Moxer ObiTh B 3a-
npoce, a 4To Her.
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B 3anpocax, koTopble HanpaBAseT Mofib30BaTe/b Ha CepBep, COAePIKUTCA URL,
C KOTOPOro HeoGXoANUMO B3ATb AOKYMEHT MK ¢aiin. YTo MOXHO 3aaTh B npaBu-
nax Mogyns, utoObl cepsep cran 6ezonacHee? PaccmoTpum npoctediunii npuMep:
B 3anpoce He AOMKHO ObiTb HHMKakuX ofpauieHuit k aiiny /etc/passwd, 3anaem
COOTBETCTBYIOLMI (GUILTP, U ecid npoucxoauT obpaileHue, coaepatee URL
3TOro (paiina, TO 3aNpoc OTKIOHSETCH.

Hrak, Moaynb mod_security moxcHo B3aTb ¢ Web-calita www.modsecurity.org.
[ocne ero ycraHoBku B daitne httpd.conf moxHo 6yaer Mcnonb3oBaTh AONOMHK-
TeNbHblE AHPEKTUBBI, (GURbTpPauMU 3anpocoB. PaccMoTpum HaubGonee uHTepecHble
M3 HHX:

O secFilterEngine On — BKJIIOYHTb PpeXKHUM (QUIIbTpaLIMU 3aNpPOCOB,

O SecFilterCheckURLEncoding ©On — npoeepaTb koaupoky (URL encoding
is valid);

O secFilterForceByteRange 32 126 — pa3peLllaeTcs HCMO/Ib30BaTb CHMBOJIbI
C KOZ@MH TOJIbKO M3 YKa3aHHOro AvanasoHa. CMMBObI, KOAbl KOTOPbIX MeHee 32,
npuHapiexar ciryxkeOHbIM CHMBOJIaM THNA "nNepeBoa KapeTku", "KoHel CTpokH”.
BONbIIMHCTBO M3 3TUX CUMBOJIOB HEBUAMMbI, HO /IS HHX CYLUECTBYIOT KOJBI,
yTo6bl MOXHO OblLTO O0OpabaTbiBaTb HaXKaTHs COOTBETCTBYIOLUMX K/IaBHLI
Ha knaBuarype. Ho kak jke Torga Xakep MOXET BBECTH HEBHIAMMbIH CHMBOJ
B URL? 3T10 aelicTBUTEIbHO HEBO3MOXHO, HO BMO/IHE peasibHO BBECTH HUX KOI.
Hanpumep, utobbl yka3zath cumeon ¢ koaoM |3, HeoGxoaumo ykasatb B URL
aapece $13. CHMBoabl MeHee 32 H Gonee 126 ARNAIOTCA HEZONYCTHMBIMH 115
ajpeca, NO3TOMY BMNOJHE JIOTHYHO TaKHe nakeTbhi He nponyckatb Ao Web-

cepBepa,

O secAuditLog logs/audit_log — € MOMOILbIO ITOrOC nNapaMeTpa 3aJaeTcs UMA
¢aiina xypHana, B koTopoM Gyaer coxpaHaTbes HHpopMaLia o6 ayaure;

(O secFilterDefaultAction "deny, log,status:406" — 3TOT napamMeTp 3azact
JNeCTBHE N0 yMOJYaHHIO. B naHHOM ciiyyae ykasaH 3anpet Ha nocryn (deny);

O secFilter xxx redirect:http://www.webkreator.com — €CJH d)ld.nb'l‘p
cpabatbIBaeT, TO nNoak30BaTeNs nepeaapecylot Ha Web-caitr www.webkreator.com;

O secFilter vyyy 1log,exec:/home/apache/report-attack.pl — eCJH
¢unbTp cpabatbiBaer, TO OyaeT BbINONHEH cueHapuii /home/apache/report-
attack.pl;

O secFilter /etc/password — B 3anpoce NoJib30BaTeNd He JOKHO ObiTh 06-
pauleHus K ¢Qaiiny /etc/passwd. Takum rxe oGpazom HyxHo A0GaBMTH 3amnper
x o6paileHHIo U k (aiiny /etc/shadow;

() secFilter /bin/ls — B 3anpoce noJib3oBaTeNs lie NomKIo 6biTh 06paitoHus
K nporpammaM. B naHHOM ciiyyae 3anpeutdcTcs KoMalyla 1s, KOTOPUA MOXKOT
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NO3BONIHTL XaKepy YBHUAETb COAEPHKHMMOE KaTanoros, €c/ii B CLEHapHH eCTb
ownbka. HeoOxoanmo 3anpetnth oOpaileHHs K TaKMM KOMaHIaM, KakK cat, rm,
cp, ftp K Ap.;

O secFilter "\.\./" — KJaccHueckas aTtaka, koraza B URL yka3eiBatoTcs cum-
BONbI TOYeK. X He nomkHO OBITE TaMm;

O secFilter "delete[l:space:]}]+from" — 3anper TeKcTa delete ... from,
YyTO Yaule Bcero ucnonbdyerca B SQL-3anpocax mns yaaneHus aaHHbIX. Takoi
TeKCT OYeHb YacTO MCnonb3yeTcs B aTakax Tina SQL-uHbekuus. [lomumo 3to-
ro, peKOMEHAYeTC YCTAHOBUTb ClleAytollue PUNbTpbI:

® SecFilter "insert[[:space:]]+into" — Hcnoab3yercsa B SQL-3anpocax
Ans goOaBneHNs JaHHBIX;

¢ SecFilter "select.+from" — Wcnonbiyerca B SQL-3anpocax ans 4TeHus
AaHHbIX U3 6a3bl;

® SecFilter "<(.|\n)+>" H SecFilter "<[[:space:}]*script" —
fO3BOJIAIOT 3alIUTHTLCH OT XSS-arak.

MBI paccMOTpen OCHOBHble METOAbl, KOTOpble MOTYT MNOBBLICHTb 0e30MacHOCTb
Bawero Web-ceppepa. Takum o6pa3oM, MOXHO 3aliMilaTh JaXe CETH W3 Cepae-
poB. JononHUTenbHYO HHpOpPMaLUHIO MOXHO noJiyudTb ¢ Web-caiita paspabor-
YUKOB JAHHOIO MOAYJA.

Moaynk mod_rewrite

Mogayab mod_rewrite npegHasHaueH ais npeoGpasoBaHus URL u3 ogHoro Buaa
B Apyro#. 3auem 3To HyxkHo? B URL XxpaHuTCs He TONBKO anpec cepeepa U nyTh K
(paiiny, KOTOpbIH 3aNpOCHN NONb30OBaTeNb, HO K NapaMeTpbl, KOTOpble NepesaloTcs
Web-cTpaHuue. Mbl yxe TroBOpHAM, 4YTO 3TH mnapamerpbl He 6e3onacHbl,
M XaKepbl MCHObL3YIOT MUX AJI B3NIoMa, Mbl Takke OyAeM WX HUCnoOab30BaTh AJs
3THX ueneH B creayiollei riase.

Tak Bot, ¢ nomoubio mod_rewrite MOXHO caenarb Tak, 4ToObl URL Bbirmaneny
B BUJE: www,sitename.com/5754.htm. Yro 3aech Takoro? Ha nepeniii B3rnsg aTo
npocroit HTML-¢aiin, koTopblii He yMeeT npUHUMaTL nNapameTpbl, a Ha CaMOM
Aene napameTpbl NPOCTO CKPbIThI Garofapa Moxymo mod_rewrite, M 3TO HUKaKO#H
He HTML-daitn. MoxHo aaxke cka3atb 601bllle — Ha cepBepe HET Takoro ¢aiina
5754.htm. Ha camoMm sene uma ¢aiina npespalllactca B napamMeTpel, KOTOpble ne-
pealoTcs onpeseneHHOMY CLEHapHIO.

YyTb no3ke Mbl ellle BEpHEMCH K 3TOMY MOZYNIO M pacCMOTPHM METOAbI B31OMa
¥ 06Xxoza 3TOM 3aLLUMTBI.
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1.11. NpaBa gocryna

B nporpamMmipoBaHuH U aXMHHHCTPHPOBaAHWH HEOOXOAMMO BCEraa OTTAIKHBATLCA
OT NnpaBHNA: 3anpeLleHo Bee, YTo He paspeweHo. Koraa Bel HacTpauBaeTe KOMITh-
I0TEp, CEpBEpP WK MULIECTE MporpaMMmy, HeoGXOOMMO cCHauana 3anperuth abco-
JIOTHO BCE M TONBKO NOTOM BbIJABATh ONpelelieHHbIE Npaea. IT0 JOMKHO KAcaTbes
BCero, ¢ yem Bbl paGotaere. ITOT paspen MOCBALIEH NpaBaM J0CTyNa BO BCEX €N0
nposeeHUAX B oTHowWeHH Web-cepaepa.

1.11.1. NpaBa cueHapunes Web-cepBepa

CueHapu# JOJKHBI BRITIOMHATLCA B CHCTEME C MUHHMaJIbHBIMKH npaBaMHi. Hampu-
Mep, Ball CLiEHApHi NOJMKeH UMeTb npapo ofpaliarbcs K CUCTEMHOMY KaTajiory
/etc. B 3Tom Kkatasiore XpaHaTcs koH¢urypauuoHHele daitnsl OC Linux, u ecnu
nonb3oBaTeNb CMOXET CKOMNPOMETHPOBaTb CUEHapHii, TO BelHKa BEpPOATHOCTH,
YTO OH CMOXKET MNOTY4YHTb NpaBa aiMHHHCTPATOpA.

CueHapuu BbinonHser Web-cepsep (uyaule Bcero mis 3THX UeNeH HCNONB3YIOT
Apache), ¥ UMEHHO ero npaBamMi onpeaenAlOTCs Npasa BbINOIHAEMbIX CLIEHapHEB.
HauGonee 3¢ pekTHBHBIM METONOM 3aLlUTh] ABAAETCA CO3JaHHE HENPHUBHIETHPO-
BaHHOW YYeTHOH 3anucH (C MMHUMANbHO HeoOXOAMMBIMH npaBaMH), OT HUMEHH
KOTOpO#i GyaeT BBINONHATLCA caM cepBep Apache K Bce HCTIONHAEMBIE UM CLIEHAPUH.

Yro6b1 npoute 66110 ynpasnaTh npaBamu, pacnonaraiite ¢ainbl B OTAENBHBIX Ka-
tanorax no tunam. HanpuMep, dabnel ¢ Hactpolikamu (.inc, .dat ¥ T. A.) ny4we
BCEr0 NOMECTHTb B OJHH, (alinbl wabnoHoOB B ApYyroi, a ¢aiinel ¢ GyHKUNAMH Ha
JavaScript B TpeTuil. UcnonHsemsie daiinbl cueHapues Takoke He CTOMT pa3bpachl-
BaTh MO KaTanoram K pacnoSoXXHTb UX MaKCHMaNbHO KOMNAKTHO.

[ToueMy-TO cCUEHapHH aiMHHUCTPUPOBaHHA Web-caliTOM NpOrpaMMHCTEI AOTA/bI-
BaIOTCA pacnoiokHUTb B OTAENbHOM KaTanore, a BOT ¢ OCTaNbHbIMK THNamK ¢aii-
noB — npo6nema. Hy HeyXenu Tak CIOXHO pa3noxuTh (ainbl ¢ HaCTPOHKAMH,
kapTHHkaMu K JavaScript no nonoukam? Tak Beab ynoOHell uMu ynpasnsTb He
TONbLKO € TOUKH 3peHUs TIpaB KOCTYNa, HO U C TOYKH 3peHHs NOHUCKa, U Jae Mpo-
CTO KPacHBO, KOI/ia BCe JIEIUT aKKypaTHO.

[pasa Ha BbINONHEHHE AOMXKHDBI ObITh TONBKO Y TEX (aiioB, KOTOPbIM 3TO AECHCT-
BHTEJbHO HeobOxoaumo. Hanpumep, daiinbl ¢ komanaamu JavaScript nomkHbl
HMMETb npaBa TONbKO JI YTEHHUA, HO HUKaK He M5 BbIMOIIHEHHS, T. K. Takue ¢ai-
bl BbIMONHAIOTCSA HAa CTOPOHE KJIMEHTA.

1.11.2. NMpaBa cucTeMHbIX CLleHapueB

Y CHUCTEeMHBIX CLleHapHeB He JOMKHO ObITb HUKAKHX npaB ¥ MX BJjaaLCiblUaMH
JIOJIKHBI 6bITh TOJIBKO HENpUBUIIErHPOBaHHble 110/Ib3OBATE/H.
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Kaxxablit ¢aitn umeer onpeseneHHble npasa. [lonutka npas aoctyna k daiinam
3aBHCUT OT koHkpeTHoi OC. laBaiiTe paccMOTpHMM NOAKUTHKY Ha npumepe Linux,
KOTOpbiH B nocneHee BpeMs CTRHOBUTCA Hanbonee NomyaspHbIM pelleHHeM.

I[lpaea B OC Linux onpenensioTca Ha OCHOBE TPeX COCTABIAIOLIMX:

1. IlpaBa Bnanenbua — no yMON4aHHIO KTO co3paer (paitn, ToT ABnserca KU ero
BAaebLEM.

2. [lpaBa rpynnsl — 3a ¢aiinom Moxer ObITb 3aKperieHa onpeaeneHHas rpynna
nosb3oBarenei, M BCe NONb30BaTENH ITOH IrpyMNIbl MOTYT UMETb OnpeeNeHHbIe
npasa.

3. Ilpapa Bcex ocTanbHbIX — BCE OCTalIbHbIE NOJNIb30BATE/IH CHCTEMBI.

JAna xaxaoi cocTaBisiolled MOXHO Ha3HaYMThb NpaBa JOCTYna: 4YTEHHe, 3aMUCh
M BbINOJHeHHe. AGCONIOTHBIMM NpaBaMK Ha CUCTEMHbIH clieHapHii fomxeH obna-
JaTh TONbKO BIajieNell, KOTOpbii, B CBOIO Ouyepeab, AOMKeH obnanaTh Ha cepeepe
MHHHUMaNbHbIMH npaBaMH, a nydine GbiTh HUKeM (nobody, 3HarowMi Linux, aa
noiimer MeHs). Bce ocTanbHble AOMKHBI UMEThb NPaBO TONBKO HAa BbINOJIHEHHE,
HJaBatb npasa yTeHus U 3anucH Ge3 ocoboi HagoOOGHOCTH HACTOATENILHO He peKo-
MEHJyeTCH.

Ecan xakep cMoxer 3anucatb 4To-THGO B MCXOMHbIH KOX CHCTEMHOIO CLEHAapHA,
TO OH CMOJXET 3aMEHHTb €ro CBOei NporpaMMoii, koropast OyaeT BHINONHATL He-
obxoaumble B3noMItMKy AeticTeus. Hanpumep, Ha cepBepe MOxeT ObiTb YCTaHOB-
NeH cueHapuil, koTopbiii Oyaer BbINOAHATh KakHe-THOO neCTBHA Ha HEM: KONH-
poeaTh (aifibl, YUTaTh KOH(pHUrypauudoHHbie (aiinbl. Eciv npasa Web-cepsepa
JNOCTaTOYHBbl J/I8 YTEHWA CUCTEMHOro Karajora /etc, TO Xakep MOXeT YBHAETb
KOH(Hrypauuio, CnUCKH nonib3oBaTeneil 4, BO3MOXHO, JaXe Napojiy A0CTyna.

Bo3MmoxHoOcTb YTeHHs ¢aiina CUCTEMHOro CueHapHs MO3BOJMT YBHAETb €ro Mc-
XOAHbIH KOA. B3nOMIIMK CMOXET ero npoaHanH3MpoBaTh W HalTH ciabble MecTa
H BO3MOXKHblE ysa3BMMOCTH. Mckarh owinOKy HamHOro npoule, KOraa JOCTYneH
HCXOAHbIH ko4 nporpammsel. Hanpumep, PHP-cuenapuii MoxxeT noaknio4yaTh KOH-
¢urypauronHblii daiin ¢ HacTpolikamu. Ecnu atot daiin 6yaer noctynen ans yre-
HHsA BCEM NOJb30OBATENAM, TO XaKep CMOXET €ro NpoYMTaTh X YBHAETb, HaNpuMep,
naponu gocryna k CYB/I.

1.11.3. NpaBa aoctyna kK CYbJ}

MHorue nporpaMMHCTbl U @aIMHHHUCTPATOPbI He MO6AT BO3UTLCA € pacnpeaeneHu-
em npaB Ha CYB]], Hagesch, yTo noawinoyatbes OyayT TONbKO NeranbHble NOJMb-
30BaTeNM, U oHu OyayT akkypaTHO paboTaTh c CHcTeMOil. DTo Gonblias ownbka.
Ha3zHauyeHHble npaBa MOTYT 3alIMTHTb BaC OT MHOXKECTBA MOTEHLUMANbHbIX Npo-
Onem ¢ 6e30nacHOCTLIO,



OcHoeb! be30nacHoCMU 47

[TepBbiM nenoM Bbl JOMKHBI 3aLIMTHTb NoakntoYeHHa K cepeepy. Ecin CYB]]
H Web-cepeep, o6pabarbiBatoltuii cueHapuH, pacnofioXkeHbl Ha OJHOM (pu3Hye-
CKOM KOMNbIOTEpE HIH cepBepe, TO HeOOXOAUMO 3anPeTUTDb N00ble NOAKIIOYEHHUS
k CYB]J] uzsHe. [lomkHb! ObiTb pa3spellieHbl TONbKO NOKAIbHbIE MOAKIIOYEHHS,
O cMeHe naponis nO YMONYaHHIO s y)Ke TpoMOJidy, T. K. YNOMHMHan o6 3ToM He
OJMH pa3,

Ecnin CYBl u Web-cepeep ¢u3nuecku pasaenexbl, To HeOOXOAUMO ¢ NOMOLUBIO
CETEBOro 3KpaHa paspellHTh NOAKIIOYEHHUs TONbKO € onpeaeneHHbIX 1P-anpecos:
camoro Web-cepsepa M KOMNbIOTEPOB, Ha KOTOPbIX paboTalOT aAMHHUCTPATOPBI.
Bce octanbHble He AOMXKHBI MMETb npaBa NpAMOro MNOAK/IIOYEHHs, B HAeasie
k CYB]] Boo6ue He nomxkHO ObITh y1aNeHHOTO NOAKIIOYEHHS.

Yrobbl cLieHapuii cMOr NOMYYMTh JaHHblE, OH MOAKIIIOYAETCH K ONpPeAENEeHHOM
6a3ze AaHHBIX U B 3aBUCHMOCTH OT NpaB JO0CTYNa BbINONHAET KakHe-THOO aelicT-
BHA. MHorue agMHHHCTpaTOpbl He 0coBeHHO IO6GAT BO3UTLCA C NpaBaMH A0CTYnNa
k obbexTam Ga3bl JaHHbIX, @ NPOCTO AAIOT MOJHbIE NPHBUIIErHH HAa BCE OBLEKTDI.
310 HeepHo. C NOMOLLBIO PaB Bbl MOXKETE Pa3spellTh WUITH 3aNPETUTh BLIMNOIHE-
HHA onpeaeneHHbIX koMaHa. Hanpumep, GonblUMHCTBO cueHapHeB NPOCTO BbIGH-
pacT AaHHble U3 TabnHL ¥ oToOpaxkaeT UX NOMbL3OBaTENtO. [l 3TOr0 AOCTATOYHO
HMEThb TIpaBa TOAbKO Ha BLIGOPKY JaHHbIX (OnepaTop SELECT), NpH 3TOM MOJB30-
BaTe/b He OyAET UMETb BOZMOXKHOCTH yaanaTh U f00aBNATb JaHHble.

Yawe Bcero oTnaxeHHble cueHapuu paboTaloT gonroe spems M Oe3 H3MeHeHHS
CTPYKTYpbl AaHHbIX. Hcxoas u3 atoro, BnonaHe norudHbiM Gbuio Gbl 3anpeTHTDb
Y4€THOH 3anHcCH, depe3 KOTOpylO cueHapui noakmouaerca k CYBJ, nameHats
CTPYyKTYpy 6a3bl maHHbIX, T. €. n00aBNATH U yAansTb TakHe oObeKTbl, kKak 6a3bl
AaHHbIX, Tabauupl ¥ T. &. To ecTb 2anpelaeM BbITOSHEHHE KOMaHA:

O CREATE TABLE,
O ALTER TABLE;
(J DROP TABLE.

s BHECEHHA TaKHX M3MEHEeHHI HeoOX0AMMO UMETb OTAENbHYIO YUYETHYIO 3aMHUCh
WK 3anKchb aAMHUHHCTPATOpa U BMELIMBATbCA B CTPYKTYpY Oa3bi Hanpamyto (c no-
MOLLbIO YTHIKT aAMUHUCTPHPOBAHUA), @ HE Yepe3 CLEHapHH.

Aamuauctpatop Web-caiita fomkeHd UMmerbh Oonbille npas, NO3TOMY B CLiEHAPHUH
WIMHHHCTPHPOBAHHA MOXHO [UTA NOAK/TIOYEHHA HUCMONb30BaTh ApYyrye npasa, Ha-
IIpUMeEp Te, KOTOpble BBOAMT NONb30BaTeNb NpH BXOAe B 3aKpbiTylo YacTb Web-
cuiiTa WK 3alIMILEHHbIN kaTanor. 1o yao6HO, KOorja y Bac HeCKOJIbKO AAMHUHHK-
CIPATOpPOB C pa3HbIMH npaBaMH. B 3TOM cnyyae npaBuibHBIH AOCTYIl I'APAHTHUPY-
OlCA e TONbKO NpoBepKaMH B cueHapHH, HO U caMoit CYDBJl. Ecin aamuuuctps-
10p cMoxXeT OGOHTH 3aIUTy CLCHapHA W NONITAETCA BLIIOIHUTL JAIIPSINOHHYIO



48 Fnaea 1

onepauuio (Hanpumep, yaanedve gaHHbix), To CYB]] npocro He cMoxeT Bbino-
HHTb 3TOro AeHCTBHA.

Cospementbie CYB]l, Takve kak MS SQL Server, Oracle u ap., ymetor paGorath
C TpHITepaMH. ITO nMporpaMmsbl Ha ompeAeNeHHOM A3bike (uauie Bcero SQL wnu
OAHO U3 ero paclurpeHunii — Transact-SQL unu PL/SQL), koTopbie BbINONHAIOTCH
B OTBET Ha onpeneneHHble cobbiTHA. Hanpumep, MOXXHO Ha3HauMTh TpHUrrep Ha
yAalleHHe, KOTOpblii OydeT AONONHHUTENBHO NPOBEPATh BO3MOXHOCTb YyAaNeHHs
sanucedl. Hanpumep, B3noMuinKk, KOTOpBIi 3axoueT yaanuTbh BCe AaHHble, Oyner
BBIMOMHATE KOMaHAy:

DELETE FROM TableName

Tpurrep Moxxer npoBepHThb, eCIM KONMUYECTBO yaanseMbiX 3anuceii Gonee 10, To
OTKJIOHHUTB MOTbLITKY yAaleHWUs, BbIAaTh OWHOKY WM, BOZMOXHO, A@KE OTNPaBHTb
coobuieHue agMuHKUCTpaTopy. TakuM 06pa3oM, NaHHble OCTAHYTCS B LEIOCTHOCTH
H COXPaHHOCTH, U MpH 3TOM aAMUHUCTPATOP CBOEBPEMEHHO Y3HAET O BTOPKEHHH.
KoHeuHo ke, 3Ty 3amiuTy nerko o0oiTH, eclii YAANATb AaHHbIE MO YaCTAM, HO 3TO
OTHMMET MHOTO BPEMEHH W HE KaXKblil BINOMIRMK pelnTcs Ha 3to. K Tomy e,
O4YHUCTHTL 0a3y NAHHBIX NOMCKOBOW CHCTEMbI TakMUM o00pa3soM npakTH4eckH
HEBO3MOXHO — U1 3TOr0 MOryT NOHafOOUTbCA roab!.

C apyroit cTopoHsl, He 0083aTeNbHO YAANATb 3anUCH. XaKkep MOXKET npocTo oOHO-
BUTb 6a3y, 06HYyIMB BCe NonA:

UPDATE TableName
8S8ET fil.dl- ' ’ fil.dz- 'Y e

Tak xakep oGoieT orpaHMu€HHe Ha yaNeHHe, HO MOXKHO XKe 3aNpeTHTb ¥ Macco-
Bble oOHoBneHHs. Ecnin Bol HMeeTe oneiT paboTbl ¢ 6a3amMu AaHHDbIX, TO nonpolyii-
T€ peanu3oBatbh nogoGHyI 3alUTy yepe3 Tpurrepbl. [lonoGHblit onbiT B NtoGoM
caydae BaM NpHroauTcs B 6yayuem.

bonee cnoxHbili MeToR 3allUThl TpebyeT OTIHYHOrC 3HaHUA Ga3bl JAHHLIX K ee
pabotbl. Hanpumep, Bbl TOYHO 3HaeTe, YTO yjAaneHWe CTPOK MNPOUCXORHUT OYEHb
peaxo. B 3ToM cnydyae MOXKHO C NOMOLIBIO TPHUITepa 3anpeTHTb yaaneHue Gonee
10 crpok B aeHb. TyT MOXHO npuayMaTh pa3fivyHble npaBWia, BCE 3aBUCHUT OT
Balllero YMeHHs NporpaMMHpOBaTh M OT KOHKPETHOH CHTYalLiMH Ha cepBepe.

B GonblMHCTBE ciiyyaeB AaHHble Ha cepBepe BooOlle paboTalOT TONbKO Ha yBe-
NHUYEHHe, a He yaaneHHue, No3ToMy onepaiHio DELETE UIA YYETHO 3anucH, yepes
KOTOpPYI0 paboTaloT npocThie MONb3OBATENH, MOXHO BooOule 3anpeTuTb. Jake
ec/id B KaKOM-TO clieHapHi HeoGXOAMMO ynaneHue, TO MOXKHO npocto A00aBUTH
B Tabauuy ele ogHO none, kotopoe Oyaer onpeaenaTb BUAUMOCTb. Ecau 3Have-
HWE B MONe PaBHO €AMHHLE, TO 3anuUCh He HyxucHO otobpaxarb (xak Gyaro oHa
yaaneHa). A koraa Ha Web-caliT 3aXoaHT aaMHHUCTpaTOp, TO 8 JTOT MOMENT
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MOXKHO 3aiTycKaTb cueHapHii, koTopbiii 6yaer aBTOMaTHYECKH yIanfiTb CKpbITHIE
CTpOkH (NOMeueHHbIe Ha yaaneHue).

Takum obpa3oM, Jaxe eciu Xakep ¥ MPOHHUKHET Ha cepBep C NpaBaMH NMPOCTOro
nose3oBaTeNs, @ He aMMHHCTPATOPa, TO OH HE CMOXKET YHHUTOXHTb naHHble. [la,
OH MOXKET HaMyCOpPHTb, IOTOMY YTO OT ONEépaluH INSERT HHUKYAa He AeHeLlLCH,
HO YHHYTOXHTb HE CMOJKET.

A Kak e Torna oGHOB/IEHHe UPDATE? A BAPYT Xakep OOHYTHT coaepXXMMOe BCeX
nonei Tabnuu? U TyT MOXXHO peanu3oBaTth npocreiiilylo, HO JOCTATO4HO 3ddek-
THBHYIO 3alIUTY, eci 6a3a KaHHLIX NO3BOAAET CTABUTH paspellleHHs Ha BbINOJHE-
HWe onpenesieHHLIX OnepaTopoB Ha oTaenbHbie nond. He porapanuce? MoOXHO
paspellnTh OOHOB/IEHHE TONLKO MOAfA, KOTOPOe OTBevaer 3a BMAUMOCTb. Ecnm
HY>KHO OGHOBHTB CTPOKY, TO CTapble JaHHble MoOMeYaeM, KaK HEBHANUMbIE, 2 HOBbIE
AaHHble noGasngeM B BHAe oraenbHoi cTpokd. Takum obpazoMm, MakcHManbHbIM
yuep6 — Bce 3anucH NoMedeHbl Ha yAaneHne, HO UX JIErKo BOCCTaHOBMTbL. ['naB-
HOE, 4TO CaMH AaHHble Ha MecCTe U B 6e30MmacHOCTH.

[Ipasa nocryna k CYBJ] # Tpurrepbl — 310 0YeHb MOUIHbIH MHCTPYMEHT AOMOJ-
HUTenbHOro obecneyeHHA LUENOCTHOCTH AaHHBIX cepBepa. Heobxonumo 3anperuTs
BCE, @ pa3peLnTh TOJbKO caMoe Heobxoaumoe. Uem Gonbllle CpencTB 3altUThI Bbl
Gynere ucnonbzoBaTh, TeM cloXHee Xakepy OyaeT npoOHTbCA CKBO3b 3TY 3aLLUTY
U nogo6path KAIOYH K Balled KpenocTH.

BonbuwnHcTBO CYBJZl no3BOAflOT HCNONb30OBAThb CHUCTEMY, BBINOMHATbL B HeH
KOMaHbl WK udTath painbl. B MySQL ectb Takas koMaHza LOAD DATA LOCAL
file. PexoMeHAYIO 3anpeTUTH €€ BbINONHEHHE U He UCNONb30BaTh B CBOMX CLIEHA-
puax. [lns storo B daiine /etc/my.cnf nuiuem B pazaene [mysqldl:

Bet-variable=local-infile=0

NpaBa Ha ynaneHHoe nogknoyeHue kK CYBA

Mb! yke 3HaeM, YTO NONb30BATENM HE JOMKHbBI HMETh NpaBa NPAMOro NOAKIIOYE-
Hua k MySQL. UM npocTto ato He HyxxHo. O6pawmasch k cueHapuio Ha a3bike PHP,
uMeHHO Web-cepsep, a He nonb3osartesb, noaktoyaercs k CYB/I.

UYroObl 3anpeTuTh ynanenHoe noakitodedve k MySQL, Heobxomumo B dafine
fetc/my.cnf, B pazgene [mysqld], nponucarb napaMeTp skip-networking. Ho an-
MHHHUCTPATOPbl OYeHb YaCTO AO/KHbI UMeTb AocTyn K 6ase AaHHbLIX yAan€HHO.
B yToM ciiyyae MOXKHO MOCTYNHUTbL O{HHM K3 CIEAYIOLIMX CNOCOGOB:

|. Paspewntsb ynaneHHoe nogxiIO4eHHe, HO NPU 3TOM 3aLUHTHTb €ro C NOMOLIbIO
ceTeBoro skpaHa. MySQL npurumaer coeauHeHus Ha nopr 3306. Heobxoaumo
IIPONMKCATh 3anpeT Ha AOCTYN K 3TOMY NOPTY V1A BCEX U ABHO pa3peuiHTh JOCTYN
TOJILKO ¢ onpeaeneHHbIX IP-anpecos, rae paboTaloT anMUHUCTPATOPb!.
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2. Hcnonb3oBaTh TyHHenHpoBaHHe. 310 aaxe Gonee nMpeanovTUTENbLHBIR BapH-
aHT, MOTOMY YTO MeXAYy CepBepOM M K/IMEHTOM AaHHble OyAyT nepenasaThbes
B 3allM(POBAHHOM BHJE.

MoxHo ucnonb3oBath 06a BapHaHTa. JInsa anMUHICTPATOPOB, KOTOpble HAXOAATCSA
BHYTPH OJHOH CETH C CepBepOM, MOXXHO HCIIONb30BaTh OTKPLITOE COEAHHEHHe
¥ OrpaHH4YMBaTb NpaBa AOCTyna yepe3 ceTeBoi dkpaH. [l yaaneHHbIX nonabs3oBaTe-
ne#, xotopble noakioyaroTcs yepe3 MHTepHET no OTKPBITBIM KaHanaM, MOXKHO
MCNOAb30BaTh TYHHEb.

1.12. CnoxHbie naponu

['naBHOe npaBuNO agMHHHUCTpATOpa: CAOXKHbIE NApPONKH HUKTO He oTMmeHan. OHu
IOMKHbI ObITh Be3sge, ocobeHHO Ha goctyn k OC u CYBJl. Ecnu xakep He cMoxer
GbICTPO NPOHUKHYTH Ha CepBep yepe3 CLeHapHH, OH MONbITaeTcs OCYLIECTBHTD
B3JIOM npocTbiM nepebopom naponei.

1.13. He Bce Tak 6e3HagexHo

3T1OT 0030p XaKepCKHX aTak He NPETEHOYeT Ha MOJHOTY A@Ke C TOYKH 3peHHs
B310M2 UMeHHO Web-cepBepa, HO 1 nocrapancs gaTh BCe HeoOXOoMMble Hayallb-
Hble CBeAeHHA. B To e BpeMs 1 BO3Aep)Kanca OT KOHKPETHbIX PelenToB, NOTOMY
YTO 3TO MOXXET ObITb BOCNPHHATO, Kak NPHU3bIB K NEHCTBHUIO, a A HE CTaBJIIO CBOEH
LeNbO YBENHYHTb KOMHUYECTBO XakepoB. Hapetoch, uTo 3TOT 00630p nomoxeT Bam
Gonblile y3HaTb O B3OMe H caenaTh COOCTBeHHY!O H3Hb Ge3onacHee.

B ocHOBHOM Mbl paccMaTpuBanu TeopHio. [lna peaninzauMd Ha npakTHKe BCEro
BbILIECKA3aHHOrO HYXHbI CMELHANH3IMPOBaHHbIE NPOrpamMMbl, H ANS onpejaeneH-
HbIX 33124 HX NPHAETCA NUCaTh CaAMOCTOATENBHO.,

[Touemy xakepbl oueHb 4acTo Aerko gobusatorca uenn? Ing 3TOro ecTb HECKOMb-
KO NMPHYHKH:

. OtkpbiTocTh cereBoro Tpaguka. [To ymonuaHuio nakeTbl, nepesaBaembie no
CEeTH, He LUIMPPYIOTCA U TIErKO MOTYT ObIThb NPOYMTAHBI.

2. Hanuune ownbok 8 OC 1 nporpamMmHom obecrieyeHHH, HCMOIB3YEMOM Ha cep-
Bepe, a NaBHOeE — HEeCBOEBPEMEHHOe UX OOHOBIEHHe.,

3. CnoXHOCTb OpraHM3aLMH 3aUlUTbi MEXIY PasHOPOAHLIMH CETAMM,
4. OwnbkHn koHpurypuposanus OC, cepBepHbIX NpOrpaMM H CPEACTB 3aLHUTHI.

Hepo3amoxxHOCTL 3auiuTbi M Geccuiive cepBEpOB MNPOTHB TaKOH arakH, Kak
DDoS. Ha paHHbii MOMEHT 3alUWILAIOTCA TEM, YTO YCTaHaBIHWBAIOT CepBEpPbHI
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C MaKCHManbHOM MPOM3BOAUTENBHOCTBIO M LIMPOKMMH KaHajlaMH CBA3H. Beas
NPOCTO HEOXKHAAHHBIA MOTOK HOBLIX MoceTHTenei, HanpuMep, 6narogapsa Ka-
xoi-To HoBocTH B CMMH TOXe MOoXeT npuBecTH K 0TKa3y B 00CTy)KMBaHHH.

6. OxoHOMHA Ha crieuuanucrax OGe3onacHoCcTHM M cucreMax obecneuyeHus Oeso-
HacHOCTH. JTO caMoe cTpallHoe. TONbKO cCneuHanKcT, UMEIOLHWI MHOTONEeT-
HUH ONBIT, MOXET 3alIMTHTb CHCTEMY OT BTopxkeHUs. MHorue poBepsloTcH
CBOMM 3HaHUAM MM NPOCTO KOHPUrypUPYIOT CHUCTeMBI ¢ Lenbio o6yuenns. Ho
npHobpeTaTh HaBBIKH HAall0 Ha TECTOBBIX TEXHHYECKHX CpeicTBax, a pabouue
cepBepbl H KOMIMBIOTEPDI JONKHbI NOAAEPHKHUBATHCA TOJNBKO CNEUHANTHCTaMH.

B cneayiomnx rnaBax Mel OyneM MCnoONb30BaTh TEOPHIO, ONHUCAHHYIO 3[4€Ch LA
B3noMa Web-caiito. S xouy elle pa3 npexynpeauTb Bac, YTO npakTHka HeoGXo-
AUMa TOJbLKO AJIA TOro, 4ToObl Bbl YBHIENH, KAK MOXKHO 3allUTHTBLCA OT aTakKH, HO
He I8 TOrO, YTOObI Bbl B3TaMbIBA/TH CEpBepbl.

[Touemy Web-caiitel ya3BuMbl U OTKyAa Oepyrca ownbku? asaiite nonpoGyem
paszobpartbes. Jliobas nporpamma Moxker coaepxath olMOKkH, a Web-caliT Moxxer
ObiTh 6e30nNacHbIM, TONIBKO €CNIM OH HEe COAEPXMMUT Nporpamm, a NOCTPOEH TONbKO
Ha YHCTOM A3bike pasmeTkd HTML. 3TOT 83blk He UMeeT HHKAKMX BO3MOXHOCTENH
ana pocryna k ¢atinopoit cucreme uny CYBJI, oH coaepXHT TONbKO Teru, KoTo-
pble onpeaensoT opopMmieHre (BHEWIHHUI BHA) A0KYMeHTa. TakuM obpa3om, eciu
HenpaBHiabHO ucnonb3oBaTb HTML, To MakcHMManbHblit Bped, KOTOPbIH MOXKHO
HaHeCTH, — UCMOPTHUTE popMaTHpOBaHHeE.

Ecnu nporectuposath Web-caktbl HHTEpHeTa Ha KOPPEKTHOCTb, TO OONBIIMHCTBO
M3 HUX HanucaHbl ¢ HapyuieHnaMu npasun W3C (World Wide Web Consortium,
xoHcopuuyM npoussoauTteneii [TO ans UHTepHeTa), HO 3TO HE rOBOPHT O TOM, YTO
3TH Web-CaliTbl YS3BHMbI, BE€Ib 3TO BCEro JIHLIbL pa3METKa.

Ho na HTML MoxHO co3aarh TOJABKO NpocTyio aoMaiHio Web-cTpaHuLy, co-
npoBoxaeHue koropoit Oyaer oueHb Heyno6HbIM. Ecniu Bbi cozgaBany Web-caiiTbi
3 HTML-cTpaHuu ¥ nocne 3TOro MeHANH AW3aidH WK XOTA Obl OOMH 3NIEMEHT
Au3afiHa, TO NOMKHbI 3HaTh, KAKMX YCHITHIA TpeByeT 3Ta npocTas onepauus.

'oBopsa o ToM, uto Web-caiit, noctpoeHHbiii Ha HTML, GezonaceH, He cneayer
3a0bIBaTh, YTO ONACHOCTh MOXKET NPUHTH CO CTOPOHb! CaAMOrro cepBepa W YCTaHOB-
JIEHHBIX Ha HEM NporpaMM: Xakep MOXET OCYLIECTBHTb B3NOM uepe3 OLIHOKY
a Apache unu OC.

lpn pocte konnuectea Web-cTpanuu Web-caliTa yBeJIHUHBAETCA CNOXKHOCTb €ro
conpoBoxaeHus. B 3ToM cnyuyae Bo3MOXHOCTeH pa3MeTKH CTaHOBHMTCA HeLOCTA-
IOUMHO W MPHXOAMTCA 3a1eACTBOBATh BO3MOXKHOCTH CEpBEpa, T. €, NPUXOJIUTCH M-
CATh CEpBEPHbIEC NPOrpaMMbl (CLiEHapHH), KOTOpble CMOTYT MCNONL3OBATL (paHso-
DylO CHCTEMY, CepBepHble nporpamMMbl W 6a3zy JaHIBIX JUIS JIHHAMHMOCKOTO
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noctpoeHns Web-ctpanuu. Ecnd npu HanucaHuM nporpaMmbl JOMYCTHTb OWKO-
Ky, To Web-caiiT, 1a 1 BeCb cepBep MOTYT OKa3aTbCs MOA Yrpo3oi BTOPXEHHS €O
CTOpOHbI XaKepa.

Yame scero ownbku cBA3aHbl ¢ HeBepHOH 00paboTKON napaMeTpoB, MOTyyaeMbIX
OT nonb3oBatensa. Ecniu nonyyaeMble naHHble HUCnONb3YIOTCA npH obpatueHHH
k aitnosoii cucreme, CYBJ] unu apyrum cepBepHbIM NporpaMmas, TO eCTb Onac-
HOCTb, YTO XaKep CMOXET NMOJyYHTb BO3MOXKHOCTb BbINONHATh KOMaHbl, KOTOpbIE
He JOKHBI ObITb JOCTYIHbI.

['masHas npoGnema nporpaMMHCTOB — OHH NUIIYT MporpamMMy, 4yToObl oHa Kop-
PEKTHO BbINOJHANA NOCTaBIeHHYIO 3anavy. [Ipu sToM OHM HapeloTca, YTO NOAbL30-
BaTesb Beeraa Oyaer nepenaBaTb KOppeKTHbIE JaHHbIE, @ eCli JaHHble U OyayT He
KOPPEKTHBIMH, TO HE CneunanbHo, T. e. npocTeiiune owubku Thna "3abbin yka-
3aTh napameTp”. 51 caM kak NPOrpaMMHCT CIHLIKOM [JOBEPYHB, NOITOMY OYeHb
4aCTO HE NpOBEPAI0 napaMeTpbl, NOMy4YeHHble OT NOb30BaTENs Ha onacHoe co-
JepiKUMoe.

Ha moii B3rnsg, NOMHMO HEONBITHOCTH, HMEHHO A0BEPYHBOCTD AB/IAETCA IIABHBIM
BparoM nporpamMMucta. B nporpaMMupoBaHiH, kak Ha BOHiHe — NOBEPATb HHKO-
My Heb3s, ocoGeHHO, ecn nporpaMmoi Gynere nNoab3oBaThCs HE TONBKO BbI.

1.14. OwmbKM ecTb,
UX He MOXEeT He eCTb

OueHp YacTO MOXHO YC/bILLIATh BBICKA3bIBAHHA THNA: "YCTaHOBHUTE 3TOT (popym/uar/
CLEeHapHii, noToMy 41O y Hero Her ownbok". Ha camom nene owMbku ectb BO
BCEX CLIEHapHsX, NPOCTO B HEKOTOPbIX UX eLle He HaLLIH.

Ewe oaHo uHTEepecHoe BbickasbiBaHHe: "JToT (popyM OezonacHee, noToMy HTO
B HEM He Hauli olUOOK M HeT WX onucaHus B cniuckax BugTraq". Ecnu ownbok He
HaLlNH, 3HA4YUT UX elle HUKTO HE UCKaJT, a eClTK ¥ UCKaJl, TO HE OYEHb BHHMATE/bHO.
Kak s yxe ropopun, oulHOku ecTb Be3ae, Hy, WM nodtH Besse. Ckopee Bcero, clie-
HapHii ellle HeOCTAaTOYHO MOMYNAPEH, YTOOLI 3aHHTEPecOBaTh XakepoB.

Kak nokasbiBaeT npakTuka, yeM Gosee nonynspHa nporpamma, TeM Gonblie B Heil
HaxoaaT owrGok. OGpaTuTe BHUMaHHE, YTO UMEHHO "HaxoasaT".

Tak uTo e Torna BeIGpath? Jlis 3TOro cHayana Hy»XHO onpeaenuTbCa B nNpeuMy-
LleCTBaX M HEAOCTATKAX CaMOCTOATENIbHO HAMHCAHHBbIX U pa3paboTaHHbIX Ha 3aKa3
nporpamm, a Takxe peiteHdid Open Source (nporpaMMbl C OTKPbITbIM HCXOXHbIM
KOJIOM).
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1.14.1. CamocCcTOATENBbHO HAaNUCaHHbIE NPOrpaMMb!

Ecan y Bac HeT gocTaTOYHOro onbiTa HanMmWCaHHWA NpPOrpamMM, TO HHKOrAa, maxe
NpH CambIX TYUYUIUX TEOPETHUYECKUX 3HAHHAX, He NbiTaifTeCh MOMYYHUTH €ro, Bhbl-
NOJTHAS NPOEKT, KOTOpBIH OyneT JOCTyneH WHpoKoi oOLECTBEHHOCTH, U OT paboThl
koToporo Gyaer 3aBuceTb Balll GUHAHCOBbIH JOXOA. A €CliM y BaC HET Jaxe Teope-
THYECKHX 3HaHHIA, TO HE CTOMT Jaxke AyMaTb O CaMOCTOATENbHOMH pa3paborke.

HeBo3MOXHO nepecuuTaTbh, CKONbKO MPOEKTOB GBUIO B3JIOMaHO TONBKO MO TOM
npHYHHE, YTO HX HayuHANM paspabaTbiBaTh HEONbITHBIE NPOrpaMMUCTbl. Ecnu Bbi
He XOTHTe, YTOObI 3TO MPOM3OLUNO M C BallMM, TO He CTOMT NOBTOPATb YYXKUX
owH6ok. IlpoekTsl, koTopble GyayT OTKpbITHI A8 BCeolllero HCNONb30BaHWA,
AOMKHbI pa3pabaTbiBaTbCA TONLKO Npod)ecCHOHaNaMM, NOTOMY YTO CPEAH THICHYH
AOGPOCOBECTHBIX NOCETHTENEH MOXKET NoNacThCA OfAMH XaKep WM NPOCTO BpeaH-
TeJIb, KOTOPbIit CMOXKET HAHTH yA3BUMOCTb H HCMOJB3OBATD ee.

1.14.2. NMporpammsbl, HanUcaHHbIe NOA 3aKa3

Jlyyinee pelieHue, ecnu y Bac eCTb A€HbIM U BO3MOXXHOCTb — 3TO 3aKa3aTh Mpo-
rpaMmy y npoeccHOHaNbHbIX NpOrpaMMHCTOB. Y npodeccHOHANOB BCeraa ume-
€TCA IO0CTaTOYHO HapaboTok, KOTOpble MOXCHO MCMONIb30BATh JJIA pelleHus BalueH
3aflaud. XOpolIO OTHKEHHbIH KOA MO3BONAET CO3AaBaTh Ge3onacHble pelleHMd,
a Gnaromaps ToMy, 4TO KOA, CKOpee BCero, 3aKpbiTblit M CTpyKTypa Gasbl JaHHBIX
3apaHee HEH3BECTHA XaKepy, B3/IOM 3HAYHTENbHO YCIOXKHAETCH.

Uro 661 HK roBopunu ctopoHHHkd Open Source (nporpaMMBI ¢ OTKPbITBIM HCXOA-
HbIM KOOM) B 3aLIlMTY OTKPBITOCTH, A CUHTaIO0, YTO Y Hee eCTb CnuLIKkoM GobLION
HEAOCTAaTOK: HenpogecCHOHaNbHble W HeONbITHble NPOrpaMMHUCTbl. MHorKe co3-
AaloT U ucnonb3yroT Open Source TONbKO ANiS TOro, YTOObI NOMYYUTh ONbIT K OT-
TOYUTb CBOM 3HAHHA.

3akpbITYIO NporpaMMmy B3/IOMaTb HaMHOro cioxHee. [laxe ecaun Bbl Haiiaere no-
TEHL{HANbHYIO OLUMOKY, KaxxJI0oe NpOABMKEHHE MOXET CONPOBOXIATHCA Cepbel-
IbIMH npobaemaMy ¥ npensaTCTBUAMH. OTKPbITbIE TEXHONOMMH NpHHOCAT Gonblue
npobsieM, 4eM 3aKpBITbie, NOTOMY YTO NMPEAOCTABAAIOT XaKepy CAHLIKOM MHOTO
HiI(pOpMaLIMH:

I. Kax Mbl y)xe onpenenunu, xakep 3HaeT CTPYKTYpy 6a3bl AaHHbIX.

2. Xaxep 3HaeT, rjae HaXOAUTCA NaHelb aAMHHUCTPHPOBAHHUS.

-

. OTkpbiTa HHPOPMALMSA O TOM, Ii€ HAXOAATCH OCHOBHblE HAaCTPOHKH K MApoH
JlocTyna,

'YI0 OCIIOBHbIE HEAOCTaTKH, KOTOpPble 00JIeryaloT B3NOM, 3aKpbITbiC pellleHUs JiK-
micunt MX. Jla, B 3amuty Open Source MOKHO cka3aTb, Y4TO GJIArO/IRPA OTKPLITOSTH
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B HHX HaXOAAT MU UCTIPaBAAIOT OWHOKH, a B 3aKPbITEIX CHcTeMax Gonblie B3BeleH-
HbIX 6oM6, koTOpble MOryT B3opBaThCsa B N06OH MoMeHT. Tlyctb nyywe i Gom-
661 GyAyT B3BEAEHBI B 3aKPBITOM KOAE M HUKOrJa He B30OPBYTCH, 4eM OyayT B3pbi-
BaThCA KaXKJAbIH MECAL B OTKPBITOM. JTO JIMYHO MOe MHeHHe, C KOTOPbIM KaXbIH
MOXET COrfIaCUTbLCH WM HeT.

1.14.3. Pewenun Open Source

Pewenus Open Source MoxHO BbIOHpaTbh ANl HEKOMMepUYecKHX npoekToB. B aTom
ciydae ClefyeT peryjispHO CleJuTb 3a OOHOBIEHHSAMHM U CTaBUTb MX BOBpPEMSA.
INpueeny npumep. Y MeHsa ecTb cBoii Web-caliT, KoTOpblii 1 He Mory Ha3BaTb
GonblINM, TO MOCELaeMOCTH €ro faxe K CpeHeMy KJacCy OTHECTH CIIOXKHO,
¥ npy 3TOM OH paboTan ¢ yxke U3BeCTHbIMU BCeM OLIMOKaMHU TPHU Mecsaua, npexae
yem Gbln B3tomaH. Ecnint 6b1 8 XOTb HeMHOro 6b11 BHHMaTeNbHEH ¥ MeHbllle AoBe-
PANl NOCETHTENAM, CPEH KOTOPbIX He Bce N0OpPOCOBECTHbIE, 3TOr0 MOXHO ObiIO
Gbl u30exkaThb.

HenoctaTok roToBbiX pelleHHit ¥ B TOM, YTO OHM PeanH3yloT HamHoro Oosblue
BO3MOXHOCTEH, YeM HCNOJIb3YIOT nonb3oBateny. Kaxgas NHILHAS BOZMOXHOCTb —
3TO BCeraa noTeHUManbHas yrposa 6ezonacHocTH. B cBA3M ¢ 3TUM HHUKOraa He yc-
TaHaBNWBaHTe NULIHHE HaICTPOIKH, OCOOEHHO, eCliK Bbl M BAalUK NOJb30BATE/IN HE
nonb3yerech UMH. [To Moum HabnoaeHHAM, 0a30Bas KOH(UrypauHs COAEPNKHT
MeHblle owHbok. Yawle Bcero ouMbkyU HaXoAAT UMEHHO B HAACTpO#iKax, KOTOpble
NpesoCTaBNgIOT AONOMHHUTENbHbIE BO3MOXKHOCTH.

Koraa Bbl BbIGMpaeTe roToBoe pelleHHe, TO KaKOMY OTAATh NpeANOYTEHHE — MO-
ITyNIspHOMY, B KOTOPOM HaXOAT OwHMOKH, UM HenonynspHOMY, KOTOPbIH HaXxo-
autcs B TeHH? Ecnu yecTHO, TO BEpOATHOCTb B3/10Ma OT NOMYNSPHOCTH nporpam-
Mbl 32BUCHT He CHibHO. TyT Bce Gonblile 3aBHCHT OT NOMyNAPHOCTH Bawero Web-
caiita. Ecni oH o4eHb nonyispeH, TO Xakepbl 3aUHTEPECYIOTCA HM, H BO3MOXHO,
YTO HaigyT OWHOKY, KOTOPYIO ellle HUKTO He BH/EN paHblle.

MoxeT nokasarbcs, YTO nonynspHble U GonbliKe nporpaMMbl (ClieHapHH) ycTa-
HaBJIMBATh HeNb3f, K OHW HecyT B cebe Tonbko npobneMsl, HO 3TO He Tak. Y Gosb-
LIKMX NPOEKTOB MHOI'C NPEeHMYLIECTB, HanpUmep:

1. UroGbl nepkaTh MapKy M OCTaBaThCA MOMYMAPHBIM, NPUXOAHUTCA HAAENATH
¢$opym BCeMH HeOOXOAMMBIMM CpeJCTBaMHM He TONbKO ynoOcTBa, HO M Ges-
OMACHOCTH.

2. OGCHOBNIEHMS BLIXOAAT perynspHo W 4daile Bcero BospeMs. [Ipocto cneaure 3a
HOBOCTAMH, W BEpPOATHOCTb B3noMa Bawero Web-calita OyAeT CTpeMHTbCA
K HyJtO.

Ecnu Bamr Web-caliT He o4YeHb nonyispeH, TO MOXKHO BbiGpaTh M HE OYeHb nony-
napHeiii cueHapuit, Ho echu Web-caitT nonb3yerTcs nonynspHOCTbIO, TO A Obl He
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puckoBan BbiGMpaTb ManoONpUMETHYIO nporpammy. Heno B ToMm, yto TaKHe)#'IPO-
rpaMMbl O4eHb 4acTO OGpocaloT H O CBOEBpEMEHHOMH nopuepxke MoxHo Oyaer 3a-
ObiTh. B 3TOM Chyuae, ecnu noasuTcA owHOKa, UCNpaBiATb ee NPUIOETCH CaMo-
CTOATENbHO, U BCe npobiieMbl NOAIEPIKKH NIATYT Ha Bac.

B no6oM cnyuae, eciii Bbl yCTaHaBJIMBaeTe Kakoi-THG0 CLUEHapHii, TO Bbl AOJIXKHBI
XOTb HEMHOIO pa30UpaThCs B A3bIKE NPOrpPaMMUPOBAHUA, KOTOPbI OH MCNONB3YeET —
MHOrAa HCNPaBNATh OWKOKM NPHUXOANTCA CAMOCTOATENBHO.

Mou pexoMeHOaUHH:

1. Ecnu ectb neHbru U BO3MOXHOCTb, @ TAKXKE, €C/TH Bbl YBEPEHbI B CBOHX CHaX,
TO Jy4llie HanucaTb COGCTBEHHDBIH CLEHapHIi.

3. Ecnun npoekT xoMMepueckHH, H Bbl HE YBEpeHbl B CBOHX CHJIaX, TO Jyyllle BOC-
nONb30BaThCA yCayramu npoecCHOHANOB H 3aKa3aTh NporpaMMy y CTOPOHHHUX
pa3paboTuHKOB.

4. Ecnu npoekT He KOMMepUYeCKHH, TO MOXKHO MCNONb30BaTh OTKPLITOE pelleHHE,
rnaBHoe — BOBpeMsA ero OOHOBNATD.
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pocTble MmeToAbl B3aNOMa

B 3T0i1 rnaBe Mbl pacCMOTPHM HECKOJIbKO METOIOB B3JIOMa, KOTOpPble MOXKHO Mpo-
BECTH Ha OonbiuoM konuuectBe Web-caiitos. [Togo6GHble Beln yaule Bcero npo-
BOJAT C LEJbIO OTOMCTHTb BRanenbuam Web-caitta. O6a BapuaHTa npocTbl B NpH-
MEHEHHH, U 1 HaJieloCh, YTO Bbl He OyxeTe MMH 3N0yNOTPebAATL — 3TO XKe TO ke
camoe, 4To GpocaTb Mycop Ha yJIHLbI.

Cpa3y oroBopioch, 4TO KHHWra HampaBlieHa He Ha To, 4ToObl HAy4HTb Bac Nomob-
HbIM METOAaM, a MJIA TOro, 4To0bl Bbl 3HAIH BO3MOXHbIE WCTOYHHKH Yrpo3bl
H yMeJld OT HHX 3awmuuarbes. S, kak Bnaneney asyx Web-caiTos, He pa3 BCTpe-
yajics CO BCEMH OMMCaHHBIMK B 3TOM riase WYTKAMH He0OpOCOBECTHLIX NOCETH-
Teneil. Hapeloch, 4To 3Ta riaBa NOMOXET BaM He CTONIKHYTbCS € TaKMMH Ke Mpo-
Bremamu.

2.1. HakpyTka ronocoBaHuA

CucreMbl ronocoBaHMa Ha pasHbix Web-caliTax noctoaHHo pa3BuBaloTcs, U Mpo-
rPaMMMUCTbI 3aKpbIBAlOT JiaselKH, C MOMOLLBIO KOTOPLIX MOJb3OBaTENH MOrYT
roJiocoBaTh MHOrOKpaTHo (HakpyTka ronocoBaHus). JomycTuM, 4yTo Hekas Komna-
HHA NPOBOAMT MHTEPHET-ONMPOC, M Bbl, ECTECTBEHHO, XOTHUTE, YTOObI noSeauna
Balla Bepcus oTBeTa. Kak ke nocTynuTb B Takoi cutyauuu? BapuaHToB MHOrO,
110 BCe 3aBHCHT OT NnporpamMMbl, KOTopas coOupaeT rosioca nojb3osarene.

PaccmoTpuM cnocobbl HakpyTk Ha Web-caiite www.download.com. 3aech
MOXKHO rolOCOBaTh 3a JKOOHMMble nporpaMmbl, OTaBas MM CBOE MpERNOYTEHHE,
Ecnu Bbl BUAMTE, 4yTO Bala M3GpaHHHLA UMEET MJIOXOH PEHTHHr, TO MOXETE Mo~
HILITATHCA U3MEHHTb CUTYALMIO U NOMOUb pa3paboTyuky.

1100 MOHATb, KaK NPOMCXOAMT HAKPYTKa, HY)XKHO 3HaTb, KakMM obpaizoM
puGoTaeT cucTema rosjiocopanus. Cambiii npocTod BapHaHT ee paboThbl — HCNONb-
wonanine Cookies (910 T. H. (aiibl-nMIOILKH, B KOTOPbIX MOXHO coxpaHaTh mobyio
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none3uylo uHpopMauuio). Kaxabliit Web-calit cozpaer Ha BalleM koMnbloTepe
CBO#H (aiin, k KOTOpOMY UMeeT fKocTyn Tonbko oH. Koraa Bbl oTaaere cBoit ronoc,
To MHpopmauusa o6 3ToM coxpaHsercd B Cookies. PaccMOTpiM wiaru, koTopsle
BbIMOJIHAIOTCS NPH rONIOCOBAHUH:

1. OrnpaBka nakeTa c OTBETOM Ha BONPOC.
2. Cepsep oOpabaTbiBaeT OTBET ¥ NPUCHINIAET NOATBEPKACHHE.
3. Baw komnbioTep coxpanseT uHpopmauuio B Cookies.

Takum obpasom, npH cnenpyioieit nonbiTke rosocoeaHus Web-cepeep ¢ nomo-
mpto Cookies onpesenuT, 4TO Bbl yXKe roocOBaNM, W He XaCT BaM CAENaThb 3TOro
nosTopHo. Ho Tak Tonbko npeanonaraercs, a ceifuac Mbl pacCMOTPUM METOAbI,
KOTOPbIMH 3TY 32LLMTY MOXKHO OOOWHTH.

2.1.1. BapmnaHT HakpyTku Ne 1

IlaTh neT Ha3ag cucTeMa rojiocoBaHus Ha www.download.com He uMena abco-
NOTHO HHKAKOH 3allMTbl OT MNOATACOBKHM, H MOXKHO ObLIO BOCHONb30BaTbCA MpO-
cTelIMM cnocobom "ObicTporo Kinka": 3axoaute Ha Web-caiiT, BblOHpaeTe HyX-
Hblii BApHAHT OTBETA U HauMHaeTe OLICTPO HaXKMMaTb KHonKy OTNPaBHTh.

HonycTum, Bbl Hcnonb3yere NpocTyio TeledOHHYIO TMHUIO, TOrAa 18 OTNPaBKH
BalLIErO OTBETA M MONMyYeHHA NOATBEP)KAeHHs (3anucH aaHHbIX B Cookies) HykHO
BpeMA. EciM B MOMEHT nepecbuUTKH/MONyYeHHA naKkeTa NOBTOPHO HAXaTh KHOMKY
OrnpaBuTb, TO npeabiayllas NOCbUTKa Ha KIMEHTCKOH CTOPOHE CUMTAeTCs Hesa-
BEPLUEHHON W OTMEHSAETCA, @ HayHHaeT paboTaTh HOBas ceccHa obMeHa JaHHBIMHY.
Koraa Ha nepBylo oTnpasky npuaeT noareepxaeHve Web-cepsepa 1 npocbba u3z-
MeHuTb Cookies, To 3anpoc Oyaer OTKJIOHEH H3-32 HECOBNANEHHA CECCHI.

CnegoBarenbHo, ecin 6bicTpo HaxkHUMaTbh kHonky OrnpaButsk, TO GyayT oTnpas-
NATBCA MaKeTbhi C HallMMW BapHaHTaMH oTBera, a Web-cepsep ux obpaboraer
¥ 100aBMT nonyvyeHHble rosoca (T. €. BbINOJHATCA ward | ¥ 2). A BOT Ball
KOMNbIOTEP CTAHET OTKJIOHATb NOATBEPXAECHMSA, U TPETHH Luar OyeT NpolTyckarbcs,
MoKa He NPOMU3OHAET OAHO U3 ClesyHOUX cCOOLITUH:

O ecnu Bb NpexpaTHTe OLICTPO HAXXMUMaTh KHONKY OTNpaBkH OTBeTa, TO Gpaysep
npuMmet @Qaitn Cookies, nonyuyeHHblii B pe3ynbTaTe MNOCHEJHErO HaXKaTHA,
H COXPaHHT €ro;

O ecan Mexay HaxaTHsMH KHOnkW otnpaBkd Web-cepsep obpaboran 3anpoc,
a Ball KOMMBLIOTEp ycriea MPHHATL NOATBEpxIEHHe, TO (aiin OyneT co3aaH,
W NafibHelLIne HaXKaTHA CTaHYT HEBO3MOXHDBIMH.

Ha BbigeneHHBIX THHHAX ¢ GONBLIOH CKOPOCTBIO MOAKIIOYEHHA OOMEeH nakeTaMH
NPOMCXOAUT OLICTPO, H MOXKHO HE YCNETb HaKaTb B OYEPEAHOH pa3l, a 3HAYHT,
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¢aiin Cookies 6yner coznaH. B 3toM cnyuae nogoiigeT apyro#i cnoco6 HIMeHeHHS
CUeTUHKa.

2.1.2. BapuaHT HakpyTKu Ne 2

Koraa nporpaMMHCTbI 3aMeyaloT, 4TO CHCTEMY roNoCOBaHWA HaKpy4HBAIOT Nep-
BbIM cnocoboM, TO OHM HauMHAKOT co3aBaTh 3auMTy. Cambid npocTeiiinii BapH-
aHT: cpa3y foclie OTNpPaBKK OTBETA OTKIIIOYHTb KHONKY (CAenarb ee HeXOCTYNHOMH)
c noMoubio JavaScript, 4 BTOpas nonbITKa HAKAaTHA CTaHET HEBO3MOXKHOM.

Tax kak undopmMaums o ronocosaHuu coxpanserca B Cookies, To Heo6xoaumMo ero
yaanuTb. [Ina sToro HyxHoO nepeiity B nanky \Documents and Settings\Mma nons-
3oBatens\Cookies, rae HMa nonb3osaTtens — 3TO UMA YUETHOMH 3aNHCH, NOJ KOTO-
pofi Bbl BOLLTH B CHCTeMy. 3aech HaxoaaTcs ¢ainsl popmara Hma nonbzosare-
na@anpec.txt. [Tocne cumeona "@" uner anpec Web-caiita, ¢ koToporo nonyyeH
nannbld Cookies. HaiiauTe daiin ¢ HyXXHbIM roioCOBaHHEM M NPOCTO yAaNuTe ero,
nociie Yero MoXHO NOBTOPHTH NOMbITKY.

[IpuBeneHHbIN BapHaHT NOJXOAMT M B TEX CAyYasX, KOTAa Bbl XOTHTE [OBTOPUTH OO~
coBaHHe nepebIM cnocobom (cm. pazo. 2.1.1), Ho dalin Cookies yxe cyliecTByerT.

2.1.3. BapuaHT HakpyTku Ne 3

HanGonee crofikas 3amurTa opraHusyercs nyreM npoeepkd IP-anpeca, T. e. rosoco-
BaTb ¢ kaxcgoro IP-anpeca MOXKHO TONbKO OAMH pa3. TyT BO3MOXHbBI /1Ba BapHaHTa.

O IlIpu ucnonb3oBaHHWK MoaeMHoro noakiouenus [P-anpec HasHavyaercs aBToMa-
THYeckd. B 3TOM cnyyae JOCTaTOYHO NOAKITIOYHUTBLCA 32HOBO, YTOOLI NOMYYHTD
HoBblI# [P-aapec, ¥ NOBTOPHUTH rofiocoBaHHe.

O Ecau y Bac BbiaeneHHasA THHHUSA, TO 18 NOBTOPHOIrO roJioCOBaHHUA NOJb3YHTECH
NOAKJIIOYEHUEM Yepe3 aHOHUMHbIE NPOKCHU-CEpBepbl, CNUCKOB KOTOpbiX B HH-
TEPHETE NPeJOCTATOYHO.

OueHb 4acTO NPOrpaMMMUCTBI [U1S 32LLUMTHI OT HAKPYTOK Hcnonb3yloT yuer [P-anpeca
it Cookies onHospeMeHHo. B 3ToM cnyyae Hy)XXHO 06s3aTesibHO yAansTh COOTBET-
c reyloinit Web-caiity Cookies, UHaue cUcTeMa rolOCOBaHHA ONpeJEIHT NOXBOX.

| lpumeHeHHe 3aumTht no IP-aapecy — poctaTouHo caoxkHoe Aeno. OyeHb MHOTO
nosib3oBarteneil MutepHeta paboTtaloT yepes pa3fiMiHble NPOMEXKYTOYHbIE CETH, HO
HMCIOT OAMH obwmnit IP-aapec, HanpuMmep, MHOrHe KOMNaHWH NpPeXOCTaBAAIOT
joctyn k MIHTepHeTy A8 CBOMX COTPYLHHMKOB uyepe3 npokcH-cepsep. Ecnu xors
(it OJIMH COTPYAHUK Takoi KOMNaHWKM nporosiocyeTt Ha Web-caiiTe, TO OCTAJIBHDIO
HOFCPAIOT TaKyiO BO3MOXKHOCTB, M MO3TOMY Henb3a GyaeT roBopuTh o kakoi-nn6o
0O LCKTUBIIOCTH OHIpOCa.
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HmenHo noatomy [P-agpeca, ucnonb3yeMble CUCTEMaMH rOJIOCOBAHHS TOJILKO U1
orpeneseHUs HCTOYHUKA HAKPYTKH, XpaHaTcsa B 6ase Heponro. Yepes onpenenes-
HOe BpeMs BbI 6e3 npobnem cmoxere mporonocosath ¢ Toro xke IP-agpeca. Ans
DOATOBPEMEHHOH MACHTH(HKALMHM POTONIOCOBABIUMX Yalile BCEro HUCMONbIYIOTCA
uMeHHo Cookies, KOTopble Hy)KHO PeryJispHO YAAIATb, a €C/IH 3HaTh UX COOESPXKHU-
MO€, TO JOCTaTO4YHO NMPOCTO peAaKTUPOBaTh.

Ecnu IP-aapec 6nokupyercs TONMbKO Ha KOPOTKUH MPOMEXYTOK BPEMEHH, TO Ha-
KPYTKa CTAHOBHTCA HE TaKUM YXX M CIIOXKHBIM 3aHaTHeM. [Ina 3toro mocratrouHo
BbIOpaTh CBOM BapHaHT OTBETa W HaXaTh KHOMKY oTrnpaBku. [lepen Hamu otkpoer-
ca Web-cTpanuua, KoTopas nojay4aer, U BO3MOXKHO, 4TO cpa3y oTobpaxaer mosy-
YeHHYI0 HHGopMmauuio. OTAbixaeM ONPEencseHHOE BpeMdA, B TEYEHHE KOTOPOro
NPOUCXOaUT cHAaTHe 3amnpera [P-agpeca, a noToM mpocTo HaxKkMMaem B Opaysepe
kHoniky O6HoBHTBL UK Knasuiny <F5> (ansg Internet Explorer). B oteer 6paysep
JO/MKeH COOOLIUTb, YTO MPOU30MIET NMOBTOPHAA OTNpaBKa AaHHBLIX, H 3AIPOCHTH
paspelleHHe 3TOH oTnpaBkU. Eciu OTBETHTL NONOKUTENBHO, TO OyaeT oTnpaBieH
TO4HO TaKOM XK€ MaKeT JaHHBbIX ¥ roAoC OyaeT NpUHAT.

HHoraa nony4yeHne AaHHbIX MPOMCXOAMT O TPEXYPOBHEBOH CXeMe, U3 Tpex cue-
HapHeB (BCE 3TO MOXKET AefaThb OAUH daiin):

O cueHapuii | oTrobpaxaer ¢popmy 11 BBOAA;

O cueHapuH 2 nMoAy4aeT AaHHbIe OT NOAb30BATENA, COXpaHseT Ux B 6asze u mepe-
JaeT YIpaBAeHHEe CLUEHAPHIO 3;

O cueHapuii 3 oTobpaxaer pe3ynbTar.

B 3TOM cayuae no 3aBepileHHH OTNpaBkU Bbl OyneTe HaXONMTLCA B CLEHAPHH 3,
KOTOpBIit npocTo oTobpaxaer uHpopmaumio. Ecnu HaxkaTh kHONKy o6HOBAEHHS,
TO cueHapuit Ha Web-cepsepe npocto HH4ero He moay4ut. [Ipuaerca HaxumaThb
kHonky Ha3saa, 4roOul monacTh Ha cueHapHil 2 WiH k cueHapHio 1, 4yTobbl nosTo-
PHTb OTIIPABKY JAHHBIX.

2.1.4. 3auwmTa OT HaKpPYTKH

Ecau B ronocoBaHWH €CTb BO3MOXHOCTb HAKPYUMBATH Pe3y/bTaThl OTBETOB, TO CMbICH
OT TaKOro FONIOCOBaHWA CTPEMHTCS K HYMO. Pe3ynbTaTaM Henb3s BEPUTL U OHY MOTYT
TOMBKO BBECTH B 3a05y)KaeHHe paspaboTunkoB ¥ nocerurencit Web-caiita. Pazpabor-
YyuK 0043aH NMpeAyCMOTPETh HAKPYTKY M CO34aTh HEOOXOAUMYIO 3aLUHTY.

Kak moxHo 3awmutuTeca? Ha moii B3rnaa, camsbiii 3¢b@eKkTHBHBIM METOA COCTOMT
B BBINOJIHEHHH CJIEAYIOLIMX LArOB:

(0 maBaTb BO3MOXHOCTb FOJIOCOBaTh TONBKO 3apEruCTpHpPOBaHHbBIM TIONIB30BATE/IAM,

O B 6a3e gaHHbIX co3gaTh Tabnuuky, B KoTopo#H OyayT coxpaHATLCA UMEHA BCEX
poroaocoBaBIIMX NONbL3OBATENEH;
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O nepen coxpaHeHHEM pe3ynbTaTa rofIOCOBaHHUS IPOBEPATH, €CNIK B 3TOH Tabsmiue
yXKe €CTb MMs [pOroJioCOBaBILIEro, TO 3ampoc mnonb3osateis HeobxoaUMO
OTK/IOHHTb.

Takoii cnocob ouenn sddextusen. Ecnu monws3oparens 3axouer oOMaHyTh Bac
U MporoaocosaTh ABAXbl, TO M1 TOro, 4Tobbl OTAAaThL BTOPOi rosoc, npuaeTcs
npolTH Bech mpouecc peructpauud Ha Web-calite. Eciu perucrpauus conpoBox-
JaeTcsA OTIIPaBKOH IO MOYTE KOAA MOATBEPXKAECHHA U aKTHBAUMH, TO 0OMAHIUKY
MpUAETCA CO3AaBaTh OTAENbHBINA ALIMK N4 KAXIO0M perucTpaunu. A 370 elie OfHa
npobnema, peieHne KoTopoi morpedyet Bpemenu. Uem Oonbiue BpeMeHH Heob-
XOOUMO HA TO, 4ToObI chanbcuduuUUpoBaTh roaoc, TeM MeHbile OyaeT nomnbiToK
cAenartb 3TO.

C npyro#i CTOpOHbBI, perucrpauus noaxHa ObITb MAKCUMaNbHO MPOCTOH M yno6-
Ho. Ecnu ee caenath cnokHo#, TO ao6ponopanoyHbie nonab3oBaTeNnd He 6yayT
PerucTpUpoBaThCa HE TO, YTO ABAXKAbL, a OaXe eAUHOXKAb. Bbl MOXxeTe cka3arh,
YTO 4YE€M MEHbIE PEerucTpauMdi, TeM MEHbILE BEPOATHOCTb, YTO cpeau Hux Oyaer
XaKep, HO 3TO HEBEepHO. Jeno B TOM, YTO 3NOYMBIIUACHHUK MOTPATHT BpeMs Ha
pErucTpauvio, JaXKe caMylo AOATYIO, a JoOpOonopaao4HbIH MONb30BaTEAb MOXET
W OTKa3aTbCA OT Hee, eciad B Hel He Oynet ocTpoli HeobxonumocTH. Kakoit ciox-
HOCTH enaTh perMcTpauHio — 370 nmpobnaema paspabotumka (Bnagenbua) Web-
caiita. OH Z0/MKEH HaiTH CBOIO 30JI0TYIO CEPENIUHY.

Onuaxabl A cnyvaiddo 3abbin 3aJaTh NPaBuAO, 10 KOTOPOMY HE CINEL0BajIO MpH-
HUMaTb rojoC OT YK€ MPOroJiOcOBaBIUEro MoAb30BaTend. ['0n0coBaHKE OMnpaliu-
BAJIO MOCETHUTEAEH 1O MOBOAY MPOBOAMBILErocs KOHKYpca, H OT 3TOro 3aBHcelia
cyabba meHexHOro npusa. TeM, KTO yyacTBOBan B KOHKypce, 6biao 661 0O6uaHo,
ecnu Obl IEHbTH AOCTANUCh TOMY, KTO HakpyTua pe3yabTaT. Ho OGnaromapsa Tomy,
uyTo Ha Web-cepsepe Obina Tabauua ¢ AaHHBIMH, 32 KOTO rOAOCOBAN KAaKOH IOJb-
30BaTEb, TO A AETKO CMOT BBIYHUCAUTD TEX, KTO HAKPYYHBAN JaHHbIE.

Kak MoxHO HaiiTH 06MaHKkoB? J[OMyCTUM, YTO Balle rojoCOBaHHE MO3BOJACT
BBLICTaBHTb OLUEHKY OT |1 10 5 3a onpeaesieHHY!O NO3HUMIO ToBapa. B 3ToMm ciyvae
rnosib3oBaTeNb UMEET MIPaBO rofoCoBaTh TONLKO OAHH pa3 3a Kaxkablii Tosap. Tab-
N¥ua cO CITUCKOM IPOroJiocOBaBILUMX AOMKHA COCTOATHL M3 CASAYIOLLIUX ITOACIH:

O keyl — KJIOUEBOE MNOJAE,

O iduser — vACHTH(PHUKATOP MOAL3OBATENS;

O idGoods — uleHTH(UKATOP TOBapa.

Tenepb nepea yueToMm roaoca AOCTaTOUHO BHIMIOAHUTL CIEAYIOWHHA 3anpoc:

SELECT count(*)

FROM TaGmuun

WHERE. 1dUser=Mma
AND 1dGoods=ToBap
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Ecnu pesynbraToMm 6yaer HeHyneBoe 3HauyeHHe, TO yKa3aHHbIN MONb3OBATENDb YKe
roJIoCOBaJl 32 Yka3aHHbIH TOBap W €ro rojioc MOXHO He YuuTbiBaTh. UToGbI Onpe-
RENUTb, €CTb ¥ B 6a3e AaHHBIX HAKPYTKH, TO MOXHO BbINONHHTb NPUMEPHO che-
AyIOLLHHA 3anpoc:

SELECT idUser, idGoods, count(*)

FROM TaGumius

GROUP BY idUser, idGoods

Takum o6pa3om, MBI nonyynm B pedynbrarte Tabnuiy, B KOTOpoi 6yayT noka3aHbl
uaeHTH(HUKATOPbl TONb30BaTeNie W TOBapOB, M KOJHMYECTBO TrONOCOBaHHH 33
KaXAbIA TOBap. B pesynbTar nonadyT 3anHucH, B KOTOPBIX KONHYECTBO roloCcoOBa-
HUH umeer moboe 3HaueHHe. ECK BBl XOTHTE OrpaHHUYUTb pe3ysbTaT TONbKO TEMH
3anHCAMH, B KOTOPbIX €CTb HaKpyTKa (T. €. KOTH4ECTBO rojocoBaHuii 6onbiue 1),
TO 3anpoc AOMKEH ObITb NPUMEPHO ClIEAYIOLINM:

SELECT idUser, idGoods, count(*)

FROM TaGumaum

GROUP BY idUser, idGoods

HAVING count (*)>1

BoT Takum BOT 06pa3oM s BLIYHCIHA TeX, KTO nbiTancd o6MaHyTh MEHS BO BpemA
roIoCOBaHKA, K YOanun BCe JIKLIHKUE ronoca.

Hns Gonbiuedi 3¢pdhekTHBHOCTH MOXKHO coXpaHaTbh B Tabnuue 1 [P-anpeca, HO Hc-
noNb30BaTh 3Ty MH(OpMALMIO HEO0X0AHMO TONBKO, KaK CNpaBOYHYIO, Belb (O]
oaHum IP-anpecoM mMoxer paboTaTh COTHS, @ TO M ThiCAYa NONb30OBaTENEH.

Ecnu Bawa cucTrema ronocoBaHHH COCTOMT TO/IbKO M3 BblOOpa onpenesieHHOro
OTBETa Ha onpejeNeHHbIH BONpoc, TO HAeHTHU(HKaTOp ToOBapa HeoOXoaHUMO 3ame-
HUTb UAEHTU(PUKATOPOM BOMPOCa, Ha KOTOPbIH oTBeyaeT nocerutenb. Takum o6-
pa3oM, Ha Kaxxablil BONPOC NOb30BATENb CMOXKET OTBETHTb TOJIbKO OIHH pas.

2.2. dnyn

Ewe onHa aTaka — ¢ayn, koTopas COCTOMT B TOM, 4To Ha Web-caiiT ornpasnser-
cs Ooabluoe konuuyecTBO GeccMbICIeHHOH MH(pOopMauHK. DIya MOXHO NPOU3BO-
IAUTb NPOTHB TEX CLEHApHEB, KOTOpble MOTYT NONy4yaTh TEKCTOBYIO HH(pOpMaLHIO
H otobpaxkaTthb ece Ha Web-cTpanuue. K Takum cLieHapHaM OTHOCATCS:

O dopymb;

(J rocTeBbie KHHIH,

J yaTsl;

O ¢opMbl 06paTHO CBA3M;

O ¢opmbi, rae noNL30BaTENlb MOXET NPOCMOTPETH H OCTaBHTb CBOY KOMMEHTapHH.
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Kax npouncxonut diyn? Jlng aroro Ha dopMe JOMKHO OBITE Mone AN BBOAA TEKCTA,
Xakep BBOAHT HYXHBIH TEKCT, a flajiee OCHCTBUA NMPOHCXONAT MPHMEPHO TEM XK
METOJOM, YTO W MPH HAKPYTKe CUeT4YHKOB. B npuHuMne, HAKpyTKa CHETUHKOB —
370 TOXe (QNyH, TOABKO B JIaHHOM Cilydae Mbl paccmarpuBaeM GomOapaupoBKY
Web-cepsepa TexcToBoit HHOpMaUHeii, a He NepeKsouaTeNeM, KOTOPbIH HCMONb-
3yeTcsA MPH roNOCOBaHHH, H TYT €CTb CBOH HIOAHCHI.

[TporpaMMHCT MOXET Han1caTh CLieHapHii Wi nporpamMy, kotopas 6yner Gecko-
HE4YHO HanpaeaaTh HHPopMauuio Ha Web-cepeep, H 3anONHHTL Bauly Gazy RaH-
HBIX HNH OKHO uaTa GeccMbiciieHHbIMH coobuieHuaMu. [Ipobnema ycnoxHseres,
ecnn Web-cepsep Mo3BonseT OTNPaBIaAThL aHOHUMHbBIE COOOLIEHHA.

2.2.1. BombGapanpoBKa pernctpaumMamMmmu

®opym SMF (Simple Machines Forum, npocroii aABHXOK ¢opyma) MOXKHO OTHe-
CTH K HeOONBbLIMM W NpH 3TOM, obnagatoluM 60NbLIMM KOJIHYECTBOM BO3MOXKHO-
creit (puc. 2.1). OH He noab3yercs ocoboii nomynspHocThIO, ¥ npH 31oM B BugTraq
HHpOPMALMH O HeM MHHHMYM. MOJKeT NokasaThed, uTo $opym besonaceH, HO ITO
TOJILKO Ha NePBbli BIrAAA, B PEaNbHOCTH OH COACPIKUT CEPbE3HbIC YIYLLEHHS.

Puc. 2.1. ®opym SMF
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Bo3MOXKHO, €CTb U KpUTHYECKHE OLUMOKH, HO AN1A HX MOMCKa HeOOXOAUM cepbes-
Hblii aHanu3 koga. S npobexxanca Mo OCHOBHBIM OLUMOKAM M HUYEro He Haluen.
Bonee nmeranbHbii aHanuWs npoBOAUTH He CTaj, a Bedb OWUOKH BO3IMOXKHBI. [a,
¢$opyM MpOCT M CBOM 3ajauH peluaeT o4eHb Xopoiuo. Hanmpumep, oH conep)xuT
HHTEPECHYIO QYHKLIHIO, KOTOpas BbI3bIBAETCA B Ha4ajle KaXIOro cueHapus U npo-
BepAET BCE BXOAHbIE MapaMeTpbl HAa MPeaMET OMACHBIX AAHHbIX, BHE 3aBUCHMOCTH
OT TOro, OTKyna OHHM npuiuin. Ecnv Bac uHTEpecyer, TO 3TO (QyHKUMA
cleanRequest () B ¢aine Sources\QueryString.php.

[TepBoe, YTO MOXHO OTHECTH K JOCTATOYHO CEPbEe3HOMY YMYLLEHHIO: OTCYTCTBUE
TMOATBEPXACHHA NpU perucTpauuu. [lonb3oBaTento JOCTATOMHO BBECTH NPH peru-
CTpauUMH UMi, maponb W a06oii aapec anekTpoHHo#H mouThl. Tak Kak noaTeepxae-
HUS PErHCTPaLMK HET, TO O JOCTOBEPHOCTH TAKOTO agpeca MOXKHO 3a0biTh. Xakep
6e3 npobneM ykaXkeT nepBbie NONaBllxecs OaHHbie, U GOPYM BOCIIPUMET HX.

Cnenytowas npobiema cHOBa KPOETCA B PErUCTpalliy: HET HHKAKOH 3alUMThl OT
aBTOMaTU3UpOBaHHbIX cucTem. [locmoTpute Ha Takue ¢dopymbl, kak phpBB nau
Invision Power Board. B Hux npu pervcrpaunu nomumo uHdopmauuu o cebe He-
06X0AHMO BBECTH CEKPETHLIN KO, KOTOPbI reHepupyercs ciyualiHeiM obpasoMm.
Ecau 310T KOO He Oyner BBeaeH waH Oyner BBedeH HEBEPHO, TO perucTpauus oT-
KJIOHAETCH.

B SMF Ttakoro uer. Yem 310 rpo3ut? Mel Moxem 6Gez npobnem HanucaTth
HeGoNMbLIYIO MpOrpaMMKy, KoTopas Oyaer reHepHpoBaTh Cly4aiHbIM HNY flOCHE-
ooBaTeAbHbIM 00pa3oM HMeEHa MoAbL30BaTeneH, Napoab U aApec IMEKTPOHHOMN MoY-
Thbl U ABTOMATHYECKH PEryCTpUpOBATh NMOJL30BaTeNd Ha popyme, OTIIPaBKOIi BCero
0aHON koMauabl. Takas mporpaMMa IHILETCA BCEro 3a 4ac ¢ nepepbiBaMHu Ha KO-
de, a B pesynbrare yepes 4ac ee pabotn B 6aze maHHbIX Popyma Oyaer coTHS, a TO
H ThiCAY4a MYCOPHBIX 3anM1ceil o peructpaund. Takum obpa3om, MOXKHO 3adnynuThb
6a3y A0 TakoH CTereHH, YTO 3aKOH4ATCA BO3MOXKHbIE 3HAUYEHHA AN KAIOYEBOTo
Nosf, ¥ HOBbIE 3aMHCH AEralbHbIX 10JIb30BaTeNel NpHHUMAaTLCA He OyayT. Ilony-
uyuTca cBoeoOpa3zHas artaka oTkasa oT obcnyxusanus (DoS).

( ﬂpumeqanuej

Kctati, xody 3amMeTUTb, 4TO NOYEMY-TO 3awmTa oT nyaa coobuweHnamy peanuao-
BaHA NpaKTU4ECKU Beafe, a B8OT 3awmTbl OT dnyaa perucrpaumy B8 HoNbLIUHCTBE
dopymos HeT. Beibupasa ana csoero Web-caita opym, ybeautech, 4To npy perun-
cTpauuy Tpebyertca noaTeepXAEHWE NO 3NEKTPOHHOW NOYTE U eCTb BOIMOXHOCTb
B8B0OAA CEKPETHOro Koaa.

Uem 6onee npoctas GopMa perucTpaluu, TEM NPOLIE XaKepy 3aperdcTpHpoBaThCs
H MCMONB30BATh YYETHYIO 3alHCh A1 CBOMX NakocTel. Bbl J0MmKHBI MAKCHMAILHO
YCNOXKHUTB XHW3Hb B3noMuUiMka. C npyro#l CTOpOHBI, CAMILIKOM CJOXHas ¢dopma
Oyaer oTnyrusaTh 406ponopaao4HbIX Nonb3oBareneid. Hanpumep, s HUkor1a ne Syny
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perucTpupoBaTbca Ha Web-caiiTe, eciu 3TOT npolecc OTHUMET Y MeHs Gonee nATH
MHHYT. MHe JkaKo cBoero BpeMeHH U Tpaduka.

W Bce ke, TakHe BewM, Kak 3alWTHLIA KOA W MOATBEPXKACHHE O 3NEKTPOHHOM
NOYTE, Y)Ke CTald CTAHZApTamH, MOJb30BAaTeNIH CMHPUAKCH © 3TUM. C apyroi
CTOPOHBI, Baaeabusl Web-caitTos monyuyunu OTAHWYHBIA cnocoG rapaHTUpOBaTH,
YTO aapec 3ACKTPOHHOH MOYTHl, KAK MHHHUMYM, ACHCTBHUTENbHbIH, a MOXeT ObiTh
JAaXe W HACTOAWMM, T. €. TOT, KOTOPbIM MOCETUTEND MOJb3YETCA KaKAbIH OeHb, a
HE TOJIbKO A1 PETUCTpaLdK Ha GopyMe.

MoxeTt nokasatbcs, 4TO, ycTaHoBHB BMecTo SMF npyroii He oueHb nomynapHbii
dopyM, Mbl U36EKUM onucaHHbIX HenpuaTHocTed. Ho ato He tak. [loaobHbiMK
npobnemamu crpagaer GONbIIMHCTBO MAaleHbKUX U HEMPUMETHBIX pa3paboTok.
OHH peanu30BLIBAIOT TOILKO OCHOBHbIE BO3MOXKHOCTH MO pabote ¢ 06MEHOM co-
obuieHHAMHU U 1o 6e3onacHoOCTH, 3abbiBasg O pa3HbIX MPHATHBIX MEAOUAX, KOTOPBIE
Heo6xoauMbI rob6omy Web-caiity. B manHom cayyae SMF npocto nonanca mue
MOA PYKY, U Ha ero mpumepe Mbl PacCMOTPENH THIIHYHbIE OLUKWOKK pa3paboTuu-
koB. HegasHo A cMoTpen ¢opym minibb, koTopslii Taloke He NoaTBEpXKAAN peru-
cTpauuy u obnagan TeMu xe npobiemam.

2.2.2. 3auimTa ot chnyaa

CyuiecTByeT MHOXKECTBO METOHOB 3alUMUThl OT Payna ¥ ayudiue Oyner, €Ciiv Bbl
peanusyere cpa3ly HECKOJbKO M3 HuX. JlaBaiiTe pacCMOTPHUM 3TH METOAMB, XOTH

KO€-YTO M3 3TOr0 Mbl y)K€ BHAENH, KOraa pacCMaTpUBaiy 3aLUMTY OT HAKpPYTKH
Bpazo. 2.2un 2.1

(0 pa3pewiaTh OCTaBAATb COOOLEHUA TONBLKO 3aperuCTPMPOBAHHBLIM I10Sb30BATE-
ASM, B ITOM CAYYae 3alUTHTLCA OT QUIyAa Mpollie, KaK W Npy HaKpyTKe;

O s3anpewats nojgyvedue coobuienuii ¢ ogHoro U toro xe IP-agpeca B TeueHHe
ONpeaeseHHOro BpeMeHy, Hanpumep, 20 cekyna. Takum o6pa3om, xakep cMo-
XeT MYCOPHTBL He 4allie OAHOro pasa B 20 cexyH;

(0 B HEKOTOPBIX CNy4asx MOAL3OBATEAbL MOXKET MUMETh BO3MOXHOCThL OTIIPABIATH
cpa3y HeCKOJbKO cooOueHHd noapaa, HO MOXKHO caenatbk OrpaHu4eHue, 4To
UX AOMKHO ObITh He 6osiee 5 B MHHYTY, € 110OBIM MPOMEKYTKOM BPEMEHH Me-
KAy cooblLeHuamMH. boabilie cpenHecTaTUCTHYECKHI TTOAL30BATENb PUIHUECKH
He YCMneeT Hamnucarh;

O ecnu Baw Web-caiiT goctato4Ho mocewaem W npusaska k IP-agpecy HeBo3-
MOXKHA, TO mpuaercsa npusasbiBaTbea k Cookies v coxpaHaTh WH(pOPMAUHIO
0 nmocneaHel oTnpaske coobuieHns B TakoM daiine;

0 sanpewats oaMHakoBbie coobuiedns. OT OQHOTO U TOro K€ NoAL3OBATENR HO
JOJDKHO MOCTYNaTh AByX abCOMOTHO OAHHAKOBLIX CoOOWWEHHI ¢ obbIM Npo-
MCXKYTKOM BPEMEHH. 3TO NPOCTO GECCMBICACHIIO.
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OTO OCHOBHbLIE METOABL, KOTOpbIE FIO3BOJIAT B&AM MOCTPOUTD MIPUEMIIEMYIO 0OOPOHY
ot ¢nyna. A 6ymer nu oHa gocTaTouHOM? 3aBUCHT OT TOro, KaK Bbl peayiM3yere
HacTpofiku. Hanpumep, ecnu caenatb TONbKO 3anpeT Ha OTHpaBKY 5 coobuieHui
B TeycHUe 10 cekyHlI, TO Xakep MOXeT HanpasisTh MakCHMYM 30 cooGuieHuit
B MUHYTY. A ec/id XakepoB OyAeT HECKONILKO WIH OUH, HO OH 6yneT oTnpaBiaTh
OIHO U TO e cooblieHHe Yepes pa3Hble AHOHUMHLIE IPOKCH-CepBeEpLI?

[Mpu npussaske k [P-aapecy He 3aObisaiTe, 4TO CywiecTBylOT GOsibllKE CETH,
MOJIb30BATENId KOTOPBIX BUAHbI U3 MHTepHera noa onuum IP-aapecom, xots pe-
anbHO B TaKOH ceTH MOXKeT ObITb ThicA4a WIH JaXKE NECATKH ThHICAY KOMIbIOTEPOB.
B sToMm cnyvae pabora mosib3oBarenel Takux cereif Ha BaiieM Web-caiite 6yaer
3aTpPyAHEHA, @ BOT Xakep Jierko oboiaeT nmpenarcTBUE ¢ MOMOLIbIO HECKOABKHX
AHOHUMHBIX NMPOKCH-CEPBEPOB.

Bo3morkHbl crenyioune aeiicTBUA XakepoB: coOpaTh COTHIO YENOBEK, KAXAbIA H3
KOTOPbIX CO CBOEro KoMnbiotepa co ceouM IP-aapecoM HauHET MOCLIAATL pa3ivy-
Hble COOOLEHHA. 3aUTHTECA OT TaKOH aTakK ¢ MOMOILLBIO ABTOMATH3HPOBAHHOMN
CHCTEMb] OYEHb CHOMKHO, OCOOEHHO, €C/H KaKAbii U3 y4yacTHHKOB He OyneT oT-
MpaBnaTh COOOLICHHUS CIULUKOM 4acTo. ,

B Takux cAyvasx OMOraeT TOAbKO NMOCTOAHHbIH MOHUTOPHHT. 3a ciy:x6aMu koM-
neiorepa ¥ Web-caliToM J0f)KeH IOCTOAHHO CNEAMTb YENIOBEK, KOTOpPbIA Oyaner
pearMpoBaTh Ha pacnpeneieHHble aTakH WiIH HECTAHAAPTHLIE IOMNbITKY Hapylle-
Hua 6e3omacHocTH. B cimyuae obHapy)KeHus aTaky Habao@aTenb AOMKEH MoMec-
TaTh [P-agpeca wnu 3apeructpupoBaHHbie Ha Web-caiite MMEHa aTakyloWMX
B clieUHanbHbIA cridcok, a Web-caiiT nomkeH UrHopuposath JiloObie 3anpochl OT
1NoNnb30BaTeNield U3 3TOrO CITHCKa.

He 3a6biBaiiTe, 4TO ecnu Bbl 3anpeTHTe AocTyn onpefeneHHomy IP-aapecy, To 3a
HHM MOJKET KPbITbCA HE ONMH M0JIb30BaTeNb, 8 MHOXKECTBO. MOXHO HCMOMB30BATH
napy IP-agpec matoc Cookies, Ho Cookies nerko yaansiorcs, no3ToMy HE ABAAIOT-
Cs HaACXKHbIM pellieHHeM. B uTore Mbl onaTh NPUXOAUM K TOMY, YTO cooOleHHs
OOMKHBI OCTaBAATH TOJALKO 3aperdCTPHpPOBaHHbLIE MOJL3OBATENH, WHAYE MBI YC-
noxHsaeMm cebe cucTemy 6e30MacHOCTH W yCIOXHAEM JKH3HBL N06ponopano4HbIM
nons3oBaTtenam Hawero Web-caiita.

2.3. OnacHasa nognucka Ha HOBOCTU

[TpocTas noanucka Ha HOBOCTH TOXE MOXET ObITh omacHOH. HenasHo mHe mona-
CA Ha IJlasa CLEeHapHii, KOTOpbIH no3sonser GLICTPO H MPOCTO CO34aTh MOAMUCKY
Ha HOBOCTH OT poccuiickoro asTopa. K coxanenuio, HMEHH aBTopa A He Haluer,
XOTA OH B JIMUEH3HOHHOM COI/TaLIeHHH MPOCHA He YAQIATL €r0 KONHPAKT ¢ noA-
Bana kaxaoil Web-cTpaHulbl, BUIUMO 3THM KONWpalTOM ABAAETCA Haanuch SR
Subscribe (puc. 2.2). Ecau Bam 3HakoMO 3TO Ha3BaHUE, H BBl TIE-TO YXKC HCIIO/b-






























































































































































































































































































































































































































































































































































































































