
























































































































































































































































































































































































































































































































































































































































































































системы 

345 

squid 

**Never  1ogged  in** 

mysq1 

**Never  1ogged  in** 

f1enov 

ftpd2022  192.168.77.10 

Mon  Feb  21  12:05:06  +0300  2005 

named 

**Never  1ogged  in** 

robert 

tty1 

Mon  Feb  21  12:10:47  +0300  2005 

Список состоит из  четырех колонок: О  имя пользователя из файла /etc/passwd; О  порт или терминал, на который происходило подключение; О  адрес компьютера,  если вход был по сети; О  время входа. 

С  помощью  1ast1og  удобно  контролировать  системные  записи.  У  них  дата  послед

него  входа  должна  быть  **Never  1ogged  in**,  потому  что  под  ними  нельзя  войти 

в  систему  (в  качестве  командной  оболочки  установлены  /Ьin/false,  /dev/null, 

/sЬin/nologin  и др.). Если вы заметили,  что  кто-либо проник  в  систему  через одну из 

этих учетных записей, то это  значит,  что  хакер использует ее, изменив настройки. 

Простая  замена командной  оболочки  в  файле  /etc/passwd может  открыть  хакеру по

тайную  дверь,  и  администратор  не  заметит  этой  трансформации.  Но  после  выпол

нения команды  1ast1og  все  неявное  становится  явным. 

Обращайте  внимание  на  тип  подключения  и  адрес.  Если  что-то  вызывает  подозре

ние, то можно выявить  атаку на этапе ее созревания. 

/sof 

С  помощью  этой  команды  можно  определить,  какие  файлы  и  какими  пользова

телями  открыты  в  данный  момент.  Результат  ее  выполнения  приведен  в  листин

ге  12.2. 

СОММАND  PID 

USER 

FD 

ТУРЕ  DEVICE 

SIZE 

NODE  NАМЕ 

init 

1 

root 

cwd 

DIR 

3,2 

4096 

2  1 

init 

1 

root 

rtd 

DIR 

3,2 

4096 

2  1 

init 

1 

root 

txt 

REG 

3,2 

26920 

635284  /sЬin/init init 

1 

root 

mem 

REG

3,2 

89547 

553856  /1iЬ/1d-2.2.5.so init 

1 

root 

10u 

FIFO 

3,2 

195499  /dev/initct1 

keventd 

2 

root 

cwd 

DIR 

3,2 

4096 

2  1 

keventd 

2 

root 

rtd 

DIR 

3,2 

4096 

2  1 

kapmd 

3 

root 

10u 

FIFO 

3,2 

195499  /dev/initct1 

Это  далеко  не  полный  результат.  Даже  если  в  данный  момент  вы  один  работаете 

с  системой,  количество  открытых  файлов  может  исчисляться  парой  десятков,  и 

число  их  заметно  растет,  если  в  системе  несколько  пользователей,  ведь  один  файл 
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CUMBOSBHLIE CCBIAKM

CHMBOMbHAA CCHITKA YKA3HIBACT He Ha JAHHEIE, 2 Ha uMA (aiina. DTO JaeT HEKOTOPHIC
NPEHMYLUECTBA, HO OMHOBPEMEHHO BEIIHIBACT GONBILOE KOMHuecTBO Mpodiem. Ana cos-
AHAR CHMBOBHO# CCHUIKK HYKHO MCIIONB30BATS KOMAHIY 1n ¢ KNodoM -5, Hanphmep:

In -5 link.txt symbol.txt
TIOCMOTPHM Ha Pe3yNLTaT ¢ MTOMOTIBIO KOMAHIE 1s -11:

913021 -ru-r-
913193 Inarixrax 1 root roct

1 root root 518 kch 22 12:18 lick.txt
R Fen 27 12:40 synbol.fxt —> 1ink.txf

Leneps AeckpumTopnl $ailaop pasnbie, HO A1A 1lin.tx: [EPDLLE CHMBOI Creayioed
KONGHKM 11peyicTarnen Gykroi 1. Kak pas OHY M YKZ3hIRACT HA TO, WO MBI UMEEM JIEN0
© CHMBOIbHOH CCBLIKOH. B TPCTCH KOMOHKC CTOMT CAMHHIA, & TOCAGANAR KONOHKa
nocne 3HAKA -> COASPRHT M3t (atina, Ha KOTOPEI YKA3HIBAET CCRIIKE.

Llonpo6yem yaanuTh 0CHOBHOM (haiin U moCie 3TOro NPOCMOTPETh COACPHKMMOE CCBLTKI
symbol.xt:

e Liuk.Lxl
1s -il
at. syuko’ . Txr

B nteproit cTpoke MK yransem daitn link.txt. Bropas xomaHaa oToBpamAaET CIACOK KaTa-
noros. Y6eaurecs, uto datina link.txt ner. Ecau Bht nenonksyete anctprbyTne Red Har,
TO KOMAHIA 1s, CKOPEH BCErD, WMEeT TICERIOHNM, KOTOPHIH TIO3BONAET B 3aBHCHMOCTH OT
THTa balina OTOBPAKATL Ero PABIHAHBIMH LFETAMH, [CTH HET, TO 3AMEHHTE FTODYHO
KOMAHTY Ha 1s -—color=tty -il

Crpoxa, conepiatuas HHGOPMAUHIO O CChITke symbol.txt, nomiHa S6ITE KpacHOTO 1BeTA,
A TEKCT — MAraioini G, 310 ToRODUT 0 ToM, HTO cepuika "fuTan”, T. ¢. yrashiraer
Ha HeCyMeCTEYIOUINA (atin. KOMarIa cal syabol. Lxl THITAETCH OTOOPAIHTE COEKM-
»oe ceputki. Tak kak (aiina HeT, Mbl yBUIEM cooBiieRIe 05 oumbxe.

Camoe MuUTEpEClOE, 4TO €CAM NOMMITATLCA 32MMCATL KAKue-uGo AanHLie 8 Pain
symbol.ixt, To daiin link.txt GyacT aBToMaTHHYCCKH c037aH. DTC OrPOMHEIH HCAOCTATOK,
TIO3TOMY Bb! DODKHBI CTEIUTh 38 CHMBOJRHBIMH CCELTKAMM NeEpes yaaneHuem aitnos,
BE1b NI0N1L30BATENb CMOKET CO32aTH (aiin, KoTopuli Suun ynanen.

Bropo#i HeNoCTaTOK CHMBONBHEIX CCBITOK KPOETCA B IPABaX JOCTYIA, HO MbL HX GymeM
paccyaTpuBaTs B 21a8€ 4.

Etue onHH MHHYC TauTes B G:1okMpoBKax. Eciu OTKpBITE Ha pegakTupoaHue daiin, ans
KOTOPOO CO3ARA CHMROIWHAS WIM KCCTRAN CehbIke, TO 0H Gaiokupyeres. Hpeycianmnm
ceBe, To cymecTayeT cosulka Ha thaiin fetc/passwd wnu fetc/shadow. [lpu 6nokupoBKs
OIHOTO H3 HHX BXON B CHCTEMY CTAHET HEBOIMOMKHBIM.

YroBp! BAIOMIIMK HE CMOr BOCTIONBIOBATECA GNIOKHPOBKAMM, €TO MPaBa Ha 3a0HMCH
B CHCTEMHBIE KATANOTH AO/LKILI ObITe OrpaHHHYeHbl. A MOJAbI0BATENb B CONLIIMICTBE
CiyNagk JI0.nkeH HMETh PAIELIcRIE (THCATS TOMBKO B CROM JIOMANINMH KATANOT U Ka-
Tanor /tmp. MHoraa 1pw pasienenmn (aiior moxer notpeGosariy paGora c wyxHmm
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MOHUTOPUHI cucTemsr

IepBonavanbHas 331a4a aTMEHUCTPATOPA — YCTAHOBHTD CHCTeMY, NIPaBHITRHO Pactipe-
[Ie/IHTE TIpaBa IOCTYTIa ¥ HACTPOMTS BCe HEOOXOINMEIE cepBHCHL. [Tocre 3Toro MHOMHE H3
HUX CKIIANGIBAIOT PYMKH M H3WMHAIOT [OHSTh MOHCTPOB MO KOPWACPaM BHPTY&ILHATO
supa Doom 3 (Wi MTO Tam ceifvac 3a OKHOM MOMY:IApHO). ECUH BEI ABIIFETECH TAKAM
ATMHRHCTPATOPOM, TO PAHO WIH MO3AHO Ball cepaep ByNIET BINOMAH, TIOTOMY 4To Mndan
cueTeMa TpefyeT Habaromenys, Cepaep ke — kak peGeHOK: MoGUT, 4robhl 3a HEM Ha-
GITFOLANH, MIIA4e HAILANNT.

YTOBE! yMEHBITHTE BEpOATHOCT: TPOFMKHOBEHHA B CHCTEMY TIOGTOPORKET M obesona-
cHTb cels OT HeAOOPOCOBECTHBIX MOMb3OBATENEH Balllel CETH. HYMHO MOCTOAHHO Zep-
KATH CEPREP TI0)1 KOHTPOIIEY, BOIBIIMHCTAG RYIOMOR NDOMCXOAMT GNaroaps TOMY, 4TO
AIMEHHCTPATOPI HC YCNCBAIOT OOHORNTE KAKUC-NMBGO CCPBHCHL H YCTAHOBHTE 3aNJIATKH.
OueHE YaCTO B3MOMIUKH y3HAIOT 00 YA3BHMOCTH PaHLIIe H HAYHHAKT JOMATh BCe Cep-
BEPHI ¢ 3TOH OmHOKOH, UTO NONANAIOTCA Ha T/Iada,

Xopounit 2 IMHHHCTPATOP MOKET U I0/LKeH HAlTH HEOPMALHIO 08 YA3BUMOCTH H Cle-
nath Bee HeoBX0AMMOe s (pedoTBpaienns moGoi araxm. [Las 9TOTO IOMKEH NpoH3-
BONATHCS PETYIIAPHEIH MOHHTOPHHT CHCTEMBI 1 TIOHCK YaKiX MecT. MHOrza Xakeps! Tipo-
HHKZIOT B CHCTeMY, W [I0NTOE BPEMS HAXONATCA B Heli, He MPOSBASA BUAMMON aKTHB-
HOCTH.

EcAM BI10M MPOUSOLISA, TO TYT YKG 333248 HE IPOSTO BOCCTAHOBHTS pabioTy, & MPCAOT-
BPATHTE TTORTOPHOE BMeIIATeECTRo. KoMIanuu Sony, Apple i Apyrie Kpynbie Gperis!
TIORBEPraTkch B3NOMaM 1 TORJIE STOTO, OTKTIOHAITH CEPRECH A TOHOTO HECIEAOBAHNS
W BOCCTRHORIEHHS. S| WML IOAEH, KOTODBIE 110CHE BUIOMEL IPOCTO ROCCTAHAK (MARIOT
yOaTeHHbE (Al H NPOJOIIAKAT 3AHMMATLCA CBOMMH N€1aMH B Halexk.e, 4TO TaKoe
GonkLLe He NOBTOPUTES. DTO OLIMGKA, TIOTOMY HTO XAKEP YK€ TONYBCTBOBAN ceby Geana-
KA3aHHBIM ¥ 0GAIATETBHO BEPHETCA,

K citenyioltieMy ero IPHXOAY B AO/DKHBI GBITh TOTOBEI. CIIeTaHTE BOE BOIMOKHOE, HTO-
651 HARTY CBEEHVIS © BATOMIIIMKE, 0 TOM, KAK OH TIPOHNKAET Ha CepBep, ¥ NOCTAPANTECH
GuoknposaTh ataky. Taioke MPOCMOTPHTe Bee MOCTEAHE BoneTenH ownbok (BugTraq)
B NOMCKAX KRGOPMALIMH 0 JbIpax B pawleli BepcHu OC H YCTAHOB/ICHHBIX CEPBHCAX.
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130337 64 rwsr xI-x
130338 32 -rwsr-xr-x
130341 36 —rwsr-xr-x
130365 20 -rwsr-xr-x

rovt roct 60104 Jul 23 2002 /bin/mount
Toot Toct 30664 Jul 23 2032 /bin/rmount
zoot rocl 5043 Jul 19 2002 /bin/ping
Toot roct 19072 Jul 10 2022 /bin/su

ST

Camoe CTpamIOE, T Bee NPOTPAMME M3 STOFQ CHMCKA NPHAAUIENAT MOTEIOBATMO
FOO H, IHAYHT, GYIIYT BETIONHATECA OT €T HMeRV. B crcTeme ects 1 daimsr ¢ SUID- 1
SGID-6HTOM, BHIONHSIOUMECS OT HMEHH IPYTHX TIONLIOBATENGH, HO TAKHX MEHBLINH-
crB0.

Fatit BBl BHJIMTE, 4TO MPOTPAMMA BAMH HE MCTIOMEIYETCH, TO CE CTOMT YARTIMTH MIH
cATh GuTh1. ECIM TAKIX POTPAMM, TIO BALIEMY MHEHUIO, HET, TO MOJyMaliTe etle pas.
MoxeT, Bce~TaKH CTOMT OT HCT0-TO OTKazaThes? HanprMep, nporpavimMa ping He ABASCT~
ca ofix3aTe:16HO# 715 Ceprepa, 1 Y Hee HrT SUID MORKHO CHATE.

ECITH H 110CNE KOPPEKTHPOBKH TIPUBIIIETHPOBAHHEIX 1POTPAMM OCTAIIOCh KCE PABHO MHO-
T0, TO COBETYIO ;1 Hauaa yOpark G co ncex porpamm, KoHEaHO xe, 1o 10:1630-
BATENH He CMOTYT MOHTHPOBATS YCTPOHCTES MM MeHSTh cefe mapons. Ho HyxHO it 310
M? ECAM YK BOSHHKHET 0CTpas HeOBXOMIMMOCTS, TO BCET/Ia MOHO HEpHYTh M TAKYIO
BOIMOKHOCTE, BOCCTAHORHE SUID-GHT.

A Bejlb MOKHO CJIeNaTh RIANETELIEM NPOrpaMME! APYTYIO YHETHYIO 3AMHCh, Y KOTOpoit Gymet
MEHBLIE LIPAB, D10 CHONHY, 4 MHOIIA U HUBUSMOKHO, PUAINIOBATH, H IPHICTCH BPYUHYK
WIMCHATH PASPCIICHUA, HO 3TO CCHACT RA! COH 60A1CC CTIOKOMHbIM.

Ioueny HeoGXOmMMO pEryaApHO mpoBepsTh (aittel wa watwane SUID- w SGID-
GHTOB? BIIOMIIMKH, NPOHMKAN B CHCTEMY, OUEHS YaCTO CTPEMSTCH YKPEITbC B Hel,
CUPSATATECA, ¥ DPH 3TOM HMSTD MAKCHMAILILIE TIPABA. I STOrC MOAET HCMOAL3OBATLCA
npocreiinii Meton — yeranoeka SUID-Gvra sa unrepnpetarop komanp bash. B otom
CITydae MHTePHpeTaTop 211 NKoGOT0 Mob30BaTeNs SyAET BHIIONHAT, KOMSHIE! © TIpaBa-
MH root, H BITOMIIHKY A RBINOTHEHHA THOOBIX NeHCTBUI NOCTATONHO HAXOOWTBCA
B CHCTEME C FOCTEBLIMH PaBaMU.

Crieure 52 1OGHMY HORBISIOUAMKCY HOBBIMH 1porpavMany ¢ Gutawm SUID i
SGID n y6upalite BCE, HTO Bb2bIBACT 10103PEHHE.

12.3. TTposepka koHPpUrypaumm

Mur paccMOTPEN AOCTATOYHO MHOrO MPasHA KOU(PHIYPHPOBALKA CHCTEMLL, ONHAKO
UOMHHTb BCE HEBOIMOKHO, HACTPOMKE CHCTEMBI — HOCTATOMHO CIOKHBIA 1IPOUECE, BO
BPCMA KOTOPOr® o4CHE Nerko owu6uThea. Ho Tak KAK CoTh ONPCASNCHHMWC NpaBuna
KOH(UTYPUPOBARKA, TO CYIIECTRYET U BOIMOMHOCTE ABTOMATHIHPOBATH IPOBEPKY.

KaK MBI e 3HAeM, HMEIOTCS TIPOrPaMMEL, KOTOPEIE MOTYT IPOBEPSTS KOH(HTYPALHIO.
M0 HOHO POUCXO/IHTH Ha KOMITHIOTEpe NOKANEHO. B HacTosImice Bpems yike Hamica-
HO JOCTATOMHO MIIOTO YTHIHT Al 3BTOMATHIAUMH KOITPONS. HexoTopuie 13 max ycTa-
eI 1 8RO He OGHOBAUTACK, & KAKHE-TO MOABHITHCH HENABHO W €UIE TONBKO RAPAIIIH-
BAIOT CBOI0 (hYHKIMOHATEROC T (KOMAUECTHO TPOBEPOK).
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Ha-3a 10poroii N0nJeEKKH B KOHEYHOM WTOre UeHa BiageHus Linux MoxeT okazaTecs
BEILIE, ueM Windows. B CepepHoii AMepuke, Tjle Onnata Tpyaa COTPYAHMKOB OTIEN0B
WT aoctatouno eicoka, Linux moweT aaxe npomrpats Windows B cTomvocTy Bia-
Nenms.

Towenry xe Linux Tax cnowma? 5l 651 He CTa7 HACTAHBATH, ¥TO OHa CAOKHA, HO YTO-TO
B 3TOM YTBEpIKICHHH eCTh. [IPOM3RONTENEHOCTE M ¥IOBCTBO — HECOBMECTHMBIE BElIH.
B Windows Bce npeseabio ACuO, HO AnA BLINOANEHEA KaKoi-nufo onepalin MOXeT
NOHATOGHTECA MHOXKECTBO LIENYKOR MBILIH H POCMOTP HECKONBKHX THANOTOBBIX OKOH,
HTO OTHUMAET APArOUCHHOC BpeMA. B Linux HykHO 3amyCTHTh KOHCONL M BIONIHKTE
TpeByemyto komaHy. TIpobieMa TOMBKO B TOM, ITO HAlo TOMHHTE MHOKECTEO KOMAHI,
Ho ectn Bbl UX TIOMHATE, TO CMOXKETE BBIMONHATE TPeGyeMyIO onepauuo ShcTpee, Yem
WETYKAMH MbILIBIO.

OC Windows 8e3¢, 17(e TONKO MOKHO, HCTIONKIYET BHAYATBHOS NPE)CTABNEHHE W [pa-
uteckudi usmepdeiic. I Linux e rpadu4eckue yTHANTH CTHIIKOM NPOSTE # 324aCTYK)
HE OGNATAIOT JOCTATOUHBIMH BOGMOAHOCTAMH, HO 3TO MOMPABMMO, U Cefivac mosangercs
Bee GoIbUIC OKOHHBIX YTHIINT, YTPOLIAIOUX Tpoucce HacTpoiiku. [Tpoiiact xakoe-To
Bpens, i Linux CTaHeT TPHBHABHOM B MCTIONL30BAHHMM 1 TIDH 3TOM COXPAHUT BCIO MOLLs 1
CKOPOCTL HCMOIL3OBALHA KOMAiLIHOH CTPOKH.

Tak kak HacTpoiika Linux — J0CTATOMHO CIOkKHAS Tpoleaypa, TpeGylowias BbICOKOH
KBATUQHKALMH, O4€1IL HACTO MMELO H3-32 LENPABAILIO YCTAOBICILIX NAPAMETPOR
3@ cucTema TomamaeT MO oromb xaxepoe. JloGaa cuctema (Windows, Linux wn
Mac O X) ¢ HacTpOHKAMH M0 YMOTUAHHIO flaTieka oT Hzeana. UacTo 6E30MacHoCTsIO
KEPTBYIOT 11 ofecrieenis MPOU3BOAKTENLIOCTH MK YiaoOcTa. B nexotopuix mpo-
FPAMMAX BINOUAIOTCA CePRACHbIE GYHKUHH, KOTOpbIE OGIErIaloT paGoTy AMHHHCTpa-
Topa (Hanpumep, oTiatka B utepnperatope PITP), HO U yHDOITOT KETOM GO CTOPOHM
xaxepa. Be3onacHocTs CHCTEMBI 33BUCHT Tipexkae BCEro OT fIEJIOBEKa, KOTOpBI ee 06-
COYHUBACT.

1.3. dapo

Sapo — aTo cepaue OC, B KOTOPOM PeaH30BAHO YNPABISHHE MAMATHIO i IPYTUMH pe-
CyPCHME KOMITKYTEPA. TIOMUMO BTOIO OHO HOSRONHET 1LY HETh OCTYI K PALIAUHOMY
eneay. Hanprmep, paHmue Bepoma Aipa oBecriedwBanK pabory Tonbko meyx USB-
YCTPOMCTB! IU1aBHATYPLl H Moln. COBPEMEIioe ANPO MOANEPKHBACT GOMLIIHMHCTBO
CYUIECTRYIOUIHX YCTPOHCTR, @ TUCTPHOYTHBLL BKJTIOMAIOT APaiBEPE! 114 GOTLUIHACTRA
TIOMYIAPHOTO OGOPYIOBAHMS.

Honep Bepeiit 1.1pa Linux cOCTOUT 3 Tpex 4ueas (TOCICANCE YKASLIBACTCS HE BCCTR):

1 116PBOR HHCIO — CTAPITHA HOMED, KOTOPKIN YKATIFAE T H (HAYHTE:6HBIE HAMCHERTA
B a1pe;

O 3TOpOe — MIAMIME HOMEp, YBeTHHCHUE KOTOPOTO YKAIMIBAST HA HOSBMGHHE He-
BGonpmHx HIMeHeHHE. [0 HeMy MOMHO ONPefeTHTh, SRIAETCA AAPO TPOBEPEHHEIM
I NPERATHAYEHO IS TECTHPOBAHIA, KOITIA HET YBEDEHHOCTH, Y10 OO He Cofiep-
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3YIOT MPOGAKIepsl M aIMHAMCIPATOPLI MACTHLIX HAM KOPNODATHMBILIX CETeH.
C peanuaumelt 3TOTO 3AMpeETa Y BAC He JOTHHO BOTHHKHYTS TPOGIEM, MOTOMY
HTO MBI Y@ HE Pa3 €€ PaceMaTpuBany;

© pa3PewaTE OTTIPABKY MOWTEN TONBKO B TEUEHHE ONPREENCHHOTO BPEMEHH (HATIPH-
mep, 10 MuHyT) noGAE NPOBepKH NOYTH Mo MpoToKoMy POP3. B mMomMeHT mpoep-
KB TIOWITEI CEPBEp NPOH3BOJIWT ABTOPYRAIMIO KIHEHT, 110 STHM JAHHBIM MOMET
BPEMEHHO CO3JABATECA PASPCIUAKILAA 3aNHCh B CCTCBOM SKPAHC (WIH OPYTHM
cnocoBom) aa aocTyna Kk SMTP. Tereps B Teuerue 10 MunyT ¢ 3toro IP-agpeca
MOKRO GYA6T OTNIPARNATE OUTY;

o wuenomsoRats aBTopEanic SMTP. HAHAUATEHO B CTAHAANTE KA MPOTOKON OT-
npasku coofienuii HeT Hiuero of MSHTHGHKAIINN TONL3CBATENA, I03TOMY HE
BCe cepBepHl ee momaepxvsaioT. Ho B sendmail 1 ApYriX MOTIMEIX TTakeTaX ecTe
PaCUIMPEHNE, KOTOPOC NO3BOIACT PCATHI0RATS aBTOPU3ALMIO H CACIAT Cc 0b3a-
TeBHOM;

1 sanpeTUTE OTIpARKY CHMIKOM GONBLIOTO KONHHECTEA THCEM © OZHOTO M TORO HC
IP-atpeca. BromHe HopMaTeHbiM uncios sansercs 20. TIONB3OBATENE He NOMKEH
HMeTb IIpaBa nockUats Goee 20 rmicem 3a 10 MuHYT;

{1 sanpeTuTs OTHpERKY MUCEM BOTHIIOMY KOTMNECTBY Tomywateneit, TTHcEMo MoseT
concpxaTh B none "CC" eNHCOK MDAKIOBATENEN, KOTOEIM HATIPABNEHO THCEMO.

CyIECTRYIOT H IPYIHE MCTO/IbL, HO J@WE 3THX GYAST AOCTATOMHO.

B oo s sepensx sendmail 10 yMOTHaHNK PA3PeLIACTOA NEPECHLIK TIOYTHI TOBKO
¢ TeX KOMMHIOTEPOB, KOTOpEIE MIPOTCAREY B <hafine /etc/mail/access. B yHcTHATe 8.2
TIPHBEZICHO COTCPAKUMOE 3TOro diaiina.

# Check the /usr/share/doc/sesdmail/README.cf file for a description
# of the format of this file. (search for acmess_do in that Fla)

# The fusr/share/doc/sendmail/RERDME.af is part of the sendmail-doo
¥ package.

#

# Cwotpmre $ain /usr/share/doc/sezdmail/README.CE Gia momyiemns

# vrboperwm 1o Jopuaty Galna (wwsre cnosc access db b sTom daine)
¥

# by default we allow relaying Zrom localnost...

# 10 yMONHAHIO &I Pa3PSWASM DACCHIKY TONBKO C IOKAZBHCTO XOCTa
lccalhost. Localdomain RELAY

lccalhost RELAY

127.0.0.1 RELAY

B 3ToM ¢aiine MOXHO OCTABMTE paspeiueHhe OTCEUKTE [I0MTY TOJIBKO ¢ KOMIIBIOTEPOB
BHYTPEHHEH CeVH TN ¢ camMoro ceprepa, JUin aTOro halii J0OKEH COEPAETH CICAYIo-
HE FATHCH:
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ToBJTEdL NPOGTIeMbl ¢ 6e30NACHOCTLI0 MM SPHCKTHBHOCTLIO cHeTembl, H ofisiuno 1iep-
BHIH M3 TAKMX MOMEHTOR — 3T0 PacrpeleleHue HCKOBOrO MPOCTPAHCTBA.

B cllyuae YCTAHOBKH CeREpHOH BEPCHN Bee WIATH GY/IYT BLITONHATECA B TEKCTOBOM pe-
JKAME W DOT YTO MHTEPECHO — KIABHATYPY MPMAETCA ONPEXENATH CTAPLIM CMOCOGOM,
T. €. HOKHMAd pasiblé KNabuluH. 1lporpaMma yCTAHOBKHM IPH ITOM OMPENESHT, KaKas
MMEHHO KIABATYPA UCTIONEIYETCA HA KOMbOTepe. B rpadiieckom pescime oBLMNo
J@aeres BRIGOp B 3aBACUMOCTH OT #abika. ECn nonssosatens BeiGpat pycekuit 435K, TO
A9 YTOUHCHMS KNABMATYH MOXHO GYNeT BLIGPATH KAKYIO-THGO 13 PABHBIX PYCCKITX
packnagok. OKIo HacTpoHKe 00OpyAOBAINA NPY YCTANOBKE B TEKCTOBOM PEXMME NOKd-
sano Ha puc. 2.1.

i Al i
et istE LA Codenents S
“Shange' dkenat criar iy
Gheck Wi CO-RIKIS) fritesc it
Sale detilp 1595
Exeniite 5 shell
AboFt the drstaliatisn

Enter st ivates huttans

Phc. 2.1, HACTDORKA OBOPYAOBEHUS D YCTAHOBKE B TEKCTOROM PEKAME

MOXKeT TIOKA3ATHCS, UTO NPH YCTAHORKC B TOKCTOROM pencivic Tinuix 9a;act ciriuikom
MHOTO BOTIPOCOB. DTO TONbKe KakeTcd. I1pocTo Ana kaaoro uz mapametpos Gyaer or-
KPHITO CAMOCTOATETEHOE OKHO: OTIEBHO CIIPOCAT HMS KOMIIBIOTEPa, HMS [10130BATeNs,
TIOTOM 3aNPOCAT 2P0k K NOATBEPHICHUA NAPONI — 3TO yIKE YETHIPE OKHA ¢ BOMPOSa-
M. B rpadiHUuecKos PEAHMC MPOCPaMMa YCTAHOBKH NOKA3HIEACT TONAKO O;HG OKHU,
B KOTOPOM BCe COGPAHO B OJHOM MECTE i KAKETSS, 1T YCTAHOBKA MPOXOZHT 32 MeHb-
LIlee KONHHECTBO WATOB.
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3BOHOK (HAXOIMICH B AYLE, B HAYWNHKAX HAH TIPOCTO FPOMKO OPAT MECHH) HITH IBOHOK
He cpaGoran. Ho ceau MOSBOHNTR N0 TCICHOHY, KOTODHIT JISHUT B 310T MOMEHT BOITE
XQITMH, TO OH Bo3LMET TYBKY. BOIMOXKHA H OBPATHAN CUTYAUMA, KOTIA Bl HAZRANH-
BaeTe IO TENEHOHY, HO €TO HE CTBUIINO, & HA 3BOHOK B JIBEPE JOMOUA/IE! OTPEATHPYIOT.

TaK W IPH ABTOMATHHECKOM CKAHHPOBAHMHI: OHH CKAHEp MOYXeT TO3BOHUTE TIo Tenego-
Hy, a apyrofi — mocTyuuT B ABeps. OHM 062 XOPOUM, HO B KOHKPETHEIX Cy4asX fapH
PASHEIX KOHHTYPAIHAX CKARMPYEMOH MBUIKHEI MOCYT GLITh TIONYYSHE! pagHbie Pesyis-
Tarsl,

CyYLIECTBYKOT TPH MCTOAA 8BTOMATMHECKOIO OLPLACIICHNA YAIBHMUCTH: CKAHAPOBAHHE,
30HAMPOBAHUE U MMHTALKA. B mepeoM ciyuae cxanep cofupaeT MHGOPMAUMIO O CEpRC-
pe, TPOBSPACT TOPTEI, WTOGH! Y3HATE, KAKME YCTAHOBICHE! CEPBHCHI/IEMOHEL, H HA MX
0CHOBE BBLIAET OTHET O NOTEHLNATBHEIX OWMGKaX, HanpHMep, ckarep MOXET IPOBEPHTE
ceprep  yBUIeTs Ha mopty 21 padotamumyo cryxGy FTP. [lo cTpoke npriaicaus
(ecqm OHA He GHUIA M3MeHEHZ), BHIAGBAEMOH CEPBEPOM NPH TIOTHITKE HOAKIINCHHA,
MOHO OTIPEZIETUTE ETO BERCHE, KOTOPAS CPABHABAETCA © Gazoil nammix. H ecnn B Gaze
NPHCYTCTBYET YS3BHMOCTE AN AGHHOIO CEpBepa, TO NOMLIOBATEMO BLLIACTCA COOTBET-
CTBYKOIIEE COOGIIEHEC.

CraHHpOBAHKE — JATeK0 HE CAMBIH TOWHBIH TIPOIIECe, MOTOMY HTO ABTOMATHUECKOE Orpe-
AENeHHE TIeTko OGMEHYTH, 13 W YAIBHMOCTI MOXKET He G5ITh. HekoTophie TIOTPelIHOCTH B
CepBHCaX IPORBIRKOTCA TONBKO [PA OMPENEICHHBIX KACTPOHKAX, T. €. IPH YCTAHORJICHHRIX
BaMu mapaveTpax owyOKa i He 0GHAPYKUTCA.

Tpw 30HAMPORAHHM CKAHEP He oSCMeyeT MOPTH!, 3 MPOBEPAST MPOrPAMMBI HA HATHYHE
B HHX YA3BHMOTO KoZa. TOT MPOLECC MOXOK WA paboTy aHTHBHpYCA, KOTOPEIH mpo-
CMATPHBAET MPOTPAaVMET B TIOHCKAX BHPYCHOTO KoAa. CHTYALMHM MOXOKH, 110 HCKOMBIE
06 beKTsI pasmuaHEL. MeToR XOpoll, HO OIHA ¥ T2 Xe OMMGKa MOXKET BCTPEUATLCS B HC-
CKOTLKEX Tporpammax. H eciiu KO B HUX PASHELN, TO CKAKep ee He 0GHAPY:IHT.

Bo Rpema UMHTAIMU NPOTPAMMA MOJSIIMpYET aTain Ha coeit Garer armsix. Hanpusep,
B FTP-cepBepe MOKET BOSHMKHYTh EpeNIOHeHHe Gydepa IpH PEaTHIaLK ONpCACICH-
Holt komaHel. Ckawep He GyIeT BBIABIATE BEPCUIO CEPBEPA, 4 MOMPOGYET BEIONHKTE
MHCTPYKUHIO, KOHEHHO ke, BEMBTCHHE OWMOKH TPHBEET K 38RMCARWIO, HO BEI TOYHO
ByACTE IHATS © €€ HATMH MM HAN CTCYTCTEMH,

Mmuranms — cavblil DOITHI, HO H caMblil HAICKHBIA CNIOCOB, NOTOMY WTO €CIM Ipo-
TpaMMe yAancch BIOMATh KAKOW-TG0 CepBMC, TO M y Xakepa 310 nomyuutes. [Tpu ye-
TaroBke Hooro FTP-cepBepe, KOTOPHIH ellie HE HIBECTSH ckaHEpaM, o ByieT onpoBo-
BaH Ha yIke U3BECTHbIS ONGKH APYTHX cepBepoB. CUEHD HACTO TIPOTPAMMHCTE PasHLIX
(UpM JOMYCKAIOT ONHK U Te e MPOMAaxH, 2 METOJOM CKaHUPOBAHHA HANMIATOP MOKET
He HAHTH TIOHOGHYIO VASBHMOCTE TOTBK TIOTOMY, HTO 1A JAHHOH BePCMH HeT sammcei
B Baze HaHHLIX.

KOr;1a Bbi IPOBCPACTE CHCTEMY, OGH3ATEALHO OTKHOMATITE COTCAMC sxpanki, Fonu Giio-
KUPOBAH JOCTYI, TO CKAHEP HE NPOTECTHPYET HywHbllt cepeuc. B aToM criywae anam-
33TOp COOGULHT, WTO OWMGOK HET, HO PEATbHO OHH MOTYT OurTh. KoHewHo #e, 370 He
KPHTHUHbIE OLIMGKH, €C/TH OHH TIO] 3ALIKTOH CETEBOrO SKPAHA, KO ECIHN XaKep HajizeT
notaiisoii x03 u oSorizet Firewall, To yA3BMMOCTE CTaHeT ONACHOI.
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# QWAIL DIR is for Omail

¥

FOUATIL_DTR Maildir
MATT,_DTR Jrear/spool /mai
HMATL_FTIZ “mail

¥ Passworc aging controls:

+

#PASS_MAX DAYS Maximum mumber of days a password may be used.

#PR33_MIN DAYS Minimum number of days allowed between password changes.
#PASS MIN LEN  Minimim acceptable password length,

#PNSS_WARK AGE Number of days wacning given belore a password expires.
+

EASS_MAX_DAYS 95999

EASS_MIN_DAYS 0

FASS_MIN_LEN 5

PASS_WAKN_AGE 7

#

# Min/max values for automatic uid selection in useradd
#

uTn_MTN 500

UTR_MAX 6000

*

# Min/max values for aulomalic gid seleclion ln groupadd
#

GID_NIN 500

GID_MAX 60000

P If defined, this command is Tun when removing a user.
¥ TR should remove any at/sron/print fobs erc. owned by
# the user to be removed (passed as the first argument).

#USERCZL_CMD /usr/spin/userdsl_local

¥

# If useradd should create home directories for users by default
& On R systems, we do. This option is ORed with the -m flag on
¥ useradd command line.

¥

CRAATE_HOME yes

Pan coepaImiXCH 37€ch HACTPOEK MOMHO MCIONB30BATH U TOBhIEHHS Gezonac-
HOOTH. PaccMOTPHM OCHOBHEIE NapaMeTpsl daitna:
O MATT,_J7TR— K4TANON, R KOTOPGM 0YIET XPAHUTRCA 1104TA NONBIOBATENCH;

(1 PASS_MAX_71YS — MaKCHMATHHEIT CPOK KHIHH TapoTs;
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TIpomiecc — 3TO MPOrpaMMa MM ee TIOTOMOK. TIpn 3amTycke TIPOrpaMMEL CO3NAETCA HO-
BBIH TpoTIece, B KOTOPOM W paboTaeT kod. Kaxgras nporpamva ¢yRKIMOHHPYET ¢ onpe-
CACHHNMH NpaRaMK, CCPRHGHI, KOTOPBIC AKTHBHSHPYKITCH 1IDH CTAPTE CHCTOMM, O5I1a-
ai0T TpaBam root wk nobody (Gc3 mpas). TIPOrPaMMEL, KOTOPHIC BHIOTHAKOTCR H3 KO-
MAHIHOH CTPCKY, HAJeNeRkl paBaMHl 3alfyCTHBIIEr0 HX MOIb30BATENS, €CITH HE YKA3aH
SUID- i SGID-GHT, IPH KOTOPOM TIPOTPaMMA HMEeT TIPaBa BIAZEBIa.

Tlpomecos! MOTyT paGoTaTh B JBYX pesxHMax: dowosoM (background) m uerTpatsHom
(foreground). LleinTpaTbubiii PEKHM 1A KLKACTO TEPMIIIAT HMEET TONLKO OTUH TPo-
nece. Ilanpuep, 3aNYCTHE N0 KOMAHAE man Ls NPOTPAMMY 417 NPOCMOTPE HOMOUL, BN
1€ CMOXKETE BEINO/IHATE APYTHE KOMAHIEI, [TOKa HE BRIAZCTE H3 MPOrpaMMEl ran. Ecv an
OIRH LCHTPRNBHBI NPOUSCS B TEPMUHANE HE SAMYIICH, TO MM ABIACTCA MHTEPNPETATOP
KOMAHL

¥ 1ex, kTo 3maKay c nporpamvol Midnight Commander, MOET BOZHKEHYTH BOMpOC:
a Kak e TOTIa PaGoTACT MC W ONHOBREMSHHO B HEM MOAKHO BETIONRATS KoMarms? OT-
BET MPOCT — MPOLIECCE! MOTYT MOPQ:KIATE APYFHe TIPOUecehl. 3To nponcxomwT u 3 MC,
HO €CITH er0 3aKPBITh, TO JAKPOIOTCA H BCE IOPOXIEIIILIE IPOUSCCLI.

3.4.1. CmeHa pexuma

DOHOBLIMA MPOLECCAMA AB/AIOTCA BCE CPBHCH. OHM BLUTOMHAIOT CBOM AEHCTREA ma-
paitenbHO ¢ Baureid paGoToit. Ho 4 BH MOXeETe 3ayCTHTh moSyIo IporpamMMy B (OHO-
wom pesime. LA 3TOr0 JOCTATOMHO TIOCTE YKaIaHHA KOMAHIE! Mepes poGen TocTaBuTh
3ax s. Hanpumep, BEIOTHATE Ceifuac CeqyIOMYIo KOMAHY:

man 1s &
B OTBET Ha 3TO BT He YBHIHTE d)aiina mOMOLIH, 4 HA 3KPaHe NOABUTCH TONBKO CTPOKA:
[1] 2802

Mocne otoro TepMumal crosa roros pafoTath, roToMy 4ro UeHTPanLHLIE mMpomece
ATYCTHT KOMAHIY man 1s B (JOHOROM pexciMe, H CBOGOMIEH /NS BHITIONHEHHS HOBBIX AH-
pexTHE.

A WTO %e VI YRWIEIH B OTBET Ha BHITONHERHE KOManTsi? B KBamparHsix croGKax roKas
3aH NOPAIKOBLIE HOMEp (JOHOROTO NpOLECca, KOTOphifi Mbi 3anyerwtn. Homep Syner
TIOCENOBATENBHO YRETHUMBATECS. B JaHHOM Clysiae — 3TO MEpBaf KOMAHZa, NOITOMY
B KBAJPATHEIX CKOOKAX CTOHT emHHHUA. Homep doHomaro nmpouecca dopampyercs s
KOKAOTO ofb3oBaTend. EclH BOHTH B CHCTEMY uepe3 BTOPOH TEPMHHAN W 3amMyCTHTh
OHOBEI IIPOLIECS, TO BEL YBUIHTE IPUMEPHO CACAYIONICE:

[1] 2805

B KBaapaTHbIX CKOGKaX OMTL YME/O 1, 2 BOT CEAYIOLIES 3HAUCHHAC OT/IHYAETCH OT Bbl-
BeleHHOro Ha reproy Tepmunare. OTo PID (Process 1D, MIeHTHOUKATOP Uponecca)
CO3IaHHOTO TIPOIECCa, KOTOPELA SBJSETC YHUKATHUBIM AT BCEX MOAL3OBATenei. 310
SHAMHT, 9TO €CTM BH 3AMYC TRV TIPOIIece ¢ HoMepom 2802, To ApyToli TONE30BaTeND 1M-
KOTj12 HE CMOXET 3aITyCTUTh MPOLIECC C TAKMM e HISHTM(UKATOPOM, 0o KpakiHei Mepe
1o pectapra cuctemsl. Ero PID Gyxet apyrun.
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OnucaHue 3neKTpOHHOTO apxuBa

Tlo cckutke ftp://ftp.bhv.ru/9785977533331.2ip MOKHO CKAUATE DIEKTPOHHBI apxHB
¢ TOTIOAHUTENBHOM HHPOPMALEEH, KOTOPAA MO3BONHT NMPaBHNBHO HACTPOMTL ONEPaLIH-
OHHYIO CHCTeMy Linux M cae1aTs ee yaoSuee. Ta CObLIKA NOCTYIMNIA TAIOKE CO CTPAIKLIGE
KHUTH Ha cafite www.bhv.ru.

Tlocte pactaKORKY ApXMEQ BH! NIOMYUUTE JOCTYT K MATEpUANaM, PacTIpeIeeHHbIM o
TeMaTICoKHM Kataioram (1aba. T15.1).

TaGruya 15.1. Kamanozu anexmponHozo apxuea

fanwa [ onucanme

\Doc ZlononuTenkHan AckyMeHTaLMA no Linux

Vava Rononkwrensran AokymenTaLMn no Java

\Other TononHwTenkHas AokymenTaAs B
\Source TIPOTDaMMEI G NEXOAHBIMM KOAZMA

\Wallpapers KapTvHn ans paGosero crona
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else
SYSLOGD_OFTTON:
K.CGD_CPTICKS=
£i
RETVAL=0
umask 077
starLi) |
cche -n $"Starting system logger: "
daemon syslogd $5YSLOGD_OPTIONS
RETVAZ=$?
echo
echc -n $"Starning kermel logger: "
daeron klogd $KLOSC_OPTIONS
echc
[ $RETVAL —eq 0 | & touch /var/lock/subsys/syslog
return $RETVAL
}
stop() |

4 Kovanss ocTasonkn cepauca
}
rhstatus () {
4 KOMAHIN BRBONA COCTOAHMA
'
restart (i {

stop

start

CaMoe HHTEPECHOE CTIPATAHO b CIIEIYIOIX CTPOHKAX:

if [ -f jezc/sysconfig/syslos ] ; then
/etrisyscorfig/sysiog

S¥SZ0GD OPTION:
KLOGD OFTIONS="-.

e

Buecs ipomexouur nposepra: eciu dain felc/sysoonfig/syslog CylIECTIYET, T0 HCHOKSYKYICH
TIAPAVIETPbI 3ATPY3KH 13 3TOTO (aiinia, MHAUE OHH SBHO 33MMAIITCA B CTPOKE
SYSLOGD OPTIONS

. Q"

360h B KABLIMKAX YKAIHBAIOTCA NAPAMETPHL. UTOBE! T06ABHTS KITIOH —x, HIMSHHTE CTPO-
Ky CliepyionM ofpaiom:

SYSLOGZ O>TZOM:

r 0 -
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O xonupoBaTe conepkumoe haiina B Apyroit JoKyMEHT TOM Je NankH:
cp /home/root/need, Xt /home/root/need22.txt

3neck comepiacMoe dafina /home/root/need.txt (erounnk) Gyaer cxomuposalo B
a1 home/root/need22. Xt (HasHaueHUE),

O xonuposats daiin B Ipyroil katanor:
cp /home/root/need.txt /home/flencv/need.txt
ey
cp /home/root/need.txt /home/flencyv/need22.txt

O6pature BHHMaHKE, YTO B ITOM CJIY4ae B NANKe NAsa4eHus hain MokeT GhiTh Kak
€ HOBBIM, TaK H CO CTAPBIM MMCHEM;

) KomMpOBATE HecKoThRO (aiNoB B KOBBI KaTanor, LT 3TOTO HYXHO EpeIHCITS
Boe (pAUIBI-HCTORHIKH H TIOCTEIHKM TIapaMETpOM YKAGATH TIGMKY:

cp /home/root/need.wxt  /home/root/reedZ2.fxr /rome/new/
B atom upamepe haiinm home/rootneed.ta n home/rootnced22.0xt Syayt ckoumpo-

Bawer B KaTanor Mhome/new. MoHO KoTMpoRaTh Daflia W 3 PASHAIX KATAIONOR
B OJWH:

e /hcme/root/need.txt /home/flenov/need22.txt /home/new/

B srom npumMepe daier home/root/need.txt i /home/flenov/need22 txt SymyT cxonu-
POBaHKT B Karanor /home/new;

J KomMpOBATL rPYNI (BATIOR KATANOrE WK BCE TEALME B HeM daliter.

A 4TO e HaZo CKOIMpPORAT Bee ik, HauMHAIOIMeCH HA GYKBY "0", M3 OTHOFD
Karanora B apyroii? Heywenn npuaetes ux see nepesnciats? Her, noctatodno yka-
3aTh MACKY n*, [AC 3BCN04KA 3AMEHACT ME0GbIEe CHMBOIB], HAYMHASA CO BTOPONO:

CE /home/rost/z* [home/ness/
Ecmi Hy®HO CKOTMPOBATL BCE Hafibl, HMEHA KOTOPLIX HAUHHAKOTCA CHMBOTAaMK "ra"
o 3aKaHUKBAOTCA GYKROI "t", TO Macka GyIeT BEITIANET TaK: ra*t.

310 maTero He MOMHEIT CTIACOK BOSMONKHOCTEH KOMAIUIL! KONKMPoBanis. Oia JOCTATOYHO
CTIOAKHAS 1 MOIITHAA, ¥ TI03BOTISET BBITONHUTE 33 OIUH BLI30B JHOGYIO 30a4y KOIHPOBAHIA,

find
Jlia nowcka HHopMatn 5 $afioBOR CACTEME HCTIOTB3YRTCA KOMAHAR ©:nd, DaRIoBas

CHCTeMa CHITHHO Pa3BETRIICHA, 1 HaifTH HyXHb hait GEIBaeT HenpocTo. B mpocTefmen
BAPHAHTE KOMAH/A BLITIANMT CETYIOWIMM 05pasoM:

"d path -name filenars

TToCIE UMENK KOMAHITE! W1 11y'th K KATIOLY, B KOTOPOM HYKHO [IPOHIRO/MIH IORCK.
TMonck ByIeT BKMOUATE uCe NOJKaTaTors. Bl MONETE YKA3Th HECKONBKO KATANOTOW
TOAIPSA, HANPUMEp:

find /etc /home name filename
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e HACTPOMTS 1 OGHORNATH NPOTPAMMEOE OBECTIEHEHME ORHOTO (MIUMECKOrO CepBe-
pa, 4eM COTHH CEPBEPOB, PECYPCHI KAKAOr0 B3 KOTOPBIX HCMOME3YIOTCA Ha 1 %.

C apyroll cTopoHL!, suiaeneniule [P a0 nemioro Gonbue npenmywects no padore
© CaifTOM, 71a H NOHCKOBBIE OITHMM3ATOPLI JIOGAT WMEHHO BhLIeNeHHbe aapeca. Ho 1o
YKC OTAC/BHAA HCTOPHSL.

BeG-caliTer onucEIBalOTCS B KaTanore /etc/apache2/sites-available. 3neck yxe MowkeT Ha-
XOUTHCH (Uil CATITA DO YMOIMAHUIO, 3 BH MOKCTC COBATH HOBBIC hafis, Hanpumep,
JU1A HALIKX TECTOB MOMKHO CO3RATh (akin testsite.com. Temeps, 4ToGk NOIyUHTE TOCTYN
K 3TOMy CaliTy Ha KOMIILIOTEpE, ¢ KOTOPOTO Bhi BYNETe JATPYATS CaliT, 106aBbTe B dail
host HMA caifTa ¥ ero agpec.

JlormycTuM, Bel XOTHTE € DTOrO JKe KOMIILIOTEpa MMETh JOCTYN K CBOeMy CaifTy. JloGasbre
B cBOIi ¢aii1 fete/hosts cTpoky:

124.0.0.2 vestsile.con
Aapec 127.C.C.1 BCerIa yKashbiBaeT Ha TOT XK€ KOMIBIOTEP, ¢ KGTOPOTO MPOH3BOIUTCS
TIOAKMOYRHHE, T. €. Ha Halli e CepBep.

Vi komar; (ol CTpoKi I0GABATS 4ro-10 & dait hosts MOXHO QIELyIoUMM 0fpazov:

echo 127.0.C.1 te.com sico tes -a fetc/hosts

Cuiesa 0T BOPTUKAILHON YCPThI HAXOAHTCS KOMAEHJE eche, KOTOPas BRIBOAMT B KOHCOIb
HY/KHYIO HaM cTpoKy. Komauna cnpasa 0T BepTvKatbHON HepThl YMTACT NAHHBIE KOMAH-
Apl cnesa. LyT y uac mporpavMa tee, XKOTOpaA BCe NOJNYHENHBIE QB 3aITMCLIBAST
w dpain, Tlockoicy draiiin /cto/hOSLS SaTIIIGHARH, MBI TIKINIGM H3-DO, sudc, & WIKOH -a
NO3EOIACT A06ABANTS B KOHeL daiina.

Temepb NOCMOTPHM, KAk B CO3TaHHOM Gaiine /etc/apache2/sites-available/testsite.com
€03.3aTh HOBHIH BeB-CANT. 7IN% 3TOTO OTKPOATE ATOT (a1 C TOMOMIEH TEKCTOROTO Pe-
JIAKTOPa M 3aNKChIBANTE B HErO BECL, NMPUBOJMMLLI Ja1ee TeKCT.

JI17 COINaARMA BAPTYATHHOTO CEPBEPA CITYIKHT hOpMAT:

<VirtualFost aapec:nepr
</7irtualfost>

Mexly 5TUMM TCTAMH YKa3pIBAKOTCA NapaMeTpel BMPTYAILHOTO cepsepa. BoT npumcp
onHcanms cepaepa, anpec koToporo 192.168.1.1 u nopr 80:

st 192.168.1.1:60>
viradmin admin@yolr_server.con

Root /var /v your_server

srvoTName your_sereer.com

rroriog logs/yoir_server.cor —error_log
CisTomTog lage/your_sevver.com -accass_)og cermon

<Virtuals

Jocume:

<Jirectory /varfwaw/your_serverf>
AllowOverrice none
</Directory>
</virtualHost>
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JTa KOMaHAA IPCH3BERET MOMCK B fetc M B /home.

[Mocste KTIOHa —name MOXHO YKA3aTh UMA paii1a KM IAGNOH, MO KOTOPOMY HYKHO HC-
xaTh Gaiinn. Hanpumep, cneayioman koMaina Haiiner ua aucke ee $aiinl ¢ AMeneM
passw:

Find / -nsme pasawd

A 910 ECHM BBI HE HOMAWTE, KKOE TOUHO M3 y (batiin
CJTyMae MOMHO YKa3aTh CIeIyIommii mabnom:

: passwd wim password? B arom

find / -name vassw*d
IMox 3ToT WaGoH NonazaioT ofia Mvenn daiina, CMEQT 3BE3OUKN COOTRETCTRYET M0~
Govy HaGopy JIKIGKX CHMBOSIOR H JDKS OTCYTCTRHIO CUMRGAOR

Kimow —riame, RaBeprOC, Cavelii FOMYIAPHEI KITIOY T4 KOV@KIb! TIONCKa, HO TIOMHMO
HeTo KOMAHIE TOIEPREACT TAK AE CICAYIONIAS I IOUA:

O size umcno — MO3BOAAET YKasaTb pasvep caiina, ecan Bul ero Touno 3uaere, llo
YMO-TUAHHIO Pa3Mep YKA3BIBAETCA B GIIOKAX pasMepoM B 512 K6aliT. Ecan HykHo yka-
3aTs pasvep B 6aitTax, 10 nociie ucaa yiaxkure Gykey o

0 print — 3acTaB/TACT BLIBECTH COAEPHUMOE aiia b KONCONE;
a

time wicno-- B KA4eCTBE WUCIa MOAKHO YKA3aTh KOIHHECTBO JHEH, MpoweIHX co
JIHA TIOCTIEAHET0 PeaKTHpoBaHUA (aina, Hanphumep, ecii Bsl BYepa PeIAKTHPORATH
a1 ¢ uMeHeM NOte, HO He MOMHUTE, KyJa ere COXPAHHIIM, TO BBIMONHHATE CISAYI0-
HIYHO KOMAHIY:

find / -name noze -mtime L

1 ~type i — KCTIOM TIOAHOMACT YKaSATS THII daiiria. B KauecTBe THIIA MOKHO YKashi-
Bath:

e d— xaTanor;
o £ oBmmm daitt;

* 5 WMCHOBAHHBL Katau;

® 1 — CHMBONMMECKAS CCELTKA.

C LUOMOIIEKY find MOKHO HOKATh HE TOIBKO UMEHa QafIOR MK KATAI0IOR, HO M OCY G-
CTANATH TMOWCK MO CONEPXHMOMY dhaifnos. BOT BaM MHTEpeCHas KOMAHIA, KOTOPYIO
HYHKHO SANOMHHTS MIIK 381IKCHT A

Iind . -lyps f -name "*" —print | xargs grep "Texcr, xoTopudt yuen"

R S@HHOM MPHMCDE B KEYOCTEG HaYAIbHOD KATAIOTA AT OKCKA YKA3AHA TOWKA, T. <.
noHCcK GyeT HauaT ¢ Texymell Narnky, HO BBl MOXKETE yKa3aTh APYTOe, MOTOMY 4TO 3TO
npocto npumep. MoToM ykasbiBaes THI HCKOMBIX (aiToB. B KauecTe THIA OrpaHHun-
BAGMCS TOTBKO (hafTIaMH, UTOBH! IPOTPAMMA HE TILITATACE MYUHTS kaTaTorH. B Kauectse
HMMEHH YKA3BIBACM TONBKO 3BE3AOUKY, MTO COOTBETCTEBYET BoeM daitam. Kmrod —prin.
3ACTABIAT OTOBPAKATY COTEPHMMOE hafina,

Jlance unet camoe MuTepechoe. Tloce BEPTHKANEHOI AN CTOWT ApyTas KOMaHAa.
370 HAUHT, STO Pe3YMBTAT PAGOTE KOMAHIS! Cieha GYET IEpeIaBaTECH KOMAKze Cripa-
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B 3aMPOC PA3THIIHBIE MapaMeTphl. ONROH H3 CAMBIX MOMIHBIX ABIAETCA NIDUCKOBAS CHC-
Tema Google (www.google.com). B Hell peaiiBonaHo MHOTO BOSMOKHOCTEH, O3B0~
NAOULEX CACAATH MouCK Gonec TounbiM. JKatb, YTO GOMBUIMHCTBO MONBIOBATENER HE Oc-
BOH:IH KX, & BOT FATOMIIMKN 12y 4HIH BCC QYHKLIAN H HCIONB3YIOT B CBOMX UC/AX.

OMH U3 CAMBIX NPOCTETX CTOCAGON BATOME — RAHTH ¢ TOMOIIEK) TTONCKOBOH CHCTEMEL
3AKPHITYIO Be6-CTpaHMIYy. HekoTopsie CaltThl HMEIOT 3aceKpeseHHbIe OBMACTH, K KOTO-
PBIM AOCTYN OCYWECTBAAETCA 1O Mapoo. Clofa ke OTIOCATCA NRATHLIE PECYPCLL, TAE
3aNMATA OCHOBAHA HA TPOBEPKE TTAPONS TPH BXOME, A He HA RalATe KaKAOH CTPAHMIL W
enons3oBanyy SSL. Tpn aTom uacTo cyuaercs, #to Google munekcnpyer sanpemerr-
HLIC CTPEHUIIbL, H HX MOHO TIPOCMOTPCTb CPCs MOMCK. [1A 3TOrO BCORO JIMIL: HANO
HETKO 31aTh, Kakas uiopManes xpanutes B Gaiiie, H KK MOXIIO TOYHEE COCTABHTE
¢rpoky momcka.

C nomoupio Geogle MOXHO HAfTH ZOCTATOYHO BAKHEIE JaHHEIE, KOTOPHIE CKPEITHI OT
TOJB20BATENS, HO MO OWOKe ANMHHUCTPATOPa CTAIM AOCTYHBIMA Ui HHAEKCHPYHO-
weii MaurHL Google — HANO TONLKO BO BpeMs IOHCKA TIPABIILHO 331aTh MapaMeTpsl.
HIAIPUMED, MOKHO BRECTH B CEPOKY HIOMEKE CHIENYHOLLMI 2A1POC!

Toncmon amer Fi%aryperdes

Him

Tozenolt cmeT filetype:ixis

H 861 HaiiacTs oo nokymeHTH & opuate Word 1 Fxccl, conepsantuc caosa “TofoRoit
oTuet". BOIMOKHO, MOKYMEHTOB GYNET CIMIIKOM MHOTO, TIOITOMY 3anpoc MpUmeTcs
YHECTOUNTE, HO KTO HIUIET, TOT BCErAa HaiaeT. CYWIECTBYIOT peaNbHBIE MPHMEpPB! H3
JKH3HH, KOT/Ia TAKHM NIPOCTBIM CNOCOBOM ObLnH HalifeHb! CEKPETHBIE JAHHEIE, B TOM HHC-
JIC ACHCTBYIOIIME HOMEPA KPEAHUTHEIX KapT B GHHAHCOBbIE OTHETHI GUPM.

Moe MHEHHE — OUeHS TYMO JEpKATS KAKME-TO OTUETH HA OTKPHITHIX CepBepax, Vi
ecin Google MokeT 106paThes 10 HUX, TO M APYTHe cMoryT. Ho motemy-to Takue daii-
JIbL POIOIDKAFOT AEPIKATL B OTKPLITYIO.

JlapaiiTe paceMOTPHM, Kak MOKHO 3aMPETHTL HIISKCAUHIO KATATOroB BeG-CTPaHHL, KO-
TOPBIE HC BOMKHBL CTAaTh NOCTYMHBMH AniA BecoGmero mpocmorpa. Ana storo ueoxo-
JHMO MOHIMATS, HTO HMEHHO HHIIEKCHPYIOT TIOHCKOBHIE CHCTeMBI. 112 3T0T BONPOC oTBe-
THTb [IETKO  DCe, YTO NOTIAJAETCA NMOA PYKY: TEKCT, OMMCANHA, Ha3BaHHA KaPTHIIOK,
HOKyMeHTE MonepyvBaensIX dopvatos (PDF, XLSX, DOCX u T. 1.

Hama 3amada-— OCPAHWYMTL HACTOHYHBOCTb WHICKCHPYROUGAX POGOTOB MOMCKOBHIX
MAlIMH, 41001 GHA HE TPOTAIH 10, Y10 3ANpemeno. Jlna 3TO10 POGoT AOMKEH [0uy JHTE
onpegesierHbIH curnan. Kak aT1o cenats? BeUIO HalIeHO JIOCTATOHO MPOCTOE, HO JNe-
TAHIHOE PEMIEHHE — B KOPEHb caiiTa MoMeag e Gaill ¢ UMeHeM robots. tXt, KOTOpPHIH
CONCPIKUT IIPARKIIA 18 HOMCKORKIX MALIUH,

FlonycTrm, 4To y Bac ecTh caiiT www.your_name.com. PoGot, npexe HeM HadaTs
cRroK paboTy, npoGyer 3arpysuTh dalin www.your_name.com/robots.tx¢t. Ecnu on Oy-
AT HajfileH, TO HHIEKCALMS MOfIET B COOTBETCTBHH C ONHCAHHEIMM B (ailiie IPaBWIaMu,
HHANC HPOIELC SETPOHCT RCE HOAPASL
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Yawe B 370M yuacTRYCT MHOXECTRO No/el. ()N OTBEvAET 30 CAMY CHCTEMY, IIpyroft
32HEMACTCH TIONIePHKOH BeG-CepBepa, TpeTHil HACTpauBaeT 6asy maumex MySQL. Jla-
BATH TPeM aAMHHHCTDATOPAM TIONHLIE NIPABA He HMEET CMBICITA, HEOGXOMMMO PaspelHTE
Ka¥10My BBITOJHATE TOMBKO T¢ KOMAHIEL, KOTOPBIE HEOOXOIHMbI JUIS PCANHIAUMK 110~
crapnennx 3anad. Taium 06pasoM, IYKHO HeTKO TPONUCEHBATS MIPABA K KOHKPETHOTO
NONB3OBETENS.

ropert ALl

bin/cat /etc/shadow

OfipaTiTe BHHMAHME, 1TO 5 YKA3HBAIO NONHBII TIYTh K IPOFPAMME cat (HATIOMHHALD, CFO
MOIKHO YSHATE ¢ NOMOTIBKY KOMAHIB! which), — 310 HEOBXOIMMO, HHAYE BMECTO PEIYITh-
TaTa, MOMYHENHOro N0 PasPeLleHIoN KOMAHAE, TONBIOBATENS roberl YBUIAT COOBLICHHE
06 OWMKE 1 KOHATYPALH.

JlomycTiM, BEI XOTHTE PaCIIMPHTEL NPaBa MONBIOBATENA M IO3ROIWTL €My HE TONBKO
NpOCMATPURATH (RILI HAPOIIEH, HO 1 MOHTHDORETH KOVMEAKT- ek (CD-ROM). i s10-
TO U3MEHSEM CTPOKY, N0BARIAN PA3PEUICHHE Ha BHITOMHEHUE KOMAHIL mount:

Tobert aLL-/bin/cat /etc/shadow, /bin/mourt

OBpaTiTe BHUMaHMe, 4TO B Cly4Yae ¢ JOCTYNIOM K dakmy /etc/shadow Ml mamir moGpo
TOMEKO Ha €T TIPOCMOTY, ABHO YKazaR YTHTUTY cal ¢ TApAMETPOM & BIjle TyTd Kk dafity

C MAPOTUTMY, T MOTHMHG, BE/lk HET CMEICIA HIMERATH 2T0, KOTA JTH 5TOTO CYIECTBYCT
KOMARIR passwd. MOXHO TA1ATS TIPOCTO PASEUICHHC HA BSITIOTHEHHE KOMAHE! cac:

nvert ALL=/bin/cat, /bizm/meunt

Ilo B 3ToM cTyHae MO:IR20BATENE robert CMOKET OT HMEHHM oot IPOCMATPHBATh TOOBIE
haiinbl B CHCTEMS, BIITIOUAA Te, KOTOPBIE HE NO/LKHBI GBITh &MY BUOHBL.

JIna koMaHIbL mourt MBI He YKalbIBaeM HHUYETo, KpoMe caMoil mporpaMmer. TakuM obpa-
20M, MOME30BATENb CAM MOAKET BAPBMPOBATE e TapaMeTphl. ECTH MAHO yKagaTh b Kave-
cree aprymenta CD-ROM, TO NONb30BaTelb CMOXET MOHTHPOBATE HMEHHO 3TO YCTPOM-
cTBO:

ropert RLL=/bir/cat /etc/shadow, /bin/mount /dew/cdrom

B paccMOTPCHHBIX IPHMCPAX BMCCTO MMEHH KOMITBIOTEPA A BCCTIA [IPHMCHAIT KITIOUCBOS
CTOBO ALL, UTO COOTBETCTBYET OGO MatmHKe. TyT JKENaTelbHO YKaTHIBaT KORKDETHEL
KOMIIBIOTCP, K KOTOPOMY OTHOCHTCA JaHHas 3amich. Yaure Bcero 370 IOKabHEIA CEpBep.

C NMOMOTIBIO YTHAKTEL sudc MOKHO BEITIOTHATh KOMAHIE! OT [THIA PALTHYHEIX TI0TE308A-
Teteil. JU14 5TOro MemonmbiyeTes Kirod -u. HanpuMep, cemylolmad koMaHZa MbITacTes
MPOCMOTPeTE Gali mapostelt OT HMEHH MoNE3oRaTens flenov:

sudo —u flemov cat /etc/shadow

Lcan noIe30BaTeNh He YKa3aH, TO IIPOrpaMMa sudo IO YMOJTHAHHIO 3aTIPALIMBAET NAPOIb
root. 310 ne ougne ¥a06110, T. K. IPAIETCH OTIABATE TAPOIL ANMUHUCTPATOPA NONL30BA-
TeNO ¢ YHETHOM 3aTHCKIO Tobert, B HTOM CITyTae TEPAETCH CMBICT B TIOCTPOGHIH TAKOH
CIONKHOM CHCTEMBI Ge30acHOCTH — Be/lh 3HAT TAPO.Th 001, MONE3OBATENb CMONKET 3ape-
THCTPMPOBATECA B CHCTCME KaK 8AMUHUCTPATOP H C€1aTh BCE, HTQ YTOIHD.
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CIpoKa COCTOT W3 JURyX 11APAMET]OR, PASACICHHLX ABOCTOUKCM. TTepRRM yKaznBacTCR
HM$ cepBica (WIH CHHCOK, Pa3ie]eHHbIH 3aMThIMH), HOCTYIT K KOTOPOMY HYKHO Orpa-
nirqute. Bropoii — 310 aapeca (ans daiina /etc/hosts.allow — paspeurcnunie, a s
fetc/hosts.deny — sanpemesHsie), paieNeHuLe 3anATHME. B KauecTae napaMerpo
MCKHO HCTIONB30BaTh KTIOHEBOE CIOBO ALL, KOTOPOE COOTBETCTBYET JIOGOMY aIpecy WiH
cepRucy,

PaccMoTpEM NpHMep KolburypaposanuA daiina. JTg HauANa 3akpoeM MGOH ZoCTYTL.
Jins amoro B duatine /etc/hosts.deny HysHO DOTTHCATE, 2aTpeT JUTH RCEX TIOMEA0RATENEH Ha
mobble ceprrcsL, JIng aroro nobasnsem CTPOKY ALL: ALL, B peayabrate Baw datin Synet
BEICIAACTE CACAYIOMUM 0Gpazam:

tosts.deny This file describes the names of the hosts which are
*not* allowsd to uss the local [HEI services, as decided
by the '/usr/skin/tepd’ server.

The partmap line s redundant, but it is left te remind you thak
the new secure portmap uses hosts.dery and hosts.allow. In particular
you should xrow that NFS uses portmap!

3
¥
¥
¥
¥
*
¥
ALL: ALL

Teneps B daitte hosts.allow CaHKIMOHKPYeM TONEKO CIETYIOUINI TOCTYTT:

O kownstotepy ¢ agpecom 192.168.1.1 paspellieHo NOKTONEHME KO BCEM CEPEHCAM;

O ¢ ftpd-cepsncoM MOryT paGOTATE TONILKO KOMILIOTEpHL ¢ azpecamn 192.168.1.2
192.168.1.3.

# mosts.allow This [ile describos the names of Lhe hosts

¥ which are allowed to use the loca: INET services,
¥ as decided by the '/ust/shin/tcpd’ server.

+

AL 162,168,1.1
f£rpd: 192.168.1.2, 192.168.1.3

Ecii BaM HYKHO UENOH CETH MO3BONUTH HOCTYN K KAKOMY-THGO CEPBHCY, TO MOKHO
YKa3aTh HETIOMHBLA apec:
fopd: 192.168.1.

ITa CTpOKa pa3pelIaeT IOCTYT K fipd-cepBrcy BCeM KoMmbioTepam ceit 192.168.1.x (1io-
CIeHES UMCIO aIpecn He YKAlaHo, JHAUHT, OHO MOKET O6(Th MOGLIM).

Kak puaure, ncnonssopate dadins /etc/hosts.allow u /etc/hosts.deny mamuoro mpotue,
MOTOMY 4TO He TPEGYeTCH 1IPOINCHSATS NPARANA JUIN RXO/IALLNX H ACXO)IMILAX 1(EKETON,
110 BOIMOXHOCTH 3TUX (AiLIOR CILIKOM OrpAHIEHB, H MOBOi CeTeBOH SKaH NI03BO-
ST OCYIUECTRIATL Ky7a GOTee TOHKHE HACTPORKH,

31 pekoMeHnylo uemonk3opath daitne /etc/hosts.allow u /ete/hosts.deny anma pewmers
BpeMeHHBIX Ipobriem GesomackocTu. ECTH B kakom-imGo cepuiice Hafjiena yH3BHMOCTS,
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cat

KOMaHI@ cat TOIBONACT BLIBECTH HA SKPaH CONEMIKHMOS YKA3aHHOIO B KAUECTBE APry-
McHTa ¢aitna. Hanpuyiep, Bst XOTHTC IpocMOTPeTh TekeTOBBIA ¢aiin need.txt. i storo
HYHO REIIONHUTE KOMARJTY:

cat meed, txt

S0 cpafionacr, ecuu Guilil HAXOIWTCS B TEKYIIEM KaTaiOrE, A €0t Her? T ox cuyaae
MOPHO YKa3aTh TIONHbIH Ty Ts:

cat /home/rcot/need. txt

tac

Dra koManma, o6paTHAS KOMAHAE cat (Jarke HA3BAHKE KOMAHZLI — 9TO CJIOBO cat HaoGo-
POT), ¥ 0HA BHIBOIHT Ha 3KpaH hai B 0GpATHOM ITOPAIKE, HAYHAHAA ¢ NOCTEIHeH CTPOKK
O nepBoii.

ed

T4 KOMANa NO3BOMAET CMENHTS TeKYIIHiA KaTator. [UI 9Toro HeoGX0aHMO B KavecTse
UADAMETPA FAATE HYKHYIO 1ATIKY:

cd /home/£1enow

Fic:tn i maxoaurech 1 katanore home i xoTute nepelid B mamky flenoy, koropas pac-
nonaraeTca BRYTPH TEKyIIeH, TO AOCTATOUHO RAOPATE TOMBKO MM MarkH flenov:

od toenov
ECIA HYKHO NEPEMOCTMTECA Ha YPOBGHb EBIIC — RANPAMEP, M3 NOAKATANIONZ
/home/flenov B KaTartor /home, To BHTOTAAEM KOMANIY:

= .

Kalc MEI 3HBCM, TIATTGL ¢ MMEHEM H3 TyX TOHeK YRAIIBIET HA POTHTENLOIEHH KATATOT.

Ecin nepeiiTi B Hee, TO Mb TIONAACM Ha YPOBEHD BSILIC B CTPYKTYPe (ait1oB0i crcTe-
ML

CHMBON ~ YKa3bIBAET HA JOMAITHHE KaTasor. EcH Hy#H0 GBICTPO MePpEeMECTHTECA B He-
rO, TO BIONHASM KOMAHIY:

cd ~
ITOT e CHMBOIT MOXHO HCTION30BATE | B TEX CIYHaA, KOAA Hy’HO IPOCTO OOpaTHTb-

o K GallTy B CBOCM MOMaWHeM Katanore. Hampinep, myTs ~/readme.txt roBopHT, w10
B JOMATIREH TATKE TEKYIEro TI0/M30BATEI ¢oTb fraiin readme.txt.

P
370 KoMaKIa KomMpoBaHms daitna. C ee MOMOMISIO MOXHO BHIIONHATS HECKONBKO Pad-
JUMHBIX ACHCTBMI:
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0 -d — nokaseIBaeT, YTo TYHHENE NOJDKeH paGoTaTh Kak OoMed. [locde 3tore kntoya
crasuTes IP-agpec (HeoBA3aTeNBHbI TapaMeTp) M NOPT, HA KOTOPOM HYXKHO OAHAATH
nouKmoucHis. ECM a/pue He yKasaH, Kak B HALICM IPHMEpE, TO (PACHYLIHBATAC
6yayT Ece MHTEpdciich JOKATHHOTO KOMMbIOTEpa, B KavecTse mopTa 6bin BHGPaH
womep 9002. Bos NPUIIGIIHE HA HErO JAHHBIE CUMTAIOTCS 3AIHpPOBARKAIMH, M OHK
GYIYT AEeKOAMPOBATECS TS TIePEiayun Ha APYrol MOPT NOKAALHOM KOMILIOTEPS;

0O -r— nocre 3TOro KHOYA YKA3bIBASTCH MMA KOMMOBIOTepa (HeoOA3aTenbHb mapa-
MeTp) M TIOPT, Ky[la HYKHO Tiepenasars paciundposannsie faumne. Fam xocr se
YKAI2H, 10 1AHHBIE Gy/yT IPECHUIATRCA HA NPT JIOKATRHOFO KOMIIIOTEPA, B J2HHOM
cTy4ae Ha TOpT 23, rae Jomke pabotat SMTP-cepeep. Cenn mauHble npeaxaska-
YCHBL IPYIOMY KOMIBIOTEPY, TO B KAYECTBC NMAPAMCTPa YKAKHMTC 192.169.77.1:25
rIe 192.163.77.1 — 5Ta IP-afipec KoMNsIoTepa. OHaK IOMHHTE, UTO NPH 5TOM He-
3ammudpoBaHHBIe TaHHEIE YIYT NEPECRITATECA TIO CETH, YEro Mbl KAK pas MBITANHChH
H3GEHATE.

Tertepi, paccMOTPHM 3amyck i1uenTa. TYT Bee HAMHOTO IPOLLe:

stumnel —c ~d 100 -r 197,188.77.1:3002

3ech y Hac MOABWICA ORHMH HOBEIH KIOY:

T -c— 03MAUACT, YTO TYHHENL COINAETCA ATA KIHEHTA. 110 YMOMUAHHIO MPOTpaMMa
stunnel 3aIyCKAeTCA B CEPBEPHOM PEXkHMe.

IlomuMoe 5TOTO, B HallleM TpUMepe MPHCYTCTBYIOT y)Ke HIBECTHEIe TTapaMeTphl: —d ¢ YKa-

3aHUEM NOPTA, HA KOTOPOM HEOOXODMMO XKAATE MOAKMOUeHns (zmaucaue 1000), i —r,

B KOTOPOM YKa3bIBAETCA BPEC U [10PT TH MEPeatyl 3aunpoOBAHHLIX JAHHBIX.

Terneph AOCTATOYHO HACTPOKTH CBOIO KITHEHTCKYHS TIPOrPaMMy Tak, UTOGHL [OpH OTTIpaBke

TIOYTHI OHA HANPaBIIANACE Ha MOPT (B MaHHOM c7ydae 1000) koMmmetoTepa, rie sanmymen

stunnel-KnHenT, KOTopHIil GyleT MupPOBATH JAIHGE H MEPECHUTATH HX Ha mopT 9002

cepepa ¢ anpecom 192.168.77.1. Tam 4ak0MPORAHHNE JAHHME GYAET IPUHAMETS

stunnel-ceppep, pacunabpoBLBaTE 1 NepeaBaTk HX Ha 25-i MOpT cepBepa.

Ecnu Ha Baleil cicTeMe BKITFOUEH CETEBOH 3KPAH H 3aMpelleHt! MOAKIOUEHHS N0 yKa-
3AHIIBIN NOPTAM, TO COSAMIUEHHS Gy IyT OTKTIONEHI CETEBHIM SKP2HOM.

5.2.2. [lononHutensHuze sosmoxHocTu OpenSSL

TIpW SaTIyCKe HPOUPAMMBE STEnne’ Ha CEPREDE Mbi SAIEIH HCHOIINIONAHNE CEpIndKEa
aBTOPHIGLMA, HO HE CKA3TH, Kak TPOBEPATE Cr0 MOMTMHHOCTE. [I15 YKA3GHAN YPOBHA
CIYRHT KIIOR v, TIOCIE KOTOPOTO RIET 4HENO:

0 ¢ — HCT HHKAKOH NPOBCPKH;

) L — ecM COPTH(MKAT NPHCYTCTRYCT, To OH NPOBEPSCTEA Ha NOANMHKOCTS. Eenu o-
JyUeH OTPMLATENBHEIH Pe3yNIBTAT, TO CoeJuHeHHe paspeiBaercs. Hamuue ceptudu-
KATA He ABNAeTCS 0013aTeNbHEIM, COSTHHERWE MOXKET GBITE YCTAHORNEHO H §e3 Hero;

0 2 — cepTHHKAT ABIAETCA OBS3ATENLHEIM. ECIM CepTHOHKATA HET, MW OH HE SBITA-
€TCH NOJIHEHEIM, COCAMHEHHE HC MOMKET GBITh YCTAHOBICHO;
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0 4aeto oGHOBMAEMbIC 1anHbie, TIpn BLIGOPE HOCHTCIA MIABHBIM KPHTEPHEM IOJDKHS
GbrTh CXOPOCTH PaGATEL MIOTOMY HTO HAIIIE BCEr0 ST! AAMHbIE MSIOT GObIIOH Pasvep.
PeaeprHoe KOMAPOBAHHE J0DKHO NPOHIBONHTLC MAKCHMATLHO KOPOTKOE BPEMS, {TO-
66l Ha ceppep He GhITO ACATOBPEMEHHEIX HATPY30K.

Kak BauTe, NOJHTHKA PE3SPBUPCBAHMA 3ABHCHT OT MiIOrMX (axTopos. A noctapaics
NOKA3aTh BAM OCHOBHBIE TPWHLIAME], [0 KOTOPEIM BEI IOJDKHBI CTPOHMTh CBOK) CXCMY.
TipeqoskeHHEIA B 3TOM pazjiene NMOIXON, PasyMeeTca, He TONMTCA MIA BCEX CHCTeM, HO
€r0 MOXIIO HCTIONBIOBATH Kak GaioBLIif.

13.5. Pesepaviporanue B Linux

Msl GyieM paccMaTpuBaTs TONBKO T€ BOIMOKHOCTH, KOTOPbIE YK€ pPeanisoBaHb
8 Linux. 5 He Syay peknavspoBaTs cTOpOHHUE paspaGoTkn. S BooSule He mobmo Koro-
TO BEITENIATE, TIOTOMY HTO MOTY HEJ0OUEHHTS APYTHE MPOXYKTHI, C KOTOPBIMH A 11e pado-
Tan WITH He 3H2KOM B IOCTA109HOA crenenn.

A 4To BeTPoCHO B Linux? DT0 NpacTsie KOMAH{TH! KONMPOBAHUA i APXUBUPOBAHUS, KO-
TOPEIE MOKHO aBTOMATHIWPOBATS, NPOTIACAB B MTAHKPOBUIKE 3314, ECIH pesepBrpo-
Banue TPeOYET BLINORUENM 1ECKOIBKIX MPEKTHB, TO U3 HHX MOXIIO CO3ATL it
cuerapua 1:19 OC, KOTOpEIi GyIeT BRUTOTHATE Bee HeohXonMMoe.

13.5.1. KonuposaHue

Cambiif UPOCTOH BAPHAHT CO3aHMA PCICPBHON KOMMM — MCTIONB3CBAHHE KOMAHUN Cp
(xommpoBanke haiitor). TONBKO MPH KOMHPOBAHUH HEOGXOMMO 0DA3ATENBHO COXPAHATE
npasa ZoCcTyma K (ait1y. BOT Kak MOXET BAICIAICTh KOMZHAA, COXPAHAFOMIAA KaTasor
/horme Ha IPAVOHTMDOBAHHOM K CHCTeMe Mrcke /mnt/resdis]

cp -a /home /mnt/resdisk
B JlaHHOM cyyae S MCTIONBIORAN KTOW —a, KOTOPRIF PARHOCHNEH YKQIZHHIO Cpany Tpex
WiOUeH (~dpR} ¢

0O -3 — He CTeAORATh [0 CUMBONTEHBIM CCBIIKAM. MBI KOIIHPYeM KATAIOT B TAKOM BUIE,
KaK OH €CTh;

O - — coxpawsTs npasa AccTyna K daiy;

O -k — KONMPOBATS KATATIOTH PEKyYPCHBHO, ITOGHI HA APXMBHEII AMCK TIONAH e (paii-
ITel H NOAKATAJIOTH.

IlonyyaeTes, YTO KOMAHNA, NOKA3AHHAA PaHEE, HAEHTHHIA CIEAYIOMWeH:
¢ -dpR /home /on-/rasdisk

€ NOMOWEH 3TOM AUPCKTHER Ml COYIAeM TIOAKYI0 KOMUI0 KATAICTA. A KAK MOKHO cO-
XPanHTe HaMeHeHHA? JLIT STOr0 KEOSXOAMMO TIPOMIBECTH KONMPOBARHE Ha TOT 3¢ JHCK,
TONBKO C yKA3AHMEM KIIOYA —u:

cp -au fhome /nal/resdisk
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[ToMuMo OXpalbl y BXOAa, AeHbIM B GaHKe BCerzia XpausTes B celide. GuEaHCOBLIE CGo-
pexeHnd JiA GaHKa — 3T0 KAk CeKpeTHad MH(GOPMalMA /A CepBepa, M OHH NODKILL
BT MAKGHMAILKO 3a1IIHIEHb, FIMCHHO N0T10MY YCTanamimkaio Celdibl o CIoRABIME
MEX2HUZMAMU 3ALHTHI, H €K BOD HE 3HALY, KAK UX OGOHTH, OH MOTPATHT HA BCKpEITHE
3aMKa JIPArOLUCHHOE BPEMA, H YCTIeeT NIPUEXATh (O/HLEAS.

B cryuae ¢ cepsepon B poMu Cofiha MOKET BEICTYIIATS WH(BPOBAHTE, KOTOPOE TIOBBIIIALT
TapanTHIO COXPaIIoCTH AantbX. Jake eciu Xakep NponuKHeT Ha cepeep, MAHYA ceTerod
3KPaH, My NOHENV0UTCS CAMLIKOM MHOTO BPCMCHHM, 4rolel paciungposats danusie. Ber
yCTleeTe 3aMeTUTH M BEINHCTHTL WMOYMBIIIGHHHKA. Hy a ecin Be1oMIMK CKauan
JAMMGPOBAHNEIE JaHHbE H TBITASTCA MX pPaciundporRaTh HA CBOEM KOMIbIOTEpE, TO
¢ GONLLWOH BEPOATHOCTLIO MOKHO YTBCPHCIATL, 4TO HIIOPMALIHA PaKbIIE YCTAPEET, UeM
XaKcp CMOXET ee TIpOMNTATS, [7aBHOE, UTOGH ATFOPHTM MHbPOBAHHA H KMOY GhLTA
MAKCHMZTILHO CTOXHBIML

4.10.5. Kongurypuposarue Firewall

Ceteras cucTeva axpa Linux nassipaeTcs netfilter W IpefioCTABNAET HaM (UILTPALMK
TaKeTOB ¢ COXpaBeHUEM COCTOTHUA i Ges Hero, a Taike NAT u IP Masquerading. [ns
YPABIIEHRAA CETEBBIM MAPOM HCTIOL3YEICH YTHIIWTA KOMAHAHOIA CTPOKM ‘ptanles, a WIS
ynpasnesns P G-if BepcHB — YTIINTA ipétables. DTa YTHITHTA CXOHA O CHHTAKCHCY
hains (MCTIONBZOBANACE B KAYECTBE KOHGUIYPHPOBAHWMS CCTCEOIO BKpaHa 10
iptables), HO PENOCTABNAST HaM GONbINe BOIMOKHOCTEH,

Cama KOManIa HMeeT B POCTEHIUeN BApHAKTe TaKOM BHI:

iptakies s [row-v]

Kowmanaa, kax npaeuno, BlniouaeT & cels ykasaHHe LETOUKH, T, €. HaBopa npaBun, npu-
MEIeMbIX B ONPENENelbIX CAy4asX. B cHCTeMy BCTPOElb! IECKONLKO LeMO4eK, KOTo-
PIe IOCTORHHEL W He MOTYT GLITb ylaeHbi. BOT OCHOBHBIE 13 HHX:

O TNPUT — BXO,1HbI€ AHHBIE;
o

01 FORUARD — MPEHATPABICHH.

FUT — BEIXOIHEIE JaHHEIE;

JIABaHTC IOCMOTPHM Ha MPHVEp, KOTOPEI PaspemiacT TioGofi TPadHK HA JOKAIMHOM
uurepdeiice loopback. ITOT MHTepdEHC eCTh Ha KAKIOM KOMIIHIOTES U YKA36IBaeT HA
Bawy MaummHy. On Gesonacen, uGo mo cetH ITOT uHTepdelic HUKTO HE BHAHT, MOITOMY
HA HeM MOXKHO pa3pelnnTs see. MTax, koMaHAa BRICISUT CIeyI0mmM 06paiom:

iptables -7 INPUT 1 -i lo -p all -j ACCEPT

Hiuero He nossmso? CTpamio mx syTs? Ecn Bbl BLICPBAIC BUMTC KOMBHAM YIPARIIG-
HUE CETERRIM SKPAHOM LiNlUX, TO TONEKO TAKHE YYBCTBA MOTYT BHI3HIBATE HA MEPBLIX K10~
Pax mapameTphbl YTHIHTHL :p=ables. Ho HU4€ro, Xopoluii MaHyan 1 11emMU0TO IPAKTHKH,
W se He Gynere GORTaCH TuX npa. S HANGKICH, YTO JAHHEA KHWIA CIARET 1IN BaC
XOPOLIMM MAHYa/IOM, & IPAKTHKA TIPHET CO BPEMEHEM.
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TIOCMOTPWM Ha MAPAMETPbI, KOTOPSE HAM JOCTYTIHGI:

1 veesly — yKARMBAET Bt 10, 410 (ATIBI AYDHAION S(0:1KHAL MGHHTRGR EAEHEICIRHO,
ECin cepBep UCTIONB3YeTCA PEIko, MOKHO HIMEHUT: 3T0 SHAVEHHE Ha monthly, WTO-
651 OGHOWIEHRE NPOHEXO/II0 EXEVMECHHH;

M rotale — 2afaeT xousecTBo Balinor, Kotopeie GyIyT HCTIONLICBATHCS JLIA XpaHe-
HUA WCTOPWH. B 1anAOM cilywae CTOMT 4MCNo 4, T. €. HMeHa KYpPHANOB GYAYT HMeTh
BHT: /ole/Lley/mw X, TAC X HIMCHACTCS OT | 20 4;

O creats - TpeGyeT cO3JAIMNS 110BOrO IYCTOTO AOKYMEHTA N0CAE CMebl haiina ucyp-
wa;

O compress ~— N03BONRET CaHMATh (aliThl xypHator. Ha ceprepax, 00paGaThBaomy
3ATPOCEL OTPOMHOTO KOMHYECTBA MOME3OBATENEM, AYPHATL MOTYT 3aHUMATL OHeH:
MHOTO MecTa, H YTOGH! CIKOHOMHTE JNCKOBOE MPOCTPAHCTEO, HX MOJKHO CHRHMATE.
Tax KaK AYPHAM CONCIIKAT TOKCT, OKATAR BEPCHS MOXET UMETh 05beM Ha 70 u 6o-
J1e€ MPOUCHTOR MEHLINE,

B nauaic aibia wiy! OIHCAHMA SHANCHUIT 1O YMOIHRHHK. 3ATCY MOXHO YKEIaTh Cric-
URGHUEBIE 3HAUSHUA NS OTIPEJIENeHHEIX XYPHATOR, B TaHHOM KORGWTYpalHoHHOM
daiinie BEueneH ypHan fvar/log/wtmp:

fvar/log/wtmp
monthly
create G664 roct uzmp
rotate

}

B narnoM daline HeT ONpaWHuEHHs HA pAaIMEp KYPHAMNa, HO €10 MOXKHO 3afaTh ¢ 10-
MOWLIO MapameTpa size. Hampumep, B cliedyrolleM NMpHMEpe 3a1A€TCA MaKCHMATBIb
pasmep xyprama s 100 KGaitv:

var/log/wtrp {
Tontkly
size = 100k
ate 0651 root ui
rotate 1 :

o

}

Teneps hafin sypHaTa GyeT MEHSTECA B IIBYX C/ydasx (MO CODBITHIO, KOTOPOR HACTY-
T paHBue):

0 ememecnino,

© K. YK13H napaMep monthly;

O korma daiit mocTHrHeT pasmepa 100 KGat.

3a CHCT CMCHbI JKYPHHWIOB Mbl ITOJIyHaCM Kak yuoGcTed, Tak M wonoctatku. Haupumep,
TIOCTe TPOBEEHHS ATAKH XAKEP MOXKET YRUUTOKHUTh CBOM CIEMbI, AAKE SCTH HE UMeeT
HENOGPENICTREHHOTO AOCTYNA K haiinas xypHana. JOCTATOMHO TOMBKO 3aCHINATE KYPHAT
MyCOPHBIMI COOBILIHHAMH 1 TPEBLICHTE MAKCHMATHHEI PazMep, TT06H CHCTEMa deThi-
PC pasa IpOH3BENa POTAUMIO.
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TUTh NOANHHHOCTE JaHHBIX. MBI HE MOXEM FapaHTHPORATE CTIOKORHYIO JKHIHD, MOKa He
MOZKEM HeTKO IHATE WCTOUHHK H KOHKDETHOTO venoBexa. C IPyroi CTOPOHST, HaMeHeHke
CHIYZIMM MOKET LIRS Ha HALLY CBOGOAY.

B 0c0f0 BaKHBIX ¢TAX MOIKHBl TPECEKATHCA JMOGEE PasBeibIBATENbHBIE AeHCTBIA —
HANIPUMCP, HCTIONbIOBAHUC CKAHEPOB MOPTOB, TPACCHPOBKA CETH H Ap., WIOGH 210-
YMBIILTCHHHK 3HAT O CETH KAK MOXHO MEHbLIE.

Yro Taxoe Tpaccuporka? B ceTH Ka(Ieli NMAKET OPOXOIWT TO ONPERENEHHOMY MYTH.
[lpn HeOGXOAMMOCTH TEpeHaNpABNeHMs TAKOM MAKET OGHIATETBHO TIPOXOMT uepes
MapUIPy TH3ATOPEI, KOTOPHIE JOCTABLAIOT Cro B HymHbie ceTH. Ho ecm B yerpoicrso,
0BecneuHBaOIIEe MEKCETEBYIO COBMECTUMOCTE, 3akpatack oKOKa, TO MAKET MOXKET
HaBewHo 3aGIynuTECA. YTOBHL ITOTC He MPOHIOLTO, B saronomke [P-makera ecTh none
TTL (Time To Live, Bpema xussy). OTnpasutent nakeTa yCTAHABTHBAET B 5TO TIONe
ONPEIENEHHOE UHE/IO, & KKALH MAPIIPYTH3ATOP YMEHBAST CHETIHK PeTPaBCIIiLIaii.
Ecnu anavennie TTL CTAHOBHTCA PABHEIM HYJIIO, TO IAKET CUHTAGTCH TOTEPABIUAMCA 1
YHEMTONAETCS, @ OTHPABHTENO TIOCHUIAETCA COOGIIERTE O HEZIOGTIPKEMOCTH KOGTa,

3Ty 0cO0ERHOCTE CTATH WCMIONK20RATH I19 AHATHOCTHKH ORTH, YTOGH Y3HATE MapiIpyT,
no KoTOpoMy TpoxomuT nakeT, Kak 3To paGotaet? B GoIbIIMHCTBE eydach KaxKmblid
3a1pOC MACT A0 BAPCCATA OHMM M TCM e ImyTteM. Ha oTnpaBnensbii co aHaveHneM
TTL, paBHEIM 1, MakeT MepBbIit ske MapIIPYTHIATOP OTBETHT OWMGKOH, H [0 HOIyHeH-
HOMY OTKITHKY MOAHO y3HaTS eTo apec. ClieAyroman Jiookua 1aeT ¢ TTL, panHeit 2.
B OTBET Ha 9T0 OWKGKY BEPHET BTOPO# MAPIIPYTH3aTOp. TaKHM OGPAIGM MOKHO Y3HATH,
Hepes KaKAE y3/lbl IPOXO/AT 3aMPOCH K 4/IPecaTy.

CeTeBoil 3KpaH NOMKEH YHMUTOXaTh moGsie naxeTsl ¢ TTL, papHeM 1. 270 samuizaet
CeTs, Ho ABHO ykasuiBaeT Ha Hamwme Firewall. Taker ¢ peanbruv auavermem TTL gofi-
JeT [0 aJpecara, a ec.IM KOMAHIa tracercute BEIIATA OIIHOKY, TO 3TO 3HAYMT, YTO Ha
MyTH clenoRanm naketa ecth Firewall, KOTOPBIH 2arpeliaeT TpACCHPORKY.

Jina eemosHenua Tpacenporkk B OC Linux HyKHO BHIMOMHMTE KOMAHIY traceroute
¢ KCTIoWOM -1, yka3aB vs Xocta, Hanpumep:

rraceroute -I redhat.cem

B OC Windows ecTb aHanormHas KOMaHIa tracert, M B Heli JOCTATOHO 3a74Th MM
y3aa win [P-agpec, KOTOPBI HyXHO TpaccHpoBath, 5¢3 HCTIOIb30BAHKS JONONHATC b
HEIX KJTIOWEH.

TITak, Ha SKpaHe HAUHYT TIONB/IFTECA A1PECa NPOMEKYTOUHBIX MApIIPYTH3ATOPOB, Heped
KOTGPEI® MPOXOAUT naket. Hanpimep, peaynsTaT MoXeT GBITh CTeIyromiM:

traceroute to redhat,cem (xxx,wxx.xxg.xxxi? 30 hops max, 38 byte packets
1 213 ms 201 ms 219 ms RONL1-£200.101.trarstelecom.net [217.150.37.34]
z 312 ms 29Y ms 259 ms  sl-gwlC-sto-5-Z.sprintlink.net [80.77.97.93]

17 633 ms 839 ms 479 rs  216.14C.3.28
1w+ . = Request -imed out.
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1 HaNOGACTIOK RYARO TPOBEPHTE CIMICOK PAGOTAIOWIFX MPOLIEGCOB & TIOMOKISHO KOMARZBI
—azx, UTOOB! KaliTH HCSKAKOMBIC NPOLECchL. T1pR NPOCMOTPE GybTe BHHMATCIBHBL,
Berommme npivep ¢ nporpavmoii login, xoraa ncpsas Gyksa | samesanack wagpoi 1.
BHICTpBIM BITIAIOM CKOMb3HYB 110 NpoLsccy |0gin, MOXHO HHHETO HE JAMCTHTS.

Ecu offbenuHuTh paGoTy BCEX ITUX YTHIMT B OIHO LCJ0E, TO MOXHO ByacT noay-
TS HOBHT TakeT rootkit, o KoTopow eme HeusecTHo dupme chkrootkit.

Tlocie toro kak shi OMpeennan Hamiuue daiinos rootkit, BB TOIDKHE! OCTAHORHTE HX
paGoTy W yHanuTh U3 cHcTeMbl. CaMbiH MPOCTOR BAPHANT, €C TIPOTpaMMa XaKepa He
MOAMGHUKPOBANA HUKAKHX CHCTEMHLIX haiiios. Ecmi sxe 3T0 MPOH30MIO, TO HYNKHO
MepeyCTANOBHTL Bee MPOTPAMMEL, KOTOPHIE M3MEHMN 3TOYMEBIIIRHHIK, Jlerve Bcero
aTo caenate B aucTpubyTmBax na ocuose Red Hat, rae momaepimpaercs pabota
< RPM-naxcramu. Torga A0CTAI04HO BbILIO.IHHTE KOMAHAY:

rpm -0 -force naxer.rpm

B aannoM cayuae M 3aNpalllHBacM ROCCTAHOBTEHHE MAKETA raxeT, rom.

14.3. backdoor

Eitie oz TepmnH 13 \npa Exnoma — backdoor. Tax wassaioncs 10talinme inepa
B CHCTEMY, YCTAHABIHBACMBIC CODTECTCTEYIONIUMI DPOTpaMMamy. Takue HpOIpaMMb
ualle Bcero NeACTBYIOT CleAyIomny 05pazom:

|, OTKPHIBACTCA KAKOH-THE [IOPT, M IPOrPAMMA CHHAACT IONKIIOHCHAS XAKCPA.

2. Korna coemHeHie COCTOATOCE, POrpaMMa OTKPEIBAET OISl XaKepa KoMaHIHywo ofo-
IOHIKY Fa ATOM TIOpTY, 4TOBH! MOKHO BHITO BHITIONHATE HPEKTHRM.

10 Ham HUYETO He HanowHaet? [la, TPORHCKHE TIPOTPAMME! paBOTAROT TIONOGHEIM 06-
DA3OM, HO TORHOE MOAGNACEIBART KAK BAPYCH A OKIIART, 910 AAMAHWCTPATOP CaM WX
3AMYCTHT, & TporpamMy backdoor BITOMIIWK 3aKAUWBAET HA CEpBE] M VCTAaHARTWBAET
cam.

FOTh €X016TRO M © nporpamviamu tootkit. B HACTOAIIEE BEMs CTUPABTCA IPAND MEXKITY
PasHBIMM XAKEPCKAMU YTHIHTaMH. OHa OPOTPpaMMa MOKET BBITOTRATE Cpazy HECKOMb-
xo dyuxumit. ‘Tak, rootkit n backdoor yike NaBHO COECTMHAIOT B ONHO UENOE, XOTA emme
QCTAtOTC: M KIACCHIECKME YTHINTEL

JIOCTYIHOCTE HCXOHBIX KOROB Linux ri03BONsET KOMY YrOAHO H3MEHATe M /mobbie
‘TpyTHe MPOTpaMMEL. HanpuMep, MOKET GEITH TpaHC(OpMADOBaK AeMor telnetd, n, Mo~
VIHMO OCHOBHBIX CBOMX hYHKUHH, TIPOTpavMa GyeT HrpaTh poilh MOTAHHOTO BXOA.
ViieTech, 4TO MeMOTHAEMble (aiilbl BCeX paGOTAIONIAX NPOLIECCOB He HIMEHEH.

K ToMy ke, HOKOTOPBIE IEMOHBI MOFYT PaBoTaTh ¢ MONIPYIKACMBIME MOY-IAMH. 310-
YMBIUIIGHHUK MOKET HATIHCATS M IOKTIONUTS CBOH MOMIYITh BMECTO HIH B JOTIONHEHHE
X CTAWIIAPTHAIM, M €10 OUPEIEINIL YK CIIOKHEE, T. K. OCHOBHOM TpoLIece He MoTHdH-
umponaH.

Eciu nan cepnep paBoTAeT TIOCTORHHO, TO XAKEp MOAET CME/0 3AyCKaTs CRO Nporcee
backdoor 1 yxomutL BocsoicH. ECIH cepaep XOTh MHOTMIA BBIKTIOUAETCS, TO IMOYMBII-
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CIIIA, 1 s Espotie nM mestars Heero. Ho 38/(@ua Xakepa cienams csol KOMITBIOTEp 10~
CPE/HUKOM B ITEDE/IAME IAKETOR JJAHHRIY, JEM-TO HANOOGHE NPOKCH-CEPREPL.

Cayoe CrOKHOE — OPIAHIEOBATE, YTOGE KIMEHT NOAKMIOUHACS He K PeansHoMy oS-
cepBepy, & K BaueMy KoMmnuioTepy. Yaue soero mut B Gpaysepax nabupaeM CHMBONLHLIE
WMMEHa aIPEcoB, HO CcogIWHeHHe NpoucXoauT no IP-anpecy. Jlns Takoro conmocTarneHns
nenoupyiores DNS-copaepht. XAKEP MOKET 0GMAHYTS KNHEHTE € 1HOMONGIO JOKHOIO
DNS-0TeCTa uIH nozICTaRKOro DNS-CEpBepa i TeM CAMLIM MSPCHANPABHTS TPadUK Ha
ceba.

3aTeM KOMMBIOTED 3TOYMEIUTEHNHKA GyAET NepeaipecoBLBATE NAKETL PEANLHOMY BeG-
CepREpY U BOBPALIATE OTBETH KTHEHTY (phe. 7.2). Takim 06patom, seck TpadkIk cTareT
IPOXO,WTh 423 KOMITRIOTED XaKEDH.

Pug. 7.2. Mepexear Tpadhia

Ho 570 MeTOT GBUT XOPOIT HECKONBKO 18T Haa, koua ke Ghuro HTTPS-ipoTokona u
$€30MacHOrO COCIHHEHN ¢ NoMOWEo SSL-mdporatns. Toraa Lo npoie o6MaByTs
cepBepsi DNS.

/lapaifTe BCnOMItAM, YTO AN NOAKTIOHENUA O SSL mporpamMMa-KIHENT | cepoep obue-
HUBAIOTCH ITHOUAMH, ¢ TIOMOIIBI0 KOTOPBIX TipoexonuT widposarne. na HTTPS no-
MUMO OTKPEITOTO M 3aKPHITOrO KIOUeH HEOGXOMUME! IIONTBSPKICHAbIE CCOTH(UKATR,
KOTOpBIE BHIIAIOTCA CTIELMANHIUPORAHHLIME KOMNIAHUAMH M TIOITBEPAKAAIOT (OIHH-
HOCTB KoY. [IPOrpaMMa-iuTHeHT TIposepAet CepIHPHRAL, W ¢S OH J0CTOREPEH (Lud-
POBas MOANKCH MPUHAANERHT ABTOPUZCBAHHOH (PHpMeE), TO NOAKIIOMEHHE PA3PELLaETCA.
CepTUdUKaTE MOJKHO CrEHEPUPOBATE CAMOCTOATENBHO, 4 BOT MONNHCH MOLIENATh Npak-
THHYECKH HEBO3MOAHO.

Eenit koMmbioTep xakepa GyAeT MPOCTO NepeaabaTh NAHHEIE MERTY KNMSHTOM 7 cepBe-
POM, TO TpADMK OCTEHCTCH FaISIMQIPORAHHAIN, 1 CTO MPOCMOTPETH He yacTea. Equket-
BEeHHBIM BaPHAHTOM MOKeT BBITh CIIENYIOLIai CXeMa:

1. Hla KoMiIRKITEPS XaKepa FeHEpHPYETCA Napa KAouek u cepTHHKaT.
2. KIuenT nosmonaeTes K KOMITHIOTEPY XaKepa 1 06MEHHBAETCA ¢ HUM KITIOUaMH.

. Tiph 1tepenaue mbopMaIMH MUAPOREHKG NPOHCKO/INT G KIKHOM, KOTODHI CICHG-
PHPOB@I XaKep, TIO3TOMY OH 5¢3 IpOGIEv paciIA{pOBBIBACT BCE AaHHEIE.

4. KOMITSIOTEp XAKEpa COBIHHACTEA C Bofi-COPBEPOM H TIONYHACT €ro KoK,

5. Mexay KOMOBROTCPOM Xakepa M Be-CepBepOM YCTAHABIMBACTCA COCHAUHEHME MO
KMoy BeG-ceppepa.

IIpw Tako#t CxeMe KIHEHT MONYYAeT KJIK0Y, KOTOPEIN CTEHEPHPOBAH XAKEPOM U HE MMEET

Hy#HOH TONMHCH, 3T0 FHAYMT, HTO Y KIMEHT) TIOSBUTCA COOGIIERNE 0 TOMKIIOUEHRN
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MHe npHXOaMTCA PaGOTATh ¢ e-commerce caitTamH (caliTaMHl HHTEPHET-Marauiop) L1
poinka CIUA, u o6bemsl Tpaduka, KOTOPBIH TPOXOANT Tepen PokaecTROM, MyTalomue.
MHe jaKe CTPaLIHO NPENCTABUTb, KaKue ofbeMul Tpaguka ¥ COUMATEHBIX ceTell win
y Google.

2.10.5. BHumaTentHocTs

O:HOii M3 CORESHCTIIMX YIPUS JUIA KOMIBIOTCPHOH CHOTCMBI ARUICTCA BHHMATGTH-
HOCTS, 4 TouHee, ee oTcyTeTane. Kik JIOBAT TOBOPHTS, T0 wenoseveciais dawtop. OT-
CYTCTBUE BHIMATE.TbHOCTH IPUCYINE MHOPHM, H MHE B TOM 9HCNE, U %, paGoTas Hajl KHH-
VO, PEry.IRPHO HT0=TO YIIYEKAR) W3 BIAY W AG1aK0 onmGks, Kordurypaiws OC Linux n
€€ CepBHCOR B 3TOM OTHOWISHHN GOee UyRCTRUTENEHA, 0COBEHHO ECTH JUIA HACTPOHKH
UPUBUTE HOLOCPEACTACHHO KOH(bHIYPaUMOHHBIC (afinkl. Onea MancHekas owmGka Mo-
JKET 0CTATBCA HEIAMEVEHHOM, HO OUEHE CHITLHO MOBMMATE Ha paGoTy cepiepa.

Bce cepbesHble U3MEHEHHS, KOTOPEIE MbI MPOBOIMM Ha cepBepax, CleflyeT Nenmath TOJb-
KO MO MPHEMOTPOM APYTOTO UeNoBeKa. MHe, KaK NpOrpaMMHCTY, HIOTd NPHXOHTCH
aanyckars SQL-KOMaHIB( Ha CEPBEPaX, UTOGH MIMEHHTS WM OGHORRTH JaHmbie. Taxoe
GbIBAET 11€ YacTo, 110 BCE JKe CIy4aeTcd. M B Takux cilydasx s He JOBEPSIO CBOEMY OIbl-
Ty. 5 MMy KOMAKIEL, KOTOPBIC HYHO REIMIONHHUTE, 30BY KOTO-TO W3 MPOTPAMMHACTOR,
KTO GyA€T CTOATH PAIOM M CIIEIUTD 33 BLIMOTHASMBIMH MHOH KOMAHAaMHY, ¥ MEI BABOEM
BBINCNIHAEM BCE. ONLIT — 3TO XOPOLUO, 110 BOT OWHOKY MOMET COBEPIIUTE KayKALIH.

Koraa kaxofi-To cepep aan cBod U HYKHO KOHHTYPUDOBATE €0 Ha XOTY, TO MBI TaK
e paGoTacM HaT KOHGHIYPUPOBaHMeM N0 faoe. B aToy Huero ctpammoro wer. To-
MOITk HHKOII@ JIRInedt He Germaer.

T'padpmieckite yTunmTs! Goree GE30NACHSL, TIOTOMY HTO KAKIOE NEHCTRHE POBEPAETCH H
KOHTPO/IMPYETES TPOrPaMMOii, 4ero He MOJKET CAeNATh TEeKCTOBLIT penakTop. 1 paduue-
CKHe TIPOTpaMMBI MOTYT OEITE yio0Hee W HAMIAMHee (XOTA U He BCerjla ABIAIOTCA Tako-
BIMH, TIOTOMY YO 2T 32BHCHT OT WX pa3paGoTwmKa), HO KOHGUTypHpORaHHe daitnon
nanpsmyro Goee ypdekTusHO, 0codeHIIO MK Yaanennoil HacTpolike.

2.11. O6HosneHue

Her, MEl cefiuac He GY1eM TOBOPHTS © TOM, Kax 0fHOBIATE OC LinX, Mel ToT6K0 yoTa-
HOBMIH €e. S] JIMILb X04y CKazaTh, 4T0 oGHORNeHHe OC ¥ ee CEPBHCOR SENAETCH HeobXo-
JAMEIM 1 CAMBIM BaKHEIM B CTDATETHH NIOCTPOCHUA BE3OTIACHON cpeatt., (MeHb CIIOMHO
c031aTh aGCOMIOTHO HICANBHYIO ¥ GE30MACHYIO CHCTEMY, TTOUTH B3/ €CTh OUIMOKH, no-
TOMY ¥TO (IPOrpaMMBl ALICT HENOBEK.

TIPOrpaMMHCTS, KOTOpbIE ITHIITYY' KO, — 370 TOKE JII/IH, KOTOPEIM CEORCIBEHRO OLIF-
Gathos. OHH OIHGAIOTCH, H KOFAA KTO-TO HAXOIHT 5TH OUIMGKH (CAMA TPOTPAMMHCTEL
VTH XaKepbl), BBITYCKAIOTEA TIRTAH/HCTIPARTCHTS, KOTOPHIE HEOOX MO YCTARABIIBATE,
M 3ETATETHHO 570 [IENATh KAK MOKHO CKOpEe TOC:1e HX MOABNIERMA.

YA3BUMOCTA HHOLAA TMOABMIOTCH PAHLUIE, 4eM Bbl YCIEBAETe CKadaTh W YCTAIOBHTE

TiporpaMmy. PerynispHo cremmTe 3a TIOABMAROIIAMUCH YTPO3AMH H OOHOBNAfTE CBOIO
cueteMy, 1 pan cot Gynet Gonee CIOKOHIEM.
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Virax, jU TeHepALUH KITFOua BEITIOTHIM KOMAHAY:
ssh-keyger. t rsa -f ~/.sshimyrsakey

OGpaTiTe BHEMAHKE, YTO A YKA3AT COXPAHEHHS K1oua B L0AKaTanorc .ssh cBocro Jo-
MamKero karanora (06 3TOM CBHIeTeNLCTEYeT 3Hak "~"). Iro waranor, & kotopoM SSH
GyzieT HekaTh Bee HacTpolf. ECTH BB 6WE He 1O/ICTIOHANUC K CepBepy, TO 3TOT MyTh
H KO OTCYTCTBYIOT. JU1f MCIIPABTIEHUA CUTYALEH HYXKHO NCpeliTH B CBOH AoMalltamit
KATANIOT ¥ CO3MATh TIAMKY .Ss]

ed /heme/flency
mkdir .ssh

Ecyi npu reHepanui KIKYa HC yKa3bIBaTh (ailT /18 ero coXpaHeHud, TO T YMOITaHAI0
on SyjieT co3an B Katanore ~.ssh/ ¢ umercm id_rsa s RSA-mudposanus. fix DSA-
snpoBanma bafi1 GyReT PACTIONArATECA TAM Ke, HO ETO WMA Byzer id_dsa. ST errenu-
IbHO 341A7 MM, STOI OKA3ATS, KAK G HHM PAGOTATE.

Ecnu nporpaMya 3alyCTHIACE YCIENIHO, TO Ha 3KPaKe BBI T0JKHEI YERICTD CEIYROMes
IpArnamenye:

Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

B naHHOM COOGLIEHUH TOBOPHTCA, YTO HAYaT Npouece reHepalyH MySIu«HOrO ¥ 3aKpbl-
Toro RSA-Kttoueii. Bam npennaractes BBccT KoOBYIO (pasy HITH OCTABHTS e TIYCTOI.
S peROMEHTYKO JIyHUIE YKA3ATh JOCTATOMHO LTHHHYI0 dpazy (He Menee 10 CHMBOMOB, a
nyuie — nenoe npeioxkexne). [Tocne Haxarna kiasuwu <Enter> BaM npeioxar noa-
TBEPIUTH KOMORHALMIO, 4TOGKI HCKITIOUHTE OIGKY TIPH BBOJE.

Ecv1 Bee npowno yenew o, To Bbl IOJDKHEI YBHIIETS CllefIyIolliee COOBIeRHe:

Your identification has been saved in ~/.ssh/myrsakey.

Your public key has been saved in ~/.ssh/myrsakey.pub.

B neppo#t ¢Tpoke Bac TMPOHHGOPMUPOBATH O TOM, YTO 3aKPLITHIN IC1F04 COXpaHeH B (aii-
ne ~/ssh/myrsakey, @ BO BTOPOR — YTO OTKPHITEIA coxpaueu B dadize ~.sshf
myrsekey.pub.

[TofTy"HiB KTI0UM, BE TOTIGIEL OTTIPABHTS dalt1 ~/ ssl/myrsakey. pub ra yatenssit kom-
neroTep, yToSe SSH-ceppep Mor Hemonbsopate ero ana ayreHTMukamyn. Ilepegaqy
MOKHO CMENO OCYIIECTBIIATh HEPC3 OTKPBITEIC KAHANK CBA3M, [IOTOMY HTO MyGRMUHEIN
KUY HAUETO HE CTOMT 663 fPazkl (NBPOIR), KOTOPYIO Bl BBEITH, 1 §e3 CEKPETHATO Kilio-
ua. Jlxe eciM XaKep GMOKET NOTYHHT: daiin myrsakey.pub, TIOT3HT OT 3TOTO My He
6yIeT Hukakof.

ANMUHHMCTPATOpP CepBepa JIOMKEH A00aBHTE CONSKMMOE MyGIMIHOTO Kmoua B Qadt
_ssh/authorized_keys. JIna aT0TO MOACHO BRITONHUTE Ha CEPBEPE CIETVIOLIYIO KOMAKY:

cat myrsakey.pud >> .ssh/authorized keys
Teneph MOXHO [OAKIIOYATACA K CSPBCPY, HCMONLIYA MyONHUHEBIA KIFOY UIS TTOATBEp-

SKAEHMs TMHHOCTA. Ho mepen atum yGeaurecs, uTo B KOHGUTYpaloHHOM daiie ceppe-
pa BKITIOHEHB! /STy IOUIME AHPeKTHBI:
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Jia KDKIOFO MONL30OPATENS CHCTEMbl ABTOMATHYECKH CO3JAETCA NOYTOBLIA AMK, H
et ceppuc sendmail 3amyieH, To MM y/ke MOKHO TOML30BaTECA. Boe TIOMTOBHIE ALIMKK
xpansica s katanove /var/spoolimail/. FX MMeHa cOOTHETCTBYROT HMERaM TIONB30BATE-
neit. Tax, A% yueTHOH samach rool MUMK Gyller pacroncxed B daiinie /var/spool/
mail/root.

s paBOTEL ¢ NIOMTOR HAM HyEH MOYTORBIA KIMCHT, KOTOPBIA 6Y/ACT OTRPARIATH 1IMCH-
Ma cepmepy M PWHHMATH OT HErO HOBbie CooOmeHHs. TakMX TpOrpamM CyliecTByer
MHOXKECTBO, H B HEKOTOPRIX OHCTPHOYTHRAX Linux npeanaraercs ax ceMb PasmHYHBX
KIMeHTOB. KaKoH BMOCDCTE Bbl, 3ABUCHT TOILKO OT IWMHAIX UPEATIOYTCHUT,

B ofmem-To, MO0 0GORTHCE 1 63 KIHEHTa, a COSIUIICINE ¢ CEPBEPOM OCYIIECTE. AT
HanpsMyio uepes cepaiic Telnet, 6i1aro komanasi SMTP [OCTATOMHO MPOCTEL W WMH 1oT-
KO IOME30BATHCA. B 9TOM CIydae A OTIPABKH IOWTH HYKHO MOMKIIOUHTECA K [10P-
Ty 25 (nopt SMTP), a 1% nonygenns — k 110 (nopr POP3).

8.2. PaboTa nouthr

PacemoTphm paGoTy FUIMKOB Ha MpRMepe MOWTOBOrO KikenTa KMail — rpaduseckoli
IPOCPaMMLI, KOTOpast JIOTKHA ¥ AC TIPHCYTCTBOBATS, ECTH yeTaHoRIeHa cpea KDE.
B ocTamsHelX MporpaMMax Hactpofika GyAeT MPOHCXONHTE NPHMEpPHO Tak xke. Jnd 3a-
nycka KMail 12 rnassioro mesio Linux BeiGepure xomaiy Internet | KMail. 1lepen pa-
MH OTK[I0ETCA OKHO, TIPEACTARNEHHOE Ha pHC. B.1.

W

| ps O o

|
I Boutoox
Beotn

PHe. 8.1, nasHoe okHO Nporpanmsl Kiail
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O local master = yes — NO3BOMAET cAenaTs Samba-cepeep OCHOBHBIM Gpaysepom
ceTH;

O dorain naster = yes — JaeT BOSMOXHOCTb CeaTs Samba-ceppep rIaBHBIM Gpay-
3apoM fiovieHa, He yCTaHaBTHBaMTE SHAUCHHS yes, GTH B BALICH CCTH YAKE GOTh KOR-
Tpomep Aomera Windows NT;

O domain Zogons = yes — no3BoJiseT ceppepy Samba paboTatn Kak cepBepy At PXONA
B cucTeMy KOMILIoTepos ¢ OC Windows 95. TIpu 3arpyske komnuiotepa ¢ Windows
MOZHO GyneT BBOJIMTE NApoITH, XpaHauumeca B Samba;

O logon script = Qajin — CIH IMPeKTUBA domain logons BKIIOMEHA, TO B TOM N
pPaMeTpe MOXKHO yKasaTb Grailn bat-clieHapHA, KOTOpHIit GyIeT BHIMONHATECA Ha KOM-
bIOTEpe KINEHTA MPH BXOTe B encreMy. Clenaphii MOXET, HAIPHMEP, 3AJABATHCA
B RMAC bt (SEMCHACTOR HMCHCM KOVTIRIOTCPA) WU u. bzt (HO/IMEHACTCR HA HMA
noibIORATENR);

1 Toger path - myms — ONPCCISET MLLTO XPAHCHHUS MINIORATENRCKIX oI,
TIpH HCNO:LIORANUH STOi AUPEKTUAR HCOGXOAHMO YGPATR KOMMCHTADHH € COKIHH
[Prefiles], KOTOPYIO MOMKHO HaltTH B dhaiine KORQHIYPALKH (10 YMONIAHHIO.

6.1.5. Tloanepxra WINS n DNS

WINS (Windows Internct Naming Scrvice, ciyxGa umen Hureprera ain Windows) — s10

CEPRUC 1 COIOCTABIEHMN MMEH KkoMIBIOepok 1 TP-anpecon. Basa ganmx WINS den-ro

Hauomusaer DNS (Domain Name Service), roibio s Hell xpansres NetBIOS-wviena kom-

MEi0TEpoR, a DNS Oy KHBAET AOMERHEIE HVeHa.

Jlna HacTposixn paBoTe! vepes WINS ciTyaT cieyiom e MpeKTHBLL:

3 wins support = yes — pa3peluuTh ucnob3opaHie WINS-cepsepa;

T wins server = w.x.y.2  IP-anpec WINS-cepsepa;

3 NS Proxy = yes-— €CIH 3Ta ONLMSA Da3pelleHa, TO HepacrosHauuble NetBIOS-
MVIGHA MO0 [IOMBITATHCA OMEfienuTL 4epes DNS-cepeep;

3 zeme resclve ordsr — NOCTEAOBATENBHOCTD, B KOTOPOI GyZeT MPOMIBOTMTECK TO-
WCK afipeca XOCTa MO €ro WMeHH. B KoH(HrypauyoHHOM daiine MOXHO HaifTH ciie-
myommi npumep:
name resolve order = lraosts host wins beast

EC11 HCTIONL30RATE 3TO SHANCHUC, TO 1IPH TIOUCKE B/1PCCA CHCTCMA CHAYANA Byt W=
KaTh uws xocTa B daline Imhosts, sacm B hosts, noToM GyAct 3ateficTaoRan wins 1
oG e 1kmM — boasl (broadcast Wi CIHBOKORSUIATE: 1hHIH 3211POC).

6.1.6. OvobpaxeHue patinoe

B Linux u Windows npuveHRioTes passble nparia nvenoanna daitnon. Hanpumep,
B LinlX HaZBAHUA UBCTEMTENLHEL K PErHCTDY, a B Windows - HeT. BTo 3uadnT, 10
paitnet DATA. TXT u data.txt 8 Windows GyayT BOCIPHHATb KaK OAMH M TOT s aii,
4CrO HE cRuzcib 0 Tinux,
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MycTaMEIC TapameTpeL. K 6e30macRoCTH BeG-cepBSpa MEI BEPHEMCA B 27ade 7 1 NOMIA-
KOMMMCA ¢ PASHBIMH CTIOCODAMH SAWINTEL A Ceffuac PACCMOTPUM NTPOCTOR, HO YHHBEp-
canbHI crocob.

Jlonycrum, o Mt XoTum pazpentars nocryn k FTP-cepeepy, HO i 3T0M SEITS yoe-
PCHHBIMH, WTO OOMBIOBATEIb HE CMOKET oOparutscs K dalimav /fetc/passwd n
Jete/shadow. /{14 5TOro MOXKHO 3alPETHTL NAKETHl, B KOTOPBIX €CTL DTOT TEKCT. Licn
XaKep [OMBITAETCA TIOC/ATH 3APOC, COTCPHAUIMH CCEUIKH Ha ITH $aiibl, TO Takol nakeT
Gyner oTkmonen. Creayrompe KOMaHbl 3AMPEUIAIOT AOCTYI Kk FTuM daiiam 1o mpoTo-
koniam FTP n WWW:

iptanles -& INPUT -m strirg --string "/etc/passwd” \
-5 070 -¢ localhost —p top --dport 21 -j DROP
iptasles -B INPUT -m strirg --string “/ets/shadow” \
-5 9/0 = lecslhost -p tep --dport 27 —j DRCD
iplables A INPUT v sleicy  slring "/elo/passwi” \
-5 2/0 -¢ locslhost -p top --dport 8G - DROE
iptables -A INPUT -m strirg --string “/ete/shadow™ \
-5 3/0 -¢ lozzlhost -p top --dport 8G - DROE

{lago Tafoke Y4eCTl ACNEKT 3aLMTEL Midopmauny. JonycTam, YTo y Bac €cTh cepsep,
KOTOpHIi TIPHIAMaET 3aKOAMPOBANIEIA TpaHK ¢ nomowsto stunnel (Security 'I'unnel,
SesonacHeli TyHHENL)', PacAGPOBEIBAST U TIEPEIAET £r0 HA APYTYI0 MauTHHy. B srom
CHYHAE KO BXO/IALIMX 11AKETAX CETEROM 3KPAH HE MOWET HAWTH T2KHE CTPOKA. A BOT He-
XOAAIMME NAKETR HAYT YKe AEKONMPOBIHHEIMH H COMIEPHKAT OTKPBITBIA TEKCT KOMAHN.
B Taoit KOH(HIYpaIUH HEOBXOHMO KOHTPOPORATS 05a TIOTOKA.

Jaxe ecnm y Bac stunnel MepenaeT pacIIH(pPOBAHHLIT TpadHK Ha IPYToff NIOPT BHYTPH
OIHOrO KOMOLIOTEPA, MOKHO BIUTIOYHTL KOHTPO/L JMOGEX NAKSTOB HA BeeX HHTEphER-
cax, 9T0Bb! OHH NPOBSPAVICh OGS PacLTMGPOBKH.

4.10.7. Tlepeaapecaums

Jlns pazperieHHs nepeapecaiiui ¢ NOMOMIEK) :ptables HY)KHO BHITONHMTS CIETYIOIIYIO
KOMaHy:

iprables -A FORWARD -5 pppl0 -1 MASQUERASE

B nanHoii CTpOKe N03BONAETCA Mepeapecauus Ha HATepdeiic pppo. C MoMowe napa-
MeTpa -3 Mbl TpeGyeM npaTaTh 1P-ampec OTNPaBHTENA, T. €. BIUTIOHAEM MacKapaIHHr.

Kpome Toro, Mokno Herotezopate NAT (Network Address Translation, Tpancraums ce-
TeBbIX aapecos). Jlna wero Hyxna Tpascamupa? Ceresbix IP-aapecor Ha Beex He XBaTa-
CT, [03TOMY JIOKQILHAIC CETH HCROME3YIOT AIPECa M3 2aPE3CPBMPORAHHOMD AMANAIORE
(10.x.xx Wi 192.168.x.x). DTH azipeca He MAPUIPYTHSHPYIOTCH H HE MOTYT MCIIOB30-
Batsea B Mureprere. Ho kak e TOrIa RCMONBIOBATE B TAKAX cetsx Mmeprer? Bee na-
KeTEL HampaB/LIeMLIe Ha aapeca B HuTepieTe, nepelanpassioTcs Ha Wik, Ha KOTOPOM

! Co3aatie WHOPOBAHHOT KAKANA MEAKIY 1BYMA MALIMHAMH Mbl GYASM PACCMATPHBATS B persd. 5.2.
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O path = /cdrom— IyTh K Aucky. Ecnn y Bac mpa n Gonee TUCKOB, HYXHO YKa3aTh,
KaKoM W3 HUX BB XOTHTE PACUIAPHTS, €CIM e TOMBKO Of|H, 10 KCE PABHO HyKHO
YK&IATH IYTh, KY)18 UM CMOHTHPOBAH;

01 guest ok ~ yes — PA3PEUIHTS M IOCTYIT K AMCKY Uist "10CTER" (HEABTOPHAOKAHHEIX
B CHCTEVe TOMb30RATEEH),

6.3. YnpaesneHue NosbaosaTensmu

Jlns navana pazbepeMcs ¢ IMEHaMH NOTb30RaTETeH, T1o YMOTUAHKIO ANTS AOCTYNA K Cep-
Bepy Samba NpIMERNIOTCA HMeHa M3 CHCTeMHOTO daiina fetc/passwd. Ho sw MoweTe
JWBECIH OENBHEIE AMICH Samba-cepEepa, KOTUPHIC DYJlyT COOTHGTCTRORIIE Peafb-
HBIM, HO HX MOKHO 6yIET HCTIO/TL30BATE TOLKO 113 TOAKIOHEHHA K Samba, a He K CHo-
Teme.

Fiviena Samba ormceimaiores B dafire /etc/samba/smbusers, pactioNokeHHe W HazpaHue
KOTOPOTO MOFYT GHITE HIMEHEHH AMPEKTHBOR usernate map (adina smb.conf. Conepsnt-
M0% dpaiiia /etc/samba/smbusers MONCT GhiTh, HalpHVCR, Takm:

# Unix name = SH3_namsl SMD_name2

root = administrator admin

nobody = guest poguest smbguest

VY cnHcka MMell NECKONLKO MPeaasnayenyii. Bo-nepsox, ¢ €ro NOMOUILIO Bbl MOKETS
OTPaznTL HMeHa, IPHBLIAAbIE N4 NoNE3oBaTeneii DOS n Windows, Ha yueTHEIE 3amHcH
Linux. Harpavep, B Windows MakcHMATGHEIE NpaBa TPUHAATEXAT MOTBIOBATENIO
Administrator, a B Linux 370 root. H B0 BTOPOR CTPOKe NPHBEGHROTO NPHMEpa yCTa-
HABJIMBAETCS COOTBETCTBUS MMeln Administrator nomaosateio root.

Bo-BTOpBIX, MCIIO/TB30BAHKE 3TOTO daitia MOZBONAST AKKYMY/IHPOBATh HECKONLKO HMEH
Ha omHOH yueTHOi 3armich. Hanpwwmep, y Bac ecTh TPyIiTa momb3oBaTeniel, KOTOPEIM
JOMKHbI GLITh HATHAEHB! OIHAKOBLIE TpaBa. JIT ATOL0 1akojii & LinUX TObKO ofFy
YUETHYIO 3aTHCH nobody {TOR Helf GyIyT paGoTaTs onL30BaTeNH), @ B Samba MPOTHCE-
BaeM JUTA Hee HEeCKOJBKHX IOJIB30BaTeNeH: guest, pcguest W subg:est — TOX ITHMH
AMEHaMH 0BT GYITYT BXOAATS B CHCTEMY.

Heemorpst Ha 10, 410 Mbl O1pasiiy uMena noubsosareici administrator » admin, u 510

PASHAIC YHCTHLIC SAIHCH, JUIE HHX GYJICT HEMIOR30BATECA OJMH IAPOILL — HASHAMCHHLLR
TNOb30BATENO Foot.

WrdopMatiis 0 TIOTB30BATERAX, KOTODEIM PARPENIeH JIOCTYT, XpaHHTcs B daiine
letc/samba/smbpasswd. Ero pacnonoxenie ¥ MM MOTYT GLITL H3MEHEHL! ¢ NOMOIIBI
AMPEKTVBEY snio passwd £ila daitra smb.conf. Paccmorpuy apumvep comepkimoro datina:

83D6E$3C11F11T3EDISL 78CAYTED
0L : 613D6393CLLFL1TIEDIBL HCAITSDT 31

flenov:
rober

1:2CT-¢1FRBLER
|1 LCT-41FAL18F

Cpasy amiro, TT0 hafil wev-To TIOXo Ha fetc/passwd. OR Taloke Pasieen ABOSTONHS-
MH Ha HECKOJIbKO konorok. Hanbonee HHTEPECHbB! U3 HUX MCPBbLIC TPH: HMA N0/Ib30OBATE-
a5, oro UID & cuorome Linux u napos.
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Taxum 0Spasom, 3awuTa Lenoii cetu ynpowaeres. [lonpofued o mpoken-cepsepax Bbl
MoJeTe y3HaTe B 27ase 9.

Tockonsky nocrapka OC Linux Mo yMONHAMIO BKITIOHAET CeTEROM 3KP2H, HET CMHICHA
0 OTKIIOATS TONBKG TIOTOMY, ITO Ha TPAHHUE MKy HIHTEPHETOM ¥ BAUIMM KOMITBIO-
Tepou yze agficTayer koprnoparxermiit. Tem Goace. 910 N0 MOCICTHUM HCCNEIOBAHUAM
HAMHOIO HEIIC TIPOMCKO/RT RSIOMbI COTCH MEHYTDH {O/HIM M3 YMACTHUKOB CCTH), HCM
uzBHeE.

Internet

4

W 0655

Puc, 4.2. Firewall 4nd 3auTh ceTn

ITpaKTHHCOKH BOC COBPCMCHHBIC CCTCBBIC KPAHH! — NDOTPAMMHBIC M HCHOIB3YIOT Po-
cypenl cepBcpa. COBPCMCHHEIC MALIPYTHIATOPE! TOKE MOTYT PEUIHTh GONBIIMHCTRO
npoGieM, KOTOpbIE BOATATAKOTCA HA CeTerble skpanst Linux. C apyrod cropows, Linux
TOWE QUEHL HACTO HCMONBIYIOT B KAYECTBE MAPUIPYTH3ATOPA B USIAX YACIICBIICHHS CHC-
TCMBI 32 CHCT IPUMCHCHHA CTAPOTO Jercaa.

4.10.1. EunbTpauus nakeToe

TaK, 0CHOBHOI, HO He e/IMHCTREHRON, 3aMatell CETEROr0 JPAHA ABTACTC GUTBTPALHT
naxctor, B Linux yse nerpocn Firewall, # Ram Gra HG HDHAGTCR YCTAHARIMARTR 0TG-
Ho. Panbiuc Hx 61i0 nea: iptables 1 ipchains. Brapoit HeMHOrO YoTapen u CTan KOCTOR-
HHEM UCTOPHM, HO TIePBbIH — AHBOH H HEBPEIUMbIH.

CeTensie SKPaHBI MI0IBOMMOT KOHTPOTUPOBATH TPAdUK, KOTOPSIH TIPOXOJIHT Yepes KoM-
nvtorep o nporokonam TCP (Transmission Control Protocol, mpoToken yrpasneswns
nepenauei), UDP (User Datagram Protocol, nons3osaTeiisckuil (fpoTokor gatarpamMm) 1
ICMP (Internet Control Message Protocol, mpoToxon ynpasisioumyx coobiscHuii & coth
Hareprer). Tockomsky TCP SBISETCH TPAHCTIOPTOM JUIS BCEX OCHOBHBIX TPOTOKOIOR
Hirmeprera: FTP (File Transfer Protacol, npoTokon nepetasm dainos), HTTP (HyperText





index-63_1.png
62 fnaea 2

Cpisy e nysIIE PACCMOT]IETh HECKONAK KAMAFLL, HOMOIHRIMX YCTAHOBHIS AONONHI-
TenbHbIe naKkeThL, U ITOTO CYKHT QIS insta

sudo apt-get install me

3Hceh A MCMONE3YI0 KOMAHIY saco, IOTOMY YTO HA[CKOCk, YTO Bbl paloTacTe BCE JKE HE
¢ mpapamu aJIMMHHCTpaTopa. B AampHelimieM s He Gyny KawIeli pa3 yKasbleath sudo,
XOTH TOCTAPAKOCH JETATh 3TC KAK MOXKHO Haiile, YToGk! II0Ka3aTh, KAKHE KOMAH[Ib! IPH-
EMNErHPOBAHKEIE U TPEGYIOT TIOBLIMIEHHBIX TIDAB. YCTAHOBKA HOBHX GHCTEMHAIX 1PO-
TPaMM — KOHEUHO e, TIPHBHIICTAPORAHHAS OMCpaLIA.

Tlocne napaMeTpa install YKAshIBAETCA MM NIAKETA. B JaHHOM CTy9ac R KauCeThe npu-
Mepa s BEIGpan nporpamuy Midnight Commander (xomanma mc), w BHGpan ee He cly-
“aiitio, NOTOMY HTO 0 ieii Mbl GyneM roBopHTS yike 8 pasd. 3.1, lo yMOMHaHHIO mc He
YCTAHABJMBALTCA B CUCTEMY, HO BOT TAKOH 1IPOCTOH KOMAHAOH €10 MOXKHO YU TAHOBHTD,
Ecau pe3ynnTat BLNOIHENAN KOMAHAb! 2pt- et 3aKAHYMBACTos cooBureHrer o8 ommbke
(naKeT He HaiieH), TO, CKOPEE BOETO, NOKANbHAA 5a3d JaHHBIX B BALUCH CHCTeMe He 00
woBnena. B baiure /etc/apt/sources list naxomuTea crmcox URLS, N0 KoTOpLIM apt-gat
MOKCT HafTH W YCTAHOBHTS nakcThl mporpawm. UtoBbi ofHOBUTS nokaibayw Gersy,
HY)KHO 3aITYCTHTB IPOTPAMMY ¢ ICTIOOM 1pdate:

sndo aph-cef. tpdate

Tereps MOKHO NONPOGORATE L€ Pa3 3aIYCTHTS install mc, ¥ Ha STOT Pa3 BCC A0KHO

npoiT yenemrsio. Ul ywe Ha STalle YCTAHOBKH GyIIyT TPOBEPEHb! BCE 3ABHCUMOCTH M
YOTaHOBACHE HEOGXOAHMBIE GHETHOTEKH.

Cobpats 3aBUCHMOCTA MOXHO H OTACIbHOH KOMaH0i:

sudo apt-get build-dep mwi_nporpase

VCTAHARTMBATS MOIKHO Casy MO HECKOBKO TIPOTPAMM, IEPEUHCHB WX Yepes npoben:
sudo apt-get install max nperpaasil ioif_nporpaMLE?

Ecn BLI 1€ XOTHTE Peanslio yCTANABIMBATE HAKETLI, & TOMLKO MOCMOTPETH, UTo GyaeT
YCTAHABIHBATECA, TO MOMHO KCTIONE30BATE KIOY —s (Simulate, CHMYTHPOBATS YOTAHUBKY):

side apt-get -s irstall me
Jina npoBepKH 3aBACHMOCTEH HYKHO BEITIOTHHTE KOMAHIY:
sudo ap get check

Ecau Hy)KHO HCTIP2BATE 3aBHCHMOCTH:

st aptoges —f fnstall

VICHHG PHREE YETAHORIGHHOM TPOIPAMMBI IPORCXO)MT 12K e TIPOCTO, KaK o YeTa
HoRKa:

sudo a]

geT remcve mus_npoTpEME!

Lenn kakas-To mporpamma GbL1a YAQIEH, HO OCTATHCL 3ABUCHMOCTH, TO MOKHO apTo-
MATHMECKY YIATHTE BCE [THLIHEE:

sude apz-ger autcremcve
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Ira JANMCH OTHOCHTCA K THITY Src, JHAUAT, CIORA BRIKOUAOTC BCE KOMITHIOTEPSL € AIpS-
CAMU, YKASAHHMAH R KAYIECTES NOCTGIIHETO MIAPAMETPA.

9.4.2. Onpeaernexve npas

locne co3nanms CMUCKOB MOXHO YKa3aTh TIpaRa AOCTYNA UT# KaiJIoro M3 BUX ¢ 0o-
MORIBHO CIEAYOILIDX KOMAILT:

3 http_access paspeustme jax— OTIPEMENAET NpaBa J0CTyma no mpotokomy HTTP.
B KayecTse napameTpa paspencene MOKHO YKa3bIBATH allcw (IOCTYIN PaspelICH) HITH
deny (aocTyn sanpeuer). Hocnenuuii apryvesT s — 310 uma ACL-sammcu. B cre-
AYIIMEM NMPEMEPE 2anpewaeTcs JocTyn no nporokomy HTTI acem none3opatensm,
Kpome ykanaHHbX B ACL-3aITHCH A lowJsers:

http_access deny all
hetp_access allow Allowdsers

‘Yka3aB npaga TOCTYNA [T CTIMCKA AlLowlsers, MBI 0,IHOA CTPOKO# JIWEM PA3NEHIEHUE
W% BCEX KOMITEIOTEPOR, BXOIAUMX & TanHeH ACT.. Takum 0Bpasom, HET HeoBXO/U-
MOCTH MPOTIUCHLIBATH TIPABA KAKAOMY KOMIBIOTEPY B OTAENBHOCTH. 3T0 SHAYMTENLHO
OBCIHACT HU3HR AAMUHMCTPATOPOR B GOTBIIKX CETAX.
B npereytymen mprmepe (eM. pazo. 9.4.7) Mbl OTIACAITH CITHCOK M 1owTsers Kak CTTH-
cok koMmerotepor ¢ [P-aapccamn m3 auanazona 192.168.8.1-192.168.8.10. Ecnn
K IIPOKCH-CCPRCPY ODPATHTCA KOMIILHOTEP C APYTHM 4PEcoM, TO B TocTyme Gymaer or-
K43aHO;

1 :cp_sccess waspemenue wmes — OMHCHIBACT PASPElEHHE AOCTYIIA K (POKCH-CCPBEPY
110 ipoTokey ICP. Tlo yMONsaHmio 0CTYN 3GPCIEH AT BOCX:

lep_access deny all

O niss_access pasvemeise :mg - — ONMCHLIBAT papelleHHe Ha [ONYHEHWE OTBETA
WISsES. B CleyiomeM MpuMepe TONBKO TOKATBHBIM IOTb30BAIENAM a0 PO TIo-
JNTyWaTh OTHET MISSES, & BCE OCTAMBHBIC MOIYT NPUHHMATH TONEKO ITS:
acl localelients sre 172.16.C.0/16
niss_sccess allew lovalelienls

sy deny  !lovalclients

i

9.4.3. AyTeHTUPUKaUUA

3awara o [P-aapecy HC TapaHTHPYST OT €ro NOAAE/KH 30YMBIIITeHHAKOM. K oMy e,
CCTUETICR AEPORTHOCTH, Y10 KTO-TO OJIYSUT PUIMHECKHE AOCTYT K KOMIRKOTEDY, HNMEH)-
eMy A0CTYT BO BCeMUPHYIO CeTs, U ClefaeT HeuTo HepaspelenHoe.

Mue jlocnock pafoTath B GUPMEC, FAC KEKIOMY COTPYAHHMKY GhUIO PA3PCLICHO CKa-
WMBATL W3 CETH ONPENETCHHOE KONHUECTBO MeraGaitt, TIpoBepKa TPOXOAMTA vepes
IP-aapec, 1 NpH MPEBLILICUKA HMATA PYKOBOACTBO TPeGoBANO OT pabOTIMKE HOKPLITH
PACKOTEL 3 CREPXHOPMATHEHEIH Tpaghik. FT0 HOPMAIIGHAN CHIYAIH, 1OTOMY S0 Pato-
TOHATSITE He OIDKEH OTUTAYHBATS GeCCMBICTICHHEIe TIPOTYIIKH COTPYIHMKA B HIHTEpHETE.
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Ll BHDTYSTGHL COpEGP, B KOTOPOM OH W GyZeT paboTats. Ecim anoymbim-eHnmg
BANOMACT CHCTCMY HCPC3 BCG-NPOTPAMMY, TO CMOACT HapyIIHTS PaGoTy TOMbKO BHPTY-
1bHOrO KATATOra.

Bo BpeMA NOArOTOBKH MITCPHATOB LA STOH KIMTH B OAHOM U3 NOMYIAPHBIX GOPYMOR
6bl1a HARZEHA YA3BMMOCTE, MO3BONAOUIAS BBIMONHATE HA YIATIEHHOH cHeTeMe [Trobble
KoMaReL. JJA 3TOTO HYWHO GHLI0 CTIEMMANEHEM 05Pa3OM TiepedaTh TMPEKTHBY Yepes
ctpoky URL. flaHHylo TMaBy 5 Hauanm THCATb Yepes MECAL TIOCE 3TORO CTPAITHOFO OT-
KPMITUS 1 KHK=TO DL, RCHOMHMR 11pO HAR/CHHYKO B BOPYME OIIMBKY, PCiTI IPOBEpHTS
1 Hureprete uce caitiy, cofiepaume yxtunmbiii Gopym. 51 AAMYCTAN 110 cepBEpaM co-
OTBETCTRYIOWMH TIOMCK W — BEI HE TOBEPHTE — HO UX GBUTH COTHU.

MeHs 3aMHTepecoBATa Mapa CaiiTOR, PacTION0KEHHBIX HA CepBEpAX KPYITHBIX XOCTHH-
roubiX koMnannii. Ha 06OMX 5 BLINOTHIT KOMAWAY 15 -a /etc. PeaylsTaT He 3acTa-
BIT ceGf &NaTh — A YBUIEN BECh KATAIOT /etc, H MOWX TIpaB XBATANO Jaske HA yoamc-
HUe aiinon. KOHGUHO e, ICTATS STOTO A HC CTA AKC B TCCTOBMX, 1ionsx, JUIR joka-
ATGURCIRA CEPhEAHOCTM OIIMGIH S ISPEMMEHORDI 110 OpHOMy aiiny Ha kakol
CHCTEME ¥ COOBIIMIT 08 YA3BHMOCTH HX aAMARHCTPaTOpaM.

BuAMAHUE!

He COBETYIO Bam NORTOPATH NOACGHbIE ASACTBIS. BInOM Aaxe C AOBPLIMUA HAMEPEHHMAMY
HE BCEM GOMWHACTPATOPAMM BOCIUHIMAETCR NONOXWTEnkHO. HeKkatopie MoryT coot-
LLMTE O BAWKX ACHCTBARX B NPABCOXPAHHTENLHLIE OPTAHS, Y TOAA BaM HE MIBEATL CY-
AEGHLIX THXG. Bnarke NOBYKASHUA MOTYT GbiTh BOGTPHHATL HEBEPHO. EGIH R HAXOMY Ka-
KYK0-TIUGO ABIPY. TO BCErAa COOBIIAK BAMAHMCTPATOPAM, HO CTNPEBNSIO AN JTOT0 NHGEMO
BHOHMMHO

30 BbI0 MABHO, celiac B namke /efc cUCTeMa yxe B KOHOUIYpaUHH "H3 KOPODKU" 38
wHAeT Bee aiiibl, M HEKAKHX JONOIHATEBHBIX HACTPOSK 1E/1ATh HE HYXHO.

TlepemecTHe Apachc B BHPTYZIbHOC NPOCTPAHCTED, Bbl OBLIONACHTE TOULKO CBOK) CH-
1CMy, HO BCE CARfBl, KOTOPAIE DUGOTAIIT B HTOM IPOCIPHHCTHE, GEIRIOTCH YIIBAMAIMH.
3Meck yke HYKHO NCKATE IPYTRE METON6! 3aLLMYBl — HANPHME, Yepes TpaBa AOCTYa,
3AMyCH HecKOALKIX KoMK Apache (KkaX1at PAGOTAET B CBOEM NPOSTRAHCTEC), BUICICH-
HbIE CEpBEpH JU1A KAXKAOrD CAlfTa, 2anpeT Ha BHLITIONHEHHE OnacHblx GyHKLHA B HHTCP-
aperarope PIIP uT. a.

Ocofio HIKHEIE CARTS JIOIIKHB PACIIEIATHCA HiL REYIEISHHOM CEPHEPE 1 HAXOTUTECH
OB, HPYCTRNbHEIM UPHCMOTPOM. Hai PHMED, HE.1b3 PAIMELIATS Ha 0JAOM GTIMTecKoM
CepREpC CaifT NEKTPOHHOTO VIArasHHa W IOMAUIHHE CTPAHHHKH, OMEHb HACTO HCIIOMDL-
3yKMAC GCCMATHAIC HAN HCKAHECTECHHBIE MOTYITH, B KOTOPbIX GHRAKT ONIMGKH M
HOIBSORATEIN KOTODHIX, K TOMY K¢, HE OBHORASIOT 311 1porpammhi. Korma-mGy s
MOYMBIITEHHUK B3NOMAET JOMAIIHIOK CTPAHHYKY YEPE3 YS3BUMBIE CLICHAPHH H CMO-
KT YKPACTh HOMEpa KPEIHTHBIX KApT 0M630BaTENeH HHTEPHET-MATa3UHa, IT0 TI0CTA-
BUT KPECT Ha Ballell Kapbepe aaMWHUCTPaTOpa.

7.7.2. mod_security

HecMOTps Ha TO, WD BE30MACHOCTS BeG-Cepaepa, B OCHOBHOM, 3aBHCHT OT BLITONHAE-
MEIX, 1§ TIeM CKPHIITOB-CLEAPHED 1 NPOTPAMMHCTOB, KOTOPbIE MX [HUIYT, €CTE BOIMOMN-
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Ipw wactpoiice NFS & aibic /olo/cXports yKasWRAIOTCR SKCIOPTHPYCMAC (aiiionsic
CHCTOMBI ¥ TIpABA AOCTYNA K M. §IHKOTIa He OTKpBIBaRTE NONHEIA OCTYTN ko Beel CHie-
TeMe, T. . B hailie He J0DKHO GLTH CTpOKH:

’ £
HeoGx04MMO YETRO LPOLMCHIBATS LIYTH K KETWIOTaM, KOTOPbIE MOI'YT Gbith MOHTHPOBa-
HBI TIONB30BATEMAMH. DTO 3HATMT, ITO €CH NONB30BATETH NOIDKHE! UMETh BOIMOKHOCTE

MOAKTIONATS AOMAIIIHE KATAIOTH, TO CEIYIOWEe PA3PElICHUE TAIOKE ABIIETCH HEBep-
HEIM H OMACHBIM:

/hame v

B uem scch onackocTs? He Boe NOMEI0BATCILCKHC KATAION RO/KHBI MOHTHPOBATCA
ynanenHo. HanpuMep, ecnu BBl padoTaeTe Mo MONEIOBATENBCKOR YUETHOM JAMHCEIO, HO
ABITACTECH ATMHUHHCTPATOPOM, TO B BalleM KATANOTe MOTYT GBITh MPOrpaMMBI, HCTIONb-
3yeMble IS YMpaBieHus cucTeMoit. Hembas JOMyCTHT, HTOObI 3IOYMBIUIIEHHHK CMOT
€rO YBUASTL {Q@KE ¢ NPaBaMH TOJNLKO Lid 4Tenwe). Pajpetaiite nogxnodende ToALKO
KOHKDETHBIN  1OIIB3ORATENNN, KOTOPHIE JIETCTRUTEINHO MOHTHPYKN CBOY (aililoBhic
cHCTeMB! ymanenno. Hanpumvep:

/heme /Rebert. rw
heme/ Flenci 1Y
Theme /Redrey i

BONBIIMACTEO CTEUMANMCTOR 10 Ge30NaCHOCTH CXOIATCA BO MHEeHHH, wro NFS He cTouT
MCHONESORAT: ROOGINC. F/l RA PEIUMITA IPUMEHATE CO TONEKQ [UTA TOTO, $TOBH Tpo-
TPAMMET GBUTH YCTAHOBIISHLI LSHTPATHIOBANNO, TO CICAYET MOGSAUTS CBOIO NCIL M 3a-
HATSCA HX YCTAHOBKOM Ha KaKABI KOMITBIOTED B OTIENBHOCTH.

Ecmu Bav HCoGXOAMMO cACTaTh NOKYMEHTH OBMICAOCTYNHEIMA, MTOGE MOMB30BATENH
MOTTIH paGoTaTh COBMECTHO ¢ ONHHUM KATANOrOM, TO MOKHO PACCMOTPETh BAPMAHT MC-
ToNb30BAHHA Samba {cM. ziagy 6). ZTOT CepBHC MeHee GONTIME H MOXET PEIATL BallH
NOTPEBHOCTH B PATIETHHH KATATOTOB CepBEpa

14.5. OnpeaeneHue sanioma

118 3CKTMEHO FANATLY COPBEPa OYEH BAHO BOBPENS OMPENENTHTS, STO CepBep GLT
aioMan. YeM paHLIe Bbl yalaeTe O MPOHHKIOBEIMN B CHCTEMY XaKepa, TeM CKopee
CMOEIE OVPEAIMIPORATh 1 PC/CTRDATHTS HCHRINHAC 1I0CACACTRIA, TIOMHHTC, RAIOMbL
BRIBAIOT, NOMAIH JAKE MMEHUTHIE KOMIIAHHH, TIOTOMY YTO JIFOAAM CRONCTREHHO OUIN-
GaTbes. TYT BaXHO IPABHNEHO PEArupOBATE Ha HHIIEHT.

14.5.1. OceenomneH, 3HAYAT 3alMLIEH

CCHD YGCTO A HCTIOBIYIO YPEIBHINANHO SheKTHBHEIN, HO CTIOKHEI B PEATH3ALT Me-
TOA - - HIpOPMUPOBAIIHE TIPH 3aITyCKe TIOTEHUMATEHO ONACHLIX MPOrpaMM. CIoKHOCTS
JACHOULTCH B TOM, W10 HA/I0 YMETh IPOIPAMMUDORZTH 1107 TiNUX XOTA GM HA KAKOM-
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Ji18 PEmeRYA 3TOM MPOBIEMS! 6CTH HECKOMBKG KOMARIL:
1 case sensitive — no— He IPHRAMATS BO BHUMAHFC PASTHYHE B PETHCTPE;
0 default case - lower — OTOBP@KATS BCE (aiib B HKHOM PETHCT]C;

O preserve case = no M short preserve case
Gaiinos ¢ yaeToM pervcTpa.

© — 3aIPCTHTH COXPAHCHHC HMCH

Ecom y Bac B ceT pafoTaloT TIONB30BaTENH Windows-cHeTeM, TO pexoMenyeTcs ocTa-
BUTb YKa3aHHEIe 3Haqerua. [na 0IHOPOnHOH LinuX-CeTH MOMHO paspelunTs COXpaHATD
peructp.

6.2. OnucaHue ofvexToe

Tlocle ofpeNieNieHns OCHOBHEIX NlapaMeTpos Samba-cepepa MOKIIO ONHCLBATE obLEx-
THI, K KOTOPBIM MOMET NOJNYYaTh AOCTYIT TIOMTE30BATENb, 3TO AEMAEICA B OTUEIBHBIX CEK-
IWISX, KOTOPHIC W/GY'T NI0CKC CCKUIMA [Global), pPACCMOTPEHHOM B pasd. 6.1,

6.2.1. Tlopa aomois

Koneuro e, n060H MONB30BATEb 3aX0UeT PaGoTaTE cO CBOMM KaTanoroM. s s1oro
Ol QJUKEN HMETh YHEeTHYEO 3aIich B Linux, ¢ koTopoii u Synet cesszay ero katanor, 06-
PalleHHe K TAKOMY KaTanory GyAeT BBINAIETS TAK: \\ceprep\imis, 171 caprap — JT0 MM3
cepepa wnu ero TP-a/ipec, a s — 3T0 MMA NO/BICBATENS, JOMALIHHMIE KATATIOr KOTOPO-
T0 HEOBXOMMO YBHIETS,

YroBst paspellivTh MIOTE30RATETAM PAGOTATh ¢ COBCTRRHHBIMI KEIEIGIAMH, HYHHO Olik-
care payiel (hemas ). PaCCyMOTPUM 1IPUMED TAKOR CeKLUMA:

[romes]
ccmment = Hors Directeries
browsesble
writable - yes

valid users — %8 ; %5 - CTPOxa ¢ NEpoYUCACIMCM MONLIDRATCTCH
create mode = €750
directory node = 0775

B 0T0J CeKLUAM MOLYT IPHCYICTBORATS CACAYIOILUC AHDCKTHEEL:
01 commert - — TeKCTOBEIH KOMMEHTapHi, KOTOpSTH He BITACT Ha paGoTy;

O browseable = no— PexnM OTOOPaKEHHA pecypea B ¢nucke npocmorpa. Ecnm yxa-
SaTh yes, T0 B CCTOROM OKDYKCHIH Gy IyT BUHEL NATKH TOTkIORATENeH;

O writable = yes  NPeAMKAT 3aNMCH B AOMAIIHKH KaTanor. TIpu 3HaYeHHH ne coane-
HUIC 1 M3VCHCHNC affIOB CTAHET HEBOIMOMKHEIN,

O create mcde = 0750 — MpaBa JOCTYTa IS coasaemeix daiion. B jannom ciyuae
mragenen haiita MMEeT TIONHBIE MPaBa, TOMBIORATENA IPYIIIB MOIYT YUTHTh W BRILION-
HATE CTO0, a OCTANLHEIe — GecnipasHbe. MHOTIA CEMTyeT NORMSHYS THAYCHUE HapameIpa
10 740, 4ToGkl TOMK30BATCIIH [PYTINBL MOTIIH TOJBKO YHTATE;
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Pearnuueii daiin & sammedi cHCTeMe GYIST HAMHOTO GOTBIE, TIOTOMY HTO OH CONEPKHUT
MHOIKECTEO KOMMEHTApHE C OTIVICAHTAMA 1 TIDFMEPANH KORGAYPAPOBAHHA OTKPBITEX
KATA10T0B. 3A6Ch 5 BCE 3TO Y,AanM, 4TOOH BaM NpOLE GbUI0 OPHCHTMPGRATLCS, KUM/A
MB SyZieM PaccMaTpPUBATD 11a31124eE1 (e KOMAILA.

B GonbmmHCTBe KORQUIypAMOHHSIX $aTi10B Linux M ee MpOrpaMMax s OMHCAHHL
JUIPEKTHB HCMONB2YeTCs OPMAT:

irperTE JHausime

Mva JMPeKTHBb! B AJLHOM CIY4A€ JOTKIO COCTOATh M3 OJHOTO €J10BA H 1€ MOKET €O-
gepath npolein. TIOGIE MMEHU CTARATES NPOGLN, i KOTOPBIM WIET SHHUEHHE JMPEK-
THBEL

B Samba-cepeepe NPHMEHAETCA HECKOTEKO HHOH (JOPMAT, MPUOTIKEHHEI K (halnam na-
crpoex Windows:

AmallaperTise=SHase e

3uavene JUPEKTHBLL CTABHTCA NOCNe 3uaka pasenctsa., Taxum o6pasom, HMA THPEKTH-
BRI MOKET COCTORTS W3 HECKOULAKHX CIOB, CONEPACHTS NPOGEIbI M PA%IMUHBIE CAMBOTH
(kpoye 31aKa pasencTna). CTPOKH, HaHMNAKIMHECA ¢ TOUKU C 3ANATOM (;) Wi ¢ peweT-
KH (¥), pacCMaTPHBAIOTCA KAK KOMMEHTpHH.

6.1.1. OcHoBHue HacTpolikn

Kondurypauponnsiii (aiin paséur va cexumu. CaMoi IepBoif HAST CeKIMs [globall,

B KOTOPO}i ONHCHBAIOTES robaibible HaCTPOIikK cepeepa. B ieil Moxaio yBuaets cie-

LYIOLAC MPCKTHRRI:

M1 worcqronp = A — MMS IPYINIBL B KOTOPYIO BXOAHT cepacp. Ko n Windows ul
BXOJIHTE B CETEA0E OKPYIKEHU®, TO MOKHO YBHIETE BCE QOCTYIHEIE pecypCbl, paziu-
Thie Ha KATErOPHH. B KIIOH TpyIITie MOTYT GHITs CBOW KOMIBIOTEPE! HWIH CEpBEpEI;

O netbios nzme = sz — WMA, KOTOPOE TIONB30BATENH GYAYT BUASTH B CETEROM OKPY-
KCHUN IS JIAHHOI CCPRCPA, OHO HE /I0:DKHO CORNZ,ETH ¢ HMCHEM PAGOUEH ITVIINBT,

[n g - ommcamue — CBOGOIHEIN TEKCT, KOTOpLIA MokHO GyaCT YBRICTS B
none Description (KOMVeHTapHii) CBOFCTR CepBepa WIH OKHE CETEBOTO OKPYKEHHS
® pescave Details (TaGtiua). B 3ToM m0Nle Bbl MOXeTe TOMECTHTE KOMMEHTApHi,
OnNUCHIBAOWINI COACKAMOE CCpBepa, Hanpuep, "Daiinossii apxus Ceprea®;

O hosts allow = ampeca-— Hepevncnenne (vepes mpo6ex) 1P-agpecos wim cetelt, ko-
TOPEIM paspeleH ocTyn k Samba-cepeepy. Llanpumep, 906k OTKPEITE TOCTYIN BeeM
KoMmbloTepam ceti 192.168.1.% 1 ofHOMy koMmbioTepy ¢ ampecoM 192.168.2.2 s
mpyTOH CETH, HAO HATIKCATH CIEAYIOUTYIO CTPOKY:

ver st

hosts allow = 192.163.1. 192.168.2.2

O printeap nanc = s — GART OTMCANHS TIPYHTEPO, TOAKTIOTRHIER K cricteme, TTo
yMomanmo aTo /etc/printcap;
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YnpaeneHue A0CTYnom

Kaxauit NONE3OBATENE AOMKEH paboTaTh B CHCTEME MO cBOeii yueTHOl 3amuceio, 1o
1no3BoaMt emy obesunacurs cson $aillibl U1 MYKOIO BMELATEILCIBA, (10 CHCIEMHbIM
JKYPHATAM ONPENeNKTh, KOTAA W KeM ObUIM NPOHZBEJSHb] HEKOPPEKTHBIE NeHCTBUT
T I

OBBIYEOMY TIOITRIORATENK) MR JIOMKHRL REIIETNTH OPPAHWUEHHBIC TIpaRa, KOTOPhIE TO-
3BOJAT BHIIOIHATG TOILKO 1100X0HMEIE AeHeTBrs. Kpove TOro, cneayer MUHHMHIAPO-
BATH KQUYECTBO TIONEZOBATENEH ¢ GOTBIIMME TIPHBATETMAME, TIOTOMY YT TaKHe ydeT-
LI SATRCH 1PEGYIOT 0cOBO TPHETATEHOrO BHHMARWA N HAGMOZeRHs. ECTH Mo NpHuH-
NETMPOBAHHON YMETHO 3ATACHI0 BOLLH R CUCTEMY © KOMIILIOTCPA, TA€ BAAISIEL 3aHCH
HAXOIMTECA HE MOT, 3TO YKA3BIBAET HA NOTEHIMANEHYIO ONACHOCTE MM B3.10M. Hexoto-
PphIe CIMTAIOT, 9T0 B LiNUX TOTbKO OMMH aIMMHHCTPATOp T00t, HO 5TO He Tak. Root — 370
JIMLU KM, & ATMHEFCTPATOPOR MOXKET GEIT: OHEHE MHOFO.

Ecyma pol ABACTECH aIMHHHCTPATOPOM Ha MPEANIPHATHH, TO JOJLKHBI CSIMTE 33 aKTy-
ANBHOCTEIC 3anHced. TIpH YBONLHEHUH COTPYIHHKA HCOGXOIMMO YOaniTh €ro YHeTHyo
3aTTICh, TOGH, HETOBOTLHEN YBONGHEHVEM, OH He YHWMTOWMT BaXHEIe NGHHBIE.
A B cBoett HeoTroM paboTe ANMHHHCTPATOPA YIKE BCTPEHANCA ¢ TAKMMH (haKTamy.

JI19 padoTs! ¢ KOMAHIAMY YTIPABTSHUA TOCTYTIOM BRI JIOMDKHE! OGNIANATE ITpaRAME aIMU-
HHCTPATOpa, I03TOMY DXORUTE B CHCTEMY BAM HAZIO KAK N10:1530BATEIO FOOt HIIH HCTIOMb-
30BATH KOMAHY 5U WM sudo.

A Tereph epeie K CyTH IpoSIeMEL

4.1. Tipaea aocTyna

JlaraliTe BCTIOMHUM KOMAHIY ls -al. OHA BO3BpaIl@eT crMCOK aiJIoR B CemyroumeM
BRE:

drux------ 3 Flenov Flencv3 4056 Nov 2€ 16:10 .
druxr-sr-x 5 rcot root. 4086 Nov 26 16:21 .,
—rwxeoxs 1 Flenov  FlencvG 24 Wov 2€ 16710 test
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KaTanore GyTYT UMeETE YKasaHHbic TIpABA, €A OHH ABHO He MepeonpeneneHs! AN oT-
ACMLHBIX TANOK. 270 3HAUMT, WTO Mol WalioH NOMamyT TakHe IankH, Kak
/home/robert/public_html, /home/other_user/public_html u T. 1.

7.7. BesonacHocTs cueHapues

Kak ME! ye TOBOPHITH, CLIeHapHH TPECTARJAIOT A BeG-CepBepa CephesHyK) omac-
HOCTH. Uepcs HX olnHGKN MPOHCKOAIIIO OUCHS MHOTO [POMKHX BT0MOB. Ml y7ie SHacH,
IO HeoBXOMMO OTIUIIOUHTE BCe HHTEPNIPETATOPH, KOTOPHIE He HCIONEAYIOTCH, M 0CTA-
BHTE TOTHKO Te, UTO HYSKHEL THM Mbi YCTOKHUM 3A%AUY XAKEPA, HO He DENIMM npoGie-
MY TIONHOCTHIO.

HanGontee Ge3omacEt caifT — 3To TOT, 4O Henomb3yeT cramvambie (HTML) okywmen-
TEI M He FMCCT CHICHAPHCE, BEITOTHASMBIX Ha cepsepe (PHP, ASP, Perl, Python n ap.).
Mpagza, TakoR caltT GyAeT TPAKTHUECKH GECTIONEACH W HHKOMY He HyweH. Ecmn Bam
TPEGYeTeA KAKOW-TO HHTEPUPETATOP, TO HEOGXOXHMO MAKCHMAJEHO OTPAHITNTH ero
ROSMOKHOCTH.

Hormyctum, pam calit uenompsyer cueuaphu PHP, u B oTux cuenapusx ecth GYHKLuY,
KOTOPbIE 00palaoIen K CHeTeMe. ECi Bbl UX HEBEPHO UpOLMIIETE (HAUPAMED, HE Cra-
HYT NPURCPITHCA NAPAMCTPAL, AJAHHAC [DAKIORATCHCM), TO EIOYMBIIBICHHUK 110/YHHT
ROSMIKHOCTH 1CPEATH TAKME HAUCHNS, KOTOPWE MOIYVT HEDYIIWTH PAOOTY CEPREpA.
Ma! He GyIeM roBOPHTE © TOM, KaK NPAEHNIbHO TMCATS CLICHAPAX H KaK WX emath Geso-
NaCIbIMA, TOTOMY HTO 3TO 33a4A MPOrPAMMHCTOB. HO He CTOMT 1afesTsea 1 WX mpo-
(HeCCHOHATHIM, NOTOMY HTO BCE MBI - TIOAH, H HaM CBOMCTBENNO ouwMGaTLeA. AAMUMIK-
CTPaTOp J0.DKEH CAENATh BCE, HTOSH! IOT PEUTHOCTH HE CTATH (GaTaTbHEIMY.

B uHTepnperatope PHP ecTh BO3MOXHOCTb OMHCHIBATH NPABHIA BHIIONEINA KAKHX-
NM60 ReHCTBHI, HCTIOME3ys GoNee DE3OTIACHEIE HACTPOHKH M NIpaBa OCTYNA - 3TO Pe-
MM safc_mode. Ho B A0MKHB! OTIaBATE CCOE OTHCT B TOM, YTO HCKOTOPHIC CKPUUTH
MOrYT OTKasaTkCs paGorars B 3ToM pekHMe. ECIH aIMMHWCTpaTOph OTITIOUANOT
safe_mode, TO 3TO He COBCEM BEPRO, S BCerIa cHAawANA MPOBEPATO, MOXKHO JIH NEPeHCaTh
ClieHapWH, H BHIKITIOUAIO Ge30NacHBIH PEXUM THLT eCTTH 5TO HepeaTBHO.

TNapametp safe_mode OTKAKIAET T PYHKIIH, KOTOpbIe SONBIIHHCTBY CATOB AEHCTDH-
TembHo He HyKHbL Tak YTO JIySiIle BCe e OCTABMTE MapaMeTp BKIIOYEHHEIM H TIONTpa-
BUTH/3aMeHHTE CKPUNTEL.

Kcrath, Boe HacTpolikw s umTeprpetatopa PHP xpanstca B daiiie /etc/php.ini. Mi
ero paccMaTpHBaTh He GymeM, MOTOMY YTO 5Ta TEMa BEIXONHT 33 PAMKH KHWCH 0pO
Linux. Ciue oM HAMEK Ha XOPOWMMA MAPAMETP — MATHHUECKUC KABBIMKH! magie
quotes.

7.7.1. OcHoetr 6e3onackocT

B HACTOALICE APEMA GOIRIIMHCTRO F310MoR B HRIEPHETE CORCPIIARTER & HOMOWIBKY Wil
Gmaromaps ommHGKaM B creHapusix eS-crpanui. Jlapaiite nonpoGyem pasoGpateca, no-
HeMy 3TO IPOHCXOMT.
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ACT TapaHTHPOBATE TOIBKO B OTHOIICHHH OMPCACIEHHBIX BCPCHil Anpa Linux, kotopeic
yKe CyllecTEyIOT. Hellbaa IOPYUHTHCA, UTO Npia OBHOBIEHHH BEPCHM 5APA CHCTEMA CIIH-
CKOB MPOJIOMKHT hyHKIMOHUPOBATE U HE BEI30BET NPoGIeM,

HMeHHO NO3TOMY # TONBKO MPEANOKY B3CIAHYTh Ha npoekT Linux Cxtended Attributes
and ACLs (bttp://acl.bestbits.at/). B! MOXeTe ero MCHOITE30BATE JIMILG Ha CBOM CTPax H
prck. K TOMY 3k, ero He 0GHOBIAIH Y/Ke OYGHE IIBHO, H, HECMOTPA HA MEPBORAYATbLHbIE
GONBIINE 1LIAHBI, MHE KAKETCR, WTO WM YIKE HE CYIRIICHO COITRCH.

Linux Extended Attributcs and ACLs — NPOIyKT, KOTOPH YCTANABTHBACTEA B CHOTCMY
© nocnc 31oro TpefycT nepekoMnunsumy 15pa. PaGota ero ocHOBAHA Ha XpaHCHUM 1as
KHIOTO haiia PACITHPEHHbIX ATPAGYTOB. DTO BOSMOXKHO He Ha BEX (BailioBbIX CHCTE-
Max, MO3TOMY YGCAMTEC, UTO WCMONMb3yeMad BAMH CHCTEMA NOICPHHMBACT CTIMCKH
ACL. Jlyume seero, ua Mot BINAL, TOAXODAT cucTeMsl ReiserkS, EXt3 u Extd.

1locne yCTAHOBKH NATHa i ZOMOMHUTENLHAIX TIPOrPaMM BaM CTAHOBSTCS JOCTYHbI ClI-
cki ACL. € ¥X NOMOILBIO MOXHO YCTAHABIAMBATE PEXUM IOCTYIA K (aiity OTHesibHBIM
nonk3omaTensm. Biagembuey Gaiiia 0CTAETCS B10 COIETENN, W OH MMEET IOIHBE IPASA.
OCTATLHLIE ATPHGYTHI JI0CTYTIA MOTYT OTCYTCTBORATS.

Haupumep, fUTA (hafiTa MOKHO YCTAHOBMTE MPaBa ~wx------. 11CCMOTPA Ha TAKHE ACCT-
KHe TPeBOBAHIIA, MOXHO YKa3aTh NO/IL3OBATENEH, KOTOPLIE 6YIYT MMETL AOCTYI K STOMY
daikry, momuvo Brazensia.

LlonyuaeTcs, 4TO KPOME OCHOBHBIX TPas AT KXIOro (aiiia B cHCTeMe GyIeT XpaHuTh-
£ COHCOK TONB30BATE/EH, KOTOPRIE MMEIOT AOCTYII K HEMY CBEpX OCHOBHOM peraMes-
“TAUMM.

Ecnu 661 Takoit npuHLpN Gbil pean3oBaH Ha YPOBHC SAZPA M NOIICPKHBAINCS BCCMU -
cTpnGyTARaMA, To 3 Hasea1 651 OC Linux camoif 6e30MachOM 1 CTAGHALHOH B MHpe Oc-
PaLMIOHHON CHCTEMOH.

4.10. Cetesoit 3kpaH

Mns 3amMTel KOMNBIOTEPa OT BTOPAEHMS IO CETH HCTIOTBIYeTCH CeTeBOH DKpall
(Firewall, Gparnmayap). HexoToptre cmysiGsr Linux Takse HMeIOT CBOH HacTpOHKH npas,
HO HX MBI GyTlem PACCMATPUBATE OT/ETBHO, KOTAA ROVEM A0 COOTBETCTRY OLIEN0 CEPBI-
ca. M Bee e, # He COBETYIO CIVIBHO TOBEPATS YIPABIEHHIO Ha ypoBHe cepaicos. He 3a-
GLisaliTe, YTO OWBGKY CTh MPAKTHYSCKH BO BCEX MPOTPAMMAX, H GCITH CETEBOW 3kpaH
CTaHeT ZyGMpoBaTE IPaBa, PCNKCAHHBIE B CEPBHCE, XYXKE OT 3TOTO He GYIET, @ TOMBKD
Tyuwe.

Cerepoii IKpaH ABIACICH OCHOBOH GE301IACHOCTY M LIEPEBLIM PELYTOM 3AUNTHI OT BIOP-
weHMn HsAHC, XaKCpy HCOGXI/AMO CHASIIL TONYHMTH JOCTYT) K KOMIIWKYTEDY, H TOIRKO
€CIIH 3TC YIATOCh, OH NOMBITASTCA ABHTATLCS JATBILIE 1 NPOGUPATLCS 10 YPOBHS hailios.
Tam yxe AeficTByeT BTopas JWHRA 0GOPOHE! — IIpaBa I0CTYIA K (ailiaM i KaTanoram.
ToyeMy ske TOTIa MBI PACCMATPHBAEM CETEBOH SKPAH MOCTe MPaB IOCTYOA Ha daiiner?
Ha notomy, uto Firewall 3anpmmaet TOILKO OT CETEBEIX BTOPIKEHHMM, & TIPABHILHAA PeT-
JTAMEHTALMA JOCTYTIA MPefoXPaHseT ¥ 0T JOKAIBHBIX XAKEPOB, U OT HENOGPOCOBECTHRIX
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B KoMarauo# c1poke SFTP B OCHOBHOM TIPWXOTHTCH PaBOTATE CO CTEMTYIOIAMM KOMAH-
JaMu;

0 pu
1s — NOKa3aTh aiTel B TEKYIIEM kaTanore;

— MoKa3aTh MyTh K TEKYIEMY KaTalory;

mkdir HAMT

CO3I8Th TANKY € HMEHEM NAME;

aoao

cd PATE — NEpeliTH B Nanky. B KxauecTe PATH MOMKHO YKaIRIBATE MONHBIH MyTh
K [afke Ha YJaNeHHOM CepBepe HIH TObKO HMS Katanora, KOTOPBIA ABMseTCR J0-
HEPHUM K TEKYIICMY;

3

put FILE ~— 3arPy3HTs FILE C IOKATBHOMO KOMIBIOTEPA HA YaNeHHbIH;

=}

get FILE — CKAYaTh FZLE ¢ cepsepa. [lo ymomuasmio on Gyager ckauMBathed B Ty
manKky, koTopad GLUIA AKTHBHOMR NEPe] AKTHBALIMEH COSTUHEHHN.

BhI JOMKHBI Y4HTHIBATE, 4TO JaNeko He Bee FTP-KiTuehthl no,uepxvBaroT wudiposane
SSH, 10a10My yieAHTECk B IO)UIEPXKE STOMO NPOTOKOA CO CTOPOHbI BAILIEFO MOTPaMM-
Horo oGecnewenms. Hanpumep, eci vsi paGotaete B Windows U XOTHTe Opranuzosath
GesonacHoe coeuHene ¢ Linux oA o0HOBACHHA $aif1oB, MOKETE BOCHOMb3OBATBCH
niporpammort WinSCP (www.winscp.net). Oxa ofnanaer npocTeiM ¥ y10GHEIM rpadu-
ueckum uuTepoeiicoy, a uoburenn aBiwkenus Open Source CMOTYT Taxke HallTH Ucxoa-
HBI® KOIBI TIDOTPAMMBL.

5.4. OemoH inetd/xinetd

Tl TOTo uTOBH! CEpREp CMOF OOPAGATAIKATS JANPOCH! KIHEHTOB, HPOFPaMMA AOMKHA
GEITh MOCTOANHO JaTPYIKEI@ M CBA3AHA C ONPENENeHHBIM NIOPTOM. B aToM HeT Huvero
CIIOJKHOTG, HO HHOTIA GLIBAET HEBEITOAHO TOCTOSHHO AEPXaTh TPOTPAMMY B TAMATH,
ecnu oHa Gonbluas, a paGoTaeT ouers penko. Ecm nepen Havu pabowmit sed-cepeep, TO
KOHEYHO e Apache J0/mKeH paBoTaTh Ha HeM TMOCTOAHHO. A €CNIH 3TO KAKAI-TO TECTO-
Bas MALLIMHA, TO AEPIKATH BCE 3AITYIIEHHBIM HET CMBECIA.

B page cydses Tyuule, KOTAA OHH CEPRHC B CHCTEMe OYIET CICHHTb 52 OPTAMH H 32~
TMycKaTh HeOOXOMHMBIH cepbHe npy ofpatuendy k onpeaenenHomy kanany, B OC Linux
TaKas BOIMOAHOCTE €CTh, M iIA 5TOrO MCIIONEIYETCA JAMOH inetd win ero Gonee HoRag
Bepom — xinetd.

Kaxk onpegennts, uto sanyexars? s 31oro ciysur aiin /etc/services, B KOTOpOM Ha-
XOZUTCA CIIMCOK CEPBHCOB M UX NIOPTOB B clieAyIomem dopmare:

IS 20pT/CPOTOKAN CERINHO
3neck:
O s — H1a3BAHME CEPBHCA, KOTOPBIHA HEOBXONHMO 3aITyCKaT)

O Nopx — HOMePp kaHaNa, KOTOPH JOkeH NPOoCyIHBaTECs;

0 Mpemowan — cepawc inetd ymeer paborars ¢ upoTokoaamu TCP u UDP, mopTs Koto-
PbiX HE MEPECEKAOTCA (OHM COREPUISHHO PAZUUHEL), TAK HTO HEOBXOHMO B ABHOM
BHJIE YKAIBIBATE APOTOKOT,

O neesnosin — BBIMBILUIEHHOE MMs ILTA CEPBHCa, KOTOPOE MOKHO HE YKA3IBATS.
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rax, POHAKAYR B CHCTEMY, XaKkep Oy T HE3AMETHO CHIETS B Heli, U BhI MOKETS HAve-
10 e 3anonospurh. Ho ecim kamisiii MECAIL MEHSCTCR 1ADONE, TO NOCIC GMCPLAHO
CMeHEL AMOYMBILIIEHHUK TEPEET CBOM TIPAEZ, M eMy TPEGYeTes TIOBTOPHBI BAIOM /A
BLIAB/ICHHS HOROTO M2P0.TA. ECTH y53BUMOCTE, Hepe3 KOTOPYIO OH Y3HAT Mapoiik KaKoro-
TO MONB3OBATENA Y€ 3AIaTalia, TO BTOPOii Pa3 NO1yHMTb AOCTYN eMy GYAeT CIOKiee.

Peryaspros ofioBTeNe napoeil yoIoNIAeT Tak e 1 HX moabop. Kak 570 nporcxo-
wT? MHOTHE RETOMATHIMPOBRHKBIE CHCTEMEI BLIABIEHUA ATaK MOFYT Ges (poGnem ofl-
PEICIHTR, KOIJIA Hd OT/IENLHYK) YHETHYK) SAIMCH ARTOPHIYKITC HECKO;INKO D3 HOAPAJT.
Yro6ht 0GOITH TAKHE CHOTEMEI, XaKephl MPOBEPAIOT NAPOIH © OTpeNeNeHHOI anepiKKol.
370 LEAACT BAIOM AOTBUIC, HO, B KOHUE KOHIOB, MOMET JaTh PE3Y.bTAT, SCIH 0apoih
HECTOKHBLH W MOCTOAHHEIA. ECTTH Naponih MIMEHSETCA, TO BEPOATHOCTb YCNIETE €rd M0
noBpaTs M0 CMEHBI CTAHOBHTCS OYEHD HU3KOH.

roBbi VBT 3T0 Ha HPUMEPE, NPEICTARAM, MTO MAPOAh MOKET COJCPHATE TOMRKD
wuca. JIOMYCTHM, WTO Ba TIEPEOHAYANEHOM 3Tane oH Gbiut pasen 7 000 000. Xaxep
TyTEIM niepeSopoM npormen ot 0 1o 6 000 000, B B 3TOT MOMEHT TAPO;Th MEHACTCA HA
5000 000. TansHciuice CKAHMPORAHME XOThb 0 MUNIAAPIA HE NACT PE3y/IbTaTa, OTOMY
YT ANBN230H, B KOTOPOM HAXOIHMTCS HOBBIFA NAPONE, Yike MponyiueH. Xysxke Syzer, ecu
10BBLi MAPOL GyeT KAK pa3 oMM H3 Cneaylowux B nepedope. YT yax lie yragaeu.,

Bropoe MPeHMyYIIECTBO OT PETYJIAPHOH CMEHB! MAPONA 3aKIMOYAETCA B TOM, WTO TTOKa
xaxep GyIeT 1OAGMPath ASHEIBHTRIBHO CHOAHBIH 1I8PONL, OH YIRS YCTAPEST, 1 BOCUO:Ib-
30BATHCA MM HE YAACTOA.

TaK 34CIAHMTS (01BROBATENS MEHATS LIAPOII YEPER OUPE, IGIEHHIE UPOMERYTKH RPEME-
Hu? HeT, He HYXHO XOAMTS M HYIMTb €My Had YXOM, €CTb C1I0CO0 NpoIle M HAMHOro
addioxTierce. B Linux HMECTCE YTHINTA chage, KOTOPAA 5aMycKacTCA CIICAYIOLINM 06
pazow:

chage NapaMeTpH JOMBICEATEME

B KauecTse NApavicTpa MOXHO YKa3bIBATh CIEYIOUIME KTIOUH:

O -m N — MUHHMAIRHOG YHCHO AHCH () 20 CMCHBL N2POAR. Y KAZAR 3TO FHANCHUC UyTh
MEHBIIE, YeM MAKCUMANBHEIA Meprof (CM. CNSIVIOMMA TapaMeTp), Bl 3aMINTHTE
CHCTEMY OT HIEIKENATE/LION CMEeRbi HApO/IeH, TO 3NMAHT, YTO eCITH XAKep 3aXpaTHT
VUETHYIO SAMTACH, OH HE CMOKET HAMEHHTA NapoiTh. KOHEUHO e, 310yMBIUIIEHRUK
TOMeE MOXKET BINIOTHHT KOMBHIY chage, HO TONIGKO ECIH Y HETO eCTb [PaBa aIMHHH-
erpatopa. Tpr-4eTbpe AHA PASHULBI MEKAY MHHUMATHBIM M MAKCHMAIBHBIM 3HANE-
HHeM HeoBXOAMMH /118 TOTO, YTOGH MOJb30BATENL CMOT CMEHHTH I1aPOJib, 0K OH HE
veTapen. YCTaHARIHBATE PASHHILY MCHbIUG TPEX AHCH HC JKCIATENLHO, NIOTOMY HTO
CYMECTBYIOT BBIXOJHEIE, M ECNH CPOK ASHCTBUA MONZJET H2 BOCKPECEHDE, MONb30BA-
TeJTb He ycTieeT CMERHTE maparb. 110 yMOMHaHMIO HCTIOTB3YeTCA 3HaveHHe —|, 9To
COOTBETCTBYET OTCYTCTBHIO IPOBEPKH;

03 -M N — MAKCUMATLHBL JIHATIA30K B AHAX (N), B TEUEHHE KOTOPOro IefCTAYET NapoiTs.
Ilocne 9TOro NapoL CYHTACTCA HEAEHCTBUTEABILIM, 1 NOJL30BATENL HE CMOMKET BOH-
i B crcTeMy. [To yMONHaHHIO ycTaHOBIeHO 99999, YTO COOTBETCTEYET GECKOHEMHD-
CTH, 2 3HAYUT, APONE HAKOTIA HE YCTapeeT;
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8.5. TToutosaa 6ombapamposka

C nouToBoi Goy6apAMPOBKOi A BCTPETHIICE TICPBBI pas mouTH 10 JeT Hasay, OEHakas
# B uaTe OCTARMI CROM F-mail (o 5TOTO # HHKOTTA He CRETHIT CROMM a/ipecoM), I Kak
HA/10 B 3TOT MOMEHT TaM CHIIEN HAMHHAIOIINI XaKep, KOTOPEIH TPOCTO PaIH UIyTiGE 3a-
Spocan MeHA NouTORAIMY GoMBaMU.

Yo 1Ko 10uToKas GoMGa? IO 1IPOCTOC HHCAMD © GCCHONCIHBIN CONCPHMBIM 11060-
ro pasmepa, Xakepel 3a6packiBatOT CBOFO KePTBY TAKHMH MOCTAHHAMY, HTOGH Mepenon-
HHTB ALHK U HIIHTS €T0 BO3MOKHOCTH NIPHHAMATE APYTHE cOOOWISHUs. DTO KnaccHye-
ckan ataka DoS, TONBKO B OTHOIIEHUH I0YTOBOTQ AIIMKA.

Tla mepeLIfi BIMMAT HEOGXOAMMO NIPOCTO YRETHIRTE PasMep ALIHKA WK yOpaTh NHMHT BO-
Bee. DTo HeBepHOE pellieHne, NosToMy 3afyabTe 1po Hero. Ecm siumk te Gyaer umets
npesena, To Xakep CMOKET NIpos38ecTH ataky DoS Ha Bech cepaep.

[osToBHle COOBUICHHA — AMHCTECHHMIN CNI0CO6 1aKauaTh MHGOPMALIZO Ha cepsep.
Koraa 3n0yMeluUiemmK otnpasier E-mail, oHo coxpaisierca Ha ceppepe, TOKa He 6y-
IeT ekauano mombosmesev. CInKom GOMBLIOE KouMuEcTRO uiopsiiy saiiver Ace
TIPOCTPAHCTBO HA JKECTKOM JHCKe, H cepeep GOMEbIIe He CMOXKET NPUHAMATE COODINEHHA
HU 113 O/IMH H3 TIOYTOBLIX AUTHKOB.

Camas Xy[Ias CHTYauHA NpA no4ToBol GoMGapAMPOBKE MOXKCT BOSHHKHYTD, KOTAA 1104-
TOBBIC AILIWKH PACMONATAIOTCS B KATATIOTe 110 YMOTUarmo (pasgen /var). Ecnu 3ToT paz-
nen GymeT meperoNHeH, TO CepBep He ¢MOKET GONBUIC 3AITACHIBATE B HETO HHbOpMa-
umo. B pazaene /var XpaHates cuic M KypHanet Gezcnackocts. Ecnu oHE He cmoryT
NONONUATECA, TO CEPBEP OKAKETCA NOMIOCTLEO EAOCTYILIM.

OrpaHmyeHre Ha HCOOTB3YEMOE TION XPAHEHWS TTACEM TIPOCTPAHCTBO HEOOXOMHMO.
Jlyuiic MOTCpATh KOHRTPOMb HAX OHHM TOYTOBBIM ALIMKOM, YEM HAL BCEM TIOYTOBEIM
cepBepon.

O nouToBOK GOMGAPAMPOBKH JALIHTHTLCA HEMb3S, (10 MOKHO MOMLITATLCA YCIIOKIIMTE
3y AToyMBIIeRHIKa. JII8 STOTO HAM TIOWAZOGKICH TAPAMETPS, KUTOPHIE MBI pac-
cMaTpuBaH B pazd. 8.4.7. Kpome Toro, xeNaTe1bHO OrPaHIHHT: MAKCHMATTLHBI pasMep
cooBIIeHns 0 MPHEMIIEMBIX TIPENIENIOB ¢ TIOMOLIEIC TIAPAMETPA Maxi Ecmn
3T0 CANAT, AOYMBIIIGHHHKY MOHATOGHTCA HANDABIATE Ha CEPBED MHOKECTRO Ma-
NEHBKHX [HCEM BMECTO 1IECKOMBKIX GobIinX. (VIII2KO0, K COXATEHMIO, GONBIINE MHChMa
MHOI)A (ITIDARAKYT HE TOTEKO XAKEPhL, ¥ 3THM Bbl YCIOKHHIE HU3HR W PCAIThHAIM KUP-
PECTIOHIeHTaM.

assagesi

8.6. Cnam

ITpo6riesa XXT HHBOPMANMOHHOTO BEKA — PACCHUTKA HEKENATENHOM KOPPECTIOHIIEH-
. 10 MeHCTRRTENLRO GoNesHs, ¢ KOTOPol Halo GOPOTECH, 4 CYNIECTRYIOUINE METOH!
TOKA He IPUHOCST HEOBXOTHMOTO PESyAHTATa, H CITAM OTHAMAET GONBIIYIO UaCTh TIOHTO-
BOrG TpadHka.
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Tabnuya 10.2. navenus nepaoll yugph! ¢ kode omeema FTP-cepeepa

ko | Onucanue

1| Komanna yaauHO NpHSTa K BLNOMHEHAI0, HO ELLIE HE SAKOHIWTA CBOR BRINOMHEHMS,
O3TOMY HYKHO AOXAATECH €€ OKOH-EHUA NEPE NIDOAONXEHHEM PABOTH. Take GootLIe-
Hitsi IPAXOAST BO BPEMS! BLINOSHEHVIA ANMTENbHLIX ONEpauMii (HANPUMEP, 3ANPOC KA Nepe-
gavy hainos). Nocne 3asepuwerns paboTsl KOMaHAE! BYAST NONYYEHO lle 0AHO
cooBwenue

2| KowaHna BeINOMMeHa yA8UHO, MOXHO IPOROMXATE PAGOTY Y MIOCHIMATS HOBHIE AUPEKTHBLL
Takue COOBILEHHS MPUXKOJRT B OTBET Ha NPOCTBIE KOMaHA!

3 | KoManaa Beinantena yaadro, HO Ans 3aBepLLEHIR paGaTL TREBYETCR AONOHITENLHAs
AMpexTUEa, Takvie COOGLLIEHIT MOXHO YOWAETS 8 OTBET Ha ONEPRLIM, NPERYCHATPHBAIOLIAE
HECKONEKO IBHCTAU, HAMPYE, BO BOEMA AYTEHTUIDMKALIMN, KOTOPER TREGYST ABYX KOMAHA
‘COOBLIEHVS! © KOROM, HBMVHIOLIAMCS C LD 3, NORBNAKOTCR MEIAY OTAPABKOM KOMAHL.
USER W PRSS

4 KoMaaa BEINQMMENE HEBEPHD, HO PE3YTIBTAT MOKET GSITh ONOXATENISHSIM, ECTM
MIOBTOPMTH MOMLITKY 03K, COOBLIEHME MOXET GHITh NOMYUEHD B CYUae, SGNM CEpBEp
HE B COCTORHHM CEVMC BINONHMTS KOWEHAY U3-3a BLINOTHEHWA APYTO Onepaun

5 KOMaHRa BRINONHEHE HEBBPHO. T CEMbI KDHTUIHLIF OTBST, KATOPEIi MOXET GhTs NpM
HEBEPHOM CYHTAKCACE AVDEKTUBL! WM HENPABSHOM AN (13PAMETPOB

Ta6inuya 10.3. Snaverur smopo yucper & kode omaema FTP-cepeepa

Koa  Onucamue

0 CWTAKCUMECKER OLLIMGKE, KOMEHRA BOCTIDUHATA HEBEPHO

1 Wnhopmauus

YGTaHoBKa CoeaMHerus

2
3 CoobuIeHWe OTHOGATCA K 2YTRHTUIMKALIAN
: = e

5

He onpeaeneno

Coobienve dainopow cncrems

PaccmoTpiy miprnep. JIOTyCTUM, TIONEZ0RaTENS YRUTE B cBoey FTP-KikeHTe celyio-
mee cooSUIEHHE 1 Ke 3HAET, YTO JeNATh AaTblle:

331 Anonymous access allowed, send identity {e-mail name) as password.

BaM pocTatouno TOABKO 3HaTe Koa 331, Tlo mepmoMy wueny 3 BUAHO, WTO AWPSKTHBA
BLINOJIHEHA YN1a4HO, HO TpeGyerca AomonuuTe bHas KoMana. Bropas. undpa — toxe 3,
T. &. cooBllenue MosSBIUIOCE B X0A¢ ayTeHTHGHKAMH. Korma MoskeT GEITE TakoM OTINIHK?
Komeuno e, nocne saoja amenn. Ceprep FTP 03T Mapons, NosToMy BRI coo6-
menne ¢ xoniom 331.

KA BHTMTE, MHHHMAIRHBEX SHAHIH AOCTATONHO, 4TOBA YRHACTS, KAKAK BOTHAKND 11pO-
6MeMa, ¥ MAKCHMATHRO GHICTPO €€ PRLINTS.
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Ha pre. 2.5 Hokusano kKo, 1 MHE Ipemiowany yeranosuts GRUR. ST cornanych,
TI0TOMY 4TO y MEHS 3TO BUPTYanbHas MalHa, 1 & MBR 10Ka HUHErO HOT, HTOGH! MOX-
HO GBI JArpyaTSCA.

[t S 0= sare 4 U6 o0 Joader <o the tagier o3t necons o) i 1o
| g iy 7

| Warnlng: 1f she instsliter salied to dstecy another aserating Sucter fhat is et an
oty FanRUt < UL g the Taster ot recard KLL ks that Consating susten -
07T L UNGELS)13, 150U BAIE B be taniad o o (s et 10 ot It

e ORU fost [9s0ee 4c L s teh b0t Pesosc)

Puc. 2.5. MpeanowsHie yoranosnTs GRUB

3arpYauHK NpH CTApTE CHCTEMBI O3BOTHT BHIGPATS, KAKYI0 HMEHHO OTePaUHCHHYIO CHe-
TeMy BBI XOTHTE HCTIONb30BaTh: Windows, eCiv UHa YCTaHOBICHA Ha KOMTIBIOTEpE, WK
Linux (11 moGoe ee 51po, ECAH HX HECKONBKO).

Jlauraenmcs pansine. TIpH HAIMUAU 1§ KOMIBIGTEDE CETERO KADTH HAL Y, HIS OKHO JLI
ee Bbifiopa. Eenu HysxHbli ApaiiBep B crucke He GYAeT HaiieH, To MOXKHO OCTABUTb 3HA-
“eHHe none. ITO He 3HAUHT, UTO CeTeBAs KAPTA He GyIeT paboTaTs, MPOCTO ByIET He-
[IOME30BATECA YHABEpCATBHEI Npaitaep. B JaibHeifliem 1 PEKOMEHIYIO YCTAHOBMTH
KOPPCKTHRIG ADASIACPAL, OGR! 3a¢TaRMTS COTERYIO KapTy paGoTarn Ha ace 100 %. Hexo-
TOPHIC IMCTPUGYTHRKL TOT 10AF NPOMTYCKAIOT, NoToMY 410 Plug&Play nosmonser jocTa-
TOMHO TO'IHO CHPENENHTE THIT KAPTHL U BLIOPATS HaWnysIIAR Apalisep u3 Gonkiuoi Gasbl,
KOTOpas yiKe eCTb Ha JIUCKE.

‘Temeph OTOROPHM © HACTPOViKe ceTH. ECIIN B Bawed ceTH HCTIONB3YETCA eAMHCTOEHHEI
DHCP-cepsep, To MOKHO OCTABUTb BCe N0 YMOTHHHIO. ECIH JKe B CETH HeCKoIbKo Cep-
HEPO MW eCIh HEOGXOAMMOCTS pACCIAMTS AIPECA BPYURYIO, T0 yGepmie ranouky
& mynkTe HactponTs ¢ novousio DHCP.





index-307_1.png
306 Tnasa 10

10.1. Pabova npovorona FTP

Kak M1 yoxe roBOpRITH B 21ae 6, T8 paboTe! o npoToxorty FTP Tpefiyetcs yise cocras-
IMOUIME: KIMERT W Cepiep. B KAUCCTRE KIMCHTA, B UPMHLLIIC, MOWHO HCUOTRSORAT
060i TelNEl-KAHEHT, 1, UCAKNIOMMBILHCh X TOPTY 21 Cepeepa, BpYHHYIO HEPEAAEaTh
KOMaHMbl.

Econ y Bac et FTP-KuMeHTa, TO TECTHPOBAHHE ITPOTOKOIA MOKHO OCYUICCTBHTE AAXKe
uepes Hpaysep, — Hanpumep, Internet Explorer wi Firefox. [Ins sroro B aapecnoil
cTpoke Bpayaepa HymHo HaGpats URL & dopmare trp: / /mam:nzponedarpec.

Haupuvep:
£tp://tlenovimypassworddtty. uy_server. com

Wi

Fop://Flenovimypssworde192.168.77. 1

Iporokon FTP paBoTaet cpasy Ha JBYX NOPFAX: ORHH CIYAHT [UI8 YIPABSeRUA (Tiepe-
CHITKA KOMAHN), 4 APYTOH — JNIA Nepedayu JarHEIX (bafinop). IIporpaMMa-KIHEHT co-
SIHHASTCA ¢ MOPTOM 21 H HAYMHACT Mepenasath komaiakl. C ITHM IOPTOM COSIMIAIOTCA
BCC MONB3OBATCIN, M CEPBHC, KOTOPEL POCTYLIMBAET 3TOT KaHal, paboTaeT ORHOBpe-
MEHHO C HECKOBKHMI CORTUHEHHANMMU.

Korna wiHeHT 3anpallHB3eT TAHHEIE, OTKPBIBAEICA SUE OJHO COEAMHEHME C KOHKDET-
I T0IIB30TETIEM, 110 KOTOPOMY IISPEIAETCR QAR 0 06RO ¢ TOKN SPEHUR 11po-
TPAMMHMPOBAHMA, HO HECTIONPYHHO B IUIGHE AIMMHHCTPHPOBAHWS, — TOUHES CKA3aTh,
KOH(UIYPUPOBAHMS CETEBOTO 9KpaHa. JleNo B TOM, WTO A Mepeayd AaHHEIX KIHEHT
MOAET OTKPBITH AGCOMOTHO OGO 1I0PT, W CEPBEP HE MOXKET I[ICACKEIALL €10 HOMEP.

BoMBIWHHCTBO KOMAHA, NPHMEHASMEIX B padoTe no nporokory FTP, cxoxw ¢ Temu -
POKTUBAMH, KOTOPBIC Bbl MCHOAR3YCTC B Linux su1s ynpasnesus dasinava. 1o caszano
C Tem, 4TO BO BPEMA paspaGOTKH APOTOKO/IA OCHOBHEIME ceTeBbMu OC snsmacs UNIX-
CHCTeMB1. 3TO B Hale Bpems Bexe cToHT Windows, a 30 €T Hasajt Bce GbI10 HHATeE.

10.1.1. KomaHawu npovokona FTP

Jagaiite paccMorpuM uctuur 10.1. B Hem mpuBeneH npumep OGIIEHUS KIMEHTCKOM
nporpammel ¢ FTP-cepeepom. CTpokH, B Havane KOTOPBIX CTOUT 3HAK ">", GRiAM OTHpaBs-
nersl FTP-cepuepy, a 0eTaNBHBIE — 3TO €10 OTBETbI.

< 220 Tlencv Mikkail FTE Server
> USER Anonyuous

< 331 Anonymous access allowed, send identity (e-mail name) as password.
BASS your@mail.cor

< 230 Anonymous user logged in.

> oD
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LIoNL30BATELCKHE FKYPHANE HYKHO PETY/APHO NPOBEPATE H HCTHTL. 1lekoTophie TONb-
30BATENH (12 A BbI CRMH) MOTYT OUIHGHTHCS NPV HATHCAHHH Kakoji-THOO KOMAFIb! B yKa-
4aTh cRO 1apauts, Boiownk, 1poananmsuposas daiin bash_history, yraurr napoin u
CMOXET YHUMTOKHTE BALLl COPBEP.

Ecu BBl B KOMaHIHOM cTpOKE HABMPAT AMPEKTUBY 1 YKA3HBATY NapONh AJMHHHCTPA-
Topa root, TO He NONCHUTECT YAATHTE COOTBETCTEYIOUIVIO 3alHCL H3 NONB3OBATEECKONO
ypHana. Takas oWHGK MOKET BaM OGECTIEXUTH GECCORHYIO HOMB, @ MOXET ¥ HE OIHY.

11apons anMUIMCTPATOPOB MOTYT YKA3LIBATECA B KOMAIIION CTPOKS U MPH HOMOAL30Ba-
U nporpaviMel mysql. ECA BEI HATIDHMED, BHINOTHIH KOMAHY

fust/bin/mysgl -iroct -ppassword

TO OHA NOAHOCTBIO COXPAHHTEA B HypHate. Tlonyuus JOCTYN K BAlCMY AYPHATY KO-
Maey bash, ZA0YMBIIVICHHUK NPHOGPCTACT BOIMOMHOCTh HCHONEQBATH Ga3y AGHHBLX
MySQL ¢ miparamH root. B myuwem cnydae 310 SyneT Tonsko 6aza TaHHBIX, a B Xy/UIeM
(ec:w mapons root ma cueremy u ua MySQL cosnamaor),  Beck cepsep Gyaet mon
KOHTPOIIEM B3TIOMIINKA.

BHAMARNE!

HUKOTAa HE BLINGNHAITE B KOMAHAHON CTPOKE ANPEKTUBS, TPEBYIOLIE YKaIaHHA Napons,
€CW crlenanu aTO, TO YNaNuTe COOTASTCTBYIOLLYIO 3anuch W3 XypHana bash. B cydae
& MySQL HysXHO 5bINO 33AaTL KOMAHAY /ust/bin/mysql —uroot. B OTBET Ha 3T0 cepeep
3JANPOCMT NapOMb, KOTOPbIA HE COXPAHWTGS B XYPHANE, @ 3ANULIETCA TOMBKO BRE/EHHES
NoMaHaa.

Ecnn sei paGoTaere ¢ cepeepoM 6a3 namkbix MySQL, To B pamieM JOMAIIHEM KaTATORE
Tommmo datina bash_ history Syzer eme u datin .mysql_history. B aTon dhatine xpausiros
BCE KOMAHBL, KOTOPHIE BEIIONHANMCE B MpOrpamme Koupurypuposauna mysql. Ero
TaKKe HAO0 OMWIIATE, €CITH TIPH BEITOTHEHHH KOMAH;B! GBUT YKa3aH KakoH-THE0 mapols.
Basa RaHHBIX — 3T0 elle Be BoA OC, HO 1 OHa MOXET NOCHYKHTE OTHPABHOH TOUKOH T
RaNBHEHUIErO BAoMa, K TOMY e CaMH Ga3bl JaHHEIX MOTYT CONIeP/KATh CeKPETHYIO MH-
OPME M0, — HANPHMED, LIAPOJI JOCTYIIA K AAKPBITSIM HACTIM BEG-calA.

12.5.9. Obpatute BHUMaHKe

JRamaiiTe HOCMOTPHM, Ha MGV HYWHO COCPEAOTONHTb BHIMAHHE 1IDH BHATHIG Ky PHANOS
30MACHOCTH. 3T0 He TONBKO 3AMHCH O HENPABOMEPHOM J10CTYTIe K cHcTeme. Habmoxas
32 JKYPUANaMB, HeoBXONMMO BEIABIATE ATAKH SINe HA HAYANEHOM 3TAlie M He JOMyCKATh
enoma. Koria Bbl YBHACIH, MTO NOJB30BATC/IB MOMyI1 AOCTYII K 3aKPITOH MH(pOpMa-
LU, TO MOMEHT B3I0Ma BbE YK€ NPOITYCTHIIH.

Ficitn cTaiin GoicTpo. yHGINAUBATRCH ACyPHAIILI, SHAWHT, BOPOCIA AICIMBHOCTS W, KO-
MOKHO, HaANACH aTaKA HA OTKAZ 0T 0GCTYKHUBaNHA. HysKHO CPOHO PearHPOBATE, MHAYe
POCT HArpy3iH Ha CepBep KM KaHAb! CBASH MOKET CTATh HEYNIPABAASMLIM, ¥ K Onpe/Ie-
JERHOMy MOMEHTY CepBep TiepecTaleT oGpabaThBaTh Zampockl onkzosateneit. K Tomy
72, CCITH AyPHATI JATIOHAT BCCh JHCK, TO BCS CHCTGMA MOKET BBUTH W3 CTPOS, Voerw-
Tech, UTO y BAC IOCTATOUHO MECTA 14 XPaHEHNS (aiilIoB yPHATOB.
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Haupmviep, clieTylomman KoManza No3BOMAeT pasmoHTHpoBath CD-ROM:

urouns /dev/cdrom

BBITAWATE CMOUTHPOBANIIBIA KOMINAKT-IHCK HEHCTBATENLIO HeNb3n, 1o ecmd Guna
CcMOHTHpOBaHa UIEITKa, TO €€ BCErld MOXKHO BbIAEPHYTh (PUMMECKH, U TYT HHHero He
cracer.

tar

B Te Bpemena, korza He GBUTO MPOrpaMM 1A YCTAHOBKH NAKETOR, TAKMX Kak apt-cet,
NPOrpaMMbl yCTAHABAHBANCH H3 APXHBOB, PACTAKOBHIBACMBIX ¢ MOMOMIBEO KOMAHIE!
tar, Ceiiuac Takuym oOpasoy ualle BCEro pacTipoCTPaHAIOT MPOFPAMME! B HCXOAHBIX KO-
nax. ia passepToiBalng daiina apxuaa tar HYKHO BLINONHUTL KOMalay:

tar xzvi wadaina. tar.qz
Kar upasuiio, 1101 BHINOTHEHUA KOMAHIB! B TEKYLIEM Katanore GYNeT CO3AAH KaTamnor

© TAKHM Y@ HMENIEM, KaK Yy apxupa (Tobko Gea pacmupenis). B ey ool cMonere taiity
Bee pacniakoBaHHEle (ailibl.

K paBiore ¢ apxmuaMi MBI BepHEMCS B 21k 13, KOT/Ia CTAHEM PACCMATPMBATE PE3epBH-
poRanue fannns. Ceidac He HaM JOCIATONHO YMETs PACHAKOSKIKATS 1EKE T, YTOBL
YCTaHaB.TUBATE AOMONHUTENBHbIE MPOrPaMMbl H YTHIHTE! CTOPOHHHX PaipaGoTHUKOB.

rpm

T4 KOMaHJIA YCTAHABIMBACT NAKETHI IIPOTPAMM, H 68 CMEICA TAKOH e, kak MY apt-gel,
ToNbKO rpm 6Lyt paspaGoran B Red 1lat i Henone3yeTes B NHOTPHSYTHBAX, NOCTPOCHHEIX
wa ero Gase. ST ke paccMaTpHBAIO B HToH Kure Ubuntu — notomok Debian. Ho Bee e
[POBEIEM COBCEM YK KPaTKMil 3KCKYPC 00 rpm.

JU1% YCTUHOBKH HOROIO 1AKET MOKHO BBIMONHHTE KOMAHAY:
LpM -1 nakeT

Ji1% OGHORIICHIS YHke YCTaHOBIICHROrO NAKSTA MOKHO BHIIONHHTS KOMAHAY C APAMET-
pom

pr. -U aaxer
st Toro 4TOGE! BAAETH XOJ MHCTALBILMY, MOMKHO YKA3aTh elle M ko4 —v. Takum o6-
PasOM, KOMAHIA YCTAHOBKH GYAST BEILAAETh CICIYIOLIMM 06paIom:

rpr. -iv caker

which

WHorna HeoGXOOMMO 3HATH KATAIOT, B KOTOPOM PACION0)KeHa mporpamua. Jl1a smoro
CHYKUT KOMAHIA which C HMEHEM NIPOTPAMMeI B KAuECTBE [1APAMETPa, KOTOPAs [IPOBEPHT
OCHOBHEIC KAaTaNoTH, colepwaline ucronnsemsle dadne. Hanmpuwep, urofu onpene-
JUTE, TOe HAXOMMTCA TPOTPAMMA NPOCMOTPA CONSMRKMMOTO KATANOTOB 15, BHINONHKTE
CIIE/YIOUIYIO KOMaHITy:

which 1s
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NOABIORATEN MOKCT BBCCTH OIHGOREH NapoAts, 0COGCHHO SCIM T@pOMTh, KaK 1 ACT-
HEH GrTh, Co1owHEIF, Pearuposars Ha 10/ 06HEIE 3a1cH GeceMBICTIEHHO.

EcTh elle 0MH HENOCTATOK TMOCTPOYHOIC MPOCMOTPa XKypHana. Jomyeruw, anamsarop
BEITaN cooGlIeHHe O MOTBITKe 0GpaIelms K 3anpemernion ofnactu aucka. J(1d SoMbIIHb-
CTRA CCPRMCOR B 3T0H 5AIMCH GTCYTCTRYET MHGOPMALMR O LonEsosaTese. Hanpumep, B5t
3aMETHITH CTPOKY O HETPABOMEPHOM A0CTYTIE K KaTarory rio FTP. B weit Gyner IP-azpec
KIHEHT, HO BBl MOMETE 3aX0TeTh Y3IIaTk, NOM KaKOH YHETHO#H 3aIKCLIO 3aperHCTPHpO-
BRICH UIOIKIOBATENR. TTO0E 10 YRR)IETh, HEOGXOIMMO OTKPBITS Cam AKYPHAT 1 TIPOCTIE-
IMTE BCTOPHIO NOMKMOUeHHi ¢ a1oro IP-afpeca. A Bellb 3T0 MOXKHO PEUINTH, ECTH aHa-
NINZMPOBATE AYPHAN B ARHAMUKC.

12.6.1. fail

Korma # Haxoxcych HEMOCPEJICTBEHHO ¥ CEpBepa, TO B OTAENbHOM OKHE TEPMMHA1A 3a-
IYCKRUO CILYIOIYIO KOMANIY:

cail f /var/log/messages

Tocne atora HA JKpaHE MOSBNAETCA COAEPHKUMOE JKYPlANd, KOTOPOE HIMEIAETCA B Pe-
aukHom spemeri. TTPH 3a1MCH & Xyphar HOBOH CTPOKH ORA TYT XKe TIOABTACTCA Y MEHS
Ha MOHUTOpe.

310 ouens yaobilo, ocoberino NpH NEGONLUIOM KOMUHECTBE 3amHcel. Ber MoxeTe cno-
«OiiHO PAGOTAT & OIHOM TEPMHHATE W MHOITA MepelTOMATHCA Ha APYTOW, 4TOGH(
B3CNAHYTH Ha XOA PaboThl. ECIH cOOBINCHUA MOABIAIOTCA CITHIIKOM 4ACT0 (¢ CepBecpoM
paGoTaer Gonbioe KOIHIECTBO NOAL3OBATENEH), TO MPOCACHHTE 38 HHMH NPOCTO HEBO3~
MomHO. B 5TOM Ciiyuae HEOOXOMMMO WX (WTBTpOBATE C MOMOUIMO CEUMATHIMPO-
BAHHEDX NIPOTPaMM, KOTOPHIE OTOGPAKCAIOT TONBKO NONCIPHTEREHYIO MH(OPMALUIO, a
OCTATBHBIE JAIHCH NIPOCTO MPOITYCKAIOT.

TyT MOYXKHO HCTIONBZOBATh H YTHIHTY grep K18 GHIBTPAIMH CONCPRUMONO H T0KA3hiBaTh
TOJNLKO T€ 3AMHCH, KOTOPHIE EQM PEATHHO HYAHE.

PacoMoTpHM IpRMep. Y MeEHA TIEPe BeG-cepBepaMH CTOST KaIII-CEpBEPS], KOTOPHIE Mlep-
BBIMH NoJTyyaroT Tpadmk h3 MaTepreTa. Korna calit naaet, To NepBoIM AeIOM OpoBEps-
€TcA BOIMOKHOCTS 2ArPY3KH CAiTa C camoro Beb-ceprepa. ECnm 3T0 BO3MORHY, T0 Aef-
cepsep 1 6asa JaHHEX paGoTaloT, H NpofieMa KpOETCs TAE-TO B APYTOM MecTe.
Criey1oUHM AToM HAST POBEPKA KAN-CepBEepa, ITOGH! YBHJIETh, ECTh 1IH BOOOIE Ka-
koit-n6o Tpadik Ha cepsep? JUTA 3TOTO 1 KAK pa3 MPHMEHSI0 KOMAH/Y tail K daiiry
JKypHana squid:

<ail -t /var/log/squid/htp80 | grep vw.domairname.com

Y MeHs HecKoJbKo caiito, B HTTP-Tpaduk Brex 3amuchiBaeTCs B OAMH M TOT e daitn
skypiaa hitp8D, Yrofier 0YGesTh TOMLKO HyIKHEN MHE JIOMER, 5 HCTIONB3yT0 grep. Temeph
HYXHO TONOXIAT HECKOIBKO CEKYHH M NOCMOTDETh, WAET JM KaKoi-HuGyab Tpadui
4epe3 Kam-CepBep (OABIAIOTCA 114 B KYPHATC HOBHIC SAIHCH).
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woyia). Tostyuacron Kax s Horosopke Ko & iec, KT0 To Aposa”. Fvo cephesHas npobiie-
Ma, KOTOPas YCAORRACT Bocnpraie, 110 8 peanksocta & 99 % ciywacn & uctpuby
BaX BCE HACHTHYHO.

Ha Moii B35, HCYA00CTBO OT PAzHOOBDESKA MCTPHOYTHROB JAKIKGUAETEH K TOM, W10
OPOHIROMTENAM NIPHXOAMTCA MHOTO TONTATLCSA Ha MECTE M NHCATh OAMH K TOT HE KOJL
Jlyuwe 611 oun o5benMHWIKCL M Havank GbicTpee aBMrarsca Briepen. Ja, moctpanaer
KOHKYPeHLIMS H BO3MOYKHOCTb BBIGOPa, HO pa3puTve Gy/leT HAMHOTO dPpPERTHDICE.

B 310w cmuicte OC Windows Gonee yHMMUApORaHA M TIpOUIC ATA 0BYHSHUA, XOTA
B TIOCTIEIHEE BPEeMS H 30ech HAaGMIOMAeTCA OTCTYIUIEHHE OT YCTAHOBJIEHHBIX KAHOHOB.
Tak, BHEUIRMI BHA MPOFPAMM CTAT COBEPUIERHO HEMpenackasyeM. MeHio W maHenmu
s Office 2000/XP/2003/2007/2010/2013 TOCTOAHHO W3MEHSIOTCST — TOMBKO Yycmepait
«c i upisikars! B Linux, HeCMOTpS Ha OTCYTCTRHE CTAHIAPTOR, SMeMeHTS! HRTepdei-
©a M0Ka Be3le 0CTAKTCA 0AMHAKOBEIMIL.

JlncrpuBy st Linug aBTMoTe yeowro GecrratHbng. HX Taloke MosRO puoGpeTaTs
& KOPOGOMHOM BAPHAWTE, HO VX THUCHIMOHFOE COTNAUICHHME HAMHOTO MATHE, H4OM
y xomMepueckix OC. Tlanpumep, kymie oy kopoSky ¢ Linux, B MoKeTe yeranapiu-
BATE €€ 14 NE060e KOMUHECTBO PaGOUMX CTAHLIHH,

Tlena oofi konum Linux HaMworo wioke, vem Windows, u 1pa 5T0M B AMCTPHOYTHB
BXOIMT FPOMAITHOC KOTHUECTBO OBUCHEIX MPOrpaMM, WHTEPHET-YTEUIAT, TPadHueckux
PemaKTopoB U T. 4. TakHM 06pa3oM, MOCIE YCTAHOBKH TIOTHOH BEPCHH BAlll KOMITEIOTED
Cpasy roToB pewars SOMbLIMICTBO MPOH3BOACTBENHSIX i AOMAIINIX 3aad.

B OC Windows rpadureckuii pegaxrop (Paint), exetobsiii npoueccop (WordPad) w apy-
THe TPOTPaMMbI CIMIIKOM NPUMHTHBIEL, H VIS IIOPMATHUOH paboThl 1yKIIO OTPATHTE
COTHM nOMNGpos Wa MpHOGDETeRME MpodeccMoHATEROTO coTa. [losTOMy peablaA
cToMMOCTE paGoucro Meerta Ha Sase OC Windows HAMHOTO BEIIC LIEHs! AMCTPHGYTHEA
Linux.

MNpu Takom cpasuenun OC Linux oxaxetcs noSemrrenes. Ho, Kak yme roBopwioct,
v Windows samroro Gojiee ACICRAA MOMICPKKE, 12 H HAHTH COCLHATHCT, KOTOPHIH X0po-
110 sHacr Windows, poiite, vem 3umoa Linux. Pacxofsl Ha (0[piepiky MOTYT CAGTaTh
CrOMMOCTH BIJICHMS 3TUMH ONEPALHONHEIMH CHCTEMAMH TPHMEPHO OIHHAKOBEIMH.
Hienwo ToaTomMy % He Gyny Bac y6ertaTs, To Linux TyHiue, HoTOMYy 470 GoonaTHa —
370 He coboem BopHo. Ho Mbl ysumim, uto OC Linux focTaTowHo rubka v Hajiexwa,
4TOBH! 66 MOAHO BHA0 BHIGDATH B KBYECTEE PAGOYEH JIOUILIKM JUIR KANICIO KOMITHIOTEpA.
WMenno Ty KauecTRa ABNAKOTCA HAHGO/MES CYIIECTBEHHBIME, H § MOKAXKY, UTO BCE OHH
npyeymH Linux.

Hrax, gaBaiiTe paccCMOTPHM OCHOBHBIE AMCTPHOYTHBEL, KOTOPHIC BBl MOMCTC BCTPETHTb
Ha prake. TlomHme, uro Tinux — 10 BCGro AMII 5P, 8 GONRIMHCIEO POTPAMM,
COPRHCOR M (PA(HUCCKAA OBOOUKA IPHHAPICKAT [EsHbIM PASPATOTSAKAM W OMTIAHH-
am. Kaxofi nveHHo TpOIyKT GyZeT BKIOWEH B COCTAR AMCTPKOYTMBA, OmpeacnscTes
TIPOHIBONIHTENEN.

Bau BbiGOp TOMIEH 3ABHCETE OT TOFO, “TO AMEHHO BEI XOTHTE MOy HTb OT CHGTEM, HO
¥ 3TO He ABARCTCA OGASATGILHBIM, NOTOMY HTO M0G0 ANCTPHOYTHB MOKHO "HapacthTs”
JOTIIHUTENBHBIMM 1AKETAMH POITMY.
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B cocTas NFS BXOHT YTHIHTA shovmount, KOTOaR MOMCT OTOGPEINTS, KAKME KATATOTH
M KaK¥MU NO/1b30BaTeNAMH TOMKTIONEHs. [ anMHHHCTPATOpa 5TO HeolGHHMAs MH-
opmauna.

BelmonteuTe koMaHAy showmount -a localhost. Bei yswjurie nupopmanuio o NFS Ha
GROEM CepaEpS B TaKOM dhopMaTe:

A11 mount points on localnost:
home/robert

Fome/jhon

buh: /home/andrey
robert:/use/local/ete

ecerom: /ugr/cames

PesyaeTaT pazgenen Ha ABe KOMOHKM CHMBOIOM JBOSTOYHA. B neppofi HaxommTed mMa
KOMIIBIOTEPA, MOIKIIOYMHBIIErO YIATEHHBIH pa3dgen, a BO BTOpOW — TyTh Ha cepsepe
K IOAKMOYEHROMY PECYpey.

TTonpoSHyio HHAIOPMALIHIO BATIET IPHATHO, HO H ONECHO, TIOTOMY HTO KOMAHZA MOKET
BBIMONHATECA YIANGHHO, & IHATHT, M0GOH Xakep H0GEPETeH ¢ e MOMOLLLIO 10 Ciledyo-
el nudopmarru:

T nogoveHHNE KaTanoru. B [PHRCICHHOM pHMEpe MOACOEIMHAITCA PANTHYHEIE
manku w3 pazena /home, Yare Bcero HX HA3BAHMSA COBMANAKT ¢ HMEHAMH TONL30BA-
Teilel, TI03TOMYy JIETKO OMPENENUTS AEHCTRUTENEHEE UMEHA TIONbAOBATENEH CHETEMS),
He obpawaics k daiiny /etc/passwd. C -Takol HHpopMarmedl xaxepy mpome OyaeT
nNoIBUpaTh HApONK AOCTYa;

O wnveHa KOMIBIOTEPOB B ceTH. EC/TM BEI MOTPaTH/M GOMbLUAE YCUIMS Ha 3ALUHTY CBO-
ero DNS-cepBepa, To MOKETe CHATATS, 9T0 BET CIETATM 3T0 3]S, ECIH HA KAKOM-JHGO
cepeepe ycTanosnena NIS. OnuH 3anpoc MOKa3eIBAET MMEHA KOMIBIOTEPOB B CETH,
TYCTb U HE BCe, & Toubko padorarowme ¢ NFS, HO 1 3T0r0 MOXET GbITh OCTATOMHO
nna xekepa. Kcrath, emy He Hamo Xawce 3OHAMPOBATEH CeTL © MOMOLIBK ping-
3AIPOCOB, TIOTOMY UTO 1 TAK BHIHO IEHCTEYIONINE KOMITGIOTEDAL;

0 HemombiyeMble NPOrpaMMel, BRIIOUAA HOMEpP BepcHH. EC/iM nomb3cBaTeny MOHTHDY-
0T KATANOMW C MpOTPAMMaMK, TO MMEHA ITMX KaTAIOrOB MOIYT BEUUAZETh KAK
fust/localfjail 1.0, D70 ToNBKO IPUMEp, HO OH NOKA3BIBAST, YTO KATANOIH B Linux Mo~
TYT CONCPRATh B KauecTBe MMEHH Ha3BaHME TPOTPAMMEI H, CAMOE TTABHOE, HOMEp
BEpCHH.

B 3aBHCEMOCTH OT TOTO, Kakie OTKDHIT KATANOTH, XAKEP MOKET TIOTYHHTh HAMHOIO

Bosbiue HubopMaunK. BeXonuT, uto yTrnkTel NFS CTHiIkoy GONTIME, & 3TOR Helibas

JOMyCKATE.

Ecan prt pewnny venone3oeats NFS, 1o nozaforsrecs o Tom, 9T06E 0Ha He Ghima goc-

TynHa 3 MaTeprera. Jna oToro neofxomumo sanpetuts moaktoyenne k UDP- u TCP-

TopTy 2049 H3He. DTH YHKIIN MOKET BSIIOUHMTS CoTeral axpan. 110 conu xakep yie

BIOMAN KAaKOH-TO KOMMNEIOTED B CETH M MOJYTIHI BOIMOKHOCTE BBIMONHATE KOMAHAL

BHYTPH CETH, TO SAILIUTA CCICBOTO SKPAHA HC OMOMKET.





index-292_1.png
itinios @ Mumeprem 291

MBI y>KC FOBOPHITH 0 TOM, 4T0 Ha 0G0 CaliTe GOMbITYI HacTh TpadHKE OTHHMACT rpa-
duka. B GonsmnHcTRe Spay3epor oToGpakeHNE KAPTHHOK MOXKHO OTKIKOYHTS, HO 10CTTE
3TOTo TyTelleCTRRE OKAKETCA He OvueHb YIoGHEM. HekoTopsie caiftst Ges rpadukn Te-
PSIOT MHGOPMATUBHOCTE, H C HUMM CTAHOBHTCA CROAHEE PAGTATH, DITOMY OTKAZATHCK
COBCEM OT 3TOTO PEKHMA HEBOIMONKHO,

Ho ecs rpaduica, KOTOpad HaNoeRaeT, PA3IPAKAET M HE HECET TONE3HON HHPOPMAIHK,
4 I1aBHOE, OT Hee MOMHO H30aBUTHCH. 1 TOBOPIO Npo Ganueps:, Jlapaiite paccMOTPUM,
KaK HX MOAGHO OTKJIFOMTb €11 HA YPOBHE NpoKcH-cepeepa. JI1a 3T0ro cHavana aobasum
& taiin squid.conf cnexyrowve npasuna:

acl bannsrs regex ur-_regex "/usc/elc/batners regex”

acl bamners path regex urlpath regex "/uzr/etc/banners path regex"

acl banners exclusion url regex "/usr/esc/banners exclusion”

Tlepeaa cTpoka cosaeT ACL-CHIMCOK ¢ MMCHEM banners_reqgex THIR 1r]_reqex, KOTOPbIK
TO3BONAET cpaBHURATE TonHeN URL-anpec. B mocieHeM MapameTpe onpetenen daiin
/usr/etc/banners_regex, B KOTOPOM Oy IyT yKambmaTeCs Hy)KHEIE anpeca. Hac uxtepecytor
URL 6aHHEPHBIX CUCTEM, 1 BEI MO/KETC IOMECTHTS HX B 3TAT (afir.

Bropas ctpoka coagaer ACL-CTIMCOX © HMEHEM banners path regex THIA arlpath
ragex. B 1ocnesiHem mapaMeTpe cHora ykaan daitn /usr/etc/banners_ path_repex, a ko-
‘TOPOM BBI JIOIDEHEI OIMCHIBATh MyTH URL, KOTOphI€ BIOCTEACTBHH Mbl 3ANPETUM.
TpeThs CTPOKA CXOMA ¢ TIEPBOH, HO HMEET UMA banners_exclusion M CBA3AHA C daknom
Just/etc/hanners_exclusion. B mepssnx 8yX aiiax Bul JIOIKHE OMHCHIBATS TyTH WIH
waGnoHsl, O KOTOPSIM MoTOM GyayT obpesathes SaHHephl. [1o GLiBatoT ciydan, korma
MOXHO NPOVEXHYTRCH M OTCEds BIIONHE MONeIHYIo WHbopMarpio. Ecnu Haiiier oumm-
GOMHBII ITyTh, TO EX0 MOKHO JATHCATH B STOT hai, 1 GaHHep GyIeT SarpyIKeH.

Teneps sobasnsen ewe ABe cTpoKK nocie omcatms ACL-sanuceit:

Attp_access deny banners_path_regex Ipanmers_sxclusior
http_access deny hanners_regex !banncrs_exclusion

OGe NMPEKTUBE! MMEIOT OIMH U TOT %€ CMBICT — 3AMPEIacTCs 3arpysxa Mo anpecam,
TIPONVICAHKEIM B CITUCKE bazners_patt._regex WIH barners_regex, ECITH 8APEC HE BXOQUT
B HCKTIOUEHHE, ONHCAHHOE B (aiine ACL-cnHcka banners_exclusion.

PaccMOTDHM dIpArMEHT CONIepkHMOTO (aiina /ust/etc/banmers_regex:
“ntp://memiersh. triood'., com/adm/popun/ . ~htwl

“htzp://waw.geccities\.con/ad contalirer/poph.homs

Hanomnuato, uto B 5ToM ¢aitte Haxonsrea URL-IyTH mna cpasHenns, ¥ BCe apeca,
KOTOPHie MV COOTBCTCTRYROT, Gy,1yT OTdMIISTpOBEHEL,

INlabiony ws Mepeol cTpoKM cooTmeTCTRyer, Hampmwep, apec http:/members.
tripod.com/adm/popup/popup.html, Tax wTo on He GyeT sarpywes. Jla, TAK POCTO.
W nonszopateny Gonbille He YRMAAT BCILILIBAIOLIME OKHA ¢ caiita triped.com. Ecnn Bor
3HAKOME! C PErY.IAPHBIMH BEIDOKEHMAMY, TO CMOXCTE CO/IaTh MOTOGHBIC 3aTHCH JUTH
0G0t GaBHepHOI CHCTEMBI M 06pe3aTh caMble 3aMBICTIOBATEE MYTH HAJ0Q/LTMBEX Kap-
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Onnaap MOM ceppep, ¢ KOTOPOro MPOHCXONHT MPOALKA TIPOrpaMMIIOre ofecreuens,
Bt 3ABHOKUPOKAH B O/(HOM M3 CUAM-IHCTOR. 1O GRLIM BDEMEHE, KOIJ(E B UCPHAE Clr-
CKH [0fATANH U MO NeMy, ¥ NpOocTa TaK. Korna A pacchLian CBOMM MOTB30BATENAM AX
PeruCTpalHoHHLe KTou, T0 10 % cooGmennit Bosppamanccs. B pesystate Hexoto-
PHIE HGIBIOBETENA HE MOLIN PAGTaTh ¢ HAIIMMA 1POIPAMMAMM, F10 HPOJLOMKA 10GH
B TeveHHe MECAN, TIOKa COCTABUTEIH CTIav-THCTA He YBeIITHCE, YTO OH MIEPEecTan GhITh
3pCKTHRHBIM, U CTEJIA UCKATh APYTUE MCTOMBI.

FUnLTPALNA COOBLICHUM

Lonee To4HLIR MeTox — GIOKIPOBKA COOBIIEHHUI MO HX COASPUMOMY. CELUATHIHPO-
BANHAY 1(POTPAMMA AHAIHAMPYRT BCIO HHGOPMALIHIO, KOTOPAA TIPOXOINI Yepes CpBep, n
HILET XAPAKTEPHbIE NPU3HAKK CIIaM-PACChLIKA. Lo onpeaensercs, ¥To IMCEMO conep-
JKHT CI1aM, TO OHO YALACTCA.

Dror c1ocol Gouee IPPEKTHEEH, HO 1O TEKCTY 04€HD CIOACHO ONPEACIIHTD, ABARCTCA 11
THCHMO peXNaMHOM PACCHLTKOM. Xakephi TIOCTOSHHO MIIYT HOBIe MYTH OGXOMa TaKiX
GNOKMPOBOK, MOITOMY MPOUEHT (ILTHTPAUMM HEBEICOK. Bbl MOXeTe HACTPOMTH mpo-
[PaMMY TAK, 4TO OHa GYACT YHHHTOHETE BOC COOGLIICHEA, B KOTOPHIX COTh CI0BA "KymK",
“npopaio” M TOMY TONOGHEIE TEPMHHEL, XapaKTepHEE NS CraMa, HO TOTJa MOTYT OBITE
YIANEHb! 7 HEOGXOAHMBIE BAM TTACHMA.

51 e GyiLy COBETOBATS HKAKIX NIPOTPaMM GUTHTPRNIH HEAENATENLROH IONTS, IOTOMY
UTO HE BIKY HAeAILHOrO pemtienns. Ho ec/iu BbI 3aXOTHTE HCIIONb30BATH MOZOSHbIA cno-
cof, TO MOry Tombko OOpaTHTE Bame BHHMaHHE HA MporpaMMy SpamAssassin
(spamassassin.apache.org). B Heif PealirioBaHo MHOKECTBO POBEPOK, KOTOPHIE MOIB0-
JITOT AOCTATOMHO IPHERTHBHO ONPEIENAT: HEKENATETHHBIE COOGIISHHA.

TIOMAMO STOTO, MOJKET MPHTOJMTECR WGMEHEHWS TapAMETPA MaxRcptsPerMessage
(romanna ceprepa sendmail), KOTOPEI YOTAHABIMBAET MAKCHMATHHOE KOTHMECTBO TO-
stydateneii coobwenns. Ecan vx Gosee 100, To 5T0 0JHO3HAYHO YKA3BIBAET HA CraM.
Bipouem, B HEKOTODHIX OPTaHH3AMAX MCIIOIBIYIIICH 1IOUTOBBIC PaCCBLIKH BCEM CO-
TPYIHHKAM, KOTOPEIE MOTYT coflepiats A0 1000 axpecatos. B 5ToM cIyuae MOXET GhITE
VHHUTOXKEHO OYEHB BKHOE IMCBMO, TIOITOMY HCOGXOAHMO, YTOOBI aIMHHUMCTPATOPBI
OTMPABNSATH MECEMa He Gonee HeM 100 momyuaTenaM 3a OIUH pas.

8.6.2. Bnoxmpoexa NepeceLikvM cnama

TIpu KOHGHIypaLmK MOMTOBOIO CEPBHCA BLI AOKIEI CASNATE TaK, HTOGHI 3MOYMbILLIEN-
WU He CMONT TIOCBITATE CBOM CTaM uepes Rau cepaep. Bau HEOGXOIMMO TPOWIBECTH
HECKONEKO HACTPOSK, 4TOGH! MACCOBAA PACCHUTKA NIEPECTANa GEITH ShdeKTHBHOM:

O mo ymomuasuio nporokon SMTP ue TpeGyer asropnialiun, nostomy m050# mons-
30BATC/L MOXCT LOjUCHOUHTBGR K CCPBCPY W OTUPABHTE THCHMO KOMY YOAHO.
Yrols! 13G€XkaTh 3TOT0, MOKHO BEITIONHATE OAHO W3 CIENYIOWMX ACHACTBHIA:

« JANPCTHTA © HOMOLIBHO CCTOROTO IXPAA NOAKMOUEHHE K nopTy SMTP noarsona-
TeTe, KOTopLIe HaxonATe AHe Bameld cer. TaKYIo SAUHTY WAl BCETO HCTIOMH-
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TTepeHanpasneHue

Tenepb MOTOBOPHUM O TOM, KAK MOMHO HATIPABJIATH BBIXOAHbIE AGHHbIE KOMAHBI HE HA DK~
pan, a. HarprMep, B (aitn. JITA TOro CITy T cAMBON >. HAnpHMep, BETTONHHTE KOMAHTTY:

1y > oullile.ixt
B pesyiLTATE WHINOTHEHMH 3TOH KOMAHAE CONEPHAMOE KETIONE HE GyAET KBIMEAEHO Ha
9KpaH, a GyaeT coxpatieHo & Gaitm,

B orofpans conepinmoe aiisia, nojan kovanay

cat outfile.txt

BEI YBHIHTE TO, 4T GBLI0 GhI MOKAZAHO HA 3KPAHE MOCTE BHITIOTHEHHA KOMAHMB! _s Ge3
Jiepenanpagnenus. Briposem, He copcem Tai: & daine outfile. (i moc:1e TAKOR KOMAHN
OKDKETCR Ine W ero cobeTECHNOC HMA, T. €. cTpoka outfiledxt. Eeiw ke wroro daiina

00 BLINONIEITHA KOMANNE ¢ IISPENanpaBIenneM 1ie Gbio, TO M Ha IKpalie Obl MBI ero ne
YBHIEIH.

Hano HMeTs B BUITY, 4TC NepeHalpaBieHde iepesamuchsaeT datin Ge3 noaTaepKIeHHA,
€CITi OH YiKe CYIIECTRORAN. UToGE! He NepelickIEaTh (aill, a OTHCHBATE B eT0 KOHEl,
HA[I0 HCIOMB30BATS 1BA 3HAKA >>.

te > ontfite,bxn
Ml MOSKEM He TONBKO BHIBOIINTE PeayJIbTaT B (aiiii, HO U TIOMY4ATh MapaMeTPhl K3 dali-
1a. HanprmMep, MOKHO BEITIOTHHTD KOMAHITY:

cat < infile.txt

Komanpe cat B KavecTBe mapameTpos Gynet nepenayo conepxmmoe infile.txt.

C MOMONIBI0 CHMEOJA BEPTUKATLHOM YETH | MOKHO USMEHATS CTAHXAPTHBIH NOTOK
BBO/A/BbIEOMA. JIOTTYCTHM, BHY XOTHTE Y3HATh, KOT/A B CHCTEMY TIOCIEHMH pas BXoUT
[0JIB30BATENb MO MMCHH flenov. Jiis 3TOro MOAKHO BBIIONHUTH KOMaHIy lastlcq. Ho
ecniu B cucTeme 3aperucTpupoBaHo 1000 nossopatenedi, To HalTH HyxHoTo GyneT
npoBnemarTHaHo. OH MOXKET HAXOIHTHCS B TIOGOM MecTe, Belb Pe3yJIHTaT He OTCOPTH-
posan. TIpencTaste cee, eciu Gbl TeeQlOHHAR KHHTA COTEPKANA BCEX aGOHEHTOB
B HEOTCOPTHPOBAHHOM Bijie! DTO GbUa 651 KaTacTpODA.

Kak oTcopTapoBath BEIBOA KOMAIIL!? Ja OveHs MPOSTO, HYAUIO HAIPABHTL €€ BLIBOA,
B IaHHOM CITyuae CIHCOK MOMK30BATENEH, KOMARJIE sort, KOTOpaA COPTHPYET BXONAILME
JIaHEFIe ¥ BLIBOJMT MX B OTCOPTHPOBAHBOM BRIIC. A 3T MOKHO CHENaTh C TOMOLIEI
CHMBONA BEPTHKANBHOM HCpTHL:

lastlog | sort

3anyck B goHe

Ecim komaHga paoTaeT OHeHb ZI0NTO, TO BBl MOXKETE 3aNyCTHTh €¢ HA BEIIOJHCHUE
B oHOBOM poxiMe. JI1A FTOMO CTY)KUT CHMBOI AMICPCAHIA (), KOTODHI HYKHO 110-
cTanATE B KoHTe Komarst. Harprmep, y mens Ha pabote ecth OLAP-cepsop (370 mpo-
IPAMMA JUTA TIOMYHEHMA OTHETHOCTH), KOTOPBIH HATMCAR a Java W A 3arTycice aaXBa-
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Tlocie 31000 CHOBA BEIIONENTE KOMAHJLY TECTMPOBAHKE ckOpOCT palioTh jMcka:

hdparm —t /dev/hda.

LcTe eme 0[MH DapaMeTp, KOTOpPLIH BIMAET Ha [POM3EOAKTEMLHOCTE — PEKHM 10CTYNA.
B HacTOsIEs BPEMA NORASPHHUBAIOCH TPH pexkitva ATA: 33/66/100. CrepbTech ¢ TOKy-
MeHTaIMEH Ha KECTKHH JMCK, UTOGH! Y3HATE, ST0 OH [O/UIepRHBaeT, JIis CMEHB pekima
CHYKHT KIBOY X:

0O -x3¢ — ATA33;

O xes — ATA66;

O -x63 — ATA100.

Jins yeranosiku ATA66 BBIIOAHMTE KOMAHTY:!
hdparm —X€8/dov/hda

CIpanHo, HO YCTAHORICHHBIC BAMM NZPAMETPhl HE COXPAHSIOTCH IIOCAE TePEIArpysKH
CHCTEMEL, NOSTOMY JKENATENLHO NPOMUCATE 3TH KOMaHAL! B daiin /etc/re.d/re.local. Ans
3TOT0 B caMEllt KOHEU aiia noGaBIAeM TPH CTPOKH:

hdparm ml28dled/dev/hda

heparr. ¥68/dev/hda

hdparr. —k1 /dev/hda

14.6.3. AstomoHTUpoBaHUE

FClM BB HAUATH 3HAKOMCTBO € KomMmBioTepoM 1iox OC Windows, To Bam nokaxetes
AMKOCTBIO MPOLIECC PYHHOTC MOHTHPOBAHHA (aliNOBBIX CHCTEM M OCOBEHHO KOMIAKT-
IHCKOR. JeHCTBATENEHO, M CEPBEPA STO CIle MPUEMIEMO, TIOTOMY MTO TaM JUCKH
VCTIONB3YIOTCA PEAKO, 2 BOT Ha pafoyeil CTAHIMM BHEIHHE HOCWTENH IIPHMEHAOTCA
perynspuo. MHe HHOTla IPHXOWTCS BCTaBAATE TI0 20 pa3HbIX AUCKOB B NEHD, M KO-
ABti pa3 MOHTHPOBATE M JEMOHTHPOBATh HX QUEHE HEYIOOHO.

Tax kax OC Linux Boe Gonbile [IOBOPAMMBACTCA B GTOPOHY JOMAWMMX MONb30BATE-
nei — B TOCETHNK JUCTPHGYTHBAX NIPOHIBOMATE/AMI U0 YMOTUAHHIO BKITEOUCHA BO3-
MOMHOCTB ABTOMATHYECKOr0 MOHTHpoBanMs., J(na 3Toro Hemonbayetca cmyxGa autofs.
Ve Hrec, O OHA AIYCKAETCA Y BAC, H MOXHO (IPHCTYTIATS K HACTPOHKE.

OcHoBHoH KoHHIypauMOHRLIH daiin cepsuca autofs — daitn Jetc/auto.master. Tipo-
CMOTDHTE ero COEPXUIMOe B IMCTHHre 14.2.

# STd: autc.master,v 1.2 1997/10/06 2
# sample auto.master [ile

4 lprep dafna auso.master

4 Format of this file:

4 Goprar 57oro daiina:
4 mountpoint map opticrs

# TOUKA_MOHTMEOBANIA KAPTA HACTRORNA

U3 hpa Exp §
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CTO JUTA TIOBBITUEHNA HAJEKHOCTH WITH MPOWBOIMTENEHOCTH UX KENATeNbHO pacTiona-
TaTh KANKGIBIH HA CBOEM JWCKE WIH paziene NHeKa.

Ha nepeeiii BIrEA BCE COOXLIO, OCODEHIO €CH Bbl 0 ITOrG paboTant TonLko ¢ OC
Windows. Ho 108epsTE MHE, 10 BOSMOKHOCTL COTIZHMS MHOTOUHCTERHBIX Nanok OC
B BUNE OTAENBHBIX PA3AeNoR ABIAETCA ASHCTBATENBHO MOLIHON BOIMOKHOCTEIC. [lBa
pasenia JOCTATOMIO, KOTAA Y BAC TOMLKO ONUII AECTKHH ANCK, ¥ KOMMNLIOTEP HCNO/L3Y-
STCH R KAUECTRG OMANINGT CUCTEMAL. ECM KB HOHOIISYETE JIRA KUHUECTENA, 10 JIyuIlie
€03aTL TPU pasaena:

0 /— Ha (IepROM IHCKE A BCEX CHCTEMHBIX (aiino;
O Swap — Wil HEPBOM AMCKE, ByAET NCTIOMBIOBATHCH N1pH HEXBATKE TAMATH;
0O /home  na BTOPOM ZUCKE AT XPAIIEINS NONL3OBATENLCKAX Baiinos.

JTHCKH XENATENBHO NOAKMOUNTE K PA3HBIM KOHTPOINEpaM (NONCOETHHHTE HA pazmiy-
Hbie Telidbr), YTO MOIBONMT CHETeMe paboTATh ¢ YCTpOHCTBAMH IPAKTHYECKH Mapal-
fenbHO. TTO MOKET ZHAYNTENHHO HOBKICHTH TPOM3BOMMTENbHOCTs OC. MoTOMY HTO
LinUX eMOsKeT paboTaTh ¢ CUCTEMILIMH ¥ H0NEIOBATENECKHMA GalinaMH OIIOBPEMEHIO.

Ecnu Bel HacTpauBacTe cepeep, TO Ha OTACNBHBIE KECTKHEG INCKH HMEET CMBICIT BHIHECTH
naukn u pazgen fvar. Jlorudeckne THCKW/PA3TENBl B STOM CAYHAe He TamyT KeNaeMoro
pesyneTaTa.

Kakumu JomiHbt GbITh pasMeps! pasaenos? Pasmep Swap HYKHO 3a1aBaTh B 3aBHCHMO-
CIH OT YCTAHOBICHHOH LaMArd, n 06 3roM mbl yxe rosopunn. Ecnu pasnenwr /var
/home BEIHECEHBI Ha OT/ENEBHBIE JHCKH, TO JTA KOPHEBOTO KaTanora GygeT AOCTATOMHO
4 [6aitT, HO MOPKHO CA€NATH M GoIbIe.

Ha pasgene /var Toxe Ay4we e SKOHOMHUTE H BuigennTh emy 10 T6aiit. 3pecs Syayt
xpancrncy daiiiist xyphanos, WWW- i FTP-paiintbl, koTopbIe GHICTPO YEEHUHBAIOTES,
W €CJTH QHH 3aTONHAT BCe JOCTYITHOE NMPOCTPAHCTBO, TO CHCTEMA MOXKET BBIHTH H3 CTPOS
HIH TIPOCTO CTEHCT HeAOCTYHOM. HIMCHHO Ha 5T0 MHOrJa PaccHUTBIBAIOT XaKepbl, KOrna
opranusyloT aTaky "OTka3 ot obcnyxmeanua” (DoS). K aromy eanpocy Mel emle He pas
Bepremca, HeKOTOpEIE CTICIMATHCTH! 10 5E30MIACHOCTH PEKOMERAYIOT PACTIONATaTS STOT
Pazzen Ha casont GOTBLIOM JCKE (MALLE BCCFO TaM e COACPHUTER U pasacs fhome), Ho
3TO YAIPHT [0 NPOUIBOANTENLIIOCTH. KOra #ypHANL! HaXOIATCS Ha OTACTEHOM JTHCKE,
10 310 NGMONTET BEIMOTHATH 3ATHCE B HUX NAPAMIENEHO ¢ OOCTY/KMBAHAEM OCTAITLHBIX
pa3fienioB. 3TO 3HAYHT, UTO [0JIb30BaTeNb PaboTaeT CO CBOMMHM (ailiamn B paszens
/home Ha OHOM >KECTKOM AHCKE, & APYIOH BAIMECTEP D ITO BPEMA COXPALAET BCIO MH-
GopMaio of axTURHOCTH toaksoRATENA. Fomn o6t 1ainm Gyayr Ha O/HOM JIMCKe, T0
3aHCh HE CMOXKET GBITE MAPATTENbHOI

OpHeHTHPY#iTeCh Ha CBOM TeXHHHeCKHe cpencTsa. |IpH 1eoXOMMMOCTH pasieat /var 1
/hOITIC JCHCTRUTELHO MOSKHO DASMECTHTS HA OJAHOM, HO CAMOM GOJIBLIOM ACECTKOM JHC-
&e. ToNLKO BOT N0 pasfien /home HyKHO OTJABATE BCE OCTABIIESCS MTPOCTPAHCTBO, NO-
TOMY 4TO 3/lech TONB3OBATENH GYAYT XPaHHTb CBOW JaHHBIE (KOTOPBIE JOCTHMAIOT GoNb-
1OTO 0BkeMal), W ECITH OKATHHHATS, TO TIOB3OBATENH CKOPO HAMHYT AOTMYIUATRCS TI0
TI0BOZY HEPeaNbHOCTH COXPalielis 1@ CepBepe pesyfLTaTos oyepednion urpul. Ecmm
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KoMnhsoTep 0GpataTHIRaET TONBKO CBOM NAKETH, HO CETEBAR KAPTA MOKET BUAETH aico-
JOTHO BCE, 4TO Hepe3 Hee NPOXOaHT. H IpH eNanny, BOCnob30BaBIIHCE YTIHTOMN LT
TIpoCYITHBAHHA TpadrKa (CHHGBGEPOM), MOXNHO MPOCMOTPETE Bee JaHHBIS, MPOXOANTHE
MU CE1GH0M KAPThI, /IEKC €CNN ORH IIPC/HESHAUCHM HC RaM. A TBK Kak GO/BIIMHCTRO
HPOTOKOMOB MPOMYCKAIOT TIAKETE! B OTKPHITOM BIE, TO MOBOH XaKEp MOXET MpocTy-
1WaTE CeTh ¥ BBIABHTD KOH(pHMASHIMATEHYIO MH(OPMALIMIO, B TOM YHCTIE ¥ MApolTE A0CTY-
ma. CoeMHEHHe TIO KOAKCMATBROMY KaOemio BCTpedacTes Bee poske, xotd B Kaname
HEHONRIVHOT U0A00HBI Kaleis, HO OH 1OJIIIONACTCA K CIICIHANLHOMY MOJICMY, 4 HC
K CCTCROM KapTe.

CxeMa ToAKTIOHEHVA B OBULYIO WHHY He BHynraeT nosepya. [IpH BBIXO)E H3 CTPO Of1-
HOTO M3 KOMIIbIOTEPOB MOKET HAPYITHTECS padoTa Beell ceTH. 3aMBIKaHHe B KOMBLIO OT-
4ACTH CHMMAET BOMPOCH! 1BASXITOCTH, HO 11 pemiaeT npobneme! CKOPOCTH H HeynoGcTsa
OCTpUeIIMs, OGCITYKHBAHNA W UCTICME30BAHAS TaKoH CETH.

TIpu 06BeTHASHHH KOMMBIOTEPOB Yepe3 LUEHTPATEHO YeTpoHeTBo: Xab (hub) win KoM-
MyTaTop (switch) — meTonsyeTes Tononorua "ssesna” (prc. 5.3), B s1om cyae Kom-
OBIOTCPH! C MOMOLLBKO BMTOH Maph! noAyyaior oxHy obimyio Touxy. Takas cxema Hafex-
Hee 1 TI03B0TAET paBoTaTh Ha ckopocTH B 100 MGurt/c 1 Gonee,

Pyc. 5.3. Cxema cosanHeNNR KoMnbloTepos "aaeapa”

Ecyi B ueHTpe cTOHT Xab (MpocToe U JIEIIEBoe YCTPONCTBO), TO Bee MAKeTS!, ApULIeanIHe
€ OAIIOr0 KOMIBICTEPA, KOMUPYIOTCA Ha BCE Y3ITbl, MOJKMOUEHHEI® K 3ToMy Xaly. Takum
0Bpazow, JHoG0M KOMITBIOTEp TOXE MOKET BHIETh TTAKETEl APYTHX YYACTHHKOB CeTH. Xa-
661 Tak e BBIXORAT A3 MO/(bl, TIOTOMY HTO KOMMYTATODH CHUIN HEMHOD ACHIERTG. Jlawe
B JOMATITHIX ceTaX celfgac 601bIAHCTRO UCTIONbIYIOT YMHBIE poyTepst Wi-Ti

B cyuae ¢ KOMMYTATOPOM TakeTs! §y/1eT BHSTS TONBKO NIONYHaTelh, TOTOMY TG KOM-
MYTAaTOp HMEET BCTPOGHHAIE BOMOKHOCTH MADIUIPYTH3ALAW, KOTOPHIE Peanisylorcs
B OCHOBHOM Ha YporHe MAC-ampeca (Media Access Control Address, anpec ynpasnenus
JOCTYIOM K GPEAC), KOTOPEIii Ha3bIBAROT iSHNCCKHM anpocom. DmAdeckil aTpes —
3T0 48-paspaaubiil CCPUHHLIT HOMED CETEROTO afanTepa, NPUCBAHBAEMBIH MPOHIBOIUTE-
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CoseTbl Ha Ropory

3aech coBpanbl HEKOTOPEIE KOPOTKYE CORETEL HA PASNIMUHEIE TeMel. Co3napaTh TaBy pa-
I KIKIOTO 3 JTHX COBETOB MPOCTO HE MMEET CMBICHA, HI03TOMY 4 CoBpan HX Bee NOX
OHOM TATTKOH. Hazeroch, UTo BaM MOMOXKET 3Ta HHGOpMaLus .

B riepBoM W31aHHH B 9TOH TNape GBIT OMMCAH B3MIOM, B TEKYIUEM M3IZHUM 5 IEPEHEC STY
HAGOPMALKMIO B CONPOBOAGIAIONIAI KHHIY 3TEKTPOHHBIA apXuB (CM. TaM JOKYMeHT
DociBs:om.doc).

HanomuHAHRE

ConpoBOKAAILIT KHATY SMEKTPORHLIA ADXVMB MOXHO CKBMATL N CCbinke fpiiftp.bhv.ru/
9785977533331.2Ip WNW CO CTPAHWLIG! KHUTW Ha CaiTe www.bhv.ru (cu. npusoxenue 5).

14.1. Tlaponm

He Gymy MOBTOPATH, YTO NAPONM AOMKILL GBITL CNOKILIMH, @ 00palry Balue BHUMALIHE
na apyroe. Bee naponn HeoGXONAMO MEHATh Hepes onpeeNeHHEIe NepHOIEl BPEeMEHH.
ol %ecTHo, TO § FeRaBIDiY STOT IPOLIEC, HO Y HAC Ha paboTe MOAWTHKGH GesonacHo-
CTH TIPEIYCMOTPEHO MERATH NApOMy KaXk/ble TPH Mecaa. U HecMoTpa Ha To, 4TO MeHs
9TOT NpoLecs GecHT, 1 NOHKHMAIO, YTO OH HEOGXOIHM.

EZIWHCTBEHHDE, MTO ¥ MEHS HE MEHSETCH, — 5TO [apoib Ha BXOX B Mac OS Ha moeM
SuaEOM HOYTGOYKe ¥ Ha pabouem Windows-kommbioTepe. Co CROUM KOMIISIOTEPOM i pa-
SOTRI0 0;MA W HUKOLO K Hemy He mioamyckao. He moTomy, uTo Goioch 06HAPOMIORATS
HTO-TO RAKHOC, 4, OIS Ke, IOTOMY 410 PaGOTAN) ¢ CEPHEPAMH, HA KOTOPRIX JIExar
TIO-T630BATEIECKHE IRHHKIC MIINHOHOR AMEDHKZHILCR,

MorHe XaKephl, HOTy4as AOCTYT K CHCTCME, HEKOTOPOC RPEMA HE SIPOSBIIRIOT HUKAKOH
aKTHBHOCTA, OHN OCMATPHBAIOTCH, SHAKOMATCA © MPHHIMNAMH PaGOTH! CHCTEMbI H OIl-
PpedeTAoTes, KaK CISNaTh, UTOGH WX HE BRIYMCTHITH. BEICTPBIX JeMCTRUE MOKHO ONGI-
LaTh TOIGKO OT TOFO, KTO NPOUMK@ET B CHCTEMY Paadl YIHMTOXKEIMA BCEX AAlHLIX,
W KOMY HET CVIBICIA 3AVIETATS CIETH! CEOETO TpeSbIBaNHA. Criasa GOTy, TakuX B3TOMOB
He Tak YK W MHOTQ. .
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O Leglevel — yposeHs cobuiTuii, KoTopsie GyIyT nomagats B XXypHar. BoiaMmoxHsie
YPOBHR CONTRETCTEYIOT CHCTEMHEIM, KQTAPBIC Mbl Gy PACCMATPHBATS B pasd. 12.5;

O LoginGraceTime — MHICPBAT BPCMCHM, B TCYEHHe KOTOPOTO NO.TB30BATeNh BOIDKEH
BBECTH NPABHJIBHELH Mapolb, HHAYE COSMMHEHNE CyueT pasopeao;

O 2ermitRootlogir.— ¢VIar, OMpenenAlOIMH, paspelero (ves) WIM 3amlpellleHo (no)
BXOZIUTE B CUCTeMy 110 MpoTokoTy SSH mon nonsaonaTenem root, Mt yoke TOROPILIH,
4TO 00t — 3T0 Or B CHCTEME, M €10 BOIMONHOCTHA HY)KHO CIIONb30BATE AKKYPATHO.
Ecnu B cHCTeMY HeME3S BXOZMTE ¢ TAKUMY TpaBamMH, To # no SSH Tem Goee. Cpouro
MEHAHTE STOT HAPAMETP Ha nc;

O StrictMoces— QNAr, PerTAMCHTHPYIOWIM! HeOGKOMMMOCTL NPOBEPKM COCTOALMA
thallJIoB ¥ MX BIAAENbUEB, TIOJE30BATEBCKHX (AMIIOB I JOMALIHEro KATANOra A0 BBOAS
maposa. JKenatenulo yeTanosuTs yes, IOTOMY 9TO MHOPHE HAWHHAIOIIHNE [01B30BATE-
W JIENAIOT BCe CROM (aiiIbl AOCTYTIHEIMH JUTA 3aIIUCH;

O rsaauthentication — paspellleHa T ayTeHTHMKAmus Mo arroputMy RSA. Tlapa-
MeTp AefCTRYET [LTA TIepsOi uepCHI poTOKONa;

O eabkeyAuthentication — IO3BOECHE M AyTEHTHYHKALMA MO MYOAMYHOMY KIOUY.
TlapamMerp ZeficTBYeT 4714 BTOPOR BepCHM MPOTOKONA;

O authorizedxeysFile — dafin ¢ MyGMHYHEIM KTIOUOM, KOTOPBIH MOXKET HCMOMBIOBATE-
©ff A% Ay TEHTAQUKALIAH;

O RacstsButhentication — aar, paspewarowmuii  ayTentudukaimo no  daiinam
$HOME/ rhosts u /cto/hosts.cquiv. TTo yMonuanmio cTOMT no, 1 Ges ocoGoi Ha1obHo-
CTH MEHSTE 2TOT IAPAMET He CTOWT, OTOMY HITO 3T0 HeGe30MacHo;

O Tgroreshosts — (uiar, sanpemaionE YHTaTh Gaiis ~/.thosts ¥ ~/.shosts. bea HeoG-
XOIMMOCTH 3HAUCHHE JIYUINe He WIMEHATh, TIOTOMY YTO 3TO MOXNET MOBTMATH HA
Be30MmacHoCTS;

[ RathorizedxaysFile — (hafin Q% XPAHEHWA CIMCKA ABTOPH3URAHHbIX KTH0ue. Ecan
0/1b30BATCIIb BXOMT B CHCTEMY C MMEIOLIMMCSA B 3TOM (aiine KII0MOM, TO ero myc-
TAT ABTOMATIvECKH 63 BROIA TOTOTHATENEHEIX Naposel;

3 RhostsRSARuzhenticasion — (UIar, PENIAMEHTHPYIOUIHIT HCTIONE30BAHKE KIHOHA XOCTE
w3 katanora ‘etc/ssh/ssh_known_hosts npu ayrenTagukamm. IlapaMeTp npaMeHseT-
cf B MepBofi Bepcuu SSIT;

O rgnorelserincwnHosts — MAPAMETP, YKA3GIBAIOIE HA HE0GXOJHMOCTE MIHOPHPO-
BAHHST TOMB30BATENECIIX. CTIMCKOR IOBEPEHHBIX KOMIBIOTepoB, BCITH OH paBeH no, To
He0TXOAMMO AOBEPATL KOMMEIOTEPaM 3 creka ~.ssh’known hosts npu ayrenrugn-
KalluKM RhostsRSAAuthentication. He BepbTe HHKOMY, TO3TOMY MapaMeTp JIyHIlle BCero
H3MEHHTE Ha yes;

O =asswerdiuthentication — TpeBoBarHe maposd. EcIv sHaueHHe paBHO yes, To GyleT
TpeboBaTLCS Naposb. [IpM MCMONB20BAHMH ABTOPH3ALMH Yepez KIIOYH IapameTp
MOKHO OTKIIOUHTE;

O 2ermizImptyPasswords — paspellleNue MVCTRIX Maponeif. [1o yMOI4aHMIO yCTaHOB-
1€HO 1o, UTO 3aTIPELaeT MCTIONE30BARME TYCTHIX MAPOTEH, W HIMEHATH JT0 JHAUEHHE
1€ CTOHT;
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TIo YMOITIAHHIO 3ATPYAAOTCA BCE YCTAHORNEHHEIE MOTY/HM HAH T€, KOTODHIE BbI BUIMTC
B 3TOM KaTanore. ¥ Mells IO YMOMHAnHK rpysurcs PHPS, koTopslii cran odens momy-
anprbiv & chaske LAMP. 5T Gl OCOBETORLIN 3yt TONBKO 10, WO wam JeicThi-
TenEHo HysiHO. HampuMep, BOCTIONE30BABIINCE OWHGKOH B cucHapry PHP, anoyse-
NEHHUK MOYKET BHINGIHATE Ha cepBEPe KAKME-THOO KOMAHIBL XOpOLIAE CAHTE HCrOMb-
3T KakoH-T0 OMMHM A3MK Beb-nporpamuposanus: Perl, PIIP mwi Python, n su
DOJTAHE! OCTABHTL TOBKO TOT MOZYNIEL, KOTOPLI HEOGXOIHM, a OCTA/ILHEIC UCHCIONL-
3YEMBIE MOZYJH OTKINIQHHTS — 3TO SHAYHTENLHO Cy2UT BOIMOKHOCTH HIOYMBIULIEHHH-
Ka. Hiuero He lIanoyunaer saM Takas pexoMergamms? Jla, 5TO CHOBA CAvioe BEKHOE
NPABKIIO: [IMIIHAY 1POFPAMMA — RPAI AAMHHHCTPATOPA M AONONHUTCABHAA ABCDb UL
Xakepa.

51 opaTna mMuMaHKC, u10 Monysb Towrite He sarpyucten. JasaiTe uenpaBMM 37O
H 33010 MOCMOTPHM, Kak MOXHO BK/IFOYHTH HOBBIC MOMYNH. H;m 3TOrC BHIMOTHACM
KOMaH)Ly:

suco aZermed rewrite

37ech aZenmod — 3TO NPOTPaMMA, KOTOpas NOMOTAET BITIOWATE HOBEIE MOTYIH, a
rewrite — 3T0 UM momysa. [MpoBepsTe eme pa3 karanor /etc/apache2/mods-enabled
W yBeniTech, 1To Bl BHATE Tam it rewrite.load.

Bee YCTAUOBICHILIE B CHCTEME MOIYAH (H AKTHBHPOBalHbIE, H Heakmmposauuue)
MOXHO yBUeTs B KaTanore /etc/apache2/mods-avalable.

MBI BRITIOHHIN MOIYIb, HO M3ME@HEIMS He BCTYIAT B CIUTY, TIOKa Mbl HE Tepesarpysum
Apache. JT1s 3TOTO BRTONHAEM KOMAHTTY:

sndn Jerc/init.i/apache? restart

7.3. Tipasa goctyna

CHOBA BOSBPAUIACMCA B OCHORHOH (bailn Kodurypaumy /ctc/apachc2/apache2.conf, sa
Tenepe NOrCBOPHM C© NPaBax JOCTYNA K KaTanoram. OHN OMHCHIBAIOTCA CIeAYIOIIHM 06-
pasom:
<Cirectory /var/vew/html>

Ords~ allow,deny

Allow from all
</mrectory>

HIH, HANPUMCP, TAK:

<Zocazion /server-status>
SerHandler server-status
Order dery,allow

Ueny from a1l
Allow from .yonr=domain. com
</Location>
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Linux-cepaepa. Touno Tak e wimra "Linux riasamm xakepa” GyzleT monesta u crieuya-
eTam no Gesonacroctn Windows-cuetew

B oroii Kimre ve paccMaTpuBaloTCA BOMPOCH], CRA3AHHLIE C BAPYCAMK, IOTOMY 4TO B Ha-
CTORIIEE BPEMS BHPYCHA akTHBHOCTS K OC Linix MUHHMAIhHA, HO 3TO HC SHAUHT, UTO
OMAcHOCTM He CYMIECTBYET. YTPo3a eCTb BUeiy1d, @ 3aWTa OT RUPYCOR CXOXKa ¢ 3a1MTON
T TPOKCKHX IPOIPAMY, KITOPATX /13 1iNUX 0CTATONHO MHOFO, O BUPYCHEIX ATAKAX i
BOBMOMHOCTAX WX OTpaskeHMA MOMHO Takxe MPOUUTaTh B KuMre "KomnbioTep rnazamu
xakepa" [3].

Kerarh, nomynspras ceifuac Ha woSWIKHAX yoTpoiiersax OC Android mocTpoena sa
Gaae Linux, 1 nogBeHHe MO Hee BPEOHOCHOR KO,1A MOKA3AN0, HTO H 31ECh BONPOCAMH
Ge30MacHOCTH NpeHedperaTh He CTONT.

rax, asafire nakoMuThcst ¢ Linlix ¢ Touxw 3penus xakepa. 51 YBpeH, T0 BE1 [I0CMOT-
pHTe Ha Hee COBSPLICHHO APYTHMH [1a3aMH W HAHIeTe 7114 ¢eBA MTOrO 11GBOTO 1t HHTE-
pecHoro,

QualitySource

Mot B3rnsz na Linux mMozeT BaM MOHPABHTBCA, & MOMET H MOKHPOBATh. JET0 B TOM,
uTO A HE MPHHAANEAY K CTOPOHHMKAM W TOKTOHHukam Open Source, k KOTopoMy oT-
Hoevies Linux. ST ARIAKCH CTOPOHHHKOM ABMKeHHs QualitySource (Takoro pearsHo He
EYLUECTRYET, TO 8 THi ©10 N3 CCOA HATBIBAID), T. €. KAHECTBEHHOrO Kona. Mee Bee pas-
HO. KakoH 3TO KON — OTKPBITHI{i HIIA 3AKPBITHIH, TI4BHOE, ITOGEI OH GbLT KAUECTBEHHLIH.
Ecmm 651 kog OC Windows Gbin OTKPBITBIM, BbI GBI 110J1€37TH €70 CMOTPETL I H3Me-
1sT6? 5 651 HET, M GONBIIMHCTRO TOXE.

A1 nae MPOTHB H3IMEHEHUS MCXOIHBIX KOZoB. Mamernys wx noa cels onun pas, sa npu-
AeTcs JenaTh DTO KOKIBIH pas, Korja BEIXOAWT HoBad BepcHa. CamMo coboi, YTo B Bbl-
wesuwiem 2aBTpa o6HoBIeHHH OC He OKAKETCA BAUWMX Wimencnuii. [[puycron cHoRa 1
CHOBA MIMEHATS HCXORHbII KO HIIH COYIABATS CBOK) NHUHYHKY BETKY KOJA M 1O)LICPoRH-
BATH €€ CAMOCTOATENEHO. HO ECITH Kaoitbifi Sy/16 JHMMATHCR 1I0/UICPARUBRHACM CBOUX
BETOK, TO KOT 13 HAUTH BpeMst Ha COBCTRGHHYIO KH3HE 1 COMbIO?

BOMLIIMHCTEG 3 Hac, yeTanawimsan OC WiH KAKYIO-TO NPOFPAMMY, XOHCT, 4TOBH OHA
CTAGUITEHO PABOTATA W BHITIOMHANA TIONOKEHHMIE AEHCTBUA. KAKAR HAM PazHALA, OTKPHT
Ko w1 Het? Kakas HaM PASHMIA, HA KAKOM S3hIKe HATUCAHA Mporpamma? JLns Menst aTi
BOOPOCH! He CYWIECTBENHEI. Ecni nporpamma GTOWT Toro, 4ToGb! 4 OTHAN 32 Hee sanpa-
WABAEMEIE JEHBTH, ECIIH OHA JOCTATOMIIO KAHECTDEIIA,  TO A OTAAM 3TH JICHLIH, HE3a-
BUCHMO OT TOO, OTKPBIT JIN ¢ KO H Ha K2KOM A3BIKC CC HAMHCATIH.

H OC Linux, u Windows, 11a Mo#i B3DIAI, SBIAIOTCS Ka4eCTBEHHBIMH MPOEKTAMH,
M f UCTIONB3YHO WX ONICBPEMEHNO, U0 LA PaiHbIX 327Ja4. Y CTAHABIHBAThL CHONHEIA,
TarkeT0BecHbIH 1 moporol Windows Scrver pamu GanatbHoro daiioBoro ceppepa — 3mo
FTyNoCTs, MoaToMy Yaces A wenoaksyko Linux, Ho A% GROHbIX 6a3 JaHHBIX % IPeATIO-
UK MCHIOIRIORAT ROMHKONCTHYIO cBAzky MS Windows 1 MS SQL Server. 1o Moe
AIHYFOE NPETNONTEHHE, KOTOPOMY He 0BA3aTENbHO clIeoBaTh. Bel MOkKeTe BBIOPATH B Ka-
HecTbe Ga3bl aalbibiX caAsKy Linux u MySQL.
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THTh BHMMAHHE HA Yach! H BBINONHMTb HY)KHbIE SEHCTBUA, — A NEPENOKIT 3anady 110
C/ICKCHHIO 38 BPCMCHCM Ha KoMIbioTep. M achcTBnTE 161D, 3a4eM ASpXKaTh B TONIOBE TO,
UTO KOMITBIOTED CETAET JyHllle H TOUHO B YKa3aHHOE BpemMa?

A 4TO ecH HeoBXOIMMO BBIIOHATL KAKHC-TO [POCTHIC, HO TPYAOCMKUC 33;1a4H 10CIC
Tpyaosoro Ans? Heyenm npuaetcs ocTaparhed Ha paBote ha BCr0 HOub? KoHeuno xe,
HeT. KOMITBIOTED MOMET caM Bee CHENIaTh Oes BMELIATETECTEA YeNlOBEKa, [IaBHOE —
IIPABHIBHO My PACCKA3ATH, HTO H KOTMA HAAO BLITOIHATS.

3.5.1. TopmuposaHue 3aaaHUA

Cambiit IPOCTOH, HAZEXHBI B MOBHMBIA Xakepamk Cnoco6 pelTs Npobiesy 3anycka
W ONPEACICHHOC BPEMA — 510 KOMAMAA ar. B upocrefimen ciyune GOPMAT ee BRIORL
CeRyroupit:

at hhimm dd.m.yy

JlaTy MOXKHO M He 3a7aBaTk, W Toraa Gyger B3ata Gninkafiias poMokHan. Lo 3aau-
HOE BpeMA [ODKe TeKYIIEro, TO GyeT YCTAHOBNEHA TeKYIUIad 1aTa, eCclH PAHkIE,  TO
CAEAYIOILAT JIEHN, ITOMY HTO CEIO/HA 5718 KOMAHJA YHE KEIIONHETACH HE CMOKET.
PaccMOTPHM HCTIONb3OBAHHC KOMAHIL <t HA PCATRHOM PHMCPC, © KOTOPHIM Kb MO~
HETE CTONKHYTECH B KH3HH, JONYCTHM, UTO B HaYaNle PaBOURTO MIHS Mbl 3aBTH HOBOTD
HONB3OBATENA. ML TaloKe 3HAEM, YT 3TOT COTPYAHHK Gyner paBoTaTs IO TONOBUHE!
nepeoro. Eoiu necsie 3TOF0 BPEMEHH 3a0LITh YIAIMTE YHETHYIO 3a0HCk, TO 0ONB30RE-
Tellb OCTAHETCA B CUCTENE, a 9TO Bonbiwan auipa B Ge3onaciocta.

Ans navana neoGXoANMo BLIMOMHATE KOMAHIY at, ykasae bpems 12:30. S Gepy 3anac
20 MHHYT Ha CITYHal, ECTH TIONBI0RATENb JATEPHUTCA B CHCTEME. JLTA 3TOTO BEITOHUTE
KOMaHTy:

al 12:50
B 0TBeT Ha 3TO TIOABUTCA NPUIAIIEHNE ANA BROJA KOMAHI:
at>

Baeaute HeoOX0auMble MHCTPYKUMY. TTampHmep, 014 VIANeHHS NONL3OBaTeNs Heodxo-
JIAMO BSITIONHHTE KOMAHTY userdel H CTEPETH COOTBETCTRYIOWMIH KaTasor: .

nserdel tempiser
m —fr /aome/ter

ser

TloapoGnee 06 ynpasnesHH TOMKIOBATCAMY Mbl Y3HACM B 24a&e 4, a CCliSaC Hy#HO 0-
BEPUTLCS MHE H IIPOCTO MCNIONEL30BATE 3TH KOMaHIBL KOHEdHO e, B Ballel cucTeMe
cefiMac HeT NOMLIOBATENA tanpusar, U KOMAHIA HE OTPABUTACT, HO HAC MMTEPLCYCT Cam
aKT ee 3amycka B yKa3anuoe BpeMs.

tlaGepwTe 3T KOMAHIBL, B KOHIE KDKION M3 HUX HaXuMas knasmmy <Enter>. Jing 3a-
BEPWEHHA BBOJA HCMONb3YiTe KoMmOuHaUHIC knasm <Cirl>+<D>. B oTeeT na 910 Bb
SOMKHE YRICTR TCKCTUROC COOBIIEHIE, COJ[EPARAILCE JMETY H RPEMK, B KOTOpOE GyIeT
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TIOC1G KBIIUHEHUS 1O KOMAH,(I (IEPE HAMM HOAKMTCS IPHUIAIIEHYE HRECTH
Maponk A HOBOTO ToNb3ceartens robert U noaTeepanTe ero, B pesynerate Oyner
cosdaH Gaiin mypasswd, concpiammi oIHY 3aTHCh 1A ONb30BATCLL robert © yKa-
3aHHBIM BAMH NIAPOAEN;

O —u— HenonkzoRaTs MosudMIMpoRanHbIE Apache anropurs MDS anx naponedi. 31o
TI03BONHT [EPEHOCHTH CO3TAHHBIA hain Ha MoBYIo Apyrylo mathopmy (Windows,
UNIX, BeOS  T. 1), Tnie paBoraet BeS-ceppep Apache. Takofi xmoy yaoben, ecu y
BaC PazHOPOAHAA CETb, U OJMH (alil ¢ IAPONAMH HCTIONB3YETCA Ha PA3HBIX CepBepax;

a

-d — MPUMEHATE CHCTEMHYIO BYHKLWIO crypt (1 18 wndpopaus;

O -5 — npumennts SHA-wnppoBanue (Ha 6aic AITOPHTMA XSLIMPOBAHIT), KOTOPOE
HenonLyeres 1 nnargopme Netscape;

O p— e wudponars napomu. S 1K PEKOMENIYIO HCMIOAL3OBATE STOT KMOY, NOTOMY
400 OH HeGesOHeeH;

0 -n— HC BHOCHTh HHKAKHMX H3MECHEHHME, 4 TONBKO BbIBECTH PE3YMBTAT Ha IKPaH.

Tan 2OBARICHKS HORORO 110ASORATCIN MOJKHO BBIUIGIHUTA KOMAHLY 64 YKAZEHUS K110~
e, & MEEATE B KAYIECTBE TIAPAMETPOB TOMbKO HMeHA Baliia W NOTLIOBATENS:

arpasswd htaczess Flerow

Hano oTMeTuTE, 4TO XOTA Maponh MOXKHO 3a/1aBaTh B KOMAHAHOIf CTPOKe, AeNaTh 3TO He
credyer, MOCKObKY Takag KoMaHaa HefesonacHa. KoMaHna MOXeT COXPAHHTLCA B MCTO-
PHE KOMAILINOA 080104KY, H He3ANGPOBANLLIA NAPOL TAKHM (AIH APYTHM) 00Pa3OM
OkiDKeTes MiseCTAbIM Xakepy. FCIM napois Re 3iam, WO 1pebyeics, 10 1POIPAMMI
3AMPOCHT €r0 B HHTEPAKTHEHOM PEHME.

Y KOMaHbI htpasswd €CTb B3 OrPaHHHYEHHS: B MMEHH [0/Ib30BATENs HE AQIDKIO GbiTh
CHMHOIL JIBOETONMS, 1 HAPUIIK HE MOKET IPeRbILIETR 255 cHmroion, OBa yeiomms 10c-
TATOUHO NEMOKPATHUHEIL, U ¢ HAMU MOXKHO CMUPHTECA. M3 MOWX 3HAKOMEIX CTOJE IIHH-
HBIif HAPOIh TIOKA CUIC HUKTO HC 3aXOTC/T YCTAHABIMBATh, 8 HCIIONIb30BATE MMA M0/1630-
BATENS ¢ NBOCTOUHEM PEIKO KOMY IIPHXOAMT Ha YM.

7.5.3. Tipo6nemut astopuaaumv

ABTOPH3aLNA — 3TO CITHITKOM MPOCToi cnocob obecnevenns GezomacHocTH, TTpH nepe-
ase mapons mHGPYIOTCA [POCTEIM Konuposaey Base64. Ecii Xakep cMOXeT nepe-
XETUTE MAKET, CONCPKANIF UMA [I0IKIOBATENR H IAPOT, TO OH NPONNTAET 3TY UHOP-
Malmio uepes TaTh cexyia, Jia pacumtposiu Base64 He HykHO NONGHPATS Mapols,
NOCTATOMHO BBIIONHATE ONHY (YHKINMIO, KOTOpas ACKOOMPYCT MPAKTHYCCKH MOMEH-
TARLHO.

Jin CoR@RNA PeankHO GEROMACHOTO COCIMHEHVA HEORXOIMMO CHAQa SalIn(bpoRaTs
BGCh TPAHK C TIOMOLIBIO TPOTPAMMB! stunnel HIH YA TOTOBOTO mpotokona HITPS,
KoTopeIlt Menombzyer SSL. O Kew MBI cuie Torosopum & pasd. 7.9.
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<F1>—<F6>. B oTeeT Ha 310 Nepes BaMu MOABUTCA HHMCTELA IKPAH ¢ NPHINALICHHEM BEE-
CTH MM TIONB30BATENA, KOTOPOE MOAKET GHITS PAANHMHEIM B KAKAOM TEPMHUHANE.

Hcnionh30paHiie TepMHHATOR — QUeHD YiIoBHaT BOIMONHOCTE. Hanpumep, B ofHOM a5t
3arycKaeTe NPOTPaMMy, KOTOpas TPeDyeT MUOro BpeMeIld il BBINOMICHHNS, ITOC/E Yero
TIOPCKITIOYACTCCh HA APYTOH TCPMHKAT U Mpoaohracte paboTy ¢ KommetoTcpoM. B aio-
GOii MOMEHT MOIKHO BEPHYTLCA HA TIpBbIi TEPMUHA U OCMATPETH HA X0 HCTIONHEHHS
NPOTpamMMBI,

Eciru Bri Nepe] 2anyCKOM YCTAHOBHIM TDA(UuECKHUIT PEXUM, TO Cpasy GOCIS 3arpPyaKi
Nepel BAM OTKPOSTCS OKEHO, B KOTOPOM CHCTEMA MPESIOKHT HCTIOE30BATS BHGPAHHYIO
OBOOUKY 10 YMOTUAHHEO, DTO 3HAYHT, YTO TIPH CASMYIOIIEM CTapTe, CITH HE yKalaHo
WHOIO, GYZICT HatiyICHE HACHHD 312 OfOII0MKA.

TipexIe YeM IBUTATECH JANbILE U BHINOJHATE KOMAH/IbI, HYXXHO TIO3HAKOMHTECS C TepMUHA-
oM. ITO KOMAHIHAA CTPOKE, B KOTOPGH BHINONHASTCS YIpARNeHHe CHCTEMOM. B cepBepHbI
CTPUGYTHEAX HeT rpadhUvECKIX 0BQTONEK (110 KpaliHelt Mepe § TAKOTO He BuN), H TaM
YOpaBIerHe MPOHCXOAHT TOIBKO B KOMAILIIONA CTpoKe. B gomainnmx amcTpubyTupax Tep-
MHHAIT OTKPHIBAETCA B BHIE OKHA C [IPUT.TALIEHHEM BEOITb KOMAHIEI.

B oBoux caysanx OpHrIalEHNE BEOIMTH KOMAHIET BEINTANT CREAVIOWEM oGpason:
tfete]:

Yro 370 3HaTMT? CHaaNa MAET MMA T0/b30BATENA, N0/ KOTOPLIM Bhl BOLWIH B CHCTEMY
{B 2aHHOM cnydae 3To root). [Tocne 3Haka (@ CNEXYIOT UMA KOMIBIOTepa W npoben HAn
JBOETOMMC, 58 KOTADKIM CTOMT s -rekylieil 1amku. Taxum OGREIOM, Bbl KCEI/A THBEIE,
e HAXOIHUTECH M £Ae GyAYT N0 YMONHAHHIO BLUTONHATECA BEOTHMbIE KOMAHIbL.

[roui@Fleno:

3aueM yKATHIBATS B KOMaHIHOM CTPOKE MM KOMIIBIOTEpA? — BOIb MBI SHACM, 33 KAKHM
KOMITEIOTEPOM HAXOIHMCA. OTBET HA 3TOT BOMPOC KPOSTCH B CETEBBIX BOIMOXKHOCTAX
OC. Bbl MOYeTe MORKMIOUHTECS K YAIAMEHHOMY KOMITBIOTEpY ¢ TIOMOIIBIO ssh, W TOPIa
Ballla KOMAHIHAS CTPOKA GYJIET BHINAAETL COBEPIISIHO HASIITHYIIO, [10 BMECTO JIOKAIb-
HOMO HMEHW KOMITbIoTepa Gy,1eT HMS yAaneHHoro.

2.8. MuI B cucTeme

M1 BomIn B cucTemy, i OC 3anmycKaeT Z1A HAC YHHKATBHOE OKDYXCHHG, KOTOPOG
OTIpeNenaeTCA 110 UMEHH MoNk3oRaTensd. Cpena BKIIONAET MOJTb30BATENBCKHE KaTaNoTH,
HACTPOHKH i1 KOMAHIHYTO 080TOUKY,

LloMb30BATEILOKME KATANIONH 1:X0ASTCS B Katanore /home u uMeloT Hasakne, COBMa-
Jalomee ¢ WMEHeM [Ob30BaTeNs. Hampumep, mns MOMeIoBaTels root WCMONLIyeTCH
kaTanor /home/root. ECH Bbr BXOTHTE B CHCTEMy TIOZ HMEHEM Nob30BaTeA michacl, To
Bameit noMamHeli nankoi Gymet /home/michael. B 3Toi nanke BLl MoKeTe XPAHATE CROH
baiinbl. JloMALIAIOI NANKY MOB3O0BATENS OOt Tydie HE TPOTaTE.

Koraa bl BXOAHTE B CHCTEMY, TO TEKYIMM KATUIOrOM CTAHOBMTCA Baw joMamxuil. Tak,

A9 noak3oBaTeNrd michael TakombiM cTareT /home/michael, u Bee koMaHmL! ByAYT BbI-
HOIHATECH B 3TOM KAIAIOIE, 110KA BbI HE HIMEHUTE ero.
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W paa

Puc. 3.2, HacTpoiika a@To3arpyak

A 471 330IyCKa AENAEM TO IKE CAMOE, TOJBKO € II3PaMETPOM start:

sudo /etc/init.d/apache? start

Ha puc. 3.3 noxasans! peayJTsTaTH BEIMONHEHAA 3THX KOMAH,

CocTosHvE CEPBICOB MOKHO POCMATPHBATE Y G TIOMOTI(BIO KOMAHIIET status!

sudo status cups

B JIaHHOM CITyyae # 3aMpaLIHBAIo COCTOAHIE CEPBICA cups, KOTOPBI OTBEUALT 32 IUaTs,
A nns ynpaBieHns CepRACOM MOXKHO MCTIONB30BaTh KOMaHIY sexrvice!

sudo service cups start
sudo service cups stop
sudo service cups rostart

JIymaro, €10 KakHe-TO JONGHHRTENLHEE KONMCHTAPHH TyT HATHUHA,

YToBE MPOCMOTPETL COCTOARAE BCEX YCTAHOBNSHMEIX Cy/KG B NAHHLIH MOMEHT, HATO
BBITIONHHTH KOMAHITY:

sudo service --states-all
n:

suco imitetl list

KOMaHIBI HEMHOTO Pa3HLIS, M BEIBOA Y HHX OTTHHACTCA.
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14.5.2. Nosns Ha xusua

AIMMHHECTPATOPEL O4SHE JIOGST OCTARIATE TPUMAHKHM A XaKEpOB, TIOTOMY HTO OHH
UO3BONAKYT MACHTMPHUMPUBATL 3I0YMBILUICHARKA HA HAYLILHOM F1ane. Za TeXHOTo-
run mKe notyuina wazeanmc honeypot (ropuiox meaa). Kax 510 paboract? B cem yera-
HABITHBAETCA OJMH HTH HECKONBKO KOMIIBIOTEPOB, B KOTOPBIX HIHAMAIGHO AIOKEHM
OUTHEKY KOHGHTYPHPOBAHVA K JTerkne Juta nonSopa mapomi. GcHOBHad 3a1(aya 5TOro
KOMILTEKCA — OTCCKHBANHNE OGpaICHIE U3BHE H PETHCTpaAA TIOGEIX BIMOMOB.

Ha puc. 14.2 nprsenena cxema KiaccHueckoi honeypot-cetn. Ot Mnrephera ee oTaens-
T ceTeBoH 3KpaH, 33 KOTOPSIM HAXOMATCH TOIWWHEIE Pecypchl H MOICTABHLIE Cep-
wephi/koMIIIoTepb! (NyBHusan cets). Hance HeT Mopoif ceTeBol skpaH, KOTOpET 3a-
WHWACT # CKPEBACT TIPHBATHYIO CETE.

Internet Netcard2

Noteerd? [ private et

Puc. 14.2. Mocrpoerue honeypot-ceri

Kak T0Mbko Xakep TOTIacT B KaNKaH, aIMUBHCTPATOPE! HAYHHAKT HIEHTHHKAIIHIO |
ero nouck. [loka 3mOYMLIULTEIIMK NBITAETCA MPONMKIYTL AATee, B XOPOLW© 3AIIHIIEH-
HYIO CeTh, CTINMATHCTEI Tio Ge30MaCHOCTH yike YOTeBaioT IPHHTH K HeMy oMo 1 dit-
SUMECKH QUTAHOBMTS HE(OPOKOE IOGONBITCTHO.

UYroGe! Balll KanKaH HC JIOBHIT BCCX TIOAPAT W HC JaBANT JOKHBIX cpabarbiRanil, ero 3a-

[MTA AO/DKHA GbITh OCTATOMHOH, HTOBH CEPBCP HEME3A GHUIO COMATE MPOTPAMMANMH,

ABTOMATHAPYIOMIMY TIOHCK YA3BEMOCTEl. HHAYE KONMHUECTBO SXEHEBHO NOAMAHHBIX

B JTOBYIIKY XaKepos GVIET HCUHCIATECS COTHAMH, a To ¥ Gorge, Belb MOMYIADHLIE

PecypChl CKalMpYIOT HacTo,

Sl HacTpauBaIo CBOH honeypot-ceppepsl Ha MAKCHMMABHYK) Ge30MaclocTh, NPOCTO CETe-

O KRN, KOTOPHIT MX SAUIMIAET, TPOIYCKAET TpaKTMecKH ToBol TpadrK. ITo Mo-

TBONRCT PEIUTH CPAsY HECKO/IRKO TIOTEHIHAThHALX 1IPOBIEM:

O HC BBIZLIBACT MOAC3PCHMI y Xakepa. CIMIIKOM OTKPBITHIC CCPBCPbI ¢ ABIPABBIMM CEp-
BUCAM¥ HACTOPOIKAT TPO(IECCHORATA, 1 OH He GYIET TPOFAT: TAKHG KOMIHOTC

3 yMEHBIIAET KOIMUEETEN CPAGA THIBAHME CHCTEMEI WA KAXCIOTO HAYHHAIOIErO Xakepa,
KOTOPHIA CTydakiHo Haillen nporpaMvy oid BiIoMa;

() MO3RONAET BHITBNATE ATAKM, KOTOPHIE elile HEM3BECTHE CCLMATHCTAM 110 GE30NACHO-
CTH, W 3AUTHUIATLCA J2XKE OT HUX. LCv CepBep C MPaBHILHBIMH HACTPOHKAMM R3O0~
MaH, 3HAYHT,; KOMOILIOTEPEI 33 MPEETaMi BTOPOTO CETEBOTO SKPaHa TOKE YAZBHMB,
HO Bbl elue He 3HacTe o6 3Toif Maseiike MTH COBEPIITH OWMGKY B KOHDUTYPHPOBA-
Hau.

Kak Tonbko 3ameueH BITOM TIOANENBHOTO CEPBEpa, REITONHAIOTCS CIETYIOUIME LIArH:

1. ARanusupyeTcs yA3BHMOCTE, Yepe3 KOTOPYH MPoHHK Xakep. Haiing owmbky ® kon-
UryPUPOBAHHN WM AHIPABLL CCPRHC, HOOGXOAMMO OTHICKATS AILIETKY M YCTAHO-
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BEITONHEHA KOMAHAA, @ TAKK® HASHTUGHKATOP 3aarks. Cooliienne GyIeT BETASIETS
TIPUMEPHO CNETYTONHM 05pa3om:
Job 1 at 2005-03-03 12:30

€ mOMOLIBIO KOMAHMB! atq MOKHO YBHAETh CITUCOK 327aHMH, MOCTABIEHHEIX B OUEPED.
Hanpmsep, pesy;I5TaT MOKeT GEITH ey IO

1 20C5-01-28 12:40 a root
2 2005-01-28 01:90 a root
3 2305-21-3) 12:55 a root

B neppoit koTOHKe CTOHT HOMep 3aNaHHA, M MOXHO YNpPaBIATh. [Joce 3T0T0 BBIBOAWT-
€A JaTa W BPeMA BBIIOTHEHWA KOMaH/B], @ B MOC/eAHEH KONOHKe — UMA NOAB3OBATENS,
KOTOPbIi CO3AAT 3a7a4y.

Teneps AOMYCTHM, UTO HEOBXOAUMO BHITIONHATL B ONPEAE/ICHHOE BpeMs (IOCNe OKOWa-
HHA paGouero TH) peeprHOe KOMUPOBAHHME. A UTO 6CIIM B Kakofi-THG0 IeHb COTPYIHH-
KH 330epKATNCE H2 PaboTe, H HM HEOGXOAMMO BHITIO.THHTE OTIEPALINH, KOTOPBIE CHIIBHO
sarpyaioT cuctemy. B oTom ciryuae pesepsroe konuporanme SyfeT Memats ux paGore,
H NOTHUIEE OTIOAHTL 3ANYCK SAaHMA.

Jl1a pemnerns 5Toif mpoGneMs! cozaaaiiTe 3anauy KOMaHMOH batch. ECITH B MOMEHT BEI-
HoMLIelMs 3a0aUNA cepBep OyeT JarpykeH, To paGoTa GyzeT HauaTa, KOTa HArPy3ka Ha
cepBep GYIeT MUHHMATLHOR — 110 yMOTHanuio Metee 0,8 Y.

3.5.2. TTnaHuposwuk 3aaay

Komanga =. JOCTATOMHO MPOCTa M YNOGHE, HO €€ 3ANAHMA BEIIONHAIOTCA OTHOKPATHO, 4.
MHOTHE 3a124N AMUHHCTPATOPA (TO K¢ PE3EPBHOE KOMMPOBAIKE) TPEOYIOT MHOrOKpAT-
HOrG 3amycka. JOMycTHM, UTO BBl 3a[UIAHMPOBANH PE3CPBHOE KOMMPOBARNE EIKENHSBHO
8 10 wacop sevepa. Kaaniii neHs HaGupaTe KOMAHIY at He OUEHB HHTEPECHO, STO HAT06CT
yepes HeMETIo paloTsl M 3aXOUeTCy KaK-TO ONTMMM3HpOBAaTh 3anady. CosmapaTs daiin
CUEHAPHA TOXKE HE CITUIIKOM YO6HO, MOTOMY 4TO HeoGXOTNMo He 3a6EIBATE €TO BEITON-
HATH.

1lpofinema pelaercs Hepes HCIONL3OBAHHE MPOrpaMmet cron. [UIs JTOTo y Bac Z0KeH
GLITL YCTAHORNEH ASMOH ¢Iond, a Ayule, ec/li BLI BIVHOYHTS €ro B ABTO3arPY3KY.

Js paGoTet ¢ nemonoM crond Mcmomb3yeTcss nporpama crontab, UroGe! 10GaBMTE Ho-
B0 2a0HCE B PACTIHCAHKE, HEOBXOIMMO REIOTHATS ee 663 mapameTpoa. B oTseT Ha 510
MOABMTCA MyCTasd CTPOKA, B KOTOPOH MOKHO 3a1aparTh maGnoH AaTet ¥ HEOGXOAMMYIG
Komaay. B obluem Duae 5To BLIIIAANT Kax:

LUEYTE HEGH TSHs MECAN NSMSHETEr NOMAHEA
JTens wemenn yKassiacTen wucniom ot O mo 7. Ha sockpecerne yiasssaror 0 u 7. 9o
CICNAKO HMCHHO Tak, OTOMY XTO B Pa3THYHBIX CTPAHAX [10-PAIHOMY ONPONENACICA Ha-

A0 HEACHH — CACTO G NOHCACHRHUKA, & IIC-T0 ¢ ROCKPOCCHBA. B IcpBomM crywac
Y0GHO BBCTARBTH HaseHus o1 1 0 7, B Apyrom — ot 0 10 6,

Ecnu kaxol-muGo mapaMeTp He MMeeT 3HA4YeHHUA, TO BMECTO HEro HeoGXONHMO TMOCTa-
BHTD 3BE3TIOKY.
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Hajlo MMCTh R BHLY, HTO HASRAHMA IPHECCHHBIX EAPUAHTOR MCIONLIOBAHKS AHCKOEO-
10 TIPOCIPAKETEA SOCTATOMHO YC:IORHMIE, 1IOCKOIIRKY PAMIMAHBIC PaspaGOTIMKH MME-
HyIOT 1 To-pasHoMy. K Tomy e, He akT, uTo Ball AHCTPHGYTHE MOTIEPKHRAET BCE
Tpu BapuaHTa. BO3MOXKHO, SYIYT NPHCYTCTBOBATH TONBKO BA M3 HHX — JEHCTBHTE -
HO, GO ZIUCK MYCTOM, TO HET JA@KE CMEICTA 0KA3bIBATH BTOPOH BAPHAHT.

Feum neifipars saprant VK2t payieinl BPYuHyI0, T0 Rbl CMOKCTC CAMOCTORTCRHO
comparn payienst i Linux. B paso. 2.3.2 Mer I0COROPHM 0 TOM, Kakue Pasaciibl HyxKHB
A paGotet Linux. B paccMaTpHRAEMOM ke MM CITyuae YCTAHOBKA HIST Ha TyCTOH
MK BUPTY/IbHOM MALLKHG, [IO3TOMY HA HEM HeT HMKaKuX pa3ferios. ECIH xe Ha Ba-
LIEM KOMITBIOTEPE yike ecTh OC, TO Ha 3TOM L1ATre Bl MOYKETE NOAKOPPEKTHPOBATL JUCK,
BLLIEIMTh NCTOS MECTO M3 CYIIECTBYIOMIErO AMCKA WIH Pa3OHTh QHCK TaK, Kak BaM He-
0BXORHMO.

B Linux amcki HyMepyloTcs He Tak, kak Mb( Mpussi & Windows. Jech Her juckon
A:, C: u . A Bee muckn umeror umena /dev/hdNX ans auckos IDE u /devisdNX nns
ancxos SCSL. B ofoux cysasx Gyksa A — 370 Homep micka. Hampimep, ecnu y pac
JBA KSCTKHR AMeka THma [DE, To B cncTeMe oM GyAyT uMeHopatbes /devihda n
/devihdb,

Ui rakoe X & umesonanmu ucka? 910 Homep pazaena. Kaxasiit AHCK MOXET GbiTh pas-
6ur Ra paznennt. Tlokzonatenn Windows mo8aT cosaraTk Jea pasaena: C: n D:. la
nepBLIil yCTAHABAMBACTCA CHCTEMA, & HA BTOPOM N0/bL30BaTelb XpaHHT maube. LIpu
TaKol OPraHH3ALHM DO BPEMA NEPEYCTAIOBKM CHCTEMb MOJKHO CMENO (OPMATHPOBATH
ek C:, ue GoACh MIOTEPATH AAHHBIE (XOTH JTyHINE BCE e MPOBEPHTS, He MOMANO [ YTo-
TO BaXHOC ciy4aiHo Ha guek C:).

B Linux Toxe MOTyT GBITE pasgessl BHYTPH OTHOTC Tucka. Hampryep, mepserii pazger
Ha nepeoy IDE-aucke Gyaer umers ums /devihdal, Bropoli — /devihda2 n T. 1. Lind-
poit 1 uvcHycTess nepruvHEL paspen. [Tox nudpoit ABa MOKHO HAMTH pacnIMpeHHBIE
paznen. JIoruuecKkue paziensl HaUMHAKOTCS C LHbpsI 5.

2.3.1. Zalinoaute cucTeMmer

Teneps Morosopum o (halnoBbix cHeremax, ¢ koTopsiMy patioract Linux. Or daiinosoi
CHCTEME JABHCHT KaHECTRO X[AHEHMA HRDOPMAIY Ha KecTiom awcks, ITa OC 1ot
REPIKHBAET MHOXECTBO CHCTEM, B TOM UHCTTE U menonbsyeMele Windows dafinossie cuc-
Tews FAT, FAT32 u NTES, no npu yoranoske OC Linux skeraTesio pyi6pats poairyio
eueremy Ext2, Ext3, Ext4 nam Reisert'S (10 nassaune uwacto coxpamarot 1o Reiser).
Coxpauicane Ext & naspanvu haittooit ccTcMbl pacuadpoBbiacTea Kak Extended Filo
Sysiem (pacivpennan gaiionan onotoma). Crcteva ReiscrFS SBTACTCR MKOBHHOR,
HIOTOMY 4TO MCOAL3YCTCA HE HACTO, HO OHA HaHGONES NPEANOMTUTE1LHA TI0 CPABHSHMD
¢ EXI2, n0cKosisky BKIKMAET 3ypHATHPOBAKNE, KOTOPOE AeNaeT cueTeny BoTee yeTol-
<HBOJ 1 MOZBOIMET OLICTPO BOCCTAHARINBATE €6 NociTe cOoeB.

PaccMoTpEM, Kak paSoTaKoT (aiinoBhle CHCTEMEI, YTOSHI BEI CMOTTTH BRIGPATS ONTHMAIE-
HLIit BapuanT. B baiinosoii cicreme EXE2 AHHEIS CHAYATA KSIIMPYIOTCS M TONBKO TIOTOM
3ANMCHIBAIOTES HA JINCK, 3@ CYET WEro AOCTHACTCA BHICOKAd MPOU3BOAMTENEHOCTL, Ho
€CIIN BOSHUKHYT DpoGeMbl ¢ THTAHMEM WIH TIPON3OHIeT avapHiHbIi BBIXON H3 CHCTe-
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HanGonec pacnpocTpaHCHHBIMA MCTOAaME LK(POBAHKA HA AHHBIA MOMEHT ABIAIOTCA:

O S/MIME (Secure/Multipurpose Internet Mail Extensions, GesonacHrle MHOTOLENERbIE
PACLIMPEHI SIEKTPOHHON I0UTSL B ceTy HHTEPHET) — MAHHBIA CTARIAPT WHPPOBa-
HUA MO/IEPKHBACTCA B OCHOBHOM TIOYTOBLIMH KIMeHTaMH Netscape H ero KIOHaMH.
370 HAKNAIBIRACT HCKOTOPHIC OFPEHMUCHHN — BEAB HE BUE IIONLIOMATENN HIPHBBIKITH
HCTIONE30BATE HMEHHO 5TH TIPOTPaMMBI;

3 PGP (Pretty Good Privacy, "JOCTaTOMHO XOPOIIas NPUBATHOCTS") — MPOCPAMMA
wuhpoBaHUA, KOTOPAs WCTIOIB3YCTCA BO MHOTHX 0618CTAX, B TOM HHCJIC H B IOMTO-
BbIX COODIMEHMAX. DTOT CTaHNAPT MOANEPKHBAET GOMBINOE KONHYECTRO MOUTORBIX
winenToB, CYLWECTBYET HeCKONbko peanmsaiui PGP, Ho MHOTHE crieImaTHCTH peKo-
MeHIYIOT HenonssosaTs GnuPG. Her, oHa He Tysue Apyrix, notomy uto Bec PGP-
KIOHBI OCIIOBAIILL 112 OINOM H TOM ke IpHuHne. [IpocTo GnuPG paspaSoTan 3a npe-
nenamy CTTTA, 7. ¢, 1, 11 HE JEHCTBYET 3AK0R 06 OFPAHUERIMM IIHAK INIOYA.

Pivax, whi windpyem wexcr cooGuierma, Ho cam nporokon paGoTaet Gea mudposanus,
TO3TOMY BCe TAPOTH MEPEAIOTCA IO CETH B YHCTOM BHIS, M MX TOXE HEOGXOIMMO 3a-
wrATHTh. JI1% 5TOr0 MOXKHO HCIIONB3OBATh OIHH M3 COBPEMEHHEIX cTanaaprop RFC-1734
(MDS5 APOP Challenge/Response), RFC-2095 (MD5 CRAM-HMAC Challenge/Response)
W TPHOETHYTH K TIOMOILM stunnel.

8.3. TTonesHue KoMaHALL

JlapaiiTe paccMOTPHM HEKOTOPLIE KOMAHIEL, KOTOPBIE MOMOTYT BaM B 3MUHHCTPHPOBA-
twu sendmail-cepaepa:

0 oststar — 1OKESATH COCIONHAE XOCTOB, KOTOPHE HEJARHO PAGOTATH C JIOKATHHEIM
movToBEIM cepeepov. Komanaa Apnserca DKBHBANSHTOM sendmail bh, KOTOpat Mo
YMONYAHHKS HEAKTHRHA,

0 mailg— OTOBPa3UTL KPATKYIO HHGBOPMALKIO O COOBLIEHUAX B OUEPEH, ORHIAOMMHX
obpaborke, Ipumep pesyusrara BHIOTHERHA KOMAHARL

/var/spocl/mgqeeue (1 request)

=Q-1D- -Time- 3ender/Recipient—

JOIANSTILESS & Tue CJan 18 . 9 <flenovéflerovm.ru>
{host map: lockup (flenovm.ru): deferred)
<root@Ilenovm. x>

Vi3 nepBoii CTPOKA BHHO, 4TO B CUEPETH HAXOAUTSA OFO coobinenwe. Bropas erpo-
KA BICIOYACT HATY MOCHUIKH H IPec OTOPABHTEIN: £lencvdflenown.ru. B nocneaneit
CTPOKe OTOBPAKAETCS TOTYHATENb COOSIIEHMA: roct @£ lenovm. Tu;

a

wallstats — OTOGDA3HTE CTATHCTAKY COOGIICHWH B KOJHMECTBE GaiTOB;

a

sendnall — 3ANMYCTMTE cephep Sendmail. Mcmommays aTy KOMAHZY C pasTHHHbNMG
KIOYAMH, MOXKHO YBHIETH JOCTATOMHO MHOrO Mose3noH mudopmauud. 3a Gonee
TOAPOBHOIT CNPABKOMA CleyeT 00PATHTBCS K JOKYMEHTALMH man.
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6.4. Ucnonb3oearue Samba

Cepauic Samba B OCHORHOM COIABANCA 15 TONb30BATE:eH Windows, HO i IIOKIOHHHKH
Linux Toxe OLUCHHM BSe NMPEHMYIIECTBA SToi TeXHOMOrHM, TeM Gonee yro OC Linux
YTIPABITAET CORMECTHEIM IOCTYTIOM K (aiinav mo cetw He Xyke Windows, a b ueM-To a-
sxe my«me. Jlna paGoTsi ¢ Samba uz OC Linux cIyXpT KOMaHa smhcl i

UToSs! NOMKIUOUMTECE K CCPRCPY, HEOOXOTHMMO YK43aTh KK MHHHMYM fBa KIHoWa:
-L {aapec cepeepa) ¥ -U (uMs none3oBatets). B OTBET HA 5TO NPOrpaMMa 3anpocHT Bse-
oy napony. Ec/u Bl He uenoabsyere MnpposaHue, T0 1e05GX0AHMO BBECTH CHCTEMIbIH
Napo/i, B MPOTHBHOM CJTyuae BOCHONb3YHTeCH TeM, KOTOPLIH Bbl YKA3alH NpH Nepenoce
nonswnatenn & Gai fele/sambafsmbpasswd (1pu 31yCKe KOMHABL srbpasswd).

HraK, BHINOHATE GISAYIOLIYIO KOMAHTY 1A TSCTHPOBAHHA CopBCpa:

smbelient -L localliesl -U reot

Tocne BBONE NAPONS TONEIOBATENS rO0t Bb TOJLKHB YBBASTE BCE OTKPBITEIR PECYPCE
cepBepa. Pe3y LTaT BEINTIIHT NPUMEPHO TaK:

Dorad

MYGROUP| 0S=|Unix| Server=[Samba 2.
Type

Coms

Sharcnane

s

PCH 10 IFC Service (Samba Serveri

2DMIKS

Serv

Disk  IZC Service (Samba Server]

Comment.

FTRNOVH Sarba Server
Workgroup  Master
YGRS FLENOVM

Bbt JOMDKHB! YIHTHIBATS, 9TO B 3TOM CIMCKE HAXOAATCA He Boe kaTanorw. By, Harpu-
MCP, ¥ JIOMAIIHMX KATAIOrCR M3 pasacia [heres] aiina KoHHMrypauwn ampekThea
rowseable YCTAHORNGHA B HAWEHHE no (CM. pasd. 6.2 1), TAKWX KATATIOTOB BHIHO He
6y}1e1‘. 370 BROTHE JIOTHYHC, TIOTOMY 4TO 3TOYMLILIMICIHHKY HEIb3A J2BaTh BOIMOMK-
HOCTh JTHLUE3PETh HMEHA KaTaJloros, 0COOEHHO ©C:TH OHM COOTBETCTBYIOT KMEHAM TO/b-

2oRATCICH WIN ConepCaT KoHMCHIMATRHAIC annnc. FuKoraa He wsMewsire ToT
HAPAMETD, YTOGM XAKEP HE 3HALL, YTO OH IOIIKEH CIOMATh.
JIn TIOKIIOYSHNS K OTKDBITOMY PECYPCY CEpREpa HyKHO NIOZATh KOMARIY smisclient,

nepeaan eit mMa pecypca, KoTopoe sanaercs B dopmare UNC (Universal Naming
Convention, yHuBEpCATBHOS MMEHORAHHE OGHEKTOR) ¢ TPHMEREHHEM CITEITYIOIIErO CHH-
Takcuca:

\\ssCepnopatpecype

Tlanpuwmep, BbI XOTHTE NOTKTIOMMTE AOMALIHHI KaTarnor nonksosatena flenov. Fro anpe-
com Byaer: \\192.168.1.1\flenov.
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BEpPCHIO, BBIZBAB KOMaHY sudo C KiovomM —v. Eciu BeI AB/ISeTech aAMHHMCTPATOPOM, TO
YBUJIHTE Ha 3KpaHE NOAPOGHYIo MEGOPMALIMIO O IPOrpaMME, BpOJie MPHBE/ICHHOH B JIkC-
THHTE 4.3.

ando version 1.6.5p2

Buthentication methods: 'pam’
Sysleg facility if syslog is being used for logging: authpriv
Syslog priority to use when ussr authenticates successZwlly: nozice
Syslog priority to use when user authenticates unsuccessfully: alert
Zgnore '.' in SPATH
Send mail if the user is not in sudoers
Use a separate timestamp for each user/tty combo
Lecture user the Lirst time Lhey cun sudo
Require users to authenzicate by default
Root may run sudo
Allow somc information gathering to give useful error messages
Visudo will henor the EDITOR environment. varisble
Set rihe TOGNEME and USER snvironrent variables
Length at whick to wrap log file lines (0 for no wrap): 80
Buthestication timestamp timeoum: § minutes
Password prompt timeout: 5 mim
Wotber of tries to enter a password: 3
Umask to use cr 0777 to use user's: 022
Path to rail program: /usr/shin/sendrail
Flags for mail program: -t
Address to send mail t
Stbject line tor mail messages: *** SZCURITY inlormation Loc h **+
Tncorrecl password message: Sorry, try again.
Path to authentication timestamp dir: /var/run/sudo
Default. password prompt: Password:
Default user to run commands as: root
Path to The editor for use by visudo: /bin/vi
Ervirommest variables to check for samity:

LANGUAGE

1ANG

IC_"
Ervironment variables to remove:

BASH_ENV

BNV

TERMCAE

oot

Ween to require a password for 'list’ pseudocommand: any
all

“on Lo require a password for 'verify' pseudocommar
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Tocal TP addvess and nelrask palcs:

192.168.77.1 / DxESEEEZOC
Default takle of enviveiment varigkles to olear
BASH_ENY
BNV
TERMCE?

Default table of env:romment var:zklss to s
LANGUASE
LANG
L

ity check

51 He CTAN MPHBOIUTS PEIYTBTAT MBITIONHEHIN KOMAHIEL TIOIHOCTAIO, HO OCHOBHYIO WH-
dopvamio MoXHO yBRAETh, BHauaTe HaM coOSLIACTCA BEPCHA NPOrPavmbl sudo, B AAH~
HOM CIyHae 370 1.6.5.pz. Hanoree WHTEPECHBIMH & HTOM JIMCTHHIE NRIFKOTCA G-
IYIOUIHE TPH CTPOKH:

Buthentication timestamp timeout: 5 minutes

Pzsmword prempt timeout: 5 mirutes

ioy Lo cnler a passwerd: 3

Numser of
B nepBoii CTpoKe yKaIbIBAeTCA BPEMA COXPAHSHWS NTapasId B Kale. B JalHoM ciydae oTo

S mrkyT. ECAH 00/T630BATEN B TEUEHHE STOMD BPEMEHH CHORA RATTIONHAT KOMBHAY sudo,
TO TIOBTOPHO ayTeHTUDUKALINA TPORONMTRCH He BYICT.

Clrgityronias CTPOKE YKA3BIBACT BPCMS OXMIAHMA BBOMA NAPOIA,  TOCIEIHAS — KOTH-
YECTRO DNOMBITOK €ro 3azats. Eon 3a 5TOT Nepuoa BepHLI Napoms He GyJeT yKasas,
paBOTa MPOTPAMME! MpepBeTC.
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GOIblIE Y HEID ONEPHIUBHON HAMATH, Tew GHICIPES UM CMONET GTBEUTH HA WACTO
NIOBTOPSIEMBIE 3aNPOCH;

O cache swap low rn— TPOLEHT 3anomkenus kama. Korna pasmep ksiua npepwmiaeT
3HAYEMHE n, CEPREP UAYHIALT IO YMCTUTS, YOUpas ycrapesuide oSLEKTLI, NIOKA Pas-
MEp [ CTALET YAOBNCTBOPATL [IaPaMETPy;

O cache swap_tigh n- - OPOUENT 3aNONHEHNs Kiwa. Komanna anatorsama npemsay-
1WeH, 1O cepBep LaYMIAcT 0cBOGOKAATE Kom Gonee HHTeNncHD1o. 310 neofxoaumo,
4TOGE! HE BOSHHICIA CHTYaLHA, Korja Kol 6yner nepenotel;

O minimun_object_size n Kb MHUMM&TbHbIA pazMep oObekTa, KOTOpHI monanaer
5 ko, [o yMONMQNHIO YCTAIOBEHO FHakeHkE 0 — TP HeM MOPOT OTCYTCTBYET;

O maximun object size = KE— MAKCUMANbHBIA pasMep O0LeKTa, KOTOPHIH AOKeH
somupoBatees. 1o yMonuanmio cToMt 3uavenme 4096 KGaiir, “ro cootpetcrayer
4 MGaiAT. /I8 TOBBITIeIHS POHABOHTENLHOCTH CEPEEpa HEOGXONMMO NIOHH3HTE JTO
3HAMEHHE, L0 MPH DTOM MOMNET YBEJIMYUTLCH pacXon Tpaduxa. Ecau oxonomma tpa-
(¥iKa BaXCHEE IPOMIBOTHTENLHOCTH, TO JHAMEHYE 1 Y HIIIE YBENIINTS;

O maxirun_object_size_:in memory n KB-— MAKCHMANTGHBEIH pasmep obbekTa B Na-
maTa. TIo yMO.T9aHIIO YCTaHORNEHO 3HaveHKe 8 KBaii;

O ipcache_size n— pasMep K3Ia A1a XpaneHud [P-ampecor. Tlo ymomyaHmo 3amaHo
aHadenne 1024 Kéafir;

O ipeache low n B ipcacte_nigh r.— COOTBETCTBEHIO MMIMMATLULIA B MAKCHMAIE-
Hbli [IPOLESHTBI 34110 HEHAA K31a 114 [P-aupecos;

O -eference_age napamerp  BpeMs XM3HH oObekTa B Kowe. Eciu ofbeKT mponexan
DOIBINC, TO CrO MOXKHO YA21ATh 10 CT2POCTH. PACCMOTPHM HCCKONBKO NPHMCPOB HC-
LONBSOBAHN MUPERTHBEL

Leronoe_sue © weck

forenee_sce 3.5

ference_age 4 months

reference_age 2.2 hours

TT0 YMOHARIIO HCTIONBIYETCA SHAYIEHNE B OHH TOX:

reference age I year

O quick abort_min n KK — MUHHMIbHEIA pazmep ofibexTa, npu KOTOPOM B Clydae
0BpBIBA COBNMHEHNA HEOBXOMNMO [I0CTE €r0 BOCCTAHOBNIGHHS 3AKOHYHTh CKATHBAHHE
OGLEKTa H [IOJHOCTBIO €ro COXPaHUTh. JITO TO3BOJSET COKPATHTL TPADUK U YBEIH-
HHTH CKOPOCTE PAGOTHL B cet. Hanpumep, MONE30RATEN: AMYCTHI Ha CKAaYHBAHHE
hafin Ang MpoBepKM CoeaMHEHMs U 06opBal ceasb. Eonu cepmep ycmen coxpaHuTe
bai, To NpH NOBTOPHOM MOTILITKE He HALO CHOBA CKAVMBATS T K& IaHH5Ie. ocTa-
TOYHO KX B3ATE U3 kaua, [To YMOIMAHHMIO YCTAHORNEHO 3HaveHne 15. JTOOB! OTKIRO-
WHTB 3Ty BOBMOMKHOCTb, MOKHO 32/1aTh SHAUEHHE - 1;

0 quick_abort_max n KB— MAKCHMATBHEI OCTATOK 0GWEKTa, MPH KOTOPOM 3AKEMKA
Gyner npepeana B cnyyae oGpsiRa coenuHerns. [10 YMONTYAHUIO YCTAHORNEHO IHAYE-
HHe 16:
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ARCH=_ LINUX
¥ARCH—__FREZBSD _
¥ARCH=__IRIX
FARCH=  SOLARIS
DEHG = 0

INSTALZ DIR = /tmp/jail
PERL = /usr/bin/perl
ROOTUSER = ruot
KOCTERCUP = oot

Buauate 3anaetca THN OC — MO YMOHMAHHIO YCTAHORNEHA LINUX, A CTELYIONME TP
crpoku ans FreeBSD, IRIX u Solaris zakoMMeHTHpoBassL. OCTABM 3T0 Kak €cTh. Yt
HY/KHO H3MEHMTB, TaK 3TO KATANOr JUTA YCTAHOBKH (MapaMeTp TWSTALL J1R). B mocmen-
Hefl BEpCHM (Ha MOMENT HAMUCARWA KHHTW) 1O YMOTYAHHIO YKAIHIBAETCA KaTalor
/ump/jail. He 3xato, 3a4eM 3T0 caesiany, Aeflb STOT KATANOT IPEAHAIHANEH 15 BPEMeH-
HEIX (AWITOB B J0/uKeH OLITH A0CTYNEN Aya uTenna afCoMoTIo BeeM. Painuie mo ymoa-
wanmKo Gbin mpomuca /ust/local, H MMEHHO €To A COBETYI0 31cch ykasatb, Boasiue Hire-
10 MERSTE HE HANO.

JU15 BBINOJIHEHHUS CAEHYIOLMX JMPEeKTHB BAM NOHANOGSTCS paea root, OTOMY BOHZHUTE
B CHCTEMy KAK aIMHHHECTPATOP WH TIOydHTe HYKHEIe (paBa, 3aTYCTUB KOMAHIY su
root.

Tlepen xoMnunauweit n ycTaHoBKOK yGeurecs, uto y dafina preinstall.sh ecTt npasa ua
BuinouneHme. Ecau vet, soctonbsyfrecs ciemyomelt KoManao!

Chimed 755 proinatall.sh
Teneps Boc TOToBO K yoTanoBKc. Haxouacs B KaTANOrE Jail/src, RMIONHITTG KOMAHR:

make
make install

Ecnu Bce mpousno yeneurmo, 1o B karanore /usr/local/bin AOMKHE HOTBHTLCE POFpaN-
wbt addjailsw, addjailuser, jail n mijaileny.

4.7.3. Pabora c nporpammoir Jail
Tpexae secro cospanum katator /home/chroot, KIOpBIA craneT KOPHEELIM TS Mpo-
IPHMNBI, HAl KOTOPOH MET Gy/IeM HCTTBITBIBATE CHETeMY. JHIA STOTO RBITOTHAM KOMAHTTY:

mkdir /home/chzoct

Terneps Hy*HO MORMOTORUTH OKPYXEHNE JUTA ROPMATEHON paGoThl Bymymero ceperica.
11 3TOTO BEITIONASEM KOMAHITY:

/asr/Zocal/bin/mkjaileny /home/chroot
TocmotpuTe, 4To mpousouwto ¢ karanoros /home/citroot. 3aech NOABWIHCE Tpa KaTano-
ra: dev o etc. Kak Mbt 3naeM, B Katajiore dev JO/DKHLI HAXOAHTLCS ONTHCAHMS YCTPOHCTB.

B paHHOM cTydae mporpaMMa He CTana AeNaTh TIONHYI0 KOTIHIO CHCTEMHOTO KaTanora
/dev, A OTPARMMMACK CO3TAHMEN TPEX OCHOBHEIX yeTpoiicTs: mull, urandom K zero.
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fvarfwsa/html fcache/archive/index. htril
/vt s /html /eache/ categories/category . ogi
Jvar fwea/html fcache/ zategories/ ndex . homl

Jvarfwed/html /cache/downl oad/download-2-1,cgL
Jvar fws fhtml /cache/download/download-3-1.cgl
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30 Te GaliiEL, VIMEHATE KOTOPHIC MIMEIOT TIPaBO MOGHIC TIOME30BATENN CHCTEMBI, ake
© MMHAMRILREIMI IaBaMM, B WiCane Takix 3aIMCEH ROOBINE HE JIOIHHO GhiTh, B 110-
G0l paliin JIKHRL UMCTH SIDARO UHGATS TONKKG WX RIAICMRL WIH, B KPARHCM ClyHac,
[I0/1b30BATEM TPYTIbL, HO HUKAK HE BCC OCTAIBHBIC,

Tlaniee maet cncok Gainos, B KOTOpBIC MOTYT IHCATS MOTEIORATENH KAKHX-THGO TPy,
TIPOBEpETe, BOIMOKHO, He BeeM (afifaM 13 3TOTO CTIHCka HyAHO IABATE TAKON CTaTyC.

Orueril yA0GHE M IIELKO MMTANIICH, HO 15 CAMON KOMILE T0RRIAETCR owcka nerr. TTyctn
OHa 1 HeGonblas, HO ecTsb. [IporpaMma MOKa3bIBAET M3MEHEHHS B (AHIIOBOH CHCTeMe
C MOMEHTa TIOCTEMIEr0 3aMyckd. BOT TyT pasoBpaThes ¢ HeM-HGO OueHb caoxkHo. HH-
JOPMANHA BHTBONMTCA MPAKTAYRCKA B IPOHILOIEHOM TGPHIIKE, & BEMb YAOBHEE Gbuo
PAEIITH MORMDMKALMH 110 Crenenn onacaocTi. Hanpumep, yiancami win fodan-
TMEHHMI B pasnene /tmp hain He Tak BaXeH, TIOTOMY HTO TaM M3MEHEHHT NPOMCXOAAT
TOMIAME Kable TATH MUHYT. A BOT BCe, 4TO KACAETCA pasiena /elc, HAMHOTO OMac-
Hee, W 3T0 CiefoBaio OBl BbLIEIATh.

12.3.2. bastille

IMpoexT bastille (bastille-linux.sourceforge.net), co3TaHHEIA CrEUNATMCTAMH TIO Geso-
nacHoeTi Linux, cyliecTByeT yxe JapHo. PaspaGoTdHkn coSHpanmch Hamieats cober-
BeHHYIO BepeHio OC, KOTOPas G A1 Bonee GEIOTACHOM, HO, RITMO, HE PACCHMTANH
cBoH cHibl. Tiazis va bastille, Tak W XoueTes ckasats: "Hane!!!" K coxkarennio, u cam
npoext bastille umu 3aGpowen - - npr 3axoge na caliT MOXAIO YBHAET MHOTrOOGeIIA0-
IMyio HANIMCH O TOM, 4TO PEnk3 CPOTPaMME! GyzeT BEMymen 14 sumaps 2008 roma.
Qnuaxo MporpaMma Bee PaBRO OCTAETCH TIONMEIHOM.

TIPOIPAMME IPOBEPHET CHETEMY W BBIHET OTUET, UR KOTO[KID Rl VOXKETC YSHATH O Hai-
Jermbix crafocrax k8 OC, W ecom nowenaero, To bastille aRTOMaTHYCCKH IPUMET HOOG-
XOJHMBIE MEPBI 10 YCTPAHEHHIO YAIBHMOCTH.

PaGoTa TporpaMMbl HAaCTONEKO TIPOCTA M YI00HE, UTO 5 flaske He Gy ee OTUCHIBATE.
B oTIIHuMe OF OTOGHBIX CPEACTS, bastille MoReT paGoTaTh HE TOTLKO B TEKCTOBOM, HO I
B rpaHICCioM peume. JUTH YCTAHOBKH NPOTPAMME! MOXKIIO BOCTIONL3OBATLCS APXHEBOM
RPM 171 CKOMITMIHDOBATS (baiiTal U3 MCXOIHOTO KOZA.

12.4. BurssneHue atox

JlaaliTe BCTOMHUM, ¢ HETO HAUMHZETCS BITOM CHCTeMK? KoHeuHo, co copa nHGopMa-
LMK 06 WHTEpeCYIOMWEM KOMIBIOTEPE MITH CEPREPE CIOCOOAMH, PacCMOTPEHHLIMU B ca-
MOM Iadase KINTH. XaKkep OBITAeTCs YIIaTh O CUCTEME BCe, JTO TOMBKO MOXKHO, a aIMH-
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[epean koMana anyckaeT MouuTopHHr TCP-NOPTOB, @ BTOPas — 3aCTABHT IPOTPaMMY
rabToxaTs 33 UDP-nopTamu. Bes akTHEHOCTS YT COXPAHATECA B %YPHATE, KOTOpHI
MOHO TPOBEPHTS ¢ MoMoIIbi0 nparpamMil Logoheck, oncanwolt naee » pas. 12.6.4.
51 pexOMEBIyTO MOMECTATE 3TY TIPOrPAMMY B 3a]aHUS, YTOObI OHA BBITIOMHANACE YEPes
QUPC/ICHICHHRIG HHTCPRRIN BPOMGHH (HE MCHCE 15 MMHYT) 1 COOBIANA &IMHHACTPATOpY
0 COORITHAX B CHCTEME,

Ho nepen aTiM senatemso nporpasmy Logoheck npanmmso wactpouts. Jlx 3Toro
otkpoiite (i /ust/local/etc/logcheck.sh  noBassTe B Hero crenyiowyIo cTpoky (ecTit
ce Her):

"mailto:SYSADMIN-adrinBserver.con”

3i1eck acmin@server.com— 310 anpe¢ E-mail, na xoropuit GyayT otmpapiaTecs snek-
TpoHHEIe coofiuenua ¢ MHdopmaumel o coxpareRHBIX oporpamMmofi PortSentry & wypha-
o samvoax. Tomoph OCTACTCH TOAMKG CAETATH Tak, 4ToGhl cuesapwii /ust/local/
etc/logcheck.sh umonnsnca uepes onpenereunsie npoMexyTkn spemenn. [ storo

TioofReT mperpamMma crontab.

Jinst TecTrpoBanus mporpamMet POrSentry 5 CKONQHIYPHDOBAT BCE HACTPOWKH Mpo-
rpammst PortSentry, kak NoKasaHo paee, M 3aMycTH CKaHMpoBamue moptos. CyD
NET Utils (wwiy.cydsoft.com) 1ioxasan Tonbka Ncpebic 1Ba OTKPMTHIX Kasana, Bee
OCTANBHEIE OKA3ANHCE JUIA [POTPAMMEI 3AKPHITEI, XOTA PeanbHo MX GONuuie ABYX.
Torza 7 ccn 3a KNABKATYPY CRUCTO UX-CEPBCPA M BBITIONHUI KOMAHAY cat /et:s/
zosts.deny, 4TOOH YBHAETh Oaiin /etc/hosts.deny, koTopuiit coxepxuT IP-aqpeca Beex
KOMITLIOTCPOE, KOTOPBIM 3aNPCIICHO NOKIIOYATLCS K CEPBEPY.

Tla axpane nosmwiocs conepamvoe 3Tora (aita, W NOGAEARGH cTpokoi Gbut 1P-anpec
KOMIIBIOTEPa, © KOTOPOTO & ITPOV3BOHIT CKARMPOBAHNE:

ALL: 192.166.°17.10

Tlporpavma PortSentry cpearnposana J0CTarouRo BHICTPO 1 sddickBHO, polMcar & (ain
Jetc/hosts.deny 3anpeT nCMOTH30BaHMA MOGOTO cepeHca ¢ ampeca 192.168.77.10. Bommre g
YK HHYCIO ¢aenams He Mor, EuuHCTBCHHbIN cnocoG CHOBA NONYUHTH JOCTYI — YAAICHUHE
TIoKazaHHOT 311eCh CTpOKY 13 dhafina /etc/hosts.deny.

Hy7KHO 32MeTHTB, ITO K HEKOTOPEIM TOPTaM TIONB20BATENH MOTYT OOPAIIATECS A0CTATOU-
HO HacTo, H Nporpavma Gy/IeT AyMats, YT0 5TO TONLITKA BaToMa. K Takim mopram oTHo-
earon nopryt ident (113) ¥ NetBIOS (139),  1x Iysite BCero MCKIOMTE w3 HAGMIOEHMA.
Jlna oToro B KOHGHIYpAIMOHHOM dhafine /ust/local/psionic/ portsentry/prtsentry.conf Hafi-
IHTC CTPOKH ADVANGED_E=LiDE_tCP (2% TCP-NODTOR) M ADVANCED_EACLUDE LDE (1A
UDP-nopToB) H 105aBLTE HY/AHEIE KAHATEL B CTIHCOK, 110 YMOMUAHMIO B TIPOrpaMMe He-
KITHOYEHBI CIIEMYIOUIHE [TOPTEL

BOUANCRD_FXCLODR_TCP."113,138"
ADVANCED_EXCLUDE_UDB="520, 138, 137, 67"

Karx srawre, nopst 113 v 139 1o yMONHAHHIO Yike HCXTFOYAIOTes HI MOHHTOPHHIA.
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Kowmanaa Gymet BErs1eTs ClleyloNIM 0GpasoM:

zhiod J72 text

Uit 771 B CUMBOJILHOM BHJIE COOTBETCTRYET NPABAM rwxrvix=—-5.
Cremyrolnas KOMaHIa OTMEHHT BO3MOXHOCTb YTeHiA dail1a y rpynms:

chmod g-r “exl

Tlocre 5Toi KOMaRJIBI PaBa HOCTYTIA Ha Ga CTAHYT rux-va--x.

Tenops daBaifTc 3ampeTWM [UIA Beex Jamyck Gaibna, JUIA 9TOCO MOAHO BHINONHUTD
KomaHay:

chiod ugo-x Lext.
i

chmod a-x zext

TlocIte HALUIMX MAHUITYJIALEI TPaBa 10CTYIIA Ha (ki CTaHyT rw——

4.1.2. Bnageneuy gaiina

Jins u3mMeHeHna Ba,ICbia dafna CyLCCTBYCT KOMaHIA chown:

chown e gatin

Uepe3 mapaMeTp ymaq ONPEACIACTCH MONB30BATENE, KOTOPOMY HYIKHO NMepefaTh IpaBa Ha
VKazauHEIi aiit. Hanpuvep, tasafite caenzem Bnagensuem aiina test anMHHACTPATOPA
To0t. 1A 3TOCO IyHHO BLIMONHATY CHEAYIOUIYIO KOMAHAY:

chown root test

M3MEHHMTE MONHO H IPYOMy, K KoTopoH mpumamnexut ¢aftn. i 9TOrO BEIMOMHHTE
KOMAHTY chg-p:
chgrp s gaitn

3jecs 3ajaeTcs HMA IPYNIbI, KOTOPOMA NPEJOCTARUINTCA NPaBa HA YKasaHHei daiii,
Ilanpumep, ana daitia tesl yKaxuTE IPyINY aAMHHHCTPATOPA TOOR C ITOMOUISK ‘TakoH
KOMaHJI5L:

ohgrp root test

4.1.3. Tpasuna 6e3onacHocTi

Tlpy sasHadeHy OpaB Ha ZOCTYU K GAMIAM W KATAICIAM BB OIKHM CEIOBATS 1(PHH-
IIVITy MHHMMATISM, OTHCAHHOMY B pasd. 2. 10.1. UToBhi »To Npasiio AEHCTEOBATO, Mo
YMO/MAHHIO [I0/DKHO ObITh 3aNpewiCHO BCe. OTKPIBACM JOCTYI1 TOKKO Ha TO, 4TO Heof-
XORMMO, H HE AAEM JHIIRKX TIpaR.

B npHHIHMIe, B YCTAHOBKE NI YMOTYAHMIO Ceifuac y)e 5T0 peamn30BaHo 3a Hac, MOITOMY
NIPOCTHIE IONL30BATENN HE MOTYT MPOCMOTPETE MM HIMEHUTE BAKULIS CHCTEMIMLIE (hail
JTET ¥ BEIHYIEHBI [0/Ib30BATECA KOMAHIOH sudo [UIT BBIIQHCHAS KAKHX-THGO CHCTEM-
HBIX ONEPALNA,
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cTpotiiut xypHanos Haxomsres B daiine /etc/syslog.conf. [Tpumep corepxunoro daitta

MOKHO YBHOETH B TUCTUHIE 12.3.

# Loq 211 kernal messages to the consola.
# Logging much else clutrers up =

e soreen.
# BuBOmAT: RCE COOBUWEHMA ANPA HA SKDA:.

# Bumom mpymMx cooSwe:wi COZAACT Ha DKpaMe BeCTOPAROK.
#kern. > /fdev/console

# Log snything {except mail) of level info or higher.

# Don't log private authentication messages!

# TlpomoKomiposaTs B VKasaHH QAT BCe COOOIEHAA YPoBMS info 1 Be.
# JCKMDUGHZA COTTABIADT MMSEMA, COOOUSHNA AYTeHTWMKALLL # NEMOHA
*.info;mall.ncne;authpriv.none;cron.none  /var/log/messages

on.

# The authpriv Zile has restricted access.
# Guiin aulhprlv CONSPAIT UIPAMINCHHAA IOCTYI.
authpriv. fvar/log/secure

# Log all the mail messages in one place.
F COXPAMATE RCE COTHITUA OOWTOSOE CHOTEMM B YEAZANIOS MOSTG.
mail.* fvar/log/mailleg

# Log cron stuff.
* CPOTOKOILPOBATE COOOUCHUA CION.
cron.* /varilog/cron

¥ Iverybody gets emergercy messages.
+ 3Ce LONYEAKT KDUTUHECKHe COOSUEHIS.

# Save news errors of level cril and higher in a special file.
¥ CoxpassTs CCOBURENS HOBCCTEN VPOREA Crit (KDMTWHECKWA] ¥ Eeme
# B cncuaamLLHIGE daziL,

wacp, news.crit /var/log/spooler

4 save boot messages also to boot.log.
4 COXPaHATS CCOSWENMS, HPCACKORAIME O BPEMA BATPYSKN B YKAS&HMHH Dai.
local?.* var/leg/boot. log

Ha3sHauenne QMPEKTHB JIETKO MOXHO MPOC/IENUTL O KOMMeHTapiuam. Bee onmn
Bu)

HAZBAINIS . YPOBCHD

UMEIOT
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O 3 (IpoeMoT) — NMPOCMOTP BLINENEHUOrD (aiiia;

0 4 (TIpunka) — PEAAKTHPORAHUE BLIZETEHHOTO halifa BO BCTPOSHHOM TEKCTOROM Pe-
A2KTOpE;

O 5 (Konun) — Konupopasite BLAeneHEONO haiina wik manku. Eca seuicaus daiin n
HaXATS Knasuury <FS>, To NOSBHTCA OKHO NDATREpKIeHHA Komaposanwst. Mo ywon
WAHVIO OTIEpaIRA BEIMO.THACTCS B TEKYUIMH KATalor IpOTHBOTIONOMKHOM MaHeNH mpo-
rpammer MC;

01 6 (Tlepestec) — nepemecTHTs BhieneHHbIe hatitel wan mamca. Tlo ymoTHaHmio daitn
GYIeT TiepeHeceH B KATAJIOT, SRIMOUIMICH TEKyUIM ATA TIPOTHBONONOXKHOH NaHETH
uporpammsl MC;

O 7 (HeK1s0r) — co31aTb 1OBLIH KATANOr B TEKYIIEM;
8 (VoannTe) — yaanare pugencanse daling U nanky;

1 9 (MenioMC) — sushar wowio uporpavsmel MC, KoTopoc Haxojurien & sepxHeit
aCTH OKHA;

a

) 10 (BbIxom) — BEIXOZ M3 IPOTPaMMbL

<DaiisiEl H MATKA, HMEH] KOTOPEIX HAYHHAOTCS ¢ TOUKH, Yallle BCETo ARTAITCA KOHGHIY-
PALMOHHEIME, U 110 H1I€E OHM JOIKHEL GEITh CKPHITBL. BYJIETE OCTOPORHE! NDH WX TICpC-
MeIeHMH H PeNakTHPoBaHNY. KoHdurypauonHee Gainsl HyKIaloTes B MaKCHMATLHOM
aamuTe. KOHEHHO, Bhl MOXKETe CO3ATS COBCTBEHHbIH (ali1 ¢ MMeHeM, y KOTOPOrO & Ca-
MOM HauaJie CTOHT TOUKA H KOTOPBIE He GyIeT KOHGHTYpanuoHHsIM. ECTs Taioke MHO-
HECTBO (AHTOB 663 HANATHHBIX TOWEK B WMEHH, FENAIOUINXCA KOHGHTYPAITIORHEIMIL.
Thk W0 10UKS — 370 He OFA3ATEBHBI HHWIGLTOP, HO K BHIMAKWIO PUbIBAET.

Paupine, xorda myiuo GLUI0 MCCIE0BATL CHCTEMY W MHOTO GPOIHTL MO KaTanoraMm u
TpocMaTpuBaTh GalNel, A JOCTATOUHO YACTO NoMbiorancs mporpammoit MC. Ho B no-
Cicpee upema Hoe Pewke 1 pexe NPubera K Helt, Koria yae waeums crpykypy dai-
JIOROM CHETEMAL, HAMHOID IIPOUIE BREIONHATH KOMAH/Y B KOHCOIH.

3.1.1. OcHoBHbIE xOMaHALT

JlaBaiTc PACCMOTPHM OCHOBHEIC KOMAHITE! (2HNOBON CHCTCMEL, KOTOPHIC MBI GYICM Hc-
NO7T630BATL B KHATE, M 330AKO OAPOGHCE MIOTHAKOMHMCS © PRIIOBOH CHCTOMOM I.inux.
ITH KOMAHZB! BEITOMHAIOTEA YOKE HE B IPOrpanve MC, a IPAMO B KOKCOMH.

pwd

3Ta KOMaHA BEBOZMT Ha SKPaH NOTHBI MYTh K TeKyIMeMy KATanory. C ee MOMOWBED Bbi
MOKETE B OO0/ MOMEHT Y3HaTh, ITe HAXO/MTECD, €C/TH BAPYT 2abllyHTech B 3TOM Npe-
KPACHOM MHHTBHHBE JTec

Is

Komanza 1s BETBOANT CTCoK $afI08 # MOAKATAIONOE YKataRHoTo KaTatora. Ecm mva
xarraora ((aRIZ) OTCYTCTRYET B IIPAMETPAX KOMBHIIA, TO UTOBPIKAEICH CONSPHRUMOE
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12.4.3. LIDS

IMaket LIDS (Linux Intrusion Detection/Defence System, onpenencHue BTOp/KeHHS B
Linux # cuetema Gesonacsoeti). HeeMOTpA Ha T, 410 A HE 04CHS JGIK MCUOIbI0-
BATh NMaTM{ AAPA, 3TOT 3aC1yKHBAET BAWEro BHAMAHWUA, NOTOMY ¥TO obnanaeT 6ok~
WIHMH BO3MOSKHOCTAMH U PallbHO [I03BONISET IOBBICHTE Ge30TaCHOCTS CHCTEMBI.

Mpn ucnonkzoradnu LIDS kondurypaims u pabota CUCTEME HAlEKHO 3aITHAINEHK.
Lak, nanpumep, dafIbi HACTpoliky 3AHGPOBAHLL, H BHECTH B HIX HIMEHSHHA 10CTa-
TovIo cnoXuo. Octanouts pabory LIDS Tarkke npoGnemaTntHo, MOTOMY HTO A1
5TOTO HEOGXO/IMMO SHATH NAPOIT AIMHHMCTPATOPA CHCTEMBL.

DyHKIMA ONPeneICHN NONBITOK CKAHNPOBAHUA — ITO CaMas MANOCTh M3 TOTO, MTO MO-
CT acnaTh 10T naket, Tawoke LIDS MOIB0AACT OFpaHHHMTA ZOCTYN K daiinan Ha ypos-
He MPOTPAMM, & HE TIONL30BATCICH, TCM CAMBIM PACLIMPAA BOSMOKHOCTH N0 YIPABICHHIO
TpaBawit A0CTYNA M yBeTHuKBaA oburyio Gesomackocts. Hanpumep, komanmam Ls, caz i
TEKCTOBEIM PEJakTOpaM MOXNHO KaTerOpHHecKH 3ampeTHTh paboTy ¢ kaTamorom /etc.
THM bl YCTIOKHHM XaKepy 38Ky TIo IOCMOTPY daiina naponedi /etc/passwd.

Veranonka LIDS — Npouenypa He W3 MPOCTHX, MOTOMY w10 tpefyeTcs MHETaINIx
LATHA KA MCXOHKE KOABT 1 HepekoMuIagua Aapa Linux, M BoT TYT Ha neppmii 1nan
BBIXONHT HEyAOOCTBO Narda — MPH ero 0GHOBNEHHH HET FapaHTHH, ¥To oH GyleT pa-
GOTaTh BEPHO MITH HE HAPYIWHT PaBoTy sapa. HeXoHeIe KObl MOTYT G5ITh HCIOPHYEHE,
W KOMIATHITAS CTAHET HEBORMOKHON. TTPH BBIXOE HOBOH HEPCHI HAPA IPHXO,IHTCH HE
TCCTOROH MAINAKE MPOBCPATR Cro PaGioTy H YCTAHABIURATH BCC HA CBOI CTPAX M IHCK.
A eciu He OBHOBIIATH AP0, TO HET YBEPEHHOCTH, MTO B ALTbHELIEM OHO BYIeT yaoB-
HeTBOPSTH HOBEIM TPEGOBARMAM GE30NACROCTH,

Bonee nonpoGiyio HHpopmaLmo no pabote naketa LIDS bet MozkeTe y3HaTh Ha odrim-
aisnom caiite www.lids.org.

12.5. XypHanuposaHue

B Linux paSoTeeT 0JHOBPEMEHHO cpazy HECKOIHKO JYPHATOB, i TI0 ComepameHcs B
HUX HHOPMALNH MOJKHO Y3HATE MHOTO WHTEPECHOTO. [10 HM BET CMOKETE BEIMHCIHTE
XaKepa ¥ YBUIETs, KOTa OH MPOHKK B CHCTEMY, A TAKKE MHOTO APYTHX MOGOMBITHEI
BeweH, Tak Kak JXypHATAPOBAHKE — OIWH M3 MHCTPYMEHTOR obecneuecHua SesomacHo-
CTH, Mt PACCMOTDHM 3KYPHANBL JOCTATOUHO NOAPOGHO. ITO NIOIBONAT BAM JTYHILE KOIl-
TPOPOBATE CBOH BIIACHKS.

12.5.1. OcHoeHiTe KOMAHABT

Hudopmanus o TEKYUHX MOMB3OBATEIAX CHCTEMBI CoOXpansacTes B daiine /var/run/utmp,
EC/H MONMBITATRCS TIOCMOTPETh €T0 COTEPKHMOS, HATIPHMED, KOMAHAON cat, TO HHNEIO
XOPOLIEro IAMEMY B30y He OTKPOETCA. TOT JYPHANl XPaHHT JGHHEIE HE B TEXCTOBOM, 2
GUAApHOM BUIE, N TOMYYEHHS MHGOPMALIHY BO3MOXHO TONTHKO C NOMOLIBIO CTIELHATH-
AMPOBAKLIX TIPOTPAMM (KOMAHT).
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Wus 9 ApXUBMPORHUS (AIIOR. A ROT YTHIINTA durp IIPC/HIHAYCHE HMCHHO LI CO4ta-
HUS pelepRHOM Kol (aimoBoit creteMel EXt (MOIEpsKUBAIOTCA BEPCHH, HAUMHAL CO
BTOpOiA).

TU1R RAIIOUHEHIN PEACPRAO KO HYAHO, KAK MHKHMYM, YKE3ATh:

O -n— ypomeHb PE3EPRHON KOMHH, FIE 1 MOXKET MIMEHSTLCA OT 0 10 9. Ilpu 3Have-
HUH 0 COMALTCA TIONMHAS PEICPRHAS KOTMA, YPORHH BRI 0 03HAYAIOT GOPMUPORA-
HHE peaepBHON KOIMH M3MeHeRyH, NPONIOMEWHX ¢ MOMEHTa ToCTeHel TONHOM
PC3CPBHOI KOMAM KilK CO3AHMHA KONHH C MCHBLIMM YPORHLA;

O -u-- TpeboBaHWe NPH YAAYHOM 3aBEPUICHHM PEISPEHPOBaHNS OGHOBHTL (ain
fete/dumpdlates, 1 KOTOPOM XPAHRTER JThI COYHUS PEICPRHAIX KOUT;

O = ganz — WM Galina WA YCTPOHCTBO, HA KOTOPOS 11Y)KNO MPOH3BOAMTE PEIEPBHOE
KOTIHpOBAHHE.

Wrak, mpocTefiman KOMaHIA CO3TAHNHS NOTHOM PE3SPBHON KONHH BLITTANMT CIETYIOWHM
obpazom:

cump -0u -t /home/backup,bzk

JIns coxpaHeHHA M3MEHEHHH HYKHO H3MEHHTD YPOBCHB, YKa3aB 3HaYCHUC GONbIe HyTe-
BOTO, HANPHUMED:

dump -1u -f /home/backup. bak

Jinn BoccTaHoBMeHwA haiifion M2 ApXHEA CYWT KOMAHKa zestore. Ho Tpesae dev ee
3AITYCKATh, BBl AGMAHB! YOCAMTECH, TTO HAXOIKTCC B KATATONC, KOTOPbIH MPHHAMICKHT
BOCCTAHARNHBACMON (afOROY CHCTEME.

TIPOIPAVMC restare JOCTETOHHO TONRKG YKA3aTH KITKIY ~F 1 haiin, KOTOPHE HYRHO ROC-
CTaNOBHTL. e MpUMEUHTD KO -, TO Bl TIONAaeTe B MHTEPAKTUBHEL PeiiM,
i KOTOPOM MowHD FaNaTs daibiel i HOCCTAHORIGHHA. HHTCDAKTHRHMI DL 110X0%K
Ha PEUM KOMAHTHON CTPOKH, TOJEKO BMECTO PeaNbHof (haiiioBol CHCTEME! B HeM BbI
MYTEIIeCTBYCTE 110 apXWBY. [TpH 3TOM MOXKHO BBITIONHATE CTEMYIOLIWE THPEKTHBEL:

help- BEIBECTH KPATKYIO TIOMOIIb 110 AOCTYIHEIM KOMAHIAM;
s — OTOOPA3UTE COMEPIKMMOE TEKYIIIETO KaTanora;

pwd — MOKA3aTh TEKYIIHH KaTanor;

aoaa

add xaranor — J0G2BUTH B CTIHCOK A7 BOCCTAHOBMEHAA YKA3AUHLIA B KauecTBe ap-
TYMEHTa KATAIION;

a

=d — CMEHMTb TeKY M KaTanor;

=]

delete xaTanor — YIATHTh H3 CITUCKA BOCCTAHOBJIEHHA KAaTalor, YKa3aHHEIA B Kave-
cTae NapaveTpa;

a

extract — BOCCTAHOBHTS BCe Gl M3 CO3TANKOTO CITHCKA,

[a Jer———
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Hy, ceif4ac HEKOTOpHIE CKakyT, UTO BOT OH MHCATENb-OYeBHIAHOCTL, M OH TOke Cefivac
Gyner pacckasbisarh o HeOGXONMMOCTH BEIGHPATS COHbIE Maponk. Jla, 3T0 OYERHINO,
W % HATEIOCH, UTO B{ 3TO TIOHUMACTE, TIOITOMY He GyAy PACCKAZLIBATS NPO HEOBXORH-
MOCTb, & NMPOCTO PACCKAKY, KAK 5 BLIGHPAIO CNOKIILIE MTAPONH.

Korza HyHO creHepHPOBATE NAPOJb,  3AMYCKAIO KAKOH-HHOYIb TEKCTOBbI penakTop 1
crtyvaiiusiv ofpasoM HaGHPAIo Ha KABHATYpe MoGbIe CHMBOTEI B PasHOM permeTpe. Kai
TCURPh SALIOMHHID TaKyto xomOunaumio? Jlydine novpaTATh napy AHed Ha YCBOeHWe
CAOKHOTO IAPQAA HIIH XGTS bl XAHHTE G0 1 KAKOM-TO SANTHINEHHOM XPAHILIHIILE.

ECAn He XOUETCA 3aTIOMAHATE YTO-TO CBEPXCIOKHOC, TG MOHO TIPHMCHHTD MCTO [10-
TIpolIe, XOTA W HANEKHOCTE NOIYYEHHOro Widpa OydeT Hike. PacCMOTPHM OYeHD MH-
Tepeciiblil cnocod rerepalli cyuaiHeIX naponed. JJomyeTiy, BBl XOTHTE UCTIONB30BATE
CNOBO genaration. A 4TO, OHO JIOCTATOMHO JTHHAOE, HO TIPOCTOE i MOKET OBITb N1ETKo
BAOMAHO 10 cioKapKo. Kak yeTiosHuTs mapons? TIOCMOTPHTE Ha KIaBMaTypy W HabH-
pafite BrecTO GYKE CII0BA genaration CHMBOTH, HAXOIAUIMECS HOMHOTO Bbie. Hampu-
Mep, NPAMO HaM g HAXOAWTCA t,  HAX e — 3 # T.1. B pesyneTate momyumrea napone
£3h34q582h. Takoi MApOsIh 2aNOMHHAETCSA JIETKO, A O CNGRAPIO N0106paTh €ro ClIokKHEe.

BMECTO BEPXHHX MOMKHO B3fT6 OYKBBI, HAXONAIIMECH CIpaBa, M TOTAd TMApoab
genera-ion NPEBPATATCA B homrtsypm. ToXe Helerkas 3ajada AJiA Xakepa.

A ecru eme HaGpaTe HeKOTOPHIE W3 ATHX GyKB B BEPXHEM PErUCTPE, TO TIApOTE Cpasy
OUEND CYWIECTBEINIO yenosatuTea. HANpHMEp, Bul MOKETE YCTAHOBHTE B BEPXHEM Pert-
CTPE TPETEIO K ROCKMY) GYKREI H TIONYSUTh hrMrt.syPm.

Ha paSiore w NPMMUPHO TAK W 1H0CTYLAKD, TOIIRKO BEPY 118PY CIIOR HA PYCCKOM W HABUPEIO
MX B @HITHHCKOH paciuianke, 106aBIsA KAK MAHHMYM OJHH CHMBOI M KaK MMHUMYM /B¢
wndpsl. Hanpumep, dinl’nj2 gftjkr. 3eck 11a caMoM Aefe HaNHcatio; BorlzTo2 faporb.
KOHCHHO 3Ke, 30 TOMBKO IPUMCP. B PCaRbHOCTH 5 Bepy C/I0B2 HOCIIOKHCS K ATHAHCE.

BOT TaichM MPOCTEIM CIIOCOGOM MOKHO COOPYITH NIETKO 3ATIOMIHAEMBIH, HO CIOHEIH
11 1oAGOpa 1ApUIh,

TToMUMO NEpONA ATMIHACTPATOP2, BAM MOXCT GbITh NPCAIONCHO 3ABCCTH HOBYIO YHeT-
HYIO 3aMiCk (10GaBHTE NONbIORATENH), NOA KOTOPOH Bl GyAeTe B AanbHeliuem pafoTaTe
< cucTemoii. KOHEMHO ke, MOKHO HCTIONBI0BATE H FOOL, KO 3T0 He pekoMenyetcs. Jae
IMBHHCTPATOPE! JO/KHE! BXOIHTE B CHOTEMY Kak MPOCTLIE NIONL30BATENN W TONBKO Npu
Kpaiileii 11a006110CTH MEPEKNONATLCA 12 YHETIIYIO JANHCH rOot, HTOOLI BLIIONMHTL al-
MHHVCTPATHEHYIO 3a124y.

Linux MOeT aBTOMATHYECKM BXOTHTE B CHCTEMY NpH CTApTE KOMITBEOTEpA TIOM Bamesi
YUCTHOR 5A1MCBI0. FTO HE CTPAIINO, GLIIM KOMIBKITED HE CONCPRIT BDKHOH WHGOPMA-
LMH, Y Bbf PAGOTAETE ¢ HIM ONMK (TEM HE MEHEE, JIYHLIE HMETH XOTh KakoR-To Mapo:k).
Lcau KT0-T0 noyqdT GH3MYECKUid J0CTYN K KOMILIOTEPY, TO Ol CMOXET NPOuMTaTL
Balm JuHble GBI, HO HE CMOKET CIENATS HHYErO CephesHoro ¢ CHCTEMOH, MOTOMY
|TO JUIA 3TOMQ Bee e HY)<HO SHATH NapolTb a IMMHHMCTpaTOpa.

B nocncanmx pepensix Linux mpouece NCPCKIFONCHIA BHITULIMT MPHMEPHO TaK e, Kak i
& Windows utu Mac OS — Bhl paGOTA€TC 110, NPOCTOH YHETHOM 3aMHCHIO, & KOTJI Bam
HYHO BBITIOMHHTS TPUBHIETHPORAHHYIO ONEPAINIO, TPeOYIONyIO TIOBLILISHHbIX TIPAB,
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mat o nem. Hanphmep, cneylomas KOMaHna 3anpauiMBaeT y crCTeMbl HHGbopMammo
o Moayie ext3:

B oTBET Ha 5TO MEI YBHUHM [PUMEPHO CIEAYIOLICE:

/iib/modales/2. 4. B-5asp/kernel /f5/ext faxt .o

"Second Extended Filesyster with journaling extersicns”

"Remy Card, Stephen Tweedie, Andrew Morton, Andreas Dilger,

Theodore Ts'o and othera”

license: "GPL!

pamm: do_sync_supers int, description "Mrite superdlocks
synchronously"

‘Takum oBpasom, LaM CTAUOBHTCA M3BECTILIM HMS ¥ PACTIONOXEHHe (aiina, onucaline,
aBTop, auucHsMA M T. 1. KonmiectBo oroSpaxcacmoli HH(OPMALMN CHIBHO 3aBUCHT OT
MOAYJI, , CCIIH1 MCCTHO, B HCKOTOPHIX CATYMASX OHA HACTONIBKO CKY/IHA, YTO IPeHasHa~
UEHHE MOYTIA OCTAETCS HETIOHATHEIM.

modprobe
Ta KOMaHAE, B OCHOBHOM, HCTIONE3YSTCS CUCTEMOR AUTA 3ArPY3KH YCTAHORMENHELX MO~
MiyJleii, HO MOXHO 3TO ANaTh M CAMOCTOATENHIO. B KaveCTBe eIMHCTREHHOTO Mapa-
METP& HyKHO TTEPEaTh KOMaHE HMA MORY.TA, KOTOPEIH HATO 3ar PYIHTh.

Hanprmep, cneyromas KOMaHIa 3arpy)KaeT MOAYME iptable nat (0 HeM MEI GyZem
TOBOPUTE B pasd. 4.12

madprobe iptable nat

rmmod

ITa KOMEW/L BHIFPYAAET MOJLY:Ih, MR KOTOPOI! YKAFIHO B KAECTRE napanerpa. Foum
BEl BOCTIONE3OBATHCE MOIYICM /1A BEINONHCHHA ONPENeMCHHEX AeHCTEMI, TO HE 3a-
GyapTe 1O OKONHMANEM paBOTH €ro BeINPY3uTh. HHaue Kak pa3 OH H MOXET CTATh PHHH-
Holi BaTOMa.
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YcraHoeka
M HauanbHas Hactpolika Linux

VCTaHOBKA KOTH@-TO GELTa CAMOW COXHOW TPOEMYPOH TN KCeX AMCTpUGYTHEON
Linux. BOMOMAHAIOTCH BPEMeHE, KOTAE HYKHO GEUIO MOCHGAOBATSTEKO 32TPYKATHCR
© HECKOIBbKUX JHCKET, 2 NOTOM CIEN0BATE CIIOMKIBIM HHCTPYKIMAM MIH CAMOCTOATENTBHO
HaBApaTs KOMARI |inX, KOTOpHIE Y Hajo GITO 3HATH,

Eue oana wempocTas 3anaya — pasbuenne AMCKOB Ha pasgensl. MX HYXHO HMETb Kak
MHHHMMYM [BA: OCHORHOI 1 pasaen noaxaqky. IlpoSaema B ToM, 4T0 MHOrMe BOATCH Ma-
HUITY/THPOBATD ¢ AUCKAMHM, 0COBEHHO ¢ TeMH, Ha KOTOPEIX Y2ke ecTh HHpopmauus. H sto
TPEBATLHO, TOTOMY HTO WIBECTHEI TIPUMEpHI, CBATANHBIE €O CTYURRHOM moTepeif
DAUHLIX.

Bo Bpems nacTamngunp modag OC JOMKHA ONPENIETHTH YCTAHORTEHHOE 0G0PYNORAHHE
M MOATOTOBHMTE BCE HEOGXOMMOE LT ero HOpMaThHOH paSoTel. Eme ner cems Hasam
1EPEHCHD LIOIEPKUBECMBIX YCTPORCTS MOXKHO (5110 IPOCMOTPCTS 32 HECKONLKO MHHYT,
T. K. MHOTHE NIPOH3BOIHTENM HTHOPUPOBANY Linux, He MHCAMN HEOOXOMMMEIS ApaHBepL
T TIpM TOM He JaBaTk HyxHOW MaGopyanuR. Ceffdac uTeHHe 1AKOIO CliHcka Aaiiver
M, IOTOMY HTO BCE KPYIHLIC MTPOKH KOMITBIOTEPHOTO MHPA HAYATH CYHTATBCA C ITHH-
FRHEOM (KWBOTHOE, KOTOPOE acCOLMHPYIOT ¢ Linux). Onpeaenenne oGopynosanus te-
Teph TPOHCKOAAT Ge3OMMGORHO , Fale HOeTD, He TPEGYET A0NO. MATENLHOID BMENa-
TE/LCTRA CO CTOPOHBI MOMKIOBATENA. A Ga3bl AAHHEIX JpaliepoB B AucTpubyTupe Linux
cKopo ue ByayT yerynats Windows, a MoeT ObITb, Y2Ke He YCTYTIAloT,

B HacTosuIee BpeMs BCS WHCTATITALMSA NPOUCXOANT NPAKTHYECKH B ABTOMATHUECKOM pe-
WHME H CPaBHIMA IO CIOXHOCTH ¢ yeTaroeKoi apyrin OC. Kopriopams Microsoft a-
4HHAET GoATheA LinuX U ee MPOJBIKEHMA B Ge3aHy NOMALIHMX KOMIbloTepos. Temeps
yie moBoi, Maxe HAYHHAIOUHH, TIONE3OBATENTs CTIPABMTCA ¢ yeTaHoBKo# Linux, M ace
e Mbl GCII0 PAacCMOTPHMM 3TOT MPOLECC M OCTAHOBMMCA Ha HAHGOIEE MHTEPECHBIX
MOMEHTaX.

Fin 861 ke AMCeTe OTBIT YCTaHOBKH LinuX, #, TOM AE MCHEE, PEKOMERITYK) R&M TDOMT-
TaTh 5Ty T1aBY, NOTOMY "TO HEKOTOPbIC [ACTAIV MOTYT OKA3&TECS HRTEPECHEIMH M 110~
HESHRIMU. A MONET GhITh, HTO-TO MPOGTO NOKDRCTCA BCCCIM.
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ONPERIMM €€ B IPYITTY root. FTO MOIBONHT MONBIOKATENO fobert BRMOTHATS HEKOTO-
Phl€ ATMHHACTPATHBHLIC (DYHKUAH:

usermod -G root roberz

31ech Mbl BEITIOTHASM KOMaHIY C KMOHOM -G. DTOT KJIKOU NO3BOJAET YKA3ATL, WISHOM
KAKHX TP A05Ken GLITE [101630BaTeNb. MOX1IO YKa3aTh HIECKOILKO IPYIIN, PasIeicH-
HBIX 3anATeiMu. B 1aHHOM ciryuac Met 70G2B1ACY TIONIB30BATCIIA TONBKO B OAHY [PynIy
root. s momyuenns Gotee MOAPOSHON HHGOPMALME O KOMAHAE usermcd BBUONHHTE
KOMaHIy:

;an usermod

4.3.4. Ynpanenue nonssosatens

Jna ynanennst NONL30BATENs CITYKUT KOMAKAA usercel. B kauecTre mapamerpa eid mepe-
DIACTCSA TOMEKO WMS YXISTHORH 3aMUCH, KOTOPYIO HAJO YHAIHTE, H MOKHO PacTIpOIATECA
¢ Heif HaBcerna. Hanpumep:

userde’ Danver

Fiin n0/1k0BATEND B 3101 MOMEHT HAXONUTCA B cheteme, Gyuer seigano coobuienne of
omnbdke.

He0BXOMMO YHUTHBATH, HTO YARICHIG NONBIORITCNA HC YHUHTOXACT IO AOMANIHWA
KATANlor, BEl JOMKHEL CETaTE 370 BpyuHyio. ECTH 5Ke YiataTh B KOMAHIE KW —x, TO
BMECTe ¢ MTONE30BaTeNeM OY/yT YIATeHb! M ero (aliThl B TOMATHEM KaTanore:

userdel -r Lanve:

COBET

HUKOTAR He yKasbiBafTe STOT Kitkod. BEINONHSITE ONEPALIAD TOMbKO BRYIHYID, NPOCMOTPER
CONEPXUMOS KATANOrA 1 YBEAMBLIC, HTO TaM HET HYXHbIX aANos.

Ecnn ais nonb3oBarens Gou1a asTOMATHHECKH CO3AUA IPYINA W B NeH (RKOro Gonbie
HET, TO MOJKHO YRAITHTB W e€, BBIIOJHUE KOMBHIY groupdel.

4.3.5. Hactpoiika npoueaypst
fAobasneHua nonksosatenei

JU15 O/HOTO MOHUMAHMS (POLECCA COSIAHHS YHCTHBIX 3ANMCER HAY HYIHO HI03HAKO-
muTEes ewe ¢ daiiioM /etc/login.defs. B HeM XpaHATCA HACTPOWKY, KOTOphle GYmyT Hc-
TIONB30BATBCA Npu noGaBneluy nonLiosarensht. Copepiumoe daiina MOXKHO YRHIETE
B nuctiure 4.1,

[z 1. i e

# *EEQUIRED*
%  Directory
# hore directory

cte maiTboxss reside, _or_ reme of file, reiative to the
Lf you _do_ define both, MALL_DIK takes precedence.
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aporpamt Perl ¥ MOGOM PASEIE, § TOM MHCTIE H C YGTaHOBIEHHHIM HBPAMETPOM Aoexar.
Tak, NpH MCNONB30BAHAH /UTA 3aIycKa CLEHAPA KOMARIHOH CTPOKM BEI NIOMYUHTE CO-
ofimenne 0 HApYIIGHWH Npae AocTyma. Ho eciii OTHATH Cremyiomylo KOMAHIy, Ipo-
PAMMA BLAIOTHUTCS:

perl file.pl

B 3TOM ciiyuac, HCCMOTPS Ha TO, WTO Tils.pl HAXONHTCH B pasiene, B KOTOPOM 3ampe-
ICHR HCMONHACMMC (aiier, ommuOKH e GyIeT, I0TOMY YTO 2alyCKACTCA PaspCLICHHAA
MporpamMMa perl, KOTOpas B CBOK O4epelb MHTAeT (haiil (J03BOMEHHAs Oflepalus) U Bbl-
MOJHAET €10 B CBOEM aPECHOM MPOCTPAHCTBE. Beab £ile.pL — 3T0 He MporpamMa, a
TEKCT NPOTPaMMBI, KOTOPBIH MHTEpNpeTHpyeTes ¢ momompo Perl. Ho posMomHocTei
Perl nocTatouno, uTOGH RBITIOTHATE CTOKHBIC MAHMITY/AINH, KAK ¥ Y TOJHOUEHHBIX
mporpammM.

‘BenoMAWTe onucadue ¢afita mtab, rae 111 CD-ROM CTOMT 3anpeT Ha MCMONB30BAHHE
SUID- » SGID-mporpamM. To ke camoe HeOGXOTAMO CIENATh Kak MEEMMYM ¢ pasaena-
it /home # /imp. TOr1Ta [IOME30BATENH He CMOTYT COYIABATE B CBOKX KATANOTAX MPHBK-
1erRPOBANINLIE (IPOrPAMMBI, HTO [IO3BOJMT MPSNOTBPATHTE GOIBUIOE KOTMYECTBO BO3-
MONUILIX 8TaK. OGpaTuTe BHUMaHHEe — B NONB3OBATENBCKHX KATAIOrAX HE JOMDKHO OBITh
HMKAKHX MPHAOkKEHuUH, paboTalLX ¢ BEICOKMME NPaBaMH A0CTYIIA.

Vlrax, nasaitre nonpoSyem cmonTHposats CD-ROM B apyro#t katanor, [is 97000 cHa-
HaNa CO3ATMM ero:

mkdir /ant/ed

Tenepb BLIMONEIM KOMaRIY

mount. /dev/edrem frnt/od

Ecmi Ha Balllem KoMneioTepe ycTanoeneno ase OC: Windows u Linux, T0 AHCK, CKopee
BCEro, CONEPKAT daii1oByto cucreny FAT32 wm NTFS. Ciemyromme KOMaHg! HO3BO-
nstot nogromounTh FAT32 Kk Linux:

mkdir /mnt/vEat

meurt -t vfat /dev/rda3 jmnt/vEat

Heppas koMaHza cosaaeT kataror /mnt/vat, kyna Gyaer noknroatses auek ¢ FAT32.
Bo BTOpoil KOMABAE NPOHCXOIHT MOHTHpOBAHMe aucKa /dev/hda3. Bymem cumTate, yTo
KaK paz 5TOT DUCK NPHHALIENUT Windows (¥ MeHS HMEHHO Tak, M09TOMY HaM UpMAeTes
TaK cynTath). Kitrow - no3pondeT yKasaTh THI MOAKTIOYacMOl GailToBoli cHETeMEL 310
obszatensro. Jins CD-ROM Ma! 3T0TO He JSTAH TOMSKO TIOTOMY, HTO BCA HEOBXOMIMaT
nudopMauma ecrs u daiiire /ete/fstab, B napamerpe ykasana daiioBad chcTema viat.
3o uma ans FAT32, xoTopoe Henomkayered B Linux.

Bosce nogpoGuo o paboTe KOMAHAEI MOKHO Y3HATh HA CTPAHMUAX NOKYMEHTALMH (man
mount).

utnount

Tpr momktioueHun CD-ROM k daiinonoit cucteme 1o yetpolicto Gnokupyerca, i
JUCK Helb3s GyIeT BHITAIUNTS, (I0KA OH HE PA3MOHTHPOBAH. JINd 3TOTO WCIONBIyeTCH
KOMAHAa crcunL.
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3.6.2. NHpopmduma 0 ceTeshlx NOAKNHOUEHUAX

T8 10y HCHHA WHPOPMALIMK © TEKyLISH HACTPOMKG CETERbIX KapT W mpoTokona TCP/IP
HeOBXONUMO BLINONLMTL KOMAITY fconfig. [IpuMep ee BEIBOJA MOANO YBHIETE B JTHC-
Tunre 3.1,

TINGTHT 3.1, MHGIGRMALAR O KOHGPHTYPaUMA W COGTORMIN CETH

ethy Link encap:Etfernet HWaddr C0:02:FF:06:A4:6C
inez addr:132.168.77.1 3cast:132.168.77.255 Mask:255.255.255.0
Cr EROADCAST RUNNING MULTICAST MTU:1500 Hetric:l
3K packets:10f errors:0 dropped:C overruns:0 frame:0
TX packets:104 errors:0 droppedil overruis:d carfier:C
eollisicns:0 txquenelen:100
RX bytes:7687 (7.5 Ko} TX bytes:
Interrupt:ll Basc address:0x2000

Kb)

T Tén% encepslocal Loophack
inet zddr:127.0.3.1 Mask:236.0.0.0
UP LOOPBACK HINNING £136 Metric:l

RX packets:122 errors:0 dropped:0 overruns:0 frame:0
TX packets:122 errors:0 dropwed:d overruns:O carrier:
collisions:0 txqieuelen:d

RX bytes:9269 (9.C Ko! TX bytes:9268 (9.0 Kb)

Kak Bunute, B mictinre 3.1 nokasano aea uATeEpdeHca: etho U 1o:

01 mepErIfi B3 HIX — 5T peaThHas ceTead KapTa, MM KOTOpoX B oflueM BHIE MMeeT
B ethX, rie X — umcno, o3HAvAIONICE HOMEP YCTPOHCTRA CRAZM B cHCTeme. Hyme-
PauuA HaYMHACTCA ¢ Hy1a. EClH y Bac B KOMIbIOTEpE BE CETERbIE KAPTHI, TO HX HME-
Ha OyIYT eth0 H =thl;

3 wopoii wrepieiic nmeer ums 15 (loopback), P-aupeo 127.0.0.1 u maciy 255.0.0.0.
Taxoi uuTepdelic CyIECTBYET B OBOH CUCTEME C CETEBOM KAPTOH H HMEST HMEHHOD
50T IP. B NpHHIMOe, STOT AIpEC HH HA UTO He YKA3BIBACT i He BXOIHT HR B KAKYIO
cetb. EXo HCUO:b3YIOT 1% TCCTUPOBAHHA # OTNAKY CETEBLIX IPHIOKeHNiL. JaHmstii
nHTEP(eEiic YaCTO HA3BIBAIOT NET/IEH, OTOMY UTO OH 3aMBIKACTCS Ha ceba. Bee maxe-
Thi, KOTOPEIE OTNIPABIAIOTCA Ha TOT AAIPEC, TIOCHIIAKTCA BAUIEMY KOMIILIITEpY.

TMomuno CBCACHAH 0 KOHGHTYPALUN CeTeRLIX HHTePhEHCOR, KOMAHTA BRIIAET eIIe MHO-
TO TIOe3HOM HHGOPMALWH, HATIPUMED, KOMHUECTBO OTNPARIEHHEIX H IOy MeHHEX Take-
ToB (MAPAMCTPhI KX M TX).

EcTb elue 0/UH HHTEpECHbIH aIPec, KOTOPI MOMKHO YBUIETD Y CETeROH KapTel e=al, —
napaMeTp Hvaddr (Hardware Address, annaparneni anpec). Ero eie uacTo Haseisaror
MAC-anpecam (Media Access Control, yipasnesne moctynoM x cpese). 1o 48-pas-
PANGLIA CePHHMLIA 1IOMEP CETEBOro ananTepa, NPUCBAHBaeMbIH npoxanoaureieM. On
VHUKATIEH, TOTOMY 10 Y KOXIOI0 W3IOTOBHIENA CROA JManaiaH ajpecos. TTockonkky
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TO €ro JIETKo 0beHTH Hepes ycTaHOBKY B dhaiine /etc/hosts.deny. ECITA BBI 3aMETHH TMO~
TIBITKY aTAKH C Kakoro-su0yne JP-ampeca, 3ampeTHTe 12 mapy 4acoB nodsie MOKTIONE-
HMA C HETO, HO OTATH XKC HCTIONB3YS (it fetc/hosts.deny.

Touemy HexenaTensHO MTPaTh ¢ UETIOYKaMH ceTeporo skpana? Ciyuaiivoc ynanenue
nmn 106aBIcHYe OWHGOMHOH 3AMMCH MOXKET HAPYIUIMTL PaGOTy CepBepa MTH TIOHH3NTE
ero GesonacHocTs. MIMEHHO NI3ToMY BPEMEHIILIe NABANA 5 He PEKOMEHAYK) YCTARARMH-
BATh B CETEBOM DKpaHe.

4.13. CoeeTbl no KoH@UrypuposaHuto Firewall

KOHQHTYpUPOBAHHE CETEBOTO SKPAHA JOCTATONHO HHAMBUAYATLHO W 3ABHCHT OT KOH-
KPETHEIX 3a71a4, permnaemeix cepsepom. Ho g Bce e TaM HEKOTOPbIE PEKOMEHIALMH, KO-
TOPBIM HA/O CJTEIOBATH BO BPEMA HACTPOHKH:

O mamauaneno weoGxonumo eee sampernts. K Xopomemy ShicTpo MpHEbKais, W con
OTKPBITS YTO-TG JIMINIECE, TO NUTOM OTY4HTh MO:IL30BATENeH GYNeT Tpy.IHO, U mpoLece
3AKPEITHA CePRUCA CTAHET TIPOXOIHTE ¢ GOMLLUIMMEH CIOAKHOCTAMI

O ecid eCTh BOIMOKHOCTh, HEOGXOAUMO 3ampeTUTh Bee Tinbl ICMP-cooSmennii. Mbr
eme ne pa3 Gy/ieM MOROPHTS 05 ONACHOCTH CKAHMPOBAHHS CETH ¢ NOMOILsIo ICMP-
TaKETOB;

O sanperuts nocTyn « nopry 111, Ha Hem paBoTaeT porfmapper, KoTophiil HeoGX0IMM
A% yIQIeRHOTO Bei308a Mpouexyp (RPC, Remote Procedure Call) wa ceprepe # no-
Tydenns pesynsTatd, C MOMOINBIO YTITUTH( rpcinfo XaKep MOMKET Y3HATh, KakHe
RPC-cepucs: paboTaloT Ha mamew cepeepe. Hanphiep, BHINO:HITE GreAyROULyH)
KOMaHTY:
rpeinfo —p localhost

PeayasTaTon GyIeT IpUMEpHO Cleyioltee:

Zrogram vers prozc port
106000 7 tep 111 portmeppes

100000 2 wap 111
100024 1 udp 32768
100024 1 tep 32768
332002 2 top 32769 sci fam

Kax BuzmTe, 0aHa KOMaHOa MOMET cooGlIMTL BecbMa GUbIIOC KONHUECTBO MHGOp-
macuy, nosTony |1 1-4 HOpT HeoGXovMO 3AKPETS;

01 ams ofaerugnua yNpaRicHAs JOCTYNOM K [I0PTAM Pajieldle OTKpLITHE Pecypehl Ha
BE KATETOPHI;
» 193 RecoBILICIO NPOCMOTPA, B TOM HHCJIE M Ho/Tb0BaTesviin HrTepHeTa;
¢ TONLKO AUI% HCOIB30BARKS BHYTPW ceTh. Hampumep, cepeutch, Takie kax fip

telnet, necyT n cefic OMACHOCTS, MOTOMY UFO NIOIBOVIOT JAKAIMBATH PaikThl Ha
CepBep K BETIOTHATH Ha HeM koMaHnst, Ecain nomaoparenm Hirepneta et re-





index-326_1.png
DNS-cepsep 325

posanuA. [lo 3TOMy 3HAYCHMIO OpyTHC cCPBCPHI GYOYT y3HABATh, OBUIO TH W3MCHCHHC
sanucu.

Crenyrowuii NapaMeTp: refresh — YaCTOTA, C KOTOPOH APYrMe Cepeepbl JOIDKHbI 06-
HOBJISTE cBOt ME(OpMaIMo. B cTyae oumbke cepBep AOMAKEH [OBTOPUTE HONBITKY
uepes Bpems, YKa3aHHOe B TpeThem mapavieTpe (retry). [locreAmil mapameTp (rt1) yo-
‘TAHABIMBAET MUHHMAILHOE BPEMH KHAHA 3AIHCH HA KIMMPYIOWIX CEPBEPAX, T. €. 0T~
PefesieT, KOrla HRGOPMALKA O 30HE Ha KIUIHPYIOLIRM CepBEpe GYIET CUMTATLCA Heneh-
cTBuTeNBHON. Tlo oTiM napamerpam ocTanbisie DNS-cepaepst SyIyT 3uath, Kak cea
BECTH I OGHOBIHIH HH(OPMALIH © J0HE, KOTOPYIO KOHTpomHpyeT Bam DNS-cepaep.

Crleytoman cTpoKa HMeeT THIT 'S, ¥ TARMX zanviceli MoeT GhITh Heckombxo. Cokpainie-
nne NS 1 faHHoM ciryuae osHauaer Name Server. 3rech onvcermaotcs DNS-cepneps,
KOTOPHIE OTBEUAIOT 32 9Ty 0HY. VIMEHHO Uepe1 5TU cepaeps! Bee OCTATBHBIC YUACTHHKI
Gy ayT npeoGpasoBLIBATL CHMBOILHOE UM Sitename.com b 1P-agpec.

Llocge sToro moryT ward amHek My (Mail eXchange). ITo HEM cepBepLl anpeaeAIOT,
KyIa OTIPABAATH [I0HTY, KOTOPasd IPHXOAUT HA IOMCH sifename.com. B nauem npumcpe
370 ceppep mail.sitename.com, @ MHCIO Nepe €ro HieHeM — 5To npuoputer. Ecn
B thaiige Gymer HeCKOMLKO 3anycei M, TO OHH CTAHYT MCMOIL30BATECA B COOTBETCTBUH
€ IPUOPHTETOM.

BHUMAHNE!
B 3aNVCSX TMNa NS W X B KOHLIR APECa OBASATENbHO AOMIKHA BbiTh TOHKa!

H, nakoseu, nocnennmy B dafine MIYT CTPOKH, onpeaensiomne npeobpalopanus. ORe
BRICAIAT CICAYIOIMM 0fpazoM:

s a ampec
B HateM npusepe 5To Be CTPOKH:

ns & 193,12.10.1
mail a 195.12.10.2

D10 3HAYHT, YTO MMCHH ns.servername.com cooTseTcTeyeT [P-anpec 190.12.10.1, a
nMen mail servername.com — 190.12.10.2.

11.6. O6patHas 30Ha

Teneps. paccmoTpiM ailn onMcauMx oSpaTHOro mpeofpasopanin 1P-aipeca B UM,
Daftn 10,12.190,in-addr.arpa.zone MOAET HMETS NPHMEPHO CTEIYIONITH BU:

€ IN  SOR rs.sitename.com  root.sitenare.com |
1 serial
2880C ; refresh
7200 ; retry
604800 ; expire
§640C ; ttk
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AneKTpoHHas nouta

JT1s Koro-To VHTEpHET — 5T0 [pOCMOTP COMHUTENIBHBIX CTpanHI Ha WWW, 13 rexo-
TOPEIX — cTI0COB HAMTH COTEPHIKA (I HATTAPHIIA B HIDE, & MHOTHE HCTIONBIYIOT CeTh
syt paborer ik ofyuerna. Ho sce MEr He Moxem Jikiib (e OBLIEHNY, H, HECMOTPA Ha
HOBBIE TEXHOIOTTH, KOTOPEIE BEITYMBIBAIOT /1A offerderns oBuienns (datsl, IRC, ICQ
BT, 11), 3EKTPOHHAR ITOWTa JUCTa, JKUBST U GYACT HHTs. FIMEHHO ¢ 2IeKTPORHOH NOHThl
HAYATTA PATBUBATECA COTH, W ONA BELTA OIHHM W3 TIEpBBIX cepBHcos MHTepreta.

JIerHO JUTA MEBA TIOUTORKIA KITHEHT CTam OCHOBHOT TIPOFPaMMOH, KOTOPOH f MOTh3yH0Ch
yawe peero. 51 Bedy NEpenucKy ¢ MHTATENAMH, APY3LAMH, UA4ATHCTBOM U T. 4. [ak yik
TONTYYWIOCE, YTO JIOAH, ¢ KOTOPHIMA 5 paboTalo, 11aX0nATeA B APYTHX [OPUAax M JAKe
CTpaHZX, B PaCCTORHHE MEXly WZMepAeTCA THICAHaMH KWIOMeTpoB. ECTH paHbiie aTo
GLUI0 COMPAMACHO ¢ GOMBLIMMH NPoGICMAMH, TO TCCpS, buarofapa kommsiotepy i Hi-
TepHETY, A MOTY, K IDUMCPY, AHTb B TCIUIBIX KPasiX, 2 BHIIOMHATE PaSoThi AN8 KoMIta-
HMH, KOTODAS HAXOIMTCS Ha Aniscice. TAKHM OOPA3OM, KO H HOTH COXPAHMT B TCIVIC,
W 3apabaTeiBaTh AEHLTH B XONOIHBIX OBMACTAX.

Kax paGotact aexTponHan nouta (E-mail)? PaccMOTPHM OCHOBHBIE MOMEHTHI IOCTABKH
rmesMa:

1. Tlomk3oBaTens CO3MeT B MOWTOBOM KIWGHTE (MOFPaMMe STEKTPOHHOH MouTH)
IHEEMO, YKaZEIBAET OMYUATEI H OTIIPARIAET €ro TIOUTOROMY cepaepy. B HacTomuiee
BpEMS JUTA NEPESAyH COoBLIeHnl vale Beero uenonsyrores SMTP-ceprepel, a 1is
pabotut ¢ HEMH — Tpotokon SMTP.

. Ceppep, NOTy<HB MCHMO, ONPEASNAST MECTO HA3HANEHHS, T. &. UMA CepBepa. Axpec
COCTOMT 3 ABYX YacTeli: MMEIlH TONLIOBATENN H HMEIIH CEPBEpa, PAsETSHHEIX Mex-
Ay coboii 3nakoM @, - Hanpumep, djon@servername.com. 3accy djon — 510 WMA
TOJIB30BATEILA, 4 Servername.com — aMa cepsepa. SMTP-cepsep ¢ nomowso DNS
ysuact 1P-aapcc CCpROPA (B HALICM CAYHAC SErVErmame.com), KGTODOMY JIOIKHO
61ITh 1OCTABNCHO NUCEMO.

IS

3. TIHCEMO HATIPARTACTCH CePREPY, Ha KOTOPOM JAPeTHCTPHPOBAH NIOMYJATCITb.

4. Tlonyuus IHCEMO, CepHED Servername.com 1poNepHe! HATHIHE aTpecata (Y Hac 5T0
nomsaoraTens djon), M CCIM ON MPHCYTCTEYCT. MOMCLIACT MHCAMO B GFO 1TOMTORAIF
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$KeyRegensrationlnterval 3603
#serverseyBits 768

# Legging
4 Berewse moros

#4obsoletes QiletMode and Fa
4syslogFarility AUTH
SyslogFacility AUTHFRIV
4LogLevel INFO

stLogging

PaccMOTPAM OCHOBRHIE MADAMETPL, KOTOPHIE KAV MOTYT PHNOTHTHCA:

O rort — NOPT, Ha KOTOPOM CKMAAOTCA namtouerns. Mo ymomyanmio — 22. Hexo-
TOPEIE AIMMHUCTPATOPBI MOGAT HIMSHATh HAUCHHE 0 YMONUAHIIO, [IGPEHOCH Cep-
Bep Ha Zipyroii TopT. B Kakoii~To cTeneHy 210 onpasiaro. Hampumcp, i y Bac HOT
BeG-cepBepa, To MOkHO noMecTuTk SSII Ha nopt 80. Xakeps! GyayT aymaTs, UTO 3TO
BeG-CepBEp, U HE CTAHYT €10 JIOMATS;

O protocol — NOANCPKMBAEMBIC MPOTOKO/LI. OBPATUTC BHUMAHUC, HTO UCPABIM MAET
qHCNo 2, a 3aTeM 1. D70 3HAUMT, UTO cepBep OYNeT CHAYANA MEITATECA NOAKITIOUATEC
To BTOPOH Bepcum MpOTOKaNa, W TONEKO 3aTeM Mo TepBoii. 51 pekoMeHIyE YOpaTh
3HAK KOMMEHTADHT C JTOH CTPOKH H YIATHTA SHCAO 1, 4TUBAL HENQIASORLIACH TOIRKO
nocneanss pepeha. Yike AaBHO nopa oOHOBHTL KIHEHTCKOE NpOrpaMMuoe obecneue-
Hrie W Mepei{TH Hia Gonee GesoMACHHE TEXHOMIOTWH. JAIVMKTHBAHHE Fa CTAPHX MO~
IpAMMAX NPHHOCHT TONEKO YOEITKE,

O Listeniddress — ampec M4 NPOCIYINMBAHHA MOJKTIOYEHIA. ¥ BalIeTo ceprepa Mo-
€T GHITh HECKONEKO CeTeBbIX KapT, TI0 YMOMUZHHIO WACT NPOCAYLIMBAHAC BCCX UH-
Tepdeiicon. Bbl ZOIDKHE! ykasaTh TOLEO T¢, ¢ KOTOPBIX BbI GYZETE NOKTIOUATECA MO
SSH. HanpuMep, ovierb YacTo oIHa CeTenas KapTa CMOTPHT BO BHYTPEHHIOIO CeTh, @
apyraa — B Wnreprer. Ecin Ber Gynete nogxmovatses no SSH-npoTokeny Tonbko
U3 BHYTPeHHe# cerd, TO CleyeT MpocTyiuMBaTh TOJLKO JTOT anpec (3a1aerca B gop-
Mare azpec: nopr). Pa3pelIaeTca ONHCHIBATE HECKONBKO TAKKX 3aNHCeH, UTOBH yKa3aTh
TpeByemle HeTepdelicsr;

0 rostxey — MyTh K dhaiinam, copepraimuM Kioun mippoparms. HykHo npomuchmats
TOALKO JAKPLITHIE KITIOHH, KOTOPbIE NCMIONb3YeT CePBEp A1 PACHINGPOBKH NAKETOR;

yRegenarationInterval — WHTEPBAT BPEMEHH, Uepe3 KOTOPHI cepBep 0GHOBIAET
xmoun. B Eepount | BO BPEMA CCCOMM KTIOMU MOTYT PErCHCPUPOBATHEA. IT0 NO3BONA-
€T CHENATL IICBOIMOKULIM PACKPLITHE NAKSTOR 33 CHUET CMEHEI KIIo4eH, KOTOPEIS 1o
YMOTHAHMIO MEHAIOTCH Kakilmie 3600 cexyrn. B yeTanosnts 0, To pereHepaimy
He Gyzer. Tax Kak Mbl OTKA3aquCh OT NEPBOM BEPCHM MPOTOKOAA (CM. MapavcTp
protocol), TO 3TOT ATPRGYT He KIWAET Ha paboTy;

71 serverKeyBits — JUIMHA CEPBEPHONO KIoua, TT0 YMOIMAHMIO YCTAHONENG 768, MH-
HAMAJEHOE 3HAUEHKE - 5125

3 syslogFacility — THN COOBIEHNAH, KOTOpBIE YT COXPAHATECA B KypHAIE;
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Teppoc OGBABICHAC Pa2pPCLIACT AOCTYN K ONPCACICHHOMY KaTAIOTy Ha AMCKE (B JAHHOM
cnyuat K /var’www/himl), a 8TOpoe — OrpaHHUHBAET AOCTYI K BUPTYANLHOMY KATAJIONY
(B IpUBeIEHHOM MpAMepe http:/servername/server-statns), paspemras ero TOTBKO KIH-
eHTaM 13 iomena your-domain.com.

Ecan a6t araxomet ¢ HTML (HyperText Markup Language, A36(k pasyieTkH [HIEpTEKCTa)
i XML (Extensible Markup Language, pactuupeRHbiii 361k pasMeTki), TO Takoe 05e-
FRACHHE GY/ICT M SHAKOMO 1 GOICE-MCHEE IOHATHO G563 JIIO:IHHTGHEIX 10SCHERTH,
Tl Tex, KTO HE B KYPCE, A GAIGAGI0 HECKONRKO TOSCHEHMT Ha IPHMEDE KaTIOIOR.

Vrax, offbABTeH e HawHHaeTes Co Ceyiotel CTPOKM:
<Cirectery Nyme>
B yri1ombix ckoGKax yKasblBaeTcs KIKOYEBOC CMOBO Directory M IyTh K KaTanory, npapa

JOCTYNA K KOTOPOMY HY)KHO M3MEHWTb. 3TO HAYANO OMHCAHMS, MOCE KOTOPOTO MAyT
KOMAHIIE], ONpEeNIouIe npand, B0k jaKaHUHBAETCH CTPOKOFL:

</3irectory>

[lapametp JOCTYUE K KATAHOIY MOIYT GnTh OUMCHHM HE Tobko ®  dpaiinie
fetciapache2/apache2.contf, vo 1 B dafite Mtaccess, KOTOPEL MOKET RAXOLHTECA B YKa-
sanmom Katariore. Cam aiin TpeSyeT OTACMBROTO paccMoTpeHA (cm. pasd. 7.5.1), a
Geliuac BBl NOMUKHBI TOMBKO 3HATE, ATO PA3peIIEHTA, YKAIAHREIE B KOHQWTYPAURH Beb-
CCpREPA, MOTYT BhIT™ 11GPEONPEAIEHEL

Tpn 3a1aHMM NPaB JOCTYNA CIeAYeT HMETh B BHAY, 4To Apache mpocmarpHpaer paspe-
WIEHHA 1 3a0PETHl 15 BCEX KaTA/I0r0B, HAXOAAIWXCA B MEPAPXHH BEILIE 3aNPOLLEHHOTO.
Tpu ompejeneHun OpaR TOCTYNA K Karanory crepea ONpeiensioTes Tpasa focTyna
K KOPIIEBOMY KaTAIOry, KOTOpPLIE 3aTeM MOTYT SbiTh NePeonpecieHbl TpasaMit JOCTYIa
K I0GOMY TIOIKATANIOTY, NEKAlIEMY B TIyTH K 3aNpoIISTIHOMY JOKYMEUTY. DT0 No3pois-
er pERTAENO YpaBTATS TIpaBaMI.

Tlockoftbicy ME TTyMaeM O Ge30nacHOCTH, HATIO BCTOMHHTH HiUle OCHOBHOE NIPABIIO —
3ANPCIICHO RCC, HTO HC PAZPUIIICHO 28HO. TIOYTOMY HVICCT CMAICH HIOMCOTHTS B (it
hitpd conf cneaysonme ctpor:

<Directory />

Leny from all
</Directory>

KOTOPHIC 3ATIPEIIART JOCTYN K OGHIM (ailiian, a 3aTeM OTKPBITH TOCTYN TOMBKO K TeM

[ANKAM, K KOTOPHIM OH HEoBX0mnt. Tereph €Cli HA CCPECPE CO3AATH HOBMA KATATOF, &

OpaBa 7I0CTYNa K HEMy He MPONMCATH, TO A0CTYN GYNeT 3aKpeiT, KPOME TeX Clyuaes,

KOT/Ia KaTanor CO3JAH BHYTPH NAMKH ¢ yoke OTKPLITEIM NOCTYTIOM.

Tefleph PACCMOTPHM, KAK 3A1AI0TCA NIPaBa AOCTYIA. JUIs 3TOrO CIYHKAT CEAYIOLHe H-

PeKTHBEL:

0O 2llox from azpamerp ONpeieiseT, ¢ KaKHX XOCTOB MOKIO NMOAYHHTL AOCTYD
K YKESAHHOMY KATaIONy. B KaUSCTRE napamcnp MOXHO HCHONRORATE OJIHO W3 Gile-
AYIOWNX 3HAYCHUH:
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8.7.2. PetpaHcnauma

Ceppep Postfix MOXET MepeaaBaTh MHCEMA, TOMBKO €CTTH:

J oTrpaBHTENE NPHHANTEKHT OXHON M3 CETEH, YKA3AHHEIX B NMEPEMEHHON $mynetwerks,
Tlo YMOMMAHMEO 5TA MEPEMEHEAA PABHA BESM CETAM, KOTOPHIC TIOAKIUOUEHEI K AGHHO-
My KOMITRKOTCPY, HAIDHMCP:
mynetworks = 168,100.183.0/28, 127.0,9.0/8

) noMeH OTTpABUTENS WIH OMEH MoyvdaTens coobIeHHs NPHCYTCTBYET B IepeMet-
HOW $re’ay domains.

Taxas saimuta HeoGxomuMa, uToGE CMaMephl He HCTIONBICBATH BAIl MIOYTOREIN cepeep

B KAUECTRE CPENICTRA PACTPOCTPAHCHIA CMIAMA. 32 CIIAM B HAINE BPEMS CHIBHO HAKAZHI-

BatoT. IleT, B TIOPEMY CAXAIOT pelKo. HO B "MIHOP” MOMELIAIOT §e3 pasroBopa. A CR

CepBep NonajeT B CIMCOK MTHOPHPYEMBIX, TO Bbl 1ié CMOKETE OTNPABIATL UMKAKAX CO-

obmeHn.
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12.6.2. swatch

Tiporpamma swalch — O4EHh MOWHAR YTWIKMIE, HAUHCAHHAA HA NPACTOM M 3HAKOMUM
MHOTH aMHRWCTpaTopan astke Perl. ITO M0IBONACT JICTKO WBMCHSTL B A0GARIUITS BOZ-
MOMHOCTH CaMOCTOATENBHO. CKauaTh NMPOTPaMMy MOKHO Mo aapecy sourceforge.net/
projects/swatch. Ona Mo3BONJET AHANHIHPOBATE 3ATHCH N0 PACTTMCAHHIO {SCITH 3aHECTH
BHTIONHERWE TIPOTPAMME] B czan) WITH CPAZY 1I0CTE WX TIONATAHWS B KYDHAIL.

Tax Kak 570 Perl-IporpamMa, To POLISCE €6 YCTAROBKH OTIMUACTCA OT MHOTFX JPYIHX
nporpan. B JaHHOM CTyMac BEITIONRKTE CIETYIOUHE ACHCTRNS:

Lar xzvi swatch 3.1.tgz
ed swatch-3.1

perl Makefile.p.

make test

make install

rake realclean

Kax seerza, y mezanu ects oGopoThas ¢Topona. To, uto nporpamma Hamucana Ha Perl,
SRAFETCH U HEACTATIOM, II0CKOIRKY TPeGyeT nankuus mwrepupcraropa. ST yse roro-
PHI, YTO HEIB3H YGTAHARINBATE HA CEPHE] TO, 4TO MOMKET OTKDITE JIRCDS JOYMBILILICH-
HHKY H TIpM 3TOM He ABIAETCA ASHCTRMTENRHO HeOOXOMUMBIM. Bes HYIB 9 pekoMen-
IyI0 He TIOOKTIOYATE HHTSPUPLTATOPH THINIA Perl, MOTOMY WTO Xakephl OYEHb YaCTO WC-
FOAB3YIOT HX U1 HATHCANHs COBCTBEHRBIX rootKit-mporpamm.

12.6.3. Logsurfer

OfiHa 13 HEMHOTHX TIPOTPAMM, KOTOAS MOXET MPOCMATPHRAT JKyYPHAT B JMHAMHKS, —
Logsurfer (sourceforge.net/projects/logsurfer). Kak s yxe ropopii, SONSUIHHCTBO
CPEACTD TPOCMATPUBAST XKYPHAT MOCTPOUHO, YTO He Ouent >$HEKTHBHO, NOTOMY HTO
B Pe3yNETaTe MBI IOTyHaeM CIIMUIKOM MEOMO MycOpa.

Vi3-33 MOMIHBIX BO3MOXGHOCTeH 3TOH IPOTPAMMSI €6 CIIONHES HACTPAUBAT. 31O TONE
HEJOCTATOK, TOTOMY 9TO HM3-33 OuIMGOK B KOHQATYPAalH MOXIIO HE YIOBHTH O4EHb
BaKHEIE COOBITHA.

12.6.4. Logcheck/LogSentry

370 camad MPOCTas B HCNOBLIOBAHMK Nporpavma. OHA HANHCAHA TEMHM JKe NPOrPAMMH-
cramm, wto u PortSentry, KOTOpyIo Mbl paccwatpueanu B pad. 12.42. B cocras
LogSentry yxe BXOJAT PasMiHBIC MAGNOHEI, C MOMOMIBI® KOTOPhIX MOXHO BELICIATH
TIOTEHIWMATBHO ONIACHWE 3aIUCH.

PasoGpaThca ¢ MPOTpAMMOH OHEWh TIPOCTO, HO MEHS CMYNIAeT TOTEKO ee GyMyilee.
B nocnensee Bpemi cospacTes BleMaTIICHHe, uTo OGHORNeHHH Gonbie He SyzeT, a paHo
MM TI03ZIHO BO3MOKHOCTEl TeKylleif BEpCHH NPOCTO HE XBATHT, H NPHAETCA MCKATE NO-
AOE CPEACTBO.

Ho Gymem HancATECH Ha TyHmice,
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Bropas KOMaHa TOXe NO3BOMAET MPHOOPECTH TPaBa root, XOTA BMECTO HMEHM YKA3aHO
Tupe. B oTBeT Ha 5TO cHcTeMa 3anpocuT naponk. BeemuTe AaHHBIE MoMb30BaTENs, papa
KOTUPULO BbL XOTHIG LKULYHHTB, M 1OC.IE J10I0 Bbl CMUAKCTC BEIIOIHALD KOMAHiBL, 10
TYNHBIC 3TOH YUCTHOM 3ancH. HANPUMCP, NONYMHE CTATYC AIMHHUCTPATODA, Rel DPHOG-
PpeTeTe Bce NpaBa Ha CHCTEMY.

TPUMEYARNE

HeofX0aMMO 33METUTL, 4TO HEKOTOPbIS KOMAHALI, KOTOPSIE Ml BYAeM OMMCHIBATS B KHHTE,
MOFYT OKa3aTLCR HEACCTYMHBIMU OT WEHH MPOCTOrO NONb30BATENS, Tak KaK Mbl PACCMATRH-
BaEM HACTPOAKM CHCTEMbI, TO HEKOTOPbie AEWCTBUA GyAyT ORACHBI, MOSTOMY AOCTYMHGI
TONbKO ARMHHHCTPATOPY. ECAN MPH NOMLTKE BLINOAHMTL YTO-MHEO MROMBOLINA OWABKA —
HanpuMep, NonyueHo coobileHite KOMaHAa He HaigeHa, NonpobyATE NepeKMIoINTLCS Ha
1001, 1, CKOPEE BCEr0, 370 OMOMET. XOTS, BOIMOXHO, 1 HET, €CIIM ¥ BAC IKIOTMIECKAR BEp-
st LiNUX, A BEl HE YCTAHOBHIM HYKHYIO NIDOTPaMMy,

B GONRUIMHETRE 11paRM GESONACHOCTH 1ITIIOIONSHHE HiL YSETHYIO 381MCh ATMAAHCTpA-
TOPA B HHTSPAKTHRHOM PEXUME 3anpelueo. | lanpumep, ecnn pallle okpyxkeHue padora-
€T ¢ KPEIUTILIME KapTaMH, TO CKOPeHl BCEro mpuieTcs MpoXoauTh cepTrdurauuio PCI,
COTIACHO KOTOPOH AT PAGOTATS B UHTEPAKTUHROM PEAHME C TIOBLITIEHHEIMM TIDHBH-
neruamn.

Kak C TOraa BhIOAHATS KOMaHb? 18 3TOrO CYNICCTBYCT APYras KOMaHaa

sude komakaa

)Ta KOMak/12 TIO3BONACT BHNONHHTS YKA3aHHYI0 KOMAKIY C TIPABAMH AIMMHHACTPATOPA.
Hanpumep, BhimomHenie ceyomed KOMAHITE 3aBePUHTCA coodIIenHeM 06 owmbke

Permissinn denied (Hepocraouno 1pan jwcryia):
cat /etc/gshadow

Ho eci BLInONOMTL KoManay:
sude cat felo/gsiadon

TO CHCTEMA CTPOCHT Maposik aJMHHWCTPATOPA M MOCIE 5TOMO BEIIOJHHT KOMAHMY.
MMEHHO TakoR pexim GoTee TIPEIIOUTHTENEH, HECMOTPS Ha TO, WTO ECTH BHITOHATS
3Ty K€ KOMAHIY €0I¢ pa3, cHeTema wie e Gynet cnpawmsaTh napons, Jlaxe ecu Byl
nionpoGyeTe BHMOTHNTE APYTYHO KOMaHAY, HCTIONB3YS s.do, TAPOTH CTIPALIMBATECS HE
Gyser.

Bezonacko i 3707 B npususne, 1a. TIpofinema MOKET BOTHHKHYTH TOTBKO B TOM Giiy-
4ae, eC/TH KTO-TO (PM3UTECKH BOCMONbIYETCH Ballell KIaBHaTypoi [N 3aIlycka KOMaHI
Wg-Tio Baweli ceccun, Wik e B OC HafineTcs Gar, KOTOPBI TIO3BOAMT 30y MBIIEH-
HHKY HCPCXRETHT, Rallly Cecomo, BTODOC MAIORCPORTHO, 1 ECHM TAKODE MPOUOHIET,
GGHORRATA CUCTEMY RCE paBHO npuieTch. TaaRHOE — 310 enoReeckuil daxrop. He
ocTasAiTe CEOM KOMMbIOTEP He 3a0NOKHPOBAHHBIM. LCK OH GyaeT He 3aGnOKHPOBAH,
TO TYT yoKe MO HTO OMOXKET.

Kak yike otmeuanocs, OC Linux — MHOromons3oBaTeTbekas CHCTEMA I IIOIAEPIKHBAET
HECKOMLKO TePMUHANOB, J10 yMOMuanyio BEl BXOAWTS B NepBBIE TepvuHan. Jna Toro
4TO0b] TICPCKTIOHUTLES Ha APYTOH, HYXHO HaxaTe Kiasuwry <Alt> u ogny us knasam
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Ha paboTy MPUXOZAT, YTOGH BLIIOMUATE CEOH OGA3AHHOCTH, A He TONBCKUBATL 0GOH

1t coBCTBEHHOTO KOMITBEOTEpa.

OpHaKIR Y HEKOTOPBIX PAGOTHUKOR OKalanock GONblIOC NpeBwLICHAC Tpaduka. Bpow

651 HHMERO Y TMBHTETHHOFD, HO HACTOPOKHRATIO TO, TTO YTH TORAPHIIA GELTA B OTIYCKE.

KT0-TO MOmfen:iBan 9yjkie ampeca H HCMoNe30Ban ciyimkeGusii Murepner B csonx

HemAx.

YroBel BEI He CTOIKHYIHCH ¢ TIOAOOHOH CHTYaUHeH, HeOOXOMNMO NPHBA3BIBATECH HE

7ombko & IP-apecy, HO H CTPOUTS ZONOMHHTCIEHYIO FAlITY YCPE3 MPOBCPKY HMCHW

NOMB30BATENS W MAponA. JImd ayTeHTHHKAINE HeOBXOIMAMO OTPEfENHTE ClIeAYIONME

JMPEKTHBEL

O authenticate_progrsm mporpaia gakin — 3afaeT NPOrpaMMy ayTenTHOHKALMH (MO
YMOTMEHIK HC MCTIOTb3YETCA) W (aitn maponei. ECAH BEL XOTHTE TIPHMEHHTS TpaH-
LUOHHYIO POrPaMMy 2yTEHTHOHUKALMH, TO MOXKHO YKa3aTh CMEMYIOLIYIO CTPOKY:

authenticate program /usr/1ib/squid/ncsa_auth /usrfetc/passwd

TIyTh K IPOTPAMME ncuu_auLh B BAWIEH CHCTEME MOXKET OTIUYATECS.

YT0BEL MCNI01L20BATH BOIMOXHACTH ayTEHTH(HKALIM TIPOKCH-CEPBEPA, Y BAC TOIKHA
TPHCYTCTBOBATS XOTs G5l 07Ha ACL-SaNUCh THITA proxy_au-

O authenticate children n— ONPENENAET KOJNHWECTBO NAPAIIENBHO paboTaiomux
POIECCOR ayTeHIHMKAIMN. ONIMK NPULECC HE MOAKET DCYLLECTRINTH IPOREPKY HE-
CKOIBKUX KIIMEHTOR, TIOSTOMY €CITH OJIHH TI0Nb30BATENlh NPOXO/TAT ayTEHTHHHKALIHIO,
TO APYTHE HE CMOTYT MO1Y4NTe A0CTYN K FIHTCPHETY ucpes copeep squid;

O authenticate_ftl n heur— CPOK (B 4aCAX) XPAHEHUS B K3IMIE PEIYILTATA AYTEHTH-
rKawn. B TedcHHe ITOTO EPEMEHN NOMB30BATETE MOYKET pabDTATS Ge NOBTOpHON
nposepxy. TIo yMOMUGHWIO yCTaHORNEH | HAG, HO €CTM BRSICH HENPARTGHE Ma-
POIL, TO 3AMHEL YAAIAETCH K3 KIWIa;

O acthenticate_ip_ttl 0 second — caspBacT IP-anpec ¢ ayrentudukaumeir. He-
obxoauMo VCTaHOBHTE 0, YTOOK MONE30BATENH HE MOTJIA BOCMONB30BATECS OJHAM H
TeM ke naponem ¢ pasEeX IP-anpecos. HexoTopsie MOIb30BATENH CHMTAIOT, HTO
MOWHO JICUTHCS TIAPOJIEM € ADYZHAMM, HO HC CTOHT MM 3TO Pa3peiiaTh, NOTOMY YTO
3a pa3gady naposeif 1oMKeH OTBEUATh TOJBKO AIMHHHCTPATOP.

Fenu g Bamedt cetwr ecth dialup-Nonb3oraTend, NOMUTIOYAIOITHECK ¢ NOMOMBIO MO~
M3, TO 3TO SHAUEHHE MOWHO YBEIMUKTH 10 60 CeKYHI, ITOBbI IPH PA3PLIBe CBATH
BbiTa BOSMOKHOCTS NepessorkTs. Ho oBbino npH dialup-1ofkmouensy nenonssy-
WTCA AuHaMutcekue IP-aapeca, KOTOphIE BLUTAIOTCA NPH KAKADM COCAMHEHHH, H HCT
FapaHTHMH, UTO TIOCIE TOBTOPHOTO 3BOHKA AIPEC COXPAHHTCS;

O acthenticate 1p ttl is s=rict rapaverp — €CIIH ITAPaMETP PaBeH or, TO XOC-
Tyn ¢ apyrux IP-ajpecos zanpemieH, TMoka BpeMs, YKa3aHHOE B authenticate
ip ttl, He BHIAZET.

Bumanue!
AYTEHTUMKALIR He PABOTAET, €CN sqUid HAGTPORH Ha PaBATY B NPO3PAHHOM DEXAME.
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0 3 — Hamwme cepTadiKaTa OBA3ATENEHO, H TIOMUMO 3TOF0 O JIOJDKEH TIPHCYTCTBO-
BaTh B JOKATBHOM XPAHITAIIE {CTIEIMATEHbI CTIACOK). B 5TOM CTyHae C IOMOMEI0
OITUMY -2 HYHO YKA3ATH KATATOT, B KOTOPOM HAXOAATCH CePTHDUKATE.

Ceppep SSL moxceT pacurpoBLIBATL TPaQUK M IIEPEIaBATL €TO HA MOPT NPHHHMAKCLIEH
NPOTPaMMLI HE TO:THKO TOKAIBLIOTO, 1O H APYToro KoMmnbiotepa. Iaxum o6pasod, cepsep
SSL 1 ceprep-noTyvatent Tpaduka MONYT GHITH Ha pazREIX KommmioTepax. Hemnoxa,
uroGeI cepsep noce paciHQPOBKH AaHHBIX NpATan [P-anpec KiTHeHTa, € KOTOPOro GhimH
OTOpaBNeHb! TaHHEIE, i 5TO BOSMOXKHO, €CITH YKAIATh ONLMIO —7.

Bo spems yetaHoBKH nakera OpenSSL Ha BameM JUCKe COIAAIOTCS CePTHGHKATEL M na-
PHI KToueH, KOTOpEE HCMOTB3YIOTCA ans widposannd, Bee 570 HaXommTes B Katatore
Just/share/ssl/.

C NOMOUSK MW -7 MOKHO HETIOCPTACTBEHHO YKAZATH NPOTOKON, © KOTOPEIM Byer
HporcXOauTE pabota. B HacTORME MOMEHT momepauBaioTcs POP3 (Post Office
Protocol, npoTokon ofpaboTky BxogsM coobmenni), SMTP (Simple Mail Transfer
Protocol, mpocTo mpoToKo1 anekTporHoH mouTk) w1 NNTP (Network News Transfer
Protocol, cereoli IPOTOKON NEPAHM HOROETEH).

119 GONBIIAHCTES OCHOBHEIX TIPOTOKOIIOR CYIIIECTRYIOT HOMepa MOPTOB, YA CTABINHE
cTaHgapToM. EcTe Jaxe Ha3BanHA JAUWMLEHHEIX BAPHAHTON 1POTOKONOB, KOTOPHIE, Kak
TIPaBUNO, TIOMYHAIOTCA 3a CHET N0oGABNEHNA K HAHMCHOBAHHIO OCHOBHOTO GYKBBI S, Kak
Ppas H ykaseBaollel Ha Gesonaciioe coepunenue depes SSL. Ota undopmauds npusene-
na s Tabn.

Tabinuya 5.1. CAUCOK MPOMIOKOIIOR G HOMBPEMU FOPMOA

Hassanne
TlopT TCP npe 0BLINHOM Nopr TCP

fipororon coepnHeNM SSL-sapuanra npn SSL-coepuenua
npotokona

HTTP 80 HTTPS 443

SMTP 2 SMTPS ! 465

LDAP 329 LDAPS : 636

TELNET 2 TELNETS 992

SHELL ' 514 SSH 22

FTP 21 FTPS 990

FTP-DATA 20 FTPS-DATA 989

IMAP 143 IMAPS 203

POP3 ] 10 POP3S 205

RG 194 IRCS 904

QOpatiTe BRMMaHMe, HTo Ana npoTokona FTP TpeGyeTca ZBa 3aUIMINEHHBIX Kalaud.
TlepBbiii CNY:KHAT LA yIPaBIAIOUIETO COSAVHERNA, 8 BTOPOK — JUTA TEpeNavn NaHHEIX.
K aToMy Me! ewe BepHeMed B zuase 1), KOrfia Gyilem pACCMATDHRHTE 3TOT HPOTOKOIL.
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BIIOMILHKY OCTASTCA TONEKO moadop. g noxdopa maponed cymecTayeT HECKONbKO
OueHb NPOCTEIX MPOrpaMM. eM Mpolle Mapolb W MEHbINE €TO ANHHA, TeM GHICTpee
pOrpanMa HailAeT HyXHbi BapHaHT. ECIH IapOb CIOKCH, H Cro ATMHA 60Ce 8 CiM-
BOIIOB, @ My4UIe — CBEIME 16, T0 MoAGOp OTHHMET IOCTATOYHO MHOTO PECYPCOB.

Ec1i HueHTHGHKAIMA TONB3OBATENS COCTOANACh, TO MporpaMma login BEITONHHT Bee
ABTOMATHUECKH JATPYKICMbIe CLEHADHH W JANYCTHT OGOOUKY (KOMAHIHYIO CTPOKY),
uepes KOTOPYIO U Gy/eT NpOMCKOHTE padoTa ¢ cuctemolt. Ecn mposepka mpormna ue-
VARHIO, TO CHCTEMa BEPHCT YIPABICHHE KOHCONH Eelty, KOTOpas CHOBA 3anpOCHT BBOX
HMCHM IIONBIOBATEIA.

‘Takim 0GpasoM, TIOka Mel He IpofiaeM aBTOPH3aLIMIO Yepe3 mporpammMy login, samycTuTs
000M10UKY (TEKCTOBYIO MIM IPadiiyecKylo) NEBOMOXKIO  11aM OCTANeTos J0CTYNHOMH
JIHIIE KOHCOMb getly, KOTOPAR YMCET TONLKO 3AMPAMIMBATS UMA N01b30BATCIA 1 Niepeta-
Bas ero nporpame login.

Temeps ofcyIHM HEKOTOpbIE IPOGIEMB], KOTOPbIE MOIYT BOSIHMKIYTb IPH BXOAE B CHC-
TeMy, H IOCMOTPHM, KaK OHM PCUIAIOTCA.

3.3.1. TeHesure naponu

B overs crapeix seperax Linux cnmcox momssoatenell W maposti xpanmnice » aitne

Jete/passwd B OTRPBITOM BHzie. ITO GELIO He OUEHE XOPOLIO ¢ TOKW 3PEHHS Ge3onacHo-

€T, WOTOMY UTO JaHHBI (ain JomkeH GbiTh TOCTYNEH UIH YTEHHA BCEM TONB3OBATE-

M, T. K. UMCH TIQMb3OBATETIEH TPESYIOTCA OUEHS MHOTHM Be30BHIHEM NPOTpavMaM.

Hanpumep, KoMaHze s (MpocMOTp Gaiilos TeKymero KATANOra) MPH BEIMONHERHY 06-

pamaeTcA X CNWCKY TONE30BATENIEW IN4 MONMYYEHHA WMeH Brazessier daitnos. IMo-

CKoIThKy (halT NETKO MPOUHTATE MOGOMY TIONE3ORATEINO, TO H 2ANIM(POBAHHEIE BADHAH-

THI Mraponel ToXe BeeM TOCTYIHBI, A 3HAYNT, OOOH XaKep CMOXET 3amycTHTh nonGop

Tapoxeit W X/1aTh 3aBETHOTO Yaca X, KOT/1a 6¥/eT Hal{IeHa HyKHAS KOMOHHALMA.

Yrofisr 5AUWTHTE NApOMM, BO BCEX COBPEMEHHIX heposX Linux wx npwuyt 5 daiin

Jetc/shadow, KOTOpEI AQCTYMER JUTS UTEHHS TOMRKO afMWHMCTpaTopy rtoot. ®aitn

Jete/passwd OCTATICSA OTKPRITEIM UL BCEX, HO TEMeps B HeM yike HeT maponeft. Napaiite

TOCMOTPHM, KK BEITTISIMT (aiin /ete/passwd. g npuMepa 1 B3 TOIBKO BEPXHHE TPH

CTPOKK M3 CBOETO Gaiina;

root:x:0:0:root:/root: /bir/bash

bin:x:1:1:bin: /bin:/shin/eolegin

daemon:x:2:2:daenon: /shin: /spin/nalogin

Kazias cTpoka COTep MT HHPOPMAIIIO O TIOMB3OBATENE — CEMb APTYMEHTOB, pasie-

JIeHHEDX MBOeTOuMSEMH. [TaBaiiTe PACcCMOTPUM KaXIbIH H3 HUX:

0 s nombaosatens — login, KOTopbIi BEN BBOTMTE;

0 napoTb — eclH BHIBOMN 3aTEHSH, TO BMECTO Mapoid SYAET CTOATh GeCCMEICEHHbIH
CHMBOT x;

1 UTD — yHAKATLHEI WICHTHQUKATOP TIONMEAORATEN;

O GID — yHHKaMBHBIT HASHTHUKATOD [Py b
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KomaHasr npotokona FTP

Koraa bl moaxmouaerecs k FIP-ceppepy ¢ nomomnio KkHeHTa, paGoTaroero us ko-

MaHHOH CTpoku (HanpHMep, Sfip, YIOMSHYTOro B pazd. 5.3.8), To 418 paBoTH ¢ cepae-

POM BAM TOMOTYT CIEAYIOUIHE KOMAHIEI:

O cd nyre — W3MEHHTE TEKYIHIA KATATIOT HA YKa3aHHEIH. UToGh! IONHATECA HA OHH ypo-
BEHb BbIILIE, MOYHO BEITOTHUTL KOMAHAY cd .., & 4TOObI NepefiTi B NANKY HIDke TEKY-
11ICrO YPOBHA, MOHO BBIIOHHTE KOMARITY cd KaTancr;

O1 by — PRSOPRATH COC/MHEHHE]

=

exi © — BRIHTH 13 CHCTEMI;

M chrod npara s galina — WIMEHWTR NMpaBa nocryua k daiiny. Haupumep, wroGe:
YCTaHOBHTP Tpasa JOCTyna 770 Ha dafin passwd B TeKYIIEM KATANOTE, HY>KHO BEI-
MOTHHTS KOMAHIY chnod 770 passwd;

O cet VIANSHHEI_ Qi JokanbHetl_dai — CKa4aTh ¢ain, Kimod - Annsercd Heods-
SATCARHBIM, OH 11OSBOJIAET COXPAHHTS 1IPABA JOCTYUIA HA (Al B JIOKAILKOM CHOTEME,
CaeNaB UX TAKMMU X, KK 1 Ha CepBepe. Ta oniuA He paGoract, conu (aii nepeaa-
eTCS MEAAY PasHEIMM CHCTEMAMH, NOTOMY HTO B Windows COBEpIIEHHO Ipyroit
METOI XpaHeHWs (paB JocTyna. IlapaMeTp noxamsmuii_gava YKA3BIBAET HA MONHBLE
MyTs K thaifiny, rie qomkeH GLITh COXPAHEH CKauaHHEIi ¢ cepeepa dailt;

3 put -2 JoxaTeHsit baln yradexkEi dajin— 3AKAYATH IOKANbHbIM Qailt Ha cepsep.
BEINONEEHMe KOMaHIBl CXOXKe C get, TONBKO B J2HHOM CITyyae JOKATBHEL (aiin 3a-
KauMBaeTCH Ha CEpBep;

O telp— OTOGPA3HTE CIIMCOK KOMAKT, KOTOPBIE PA3PEIICHO BEINOIHATE;
3 pwd — OTOGPAINTH TCKYMA KATAIIOT;

3 v garn — yaante ¢ait;

O owdir kaTancr — YAEIMTE KATAAGL;

0 ikdir s — COINATR KATATOF C YKA3AHHEIM HVIEHEM,

Bil JIOMKHEL YUUTHIBATS, uTO pasubic FTP-cepaepsi u FTP-kaueuTe: Moryt ofpaGarsi-
BATH KOMAH[BI 110-PAZHOMY.
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JIpyroii napameTp oTRewaET 32 pasmep Kowa Ha kecriont uexe (Disk Cache). Fro mas-
CHMHILHEIE PATMEP KATWIONS, KUTOPHIA XPAHUT 3arpykennnic ws Murcprera duibiee
B Mocii cuCTeme sHaveRHe o yvioanmio paeso 50 000 K6aiT (oxono 50 M6aiit). Dto
OUEHb MANO, W TIPK PEry/IpHOR paboTe ¢ CeTEIO BB He 3aMETHTE, KAl H3PACKOAYETCS 310
npocTpancTao. Ecn nospomaet cBoGOMHOE MCCTO Ha KCCTKOM IIHCKC, TO 5 PCKOMCHIYIO
yRcmHTs 70 3Haservc. Faue mke cets mosc Disk Cache Folder, 8 kotopou yxaski-
BASTCA NANKA 1A XPAKEHVA KIIIa.

W nocaensee, 4TO MOXHO HAacTPOYTh, — YCJIOBWS, KOTAd MH(GOPMAUNS JOIKHA GbITo
3arpy*eNa ¢ CepRepa, a He H3 KAWIA, 3Aech MOXHO BEIGPATE OAHO H3 3HAUCHH

Fvery time T view the page — oGHoBIcHME GyI6T NPOHCXOAUTE KKIBIA pas, Koraa
BHI OBPAII[AETECH K CTPAHMIIE, T. €. JIOKATIHHIBII KoL HCTIONES0BATHCS He BYIET;

O When the page is out of date — xorza cTparuua ycTapena;
O Ounce per e

1 — ¢)IMHOMKITM 3 CCCCHIO, T, €. TONIKKO IPY ICPROM 3aX0/IC;

O Never — sukoraa. CTparuua pcerfia GyaeT aarpyxaThes U3 K3Ia, a 1T 0GHOBIEHHS
HYXHO HaxaTh kronky Reload (OSHOBHTS) Ha MaHE: MHCTPYMERTOB Gpay3epa.

Tlpn padore uepes NPOKCU-CEPRED WM C UCTIONIORAHHTM JIOKATHHORO KALINPOBAHHA
Gpay3epa i Jpyroi TIPOrpaMMEL BEI JIOIDKEBI YUHTHIBATS, UTO 3aTPyKaeMble CTPAHMLI
MOTYT COIepXarh YCTapeBllke NaMEie. JLTA OGHOBIEHWS HYXHO BPYWHYIO HAKaTh
KHomky Reload.

9.7. squidGuard

VIcIon30BaRMeE MPOKCH-CEPBEPA JOCTATOUHO OMIACHO, TIOTOMY SqUid OUEHS WacTo NpH-
MEHSIOT COBMECTHO ¢ JIOMONHUTENBHOM 3aIHTON B BHAC NporpamMis squidGuard. B ka-
HECTRE BO3VOKHOCTEH 3TOTO CTPAKHHKA MOXIIO BELIEAMTE ONO3HABAHUE MONLIOBATENCH
10 HMCHH HITH 87Ipccy, GHIETPALIHEO 3aIPOCOB, 3aMeHy GAaHHEpOB ¥ T. 4.

9.7.1. YcvaHoska

VeTanoska nporpaMmel AOCTATOMHO MHTEpecHa. CKauaifte MCXONHBIE Koab! ¢ caifta
www.squidguard.org. CKauaB HCXOTHVKH, pasapxBHpYHTE X, 3T0 MOWKHO CAENATh
aaxe rpademeckoif yTHIMTOM, KoTopas paGoTaer B Ubuntu kak $aiinorslit MeHemxKep.
Jns DPOCTOTE pasapXMBHPYHTe HX B cBOH ToMAIINMA Katamor. JamyCTHTE TEpMMIAN U
TepeiiTe BHYTPb CO3AHHOIO NPH Pa3apXHBALMH KATATOTa C IPOrPanMoii:

cd ~/squidGuare-X.X

B zanxoM caysac X.X — 310 Homep Bepewn squidGuard. 3amycrnre oTcroma kKomaHay
KoMy paIu:

. /confiqure

[o skpay MoBeryT CTPoKM, cOOBIIAIONIIE O XONie TPOREPKA 1 KORQHTYPUPOBAHUS TTPO-
rpammL. ECIIM BRINIGIHEHHE TIPEPBATIOCH ¢ OWIHGKON, TO, BRPONTHEE BCErD, 1 Batel cuc-
Teme orcyTersyer BerkeleyDB. ¥ vern u Ubuntu Tax u Gbuio, 10310my Casy pacckaky,
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B 3T0M ITaBe Mbi HAYHEM 3HAKOMHTBCS ¢ camoii Linux. Hageiocs, UTo BHI ye ycTaHORH-
DM CHCTEMY, a He TIPOCTO IPOHUTANIE NPENEIAYIIYIO TIABY, IOTOMY TO BCE, YTO MBI CTa-
HCM 3ACCh PACCMATPHBATS, NyHILC BECro GYACT TYT K NPOBCPATS Ha npakTuke. Tak Ma-
TepHal TyuIe OTICHKMTCA B IAMATH 1 YCBOTCA — TI0 KpaiKell Mepe, Tak MPOMCKOMMT
€O MHOH.

TTaM IPENICTOMT MOGIHKE NOZHAKOMUTRCS ¢ (AMIOROM CHETEMOR, OCHORHEMH KOHUTY-
PALMOIMILIMA (DailaMi H KOMAIII2MH, KOTOPEIE MPHIOITCA B KKAoAuephol pabore.
OC Linux woxeT paBoTaTh B ABYX pexHMax: TpAGHUSCKOM H TexcToBoM. S Gyay Gorms-
UIE BHUMBHMS Y)ICIHTS TEKCTOBOMY PEKMMY W KOMAHAUHON CTPOKE, MOTOMY HTO Mbi BCE
e FOBOPHM O GEIONACHOCTH, KOTODS MOAPA3YMERZET CEPREDH, Ky rpauueckui
PeRUM HE CTABAT. MOKHO, PazyMecTCs, BKIIOUHTE TPaHUeckuil pexKUM H Ha CepBepe,
HO [Ty\Ilie 3TOTC Boe-Taku He AeNaTh.

51 HoCTAPAIOCh MOKAZATE BaM TIPEMMYIIECTBO KOHCOMH TIEpefl KypeopoM Memmk. Jlero
B TOM, 4TO CepBEPHl 11a MPEANPUATHIX JO-DKILL CTOATh B OTHEBUOH KOMIATE M, BO3-
MOKHO, A@KC GC3 MOHHTOPZ. YNIDRBACHHC MMA NOMSBOIHTCA UCPT3 YANCHHYIO KOH-
COMb, W BH3yATbHEIE BOMOKHOCTA Linux He HCTOMb3yKiTcA. TOPKa 3adeM 3arpysKaTh
TaKeNbe Tpadheckne SHOMMOTEKH, GaHE U ApyTHe pecyper? To ke BecCMBICTEHROR
PAcXoa0BaLKE Namati!

Cepsepbi, xoTopbie # nonaepiupaw, naxoparca 8 CLUA, a s padotaro u3 Toponto, 1
€MHHCTBEHHBIH CTI0CO0 TOMYWHTH BOIMOXKHOCTE YTIPABIATE THMH CepBepaMd — Tom-
KIKOHATHCA K RAM YIAIEHRO M3 KOMHJHOH cTpoka.

Koncuno, He Boe KOMIbIOTEPHT Ha Gase Linux ABNAIOTCA cepaepayt — JIOMAUIHHE CTaH-
UK TOdke MOTYT paBoTaTh Ha 1ol OC, M TyT yRoGHce rpadmucoxui wHTCpdlc, KoTO-
Plif HeOGXOTHM AT PaBOTH ¢ TO/b30RATENECKHMM YTATHTAMHA U MPOrPAMMANH,

Kak suyute, BOIMOKHOCTS PAGOTATh B IBYX PEXMMAX — 3T NpeUMyTIecTso Linux, a ue
nHegocrarok. C HelaBuux mop B Windows Tak e MOSBANACE BOIMOKHOCTE 2arpysKaTh
TONBKO HAPO W paloTaTh B KOMAHAHOMK CTPOKe Ge3 rpaduHeckoil 0GOMOUKH, HTO MO3BO-
JIHET COKOHOMHTS [PAIOUEHHYIO TIaMsiTh 1 TIOBBICHTS HafekHoeTs aTol OC. Korma we
paGoTaior rpacucckie GHONMOTERR, TO 1 NPOGIEMA © HMMH OTCYTCTRYIOT. CKONBKO
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2.3. Pasbueka gucka

TIPOrpaMys! YCTAHORKH MOTYT NIOJICPUBATS TPH BAPHAHTA HCTIONBIOBAHHA JHCKOROTO

npocTpancTea ans pazvieltenus OC:

O Fcuoumsouars Bech AMCK — ROE GYNIECTRYIONIHE PAIENN Gy/lyT YHHHTORGHH, 4
3HAYKT, BCS MHOPMAUKMA YTpaueHa. JTOT BAPHAHT VIO0EH, eCiH Bbl YCTAaHABIUBAETE
emuucTBeniyio OC Ha HOBMI KoMbioTep. TIPOTPAMMA YCTAHOBKH CAMA BHIGEpET,
CKOIIRKO MECTA M JLIR 4E1D 0TRECTH;

O Mcnons308ath cBOGOAHOE MECTO — eCili Ha KOMIbIOTEpE ke ycranonena OC, u
BB OCBOBOAKIATA TYCTOR MPOCT PAHCTBO ¢ HOMOWBKY $IporpamMmsl Tmia Partition
Magic, T0 BbIGKpaiiTe 3TOT NyYHKT. [1pOrpaMMa YCTaHOBKM CO31acT AWCKA ju1s Linux,
HCXO15 M3 CBOGOIHOO MPOCTPAHCTRA HA JKECTKOM JIHCKe;

O Yka3ars pasiesbl BPYYHYI — OTOT BAPHAHT 08T BOIMOKHOCTS CAMOCTOATENLIO
BHI6paTH MapaMeTphl coananaeybIx Anckos. On HanGoIee CIOKEH, HO TIOIBOIAET J0-
GHTECA MAKCHMATLHO HEKTHBHRIX V1 GEROMACHTIX PEIyITRTATOR.

Ha pHc. 2.2 nokasaso okHo nporpamsl yetasosicn Ubuntu cepsepuoif koudurypaty,
rie OC NpeaioN1a CBOM TAPAMTPEL PRIBHEHHS ANCKa

© ehavaes fonisld.

LI V5 b tuseny v, LV rat
LV V8 Dbrtusery-ve. LV susp 1
SESE) (0,0,00 {sHe)

i L siuap.

PArtition e Of SC315 (00,00 (835 @S pxts

Hrits the changes o disks?

PHC. 2.2. OC B5IEPANE CIEAYIOLIYI0 KOHGATYPALIO AUCKOS
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* uri_roges — yerawannweaetes URL wiw perynaproe srpaserwe i URL;

® time— 320a€TCA BpeMd B GopMaTe o hl:ml-hz:m2. C NOMOWEK TakokH 3anuck
MOKHO OFPAHHYMTB AOCTYI TONLKO OUDCACICHHBIMH AHAMM HEACIA W OGYCIOB-
TeHHBIM BpeMeHeM. B kauecTBe AHEN BENENM MOXHO ykadsiBaTk: 5— Sunday
(Bockpecenne), ¥ — Monday (mowenemsurk), T— Tuesday (BTOPHMK), #—
Wednesday (cpesia), H— Thursday (ucteepr), =— Friday (nsramm), A—
Saturday (cy6fora).

B (paiiie KOMMIYPAINM YK OIMCAHO HECKOJIR IPABILI, KOTODbIE TOTORS! K HCTONE30-
BANWIO U B GOALLIKHCTES CIyUACH He TPCGYIOT BMCUIATCABCTRR, JTOT CAUCOK 11PaR UG-
Tynia, HEOBXOMIMMBIX 113 PAGOTLL NPOKCH-CEpREpa, NPHBENCH B MCTHHIC 9.1,

acl all sre 9.0.9.0/0.0.0.0
avl managor prole cacnc ehjoctl

aul localhost sre 127.0.0.1/255.255.255.255
ach port 442 553

pOLE

Azl 337c_ports pert B3 # hetp
acl safe_ports port 21 ¥ fp

acl Gafe_ports pert 443 563 # https, snews

acl Safe_ports pert 7¢ # gopher

acl safe_ports pert 210 # wais

acl safe ports port 1325-65535 # unregisterad porcs
aul Sale_porls perl 280 # hllp-nga

azl gafc_ports porl 488 # gus—hrep

acl safe_ports port 581 # filemaker

acl 3afe_ports porr. 777 # maltiling hrrp

acl CONNECT methed CONNECT

PaccMOTpHM NepBy1o CTpoxy. 3rech 3anzetcs ACL ¢ uveHeM a--. TIoCKOMbKY HCNIONE-
30BaH TMN Wabioka src, TO STOMY CIOMCKY NPHHAIICKAT NOB3OBATEN, ¥ KOTOPBIX
1P-anpec cootereTayet 0.0.0.0/0.0.0.0, T, ¢. Bee NonbIOBATCIN.

Cagjiyronman crporca cognaer ACL ¢ umeneM ranager. OHi ONPEAGISIET JI0CTYH K NOTO-
KONy, fIOTOMY 9YTO THI 3alMCH proto, a TOCHEAHHI MapaMeTp 3anaeT NMPOTOKON —
cache_object. M Tak ganee.

Magaiire nonpoSyem 3agats csoo 3anuce ACL. Homyctum, B sawrelf ceti ecti 10 koM-
TLEeTepoB ¢ agpecamy oT 192.168.8.1 1o 192.168.8.10 (Macka noxcetn 255.255.255.0),
KOTOPBIM pagpellieH I0CTYT k MKTepHeTy. 3HAUHT, BCeM OCTATLHBIM HYHO 3aIPETHTb.
‘V3Ke TIPH CO3NAHHH CITHCKA BB ZIOJDKHB] OTTATKHBATECA OT HAEH, YTO H3HAYAILHO JOCTYI
3ANpENICH BCeM, 1 NO3BONATE TOILKO TEM, KoMy 3T AEHCTBHTENbHO Hyskto. Hrak, cTpo-
K4 /T4 BCEX ¥ HAC YiKe eCTh, H ee MM all. Jiia cimcka w3 10 KOMIBIOTEpOB cO31aaUM
SHUIMCH ¢ MMEHEM 21 owUsers, M €6 OUHCAHHE By et cleayrommm:

192.168.8.1-192.1¢5.8.20/255.255.255.0
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B Linux cymecTsycT HECKONBKO KOMAHIHBIX OOQIOMEK, U Kaidan H3 HEX HaxeneHa
CBOMMHE BOIMOXHOCTAMM, Hallle BCETO MO;T30RATENU NIPHMEHSIOT 06010uKy MO Ha?Ba-
uuem bash (Bourne Again Shell, naxomures B /bin/bash), Mer Gymem paccmarpypath
MMeHHO ee, KaK HauGOVIee TOMYTAPEYI0,  HMEHHO €€ HA3HAAST NOAb30BaTe1AM Lbuntu,
Jlpyrne 0BONOUKY HOXOKH, HO HEMHOIO OTIHYAIOTCA BOIMOXHOCTAMH, [T CHCTEMHEIX
[IPOTPAMM OYEHS HACTO ACTIOIMb3yeTes ofonauka sh (/bin/sh).

Koraa s HaunHan ocBanBaTh LiNUX i yCTAIIOBLIT €€ B EPBLIA pas, TO NOTOM JO;ITO He MOT
NPEBIIEHO BBIKIIEOUMTE, NOTOMY YTO HE JHAJ, KAKARA JUIN 3TOCO MCMONLIyeTcs KOMAHTa.
A B351 y 3HAKOMOTO KHMTY 1o aT0i OC, HO B HEif OMCAHHE MPOLEcca BHIX0Ra GbLT0 rie-
TO B CEPE/IHEE, ¥ 10K A HAIIEN HYXHYIO KOMAFIT, PHILIOCH MecAl 06XoaHThes Ges kop-
PeKTHOTO 3aBepimenns pabors OC M MPOCTO BMKTIONATS N¥Tanie KoMubiotepa. Jla, Mi-
TepHeTa Toraa He ORUTO, M HeMB3A GBUIO MPOCTO 3a#iTh B Google M NONPOCHTE ero HaifTh
BaM HYXKHYI0 KOMaHY.

B rpagudecxom HATepdeiice BBIKIOURTE KOMIBIOTEP HE MPOGIeMa — TaM €CTh T 3TO-
'O MEHIO, HO €CITH BT MICTIONEIYETE TeKCTOBKTH PeXMM (HATIOMHIO, BEl HACTPABARTE Cep-
Bep), To Gea 3HAHMA KOMAHAL! KOPPEKTHO BEIKMOUMTE KOMIILIOTED MPOGIeMATHYHO.

HrTax, 114 BEIXOJA H3 CHCTEMBI CYOKHT KOMAHJA shutdown. IToc/ie Hee yKa3eIBaeTcd, 4T0
WMEHHO WaN HYWHO: v (LI Tepeanrpyaki) WM -h (N4 BRIKITFOUSHHS KOMITBIOTEpE).
U B KOHIE KOMAHIE] MOXHO 33/1aTh BPEMs, HEPE3 KOTOPOE IOJDKHO HAYATLCA BRITIOIHE-
HHle KOMaHIBI (B ACTHOCTH now — ceiuac).

Hanpuwviep, 11 HeMe UIEHHO# NEPe3arpyIky CHCTeMET HabepuTe KOMay:

shutdown —r now

1A HEMEIUICHHOTO BEITIOHCHAS KOMITBOTEPa CIICAYET BASCTH:

shutdown =2 now

B 00oCTeIHIX BEPCHAX 3TH KOMAHITE BRITOHAIOTCA TONBKO € MPaBaMH AMUHHECTP2TOPa.
OT HMCHM NPOCTOTO NOUIN3ORATENS HUEETO HE POHIOHACT.

OBA3TETEHO HEMOTBAYHTE OTH KOMAR/bl. Ec/M BHIUTIOUHTE MHTAHME ¢ MOMOIIBI0 KHO-
0K Ma CHCTEMHOM GIIOKe, TO MOMHO TIOTEpATH JaHNLIE, KOTOPHIE GHUTL 3ArpyeHsi
B OMEPATHBIIYIO [IAMSATS, 110 118 COXPAIISHBI 11d ECTKOM JHCKe.

Ecmut BeI pafoTaeTe B TEKCTOBOM PEXHME H NPOCTO XOTHTE BOMTH NOA OPYTHM HMEHEM
TNOT630BATENA, HAGEPHTE KOMAHIY exit.

UYro6bl BLITA U3 rpaduecKoro pexuMa, HOKMHTE KHONKY BbI30EA [NIABHOTO MEHIO ¥
BbIGCPHTC MyHKT BoiiiTH M3 cucTembl. 3T0 3aCTaBHT rpadudeckyio 000NOUKY BoIFPY-
3UTECA, T10CTE HeT0 TOABMTCS OKHO-NPHITAICHUS BECCTH HMS TIOTE30BATENA, B KOTOPOM
MOJKHO BOHTH B CHCTEMY 101 HOBBIM HMEHEM WIH TIepe3arpyauTh KOMITBIOTEP.

B rpauueckoft obonouke GNOME n Unity (nenonesyetes B Ubuntu) Hy&HO BHGpaTe
Mexto Cucrema | 3anepurnts ceanc (Log Out). B mocneaneit pepern 0Go10uKke KHOMK2
BBIKTIOUEHHR KOMTIBIOTEPA 13 FAQMHECKOro PENAN HaXOMMTCA B LTABKOM MEHIO Cripa-
Ba OT 4ackKosB (pue. 2.7).
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yem. OH YHMKAeH, NOTOMY HTO ¥ K&XAOTO K3rOTOBMTENA CBOW [MANasoH aapecos
(DANAKO He CTOHT AYMATh, MTO €r0 HEBO3MOKHO HIMEHHTE). K KKIOMY MOPTY KOMMY-
TATOPa MONKMOYEH KOMIBIOTEp ¢ onpesenenuv MAC-appecom. TTaker nanparisercs
TOIBKD HA NOPT WIPECATa, ¥ IPYIHC YHACTHUKU CETH CFO HE YBIST.

CyWeeTBYIOT KOMMYTaTOPBIL, KOTOPBIC YMCIOT YIPABIATh Ncpeaaucii Ha ypoere [P-aa-
peea (MOruMccKkuil aIpec), Kak 9T0 ACTAOT MapuipyTH2aTopst (router). B oToM ciyuae
NaKeThl GyAYT OTNPABIATBCA MCXONS M2 JIOTHUCCKHX, A He (DUZMYSCKUX AAPECOB, H KOM-
MYTatop CMOXKET 0GBEAMHATE LETbIE CETH.

Ho aake B CTyd4ae HCMOIBOBAHMA KOMMYTAaTOPA €CTh BOMOMHOCTE MPOCTYWIATH Tpa-
bk Ha cepeepe. Takoe TIOMONEHUE JeN KAKOTO He YCTPanBAET, OCOBEHHO TpH padoTe
€ KOHQUNEHIHATEHEIME TAHHBIMU,

Tlepenensiparh CYIIECTBYIOUME NPOTOKONIB! HEPEATHHO, MOCKONBKY 3TO HAKNAZHO K B
HEKOTOPHIX CIYUAIX TIPOCTO HEBBITIONHUMO, FIOTOMY YTO TOTpelyeT HIMeHeHus BeeX
cymecTByoux niporpamm. C BeeIeHWeM IPV6 paspaboTUNKY Yuin HEKOTOPLIC Ni€NOte-
Th cTapoil BepeuH IP, TOIbKO BOT 6-1 Bepcna 3aBOCBLIBACT IOMY/IAPHOCTb CIIMLIKOM
VEAIGHHO,

Vixe Haifmeno Gomee ymoflioe u  yuMBepcanuioe peuweline TyHIERHpODalHe
(tunneling), KOTOPOC MOIBOACT MPOrPaMMaM YAATCHHOMO AOCTYNA PasTHHHBIX paspa-
DOTUMKOR BIUMOACTCTRORATH APYT C APYFOM, @ TAKKC MOMICPKUBACT KCCKORKO MCTO-
JI0B NPOBCPKY NOIMHHOCTH, CAATHA W UAPPOBAHNA AaHHBIX. B 0B 4epTax, TyHHe-
JIMPOBAHME BHITILINT CTIEAYIOmHM 0Gpatom (ka npumepe FTP)

) Ha KTHCHTCKOM KOMILIOTEpE Ha ONpeAeneHHoM nopry (TopT 1) Bel AomsHet anye-
THTS MPOPaMMY JUI% WH(POBAHH TPAGHKA. TeTIcPk, BMECTO TOTO UTOGH TIEpenaBaTh
JaHEbIC HA YAUICHRBIA KOMIIBIOTEP, BAM CIEAYET ¢ NIOMOMbIo FTP-KTHeRTa coeik-
Hirmhed ¢ TopToM | GROEFO KOMMBIOTEpA H RATIPABTATE AGHHEIE Ha Hero. [lonydenttic
JaBHbIE Gy/IyT WIVIQpOBATECA K TICPEARBATECA 1O CETH & 3AKPHITOM BHAE TPOrPasMOi
mudppoBarmR;

0 Ha ymaTeHHOM KOMIBIOTEPE Ha ONPENCICHHOM HOPTY SAIMYCKACTCA TAKAL HC MpO-
PAMMA, KOTOPAR MPHHMMAET 3aiidPORAHHMIE JAHHKC, JICKOAMPYET U ICPOIACT UX
& orKpinrToM BUAC Ha nopr FTP-copacpa.

Ha puc. 5.4 nokasano, kaK 0poncxonuT undipoeanne nanHbX. [lonysactes, 4To Bec ma-
KETBI 1IEPE/IIICE HEDES 1IOCPC/MIKA, KOTOPHITL KOIMPYCT JaHHbIC. B HacTOAICE BpEMA
HaMGOACE PACPOCTPAHEHHAIM NPOTOKO0M WHpPORaNS FENgeTcA SSL (Secure Sockets
Layer, poTOKOJ 3ALUMINEHHBIX COKETOR). OH 3aPEKOMEHI0BAN Ce0A KaK HalekHOe Cpef-
CTBO 06MEHa JallHEIMH M YHKe MHOTHE FOfBl 3allMUiaeT TpaHzakuun 5 Hureprere. Ha-
MpHUMep, KOTa Bbl MIOKyNaeTe B 3MEeKTPOHHOM MarasMHe kakob-nnGo Tosap, To B 3TOT
MOMEHT HCTIOME3YETCH GR30MACHOE CORTMHEHRE ¢ WHQPOBAHUEM, HTODH HU OIFH XT0-
YMBIIIIEHHHK HC CMOT TIOCMOTPETH HHGBOPMALIHIO O KPEIHTHOR kapre. B MOMEHT 1o~
JUTOUEHUA K CepRepy Bpay3ep ABTOMATHUECKH 3aITYCKAET Ha KOMITHIOTEpS KIMEHTA TIpo-
TpaMMy tHGPOBARAS K Uepes Hee B 3aUMPOBAHHOM BUAS NMEPSIACT 1A CEPBEP TAHLIE
M MOTYHacT OTBETH.

llomyaaercs, uTo LIH(pOBaHKE He HZMEHSET MPOTOKOI, OH OCTAETCS TEM e CAMEIM
TCP/IP, NpocTo Ha CTOPOHAX KIMEHTa H CepBepa TIONRIAIOTCH MOCHSIHUKH, KOTOPbIE
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KoMakfy De3 BefomMa aIMHHHCTPATOpa U ¢ TIOBBIIEHHBIMM TIPABAMH, TO 3TO TPOHT
GONBLIMMH HENPUATHOCTAMH. MMEIINO NOJTOMY MU NONWKATH NPaBa, ¢ KOTOPEIME pa-
GoTaeT cepaHC, HO 3TOTO HEAOCTATOMFO.

ToBHl SATIPETATE BHITIOMHEHME CHCTEMHBIX KOMAH, HEOGXORMMO 3acTaEuTh sendmal
pabotars uepes Gesonacimiit MuTepnpeTaTop KOMAILL. [t HTOro CreuMansio Sbui pas-
paSotan wmrepnperatop smrsh. UToBHl TIOTORBI CEpBHC MCTIONEI0BAT HMCHHO €ro,
TIpoILe BCero J00aBUTH CIETYIOUTYIO CTPOKY B dafi1 sendmail.me:

FEATIRE |’ smrsz’, */kin/smesh')

B 0aHHOM CITyMae B CkaGKaX YK43aHO B apaMeTpa: HMs KOMAHIHOMO HHTCPNPETATOpa
M KaTaior, B KOTOPOM OIf pacmonaraeTcs. VGB}]MTQCL, 9TO B BAlIel CHCTEME HMEHHO Ta-
Koit TyTh 1IN H3MeHNTe NapaMeTp.

TMo yMomuawHio MHTeprperaTop smrsh BEIMONHAET KOMaHZBI M3 Kartajora /usr/adm/
sm.bin. TporpaMME! U3 ApyTWX KATATIOTOB 3aNTyCKaTs HCBOSVOYKO. Eci B xaTanore
Just/adm/sm.bin HAXOMATCA TOMHKO Ge30MACHbIE MPOTPAMMEL, TO BAIIA CHCTEMA HAHME-
116S TO/IBCIKEHA YASBAMOCTH.

8.4.6. [dosepeHxtie nonvsosareny

B cepprce sendmail MOHO CO3TATH CHHCOK TIOMEIOBATENEH, KOTOPBIM BHI JOBEPAETE,
OTUPABINTD M cOoDIEHNA Ge3 KakMX-IIAGO NpeyuperigHai. ITOT NepedeHs HaXOIHT-
ca B daiine feto/mailirusted-users. 1 He PeKOMSHIYI0 BaM 31€Ch YKATHBAT POATBHbIX
TIOME30BATENEH,

Ho caiin Bee e voxer ObiTo nosesed. B uero soxio a06aputs nomszosaresnd apache,
WTOGHI MpOMIE GBI PACCHUIATE TTHCEMA 3 BeG-CLEHAPHEE.

8.4.7. Ovka3 ot obcnyxusaHus

TToMIOBRIE CEPREPRI HORMILRO HACTO HOABEPCAMITCS Arikam Tima DoS, 1oTaMy 4T ok
JOMKHE TIPUHUMAT COCAMHEHWA [UIA OOCTYKUBAGMBIX NIOMTOBBIX AIMKOB OT JHOGIX
nonk30BaTenel. COOTBETCTBERHO, NOAKTIOUEHHA Ha NIOpTE! 25 1 110, wame Beero, ome-
LOCTYIHBI.

JIna saumwTe ceppepa o1 DoS-aTak co CTOPOHE! Xakepa Ham NOMOrYT CEAYIOUING TI2pa-
woTps copRica sendmail:

M MaxDeamarZhildren — OFPAHBYEHUE KOJIMHECTRL OMHOBPEMEHHO RAIYIIEHABIX HPO-
teccoB. C MOMOMIBIO STOTO M3PAMETPa MBI MOEM 3lIHTHTE PECYPCH! cepBepa (Mpo-
neccop) oT WMk noperpyskn. To ywoTanmo yoTaHoBIeHo SHadcHAe 12, HO
JUNE MOIIHOMD KOMIBKOTEPa erD MOYKHO MOBRICHTE, MTOGH 3ddiekTHBHEE HCIOMB30-
BATE NPOLIECCOP, @ AN% CNAaGOr0 — YMEHBIIATE;

J connectionRateThrost_e — MAKCHMANIBHOE KONHUECTBO OTKPHIBAEMETX COETHHEHHIH
5 cexynny. [lo yMOT4aRUI0 STOT TIapaMeTp paBeH 3, W MOBHMIATS ero Ges ocoboit
HaTOBROCTH HE CTOWT, PaTBe WTO BB YRECHE A TORIBOIMTENKHACTY CEPREA.





index-424_1.png
MNpeaMeTHbIN yKa3aTenb

A G
ACL 285 goc 46
ADSL 191 GauPG 261
Apache 225 GRUB 87, 114
9 MOAyIH 228
B H
HDD 399
Bad Blocks 368 Honeypot 395
bash 54 HTTPS 239, 250
BIOS 87 HTTP-cepasp 225
BugTraq 329 Hub 184
Cc |
ogi-bin 246 1CMP 166
ICP 276
D ICP-3ampoc 276
Internet Security Systems 331
DES 191 1P-anpec 179
DHCP-cepaep 47
DMA 399 K
Dos 41
DSA 195 Kerberos 198
E L
Ext237 Loki 155
F M
Firewall 146 MAC-aapec 106, 184
fsck 38 Master Boot Recard 46
FTP 411 Mobile Rack 370

0 moprsr 164 MySQL 57





index-188_1.jpg
Adwusucmpuposaiie 187

- Jun 1,200
@

R
@

fCrme——

Puc. 5.6. GBOIiCTBA AOKyMeHTa
B Internet Explorer






index-91_1.png
90 Inasa 3

M unopMaLys O NOIL30BATCIC — 30Ch MOXCT BbITh MOMHOE HMS1, HO HAllle BCEro 3Ha-
HEHHE 3TOTC [IAPAMETPA HIEHTHHHO HVIEHH TI0Tb30BATENS;

0 XOMAMANH KATANOT — MPHHATNERANH ONBI0RATENO KATATIOF, ¢ KOTOPBIM OH Ha-
4uHaeT paboTaTh NPH BXOJE B CHETEMY:

O ¥HTEpHpeTaTOp KOMaHX — 050Uk, KOTopas GyAeT BEIIONHATG KOMAHIbI TOE30-
varens. Ecau wnTepnipeTatopa koMaHA GHITL He HOMKHO, TO yKaskiBacTed dafin
/sbin/nologin.

‘Tenepi IOCYOTPMM 1ia CTPOKY A15 NTONEIOBATENS FOTt:

O nepeLii napaMeTp  JTO MMA, K, KOHEMHO JKe, TyT HalHCaHo roo:. [lapons B daiine
HET, H BMECTO HErO Mhl BHIMM CUMBOA x (WIM ! 1), @ CaM [apob 3aMUcan B 3awudpo-
BAHHOM BUle B COOTBETCTBYIOMIeH 3amuck daitna /etc/shadow;

0 clenyioume 18a MAPAMETpa: YHUKATBHEH wieHTHmaTop momaosarens (UID)
YHHKANEHEIT MaeRTuduKatop rpynmel (GID). B daiite He MoxKeT GBITE ABYX 3anucedt
¢ onmM u Tey e UID. ITo GID cucTema HaxoAuT rPyImTy, B KOTOPYIO BXOQHT MONb-
30BATENb, 1, COOTEETCTECHHO, OTIPEZIENIAET NpARA, KOTOpLIE AHBI 3TON TPYTIME, 2 3Ha-
HT, H HOL30BATE:TEO;

) uBOPMAIIMR 0 MOTB30BATENe MOKET GEITH TGO, 7 Ha paGOTY CHCTEME! OHa He
BAMAET. ITO MPOCTO NOSACHENME, KOTOPOS AIMUHACTPATOP UCHIONLIYET MO CBOEMY
YCMOTpCHHIO;

O nanee WieT DOMAITHWH KaTaNol — TOT, KOTOPHI CTaHOBMICH TEKYLIUM N0CTE BXONA
E CHCTOMY;

O nocneaHHii TAPAMETp — TO KOMAHIHBI WHTEPIPETATOP, KOTOPBI GyIeT 0GpaGaTs-
BATE N01530BATE/bCKHeE 3anpock!. HauGolee pacnpocTpaHeHHbIM ABNAETCA HHTEPIpE-
Tarop /bin/bash. Ecii KOMaHIEI TIO;TH30BATE/IA HE JIO/LKHE! BBITOIHATCA, TO B KAYecT-
BE FIOIO 1APAMETPA yCTARARIMRAETC /SHin/mOlogin, FIMEKHO 3T0 SHRMCHHE RBGHICHO
INA 3aMACeR bis, daemon ¥ MHOMHX APYTUX, HOTOMY YTO TOX HWMH LiEMb3sS BXOIHTY
B CHCTeMY, W TIpEAHA3HAYEHE! OHK TONTLKO [IJIA BHYTpEHHETO obecrievenns Ge3onacHo-
T O1IPE(EIIEHHBIX 1POIPAMM.

Terteps mocMoTpuy Ha datin /etc/shadow, a TOuHeE, BOIEMEM TOMBKO HEpENE TP CTPO-

xu. [[ns mpuMepa 31oro GyneT A0CTATOHO:

root:$1$1emPSXI3/Srkl=Cich/ 1127261 G:99969:7: 12

bin:*:12726:0:99959:7

daemar:¥:12726:0:99999: 7 ¢t

371ech TaKke HECKONBKO MapaMeTpos, paszieneHHeIX xaoetouney. Hae GymyT anTepeco-
BATE NEPBLIC ABA UM NONL3OBATENA M [Aaposib. 110 MMeHH Nonb3oBaTENs NPOUCXOXUT
Bs36 3ammicH U3 daitna fetc/shadow ¢ paiinom /etc/password. A BOT BO BTOPaM MapavieT-
pe yike HAXOIUTCA HacoAmas saumdposanhas sepeus napons. Ho ecim uvecio iapons
B CTPOKE CTOMT 3BS3/104KE, 3TO 3aMPEILaeT COOTBETCTBYIOMIEMY NIOIL3CRATEMO HHTEPAK-
TuBIYKO paBoTy ¢ cHeTemoit. Hanpumep, 4% n0ML30BaTeNel bin M dasmon YCTAHORIEHLL
HMEHHO 36€30UKH — ZHAYNT, TIOL FTHMU YUSTHEIMH 3ATTHCHMM HETB3H BXOIUT Ha KOM-
mHOTEp.
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2.12. Ycipoisctso Linux: agpo v moaynu

S ne Gyny 3mech BAaBaTLcA B camble DIvOOKHe medpu yeTpoiieTea Linux, 4o o Gasosarx
BCLAX Mbl NIOroBOPHM. Sl N0CTAPAIOCE 33TPOHYTH TC BONPOCHI, KOTOPBIE MOCYT BaM NpH-
TOAMTECS.

Cepaue moolt OC — 1o ee anpo (Kernel). Y Linux sIpo pacrionoiero B katanore
Tboot 1 umeeT UM Hafina vmlinuz-vx, Fae YEee — 3o Homep Bepcun. Beponm HMesHo
sapa, a ue OC.

B karanore /boot moeT HaxoguTecs Gonee oaHoro daitna aapa, M Kakoi HMEHHO 3a-
CpYXaTh W3 HHX NP CTAPTE CHCTEMBI, OTPEASAETCA KOHDUIY patiei 3arpysumia.

CoppemenHbie Bepcun aAapa Linux uMeoT MOMyILHYIO apxuTekTYpy. B ymomamuytom pa-
uee ¢alife AApa HAXOAWUTCA TOIBKO HeoGXOmMMBIH dyukimonar. On SBISETCS CaMbiM
BKHBIM, TIOTOMY MTO €CIH B SAPE €CTh OUIMGKH MITH KAKHE-TO NPUGIEMBI COBMECTHMO-
CTH, T 1poGien Gyziyr y Heel cHCTEMbI.

Moy napa Linux no3soustor sierko a00asnirs HeoOXouumblil cucreme PyHKUHOHAT,
Onm mugior pacmuperne ko u pactouoncHn 1 kananore Jibmodules/on, vite xree —
rak ¢ HoMep BopcHy apa. Ecan #apo Linux 3aHuMAcT Bcero HOcko:IbKo Merabaii, To
monynel ceffuac yctaHasaueaeTcs 6oa1¢e 100 Merabafit. M naneko He BCe OHM 3arpysa-
1OTCA ABTOMATUHECKH IPH CTAPTE CHCTEMBL

Tlouemy Tak MHOTO MoTyneh x1pa? BOMLLIMHCTBO U3 STHX (hailnos ABNAIOTCA Apaliacpa-
MH PasIHHYHEIX YCTPOHCTE — M TAKOE KOIMHEeCTEO MONyJeil no3soaseT Linux noadep-
KABATH OFPOMHOE KOTMHECTBO PASTHIHOTO 0GOPY/OBAHNA NPAMO H3 KOPoGkH. 13 sasu-
CHMOCTH OT YCTaHORJIEHHOTO 060PYNOBAHHA MOKET 3arPYIKATECA TOT HITH HIIOH MONYIL,
TaK YTC OYEHb YACTO BAM U HE MPHXOIUTCA HCKaTh Apaiikep & HuTepueTe.

Jnz noGaeTeHHa B CUCTEMY HOBBIX BO3MOKHOCTEH e¢ BOBCE He TpelyeTcd Meperpyxarh
HOHOCTEIO, AOCTATOHHO TOIIRKO SAITYSHTH HYKHBI MOJyIIh. 310 M IPOUCXOANT, K012
BB MOAKIKMAETE KAKOS-TO HOBOE YCTPOHCTEG — Hanpuvep, o USB.

C TOUKH 3pCHHA 5E30NACHOCTH U, BOSMOYHO, JIAE MPOUIBOMIHTENLHOCTH, Ha CEPBCPAX
AIPO MOKHO TIEPEKOMITHINPOBATE M BKMIOUHTE B HErO Bee Heofxoanmere Momy1u, Tlocre
3TOTC DMHAMBMECKYIO 3AIPY3KY MOAYAEH CeayeT OTKIOYHTL, NOTOMY HTO K CepRepaM
He TaK YacTo MOAKIIOHalT yeTpolicTea Mo USB, aa i oSopyaoranne MEHAKOT He CTOML
4acTo, AT MOHaToBHIACH 3arpy3Ka MOTYNE,

Ho Zigke ecn sbi pabOTaETe He C CEPHEPHOM CHCTEMOM, IIYUITIE 11ePeKOMNETHPOBATS
AP0 W BKIOYHTR R HGTO TORKO HCOBXOMMKIC BaM MOy, TIPOMSRONMTCIH AHCTPH-
GYTHEOB HE AENAIOT 3TOTO, IOTOMY TO OIILITHHIN [IOJB30BATENb CMOKET CAE1aTh NOL00-
HOE caM, a BKITIOHATh B AP0 BOOGIlE BCE MOIYIH HE HMEET CMBICIA, TIOTOMY UTO CION-
Hee GyIeT ero 0GHORITATE, KPOME TOMO, BOSMOKHO, LIDH 3TOM IIDHIETCH 3arPYXaTs B M-
VISR JIMIIHMC MOYNIH, KOTOPBIC HA CAMOM JCAC HC HYHKHBI

Tlpy MOUGANTIIOM AIpe, KOTAA BCE CKOMTMIMDOBAHO B OMHE (aidT, oGHOBARTH ero,
B 00WEM-TO, HE TAK yik H CIIOXHO, MPOCTO TpefyeTcs BBINONHEHNE HEKOTOPBIX TMIEHUX
HeHCTBHH, KOTOpEIE He CTOST TOTO, WTOGHL ARTETS WX HA IOMAIIHKX CHCTEMAX, TIO3TOMY
AOMAMIME Linux-KOMILIOTEPb! OCTABAT ¢ MOAYMLHONH APXHTEKTYPOH. BT, npoekTel,
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O hitp:/frskl.ru/grub/ — 37¢ch MOKHO YBWICTh PeQNHEN XOPOWWi HPHMCP Ha-
CTPOMKH PO Ha MEHEC 3arPy39HKA.

3.2.3. HMHvepecHsIe HACTPOAaM 3GrPyIKM

PaceMOTpHM Mapotticy baiiiio, KOTOPEIE XOTS H HESHAYHTEILHO, HO BAHAIOT Ha 3ArPY3KY.

1lpexzae veM MOABKTCA MPHIJIAWICIIHE BECCTH NAPONS, Ha SKpalle 0TOBPakACTeS TEKCTO-
Ban midopmatms, noscuenue. Hame Beero 3nech paspaboTHHK MHIET HMSL TBCTPHGYTH-
Ba 11 €10 BepCmio. DTa HH(OPMALIFA XPARHTCA 1 dhaiine /etc/issue, ¥ €€ MOXKHO F3MEHHTH
B MoBoM TEKCTOBOM PEMIAKTOpe, B TOM WHCTE M ¢ TIOMOIIBK) BCTPOEBHOTO PefiakTopa
Midnight Commander.

Tocne BXofa B CHCTEMY TEKCTOBOE COOOIIEHME MOXKET BBIBOMTBCS TOXKE, HO 10 YMOJI-
UaHMIO TIOWTH BCEra OTCYTCTBYeT. B mocnieznmx sepenmx Ubuntu 3Ty dywxmno cranm
HCTIONB30BATH JOCTATONHO OPHTHHATBHO M TIONSSHO — NOCHE BXONA HAM OKAIBIBAIOT
KOUMUECTRO CHUBOIHOLD MCCTA Ha AWMCKC, CROBOAMYIO HawaTh W 1.4, Texer soro
cooBuerus Haxoautes B (aiite /var/run/motd, ¥ ero MOXHO IPOCMOTPETD, SBITOIHHB
KOMHIy:

cat /var/run/rotd

o 310 BCErO MIMK TEKE

KOTOpEiH CTCHEPHPOBAR Ha OCHOBE (ait1on M3 KaTanora

/etc/update-motd.d. 3aech HAXOAMTCA CPasy HECKOILKO (ailIoB CKPHIITOR, M BH MOXETE
PeflaKTHPOBATh YiKe CYIIECTBYIONIHE WIX CO21aBaTh HOBKIE. Myena daitnos mMerT dop-
MaT Xx_filenzme, L€ XX — MOPAAKOBBIH HOMEP, KOTOPIf OTpeesAeT, B KaKOM HOps/-
xe GymyT sarpysatses daiimst. Tlotom uer mpocto Hus. Takoft ke GopMaT uCTIOME3yeT-
cs ipy kouprrypauun GRUB2 H HeKOTOPBIX APYTHX IIPOTPaMM.

3.3. Peructpaums B cucteme

TeTieph TI03HAKOMKMCH © TIPOLICECOM PETACTPALH NOMEI0BATEIN B CHCTEME. 3TO TIMO-
ET Ban Ty 9L TIOHATS CHCTEMy G30TIacROCTH, KoTopas Herombayerca B OC Linux npw
ABTOPH3ALIH.

OC 3arpyxaeT BHPTY&1bHKE KOHCONM getty. Kaxaas u3 umx x1a paborsr TpeGyer asTo-
PUBALIHY ¥ JATIPALIMBAET HMS ION630BATEA. [A 3TOrO Ha FKPAH BHIBONHTCA OKHO MpH-
rnawenna, Baeaenroe WMA MOMB30RATENA NepedaeTea mporpamMe login, & oHa B CROO
O4epes1b 3ANPANTMBAET NAPOIIL.

[porpamma login cpaBHMBAET HMR TIOALIOBATEN CO CIHCKOM HMEH B aiine /etc/passwd,
2 MapoNs — ¢ coorseTCIByIOWEH 3aHeHko & duiine /etc/shadow. Bee napoim & daiine
XPAHATCH TOTBKO B 3aNMbpoBaHHOM BHAC, [[03TOMY NS COTIOCTABNEHUS BREICHHMLIA
TApoNe TOKE WHOPYETCS, K PE3yNLTAT CPABHMBAETCA C SAINH(POBAHHBIM 3HATCHHEM
naposs B aitte fetc/shadow TR yKazaRHOTO HMEHH NOMEIORETENR.

Tostemy npoBepxa MPONICXOHT Tak coXH0? TIpocTo Bee MaposTH B daiine /etc/shadow
3aMBQPOBaHEl HEOOPATUMBIM AICOPATMOM. DT0 SHAMMT, YTO MATEMETHHECKHMH METO-
JMU ws pesynbTaTa WbPOBAHMA MOTYYMTE WOXOZHBIA MAPOAb HEIB3, MOITOMY
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TIpouuTaR e HECKIILKO CTPAHMIL, Bhl, HAREPHO, /IO CHX 10D SIIE HE CITOKMIH HAKAKO-
O MHEHHA 0 TOM, UTO OYjIeT 0XKHAaTh Bac B 3Toii KHHre. TIoka UTo cTano ToNbKo MOHAT-
HO MOE OTHONICHYE K GElONACHOCTH M BiTOMy. ECTCCTBCHHO, OT MOEr0 OTHOMIEHHA
K Teme Byner 3aBuceTh M CYTh M3I0KEHHOrO. Ho Temeps mopa Gonee JeTambHO NOTORO-
PATH 0 TOM, 4T0 GYIET OAHAATH Bac B CaMOil KHHTe.

JTns Toro, aToGk yeranosuTh OC Ha AOMAUTHHI KOMIHOTEP, HE HY)KHO MHOTO HACTPOSK.
BOMBIIMHCTBO OMEPaUHOHHEIX CHCTEM YCTAHABIMBAIOTCH ¢ HACTPOHKAMA IO YMONYAHUKY
eronme Gesonacno. [IpocToMy noMaumiemMy KOMILIOTEPY HE (TyXHO OTKPHIBATE HBKAKHX
cepbucos sHeuIHeMy Mupy. V TONBKO Bbi CAMH HHMLUHHpYeTe GOTBIIUHCTEO COCIMHERMIE
C BHELIHHM MHPOM, 3aNpallikBas y [OMTORBIX CEPBEPOB CBOIO [OUTY WIH BEO-CepBEpOR
MHTCPCCYIOIINC BAC CTPaHHUBI, MY3bIKY H Buaico. [T0oTOMY ZOCTATOMHO 3aMPETHTE Tio-
OBIC BXOIANIAS COCIMHEHNA ¥ PA3PEUIHTE TOIBKO TO, UTO TONE3OBATENE 3ATIPOCUT CaM.
Ul ecm TIOMB30BaTeh TIOTIPOCUIT COSIMHMTE €10 ¢ "He COBCEM XOPOIIHM" CepBEpOM, TO
10 ye GyacT OUMGKA NONBIOBATCIE, NOTOMY 4TO OC 1 1IPOIPAMMEL MAIIO 4TO MOTYY
B 3TOM CJIYYAC CACIATE.

EAMHCTBEHHOE, UTO HYKHO B KAYECTRE MOTIONHMTENBHOMN 3AINATHI AOMAIIHMM KOMIILIO-
TepaM, — ZHTWBHPYCHI, KOTOpele OYXYT MpOBEpATs KOHTENT, KOTOPHI LOJIB30BATEN
TOTyHaeT/CkaYHBACT, HA MPEIMET ROIMOKHOTO BPEAOHOCHOTO KONa, MOMHO MOCTARMTL
el M CETCBLIC JKPAHBI, KOTOPEIS GYAYT 3AIUHUIATE BAC OT BOMOMKHEIX aTak, HO JaKe
e3 HUX B COBDCMCKHOM MADC MOMHO NDOXUTS.

B CilyHac ¢ CopACPOM BCE HAMHOID Chioskhee. CEpEpaI JUIA TOIO M IPEIHAIHANEN
651 MPEIOCTARASTH NOMBIOBATENAM KAKOA-TO KOHTEHT. K HHM MOTYT NOMKTIONATECH
COBEPIIEHHO Pa3sHBIE IONIE30BATENV CO BCETC MAPA, KOTOPLIX Bhl HUKOI/A HE BUAEIH H i
3nam. JIOBCPHE K TAKHM NOCCTATEIAM MPAKTMHECKA HYJICROC, OTOMY TO HUKOUIA HE
3HACLIb, KTO JaNpPALIKBAET PECYPCHI CEPEEPa, AUTA HETO H KAk OH cOGHPAeTes HX HCTIONE-
30BaTE.

Mue gaweTcs, 4T0 GONBIIMHCTBG HCAOUCTOB B NPOTPAMMAX MPOMCXONMT KK Pas Mi-sa
HEZOMOHMMAHHA 3TOr0. TIPOTPAMMHCTEN IIPOCTO He 3a7yMBIBAIUCH O TOTEHUHANBHEX
YTPo3aX W HaleATHCh, YTO TIONB30OBATENH GYAYT AENATh TOIBKO TO, MTO [ HUX NpH-
rotoBieHe. HO XaKepel — NATeKO He OpAMHAPHBIE N0/b30BATEIN, H OHH 00A3ATCIRHO
GYyT NLITATLCA HCTIOML3OBATE TO, 4TO HIE ZOMAHO GbITh AOCTYIIIIO.

B pesyneTate ‘HacTpolika cepBepa TpeBpAIIAETCA HHOTIA B YRNEKATESIBHOS MPUKTOHe-
nve, Tie Goprotes Vs  SlHE: paspenvTs Hn sanpeTHTs? JIaTh BOSMOKHOCTS HIH HEx?

JIn8 TOrO MTOGH NPABHABHO HACTPOMTH CCPRCP, HCOGXOJIUMO SHATH MHOKECTSO 1A=
MeTpoB, KOTOpLIe GOJIBLIHHCTBY TIONBIOBATEICH HE HyxHBI, ECITH e TPOCTO 3aKphITh
11832 U OCTABATE BCE HAMEHHS 110 YMOITIAHKIO, TO 05 NCTHHHOM GezonacHocTn Linux He
MOET 6EITh 1 peun. JIEN0 B TOM, HTO MPOMSBOAMTOh HE MOKCT 3ADAHTE HaTh, 4TO
HMCHHO HaM TIOHANOGHTCA, H JIeNaeT BCe BOAMOMKHOE, UTOGH MporpaMMa paforana Ha
oGOl cieTeMe, a 18 3TOTO NPUXOTUTCA BKITIOHATE MHOTO AOTONHHTENEHBIX BOSMOM:-
HOCTEIA, "TFO 1e/1aeT CHCTEMY M3OBITOMHOM.

B nocaenuee ppemst paspaGoTyuki aHCTPHGYTHBOB H APYTHX CEPBEPHEIX MPOTPAMM CTa-
TH MAKCMMATEHO YPEaTh YCTAHOBKH M0 YMOMTHAHHIO, T. €. PASPElATh TOMbKG Ga3ome
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YHETHRIX 3amcAX. 3AKTIOUUTENbHAS CTPOKA B HeM GYJIST BHINIAICTS CACAYIOWUM O6-
pasoM:

robert :x1501:501: : /heme/robert: /bir/bash

Berompume hopmat aToro daiina, KoTopetif Mut paccvaTpusa B pase. 3.3.1. Tlepanii
NBPAMETp — 5TO MM 3aTeM CTOUT NAPOTb, KOTOPII CIPATAH B TCHOBOM (hafiie, L10TO-
My 3fiech ykazano x. Jlavee CreMyioT WaeMTHOUIATOpSI TIOMBIOBATE 1 rpynmat. Tak
OMYMATOCH, ¥TO B OGOKX CAYATX CBOGOIHBIMA OKAIATHCH HOMePA, pasibie 501, mo-
TOMY HIICHTUUKATOPLL OHHAKORAL, HO 3T0 JIIEKO HE BCEra Tak. TTOTOM WIeT JoMaI-
Hwl KaTanor nok3oRaTen. [0 YMONUGHMIO BCC KATATOTM CostmTEA B naiike home W
COOTBETCTBYIOT MMEHH MONBI0BATENS,

Jlanatire nocMoTpuM tatin /ete/shadow. OGPATHTC BHUMAHHC, 47O B CIPOKE MOTH30RATE-
NA robert CTOAT [Ba BOCKIMLATENLULIX 3HAKA, — MBI HE VKA3BIBANH MapoNb W BOHTH
B CHCTeMy He Moxen. Sl i He COBETYIO 3a3aBaTh NApOTb TIPH CO3IAHMH TIONE3CBATENS.
3TO THUIHME MYHCHHE, TIOTOMY STO HYKHO HIAGPONATS ero GYHKIMEN crypt, NPH ITOM
HET FapaHTHH CNOKHOCTH Mapond. JTydilie HIMEHHTE &ro NOCTe CO31aHHS TIONB30BATENS
© NOMOIIIBIO KOMAHIIEI Dassw

passwrl robert

B OTBET Ha 370 BbI YBUIIATE IPUIIALICHAC BBECTH MAPOIs U NOACHCHWA O HEOGXOANMO-
CTH fenats ero cnoiHeM. CooBIenHe, KOTOpOe BBLAAET MPOTPAMMA, RICIALMY Cile-
Aytouram o6pasoM:

Changing password for user robert.

You can now choose the new password or passphrase.

A valid password should be a mix of upper and lower case letters, digits and other
characters. You can use an 8 character long password with characters from at least
3 of these 4 classes, or a 7 character long password containing characters from all
the classes, Characters that form a common pattern are discarded by the check.

A passphrase should be of at least 3 words, 12 to 40 characters long and coutain
enough different characters.

Alternatively, if noone else can see your terminal now, you can pick this as your
password: "trial&bulles_seare".

UT0 no-pyCoKU 3RYHHT IPUMEDHO CIEMTYIOTIM 06pa3oM:

VAMSUASTCA NAPOME AMF MOrB3CBATErs robert.

lefAC BU MOReTe BHODATL HOSHE NEPOTE WIM WASHTHOWKALMONHYS 0Dasy.

XOPCUDUE FAPSTh MOTREH COOTOATH US RATTABMMX M CTPOWMMX CYKS, gD W IPVIHR
2HakoB. Bl MOKeTE BSECTH NAPOML WMHOE 3 B CUMBONOB C NMCIOMBEOBAKMENM SHASCLME
KEX MATDGM 3 w2 4 YKABAKHER KIACCOT N CAPSML M3 7 CHMRONCR, COMGTAKUPN 3HAwM
3 BCex wTaccos. Mapomi, CONEPRALMe HACTO WCMOM>SYEMNS MaSiC:s, BVAYT
Py

FaenTugrxasionsas ¢pasa COTRA COCTOATL M3 3 SN0 OOMeH RmAHOR o 12
0 40 C/MEOTOR 1 CONEPRATH DAZHOOCPAZNHE 3HAKM.

B xauecTEE ANLTEPHATARM, SCIF B MRMHAE MOMEHT MUXTO KPOME BAC HE CMOTPWT Ha Bal
TepMyNan, MORND MCMONE20BAT: MApOMs trialsbullet scars,
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TOMEKO MOAHO COBPATS O KIMEHTE, — [UA BHIROCSHVA PELICHAA, ABIACTCA JIH AQIIbli
OURSOBATEINS TETHTUMALIM PnF RET. B OCHOBHOM X HHQOPMAUMEH TIONkSYIITCH CaifTet
NCKTPORHON KOMMCPLIIE B0 BPEA COMIAHHNA FaKa30B.

FUNLTPAUMA HEBEPHHIX GApecos

Ouerb BaKHO NPABHITEAO KacTponts ofipaborky TP-aapecos nomydatens. [TycTe ceppep
HACTPOCH TAKHM GpAsON, MTOGH! B GTydac IPRKOTA HCBCPHOT TIAKCTa OTBCNATH OTHpA-
BHTCIKY COOBLICHUCM O HOKOPPEKTHOCTH AaHKhX. TIPOBICME SaKIGHACTER | TOM, 410
WEOYMBILIIEHRHK MOWeT TIOCIETh HA CepREp TAKOH MAKET, B KOTOPOM B KAUECTRE OTMpa-
BTCIIA CTOMT aApCC MOJYMATCAA, — T.C. W B TOM, B APYTOM CIY4ac HCUOMBSYCICH
TP-ajipec ceprepa. Koneuno e, cepauc ibrancs orociars coobuenme o6 ommbe,
GTIPaBIAN ero caM ceGe, A CHOBA BRIEH OWMGOTHEI TiakeT. TaknM oOpa3oM mporcee
JMICINBRICS, ESIM UI0YMBIILICHHUK HAIDARWT THICHUM TAKMX IAKETOB, 10 CEPREN
1ok 1 GyIeT cav cele NoCKITATh COOBIIERM 06 ouIkGKaX.

0 noI0B1IbLIX NOrPEUIHOCTAX A YIKE JABIIO UKHSro le CTIUIAT, HO LIeT FAPAIITHH, YTO OHIK
e nosBaTes ¢HoBa. JioxM HRorma olWuGaTes, BeaL oun He poGoTel, 4TobH paGoTath
Ge3 OmHGOK, XOTA H pOGOTH TOKE RHOTAA ZEAIOT OLINGKH.

Ects [P-aapeca, KOTOpHIC 3apCICPEUPOBAHEL MIH HC MOTYT HENON10BaTheA 1§ HircpeeTe.
PaceMOTPUM AMATIA30HET ATHX afPECOR!

O B kavecTBe OTpaBHTEnA cTOAT apec 127.0.0.1. Ua VinTepreTa naket ¢ Taikm agpe-
com l'lplrlifiTH HE MOMET, IOTOMY 4TO OH BCETrI2 HCRONL3YETCA ONA YKa3aHHuA Ha no-
KamsRyro mawmHy (localhost);

o1 10.0.0.0 g0 10.255.255.255 ~— 3apeepBUpOBaH A/ HACTHBIX CETEH;
or 172.16.0.0 70 172.31.255.255 — 3ape3epsaposan juis YaCTHBIX CETEM;
ot 192.168.0.0 no 192.168.255.255 — 3ape3epBHpOBAH AUTA YACTHBIX CeTell;

aaoaQaa

or 224.0.0.0 1o 239.255.255.255 — 1apUICPRADORAN JUIA LIHPOKORCIUTGHRHAX 31
PeCols, KOTOpHIE He HATHAUAIOTCH KOMITLIOTEpaM, TIO3TOMY C HIX He MOTYT NPHXOMHTS
TMaKeThbl;

O or 240.0.0.0 70 247.255.255.255 — 3ape3epsipoBan T4 GYAYLIEro UCIOMB30BAKIA
» Unreprete.

Bee 311 agpeca HepeankHh juia MIHTRpHET, W HUKaKTe NaKeThl ¢ TAKUVU TIapaMeTpaMn
He IOKHBI POXOINTE W3 BHEWIHEH CETH Uepe? CeTerofl akpat, crosiuii wexy Hrrep-
HETOM H Balteli OKATHHOM CeTi0. OIHAKO €CH CETeROM FKPAH YCTAHOBICH HA KOMITb-
JOTepe TIONBIORATENM, TO BCE AMANACHEI, KPOME MRPEOTO, AOMKHB! GLITS Paspelilenst,
MHave TIONE20BATENTH BalIei JIOKATHHOH CTH He CMOFYT-OBPATHTLCA K BAIIEMY KOMIEIO-
Tepy. JEno B TOM, 4TO 3apC3EPRUPOBAHHHIE AAPECE MCTONKIYKITCH W AOIDKHA MCHO,1b30-
BaThCs B [IOKATBHBIX CETAX.

Bunbtpauma 8 Linux

113 UANTPALMYN TAKCTOB 110 OPGAECHHAIM BaMA arAAaM B Aapo Linux ywc actpoc-
HEr BCe HEOGXOMbIe y i, HO 510 TOILKO OCHOKI, 8 HYKGH EIIE MHEIYMEHT, KO-
TOEI B y106HOH $OPME TIOIBOIUT YNPABIATL ITHMH TIPaBUNAMK.
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I KaueCTBe HAZBAHMA BLICTYIAET MMA IAPAMETP, KOTOPHIT HAO NIPOTOKONNPORATH. F10
MOTYT GBITE CIIEAYIONIHE KATErOPHM CONGIIEHHI:

O kern — oT sapa;

O auth — 0 HAPYIICHAH GC2ONACHOCTH K ABTOPH3ALIH;

O aathpriv — 06 HCNOTE30BAHHU TIPUBHITETMPOBAHHOTO JIOCTYTIA;

0 mail — OT MOYTOBEIX MPOTPAMM;

0 ¢ron— OT MIAHKPOBIWKOB 3aa4 cron H at;

{1 deamion — IGHEPHPYEMBIE CEPBHEAMY;

O user — OT NO/MB30BATEBLCKIX MPOTPAMM;

O uscp  UUCP-coobuenns (UNIX To UNIX Copy, konnposaiue ¢ UNIX Ha UNIX),
B HacToAlee BpeMs NPAKTHIECKH He HCTIONE3YeTCH;

O news — W3 HOBOCTEH;

0 lpr — ¢ OpUHTEPOB.

VpoBeHE MOXKET GbITb ONHAM U3 CIIETYIOUTHX:

+ -~ NPOTOKONHPOBATL BCe COOGLICHMS CHCTEMLL;
dubug — OTAANO4HAA HHDOPMALMS;

info — HHGOPMALHORHBIC COOBLICHMA;

notice — YBEAOMITEHHS;

WATn — NPeNyNPeNIEHM;

err — oLIHBKH;

cril — KPHTHHECKHE COOBILISHIS,

A0Qao0o000Q0aQaq

aluz. — TpeOYETCH HEMELICHHOE BVELIATENRCTRO;
O energ — aBapus, nanbHelias paGoTa HEBOZMONHA.

B xypuan oonagaot coofueina yKasanHoro yposust u sritre. Hanpumep, ycTanopka
3HRUCHWA err ONPCACIACT, YTO B XYPHaN SyAyT MOmaxaTh cooOLWICHMA YPOBHEH err,
crit, alert M emerg.

Yem Gobiue oHGOK BLI COXPAHSETE, TeM BLINE HATPY3KA NA MECTKHHA JHCK, 1a W pac-
XOA pecypeos yBemmamEaeTca. Jna GoMkIIel hQEKTHBHOCTH (hyHKUHOHHPOBIHUA CHC-
TEMLI PA3CA /YT, 1 KOTOPOM XDANATCS HKYPHAL, JyHIle BCCTO MePEHECTH Ha OTACMS-
HEUH BuRYecTep. TakHM 08pasoM, 3alHCh B XKYPHAIL! H padoTa OC cMOTYT MPOMCXONHTE
napaniensHo. Ho BBl JOMKHE! GBITh YBEPEHHBIML, YTO Paziest /var COTePMUT JOCTATOH-
HO AHCKOBOIO NPOCTPAHCTBA.

S yie TOBOPHT, 4TO B CBOMX CHCTEMaX YBHPAIo %yPHATH! H3 PACTIOICHKEHMS 10 yMOTHa
MU0, 4TO YOROKHACT xakepy Huskb. LI0 3T0TO HEMOCTATOMHO, ONsmHHIE BIOMINMK
TPOCMOTPHT KOHAIHTY PAIHONHBITE haiin /etc/syslog.conf W HAIET HOBOE PACTIONIOKERHUE
FKYPHAIOB

Ho Mbl MOXeM MOCTYNHTR ellle YMHee, W Ui 3TOr0 JIOCTATOMHO mTATHBIX cpeacts OC
Linux. B Moeli cieTeME CEpBHC Cron Pas B Uac 2aIyCKAcT NMPOLECE, KOTOPEIT AeaeT pe-
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Ecau ceTesoid 3xpan mponyckaet ICMP-NaKeTsl, TO CKAHAPOBAHHE MOXHO NPOBECTH
C TOMOIBIO traceroute. BoaMoNHO, MoABNTES coobmeHRe of omHSKe. B JanHOM cy-
4ae cTpoKa 18 COOBLIAET O NPEBLIIEHNN BPEMEHH CKWIAHUS OTEETA. BTO JHAUAT, UTO
TaKeT OTIpAB/IEH, HO CepBep OTOPOCHIT 2aTIPOC, @ 3HAUHT, BEPOATHEE BCEro makeT ¢ TTL,
pasbin 18, Gbict ynuutonen Ge3 IPeayNPEXUICHAA X MHPOPMAPOBAHNS OTIPABHTEN, 1
MBI He MOskeM y3HaTh IP-ampec aToro xocta.

JIna ckanMpuRaHMA 3TOM ceTH 3a npeaeiamy Firewall gocTaToHO BLINOMHUTE KOMaHOY
COGIMHEHHA ¢ KOMIEIOTepaMH BHYTpH ceTH ¢ TTL, pasubiM 19. Bo spema TpaceupoBi
Ml yBuzMM nepsete 17 oTreTos, 18-if mponater, a 19- npofieT nanbue B ceTs, NOTOMY
UTO HA CeTeBOM dKpaue Takoii naker nospuTes ¢ TTL, papHeIM 2, 1 He GyIeT yianew, a
BOT B JIOKAIBHOH CETH NICPBBIH 7@ MAPLIPY IM3ATOP BCPHET OLINGKY.

[potokon ICMP ouenb y0BeR, TOTOMY UTO €cIi OH P&3PeleH i paboTaeT, To Bbl
B N10GOH MOMEGHT MOJKETE ysHarh, paboTaeT nu ceiiMac Baw ¢epeep, MPUCTO OTIP2BUS
Taxoit 3ampoc. Ecnu OTBET BepHyNcA, 3HaUMT cepsep mocTyneH. [To Xakeps: MOryT Hc-
M0:1530BATH 3TOT NMPCTOKON ¥ 15 CKaHWPOBAHNA. JIOCTATOWHO MPOCTO OTIPABHTE COTHH
NEKETOR Ha pa3ubic IP-a1pcca u mocMOTpeTs, Kakne BepHyTea. [1o oTetam moxHa Gyner
y3Hate, kakne [P peaTbHelc H B JAHHBIE MOMEHT paGoTaioLuye, i yke B 3aBHCHMOCTH OT
3TOr0 NpeNPUHEMATE KaKie-TO NeHcTBas.

BHYTpeHHIOO ceTh MOXKHO Npockalmpopats H sepes DNS-cepsep, ec1s on HaxoguTea
BHYTPH HE€ U JIOCCTYNEH s BCEodUIero Henoassokanmd. Ho 310 yke orjeimHas nero-
PHA, HE KACAIOIASACHA CETEBOrD SKPaKa.

4.11.3. OononHutensHas 3awmTa

TMomuMO QUIBTPOB Ha OCHOBE OTPeEEHHEIX AIMHHICTPATOPOM TIPARMIT B CETEBOM K-
PaHe MOKET ObITh PEAIN30BAHO HECKOJILKO OMOIHATENBHEIX 3ALMTHBIX MEXaHHIMOB,
KOTOpEIE PaGoTaloT BHe 3aBHCHMOCTR OT BAWIEi KOHQHMIYPALUMH KK MOTYT BKIIOMATCS
CHEUMANEHEIMY OTILIHAMYL.

OnHuM U3 MOTYMAPHLIX MeTogos obxoma Firewall n npoBemenus ataku Aanserca dans-
cudmrauns [P-ampeca omnpaanTens, Hanpumep, y xakepa moser ity aapec [00.1.1.1,
HO C HETO 3aMpelieHo NoAKTINATECE K ceppucy FTP, UToGH MomyynTE NOCTYM, Xakep
MOKCT M0CNaTh NAKETE, B KOTOPEIX B KaWeCTBE OTNPABMTENA YKA3aH, HarpuMep,
100.2.2.2, ¢ KOTOPOTO AOCTYT Pa3PELILH.

Ho 510 cmic Be ace. [TPOCTO BOCTIONB30BABUIMCE HYXKHM HMEHEM, XaKep HHYETO He 1066
€TcA — OH He YBUIHT OTKIHKa cepeepa (puc. 4.3). YTober Xakep cMOT NMOTYMUTH OTBET
Ha ceoit 3anpoc, B IP-nakeT Ko/mkHa GhiTh AobaneHa cneunaThHAS HEGOPMALHA, [0 KO-
Topoi cepeep HalizieT peaTeHbIA anpec xaxkepa 100.1.1.1.

CompemenmbIe coTenble SKpaKhl (B TOM SHCIE M [OCTABIACMBIC ¢ Linux) nerko onpenc-
NS0T NOAETKY W GIOKHPYIOT TAKHE NAKETHI,
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HIOIOKEHHOM B TOM e xaTanore. Tlepsoe, 4T BEI YBUIHTE B 3T0M daiie, — 370 crie-
IYIOUIHE TBE CTPOKH:

dbhoms /usr/local/squidGuard/cb

locdir fusr/lccal/squidSuard/logs

Tlepubiit napaMeTp (dbhome) 3a4a€T MYTh k Ga3aM [BHHEBIX, TAe GYAYT XPAHHTECA CITHCKH
noctyma.  Bropo# mapamerp (logdir) — 5To myms k aypHaty. Ha caiite
‘www.squidguard.org B pasnene Blacklists MOXHO CKa4aTh MPUMEPBI CIIMCKOB IOCTYN2
© BpeAubIME caifTamu. MX IIy’KHO pasapXUBAPOBATH B KaTanor 623 JAMIILIX, T. €. Ty, YTO
yKazaHa B IaPAMCTPC dbhome.

Teneps Mbl MOzeM B 5ToM Xe daiine 3anate npasa aocryna. Iputem mpasa n0cTyna Mo-
TYT PaclpeiENATeCA JQKC N0 BPCMCHA M N0 TI0N630BaTe/AM. OTACHBHBIM TONB30BATE-
JIAM MOKHO JATh BO3MOKHOGTE CMOTPCTH BCC, 2 KOMY-TO (HATIPHMEP, ACTAM) SaIrpeTuTh
CMOTPETD CaitThl JUTA B3POCABIX.

JIng co3aHWA RPEMEHH HCTIONR3YETCA NAPAMETP Limnc. TTANpPHMEp, MOAHO CO31aTh NEpH-
0J1, KOTOpHIHt GyaeT otobpakats pabouee BpeMd. [na storo B dadine squidGuard.conf
mHen:

time worstime {
weekly * §:00
date 2010.02.27 9:00-17:00  # Heks, KOTOPHW STyHsiHO CTan PacOwIm
)

17:00 4+ Padouse mpewn

Tloctc MapaveTpa tine YKasHBACTCA MMA TICPHOT2. B PHIYpHBIX ckobkax ykassisacm
TIepHOIET BpeMeHH, TlapaMeTp weekly CO 3BE3NOUKOR 03HAuAET .TOGOA [EHb HENENH.
ECImd HY>KHO OPeAEHTLCA TONLKO ¢ PAGOYHMA MIIMH HEAETH, TO HX MOKHO TIepeuHc-
JUTE Kak ¥TwHF. Tlocne storo umet paGodee Bpems, B koTopoe M Gyner aaneticToBaro
JAannoc npaswio. TlapamcTp datc NO3BOALET 341aTh ONPCACACHHYO AaTy. B Haiem ciy-
«ae A BeIGpa K11 npumepa cyGGoTy, 27 despaas 2010 roga, KOTOPAs NOCTAHOBNCHAEM
Ilpasurenectea Gpu1a Hasnavena paGowum auem. Haie npasiito GyIeT pacnpocTpaHATL-
CS1  Ha 3TOT /IeHb.

Jlnst 3a1aHKs 21PECOB, K KOTOPBIM PAIPEILIEH FUIH 3aNPEILEH JOCTYT, CIYKHT AMPeXTHE
dest, HATIPHMED:

dest por
dor

list por=/demains
urlliss por=jurls
expressioniist  porm/expressions

1

Kax BHIHO W3 MpHMepa, 37lech YKa3bIBAKITCA MapaMeTphl domainlist, wrllist WM
expresuionlist, ¢ TOMOISD KOTOPLIX 3A0AK0TCA HMEHA (QalloB, CONEP/KAUINX CHCKH
momeiion, URL iy perynsapneix seipaxenHii. 1lyTu 3a0aloTcs OTHOCHTENLIO KATAIOTA,
YKESERHOTO B AWpecTHke dohome. Hanpumep, qaiin /usr/local/squidGuard/db/porn/
domains MoKeT CogepKaT THICRUH CTPOK BPOJLE:

sex.com

sexygirls.com
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UroG6! 310yMEIIUIEHHNK HE CMOT, BIIOMaB OHH KOMOBIOTEp, POHUKHYTH HA JPYTOM,
BEL NOJIKHBI 337aBATE A8 KDKIOTO M3 HUX PA2HBIC NIaponu. HeKOTOPRIC aAMHHHCTPATO-
PLL JICHATCA 32NOMHHATE MHOTO CIIOAKHLIX KOMGHIIALNI, TI03TOMY IPHAYMEIBAIOT TONEKO
AR PO 1 1IOTOM YCTAHARIMELIOT 10 BE3JIE, 171 TOIBKO MOKHO. ITO HENABAITLHO.
O Nap01AX MBI IOrOBOPMM B pasd. 2.6 M 21a6e 3, HO YIKe Ceiiuac BbI I0/DKHEL FHATE, HTO
A KEKAOA CHCTeMbl Jomierl GbiTh CBOW KON JIOCTYNA, a MAPOM CETEBLIX CEPBHCOD
STOTKHRT BRITH MAKCHMATTRHO CIIOAHBIMH.

Ho He To6K0 JIeMOHE! ABTAOTCA MOTEHIHATBHON Npodiemofi. B coctas Linux mmorue
TIPOrpPaMMBl BRITFOUAIOTCA B MCXO/IHBIX KOAX H JODKHEL KOMIHIHPORATECS R MAITHHHEIE
Ttepen BiToNHEHHeM. T1pOrpaMMEL, HECMIOMEAYIONIE YAIBAMOCTH Linux-chcTeM, Taioke
$4CTO MOCTABIAIOTCA B HCXOQHWKAX. JI13 TOTO TT06H! MMM BOCHONL30BATECA, SOYMbIL-
TIEHHUK 3AKAUMBACT TAKOH MOAYAL 1id CEPEEP M BLINONUAET NporpaMuy. Ytobrl komnu-
MHLIA CIAtE HEBOIMOKHOH, % PEKOMEHYIO HE YCIANAKIABATE GHOMHOTEKH PaspaboTHH-
Ka M KOMIMIIATOP ECC. 3TO MEOHb, HO U3 Menoeli CTPOHTCA BC HALlA KH2HE.

B OC Linux 0uenb PefIko HCHOIBIYKICH MHCTAILDITOPSI NPOIPAMM, TOYIOMY BEE Ha-
CTPOHKH POU3BOAATCA BO BPEMA KOMIMIAWMH HexoaHoro koga. Ecm gee Gyner nenoc-
TYIIeH, TO y BITOMLINKA BOSHAKHYT NPOGNeMbl C BLITOMHEHHEM 30BpeIHOro koxa. Ero
HyRHO BYICT CKOMUANMPOBATS JaPaHCE N0 IPOLCCCOP BALLICTD CCPBCPa, 1 TOIKKG [10-
TOM 3aKavaTh 19 BbIIONHeHMA. He y Kaxmoro Xakepa ecTh Takas BO3MCIKHOCTB, TIOTOMY
YTO GOTLIKHCTBO HX -— 5T CKPROT-KHAAK', koTopsle cunat B Windows.

2.5. 3aeepweHue ycTaHosku

Tocre 3aBepuera KonupoBaris (aifoB Ha ANCK HYKHO PasosPATCA Ellie ¢ HECKOMb-
KHMU HACTPORKAMH. BO-IIEPRAIX, CHUTCMA NOIKHA AHATH, KHK BB €2 DY/E16 S PYRATS.
Ecnn Windows Gex pasromopor mponmchipaeT 3arpysky & MBR (Master Boot Record,
OCHOBHAA 34TPY20MHAA 3AMHCE), TO LiNUX NO3RO7AET BRGPATE NOGOW APYTOH ACK H1H
BUOGIIE €10 1K IPOIMCHIRATH, B 3ToM Gilyas 4HTaTh Linux MoxHo Gy/IET Tolthko ¢ Ane
KeTHI WJIM HEKOTOPEIMK JPYTHMM MYIPEHBIME CIOcoBamMy,

B Linux cylecTBYET MHOMECTEO 3ArPYUHKOB, & CAMBIM TIDMYJAPHLIM CEHHaC ARACTCS
GRUB (Grand Unified Bootloader). Yeranasnusaiite ero 8 MBR, ecnu et ocoboil Ha-
TIOGHOCTH 3aTPyKaTh CHCTEMY C 3arpy30UHOTO IMCKa.

Ecnn y Bac Ha xoMnsioTepe yxke ycTaHonnena Linux, u B MBR yse mpexycvoTpena 3a-
IpysKka JpyIoro MCrpuByTHKa inux, o yeranarmgare eme paz GRUB 5 MBR we
HY#HO. ¥YCTAHOBULIK caM NoMmkeH Ge3 npoGneM ONpelentTs, ecTh 1H yKe B OCHOBHOH
3AIPY3OMHOI SALIMCH HTO-TO U CCIM CCTb, IPOCTO OGHOBUTH, TAK 4TO SC.1M 110 KUKOH-TO
MPUYKHE OR HE CMOT 3TOFO ONPENENHT, TO YCTAHORKY MOXKHO HE IPOH3BOIHTE.

! Ckpent-kanu (or anrn. Script kiddie, cxpunTossle AeTki) — & XAKepeKol KYABTYPE YHHHTEbHBIR Tep-
MHA, HCTIONE3YEMBIli 14 OMICAHKA TEX, KTO N01B3YCTCH ATK ATAKA KOMIIBIOTEPHEIX CHCTEM ¥ CeTei CKpHTT-
TAMM FLIM 1IPOLPUMMAMH, PASPEOOTILIHBINMN APYIAMH, HE LIOHAMAN MEXAHAIME HX JEHCIBHA
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13.6. 3aumra pesepeHLIX KOnMii

HeT CMEICA 3aIUMINATL CHCTEMY, €CTH KOMIOAKT-THCKH C PE3EPBHLIMU KOMHAMHE Gecro-
PAJOYHO NEXAT Y BAC Ha cTone. PesepBHble KONKH XPAHAT BCE OCHOBHbIE JTAIIHLIE KOM-
TBIOTEPA, W €CIH UCK MONATeT B PYKH XaKepa, TO eMy YiKe He Hafo GymeT uuuero pana-
MbiBaTh.

OmHaKdBl 3 BHACT, KaK CCKPCTHBIC JAHHBIC ¢ XOPOWO 3AMMIICHHOCO CEPBEpa Kaknbli
HAC KOMMPOBATMCH HA NPOCTOM KOMILIOTED TIOME3OBATEN, HA KOTOPOM BCC HACTPORKH
GhUIE YCTAHOBIEHE! 110 YMOJTIAHHE0. TaKYED CHCTENMY XAKEp B3IOMAET 72 IIATH MHHYT.

K 33T PesepRHAX KOIMA HYKHO OUXOMMTS CO BCEH OluercTaeHHOCTAI. CaMuili
NPOCTOH BAPHAHT — NOMECTHTE X B cefiy. Ho yume Gyaer sammuponats dain mepes
3aNACBIO Pe3epBHBX KONHii n1a nocuTens. Hanomunalo, 4To ¢aenath 5To (AN npuvepa
¢ Ghaitnom backup.ar.gz) MOHO ¢ MoMowEHo makeTa OpenSSH, Hemonssys eneay1oIyIo
KOMaH1y:

/usr/oin/openssl des -in /tome/backup.tar.gz out /home/backup.sec

B oteer na 010 Gyner cosman daiin backup.sec. IMEHHO ero u Hajio 3aIHCHIBATE HA HO-
CHTCIIb AN JONIOCPOMHOrO Xputerns, Tolbko e 3a0ymbTe yuanuTh NOTOM ¢ IMCKA
dpaiiner backup.tar.gz u backup sce.

Tlpu RoccTano:foHMA Qaiin CHavata HEQGXOAVMO PacIIHGPOBATE:

/:sr/oin/openssl des d ir /home/backip.sec oul /home/kackup. Lat.ge

Lloc:te 3TOro MOIIO PasapXHBHPOBATE Bee (GatiILI Ha CBOM MecTa.
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Jlavaiite caenaey maysy, ckyliaem "TRHKC” W IOKA HC 6Y,1CM PACCMATPHREI KOMAN)sI,
2 TOTPY3AMCS B TEOPHIO H M3YdUM, Kakue NAPaMETpbl MOMKET MPHHHMATH KOMAHIA
iptanles.

4.10.6. QOcHoeHete BOIMOXHOCTI jpfables

Bort cITHeoK OCHOBHBIX [TAPaAMETPOB, KOTOPBIE MOHO MEpeaaBaTh KOMaHNe iptables:

0 - wenowxa npaswm> — AOGARWTH IPARHIIO K KOHEN 1ENOWKA. B kavecTse napamer-
POB YKa3bIBAETCH UMA LETNIOMKH ( INPUT, OUTPUT WM FORRARD) M TIPABHAO;

O -0 uenouxa Homep — YJATHTH NMPABHIO C YKA3aHHEIM HOMEPOM M3 3aaulOi Oe-
nowK;

O -R uenouka Homep npaEaIc— 3AMEHUTH NPABHIO C YKAZAHHBIM HOMEPOM B i~
ouKe;

O -I uenowka womep npaexio — BCTABUTH NPABUIC B YKA33HHYIO NCPEMIM apryMeH-
TOM LEMO4KY, OJ HOMEPOM, 32JaHHBIM BO BTOPOM napameTpe. Ecnu Homep papeH -,
TO TIPABANO CTAHET TIEPBEIM B IEMOYKE;

-1 ucuwesa — TPOCMOTPETE CONEPKMMOE YKa3aHHOM LeNOUKY;
-F  usnowxa — YHAIHTE BCE IPAEHIA U3 LISTIOUKH;

-p npozoKos — OTIPENIE/IAET MPOTOKO:T, Ha KOTOPBIH BO3AEHCTBYET NPasiIIo;

uaaa

i wamspheic — OlPEAGIHET CeTEROH uHTepeiic, ¢ KOTOPOTO IARHbIE GELTH MOy~
eHEL 3TOT NIapaMeTP MOAHO HCTIOTEI0BATS TOMBKO © UENOYKAMHA TNDUT, FORWARD HITK
PREROUTZNG;

T -0 unespleic — 3aAaeT HETepdEHC, Ha KOTOPLIH HANPABIASTCA NMAKCT. JTOT Nupa-

MCTP MOXHO UCIIONIAZOBATE TOTBKO ¢ UETIOUKAMH OUTFUT, FORWARD WM POSTROUTING;

O -5 neficrens — ONEPALMA, KOTOPAs 10:1AHA ObITh BRIUOJINCHA Hay| Naketom. B ka-
HeCTBE APIYMEHTOB MOKHO YKA3aTh CNEIYIOUIME SHAYEHHS (PaccMOTPHM TOMLKO
OCHOBHBIE):

» 06

TIOMECTUTB B JypPHAI 3aTIMCE O NOMYUeHHH TaKeTa;
® REJECT — OTNPABHTENO GyIeT HanpaBieHo cooSlueHre 08 ownbke;
* DROP — YNATHTE MakeT 6¢2 HHPOPMUPOBAHYS OTOPABATENS;

* BroGK — GiloKMpouaTE MaKeTHL;

3 -5 aupec — IP-aipec opasHTens naxeta. Tlocse anpeca MOKHO 3a7aBATh MACKY
yepes Kocyro ucpty (f), a mepen agpecoM — 3HaK OTPHLAHAA |, UTO GyIeT COOTBRTCT-
BOBATE JOGHIM aTPECaM, KPOME YKA3aHHED

J -d  ampec — aJpec HA3HAYEHWI NAKeTa.

Ecnu Bbl 3HAKOMBI ¢ ipchains, TO JOMKHB! GBITH 3aMeTHTE HeBepoATHOE cXoactso. Lo
€CTh ¥ OHeHb CYLUECTBEHHBIC OTIHUHMS. HanprMep, ¢ NMOMOIBI0 KitoueH -0 K -i OUEHb
JPOCTO YKAIBIBATS, ¢ KBKOTO H Ha Kakoll HHTepgeiic HANpaBIAeTes NAKkeT.
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3ament HyHo yoTaHORMTS 1porpamy logehock, MO3TOMY MPHACAY TOTHKO KOVAHTTH:

tar xzvf logcheck-1.1.1.%
o4 Iogeheck-1.1.1

make Timix

make ‘nstall

9z

Dra mporpaMma o yMONYanHIO YeTaHaBnBacTea B katanor /usr/local/ete. Karator rak-
HC MOKHO HIMCHHTS, OTPCAAKTHOBAR. IAPAMETp LNSTALLLLR B dafine makefile.

Bee unactpoitki  mporpammul  PortSentry naxogarca o daiine /ust/local/psionic/
portsentry/prtsentry,conf, [To yMONIaHMIO BCe CTPOKH 32KOMMEHTHPOBAHB), H BaM Heol-
XOIWMO TOJTBKO OTKPBITh HYXKHEIE.

Hanpumep, Bel X0THTe, YTOGBI NporpaMma CleQuia 3a ONpefeneHHLMH nopravu. Ila
ITOT CTy4ail B KOUGPHIYPAUHOHHOM (aiiiie NOArOTOBNENb 3AKOMMEHTHPOBALIHbIE 3ANHCH
UMM PaTHEIX THIIOB CepepoB. BerbepiTe HIKHMI 7 yOepHTe B Hauane CTPOKH JHaK "H".
Tem cambIM BEI yKadkeTe NOPThT 1S HaBTIOAeHHA:

1,11,15,79,111,119,
1,7,9,69,161,162,5

3,560,633, 1080,1524,2000, 5742, 6667"
L 635,640, §41,700,32770, 22771, 327727

Tlomumo MOHHTOPHHTA Y TIPOTPAMMB CCTh OTIHYHAA CHOCOGHOCTS — NMPH BBIBICHNH
nowbrTen araiH ko ypuposams Firewall Ha sauper mofore Tpadhka ¢ KoMTISIOTEpOM,
KOTOpEI TMITATICH BAOMATS CHCTEMY. DTO TOKe 110 YMO-THAHHIO OTKITIOHEHO, H JTO5H
BOCIIONB3OBATHCA JAHHOMN BOSMOKHOCTBIO, HY:KHO YGpaTh KGMMCHTapuif co CTPOKH, co-
OrREICIBYIOIIER HAILEMY CEpBEDY.

Mg pacemaTpuBaem Linux, a B Heli Jame Beero MeMoNe3ytoT 3kpaH ipchains. J1a Hero
HyXHA CTEYIOMaA 3aTTHCE;

KTIL,_R00TR="/sbin/ipchaing =T ngul -5 $TARGETS -] DRNY =17

VGeUIECh TONBKO, 110 HPOIPAMMA CCTCROIG SKPAHA YCTURORIEHA 110 YKEHRHOMY 1YTH
(/sbinipchains), JHn 71010 MONHO RRIIIO. IHHTH KOMEHILY IIOHCKA 1IPOTPAMMbI:

which ipcaains

51 CHMTAlO BOIMOXKEIOCTb BLIABNEHNS aTAKH M aBTOMaTHHYECKOTO KOH(HIYPHPOBAIHA ceTe-
BOTO 3KPAHA OUCHb MOWHON. B TO ke Bpems N06an MPOrPaMMa MONKET OWHGHTECH H 3a-
TIPETHTE JOCTYT He TOMY, KoMy Hamo. Hanpumep, BITOMIUK MOKET WMHTHPOBATE ATAKY
OT UMeHH [IpYTOro MOThaoBaTena (ckakewm, Gocca), i Torma PortSentry samperit medy
IOCTY K PecypeaM cepaepa. A 5TO yake K eCTh XOpOwWo.

51 ToMBITANicA B CBOGH TECTOBON CHCTOME 3AKWIATE COPBEP NAKCTAMH MOIKTIOHSHHA
K pasHuHbM miopTam. TTpH 3ToM B KatecTse JP-anpeca OTIIPaRATENS o NOACTARNAN UyikHE
anpeca, B Pe3ysIbTaTe Yero CepBep CTAN HEMOCTYHEIM IS HIX. BEI MOJDKHET KOHTpOAH-
poBaTh BCE HACTPOMKH CETEBOTO JKPaHa, KOTOPHE NENaeT MPorpaMMa MOUMTOPHITa,
HHA4E XAKeP MONKET 3a0pocaTh CHCTEMY 3aNIPOCAMH TaK, HTO OHA 3ANPETHT JOCTYI s
BCEX KOMIBIOTEpOB Balllelt ceTH,

JI1 3aITyCKa NPOTPAMMB! MOHUTOPHHTA BEITIO-THHTS KOMAHIL!

7157/ 10cal/psionic/portsentry/portsentry ~atcp
/1s3/local/psicnic/portsentry/porisentry  audp
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Tabnuya 2.1. Pasdent, Komopele MOKNO Co30arm:

Paznen Onucanue

/ OcHosroi paggen. Ecnn & Windows NpK yKasawtk nyTh K haiiny CHANAN YRasHIRS-
| €TCA MNA AUCK @ TIOTOM NANKM BHYTAM HETO, TO 311ECh HaNANOM RBNASTCA CNSLL

ibin OCHOBHbIE MCOHSEMBIE (2l CHCTEM!

ihoot ®ains, HeOEXOAUMIIE ANA JATRYSKN CHOTEMEI

idev | Npeactasnenns ann nopkioseAHbX yCTpOACTE

fete | KoapmrypaLmareie cucTemhuie dralin

jhome Mons3osaTenscive nanw v paitns

b BuGnvoTeRn ABpa OC

fopt lononuTaNsHEIE NPOTPAMMHLIE NaKeTs!

fproc ANt MOHTUPOBAHUA BUPTYANBHOM hARNOBOH CHCTEMbI

Jsbin | Menonwnewmsie chaiirii raeHoro nansaosarens (oot}

Amp Bpemenkbie thaiinb

just Crcremmie daine

var | Hypuansi, Bytpepsie WM IA6NOKMPOBAHHLIE HEMTEL

Swap Pazaen noakaun

OBpaTHTe BHMMaHHE, UTQ BCE UMEHA PA3NETOB, KPOME TOCMEIHEro, HauMHaKTCa CO
emswa. Do He CnyHaitHo — pazien MOIKAYKH COIIAETCS He Kak KNaccHueckiit pasien i
HE CTAHOBMTCA MAIKOH, B KOTOPOH HaxoaaTes daiiiel. JT0 OTAENBHLIN paznest, He npu-
BA3AHHBIH K KOPHIO Jaiinosoi cHeTeMb! (KOTOPLIA NPEICTABIEH B CUCTEME CIIEM), H
70T pazte OC MOKET HETIONBI0RATS Kk IOMOMHATENIBHYIO ONEPATHBHYIO MAMATE NPH
1expaTKe PUINHECKON TOUIO TAK JKE, KAK HCMonbayeT ¢aiin noakauku Windows. 3tor
PAHIET HE HMEET CMBICIE DI 1THOIKSORATEIIR, IUSTOMY CYLUCCTBYCT OTACABHO.

Pazmep pariena Swap 0:keH Gsils HE MEHRIIE OfbEMA IOLTYIIHO OHIGPATHRHOM 1AMy
TH. Ceffuac eCcTKHe JMCKH OTHOCHTENEHO NEUIERHIE, H 1 COBETYIO CENaTh pasnen Swap
B 3 pasa GoNblle, 4CM YCTAHOBACHHbLT 06bey O3Y, N0TOMY HTO ONCPATHBHON TAMATH
MOXET B Pije CIYHaeB HE XBaTaTk, W YTOOB! He MMETs NPOBNEM ¢ Pa3aeIoM NOJKATKE,
JyTe 3apaHee HMeTh JOCTATOUHBIH 3anac.

Mrak, ans paboTer Linux Hy)kHO Kak MHHHMyM 1B pasfena: ocHoBHOH (0GosHaMaeTca
wa /) 1 noskasice (Swap). TIcpebIt pazicn MOKCT UMeTH 060 THIN MOAIEPHUEACMOl
hafimopo¥ cHcTeMel (Ha AAHHLIH MOMEHT yalle Beero oro Ext4), kpome Swap, a BTOpOH,
Ha0GOpOT, AOMKCH GEITE TN SWap.

B 0cHOBHOM Pasiec ST PACTIONaraTsca BCc (ailibl, a BTOPOM — CTARET HOMOMA3O-
BATECH 19 PACIIMPEHUA ONEPATHBHON NAMATH. LCKH OCTAIbHbIE Pazae/sl, MepeuHcIeH-
Hele B TaGn. 2.1, He co3gaHbl, TO OHM GYMYT TIPEACTABNEHH B OCHOBHOM Dasiene B BHIE
noakaranoroe. BooGe-to, onu B moSow caytae GyayT NOAKATANOraME K KOPHIO, TIPO-
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M quick_sbort_pe:. a— NAPAMETD aHANCTHUEH quick sberf_win, HO B NRHHOM CITyuac
YKa3HIRAETCA TPALIEHT YIKe NOTYHeHHOH HHbOpMALIMH;

0 nesative_ttl n minutes — KOTMMECTBO MMHYT, KOTOPHIE IYKIO KOUHPOBATE HEra-
THBHBIH OTBeT cepsepa. Hamprmep, MOMB3OBATENb 3aIIET HA CEPREP W IOMYWHIT
omubKy, KOTOpad MOKET GbITh BPeMENoH, IODTOMY HEb3S KIUAPOBATE OTBET HA
JTHTETLHBIH CPOK. BHAUEHHE TI0 YMOIUAHKIO 5 MuRYT. ECIU NONb30BATE 1s OGPATHT-
©A (10 TOMY 3Ke apecy U0 UCTEUEHHH 3TOTO BPEMEHH, TO KOTHA M3 K31a He 6y5eT ue-
NO1B30BATECH, A MPOU3DHACT HOBAs OTIHITKA JafTH Ha CalT,

3 positive_dns_mm1 n hours — BPEMs B HACAX, B TEYeHHME KOTOPOrO HYKHO KIUIMPO-
BaTh MOJOMUTENBHEIA pe3yasrar DNS-zampoca. B 9T0T npoMexyTok BpemeHH IpH
1osropHbiX ofpawennax k DNS IP-aapec GyaeT B34t 13 kawra. [To ymomanmo 32a-
110 3uavenue 6 4acOB, B HACTORIIEE BPeMA eT0 MONIIO YBETHHUBTE 10 24 acos, He-
CKONbKO NeT Halad 1P-aapeca MMeTn TEHASHUMIO O4ellh HACTO MEUATHCH, MOITOMY
NPUXOIMIIOCH OTPAHHYKBATE BPEMS JKU3HH 3anpocos. Celfiac GO:IbIUHCTBO caltTon
HMEIOT CTATHUECKUE aJIpecd, KOTOPHIE WSMEHAIOTCA TOMBKO TPH CMEHE XOCTHHTA, a
KpYTHEIE NOPTANE 3ape3ePEHPOBATH CobT COBCTRSHHbIE NOCTORKKME TP-anpeca. Fe:m
B5 HE XOTHTE HCTIOTH30BATh K3UIHpoBaHHe [P-3IPecoB, BCTPOSHHOC B Squid, TO MOk~
HO YCTAHOBWTE TOT TIapaMeTp B [

D negative dns_trl n minutes — MPOMCKYTOK BPCMCHH B MHHYTAX, B IpelenaX KOTO-
POr0 HYXKHO K3IIHPOBATH HeraTHEHEI oTaeT DNS-cepaepa. Ecin o nMenu He maif-
nern 1P-aapec, To, BO3MOKHO, NpobrieMa ¢ CEPBEPOM HMSH, & He ¢ MMeHeM. Takne Bo-
OpOCH! HaIIE BCETO PEMIAOTCA B TeHentue 2--3 MUIIYT, N0ITOMY OTPUNATENbHEIR OTBeT
He CTOWT JSMKATH B K3IIE AOIBIIE, MHAYE BCE 3TO BPeMA KIMEHTHI He CMOryT abpa-
THTLCA K Cality. S gexalo STOT napaMeTp paBHEIM | Wi O, 9TOBH MONE30BATENH YBH-
HeNt Hy’KHBIE CalT cpasy Tocne YCTpaHeH s npoGieMel;

3 range_cffset_liniz n KB— IOPAUOK ICPCAGHM KIMCHTY HEUOUHBIK JAHHGIX, [Toms-
30ATEND MOXKET 3ATIPOCHTE He Bech (hailt, & JWLTB ero YacTh. B aToy cryuae squid ne
MOXET K3UIMPOBATE TakoH (halin, Be ckavab ero uenAkoM, OIHAKO €C/TH 3aNPOMEHAAS
HaCTh CHILHO CMELLENa 0T Ha4aa (aiina, To 9TO NpHBeeT K 601bLION Jalepke ne-
PelL TeM, Kak squid HAUHET BOIBPAILATE UTC-THGO KIHEHTY. JL% KOHTPOIIS Haj Takk-
MU CHTYALIMAME M TIPEAYCMOTPSH TOT IAPaMETP — ECIH CMEMISHHE atpOIIeHHON
yacTH Gorlee MPaMeTpa n, TO TPOKCH-CEPBEp 3aTIPCUT ¥ cepepa B MuTepreTe mims
BeoBXOAMMYIO TOIL30BATENIO HacTL alina u ue Gyaer ero kswHposats. Ecnn yka-
3aTL 3HAYEHME 1, 1O squid Byaer Bcerda 3arpykaTh Beck dalin ¥ KIMMPOBATL ETO
conepunmoe. ECAM ke yKazaTs 3HaueHMe 0 (0 yMOTHAHWIO), TO, HANPOTHE, squid
ByleT cKkauuBaTh TONLKO 3ANPOLIEINILE YACTH (ail108 M KIUINPOBATE HX, JTHIIL SCNH
3anpoIeH Bech dati.

9.3.4. XypHankt

B xoudurypaunorRoM dafine ecTh HECKONBKO NapaMeTpoa, BIMAIIHX Ha paboTy npo-

KCH-CepBEpa ¢ XKYPHAIOM (JKYPHALI JIETKO HHTAIOTCS B MOGOM TEKCTOROM PEAaKTOpeE):

O czcae 255_log dajir — KYPHAI, B KOTOPOM COXPAHACTCA BCH AKTMRHOCTh N10I1h30-
warensii, & wmenro: HTTP- w 1CP-sanpockt. Tho yMONuaRMio 5TOT NapameTp pase
fvar/logisquid/access.log;
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wirdow.close () ;
¥ s ]
</script>
</head>
<body>
</pedy>
</html>

9.5.7. Bopvba ¢ 3anpelieHHEIMM caidTamm

Hepaeuo s pasropapHBai ¢ OnHWM CBOMM 3HAKOMBIM, H MHE MOHPABUIOCH €T0 ONpeele-
Hite VIHTepHETL — CETh CO3aHa H XMEET oprOTpadue. f He coucem u STOM yBepen,
HO MHC KIKETCR, 4TO OH NpaB XoTA 6b( B TaM, 4T0 Tpaduk c CANTOB C MHTHM-
COEPIKMMBIM HAHGONee BHICOK (ECTH He CIHTATH CTYWGY oBHOBTERHA Microsoft, oTkya
TONE30BATENH CKAYUBAIOT MATYM UTs HPOrpaMM 1ok Kommanmy ©).

Hu oxgun paGoronatens He o5paTyeTcs, €c/iu €ro COTPYAHHKH B pabodes BpeMsa SYIyT
LOCeIATS CAFTHE € SAIPEIERHAIM KOHTEHTOM (3T HC TONIbKO Geonorclsas Tpata Tpadu-
Ka, HO U JIPYTHE HENPOH3BOSMTENLHLE PacX0Ll). PoMuTeNH TOXKE He XOTAT, UTOGHN HX.
IETH TIOCEIATH TIOAOGHEIE CAHTE], IOSTOMY CTPEMATCSA OrPAgHTE HX OT DTOMO 3PEHIIA.
370 5 TOBOPIO KaK OTCII ABOHX ACTCH.

TIOpHOCAHTE /1ETKO MOJKHO 3AIPETHTE ¢ TIOMOLIBIO TAKUX A€ METOAO, KAK Mbl HCHO/Ib-
308anH 11 Gauepos. Hanpuvep, MOXKHO OTKIIOMUTE mofble caliThl, B 7pece KOTOPHX
ects como "sex". Ho Hem:35 3a661Bats, 4To MOTyT BLITS HeKoueHAs, K nprmepy, anpec
MONeT comepkaTh Teket "GasExpo”. OBpatite BuiMaiie, 4TO BsLIEIENHbE GYKBEI COI-
RAOT CIoBO "sex”. VI cITywaH, KOT/Ia TIOJG30BATEITH He MOTYT MOTIACTb Ha CailT BRICTaukN
IO TA30BOMY 0GOPYIOBAHHIO, BIIOTTHE PeaTHHEL

Co37apaTh CIIMCKM 3aNIPEINEHHBIX CaliTOB JOCTATOYHO CHOMKHO, HO MOXEO. B HacTosmee
BpPEMA B 30HE coMm GONEIINHCTBO CAMTOB SPOTHUSCKON HAMPABNEHHOCTH 3aKPBITUCE, i
OHH OBNUMBANOT NIPYTHE IOMEHB], IPHHAILISKAIIHE MATEHEKNM rocydapersam. Cymeet-
BYIOT IOMeHSI, KOTOPHe Ha 90 % COCTOST W3 CAWTOB MHIYCTPHH pasameveHuii st
B3poc/ILIX. BOT aX MOKHO 05pe3ats noTHOCTEIO.

9.5.8. OrpaHmueHue kaHana

TIpu opranM3auMe A0cTYTa B IHTEpHET OUeHb YacTo TpebyeTca 06ecneuHTs OTANEHEM
[OMB30BATEARM GONBLIYIO CKOPOCTE NOMICTIONeHHs. Kak 5To ¢enats, Korna no yMomya-
HHIO BOE PARHOTIPABHBI M MOTYT padOTaTh HA MAKCHMATBHO JOCTYIHOW HAa NaHHEL MO-
MeHT ckopocTh? JI18 3TOTG HYKHO ONPEENIHTECA C TIPHOPHTETaMM. TS HEKOTOPHIX
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I Cand alias specification

¥ Defamlts specificaticn

= privilege specifi:
ALL= 2LL

ion

# Uncomment to allow people in group wheel to run all commands
# Swheel BLL={RLL) BLL

# Same thing without 2 password .
# Suheel BLL~ (AL NOPRSSWD: ALL

# samples
# $usors AL
# Susers lccalhost=/sbin/shutdown -h now

fsbin/reunt /edrony /sbin/umount /odrom

B 570 hafbiic TOIbKO OIHA CTPOK 63 KOMMCHTApHE
root ALL=(ALL} ALL

(OB COCTONT M2 TPeX apAMETPOB:

O M — NONESOBATENE (WK IPYINa), KOTOPOMY PA3PELIeNO BLIIONNATE ONpexenen-
HYIO KOMARZY. 5l PEKOMEHIIYIO YKA3HIBATE KOHKPETHBIX [0MTb30BaTENeH. Xakep MOXeT
CTATE YUACTHUKOM IPYIITBI M, He OGNATAN [IPH STOM HACTHEIMY TIPHENITETHIMH, TOTy-
T JOCTYTI K BLIOJIHEHHIO ONACHBIX KOMAH;

01 KOMITHEOTEp — WM MAUIHHBL, Ha KOTOPOI MOXKHO BBUTONHATE KOMAHIY OT NHIA a7l
MHIHCTPaTopa;

O KkOMaBIBl, KOTOpEIE Pa3pelIeHO BBIUOIHATE YKa3aHHOMY MOB30BATENMIO (MePEHHCIIA-
JOTCS [IOCHIC 3HAKE PABHO).

Vhtax, w06kl MOMEI0BATENb CMOT TIPOEMOTPeTs daitt /ete/shadow, HeoSXamHMO MpoT-

CaTh COOTBETCTRYIOLIEE MPAR0. B MOEH CHCTEME €CTh NPOCTOH NOIBI0BATEND ¢ HMEHEM

robert. Jins uero s gobarsio B daiin /etc/sudoers cireTyromry1o anmce:

robert All-aLL

Teneps nonn3osatess robert eMOKET BLMONHATL ¢ NOMOINLIO sudo MOGLIE ATMHIHCTPa-

TOPCKHE 33,1241, TTPOREPETE FTO, HOATOPHE RHITIOIHEHHE KOMAHLLL

sudo =a% /enc/shadow

Tla 5107 pas BCe 1O:DKHO 1IPOIETH yCuentno. Ha SKPae OTMMICH LIPHIIAILENHE RRECTH

TNApONE ATMHHUCTPATOPA UTA BEITIO;THSHHA KOMAHJIbI.

Ho pasperirerue BHIOMHEHUS a6CONIOTHO BCEX KOMAET HE COOTBETCTBYST MPHHLIMIAM
noctpocHus Gesonacuod cuctembl. HeoGxoauMO BBOANTS OMPCACCHHBIE OTPARHUHCHUS.

OBiciyKuBaTh CCpBSP, KOTOPIA GGPAGATHIEACT TACIHCRHO MHOKECTEO NOAKIKMCHUF
TONBIOBATENEH H HA KOTOPOM PadoTaloT pasHBIC CEPBHCHL, B OJMHOUKY OYEHE CNOMCHO,
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Tonysaercs, uro ieprwie Tpn oirera & TP-gjpece 1 macie 255.255.255.0 — aro
AIPEC COTH, & NOCNCAHME — HOMEP KOMIBKTEPA. B 3TOM CETH, 4 TAK KaK 01 HEro A
IAHHOM CITyMae OTBEIEHO ORHO YHCIIO, MAKCWMANBHOE 3HaueHe KOTOpOTo 2:
HETPYIHO JIOTAATHCA, KAKOE KOTTHUECTBO KOMITBIOTEPOB MOMET GHITH B BaleH ceTi.

PaccMOTPHM eLie IpHMep:
192.168.002.00- — TP-anpec

285,255.000.000 — Macka MOCETH

B JaHHOM c/Tydac NepBele Ba OKTETA — 3T0 HOMED CETH, 8 OCTABIIMECH 1B — HO-
Mep KOMIBKOTEpa B CeTH. “HC/I0, KOTOPO® MOKIIO 321aTh IByMA IPYRNaMH, ropasio
Gobme, vem 255, a 3HauwT, M ccTh GyIeT MacmTabHCC.

Teneps MOXKHO CAeNATH OMHO 3akmodeHHe. KOMITBIOTEphl, MMEIOILHE OIWH anpec CeTH
(CORUAABIOT TPH IICDRKIE UnCIa), MOTYT OBWATHCH MCA1Y o0, MaiuHer B pasihix
CETHX He BUOAT OpYT Apyra. YTalbl OHM CMOCNN BIAMMONENHCTROBAT, HEOOXOIMMO Crie-
UMATEEOE YCTPOHCTBO (MapUIPYTHIATOP), KOTOPOE OBLEMEAET PasNHTHEIE CETH M MO-
KET MEPEAABATD MAKETH! MEACTY HUMH,

B COBPEMEHHEIX MCTPHOYTHBAX MOHO RaifTH BHIYQIBHbIC CPEACTBA HACTPOMKH coTe-
Bo#i kapret. Hanpuviep, & Ubuntu 3Ta yTRIHTA BEIIARVT Tak, Kak OKASaHO Ha pHC. 3.5.

/ oy
8 envockorons
s Adsion e e 3

b
St i
s

Puc. 3.5. Okna HACTPONKN cETH
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Tlporpayma ellie He 3HaeT, ¢ KAKUM TIOYTORBIM AIIHKOM MBI XOTHM PaCoTaTe, W 9TO He-
obxopumo uacTpouts. Bocromnsylitecs mynxrom memo Settings | Configure KMail.
TMeper BavH oTKpoeTCH OKHO Kompurypaym. B Hem suGepue paszien Network, i Bet
YBRINTE OKHO C ABYM# BiTagkaMi: Sending i Receiving (puc. 8.2).

=
¥ [ateiy 4
Rer ve | 1

i

Lo |

|
|

Miscellaneous

PUGC. 8.2. OKHO CETEBbIX HACTRAEK

Ha mcrajice Sending Mu1 (NN YKAIETH IAPAMETDRL CEPREPA, HEPE3 KOTODSIE GyaeT
TponcXoauTs oTnpaBka. [To ymonuaHdi Nokanbrelit sendmail yxke HacTpoeH, HO uyTO
ENATH, eCIH TIOMTOBKIA CEPBEp PACTIONOKEH Ha APYroM kommeioTepe? [lapafite yanam
CYWECTRYIONIYIO 3akich (BELIETHTE €¢ i HAKMHUTE KHOMKY Remove), a IOTOM co3many
CROK,

Hasxmure knomky Add naa nobasicuns Hopoil sanucH. [lepen BaMH OTKPOETCA OKHO Bbl~

Gopa nporaxona: SMTP 1nm Sendmail. BuiGupaen SMTP kax Hanbonee yHuBepCaThHBI

‘napuan. Terieph 0TKPOETCA OKHO, B KOTOPOM HY/KHO YKasaTe napameTpsr SMTP-cepepa,

“epe3 KOTOPLIi Mp1 Gyaem nocuinats nouty (puc. 8.3).

B oTOM OKHE HYIKIIO 3aN0IUTL CIeIYIOUME NO1S:

0 Name — ins ceppepa, KOTOpOS MOET GHITh MOBAIM;

00 Host— aypec SMTP-cepuepa. ECi gh1 HCHO:ILIYETS TOKLIBHBIA COPRED, 10 MOKHO
ykasate localhost i 127.0.0.1;

1 Port — nopr SMTP-cepeepa. Uamme BCero HOMONL3YETEA TIOPT 25, HO 310 FHATCHNE
MONET GBI HIMEHCHC;
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T1i44am up 1:22, -2 hsers, load average: 0,08, 8,00, 0,00
8 processes? 46 sleeping, 1 rumning, B zombie, 11 stopped
CPU states: 0.0 user. 0,57 system, 0.8 2 idle

255884 au) 248416K used, 7468k free, OK shrd,  BULBEK buff
514846K ab; OK used, 514648k free 61472K cached

5. %

468

Puc. 3.4, PesynuTaT paorel KoMaHas! top

Ecnn Mol KOMNIBIOTED HAYHHAST "TOPMOIUTS", WM paboTa 3aMEANACTCA Yepe3 onpele-
JICHHBIC IPOMEIKYTKY BPEMCHH, TO A 3aMIYCKAK) top B OTACIEHOM TEPMHHANC 1, 10 MCPC
HEOBXO/MOUTH. IEPEKNIGHAIOCH HA HETD, HTOGH YRHIETH HAIPYSKY HPOHECCOR

B sepxuelf cTpoke okua (cM. pHe. 3.4) BLIBOINTCS KONMYECTEO MONMBsOBATENel, Obuan
3JArPy3Ka CHCTEMLL W CTATHCTHKA fPOLSECOB: OBILSE KOIMMECTDO, CILILIME, BLINOMLAC-
MBl€, 3aBHCIIHE ¥ OCTAHOB.ICHHBIE.

TIOMHMO 3TOTO, TAM MOMHO YRHAIGTh KDATKHIi OTYET NO MCTIONKIOEAHHIO NAMATH: KOTH-
UECTBO 32RATON 1 CBOBOAHOI ONIEPATHBHON MIAVATH 1 paTMEp Pa3Iena NogKauky. B mo-
M Caydae B KOMIBIOTEpE YCTAHOENEHD 256 MEAHT IAMSTH, 1 M3 HIX CBOGOIHO TONBKO
7 MBaiiT, 4 pasien nojwatkh oKa He ucTioksyeTcs, Takoe Manoe KoUYecTBO cRoGo)i-
HOH TIAMATI [OBOPHT O TOM, YTO He OMEINATO Gbl ¢ HapacTHTh. Uew MEHBLIE KOMIbIO-
TEp MCHOAB3YET SWAp-pazae, Tem OhcTpee oH paBotaeT. KOHEYHO, MOKA YTO 3TOT pas-
Jlen TPAKTUYECKH He HCTIONB3YETCA, HO eci MepeiiTu B rpadudecknil peskus i 3amyc-
THTh Iy MOLIHHIX NPWIOKCHNR, TO  SWap-DA3ICAA HC XRATHT.

Tporpanyia top GyneT oBHORNATL HHGOPMALHIO © 3arPyaKe TIPOIECCOpa ¢ ONPEMeNeH-
HBIM MHTCpRANOM RpeMent. TR BRXOIA WS HDOIPAMMS] HIKMATE KOMGHHALMKD KG1ARMII
<Crl=+<C>. )

3.4.4. 3ombu npoTvB pacTeHuid

B cucTeMe MHOCAA MOSBASIOTCA TPOLECCHI 30MGH, KOTOpbie YMUPAIOT. Sl UACTO mpue-
ugro Linux s 3anycka pasmvuHeX 3anat., No PACMHCAHHIO MCOONL3YS KOMAaHLY cron
WIH TIPOCTO CKPHNTH, KOTOpHIE GECKOHEMHO paGoTaloT B UMKNe H BEIONHAIOT 3a1aM B
ompeaetenioe pems. OC Linux B 5ToM OTowWeun yA061a i J0CTATOMID HAIEKIA, 110
DATIEKO He BCEriia HATEKHEI ee MPHITOKEHNS.
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¢aiite mapamMeTpsl, KOTOPSIE NEPEAAIOTCS NPOCPAMME, W MIMENMTE MX Ha qin MPAMO
B TEKCTe CLEHapHS.

8.4.3. Tlpaea aoctyna

Hu omnu cepeuc 8 OC He ZomkeH paGoTaTh OT HMEHH 2IMMHHCTpaTopa root. Ecnr & ko-
Tie AporpaMMBbl ByneT HaiieHa naseiixa, NO3BOIMOWIAA 3AMYCKaTh KOMAHIbL, TO MOFKHO
CUUTATE CHICTEMY TIOTEPAHHOM, NOTOMY UTO TUPEKTHBHL Gy[yT BHIONHATECA C TIPABAMI
root. OrbITHEIE TO/L30BATENH KOMNBIOTCPOB, HABEPHOE, TIOMHAT, HTO HECKOITBKO JIT Ha-
3an B sendmail 9yTs T He KATYIO HETEMED HAXOAATH OMKGKH, H GONHLIAHCTBO W3 HKX
GLUTH KPUTHUHSIMH.

Ceparc JoyukeH paboTaTL ¢ MpaBaMu NONE3OBATENS, KOTOPOMY JOCTYTIHBL TONBKO He-
obX0xHMELe 1ts paboThl Karanork i Qaiisl. B nocnennux sepenax sendmail ato yike
PEANKM30BAHO ¢ IOMOIUBIO TAPAMETPa RundsUser:

O KunAsUser=sendrail

TTo yMONYAHHEO 3Ta CTPOKA MOXKCT OBITh 3aKOMMCHTHPOBAHA 3HAKOM 4 B HAYAIC CTPOKH.
VepuTe KoMMERTEPHI. MOKHO Taloke SEHO 10GABHTE ONHCAHME TPYTIT, ¢ TIPABAMI
KOTOPO IOJDKHA [POMCXOAHTE pabora:

0 RunAsUser=sendmalilinail

B manHOM cTydae serndmail — 3TO HMS TIONBIOBATETH, 4 mzil — UM FPYNTIBL

8.4.4. NuwHue KoMaHALL

[TouToBLIIE cepBep OGPASATEIBACT MEOKCCTBO KOMBHE, HO HE BCC U3 HX MOTYT OKa3aTs-
A TIOESHBIMA, VOeIuTech, ¥T0 B BAEM KOHOMIYPAUMOHHOM (aline IPUCYTCTBYIOT
H 1I€ 33KPEIT KOMMEHTAPHEM C/ICIYIOUIHE CTPOKH:

© BrivacyOpti
© Privacyopti
© privacyOptics:

uthuarnirgs

MOZKHO TaKsie B OTHOH KOMaHZe TIepeHHCIIHTS Bee NapaMeTpBl Hepes 3aMiTyio;

€ PrivacyOpticrs=authu:

rnings, roesoe, novrfy

HauGonee onacHoii Ang cepepa MOKET OKA3ATECA ONLMA VAFY, KOTOpas MO3ROMAET PO~
BEPUTH CYUIECTBOBAHHS MIOMTOBOrO AUMKA, HMGHHO o 3anpeliiacT TPEThA CTPOKa. (Tpe-
THi N2paveTp) B JaHHOM MpUMEPE.

BTopad cTpoKa YCTaHABIIHBAET NIAPaMeTp noexpr, JANPEMIAOUIHI KOMaHTy ZXEN, KOTopas
TO3BOIACT TIO MOUTOROMY TICERIOHHMY OnpeaenuTh aapec E-mail iw1n naxe umsa nos3o-
Batemi. C MOMOIIBIO 3TOM MHPEKTHBEI Xakephl MOTYT COOMPATh CIIHCKM TS PACCHUIKH
crama. He CTOMT 1aBaTh B pyKH 370YMEILUTCHHHIA TAKYIO HEGOPMALHIO,

8.4.5. BernonHeHue BHelHWX KOMaHA

B MoYTOBOM CepBHCE €CTH OJHA Cepbe3HAA MpobTemMa — eMy HeoGXONMMO BHITIONHATE
CHCTeMIbE KOMAHIBL, @ 5TO BCETHAa OMAcHO. ECTH XaKep CMOXKET 3amycTHTE Takyio
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12.3.1. Isat

Tepsas mporpamma, ¢ KOTOPOiA HAM MPEICTOMT MO3HAKOMUTBCS, — lsat. Ec uetopus ne
CTHITKOM JUTHARA, KO 32 CYET YACTOTO OGHOBNIEHWA BOIMOACHOCTH TIDOTPAMME! GHICTPO
BBIPOCTH, a Gnaronaps MOTYNEHOM GPXHTEKType pacimupesie (GYHRUMH MpPOHCXOAHT
JIErKO 1 GHCTPO.

Tporpamma lsat 1HOCTARNAEICH B MEXOJHBIX KOJEX, H HAATH B MOWKHO 1K) 3jpecy
usat.sourceforge.net. Ha MOMEHT OAraToRKM 5TOH KHMrH 6ina focTymHa Bepes 0.9.7.
K comancumo, oMa He oBHOBIANACH ¢ KoHila 2008 roa, HO, TeM HC MCHCC, BCC PaBHO
MOJKET OKa3aThCA BecbMa noneanoil. CkayafiTe apxue B CBOA AOMALIHUIA KATAIOT, H Ja-
BaliTe BMECTE YCTAHOBUM ee ¥ TIonpodyem ¢ Hell nopaGotats. Ha calite nocTynHe tgz- 0
Zip-BepcuH. 51 PEKOMEHATYIO BOCTIONBI0BATECA TIEPBOH, TOTOMY TG 3TO POIHOI apXHB
20 Linux, H 0B TPOLIe B HCIONE3OBARHH,

JInd yCTaHOBKH BEINONTHHTE CISAYIOMAE KOMARIB:

tar wavt lsat-0.9.7.tgz
.f1saz-C.3.7.2gz/configure
./15a=-C.9.7.2gz/make

lleppas MpexTHBa pacriakoBLIBacT apxus lsat-0.9.7.tgz. Mms daitna MoweT oTMHaTHCS,
M Y BAC /Ipyran BEPCHS ITPOSPAMMBL RTODAN KOMAH/JA 4a11YCKACT KOHIDHIYPHDOBaHKC,
a TPEThA CODMPAET MPOSKT H3 HCXOAHBIX KOJOB B OMH MCTOMHACMBII datin.

JLnd 3amycka NporpaMMel BEMMOTHKUTE CNEAYIONTYI0 KOMAHTY:
./1se=-0.9.7.tgz/1sat

Telieph MOXHO WITH TOTOBHTS KO()S H ME/LTEHHO H NIEYaibHo ero MTh. TIpotece TecTi-

POBAKIHS CHCTEMBI 33HHMAET J0BOILHO MHOTQ BPEMEHH, OCOGEHHO Ha c1abblX MalHHaX.

TIpw a1 1YCKE MOKHO YKAZaTS O/ME U3 CHEAYIONIX KIKMETE:

O -0 wax paiina — OTHET 3ANUCKIBATE B yKa3aHHb daiin. [Io yMOMYaHHIO OTHET Nona-
faeT B daiin lsat.out;

0O -v

-s-— HE BMABATh HHKAKMX COOGIIEHMI Ha 3KpaH. DTO yA0GHD NPH BBITOJHEHHH

KOMaBALI Hepes cron;

BbABATH HOAPOGHBLH OTHCT;

a

0 -r- - BLIIOTHSTE PUBEPKY KOHTPOMBHBIX CYMM (IeniaeTcs ¢ nomomsio RPM). 3o
OSRONACT BBINBHTH HCAAKOHHO HIMEHEHHBIC [IPOIPAMMAIL,

Jlyuwe scero [sat Gyner paforars Ha Red Hat-nogofnbix cHeTeMax, noromy 91e B Hee

BCTPOEHa BOIMOXKHOCTG PaboTsl ¢ RPM-nakeTamu, KOTOpbIE ABJSIOTCA OTITHMHTENEHOM

ocobennocTeo auerpubytinsa Red Hat Linux u €10 onos.

Bo BpeMs TPOREPKY B5! YBIAUTE Ha IKpaHe MPHMEPHO CIeMyIOUTHIA TEKCT:
Starting LSAT.

Getting system information...
Running modules...






index-356_1.png
Mowumopuno cucmenot 355

Fcam aiist Jetc/sysconfig/syslog cywiecinyet, 10 s iem Gyper Takax xe cTpoka. B atom
CITyuae BaM JOCTATOWHO BHECTH W3MEHEHMS B 3TOT daiin, u He Hazo Gynet Tporate cle-
‘FapwiA sanycka fetc/re.d/init.d/syslog,

Hcrnons3oBanme BLICICHHOTO CCPBCPA JUIA COXPRHCHHA COODIICHRI M3 XYPHATOB N0-
SRONRET COXPRHHTH SAIMEH, HO LD FTOM JE18ET UX JIOCTYIKBIMH JUSt BCeobliero Tpo-
emoTpa. Ieno B ToM, 4TO COOBIIRHHA MepefatoTes TIo CeTH B HelalUM(PORIHHOM BHIE.
D10 He NpobNieva, ecTH BB OTAENEHs! 0T HHTSpHET CeTeRSIM KPAHOM, U AIOYMBINLICH-
HHK HE CMOr NPOMHKHYTh BHYTph ceTi. Ho ecam xakepy yaanoch panomath XoTa Gkl
OZHH KOMIBIOTED B 3AUUMILCHHON CSTH, TO OH MOKET YCTAKORKTH NPOTPAMMY 11POCITY=
IUHBAHAA M YBUIETE BCe COOOIIEHNS B JXypHANaX.
BOpOC petaetes JIOCTTOUHO 1{pocTo — MUMGPOBATH TPadik, HAPAENE Ero Uepea TyH-
Henb SSL. Camuii IPOCTOiA BAPHAHT — BEITIOTHHTE ClIEyIOIIHE IEHCTBIA:
1. Ha cepsepe, OTIpaBisioleM cooGilenns, B koHGHIypatumoHHOM dajiie nponuckisa-
€M MepechLIKy CooGIeHUH 112 TOKATBITbIA KOMIBLIOTEp:
*.%  @lacalhost
2. Bee coofiluens GY/TyT NePeNaBATECA Ha NOKATLHEI KOMMBIOTEp Ha niopr 514 UDP.
UToBT BCe TIOYHIIOCH, CEPBEP HE ZIOMMKEH PaGOTATL B PEXHME MPHEME COOTIICHHE,
T. €. samyiueH 6e3 koda - . Mnate mopT 514 GyIeT 3aHAT, a HaM 3T0 He HYKHO.
3. Hanopry 514 OKATKHOTO KOMITBIOTEPA 3aMTyCKaeM stunnel-KiHenT:
stunnel ¢ -d 127.0.0.1: 51¢ -r losgserver:1050

Bce coofmenns, MOTyHeNibIe 113 ITOT MOPT, GYIyT WwHPPOBATLCA U MEepPeaBaTECA HA
nopr 1050 koMTBIOTEpPA lcagserver. B BameM crywyae BMeCTO HMEHW _oagserver
HYKHO yKa3aTh aIlpcc BALICTo CCPBCPE.

4. Ha koMmbroTepe leagserver CO3IAEM smunnel-ceprep:
stunnel - 1050 -r 127.0.8.1:514

Tloce 3THX nefCTBHUI HA TOKATBHOM KOMNBKOTCPC KIHeHT stunnel GyacT nanyuats He-
JamudposanHme coolineni ka 10pTy 514, mudporath ux 1 oTipaLiT, Ha topr 1050
KOMNBKOTePa loagssrver. A Ha KOMNbIOTEpe lougserver Cepeep stunnel Gyaet noaydats
sauagposanisie cOoGLEHN U B paciindpoBAHHOM BIIE HaMpaBiaATL MX Ha mopt 514,
Ha cepBepe loagserver CepBHC syslogd NOJDKEH OBITE 3aMyIIEH C KIOYOM - [LTA IPHE-
wa cooBinenmii na nopry $14.

Teneps Bee coobiuenis Gy,IyT nepeaaBaThest NO CETH b 3aLIHGPOBAHHOM BUIE.

12.5.7. logrotate

10b1 haibl ypHATOB CIMIIIKOM CHILHO He PA3TyBATHCE, B Linux BiOUeHa yTIIHTa
logrotate. PaccMOTpHM NP c¢ PaBOTs! Ha NPUMCPE skypHana /var/lug/messages:

1. Korna pasmep aiina /var/log/messages NpeBb{tuaeT MaKCHMAILNO IOMYCTHMOS
3HAYEHUC WIH MPOXOIMT ONPCICICHHBIH NPOMCKYTOK BPEMEHM, COACPHEMOE Te-
Kywero xypHara neperocwres B aiin /varflog/imessages.1, a gaiin /var/log/
MESSALES OURLIAETEH H Sa1IOIHASTCH SAHOKO;
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Hee BBIIETHTh MECTO 10, $aiiil i NONHCHIBATE HOBBIE IAHHBIE B KOHEL| YIKe CYIHECTRYK-
mero. TakiM OGPAIOM YMERBITACTCH (PPATMENTANNA JELHHRIX W (ORSIIIASTCS NPOMIRO/ M-
TENBHOCTL PaliIoBOR CHCTEMBI.

[fbottondat propertice:

Puc. 2.3. Okho caOKCTS thalina a Windows

Daiinosas cHeTeMa Ext4 noctpoena Ha Gase csoero upeawectsennnka EXI3 n ne upu-
HECITa HUKAKHX PEBOMOLMOHHBIX HOBLIECTB, & TOMBLKO YNYUIIEHHS U YBEMMSHHE TTOKA-
sateneit npeamecTeennaxa. Ho W 5TOro oKa3alock A0CTATONHO, 406k Extd Hasam:
HPHMEHAT 110 YMOMMAHHIO B GOILLIOM KOIMHECTRE AMCTPHGYTHROR, MHC KameTes, 10
ceifuac caman momynapHan (alinosas cucTeMa.

2.3.2. Py4Hoe cospaHue pasaence

Ecu BB HACTPANBAETE CEPBEp, 1 He IOMAIINKI KOMITBIOTED, TO MOXKHO TIOTYMATS 0 TOM,
yTOObl COZAATE pasaens Rpydsyry. TTo yMOTHaHMIO MpOrPAMMA YCTAHOBKH CO31acT
TONBKO JBA PA3IETa; OCHOBHOM U 1A (aiina noakauky (GyIeT UCTONB30BATLSH MPH He-
XBATKe ONEPATHEHON NAMATH), UTO HeaiPEKTHEHO W AaKe HeGEI0NacHo B ClyHae pado-
ThI B CEPBEPHOM OKPYKEHHH.

B 7aba. 2.1 nepsuMciens pasienLl, KOTOPLIE MOMAIO CO3aBaTh, W HX La3LauenHe.
B PAUIMUHEIX AHCIPHBY THEAX HEKOTOPAIE ME FTUX PABISION MOLYT OTCYTCTHORTH.
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3 -f — ¢openposannan nepexaua. Hanpimep, Bam HYKHO GHCTPO OTIPABHTS 50 3a-
NpocoR, TOTNa KoMaHZa GYACT BHITIAICTH cacaylomum ofpasoMm: ping -f -c
50 195.10.24.18. DTOT K1Y B COYCTAHNH © GOIBIIMM KOTHIECTBOM AKETOB 3HAUH-
TEALHOrO PaIMepd MOKET CANLIO 3ArPYIUT CETh M KOMNBIOTEP NOTYHATEN, & B He-
KOTOPbIX CHCTEMAX JaKE MPUBECTH K BPEMEHIIOMY OTKaTy OT OGCITyKHBalHA,

3 s n— pasvep nakera. Hampuwmep, eClH Bul XOTMTS OTNPAaBUTE MAKET PasMEPOM
& 1000 GaiiToB, KOMAHA AOIDKHA BBICNALETL TAK: ping -s 1000 195.13.14.18. B He-
KOTOPBIX CTapbix Bepeusx OC GLTH OUIMGKH, 1 OPH TOMYMeHKH CMIIKOM GONBIIOrD
nakeTa cHCTema 3aBucana. B HACTOAMIEE BPeNs MOTPELIHOCTH TAKOTO Poja OTCYTCT-
BYIOT, ¥ BCTPETHT M0T0GHY’0 cHcTemy B HHTepHETe CloNHo.

310 HamGOllee HACTO HCMOIb3yeMble TapavMeTpel JOMONHATEILHYI0 HHGOPMALHIO Mo
KOMaHE MOXKHO MOTYYHTL B COPABOULIOH CHCTEME, BLINOMIMB KOMAIIY man ping.

BHUMAHHE!

He Kabi CepBep OT3LIBASTOR HA 9X0-3aMPOCkI. B HEKOTOPLIX CHCTEMAX CETEBOW SKpaH
MOKET BhiTh HAGTROH Tak, “TOBAI He NponyCKaTh ICMP-Tpatbuk, i Torga oTaeTa He Gyaer,
XOTR peansHo Cepasp paboTaeT B HOPMANLHOM PEXVME W NaKeTH APYTORO TWNA MOXET
BOCTIPYHMMATS Ge3 Npodnem

5.1.3. netstat

372 KOMaH[Ia NIOKATBIRAET TEKYIIHE TIOMKTIOUEHNS K KOMTIBIOTEpY. PesylibTar e¢ BEITION-
Uelks MMSET IPUMEPHO CETYICIAT BI:

o Internel comncelicns (w/o servers)

o Recv-g Send-Q Local Address  Foreign Addre stale
o 0 Flenswi: £tp 192.168.77.10:3962 ESTABLISKED
o 0 FlenovM: frp-dara 192.168.77.10:2964 TTMZ_WATT

Mudopmauns npencrapiena B suae TaGnuukl. Japalite paccMOTPHM ¢ KOTOHKH:
O rroto — 6a30BLIH MPATOKON, KOTOPLIH UCTIONB3CRATCA [UTA coeMHeRwa. Uale Beero
3/16Ck MOXCHO BHAETE unix WIH top;

O Recv 20— KOMMIECTBO GalTOB, HE CKONMPOBANABIX MONL3OBATENLCKOH POTpaMMOi
3 ouepean;

a

Send-Q — KOJMYECTRO GalTOB B OMepeM HA CTTIPARKY YIANEHHOMY KOMITBIOTepY;

a

Local Address — JOKAIBHBIH aapec QopMata scwmsorep:rops. B KadecTse mopra
MOKCT HOMOIB3OBATECH KAk CHMBOBHOC HMA, TAK H YHCIO. B TIDHBCIICHHOM npHMEpe
B NepBOH CTPOKE MOKA3aH [OPT LLp, YTO COOTBRTCTBYET UHCHY 21:

O Poreign Address — ylaneHHBIF apec & opMate IP:nopr;

O Stale — COCTOAHKE COEAHHEHHS.

Y 5700 KOMIH/B MHOKCCTRO JIOHONHHTEIIRHRIX IADAMETDOR, M HIONHOE WX OlHCaHue
MOYHO YBHIeTS B hafinie CIPARKH, HAGPAB KOMAHITY mas netstat.

B Glrysde HENDEARWIEHHOR CHTYAAN W IOAGIPERIA Ha NPOHHKHOBEHNE | CHCTEMY M-
BHE Bbl C MOMOIIBIO 3TOM KOMAHIE CMOXETE OMpeIeIuTh, HEPe3 KaKOW cepeuc mpo-
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10.1.3. Tepeaaya paiinoe

Tlockomeiy mporokon FTP npenHaswaveH mia paloThl © PasHBIMM CHOTEMAMH, TO
ans nepenayy GaiIon HENOBIYIOTCA IBa OCHOBHBIX pemma; TereTopbiH (ASCID) u 6u-
HapHeIi.

JomycTHM, B6l XOTHTE NEPECIaTLy TEKCTOBBIH (ail1 ¢ koMnbioTepa UNIX 1a Komnbio-
Tep Windows. B UNIX a1 TokcTosbix (hafifop B Ka¥ceTBC ICHTM(UKATOpA KOMIA
cTpoku Hermonksyeres cumson <CR> (Carriage Retum, BosspaT kaperky, xoa 13).
A B Windows 10 xe camoe ofosHauacTes IByMs cMBOTaMH: Tem xe <CR> n <LF>
(Line Feed, mepesoa crpokn, koa 10). M ecan nocie mepexaun oTkpeits B Windows
TexcToBBI (ailn, nepecnannmii ¢ kommbroTepa UNLX B GuHapHOM pexcine, TO 3-3a
OTCYTCTBHA B 1leM cHMBOJIa <LF> Bce CTPOKHM TEKCTa CONBIOTCS B ONHY.

Ha puc. 10.1 nokasan dafin sendmail.cf (ucmonszyetes a1s kondmrypaun Sendmail),
cxavaummIii ¢ Linux-cephepa B GHRAPHOM pexHMe 7 OTKPHITHIH B Mporpamye Windows
Notepad. Kar BuuiTe, OMeHS THKENO Pa30BPaTS, HTO 371€Ch H IUIA HETO, 4 BMECTO Mepe-
X0Ja HA HOBYIO CTPOKY MOXHO YEWIETh HeunraeMsii cumson <CR>, upejcraniesnei
B BHJIE YCTOrO KBanpara.

S i S % %
HATRIADE CopyT . Trc. and Tts suppliers.ié A1l rig)
3 gshapiro Exp §  seksploseeee Tinux sEtup for Asi
i md,v 313 1005/04/02 02:25:13 gshepire Sxp §  #HEARIILEMEEE
i# operators that cannot be in Toca. usernames (1.e., networs indicate-s)ico @ %

iler table Coverriding domains)okmallertable hash -b /etc/matl/mailertable. o
718 NOTE: There is 2 potentizl for a denfal of service attack If This 15 set.n
ires Hoststatuspirectory)?i#0 SingleThreadbel ivery=Falsells use Errors—To: head
Timeout. command-1h1#0 Tireout, {dent=550#0 Timeout, £11e0pen-60s180 Timaout . contri
databas2 Tile (rull means no lookus)Do Userbatabasespace/etc/mail/userdb. dbnns

ormally /etc/hosts)ned HostsFiles/stc/hostsna# dialup 1ine delay on_ connection -
c211ing fnitaroups(3) because of high NIS cosTs?146 DontInitGroups=Falsenis ars
lo MaxreadersLength=3276810# Maximum depth oF alias recursioni#o Maxaliasrecursi:
Scage precedences  RIMHEREEFAREEEREEFRRBEFSSRFARI0PEIrSTClasco0NPSaaCTz]-del T
HREWRTTING RULESTAREERDRAIIEEHOIEEAPPEEITEAPREEIEE IR OP PRI RFL R

fresults from 11st:; syntaxiese 56 :; <6004 strip angle bracke

fiuce > " uucp subdomainsua# it we have % signs, take the rigntmosT onefRS* % §%
or TPva domain TiteraliRs® < @ [ §4 1 5 §x 5:°§1 <@ [ $7] > 83
UTPUT POST—FEW-TTING FEADEHERHERFFHEEEEEFA RIS R AR RS
(Pt b AR 005 DA S @=00 IRE §: §>parsec §1

{{ow delete the Tocal info - note $=0 to find characters that cause forwardingir:’
sendRs¥ <@ [ §+] : §- 1 §%> §¢ $#83 $6 %4 3: §1 < 6 [$2] > 85 smarthoig

Puc. 10.1. daiin sendmail cf, nonyuenHsii ¢ Linux-cepsepa B GMHapHOM pexiue

YroGbl pemnth npobnieMy KOHLA CTPOKHM, HeoOXOMMMO Ckaumsats Gail ¢ cepbepa
& cumuoneroM (ASCII) pexcime. B 3ToM clywae Teker MepejiaeTes 1oeTpouno, 1 OC-
nQUyuETEND CimMa JOBAIILET HYKHBIG CHMBOIR 1Iepeno;a crporu. Ha prc. 102 moxHo
yumyens daiin sendmail.cf, nolguennuiii ¢ ceprepa i pexnme ASCIL Teneps ungopma-
UHA CTafla YMTAGENBHOM, W BCS CHMBOJEI TISPEXONa Ha HOBYEO CTPOKY PacCTABNSHB
camolt OC BepHo, B COOTBSTCTBHH © €¢ BHYTPEHHHMH NIPABHIAMS,

JIBoReTHBIC hafiTs (HATIPHMEP, KAPTHHKH FUIK MyTbIKy) HEOGXOMMMO TICPEARATS B GH-

HAPHOM pesitaMe. 30ech HET padnuusif, B kako#t OC cosman obvext, u on Gyaer mpa-
BuBHO BOCHpUHAT B 0G0l OC, ymeroweii paGoTats ¢ jlaHHbIM dopMaTOM.
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Omnascael 5 padotan e ¢upme, rne esixon B Mirreprer koutponnposanca no 1P-anpecy.
'V mMena GELT0 OrpaHmMeHHe Ha ToTyderue 100 MGaifT MEQOPMAIIAY B MecAL, coceHAi
e KOMITBIOTEp MMEN MO AocTy. Yrofikl He 1paruth crof Tpadk Ha noiyueHue
Goabwux atios, uepes Mol [P-ampec 5 THWL NPOCMATPHRAN BeG-CTPAHHLE. A Ha co-
CEIHHt KOMILIOTEP 5 YCTAlOBUN NPOKCH-CEPBEP, TIOCTE HEro Mbl BCeM OTASOM 32X01H-
nn B Mirepret yepes omue LP-anpec, umeroumit HeoTpaHHIeHHBIH Tpaduk.

CeTeBble 3KpaHEl MOTYT PaboTaTs Ha KoMmEIoTepe ¢ OC (TPOTPaMMHBIE) HITH Ha KakoM-
HUGYIE PHINYECKOM YCTpOlCTRE (anmapatHele). B moGom cayuae ato nporpamma, a e
HIYT 1104, KOTOPHIM CRORCTECHHD olmKbaThCA. Kax 1 OC, Tak W IPOrpaMy ceTeBoro
KpaHa Hy/KHO PEry.JAPHO OGHOBISTE 1 HCTPABNATE NOFPEIIHOCTH, KOTOPHIE 6CTh BCErna
W Besie.

PaccMoTpuM 3auiTy Mo mopTau. JIOMYCTHM, UTO Y BAC €CTh BEG-CEpBEP, KOTOPEIF 3a-
WIMIEn CETeBLIM IKPAHOM, ¥ B IIEM paspeinesn To/Ibko mopT 80. A xaxepy Gonblue 1 ue
nano!!! Beap 5T0 He 34T, 4TO HeMb3s GyAeT HCMONE30BATE NPYTHE NPOTOKONBL. Mow-
HO CO31aTh TYHHENb, YepE3 KOTOPBIH JAHHBIE ORHONO MPOTOKONA MEPEakoTcs BHYTPH
apyroro. Tax nossutach 3HamenuTas araxa Loki, KoTOpad CAHKLFOHpYET mepenady
KOMAHJIEL T BBIMONHEHUA Ha ceppepe wepes ICMP-cooGumieHnd Eche Request (3%0-
3anpoc) 1 kcha keply (3X0-0TBET), NOAOGHO KOMANAE ping.

4.10.4. Firewall kax nanaues

Mot ciomHTHCS BrCHaTicHHe, 1o Firowall — 2To myeToe pasenedeHus i Tpara Ac-
Her. DTo He Tak. EGTH OH XOPOIIO HACTPORH, TIOCTOSHHO KOHTPONMPYSTCA, 4 B CHCTEME
UCTIONB3YIOTCA 3aIIHIIEHHEIE TIAPOIH, TO CETEBOM KPAH MOMKET MPEACTBPATHTE GONb-
WHHCTEO NpoGrem.

Xopoumit JKpaIl HMEST MIIOXKECTBO yPOBIlell POBePKH NPaB AOCTYNA, H HEMbA MC-
TIOIB30BaTh TOABKC ONMH H3 AUX. Ecnm et orpanuuneaete goctyn k Mutepuery me-
KAOUMTENBHO 110 TP-21PECY, T0 LPACOTONBTECH O1LIZMMBATH Go.tinoii tpadii. Ho ecni
TIpH TIpOBEpKe TIPAR NOCTYNA Wcnonb3yeTes IP-axpec B covetaHun ¢ MAC-anpecom u
nMapoIeM, TO TAKYH CHCTEMY B3IOMATL yke uamuoro cioxnee. Ja, 1 MAC-, o IP-
aApPec Nerko NMoJIeNaTh, HO MOXKHO J14 NOMHON HAaNEXHOCTH MOAKTIOUHTE K CHCTEMe
ZALLATEL ¥ MTOPTE! HA KOMMyTatope. B atom ciywae, nake ecau xakep GyleT 3HaTh na-
PONL. TO JTA €O HCTIONLIOBAHNA HYXRHO CHACTE NMEHHO 32 TEM KOMIEIOTEPOM, 33 KO-
TOPLIM Ol SAKPETLIEH. A 3TO Y@ HE NPOCTO.

3amMTa MOKET M IOMKHA GBITh MHOTCYPOBHEBOH. ECIM y BAC ©CTH MaHHble, KOTOpHIE
HYHHO OTPAZHTh OT [IOCTOPOHHNX, TO MCTIONBAYHTE MAKCHMATEHOS KONHUSCTBO YPOB-
Heii, Ho nanexo He kamkabii KOMIBIOTEP HYAKHO 30MHINATD, KaK YEMOIAHYMK IPEIHTICHTS
© BONETHOR ATOMHOI KHOIKOI.

TMpercTassTe cee Ganx. ¥ BX0N 0BIATENEHO CTOHT OXPAHHHK, KOTOpSI GMIACET OT BO-
poe & Menkux rpaGureneit. Ho ecTir nomsexars K TAKOMY YUPeXISHUK Ha TaHKC, TO 5Ta
OXpaHa He NOMOKET.

CroRoli IKPaH — 3TO KAK OXPAHA HA JRCPAX, OH JANIMIIACT OT MGAKMX XAKCPOR, KUTO-
PhiX NOTABIAIONIES GOBIIHHCTED.
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OmHO U3 MOIIHEALIWX TpenMyLIecTs Samba — BOIMOKHOCTE YAANCHHOTO YIPABMEHUA
uepea SSH i SWAT (Samba WEB-based Administrative Tool, naGop agMurncTpaTo-
pa qepes Beb i Samba).

6.1. KoHgurypuposatue Samba

OCHOBHEIM KoHGWIYpAIHOHEM daiiTom s Samba aBIAeTc Smb.conf, KoTOpHi MOK-
10 HAHTH B KATANIOTE /ete/samba/ (B HEKOTOPBIX AMCTPHOYTHBAX DTO MOKET DLITE KaTanor
/etc). KpoMe Hero B 3TOM KaTejlore HaxomuTcd ¢aiin Imhosts, ¢ MoMomso KoToporo
TIPOUCXOIHT COTOCTARNeHNE IP-aIpecoB U MMeH KOMIBIOTepOB, — AHATOrHYHC (aitav
Jetc/nosts B Linux 1 Jiuck:\Windows\System32\ driversietc\Imhosts.sam B Windows.

JlononHUTEIBIO B JTOM 3e KATATOTe MOJKIIO CO3JaTh Cledytoume (aiinet (eKoTopbie H3
ITHX MOTYT CYLUECTROBATE):

3 smbusers — CIUCOK NONE30BATETEH, KOTOPHIM PAIPELIEHO NOIKTIONATECA K CEPBEPY
Samba;

1 smbpasswd — napom nonk3oRaTeNeiR 13 datina smbusers.

Kax Buaure, y Samba cBou KOHGUIYpauHOHHbIE (hAAIBI JUIS XPAHEIIHA CITHCKA NOJNL30-

BaTexeH. ECM BLI CO30a€Te HX BPYHHYIO, TO YOSIHTECE, 4TO (IPaBa Ha YTEANE H 3anHCh

YCTAHOBNGHE! MPaBMABHO. Dl JomieH GBITh JOCTYNEH TONBKO AIMWHHCTPATODY, T. €.

BIafeNnbLeM MOXET GLITh JIIIB ro0t W HUKTO HHOH.

Kondurypaunonhyiit ¢ait1 smb.conf coaeput He TaK MHOTO TMPEKTHE, OTOMY s
yno5cToa BOCAPUATHS 5 NpUBEN B AuCTHUre 6.1 HeGOILWOH npuMep, KOTOPLIA NoMo-
KT BaM YBHOETh 0OWIVIO CTPYKTYpY Takoro dafiia. B manpmefimesm HaM mpejacToHT
paceMaTPHBaTB APYrHe cepBephl Linux, rae HacTpoek HaMHOro Gonbime,

[global’
# Oceommbie mrpexTiEN

worigroup = MYGROUE

server string = Samba Server

hosts allow = 192.168.1. 192.168.2. 127.
Lcad printers = yes

printing = lprng

guest account — peguest

# Derouss AypHana
log file = /var/log/samba/%m.log
rax log size = 0
syslog only = no

¥ Dpexies GezonzcuocTi
security = user
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Hhrax, toche awiopmiaiGii Ha CEPEEPE MOMHO BRINONANTE MoGsie komanwi FTP-cep-
Bepa. Ho TyT ceTh 0asa NPUGHEYE — CIIMCOK MDCKTMR SaRUCHT oF coprepa. Komoamo
K, €CTh OTpefeNeHHbie TPeOOBAHKS, KOTOPHIX NPHIEP:KHBAIOTCA BCE (POMU3BOIMTE-
114, — 3TO OCHORHBIE KOMAHITHI, omucaHHEle B RFC (Requests for Comments, paBoune
npeznoneans). OHAKO BOIMORKHOCTY, NPSIOCTARNACMBIE CTARAAPTOM, YA YCTAPEIH, H
PaspuSOTUMKM RCG-CCPRCPOR HAUAH NOGARINTS CROU (yHKIMM, KOTOHIC MOIYT OTAH-
MATHCA B pa3HBIX BEPCHAX NporpayM. Tak 4TO, ECTH KIHEHTCKAS TIPOrPAMMA B KAKHX-TO
CHTYaIMsX BefeT ce(s He COBCEM KOPPEKTHO, 3TO ellle He HAMHT, YTO OHa IUioXa, —
TIPOCTO OHA MOKET GBITE HECOBMECTAMA ¢ NAHHBIM CEPBEPOM.

Ochosible KoManaw npotoko:a FIP Moo youners B agn. 10.1. Oux savt MoryT mpu-
romuTees npu paGote uepea Telnet i s TecTHpoBaHKSA cepepa. Bonee MOIPOGHO OHH
onHcan B rpwenia 1.

Tainuua 10.1. Komaitu! npomokona FTP

Komanaa Onucanme

USER wwea ABTOPHIOSATHCR HA GEPBEPE KEK NONLIVBETENb © UMEHEM 5sn
FASS napone T e —

svST BepHyTs Tvn cucTembl

HELP TpeAOCTaBUTS CTMCOK AGCTYMHEIX A/ BLINOIHEHNA KOMANE
L1sT BuiBecTy cnucok hainos i KATANOToR TexylLed AUpeKTopUA
D BO38PaTUTS TEKYLLIYIa AMPENTORHIO

CHD mipexTarma CreHuTS Teryuiy0 AMpeKTOpHO

TYZE 0 YKasaTs Tun Nepena-y AaHHsIx: A Ans ASCII, | — anA GukapHLIX haiinos
RETR napamerp CraqaT ¢ cepeepa dailn, YKaaanHLIi B KEHECTBE IAPAMETDE
STOR napamerp 3ApYaWTL Ha CEpBEP AN, YKAIAHHLIN B KEWECTBE NAPEMETPE
AHOR TIpepsaTs MOCRE1HION KOMAHY WU MEPEAaNY AZHHSIX

QurT BTy 13 GnCTEMbI

10.1.2. Coofiuenua cepsepa

B 0TRET HA MOTYYEHHYIO KOMaHDy CepBEp BO3BPAII@ET HaM COOGUICHHA, N0 KOTOPBIM
MONHO OUEHHTS PERYITETAT PAGOTE. YBENOMITEHNS COCTOAT M3 TPEXIHAUHOTO YHETOBOMO
kofia U HeoBA3aTeNEHON TeKCTOBON HacTH. Ecy ang otBeta TpeByeTea HECKONBKO CTPOK,
TO 8 repeoli Nocne koaa cTOMT Aeduc, 4 B NOCeAHei nocne koaa ugeT npober.

BEI JJO/UKHEL 3HATH CMBIC] YHCIOBBIX KOJOB, 4TOOb ompenenuts Tan owmbku. Koraa
K BaM 3 IOMOUIBIO OGPAIIIAETCA TIOME3OBATETL, 3HAT IHAUSHHA KOTOB, BBl MOXKETE GbicT-
DO OIPCACATS PMHHHY CGOS U pntTh HPOGHEMY.

3uavenus Uepsodf M BTOpoi mMbp koja oTmeta FTP-cepsepa MOMHO YBHICTh B
Tabn. 10.2 n 10.3 coorueTeTREHHO.
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) HAIRIHC BOIMOWHOCTH PYHHOTO BOCCTAHOBICHHA GONBIIONO KONHUCSTBA TOTCPSH-
HBIX AAHHBIX]

I makcumanbHOE BpeMs NPocTos (HENOCTYNHOCTA) CEPBEDa;
7 kaTerophs HaMBO/TeE YACTO MEHSIOWAXCS IAHHBIX.

SIOT CLMCOK MUKHO LIPOOIPKHTS, HO Mbi MIOKE OCTAHOBMMGH M obcymust cro. HyrHo
ue1ko prIOGPRTRCH, IKAKKE JBHHEIE 1 cHeTEME nAMEnmoTos. [TOCHE STOO CE; et pay;
JIUTh HX Ha TPW TPYTINGT B 3aBHCHMOCTH OT TePHOAMHHOCTH MOTHGHKAIMH: H4CTO, PEIKO
G OUPCACICHHKIM UHTEPRLIOM,

OCHOBREIE KaTAIOTH, KOTOPBIC IOJUKHEL PE3CPBUPOBATECA:
3 Jetc — COAEPHMHT KOHPUrYPALMOHHbIE DAL,

J /home — nob3oBaTeNbekue Qakb;

3 kararor, cozepkaumii BeG-(aiinbl.

B OCTanbHbIX KATANOrAX PEfKO XPAHATCH TOKYMEHTHl MW HEOGXOIHMBIE A COXpaHe-
Hin dhadiant. TTporpanvnt 13 kaTasioran /bin WIK AUt HOT CMBIGIA Ay GMHPOBATS, NOTOMY
\TO WX TETKO TiepeyCTaHOBUTh, 0COGEHRO ECITH COXPaHEHb HaCTpOKH.

13.4.1. Pearo, Ho meTko

K HeuacTo usMenseyuiM (BaillaM MOKHO Cpasy OTHECTH KoHMrypaumomusie aitrst
(Kamanor /etc). B 3TOM KATATOTE MACCORBIE KOPPEKTHDORKH TIPOHCKOZIAT HA TAE yeTa-
HORKH CCPBCTI. 38TCA KOMIIBIOTCP MOXCT PAGOTAT TOJIEMH, H UMCHEHMA NPOHCXOAET
B Cllyvae OGHOBTEHHA TIPOTPAMM FUTH BHECEHIA KAKVIX-TO TONPAKOK.

Jlnst XpaHenst KORGUIYPALHK XBATHT 4Dk CAMOro HeGONLIIOTO OCHTEIN ¢ HEBLICOKON
CKOPOCTBI0. EAMHCTBEHHOE TPEGOBAHME K HEMY — JQIDKHA HMETLCA BO3MOXKHOCTD TIepe-
samicH. 51 ans sTUX ueneii ceiinac ucrnonb3yio USB-nAckd HiTd driewkH.

Tlockobky KOHPHTYPALHA MIMEHSETCH PEIKO, TO MOKHO [E/ATh KOMKM CPasy nocie
BHeceks mpanok. JLT ITOTO MOCTATOMHO 3aMHCATH HA PESCPEHBIA JUCK H3MEHSHHbI
aiin 1 He KOMMPOBATE BCE OCTATEHBIE KOH(BMIYPALMOHHEIE (haiinkl,

TIph BOCCIUACKTEHUH LIAHHBIX HEOBXOJMMO HCST/iA HAMHHETH C KOH{MIYDHLIK, B I1Ep-
By oepua ¢ (aiiios fete/passwd 1 /cle/shadow. Eciu 5TOKO HE CACRATS, TO HM OIHA
TIPOTPaMMa He CMOXKET YCTaHOBHTE NPaBHIBHELE NIPaBa JOCTYIIA.

Boccosnanue npas MoXeT MPOW3ONRTH ¥ HeBEPHO. ITOMY HYXKHO YICITHTH 0c050e BRH-
ViaHUe, ECAU Bbl NPUMEHAETE MOMONHHMTENbHME CPEICTEA (UILTPALMH pazpemreHui,
HCTIOTB3YS NPOTPAMMBL, TIPE/IOCTABISIEMEIE CTOPORHUMIE Pa3paGOTUAKAMIL.

Ilpencge yeM caenaTh BOCCTAHOBICHHYIO CHCTEMY ODWEnoCTYnAOM, HeoOXonAMO yoe-
JMTCA, YTO BCE (alinbl HAXONATCA B TOM K€ COCTOSIMH, Kak nepex cBoem. Ocoberitio
TINATELHO HY)KHO TPOBEPHTE IPaBa A0CTYIIA.

13.4.2. 3auacTrm

YacTo u3IMEHSSMEIMH MOTYT BbiTh 6a2hi JAHHEIX M OCHOBHBIE (haiiibl H NOKYMEHTEI IO~
soBaTeneil (katanor /home), KOTOpbIe KOPPEKTHPYIOTCS KaxIbTH AeHb. Hx pesepeHbie
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UTHKA Gel0NACHOCTH HA NIEPCOHANLHOM KOMITLIOTEpE He TaKas KECTKas, HO MOXKET GHIT:
BIO:THE TOCTATOMHO# 114 NPeIOTBPAIIEHHS JalbHEHINEro MPOHHKHOBEHHUA B CETh.

ATaka Ha CETeBOM KPaH He 3aBHCHT OT ero peanmianpu. Oummbkn GemaroT kak 8 OC
Linux, Tak ¥ B MEpIIpyTH3HPYIOMIVX YCTPOHCTBAX ¢ BOIMOTKHOCTAMH QUTETPAIHM.
OcHoBHag 3a1a"a, KOTOPYK> pellaeT CeTeBOH 3KpaH, — 3ampeT NOCTYIa K 3aBeJOMO 3a-
xpeiTeM pecypcam. Ho cymectsyior otkpimeic pecypest. Hanprmep, conn neobxoammo,
WTOGH! BeS-Ceprep GLUT OCTYMEH NOMkioBarTenM VIHTepHeTa, TO ceTemol KpaH He
CMOPET 3AIIHTHTE OT BLIOMA Yepes OLMGKN B CIEHapHX Ha BeG-cepaepe.

MarkcuMansias §e30MacocTs NPHIIOCHT HeKoTopble neyno6ersa. Tak, s yie ropopwr,
WTO JyNIIIE BCETO AANPETHTE JOGAIE HONATKN NOICIONERMA H3BHE. COLMHERHE MOXET
GEITh YCTAHOBIEHO TONBKO MO HHHMUMATHBE KIHEHTA BAllel CeTH, HO He YJANCHHOrO
Komnstotepa, B oToM ciyuae Xakep ocTanercs 3a GOpTOM, HO H y monbsoBateneil ceTd
MOTYT RO3HHKHYTh MpOfIeMRl, HaNpHMEp, MpH ToNkITke Nofcoearenka k FTP-ceprepy
B AKTHBHOM pexcuve. TOT cepBuc paboTaeT Ka I8yX NIOpTaX: fip n fip-data — u TpeByer
OTKPHITH COCAMHEHHA B 06€ CTOpPOMb. TI0Nb10BATCIIL NOIKNIOUAETC K CCPREPHOMY TIPTY
fip 119 BEIONHEBM KOMAH, RO KOTMa BBl 3AMPAIIWRACTE NO:TYUCHHS dadna, OTKPEIRACTSS
eTlle OJIHO COBAVHERNHE C KIMEHTOM Ha 3AKANKY, & 3TOTO CeTexol 3kpan He paspeunntr. Tt
FTP aTy npobneMy petas, O6aBHE BOSMOKHOGTE PAGOTH B IACCHBHOM PEXHME, HO B
IpYrHX HporpaMMax (IIOPHMEP, B YATax) BOMPOC OCTAETCA OTKPEITLIM. VT ero pewsalor
TIO-PAsHOMY, 8 SABHCHMOCTH 0T [HPOWIKO/TEH 1POIPAMMBL.

OBHUHO CeTeBkE SKPAHEI PAIPEIAIOT TOGHE MOMKIOYSHH W COTH U0 BHENIHT MHp,
HO 3AMPEINAIOT COSMUHEHHS M3 BHELUHEro MHpa BO BHYTPEHHHil. JTO 3HAYHT, 9TO CTY-
TR B ABEph Goon1oicsHo. HO COllM BHYTPD 5a6POCHTh TPOTH, TO OH CHOKCT YCTAHO-
BHTE COSIHHEHME C RHEUHHM MUPOM. T 3TOTO Vi HHKY/A HE ACHEIECA, TIOTOMY 410
XOTh 4T0-T0, 110 JOIDKHO GHITS paspellleHo, HHAYe CETE CTAHOBUTCA H30NHPOBAHHOL.

TawaM o6pazom JeHCTEYIOT GOTIETEL 3T0 KAK BHPYCHl, KOTOPBIE JAPLKAIOT KOMISIOTE-
DI M NOKNONAI0TCH K BHELIHEMY MDY JUIS IIOYUEHHA KOMAH).

B KpYIHEIX KOMITAHHSX B OIHOI CETH MOWET GHIT HECKONEKO cepBepoR. ST TONbKa B 071-
1ok GHpMe M B KHIO BHAET, KAK 3IMHHHCTPATOPEt VIS YIPaBIEHHS KakIbIM U3 HEX
PABOTAIT 2 HCCKOJIMKUMI MOHMTOPAMH H KNABMATYDAMH OHOBPCMCHHO. B peantHoli
JKHIHM CTIELIMANKCTE! CTHIIKOM JIGHMBEL, Ja W OTHOOOPA3HBIH TPYA YTOMISIET, MOITOMY
OHH CHIAT TONKOC 32 OIHEM KOMIBKOTEPOM, 2 U NOAKTIGYEHHS K CepRepy HCMOIb3yIoT
YAAIEHHOC COCAMHEHHC.

TMpaeaa, y vens Ha paGoTe Aa cucTeMHbIX 610Ka. OfMH U3 HUX A HCTOB3YIO A4 padio-
TEI, & Ha EPYTOM OTKPEITHI YNAJiCHHBIC COGIMHEHMA ¢ cepRepaMH. MOXHO OB OB
0BOITHCE W 0ZHUM, HO MHe yIoOHee JepiaTs Aga. Ho 3T0 Tak, OTCTYNNEHHE OT peans-
HOCTH.

4.11.2. Beaonackutii NHTepHer

HeTepret re GyiacT GCa0macHbin, TOKa HGTB3% HCTKO YCTAHOBHTE IPHHUICKHOCTS Ta-
kera. JToGoe nofte TP-ITaKETa MOSKHO NOATETATS, 1 COPREP HUKOTAA He CMOKET OIpeae-
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# For delails of Lhe fommal look al autofs(8).
4 Ina mOTOTMMPETSHOM MHPODMAIM BUTIGNMITE KOMAHIY Man autofs
Jmisc /ete/snzomiss —-tineout=60

Ecu He cuMTaTE KOMMEHTAPHEB, B 5TOM (aline ToNBKO 0 CONEPIKATENBHAT CTPOKa —
nocennas. B satiiell CUCTEME OHA MOMET GHITH 3AKOMMEHTHDORAHA, ¥ JUTH BRTIOREHUS
ABTOMATHHECKOTO MOHTHPORAHUR HEOBXOUIMO YGpaTs THalc "H".

Y KORGHIYPAUMOHROR CTPOKM CNEAIONTHiH (BopwaT:

TOUKA NOHTUDOBAMNS XEpTA  MACTEOMI

B [aHHOM CITywae TOWKOH MOHTMPORAHMA BEICTYTIAET KATA/IOT /misc. DTO HEMHOTO 3a-
TpyaAEseT paboTy, MOTOMY |TO MPH PYYHOM TOMIUTIOYEHHH MCTOTBIyeTes KaTtanor /mnt.
BTopoii MapaMeTp ONpelieiser Kapiy moWruporamua. B Agmom ciywae 510 (i
fete/auto.misc. DopMaT H HasHaucHHe daiina ueM-To Noxoxu Ha daiin /ete/fstab, koTo-
petil npaMenseTcs i kKoManier mount. Cozepaumoe daiina /etc/auto. misc MOHHO yBH-
neTh B McTHETE 14.3.

TNocnennmit napametp ineout=60 — 3T0 BPeMA NPOcTos. ECH B TedenHe aTOTO me-
pUONA B KATANOre, HCMOJIE30BAHHOM NTOA TIOAKIOUEHAE, He GYIET alcrMBROCTH, TO ye1-
poftcTRo ByneT paIMoHTHporaHO. T10 YMOMHAHHIO YCTAHOBIEHO 3Hauehue 60 cekyH:.
B 60IBIUMHCTBE CIry4aeB STO BIIOJNHE NPHEMIEMO.

# $Td: auto.misc,v 1.2 1997/10/08 21:52:04 hpa Exp $

# This is an autamounter map and it has the follow!ng format:
§ 5TO KAPTE SETONOHTURORAIUA, KOTORAR MMCCT CHCAVIM
# key [ -mount-options-separated-y-comma | location
# Details may be found in the autofs (5] manpags

# MoT0mMTensity MHECEMADD MORHO MOMYSNTE, BHIONHEND MAD Autofs

o ~fszype=isod660, ro, nosuid, nodev 1 /dev/edram

# The following entries are samples to pique your imagination
# Creqyewie anucy SBASOTCA NEIMEDAMM LA EOSSYAISHAS BOOCDEXEHIA

#iinux ~ro,soft,intr  ftp.example.org:/pub/lirux
#boot: ~fstype=ext? + /dev/haal
#£loppy uto +/dev/Id0

#floppy +/dev/EdD
#e2floppy : /dev/Ld0

#jaz + /dev/sdel
#removable +/dev/hdd

Tenepe paccMOTPHM cofepHMoe daiiia /ete/auto.misc. 3nect ToLKO oAua cTpoka Ges
KOMMEHTAPHA, KOTOPAA ONMCHIBAST KOMAH/IBI IOKIEIHCHHS KOMIIAKT-THCKA:

ed -fstype=i509¢6, ro, nosuid, nodev +/dev/cdrom
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others within worktime {

pass  lacv lporn lwarez all
¥
else
pass all
}
uit {
pass  none

redirvect hilp://lccaliost/Block,himl

Tereps Bbt CMOXCTE OOpAIIATECA K JOGSM BeG-caittay, UroGk HIMCHEHHS BCTYIWINA
B CHUTY, HYHO ¥13 KaTanora /ust/local/bin BEITONHATS CIGIYIOUIYIO KOMAHAY:

souiduard -C all
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nnGiyns w3bike nporpavmmponanun. Jlyuie, com o Gyaer C, Ko womHo # Porl.
B wpaifeem cryuae nonodiaeT yMEHNe HCATH CUCHAPHY (KOMaHIHBIE afier).

Hrax, B uem 3akmouaeTcs Mol MeTon? Boiing B cHeTeMy, Xakep BCeroa OrmanbBaeTca
CTapacTen HAHTH CNIOCOS YKPOIMTLCA B CHCTCME, HTOOH OCTABATHCA AOIIOE BPEMS Heaa-
METHBIM /UTS aIMHHHCTpaTopa. JNA 3TOTO BHIOMINHK Yallle BCEro BBITONHAET KOMAHIB
who, su, cat # ap. Bawa 3a1a4a yCTAHOBKTH Ha HUX JIOBYUIKH. HanpUMEp, MOXHO M3MC-
HMIh KO/ UPOIPAMMBI 5t TAK, 4T0GR CPasy HOGHC CC RHIIDIBCHUA AAMMHHCTPATOPY Ha-
TPABIANOCK TACEMO.

Tlomyenne coolIeHns O TOM, UTO Sha BEINOJHEHA ONACHAA KOMAILA, ECIH Ol JAMyC-
Kanach (e aAMUHHCTPATOPOM, — - XOpOLLUHi M10BO [IPOEEPHTL CHCTEMY 1ia HATTHHHE B Hel
TIOCTOPOHHETO.

Eciu Bbl HE YMEETE HPOIPAMMUPOBELL, MOXKHO 0GUHEHMCH K cpeacTBavi camoli OC. Jo-
TCTHM, WTO Bb[ XOTHTE MIOTy4aTh COOOIIEHHA KAMIRIA Pa3, KOTId BHITOIHAETCA KOMaH-
22 who. B3NOMINMK 4acTo BBINONHACT TaKy!o TUPCKTHEBY, KOT/12 BXOJWT B CHCTCMY, HTOGH
Y3HATS, ECTH JH TAM ATMHRHCTPATOP. OMPEIETHTE MECTO PACTIOIOKEHVH TIPOTPAMME!
MOXKIIO KOMaN 107

which who
B peaynbTate BEI JGKHBI YBHACTS ITyTh THMa /ust/hin/who.

J HAMANA ATIOMHHACM TIPABA HA (Al BEIMOMHMB KOMAHAY:
1s

fusribiniwho

'V Jaumoit nporpaMME! N0.DKHb GBIT PABa - zwxr-xr-x, Y4TO COOTBETCTBYET THCIY 755.

Teneps HeoGxomuMo mepenmeronars daitn /ust/bin/who B fusr/bin/system_who. 1o
MOKHO C/€NETH CHENYIONER KOMaHAGH:

xv fusr/bir/uho fusr/bin/system vho

McHACM paBa JOCTyTI2:
comod 755 fusr/bin/system who
Teneps, NTOGE BBINONHWTE KOMAHAY who, HYKHO WCTIONB3OBATE MMA system who. Ho

HEPEMMEHORARHAIT (BTl MOKET CTaTh HEHCIIOIHNEMBIM, HOFTOMY RTOPOR KOMAHACR Mbi
BOCCTAHARIMBACM ((DARZ.

3ateM co3naem AMTYIKY 414 POrPaMMBl vho. 1o GyzeT daiin ¢ uvenem who, B kata-
aore /ust/bin, Korma xakep 6yIeT BonoHATE KOMaHAy vho, TO SyaeT 3amycKaTses Haur
(aiin. JI% 3TOro BHINCIHAM KOMAHTY:

cat > fusr/bin/whc

Tencps BCC KOMaHIb, KOTOPHIC GYOYT BBOIMTBCA C KOHCONIH, CTAHYT SANUCHIBATECHK
8 dpait fust/bin/who. HabepuTe aBe cTpoKkH:

T/win/systen_uho
id | mail n s artack root®Flenovt

Tlocne 3TOro HAKMHMTE COYETaHHE KTaBuUl <Ctrl>+<D>, uytobul BLIATH B KOMaHAHYIO
CTPOKy, 1 M3MEHWTe Mpapa Ha CO3AHEbIA HamM aiut /usr/bin/who, yCTaHOBHE JHade-
nue 755.
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BOIMOKHOCTE €CTh, TO BEIASTHTE KAACIOMY W3 PA3/IENI0B MAKCHMA: (6HO GOMBIION TMCK W
3a6yT6Te PO NPOBIENE! (Hy XOTA Gbl Ha BPEMA).

Jing Haulefl TeCTOBON CHCTEML! MOANO BHIGPATL NpocTeAUi BapHANT ¢ ABYMA pasfe-
NIaMA (KOPHEBOH H MOIKAUKH) H MPOIODKHTE YCTAHOBKY.

Ecni BBl CO30ATH HOBBIH Pa3iel, TO, BEPOATHO, CNEAYIONWMM DTATIOM ARTOMATHUECKH
3aMyCTHTCA NPOLEAYPa (HOPMATHPORAHHA pasaena. Eci ske YCTAHOBKA MIET HA CYIECT-
BYI0OIWKi Pasaea, A yie MOra CToATk Linux, To nporpaMma yCTaHOBKH 3alpOCHT ¥ Bac
HeoGXomIMOCTE popMaTHpoBadna. ECnu pasien comepikan BakHbe JaHHBIE, TO BEI MO-
3KETE COXPaHHTS Y, OTMEHHB (hOPMATHDOBAFHFE,

2.4, Bubop naxeros Ans ycTaHOBKU

BrIGOp N4KeTOB — JWCTATOYHO WHTGPECHBIA MOMGHT, H MMEHHO 3160 OOBIMHO AOMYC-
KAIOT NMEPBYIO H CAMYKC CTPALIHYIO OUfKy HauAHAILKE Mons3opateny Linux — yka-
ZHIBAICT BeE, HTO 3HAIOT 1, TeM Gollee, UTO He 3HAIOT (Ha BoAKul cTyvaii), [la, HasBaHMe K
HAIHAYEHHE MHOIMX NAKETOB HEMOEATHBI M HE3HAKOMBI 6OIbIIEH YACTH NO/IB30BATENEH,
TI03TOMY HAYMHAIOLIKE HE MOTYT YETKO ONPERETHT CIUCOK TOro, ¥To MM Hiyio. Ho a10
He 3HAYHT, YTO HAZO YCTAHABNHBATE BCC NOMPAL.

V meHa Ha OTNanouHOM cHCTEME AeHCTRHTENRHO CTOUT Linux B MOMHON KOMDMEKTALIH
€O BCEM, HTO TOMBKO MOYHO. 3I1eCh 5 TECTUPYIO HOBHIE TIPOTPAMMEL, TIPOBEPSTIO PABOTO-
CNIOCOGHOCTE OTAGNBHLIX MOIY/NeH, TECTUPYIO KOH(HIYPALMK U M3YHAK) HOBEIE CEPBEp-
Hete MporpaMMbLyTIiuTeL. HO B "60eBbIE” CHCTEMBI A He YCTZHABIHBAIO HEHMEro UL
Hero.

ThoGoit THCTPHOYTHE Linux BKIIOUAET B Cefii HEREPOTHOE VHOKECTRO TIPOTPAMM, OCO-
Genio cepeepibix. TyT u BeG-cepaep, n FTP, i MHOrve Apyroe. VCTAHOBME KX BCE, MBI
nlenaeM CRO KOMOBIOTEP "TIPOXOAHBIM ABOPOM”, OCOBEHHO €CITH BCE 5TO K THBH3WpYET-
A PV CTAPTE CHCTEMEL 3aTPY3Ka KOMITLIOTEPA 3aMeIVIHTCSA H CTAHET CPABHUMA C 3aITyC-
KoM Windows Vista. B OC 6yeT oTKpBITO MHOKECTBO HOPTOB H 3apaboTaroT pasHoos-
pasHble CEPBHCH, B KOTOPBIX Mbl MOKa €Ile Aake He pasdHpannce. A Belb HET HicaTb-
HBIX TIporpavm. Beszie cylecTByIOT OUIMOKH, KOTOpble PEryJAPHO OOHAPYKMRAIOTCA H
wenpapnsioTcs. BT X0Ta 661 B OHOM JEMOHE (CepBepHas IporpaMma, KoTopas opa-
BaTLIBAET 32MPOCLL KINEHTA) HA@IETCA NOTPEIILIOCTh, TO KaKOM-HHOYIb XaKep CMOMET
MPOHUKHYTD B BAULY CHCTEMY.

VeTaHOBUTE Hy)KHBIE KOMIIOHEHTHI NOCTE 3aBeplieHus YeTaHoBKH OC cTano HacTONEKO
NpOCTO, HTO i He BIDKY CMBICTA MHITATECA CTABHTH Cpasy Bee. B JIOGOH MOMEHT MOXKHO
06aBUT 11€10CTAIONINE KOMIOHELTI.

Cpasy nocnc BHIGOPA CCPRCPHBIX KOMIOHEHTOB, KOTOPHIE AEHCTBUTENEHO HEOGXKOTHMEL,
OpoTpamMMa YETAHOBKH MOMET CIPOCUTE 02pOTh MO YMOAMAHRIO. S BCe He NpOBepar, HO
3sai0, 170 Uhuntu TIpeAaraeT yCTaHORHTH TapoNTk AIMHEHCTpaTopa /A MySQL — no-
Oy ApHO# Gazbl JAHHLIX yKe BO BPEMSA YCTAHOBKH. PaHbIle BCE KOMITOHEHTE! CTABUMUCH
© [APOAAMM NO YMOI4AHMIO KM BooGie Ge3 napoeii, 410 Toxke He sBIAeTc fesomac-
HeiM. Ha prc. 2.4 nokasaso okuo, TAe Mie NPSITOKATA YKa3aTk Mapoik aIMHIKCTPaTo-
pa (Ams root) s MySQL.
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3aMOMHITE HACHTHGUKATOPEI, KOTOPHIC BEI YBHACH, BROCIENCTBHH OHHM HaM NpUro-
naTed,

Urofbl y2HaTh, KAKHC HPOLECCHL Y BAC SATTYILICH, BLIIOAHKTC KOMARAY *cbs. B orser Ha
3TO BBl TIONTYUHTE:

|1] + Stopped man Is

B n3anHOM cy'iae Mbl BUIUMM, TO TIPOLIECC © HOMEPOM [ L] 3arpy»en B namaTe, # COCTOS-
HHE KOMaHbl ran © s — Stoppei (OCTaHOREH).

KaKoii CMBIC B TOM, YTO MBI OTIIPABATA IPOCMOTP (hainia OMONU & OO peaHM?
51 e 3ps BLIGpan ITY KOMALTY, NOTOMY HTO B ITOM €CTh Pe3oH. BLI B NoG0H MOMeHT
MOKETe CHenath (GoHOBSTH PEXcIM OCHOBHEM. JIn% 3TOTO HEOBXOIUMO BBECTH KOMARIY
£g 51, [A€ MMCIO 1 YKAIHIBIST IOMEP BALIETO MPOUECCa, KOTOPLIH Gul BUAETH B KBAIpAT-
HBIx ckolkax. [TorpoGyitre ceifdac BBIMOTHMTS 3Ty KOMAHIY, W TIepel BAMH OTKPOETCS
3amyuelan MpOrpaMMa mar,, OTOOPAKAKOINAS Haliil MOMOLL IO HENOME3OBABHIO KOMAH-
Al s,

Paz 1pouece MOXHO CACTATh UEHTPANEHBIM, 3HAHT, MOXHO NOCTYNHTH ¥ Haolopor, Wro-
BB BEPHYTH NPOLECe B HOHOBLIH PerkuM, HUKMHTE KOMOUHAUMIO icTaspul <Ctrl>+<7> —
epea BAMY CHOBA MOABHTCA KOMaHIHAA CTPOKA. BhIoMHUTE KOMaHTy jobs, 300N yGe-
JIWTHCA, MTO KOMaH/a ran iz Bee eme paboTaet.

Ecnu B mporpaMMe ecTh BO3MOXHOCTh BBIONHATH CHCTEMHbIE KOMAIZBI, TO BMECTO CO-
weTaHNs Kiaedi <Cirl>+<Z> MOKHO BHIIONHMTb KOMAHIy bg $1. Uucno 1 — 310 cHo-
Ba HOMCp Tpouccca.

3.4.2. OcrvaHosxa npoueccos

Urolsl npekpatuTh paGoTalommil MPOLECC, HEOOXOAUMO CASIATH €10 IIEHTPANKHHIM K
OCTAHIOBHTL WTATHLIMH CPEACTEAMM, Yallle BCEro Ha SKpare ecTo NOcKaska, koTopas
oMOKeT BRIHTH 13 IpoTpamvBL. ECIH Oa OTCYTCTBYET, To ClleyeT 0GpaTHTECA K 10~
KYMERTALH# KK IPOCMOTPSTL aiin TIOMOILIH, BLI3BAE man JasnpoTFasss.

CepBHCEl MOTYT paboTaTh TOREKO B (hOHE H HE MOTYT GbITh BEIBEICHEI Ha TiepeHuMit
nna. 18 TOro MTOGH: UX OCTAHOBHTS, CYUIECTBYIOT CREUHANMIHPORIHHAC KOMAM,
KOTOPLIE Hale BCEro UMEIOT DI

muscepevca 5200

Wusorpa npoueccs! 3apucarot. Ja, Taknae curyaumn 6ssator # B OC Linux. LieHTpansseii
HPOUESE  MOKET GhiTh CHIT ¢ noMOMuko  komGrHaimn asmn <Cul>+<C> nm
<Cirl>—<Break>. Ho 2T0T MeToq cpaGaTHIBAeT He BO BCEX CTydasx W He [1A Boex
mporpamM. Ecnu me yaaeTcs 3aBepuiMTb TPOIECC NMO-XOPOLIEMY, TO MOKED MOCTY-
THTE HHave. JIa 3TOF CYUIECTBYET KOMAH/A kill. UTOBEI OTKIIOWHTE Mpallece no Juy-
HOMY HOeHTHHHKATOPY (TOMY, YTO MBI BUIETH B KBAIpaTHBX cKoGKax), Henonusyire
KomMaHLy:

x1Il %n
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Be6-cepsep

HecMoTpst Ha To, HTO H3HAUANBHO CETh COAABANACH ANt OOMeHa QainaMy, ¢ NOARNIEHH-
eM mepeoro Gpaysepa nomymapHocTe WWW-cTpaHHU Hauana pacTH We JIO JHAM, a 1o
uacum. Celiuuc yie 1pyano cele NPEUCTaBuLy HE TONbKO Xusub O3 Hurepuera, no n
Plrreprcr fies seb-crpanmiy,

st Toro 4ToSEl MONL30BATENL CMOI NPOCMATPUBATE C BALICIO Y314 X0TA Gbl MPOCK
e BeG-cTpasmaKH, Heobxoaun Bob- wnn HTTP-copacp. Yo f0Aroc BpoMs cawsim
pacOpOCTPAHCHHLIM M3 HUX ABnAcTea Apachc. TpyaHO To4HO cKasaTk, Kakag 101A CCp-
BepoB padoTaeT Ha Apache, HO MOKHO G YREPEHHOCTEIO YTBEPKIATS, TTO HX BOMbIIE
nMo10BHHEL XOTS AmA Linux cymecteyioT u apyrue seG-cepeeps! (Hampuvep, TUX),
KOF1A TOROPAT © BeG-cepepe mox Linux, nompasymenaior nmerno Apache, Ja  m
Windows MOKHO OHeHb YaCTO BCTPETHTL MMeHHO Apache, XoTd B TocnienHee Bpens
Gonbuyk Oy NAPHOCTE cTa noTy<aTs Micrasoft 11S.

Apache — aBcomoTHO GecTnaTHEIR cepeep H I0CTYTIeH He Torkko K1 UNIX-crctem,
o 1 ana OC Windows. Ofuumansasiii caiit pazpaGoTamkor — www.apache.org, T,
vomumo TITTP-cepuepa, mMoxco Haitiu ewte pay ipyrx npoexror, Toueny stor cepyep
can Tate nomy-pen? [eyikean Tak nowmAT pakTop XawEH? BeCmaTHOCTS, KoHeUHo,
coBaasHHTITHA, HO KaMecTBO MpeRbiie eera, Ceprep Apache pacnomaraeT rpoMaTHEIM
KOIMYECTBOM BOIMOIKUOCTEH ¥ NPH JTOM OGNALACT CIICIYIOUINMA HEMATOBKEbIMH 0C0-
GennocTamu:

O GeszonactocTs — MHOrHe NpoecCHOHANB! OTHOCAT ero K Paspsily caMblX 3alUMIeH-
HEIX;

) nasemmHocTs — B couerannn ¢ OC Linux sToT Bed-cepeep MOKeT paboTaTh Ge3 nepe-
3a0py30K TONAMH, a ECJIH ¥ CIY4aIOTCA Nepesarpy3kH, To, 4Yatlle BCero, s 06HOBIe-
HHA CHCTEMEL;

O HeNPUXOT/IHBOCT — PaBOTAET ¢ MUHHMANBHOH Harpyskoil Ha cucTewy (He Tpebyet
0COGHIX PeCypeon);

O MpPOHIBOMMTENLHOCT — BHICOKAS CKOPOCTE OTKIHKA M OGPaGOTIN 3ANPOCOB MOME-
30maTenel. BOIMOKHO He cavas BHICOKAS, HO JCCTATOUHAS, YTOOEI CIPABIATHCA
¢ GONBOIAMH TOTOK2MN TpadHKa.
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JIns BEIXOZA H3 TIPOTPAMMBI TIOMOUIH HYKHO Hapkate Ha KIABHATYPE KITABMIM <—> W
<e>, B oTBeT Ha 3T Nepea BaMM NOSBUTCA cooSuienme Quit at end-of-file (press
RETURN). Haxvure kaagnury <Enter>, 3aTcM NepeiiiiTe B KOHCL NTPOCMATPIBACMOTO
dailia NOMOLK, HCMOTB3YA KIABHITH <[> wiH <Page Down>, ¥ npoTpamMMa man 3aBep-
T paboty.

Bonee IpocToii Cr0cOB 3aBEpLICHIS MPOTPaNMMEL ma
CNYHAE BLIXOL "pDMBOﬁIJCT MTOBEIIIO.

— nmkats wasMITy <q>. B atoM

2.10. OcHOBBI KOH@PUIypUpPOBAHUA

Tpeixne ueMm TepexoawTs k Gonee MIYGOKOMY DPAceMOTPEHMIO BOTPOCOB, CBASAHHEIX
¢ xomburypaporanmaem OC Linux, Vbl ZOMKHS ONPENETATECA C PABATAME, KOTOpIS
JeHCTBYIOT BHE 3aBMCUMOCTH OT THNA OC K KOHKPSTHOTO ceperca. IIpunepiuiBascs ux,
BBI CMOJKETE NOCTPOMTH NCHCTBUTENBHO SBUMILCHHYIO CHCTCMY (CCPBOP HUTH KOXKC CCTh
¥3 KOMITSIOTEPOR H CEpBEpOR).

2.10.1. 3anpeleHo 10, YTO He paspelseHo

Kor/ia BEI HACIPAMBAETE NADUMEIPH AOCTYNA, TO HEOGXO/UMO IPHICPHRATRCS NPHH-
LIHITA MHHIMATK2MA, KOTOPHIH MOHO BEIPASHTS CIIETYIOUIMMH IBYMS Te3HcaMM.

M HeofX0/1MMO 3a11yCkaTh MHEHMYM BOIMOKHOTO. 310 KACAETCH He TONBKO CEPBHCOR
B 1E7TOM, HO H HX COCTaBAsroMK. Hanpusep, ecin sam iryxeit peS-cepsep, A/1s 5T0r0
yallle BCero ycTaHauBaeTca Apache. 3ta nporpamma siciiouaer s cels oueHs MHONO
BO3MOAKHOCTEI, CPejIu KOTOPLIX MOAeMKKA WHTeprpeTHpyeMbIx sabikor PHP 1 Perl,
HO, KaK IPABHAI0, NPOrPAMMHCTBI CaHTOB HCNIONB3YIOT TOMBKO OUH U3 HHX, TIO3TOMY
HeT eMbicna paspeniats 05a. Ecii caliT mpoekTupyeTcs ¢ novomsio PHP, To creayer
ymamuts Perl, u vaoBopot. Hy, a ecrin Baur caliT HCmoTk3yeT cpasy [Ba A3L1KA CUEHA-
PHCR, HY#&HO YROJHTb NIPOTPAMMMCTOB, MOTOMY YTO B PA3HOPOMHMBIX CHCTEMAX Has
MHOTO CTIOMHEE MOCTPOHTE (e30TacHOCTb. ONHOBPEMEHIIOe HCTIONLIOBAIME OGEHX
TexHoTOrHH — aGCOMIOTHO GecnoneTHas \ HewykHas ares.

O Coenyer paspeliartt, MAHMYM 11€oGxonuMoro. Miorue aaMuIcTpaTops! 1e JoGsT
JAHHMETEON KAKUMM-TAB0 HACTPONIEMY, 1103TOMY OTKDARZIOT MOJHAG OCTYL X0
BCEMY, HTO TONBKO Moicent IPMTOMUTECA. Ho ClioBo "MOMeT" He COBMECTHMO ¢ 6630~
nac1iocThi0. BO3MOKHOCTS, KOTOPYIO BB OTKPOETE TOIBIOBATENIO, HA CAMOM Jelle
MOKET BMy HE NOHAHOGHTRCS, 3 ROT TIOYMBILICHENK 61arofaps AHIbel nazefike
MOKET HATBOPUTE MHOTO Gelt. Hampumep, na IIHEHTCKHX KOMOLIOTEPAX 4acTo oT-
KPBIBAIOT KAKYIO-TO NANKY ANA BCEOSUIEro KOCTYNA. 10 MUTMBAPYETCH 1M, w0
TIOML30BATEIY MOKET NOTPECOBATECA OBMEH JaHHBIMM. A ecH HeT?

PacemaTpuBas koH@uIypHposarie OC W ee Cepuncos, 3 Gy/ly 4ACTO HalOMuHaTh o
3TOM MPagusIe, U NPy pazdope NPUMEPOB Msl 5YIEM OTTANKHBATECH HMEHHO OT MOIHOMG
sanpera.
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(printers)

commert — All Printers
path = /var/spool/samba
browseable = no

giest ok = o

writasle = ne
prinzable - yos

OBpaTuTe BEMMARFC, UTO T0 YMOMAHUIO CKUMS OTKPHITA, W 33PCCHCTPHPOBAHHEI
NOTEI0BATENH Yike MMEIOT OCTYT K TIpuHTepaM. EGIH BT XOTATe, WTOGE 1 "rocTi’
CMOTNIH HCNO/L3OBATL NPUNTED, TO N0GaBLTE CTPOKY public = yes. ONHAKO A HE peKo-
MEHILYIO 3TO NeNaTh, TIOTOMY HTO Takas JoGaBka IPEAOCTABHT MOJB3OBATENAM JIMLIHION
BOIMOKHOCTE JUTA TIONIIy4HBaRWA. Hampumep, B Moedi ceTd 61in cyvaid, korna cotpya-
HHK PACCELIAN pasHbie KAPTHHKH HA BCE NPHHTEPLI ¢ OOLIMM JocTynoM. Bpoge Gezobua-
HO, 8 pafoTy TOPMOSHT, H GCCMIONEIHO PACKOAYIOTCS KAPTPHIKH,

6.2.4. O6wwmii poctyn

Yaime Boero Ha cepBepe HEOBXOIHM KATATIOT, Uepe3 KOTOPHIF TEOGOM MOTE30BATENb CMO-
JKeT 0GMeHUBaTHCA (ailTavH ¢ PYTHMHA yIaCTHIKaMU ceTH. J[ia HACTPORKY TaKoM nar-
KM CTYJKWT COKUMA (tmp]:

; [trp]

;  comment = Temporary file space
; parh = /tmp

5 vead omly = no

; public = yes

Tlo yMOIT4aHHK) CeKLA 3AKPLITA, W JLTH PASpENIEHHS HOCTYTIA K Hell HeoGXomMO YOpaTh
kOMMERTapUA. OBPATUTE BHAMAHWE Ha TIYTh K OTKPHLITOMY Katarnory. JTo /tmp — kata-
NOP A4 XPAHEHW! BpeMEHMMX (ailloB NONB3OBATENed. C TOMOWIMO JMDEKTHE
read only (3HAYEHWE no) U public (3HAYEHME yes) MBI YKalbiBaeM cepeepy Samba, uTo
KaTajior OTKPHIT, W B HErO MOTYT JAIMCHIBATE U UMTATS il BCG IONEIORITEH.

HecMOTps Ha yRoGeTsa, KOTOpbie MPENOCTARNAET STAT KATANOL, S PEKOMEHAYIO HCMOMb-
30BATH €0 TONLKO B ZakpHTHIX cerax. Ecam y eac ects miixon B MuTephet, 10 ¢ 10-
MOILIEIO CETEROTO 3kPaHa HeOBXONUMO OTPAHHTHTE JOCTYD K Samba. Tak kak B Karanor
PASPEIICHO 3aTHCHIBATS SHOBEIM MOT30BATENAM, UOYMEMLITGHHHK MOXKET 3aiicaTh
B Hero cBov iafilThi, KOTOPHIE IOMOTYT €My TOMYHUTh Ha CEpBEpE NIPaBa ANMIHUCTPATOpa.

6.2.5. NuuHere katanoru

Boe PACCMOTPEHHEIE PAHEE PAYIENH! (CEKLINI) KOMBHTYPATHOHOTO (ail1a HMEIOT YeTO-
ARUIMCCA MMEHE W 1IEHAIHAYERB [T PRIIGHIA OlIpEeenHiIX a8 @i, Ho B HeKoTOpEIX
CITYMasX Whi MOAETE WIMEHHTS WMA Pa3fiena, W Ha paGoTe cephepa aTo He CKAX@TCA.
Onuaxo £ He PEKOMEHITYI0 3TO JAenath, IOTOMY YTO B OJHOM BepcHu Samba e Syact
paboTaTh XOpOINO, & MPH OGHOBSHHN MPOTPAMM CEPREPA CHTYAIIEA MOWCT HIMGHHTECH,
o TIOTOM TPY/IHO SY/IET HaliTh OTTHGKY, H3-3a KoTopolt Samba crakeT paoTaTs HeBepHO.
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ApTomatyzauns TecTposai 330
ABTOMATUIMPORAHHOC TeCTHPORARIE 331
ATpuGyTh atita 136

baa naporett 333
Besonacueti pexnm PHP 242

B

BapuarTsi ycTanosku 43
Be5-cepacp 273

Bepera s1pa 25
Baazenen afina 121
Bpews witynh naxera 165
Bxog B cricreMy 88

r

Tpagiiccait pesu 63
Tpyus: toussosarench 123

a

Temon 45
¢ crond 100

9 klogd 350

¢ syslogd 350

o xinetd 203
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¢ makeros 403

K

Hecrkan copka 80
Kokt zuck 400

Hypran 342

¢ ivar/log/httpd/access.log 350
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0 ivar/log/messages 346
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9 Gesonzckocts 364
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3
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Sarpyaxa 83
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100
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K

Knactep 369

Ko oTkpeITet 195
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Kovanna

o alias 417

¢ at99

a1q 100

batch 100

o bg94

¢ cat6s

0 cd68

¢ chage 384
0 chartr 136
o chgrp 121
9 chmod 119
0 chown 121
9 chroot 139
© cp68,376
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0 fg94

0 find 69
3
0
o
0
0
3
0
0
3
0
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e

grep 71
groupadd 124
groupdel 125
groupmad 125
hdparm 400
hostaue 107
hoststat 261
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jobs 94
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257 "/ is current diresrery,
TYPE A

23C Type ser. to A.

PASY

227 Enteritg Passive Mode (127,0,0,%,13,20),

LIeT

125 Data connectics already open; Transfer starting.
276 Transfer complete.

Avoa

v

AAvoa

Cavtoii nepsai cTpoxoft nacT npuriauicanc copscpa FTP. Ero mbi noityuacy cpisy e
B OTBET Ha CoeMMHeHME C TIOPTOM 21, B 3TOM CTPOKe HAllle BCEMO HAXOLUTCA TEKCTOROE
OMHCAHHE CEPBEPa, ¢ KOTOPEIM NTPOMIONINO COETMHERHE, H eT0 Bepcud. B nauroM cnyvae
3MECh BMECTO KOHKPETHOTO HA3BaHHA BIMCAHO MO HMA, HO B PSA/BHOM cepepe TIpw
HACTPOMKAX 110 yMOUIEHMIO Gy/CT BH (KA ITHMEPHO CHEAYKOWEN CIPOKA:

220 flenovm.ru FTD sexver iVersion wi-2.6.2-5) raady.

Il Hero 3 M3MEHIA CTPOKY MpHBETCTBHA? Bee DWeHs NPOcTo - - B Holl M0 YMOMHALKIO
TIOKasHIEAETCA WMA JoMeHa, AMA FTP-ceprepa, ero Bepcus U NPUBETCTBEHHOS COOBME-
Hite. 1TH4Er0 CTPALIHOTO HE BUANTE? A H BIKY — XKEDY AOCTATONHO HOTKNKINITLCH Ha
nopt 21, 4ToBhl y3HaTh, ¢ KakiM FTP-ceprepoM OR HMEET aeno.

JlatsHeiime JeiCTBHS BAIOMINMKA IETKO MPenckaath. 5 Gkl Ha ro MCCTC MOMCKAI BO
Beex Gazax yaspuMoctell HEGOpMaUMIo o AeIpax B JaHHO#H Bepchm wu-ftpd. A anMupnn-
CTPATOpY OCTAeTCA MOMMTECA, YTOGH A He HAIHeN HY)KHBIX CIVIOHTOR, WIM UTOORI Hafi-
JCHHAR [IBIPA DKA3AIaCh HESHAYHTC/IBHOH M HE NOSBOIAIA OBt MHE HHYETO CACNATS C M0
CHCTEMOH.

Tlocste MpoSTeRHA CTpoKH coOGIIERNA MOXHO MOCHITaTs Komanmbt FTP-cepsepy. Ho au-
UEI'0 CEPREIHOIO BEIMONHITE HE YAACTCA, TIOKA BBl HE TIPENIcTaBuTech cepBepy. [l sToro
Hy’/KHO REIIONHNTE KoMatel FTP: USER ¢ TapaMeTpoM MMS NOJTh30BATeNA, @ 3aTeM EASS,
VK388 UAPO.Tb,

Cepsepel FTP no3so:nnoT paGoTars ¢ TpeMs THNAMH aBTOPH3ALME: IeliCTBUTENLHOH,
rocTeBolt H aHOHWMHOH. B MCPBOM CryHac BB IOMAKHbI NICPCAATD CEPBCPY PEATBHOE HMA
H 1apOIIh I0ME30BATENA, KOTOPOMY Paspelles 10CTYT K ceppepy. TOrA [0C1e BLITOMHC-
HWA KOM@HIEI USTR Bl YBHAHMTS COOBIIende O 106XONMMOCTH BBECTH MPABMMLHBIA
TIApONTE IR YKA3GHHOrD NOTE30BATENS:

331 Password required for Zlenov

B ciymae ¢ aHOHUMHEBIM JOCTYTIOM B Ka4eCTBE MEHH HYAHO VKA33Th Anorymous (KOMAl-
22 USER 2nonymous). B OTBET Ha 9T0 cepop BEpHET Havl cooBIICHYE:

331 Ancnymous access allowed, send identity (e-mail name) as passworc.

311ech rOBOPUTCS, YTO AHONHMHBIH AOCTYIT paspellier, H Bbl SO/UKHBI MEPEJATs B KaYecT-
B¢ mapons apec E-mail. UecTHo ToBOpA, MOHO BBECTH 1 dyskoit E-mail, — Hamprmep,
CBOETO cOCENa. ITO CEpREp MPOKOHTPONHPORATH He CMOXET. HekoTopele cepBephl Bo-
ofliie He IIPOREPAKOT KOPPEKTHOCTD ANPEC JWKE MO NPOCTEIM 1MAGNOHAM, H HM MOKHO
TepeIaBaT 9O YTORHO.





index-321_1.png
320 Tnasa 11

Crenytolne e KOMAHIh] HASHTHYHI

ping 192.18%.77.1
ping Fienowt

[lpn enimoAHCHMM BTOPON KOMaHIBI CHAuANA MPOMCXOMMT ofpamerne ¥ daiimy
Jetc/hosts, KOTOPLIA BepHET nporpamme anpec 192.168.77.1, | yske HA HETO HANPARHTCA
9%0-3a1IPOC.

A uTo GyIeT HCMOMB3ORATECH INs MOMCKA afmpeca MepebiM: (arur /etcthosts wm DNS-
Gasa TagHEX? 310 3anHcUT OT HacTpoek OC. TTocMoTpHM Ha dattt fetc/host.conf. B Hem
UAXOHTCH CTPOKA:

order hosts,bind

JlupekTHRa order KaK pa3s M 3amaeT MOPSIOK NMPOCMOTPA. B maHHOM cIywae Ha nepeom
MecTe HaxoauTes daibn /etc/hosts, 1 TOAbKO OGNS STOTO GYCT 3AMYLEH KOMAHIA sind
juis BhinosHcHma smpoca & DNS-coprepy. o 310 Ham jaer? A 10, 410 MOXHO YelTH-
4UTh CKOPOCTH JOCTYIA K OCHOBHBIM CCPBCpaM. JIOMyCTHM, UTO Bhl KOK/RIFA JCHR 1OCE-
waete caiit www.redhat.com. IIpn ToM kawmili pas npoucxoaut sanpoc k DNS-
Cepeepy, 4TC MOXET NMPHBOIMTL K 2a/IepXKe B Mapy CEKYHI Neped HaualoM 3arpy3kd
CTpaHuIbl. UTOBEI YCKOPHTH 3TOT MPOLECS, MOXKHO BPYHIYK npommcath B hain
fete/hosts CreyIOMyIO 3anHCh:

95.100.0.112 e, redhiat. com

BHUMAHUE!
Anpec 85.100.0.112 ASHCTBUTENLHO COOTEETCTBYST Cality www.redhat.com Ha MOMeHT
HAMUCEHIR KHTA, HO MOXET UIMEHNTECA.

EChM calfT 110 Kakum-1iG0 (pWHMHAM TIeECTAN 3arPyIKaThCA, TO HEOGXOHMO YIIAMHTS
COOTBCTCTBYIOLIYK) 3amuch M3 dakia hosts ¥ ¢ NOMOWBIO KOMBHAB! ning zedhat.com
MPOBEPHTE CBAZL C CCPRCPOM, @ 380HO 1 YTOUHHTH €ro agpee. B oTACT ma 5Ty qupekmu-
BY Ha SKpaHE OBAZATCALHO OTOGPAXACTCA peatkbii [P-aapec, ¢ KOTODHIM NDOHCKOHT
ofven 3x0-cooSmennaMy. Briaro IP-aapeca y 60IbIHKCTBA CRITOB H3MEHSIOTCS PO,
TaK HTC OIWH Pas 10GABHB TAKYHO 3A0KCE B JIOKATBHBIA dalin /etc/hosts, MOXIIO COKOHO-
MHTH NOCTATOYHO MHOTO EpEMEHH H HEPAOR B CiTydae 1ipob.iem ¢ DNS-cepepoM, moTo-
My 9TO 3AMPOCOR K HEMy OTAPABTATECA He GyHeT.

11.3. BHewHue DNS-cepeepts

Feim s soxaitbiom Qaiine /elc/hosts ne Haleno 3a0MeH 0 Hy$HOM HMERHL TO KOMITEIO-
Tep AOMKEH 3aTPOCHTE 3Ty HAdopMaunio y DNS-cepeepa. [na 2TOr0 HYMHO 3HATH
P-azpec 3Toro camoro cepsepa. Kak cHcteMa ero ysnaer? Ms dadina fetc/resolv.conf,
KOTOPLIi AOJKEN BLITGIIETL PHMEPHO CIEAYIOLUMM OGPasOM:

search rlenovil

domain domain.name

nameserver 10.1.1.1

nameserver 10.1.1.2
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{
select 06 :
s :
sclect STOOUT;

@hd68 60 = qw (
. sitenarel. com/cgi/

4 Movasere coma omucarus URL-ampecos © CasHepamss

4 pasuepon 468x60

1

#b100_100= qw (
w51 Lenaite\ . con/ ¢yl /
# Defashre CoMa OMICHHUA URT.
# pazuepom 1002100

1

@varzious — qw (
Wi\ . sitename\. com/cgi/

o Gannepater

# Dobasere coma omucamka URL-aZPeCOB C HESTAMIADTHEMY

+# pamepas Gaus

pa

@popup_window = qw (
~http://members\ . tripod\.com/adn/popup/ . +html
Ahttp://uwwh . geosities\. com/ad_conzainer/pop\. bl
~htips/ /e geozit ies\, con/toto\?
# NloiaRkTe CONA OMUCEMMA URL-ANDRCOB, € KOTODEX
# BHCKAKMBADT BCIUEESNIME CKHA

4 Omucanue pacmomomeHA KAPTHHOK

$bd68_60 "SYOURSITE/468_60,9if";
$b=00_100 "$YOURSITE/100 100.gif’
$various “SYOURSLTE/empty . gif™;
$closewindow "$YOURSITE/close. htm”

while (<)

{
($url, $who, Sident, Smethod) = /~(\S+) (\S+] (\5+)
sprev = surl:

# lipopopia Ganucpa 4668x80
Surl - $h468_60 if qrep $u

ms$ %, @bA6O_60;

# Tpopepxa Ganneps 100100
surl = $b100_100 if grep Surl

m®$_%, BL10C_100;

(e

(\5+) 8/
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NONBIOBETEIEH JOIDKSH GHITo 3apeIcPBMPOBAN BEICOKOCKOPOCTHOH Kamax ceasw. Ho
HEJB35 LIOBBICHTH CKOPOCTS OHOMY denoseky Gex yiuep6a ocTanbHei.

Eonm komy-10 1PeByeTen LONOCE 1apAHTHPOBAHAOH TTPOMYCKHOMN CTocOBHOCTH ANA pa-
GuThl ¢ IPAIONEHHIMH, TPEGYIOWITMA BEICOKOH CKOPOCTS OGMeNRa (RATPHMEP, Uit Npo-
BefIeHVIA TIpe3eHTaLwit), BbI ZOIDKHBI 3aPe3epBUPOBATh JIs HAX GOMNCC MOILIHBIH, Y€M A1
OCTANBHBIX, KA.

Orpariaenne BHEITHEro KaHaa JOCTATOYHO JIETKO BBINONHHTE € MoMowpko squid. Ju-
PEKTHBAI, KOTOPEIS HYJCHO HCTIONB30BATE, MOAKHO YBHCTE B CNENYIOLIEM TpHMEpe:

celay_pools
dslay_class
delay class
elay
Gelay_parameters 1 2560007236300
delay_access - dery all

celay access _ allow admirs
selsy_parsmetars 2 2560007736300 400G/A0C0
calay_access 2 allow all

delay access 2 dery adming

delay parzmeters 3 64C00/64D03

celay access 3 deny all

delay_access 3 allow bigboss

lass

ISRV

310T KOA HyKHO 10GaRHTs B aiin xondurypamm /etc/squid/squid.conf mocne xommesr-
TAPHST:

# DELAY POOL PARMMETFRS {all require DRTAY_Z00TS compilation aprien)

4 -

BOALUIMICTEO MIAPAMETPOR 3AECH 3ANAHE! IO YMOMIAHIIO, B HX CASAYET 3aMEHHTB B €O-
OTBETCTBHH C CYINECTBYIOMEH y Bac cUTyale.

Tagalite MOAPOGHO pPACCMOTPHM KOHDHIVpaIMIO. JUIs HAYAIH HyKHO OlDERENAIh,
cKOnNBKO Y Bac GyaeT mynos (NpaBuil, OMUCKHIBAIOMMX CKOPOCTh JocTyna). s 91oro ue-
OAIB3YOTCA MPOKTHBA iclay_pocls n, TG - — 3TO KOMMUGCTRO iy:oB, TIo ymosisanmio
*: PABHO HY:TIO, H HET HMKAKHX OTPAHMuCHUH. MEI CO3TanuM TpH ITyJia, TIOSTOMY B NIPH-
Mepe YKa1aHo Hcio 3.

Tloese 5TOro HyAEC ONPEISINTE, K KaKOMY KJIacCy OTROCHTCA My:T. ITO AeMaeTes ¢ no-
MOMIBIO IAPEKTURD] delay_class n ¢, THE n— 3TO NOPAAKOBBIH HOMEP, & = — HOMEpP
wiacca. Kaxaas ctpoka ¢ AupeKTHBOH delay class JOMKHA MMETh CBOH TIOPAKOBEIR
HOMEP, KOTOPbIf HaunHaeTes ¢ 1. B HaweM 1pHMepe TPH CTPOKH, OITOMY B TIepROH ma-
PAMETP n PABEH 1, KO BYOPOR — 2, & s tpeThei —

Homepor knacca (BTopoli napamerp) MOKeT SbITh TPH:

O 1 — orpasmyeHwe KkaraTa IPOMCXOIWT MM Beel cetn. Hampumep, y Bac sHemrHmit
Kanan 256 K6ut/c, BBl MOXETS €ro yMEHBLIATE JI4 BeeX A0 64 Kont/c;

3 2 — Cy3uTh MOXKHO OBUIMA KAHAIL, 8 TAIOKE A KXAOrO M01h30BATENA HHAMBHILY-
amsHO. B 9TOM cilydae MOXHO TIOHM3HTH OOmMEA kanan go 64 Kéut/c, a xaxiomy
nonksoRate: — o 4 Keur/c;
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Running checkpkgs module...

Running checkx module...

Running checkftp module...

Finished.

Check Isat.out for details.

Don't forget to check your umask or file perms
when modifying files on the system.

TMoka criora o ie30NACHOCTA OTCYTCTBYIOT, ECTH TOTBKO HHBOPMALIIR O TAM, HTO CKAHH-
poBanoce. Bee camoe HHTepecHoe Toc/e TECTHPOBAHMA MOHO HAiTH B dailte sat-
0.9.2.tgz/1sat.out, A mporsan Ty nporpaMMy Ha cHCTEME cpasy MOCTE YCTAHOBKH M NO-
JydnT a0KyMoHT pazmcpon 190 KGaiT. TyT cote Hail oM NOjMATS M HTO WiySeth
0 Bateii cucTeMe.

B merxomHOM (aiie Bbl HalileTe MHOXECTBO CoBeTOR. TaK, B CAMOM HAMATE MOKHO YBu-
ReTh PEKOMEHIIAINM (10 NAKETAM, KOTOPBIE HY)KHO YIATHTE:
vlease consider removing these packages.
sendmail-8.11.6-15.asp

vortmap=1.0-42

bind-utils-9.2.1-1.asp

rfs-utils-0.3.3-5

pidentd-2.0.14-5

sendmail devel 8.11.¢ 15.asp
sendmail-cf-3.11.6-15.a5p

ypbind-1.10-7

ypbiad-1.10-7

B camom Jeste, HeKOTOPBIE NIAKSTE MOXKHO OTHECTH K Pa3pamy He oueHb Hanexnoix. Ha-
npumep, & mporpamme sendmail peryapHO HaxomST omMEKH, nosToMy lsat npeniaract
€70 IOAUHCTHTS.

B BLIXOHOM (afine MHe 04EHE NOHPABMIACH 3ANMCH:

PaapsaBoTuitk NPOrPAMN! MOCYMTAN, NTO SATPY2K B IPACHYECKOM PEXUME Xyke ANA Be30-
NAGHOCTH. [EACTBHTENbHO, 3TO NULLIHME NPOTPEMMI 1 AOOMHATENbHbIE NPOGNemel. Tek
CTOBLIA PEXVM HE TPEGYET CTONLKO PECYPCOB, PAGOTAET MEHbLLE MPOFPAMM, 3 JHAUHT, oW
GhicTpee u Gesonackee.

ECaIM OITyCTHTHCA HEMHOTO HEDRS, TO Bbl YBHAWTS CIMCOK BCCX QAiloR B CHOTOME ¢ yi-
TaHoBneRHbIME Guramer SUID u SGID. Tak 4To GPR HCTIONE30BaRMH OPOPAMME! Isat
HOT CMBICTTA CAMOCTOTE/TEHO 3AHHMATECA TIORCKANH ICTCHIMATEHO ONACHEIX POTPaNM.

Ellie HEMHOTO HIKE HIST CIHCOK OOIMEOCTYREIX dadinos:

This is a list of world writable files
Fwar/1ik/texm /1s-R
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ITH %@ NPAMCTPST MOHO YKa3sIBaTs M B daiine hitpd.conf, Hanpamep:

<directory /var/wwi/flerov/secret>
ButhType Basic

Auttbene "By Tavitalion Only™
RuthUserFile /pib/mome/flenme/passud
Require valid-user

</eirectory>

Uem CTaHETe NOMbIOBATHCA BEL, 3ABUCHT OT MINHBIX NIpeARouTenuii. Mie Gombilie pa-
Butes pabotats ¢ aiinom htaccess, NoTOMy 4To HACTpoiiKH Ge3onacHoCTH ByayT Xpa-
HHTLCA B TOM e KATATOe, Ha KOTOpHIVi YCTAHABMBAIOTCS MpaBa. OMHAKe 9To Hefeio-
TACHO, IOTOMY TG XaKep MOKET MOYHHT: BOIMOKHOCTS POUKTATS 3TOT haii, 4T0 He
ccTs, xopouo,

Heinois3osaniie eHTpaTHIOaHHOTO (aiina hitpd.conf et npesMyliecTsa, T. K. OH Ha-
XOANTCA B KATANTOre /etc, KOTOPELH lie BXOMHT B KOpeHb Be6-CepBepa 1 IOMKell GbiTh 3a-
TpelIeH UTA MpOCMOTPA MOJB30BATENAM.

7.5.2. Zansr naponei

Tereph HAM IPE/CTONT yaHATh, Kak coVEOTEH Gafin 1IAPOIEH U KA MMM YNPABITHTS.
JIMPEKTHBA A_LhUsc27ile I XPAHERWUA KHGOPMALEHN 08 aRTOPH2AUMH HCTIONBIYET Npo-
CTOM TEKCTOBBI (hafil, B KOTOPOM COAEPIKATCA CTPORM CIIEIYIOMIEro BUAa:

“lenov: {SHA} 1ZZEBTFyd/gdHsyzt  USbOI0E=

B oToif 2anucu ipa MapaMeTpa, paileNieHHeIX BoeTouReM. CHAYaNa YKa3aHO UMA 0Mb-
30BATENS, @ [I0CTE PANIENATENT — IAKGPOBAITBIEHA 10 anropuTyy MDS mapoms. Bop-
MHPOBATH TaKO{ $aiin BPYHIHYIO CIOKHO W He HIMEET CMBICIA, TIOCKOMBKY NS obnerte-
1HA KU3HH AIMHUINCTPATOPOB €CTL YTHINTA htpasswd, C MOMOLIEIO 3TOW IpOrpaMMel
CO3NAOTCA W OGHOBIAOTCA MMEHa H TIAPOMH 1A GAIOBOM ayTeHTHOWKAUMH BeG-
cepeepoM H1'l P-noassosateneii.

V06CTBO IPOFPAvMEL B TOM, *TTO OHA MOMET LIAQPOBATH PO ¥ (10 aaropHTMy MDS,

H ¢ TIOMOILLIO CHCTEMHOI DYHKLWMH crypt (). B onHOM dali1e MOTYT HaXOIHTHCA 3aicH

C 05OMMH THTIAMY TIaponei.

Fcumt whi XPAHWTE umeHa 4 1apoin 8 bopvare Gassi jarnux DBM (ami ee ykasaums

& (aitne hiaccess Gy KHT AMDEKTHEA AuthUBMUscrE: 1), TO U1 YIPABICHHA €10 HYAHO

NPHMEHATL KOMaRJY cbrmanags.

Jlaeaiite paccMOTPHM, KaK [OMB30BATLCA NPOrPaMMON htpasswd. OOLIMA BHA BHIZOBA

KOMAH/Ibl BRI CIGYKOLTHM OPAION:

hepasswd wWC QAP MR Dapone

Tapone 1 pMa dafina ABIFOTCS HEOOA3ATENLHEIMA, ¥ BX HATHYHE 3aBHCHT OT YKa3aH-

HbIX OMIMi. OCHOBHBIE K/HOYH [POr PAMMBI:

O - — coanats HoBwii daiin. EcTi ykasaunuii Gaiix yike CYIIECTBYET, TO OH mepesa-
TIHMCHIPAETCA, M CTAPOE CONEPRMUMOE TepaeTca. Hanpumep, MOXHO HanHCaTh:

htpasswa -¢ mypasswd robert
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Tekyuero katanora. [Io yMomanmio Bce HacTpoewHEre Haillbl (MIMEHA KOTOPBIX HaqH-
HAIOTCA © TOUKK) ABAIOTCA CKPHITBIMM, UTOGH X BBIBECTH, HYAKHO YKASATH KIKOY —a

1s —
ECT1 MBI KPOME 3TOTD XOTHM YBFISTS He TONBKO HMEHa (CIaTsiil (opyarT), HO ¥ MoTHyIo

HHOpVaLII0 O (aiLIGX B KATAIOTS, HyAHO HOGABHTH KoM 1. Takam OBpTOM, Mbl
TOMUKHBI BBIONHATE KOM3HAY:

1s -al

Ho Taxan komania 0ToBpasuT daifTl TeKyilero karanora, e $axT, uTo Mt ceffuac
1AXOAMMCS, HAMPUMED, B KaTaToTe /etc, KOTOPBI XOTHM TIPOCMOTPeTh. UToGH YBHIETH
€r0 COAEPKMMOE, TTOCITE KITIOHEH (MOXHO i J0 HHX) HY}KHO YKa3aTs TpeSyeMylo nanky:

s -a_ jof:

1IPUMEYAHKE
Eonee NOAPOGHYIC MH(OPMALIIO O KOMEHAE Ls MOKHO MORYSUTS 413 CNPABONHON CHCTEMS
[InA 2TOro BbINONHATE KOMAHAY an Ls.

PUCCMOTPHM DE3yILTAT RRBO/IA KOWAH/B 15 —al:

drws:
drwxz-xr-x

3 Flenov FlencvG 4096 Nov 26 16:1C .
root  root 4096 Nov 26 16:21 ..
Flenov FlenovG 124 Nov 26 16

5
—ru-z 1
1 Flenov FlencvG 2247 Nov 26 16
1
4

—rw-

R

drwxz-xr-x

Flenov FlencvG 113 Nov 26 16:1f .gtkzc
Flenov FlencvG 4036 Nov 26 16

To yMOTMaRWIO CITHCOK (IR EEIROIVITCA B HCCKONBKO KOMOHOK. PaccMoTpRM WX Ha
nIpEMepe NepRoit cTpoKH:

0 drwk------ — TIpaBa gocTyna. O WAX MBI GyneM MoapoGHO rOBOPUTE B 27dee 4.
Ceifiac HEM TIABROE 3HATH, HTO €CHW MepBas Gykaa "d", To 3To katanor (directory);

undpa 3 — yKasblBAET KONMUYECTBO JKECTKIX CCHUIOK;

Tlencv — HMA [10/1B30BATEN, ABAOLIEroCH Bianensuey daina;
TlencvG — IPYINNA, KOTOPOH MPHHAZLTEHKHUT haiim;

4096 — pasmep daiia;

aonooa

MPUMEYAHHE

Ha nepebiii BIMAA, Katanor — He alin U He UMEST PASMEpa, HO He CTOWT YAMBMATLCH,
uTO padMep Karanora He paseH Hymio. [pyBO FOBOPS, KATanomk — 7o thaiinkl, B KOTOpbIX
HaXODUTCA CUCOK chalNOB KATanora. PasMep TOX& HE CRydaed — weTsipe kAnoGaiiTa
(4x1024), uTO PABHO GMOKY NAMATY (CTPAHHLE), BLIAGTIAGMOMY ANA PABOTHI C AGHHEIMA
370 NUPUIECKOE OTCTYNIEHKe, KOTOPOR MOMET U HE NDHTOANTACS B PEANHOH HASHU

O Mov 26 16:10 ~— /1aTa H BpEMs NOCNEIHEro HIMeHenns aitna;

O . — ums aiita. B nanHoM Ciiydae 9TO COLUIKA 112 TeKyLImit Katanor.
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4.4. TunuuHbie owmbxy pacnpeaersieHus npap

Onvint moii naansHAK B Gaarstom datite Excel e Ha cephepe miaH paboT, B KOTopoM
YKAZHBATIOCK, HTO, KTO M KOTIJa ROMKEH CHENath. Fion dain Gbil OCTYNEH j0I% STenH
BOCM, HO €T0 HEIb3% GITO H3MEHATS. [IpaBa Ha MIMEHEHH GHITH TONBKD HA KATATOT, HO
He Ha Hy#HLI ailn. Kax maMeHuTs mHbOpMAIIO B daiie? OCTaHOBHTECH U TIOMyMaii-
Te. ByKBaNBHO uepe A3aIL # PACCKiKy, KK PEWIMTA 5Ty 1POGICMY.

JlasaiiTe paccMOTPHM KaccHHecKuil pamep ¢ daiinavn 1 xatanoravm. JomycTum, ¥ro
Y BAC HA KATATOT TIOCTABNIEHE! MAKCHMANLHES TIpABA druxrwxrwx (AIH 777), @ Ha Boe
Datiint & HeM — -1 . Tho uacc, npH Takom HaGope Mpag Tonbko BAascACH daitia
MOZKET ero MOAMbULHMPOBATE, HO CEHUAC ALl YRHIHTE, UTO ITO HE COBCEM Tak, Jla, amo-
VMBILILTEHHHK He MOIKET H3MEHHTE cam (A, Ho Cvcok hafinoB B KATATOTe eMy J0CTy-
TleH — paspellleHsl  WTeHUe, W KOpPEKTHPORKA, FAAroMapA 3TOMY BATOMMIAK MPOCTO
YIAINT HYKHEL Gaiin u co3nacT ApyroH ¢ HOBEIMM MpapamMyl 03 KaKMX-TRGO Nperpa.

Tenep, ACIt0, KaK MOWKIIO MIVEHHTE (BaiT, HeTOCTYMHED And samicn? JlocTaTouRO Tpo-
s Paill W COXPAHMIT CIO COICPRHMOC R JIPYroM (aiic — HAnpUMCD, ARIIOTHIR
KOMaHy:

Cat MM ATPEUEHAOTOUARIA 1 MUALAC oD Tl

ra KOMaH/Ia CKOMTHPYET conepiaMoe dakina B Hoewii. Ecnu dafin e cymectrosat, To
oH GyJeT coznad M3-ToM Baleli YUETHON 3anucH. 3HAYNT, BB Gyiere ero BlagelbleM i
CMOXXETE 1€1ATh C HUM BCE, 4TO YTOIHO. Teneps MOXHO yNaTuTh (aidn, co3nanHbIl Ha-
HaTLEHHKOM, H 3aMEHHTL eTo cBoeii konuei. [Tockonnky Byl Bnazenen, bl MOAETE M3-
MEHHTB STOT hailll, ToATpasiE HYKHYK) HHBODPMAIUKY, 2 HOTOM IPOCTO U3MEHUTh Ria-
AeNbL@ ¥ ATy H3MEHEHHA, HTOObt HHKTO HHHEro He 3arloIo3puit.

XnuTpo? HHYEro XHTPOro, HO MOHEMY-TO MATO KTO 0OPAaIAeT Ha TAKYIO MENodb BHAMA-
HHe, XOTA 370, COBCTEEHHO, HE MENIOth, 4 /IbPA 1§ GCIONACHOCTH. BECCMAICIICHHO Sarpe-
maTs u3MeHerue dhaiina, ecnu NPeToCcTABNEHE! MOTHLIE TIPABA HA KATATOT,

TonpoByiiTe BLINONHATE CNEAYIOUIUE KOMAHTAL:

su zaot

15 -al 3> fheme/flemu/l. s

T8 -1 /home/Tlenov/” . Lxl
su flencv

=xt

cme /flenov/ -

B nepBoii CTPOKe NePerIOTaeMes TION MIONB3OBATEN T00L, UTOSHI OT €70 HMEHH BLINO-
HATH KoMaHAeL. Bropast komara oTofpakaet hailiel u3 TEKYWEro KaTaNora, a pesy.IsTaT
coxpanser B Galin /Mome/flenov/ | txt. Katanor pLibpan He cyuaiiHo — 9To foMamHuit
KaTAToT nosbzoBatens flency, B KOTOPOM OH MOXKET JETaTh BCE, HTO XOUET,

Creayiomas crpoKka BIIONIHACT KOWEHIY s -a” K TOIRKO MTO CO3AaHEOMY dhaiiny, 4To-
6b1 TIPOCMOTPETh O HeM TIOAPOGHYI0 MHGOpMALKMIO. YBeauTech, UTO BIanemen root u
npaka JOcTYIA paBH . Fut 370 e TaK, TO 3ANPCTHTC H3MCHCHUC dafind Ana
IPYONB M A9 Beex. B MPHHUANE, OCTATOMHO 3aNPETUTh M3MEHEHHE JTH BCEX, TIOTOMY.

e
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o webmint — 3\yIHpyeT BeB-cepBep U CTAHORUTCS MocpemHvcoM. TexRoNorNs ata-
KM STHM METO/0M PACCMOTPEHE B pzsd. 7.9;

0 ettercap (ettercap.sourceforge.net) -— Ha Vi B3I, 3T0 caMax yAoGHAs TPOrpam-
Ma N8 mpocTymmeamus Tpaguka, OCHOBHOE HA3HAYEHHE MPOTPAMMBl— MOHCK
Haponclt B NAkeTaX BCCX NMOMYIAPHAIX [POTOKONOB. AMMMIMCTDATOPE! OLEHAT BO3-
MOXHOCT) NPOrpaMMbl ONPEAE/ATE HATHUHME B CeTH IPYTHX IPOrPaMM [IOACTYIIHBA-
HEA TpaduKa.

Terep HANOMHWM TIPOTAMME], KOTOpHIe TIOMOTAIOT AHATHSMIDOBATH KOH(HTYpaUio

CEPBEPA M OUPEACHTTH HOIBITKA RLIOMA:

O lsat (usatsourceforge.net) — mporpaMMa NpPOBCPKH KOHGHIYPALMH CHCTEMBI
(cm. paso. 12.3.1). AHATHINPYeT KOH(UIYPAETO CepBEpA, OTODPANAA TIOTSHUMATH-
HEle OUIMOKM, M B HEKOTOPBIX CTyNasX MOXKET JATE PEKOMEHJAIMH IO YCTDAHEHVEO
HEIOUCTOR;

D) bastille (bastille-linux.sourceforge.net) — cHCTeMa BEIABICHHA TOTEHLIHATEHEIX
oumGok b KoupHrypaunn cepeepa (cM. pazd. 12.3.2). [Iporpamma MOKET aBTOMATH-
YECKH HCTIPABIATH OUIMGKH H He/IGHETE! B KOHGHTYpatmy;

0O Klaxon (www.eng.auburn.edu/users/doug/second.html) — nporpamMma a1a2 onpe-
ASIEHUA aTaK Ha Bamy cheteMy (eM. paso. 12.4.1);

O PortSentry (sourceforge.net/projects/sentrytools)  yTundTa AU1A ClexeHus 33 IOp-
TAMM ¥ OTCHICHKHBAHUA TOTBITOX WX CKAHWPOBaHEA (cM. pazd. 12.4.2). Ilossomser
ABTOMATHMECKH CKOHQHIYPHPOBATS, CeTER0 SKpaH 1% 3aNpeTa COETHEHHA C KoM=
TIEIOTEPOM, € KOTOPOr® TIPOHCKOXHIIO CKAHWPOBAHHE;

0 Swatch (sourceforge.net/projects/swatch) — vaoGuas porpanMa aHanuza xypHa-
J10B 110 PacRHCaHIIO {cM. pazd. 12.6.2);

O Logsurfer (sourceforge.net/projects/logsurfer) — 0fHa H3 HEMHOTHX TPOTpAMM,
TIO3BO/AIOMAX AHAMTHIMPOBAT HKYPHAN 6E30MaCHOCTH B AMHAMHKE (eM. pazd. 12.6.3).

Hanocnezok NeEpesucsM ellle NapOKy TIONE3HBIX HPOrPaMM:

O John the Ripper (www.openwall.com/john) — camas 3mamerfTan nporpamva o
Gapa napoaeii;

O Nmap (Dmap.org) — cKaHep NOPTOB, KOTOPhIA 0GNANACT GOMBUIAM KOTHECTEOM
BO3MOKHOCTEH.
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aarorcs. TIpH HeoGXOAMMOCTH WX TIPUXOTWTCA BKTouaTh. Hawnman ¢ 2008 roma, sta
TEHIEHIUS TPHHANA COBEPIIEHHO HOBEIA M MHTepecHmH obopor — B Windaws Server
ToABANAck BEpcHs Ge3 rpadmyeckoro peskuMa. da, Windows 3amyckaeTcs B TeKCTOROM
PpexciMe, B KOTCDOM MOXKHO OAHOLEHNO YNpaensth cepeepom! B Linux sce Guuto ua-
ofiapoT — a1y OC co3NaBATN ¢ TOWKH 3peRMA "ML Gor GblT0 GesonacHo”, 4 Temeph
JIBHTAIOTCS B CTOPOHY HAPALIMBAHHA BOMOMKHOCTEH H YIPOLICHHS CEPBHCOB.

Y a06cTBO H GC30IACHOCTR BO MHOIOM NPUTUBUPEHAT JPYT APYTY, IOSTOMY NDOM3BO/M-
TeITKO MPHXO/MTCA YeM-TO KEPTBOBATH. UTO MHE He HDABHTCA B HCKOTOPHIX AHGTPHGYTH-
Bax LiNux — eCAM YCTAHOBHTL KaKOH-THGO CepBHC, TO HHCTALIATOP MAIo TOO, TO
YCTAHABJMBACT CEPBVIC B MAKCHMATBHON KORGHTYALHW, OH eIIe H 3aMyCKaeT ero anTo-
MATHUECKH P CTPTE CHCTEMBL. 10 0UENT TIIOXO, W TAKHE MR HyKHO PECERATE.

1.1. Yvo Takoe Linux?

QC Linux — 3To cBoGORHAA ONePAITHOHHAS CHCTEMA, NCXOIHEIZ KO/b! KOTOPO# OTKpBI-
TH 1A BCCOSIEro MPOCMOTPA M AAKE I BHECEHHS W3MEHEHWH. BONbIIMHCTBO He
CMOTPHT Ha HCXOMHBIC KOJIbI, HO BOCTIPUHHMAET WX HATHHC, KAK JONOTHHTCIBHYIO NPA-
ATHYIO xammey. Ho aaxe Xaisea J0/kHA ObITh NONE3HOM, a ecii OHA GecrionesHa, To
TONEKO MYCODHT.

Hannuse HEXONHBIX KOjI08 — 3T XOPOINIO, H A TYT HE CNOPH. 3T MPENMYILECTBO s
TAKOTO MPOTYKTA, kak OC, MOTOMY HTO MOKHO HEPeKOMIITMPOBATE AAPO H MAKCHMATE-
HO ONTHMH3UPOBATL €70 PAGOTY MMEHHO MO/ CROE Kene30. Eciu Ama noeaoBaTensokix
YTHINT TEPEKOMITHNALHA HE Hy/KHA U, CRAAEM, TeKCTORBIH PERKTOp MOKHO OMTHMHIH-
POBATD JIMIiIL HO3HAMKUTCILHO, TO 418 OC BOIMOKHOCTE KOMITWILILMH HCXOHBIX KOJOR —
GOMNBWIOH M KMPHBE ILIHOC, KOTOPBIA MO3BOIAET BLDKATh HI KOMIBIOTEPA MakcAMyM. Ho
B OC Linux ecTs MHOTO APYTHX NPeHMYIIECTB, kyZa 6osiee RaKHBIX.

K demy 1 310 rosopio? K ToMy, uro a1 mofmo OC Linux He 3a XaT1qBy ¥ He 33 HaTMUHE
MCXOIHEIX KOJIOB, 4 32 KauecTpo. M Gy/Ty MOGHTE, A2KE eC/TH MCXOHBIE KOAbI JAKPOKT
N CTHyT B3MMATh TLTATY.

Ocnosy supa OC Geue cosyana B 1991 T0AY CryueHTOM XENBCHHKCKOIO YHUBEPCHTETa
(University of Helsinki) no ameny Jlunyc Topsansac (Linus Torvalds). Bee wasnHaioc
¢ Toro, wTa JIMHYC Havan MHCAT IIPOIPAMMY TepMHHATA, (GYHKIWMH KOTOPOTO TIOCTeNeH-
HO CTRilM BBIXGIHTS 32 (PEMesl POCTOH KOMMYHRKAIHH, OR HAMHCAI KOCTAK, dyHK-
unoHatbHO cxokuil ¢ UNIX-cHeTeMaMH, celat ero IOCTYNHBIM 474 BCeoDLIEro po-
CMOTPa 1 10paBOTKH M OBPATHACA K HHTEPHET-COOBMICTTRY © MPOCHGOH HOMOIATh Chy
B YIyLICHHH H HAPANIMBAKHH BOZMOXKHOCTEH HOBOH CHCTeMbl. OTKIHKHYTIOCH JI0CTA-
TOYHO MHOTO MoAeH, H paGoTa saKHmeNa.

XaKeps! M3 PANHMHBIX CTPH MPHCOCAMHWIHCE K STOMY NIPOGKTY Ha OGINECTBEHHBIX Ha-
Hajiax H HAYANW CO3XABATh CaMyl ckaHaammHyio OC. A Gysa BOKpyT Linux Bosimxaer
UYTh JTM He KaxET enp, motosy uto OC nomywnna Gonpnioe pacipoCTPaHEHHE H AB-
ARSTGA 4OCOIKITHO GECILIATHOR. FleKOTOpHIE IPONIKOAMTEIM POIPAMMHOID afeCTiese-
HHA CHHTAEOT 3TOT MPOSKT MEPCMIeKTHBHBIM, APYTHE PACCMATPHBAIOT Kak Bpara. B moGom
CITyHae PABHOMY UIHE(X OHEIlh MATO.
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Ba. Komanma Xargs OOBCIHHACT MOITYYeHHBbIC HA BXOIC JAHHBIC H BEINONHACT YKalaHHYIO
KOMaH,1y. A BOT KOMAHJIA grep HIET B TEKCTE, KOTOPLIHK [IOIAETCH HA BXOJ, CTPOKY, Yika-
SAHHYHO B KAYECTRE MAPAMETpa,

mkdir

Coapanue HOBOTO KaTanora. Hanpumep, ecin Bel XOTHTE cO3uaTh moaxatanor newdir
B TEKYNEM KATANOLE, TO Hy)KHO BHINDIHUTE KOMAHALY:

mkdir newdir

rm

‘KomaHza MO3BONACT YHATHTE aist Wi KaTayor (KOTOp.Ii NomKeH GbITh TyCT):

m /home/ £lenov /necd?22, Lxt

B xavecTse HMeH (aliloB MOKHO MCTIONB30BATH U MACKH, KAK B KOMaRze =p. i1 ynaste-
HIS KATAIOTE MOKET OHAZIOGHTECA YKA3AHAC CAICTYIOWINK KUOHE:

1 -4 — yxanmuTe Karaor;

0 -z — PEKYPCUBHO YITSTE COMEPAHIMOS KAaTAJIOTOR;

0 -f — HC 3aNpawmBaTh MOATBEPAICHHE yAaTacMbrx (aiiop. Bynste BHHMATEbELI
TIpH HCTION30BAHUH JTOFO MAPAMETPA, TOTOMY UTO (it SyflyT YIanaTses Bes ka-
KHX-TABO MpeyNpesIeuil, BEr QOMKHBI GEITH yBepeHE], YTo KOMaHJa HAMHCaHa
[IPABIILHO, MHAYE MOXKHO YAATHTA MTO-TO HYAKHOC, OCOGCHHO CCan Rk pagoTacTe
101 Y4ETHOH 3aNHCBIO root.

TIpumep yaaTeHUs KATATOra PEKYPCHBHO U Ge3 3ampoca Ha MONTBeMEIEHIe:

o —rl /home/tlenov/dir

daf

Fra komaH]a NOIBONAET Y3HATE Of%ReM CBOBOMHOrO MecTa Ha HeCIKOM THCke MM B pas-
nene. Eciu ycTpoHCTBO He YKazaHO, TC Ha 3KPaH BEIBOIHTOS HH(OPMALMS O CMOHTHPO-
BaHHBIX (AiL10BLIX CHCTEMAX.

TIpumep pesynb1ara BETIOIHEHHA KOMAHIbL:
tem 1k blocks  Used Available Use$ Mounted on

ev/ada2 16002200 2275552 12913760 15§ /
none 127340 0 127940 0% /dev/smm

PeaynsTupyromas TabaHUA COCTOHT U3 CIeTYICIINX KOJIOHOK:

M F: lesysTen — JIACK, aiiioBas cHCTEMa KOTOPONO CMOHTHPOBAHA;
O “k-Elocks — KOTUYECTEO JOTHYECKHX GIOKOE;

O Used — KOIMHECTBO HCIIONE30BAHHEIX GNOKOB;

M1 Available — KINIMYECTRO HOCTYITHBIX BNOKOB;
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m NS localkost.
1 STR  servername.com.
2 TR mail.servesname.com.

BopIIas 9acTh 3Toro diaifia HaM yoie 3Hakoma. CAVOE MHTEPECHOE XPARHTCA B TOCTE-
HHX BYX CTPOKAX. 31eck HAXOIHTCA CAA3ka |P-agpeco u nMen cepsepos. He 3abutsaem,
WTo (aiir oTBeHacT 3a coTh ¢ anpocavm 190.12.10.%, 38c3104Ka SAMCHACTCA Ha HHENO,
CTORIES B NEPBOH KOUIOHKE, & HAK, COOTBETCIBYIONEE 3TOMY GIPECY, YKEIAHO & TOCTEl-
Hem cTonbue. TTo 3TOMY (aiiy Wi BHIMM CTIEYIOUINE COOTHOIIEHHA:

190.12.10.1 = servername.com.
190.12.10.2 = mail.servername.com.
Etic pas HAMOMHHAO, 4TO TOYKA B KOHLIC CUMBOJIBHOIO aapcca 08a3aTcbHa.

JIa oNYSeHHS TOMOTHTENLHON HHbOPMALKH TIo DNS PeKOMEHIIYIo MPONHTATE AOKY-
wermsr RFC 1035, RFC 1712, RFC 1706,

11.7. BeaonacHocts DNS

Ecu 10CMOTpeTs Ha 381124, KOTOphle Pelliaer c.Tyxba, T KaXETes, UTo HIHEro nofos-
PHTGIBHOTO B HCil HCT, H XaKCP HC CMOKCT ¢ Heil Huuero cacats. Kak Gel e Tak, But
ciryuau, rorsa DNS-copRcph AmROMIM 13 ©Tpos. Tor/1a aGPALICHHE 110 HMCHAY CTiHO-
WAUIOCH HEROIMOXHBIM, 8, THANHT, GETEHBIE 1[DOIPAMML 11EDECTaRaTa paGaruis. ToMbo-
BaTeI He MPRBLICIH veToms3okath [P-anpeca, Ty maerwe DNS fua BAX cvep-
TenHO

ToyHMO BEIBOIA H3 CTPOS CEPBEPA, XaKe[ MOAET Y3HATE MHOTOE O CTPYKTYPE CeTH, HC-
nonssys DNS. UroGbl 5TOT0 HC MPOMIOWINO, HCIATCHEHO MCTIONb3oBath nga DNS-
ceprepa:
O oflueoCTYNHBIH, CONEPAAUIMH CTPOKH, REOGXOTUMEIS A4 PAGOTE! YAANEHHEIX NOTb-
20BaTe el ¢ OBIIIMA pecypeami;
0 noKanBHETA, BUTHMBI TONBKO NONb30BATETAM Bammel CeTH M COEpKamuii Bee HEol-
XONMMBI® [T HX paBOTEI 3anucy.
Tl JOKAIRHOM CEPREPS MOKHO TaK HACTPOHTR CETCRON IKPaK, HTO0N OH AOCHDHHMAN
THIITK TOKATLHE TRAHK 1 WTHOHPORAN NGGHE MOMKITKH OGpaIERHs w3 BeemupHOl
ceTi. B 2TOM CTy4ae 3N0YMBILLTEHHMKY GyaeT MPoGTeMaTHIHO He TOTbKO NOCMOTPETh
6Gasy namsbix DNS, HO u HapywuTs paboty cepsepa. Takum ofpason, Be JOKallbHbie
noms3oBatenyt SyayT myuine amAWEHs OT Hapymenua paSorer DNS u cmoryt cnath
CMOKOWHBIM CHOM TIOJL OXPaHOM CeTeBOro 2kpaHa. XoTa cIaTh Ha paGoueM MecTe H He-
Xopowo,
L1 Kay10ro NepBUYHOTG MOXKHO 3ABECTH MO CJIHOMY BTOPMHHOMY CepBepy. 3T0 No3e0-
JIMT PACUPCACANTE HAIPYSKY MCHKAY HUMH ¥ YMCHELINTh ROCMA OTKIMKA M, KOHCHHO %G,
TORKICHTh OTKA30YCTOMUAROCTH. TIPH BBIXOME W3 CTPOA ONHOTO W2 CEPRENOR RTOPOI
BO3EMET Ra ¢efsl ero GYHKUMH M He NO3BOMINT CETH OCTATECH 063 yA0GHOH BO3MOZHOCTH
A/PECALINH K KOMITLIOTEPAM 10 MMEHH.
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Hanprmiep, & haitne felc/services mst HallTeTe CIEIYIOWIRE CTPOKH:

tepmix  1/tcp # TCE port service multiplexer
topmux  1/udp # TCP port service multiplexer
rie s/tcp # Remote Cob Ertry

rie 5/26p # Remote Job Drtry

echo T/tep

21/tep
ftp 21/udp f£5p fspd

S criennaTEHO BEIGPAT 3TH CTPOKW, YTOGH B YBHIEIH BAPHAHTL! ONMHCAHHA PasSTIHEIX
cepBucos.

Ecn el Henomssyere crapsii mnctpubytie OC Linux, To B How, cKopei Bocro, i
paBoract inetd. Ho Wb ywe rOBODIIW, YTO MABMMINHMI TMCTPMGYTUE He MOXET GbiTh
Be30IacHRIM, H ¢ HUM 4TO-TTHG0 Ae1aTh Gecnoesno, Jlydmas 3ammra — oGHOBIEHHE, ¥
TOTHA OCHOBHBIM CePBHCOM OyeT Xinetd, KOTOPEIH CTAHOBHMTCS, €C/IH elue He CTaN, CTaH-
JapTOM ANA BEEX.

Sl pexoMeHIyIo MepexoR Ha Xinetd, TOTOMY HTO B HeM TIOABWIOCH MHOTO MOTIOHMTENb-
HBIX BOIMONCHOCTEH, KOTOPHIE IOBBINIAKT YAORCTRO AIMUHUCTIHDURARMN 1 Ges0NAc-
Hoote, Huipumep, & ceprue xinetd BCTpOCHSI MPOBCPKA BCEX YAAMHAIX 1 HOYAZHHBIX
CORAMHEHHH, BO3MOXHOCTE KOHTPOMS JOCTYNA M JaKe MPENOCTABIEHHE €ra CTPOTC
B OTIPEIETIEHHOE BpEMA.

ITo ymomuanmio Xinetd MoeT GLITL He YCTaHOBIEIL. ITO I0CTATOMHO NErKO MPOBEPHTD.
BAITIONRUTE B KOMARIHOH ¢1pore xinetd. Ein komanaa 3amepimes omuGkoR, 1o Tpe-
Gyercs yeTaHonka:

sudo apt-get install xizetd

5.4.1. KonpurypupoeaHue xinetd

Ocrosrolt KOHGHTYpaUHORHEIH (aiin 14 Xinetd — 510 /ete/xinetd.conl. B nem onuesl-
RAHOTCH HACTPOHKM M1} YMOMHAHMIO [UTA 3AMYCKACMEIX CEPBHCOB, A TAKKE KATA/IOr, B KO-
TOPOM BYIYT HAXOMHTECH KOHGHUIypamuoHHsIe (ail1bl, BIMAOMmEE Ha PadoTy KOHKpeT-
HEIX CEPBUCOB. PACCMOTPHM NPHBENICHHOS B TACTHBTE 5.3 COMEPHHMOE ITOTO dajina,

Siwple configuzatson Lile for xinstd
liprtey konPMnypaIONHOTO diina ana xinetd

some defaults, and include /etc/xicetd.d/
I HexoTopHe CAPAMATDH M0 YMOTUAHUE
4 nomomuerve mpexTopt /etc/xinetd.d/
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O ToM, KaK 3AUTATHTECA OT JAHAOTO BH;IA ATAK, MOXHO NPOUHTATh B OTIMYHOM 3aMeT-
Ke https://community qualys.com/blogs/securitylabs/2011/11/02/how-to-protect-
against-slow-http-attacks or Sergey Shekyan;

T MaxKeoph i vaRequosts — MAKCHMIILHOE HUCIO 1AIPOCON, KOTOPOS MOKET GBITH BBI-
[OHEHO & TEHEHHE OIHOTO COETMHERHR;

O reepaAliveTireout  BPeMA OXKMOAUMA OHEPEAIOrO 3ampoca OT OZHONe H TOTO Jie
KINeHTa (B ceKyHzax). Ecnu 2a ykazaHHEI NePHOM 3aIPOC HE MOCTYIIHT, TO COEMHE~
HHE 3REPIIACTCA.

PaceMOTpHM Terieph KOHGHIyPaLHOHHBIH (aiin /ctc/apachc2/conf-cnabled/scourity conf:

O SserverTokens — xapakrep HidopmaLmu 06 YCTAHOBNEHROM NPOTPaMMHOM ofiecrie-
YeHn, BosBpaaeMetii ceprepoM. [To yMomuaHHio npr moGoM 0B paieHnn K cepepy
OH BA3BPALIACT 3ATONIOBOK € MONPOGHOR HHPOPMALUER © CHCTEMe, KOTOAs BKIIOHE-
T Bepenn Apache, OC Linux 1 Beex aMerOIMycs Momyned. Ec xakep y3Haer, uto
Ha cepBepe YCTAHOBNEHa cTapas Bepcka muTepnpertaropa PHP (win nioboli Apyro
POIPANMEI, T0 Ha BATOM YHIET HAMHOTO MEHbILIE BpeMeHH. BoTTiEsIe IapaMeTpsl
HeoGXOAMMO OTKMIONATL, 8 HHOPMALWMIO O CEPBEPE MPATATH. ServerTokens MOKCT
HPHHHMAT O/IHO M3 CIE/LYKIIIAX SHAYSHRIT

* Full — OTOGpaXaTh NONHYKD MHGOPMALMIO O CEPREPE M YCTAHORTIECHHRX MOIY-
X, BKMOYas MX Bepcun. CaMoe ONacHoe IS CepBHCA — 5T HCIONbIORAHHC
HMEHHO 31010 1IapaMeTpa;

*  1in—— IOKAZATH MHHHMYM CREICHR (TONTRKO HAIRAHHE CEPREDA W YCTARORTEHHEIE
Moyni). FHoraa jaxe Takol IPOCTO CIMCOK Ge3 BepeHil MOKET CKa3aTh XaKepy
CMUIKOM MHOTO;

»  ProductOnly — TONBKO HAZBAHUC CepBEPA, B HallleM Clydae Apache BepHeT cBoe
n (apache) Ges ykasaHus Bepcaii, BOT 3T0 KaK Pas To, 4TO HaM HyIKHO;

3 serverSignature — CC/H STOT NAPAMCTP YCTAHOBICH B on, TO cepeep Gyner aobas-
TATH K CTeHepHPOBAHHBIM CTPAHHUAM TEKCTORYIO KHHGOPMaumo, KoTopas Gyzmer co-
HEPAETE HMA CEPBEPa H BMPTYATBHOrO XocTa, B paloumx ¢HETeMax ydule OTKITO-
44T 3T0, yCTAHOBHB NAPANETP B off.

7.2. Moaynu

Tpy HaCTpOFiKe Cepauca Apache O4EHN KXHMM SKEHOM ARIIIOTCE MO/YTH, PASIIE HX
MysHO 6510 ONUCHIBATH B KOHQUIypaUMOHHOM daiine Jeto/httpd/confhttpd.conl cc-
oMM oGpazom:

<Tfbefine HAVE PERLY

LoadModule perl_madule modales/libuerl.so

«/1fDefire>

Celiuac BCE CTANO HAMHOTO TPOIIE. YIHKE YCTAHODJSHHBIE H AKTMBUPOBAHILIE MOTYNH
MOJHO yBUTeT B KaTaliore /etc/apache2/mods-enabled. JlocTaTouHo mpocTo mpocMoT-
PeTh, Kakue Galiiist Tau umerorc:

1s /etc/apache2/mods-enabled
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Puc. 13.1. Caiir, nocesusennbii TexHonarwm 1Disk ot koMnayk Apple

13.4. Tlonutuka pe3sepsupoBaHUa

Or 1010, Kak Bhi GY/ITC PEICPRUPORATE JAHHEIC, STRHCHT CKOPOCTh JIPUBGACHAN OriCpa-
Lk 7 NOTCPM (0CTE BOCCTAHOBIEHMS, Ecn MHGOPMALNA Ha CepBEPE 3aHHMAET COTHH
HraGalT, To HEOGXO/INMO JIOCTATOURD MHOTO BPEMERH HiL € KONHPOBAHHE, UTO BRROBET
Gonburyro Harpysky Ha npoucccop. Ecu npoucaypa BEINONHACTCA O CETH, TO H KaHAN
cBa3u GyreT neperpysien, YTo caienaeT cepsep MeHee JOCTYTIHBIM.

Balia 24aua — OPraHAI0BATE PEICPEHPOBAHHE MAKCHMATLHO dPOEKTHBHEIM METONOM,
WHGBhI OHO TAHHMA'TO KHK MOKHO MCHBLLG BPEMCHH, U LIpH 5TOM CO3IREIAC KOUHA BOEX
HCOGXO/IMMBIX JAHHBIX.

TIpH NIAHAPOBAHUH PE3CPRHPOBAHYSA BEI JOKHLI YUHTHBATE, YTO CCITH MPOM3OHIET Mo~
JIOMKA ECTKOro AMCKA, TO BCe M3MEHEHNs, BHECCHHbIE C MOMEHTA CO3aHUA NoCeHedl
KOIMH, GYIIyT NOTEPAHEL B CRA3H C 5THM HEOGXOMMMO COXPAHATH BAXHBE JAAHHBIE Kak
MOKHO Hallle, HO TIPH 3TOM He 3a0LIBaTh, HTO [T CepBepa 3TO NOCTATOUHO HAKTAIHEIR
uponeee.

HTak, CKONBKO 1OCHTeNel KHGOPMAIEH HAM OHANOBHTCS, KAK 4acTo MX MCTIONE30BATH
H KaK HME [071630BATECA? TO 3aBHCHT OT MHOTUX (haKTOPOB:

1 xpansanca undopmanus;

0 nacTOTa H3MEHEHHA JAHHBIX:
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O Jset — NPOLEHT HCIIONb30BAHHOTO JUCKOBOTO MPOCTPAHCTRA;

O Mounted cn — KAk CMOHTHPOBANA aiiiosan cHeTema.

mount

KowmaHaa npenHasHawena s MOHTHPORAHHA (alifloBRIX cHeTeM. BEUTH BpeMeHa, korna
maxe xoMnakT-quck (CD-ROM) npaxoamiocs MOHTHPOBATh KOMaHIOM B TepMMHANC.
Cofiiac B rPAQHHGTKOM POKHME BCT YAKC MOHTHDYCTCA H ACMOHTHPYCTCA aBTOMATHHG-
cKu.

Hrak, utober CD-ROM cTai ZOCTYNHBIM, HAIO BRIIOMHMTE KOMAHIAY mount, YKasaR
B KaucCTRC IpAMETPA YeTpofieTEo /devicdrom:
mount /dev/cdram

Tocne 31010 conepumoe CD MOKHO TOCHOTPeTS B KaTanore /mnt/cdrom. Honywaerca,
10 AIUIEL H KATATOTH KOMNAKT-MHCKA KAK GBI CIMBAIOTCA © PAILIOBOI CHCTEMOI.

Tloueny Mmenno & atanor /mnt/cdrom mogcocanmzetca CD-ROM? Cexper saiuouact-
cfi B TOM, UTo ma moakmoueHAs CD-ROM Hy:KHO HaMHOTO GoNkime CBEICHWH, deM
MPOCTO KOMAHAA mounl /dev/cdron. OTH CBENEHHs XpagaTca B IBYX ¢aiinax, ywe
mMelonmxes B OC # OMACKHBAIOWHX OCIOBHbIE YCTPOHCTEA H MAPAMETPLL 110 YMOTda-
Huio, — B chaiiax fstab u mtab, Janafite N0 OMEPEH PACCMOTPHM 3TH daimer,

JAna Hauama B3rIsHeM Ha fStab:

§ Jexc/Sstab: static file system izformatice.
¥
# <file system> <mounz point> <type> <options> <dump> <pass>

/devindaz / ext3 defaults,errors-remcunt-ro 01
/deviadal nome  swap sw 00
proc /proc  proc defaulzs [
nore fdev/sim tmpfs defaults [
nore sdev/pts/ devpss gic=5,mode=620 [
/dev/cdrom /mot/edrom 1509660 moauto,cwner, kudzt, ro LI
/dev/fd0  /mnt/floppy auto ncauto, ovner, kudzu 0 0

Daiin COfePIHT CTPOKH [UI OCHOBHBIX JIRCKOB, KK/an 3a1HCh COCTORT 3 6 KOTIOHOK.
OOparHTe BHUMAHHE I1a IEPBYIO CTPOKY. 3i1ech ONIHCHLIBACTCS MOAKTICHeHHs MucKa hda2.
B moeli (aitoBOM CHCTEME 9TO OCIIOBHOH WCK, MI0ITOMY BTOPoH napamerp — "/". 1a
SHAMAT, 4TO JUCK GyneT MOHTHPOBAN Kak KOpHEeBOM. Tperes komouka onuckiBaer dai-
JIOBYIO CHCTEMY, B IAHHOM C.Tydae 310 Ext3.

Tlpeanocnennss cTpoka B aiie onuchiraet yerporcTeo CD-ROM. TlocmorpuTe Bxn-
MATeIThHO Ha BTOpOH NapameTp /mnt/cdrom — BOT OTKY1a GEPETCS MYTh K COEPIKHMOMY
KOMIAKT-IUCKA. YeTBepTas KOJNIOHKA COMEPKMT ONLIMH MONTHPOBALKA, B KOTOPBIX MOM-
HO ONMCATE NApaMeTPLI GEI0MACHOCTH. LA KOMIAKT-IHCKA 316Ch YKA3AHO HECKONBKO
OnuMii: noauto, owner, kudzu, ro. Ouelh BEXKHEIM ABIAETCA NAPAMETP ro, KOTOPLIA ToBO-
PHT O BUSMOXNKHOCTH To)1bKO yTeHus CD-ROM. BnoiHe 10rnyHO yCTaHOBHTE STOT napa-
METP JUIR RCEX RHGLUHMX UDHBOSOR W YCTPOVCTE, KOTOPHIC 310YMBIIICHHUK MOMET MG~
TIOB30KATS JiTH ITIMHECKOLD IEPENACH KA MHBOPMALIH C CepRRpa,
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3ampoc Ha Mouck AomMeHa ¢ verem flenov. Ecaur Takol HaiieH, To MBI IOMyaHM anpec
DNS-ceprepa, koTopaiit obcny:usaer flenov.info. Ml yoxe eMy Hanpap1feTcs 3anpoc Ha
nolayuenue aipeca Jomena www.flenov.info. Pesynetatom Gymet TP-ampec cepeepa,
KOTOpOMY NpucEaeHo MA www.flenov.info.

Bce 5TH eHCTRUA TPOACXOAAT NPOSPAYHO A KOHCHHOTO MOMB3OBATCAA, H KOIAA Rh
HabupaeTe B Gpay3epe aipec, TO HUKOT/IA He YBHIMTE BCEX 3THX TOHKOCTeH. O TOM, uTo
WieT nouck [P-a1peca TIo HMEHH, MOKHO Y3HATE TONIBKO 110 TIOJICKA3Ke, KOTOPas BLICEE-
4UBAETCH B CTROK® COCTONHIA 06O3PERATENS.

B CeTrt ecTh MHOKECTEO KILLMPYIOIIMX COPBCPOB, BHMOIHAKIIAX CEON (GYHKIAM dR-
TOMaTH4eCKH. JOCTATOYHO TOMBKO €ro YCTAHOBHTH, CHIETATh OCHOBHBIE HACTPOHKH W
sanyeTUTh. Kaiunpyioliue cepBepsi 0GMEHUMBAIOTCA Mesky coGol mubopmauneit u no-
3BOIAOT HANTH MoGoH agpec Ha GMHXkaiflleM yiNe, He oSpallafchk K OCHOBHOM Gase
Aunnbix, Hanpusep, y Baero HHTEpHeT-TpoBalilepa Halie Beero ecTb cpodé DNS-
ceprep. Korna Ber ofpauiaerect Ha kakol-HHGYIs CHMBONBHBIN anpec, TO 3aMpoC CHa-
4aa MIeT Ha cepBep NpoBaiinepa, 3aTeM Mo LEeNOYKe NePeNaeTcs APYTOMY CEPBEpY, H
TAK 50 TCX nOp, NOKa HykHas 3anuck ¢ IP-apecom He Gy/ieT HaliaeHa, ecii, KOHEYHD
e, UM YKa3aHO BepHo. TTpW Takoil OpraHW3auMM 3alipacoB AIPEC 3ampalIHBAEMOro
HMeHHU MOKeT GLITh monyueH oT Gamkaiimero DNS-cepepa, B Kslie KOTOPOTO cOXpa-
HUTACH HEOBXOIHMMET MHGOPMAIIHE,

Cepeepet DNS MoryT u, HaoGopoT, no JP-aIpecy cKa3aTe HAM €r0 CHMBONBHEIH ajpec.
B 5ToM cityuae IP Toue nepesopaunBaeTea. HAnpiMep, eciii HysHO y3HATH HMS cepBepa
190.1.15.77, To 8 3anpoce k DNS Gyzer suacH anpec 77.15.1.190 u nobasnen cyddmie
in-addr.arpa: 77.15.1.190.in-addr.arpa.

11.2. NoxanbHuxi4 qpaiin hosts

M1 yke 3HaeM, MTO H3HAYANBHO ANA COTICCTABJICHHA MMER I 87PECOB MCTOTB3OBANCA
dain /etc/hosts, ITo TekcTORBI halin ¢ 3anMcaMu THTTA:

127,0,2.1 localhcst.loczldomair lecalnost

192.168.77.1 Tlencvd

Kmkpaa cTpoka — 370 cootsercrare IP-anpeca ero nmenn. Ilo ymomuammio 8 taiine
ByneT Bcero ABe CTPOKM, Kak B npuBeseHHOM npuvepe. [Teppas cTpoka — 370 "net-
11", HamomuHalo, uTo Bo BCeX KoMmbloTepax Amd lecalhost w [P-anpec 127.0.0.1
YKa3bIBAIOT HA TEKYLIYEO MAIMHY. DTO 3HAYWT, YTO €CIH HYXKHO BRINOIHHTH ping,
a7pecoBaB 3ampocH Ha NOKATEHEIE KOMITBIOTEP, MOKHO HATHMCATS;

pizg 127.0.0.1

Bo pTopoit 3amHCH yCTaHaRTMRAETCA COOTBETCTBHE MENUTY IP-aapecoM, 3amaHHBIM mis
falllero CeTeRoro uHTEpeica, M CHMEOTHHEIM HMeRey. B IaHROM ciTyuae Moeli CeTeBoil
KapTe TPHCBOSH ajpec 192.163.77.1, W €My COOTBETCTBYET MMA Tlenovi. 3TO 3HAUHT,
4TO TPV BLINOTHEHNH KOMAHIB! Fing MOKHO YKA3HIBATH MK [P-a/pec, M M3 KOMIIb-
foTepa.
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Kax npaBuio, na caiitax uMewno rpaduieckuii MaTepuan sanumaer uaubonLImit odLeM.
EcIli TeKcTOBasi 4acTh CTPaHMI oBLIMHO He npesbimaet 15 KGaliT, To ofummii pasmep
rpacucn aocrract 100 K6aii 1 Sonce. 3arpysas 3Ty HH(OPMALRIO ¢ TOKATEHONO Npo-
KCU-CEPBEPA, B IKOHOMHTE TPAGHK H BPENA.

CKOpOCTE 3ATPY3KH YBEMMMBACTCA 32 CUET TOro, MTO TIPOKCH-CepBep HAXOTWTCS B Ea-
Weit NOKATBROH GETH, H CBA3b C HUM, YALLE BCErD, GHICTpas. PealbHas cKOpOCTh COOT-
BETCTEYeT BameMy OGOpYIDBAHMIO, TPOMYCKHAS CTIOCOBHOCT KOTOPOTD B HACTOAIIEE
BPEMA ZI)Ke B CaMEIX fIEIIEBBIX BAPHAHTAX RocTuraet |00 M6ut/c. [To 3ToMy KaHaly Bbl
3abupaete GONMBITYI0 UACTE HEGOPMAUMH: BOIO Fpaduky, (Iem-aHMMALGTIO U HewsMe-
HEHHVIO TEKCTOBYIO uacTh. CBAsk ¢ MHTEpHETOM HEMHOTO MeUTEHHEE, M B MallbX OdH-
cax B cpenHem cocrabixeT oT 54 Mont/e. Takoit HH3KOH CKOpOCTE MOXKET GbITh H IPH
ellonkIouaHNN Temenoro obopysiosanis Wi-Fi. M uem Jatemwe wer of mepemaTumica,
“Tem xyxe upHem u ciopocts. HO 4EPER 10T KaHAI Bet 3a0UPAETE TO.ILKO HAMEHEHHIE
TEKCTOBBIE IAHHEIE (Ualle Beero coxeprkumoe HTML-daiinos).

TIOVHMO KINIMPORAHHA CO/EPARMMOID CTPAHMIL, HPOKCH-CEPUED MOXET COXDAHNTS [e-
3ynbTatst DNS-320pocoB. T TAKAKE CHIOGOGHO LOBBICHTS UPOHIBOANTENbBOCTS. TTonn-
30BATENO YI0GHEE BBONUTL CHMBONIBHBIE AZPeca, & KOMILIOTEp OGMERMBACTCA NAHHEL-
MH, Ucnonbaya 1P-agpeca. COOTBETCTBELINO, NPEHKAIE HeM LAHIIETCA 3arpy3Ka, POrpaMMa
JIOIICIIA BLITIONIHKTE TAKYIO I0AMEILY, 4TO 3AHMMACT KAKOS-TO BPEMS H CO3ACT 3aAePKKY
nepes HawanoM obmena fannbivMu. Ecimn fo sac yxe kro-uubyne ofpamancs k caiity mo
CHMBONBHOMY HMCHY, TO 32CPHKa Ha pabory ¢ cepecpos DNS Gyiet MeHstue, LoToMy
HTO NPOKCH-CEPBEP BOIBMET BPEC H3 CBOCTO Kallia, He 00PAAsCH K yIATEHHOMY Cepee-
py. Boaee noapoBuo 0 DNS bl morosoph e zraee 11.

C pazsmritey MHTepHeTa H NOTPEGHOCTEH NOTH30BATENCH CTATH PACTH 1 BOIMOKHOCTH.
TIpOKCH-CEPBEp MOET MIPATh POMTb LIUTFO3A M Ge3 JOTIOMHHTENLHEIX TIPOTPAMM FUTH 050-
pynoBauns obecTiewdTh ocTyn B HuTepHer. TIoMMMO 3TOFO, OH CTAHOBMTCH IMTOM
B CeTH OT BTOPIKeHNS M3BHe. HanpuMep, eciu Boe MOTL30BATENH TONKTOUeHE K HHTep-
HeTy vepes POKCH-CEPBEp, a OH MPAUET peaibHbi [P-anpec TAKeTOB M OTMPABNET HX
& CETE OT CHOETO MMeHH, TO XAKEPS! YBHIAT TOMsKO TP-anpec MpokcH-cepaepa W GyayT
JOMATH €r0, 2 KOMITHIOTEPb! PeATHHBIX TONbIORATENEH OCTAHYTCH HE3ATPOHYTHIMHA.
TakHM 05PA30M, TP OPrAHHIALIN JAUMTEL OT BHELIHENO BTOPXKEHHS MOXHO GOMbie
BHUMAHUS Y/IeATh OXpaHe IPOKCH-CEPBepa., UeM KTHEHTCKHX KOMIIBIOTEPOB.

BosmomHeTs cokpeITia [P-ampeca 7aeT eule 0NHO MPEMMYLIECTBO — IKOHOMHR afmpe-
coB. MIHTEpHET-anpec AOMKEH GBITE TOMBKO y MPOKCH-CEPBEPA, MOTOMY UTO OH OGMEHH-
BAETCA MAKETAMY C BHEIUHWM MMpOM. Bee ocTaTbHEIe KOMIBIOTEPEI B Ballel TOKANbHOK
CETH MOTYT HMETb UIEMapIIPYTHIUpYEMLIE 3Pecd, KOTOPHIE 3aPEICPBUPOBALIE I HACT-
ubix ceteid (quanazon 192.168.x.x wi 10.x.x.x).

1poxcn-cepbepsl GHIBAIOT DPO3patHLIe M AHOHHMERIS. [Ipo3patible TIPOCTO TIEPECHLTAIOT
TMaKeThl MoIb30BaTeNns (6e3 M3MeHenMs alpeca OTMPABHTENs) Aanuile Ha BeG-cephep.
Hpoxeu-cepsep, xoropeiii ckpoiact 1P-aapec, HasbisaeTes anonumnsin. Takol ceprep
06UIACTCA ¢ BHOLIHUM MPOM OT CBOCTO HMCHH. STHM OMCHb HACTO IONBSYKOTCA 410~
yMBsTennikn. HATPUMEp, eCii XaKep XOUET BCKPHITH CEPBED M 3AMECTH CIIGAM, TO OH
TIPOU3BOHT BCO CBOM JICHCTBHA Yepe3 AHOHMMHBIN IPOKCH-CEPBED, TOOBI AMHHHCTPA-
TOP HE CMOT Y3HATH, KTO HMEHHO POR3BOIAN BAIOM.
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Vi3 ARUHOTO OMEITA OUEHb YACTO BOHHKAIOT NPOONEMEI ¢ MporpaMMod rsync. OHa CHH-
Xponusupyer Gainbl Mexny ABYMA XPAHHIHIIAMH, KOTOPBIC MOTYT HAXOANTECS Ha pa3-
HBIX KoMTBioTepax. C TOMOUIBIC ISYNC AOCTATOMHO NPOCTO PEANTM3ORATE CHIIXPOLH3a-
1MK) KOJ@ HA CEpBEpaX [UTH Befi-cepiepon. TO OIHA W3 3a1ad, KOTOPYIO Pery:pHO M
mena pewaer Linux. I{o rsync MOcToARHO BUCHST. PellleHHe — 3amycKaTe €ro B BUIe
Aemona. 1104 1eMOHOM 011 pabOTAET OTANYHO M [IOKA Y MeIIA IIH pasy He JABHCAT, HO 5T
yoke OTIebHAS Tema.

Ceifuac MbI OFOBOPHM © MPOLIECCaX 30MOH. MITaK, Y MeHs CKPHITT! paGoTaloT B IOCTO-
SHHOM PEKMME M COITAIOT HOBBIE 1POLECCH (QOUEPHIE), KOTOPBIC BEITOMHAIOT KRKHE-TO
paboTel, HHOIA GHBACT TaK, 4TO {0MCPHMI HPOICCE SAMCPUSAN CROIO PabioTy, A pojti-
TenLCKHil HE BHAMT 3TOFO M CHHTAET, YTO A0uEPHHil Bee e paboraet. Tlonyuaercs, kuk
BEI 30MOH B CHCTeMe, KOTOPETH Bpofie GEL U yMep, HO APYTHE He BUIAT 3TOr0.

Y Metist Bee POAMTEITLCKME TIPONECCH 3aTMCEIRAIOT Cefsl B XKyPHaN B OCHOBHOM CKpHTE.
A 3na0 ux 1D, 1O 1€ 36350, Kakoi UMEIIO M3 JOYEPIHK 33BHC HITK TIPEBPATHIICS B 30M-
Gu. KOMRH)IE 7 BIIEKO HE ST 1IOKATIRACT LIPARMIBHO TAKHE NPOBIEMEI.

B TaKix CyuasX 4 BHNOTHAR KOMAHAY:
ps al

374 KOMaH[a BEBOAMT NOAPOGHYI0 HHGOPMALHIO O BEINONHOIKXCA CEHAC MPOLEccaX.

ULL BIb BRIG F CRLOPRINL TTY TTMR, CMD
0 762 339 4108 O 33 0 ttysCOD  3:00.35 legin -
SBT 703 02 4306 0 31 0 reysCOD  0:00.08 -bash

6 8510 703 4106 0 31 0 trysGeD  0:00.01 ps -al

CaMBIMH BaKHLIME 3IECh ABITOTCA BTOPAR H TpeThe Komokkk: PID (procoss 10) u PPID
(parent process ID). Bo BTopoit cTpoke B kononke PPID sanmcano 702. D10 3HaMKT, 410
Tpollece B 3TOH CTPOKe ABMAETCA NCUYSPHWM 1A mpongcca ¢ PID pasnemv 702. DroT
[POLICCE MOXHO YBHIETh B NepBoii cTpoke. TPeThst CTpoKa ABnseTes NouepHeil omg rTo-
Poit. To cCTh TPTHH NPOLICCS MBI HIBLIHI B HCPPXHA.

Korza nponeccos MHOTO, TO cpasy Tak WepApXHIO TMOCTPOWTE He MomyuuTcs. B atom
Canyuae MOsHO GUIBTPOBATH BBLON ¢ TIOMOUILIO CHENYIOWEH KOMAHIET:

ps -al | grep XXX

3mcch BBl BHIWTC ABE KOMAHIbl, PasICACHHBIC BCPTHKANBHOM 4epTOl. Tleppas komanda
cneBa: ps -a_ TOKaIBIBAcT MOAPOSHY0 WHPOPMAIINO 0 BeeX mpoueccax. Bropas —
qrep GUABTPyeT BBIBOA. KoManma grep MoKaswiBaeT Ha SKPAHE TOTBKO Te CTPOKH, B KO-
rophix ceth okt XXX, B kaucerue storo XXX uywno yxaars D poJH1ensexoro npo-
uecca.

3.5. TlnaHupoeaHue 3asay
OueHE YacTO BOSHUKAST HEOGXOIMMOCTE BHITIONHHATE KAKYIO-THGO OTIEPaLHID B ONpere-

fteHmoe Bpema. PaHbIE 5 HATEANCA Ha CBOIO TAMATS W BPYUKYIO BLINONKAN KoMk, Ho
KOF1g HECKOALKO Pa3 POK3OILLIA 0CEHKa — MPOCTO BLUI CAHLIKOM 3aHT, 400K 06pa-
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BO— 270 "manka o AByx Konuax". Bnonse nornusim Guimo §6 MapmpyTH3aUHIO OT
HCTOYHHKA 3aNPETHTS, 4 elle Jydlle BOOGIIE HUKOTIa He IPUAYMSIBATh.

Kak MapmpyTusare OT HCTOYHMK BIHAET Ha Ge30macHoCTh? JIOMYCTHM, UTO Ball ceTe-
BOI 3KPAH 3A0PCINACT TOMKTIONCHHA C aapeca 192.168.1.1, moToMy 4TO Yepes 3TOT aipec
K BaM ITMTAACA IPOHUKHYTH xakep, TTOCKONbKY BLC TAKCTA II0YMBINLIEHHHIA MAPIDY-
TI?ATOPEL HANPABIIOT MMEHHO HEPC3 3TOT AAPCC, TO MOUOUHCHA CTAHOBHICH HEBOZ-
MookHBIM. [0 Griaronaps source routing 3MOYMBIIVISHRMK MOXET CaM YKaiaTh TyTh, Mo
KOTOPOMY AO/MKEN CIIEOBATE NAKET, H NPOBECTH €r'o B 06X0X MapIIpyTHIATOPA FLTH cep-
BEPA ¢ 3AMPELIEINILINM AAPECOM.

Kanmb, 4TO MBI HE MOXEM 3aNPeTHTH MAPLIPYTH3ALIMIO OT UCTOUHWKA HA KOMIIBIOTEpE
XaKepa, HO MBI IO/LKHBI 3aIlPETHTL €€ Ha CBOeM KOMIIbIOTepe i, TeM 5olee, Ha KOMITE-
J0Tepe, KOTOPBL BHINOIHAET poib uLTO3a B Mirreprer (IIPOKCK-CepBEp WM CETEBOH
axpan). LA 3Toro HeoSXOWAMO YCTaROBHT O B daiine /procisysinetipvd/cont!
all/accept_source_routc HilH BEIMOIHHTD KOMBHKY:

echo ¢ > /proc/sys/net/ipvd/ccnt/all/accept scirce Toute

14.7.3. SNMP

Tporoko1 SNMP (Simple Network Management Protocol, mpocToli IpoTokon ¢eTeRoro
YNpaBIeHns) MPUMEHAETCA WIS YNPaB/IeHHd CEeTeBbIMH YCTPOWCTBAMH, TaKHMH Kak
MAPIIPYTHIATOpEI, YNIPARIAEMEIE KOMMYTATODEI M aike GHITOBble YCTPOMHCTRA, NOMITIO-
eHHbIE X CeTH.

CymectsyioT Tpu sepery toro niporokona. Tlephas ueperns Gbita paspaGoTana oueHs
JBHO 1, KOHEUHO K€, OCYIIECTRILLTA OTKPLITRIA OOMeH Mapotamu v nanrsn. Lugpo-
aume Ghuio noGarncHo & SNMP, naunkas co aropoli epend. FIMEHHO TIOSTOMY Nepayio
BEPCHKY HE PEKOMEHTYSTCS HCTIONB30BATS, @ TYUINIE Jake 3alpeTHTh.

V SNMP et eiiie 0/H HEAOCTATOR — POTOKGH HCHIONBIYET B KAHECTRE TPANCTIOPTA
npotoxon UDP, KOTOH HE NORICPKUBACT RMDTYANAHOG COE/MHCHUE, W IIEpeiiada
OCYIeCTBILIETCs! [POCTON OTIPABKOMN NTAKETOR B CETh 063 MOATBEPAICHUS NOCTARKY H
Ge3 kakoH-TG0 aBTOPHIAUMH, T. €. ITOYMBILLTEINIHK JErKO MOKET NOAMenaTs Mobuie
TI0JI% TIaKeTa,

51 He PEKOMEHIYIO HCnoIL3oBars SNMP poobiite, oToMy 4o 414 GO1BLIMICTBA 3a1ad
MOXKHO 0GORTHC Ges Hero. KoueuHo sie, upoBante, 105amIenHoe BO BTOPOil BSpCUl,
3HAYMTEINEHO TIOBHICIIIC GE30MacHOCTE, 1 SNMP CTajio MOXHO IPHMEHSATE AwkKe B 0C060
BakHsX cmydasx. HO HEOGXOZMMO CHAAT YGE/ITECH, HTO BEI paGOTacTe MMEHHO cO
BTOPOH Hd GoiTee cTapiel Bepckeli, H UTO UM(POBAHHE HCIONEIYRTCA.

14.7.4, TonHuii nyTe

Koraa mhi AaTyckaeTe Kaine-iHG0 KOMAHIS! WIR TIPOFPAMMEL T0 HEOGXOTMMO YKABL-
BATH MOMHBIA 1TyTh K HAM. BOXBLWKHCTEO TIONE20BATENEH  AIMMHMCTDATOPOR MPOCTO
YKa3BIBaIOT HMA 3aNYCKAeMOT0 OGBEKTa, HTO MOXET CTATh PHIEHON Binoma. Ja uto
TaM OBOPHTE, A CaM TPy BBOIOM KOPOTKHX KOMAHI,
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13.4.4. TepuoanHo

Jlamkbie, KOTOPbIE H3MEHSIOTCA C OMNPENIENEHHbIM HHTEPBAIOM, HYAKHO B COOTRETCTAMM
© HUM M peaeperpoBath. llanpuamep, HEKOTOPBIe halilbl UCTIONE3IYIOTCA BO BPEMS eIKeMe-
caykoR oTdeTnocTA. Kak mpasino, oHH JOCTATOMHO GONBIIOTO pa3Mepa, W CO3IABATH
DETYNAPHO HX esepBHYIO KOHIO He HMeeT cMbcTa, Hamioro adieKTisHee AenaTh 3T
B KOHUE OTHETHOrD NEPHOJIA, @ IOTOM BECh MecAll He TPaTHTE PeCYPCll LA THIIING Ofle-
PaLUH C HeM3MEIAeMBIMH JaLUbIMY.

13.4.5. MonHaa konua

Hanbouee Hapexuem clHocoGOM ABISETCA COITANAE TOMHOW KOITHH BCETO JKOCTKOTC
Jwicka. B 3TOM cilyuae HHPOPMAIHS MOKET COXPAHATHCS HEIABUCHMO OT (aiIoBoii cic-
TeMbl, TIOTOMY HTO TIPOFPAMMA KOMUPYET BECh MMCK (OAHH K OJIHOMY), MCTIQILSYR 1pa-
MOl BOCTY N K AOpOkanM. BOCCTAHOBNEHHE IONHOW KOMHH FapaHTHPYET, YTO BCE IpaBa
HACTPOEHNI YeTKO, H TTPOTPAMMEI CPa3y e COTORI K HCTION30BAHMIO.

Ho ror ciiocof nMeer I0cTarowHo MHOMD HeTOCTATKOE:

1 TpebyeT MHOTO Bpemenw;

0 BEZBIBAST CIMIIKOM GOMBLIYEO HATPY3KY Ha CEpBep;

0 e peanmsyeTon cpenctaamy Linux — 1 SOUSIMNCTHE AUCTPHOYTHEOB HET HEOGX0-
IMMEIX NPOCpaMM;

0 BKTOTIET B pesepHYIo KOMUIO Bee BaliEL, aKe Te, KOTOpHIE He SBTIOTCS HEoGX0-
MMEIMM, — HATPAMeP, RATANOT /tmp.

PesepsupoBanme nonnoii konueit ouens y105H0 HCNONB30BATL I8 MEPENOCA TAHHLIX HA
npyroli cepaep WIH THPAXMUPOBAHKA KOHOHTypamuu. HampuMep, Bav Heofxomnmo Ha-
CTPOHTE HECKONEKO OIHOTHAHBIX KITHEHTCKUX KOMIbIOTEpoB. CKoHGHIypHpyiiTe oamm,
cnenalite ero MOMHYIO KONHMIC W BOCCTAHOBMTE Ha OCTANBHEIX MamyHax. Takoii MeTox
HazexHee, ueM NpocToR Mepenoc hailios ¢ 0HOTO KOMITEIOTEpa Ha APYTOH.

13.4.6. Hocurenu

Terepb PacCMOTPHM, CKONEKO HOCHTENEH HaM MORaNOGHTCA [UIA XpaHeHHs BCEX Pe3epB-
HBIX KOT3H, [I9 KaKI0r0 THITA NAHHBIX HYKHEI CBOH HOCHTEIH, TIOTOMY 'ITO MX KOMHPO-
BaHWE IPOUCXOIUT € PA3HOH NMEPHOINHHOCTEIO, M PACCMATPHEATE HX HAZO OTACTBHO:

O kondurypamuorHeie daiinel. Mbl yike onpeaeniich, YTo 118 Hux foctatoudo USB-
HcKa. JKENaTeIHD MMCTh ARG OAMHAKORKIX KOMAH, OTOMY HTO GG IACKY TI0P-
THTOR;

1 niepHoIHaHO OGHORTACMBIE NaHHEE. VX Tydille BCEro 3ATIMCHBATS Ha CheMHBIH HOCH-
TeJTh W XPAHFTS AyTHTeTEHOE Bpem. S A 5THX menef nemonsayio CD-R, motowy wro
ero o6beMa TOCTATONHO A1 MOHX JaHHBIX, U NPA 5TOM HHQOPMALMIO HEMb3A CTe-
pers. Kekmiii Mousty 5 /1ciaio Takofi IMCK H COXDRRAIO €10 K ‘teueame roa. Taim
0GPa3OM, 110 PE3CHRHOI KOMMM A BOET/R MOTY HPOGMOTPETS JRHHBIE 3a 1050 OTHeT-
HBIH epHOTT;
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OnsTs cydait 13 cobeTBeNIOl MPAaKTHKA. 51 CHOBA BCTIOMHMHAK) (UPMY, 1€ MIle TIpH-
uwiock paGoTaTe ueThipe TOJA, M TAe 3aluTa Ouita oprawnsopaHa mo [P-aapecy. Moii
OT/IeN 3aHHMAJNCS ABTOMATHRAIHEH MPOM3BO/ICTRA, H B HEM PabOTA/TH 3NEKTPOHIIUKH, a 5
661 equnCTBeNHLIH MPOrPAMMACT M AAMHIMCTPATOp B OAtoM muue. Joctyn b Hiepier
6BUT paspereH TOTEKO MHe, HAUANEHUKY OTIeNa H €10 3aMecTHTENMO, Uepes HeCKOMbKo
HacoB AOCTYI HMENH BCe COTPYIHMKH oTmena. Kax 3To npoucxoanno? Pemenne oueHb
TIPOCTOE — 4 TIOCTABKT HA CEOM KOMILIOTEP NPOKCH-CEPBEP, K KOTOPOMY MOMIM MOZ-
KUTIOaTHC Ge3 ayTEHTHDHKALHN MOH COCTYKHBIIEL A OH YKe NePeNpaBTAT 3TH JANpock
KOPTIOPATHBHOMY MPOKCH-cepaepy. Tlockoneky Bee 3ampocs! Mk OT Mells, TO FMIABHLIH
TIPOKCH-CEPBEp He BOZPAKAN.

Tla TepBeii BICNAA peLcHUE HICANBHOE, RO TVT eCTh OIHR H3BAH. Ja, 570 moie Jser
Bgent, KOTOpOE CTAIIOBHTCH MYCTEIM NpPH MPOXOKIENHH NAKETOB depes Mol squid-
cepsic. Ho rorie MOHO 3al1aTh BpYWHYI0 B KoH(HIYpaHoRHOM daiine. T 5Toro cy-
IECTBYeT AMPEKTHBA fake user_sgent. HampuMep, ceAyIOIIas ¢TPOKA MOKET IMYIH-
PpoBaTk 3ampock, Kak Gyato omu uayT OT Gpaysepa Netscape:

fake_use_agent Netscape/L.D CB/M; 8-bit)

9.5.4. 3aumra cetn

Cepanc squid MOXeT GEITh KaK CPEACTBOM 3ALIMTEl CETU, TAK H OPYAHEM MPOHMKHOBSHHA
xakepa B ceTh. Yrobbl BrelIIne N0:1b30BATENH HE MOTW 330eiiCTBOBATL NPOKCH-CEPBEP
1A TOAKTIOYEHHEA K KOMTIEIOTEPAM JTOKATBHOHN ceTd, 1:eo6Xxoaumo 106aBuTE B Kondury-
PALHOHHEIH (Al CeyIoMHe CTPOKH:

tep_incoming_address miyTpesui_azpec

tcp_outgiong_address exemu_amec

udp_inceming_address eyTpesii ampec

udp_oulgiong_addzess oxemuii_ampec

B IaHHOM CNIYYa€ mruyTperfi_afpec — 3T0 AIPEC KOMNEIOTEPA ¢ YCTAHOBIEHHEM squid,
CETEROC COGOHHEHHE KOTOPOrO HAMPABMENO 114 BAWLY JOKAILIUYIO CETh, @ bast-
Huft_adpec — JTO APEC CETEBONO COENMHEHMA, HanpasienHoro B Mutepner. Ecmm He-
OPAaBIBHO YKAIATH a1peca, TO XAKEP CMOKST NONKITIOYATECA K KOMOBIOTCDAM JOKaIb-
MOI CceTH, HaXOnACh 3a ee Mpelenamd. BoT mpuMep OITHGOYHOTG KOHMTYpPHPOBAHUA
squid-cepeHca:

tep_incoming_address meemivi_aspec

tep_outgiong_address ByTpensdi ampec

udp_inceming_address Bremmfi_ampec

udp_outyiong_address mmyspenswi_augec

9.5.5. Bopbba ¢ 6aHHEpaMM U BCNALIBAIOWMMUI OKHAMM

B dmpMe, Cic % paboTaN, MOABIICH ROBERT COTPYAHAK, # B TIEPBYIO HEMEM0 Mo OLIYTH-
T yBeITIYEHHe TpadHKa. 310 GHIBAST CO BEEMH, HOTOMY 41O JUOGOH HORKIF 1101153088~
Tcns HHTCprCTa HauHHACT CMOTpeTh Bee cTpannue! noapsia. Co BpeMeHen UHTepeC CTi-
O A ———
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hr s {
llapaerpl;
DNapamerp?;
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JanaiiTe paccMOTPHM HasHaueHHe pa3ienos. [lepseM uaeT opticrs:
aptions {

directory "/var/named/";
)i

B ¢urypubix ckoBKkak TONLKO OUH MapaMeTp — dircclory, KOTObI YkazblBaeT Ha
nomamHKi kgTanor DNS-cepsepa. Bee ero dailtsl SyIyT pacniofaraTscs Tam.

OCTANGHEIC PASICHH MMEKOT TN #011c: U HEPES OPOGEI B KABMHKAX GOJIEPXAT HMA SOHM.
B K&KIOM W3 HUX N0 B4 NAPaMETPa: Lype (OMPSAEAET THN 30HL) U il (dalil, B Ko-
TOPOM COASPIKUTCS OTHCAHHE).

Camast TIEpRAS 30HA R HATIEM TpWMepe — one .. UTO 3T0 32 20HA B RUE TOUKH?
Beromire ctpykTypy DNS, KOTOpYIO Mbi paceMAaTpHBRIH B Hauane masw. B Gase nan-
Hbix DNS Tak 0603H89aCTCA KOPeHb. TIOMYHacTCs, MTQ PaIlET OTHCHIRACT KOPHERYIO
30HY. THI 30HKI hict, T. €. 3A6Ck XPAHATCA MG CChUIKN Ha DNS-cepeepsl. [Tockoneky
3T0 KOPHCHAS J0HA, TO H CChUKH GY/IYT Ha KODHEBEIE COPBEPEL.

B napametpe [ilc yKa3blBacTcs MMa (aiina, COAEPAANIero BCS CORUIKH HA KOPHERBIE
cepBepEl. B cHcTeMe 5TOro (aiila MOXET U He GbITs, [IOTOMY 4TO MHQOPMALIA B HEM
TIONBEPIKEHA M3MEHCHHAN, 1 JIyHIIC BCCrO MO/IYHHTE Cro NOCICAHION ACPCHIO C CCPACPa
internic.net. J1s 3T0r0 ALMONHHTE KOMAHTTY:

dig @rs.internic.net . ns > named.ca

A MORHO CKauaTh 10T Qaitn HenoopeacTacHHo ¢ FTP-copecpa internic.net no axpecy
ftp://fp.rs.internic.net/domain/named.raot w movecTHTE » kataor /var/named.

Tepefiyem k creylomemy pasueny zone "sitenzme.cor”. 3dech ONHCHIBASTCA 30HA
sifename.com. Tun 3a0McH master, 3HawaT Bam DNS-ceprep GyleT TMaBHEIM, 2 Bee
OCTWIbHBIE CTAHYT TONBKO CBEPATEEH ¢ HHM W K3MMPOBATh MHbopMatmio. Ceferna o6
9Toii 20ne SyayT XpanuTsea B daiine sitename.zone pabouero katanora, B namem crydae
370: /var/named.

Cinepysoutas soma ormesinaer ofparsoe upeobpatosanne TP-apeco 190.12.10.% » e
Ha. THI 3aIHCH — CHOBA master, M B NOCAEIHeR CTPOKE yKkasaH ¢aitn, rae GyIeT waxo-
JHTHCH OTHCAHHE 30HEL.

11.5. Zalinst onUcaHUA 30H

Temeps MOCMOTPHM, STO Y HAC HAXOAMTCA B Karanore /var/named. Cyas no daiimy kor-
curypam /ote/named.conf, y HaC y1cen J0IKHO Ghith 1n (paiiiia:

O named.ca — XpanuT cceuTkM Ha KOpHeBbiE ceprepLL. BToT daifn MPOcTo 336wMpacTca

¢ cepeepa internic.net, N03TOMY €TO PeNAKTUPOBATS He CTOMT, H Adke 1€ Syaen 1ia
HeM OCTAaliaBIIMBATLCA,
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OTICPATOPEI, KOTOPBIE MBI PACCMOTRMM HyTh TIO3KE, & CeHIAC AABAHTE 3aKORAHM SHAKOY-
CTBO ¢ THIAMM 6TOKOB.

Urofi51 CO3AATE COPBEP C AHOHHMHEIM JOCTYTIOM, HYKHO OITHGATS /10K Ancnymous:

<Enorymous yTh>
</Bronyrous>

AHOHMMHBIM T10/1b30BaTEIM Gy €T pazpelnes AOCTYI TONBKO K KATANOTY nyT- H HHYErO
Bonee.

Yro6b1 OIPEIENHTH AOCTYTI K KATAIOY, MOXHO HCTIONB30BATb AHPEKTHBY Directo:
<Direczory myTs>

DenyAl® # mre npievepa 2anpemima moCTVR
</Direclory>

B 3TOM GII0KE BBI MOXKETE YKA3HIBATE MPEKTHBL], KOTOPBIE OTHOCATCA K JIAHKOMY KaTa-
nory. ECiiH HY)XHO yKa3ath TIOGATBHEIE TTapaMeT]bl, TO HCOIE3yHTe B0k Global. Tro-
BGanbHOMy GNIOKY HE HYIKHO YKa2biBaTb KATANOL ~— OH [eiCTBYET Ha BCe.

Eue omin G1I0K, KOTOPEI MOXET NpHCYTCTBOBATE B KOHQIYpaumd cepnepa, —
VirtnalHost. B HeM ykaselsaercs a,ipec cepeepa.

Terieps pACCMOTPHM BPAMETPH, KOTOPHIE MOXHO HETIOTTH30BATS BIIYTPH STHX G0KO:

3 Defavlfoot — KopeHL Aepera KaTagorok FTP, suille koToporo momb3oBaTens He
MOXET MOAHATHCA. [10 YMONHAHHIO MOTB30RATENb MONYYAST IOCTYI K CROEMY N0-
MaIlHeMy KaTalory, & JOCTYT BLillle 3ampellen;

3 DetauiTrensteriode — PEKIM MEpeaul JaHHEIX. HX Beero Apa: TeKCTOBEIN H GH-
HADHBI, 1 B 3TOM 112DAMCTPC MOMHO YKAZATH CODTBETCTBEHHO 2sci: MM binary;

[ nisplayConnecs umadatins — COACPKMMOE yKasaHHOro daitna GyacT nokasasHo B
IPHBETCTBEHHOM COOBIICHHH BO BPEMS COSTHHEHIS KIMCHTA C CEPREPOM;

O Displaylogin wiadaiiza — COASPKMMOE YKA3aHHOTO B STOM NapameTpe daiima Gyner
LOKE34HO 110/Ib30BATEII IVCIC YCHUELIHOH PErHCTPaLMMI;

O vaxclients — MUKCHMWINHOC KOJIMYECTBO OZHOBPCMCHHO NOLKIIOMAKOIIMXCS NOIB-
30BaTereil. CAHIIKOM MATGHBKOE JHCNIO TIO3BOMHT XaKEPy C JIETKOCTBIO Peani3oBaTs
DoS-ataxy, HeYepnaB BCe BOSMOKILIES COSTHISHHS;

O order — MOPATOK, B KOTOPOM CepBep NpHMeNseT paspewenns. Ecmu saecs ykasano
allow, deny, TO PAIPEINAKNINE 3ATIACH UMRICT GoTBIAR NpHOPUTET. ECIH HAMero He
YKa3aHO, TO A0CTYI Paspemacted. Ecln xe yKa3aHo 3Ha4CHNE deay, allow, TO Gomb-
Lni IPHOPHTET MMEeT sanpelleHte;

01 ootLogin — PaIPOIICHHS AAMUHUCTPATOPY MORKHONATsCA 1o FTP. Ecmu 33ech yka-
3310 on, TO TAKOE JASHCTBUE Pa3pemneHo, HO JIyHIIe BCE €r0 3alpeTHTh, YKasaB off.
FTP — He nyqiwiee pewedne Juin &, MIARACIpUpOBRAMA (aiinow. Ecnn xaxep kaxnm-
6o OBPAIOM Y3HAET WM TIONGEPET NAPOTb, TO MOYKETe TOMPOIATLCA CO CROMMH
HAHHEIMHE

0O sexrverdName — HMA cepeepa, KOTOPOe Sy/IeT NOKA3EIBATHCA KIHEHTY;
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HcnonbsoBadye NapHbIX CEPBEPOB MO3BONACT MOBBICHTh [POH3BOAMTCIBHOCTD M Gezo-
nackocts. Cepeucst DNS noa Linux e TpeGosaTenssst k afopytosatmio. B moe cern
paGaTaior weTkpe cepaepa Ha Gaze Red Hat Linux B TeKCTOBOM PEUME Ha KOMIBIOTe-
pax Pentium ¢ wactoToit ot 400 10 700 MTI'u. Korfa-to 310 6Lt opucHbIe MAMHHBL, HO
MX MOIIIOCTH [ePECTATI0 XBATATH, H & IPEBPATAI CTapoe Jkee3o B DNS-cepsepsl. it
BBINMOTHCHYA STOM 3aa4H TAKOH APEBHEH TCXHUKH G0Mlce YeM JOCTATOUHO, H XBATHT Ha
Gskaiimve roms. Taxim 0Bpalon, CTAPOMY KOMTBIOTEPY MOKHO JIaTh HOBYIO HCHIRE,
TIpAYEM JIOCTATOUHO JIONTYIO, 8, TNEBHOE, ANA KOMITAHHY TAKOe PELICIAC OKUKETCH Mph-
CMAEMLIM IO LEHE.

OHaKO TCXHOJOTHA CO3NAHAA BIOPHHHLIX CEPBEPOB onacha. C roMoublo YTHIMTE host

XBKCP MOKCT 100BITh NOIHYIO MHBOPMALNIO O COACPKHMOM Gabl AAHHBIX OCHOBHOrO
CcepBepa, Kak 370 IMAIOT BTOPHYHbIC COPBEPE! AU 0GHOBNISHAS CROGH Gazkl.

Jns nosysenns Gaznl BRTOMILAK MOKET BBITONHHTD CIETYIOMYK) KOMAR |
nost 1 server.com nsl.server.com

B ortBer 1a Takoi 3anpoc Xakep nonyuMr w3 0ashl JAlUHBIX BCE 3aMMCH O CepBepe
server.com. oGkl PCAOTEDATHTS 310, HCOGXOMMO ABHO NPONHMCATS A7peca BTOPHY-
usix cepeepoB B aitie named.conf. Jlia sToro B paspene options{...} JoGaBisem
cTpoKy:

allew-transter {162.168.1.1;}

TaKoro poa OrpaHHTIEHHe MOKHO IOMECTHTE U B QIHCAHHN OTRENEHEIX 30H, HO TyHIle

CHIeMATh 3TO OJIHHE Pa3 B TIOGANEHEIX ONUMAX. ECH y Bac HET BTOPHUHLIX CEpBEPOB, TO
3aMPCTHTC MCPCHOC AAHHBIX B 5Ty 30HY CACHYIOLICH CTPOKOI:

allow-transter

ne; :

Cepsepst DNS MoryT 65iTs nonpepsiens! araie DoS. B noabpe 2002 rona Gsur npouase-
JeH OAHH M3 CaMBIX 'POMKHX HAMeTOB Ha HATEpHET Takoro THma. ATaka Lia cpasy Ha
HECKWINKD KODHERRIX ceprepor. Bet Gal paGory TIN'S RIIUINA TOJIRKO OAMH COpECP,
TO “Epe3 HEKOTOPOE ApEMSA MOGHE Havana WTypMa VIHTEHET cTan 6b1 HEZOCTYIHBIM.
Cers ocTanack paGoTocnocoGHOl Grarcnaps CrenyiomnM Gakropam:

{1 ¥IGHITOUHOCTH CEPBEPOE, KOTOPEIE TYGAHPYIOT 3aTHCH;

O HAIMUIO KNOMPYIoINN CEPREPOR;

01 yoTaHOBKE NIPOKCH-CCPBCPOB, KOTOPHIC TAKAKE YMCIOT KIUIPORATS JamucH DNS.

B octaenom samuta DNS mienTHura sammre moboro apyroro cepssica u OC Linux.
Kax a ywe 10Bopwl, TyHUmli cepsep — 970 TOT, KOTOPBIA BBIIONHAET ViKY 38,184y,
B HeM MEHHITIC OTKPHITHIX MOPTOB W 3aNYUICHHBIX CEPBNCOR, [OITOMY €ro TpyaHee
B310MaTE. LANCTREHHAT CNOKHOCTh — GOINLLIOS KONMYECTBO CPBEPOB YCIOMHALT

npouecc obnopnems OC. B Linux Toxe G61BI0T onGKy, 1 WX HAIO HCTIPBSTH. Floa
3Ty NPCUENYPY AOHKHEL NTOMACTB BCE KOMITEIOTEPHI, B TOM WUCTE H ceprepsl DNS.
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Korzia  2naee 9 Met TOBOPWIN © MpoicH-cepaepe squid, To YIOMMIATH 1 © APYTHX HKyP-
wanax: cache.log u uscragent.log.

12.5.5. XypHan ee6-cepsepa

Coprep Apache xpanmT crom sypHaimkt § dafinax access. log  error.log, koTopsie pacrio-
nOkeHE! B KaTanore /var/log/htipd. ITH KYPHABI TIOIBONAKT YIRATH OO GKTHEHOCTH B
AOCTYIIC HOAB3OBATCCH,

€ ApYIOG CTOPOHSI, YDA TEKCTORNE H 11O UrTaevbic. JoGOM Xakep MOXET Tpo-
CMOTPETS X, A Tak KaK B AyPHATE COXPAHAROTCH IAPOTH, ¢ KOTOPLIMA TIOT530BATEIH 110-
JTYSMITH ICCTYT K CEpBEpY, TO XaKep JIETKO WX MOKET BBIYHCIHTE.

OTkasaTeCH coBCEM OT BefieHNA ypHATa Hemban. Ho HeofxouMo caenaTh boe Bo3Mon
Ko, YTOBH OH He GBI IOCTYTICH AOYMBILTCHRIKY. Kak MHHFMYM, § BCOria HIMEHARO
pacrionoxeHHe XKypHAT MO YMomHanuio. [To MouM HabTIOIeHHAM, PeAKO KTO CMOTPHT
daiin httpd conf, GOABLIMHCTE CPazy MCTYT B KATANOMH (10 yatonuanmo. Fein xypranos
I€T, TO XaKEp AyMAET, ¥TO OHH OTIMONENLL.

Mrax, & watanore Avar/log/httpd coszaiite mycteie dhafme: access_log. access_log.l,
access_log.2, access_log.3, access_log.4, error_log, error_log.1, eror_log.2, error_log.3
werror_log 4. Jina Gonnuieit 1IpaBIoNonotHOCTI B HIX MORHO [IOMEGTHTS KOLMIO PEaitb-
HLIX ZAHHLIX, TOTLKO YGEMTECL, YTO TaM HeT BaskHoN undopmammm. [Tparaa, mo 1ate
HMIMEHEHHUA M 00 CTPOKaM BHYTPH (aiia 3MOYMBILIIEHHNK JCTKO YEHAMT, TO AaHHBIC
cTaphle, HO He JOrajaetcd, HTo 37a HHAOPMalHs TOLKO ATA 0TRoAa rias. [asHoe, ¥To-
©bl 24Tl M3MCHCHHA Baiina v (HOPMUPUBAHUA SAIKCCH B HCM COBHANAIM,

Jns ynpoulenns co3mauns monobHeX Gaiiios MOKHO Ha BPEMS BKIHMUTL JKYDHANE!
B KATAOTS TIO YMOTAHHIO, 4TOBH! B HHX NOABIACK HHOPMALIA, @ IOTOM OTKITOHKTH,

TMoce 3TOro UMEHHTE IWPEKTHBLL Errorior W Customlog B (aiite KOHQWIypaumu
httpd.conf cepeepa Apache, ykazas apyroit xaranor ana xpanesws xypuanos. Taxoi
TIPOCTOH METOL NOBROIACT 3ATYMAHHTE MOITH GONBITUHCTRY RATOMITIMKOR.

12.5.6. Kvo nuwer?

3aMUCEFO B AYPHATH, HAXOAAIIMECS B KaTanore /vat/log, 3aHmvaIoTCA AeMort! syslogd
Klogd, Ho B POTPaMMe sefup TIPU HACTPOHKE ABTOMATHHECKH 3ATPYKAEMbIX CEPBHCOB BLI
YBHANTC TonbKO Ncpebiit. HacTpoiikn aeTozanycka syslogd ramskor u Ha sarpysky klogd.
Ecnn Bel ACTIONEIYETe HOTMPORAHRYIO CHCTEMY WAH TIPOCTO HE HYKIACTeCh B IPOTOKO-
AMPOBAHIN COBLITH, TPOMCXOIAMX  CHCTEME, TO MOWKETe OTKTIOHHTE STH CEpPBHCEL,
4TOObI OHHL HE PACKOIORATH MPOLECCOPHOE BpeMa. JITa Ceprepa A He PEKOMEH]TYIO 3TOTO
neaats. Ecny ceifac bl ewe He NpodyBCTBOBATH HEOGXOMHMOCTE HCTIONMBIOBAHHSA XY
HANOR, TO MIOCNE MePROH MNOGTIEMB! HITE BXN0MA CHCTEMb] BBl OCOZHAETE BCE MX TIPCHMY-
ectoa.

Ilporpamma syslogd coxpander s hafsax *ypHaNoB BCIO MHGOPMALINIO 0 COOSIIEHANX
cucremnt. Tlporpamma klogd npe,masnasena jun coxpanenni coobmenwii snpa. Ha-
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O xerberosaActharticaticon — WeTIONE30BAHAE NPOBEPKH NOINHHHOCTH 11O TTPOTOKOTY
Kerberos. B mocrieliiee spema HMERHO 372 ayTeHTHHURAUNS HabUpaeT GOMBIIYIO 1o~
MYTAPEOCTE Garoaaps cBoeii 6e30MacHOCTH;

D xexberosOrlocalPassud— ecli mapomh Kerberos He GBUT IPHHAT, TO BKTIOUAETCH
UpoBepIa NOKANkHOo dailia naponeh H3 Gatina ete/shadow;

O ZerberosTicketCleanup — yxanerne 6unera Kerberos 3 katra mpu Berxofie M3 cHc-
TeMEL,

O 2znner — NO3BONAET ykasaTh (aill, B KOTOPOM HAXOUTCS TEKCT NPUBETCTBUA, OTO-
BpaKAEMOre NONEIOBATEIAM.

5.3.3. Tlapamertpu gocTyna k cepeepy sshd

MOKHO UCTIONB30BATS CHEAYEONMHE:

KPpowe AMPCKTVIB, MHBETICHHEIX B JMCTHHIE 5.

O AllowEroups — MOSBONHTL BXON B CHCTEMY TOMLKO MOML30BATS/IM YKA3AIMILIX MPYNN
(NepeyHCnNIOTCS Yepes poden B OOHOH CTPOKE);

O AllowUsers — PA3PRIIATE BXOI B CHCTEMY MOMBIOBATE/IM, HMEHA KOTOPE(X IEPEUHC-
TeHbl nepes upoGen;

0 DeryGroups — 3ATPETHTH BXOJ B CHCTEMy MIONBI0BATENAM YKAIMMHBIX Yepes mposeT
rpyTn;

0 DeryUsecs — 3aNpPCTHTh BXO B CHCTEMY ITOJIB30BATENIAM, WMEHa KOTOPBIX Mepeyic-
Jeubt uepez npoben. 3ToT napaverp 6siBaeT ynoGeH, KOrda JaHO paspeiieHue Ha
BXO TPy, HO KY)KHO OTK&3aTh B MOJKTIOYeHUH K SSH-cepsepy omHoMy m2 ee
ToNb30BaTeNeH.

1 PEKOMEH/LYIO BaM SBHO TIPOTIMCATS YIB! ITH UMEHA TIONE30BATENeH, KOTOPHIE MO-

YT BXOAMTE B cicTeMy 1o SSH.

5.3.4. KoHpurypuposaHue knuerta SSH

Hactpofikn SSTI-knWeHTa coacpwaT emle meHnue napaverpos. B daine /fetc/ssh/
ssh_config HaxomaTcs ruoGanbHEe HAcTpORkH 1A BCex nonboBateself B cuereme. Ho
BEI MOMXET® anA MOOOre M3 HMX NEPEeonpeleNuTs NPOH3BOILHEN mapameTp 8 daiime
.ssh_config 43 katanora nonpzosarens. B aucTuEre 5.2 NpHBENEHO COZEPEHMOE 10—
SansHoro afina HACTPOCK Go3 HCKOTOPEIX KOMMEHTApHEE.

# Site-wide defalts tor various options
08 Wi BOGK 1

# BHAYSUM HOKOTUDLX LazE: 0 yoiams
Host *

Forvardhgent no

Foruardx.1 no

Rhostsauthentication yes
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0 o — HaMEHHTS TIPARA OCTAITLHEIX NO:Th3ORETENEH;
) 4 — u3amEHUTA Ao WPRBR (TO KT CAMOG, HTO IOPOAATH SHANCHKC uzc).
Tlepen yKazaHHeM TIPaB MOXKHO 3a)@Th PEXUM WX HIMEHEHHA OTHOCHTENIRHO CYINECT-
BYIOIIVMX:

O +— moBaButp;

O - — yaanuts;

O - — 3aMEHHTL HORLIMH {CTApbIE SHAYEHHA OyTyT YHUHTONEHEI).

TocIIc STOro YCTaHARTMBACTCA PEKIM 1OCTYTA:

O r— urenme;

O w— 3ammcs;

3 x — BBINONHCHHE;

T x— BMMONHeHVie, ecM (Bal AWIAETCA KATAIOTOM WIH YKE MMEET aHATOTHWHBIE
npaba 1A KaKOro-THG0 MOT630BATES;

SUID- nnn SGID-GHT (eM. puso. 4.5);

3 £ — sticky-Gur. B 370 Gty ac TOBKO BIAACTCL, $ailia # KATAIOTa CMOKCT YARIHTS
ero (oM. pasd. 4.4);

O u— BeeM MONE30BATENSIM, KAK 1 Y BIAIeIblUa;

Qa

J g — BCceM MONB3ORATETAM, KaK B Y TPYIIITEL

O o — BCEM MONBIOBATETAM, KAk M y 0CTa)IBHLIX M0k30BaTEACH,

B uncnoBoM npeAcTABIEHIH KOMaHa BEITIATHT CTIENYIOWHM 05patoM:
ckmed mpaza pain

Flpara nepenaioTcst B BHIE BOCEMEPUHHOTO HHCITA H3 HETHIPEX PA3PASIOR:

O nepebtii paspsa ONpeAesseT AONOIHATEBHBIA GUT U MOMKET PUHMMATE OJHO W3 THa-
uentl

* | — GHT UPHHAUICKHOCTH;
* 2 — 6ur SGI
« 4 —6ur SUID.

FCiH AOUOTHHTEBHBIE BUThL YCTAHABIMBATS HE HA/IO, 3TOT PA3PAT MOMHO OITYCTHTb;

O wropoi paspsy ONpe/(NAST MPaRa M0NK30BATENA — 3TO MOXET GbiTh umcio ot 0 10 7
BITOUATENBRO;

O TpeTH! pa3psi ONpeAeNAeT Ipasa TPyYTIIEl — 3TO CHOBA MOXET BEITh uncso or 0 1o 7;

0 WeTRepTHIA paspal ONpenenfeT NpaBa OCTANLHBIX nonk3osatenedt. Kak Bbr ayMaere,
KaKue SHAYEHNS MOXET NpHHMMATH napameTp? Hy koreuHo e, ot 0 o 7.

Hanpuvcp, MEl XOTHM, STOGE! BTRIETCH: B TPYTINA MMEIA Boe Npasa (awcno 7) Ra qakr
text, 2 OCTALTbHEC NOIBICBATCN MOTTTH ©TO TOMHKO BHINOTHATS (Weno 1),
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A sauém QUTHIPOBATS TO, 4TO YXOIMT U3 ceTn? Ha TepBBIf BALIAL, 370 GeceMBICTEHHO,
HO PCIOH CUTh, 1 OH JIOCTATONHO Beik. PICXOIGILAT TPAQHK MOTYT OTTIPIBIATE M A0~
YMBILLTEHHHKY, A X NePETHCIIO!

[ TPOAHCKHE TIPOTPAMMEL, KOTODHIE MOTYT OTIPABAATH B CeTh KOH(UICHIMATHHYIO HEH-
bOpMaNIIo, HIH CAMH COBTHHAIOTCS ¢ XAKePOM HIH C €r0 CepBepoM K GepyT KOMak-
A6l ¢ Kaxoro-nuGyas taiina;

O crempanH3npoBaHHbIe IPOrpaMMbl 1 06xoa npasit. JONYCTHM, YTO BBl 3arlpeTH-
JIH AOCTYII K ONIPSHEICHHOMY TIOPTY H3BHE, XaKep MOKET MOMECTHTE Ha ceprepe npo-
Ipamyy, KoTODAR Gy NEPEH PABANTH TadUK © PAIPEUICHHOTO TIOPTA HA Janpe-
LweHHsi, HanouoGue TyHmenuposamus OpenSST. (Open Secure Sockels Layer,
OTKPBITHIH TPOTOKO.T JAIMIIEHHBIX COKETOB). [IPOGecCHOHAITY HAIMCATS TAKYIO YTH-
JMTY — JIeNO JIATH MARYT;

O ecnu 3aMPeTHTH KOMILIOTEPAM U3BHE HHHIHHMPOBATH COSAMHEHHA C BALTHM, TO XaKep
MOJET IIONBITATECS JACTABMTL BALI KOMILIOTEP HHHIMMAPOSATE COSAMHEHHE CO CBOMM,

Bo3MOJHBIX Ja3eeK IR IPOHMKHOBEHHS OUeHb MHOTO, H Ballla 33/1a4a 3aKpPbiTh MAKCH-
MANHOE 1X KOWUECTRO. JIT5 3TOMO M0j| KOHTpONleM JOMKEH GhiTh TpAdUK B 0BOHX Ha-
1IPARIICHNAX.

Korjta # paboTast ¢ caiiTon 571eKTPORHOH KOMMGPIIHH (0T GHIJL, C-COMMICICG), TG B 6asc
JIAHHEIX CONEPXKATACE MHGDOPMALIHA O KPETTHTHBIX KAPTAX, TO HA GONBITUHCTBE CEPBEPOB
10 YMONTaHMIO GbUIO 3aNpetilene Moboe CoeqHIEHRE — KAK BO BHELUHHH MUp, Tak H BO
BHyTpeHmHHit. Bo BHEIIH MUD MOHO GBUTO TIOMKIOURTHCS JHIlE HA ONpE/eieHHbIe
[P anpeca, To e CAMOC 1 DU TIOAKIKEHHN MIBHE — TJILKO KOMUMOTE! € OUDEAS-
TleHABIMH IP-aapecasni HMesTH IOCTYI K CepBepam.

TTpoTokontt

Tpotokon TCP kcnons3yercs kak Ga30BbIH AT Nepenaun I8HABIX 0 TAKHM TIPOTOKO-
nav, sax HTTP, FTP u/ip. 3aupeiiars €10 He UMECt CMBIGIA, 1I0T0MY 410 N0 GCHOKA,
ez KOTOpOi Bbl JMIIATECh BCEX yNOGCTB, NpeaocTaBIseMblx Ham BcemupHod ceTbio.
Jna mepemadn JaHHBIX To mpoTokomy TCP cHavana ycTaHABAMBASTCA COCINMHEHWE
€ YHANCHHEIM XOCTOM, M TONBKO MOTOM NPOHCXOMMT ofmer mubopyanuci. Bnaroaapa
3TOMY TIojuIenka IP-anpeca TOGOre YUACTHHKA COSJIHHEHUA YCNOMNKHAETCS, & HHOTAA H
CTAHOBUTCS HEBO3MOXIIOH.

TlpoTokon UDP Haxomutces Ha ofiroM ypoere ¢ TCP, Ko nepes1aet tanwbie Ge3 ycTaHOB-
KH COCIMHCHHA, DTO 3HAYNT, YTO MAKET MPOCTO TNOCHIMACTCS B CCTh HA ONPEASHCHHBIR
aRpec, U HeT rapaHTHH, 4TO OH NouleN 70 ajpecara. 37ech HeT HUKAKOM 3AIATHL OT Mofi-
aenky IP-anpeca, meoToMy B Ka4ecTse OTIPABMTENA 310YMLIULIEHHHK MOKET YKAIATH
HTO YTOHO, M HAM CEpBEP He YBWIWT Monpoxa. Ecow wet ocoBoi HanoGHoCTH (Hv oaHa
YCTAHOIEHHE Y MEHR DPOIPEMME He ucuoksyer UDIP), 10 5 Aaipeuais upoxoiciene
TaKNX NAKETOB B 05€ CTOPOHEL

Tpotokon ICMP ciyut ana ofMena ynpais:omumn coobmenmama. Uepes Hero

KOMAHIA ping MPOBEPAET COSIHHEHHE ¢ KOMITBIOTEPOM, & ODOPYIOBAHHE HIH POTpaM-
MBI cO0BmAOT Apyr Apyry of ouniGkax. LCIM 3TOT NPOTOKON MCHIONE3OBATE TOMBKO 00
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1la ocHose Apache cTpOST cepBepes, KOTOpbIe TOCTYNHEL 99,9 %) Bpemenn B ron. Muorue
KOPIIOPALIMK BBEPAIOT €My CBOH BaHHIE IAHHEIE, H MHE HeMIBECTHEI CIYHaM, KOTIa KTo-
HHGYb TIOKANEN 05 3TOM, JJA TO Tam FOBOPHTS, MOH BSG-CAHTbL PABOTART y KOCTGPH Ha
ceprepax ¢ Apache.

EAVHCTBEHHBIH HEA0CTATOK, KOTOPKIF OTMEUAIOT MONb30BATEIH, — 3TO CIMKHOCTh KOH-
urypuposanns. [TpHXOIUTCS peIakTHPOBATh TEKCTORBIH Gaili, a TAK KaK NaCTPOSUILIX
APAMCTPOR OFPOMHOC KOITHHUCTRU, TO 3TO MOKET CT&T YIOMHTENbHbIM 3arATHeM. TTpH
JTOM OMeHE CIIGHHO TAPAHTHPOBATE, TTO BCe HACTPORKH ByTyT CIENAHB! ONTAMATEHEIMA
¥ Ge3OMACHBIMH — BEIb OYEHD NIErKO YITYCTHTG FTO-MHGO WM GAHATHHO OTICHETETHOA.
Hla, B HEKOTOPBIX CydasiX KOHGUrYpaunonHHele GalinEl He Tak HATMSIREL, KAk rpadme-
CKHMC YTHJIATBL, HO 3TO IENO NpmBblukk. OYeHb MHOTHE 8 IMHHHCTPATOPB, HAOGGOPOT,
TIPEANOYHTAIOT MMEHHO TEKCTOBEIH JopMaT HacTpoeK.

B 9T0# KHHTC MBI HC CMOXKCM PaccMOTPCTh BCC BOSMOKHBIC ITAPAMETPBL, MOTOMY ¥TO HX
CTHITKOM MHOTO, MBI KOCHEMCA TOMBKO OCHOBHBIX, H TIOTOBOPHM O TOM, 9TO MOKET CKa-
3ATECA HA IPOH3ROMMTETHHOCTH H Ge30TIACHOCTH cepaepa. PaccMaTpHBaEMOTQ MaTepHa-
2 XBATHT B GOLLIMHCTBC CAYHACE, H /MMHO MHC HHKOFIA HC 1IDHXO/AIOCH HIMEHSTS
IHHEro 13 TOFO, 4TO Mkl OMTYCTHM.

7.1. OcHoeHeie HacTpoiiku

OcHOBHbIE HACTpOiikM cepeepa Apache pacnomaratores B ¢afine /etc/httpd/conf!
httpd.conf (and HekoTopbrx AMCTpUGYTHROB — B /etc/httpd.cont). C meixogom Apache2
KoHQHrypaus Tiepemectinach B /etc/apache?/. Ecnu paMmme Bee HACTPOMKM Gbimi
B oHOM ¢aitne hitpd.conf, To cefuac ouu pasgentenst 11a HECKONLKO Qaitnos, 4T0 10CTa-
TOUHO YAOGHO, HICTO HEMHOLO HE|IPUBKIHO.

. [TPUMEYAHUE
B aTOM W3aHAM AaHHAs MaRE OBHOBMEHE C YYSTOM HOBLIGCTS, MPUEHECEHHBIX B
Apache2, — 4ToBkl He OCTABATLCA B NPOLLNOM, 2 ABUTATLC BMECTe C NIPOTPECCOM.
FAHEM PACCMOTPEHHR ¢ OCHOBROTO KORQMIypaLMoHHOrO (aita fefc/apache2/apache?.cont:

M ServarRoot — KOHEROH KATAION, B KOTOPOM HAXCUATCH qrafiisl KOHQHIYDEIMA 1
KypHATE

0 Timeout — OPSAENLHOS BPEMs OMWIALMA B COKYRIAAX And MOMYYSHHS W OTMPaBKH
AKETOR;

O sHostnameLooups — (h1ar, OTBEHAKOWIAI 3a NpoBefeHHe npeobpazapanus 1P-anpecor
B JOMeHHEIE UMeHa g noros K CGl-nporpamm. ECT yCTaHOBICHO 3HAYCHAC on, TO
1P-aapec WIKEHTa, 3aMPOCHRLIEro TaHHkIE ¢ cepBepa, OyIeT MpeodpasoRaH B JOMEH-
HOE MM, WHave GYTeT HCTonb3oBaThed [P-apec. B/ B aTOM HeT HeOBXOXAMOCTH,
N5 TIORBILUEHNS CRICTPONEHCTBIA MOXKHO YCTAHOBUTL JHAUCHUE ot £}

O user M Grous — MMA 107b30BaTESs M IPYINA, C ApABaMU KOTOpbIX GyaeT paborars
coprye, Tlo ymonuarmo B Linux ucioumayercs mas i 1pyimng www-data. 10T noste-
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Puc. 3.3. Ynpasnenvie ayxGan 5 KoHCONM

Ecnut BRI 3aIycKaeTe KM OCTAHARNUBACTE CEPRAC ¢ TOMOIIBHO TIOIOGHEIX KOMAHA, TO 3TO
110CHT TOILKO BpeMeHIILIH XapaKTep. ECTH BbI XOTHTE, YTOGE HaMEHEHHE HOCHIO NIOCTO-
AHKAIT XADAKTEP M COCTORHME CTyKGE COXPAHANOCH [IOCTE NCPE3ANYCKA, TO MOKHO C03-
aaTh thatin fetc/init/ums ceprrca.override, B KOTOPOM GYET COARPHKATLER TOILKQ CIOBO
vt M3 KOMGHIHOW CTPOKH TAKOS MOKHO BHITOTHHATS C MOMOIIBED KOMAHTH ool H
TepeHANIPABIT PesyNETAT KOMAHIH B haiit:

ecno 'manua.' > jete/init/rysql.override

Kowaua ecae ‘ranual’ [OBOPHT O TOM, HTO HY)KHO HANIEWATATS CloBO manual. OHO
6yACT HANCYATAHO HA CTAHOAPTHOM BBIBOAC, KOTOPEIM MO YMOMMAHHI0 SBAACTCA OKHO
Tepmunata. CHMBON > TOBOPMT, YTO BEIBOA KOMAHJBI CICBA HYXKHO ICPEHATIPABHTEL
5 MOTOK cipasa, A crpaba MaeT Gaiin. 3HasuT, TeNeps CNOBO GYJICT HAICHATAHO HE HA
Kpae, 4 Jamicano B daiin

Ho nanka fete Tpedyet npap aAMUWHKCTPATOPA NS PaGOThL, A TO 3HAYMT, 4TD KOMAHIA
3IABEPLITCA OWUGKOMN, €C1M 6C BLIMOMIATL C MPABaMi NPOCTOrO NIOTL30BATE.

[poBiiesa periaeTes HETOMLSOBAHAEM KOMAHIE! o

to-c "echo 'manual’ >

suge t/myscl overrdz”

Komanma bash ¢ roBOPHT O TOM, HTO 1IYMHO MPOCTO BRIIONHUTE KOMaHMY, KOTOpas
HAET AATbLIC B KaBbuKAX. Heronb3oBanke KOMAHAb pash -c BBI3BAHO TEM, ITO KOMaH-
Ja sudo He eMozer palorais ¢ KOMAHN0H coho U HEPCHADARKTS AL BhiOAL & dai
NOTOMY YTO sche — 3T0 Komanga ue OC, a vash.
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But SGID noxosx Ha SULD, HO OH NO3BONACT 3aNlyCKaTS MPOrpaMMy ¢ IPABAMH TPYIIEI
Bragenbua akina. ITOT GHT YCTARARAWBACTCH TIOIOGHEIM OGPAIOM KOMAWNOM chmod
¢ napavietpom g+

chmod gis progname

B sTom ciyune mpapa 10cTyMa K BailTy SYIYT -zwrr-s
CHMBONA x (TPRRO Ha 3ATTYCK JUts TPy BAaaelsng i

. Bo BTOpoif Tpynme BmecTo
1) noseuTack Gyius s.

Tpuewreran SUID u GUID A0CTATOMHO Y.ACGHE! U LIOJIE3HBL, HO, C APYTOH CTOPOHEL, OHU
TaAT B cefe oueHb MHOrO mpodieM. llanmpuMep, rocts, oSgaalomHM MANHMATBHEIMHE
npaBaMu, 3aMyCKAET MPArPaMMy C YCTAHOBNEHHEIM Gutom SUTD, Blagensiem KoTopoi
ABNACTCA MOTB30BATENb ro0t. JTO 3HAWMT, YTO HpOrpaMma GyaeT paboraTh ¢ npaBamu
T0Ot, a He TOCTERBIMHA NMapaMeTpaMH Mofb3opaTeny. Ecna b Helfl okakeTos ommdKa, depes
KOTOPYIC MOKHO BHINOHATS KOMAHABI HA CepBepe, TO 3TH JIMPeKTHBEI GYAYT peauso-
BBIRATECA OT HMEHH BTAJeNbla MPOrpaMMEl, T. €. 0T NoNk3oBaTend root. TakHM ofpasom,
JaKe eI BYIOVMIHK CaM HE MMEET BO3MOKHOCTH IPETBOPATE B KM3HE KOMAHJIEL, TO
Yepes TPHBUIErHPOBAHHYIO IPOrPAMMY CMOKET MOTYHHTb AOCTYA K 3aIpPelIcHHON 06-
nacTH.

Buret SUID 1 GUID HyHO HCTIONE30BATS aKKYPATHO, U B JH0GOM CITy4ae RNATENHEEM To-
TpaMM He Z0mAeH BRIk To0l KiIk JIDYIOH HPURKICIMPOREHHRIA 1I0aRsORATOIL, JTyuine, ecim
370 GyNeT CTIelMANEHO 3ABAEHHAN [T STOM MPOTPANMMET YUETHAS 2AMHCh.

4.6. [ononHuTenbHLIe BO3MOXHOCTM 3ALUMTHT

Llomumo npae gocTyna y moBoro daiina ecTs eme # ATPHOYTEL, KOTOPHIE MO3BOIAIOT 110-
CTPOHTL JCTIONHUTENLHYIO CTey Ge30MacnocTH La MyTH Bimovumika. Eamcrseunce
YCROBHe — aTPUBYTHI MOTYT FMCTIONGIOBATECA TONEKO Ha (aifloBeiX cucTemax Ext2
H crapiie. Ho OrpaHHUSHHEM 310 MOMHO HA3BATE ¢ GONLLIOH HATIKOM, MoToMy 4To Ext3,
a Teneps W Extd yse NaBHO CTATH CTAHAAPTOM A/TS BCEX AHCTPHOYTHBOR.

TIpocMOTpeTsh TeKYIIIHE ATPUAYTE! MOXKHO ¢ MOMOUIE KOMAEH lsatt.

lsattr filename.tx:
— filename. txt

Tlepan CTpUKE /IMOHCTPUPYCT MCTIONIB30BARIC KOMAH/HI, & RO BTOPOR — OTOBPRXACTSA
pesynsTar ee paGoTsi. KaK BHIHTE, MBI NOTYUIITH HaGOp ehHCOR BMECTO AIPHOYTOR, &
3HAYMT, HH OMIHH V3 HHX HC ONPCIENeH.

Jlnst ycranoBku aTpuGyTa NIPUMEHSETCS KOMAHAA chattr:
chattr ampuyma dain

Ecn TpeByeTcA peKypersHOe MIMEHSHHE SOCIYIA K KATANOLY W ECEM GOIEPRAIIAMGS
B HeM haiinaM U [IOAKATANOTaM, MOKHO HCTIONE30BATE KIOY -k, B 3TOM crydae BMecTo
HMEHH (afina yKAKHNTe B KOMAHIE cha:lr KATATOT.

Bor nepeucHs OCHORHMX aTpuByTOB, NPUMEHAEMBIX B KOMAH/E chal Lr:

0O »— He co3NaRaTh METKY atime 3ATHCH BPEMEHH TIOCNEMHEro o0pameHds K dalimy.
€ TOYKH 3peHHA GE30MACIIOCTH HTOT ATPHOYT lleceT OTPULUATENLELIH ddiexT, noTomy
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Tlociie oTMeHs! ATpHGYT # BLINOUHWS KOMAKIY 1sat=r, WIOBH YGEAMTHCA B NPARHIh-
HOCTH BHITOJIHEHHA KOMAHIBL BOT Temepe ¢afim ;Terko ynanuts ¢ MOMOLIBIO KOMaH-
apl .

4.7. 3awmra cnyx6

B 570l KHHre BYTeT PACCMATPUBATECA MHOKECTRO CepBEPHBIX cIyskd. BeaonacHoets ux
paCoTH ANA CHCTEMB! B LENIOM 3aBHCHT HE TONBKO OT MPABINTBHON HACTPOHKH caMoi
c:1yGK1, 110 K OT PaB, KOTOPELE BBI el JamHTe.

Bo BpeMs HANMCAHUA IEPBOTO H3/IAHHA 3TOH KHUrK Ha MOit CaifT GBL10 NPOMIBEACHO He-
CKOTHKO YAASHBIX ATAK, TIOTOMY TO M3-38 3AHATOCTH & POCTO He OGHOBIAT 3TOT CaHT,
KOTOPHIIT PACIDIIAIAIICH HA CEPBEpe HIBECTHOR XOCTHHIOROH KOMIBHNH, 3a Ba RS Ha
CaliTe ABRR/M MEHSULM FNABHYIO CTPAHMLLY, 8 LOTOM JIOYMBUILICHHMKH 3axBatwin (o-
pyM. MHe TIPWIINOCH €ro YOUPaTo B HETOCTYNHOE MECTO, STODHI BOCCTAHOBHTS CBOH
MpaBa aIMHHHCTPATOPA, HATIPAMYHO PelakTUpy# 6a3y TaHHbx MySQL.

Kak mpousowen panom? Ha cafite cTos1 ¢opym phpBB. 3To oamH M3 MOMyTIAPHBIX
JBWDKKOB, KOTOpBIH afcomoriio GecruiareH, NOJTOMy Blaienblibl CAHTOB €ro 4acTo Bhi-
Gupator. MHOrME XaKepsT CTPEMATCH HaIlTA OUIMGKY B HAMBOee H3BECTHBIX pazpaGoT-
Kax, H HHOTAa UM 3T yaaercs. Tomsko cBoeBpemMeHroe 0GHORIEHHE dopyMa (B TaHHOM
CNy'Iag) TO3BOIACT SAMMTHTECA OT HANATEHHA,

Tlocne aTaxs & 06HOBII OPYM, HO 3TO He IOMOIIO. Pa3paloT4HKI HE YCTPaHKIM B 1o~
CcnesiHelt ero BEPCHM OXHY KPUTHUECKYIO OLIACKY, 3 JIMIb ANl HHCTPYKLMA 1O €€ Hc-
OPaBIICHUIO Ha GOPYMe CBOSTO caliTa. KoHeUHo sk, # He YBHIET 9THX NPENIHCAHHA H B
UTORE MOI NOTCPRTS ROk a9y JAHHBIX, CoAK Ohl O/UH U3 (0CETHTENEH CaliTa HE N MHE
CChUIKY HA OIMCARHe OLIHGKA 1 CMIOCOGOB e€ YCTpAHEHMS.

Jlasaiie Ha MpHMepe aGCTPAKTHOTO CaifTa Www.sitename.com TOCMOTPHM, Kak IpOvC-
Xoamno BTopiente. Ipi Bxome Ha GopyMe B NPOCMOTP KaKOH-HUGYIH TEMBI B 3ApecHol
cTpoxe Gpaysepa NOABMACTCA CCLUIKA:

http://www.sitename.com/forum/viewtopic.php?p=5583

Ec K 3TOH ccBUTKe ToGARHTE B KOHEL CIEAYIOWIMH TekeT
&highlight=262527. $poster=%60xomanaa Linux%60.%2527

To ykeanHas xomaraa Linux BLNOIHITCH Ha CopRepe.

BoT Tak, HAIPAME, MOKHO GELTO POCMOTPETL Ha cepBepe daitikl KaTanora /etc:
&highlight=262527. $poster=%601s%09/etc%609-1a%60.%2527

/A BOT T2 KOMAII1a MOIJIa YIUTHTh [IABHY0 CTPAHHMLY calita:

&highlight=Y%2527 $poster=%60rm%09index.php%60.%2527

Kax umne, Gnaronaps ownbke B 0HOM CTpOKe cKpunTa Gopyma TIon yrpo3ol okaza-
TIOCK CYIECTBOBAHME BCETO CePBepa.

B xone popyma phpBB nocie 5Toro HaxOMMIM HE ONHY KPHTHHECKYH YA3BMMOCTS, HO 8
¥IKe ¢ Tex Top HUKOI/IA €r0 He HCMO/IbIOBAN, T, K, NPHINEN K RBIBOILY, HTO IVHLIE HANH-
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4.3.1. Taline U NaNKK HOBOrO NONb30BaTENA

Ortxyza GepyTen haitise v mauke vosoro nonssopatcan? Tlpi opMMPOBARAH YHCTHOR
SANMCH K COUTRETCTHYIOIYI JIOMANTHIOK TAIKY KONHPYKITCA BCE i M 10/KETRIO M
W saratora felciskel. Jasaitre covianim cuoi (aiill & FTOM KATAIONE W HOCVOTPIM, TT0-
BT U OH B MANKY HOBOTO NOME30BATE:1? UTOGM HWUErO KE BLUIYMBIBATS, BHIONHNM
CIIEAYIOUYE) THPEKTHBY:

1s 5> fetc/skel/text

3aech 3aaaeTcs KoMala ls L1 NPOCMOTPA COAEPXHMOro TeKyllero karanora, [Totom
MAYT 0Ba CHMBONA >> W WMs aiina text B nanke /ote/skel. Takas 3anuch o3Ha4act, 4To
PCIYNKTAT BHINOMHCHUA KOMAHIN [ONACH GAITH MOMCLICH B yKasabmmi dafin Fean
Paitt He cyulecTayer, To ou Gyjier cosnan. Taxum 0GPazoM, Mb TIOIOTORWIN B HYKHOM
KaTasore HOBHIIA Gail, CONEPUMOR KOTOPOTO HaC He 0CO5O BOTHYET.

Tereph T0GABTAEM HOBOrO NIONB30BATENA H NIPOCMATPHEAEM CONEPHIMOS €ro NaNKy:

useradd Denver
e/ Deanver

B pUsyslLTaTe Bb YRHANTC, 4TO COMIBHHAE Havw B kaTanace /ete/skel paiin s cronu-
PoRAN B nAlIKy HOKOIO HOAEIOBaTENH. HO 8 KATAIONAX YAHE CYIUECTAYHOLIMK HOIEI0UATE-
Teit 10T baiA1 He ogBHTEA.

Ty MONEIHYIO OCOGEHHOCTE A HETIONB3YIO AOCTATOYRO WACTO, YTOGEN CPA3y HATEMHTS
HOBOTO TONE3OBATEN NPABHTAMH HAXOAIEHUA B CHETEME, 2 TAKKE HEOBXONAMEIMH EMY
haitiamu u aokymcHTaumci. Hanpumep, koraa a paGotan B Toprosoit gupmMc, To R KaTa-
TOF NMOMKIORATEIICH ARTOMETOM (IOMEMEICH (haili ¢ NPRRINMH 1ICIKIORAHIA KOMIBKTIE-
pom, kyaa 8 cofpan HauGonee YaCTO 3a12BAEMBIE TOMB30BATENAMH BOTIPOCKH M OTBETH! HA
HBX.

Cpeny (aiinos, kONMpyeMblX P KaTalOr HOBOrO MOML3OBATENA, ©CTh M Takoif
bush_profile. 2ro nipoduip komaranoro naeepiperaropa /binbash. B neM MoskHO Ha-
CTPUMRATH HCKOTOPHIC HAPAMETPRL, B TOM umcie 1 macky. B pasd. 4.1 mer rowopanu
06 MMM 1PABAK, KOTOPBIE HATHAUAIOTCA BCeM HOBMIM (hafilam MoNb30BaTeTs (4TO
JaNeKo OT NEATa), H HAYHMNHCE NOHHAATE KX ¢ TIOMOIWIBIO KOMAHIB! uask,

3aifTuTe MOA YUETHOM 3aNMCHEO robert M MIOCMOTPUTE ee Macky C TIOMOIBIO KOMAHE!
urask. OGparire aHmvanne — ona pasua 0002, To ecra Mbi i pasd. 4.1 1AMEHIIH CBOIO
MacKy, Ho robert NpH COIAHUM MOTYUHA OAPYCYIO, KOTOPYIC Hafo M3MeHnTs. Ecm Bbl
3abygeTe 3T0 ¢enarth, TO MOTYT BOIHHKHYTE Tpobnembl, UTOGEI 3TOT0 He NPOH30ILI0,
1 pexoMeHIyIo 106aBHTE B KoHen dada bash_profile cpoxy:

mmask 0077

Jlydwe Beero 310 ¢enaTh B daiine fetc/skel/ bash_profile, notoMy uTe 0B KOMIpyeTEA BO
BCE MKW HOBBIX TIOMbIOBATETEN, H MOKHO GITH YBEPERHBIM, YTO BCe OHM MOTYYaT
HyIKHYIK) MACKY.

JIna NOBLIEHUA Be30TACHOCTH 5 He PEKOMEHTYIO IPUCBAMBATY KATATOTAM HMEHa yueT-
HeIX 3armceid. [Ipu noGaBrenuH noapsopatens robert mo ymon4awdio aas Hero Gyner
cozaan katator fhome/robert. Takoe COOTBETCTBHE MOKET ChirpaTh Sy wyTky. Ecmn
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JHenateNbHC He MEpemaBaTh Maponb 3AMUHHCTpaTopd. Mcmone3ylte mapomM ApYTHX
YHETHBIX 121THCEH, KOTOPEIM paspeniera paboTa ¢ HeoBXOAMMBIMH (aliaMs 1 Tporpam-
MaMi1. B 3T0M CTy¥ac IPHIETCR YKABBIRAT KOHKPETHOE HMA MOMBA0BATEIN, KOTOPOE Ha-
INAYAN AAMHHMCTPATOP A1A BLUTOTHEHHA KOMAHEL,

Eme ofMH CIocoS COXPaHUTE Napoiih AIMIHHCTPATOPA — Pa3pEilMTh NOThI0RATENO
BEHITIONHATS KOMaHE! Ge3 ayTeHTHdKKAMH. JUIH 3T0r0 HEOGXOMMMO MEKIY SHAKOM pa-
BEHCTBA W CITUCKOM Pa3peIleHHbIX KOMaH J0GaBUTh KITFOHCBOC COBO NOEASSWD M ABOE-
Touwe. Hanpusep:

robert ALL=NCPASSKD: /bin/cst /etc/shacow, /bin/mount /dev/cdrom

Teneph MPH BHIOTHEHNH KOMAHA! sude NAPOTb BOOBING FANPALIKRETHEA HE Syjiet. O
He COBCEM BE30ONACHD, €C:TH BLL HE TEPEUHCIIETE HEOBXOTMMLIC KOMAHM, A YKASNRACTE
KITIOHEROE CJIOBO ALL:

rewert ALL=NOPRSSD: ALL

Ecstir xakep MOTYYAT AOCTYI K YHETHO# 3amucH robert, To CMOIKET ¢ TOMOIIBE) KOMAHIBI
sudo BEITONHATH B cUcTeMe molble KoMaumel. Ecin Bbl nepedncnseTe BO3MOKHEIS dH-
PEKTHEEI, TO O2CHOCTS BINIOMA CHCTEMBl YMCHBINACTCA B 3aBHCHMOCTH OT TOTO, Ha-
CROMEKO OMACHBIE KOMARIE BBI pazpelliaeTe BBITONHATS MONB3OBATEMO robert, 1 B KakoH
Mepe 3aIIHIICHA 3Ta YUETHAd 3aUHCH (TMHA U CHONKHOCTE TapoJis, IPKIEKHOCTE BIia-
deNBbua M T. 4.).

C IIOMOLIBIO YTHIHTEL sudo MOXHO TIPEIOCTABHTS JOCTYTI 414 KOPPEKTHPOBKH (aifion.

51 HHKOTOA He [ENerHpy1o BO3MOXKHOCTb KOPPEKTHPOBKM KOl(UIyPALUOHHEIX (aiinos

€ MOMOIIIEI0 PEfIaKTOPOE.

K norenunansHo onacHEM KOMAHIAM, KOTOPEIE HEXKENATENbHO MPeJOCTaBIATE 14 BbI-

TIOSTHCHHS ¢ IPABAMH OOt APYTHM TOMB3OBATENAM, OTHORATCA:

) pedakTupopanue Gaiiio — O3BONAET HOYMBUITSIIHKY H3MEHHTH MOGOH KORGH-
rypatwanHill dalin, a He TOT, HTO BB SATATH;

O cimod — O2eT BO3MOKHOCTh XaKepy MOHW3UTH MPaBa AOCTYNA HA KOHQHIYpaLHOH-
Hbil paiin ¥ 0CTIe TOrO PENAKTHPOBATE Er0 JIOKE ¢ NPABAMH TOCTA;

) useradd— M0BABIACT yueTHEG 3amcH. Ecin xaxep cosmact nonbsorateas ¢ T,
DABHEIM HYITIO, TO OH NOMYURT HOMHBIE IPAB2 B CHCTEME;

O meunt — T03BO/ISET MOBTHPOBATE YeTpoicTea. ITponHCEIBaiiTe B KOHGHIYPALMOHHOM
dhaiine KOHKPETHBIC YCTPOHCTBA W JOBEpAiiTe 3Ty KOMAHIY TOJBKO NMPOBEPEHHBIM
nonesoRaTeiAm, Bkt XxaKkep CMOATMPYET YCTPOHCTEO CO CROUMM TTPOTPAMMAMH, KO-
Toprte ByzyT coxepiars SUID-GHTBL Wi TPOSHOKUE HDOIPAMMSI, 1O OH CMOXET Mo~
TYUNTE B CBOE PACTIOPKEHHE BCIO CHOTEMY;

O chgrp # chown— CAHKUMOHHPYIOT CMeHY BIaJelsua gabima wmy rpymmsl. Mamenus
Bragesia daitra naponeit na cefs, Xakep CMOKET JIErKO €f0 NPOHMTATL WM Jaxe
M3MEHUTE.

Bepeun suda ot 1.5.7 g0 1.6.5.p2 copeprkany omuGKy BBIACICHHA NaMATH. XaKep Mor
BOCTIONI0BATECA ITUM JUIA BHITIONIHEHHA ATAKH MepeTioTHeHH CTCKa. [IPORCPRTS Rally
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TTepeaaya aiinos

Being BpeMena, KOTAa MOCTPOEHHE ceTH GEUIO Jenmom NopornmM, a MutepreT — ewe jo-
poxce, U 111 ofvena haiTaMy NPHXOIIOCH SeraTs ¢ AHCKETaMH 3.5 wii 5,25 moiima.
Ecu KTo-TO 3aCTai Te BpeMEHa, HABCPHOE, OH BCHOMMUACT UX C YIKACOM. JHCKETH! MO~
CTOSHHO TIOPTHIKCH, U JAHHEIE NepHOTMYECKH NepecTasany uHTarses. Baaro, ecim pac-
CTORHHC GHUIO HOBOMBILOC, H MOKHO G510 MOBTOPHTL TPOBENRKY, HO KOTAA AMCTAHLHA
Gonpias — OTEPH OYLHE CHALIO OTPRAIACK 1A IMOLMOUATLHOM COCTOANHH.

o cux nop B HEKOTOpPbIE KOMOBIOTEPLI BCTARIAIOT AMCKOBOBI ANA 3,5-M0HMOBELX THC-
KeT, BHINMO, [0 TIpiBbIgKe. Ho yoke TpynHO mpeacTasuts ceGe oduc 6e3 MOTHONEHHOH
CETH, M B QUDMAX, JIC MHC IPHXOJEUIOCH HACTPAWBHTA CCPRODAI, RCC KOMITRIOTCPM Ghili
ofA3aTeNbHO NONKIIOYEHE! K MOKATBHOR CETH. B TakMX Clyuasx yike WeT HanoGHOCTH
B IMCKOBOMAX, H a[IMHHHACTPATOPBI HX TIPOCTO BEIHAMAKOT. Ecni ¥ Bac BOHAK BOTpoC,
3246V RLITACKURATE TO, YTO MOKET NPHIOXMTEC, JHAHHT, Bb 3a6LLIN, UTO HHHErO WL~
HETO B KOMIILICTEPE HE IODKHO GEITE. DTO KACASTCA He TONSKO NPOrPaMM, HO 1 KOMIb-
10TepHOrO Keneza.

Yopes ANCKETH XaKGPE! JICTKO MOTYT YROCTH CORPETHYHO MA(OPMALHIO, TOMYSHE (QH3H-
uecKHi AOCTYTT K KOMTTSIOTEDY. Jla, MHOTO He YHeCeNIs, Ho Roe ke, MAe RecTHa rip-

Ma, KOTOPas COIepHATa NOKAMBHYIO COTh, OTPE3AHHYIC OT BHEITHETo MHDA, U CHHTana

:MAT

cufn Henpueryinoii. Ho cokperan uHQOPMAIMA Y TCKIA CPES HEC OXPAHHMC CH
© TIOMOIRBIO TIPOCTHIX 3,5-TIOAMOBBIX IHCKET, TIOTOMY UTO METANNOUCKATENM Ha HAX He
cpaBaTHBANR, — Tak GELTH TOTEPAHE! PLINKH COITA, H TOTEKO NIOCHE 3TOTO BCE KOMITBIO-
TCPB (HHPMbI MHIIANH CTOL OMACHOTO YCTPOTCTEA.

CeTH MOWONAOT HIBARMTEEA OF TMLHELD 0GOPYHOBAHIS 3 KOMIIBIOTEPEX M CENIATh te-
pcaady naHHeIX ObICTpee U HaackHee. Hazo ACero /KU HACTPOUTE HYHKHEIE POTOKONL
H HCTIONE30BATL KaGeILHY 10 IPOBOIKY HA MOy MOWHOCTE.

B HACTOAUIee BPGMS CaMbIM OMY-TAPHEM TIPOTOKOI0M 0BMena datitam as1sercs FTP
(File ‘Transter Protocol, npotokon nepeaatin hainos). On Gein paspaboTan JOCTaTaRHO
JILRHO, HO /10 CHX 110D HE 1HOTEPS:1 CROCH BKTYEIHOCTH, XOTH HCKOTOPKIE £T0 ROAMOMKHU-
CTH OCTABTAIOT 3KeMaT Jyutero,
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Tipexae Yem Hauath. ..

MHoro et Hazaf, ycranoska OC Linux Geina 0UeHE CIOKHOM 1 IANEKO HE HA KAMCIELT
KOMITLIOTSp ¥IABANOCh YCTAHOBHTE CHCTEMy. [l0CTOANIO BOIUMKANM TMPOGAEMLI C CO-
BMCCTHMOCTBIO, XOTH TaKue MpoBricvbt SeLT naxe y Windows 95, kotopas Tak e pago-
TN ¢ MUHHMAJIBHBIMH (bYHKUHAMM, TIOKA He TIOCTABULIE HEOGXOAMMBIE pafiBephi.

Y menn & 1990 rosiax Gein He ouens nonyanpami worwrap Philips u criciuduuman au-
NEOKAPT, KOTOPOR He GRUIC R CIHCKE 1OCTYNHOCO 00OPYACBAHNA, N03TOMY NPHXOIHK-
100k MOAGUPATS K3 TOTO, 4TO €CTh, MTOGE PAGOMHUH CTON CTOBPAKANCA Ha IKpAHE B TpH-
EMTIEMOM PA3PRIIEHTTH.

Celtgac ycTanoBka Linux crana HacTONLKO MPOCTOMH, MTO B LIEKOTOPbIX JHCTPHOYTHBAX
AN NOMICH YCTANOBKH 1Y/KHO BCEro HECKOMIBKO Pas WIENKHYTe Mbimbio. Bee obopymo-
BARHC ONPEZIENACTCA Bes Mpobriey H YCTaHAKTBAETCH 663 HEOGXOTMMOCTH MOKGMpATS
npaiizepst.

Fe.i cmorpers wa OC Linux ¢ Touks SCHIS 1O/IKIORATCAR, TO TIOCAC YCTAHORKM CHOTC-
MEL HIMCTO HACTDAMBATE He HAzo. MOXHO Cpasy e NpHCTYTaTe K paGOTe ¢ MQBLINK
OQUCHBIMH TIPUTOYKEHTISMH ¥ TIOMH30BATENECKAMY YTHTHTayM, HO eclii pews maer
© CETEBBIX M CEPEEPHBIX MTPOTPAMMEX, TO TYT Vo€ HEOOKOMHMBL L0 I0JIHMTE/IbHbIE ACHCT-
wh. TIO YMOTUEHMIO B CHCTEME J0IKHBL GhIT JAIPLILCHBI HPAKTHUCCKH ROC JICHCTRIS,
KOTODEIC MOFYT NPHBCCTH K HOKGIATCIEHOMY PE3Y-THTATY WIH BTOpKEHHIO N0 ceT. Jinn
M3MEHeHUs OFpaHHMeHUi HyHO HACTPHBATh KOHQWIYPALHORHKIE (aliTbl, PeTaKTHPO-
BaTh KOTOpEIe Kpalite REYZOGHO HOBHYKY WH MO/L3OBATENO, NPUBBIKIIEMY paBoTaTs
© OKHAMH, WM UCIOIBIORATE CUCHMANUSUDOBAHHAC YTAIMTE, GONBIIMHCTRO M3 KOTO-
PHIX MMCIOT HHTCpgeiic KOMaHIHON CTPOKA.

W3-3a 37X HeymoGCTs MoM 3HakOMEIH anmuHmeTpatop Windows-cuerem ckasai: "Linux
TIPRAYM2ITH QIMUHHCTPATOPEL, KOTOPEIM HEHero AeTaTh Ha paGoTe, and Toro, utobu wr-
PATECA ¢ KOHGHTYPaLMOBHUMY dainavu”.

Kopriopauss Microsoft HarmHaza aenaTs cou OC 1o MPHHLAITY "wmb 661 SEINO Y05~
HO", TIO3TOMY KOFIa-TO AOCTATOHHO GLINO NHIB MOAIJIOUHTS K HUM TPedyemble KoMNo-
wonet. Ho Tencph Windows cTaHOBMTCH ¢ KabiM [OZIOM BCE CIIONHeE W GesonacHee, a
BoNbIUIMHCTBO YA00HEIX (yHKIMIE, KOTOPBIE MOCYT HAPYIIMTE 2alHTY, MPOCTO OTKIO-
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HAIOT YCTARABTMBATE MO YMOTYGRMIO, MOTOMY MTO COTEBbIE AKDAHEI B HAIUE BDENGH
BCTPOGHET YKe NoHTH B0 Bee OC.

B naccuBHOM peskuMe COeNMHEHHE IPOUCXONUT HHaYe:

KITHeHT 3aNpatIvBac” Ciaansasue wa 1IpocHT NpunaTh aii,

2. Ceprep OCYWIECTBAAET NPUEAIKY K NMOPTY M COOGLIECT KIMCHTY HOMEP KAHATa, Kyna
HCOGX0AUMO NOAKTIOUATECS [1TA NIOMYYCHHA WM OTIPABKH JAHHBIX.

3. KIHENT yCTARARMBART CORHHEHME C YKMIAHHBIM IOPTOM, 110 KOTAPOMY HPOHCXOAMT
TIEPeNiaya NaHHBIX.

Taxum oSparom, CCPBCD TONEKO OTKPHBACT NOPT H NOATOTABIMEASTCA K O6MeHy daiina-

M, @ BCE COGIMHEHHA OCYIHECTBIIAOTCA TOMBKO CO CTOPOHBI KITHEHTA. 3TC YKe He Mpo-

THBOPEUHT FIpABHITAM CETEROTO SKPaHa.

10.2. ProFTPd

B nociieziiee Bpens Boe GOMBIIIO MOMyNAPHOCTb 3aBoeBbIBaET ceppep ProFTPd. Ero vt
FOIPOSHO PacCMaTPHBATH He ByJieM, HO KOPOTKIH B3rsa Gpocknt. [NaBHEI KOHGHIypa-
uyoHHBIH (afin 114 s1oro cepeepa — /ete/profipd.conf. Kpome Toro, k ero xongurypaum-
OnHbM alinam TakoKke 0THOCHTCS dalin fIUSCTS, 1C ClMCHIBRITCA (I01B30BATCH, KOTO-
PpriM pazperuena patora ¢ FTP.

TIpn kougmryprposarim proftpd SoTsmHHCTSO feficranii onuchmarores Giokamn. Ha-
TpHMep:
<Zinit STTE_CHMOD>
Deryall
Allow from 127.0.0.1
</Limit>

3acck omuckieaeTea 610K Limit, KOTOPHIN NO3BOSAET 32AaBATL OrpaHAdeHMe. UTo MMEHHO
OrPAIMMMBAETCS, YKAILIBACTCH CPA3y MOCHE KIHOHEBOro C0BA Lim:t. B faunom ciryuae sTo
OnepaLIn STTE_CH0D. Bry 1 pu GIOGL 1ALy T OHEPATOPh OFPAHHUCHHR:

O penyall — 3aNpemaeT AOCTYT CO BCEX KOMITBIOTEPOH;
O 2llow from-— paspemmaeT JOCTYIT TONBKO € YKA%aHHOTO KOMMBIOTEPA.

Mer croBa cofmoaeM TIPABHIO 3aTIPELUEHNS BCEI0, Wi He paipeineHo ssno. Moxno
TAIOKC YKAZBIBATS CIICAYIOUME OTPAHHYCHAA:

1 717 0wA" 1 — PASPEIIMTA JCTYILCO BUEX KOMUKKITEDOR;
O Al ouGroup mpynru— PASPEIIMTS IOCTYN ¢ YKASAHHEIX TPYUIL
O a1lowUser — Pa3peliHTb AOCTYN YKA3aHHBIM MONB30BATENAM;
a

AllowCverwr

snausite — ONPEIIENAET, MOXHO T MIEPEIAMHCEIBATS YHKe CYIIECT-
Bytomue GaitTbl. B kayecTae SHAYEHHA MOKHO YKATHIBATE on WK off.

Il BCox MYHKTOB, KpOMe TIOCTIEHETO, eCTh AHATIOTHYHEIE JANPETH — HYAHO TOTBKO
OMCHATS A7 Low Ha Leny. T ONICPATOPLL OrpaHKyeHHs. B B10kax MoryT GLtts n Apyrue
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TO TOMB30BATENE flenoy B TPYMMTY root He BXONHT, a 3HAYHT, HE CMOXET W3IMEHATH
daitn.

Tericps opeKIToYacweA Ha MoMB3osaTe flenov W ygansen daiin. TIpakon B Tom, 410
daiin yramrca. EXMHCTBCHHOC, 4TO Bbl YBMUMTC — UPCUYNPCKICHHE, STO YARUACTCA
¢aiin, 3a1MINEHHbIE OT HIMCHCHHA,

W 4T06k1 3TOr0 He POMIONLIO, BEL TOMAHBI OTPAHHYHBATH AOCTYTI HC TOTEKO K (ailnav,
HO M KaTATOraN.

BriBaroT cyya, KOria KaTaNnor J0JDKEH MMETh Bee Tpasa. Kak nmpasuio, 5To OTKpEITEIE
NaNKY, Yepes KOTOPHE MOTEIOBATENY MOrYT ofMcMEaThes (ainamu. Ho mpu stom
HYHO 3alIUTHTHCS TAKMM 06Pa3oM, 9To6bI TONBKO aMMHHCTPATOP HIH Brajienel (ai-
1A MOTITH €70 yTanuTh. Bee OCTATBHBIE TONB30BATENH HE JOMKHB! HMETH PAs Ha yHAU-
TOeHHe yAKe CYNIECTBYIONIMX WykiX (ainos. Kak e pemmTe 5Ty npofemy, Koraa
KATAIOr HEOBXONHMO CHeMTATh LOCTYTIHBIM BCEM, 4 €10 CONEPKIMBIM IOMKHBI YTTPARIATE
TOTBKO X037€B7

JTloyeTiy, ¥ Bac ecTs xaranor shared. JIns TOro uTOSH B HeM MOTTH YAANATh (aiinn
TOAEKO RNQICNBUBI, HYXHO YCTAHOENTS /LT Hero sticky-GHT. JTo Jenaerca KoManiolf
chmod € IAPAMETPOM +t:

chmod 1t shared

TlonpoGy#iTe BHINOIHUTS KOMBHIY 15 -al M MOCMOTPCTH MPapa A0CTYNA K Katanory. But
ZIOTDKHEL YBUETH crwxrwxrwt. OGPATHTE BHUMAHMUE, HTO HA MECTE CUMBONA x B ofmacTu
TpaB 19 BCEX TIOMb30BaTE TRl CTOMT t. DTO M YKa3sIBACT a YCTANOBNENIbIA sticky-GuT.
Teneps nonpoByliTe YAZnMT, W3 OTOA IupekTopuH aill, NPHHALIEKAUME ADYTOMy
nomsaopaTemo. Bel yBuIMTC coofimeHue rm: cannot unlink ‘wmm gaiina’s Operation
not permitted.

B Linux comh Kamanar /mp, /mm KOTOPOIO KAK Pa3 YCTAHORISHN IPARE draxrvxrix K §
KOTOPOM COXPAHAKITCA APEMEHHMIC JAHHBIC BCOX 0MRSORATENGH, B CORDEMEHHRIX AMCT-
PHDYTMBAX Ha ITOT KATAIOT YKE BLICTABAEH sticky-6ut.

4.5. TTpusuneruposaHHbie NpOrpammer

B anase 3 2 ynoMaAHy 0 cywecTsosannk ewe Asyx Surop poctyna: SUID w SGID, v Te-
TepL TiOpa ¢ HUMY [03HAKOMHTLCH TIoGHAce, JIOMYCTIM, HTO MONE30BATENS HEOBXOMHMO
OIPAHUTIATE B NIaBax, TTOGE O HE HATBOPHIT Gel, HO MPH ATOM JI&Th BOMOKHOCTS 3aMTYC-
KaTh TIPOTPaMMIy, K KOTOPOW TpebyeTcs criempanbHbili 1ocTym. B oToM CTydse MOKHO
YCTAaNoBHTL HA 5Ty Tporpavmy SUID-6ur, Torma w nporpamMa cMoxeT pabotats (ot
MMEHU BaageTbla), H Y MOoNk30RaTeNA He 5YIeT MHWHUX TPUBHIrni,

But SUID mox110 ycTaloBUTL KOMAII0# chnod © MAPAMETPOM U} s
chmod uts prognare

Ec/is Teneph NPOCMOTPETh PARA LOCTY A K haiily prognsme, TO OHM OKZKYTCH PASHBIMK
-rusr-xr-x. Kak BHWTe, nogBinack GyKea s Ha TOM MECTe, TAe J0MKHO OhITh paspeite-
HHC Ha 3anycKk (CHMBOJI x) Ona Bagensua daiina.
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defaulzs
{
:nstances =60
og type SY3L0G authpriv
Zog_on success HOET 210
1og_on_failure = HCST
2ps =25 30

'

includedir /etc/xinetd.d

Tlocne KIKOYEROTo CTOBA defaults B GUTYPHBIX cKOOKaX OMUCHIBAIOTCA HACTPOHKH MO
YMONHMAHMIO 15 BCRX CepBrcoB. JI0G0e U3 STUX 3avennit MOKIIO H3MEHHTb AT KayKa0-
TO OTAGNBHOTO CepBUCa.

Tociennss CTPOKAa MONKMOYAET Karanor /eto/xinet.d. B 3ToM KaTanore A1a Kaxaoi
Gy GBI €CTh COOCTBEHHBIH KOHBHIYPAIMOHHEL (aiil, TAe MOXHO WIMEHUTS MapaMeT-
phL. HMena $aillloB COOTBETCTBYIOT HASBAHHSM CEPBHCOB, @ COZIEPHMMOE — TIOXOKE HA
fete/xinetd.conf. B yMcTHHIe 5.4 PHBSICHO COACPKIMOE KOHGHTYpAMOHHOTO daiina
Jetc/xinet.d/telnet s cepanca Telnet.

# default: on
# Tlc yuoncawm swrouex

il description: The telnet server serves telmet sessi it uses \

#  unencrypted username/password pairs for authentication.
# Omicamne: telnet-cepsiuc oOCLyAMBAeT CecchM telnet. OH McnOTb3ye™
# UCSHIMLPOBANILE MM NONLIOBACIH M LAPGTI, M Ay FCHTHIIKEI M,
se-vice telner
{

diseble =no

Llags REUSE

socket_Type - stream

wait 2

usex rooz

server - jusr/sbin/iz.telnetd

log_on_failure +- USERID

PaceMOTPHM OCLIOBILIE MAPAMETPL], KOTOPHIE MOMKHO HIMEHATE:

0 disable — NAPAMETP, YCTALOBKA KOTOPOTO B yes 3ANPELIACT HCNONHEHUE CCPBHCR.
Kak yie rosopriock, cepsrc Telnet HefiesonaceH, i MOITOMY MMeET CMBICT €0 3a-
peTHTE;

=}

tlags — ATPAGYTH! BEIIOIHEHKS CEPBUCA;
g

M socket_type — TN wenonmiyemoro cokera. Jna mpookora TCP 3gech momwo
6HITE 3HANCHNE streem, A U4 MPOTOKoNa UDP — dgram
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HooTH — 4000 GafiTor B coxyry. Ha Taxod cropacTs GyayT paGoTaTh Kee MasIoRaTe-
M B CETH, KPOME ATMHHHCTPATOPOD.

ECITH BH YCTAHOBUTE TaxMe NPABHIA B KAKOH-THGO OPTAHH3AIAN, TO MOTYT BOSHHKHYTS
npo6iieMbl ¢ PYKOBOACTBOM, TIOTOMY YTO AHPEKTOP TOKE TMONANCT B CIHCOK al> W GyaeT
padotars Ha ckopocTa 4000 GaftTos B cekyRIy. A Mymaro, UTO €10 3T He YCTPOHT, | AT
HETO MBI CHE/ACM OTATBHYIO 3aMHCE:

delay_paramerers 3 64000/G4000

delay_access 3 deny all

delay access 3 allow bigbcss

C MoMOIIBIO OFPAHUHEHHS MPOMYCKNOM CrIOCOBIOCTH Kallana MOKHO 3aMpeTUTE 3arpys-
Ky MyneTnMennadaitios B paGodee Bpems. B caemyiomem mpumepe Mul paspemaeM 6bl-
CTPO UHTATH BeG-CTPAHHYKH, HO YMEHLINA®M CKOPOCTH 3aTPY3KH HPYTHX Meanadatinon
(mcThEr 9.4).

=

¥ ACT
acl fulspeed url_regex -i 192.168.1

4 ACL-COMCOK, OLMCHBAIOWI MeTMAQAMT, [/ KOTODHN HECOXOMMMO
# noMHmTE CROPOCTS

acl mediaspeed url
+ Bpews, xemopos €
4 2avpysior Memiadalinon
acl day time 08:00 18:59

FUCOK, ONMCHEAKIGEE CRTE

vegex -1 frp .exe .mpd .avi .mpec .lso .wav
BT MERCTRCRETY. OTRAKINENME K3 CKOPOETE

# Hems uyRHO mna MTA BTOPOCD KIACCH
delay_pools 2

12

delay class 2 2

4 Mepseti nys e wmesT orpasuuedt Dns BCEX
delay_parareters 1 -1/-1 -1/-1
delay_access 1 allow fullspeed

4 Bropolt TyAl OTPaHMMBACT HOCTYN B ZHEBHOE EpeMd
delay_varameters 2 400C/100000 400C/100C00
delay_avcess 2 allow day

delay_access 2 deny !day

delay_access 2 allow rediaspeed

S MOCTApANCA CHAGIWTS THCTMHE MONPOGHLIMM KOMMGHTADHAMY, HTOBH Bb MOEIM
© HUM pa3oGpaThCA Ge3 AONONHMTENEHBIX OACHEHHIA. X0y TONBKO 2aMETHTB, YTO CKO-
POCTS noHIDKACTCA /108 BeeX, TN Bbl XOTHTE PATPEMIMTS ONpEAE/ICHHbIM ROABIOBATE-
NAM paGoTaTh HA TOJNHOM CKOPOCTH, MOKHO BHECTH MX B CIMCOK (HANPUMED, al owfull}
U 10GaBHTE B KOHEL[ TUCTAHTA CETYIOIIYIO CTPOKY:

delay_access 2 deny laliowfull
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Pwc, 8.3. Owo HacTpoek SMTP-cepaspa.

M cenn copRep TPEOYeT AYTCHTH(HKRIMM, TO MOCTARKTE raiOuKY B Server requires
authentication 1 3anomKTe oTKpBBIECH no:17 Login 1 Password.

Eeaw Bl He nepsbii ek, B HKTGpRETe 1 paoTans ¢ a/eKTpoHHoH IO, To mpotece

HacTpoifKn napameTpos SMTP-copBepa Ke 0.TKSH BHIZBETS IPOGIEM.

Tenepl, paccMOTPUM HacTpofiky cepbepa MId WTelins moutsl. llepeitaute Ha Biotanky
Receiving, v Bbl YBUIUTE CITUCOK CEPBEPOB. BELIETHTe MMEIOMMECS 3AMMCH ¥ YIATATE
X, 3aTem HaiMuTe KHOTIKY Add, UTOGH! 1062BHTS cepep, Uepes KOTOPhIil Mbl Gyiem
noysaTs mowry. [lepen Bawi OTKPOCTCH OKHO, B KOTOPOM HY/KHO BEIGpaTh THI ccpBepa:
Local mailbox, POP3, IMAP, Maildir mailbox. Hame rcero nenomsyercs POP3, n
MpONecC COYIAHWA IANHCH [UTA PAGOTEL ¢ UM TIOXOHK HA AHATOTHUHBLA Mpolece I
SMTP-coprepa. Bai Takoke A0IKHH yKA3aTS AAPCC COPECP, HOPT (N0 yMondanmo 110) n
HMs ¢ [1apONeM.

Haubonee UHTEPECHBIM MOMET OKA3aTECA WCMONb3OBAHME NOKATHHOTO AWHMKA. [ake
eciu SMTP-cepaep He YCTAHOBIIEH, B CHCTEME COBIAETCA KATAJIOT C JOKATEHBIM TIOWTO-
BbIM AINHKOM, KyJA 1051 aAMMHACTpaTopa root NOMAMO npuebidHsXx E-mail nonazaior
u3BeWweHuA no Gesonachoer. Ecnn Bbr paoTacTe B KOHCOMM M yBHAEHH cOOGWIECHHE
Tuna You have new mail, To 9T 03HauAeT, YTO B BAI ALIKK B JIOKATEHOM KATAIOrE M0
nano Hosoe coofmenue. [ina ero npoBepkM yAoGHEe BCEro WCIONB30BATH MOYTOBLIE
KJIHCHT.

ITak, COsTaiium HOBYH) YHETHYX) 3axch, STOGR MOXHO GhUI0 B YA0GHOM BANG wiramh
cooBmerws Mo GesonacHoeTH. HakMATe kHomky Add, 1 IGpeA BaMH OTKPOSTC OKHO BE-
5opa Tena cepeepa. Burbepure TH smmka Local mailbox w nazvre OK. Tepen savw
OTKPOCTOR UKHO CO3TAHHA HOROTO aKicayHTa (puc. 8.4).
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11.3. Bretnne DNS-cepbepst
11.4. Hactpoitia DNS-cephica...
11.5. (Dafifel ONUCAHHA 30H..
11.6. OGpartas 30¢a ..
11.7. BesonacrocTs DNS

Taaea 12. MonmTopmnr cRcTeMb
12.1. ABTOMATHINPORAMIIAR TPOBEPKa Ge30MacHOCTH
12.2. 3akpsipacst SULD- # SGID-2Bepit...
12.3. Mposepra mm]:mypalmn
123.1. Isat .
12.3.2. bastille
12.4. Buinbnenue &
12.4.1. Klaxon..
12.4.2. PortSentry.
12.43. LIDS......
12.5. Kypranupobatiue .
12.5.1. OCHORKRIE KOMAHJTSI...

12.5.2. CHCTEMHHE TeXCTORKE KyDHaTHl
12.5.3. Wypwan FTP-copacp:
. Kypran mpokck-cepacpa squid.

logrotate ...
12.5.8. [10H30BATEIBCKHE KYDHATHI .
12.5.9. OGpaTHTE BHMMAHRC
12.6. PaGora ¢ ypuatami
126.1. fail
12.6.2. swatl
12.6.3. Logsurfer..
12.6.4. Logeheck/LogSentry
12.7. Be3OMACHOCTE KYPHAIOB

Inaea 13. Pezepproe KONMpPOBaKHe H BOCCTAHOB/ICHRE 367
13.1. cHOBM PEIEPEROTO KOTHDOBAHHSA
13.2. Jloerynsocts na see 100 upoueHTo
13.3. XpaHenne peaepBibIX KO
13 4. HoMTvKa PeIepRHPOBAHHA.
13.4.1. Peko, Ho MeTKo.
13.4.2. 3avacTiom ....
13.4.3. Yacto, HO He Ree
13.4.4. NepHoauaHo,
1345 Tonmas konus
13.4.6. lHocuten ....
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THofbiE IHITIHIE 11PaBa MOIYT OKEFATRCE GETATRHKINK JUIR GESONACHOCTH CHCTEMBI HE
TOTBKO ¢ TOMKM 3PCHUS BANOMA, HO M yTeukn unpopmauns. Hanpumcp, datinn Gyxran-
TepCKOH OTUETHOCTH JOIDKHE GITh TOCTYTIHES TONEKO TeM, KTO ¢ HHMH paboTaet. Ecm
TIOKa3aTk 3TH JOKYMEHTHL BCEM, TO ¢HHBHCOBM€ AanNLIe, BO3MOXKHO, CTAHYT JOCTOAHH-
oM OBWECTBCRHOCTH, ¥ 9T0 FORTAT/IBHBIM OOPasoM OTPAWTCA Ha GIErOCOCTORHHN
KoMmasuy.

4.1.4. Tipasa nNo ymonuaHUto

Koraa no1p308aTenb CO3AACT HOBBIA (aill WINM KATAIOr, TO MM HAZHAMAKOTCA (paBa N0
ymomdamio. JlaBaiiTe paccMOTpHM 5TO Ha mpumepe. LIS cosaaHms daiina BLTIONHMM
KOMaHZy ls ¥ [TepeHanpaBHM BEIBOI B dailm:

1s -al >> testfile

l'enepe NPOBEPHM Mpapa 1A ITOT Gaii ¢ MOMOMBIO KOMandsl 1s  al. Aomkio noy-
GHTBCH —ri-r--z—-, T. €. BIANCIEN MOWET WATATH W HAMCHATH (iaiii, & IOKI0EETSIN
CPYOIBI ¥ BCE OCTANBHEIC — TONLKO POCMATPHBATE. B CTapEIX CHCTEMAX M HEKOTOPBIX
JMCTPHOYTHBAX NMpaBa MOTYT OKA3aThCA -rw-rw-r--, T. €. MONB30BATENH TPYIINDI TONE
emoryt koppexraposars i, HO B 060 C1ySue KCE 110.1yS:0T BOSMOKHOCTh I1aTh
thaiin — 370 paspeiico. Takie NPABa HAPYLIZIOT MIABHOS MPABIO G20IACHOCTI.

B 3TOM OTHOMWEHAH TIOTHTFKA HASRAREHTA TPab TIO YMOTYAHHIO MOKET GHITH He COBCEM
adexrinra — ecu Bet cosanuTe (aili, KOTOPEIH XPAHAT KOHOUICHUINANBHEIE MaH-
Hie, UHGOPMALHA W3 HeTO ByneT NOCTYNHA I Beeoburero oGo3peHus. M ecnH Brl 3a-
Gy eTe NONM3HTE NpaBa, TO OGO CMOKET YBUIETS H IPOYMTATS i1,

CHTyaUHIO MOKHO H3MEHHTH, eC/IH NOHMMATH, KAK CO3AAI0TCA TIPaBa JUT HOBOTO (aiina.
OHWM pacCHHTBIBAIOTCA HA OCHOBE MaCKH, TEKYLIEE SHAUCHHE KOTOPOH OupeseuseTes
KOMaHnoit :mas ', ECNM BRONHUTS €€ TIOCIe, yCTAHOBKE CHCTEMSI, BYIET TIOMyNeHO 3Ha-
verve 0022 unn 602,

TlocMoTpyM, kak Macka BTHSET Ha perfaMeRTanmo Joctyna. [To yMonuanmo npasa 1
(aiinoB YCTAHABIMBALOTCS B FHAYEHNE 666 MUFYC MACKa, A 1T KATANOroB — 777 MHHYC
Macka.

Temeps SCHO, 4TO ecNH Macka pasHa 002, To z1a rosoro daina SynyT ycTanobieHs!
nipaBa 666 — 002 = 664, a 3TO COOTBETCTBYET —rw-Tw-r——. TIpH 3HaueHin macku 0022
(pOpMYNa uIMEHHTCA Ha 666 — 0022 = 644, \ITo ByJIeT C3HATATE —rvi-r-

Ui KATATOTOB PACYET ARATOTTMHEIM, H MPW Macke, PABROA 002, MO YMONUAHHIO SYAYT
yeTanaBIHBaTECH MpaRa 777 — 002 = 775 (<xwxrwxr—x). B ciywme ¢ Mackoi 0022 awade-
Hue onpenenaeTcs Kak 777 — 0022 = 755, @ 9T0 COOTBETCTBYET NPABAM drwxr—xz—%, T. €.
BCE MOBI0BATENN CMOTYT TIPOCVATPHBATS KATATOTH B YBHAAT CORCPAAWMCH B Reil
aiiTor.

Bee 210 He ecTb xopomo, TolbKko BAagenel JokeH WMeTh JOCTYN, JOCTATOUHSI AN
nonuouentoli paGote © (aiinaMH M KaTANOraMH, a OCTATbHblE BOOGLE e AOIKHBL
WNOTE TIpaB. Ty CHTYAUWMIO MOHO WCTDRBHTE W3MCHCHHEM MAcKH. 5 PCKOMCHIYIO
ycTanoBuTh ee B 077. B 3TOM ciyuae [UIA Karanorok mpasa ymyT ompeneneHs! Tak:
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Wbt i ot madstory, (e i5 highiy recomnened that yau et = passuned fon the Has |
adniaistrative rost! usar. 4 |

T pis Fieid 5 1ef1 tlenk, the Aassised WilL At be' chanzed

T e

Puc. 2.4. OC cnpocuna napons Ans Ga3si AaHAEIX

Crapuie ycrauomuku Linux 1€ npeaocTannsin BosMOKHOCTH BhiGopa, uto Gymer 3a-
MTYCKATECA NPH CTAPTE CHOTEMBI, A GAHANBHO JAMYCKANH BCE CEPBHCH], MPEMNIOTANas, HTO
£C:I MEI TO-TO CTARMM, TO 3T0 0GA3ATENEHO HYKHO 3anycTuTh, Ho B GONBIIAHCTRE cTy-
HaeB 3TO HE TAK, NOTOMY HTO MBI HaCTO YCTAHABNMBAEM HTO-TO Ha Gynymee. Bonbuum-
CTBO COBPEMELIIILIX AMCTPUOYTHBOB, KOTOpLIE s BUAEN (XOTA I BUASH HX He TaK H MHOTO,
eC.TH YHeCTh CKONBKO BCErD JOCTYIHO), y2e MPENOCTABNAIT BO3MOXKHOCT BRIOOPA Win
He 3alTyCKAIOT BCe YCTAHORNIEHHOE TI0 YMOTMAHHIC, M 9T0 NpaBWIEHO. ECIM BBI BCC #C
PELIMIH YCTAHOBKTE YTO-TO HE OUEHb HYXHOE, TO CTOHT OfIyMAaThb BOIMOKHOCTH XOTH
Bl 3a0peTHTL ABTO3ANYCK.

Tlocne ycranorku OC creflyeT IpOBEPUTS, 4TO YCTAHOBJIGHO B ABTO3amycke. Fonm Bat

YCTAHOBHTY YTO-TO Ha Oynyunee, HO He GyfeTe cpazy jie BTO HCMONME30BATE, TO CTOMT

Cpasy 11O 3aBCPUICHHH YCTAHOBKH BPOBEPUTD, HTO 3AITyCKACTCR AFTOMATOM U OTIIIOHTE

3ANYCK HCHYKHOIO.

B uems X ynpomeHHs AMCTPHOYTHBOB ANd NOMAUIHWX MOMb3OBATENEH NMPOrpavMMbl YCTa-

HOBKM LPEIOCTARTAIOT NPENOTIPEAENEHHDBIE BAPHAHTET YCTAHORKH. OHM MOTYT HMETB TaKKC

WIH CXONME HATBAHMA:

O BrIcTpas — UCO0L30BATE OPCACACHEYH) NIPOHIBOIMTCICM KOHGUTypaunk. Takum
0fpa30M BEI COKPATHTE KOTHUECTEO BOTIPOCOE, HA KOTOPEIE HAZIO OTEETHTH BO BpEMS
YCTANOBKH, HO PE3YETAT OYIET JaNek OT ONTHMANLHOTO WIH 5e30MacHoro;
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3.8.4. Hacrpoiixa 3arpysumxa

SIIPO CKOMIMIHPOBAHO, U TeNeph ero HAHO K0GABHTS B 3arpyaumk GRUB. Camii
TIPOCTOH BapHAHT — CKOMMPORATH TEKYUIEE MEHIO M H3MEHHTh €r0 3aronOBOK H napa-
MeTp kernel, 4TOGBI OH yKa3bIBall 118 HOBBLA dakn.

Tlepesarpysite CHCTeMy, 1 TENEPs MPH CTAPTE KOMITLIOTEPA BbI CMOXKETE BEIGUpATS, Ka-
KOE AP0 3arpykath. [Ipy aToM GYRYT MCNONB30BATHEA OXHU H TE XK KOHOHIYPaHOH-
uue $aibiLL, wTa oueHs ynoGuo. ECITH HOROE AP0 OKMKETCS HEPABOTOCTIOCOBHEIM, 20C-
TAaTO4HO MEPe3aArpy2HTh KOMIBLIOTEP CO CTAPBIM AAPOM K MPOJCIDKHTE PaboTy A0 BLIXOAA
OGHOBTEHHH.

3.8.5. Paora ¢ moaynamu

CHcTema MOMKRA 3aTPYATECR TOMEKO ¢ TEMM MOTITAMH, KOTOPEIC IPHMEHAROTCA. Boe
QUTARHMIC JCTAHAL IO/UPYRATRGA TI0 MCPE HCOBXOMMMOCTH 1 OTIIIKMATAGS, KO HE
[—

B pazd. 3.2 MBI yKe PaccMaTPHBAIH TIPOLECE 3arpy3KH CEPBUCOR, HO MOIYY Anpa —
3T0 HeMHOTO Jipyroe. OHY BEINOTHAOTCA Ha Goslee HHIKOM YPOBHE, KOTOPBI B OCHOB-
HOM [103BOJIACT PaBOTaTh C YCTPOHCTBaMH, YIIPABNATS NaMATHIO 1 T. A, [Ipn Moy TbHOI
KOMUMIAUMH Bbl MOKETE BIUNOYATE M BBICTIOMATL QYHKUMM YPOBHA H4PA ¢ TOMOWIBIO
CHBLYIOIAX KOMAH,

Ismod

C HOMOIIBEC KOMAHB! 15mod MOMKHO YBH/IETE COMCOK 3arPYKEHHIX Moaynei. Peaynsrat
BBIMONHEHWA HHCTPYKUMHE HMeeT NPAMEPHO CIeyIOLIHHA BHA:

Module Size Used by Wot tainted
binfmt_misc 7428 1

autofs 11912 0 (autoclean} (unused}
tulip 42240 1

ipchairs 12226 6

Ide=ed 20240 0 (autocleant

cdrom 32000 0 (autoclean] [ide-cd]
ext3 62284 1

Jed 39304 1 [extd]

modinfo

OueHp TPYIHO pa3o6paThes, KAKHE MOAYIH HYXKHBI B CHCTEME, @ KAKHE HET. A BCAb HC-
OBXOMO 3ar PYKaTh TOABKO TO, HTO AEHCTBHTABHO MCOMB3YETCA, HHAYE YRCIHHMBA-
eTcs BpeMs CTADTA CHCTEMEI, TIOHANPACHY PACXOMYIOTCH PECYPCH KOMIBIOTEPA M T. .
Tak Kak ke B 5ToM pa3obpareca? HeoGXoHMO 3HaTh KaKILIE MOAY.IH "8 1MLO" K TIOHN-
MATB, TS 4ET0 OH HYMEH.

1oay4rTL MIIHOPMALEO 0 MOIYIe MOMOTAeT KOMaHIa modinte. B KauecTee napamerpa
UYKLO NEPesaTL HMA MIITEPECYIOWETO MONYIIA, U Ha 9KPaHe GyIeT BEIBE/EHA HHGOPMa-
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HOCTL 3ALUATHTE CEPBEP BHE 3aBHCHMOCTH OT 3THX dakTopos. Omnmuoe peimenye 1as-
Hoit MpoGtcmbl — GeemmaTabi Momyme 111 Apache o naseanem mod_sceurity.

[pusmen reficTBuA MOMYIA CXOMK C CETEBEIM 3KPaHOM, KOTOpHIi BcTpoeH B OC, TOMBKD
# UAHHOM COyuae OW CIICUMATEHO aspabOTAN JUIA OGECHCUSHHR ASaMMOCHCTARA No
uporoaimy TITTP. Mojtyith Ha 0CHOBE 11DaRMS, KOTOPAIE S4/ECT ANMHHHCTPATOP, AHATM-
2WPYET 3AUPOCH HONBIOBATENCH K CEPBEPY M BEIHOCMT CBOE PEIIEHME O BO3MOMKHOCTH
IpOTYCTHTE TIaKeT K BeB-cepaepy.

TlpaBKITa ONPEAENSIOT, HTO MOKET B6ITh B IAPOCE, a ATO HeT. TaM OBEIUHO COTEPRNTCT
URL-anpec, ¢ KOTOpOro HEOGXONHMO B3SITH IOKYMEHT HiM dafin. Kax MoxkHo cdopMy-
NIUPOBATH MPABIIIO T4 MOIYI C TOUKH 3peHUs Ge30NaCHOCTH CHCTEMBI?

PaccMoTpiM npocTeilumii NPHMEp — 1A COPBCPA DNACHO HE3aKGHHOE OBpalIeHHe
« thaiiny /etc/passwd, a, SHQWHT, ero He AOMKHO BHITh B cTpoxe URL. Takmw obpazom,
CETeROM AKPaH TIPOREPAET A OCHOBE 3AMAHHEIX GHABTPoB agpec URL, u ccn o napy-
WHCT UPABHAG, 10 3AUPOC UTKIOHACICA,

Momyns mod_security Hazo ckauate ¢ calita www.modsecarity.org. llocae ero ycra-
HOBKH B thaiire httpd.conf NOSRIAETCH BOIMOKHOCTL MPUMEHATE NOTIONHHTEIbHbIE AH-
PeKIus! Q1B TPAA FANPOCOR. PACCMOTPUM HAHGOIGE MHTCICCHBIC W3 HK

O SsecFilterEngine On - BIJIIOYHTb PEKUM DUIBTPALMH 3aIIPOCOB;

O SecPidLorChioekURLEacoding Ca — TPOBEPATS konupoiy URL;

M secFilterTorcoRytoRange 37 126 — MEHONB3OBATH CHMROJM TOKKO U3 YKa3aHHOTO
muanasona. CyWeCTRYeT JOCTATONHOE KOTHYECTBO CIYReGHBIX CHMBOOB (Hanpn-
Mep, epeBon KapeTKH, KOHer CTPOKH), KOk KOTOphIX MeHee 32. BonsmmHcTBO M3
HYX HEBHIHMEL HO TpeSyIOT 05paGoTKH HaKATHS COOTBETCTRYIMMY Knasum, Ho kak
€ T0T) @ XAKED MOXKET BBECTH TakoH cmon & URT.? Tounko aspes ux kon, Hanpu-
Mep, uTobR MoMecTrTh B URIL. cHMROMN “MepeRron ¢Tpoku”, HeoOXONHMO yKalaTh
B anpece $22. B pumepe konbi cHMBONOR Metee 32 n Gonee 126 oG BABNAKOTCA HCO-
NYCTHMBIMH LIS 3APCCE, H TAKHC NAKCTB KC NPONYCKAI0TCA K BeG-cepeepy;

O secAuditlog logs/audit log — ompenenaeT dabin xyprana, B koTopom Gymer co-
XpaHaTheH HHopMaImA 06 ayuTe;

O secFilterDefaultaction “"deny,log,status:406" — 3afaeT JeHCTBHE MO YMOT-
uanHio. B faHHOM ciyuac ykazaH sanper (deny);

O SecFilter xxx redirect:http://www.webkreator.com— OOECIe4HBAET Tepeaspe-
catpnio.  Ecnu npaBuna  cofmofieHbl, TO TOTb30RATETS OTOPABNAIOT Ha caiiT
http:/Awww.webkreator.com;

O sectilter yvy log,exsc:/home/apache/report-attack.pl-— 3allyCKaeT CUEHAPHIL.
Ecau ¢umstp cpabaremaer, To Gyner memonuen cxpur /home/ apache/report-
attack.pl;

O SecFalter /etc, id— YCTAHABIWBAET 3aNpeT HA HCTONB30BAHME B 3a0POce
TIONB30BATE LT IOACTPORH /etc/passwd, TakiM ke 00pa3oM HYXHO I00ABHTb OTPAHH-
uenne wa daiti fetc/shadow:
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CRIBUTHCH B CUCTEMHBIC (alinbl, 10TOMY 4TO A1 3TOMO BLIMONHACMON MPOrPaMME HyKHbI
MOBBILEHHbIE IPUBHIICTHH, KOTOPbIE MOTYT GbiTh AOCTHIHYTb! TONBKO, €CITH NONbIOBA-
Tenb BBEXET TapO:Th A;IMMHHCTPATOPA DY 2AITYCKE NPOrPAMMBI,

Puc. 2.6, Bxoa B Ubuntu

JloTycTam, ST bi MyTelecTyeTe 1o seG-caitrav. 3anyiuienuniii savi Gpayep asToma-
THMECKN UMEET Te e pina. M eI 1 HOM HBfIgToR YASBHMOCTS, TIOSRONAIOLIAR TI0fTy=
YHTE IOCTYT K KECTKOMY JIHCKY, TO STOYMBIIIUICHHUK CMOKET BOCIONL3OBATHLCH ITOH
a3eiixoil M, 11anpuMep, CTEPETH Ha HeM BCIO MHAOPMALIHIC.

Ecnn sxe paGoTaTe moJ NMOMB30BATENLCKOR YUETHOM 3aMHCHIO, TO YHUUTONKHTL OH CMO-
IKET TOT6KO T¢ GaH/Ll, KOTOPEIC JOCTYNHLI TOMY MONb3oBaTeno. CHcTemilsie dainL
B Takom crydac GyayT B GesonacHocTH. [T HCOBXOMMMOCTA MOBBIICKHA MPaB Bbi Bec-
TA2 MOXKETE 3TO CAETATh, 3Had Napo/Th AIMHHHCTPATOPA. [L1 JTOrO CIYKHT KOMAHAR su,
a B kAUECTBE NAPaMeTPa (YKA3BIBACTCA 4epe3 npoBen nocie KOMAIb!) NepeaeTcs HMs
MOL30BATENS, CTATYC KOTOPOrO BBl XOTHTE O0PECTH.

YToSht IONYUHTE IPABA ATMHHHCTPATOPA, HAGEPHTE KOMAHLY:

s root

wm

sa -
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Bo ppems kOIPHIYPaLMK ¢ TIOMOMLIO MOGOH H3 NEPEUMCISHILIX YTHIHT BBl AOMKILL
VKAAETS, HYKHILJIH 110)U[CPHIA JATPYIKAEMBIX MOAYIEH.

Ecau wel XOTHTe WMETh TBa PA3HEIX AIPA ONHOH W Tolf e BEPCHH, RATPHMED, C TOI-
nepkkoii Momyseit u Ges Hee, TO HeoGX0aUMO OTKpHITE haiin Makefile n » mapamerpe
EXTRAVERSION YKA3AT PAATHUHBIE JHASHTA:

O FXTRAVFRSTON—ro2-modu’e — TPH KOMITHIGIIAY 51P2 € MOAYISMH,
O EXTERAVERSION=-rvd-nomodile — IPH KOMIMTALHE Axpa Ge3 mogynedt.

Jlyumie BCeTo B 3TOM NAPAMETPE YKASHIBATE, YEM WMEHHO GyaeT ornmdateca aapo. IMa-
HPHMED, 1IOMUMO —ra2-module MOXCHO BCTARMTH GHOIHHTCIRHOC BOSCHCHHE, HO OHO
TIOMKHO BEITE MAKCHMANHO KOPOTKHM.

Terneps BLINONHAEM KOMAHIBI TIOArOTOBKH K KOMITAUTSUAH:

Caenyroman KOMAHIA OTHUMET ZOCTATOMHO MHOTO BPEMCHMW, NOTOMY 4TO OHa Gymer
KOMIUIAPOBATD HENOCPEICTBEHHO AAPO. MOKHO OTNPABAATECA FOTOBHTD KOQE H NHTh
€r0 Me/UIeHHO U nevamsHo. Ecnn y Bac cnabuii mponeccop 1 Mewee 1024 M6aitt namsri,
To nponecc GyaeT AoIruM.

HTak, 21t KOMTHASIAR 9P BUTIONHAM KOMaRAY:

nake beTiage

Bo ppems KOMOAMALMA BLI YBHAHTE CAMCOK COGMpaeMLIX B Aapo Momy:ael. Mx ouem,
MHOID, 1103T0MY LPONECE TIPOAOIKHTENL A,

Ecnn 56l BRGpaTH KOMITIIALMIO S7PA C WCTIONB30BAHNEM 3ATPYRASMEIX MOAYIIeH, 10
CTIeyIOKE Be KOMAH/Ib! A0.KHEL BBITIOHUTE 3Ty ONEPALMIO:

make modules
make modules_inslall

Licnn Bel 3a0peTHIN KCNONB30BAHKE MOIYNEH, TO 9TH KOMAH/BI MOXKHO NPOTTYCTHTD, 110~
TOMY 410 B F1OM CITy4ae TONKY OT HHX M&UIC, 8 BBILIONHAKYICA OHH J0NI0.

Bee momynn pacrionaraiorcs B katanore /lib/modules/. C Tiomowsio mepsoit komanzs!
MM CKOMIMADDOBRIM MOJ/IYIM HOBUTO RIpa, a BTOpAaA CKOMMPYET X B Katalor
/lib/modules/. 3aeck BB Ha¥iZeTe KATANOTA MOTY.IEN )1 KOKAON HI BEPCHH SAEP, YOTa-
HOBNEHHBIX & CUCTEME.

Teneph MHCTALTHPYEM CKOMIMIMPOBAHHOE AAPO. JLTS HTOTO BHITOIHAEM CIEYIOUI0
KOMaHAy:

make insrall

3Ta KOMAHII CKOTUPYET Bee HEOGXOMHMEIC (atiTbl IS 3aTpy3KH Ha CBOM MecTa. 3aris-
HuTe B )atanor /boot, 3Tech MOKHO HATH HeCKONBKO Gafios, B TOM MUCIE  3arpy3HHK
S8 HOBOIH Bepeni Apa. HIX JIerko MOKHO OUPEITHTS o Homepy. Hanpmep, s KoM=
Hposan 7apo 2.6.10, n y Mena nossuInce daiiner vinlinuz-2.6.10 # initrd-2.6.10.img.
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Transfer Protocol, mpoToka nepexaun remeptexcta), POP3 (Post Office Protocol, nios-
TORMIT 1IPOTOKOI) W AP, 10 psrpata TCP 103R0AKET SRUMULETS BCG 3T CCPRHCHL

Bce 3anpockl, KOTOPIC NOCTYNAKOT M3 VIHTCPHCTa WIH HANPABJISIOTCA TyIa, TIPOXOAST
uepe3 CeTeBoM SPAN, KOTOPLIA IPOBEPAET MX TIO CBOMM BHYTPEHHHM npariam. H ecin
COOTBETCTBHE YCTAHOBIEHO, TO NAKET MpomyckaeTes. Lcan waxok-nuGo napamerp napy-
waeT XoTA GBI 0IHO NPABYU.TIO, TO TIAKET MOKET GBITH yALTeH:
O 6es npeaynpexaerit (deny, 3anper);
O ¢ noceKol Ha KOMTIBIOTEp OTTPABATENH COOGIIEHHA 06 oumbKe (reject, OTKIO-
HEHUC).
5 GL1 e BEIGHPAN BTOPOR BAPHANT, IOTOMY UTO HESAYEM HATIPARIATH ACYMBIULTCHHHKY
iime nakerh. JTYUIne OCTARWTE ASHCIRME GE3 BHUMAHNS, U UIYMRIIILICHHUK ICIIHT,
o cepuc NpocTo HenocTynek. Ho B 5Tov cTydae, TpH HATH'HI TPOCHETa B KOHHTY-
PAPOBARNH CETEBOTO 3KPAHA, NEralibHBIE TIONE30BATEM MOTYT OMYTHTL HeyaoGcTea,
JIoMy<THN, 970 BB N0 oMMGKE 3a610KMPOEAIN K0CTYD K MOpTY 80. Ecan nossoraTcs
ofpatnTes K BeG-cepBepy, TO TPOTPAMMA, HE MONYUHB OTBETA O 3ampeTe, GyeT Haxo-
JMTRCH 8 COCTONHIW OKHARHTA 10 MCTEUEHHA Timeout. JITA HEKOTOPBIX TIPOTPAMM 570
3HAYEHME MOKET GLITE GECKOHEMHEIM, U OHH 3aBHCHYT. MCTpashE oUIsOKy B KOHGHTY-
PUDOBAHIH CETEBOTO KPANA, BE AIHTE BOSMOKHOCTH TIOMB3OBATENAM PAGOTATH KOP-
peKTHD.

TIp¥ HacTpoifke NPABHIT MOKHO FCTIONb30BATS 82 BAPRAATA Q5TPa:
1. Pagpewieno Ece, *TO 1@ 3ATPEILEII0.
2, 3anpemeno Bee, 4TO He PAIPEIIEHO.

HanGo:1ee Gezonacibiy METOIOM SBAKETOS BTOPOH, NOTOMY 4T BCETAA CIGYCT OTTan-
KiBATHeA OT 3anpeTa. H3HIUANsHO HEOOXOMIIMG 3ANPETHTS AGCOMIOTHO BCE, A TIOTOM 10
Mepe HANOGHOCTU OTKDHIRATS JIOCTYI OHDEAEICHHBIM HONKIORATENEM K HEODXO/MMbIM
um cepsucaM. MIMeHHO 3Toi TONMTHKE BEI JOTAKHBI TIPHIEPKMBATECA, KOTTA HACTPaH-
BacTe TIPABELIA 1A BXOAALUIX NAKETOB,

Ecn ABMraTecA OT paspellleHys, TO [0 YMOJMAHUIO BCE [103BOJIEHO. AIMHHHCTPATOp
MOwET 5a6HITh WAM HPOCTO He 3aKPLITE Heknii BHA OCTYTIA W YWHIETH CHOKO OUTHGKY
TONBKO TIOGAIE TOTO, KAK 3A0YMMINIEHHAK NPOHUKHCT B CHCTOMY.

4.10.2. TlapameTpsl punbTpaLMM

CHOBHLIMH TIAPAMETPAMH TIAKeTa, 11O KOTOPSIM TIPOMIBOAKTCS (FLTLTPALI, SBASIOTCA
HOMEP TIOPTa MCTOHITHKA HIH MPUEMHHKE, AAPEC OTIPABHTENA WIH HASHAYSHAA H IIPOTO-
kom. Kaic MEL yie 33eM, CETCBLIM IKPAHOM NIOZAEPKHBAIOTCA TPM GRIORbIX IPOTOKONA:
TCP, UDP 1 ICMP, b2 acHoBe KoTOpEIX cTponTes e octamshos (FTP; HTTP, POP3
.

Ofpauwao paue BHHMALKE, 9T0 QUILTPOBATh MOKIIO NAKETLL, NIYLIHE B 00¢ CTOPOHLL.
TIposepka MakeTOR, MPRXONALIMX WIBHE, TOSHOMAET HA CAMOM PAWHeM STATIe OTCEATH
MOGHIE TOTIHITKH B3IOMATE CHCTEMY HITH BLIBECTH €€ H3 CTPOS.
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B OC Linux e ka4eCcTBE CETEBOTO 3KpaHa HCMONB3YeTeA IporpaMma iptables.
B sapo Linux OnpeaGicHm ToH 0CHOBHBIE UCTIOYKI MBI

O Input — oAt BXONATIX TAKETOR;

0O Output — 104 UCXONAIIIX NAKETOB]

O Forward — /114 1aKCTOB, IPCAHASHAYCHHBIX APYTOH CHCTCME.

Bo! MoXeTe cO31aBaTh CBOM LIEMOUKH, KOTOPBIE BYMyT NpHBRA3aHbL K ONpeseneHHoil mo-
TUTHKe, HO Mb 9Ty TEMY PACCMATPHBATE He Gyem.

OC TLinux 1poRepAeT Kee IPAKKIIA H3 ETIONKI, KOTOPAH BHIGHACTCH B SABHCAMOCTH OT
manpaenenus nepenaun. TlakeT mocnenoBaTensHO OGCNETyeTCs HA COOTBETCTRAC KAKIO-
MYy DnpaBuny M3 USHOHKH. Eciv HaliacHo XOTA Gbl 0AHO COBNAJICHHE ¢ ONNCARKEM, TO
BLNOTHAIOTCA JEHiCTRIA, YKA3AHHEE B JaHHOM TIPABHNE: LMY, BEJECT WIW ACCRPT, T. &
CUCTEMa PeInaer, IPOITYCKATE TAKET AANBING WIH HeT.

Lienoukn HecyT B cebe OIHy 0YEHb HETIPHATHYIO U8 HOBUMKOB ocoGentocts, Momye-
THM, 4TO Ha BAUICM CEPBEPE Bbl XOTHTE OTKPLITH 2 |- mopT TO/bKO Byt ¢e6. [l sToro
MOJHO COIIATH B2 IPABMITA:

1. 3aNpeTHTH BCe BXOIMMAE NAKCTH! Ha MOPT 21 ceppepa.
2. Paspewsnnrs maxersr a 217 10pT ¢ KoMibkoTepa ¢ agpecom 192.168.1.1.

Ha nepaptit B3rnaa Bce BepHO, TOCTYT 320pEIeH IS BCeX, 2 OTKPBIT TONLKO 18 OALI0ro
P-ampeca. TIpoSnema KpoeTcs B TOM, UTO €C/IH MOCHIUTKA SyaeT ¢ anpeca 192.168.1.1, To
TIPOBEPKA TIEPBOrO MPABHJIA IIA TAPAMETPOB MAKETA JACT MOJIOKHTENbHRIH Pe3yNETAT,
noJTOMy GyAeT MpOM3BEsen 3anpeT U MAKeT yAATHTCA, i BTOPOe NPaBWIo He cpaboTaeT
HHAKOTAA.

UToBL HALIA TOTHTHKA AefiCTBOBATA BEPHO, CTPOKH HATO MOMEHATH MeCTaMu. B aTom
utyMac cHasand GY/1CT IPORCPCHa sanMCh "PAspOUINTh nakeThi Hi 21+ 1HODT ¢ KOMIIBIO-
Tepa ¢ azpecom 192.168.1.1", KOHTPOTS NPOMIET YCMEIHD, 3 AT, MakeT Gyzer mpo-
nywies. J11a ocTansHbix 1P-aapecor 9T0 NPABIO He NOAOHACT, H IPORCDKA HPOIIIKHI-
ea. M sot roiyia cpaboraer sanper nocryiia va 21-5 NOPT Ulx BCeX MAKETOB.

TakeTs!, HaNpaBNeHHbIE Ha APYTHE TIOPTEL, He GYMYT COOTBETCTRORATE MPAaBHNIaM, 30d-
4HT, 1380 1HMH Gy IVT BLITOMIATLCA €HCTBAA [0 YMOTHAIHIO.

4.10.3. Firewall — He naHaues

Yeranommn Firewall, M HE N01YHACTC TONHOM SaIIHTH, MOTOMY 10 CYIECTRYET MHO-
XECTBO BAPWAHTOR FX BYIOMA, OCOOEHAO GG CCTCROM IKPAH HACTPOEH HEKOPPCKTHO.
Maio [POETO YCTAROBHTE NPOTPAMMY, €€ HYKHO HACTPOHTS, KOHTPOTMPORATR 1 ROBpC-
MR OGHOBIATS.

Firewall — 5T0 Beero nMIb 3aMOK Ha ABEPH NMApajHOTC BX0/4. 310y VbIULIEHIIHK PesKo
TIONMB3YETCA NApadHEIM BXOLOM, OH 6YIET MPOHHKATE B CUCTEMY Hepe3 YepHEIH WITH To-
7neseT B okHO. Hampumep, Ha puc.4.2 NOKa3aHa 3alIMINEHHAs CeTh, d €€ I[JIABHAA
BepL — 5TO BhIXOA B MiTepiier uepes cereBoii kabens. OA1ako ecli Ha kakoM-HHOYb
KAHEHTCKOM KOMMBIOTEpe CTOMT MOJIEM, TO 3TO YIKE UEPHEIR XOf, KOTOph(A He GymeT
KOUTPOIMPOBATLCS CETEBLIM DKPAIIOM.
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B 37om e dhaitne 0ToBpaaCTCA HEGOPMAIINA O BHECEHWH A3MEHCHUH B CIACOK HOMb30-
BaTeneli I rpynn. 3I0yMBIIUIEHHHKH DUEHE PEIKD HCTIOIR3YIOT 3aMUCh TOOt 1A CBOHX.
3NOBHBIX LeTell, a 3aBOMAT KaKyHO-EHOYb Goee He3aMETHY10, ¢ HYNEBbIM HACHTHHKATO-
poM. Ecnn 910 creano ne pykasis, a ¢ MOMOINLIO KOMANAbl Linux, To Bul B JypHATe
Hvat/log/secure YBUIUTE MOIO3PHTENBHbIE H3MEHEHEHS.

XaKephl, KOREHHO e, SHAIOT O TAKHX Y/IOBKAX, 03TOMY KOPPEKTHPYIOT CITMCOR BpYT-
YO, B 310 HE THK YK M CI0KHO — HOBHRMTS 110 0)HOi 3a1McH 1 (baibis fete/passwd
o fetcfshadow. Ho 2@xc & 3TOM GIyHac Bl NOMYBCTBYETC HCARAHOC, KUM@ YRMIMTS
3AMHCE 0 TOM, UTO B CACTEMY BOIIE NIOMbIORATE:Tb, KOTOPOTO BEI HE COGABLTH.

UToSH! POATMPOBATE HA MONCIPHTENBHEIE 2ATIMCH, BEL OMKHE GHTE BHUMATETHE
Camule ONLITHLIC U Kpakilic onacHble Xakephbl UCNONB3YIOT OYEHE HHTEPECHLIE METOIEL.
Hanpumep, B Baleii CHCTEME €CTh NO/L30BATENL robert. Xakep BHAMT 5Ty 3anHcr i Jo-
GaBser NoME3oNATENA ¢ WMeHem rodert. PasHIa Bcero ML B TpeThel Gykne, W co
GLITh HEBHUMATETHHEIM, TO €€ 1 He 3aMeTHILIb, UTO MOSRONHT BATOMILKY GE3HAKATAHHO
TYJATE 110 BAWIEMY KOMITEIOTEDY.

Hyphan nowTosoro ceprepa SendMail Haxomurcn B daiine /var/log/maillog. B wom
MOKHO YBUJETE CTPOKH TIPUMEPHO CJIETYIOLIETO BHAS (ITPUBEIEHHbIE 2NECh TPU CTPOKK
MPEACTARIAOT ¢oGolt ONHY CTPOKY *KypHana):

Jan 16 13:01:00 FlenovM sendmail[1371]: JOCALL
size-181, class—0, nrepts—1,
200531161002 . J0GAL1801572¢ flenavn. ra>, relay-roct@lozalios:

571: from=root,

msgid-
U3 37010 (aiiia Bbl MOKETE Y3HATS, KTO, KOTTIA M KOMY OTTIPABIIA COOGIICHHS.

BcnoMHEAeTCS CITy4al, KOra OMMH ATMHHECTPATOP NOCE TOrO, KAK RIOMATH Cro ¢ep-
BEp, BPYUHYIO OCMATPHBAI BCE KATATIOTH HA TIPEIMET IOKcKa JyuX taiinos. He npome
70 TIPORHANH3HPOBATL XYPHAT, THE Bee 3anucaHo? EC/H 3OyMBIMUTEHHIK He TIONUMCTHI
JKYPHAITEL 10 BEIX0/Ia H2 CUCTCMEL TO MOXKHO Y3HATh JOCTATOHO MHOIO.

Ha »ypHasibl HaZeATECA MOKHO, HO, BCE JKE, 3TO HE OYEHb HIASKHO. YMHEIE XaKephl
BUGITIA SAMCIAKIT CROM CIIE I 1 YHRGTOMKAIOT HEHYKHBI 31heH W3 skypaion. TloaToMy
¥ pyUHOH 0CMOTD MOKET NIDHFOIIHTRCS, HO TIEPBBIM JIETTOM CTOHT MPOREPHTE KypHAI.

12.5.3. XyprHan FTP-cepsepa

Boitaa b cucieMy, B3 (OMIIHKH HEPEIKO 34KAYHBAIOT HA CePBEp CODCTBEHHBIS TIPOTPaM-
MBI 1% TIOBLINICHHA CBOMX NPAE MM V1A OTKPLITHA NOTaiHbIX ARCDEH, A saxasikn
MOXHO HCNIONL30BaTh TpoTokon FTP. KTo MVIEHHO MOKIOMATCA K CEPREPY. VIOKHO
¥3H2Th n3 Gafina /var/logfsecure. A BOT uTO 3aKaunBaTH — nojackaxer /var/log/xferlog,
O xyprase FTP-ceppepa Ml yoke HEMHOTO TOBOPITH B pasd. 10.3.5. Tereps nosuaxo-
MUMER © HUM HOBIMKE,

2Kypra FTP-cepsepa TeKCTORBIH, Kak H Y NOYTOBOTC CEPBEPA, IO MLI €I0 PACCMATPHBA-
em oTIenbHo. Mz Moel MpakTHKH, ec:id BbI HCmobsyeTe cepsuc FTP, To HMOHHO OH
Yame BCero MPUBOAMT k MpofiemaM. Het, mporpaMva 10CTaTONHO XOpOMIa, HO 310-
YMULULICHIIMK, KAK OPABUIO, CTPEMMTCS TIONYWHTE ZOCTYN K YUCTHON 3aMUCH C MpaBaMut
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TTonesHele NMporpammer

3T NPOTPAMMEL MOTYT MoMOHH Bam 8 Gopre ¢ XakepawH. CRepsa TepeHCIHM cHitd-
bepL, T. e, YTHIUTE! A% MPOCYIIHBAHNA Tpacduka,

™ dsniff (monkey.org/~dugsong/dsniff) — naker HPOPAMM JUIN TPOCTYLTMBAHWA Tpa-
FIKa, KOTOPSTH COCTOT M3 CIIETYIOLIMX yTHNHT:

dsniff — cmyskuT A8 nepexsata naponei. Oua npocnywmsaeT Tpaduk B OKHIA-
HUH FAKETOB aBTOPH3ALIMH, ¥ €C.1M TAKOM N2KeT naiifel, TO 3aBeTItbili Naposb Bbl-
BoauTes Ha sKpa. [10/1ePKABASTCA TONCK TAKETOB aBTOPHIALH BCEX OCHOBHEIX
npotokonos, Takkx kak TELNET, FTP, POP wr. 1.;

arpspoof — Mo3BONAET OTIPaBIATE ARP-OTBETEl, ¢ MOMOMIBIO KOTOPBIX MOXHO
06MaHYTE KOMIBIOTEPB! ACPTBBI, CKA3aR, HTO OMpeneNeHHE# TP NpHRAmLTeRUT
BaM;

dnsspoof — MosBOTAET OTMPABNATH MojtersHbie DNS-oTaeTsi. EcTwr eprsa 3a-
upauteaet TP-azpec cepBepa, BBl MOKETE TIOANENATS oTBeT DNS-ceprepa, wTobst
BMECTO HYHOIO €My CepREpa KIMEHT TIOKTIOUAIICA K BallleMy KOMIIBIOTEDY, 1 Bhl
CMOCTIE IEPEXBATHTE Ha Ce0A TpadHk;

filesnaf — npocnymsBaeT TpadHK B OXUNAHMA Mepenan baiinos no NFS;

mailsnaf — npocymmBaet cers B oxumanun E-mail-cooBmesnnit o nporoxonam
POP w SMTF;

msgsnaf — OTC/IExHBACT COOCLIEHHA UHTEPHET-TIGHLKEPOB W UATOB, TAKKX Kak
ICQ 1 IR

macof — MOBOTACT HABOTHHTS CeTh NAKETAMH CO CTGREPHPOBARHSIMH MAC-
aapecavn. ECITW KOMMYTATOp TIepecTaeT CTIPRRITATECA C HArpy3KoH 1o onpeaere-
VK YT, TO OH HAWMHAET PaGoTaTh Kak TPOCTOM KOHTICKTPATAP, W BBl CMOCTE
NpOCITYWHBATS TPadHK BCEX KOVIEIOTEPOB COTH;

topkill — MOJKeT 3aBepLIMTEL Uykoe COCIHHEHHE, OTNPABHB NOIMCABHBIN MakeT
¢ yeTanoBertpM duarow RST;

webspy — 1OIBOAKET NPOCTYUIHBATE COSIMHENHS ¢ BeG-CEpREpAMH  COXPARAET
CNHCOK aifTOB, KOTOPEIE IOCEIAN ONPEMETEHHRIN MOTHI0RATETR;
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uT oumGok. [ 9McTo weTHoe, TO AAPO TIPONIIO THIATEMBAOE TECTAPOBAHHE.
B npoTUBHOM CITyUae YCTAHOBKA JAINION BEPSHH 11¢ rapalTHpyeT crabmibHoil paSors;

3 1perse wicno — cBapka, T. €. HoMep OYEPEHOFO PAGOHETO persa, B HeKoTopBIX cty-
HQAX HTO UHETO OMYCKAIOT, HGO GHO HECET HE TAKYH) RHAMHTEHHYI) CMBICIORYIO Ha-
Ipys$Ky, KaK apeabiaytide ducia. Hampumep, 4acTo roBopsT o Bepcad 2.6, H B NaH-
HOM C/Ty“ae He yKa3aHa HMEHHO cBopia.

HoHic BepeHM ATpa MOKHO cKawaTs no agpecy www.kernel.org i ¢ calfta mpomseo-
AWTEAA BALIEr0 AMCTPHOYTHBA B Buae oOHOBNEeHus AnA camoit OC. OBHoRNeHHE sapa
[103BOJISIET HE TONBKO [IOMYYHTE HOBBIE BO3MOKHOCTH TIO PAGOTE ¢ JKENE30M H TIOBBICHTS
TIPOM3BOIHTENEHOCTE CUCTEMEI, HO U MCTIPABUTL HekoTopeie owrubiw, Camoe rimasHoe,
uTo obHoBNEHKe Aapa B Linux He Jever 3a coboil nepexondurypuposanud seeil OC,
KAK 510 TIPOHCXOIAT 1 HEKOTOPbIX PYIHX cHCTemix. S mien KoMimioTepsl, OC K0TO-
PoIX GELTH YCTAHOBNGHB! BUIE HECKONMKO JIET HATAL W HE NEPEHACTPAMBAIMCE G TEX
TOp, — B HUX TOHKO OGHORAIOCH AAPO U TIPOTPAMMHOE obecriedenme. Takoe GhBaeT
PefKo, NOTOMY YTO, KAK MPABKIIO, TIEPUONHYECKU TIPHXONHTCS OGHOBNATE JKeTe30, Ha-
PAIIMBAS MOUIHOCTH, BE;TH 3AIIPOCE! NPOTPAMM B NONLIOBATEICH PACTYT HE HO MUIM, &
1o YacaM,

1.4, OuctpubyTtuess

B mactoaulee BpeMA CYTIECTBYET MHOKECTBO PasiMIHBIX AMCTpuGyrnsos Linux, Ho me-
1Y HHMHE JIETKO TIPOLTAIIBAETCA CXOJICTBO, T. K. BONBITHHCTEO MeeT OfIe KOPHH.
Hanpmycp, MHOTHG JHCTDHOYTHBH! IOCTPOSHH! Ha ocHose Red Hat Linux. Kowmarum-
1POUIRO/ITEAM BHOCHT HCKOTOPEIE KOPPEKTUED B NPOUEYPY MHCTANIANLA (Jallle BCero
HOIBKO IPAPMYECKHE), HEMEHAKT CUMCOK RITIOMACMORO NPArPAMMHOrG 0GCCEHEHHA H
TIPOZAIOT IO CBOEH MAPKOH. TTPH JTOM SUPO CHETEMEI 1 YCTANARTHRAEMAIC 1IPOFPAMMbI
YAIIC RCCTO NOCTABAIOTCS aGCOMOTHO Fie3 u3MeHeHui.

Jlaske €cTM YCTAHOBOMHBIE BEPCHHE MMEIOT PASHETX TIPOMIBOIATENeH, B KaUecTBe rpadi-
ugckoH 0G0N0uKM O4erb vacto uenoassyeres KDE wanw/m GNOME, a npu otcyTeTBun
B TIOCTABKE HX BCETA MIOKHO YeTanonuts. Taxum OOPAsom, RHE SARUCUMOCTH OT OCHOR-
HOFO HCTpHGYTHBA Y Beex GyaeT oHuaiorsiif rpadmaeckinit uTepdedc.

B moCTenHee BPEMS OTPOMHYIC [OTY/IAPHOCTS HauMHAET HaGHpath Unity — oGomouka
no ymomanmio ana Ubuntu, 5 Gsl He ckasan, 4TO OHa Ty4lle APYTHX, HO OCKOTBKY 3TOT
IHCTPUGYTHB BECbMa NOMYIAPEH CPEAM JOMAIIHMX TO/B30BATENCH, OHH HCTIONB3YEOT i
Unity.

51 nonTo He MOT PeWMTE, Kakol AHCTPHOYTHB YCTAHOBHTL, HO NOTOM pewun BLIGpaTh
Ubuntu. A sarnsnya na mepy caiitos, noceameHHbX Linux, i nocMOTpCn B cTaTHCTHRC
(TaKy10 CTATHCTAKY HpeOcTARINET cugtamic mail.ru) OC, ¢ KOTOPHIX SAXOMMITH Ha CaiT
noakiosarean. HanBonee nonynsproi oxasatace Ubuntu. B npusumoe, svan oxux au-
CTPHGYTHB, OUEHb IETKO NEPeRTH Ha APYTOH, Reh KA TR U3 RMX — Ta e Linux.

W sce xce i MOR B311, PHIHOODPAIMG MCTPHEYTHROR SRASCTCS CAMBIM CRAGHIM 3RC-

oM OC Tinux. Korsia am Hassere pabotats ¢ OC, TO yBWIHTE, 4T0 GoMLUIAS HACTS OTle-
paumil Ke CTAHZAPTH3UPOBAHA (3TO MOKHO PACUCHMBATL KaK CIIEJCTBHE OTKPHITOCTH
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O lcad printers = yes — YCTAHOBKA. PeikuMa (yes) ABTOMATHUCCKOrO BIJIFOMCHHA
LIPAHTEPOR B CIMEOK OTKPSITHIX Pecypeon. BCiM k 3TOM HET Ha/0BHOCTY, TO yKawU-
e no;

O printizg = cucrema — THII CACTEMBI TIEYaTH. 3eCh MOXHO MCTIONB3OBATh OFHO H3
CEYHOMIIX SHAMEHI: bisc, sysv, plg, 1pred, aix, howx BTH qnx.

6.1.2. BeaonacHoCTh

B aTOM paznene MBI paccMOTPHM THPEKTHBEL, KOTOPBIE HAMPAMYI HIH KOCEEHHO BITHA-
K0T Ha GC30MAcHOCTh:

a gue YKa3bIBaeT yUEeTHYIO 3afHCh, ¢ NPABAMH KOTOPOH NMOnb30Ba-
Te:Th CMOXKET BXOJHTS B cHeTemy. ECTH BALI cepep He CONEHHT cekpeTHoil Hidop-
MAaUHE H HCMOIB3YCTCS NS OTKPBITOTG 0GMCHA GaiiaMH, TO MOAHO 3aBECTH TOCTE-
RYK) YHCTHYIO S21IUCh, MHAMG THKOR RXOIL HEOTIOUACCH;

cant = mes

O 1log file - jatin — 3aJaeT HasBarue aira-kypHana. Hampumep, MOKHO HAMTHCATS
Jvar/log/samba/tm. 1og. ODPATHIE RHUMAHME, YTO B UMEHM TPUCYTCTBYET CUMBOI
[POLEHTA, 32 KOTOPHIM CliefyeT GyKea n. JTa KOMGMHAIMA BO BpeMs paBoTHl GyaeT
3aMeHena HMELCM T0L3OBATENA, aKTHBHOCTL KOTOporoe coxpanserca. Tax, nanpa-
mep, AN Mob3osaTens robert Gyaer cosgan xypuan /var/log/samba/robert.lo,

O max log size = n— ONPEAENAST MaKCHMAILHLIE pasvep XKypHala B KioOaiTax.
VKaKuTe 3HAYEHNE C, €CTU OTPARMYEHHA HE JO:DKHO GbITh;

O syslog only — MPEINHUCHBAET HCNOIL30BATH A JKYPHATHPOBAHMA TOTbKO Syslog;
0 security - yposems — OMpEfeNseT CTeNeHb 10cTyMa. [TapaMeTp ypomess MOWET

TPUHAMATE OIHO M3 CIEYIOUMX 3HAYEHHH:

» user— JOCTYIN HA YPOBHE LIONBSORHTENS;

®  share — ayTeRTHOHKALMA Ha OCHOBE HMEHH M PO,

e server — MPOBEPKA MAPCIA MIPORIROITCS CTOPOHNMM smb-cepeepon. Fwx cep-
Bepa, HA KOTOPOM XPAHAICH TIAPONN, SAIBETCH ¢ HIOMOULAK) AUDEKTHBR psssuord
server = MusCopecpa, YTO NO3BOMAET ACPKATE NApPONA HAa APYroM smb-cepsepe,
KOTOpRII H GYIeT OCYLUECTBIATL NPOBEPKY NAPOIS;

® domain — BRMOWAET ceppep B aoMeH Windows NT, a mapons 218 a0cTyna yKasl-
RacTeA B (aifig, ONPCIS/ICHHOM C TOMOIKRO AUPEKTHBBL st passwd file — Jas—
vana;
O cnceypl passwords = yos — NO3BONAET 1AbPOBATS IAPONH, MepeIaBaeMble 110 CeTH

I1a onups TpeByET MOACHEHMH, TIOTOMY Y10 MOTYI BORHMKRYTH HPOGIEMBI 1TPM AKTO-
PHIALIH ¢ KOMTIBIOTEPOB ¢ cHcTemoit Windows. Cyve B Tom, wo Windows 95 soof-
e He WehpoBaT MAPONH, M OHH MEPEJaBANHCh B OTKPhITOM BHie. Haunnas
¢ Windows 98 110 yMOIMAHMIO CHCTEMA CTANA WH(POBATS NAPONK. 3AmUPORAHHLI
Napo:Ih MEPEAAsTCA N0 CETH, U Ha CepBEpe MPOHCXOAMT fewndporka. Eon cucrema
OKUIACT 3AMHBPOBAHHOTO MAPONS, 4 KITHEHT TIOCHITAET He3alndpoBakHeIl, T0 ¢ co-
IHHEHMEM BOIHMKAIOT CEPLE3HbIE POBEMEL.
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3.2.2. GRUB

OC cama Tio cefie He 3arpyXaeTCs, KOTAa BB BIIOARTE CBOH KoMmbioTep. Ee samyck
JOMDKeH GBITS KaK-TO HRMUHATM3WPOBaH. OKONO 10 JIeT HA3a CaMBIM TIOMYIAPHBIM HHK-
LRaTM3IaTOpoM 2Toit 3arpy3ky Geut LILO (Linux Loader unn sarpysusk Linux), Ho B no-
CAENHCE RPEMS Yae, KaKCTCR, e auerpubyTimet nopouLiy va GRUR (GRand Unified
Boatloader, G0nb0fi 06bCAMKCHHBI 3arpy3UHK).

Kak yike OTMeuarock padee, KOTZ2 MBI BKTIOWAEM KOMITBIOTEP, TIEPBEIM 3AMTyCKaeTCS
cHeteMa BIOS. Ee sarpyzka ceffuac MOXeT GBITh CKPHITA KPACHBOM KapTRHKOI ¢ JOT0~
THTIOM TMPOM3BOJMTENA, HO PaHBUIE B 3TOT MOMEHT MBI 00f32TENTLHO BHIENH ITOTOTUI
BIOS, 1 110 5Kpany Geaeuin LdCpKH TECTHPORAMA GIIEPATURHON NAMITIH.

Mommocts GRUB 3K1i0MA2Te B TOM, STO OH NONACPAHBACT prmwbic daiiiiossie
CHCTeMBI 1 flaske MOTBONTET PAGOTATE ¢ palimanmt fiex rarpyzkn OC. Hanpumep, ms mpo-
CMOTpa COREMKHMOrO aiia MOXHO MCNOBI0RATE KOMAHIY cat, KOTOPAS MIEHTHYHA
oaHoUMEHHOMN KoManae Linux.

Bee, uTo kacaeTcs mporpavmel sarpyaamia GRUB, Haxomwmes 5 kataniore /boot/grub/.
Eoam y pac Heckoarko OC, TO COLEPKUMOE MEHK, KOTOPOS Bl BUATE NIpH CTAPTS CHO-
TeMB1, MO0 HaiiTu B dafinte /boot/grub/grub.cfg. B NpeeITyIem M3TaHHA 5 NPHECAM
aaech uma daiina /boot/grub/menu.lst. 310 ke GbLte OmMGKOMH, NPOCTO CeRHAC YIS Bbi-
mna sepcus aarpyaumka GRUB2, Bce HACTPOMKM KOTOPOTO NEpeMecTHiuCh B haill
grub.cfg.

Kontwryparmonmsin dait1 /boot/grub/grub.cfg creHepHPOBAH Ha OCHOBE HECKOTEKHX
CKPHIITOB H JIATENBHO €ro HE PeNAKTHPOBATL Hampsvyio. Ecln BB XoTHTE co3daTh
CBOM COBCTBCHHBIC NYHKTBL MCHIO, 10 HyXHO OOPATMTscA K caiiny /cte/grub.d/
40_custom. Bor B nanke /etc/grub.d/ B MONETE PETaKTHPOBATS BCE KOBHTYpAIKOH-
ubte Gaiiie!, ¥ OTH HIMEIICHIS [MKYJA IIe HCUesITYT. Bonee Toro, uMelHo ITu Gaiiiel 18-
JIOTCA MCXOTHBIM MATEPHATOM ST (hOPMUPOBAHKA OCHOBHOTO KOH(HTYDaUHOHHOTO
daiiia grub.cli,

Panbiie onucath (HyHKIMH 3arpy3duka, 0COOEHHO TAKOro mpoctoro, kak LILO, Geuio
JOCTATOUHO MPocTo. Cefiyac 3TO Yie BeCEMA OGLIHPHAS TEMA, KOTOPYIO HYKHO OTUCHI-
BATH MOMHOCTBI0 MM He ONUCHLIBATL BoBee. Sl nonara, uto no GRUB2 MosHO HanueaTs
OT/AEILHYK) KHHTY ¢ TPROKAMU, OTIaCAKCE TOTKKD, YT0 OHA He Gyaer NomynapHOi, noTo-
MY 4TO PeNAKTHPOBATH (hail1bl 3arpy3uMKa NPAXOAMTCHA OMEHB PEAKO, A BCA HEoOXomH-
Maa HHGOpMalHA yae ecTh B Huteprere,

B oBmen, s yGpan u3 9TOro H3AANHS IPHMEPHI KOUGUTYPHPOBAIMA H PEIIKT JATL BAM
TOTBKO HECKOTBKO NOTEZHEIX CCBUTOK:

O https:/help.ubuntu.com/community/Grub2 — sxecs Bt naiizere noapobiywo Ga-
308y10 HHpopMAIMo 0 GRUB sepent 2;

O hteps://help.ubuntu.com/community/Grub2/Passwords — 3,CCh OIMCHIBALICH, KAk
MOKHO 3AIIUTHTD ¢ NMOMOLIBIO MapoIeif MeHIo 3arpy3kd. OUeHh MHTEPEeCcHAS Teva,
TIOTOMY HTO JAIEKO He KWIGIOMY TONTb30BATENIO MOKHO JOBEPHTL AocTyn K OC nps-
MO V13 3arpyTdKa;
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Onun m3 cnocoSos Gopstel ¢ HememaTeTbHOM KOPPECTIOHACHLIHS — 3aIpeT CepRepos,
© KOTOPBIX MPEXOIHT criav. Ho Te, KTO 3aHHMAIOTCA TAKMMMN PACCELTKAMH, HAXOMAT BCE
HOBEIC MYTH AT 06x0la 6apbepos, B TOM HHCHe HCTONb2YIOT ofwWeJOCTYNHble WM
BInoMarHbEe B MRTepRETE CepBephI.
Ecnmu xakep aafeficTByeT Bals cepsep UM PacCBlIKA CHIAMA, TO F10 IPOIHT CMELYIOWMM:
I NHIIHME pacxonll Ha TPagHK, €C/IH BbI CIUIAYHBAETE KB rHrabaiT uHpOpMaLH;
O HOMONHUTENLHAS HATPY3KA HA PECYpCHI. PACCKUIIGN B OCHOBHOM MACCOBHIE M OTHH-
MAKIT MHOTO UPOLICCCOPHOTQ BPCMCHH, TOM CAMBIM 2ArPYJas KaHal CBA3H.
Ho MoMHMO 3T0TO, €CH BALN CepBEp Mapy Pas PasOUIET CrIaM, OH MOKET NOMACTb B
“ePHEL CIIMCOK, ¥ TOT/IA ACS BaIa KOPPECOHIRHIINA GYIET GUIBTPOBATLCA W He IOMIET
710 azipecara.

8.6.1. Bnokupoeka npuema crama

Tlpuem HexenaTensHOR KOPPECTOHCHIIHN TPUBOJMT K CIIEIYFOIIMM HEraTHBHEIM I10-
CReTCTRIAN:

01 MaTMIIAME PACXO/TE! Ha TPAVIK, KOTOpHTE TIOGTOAHHO YBeTHHBAIOTES;

[ oTenedeHHe BHUMAHUA COTPYIHUKOR BAIIeH OPraHH3ALMH WM [ONB3OBATENEH CETH,
FOMB3YIOUIMXC YCTYTAMH TIOMTOBOTO CEpBepa;

0 cnam-cooSIICHHA HePEIKO 3aHHMANT CTUIIKOM MHOTO MecTa, H U8 WX XpaHeHHS Ha
cephepe TPeOyETCs JOMOIHUTCIBHOE HCKOBOC POCTPAHCTRO.

Tlpruws GopsGAT ¢O CIAMOM HAMHOTC GObLIE, HO A HAZEIOCH, YTO 30eCh OMHCAHHBIX YHKS
JOCTATOHHO, YTOGS! BBl HAYATH PEXNPHHUMATE KAKHUES-TO MEpPBI.

BuUnbTpauUA cepeepos

B sendmail ecth BOMOXHOCTS (JHNBTPOBATE CEPBEPHL, C KOTOPEIX NPHXOZWT HEHKENa-
emoHas nouta. Jun 21010 nywe soero B daiine sendmail.me A0GaBATH CTPOKY C 3anpe-
Tom. TIpoGriema B TOM, YTO 19 PATHUHEIX Beperli sendmail 3Ta CTPOKa BEITIAAMT IO~
pazHoMy:

Bepena 8.10:

TEATURE(*dnsbl’, 'spam.con’, ' 550 Mail not accepted from this domain)drl

Bepeuu 8.11 v Gouee no3Hue:

HACK('check_dnsbl®, 'spam.com’, '', 'general®, 'reason')dnl

B 06eHx cTpoKax mapaMeTp apam.cor HY)XKHO 3aMeHdTH Ha agpec cepeepa DNSBL —
cepBepa, HA KOTOPOM XpauaTcs chuckd IP-aapeco® (Tak HA3mIBAGMBIE CIAM-NHCTEL).
¢ KOTOPBIX PAcCHUIASTCA craM. CIIMCOK TAKHX CepBepoB MOXKHO NOCMOTPETh NO afIpecy
http://spamlinks.net/filter-dnsbl-lists.htm. [Ipn HaTHYEH afpeca B CIHCKe COSTHHEHHE
¢ 1M GIOKHPYSTCs. ITOT METON 1@ 04eHb SdeKTHRCH, TOTOMY TTO CIaM-THUCTEL, Pasy-
MCETCA, CONCPIAT aapeca MMING HEKOTOPHIX, YK€ CHNLHO HACHEAMBINNX, CTIaMEPOB.
K Tomy e, HampoTHB, GRUIH CTydaH, KOTIa OMMOOYHO GAOKMPOBATMCE Ge30CHIHBIC
cepBepI.
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qroupadd logsgroup
cd frar/log
chgrp —R logsgroup

R karanore /var/log IPAROM SICHHA W HAINICH R KYPHAIN IOMKCH OBNZIATh HOKIIOM-
TCTbHO anmMuHHcTpatep. [Tob30BaTC.IAM CPYIIIB! CACTYCT PA3PCITATE TOJNBKO STCHUC, &
OCTATBHBIM — 3ANPETHTH A6COMOTHO Bee. [S Toro ¥TobEl Bees daiNnaM yeTaHOBHTE
9TH NIpaka, BLITIONHHTE CIEIYIOLIME KOMAHITLT:

cd fvar/log

find . -type f | xargs chmod 649

Bropas cTpoka cOCTOMT U3 ABYX aupexTHB. KoMaHaa find . -type © HIIET B TeKymlem
KaTanore sce 06LEKTLL, ¥ KOTOPLIX THI papen £, T. e. Bee daiul. Bropas (xargs chmod
640) — MIMEIET y BoeX Halizeunuix oSLexToB mpapa gocTyna ha 640. Moo gake
OHU3HTE 370 3HaMeHHE J10 600, ATOBbI H YHTATh, H TUCATH MOT TONHKO AIMHHUCTPATOP.

Tomumo 31010, jus karaora varflog y 1ONKIOBAIEISH He NOIGKHO Ghmh 11pan Ha
3AMHCK, MOTOMY UTO 3TO MO3BOMMT WIOYMBIUICHKUKY yAQTATS (aiitel. Ecau Xakep He
CMOKET WIMEHNTS AyDHAT, TO MOTEITAETCA €r0 YHWSTOMWT:. Jlg, Ber MoifMeTe, 910
B CHCTeMe KTO-TO Gbill, HO HE OTIPEAEITATE, KaK MPOUSOLIIO BTOPKCHHE, H HE CMOKETE
1AHTH B3NOMILHMKA.

TLOMHHTE, HTO, TIPOMHTAB AKYPHAT, XAKSP MOKCT [OTYSHT5 LAKC [IOBBICHTS CBOK TIPABa,
€CITH TaM Iyl OKameTes KORGHIEHUAANLRAS KHGOPManvs. HO ee.1m xyprabl cTa-
HYT IOCTY[IHBIMU Ha 3AIIMCh, TO BRMOMUIMK CMOJKCT 3AMCCTH CACAB], YAATHB BCC SAIMCH
OTHOCHTSIBHO CBOGH aKTHBHOCTH.

Ho 1 5Toro HeZOCTATOYHO A1 0GecTeueHH MAKCHMATLIOMN 3aluuTL. Lenn moeMoTpeTs
Ha CYTh JKYDHAIOB, TO CTAHET OYEBMAKBIM, 4TO B HUX OC TOTBKO MOGABASET HOBBIE
3anucy. TakuM 06pa3om, MOKHO MOCTABHTH ACTIOMHWTENBLHYIO ZAIMTY OT YAAICHAA U
HIMEHEHNT ¢ TIOMOMIBKO IuTioueit. B dafinorerx cneremax Ext2, Ext3 w Extd ects koman-
na ttr, ¢ TIOMOIIBKY KOTOPOH MOXKHO YCTAHABNWBATL AOTIONHHTENLHEIE ATPHOYTHL
Ha thaline. Ofu w3 HUX (K104 +z) NOIECAACT 3ATATE YENOBHE, TTPU KOTOPOM dhaiin Mo~
HO TOIRKO HONOIRATE, HAIPHMED, GIEAYIOUIAN KOMAH/A YCTaHARMRAGT juis (paitna
jvar/log/boot log Takoii aTpuGyT:

challr =a fvar/log/boot.log

TMonpoBylite Teneps MAMERKTE WM YIATHTS hain. V mac Wiuero He Bwiifzer. Exnmcr-
BEHHbIH HEOCTATOK 31010 KIK0Ya — Y BAC TOXKE He Oyiler BosMOKHOCTH yuerirs ali.
A Be/Tb XyPHAI NOCTOSHHO PACTET, M HET CMBIC/A XPAHUTE 3AITUCH O COBBITHAX, KOTOPBIE
MPOR3OWAM MECAL, & TO K rof Hasad. [leped cTHpanuem yeTapesweli nHpOPMalHR u3
JKYpHANA HEOGXONMMO CHATE YCTAHOBMEHIBI aTPHEYT:

chattr

Jveroq/baor. lag

Tonkko He 3a0y/ITe MOTOM BEPHYTh €r0 OGPATHO, UTOGH! (aliil CHOBA CTAT NOCTYITHBIM
TONBKO ANA ACGABNEHHA 3aTHCCH.

TIOMBMO CAMHX HKYPHATOB HEOGXOIHMO SAIAIATS U TPOTPAMMbI, YCTAHORNEHHBC AT
wx anana. Beerioneno CTOATS Ha eTpaie (afifon, M Mx MOXKHO HPOCMOTPETS tepes
yrunutsl. [1si 5Toro y BCeX NporpamM, MO3BOIMIOUMX HHTATH JKYDHENB!, HE QOKHO
651Th yeTanonersoro SUID- niu SGID-6ura.
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KHUT'Y, 4T00b! e GBUIO YBICKATENLIC YHTaTh. HEKOTOpLIE CUMLI0 YCTAPEBLIHE YHAaCTKH
TeKCTa YIUAW HA KOMTIAKT-IHCK.

Yertse| pToe u3faHue

eraepToe MAMAWHE CHOBA MIOMHOCTHIO Mepericano. 1 oname npoSexarcs no kakaok
TnaBe W KaxmoMy abaay H nepenenat odeHb MHoroe. KommbioTepHsili MHD mensteTca
CHIEHO U BbicTpo. HH(bOpMAIus W3 IepBOTO M3TAHKA YIKE COBEPLIBHHO HE AKTYalbHA, M
WKe TO, 9TO 11 10GABTAN 5O BTOPOM HINAHHH, TAKKe CHTEHO HIMEHITIOCE.

B Linux NoMeHsIiCs MPROPHTETH! T BIGOpe haliioROra HITH OYTOROTO CepBepa Mo
yMonanmio, Uro 0CTAeTCSs JIo CHX Top aKTyamkHEIM — Tak 370 cazka LAMP (Linux,
Apache, MySQL, PHP). Ona, kamketes, GyIeT HUTE BEYHO, TIOTOMY YTO YTH UETLIpE PO
IYKTA HA CAMOM f€1¢ BEChMa KAUECTBCHHBIC U OTIHYHO TIOANEPRUBAIOTCA UX CO3aTe-
namn,

A paxe NEMUOTO MIMEUKT MOTXO K ONACAIMIO NporpaMu i camoit OC, Ecnmt paneme 5
UBITAICH OUUCHTH KAK MOAHO GONBIIE KOMAH M 1@PAMETPOB, 1O B ITOM MIAAHWH A BhI-
KMHYI O4CHb MHOTO CKYMHEIX ¥ JMUIHAX OTMCAHHI 1 JOGARKI T0, 470 Ha MOV BIINAA
6yacT Boflee MHTEPECHO HHTATCIAM.

Jaxc ccin y Bac cCTh J10GOC M3 LIPEABIAYUIMX U3AGHUMHA, ITO H312HHE BAM TaK A€ OyaeT
HHTCPECHO NPOHECTH IPAKTHSCCKY NOTHOCTHIO.

M cime OfHO M3MCHCHHC, TNPOH3BCACHHOC [UIA 9CTBCPTOTO M3JHHA, — HHGOpMALMA,
PACUIMPAIOLIAS H AOUONHAKOLIAT MATCMAN "GyMAKHOA" KHUIH, TCIEPH HC NPHIIEHKAET-
5 K Heif B BAE KOMIAKT-IMCKA, @ Pa3MEILAeTCs Ha FTP-CepBepe HAIATENBCTRA, H AACK-
TPOHMBIH apXME © ITOH HMH(OpMALHEH MOAKHO cKa€aTh Mo ccelke fps/Ap.bhv.ru
9785977533331.2ip WM CO CTPRHMIBI KHHIM Ha calite www.bhv.ru (cm. npusodice-
nue 5).

BnaroaapHocTu

B S@KIOA CBOSH KHATG A CTApaiocs NIOGNAroIapATE BCEX, KTO MOMOMQT B €¢ COMMMIMA
W ONBTCHHM Ha cBeT. Bea ST Momei pocTO AHMeTa BBl HE TOMyHHNock.

Tepssiv fIenom 5 xoTen Gbt MoGNaronapuTs wsnatenscrso "EXB-Lletep6ypr”, ¢ xoto-
pev pafioTaso yike Heckoneko JeT. CriacuBo pyKOBOICTBY MINATENLCTBA, PENAKTOPIM
M KOpPEKTOpaM, KOTOPBIE PaBOTAIGT CO MHOH H TIOMOTIOT CAENaTh KHHTY Takol, Kakoi a
ee 3anymMbBan. Bemh HCaTh MPHUXOINTCA B THKENBIX N0 CPOKAM YCIOBUAX, HO HHAYC
HeJB3d, HHOOPMAIIIA MOMKET YCTAPETE PAHBLIE, UM KHHrA NIONAJET HA IPHITABOK.
CiracuBu Beem, K10 HOMOMAET CASTATh TEKCT Nydille, 0GNIOXKKY KPAaCHBOH H KHHIY Hoc-
TYTTHOJ BCEM JKENTAIOTIHM.

He yorany Giavopapis poAHTenielt, skery i neteit 2a wx Teprienve. Tlocnie 0cHOBHOR paGo-
Thi AL NPUXOXCY OMOM i IPYIRYCh Ha)l OMEPE)HOH KAMTOM. Taxim ofpasoM, cembs MOKCT
BATIETH MEHS! TONBKO 32 KOMITHIOTEPOM, a 0GLIATECH CO MHOI OUEHB CIIOKHO, TIOTOMY |TO BCE
MOM MBICTH YCTPEMASIOTCH JATCKO B BUPTYAIRHYIO PEaTEHOCTS,
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O icp query timeout n-—- BPEMA OKMIAHMA B MWUTHCeKyHNaX. Yaille BCero mpokcu-
CepRephl PACTIONOKEHEl B TOKANBHON CETH © BLICOKOHA CKOPOCTHIO AOCTYTIA, M OXKMAA-
Hite Goee 2000 me Gyser amumnins. Mrate, ecli OTBET He GyJIeT NONyHeH A NPHIET-
C# 0BpaIaTECA B VIHTGPHCT, NOME30BATC b OILyTHT GOMBITYI0 S8RPKY;

O cache peer domain xoctr romo:— PA3PEUIMTh Q1A COCEHErD NPOKCH-CEpBepa, pac-
ONOIKEIHO® O AAPECY oc?, PABOTY TOABKO ¢ YKAZARHENM ToMeHamn. Hampuwep,
CCOYIOWAA CTPOKA MO3BONMT OOPAMATLEA K COCERHEMY MPOKCH-CEPBERY € AIpecon
192.168.2.20 (xoTOpBIR J0TKEH GBITh ONMHCAH IHPEKTHBOH cache_peer) TOABKD 32
Tem, HTO OTHOCHTCS K IOMEILy .com:

cachs_poer_dor i 192,168.2.20 oo
Boe 0CTATEHMIE 3aNPOCE He GyIVT HATPABIATECH HA YKA3aHHbI COCCAHMF Cepwep,
yTOBE! He MEeperpyath ero MumHed paboroi. C NOMOIIBIO 3TOM0 MAPAMETPa MOKHO

HACTPOUTE B CETH HECKO.ILKO NPOKCH-CEPBEPOE, Ie KaxIblli SyfeT oTREUaTE 3a BOH
SOMEH.

9.3.6. fononHuTenkHule AWPEKTMBEL

PACCMOTPHM OCTABLIKCS MPCACTARAAKIIIAG U1 HAG (GHHOCTS THPAMETPH, KOTOPHIE 5
He CMOT OTHECTH K OMPEA./IeHHbIM KATCTOpHAM:

O redirser_rewrites_host_header napascrp — PaspenieHue (on) VW 3ampet {cff) Ha
u3IMeHelHe NoNA Zost B 3ar00Bkax sampocos. Ecim H3venenve paspemeno, To cep-
Bop paGoTacT B aHOMMMHOM PCHKNMC, HHAYE — B MPOIPAYHOM. AHOHHMHBH peacHM
TpeByeT A0MONHHTELHbIX 3ATPAT, HO MIOSBOAACT KCLIOMR3BATR RCeI0 MR TP-anpec
05 BHOIIHUX COGIMHEHNH B ceTu modoro pasmepa. [Ipospaunsiii peskum paGoraer
BrLicTpee, 110 Kb KOMIBIOTEP JOMKEH HMeTs cobcTeennsd IP-agpec, moaxona-
i 1 paGotet ¢ UeTepreToM;

i

©_access cracox— HEPEHEH JALIPOCOD, NPOXOIAILIX Hepea TepeHATpaBH-
e (redirector). [lepeHanparuTes — 370 HCGOABINAR 1IPOIPAME, KOTOPAS MO~
cwaTpuBaeT sanpauvmaemsie URL 1, BOIMOKHO, 2aMemseT Mx. DTOT Mexauwim

NO3BONAET PEATH30BATE IOBOTEHO (G hEKTHBHLIN BITETP, 3aNpeanuuit, Hanpamep,
npocMoTp noprorpaduu. Bonce MoapobHylo MHGOPMALMIO MOKHO HaiiTH B
pazo. 9.5.6 n B nokyMenTaLuy 0o squid. TIo yMONMaHUK IepeHATIPABHTEIO OTIIPaB-
TISIOTCS BCE 3AMPOCkI;

O cache mgr email — agpec E-mail, Ha koTopblil SyReT NOCAAHO NUCHMO B CIYHAE BOI-
HIKHOBEHNA TpoGlieM ¢ paBOTOR TPOKCH-cepBep;

O append_domain zemen — HOMEH TI0 YMOITMaHII0. Harpumep, Hailie BCero nofs308aTeny
PAGOTAOT ¢ Ipecami JOMeHa .com. BriofiHe TOTHYHEM GyAeT yKalaTe B MMPEKTHDE
MMCHHO €n0 (append_donaic .com). ECMM TNOTb30BATENs BESIET AZPEC, HANPAMED,
redhat, TO squid cam JoGaBHT UMA JOMEHA H HAPZBHT Ha caiiT redhat.com;

O sntp_port n— HOMEP MOPTA, HA KOTOPOM Hy:kHo onmaats SMTP-3ampochi ons or-
npaBkm cooBiennii. Koneuno #e, SMTP — 3T0 Taxoi OPOTOKO:L, KOTOPbiil He Tpe-
Gyer K3UHPOBAHNA, H PaBoTa Uepes MPOKCU-CEPREP HE COKOHOMMT Tpaduk, HO BO3-
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Ho KOpPeKTHPOBaTh (ain BpyHYIO HET CMBIC/IA. 17 H3MEHEHHA JTyvllle HCIOE30BATH
KOMaHIY:

syscll -w mes_napamenpa = sHademte

C IOMOLLIBIO 3TOM e KOMAH/E! MOYKHO MIPOCMATPHBATE HAUCHHAE NapaMeTpoB fpa:
sysctl mu_napausrpa

Hampumep, crefylomas qMpexTiBa 0TOOPA3KT 3HAYEHHE TapaMeTPa net . ipv4. top_ecn:

1 net.ipvd.tcp_ecn

B pesymsTate Bbl YBHIHTE TO XK€ 3HAUEHHe, MTO M TpH mpocMotpe Gaitna

Iprac/sysinet/ipvd/icp_ecn RanpaMyio. BOTBIINHCTEO NAPAMETOB AMEIOT NOrMYECKHIt

THTL, T. €. MOTYT GEITh paBHE! 0 (oTIUIOMEHO) WTH | (BKITIMEHO).

PaccMOTPHM NapaMeTPhl, KOTOPBIE WMEET CMEICT U3MEHUTE, 8 €CIH MX HeT B taiine, To

A0BaBUTE:

O net.ipvd.icmp_echo igrore troadcasts — HIHOPHPOBATE  [UHPOKOBCIIATEIBHEIC
3X0-nakeThl npatoxona ICMP (mapaueTp BToueH);

O net.ipvd.icmp_ccho_ignore_all — WTHODHPOBATE BCE 3XO0-MAKETHl MPOTOKONA
ICMP (aHavenne 1). Henonp2yliTe 3T0T DapaMerp, ecni He XOTHTE CBA3BIBATECS C Ce~
TEBLIM 3KPAHOM. 3alIpeT 5XO-NAKETOB YMEHBLIHT TPAQUK, XOTS ¥ HE3HAUHTS/NLHO, U
TIpH STOM ¢I¢)AeT HEIPGRKIHBAbIMU IHOObIC ATUKN ¢ (10MOLbIO ping;

O n pvd.conf.*.accept_radiracts — Pa3pelliTe NPHHUMATS TIEPERATIPABIEHHS Map-
wpyTuzatopa. B 2uase 4 Ml TOBODWIN © TOM, 4TO 310 HEf2011ACHO M MORET 10360~
HTH XaKepy OBMAHYTh MapUIPYTH3ATOP W THOCTYIIIATS TpAGHUK ATAKYeMOH MALIMHBL.

BMECTO CHMBONA 3BEROUKN MONET GBIMG BIMCAHO UM MKOBOKO Keranora. Jleno B
TOM, UTO B KATATONe net/ipv4/cons HAXOHHILA HECKONAKO IOAKATAINION — 10 Q)HL-
My AN K@OKIOrQ CETEBOTO MHTepderca. B Ballcli cucTeMe JOMKHO GbITE KaK MMHH-
MyM 4 KaTanora cO CIeAyfOWIHM PacnpeieneHdeM coaepwauweiica » unx mudop-
Matn:

o all — KoHGHIypaIHORHEIE Baikbl, KOTOpPbie BIAAIOT Ha kce HATepheiica:
« defaull — 3HNSHUA 1O YMOTHAHNIO;

o eth) — koHpurypammonHsie dailnkl Mepsof ceTenolt KapTLY;

& lo — xondurypanponmisie aiins netneroro uutepderica loopback.

3Be3104Ka YKAILIBAGT 112 TO, YTO MAPAMETp IOJIKeH ObITh HA3NaueH BoeM uHTepdeli-
caM. B BONBUTHRCTBE CIYHAEE JOCTETOUHO SAMEHWTH CUMBOI ¥ AVMEHEM KaIZIoma a11,
HO WHOTIA IPHXO/IATCS IO/ICTARIAT BGE CYINECTRYIONIME KATAIONH;

3 zet.ipvi.conf.*.secure_redirests — NOIBOJNATE MPUHMMATE COOGLIEHNS OT LITIO3A
110 YMOIAHMIO 0 TepeHATIPABTEHHY MAPLIPYTHIATOpA. TIapAMETp MOXET GHITH BKITIO-
eH, TONBKD €CTH B Baweil ceTw MeHCTEMTENbHO Gonee OJHOTO MapmIpyThIaTopa,
HHAYE JTyUIlie 3TIPETHT;

O net.ipvé.conf.*.send redirects — PA3PelIUTE KOMIBIOTEPY, €CJIH OH SRJIAETCH
MAPUIPYTHAZIOPOM, OTIIPARIATH COOGIISHR O IEPEHAIPARICHUN MADINDY THIATOpA.
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Bosbmas GIarcQapHOCTh MOMM IPY2bAM K 3HAKOMBIM, KOTOPBIE HTO-TO MONCKA3LIEAH,
TIOMOTAIH WIEAMH 1 NIPOTPAMMAMYL.

Tak y BRIXOAHT, HO B HATTHCAHHW KaXKTOW KHHTH YUACTBYIOT H XUBOTHEIS. 3Ta pabota
He cTana ucKTiodeHneM. Bo Bpemst nanucalng nepeoro Magatus Mok kot Yekuer ¢ 23:00
710 1:00 HOMH TYNAN IO KBAPTHPE H TIPOCTO KPUHQT OT CKyKH. S| He MOT YCHYTS, a SHadHT,
Goabine BpeMern yaenan paSore.

Xoderca 10GHATOIAPHTS ellle GAHOTO KOTa, KOTOPBIIK GHUT ACCHCTETOM & TIaKeTe OTpan
MS Office. Omuo 13 nepasix wyzaHuii A nucan & MS Word, a OC Linux paSorana r aupry-
BHOl MaIIIHe, TOBLL MOXHO B5LI0 IETATH CHUMKY 3kpaHa. Bo BPeMR HAMCAHMA [ePEO-
1O W3IAHIA, €CITH HA Mett GPOCATH PeGERKa, TO KOT-ACCHETEHT TOMOTAN JAHATS MOEFO o0~
BAIIONO ChiHA, RBICTYITAN B UL HAHN. 5T Cacan china KAPHATA PYAOM, W OH CTIOKDRHO HIp
© KOTOM Hat SKPAHC MORHTODA, 5 MO HIPOAOIDKE T PAGTATH Haj KHurol. Tipawsa, unota
TMPHXOTHIOCE CIIACATL KOTa A MOHHTOP, KOTHA ChIH HAYMHAN MANSHBKOH DYYOHKOH HEYIIO-
IKe TIAJINTh TIOMOGHBLIeeCs KMBOTHOE.

Cefuac Mot ChIH Yoke BEIOC, 4 3T0 H3IGHHE B OCHORHOM TMCATIOCH B ABTOBYCE TI0 MYTH Ha
pabory o zomoit. H TyT enacuGo Apple 3a cosnanie otniaHaro MacBook Air, axikyMymsTop
KOTOPOO JIEPXKHT TOCTATGHHO OITO, U Linux, koTopas HC TOPMOSHT B BHPTYANBHOR Matum-
HE H 13€T BO3MOMKHOCTb eNATH CKPUHIIIOTEL

A caman GOTbHIAS GNATONAPHOCTE — BAM, 32 TO, 4T KyTWIH KHUTY, M MOMM TIOCTOSH-
HAIM UMTATENNM, C KOTOPBIMH & PErYINPHO 0BUEIOCH HA MOEM Giiore www.flenov.info.
Tocneanue paboThi OCHOBLIBAKOTCA HA MX BOMPOCAX W npeanoxennsx. Lenu y sac mo-
ABATCA KAKWME-TO MpOGIEeMbI, TO MUJIOCTH NIpOWY 1@ caiiT. 31 MoCTapalocs MOMOHb MO
MEpe BOSMOXHOCTH, H ATy JHOOLIX KOMMEHTAPHEE 110 NOBO/y SToM KHury. Baum same-
HAHMH IOMOIYT MHE CAENATS €6 NyHe.

B nocricance Bpoma B PocoHH IGPCCTAIOT MOKyNaTh KEHTH, kasax w3 HeTeproTa nupat-
CKHMC KOMUM, 4TO HAHOCHT YICPG U aBTOpaM, M H3AATCALCTRAM. JIOX0A OT KHAUL UAIECT, 0
MEQTHe XOPOUIHE ABTOPH! IEPECTAIOT IHCATS, MEQ XOPOIeMY CNELHATACTY JTErKo HAiTH
XKOPOLINIA HCTOUHAK TOXO0Ma §e3 NUUIHAX MydeHHii. OT 3T0r0 KONHIECTBO XOPOIIMX KHHT
ymenpmacTea. Botocs, 3Ta TeHASRUNMA COXPARHTCA.

Ecau bl 1amnn B knure Kakyio-unGyas owmSxy, mpocsa coobumts e ob atom
epes oGpaTHyIO CBA35 Ha MoeM caiite www.flenov.info. OumGKku MOryT GLITh Besze,
W He TONEKO B TIporpammax i OC, HO M B TeKCTAX KHHT. 51 Takoke %Iy BAUINX MHeHHH
O KHHTE W IOKENAHMH O TOM, HTO BB XOTHTE YRUETS B GyIyIIeM, ECNK TIOSBHTCS HOBOE

M3falme.

Ha 5ToM 3aBEplIacM BCTYTIMTCIBHOG CIOBO W [IGPEXOIHAM K HAMGOTICe MHTCPECHON A
r1aBHO/ YaCTH KHRIH — paccmoTpermo OC Linux.

Hpusmnoza vimenus!
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4.3. YnpaeneHwe Nonbiosatenamm

JIs [OBABICHUA NOTL30BATENN CIYAMT KOMAHAA useradd, C ee MOMOIIBIO TAIOKEe MOXKIIO
H3MEHNTE SHYEHUA TI0 YMOMUAHMIO, K1 OPLIE Gy iy IPHCKAWBAT LN YUgTHOR 321 IHCH.
Komanna useradd RRIEASTHT CAETYIODIAM 06pasoM:

usaradd mapaeTpe i

TTapame1po ouenn MHONG, GOIRIIMHGTRO Wi WMX REM 3HAKOMO 10 Gaiiny /etc/passwd,
KOTOpBIH MBI PaccMaTpHBATH B 27age 3. BOT HanGoMee TacTo HCTIONE3YSMBIE ApTYMEHTSI

0 - xoneNTspi — TIPOCTOR TEKSTOROE OUIMGAHNE, KOTUPOE MUKET Ghh 1ioGhin;
O -d xaranor — NOMAWHHE KaTanoT nONL3OBaTEI;

M ~¢ java — 0aTa OTKIIOYEHUS YHETHOH 3aTMCH, TIOCIE KOTOPOi NONb30BATE b CTAHET
HEaKTHBHBIM, BROAUTCH B dhopmate ITTT-MM-2;

1 =1 4o — KOAMMCCTBO AHei 10 OTKIIOMEHNS 2amuch Hacer/a. Few ykazats 0, Ta
YueTHas 3amce GyeT CUATATECH NIEKOPPEKTIIOiA Cpay NOCe yeTapeBanys Napo:s;

1 - vpyira — OCHORHAR TPYNNa, KOTOPO Gy/IeT NPUHANERATS NOMb30RaTENb. Mosk-
HO YKa3bIBATH KAk MMf, Tak W waenTudukatop. B Red Hat kawuwii monesosaren
TPHERIICKHAT Kakoi-nHGo Tpyme;

O -G rpyncal, . ... — AONONHATENRHLIE TPYTIILL, B KOTOpSle ByIeT BIUTIOUEH MOMB30BA-
1enb. FMcHa TpYIITI NCPCHMCNAKOTEA Hepes 3ansTyIo,

O -m— KO ANA CO3IaHAI AOMALTHETO KATANOTA NONE30BaTeNs. B cofannbii katamor
GyayT cKOMHpOBaHK ACe hatiThr s Jetc/skel;

0O -+ — He c030aBaTh JOMALIHHI{ KATAIION;

0 -r — ecTH ykasars 10T TAPAMETP, TO K KAHCCTRC MACHTUOUKATOPA By1CT BhIGPAHD
HHC/IO M3 CHCTEMHOM oGnacTi;

O —p capens — SAUMPOBAHHBIN LAPOTE, KOTOPHI MOKHO HOIYUHTH C HOMOIBKY
KOMaHTTB! crypt;

M -5 npotpama — KOMAHAHBIA AHTEPIPETaTOP, KOTOPHIHA SyaeT obpabaTiBaTs aHpek-

THBBI [10TB30BATEIS;

0 -1 wneHTHdMKATED — WACHTMQMKATOP, KOTOPBH ACMKSH GHITh YHHKAIbHEM, Ecn
€ro He YCTARABMBATE, TO CHOTEMa BIGepeT cBobojmoe 3Hauenue.

Cavibifl n0CHe MM NapaMeTp — MR Co3NABaEMOi yweTHOM TammcH. Jlapalire paceMoT-
PHM, KaK MOMNHO LOGaBHTE HOBOTC MO.I530BATENA N0 HMEHW robert, JTA KOTOPOro Boe
IHavEHRs Gy YT YCTAHOBIIENBI TI0 VMO MBHHK):

useradd robert
cax fezc/passwd

B neproit CTPOKE Mbl CO3JaeM HOBOTO IONL20BATENA (10 NMEHH robert. Bropas cTpoka
BBIBOIHMT Ha JKpaH CofepikiMoe daiita /ete/passwd, rne xpanutes midopmauns o6o Beex
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* all — PaspeINacT JOCTYN K KATAIOTY BCCM;

& gomenHoe s — OMPEENTART JIOMEH, C KOTOPOTO MOKHO TIOYUHTH IOCTY K KaTa-
nory. Hanpumep, MOXI110 yKa3aTh domain.com. B 9TOM iTyqae TONBKO [10JB20BaTe-
TIH 3TOT0 IOMEHA CMOTYT TIONYWHTh JOCTYN K katanory uepes Cers. Ecnw kakas-
160 Manka coaepKaT onacHsle Baiibl, ¢ KOTOPEIMH JOMKHBI PaloTaTh TOIBKO Bbi,
TO JIyullie OTPAHHUYHTE JOCTYI CBOHM XOMEHOM MITH TONLKO NOKANbHOM MalIMHOK,
YKa3aB ALLow frem localkost;

© IF ampec— CyKAST JOCTYT K KATANOTY A0 ompedenenvoro TP-aipeca. o ovens
yHoGHO, KOTZIa ¥ BALIITO KOMITHIOTepA eCTh BLIIRTEHHBIH alpec, H BEL XOTHTE obecTie-
UUTB HOCTYN K KETAIONY, COEPHANIEMY &/MMHUCTPHTOPCKUC CHOHADHM, TOIIKKO /1A
ceBa. AlIpec MoweT GEITh Kax TIONHLIM, TAX U HETIONHEIN, §TO OWOMKET OfPARHYHTS
JIOCTYIL K KATAI101Y OTPC/ICICHHOM CCT!

®  env=iwlepemenol —— PA3PEIIACT NOCTYTI, €CITH OMPeIleNieHa YKalaHHAA epeMet-
Hast okpyKeHH, TToHbI GopMaT AHPEKTHBLL Ailow from env= MvalleSeMeHHON,

I neny irom napacerp — 3aMPElICHHS AOCTYNA K yKasaHHoMy xatanory. IlapameTpel
TaKHe ke, KAK Y KOMAHAS! ALlow from, TOILKO B AAHIIOM CYdae 3aKPBIBAETCA AOCTYII
AN YKA3aHHBIX IPECOB, IOMEHOR 1 T. 11.;

A order napamemp — OUEPEJTHOCTR, B KOTOPAH NPHMEHMOTCH THPEKTHELE 4l _ow M driy.
Mosxer GbiTh ABa BapuanTa:

® Order deny,allow— H3I@YATLIO BCE Pa3pellelio, NOTOM MPOBEPAIOTCA JAPETEL,
HO OHM MOTYT OBITe OBOMIEHBI NPU TIOMOWM pa3pewenHii, PekoMeHIyeTes 3T0
VCTION30BaTH TOMGKO Ha OBUIAX KATATOTaX, B KOTOpHIE TIOTE308aTeNH MOTYT ca-
MOCTOATENBHO 3aKAUHBATL (alinL) — HanpuMep, CBOM M30GPRKEIHS;

® Order allow,deny — CHAYATA BCE 3ATPEINEHOD, BCIED 32 3THM MPOBEPAIOTCH pai-
pCWeHmA, HO H OHH MOryT GbITh 0GOHACHBI 3aMPCTaMi. PCKOMCHIYCTCA mpUMc-
HATh 14 BCEX KATATIONOW CO CUEHAPMTVA MITH ;I BCEX KATAIIOTOR, IJI¢ HEXO/RTCH
aiiTLL, MCTIOE3yEMHIE ONPENIETERHBIM KPYTOM ITHL, — HATIPRMep, AAMMHHCTpA-
‘TOPCKHE CLERAPAH,

O Require napaserp  NO3BOJIAET 3aaTh NOJIG30BATENEl, KOTOPHIM paspelleH JOCTYI

K KaTanory. B kauecTse IapaMeTpa MOKHO YKA3BIBAT:

 user — uMeHa noL3OEaTCAEH (nH ux 1D), KOTOPHIM Pa3spellieH JOCTYIT K KATANO-
Ty. Hanpumep, require user rcoert Flenowi

¢ group- - 1IA3BalMA FPYIN, TIONEIOBATE/TM KOTOPBIX TI03BONIEH JOCTYN K KATANOTY.
JlnpexTupa paoTaeT Tax e, Kak i user;

o valid-nser — JOCIYI K KATANOY PEIPEUISH 10GOMY ayTOHTUPUIMPORIHHOMY
T0JI630BATENO;

0 satisfy navaverp— €CITH YKa3aTh HAYEHHE any, TO I3 OTPAHHYEHHA JOCTYTIA HC-
OL3YTCA WIH MOrMK/Napos, 1w TP-anpec. JNa nACHTHGHKSLHH OL30BATENS 0
JBYM YCNOBHAM OTHOBDEMEHHO HAMlO 321aTh all;

O allowOverride napaverp— ONPEAWIAET, KAKME AMPCKTHBLL i3 (alina htaccess B yka-~
3AHHOM K2TATIOTE MOTYT TIepeKpHIBATS KOWbHTYPAIIO cepepa. B kavecTse napauetp
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Ha npakrike anoimmmuvii Z0¢Tyn 06nazaeT MHUMMAILILIMA BOIMOKHIOCTAMH HTCHHU
(aILICB ¥ KATAIOTOB M HCHONB3YETCH TOMBKO B OTKPHITHX (hafoBEIX apxuBax. Hws
Zncrymeus Yalle BCETO MCHOIb3YIOT NPy uyGiiaunn yepes FTP Orkpbirsix KOKYMEHTOB
ana eceobmero foctyma. Hampumep, paspaGoTHHKH NMpoOrpaMM Co3alor AHOHWMHEIE
FTP-cepBepbl, STo0b! MONE30BATCH MOFIH CKAYATS C HYX MOCACTHHC BEPCHH NPOTPAMM
HITH 0GHORITEHAS K HUM.

PeanHbiit (IGHCTRHTEMbHBI) (0/T530BATENb MOXKET ITyTCLICCTBOBATS MO Booit Paiionol
CHCTEME, €T BOSMOMHOCTH OFPAHHYEHBI TONBKO TIPABAMM JAOCTYITA YUETHOM 3ATHCH,
10 KOTOpCHt O aBTOPH3CBAICH Ka CepEEpe.

TOCTEBOM JOCTYI 110 CHOMM 1IPARAM IRIFCTCS HCM-TO HPOMEKYTOUHIM MUAGLY SHOHMM-
HbIM 1 efcTBRTENbHBIM. TTo CPARHSHMIO C AHOHMMHBIN 1ICUILAOBATEIEM 10CTh OONAZEET
GONBINMMH TIPABAMY, ¥ CMY MOKCT BHUTABATECA PasPEIICHAE Ha 5akayKy $alios Ha ccp-
Kep, HO, B OTNIHUNE OT JeHCTRHTENLHOTO, OR PAGUTEET ToNkKo & CyoeM Karanore. Harph-
MEp, ECH TOCTIO HasHaucH Katanor Ahome/guest, To o cyoeT paGoTats ¢ daiinavn 1
JNOMKATATIONAMY 3TOTO KATAIOTA, HO BILE HEI'O IIOHAILCA HE cmoxer. B kavecrse rocte-
BOTQ BBl MOMKETE OTIPENEITHTS N10G0E MMA.

OBpaTHTe BHAMAHHE, UTO MApoh B KOMAHAE PASS Mepelacted abCONMOTHO B OTKPEITOM
BHIE. JTO cephesiiad npobiema. B kak/oi riaee, rae Mbl paccMaTpHBaEM Kako#-THGO
CepBHIC, TOBOAWTCH CTANKHBATECH ¢ OTKPLITOH nepegaueit sanHes. Hy yro mozemaems,
Ha 2ape poxeHua HHTepHeTa HHKTO He MyMaT o XakepaX. Temeph NMPHXOIWTCA BBULY-

MLIBATE PasHbIE METOL, 4TOBLI COPATATL MAPOIL.

Ecan sam cepnep 06cIysKABAET TONbKO aHOHMMHBIE COSTAHEHAA, TO TIAPOTH MOTYT Tie-
peaaBaTeCa Kak yrofHo. IIpu Takoi ayTenTHdUKALMH NOBOR NOTB20BATEAL U TAK MOXET
MOJKTIOUNTRCA K CepBepy, ykazaB moboit afpec E-mail B kauectre napons. Ho mogo6-
HbIE Cepeepbl OPTaHM3YIOTCA TONMbKO AMA pafoTel ¢ OBLISNOCTYNHBIMH pecypca-
wwpainavm, TIpu HaTHUHK RaAHOH HHGOPMALIMH OCTYT] OCYIIGCTRAASTS 10 NAPOAID,
H HeobXOIMMO CHeNaTh TaK, YTOGE O uidpoBanca. Jnd 3TOro MONHO HCMOMB30BATE
stunnel s yxe roToBbiii mpatokos SFTP, 0 KOTOPOM MBI TOBDPHAH B pasd. 5.3.8.

WHTepecHoe petieHie 7 BAIEA R ONHOM 3 MyDAW4HLIX BeG-cepBepob okoro 10 16T Ha-
3ax. s Toro 4ToBH! 3aKauaTh JAHHEIE HA cepHEP, HEOOXOIMMO GBITO 3aPErHCTPHPO-
BATHCA, 3ANOMHUB BEG-(OPMY C MMHBIMY JRHHEIME. 3apCTHCTPUPOBABLICMYCA TOCCTH-
TEIMO BEIIARANCA TIAPOITh HA JOCTYT, KOTOPBIH JelicTROBAT TONEKC B TEWEHHE OAHOM cec-
cnm. Tlocle 3TOMD NAPONs YHUMTOMKANCA, W TIOBTODHOE TOIKMOYEHHE CTAHOBHUIOCH
HEBO3MOKHBEIM, (DaiiNEl 32KAMHBATHCH B CTIELHATOHEIH KaTanor, kyfa Ghila paspemeHa
TOAbKO 3amKch. Camuy dailaM YCTaHaBIMEATHCH [paBa TONGKO /A JTEHMA H 3aMHCH, &
BEIGONHEHE OCTABANOCL NEAOCTYMILIM. B TakoM cyyae naponu moxno Guuto mepeaa-
BATH B OTKPLITOM BHIE — J@KE eCIK XaKep y3HABAN TIAPOb, NOAKITIONUTECS OH BCE PaB-
1O He Mor Gul.

B cospementiom HuTeprete 3arpywmats ¢afimsl Bee e Tyume ¢ nomoisio HTTP-
npoToK01A U BeO-hopM. TAKUE PADHAHTH OTAHNHO PaGOTAIOT, 0COGEHHO cctn (ainkt
HeSombiutoro pasmepa. Jlocryn no FTP MoeT MoHaofHTECA TONLKO B KpafiHeM clTyuae,
nim Koy pasmep dadina oueHs HobIION.

Peamaonath 0aHOPA30BBIC [APOAN IOCTATOMHO MPOCTO. CCIH BAW CEPBEP UCTIONB3YET
nonKmoYaeMEIE MOTYNH ayTeHTH(uKauun PAM (cw. pazd. 3.3.3).
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Ho kolpurypuposanie OC H BCeX HPOTPaMM ¢ YACTONO SIHCTa TOTpeSyeT ropasio
GoNbIle BpEMEHH, HeM BOCCTAHOBIGHME C HMCMOTBIOBAHHSM DEIEPBHBIX (ailnos.
A JIIUE BDEMA ROCCTAHORIEHHN WICHET 53 COBOR 10TEPH S-S IPOCTOR, HTO U1
HEKOTOPBLX KOMIaHNi MOMET HCHHCIATHCH MI-UTMOHAMH pyBrielt;

O nokyMeHTH! Tmonk3oBatenedl. B katatore /home MOTYT HAXORWTBCA OTHUETHbBIE JOKY-
MEHTO! MM OPOrPAMMEL, 11€0GX0INMLIE MOALIOBATE 1AM D7 PaboThl;

D Ga2b1 AaHHbIX. KopriopaTHBHble NaHHble XPAHSATCA B YROOHOM [N paboTel XPaHHITH-
e — Ga3aX NaHHbIX,  KOMITAHUT MOKET MOHECTH GoNbINe YObITKA B CITyYae HX T0-
Tepn;

1 Mireprer. SToGoi WMHAMHUHO PASHEAIOUMICA Caft (01 KODHODATHBHOTO 0 JI0-
MALIHEH CTPAHALIN) WIH NOPTAN CONSPRKT (DaliIn U CUGHAPHH, (I0TEPA KOTOPRIX MO~
KET OKA3ATHCA OUYTUMOH B JICHEKHOM SKBUBAICHTE.

Basel xanubix TpeSyIoT OTASNLHOTO PasToBopa, TIOTOMY YTO B HHX PE3epBROE KONHPOBA-
HHE 3ABUCHT OT CPelCTs, npexocTasiiemix CYBI (cHoTeMolt ynpasmenns Gazavi mat-
Bhix). H omar BONKG Ml OTARIKHO sarparnkars ke Gyiem. Onaxko Girsiian vacTs Teo-
PHH, PACCMOTPEHKON B N2HHOM 1286, MOMET B PABHON CTETICHH OTHOCHTHCS Kak K (ali-
JIaM, TAK M K §a3aM DasAbIx.

13.2. DoctynHocTk Ha Bce 100 npoueHTos

AHATHZ BO3MOXHBIX NPHIMH NOTEPH IAHHLIX MOKA3BIBAET, YTO HAUBOICE BEPOATHEL
BTOPeHHA Xakepa WIH HapyUICHHe PaGoTs 0BOPYNIOBAHKA. ECIH B NepRoM criyuze foc-
TATOUHO ROCCTAHORMTS Y1EPIHHBIC (iailibl, TO BO BEOPOM MOKET NOTPEGOBATLCH JAMEHA.
0BOpYOBaHHA C TIONHAH NEPEYCTAHOBKOH CHCTeMbl. UTOGH 3TOT MPOLSCC HC OTHAN
CITMWIKOM MHOTO BPeMeHH, NyUIle BCero 3apaHee MMeTh B HANHMAH KOMILIEKTYIONIHE,
KOTOPEIE MOTYT BLIHTH M3 CTPOA: JKECTKMH AMCK, MAMATD, MATEPUICKYIO TATy, Tpo-
neccop.

ECAM B BRIICH COTH KEXIAS MUMYTA 1IPOCTOS CCPRCPA MOMKCT OKBAATHCR (ATAILHOR, 10
TyUIE TIOCTYOMTb OAHHM H3 CJIETYEOLIHX CMIOcOB0B: OCTPOHTE KIACTEP MK COASPKATH
peseppibe cepBepLl. B ciydae c6on 0CUOBHOrO cepsepa OF NOIMENTETCS PEICPBHEIM, K
pABOTY MOKHO BOCCTAHOBUTS B MAKCUMANEHO KOPOTKOC BPCMA.

HanGoiee HaZeHEIM ABIACTCA NOCTPOSHAE KacTepa. ECTH 0IWH cepBep BBIXOAHMT H3
CTpos, To ero Harpyaky GepeT Ha cchA IpyTol, DTO MOEOMAET AOBHTHCA TPAKTHHCCKN
100-npOUEHTHOMN YeTORUMBOCTH 0GOPYIIOBARKNS OT BEPOSTHEIX Heronagok. Ho opranu-
3alps KNZCTEPOB  JOCTTOMLIO CAOJKIIOR M AOPOTOCTOSMIES FAMATHE, TOITOMY KOMITa-
UM GTADAIOTCR H3RICKE TS MIOGHIE APYTHE BOIMOACHBIE BAPHAHTEL.

FOMMIMHCTRO NPOUPAMM ITPOMBIIIDISHHONO. HASHAUCHUA YHKE UMEKYT BEIPOSHHBIE Cpell-
cTBa KTactepwiaumy. Mx pafioTa nocTaTotHo NpocTa, M e OTHOCHTENBHO HeJI0poro op-
TANU30BATE. B CETH 1aX0ATCA HECKONLKO CEPBEPOB, OIMH H3 KOTOPBIX SBIACTCA MacTe-
pom (Master), a ocTansHbe — nomunHenHsie (Slave). OCHOBROH KOMIBICTEp PeryspHo
MOCKUTAET B CETh HRGOPMAIIMO 0 cRoeH palomacnocofHOCTY U Nepe/iaeT NOMYUHEHHBIM
cepBepaM H3MEHEHHd, KOTOPhIE MPOHCXONAT B Gaze MAHHEIX, 4TOOHI I BCEX MALIMIAX
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KOMMA JICAANACH HA TOT KE JHCK, HO TONBKO B APYTON patzieir. HexoTophiM iousm oucHb
THKENO OGHACHHTE, UTO TIPH MOOMKE BUHUSCTEPA, KAK IPABUIIO, CTAHOBATCA HENOCTYI-
HBIMH CPa3y BCE €TO Pa3deibl, 4 He KaKoH-TO OTHH W3 HUX.

Ho camoe HHTEpECHOE RO ACEH 3TOM ICTOPKA TO, YT JMCK HAAT JIOMATECH YIKE J0CTa-
TOYHO 1aBHO. TaK yKe NONYJHITOCh, UTO OCHOBHON padIes Gbil B Havane JHCKa, a pasgen
/A5 PCICPBHOM KOTMH — B CAMOM KOHIIE, Y3Ke HECKOBKO MECAUEB BO BDEMS PEIGPBH-
PORAHHS MPOMCXOJUTH OUIHGKM JOCTYNA, M HAKTO He 0Gpalan Ha 3T0 BHAMAHHA. Jluck
ABHO HAYAN "CBINATBCA", RAYMHAS C Pa3IeNa, Ha KOTOPOM XPAHMIACH PEIePBHAS KOMHA, H
TIOCTETIEHHO HCTIOPUEHHBIE GIIOKH MOKPBITH BECL BAHUECTep.

PesepBHy!0 KOIHIO BCErAa HYKHO JENATh HA OTACTBHAIA HOCUTENb, ITO MOsKeT GBITh kak
OTACIbHBIA KECTKUA quCK, G1aro NEHs! HA HEX MAfaloT He 1O JIHAM, & (10 YacaM, HiH
KOO CMEHHBI HOCHTENL NOCTATOMHOTO 0GbeMa. ITOMHITE, UTO HUKAKOE 3AMIACHOE HKe-
Je30 HE CTOMT TaK AOpOTo, KaK HHGOPMALHA H IPOCTOH.

XpaHeHue Ha OTIAETEHOM HOCHTENE TIORBQUIAET PEIKTL IIPOSICMBI ¢ 0G0y I0BAHKCM, HO
HE TapaHTHPYET 3AIIUTY OT BOPOBCTBA MM CTHXHAHBIX GeacTeui. MeHs nopaxaior an-
MUHUCTPATOPB, KOTOPbIE MCTIONE3YIOT Celihbl AA XpaHEHNA abCOMOTHO GECIONEIHBIX
Gymar, CAPaHTUMAHbIX TANOKOB, 2 PE3CPBHBIE KOTMH TIOMEIIAIT B IPOCTON JIePEBAHHBIH
AUk, XOUeTest CNPOCHTE TaKUX CNIEUHATUCTOR: "A 3a4eM BbI 3AIMMINAETE CepBep BCEMIT
JOCTYTHBIMH CPEACTBAMH, KO8 MOMKHO MPOCTO YKPAcTb KOMMIO JaHHLIX M3 kaduuka
WM fivKa cToma?”

Pe3cpanas Konus Toxke I0/kHa GITh MO HALEKHOMH oXpaHOH, JTydle BCEro BOCTIONB30-
RATRCH HECTOPAaCMbIM LIKAOM, TOrda BAlMM JAAHHBIM HE CTPALIHBI NAKE CTHXHIHER
GeacTama.

B HacTosMIee Bpems 8 HRTEPHETE CHORA HAMMKANT PACLIMPATCA YOIYPH M0 TIPENCTaB-
JEHHIO HCKOBOTO MPOCTPAHCTEA. CIQIER PEIePBHYIO KOHIO Hit CrOPOMKMT HOGHTES,
MOXHO GBITe yBEPEHHBIM, HTO IAHHES GYAYT HATIERHO CTIDATAHR(, BaeNbUb ClienHa-
JIMIMPUBAHHBIX CCPBICOB ALLALIAOT TAKHE MCKH C MOMOLISI0 RAID-MaceBoB, o3To-
MY Ha CEPREPE HHDOPMALIWS HE MCHEZHET.

MONHO ¢ YBEPEHHOCTBIO CKA3ATH, YTO TAKOH NOIX0A K XPAHEHHIO NaHHBIX ByneT pasan-
BaThCH, MOTOMy WTO KoMTaHMA Apple ¢ TIOMOULsK) CBOER HOROT TexHonorum iDisk
(puc. 13.1) cacnarna HHTEPHET-IHCKH YAOGHEIMH H TOCTYTHBIML TS TIONB30BATENeH Mac
w Windows. Ha Quepsam 1 OCTAIbHAIC CHCTEMbL.

Ecnu A1a Bac HEMOME30BAKKE ONOGHOO AMCKA CIMIIKOM AOPOTO (HAalpHMeD, HelpHeM-
STeMBI 3aTPaTH Ha TpaduK M3-33 GONBIIOrO KOJNHMECTBA JAHHBIX), TO O COXPAHHOCTH
PE3EPEHbLIX KOITHiA TIPHETCA MI03a60TATECA CAMOCTOSTEBHO.

B katecTse HoCHTeNel URGOPMAIMY B HACTOSIIGE BPEMA MOKHO HCTOIb30OBATH CHEMHEIS
JKeCTKME THCKM, MaruuTiele nents, CD-R/RW, DVD-R/RW, mucku JAZ, ZIP. BuGop
KOHKPETHOTO HOCHTENS 3aBHCHT OT 0fbeMa JAHHEIX 1 HeoGXOAMMOi CKOPOCTH pesepeu-
poBas.

B macTosmee BpeMs TOABWIHMCE CUEHE YIOGHEIE BHEWHHE BHHUECTEPE, MIOAKITIOYAEMEIE
no USB win FireWire. Takue IWCKH JIETKO NMEPEHOCHMEI B HMEIOT GONBLION pasMep.
B zoMamunx ycnopuax s HCNONb3yio HMEHHO TakoW HOCWTENE, COPACKIBAA BCE JAHHEIS
¢ HOVTOYKA Ha BHEINMI JKECTKHI AKCK.
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wmouaite cepeep Telnet. On HeGesomacen, MOTOMY UTO AaHHEIE TIEPENalOTEs B OTKPEL-
TOM BHIe M MOIYT GbITh MepexBatuckbl. Bee momsimin cmemars Telnet sammueHHBiM
3aKAHYMBANHCH HCYIAYHO M HE MPUBOMIM K JKCIAEMOMY PC3y/bTary. OJHH M3 OTHOCH-
TeLHO BEI0MACHBIX BAPHAHTOB MCTOIb30BaHA Telnet — 9T0 MOAKOUEHWE uepes
xana wadposanit OpenSSL (oT Secure Socket Layer, npoTokon 3anIMEHHLIX COKe-
708). Ho HanGoABLIYI0 MOy APHOCTS NOTYHHIO YIIPARTICHUC CCPBCPOM YSPCa NPOTOKON
SSH (OpenSSH, Open Secure Shell), KOTophili MEI pACCMOTPHM TOBke, B pazd. 5.3
Taknm obpatom, Telnet-kIHEHT B cHCTeMe HeoGXom, a Telnet-copaep, ecii oH y Bac
YOTUHOBJIEH, CIGIYET CPOMHO YJRAINTS 1 3a5iTh KAK CYDALIHME COM,

Fouu Bel BCe He Peutn weuonhsopath TeInet-cepaep, To 5T0 HEOGXOAMMO ACAETS TO)h-
KO 4epe3 POTOKON Ans Ge30NacKoH CBA3M M0 CETH C MPHMEHEHHMEM OTKPBITEIX U COKpeT-
HbIX Koued (cM. pasd. 5.2). Torna seck Tpadiik GyleT mibpoBaTECA.

Ecmu y Bac ycraHomneH Telnet-cepep, To MonpoGyiTe cefiuac NOMICTIOUUTECA K HEMY,

HCTIONB3YA KOMAHRY selne: localhcst, ECTH cepep 3aMylieH H MOAKTIOMEHHE paspe-
IUEHO CETERBIM IKPAHOM, TO TIEPET BAMH TIOABSTCH NOXOMKHE COOMUIEHM:

Trying 127.€.0.1
Ccnrected to localhost
Escape character is '*]7,

ASELinax release 7.2 iVostek!
4.28-1%zsp on an i686

Kerrel 2.
Legin:

Hiriero cTpammHoro He samevaete? A & By TOAPOGHYIO WHOOPMATIIO O TACTPHEYTHEE
M Agpe. M Bee 370 CTAHOBHTCSH M3BECTHEIM €INe JO PerMCTPaliamM MOGOMY MOCETHTENE).
Ecti Xakep YBHIUT OTKPBITHI TOPT 23, TO EMY yike He Hamo O¥:1eT My4HThCA T4 BBIAC-
Henua, kakan y sac OC u Aopeus 5pa, — j10CTaToNHO nownounthes K Telnet, u npo-
Ginema pewmena

Hamwasas Gontameocts Telnet — Gonbluas Tpipa, ¢ KOTOpol HaZo GOPOTECA B NEPRYIO
ouepesip. [lpHBETCTBHE, KOTOPOE BBl MOMETe BUIETH NPH NOAKTIOUEHAM, HAXOAHTCA
b duaiinax fete/issue u /etc/issue.net. FAMEHUTE ket COOBUIEHIS, HAIDHMED, ClIE/YIO-
1M 0Gpasom:
echo Tekcr > /etc/issue
acho Texcr > fet:

ssue.nez

360k Toxcr — 5T0 HOBOG HPMACTCTANE. MOXHO YKa3aTh MOKHYIO BEPCHIO AGpA, 4106k
AaTyTaTh Xakepa:

echo Debian Limu > fezc/issue

ceho Kercel Z.4.4 on an 1686 > /elc/issue.nst

V MeHs ycTaHORNGH KIOH mucTpubyTrea Red [lat ¢ axpoM 2.4.18-15asp, a Xakep Gyaet
JHyMarth, YTO A Henonb3yio Debian u crapoe siapo 2.4.4.

IIpo6nieva B ToM, 4TO TOCHe Mepe3arpysKy coaepicaMoe haiioB BOCCTAHOBMTCH, 1
Telnet B NPUBETCTBAN CHOBA MOKAKET BCIO MHGMOPMALMIO O cHCTeMe, UTolBl 3TOro He
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O PaspaBoTka  3a/1elCTBOBATE OCHOBHbIE MAKETH! K BCE HEOGXOAMMBIE KOMNOHENTH!
Ut paspaGoTKH npHIOMkCcHKH, KoMnuaumK sapa OC Linux w . 1.;

o

O e — YCTRHOBUTS THITOBBIE TEAKETH THC OBHEHBIE TPHIOHCHIS;

Q

KAHeHT — BKIOWVTA B YCTAHAETMRREMYKO bepcria OC TOTBKO CIHCHTCKYE Tpo-
rpamL;

M Cepsep — yCTaHOBMTh TONHKO CEPBEPHBIE NPOrPaMMBI 18 EBIIONHEHHS ONPEIENeH-
Hoil poJu B Baweii ceTw;

O Buifopounas — CaMoCTOATENEHG BHGpaTH Tpebyembie KOMNOHEHTHL DTo HanGornee
TPEANOHTHTENbHEL BAPWAHT AIA CEPBEPOB M KOMMNBIOTEPOE, KOTOpble SYAyT mom-
KCTIOUCHEI K CCTH;

O OGHoBIeRNe cyIRecTRYIOMeH BEPCHH — COXPAHHTH MHOTHE YCRAHOBKY CHCTEMSI,
UTO TIOIBOIHT MOTPATHTS MEHBIIE HPEMEHH Ha TIOKTOPHYIO HacTpoiiky. PazyMeerch,
Takoi# BAPHAHT MOKET MIOBMTHCA, TONBKO ecy OC Linux yike yeTaHORTeHa.

Hiarsanus 5THX [YHKION M MX KOIMYECTBO FARNCHT OT AMCTDHOYTHE H MOFYE OMEH
CHIIEHO OTTHUATHCA B KaXOK Bepcd, TIocTemuit TOMLIOBATENLCKHI AUCTPHOYTUR
Ubuntu Boo6iile RUMCTO y MeHA He CIPOCIIT, @ cpasy HAWal CTaBHTS 3apaHee Mpenonpe-
ZeneHHsIN PaspaGoTHHKAMA CIMCOK TIPOrpavM.

B 3TOT se MOMEHT MHOTZA Mpeajaraetcss BHGpath rpaguueckyio obonouky — KDL,
GNOME Wi 1pyTyio, ecu aucTpuGyTHB MOMIepHHBAET Gonee OXHoH Tpadmueckol
0f0104KH.

7119 HAUMHBIOLIErO MOWHO OCTAHORMTH CBOM BLIGOp Ha BapuanTe PaspaboTka win
Odwe, uToGbl y Bac GBI BCe HEOGXOAMMBIE BOSMOMHOCTH ANl HANWCaIMA TPOrpaMM
PaGOTH © HOKYMEHTAMH, HO MU STOM B KOMIBIITEDE HE YCTAHABIMBAINGh CEPEEPHEIS
npuiokenns. K TOMY e, Tak Bbl CMOKETE N03HAKOMHTLCS C TPAQUMECKHM PEIMOM
Linux, Tlocne onpeneneHus Tuna BHCTAAUME YKXHTE nyHkr BetGopounas, wamc
BCETD 1 €0 BUIEN BHU3Y OKHA. DTO NIOIBONKT BAM BHIGPATS JONOTHHTENEHO TPeGYeMbie
naKeTsL.

Ha cneytomeM oTane MLl YBHIMM CITHCOK BCEX KOMIONEHTOB, KOTOPHIE MOTYT GLITh ye-
ranORNERs]. ECIH 3apaHee WIKECTHO 0 HEOBXO)IMMOCTH MCIOITRSOREHTA KAKOIO-NHE0
CepBHCa, TO MOXKHO ETO OTMETHTS, HTOGHL OH ARTOMATHUECKH YCTaHOBKIICH. JlomyeTun,
BBl 3HACTE, 4TO BaM OGA3ATENEHO NOHAI00HTEA BeG-coprep. JITA STOTO HAIIC BCCTO He-
none3ytoT Apache. ITafinte B Jepere kommoHenTos mynkt WEB Server, packpoiite ero
M TOCTaBbTE ranoyky HanpoTrs apache (ocHoeHbIe (aiiibl ceppepa) W apacheconf (npo-
rpamya kacTpoitkn). Ecnu ser Gynete mmcaTs nporpamsis Ha szbike PHP, To 3meck e
MO0 BLIBPATE BOE HEOGXOTHMMEIE KOMTIOHEHTE 1A TAKOH paspaboTKAL.

He noskanefite BpeMeHH U MPOHIHTECE MO BCEM MMEIOWIMCA B CTHOKE naxeTam. Bribe-
PHTE TOJBKO CaMOE HeoBXOXHMOe, BIOCAEICTEHN b NKG0H MOMEHT BbI CMOKETE paciii-
PHTE BOIMOKHOCTH. ¥ Ja1UTE, KOHEHO, TOIKE OTOM MOJKHO, HO NeHb TIOGENkIAeT Bee, i
Bl 3a6YLCTE 9TO CACNATE, [I03TOMY /YW HE NOCTABATL YTO-TO, HeM yCTAlIOBHTL JI-
nee. TIOMHWTE, UTO y)Ke HA TarTle YCTAHOBKH MRI 3aKJTa/IRRAEM (yHTAMeHT Gyymedt
pOM3BOAMTENbIIOCTH  Be30NaciocTd cHeTembl. ECTu Bbl He NoNp3yeTech KakoH-nnGo
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B Linux ie1s3s mpocTo Tak JATs MONLIOBATENN NPABO Ha (i, 310 MOKHO TONBKO
u Windows ¢ wciosmmiosaniem cimneros ACL. Uro-To NOX0Mee TITAICS PEaTHionaTh
B Linux, Ho TIoKa TIONOGHRIE PEATH3AIHH He Oy TONMYAPHOCTH.

BMecTO 3TOro MOXHO 00BEANHHTE MAOTHX I0Jb30BATeNIEl B IPYIITY, a yKe eif Jath, npa-
BO HA MCHONMIORAHHC ONPCIENICHHOTO daiina, BROCNEACTBUM, CONH HYXRHO HaiiperiTs
TOCTYM, MOCTATOYHO OIMHOA KOMAHME!, uTOSHl OTIIOWHTE Pa3pelienye AnA YL, H
Bee 500 nonbaoBatenel GOTBIIE He CMOTYT paBoTaTS ¢ daiinoM. Yo6Ho? Jaxe odeHs.
Ho TyT BOSRIKaET APyTas NPOGAeMa — & EciH NONBIORATENIO HYKIIO GHITh Cpasy B ABYX
rpynnax? CHoEa HATHIKAEMCH Ha GAPLED CTADOF CHCTeMb! npag Linux.

B OC Red [at Linux 5ce TO/»30RaTeH NPUIHCHBAICTCA K Kakofi-Tu6o rpymme, Ecmu
TIpH BBEJIEHHR HOBOU YUeTHOI 3aHCH Tpynna He ykaiaHa, To oHa GymeT coszana no
YMOYAHHEO MO HMCHCM [0;1630BATE/IA.

4.2.1. flo6asneHue rpynnst

JAng cO3NAHUA HOROH TPYTIDB! CIY*HT KOMAHA groupadd, CHHTAKCHE ee Takol

groupazd (-3 gid [-o]! |-x! |-f| wua
Tlocte HMEHH KOMAHIB! MOKHO YKa3bIBATS CIISYIONIHE N2paMeTPEL:

0 -3 gid— MACHTHOUKATOP IPyNmbl. TO HEOTPUUATEIBHOE YHC/IO, KOTOPOS JOMKHO
61T yHUKATHHO, ECTU BbI BRETH SHAUEHNE, KOTOPOE YIke MCTIDIE3YeTes B CHCTEME,
TO 18 HOPMATIbHOI OTPaGOTKY KOMaH/IB! HYXHO A0GaBUTH CILE M K104 —o. B Goxs-
HIMHCTBE CTy4aes wieHTMpEKATOp RooGINe He HyxHo yKammate. Torma cnctema
BO3BMET ePBOE CBOGOMHOE 3HAUEHNE, HAuMHAT ¢ 500;

0 —r — 3ToT KoY yKaz6IBAET HA HEOGXOMMOCTS COAHWA CHCTEMHOl rpyTIIEL. Hiner-
THHKATOPL! TAKMX TPYNI HAXOAATCS B AManazone ot 0 1o 499. Ecnu B ARHOM BUAC
He YKaiaHO 3HaveHNe MApAMETPA —g, To GyNeT BHGpaHO MepBoe CHOGOIHOE UHCHO,
MeHbluee 500;

0O -f — GnokMpyeT co3MaHHE TPYNN ¢ OAMHAKOBBLIMA WMeHaMH. Ecnmu ykasats oToT
KITO%, TO KOMAHIZ OTPaGOTacT, HO HOBAs FyMNa He COPMAPYCTSA, @ YAC CYIIcCT-
BYIOLIAA He GYAET OGHOBIATECA.

Ecii kakue-Tnf0 [apaMeTpsl He YKA3AHEL, TO CYIyT MCMONE30BATHCA 3HAUEHHS MO

YMOITI2HHIO. PacCMOTPHM TIPHMeps! COSIAHUS TPYTIT (TI0CHe 3HAKa # HIET KOMMeNTapH,

NOACHAKILKH PaGOTY KOMAHMBI):

#Ccamace rpynny testgroupl ¢ 1D mo yimmuaMm

qroupadd tessqroup!

4Commaze Tpymy testgroup? ¢ ID 506
groupadd -3 506 testgroup?

HCoamaT. Tpymay Lestgroupd ¢ cacicmnat ID L0 yMOTdEIA0
groupadd -r Zestgroup3
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Takum obpasom GynyT ckommpobas! Bec (aiinel w3 Katanora /home, Jata M3McHeHWs
KOTOPHIX [IOKE, 4CM Y JOKYMEHTOB H3 KaTanora /mm/resdisk.

13.5.2. far

Kormposats no ofsoMy (aiiny He odenb yroGro. lydine, KOTaa BCe HAXOIHTCA TOT O
Holf Kkpbumeit. B Linux ecTb yTHIATA tar, KoTopas coGHpaeT Bce (hailib B OIWH. STOT
TIPOUECE HA3KIBAOT APXUBAPOBAHHEM, HO BbI JIOIDKHbL YHHTHIBATh, HTO tar HE CKHMACT
(aitst. Ecnn Bl ofbexmmsete (aitnsl ofuiM pasepom B 2 MGaltT, To apxue Byner
HMeTS pazmep uyTs Gonbie (paavep BceX (aiioB TLUTFOC 3ar0MOBOK zar).

Tpennymtectso cEOPKM LETOTo KATATOMS B OAWH halT COCTONT B TOM, WTO MM MpOIIe
HOTOM YHUDAKISTE 1 CHKUMETS CHELMANIMSHPORIHHBIMM (IDOI PAMMAMH,

Jlna apxuBHPOBAIIKA, KAK MUUHMYM, HYZIIO BLITOIHATE KOMAIY:

tar of apus.tar xamsmer
3mecs y Hac 1Ba napameTpa:
O ¢ — yKasbiBaeT Ha HEOGXOIUMOCTE CO3NAHMS apXMBa;

0 £— nasHauaeT apxuBHBIH (A KM YCTPORCTBO. TI0 yMOTUAHAIO HCTIONBIYETCH YCT-
poficTro /dev/rmt0,

Htak, 11 apXHBHPOBAHAS KATATOra /hoMme BAIMONHACM CTEMYIOLIVEO KOMAHAY:

tar of backup.zar /zome

TIpy HCTIONIE30BAHMH TIAPAVIETPOB cf B APXHBE COXPAHAETCA ¥ MyTh K (afinam: Ecmu pac-
NaKOBaTh CO3AAHHEN HAMM aPXHB, TO B Pe3yNbTaTe B TEKYLIEM KaTatore SyAeT co3aHa
nanxa home, a B Heli yxe GyAyT pacTIONAraTECA BCe MONB3OBATETECKHME Karanory. Ha-
MpUMED, ecHM 3AYCTHTH KOMAHIy PA3APXHBMPOBRHUS B Katatore /home, To Mamkm
noTeaoBaTeNel okexyTcs B /home/home, a ecu HAXOAWTECA B /efc, TO MONHIOBATENH
yRIGAT CBON Karanory & fetcrhome.

UroGel 100UTECA MPABILIBHOTO PE3YNBTATA, HY)KHO MEpeiiTd B KOPEHb QMCKA M BBINOA-
HATH KOMAHITY Tam:

cd /

tar «E /home/backup. tar

B 1aHHOM Ci1ydae Mbl U3 KOPHEBOTO KaTaiora PasapXHBHPYeM PEePBHYIO KOIMI), KOTO-
pan maxomuica 3 aiine /home/backup tar.

TIoMUMO 3TOrO, 15 GPXUBHBIX OOEPALEHH MOTYT MPHTOATECH CEYIONIAE KIIOSM YTH-
TATHI tar:

O v— BHBCCTH Ha SKpaR HAGOPMAHIO OF APXHBNPYSMOM (VTH PACTIAKOBBIBASMOM)
& 2anHbT MomenT daitne;

1 2 — waiiTH ¥ 0BpAGOTATS IPH paCTIaKCBKE BZip-apXVESY;
1 p— PasapXHBHPOBATE BCI0 MHQOPMAIIAIO O BE30NACHOCTH;

O d— \uliTn OTAMYMA MEXULY APXMBOM H aiiiiaMy CHCTEMbL;
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NPOHIOUNIO, [OCRE HIMEHEHHS TEKCTA MPHBETCTBMA MOKHO YCTAHORHTH Ha aitmer
C UpARCTCTRAEY ATPAGYT +1, KOTOPBI TATIPELIAET TIOGHIE HIMEHENT:

chattr -i /stc/issue
chattr -i /etc/issue.net

Ho rnasuast npodnema — He GONTAHBOCTE, & OTCYTCTBHC GE30NACHOCTA. YTILTUTA Tepe-
JIaeT Bee KOMAHIE B OTKPHITOM Bujle, 63 mudpoBarud, EciH Xakepy yIacTcs Kakum-
G0 06pa3OM NepeXBaTHTE BAIIH MAKETE], TO OH CMOXET YBUIIETh HE TOJBKO BBITOTHAE-
MEIe BaMH KOMAHIBL, HO H IAPOJTH 10CTyNa.

5.1.5. r-xomaHast

B Linux ecTb Tak HA3BIBAEMBIE I-KOMAHBL! rlcgin, rzh, rop, rsyac, rdist. Mel He Gynem
WX PAcCMATPHBATE, IOTOMY HYTO BCE OHH CO3Ja0T GOIbIIMe OpoGIeMsl B Ge30maciocTH.
Ecu Telnet-xanenT mosiesen 11 TECTHPOBANHS CEPBHCOB, TO JTH KOMANIBI A BKTIOTHT
B 0630p TONLKO JIA TOTQ, YTOGLI BLI YAMKTH HX H3 CHCTEME], HCIUTFOUMB TEM CaMBIM
¢0B/Ia3H X MCTIONE3OBATE W BOMOXKHOCTE HX MPHMEHEHIA XAKEPOM.

Bce r-KOMAHIE! YCTapeITH U HeGE30Mackbl, TIOTOMY HTO TIO3BONAIOT MOIOHATHCS K CHC-
TeMe YIaNeHHO M IIPH 5TOM IepeatoT AaHHbIe 6e3 mMdpoRaHHA.

5.2. lWuppoeaxue

Bo BpeMena poskuenua VRTepHeTa M TepBBIX CETEBHIX MPOTOKONOB SUE HE 3aIyMBIRa-
nucs © GesonacHocTH. O Hel CTANH JYMaTh TONBKO TOTAa, KOFIA HAYANH MPOHCXOIMTH
PEATBHEIE B3TOME! H L&JTbIe BUPYCHEIE MHReMUH. OJHUM U3 caMbIX GOTBIIMX yITymeHuid
GBITO TO, YTC B GOMBIIMHCTBE IPOTOKOIOB JIAHIIEE [0 CETH MEPeIatOTCA B OTKPLITOM BH-
Zie, a CeTeBoe 0OOPYA0BAHHE NI03BONACT MPOCTYIIHBATD CETEBOH TPadHK.

B 10KanLiOH CeTH €CTL CBOM OCOBEHHOCTH. COCIMHCHUS MOTYT CCYIISCTRIATECA pas-
maaubMK criocofaMi. OT BRIGPAHHOTO THIIA TOTIONOTHMH CETH 3aBUCHT HCTIONB3YEMBIH
BHA Kaflens, pasbeM W MpUMensiemoe ofopyaoBanue. Tak, IpH TOAKITIONERAH 11O KOAKSH-
WILHOMY KaGesTio COSMHMHEHHE MOMKET OCYMIECTRIATECA N0 ABYM CXEMaM: HIM BCE KOM-
MBIOTepE! O6BEMHAOTCA HANPAMYIO B OfiHY ODUIYIO IIMHY, WM OHH COGIMISIOTCH B
KOJIBIIO, KOTAA KPAHHHE KOMITBIOTEPBI TOXE COSOMHEHBI MEXKTY c0BOf (PasHOBHIHOCTD
neporo eapuanta). IIpn Helodp3oBaHHE oOWIeH MIMHBI (pHe. 5.2) Bee KOMITBIOTEPEI
JOAKIIKOTEHET TIOCTTIORATENHO, H TIOCLIAEMETH TIAKET IPHXOINT KO BCeM KOMITRIOTEpas
CETH, 2 YCTAHORNICHHEIE Ka HWX CETEBEIC KAPTHl NIPOBEPAIOT AfIPECATA: €C/IH MakeT Ha-
TIpaBIeH KM, TO IPMHATH, HHAYE — IPOIYCTHTE.

Puc. 5.2. CxemMa COBANHEHUS KOMNbKTENOs "OBar Witka"
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®opmar (aiina oueHb IPOCT H COCTOHT BCCTO NHIlL H3 ABYX IMPEKTHB!

O User-agent: napamerp— B Ka4eCTEC NAPAMETPA MCPEAAETCA MMA NOUCKOROH CHCTG-
MBI, & KOTOPO#H OTHOCATOS 3arpeThl. TakHx 3anucelt B (aiing MOMKET GLITE HECKONLKO,
¥ K@KIAA BYIET ONACKIBATS CBOK TIOMCKOBYIO CHCTeMy. EC.TH 3alpeTst HoMmics 1eii-
CTBOBATH HA BCC TIOMCKOBHKW, TO AOCTSTOYHO YKA3aTh B Hauate Bailia AupeKTHBY
User-Agent C T2PAMETPOM 3BE3IOUKA (*);

O Disallow: supec — JaNpeIIaCT MHIEKCHPORATH ONPEIETEHHETH afpec, KOTOPBIH yKa-
JpiBaeTes oTnocHTenklo URL. Hanpumep, ecam Dbl XOTHTE OTKa3aTLCS OT HHIEKCa-
1wk cTpanin ¢ URL www.your_name.com/admin, T0 B Ka4ecTBe NAPaMeTPa Iyl
yxasams, /udnin. Kak RHITS, 5TOT anpec Geperca umeHo ws URL, a He ws sanci pe-
ANBHOM (aiiTIOBOH CHCTEMEI, TIOTOMY TO NOMCKOBAS CHCTEMA HE MOMET 3HATh MCTHH-
HO® NOJoXERNE haiiion Ha VCKe CepREpA i ONIEPHPYeT TOTbko axpecami URL.

Bor npumMep tafi1a robots.txt, koTopbift sanpelIacT KKASKCALMIO CTPAHML, RAXOALXCA IO
anpecam www.your_name.com/admtin i www.your_name.com/cgi_bin, 218 nioGLIX uil-
JIEKCHPYIOUIHX POGOTOR OMCKOBBIX CHCTEM:

User Agenz: *

Diszllow: /cgi-bin/
Disallow: /adwin/

JlauKble MpaBma 3APEIIAIOT HHACKCALMIO ¢ YUETOM noakaTatoros. Hanpusep, daitnet

110 dupecy www.your_name.com/cgi_bin/forum roxe ne Gyuy1 MHACKCHPOBRIBEA.
Creay1owmit MpUMeEp 3anpeIacT HILIEKCAUHIO CaiiTa BoBce:

Usco-Rgenti *
Diszllow

EcIii Ha BAWIEM calfTe €CTH KATATOr ¢ CEKPETHEIMH TAHHBIMM, TO CIIGAYET JaNPETHTS X
migexcanuo. Ho 510 e sonseTes sdGexTHBILIM METOIOM 3AUUTLL NOTOMY 4TO dafin
robots.tXt MOXeT ckauaTs MOBOH HKeNaloluii, a, 3HaUHT, ITO Aaie JTHLIHANA Pa3 yKaxeT,
¢ HCKaTs BaXAbIE Daiibl i I0KyMeRTs!. Tak uTO TSI Mera, saImrs — He Xpa-
HHTS HHUETO BAKHOTO HA OTKPEITLIX Ceprepa. JIyullie T 3TOO COYIABATE OTHENbHEIE
CaliThl, KOTOPLIE BYAYT ZOCTYIHBI TO:WKO ¢ ONPEASHEIHLIX [P-aapecos 1 ToIbKO ¢ A0c-
TYTIOM TI0 NapaTic.

7.9. Be3onacHOCTb NOAKNOUYEHUA

PAanHbIC TCXHONOTHA IPOCAYLIMBRHIA COTCBOMD TPadiKa B OCHORHOM HdCKTHRHR
B IOKWIBHEIX CETHX, HO XAKGPHL GOMBILG HOGAT HHTCPHCT-COCAHKCHNS, TIOTOMY HTO ICCH
MOHO RalTH GOMbLIE RKTEPECHOTO, 1 €CTh JIaseHia, (TOGE! Y AIIEHHO TPOBOHTE aTaky.

UYTO OMAcHOro MOMKET YBHAETE XaKep, Kora KIHEHT MPOCMATPHRAET CTPaHUIE! Ha BeG-
cepeepe? Mol kkapii Zeln BBOANM 1 BEG-CTPANMUAX KakMe-THEO Aanibie, MapomH,
HOMEPA KPEIUTHEIX KapT, ¥ MMEHHO 5T0 ABJIASTCA OCHORHOR LENEIO XaKepa.

Kax moxho, nanpamep, naxomacs 8 Epporne, nepexsatnts Tpadmk, koTopsii mpoxout
mesxay aByms ropogamu B CLLA? Ckopoe Becro, nakeTer 6yayT cACIOBATH N0 KaHANIM
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fmyorigin — $myhostname
Bmyorigin — $mydorain

Ofe CTPOKY 3aKOMMEHTHPORAHE! — OHH JIHIIb MPETAraloT BaM BHIGPATE TOT BAPHAHT,
KOTOPBIA Nyuine noaxoaut. Utor1 oaHy M3 CTPOK cAelaTh aKTHBHOM, DPOCTO youpaes
CHMBOJ KOMMEHTapUa # B avane cTpoxu. L[oce cHYBONa PaBeHCTBA BAET AUENHE, HO
IO e 3TO 38 MHTENCCHBIE SHAYEHMR, HAYUHAKIUICCR © CUMBONE /onapa? o tiepe-
menHble. Boe, UTO HauMHAETCS © JONNAPa, — 3TO TIePEMEHHBIE, M BEI MOKETE COZABATH
©coGCTBERHbIE IEPEMEHHbIE B ONPENENATE HM 3Ha4eHia. Haopumep, B crexyroweii ctpo-
K€ KO/Ia % CO3RaN NIEPEMEHHYI0 $s i teofflency CO SHAYEHHEM waw. flenov . info:

$siteofflenoy = www. flenov. info
Teneph NOCMOTPHM Ha IepeMeHHbIE, KOTOPEE MBI HEJABHO YBHIENM: $myhostrame M
Smydomain, ITo MMEHH yiKe MQXKHO TIOHSATS, UTO NepBas PaBHA UMEHH XOCTa, a BTOpas —

aomery. Tak 9TO e O3HAMAET MAPAMETP myor:igin? OH ONpeNelAeT, Kak ceprep GymeT
MPCACTABNATCA NPH PAGOTC ¢ APYTUMM CHCTEMAMH.

Crieftyioummii mapameTp — inet_irterfaces. C ero NOMOUIBIO MOXHO YKaZaTh HHTEP-
efice], ¢ KOTOPEIX HYI;IO OKHAATL NouTY. [10 YMOIANHIO CEpBep OXHMIACT UCLMA CO
BCEX AKTHBHBIX MHTEP(EHCOB, H NApavMeTp paBeH 3HaYeHmMO all. Ho wHora Heofixomu-
MO 3aNPETHTL Onpeaeelnpe numepdeiice.

TlapaMeTp ry-est inatjon ONPEETAET IOMEHDI, I KOTOPHX CEPBED NIPHHUMACT TTONTY.

8.7.1. TTcespoHUMLI

JIns HACTPOWMKM MCEBIOHAMOB CITYAMT daill aliases. B oTom daiine naxopsres 3amuck
BUa:

admin:  Toct

CrieBa OT IBOSTONMS CTOHT TICEBIOHKM (ATHAC), & CTIPABA MOYKHO YBIIETS MM FOTEI0-
Barensi. B gansom cioyyae ums admin ABISETCS ATMacoM A root — ApYTHMH CNIOBaMHE,
BCC MM, KOTOPBIC GyIyT MPUXOIHTS Ha uvA admin, cTaHYT aBTOMATIYCCKM Mcpechi-
TIaTECA HA SIIUK root.

HyHo uMeTs B Biy, w70 aliascs ABMACTCH KOHGHTYPALHORHBIM ¥ TOKCTOBHIM, & CCpBEp
HCTIONE3YeT GUHApHYIO Repewio aliases.db. Urtobel co3maTh s1ot db-tailr, HeoGxoaHMO
BEITONHATE KOMAHIY

postalias aliases

Ho u 370 ewe He Bee. HaMeBeHUA BCTYIAT B CHY HE CPasy, a TOMBKO MO MPOLIECTBHH
KAKOTO-TO Bpemeni. ECTH 86l TOPOTNTECH H XOTHTE [ONYWHTS PE3YITHTAT HEMELIGHHO,
MOKHO MEPE3AMYCTHTE Cepuep. ITo MOMOTAET BCeraa. 110 HeyXeH 110cie KKAOTO H3-
MEHEHA HYXKHO MIepesallycKaTh nporpaMmy? Koseuno ke, HeT, 3T0 He camoe JIydllies
petlieHHe, OTOMY HTO ECTH CHIOCOB TPOLIIE — BLIOAHKTE CETYIOUYIO KOMAHITY:

postfix reload
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JOMKHBL HCNOTB30BATECA B cHCTCMC. COOTBCTCTBYIOIIHE [OPT OTKPBIBACT (IPOTpaMMa
Klaxan, i ecnu KT0-T0 06PaTWIC K TAKOMY [IOPTY, TO 3T0, CKOpe# BCEro, CKaHHpOBaHHE
M JaKe NOTHITKE B30Ma, [TPOCTO Tak HA HEUCTIONE3YEMEIA TIOPT HKKTO MOAKIKOMATESA
He Gyder.

Taxoft METOR XOpOIl TeM, uTO, HAPHUMEP, CepBHC reXec (YJATEHHOE BLIMOMHEHHE KO-
MaHI) He Hy)}eH NOTb30BATENAM, W €T0 OUeHb YacTO HIIYT XaKepbl AUTA MPOHHKHOBEHHS
B cucteMy. Ecin © onpeacneinioro agpeca Suna nonuitka (Mycts M Heyaawnan) ofpa-
TUTBCA K FEXec, MOIKKD BIATh Ha 3aMETKY STOT 27pec  YIENATh eMy GObLIE BHHMAHMS.

A1 pexomennyio ycrasosnTs Klaxon B cucTeme He Gotee uem Ha 2-3 cepeHca, NOTOMY
YTO CTMIIKOM BONBIICE KOMHYECTBO OTKPHITEIX TIOPTOB BLI30BET MOTOIPEHHE Y BITOM-
iptica. TIPOCTO 319 NOPTHL AONAHET BbITh 3AMARIHBLIMK, T. €. IPHHALIENETS K OTYIAD-
Hm ceparcant. K Tomy xe, e Klaxon BoskMeT Ha oemyxupanue Somee 5 Mopros, To
MHOTOKPATHOE CKAHUPOBAHHE OTHMMET JHITHHE PECYPChl CHCTEMBL ITO CORIACT Npelt-
TIOCBLITKH JUIS TIPOBENEHNAS YCMEUIHON aTAKA Ha OTKa3 OT 0BCTYKHBaHUA.

12.4.2. PortSentry

3ra mporpaMma GBa  Hanucawa Kommammeli Psionic, HO cefivac  cchimka
WWW.DSIOnIC.cOm BeIeT Ha OIMH W3 Pa3fencs koMmanmi Cisco, W YTHINTH Tam yike
uer. Ho B MniTepuete oua ele 0CTanace, H NONILIA HCXOAHEIA KOA €6 MOXHO B3ATE ¢
caiita sourceforge.net/projects/sentrytools.

[lockonpky nporpaMva NOCTARIAETCS B UCXOQHLIX KOAX, I €€ VCTAHOBKH Tpebyertes pac-
MaKOBKA APXHBA H KOMIAIAUKA. T YIKE 118 JOJAUIO BLI3bIBATE ¥ BAC NpoGieM.

JIna pazapXUBUPOBAHHA BHIMOIHAEM KOMAHTY:

tar xzvi portsectry-1.2.tar.gz

B mocm cayuae cosiancs karaaor portsentry_beta, ¥ sac 910 nMa Moxer Gbris apyrum,
CCIM ECPCHS MPOIPAMMBL M3MCHMTCA K MOMCHTY Bbixoia khuru. Hma karanora Gyer
BUIHO B NIPOLIECCS Pa3sapXMRMPOBAHMA, T. K. IPOFPaMMa tar 0ToGpamKaeT Ha KpaKe Clu-
coK hafnos B BUIE xaTanor /md dakima.

TMepefinuTe B CO3MAHHBIN KATATOr ¢ HCXOJHBIMU KOAAMH, WTOGH! BEIIONHATE KOMAHIbI
B HeM:

cd portsentry beta
Tenepb 1orogopuM 0 komiamsLku. TTporpamvia PoriSeniry RaMcana YHUREPCAILHO U
Moxer paGoTaTh B pasusix UNIX-TONOBHBIX CHCTeMax — moMUMO Linux sTo Moer

65rTe Solaris, FreeBSD, OpenBSD 1 T. 1. [IpH KOMIWARUNH Bl JOMKHEI ABIIO YKG3aTE,
Kaxas OC y wac yeTaHomneHa:

make Licux
Tlpn ycTaHOBKE TO YMONYAaHHIO GAfUTel TIPOFPaMMBI  KOITHPYIOTCA B KaTtafor

Just/local/psionic, 10 5THM MoHO ynpasnaTs, ecnu B daitne makefile noMensTs, napa-
MeTP INSTALLOL2. EITH Bce YCTPaHBaeT, T BHINOIHAeM KOMaHAY:

make irstall
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PaccMOTpHM MpHMEP TOTO, KAK 3NMOYMBIILIEHAWK MOXET HCTIONE30BATH KOPOTKHE MMEHA

B CBOHX UEJISX HA IIPUMCPE KOMAHIBI 15

1. Xakep COIEET B KAKOM-TMGO KaTaoTe (HANpHMED, & ofiEweTyHOM /tmp) daiin
CTAKIM e HMEHEM, KAK M Y ATAKYCMOR IPOrPaMMAL

2. B 370T (aitn XaKep 3aMHCHBACT CTICHAPHH, KOTOPEMH ARITONHAET HEOGXORAMEIE MY
AeHCTRIN.

3. B nepeMeHHYI0 OKpYKEHMA PALH N0GABIETCH MYTh K YTOMY KATATOTY.

Haupime, & daiin momer G5Ts saimcan Creayronmi Ko

#1/bin/sh

# Umenden npapa NoCTyna K dakiam /etc/passwc u /etc/shadow

chmod 777 Jetc/pesswd > /dev/mull

chmod 't /7 /etc/shadow > /dev/muli

4 Buromisen nporpamy s

exec /bin/ls "50"

B f1aHHOM NpuUMeEpe BEINOIHASTCA BCETC TPH KOMAHALL. IlepBble [Be HIMEHAIOT TPaBa

moctyna K dainam /etc/passwd u /ete/shadow Tak, uroGei M:060H MOMBE30BATEN CMOT HX

tpoun e, TIpH 370M RCe COOBUIEAAR, KOTOPLIE MOIYT ROSHHKHYTE RO RDCMS BRUIOING-

HUA KOMAH,, HANPARIAKITCY KA HYNICROC YCTPOMCTBO /dev/null, 4106H otm He oToBpaKa-

et 11a dkpake. [[ocne ITOTO BLIMOIIBIETCA CUCTEMHAS KOMAH/IA 1s U3 KATATOTa bir.

‘Tenepb ycTaNaBIUBaeM IPOrPaMMe IpaBa, KOTOPbIE IIO3ROIAT BBIIONHATH €€ NoGoMy
TOE30BATE

climord 717 /Anp/ s

Jloxaiuit daiin roror. Tenepb HEOBXOIMMO CAENATE Tak, ¥TOGH OH BHTONIMICA BMECTO
CHCTEMHOM KOMAHIBI 1s. [l 9TOTO A0CTATOWHO JOGABHTE KATANOT /mp B CAMOE HAYANO
CHCTEMHOH TIBpEMEHHOM OKpYseHHs FATE. BCTH Teneph KTO-To 3aIyCTHT KOMaHTy Ls 6e3
YKa3aHUA TIOJTROTO TYTH, TO BEITIONHATCSA HALl CLUSHAPHH, KOTOPBIH MOTLITACTCA H3ME-
HHTH [paBa J0CTyia Ha (alinel napo.ei. ECM y MOBbI0BATENR, BHINCAHHBINETO KOMAH-
2y, XRATHT TITHOMOUMIE 418 H3MCHCHMA IPAB, TO MOKHO CUHTATE, YTO CHCTCMA B3IIO-
Mana.

CrieauTe 32 CONEPHUMBIM CHCTEMHOR ITEPEMEHHON OKPYKEHMA PATE, ITODBI &€ HUKTO He

MAMEHUIL.

14.7.5. [osepeHHuie xocTul

B daitne .rhosts MOxHO NpomMcaTh aIpeca KOMILIOTEPCB, KOTOPBIM BhI AoBepsete. 110:15-
30BATENN ITHX KOMMBIOTEPOB CMOTYT TONKITIOHATECA K cepBepy Oed ayTeHTHOWKAHR
© HOMOIIBIO TAKHX TIPOCPAMM, Kax telnet wmm ftp.

Mbi y2e CTONBKO pa3 TOBOPHIH O (e30MaCHOCTH, WTO HETPYAHO JOTanarses, YTo Xakep
MOXKET MOMIeNaTh anpec oTnpasuTeld. Ecni emy yfacTes 310 cienaTe, TO Baly cepep
DPEBPATHTCA B MPOXOMHOM ABOP.
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(QBpatHTe BHIMaHNE, UTC B 3TOM CIyuae yKasauHbli IP-anpec cocTOMT M3 Tpex OKTe-
TOR, PA3\CHIEHHbIX TOUKAMM, & He HeTHIPeX, NIpaBia, MOCHe TPETBEro YHCIa yKashiBaeTes
TOUKA.

JI18 I0AHOrD 3ATIPETA OCTYTIA HEOBXOMMMO YKA3ATh B KOHQUIYPAUMOHHOM dpaiine crie-
IYEOWYIO CTPOKY:

no_access 0.C.0.0

Teneph 10CMOTPHM, Kak MOKHO NPEIOCTARMATS AOCTYT C NMOMOIIBIO JAPSKTHBLL
only_frem OHa yA0GHA TeM, UTO W3HAYAIBHO JANPEUIAET BCE, KPOME YKA3aHHBIX B Kaue-

CTBe MapameTpa anpecos. llomyuaerca, 4To Mbl HEACTBYeM OT 3anpera. YKasas aTy
KomMaHzy Gez napameTpa, Ml BOOGLIC 3aIPCTHM JOCTYIL:

only frem =

A PeKOMEHIYI0 BKNIOYHTE 3Ty CTPOKY B OCHOBHOM KOHGMIypauwoHHLIE daitn
Jete/xinerd.conl, a MOTOM 18 KAXIOTO OTENLEOTO CePBUCA B €T0 COBCTARHHOM KOH(M-
TypauuonHoM daiiie nponucars paspomcHus. Hanpumep, jlaalite oTKpoem mOCTym
¢ ampecor 192.168.1.2 n 192.168.1.19. /Ina aroro noGagascy B KOHGMIYPALMORHEIR
alin cremyIoUIyIo CTPOKY:

only_frem = 192.168.1.2 192.168.2.19

MoskHO pazpeInath JOCTYT HeJBIM CETAM:

only_frem = 192.168.1.

A uTO cenm BeeH CCTH pAspellieH AOCTYIL, 8 KOMIBIOTEpY ¢ HoMepoM 1 sanpemed?
B 3TOM ClTyuae MOIKHO NPOTIHCATH CICAYIOLIAGE ARE CTPOKH:

no_sccess = 192.163.1.1
only_from = 192.163.1.

3anper umeeT CoMbLIKi TIPHOPHTET, H JIaXe HECMOTPS Ha TO, UTO Y CETH €CTh paspeiue-
HHe, KOMMNBIOTCP M3 3TOM ceTi ¢ HomepoM 192.168.1.1 noAKTIOUNTESA HE CMOXKET,

Tenepb paccMOTPHM, KaK MOXKHO 3371aTh Bpems docTyna. Ecv el 1acTpausaete ceppep,
korophiii SyseT paGoraTe B odHCe KOMITAHAM, TO BIIONIHE JOTHYHBIM GYICT paspeLlurs
NOIKTIOUERNE K HEMY TOJBKO B paGouee Bpema. Hanpumep, crieyrowas CTpoka aenaet
CepBUCHE AOCTYNHLIMH TONEKO ¢ 8:00 mo 18:00:

accass_tire - 8:00-18:

B nanHoM ciyuse 5 61 yBeAHUI BTOPAC 3HAUCHHC 10 19:00, N0TOMY HTO COTPYTHHKM
4ACTO 3ATEPKNBAIOTCH Ha PABOT, 1 HE XOUETCH, MTOBb! OHM /IEPFATH MEHA KAAIbLI JICHN
Mn3-33 JOCTyna,

Dykuny 0GeceueHHS Ge30MACHOCTH, BCTPOSHHEIE B cepauc Xinetd, ynoBust u oS1aatt
ZOCTATOMIO MOMWNILIMY BOSMOMHOCTAMH, XOTA M AYGIMPYIOT MpaBa 10CTYDA, KOTOble
MOXHO HacTpausath i3 daiios fetc/hosts.allow u fetc/hosts.deny. Mite Gonpie HpapHTC
JAHMMETEGH HACTPONKO (E30MACHOCTY C TIOMOIIBHO KOHATYPALVOHHBIX (ailioB copBHTa
xinetd, noToMy YTO MapaMeTPe! TOCTYNa XPaHATCA B TeX daiitaX, Ha KOTOPbIE OHU RITHAIOT.
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palin NeCTBHTENEHO MOMKET TIOMOYE B YIIPABIEHHH, MIOTOMY 4TO NPana B OTAETEHOM
<aiine GymyT BHIAE! kKak HA TATOHH;

3 KoMMeRTUpYitTe Bee BamTH AeHCTBIA, MHOMME HACTPOHKN He MSMERSIOTCK TORaMH, H
yike uepes OAroMia TPYAHO BCMOMHHUT, 3a4eM BEI YCTAHOBHIN OTIPEIENeHHYIO JH-
pektupy. Hampumep, BEI 38TPeTHI JOCTYM JUIN BCeX 0MBI0BATENEH K KAKOMY-THBO
KATAOTY, KOTOpbIf BPSMEHHO HCNIONL3OBANCH s TECTHPOBAIMA Clelapues. Yepes
KaK0e-TO BPeMA BbI MOKeTe 3a0bITh 00 5TOM M CAYHailio OTKPLIT AOCTYN K CLEHAPH-
M, KOTOpHIE HE GEUIH MOTHOCTHH0 OTZAKEHE! M MOTYT CTATH NPHWHOH BITOMa FH
KPYIICHTIS CHCTEMEL,

ECiu Bbl NOCHICA0BATH UEPREIM JAYM DEKOMEH/IAIMAM, TO HYHKHO BKIIOHHTh 3TH (aiint
.htaccess B OCHORHOH (adiT IPH MOMOUTH AWPEKTHBL Include — HanpuMep:

Include /etc/httpd/conf/access.conf.
TIPH 510M GLOMT 1PORGPHTh, 10 TaK&S /MPEKTH HE RKIONCHA R DT 110 YMO:1HAHUK),

YoM ya06HEe YIPaBIATH GCI0MAcHOCTEI CEPBCPE, TEM MEHbILIE OUIHBOK Bl COBEPLIMTE.
ECIHf Bee apaMeTphl XOPOIID BUIHEL, @ NONPOGHEIE KOMMEHTADUH HATOMUHAIOT PaM
0 HA3HAYCHUM CIENAHHBIX HACTPOEK, YOpasneHue Gyier ynodnee. Tako# momxon x ai-
MAHHCTPHPOBAHHIO TAIOKE [OMOAKET ONEPATHBHO PELIATS BOIHUKAIOLME npodaembl. A,
KAK WIBCCTHO, B HOMHC AIMHHUCTPATODUB M XAKEPOB MOGEMKAACT TOT, KTO GONbIIE THACT,
UmeeT GonBiLe OnbiTa i ShicTpee pearupyer. [locneHee ONERE BUKHO

TleHTpATIIOBARAOE XPAREHHE OPAB OCTYNIA B KOAGUIYPALHOHHLLX (afiiax neG-cepacpa
TIPEEMIIEVO TOJTBKO Ha HeGOTBLINX cafftax. Korna paGoTaeT COTHA BHPTYANBHEIX CEpRe-
POB, TO TaKHe OTMCARMA CTAHOBATCS CIUITKOM IPOMOIIKHML.

Tl GobIImX calTOB 5 PEKOMERJIYED OMUCHIBATE B KOHMATYPALMOKHLIX daiinax cepepa
TONEKO OOIIHE MPaBWTA, KOTOPRIE 3aTPATHBAXOT CPa3y HECKONLKO KATANOros, D70 Bo3-
MOJKHO, TIOTOMY 4TO IPH YKASAHUN ITyTH K KATATIOFY MOXKHO HCTIONB30BATH PCrYMAPHEIC
eripaenys. [Ippueedy npuMep, KOTOPLIH ONPEIe/IAeT MpapHila A1 BCEr, YTO HAXOAMTC
B Katanore /home:

<Directory /home/* >
Allewoverride Filelnfo Authlznfiy Limit
Options Maltiviews Indexes Sym.inkslfOwnertatch includesNoExec
<Limit GET BOST OPTTONS PROPFTNG>
oOrder allow,deny
Allew from all
</Limit>
<LirdtExcept GET ECST CPTIONS PROPFIND>
Order deny,allow
Deny frem all
</LimitExcept>

</Tizeclory>

C MOMOIMIBIO TAKMX PETYJAPHLIX BRIDAUAEHMH yAO0OHO cosgapath ofimve mpasuna mis
pasIMMHEX KaTanoros. Hanpumcp, coid YKaTh B KAWECTBE KATANOTA 3HAYEHUE
/heme/*/pulic_stml, TO BCE kKaTanorn public_htm! B katatore /home u 1r06om ero nox-
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unTephelic 1o CO3IAN MPOTPAMMHO (PEATEHO HE CYINECTRYT), ¥ HErO HE MOXET GbITh
annapaTHoro aapeca.

3.6.3. MameHeHne NapameTpos ceTesoro MoAKM-oYeHUs

C HOMOLIBIO KOMAHIBI iLcontiy MOXHO HE TONbKO NPOCMATPHBATE NIAPAMETPLI COTCRRIX
NOAKIIOUeNHiE, 110 ¥ U3MEIMTL WX. Jl1A 9Toro nporpaMMe IyKiHo yKa3aTek JBa apryMenTa:

(3 ceTenoil HTepdelic, TaPaMETPEL KGTOPONO HYIKHO HIMEHHTS;
O HOBEIC ITAPAMETPEL
O6WHE BHI KOMAHIBI BHILIAINT TAIC

ifconfig ethX mapaversa
PaccMOTPUM HEKOTOpEIE 3HaYeHHA BTOPOTO apryMeHTa:

O Gown — ocTaroBuTs uHTepheiic. Hanpumep, 1 sagepmenns paGoTsr ceTeBoit KapTs!
eth0 BHITIONHATE KOMAHIY ifsonfig ethd down. LM moche aToro HCMOMHMTE AUPEK-
THBY ifconfig GC3 TApaMCTPOB, TO B PC3YJIBTHPYIOUICM CITHCKC CCTCBOTO HHTEpdciica
Lo He ByJeT BHIHO;

O up — BRTOUUTS, MHTepelic, ecm on Gt ocTanonsten. Hampumep, ecnu Bsl XoTHTE
BOCCTAHOBHTL PaGOTY ceTeBol KAPTBI etk0, BBINONHHTE KOMAHIY ifconfig ethd up

O IP-agpec — eou BEI XOTHTS HIMCHMTH IP-ampec, TO YK&KHTE €0 HOBOC 3HAUC-
HUC B KAuCCIBC mapamcTpa. Hanpumep, ecim HyHO NOMCHATh TCKyWmi agpec
Ha 192.168.77.3, To BHIMONBATE KOMaHAy ifconfig eth0 192.168.77.3. MOXEO
ONHOBPEMERHO H3MEHHTb H MacKy ceTH. [ 3TOro BEINOJHSEM JMpEKTHBY
ifeeafig sth) 192.168.77.3 netwask 255.235.0.0. 34cCh DOCIE KIOMCRATO CIOBA
neluask MOKA3AHA HOBAA MAcKa CETH.

Eo/u B MOMEHT HaMeHSHWs aapeca ceteBoll uHTepdieiic OTITIOYEH, TO €MD MOKHO

Cpasy e JaNyCTHTh KOMAILIOM iScorfig ethd 152.1€8.77.2 netrask 255.255.0.0 up
3TO OCHOBHBIC BO3MOXKHOCTH IIPOIPAMMBI ifconfig, ¢ KOTOPHIMH BaM MPMACTCH CTATKH-
BaThCA B peanbHOH Hu3HA, Boaee NOApoBHYI0 HHGOPVALVID MOKHO TIONYHATS, BHIO)-
1MB KOMAHAY man ifconlig.

3.6.4. Basossle HacTpoiikn ce™

C NOMOWIBIO KOMAHIB hostname MOXKHO MPOCMOTPETE UMA KOMIBIOTepa (XocTa). Ber-
HOUHKTE 5Ty KOMAHTY, W TIepe;l BAMM TIOABUTCH MM, KOTOPOE BT 33T BO BREMA YCTa-
HoRicn. UTo0s! MRMEHNTS €10, HY>kHO YKAATE HOBOE HMA B kauecTae mapaverpa. Hanpn-
Mep, CASMYIONAs KOMAH/IA YCTAHABIMBAET HMS XOCTA B SHAYEHHE server:

hostnane server

OcHOBHBIE HACTPOAKN CSTH Haxomares B daiite /etc/sysconfig/network, Jlasaitre mo-
CMOTPHM Ha €ro ConepiKnMoe:

cal jole/sysconsin/notwark
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EcmM B CETH HECKONBKD MAPIIPYTH3ATOPOB, TO TAPAMETP MOIKHO BIJFOUMTE, YTOOL!
PAcMPeaenTs HAMPY3KY MEXCTY HHMM H [i¢ NLITATHCA NPONYCKATh BECh TPaHK Hepes
OCHOBHOM IITIOS;

O net.ipvi.conf. *.accept_source_route — [03BOIHTS IPUHHMATE NAKETHl C MAPIIPY-
Tu3alueli OT HCTOUHNKA, B paso. 14.7.2 MBI elte 06eyINM 3TOT BOTIPOC, a cefiuac He-
OBXOMIMO THATS, HTO TAKME NAKETES MOTYT CTATE IPHURHOM OXOIA BANIEIO CETEROTO
KpaHa. 3aMPCTHTC STOT Hapamerp;

O net.ip_always defrag— de(parMeHTHPOBATE BCE MPHNOAIIIME NnaKeTsl. Tak yi rio-
BeNock, UTO CeTeBoit JKPaH MPOBEPAET TONBKO TIEPBHIA TAKET, 4 BCe OCTATBHEIE CHH-
TaeT paipelreHHEIMUI. XaKkep MOKET 060HTH ceTeBoii 3kpaH, npuberas k pastuexe no-
CLUTIA Ha 9acTH (M. pazd. 14.7.1). Bel YETAHOBHTL 3TOT napaveTp, T Bee BXOA-
LiHe MaKeTe! GyfyT AebpArMEHTHPOBAHbL, i OBXOM CETEROTO KPAHA HTHM METOZIOM
CTAHET 1eBOSMONHbIM;

O net.ipvd.iofrag_low_thresh — OMPEIETACT MHHUMAIBHBIA 0GbEM NAMIIH, KOTOPbIH
Brzenser OC s c6OpKH hpareHTPOBAHHEIX NAKeToR. UeM GONBLIS 5TO 3HadeHue,
TeM MeHblle YT MANUMYISUMEA 0 BbIIEEHHIO MamMaTH. [0 yMONaHMIO HCTOML-
ayeTed uncno 196 608, Ciirmkom GO)BLIOE SHAYCHUE OTHAMET JIMILHKIO VSIS W
MOXET NPHBECTH K 3diheKTy, IpH KOTOPOM T 0BpaGOTKH TAHHBIX HE XBATHT Pecyp-
0B cepepa. 31 611 OCTABIII JHAYENIHE TI0 YMOITIAHHIO;

O net.ipvi.ipfrag_higr thrash — OMNpPenenseT MaKCHMANBHOE KOJIHUECTBO TIAMATH
(o ymonmarmo 262 144), Bbigensemoe A cOOPKH (PATMEHTHPOBAHHLIX NAKETOB.
Ecsin 3nauenmne npesbimeno, To OC HawnHacT oT0packiBaTh MakcThl, XaKCP MOXKET
MOTILITATECA 3aKUAATE cepBep GONBIIHM KONMUECTBOM MYCOPHBIX COOBIMISHMI, HO
cepeep Gonbiue He GyeT pearpoBaTh Ha GparMeHTaIuio;

T net.ipvd.ipfrag_tire — ONPENENseT BPEMS XpaHeHUs (parMeHTHpPOBAHHBIX TTAKe-
ToR B Kome. [To yMOTIaHMIO HCTIOB2yeTCs 3Hauenpe 30 cekyH. DTo OYeHb MHOTQ, 22
5TO BpeMs Xakep cMoxeT 3a0pocaTh Beck K3l B criyuae aTaky Ha cHCTeMy cnegyeT
HOHMIHTS 10 SHaseHuE 10 20,210 W 0 10 cekyn;

3 rnet.ipvé..cp_syacookies — NPOJODKAA Temy 3ammThi 0T DoS, 1 pexomenzyro
BKJTFOYMTA 3TOT MapaMeTp, YToGel sammrutbea ot atam SYN Flood, npu xoropoii ha
CepBep HANPABTAETCH GOTBIIOE KOMIGECTBO TAKETOB ¢ 3ATPOCOM Ha COeHHerHe. Xa-
Kep YCTalaBIBaeT B NAKETax JOKIBI 05paTHbliA aJpec, K CepBep ORKINAET COemn-
HOHHA OT HOGYNICCTBYIONIHK WA AHHCTO HC TIORC3POBAIOUIMX KOMIBIOTCPOR, TakHm
0BPAIOM, TENKo NPEBLILIAETCA MAKCHMATTBHO JZOTYCTHMOE KONMSECTEO TIOKTIONEHHI,

[TapaneTPoB A7PA OYeHb MHOTO, H PACCMATPHEATE BCE MbI He GyieM. B TpHEInDe, BClo
1e0BX0NMYIO HIOPMALKIO MONHO YIHATS U3 AOKYMEHTAIH.

14.6.2. TrowmHr HDD

Jonroc Bpema B OC Linux Ans 100Tyna K )ecTKOMY AACKy ObLla OTKAKOUCHE Ia%E N0/~
nepixka DMA (Direct Memory Access, NpAMOE I0CTYN K MaMsTH), XOTS I78 BOIMOX-
HOCTh CYNIECTEYEN NOYTH HO HOEX METEPUHCKUX (LIAIAX EINE GO BPEMEH 1P KOMITb-
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¢ Hactpoiixa Web-, FTP-, DNS-, DHCP-
M TIOYTOBOTO CepRepa

+ Linux-cepep & Windows-cetn,
BHPTYanbHELe vacTHERE cets (VPN)

* Hactpoiixa Gparamaypa iptables

*»  Cucrema xorTposs gocryna Tomoyo

paiassssiied |« CpeiicTsa PescPBHOTO KOMUPORANHA

renin g remastersys, Clonezilla, Linux Live

+ ITpoxcu-cepeep Squid i SquidGuard
* Saimra cephepa

Kura paccusTana Ha WHPOKUH KPYT YWTaTench, 0T oGbIHHMX AOAB30RATENREH 10 anMu-
HuCTpaTepon Linux. B Heil omncaHk: ofinee yeTpoficTBo LinuxX u OCHOBSbIC MPHHIHITA
paboThl ¢ aTOH omepalHORHOR cHeTeMoN, OCHOBHAA OPWCHTAINS KRUTH — CEPBEPHOE
npumeneime Linux. C 310ff 103MuM1 pacemarpagercs HeeTpoiika Web-, FTT-, DNS-,
DUCP-, ro4ToBoro Ceprepd, cepaepa 623 AGHIBIX H HACTPOSKA APYTHX BHAOR COPASPOR.
Onuaxo wuura SyneT nonessa i OOITHBIM TOMLz0BaTENAM Linux, Bejlh B Hell 1eTansHo
pa3dupaerca HacTPOliKa ONEPAIMOHKOH CACTEME, 4Era HUOTIA HeT B OORYHBIY, «01b-
FOHATELCKHK PYKOBOACIBAX.

Tpesbe H318HUE CYIICCTBEHHO AOROMHEHO HOBEIM MATCPHAOM; PACCMATPUBACTCH INCT-
pubyrss openSUSE, mpuBogurcs paciiupeHnoe onscanue Gpangmayspa iptables, ma-
CTPOiiKa CETH TIPONIBOMTCH HE TANRKO C MOMONTEO TPAPHISCKNR KOHQHIYPATONOK, HO
1 ¢ TOMOMILKY KOUPHIYPAHOHHEIX (BAHI0B CHCTEMBI, PICCMOTPRHE CPCHCTBE PEICPRIO-
TO KonKHpopatua remastersys, Clonezilla, Linux Live.

Komscnueno Tenne HuKoTaemms, MiAcHep-TPOTPAUMUCT A CHCTEMHbL AZMMIHCTPATOP
Vmeet GoraTuif OuuT paBoTLs B oMepaumounol cetene Linux, Antop Goee 40 s Komisio-
TepHoli TeMaTHK, B TaM aucne «ljaux. OT HOBHIKA K TpOdeCCHORaTY, «LinuX Ka HOVITYKOH,
«Casoyuureis Linux openSUSE 1125, «Cepaeproe apitencusie Linuxy. «Cawoystens cue-

ToMHOTO aaNMHCTpEOpa Linuxs i zp.
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JIns co3AHMS TAKMX CCHUTOK MCTIONB3YETCS KOMAHMA lr, KOTOPAS HMEET CIeXyurHi
BHA:

1n ms_paiina ms_coavmon
B OTBCT Ha 370 (POrPAMMA COIACT XECTKYIO CCBUIKY © MMCHTM man_commkw, KOTOAA
BYeT yKazhiBaTe Ha Te 3e Jalmbie, 910 H Gaiin :ma_gaitna.

YTOBE! 112 TIPAKTHKE NIPOBEPHTE BCE, YTO YTBEPAIACTCA JaNce, CO3AANTE B CBOEH CUCTE-
wme dhaitrr 1.txt. JITH 3TOT0 MOXHO BBINONHATE KOMAHIY:

cat > l.txt

Haskmure knanmaty <Enfer>, BEITS HECKOABKO CIPOK TEKCIA W HAHMKTE KOMBHHALMIO
wrasmm <Ctrl>+<D>. Teneps y Bac ecTh HEOGXOIHUMEI (alin AH TeCTHPOBAHUSA.

Cozmaiite o1a daibla 11Xt KECTRYIO CCRUIKY. T8 3TOTO BRIIONHUTE CISTYIOUIYIO
KOMaRny:
In 1.txt Link.txt

C mOMOUBIO KOMAHABL ca= “ink.txt BRIREIWTE HA 3KpaH cofiepxkumoe daiina link.txt i
y6ennTech, MTO OHO MASHTMMHO cTPokaM B |.txt, Temeph BEINONHATE KOMAHAY 15 -il,
4TOBHI IPOCMOTPETS COTEpAIMOE KaTalora. B CITHCKe hatton TOIKHEI GHITS Be CTPOK:
913621 -Tw-r--r-- 2 reot  root 0 Fek 22 12:13 1.txt

913021 -Tw-r—r-- 2 roct  root 0 Feb 22 12:19 link.tat

O6patite BHAMAHKS, YTO NCPRAA KOJOHKA, B KOTOPOH HAXOIATCS ACCKPHITOPAL jin
oBoux (aiinos, CONEpHKAT OAHHAKOBLIC SHAYEHHA. B TpeTheft KOMOHKE CTOMT WMCNO 2,
HTO COROPHT O HAJIMYMM JBYX CCBLIOK HA ABHHBIE.

Tereph MOMPOGYeM HIMEHHTS COTEPAKIMOE TOBOro 12 3THX dhaiinion. JUIs 3TOro BBINON-
HUM CEIYIOMNE KOMRHABL

1s > link.txt
cat l.zst

B nepuoki ¢Tpoke MBI coxpanseM B dafie link.txt pesynetat paGoTs KOMaHmEL 1s (pe-
3YMLTAT OTOGPAKCHAA COTEPKAMOTD KaTaiora), a BTOPai — OTOGPAKACT JOKYMCHT
1txt. YBeauTecs, 4To colepikumoe 06oux dalinos HIMEHIIOCH, HO TAHHKIE B HUIX 3aITH-
CaHBl OAHHAKOBBIE.

JiasaiiTe nonpoGyem yiawTs daiin 1.ixt W MOCMOTPETS Ha KATAZOT H COREpHAMOe hak-
s link txt. J{s 3TOCO BRTNOAHHTE CACAYIOLIAC KOMAHB:

rm l.txt

-

cat link.txt

@aii1 |.txt GyneT ynauHo yaaneH. A BOT comepicHMOe jkecTkoH cesutku tink bt wukysa
He nereres. To ecTh JaHHBIE HA AMCKe He GBUTM YHHUTOXEHE], 4 HCYEIO TOIBKO HMS
1.txt. OBpaTure BHMMANHC, ¥TO y aiina Hik.tx SHAUCHMC CUCTUMKA CCBLIOK B TPETsER
KOAOHKE YMCHEIIHIOCk 10 ¢THHHUIIBI.
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THIOK. S He OyAy 1aTparHBath PEryJADHEIE BRIPKSHWS, TIOTOMY YTO 3TO TEMa CTOMb
BestKa, HTO TPEGYeT OTAENBOM KHUTY.

Tpu GopeGe ¢ Gannepamu GyTsTe TOTOBB Kk TOMY, 4TO "oGpesaHue” He BCerda MoMora-
T, — BCIUTHIBAIOMME OKHA MOTYT CIIOBA HOABMTLCA Hepe3 ONpeiesiennoe Bpems. DTo
CBA3AHO C TeM, YTO Galliepsl  NPOCTO peKiiaMa, H [03BOASIOT 3apaGaThiBaTh JEHBIM A
cymecTeoBaAHe cafita. Ocobo onapeHHble ATMUHHCTPATOPB HINYT MOGEIE BOIMOMNHBIE
TYTH T4 TOFO, 9TOGHI BAITA CHCTEMA HE CMOTTA H3BasuTRCA O1 pekmamsr. [l1s aToro no-
CTOSHHO H3MERTIOTCA aNIpeca, UTOBEI perynapHoe BEIPOKEHNS He cpadoTarno.

9.5.6. TloameHa 6anHepa

Tloka w10 Mbl HanpeTIM Jarpyaky GAHRCPOR WK ACIkBaIONX okon. Ho nacie Froro
BEG-CTPAHHIEL NEPecTaHYT GLITh MpHBIEKATANBHLIMU. UTOGBI TOr0 HE MPOM3OLLIO,
MO0 33MEILATh DalHePhl HA CBOM KaPTUHKE, KOTOPBIE XPAHATCA Ha CepBepe, ¥ OTnaneT
HeoBXOIMMOCTE TPYAUTE WX Hi MHTepreta.

JL7 pellleHHs 3TOR 3a1al O4eHL XOpOWo NOAXOANT mepeHanpasurens (redirector). jlia
ceperca squid 5To BHCIIHAA TIPOrpaMMa, KOTOpas MomMeRseT ampeca. Hampwmep, ecan
caliTy HeofX0auMo 3arpy3uth GaHHep, M BAILA IPOrPaMMa CMOIITa OTPENeNHTh TAKyIo
TIONBITKY, TO redirector MOAMEHNT aipec H BMECTO OaHHEpa 3arpy3WT TO, HTO YKaXKe-
T€ BEL

Eetb Tonbxo oaua npofnema — 8 OC HeT u He MoxeT GbITh TOTOROM mporpamme:. Ee
HeoGxoanmo Hamicats. JI1g aTOre monoAeT MoGOt A3BIK MPOrpaMMAPOBAHMA, & 4 10~
Kaky BaM PHMep, PEATHIOBAHAEI Ha stbike Perl. Faum sei ymeere nporpasssmnpossts
Ha 1OV AIRIKE, TO C10c0D ¢ redifector MOHpABMTCA Bas GObILE, eyt NPOCTOM 3ampeT
yepes ACL.

TIphMep Knaccuueckoi nporpamuel redirector Moo yBHAeTh B mucturre 9.2, 5 nocra-
PpaIcs MaKCHMATBHO YIPOCTHTE ero, YTofl BaM ferde GEUO aTaANTHPOBATE CLEHApuit

TIOJ] CBOH 3a1a9H.

#2/use/bin/part

# Vramire URL Ha Bauem BeG-CEpBEPe, IO JIEKAT KapTMKM
$YOURSITE = 'http://yourserver.cor/sqiid';

$LOG - '/usr/etc/redirsctlog’;

SLAZY_WRITS = 1;

i€ I$L0G] {
open LOC, "> $LOB
cnless (SLAZY_WRITE)






index-346_1.jpg
i~ o~

i e
TR Sy

gl (AL A we RS e T e T
et
i T b TR AT

L TN M ST TR

Bt ATV e e R
L T e
Il 3 e n nRE TR Sena

LR IS

R S L e Sia Lo WA
i T i L Thare SR &

[ TR m:—r,w):sﬁr:‘m‘:-: aEan e
a‘}.“_/y-;r.,_,:‘:.-g.. & B N B W

&

S N e T

2 Rl e B e i S W peniey ¢ e B
O Y e 4 T T P T,
SR TN T AINAYION ¢ T N O, W BT e

g AR e x5 G

A O eh LN ey m R Farl s s

Y R N "”nl" . N B e gl

Yol B R LA i Al

18 - Ay et -

b < o ey s

A £ an MIRY] RS Wi

ey - W W A R

LA N wmie B R
v N e o G
Lty s ] y

-t “ s ST A Sk

TN W, Y GG e, LT RED S AT WA T Sel MUY
0o v - A e g, | N2 - bt Paranes v
IR SRR e i D P | e B e TR . NG,

L A A





index-131_1.png
130 rnaga 4

OYMEILIEHHUK Y3HAET UM KATAI0TA, TD OH JIETKO CMOKET OMPCASAMTh UMH (10/Ib308H-
Tens, KOTOPOMY OH TIPHHAANERHT, U HaoGOpOT.
TIpu CO3TaMMH TONEIOBATENLCKHX KATATOROR JOCTATONHU JWOKE NOCTO TOGABHTE K MMe-
1M KAKOH-nUGO NPEIKC, M 710 yKEe MOKET YCTOKHHTE 5a7ady JoyMBIIICHHHKY. JIa,
4 Gb He HA3EAN JaRHYI NpOGIEMy GOTBIINN YTYIIGHHEM B MIAHC GCIONACHOCIN, HO,
Bee e, T05aR NPE/ICKAZYCMOCTh €6 Y Xy ANEET.

4.3.2. MameHeHUe HACTPORK FIO yMOnuaHuio

JlaBaifTe Terepb NOCMOTPHM, OTkyaa GepyTes 3HAaUCHNA 00 ymonuanio. Bee 310 xpa-
umted B aiine /erc/default/useradd. Barmanenm na cogepxumoe storo dadiia:

§ useradd defau’ts file

HOME=/ home
TNACTTVF:
FXPTRF—
SHELZ=/nin/oash
S¥EL=/etc/skel

Homep 100 npucRauBaeTcs NONL3OBATENLCKON TPYINE, ¥ KOTOPOH MO YMONUaHHIO O'IEHE
Maio npas, 370 Kak FOCTEROH NapOIT, KOTOPbIH NOTBONIET TONBKO TPOCMATPHBATE (halkithl.
@aitn fetc/default/useradd MOHO POAAKTHORATH RDYUHYIO WIM  HOGIOTBIOBATHCA
KOMaH/IOM useradd 1A M3MELEHNS 31a9e1IHH 110 YMONUaHiio, UTOGE! BHECTH H3AMEHEHHA
€. OMOILAIO, HYKHO CPasy TTOCTE MMEHH KOMAH B! YKanaTh 1oy -o. [Tocte 5Toro Mo-
YT WATH CHGYIOUME OlHI

0 -y — wamenuTs rpynmy;

) 5 — YCTRHOBHTS AOMEWHM KATANOT;
o-

0 -e— faTa oTmoveHus;

— BPEVS /10 OTIITKINEHNH]

0 - — 050nVKa (MHTCPUPCTAIOp KOMAHL).
Sl coBeTyIo BaM He HTHOPHPOBATb BO3MOMIOCTE YKA3afias BPEMEHH JEHCTRUA yueTHOH
2amuck. Ukoraa GelBaeT HYKHO CO3IaTh BPCMCHHBIXK MONIOBATENCH, KOTOPBIX TIOTOM
Rerko 3adbiTh yAATNTh. S CYMTAI0, YTO NyUIUC, KOrAa STO HEOTX0UMMO, ABHO YCTAHARTH-
BaTh JIaTy OTKNOUEHHS.

4.3.3. PepaxtuposaHue nonbiosatena

JUis pe;|aKposaHIs TAPAMETPOR YUETHON 3AMTHCH MOHO HATIDAMYIO KOPpeKTHPOBATD
adtn fetc/passwd, HO & COBETYIO HCTIOB30BATE KOMAHAY uscrrod. ¥ Hee TKHE e KTk~
9H, 9TC H Y useradd, HO O HE CO3JAET MONB3IOBATETS, A HIMEHAET MAPAMETPLI YKe Cy-
WICCTBYHOLETO.

C mOMOUIbK) usermod BBl MOMKETe 10GARNATH y)Ke MMEIOMIErocs NoLb3OBATENd B paHes
cosfaHHylo rpynny. Jasaiite npoaenacm Takyio NpOUSIYPY ¢ yUeTHOH 3amuckio robert u
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MOMHOTS HACTPOHTS CHETEMY HA MAKCHMAITBHYK) PONSBO/MTCIRHOCTS, BhI MOXCTE BK10-
UHTE B PO TOJEKO TO, UTO HEOGXOIMMO, H OTITHMH3UPOBATE TIOT KOHKPETHOE Kele30.

TIpoH3BOAHTEM TUCTPUOYTHROB BEJIOUAIOT B MOCTABKY YHHBEPCATEHOE PO, KOTOPOE
CMOYKET 0IUHAKOBO XOpOWIO PaGoTATH Ha PAsTHHHBIX TiaTdopMax, [lpn aToM BO Beex
MCTPHGYTHBAX, KOTOPELE 5 BHIE, BICTIONEHA TIO/LIEPAKKA MOYIEH. 10 0ueHb ¥itolHO,
HO HE BCCT/IA XAPOLLO.

Eille HeCKOMBKO JTET Ha3a: BAIOMIHKH OYEHE HaCTO FCTIONE3CEANN MONMEHY CHCTEMHEIX
(aiizioB, YTOBH BCTPOWTL B HEX CILIOWTHI (IPOrPamMa, NOIBCSIOIAS VCTIONEIOBATE
YAIBUMOCTS) Wikt TOTaktwbie 1BepH (backdoor). Jla G0pESH! ¢ TakoR MOENKOM Gbio
Pa3paGoTaHO MHOKECTHO YTHIHT, KOTOPbIS JANPSINAIOT MIMENEIHES CHCTeMHLIX haiinon
M CNEIAT 33 MX KOHTPOIbHOM cymmoit, B cnydac xaxux-nuGo tpancdopmaumit Gberea
TpeBora.

Xakepbl, HeAOATG Ty Mas, NEPELLTH Ha HCTo630Bakke Moayei k OC Linux. Moxymu —
3TO KOTEKUHH MOATIPOTPAMM, BBITIONHAIOME KAKYKISTO ONPEAEICHHYK) CHCTEMHYH
yRKIWO, HaTpUMEP, TOIACPKKY YCTPOMACTBA VIIH, CKakeM, KOHKPETHON daiinoBoii
crcTemsl. [10CKONEKY Pa3TAHHEIX MO MOJKET GEITh 0UeHb MHOFO, OTCAIEIHTS XaKep-
CKMil MOMYNL CAOKHEE, a Pe3yNETAT €ro MCTIONbLI0BAHMSA TOT e — ALIpA B CHCTEME
GesonacHocTs. 3ANpeTHR UCTIONKIOBARME MOMYAeH, Ml 32KPHIBAEM 3Ty MSPY, HO Mph
TOM MOTYT BORHHKHYTE TIpOGTieMH B paGoTe OC. TTekoTOphIE MPOMIROTHTENH HKeaed
AR CHCTEMHBIX YTHIAT JMOGAT MCTIONE3OBATE MOAYAM. ITO M TOUSTIO, BEAL MX yCTa-
HOBKA IPOIIIE H [03BOIAET TIONYHHTS HEOGXOIMMbIE BOSMOXKHOCTH Ge3 MepekoMMIAIHH
Axpa. Ho MBI e 3Haem, 9T0 Ge30macHOCTS H YI00CTBO — HECOBMECTHMEIE HOHATHA.

3.8.1. TToaroToBka Kk KOMAUNALIUM

Tpeskie 4eM BHIMONHATL KAKME-TO ACHCTBESA Mo OGHOBNEHMIO SPMAa, HYXKHO TIOArOTO-
BUTBCH K CAMOMY XYAlIEMY — K Kpaxy cucTemsl. [[a, HenpaBuibHbIe JeHCTBHA NeHCTBH-
TEIBHO MOTYT HapywHTs palOTy WU CIETATH HEBOIMOMHOM 3arpysky cHCTeMsl. Sn-
PO — 3TO OCHOBA, M ECTH UTO-TO YKA3ATh HEMPABHILHO, TO £IPO MOKET PaboTats ue-
KOpPEKTHO,

Ecui na Bamem cepBepe y)ke eCTh KaKHe-THOO JaHHEIe, TO ClefyeT CAeNaTh HX peseps-
HyI0 KOrmEO (cv. 27agy 13). TIOMEMO 5TOTO, IPHTOTOBETE 3arpy30UHYIO IUCKETY, KOTO-
A MOET MPUTOHTECA B CITYUAE HAPYIIEHA 3Py 0UHON 3a1MOH,

Jlnst co3aHMA 3aTPY30UHOM JHCKETH HEOGXOMMMO BBITIONHNTD CICAYIOLLYI0 KOMaHIY:
/sbin/mkbootdisk ver

B aHHOM CIyMa¢ ver — 3TO HOMEP BEPCHH AApA, YCTAHOBJICHHOO B BAIUCH CHCTEMS.
Eculhr 61 He SHAETE TEKYLIYIO BEPCHIO BALIETO HAPA, BbI1IONHITE KOMAHAY:

uname -r

Ha MoeM TeCTOBOM cepbepe Ha JAHHBIN MOMEHT yCraroneno aapo 2.6.31. Yrobsr cos-
IATH 3ArPYI0UHYIO JMCKETY AT HErO, BEITONASEM:

/sbin/mkboctdisk 2.6.31
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4TO HEOGXONHMO HACTPOHTL. Takke AUpeKTHEL MMeIOT GopMaT xxx¥_port. g nopra
HTTP 3anuich GyneT BLIMSIETH TaKHM 05pasom:

http_port £080

IMpu KomprrypupoBanHy Gpay3epa Ha KIMERTCKOM KOMITSIOTepe BHl A0DKHEL GyzeTe
ykasatn |P-anpec cepbepa, rae yeranonnen squid, M nponucaknniii B JaHoM AUPek-
TuBE TIOPT;

O hierarchy_stop.ist — ONpeneNseT nepeyeHe URL-aqpecon, TaHHEIG ¢ KOTOPEIX Bee-
ra JO/DKHBI [IOJYUATECS ¢ CEPREpa, a He W3 K3Ia. S pekoMeHIyIo A06aBUTh B 3TOT
CTTHCOK €TI0BA cgi-pin H BONPOCHTENbHEIH 3Hak, Anpeca URL, conepxamue Takoit
TEKCT, YKa3HIBAIOT Ha CUEHAPHH, KOTOPSIE MOrYT MCMOMATLCS 113 CEPBepe, B UX pe-
IYNLTAT KETATSILHO HE KIUIMPOBATE,

PaccMoTpuM mpuMep. TIpeATONowM, STO Bb NPOMHTATH BeG-CTPAHHIY WWW.
servername.com/cgi-bin/ping.cgi, Ka KOTOpoH MOXHQ depes BeO-unTepdeiic BuIION-
HHTE KOMBHZY ping. JIOMyCTiM, YTO IPH EPBOM OGpALIEHIM BBI 3AIMYCTANA KOMABLY
ping K afgpecy 16.1.1.1. PeayteTar Gymet coxpaHeH B KaIle TIpoKCH-ceprepa. B cre-
Jylonil pas wel OBPANIAETECE K CHEHAPHIO, HTOGHE BHINONHITE ping 18.1.1.19, HO
Gpayiep BepHCT MePBBI PCayIETAT, OTOMY STO ED3MCT CI0 M3 CBOCTO K3IA.

CTpaHHIBI CO CUCHAPUAMH MOTYT BOIBPANIATE PA3HENT PE3Y/IETAT B 32BUCHMOCTH OT
CHTYallK A NapaMeTPOE, KOTOPSIC BEIGPAN NO/E20BATENs. EC/H e Takie CTPAHALE
KILIAPOBATE, TO Bhl BoerAa Gy/ere BUAETb OOHO M TO &e. B peynwtare or coefuHe-
HYIS Hepe3 IPOKCH-CEpReE] B TONMyHHTe TONLKO HeyI06eTRa,

BonpocuTeNbHLIA 3HAK OYEHb HACTO HCTIONL3YSTCA A/ NEPLlatu [apaMeTpoB, No-
ITOMY TaKHe CTPAHHULLI TOKE HE PEKOMEHIYETCS KIIIUPOBATE.

Ter hizrarchy_stoplisl 3anpemaeT GpaTh CTPaHULY W3 K3ILA, @ CACAYILIME JR¢
CTPOKH JATAIOT MABAITO, TI0 KOTOPOMY CTPAHMIE! ¢ TTRL-a1pecom, coepatuue c1o-
Ba cai-bin WM BONPOCUTETbHBIH 3HAK, BOOGINE He GyIyT KalIHPOBATECS

acl QUIRY urlpath regex cgi-bin 3?

o cache deny QUERY

JlyMato, B COIJACHTECh GO MHOR, UTO HE3aMeM KIIUUOBATS T0, HTO Boe PAEHO TPH
HOBOM 3ampoce GyeT MONYYAThes ¢ CEpBEpa, W 3PS PAcXo[oBaTh AMCKOBOS NPU-
cTparcTBO.

9.3.2. Aupextusnr HacTpoitku FTP

Jlns paorst no npotokany FTP ToXe CETh HCCKONBKO AHPCKTUE:
O ftp_passive napamerp — peskum paGorsl. Ecim B KadecTse napaMeTpa yKasaHo 3ua-
ueHRe c-. (YCTaHABIMBAETCA 110 YMOIaHHIO), TO TACCHBHBIA PEAHM PAIPCIICH.

Cepeep squid noasonser paborark ¢ npotokorom FTP, no ame s1oro Moker notpeGo-
BATLCA AOTIONTHHTENEHAA HACTPORKa. Hanpumep, eciin squid HaXOQUTCA 3a CETEBBIM 3KPa-
HOM, 3aTIpEIArOLIHM TIACCHBHEIHA PEXKM, TO JIYMIIE HIMEHHTh FHAUEHHe NapaMeTpa no
YMO.THAHHIO, YCTAHOBUB [ STOTO CIISITYIONIYIO OHPSKTHBY:

ftp_passive off
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Obla 0xuHaKoBaA KomAA Gad JanHbixX. B cydae eCin CBA3L © INIaBlbIM KOMILIOTEPOM
TpepHIBATCA, TO BCKO PAGOTY Ha ceba GepyT MOMIHHERHbIE CepBephL.

TIoMMMO MOBBILICHUA KAACKHOCTH PaGOThI KIACTCP MOXKCT YBCAMHMBATH M IIPOMIRO/A-
TebHOCTE, ECIH BCe CEpBephl (hyHKLHOHUPYIOT NapaniensHo, M HArpyaKa pacnpegeeHa
PaBHOMEPHO.

Euwe Sonee JewicebiM BApHAHTOM SBIAETCA MCMONBL0BAHNE Pe3ePBHBIX AMCkoB. Jlonyc-
THM, ¥ BaC €CTE OJIVH CEPBEP, KOTOPBIH AOMAKeEH GBITh BCEra AOCTYTIEH TONb3OBATENSM.
B Hem ycraHammmmaeTcH wckowsi macews RAID (Redundant Array of Independent
Disks, HI6ITOUNLLE MACCUB HEIABHCHMBIX THCKORLIX. HAKORMTENCH) © NOZLICPHKUF 3ep-
xanmpopanys (Mirroring) — T. ¢. RAID | wiir RAID 1+0. B s1om cnyuae RAID 3a6o-
THICA O COXPAHHOCTH JAHHBIX, T. K. WX 33(HCh NPOHIBOANTCA H2 [BA JMCKA OIHOBPC-
meno. ECTH OIMH H3 HHX CTIOMAETCR, TO TIOMHAs KOMHS COXPAHMTCA Ha PYTOM.

A uTO ColiM BMITICT 3 CTPOA MATCDHHCKAR NAZTA WM 1polieccop? Hx 3avieHa nopefyer
BPEMEHH, @ Mbl JIOTOBOPWIHCE, ITC 3T0 HEAOMYCTIMO. YToG! COKPATUTE OPOCTON B Cy-
ae TakoH HELITATHOM CHTYALHH, MOArOTABTHBAEM 1aPaHEE CEPBEp ¢ HUCHTHYHOH KOH-
urypaureit oGopynosanua. B ciyuae napymenns paBoTh jkeTe3a TOCTATOUHO NEPEHE-
T RATD-MaccH® Ha pesepBHE CepBep, MIEpEKTTONHTE CeTenofl Kabes, U MOXHO Hpo-
aoxate TpyauThe. [lockoneky ofopymoanne Ha OGOMX KOMITBIOTEPAX ORMIIAKOBOE,
MENeyCTaRoRKE cucteMsl He noTpefyerus, n RATD Gyner paGorain na apyron cepuepe
6e3 HEOBXOAMMACTI H3MEHEHIA KOHDHUIYPALKOHHEIX HAMIOE.

Ecii & Bauteli CeTH HECKOTSKO CEPREPOR C OTHHAKOROH KOHGHIypansel, T0 omin pe-
IePBIIbIA KOMILIOTEP MOMET CIIYXHTh 3aMenoii moboro ua nux. OBecreueie coxpan-
HOCTH JAHHBIX TAKEM CTIOCOGOM — HAMHOTO JIETIERITE TIOCTPOCHHA KC1ACTEPA.

B onnov ouce 1 BHIET O4EHb MITEPECHOE pelente. Ha Beex KNKENTCKX KOMILKTe-
pax GLLIM YCTAHOBIIEHEI MATIEHBKHE HKeCTIME /INCKH, Ha KOTOpBIX pabotana Tomkka OC i
HeOBXOMUMBIe eff hatins! i nporpameL. TloMuMo 3Toro y Beex uepes Mobile Rack (yer-
POHCTBO, MOBONAIOMEE CHENAT BUHUECTEp CHEMHBIM) GHUTH TOMCTIONEHb! GOblIMe
AWCKH. ATMAHHCTPATOP Kaacublil BEUEp CHUMAI 311 IMCKH W JIENEI PRAEPRHBIE KOIHH Ha
CBOCM KOMTEIOTCPC.

Takoi MOMXON NOIROIFET IPH KOIHUKHOBSHUN nPOien ¢ aenetom win OC CHsrs He-
CTKUH JUCK M MEPEHECTH €ro Ha APYrofi KOMMBIOTEpP. JNA 3TOTO Y IPaMOTHOTO A[AMHUHU-
CTpaTopa BCEryia ecTh NONTOTOBNCHHbI CHCTEMHBIH GIIOK, KOTOPBIM MOXHO 3aMEHHTh
WSHOPHEHHOE OGOy IoRaHHE.

13.3. XpaHeHue pesepeHIX Konwuid

HecmoTps Ha nermonbaosanme RAID i Kiactepa, pesephHOe KoTHpOMAHNE HHKTO He OT-
MERSLL, W €10 ienars Heodxoimma. Ho Ky)id pesepRIpORaTh JaAmE? Q)Hak I MeHs
BHIRATH ROCCTAHOBHTH GHHBIC N0CTIE BHIXOMA H3 CTPOS AKECTKOTO /IMCKA. BOCKPECHTh
H1shOPMALHIO, KOHEHHO iKe, He YAANOCh, IOTOMY HTC BHHYECTEp BhIINE H3 CTPOS OKOIl-
4ATENLHO W GeCTIOROPOTHO, MOATOMY s 38147 BITONHE MOTWARBIH BOMpoc: "A Tie peseps-
an Kotz OTRET Ghn 1IPOCT (WIPOHCH, KAK M RIAJICIbIM KOMIThKITEPA) — allacHas
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Hanpuwiep, JaBafiTe IOCMOTPHY NIapaMeTps! NONs30RaTens robert, Js yroro BeMONHMM
KOMaHZy:

i reoest

PesynTatos Gyaet crpoka:

wid=501(robert) gid=501(robert) group=501(robert)

TaKim cnocoGoM MOKHO B M0G0 MOMEHT ONTPEENHTS HISHTADHIATOP TOLB0BATENS 1
YSHATh, KAKMMH JIDABAMM OH Ea:IhHO OGN EET.

4.9. PacwupeHuwe npas

PeraMeHTauus A0CTyNa — HOCTATOMHC CIIO/HEIH Tpollecc. DT0 OCHOBHAA 3afJaua al-
MUHRCTPATOpa, # OT MPABHIEHOCTH €€ BHTIOTHERHA 3asucHT MHoroe. Jlioban ommbika
MONET CTOMTH BAM 3APILIETR W GAACONONYIMA. B MHPC, 171c MHGOPAIMA ARIACTCA Car
MbIM JOPOTHM NPOOYKTOM, Bhl JO/DKHEL O0CPCraTh CE ECEMi BOZMOMKHBIMU METOAAMH.

He mowarneiiTe BpeMeHH H MPOBEPHTE BCK0 CHCTEMY HA NPABUUIBHOCTE YCTAHOBTEHHBIX
npas. Hu y KOTO He JOIKHO GbITh HMYETO JMHETO, W B TO Ke BPEMS HEOBXOTUMEI
YPOBEHB TOCTYTIA JOJLKEH GBITH Y BCEX MPOrpaMM TS KOPPekTIoi paboTuL.

Uectno chasarn, 1pasa Ha ocHORS "Goce”, "apyska Gocca” U "BCE OCTANLHEIE YOTAPEnH 1
He oecmieunBaloT HeoBXomMMol GezomacHocTy. Hanpimep, Yy Bac ecTs fBe TpyNIBL:
GYXranTepus W SKOHOMHCTEL (Daiikl, CO3MAHHbIE OGEIM DYXTanTepoM, GYAYT MMeTh
NpaBa -rwxrwx--- M CTAHYT JOCTYHHIMH fNIS BCEX COTPY.THUKOB GyXrantepu, NoTomy
4TO B JAHHEIX IPABAX TPYTINA HMEET BCE Pa3peleHns Ha Gaiin, uTo v Riazensn.

A UTO eCNU TeMeph HYXHO, UTOGH 3KOHOMMUCT NPOCMOTPRI IOKYMEHTHI BYXrartepuu?
1lprdem He Bce MOMIB30BATENM [PYIINBI IKOHOMHCTOB, A TONLKO OMMH, U He Bce (haiinb
GyxraTrepuy, a BhGopotn0! 11paBIBIIO PEUIHTS 3Ty 3284y AOCTATOMHO CAOKHO. Ecin
NOMTH POCTHIM MyTeM W TIOCTABHTD Ha alisl ByXTATTEPHH IPABA -zwiruxrvx, TO M-
Goif N0TH30BATEI CMOKET TPOCMOTPETh BYXTATTEPCKYI0 OTUETHOCTE, @ 5TO yke OUeH
JAJIeKo OT Hiearna 6e30MacHOCTH.

MO3KHO TIBITATECA BBLUATH H3 TIONOKEHHA 46PE3 COLINKH MAH KONUH (Gainos ¢ ApyrHMU
NpaBaMu, HO B TOM CIyHa¢ BLI IPOCTO 3aMyTaeTech, H IATLHSHee YIPABIEIne CucTe-
MO CTaHeT 3aTpyAHuTeNbHEIM. Kak BHOHTE, T0OAX0 K pacTipeIenekiio mpas a Linux
npoct, Ho Hagewer. C Ipyrod CTOPOHEI, Er0 FMBKOCTE OCTABINET KENATL JydWero, u
K NONTHE FOJTEN KAET TIOMCK XOPOLIETO YHHBEPCANLHOTO POLICHAA.

TIpoGiicay, 1 off 5TOM Y3E YHIOMUHEIOCh PAHCE, AOCTATOUKO TIPOCTO POUIMT, CCIH BRG-
cTu cuekm ACL (Access Control List, CIiAckH yIpaEIeHuA 10CTYTIOM), Kak 3TO peatd-
30Ba110 B OC Windows. CIOKHOCTL 371eCh TOMBKO ¢ BHEAPEHHEM, NOCKOMbKY 1 OC
Linux we cymecTeyeT cooTeetcTeyloumlero crangapta. Kak MisectHo, Ha sapo moboi
PR3PAGOTUMIC MOKET HOBECHTE BCE, HIO YIO;HO, M KIDK/\i IPOHIRONMICIH AUCT UGy TH-
B MINET CBOU 11y TH RLIXO/A U3 CHTYaIls) (MAH BOGBILLE HHYETO He AenaeT).

51 He MO NPHBECTH YHHBEPCABHBIH CTIOCOS, IOTOMY UTO BCG PELICHHA aloTCA CTO-
POHHEMH PaspaBOTHHKAMIL A 570 3HAUHT, YTO PAGOTOCTIOCOSHOCTL CHETEMM MOKHO Gy-
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HHTepHeT-pecypchr

51 NCPCHUCKD TIHLIE HCCKOMBKO CATOB, KOTOPHIC KAKYTCH MHC HAHOOICE MHBODMATHE-

by, Bl BEPOATHO, PACUIMDHTE STOT CIMCOK CANTAMM, HHTEDECHBIMHA M MIO/ICIHBIMH

MIMEHHO /LT Bac.

O www.redhat.com — cafit komuanni Red Hat, 1/le MOXHO CKauaTs Mociieinue sep-
CHH NPOrPaMM, A1Pa, MATHH H NPOYHTATE O MEPCHEKTHBAX pasBHTI OC.

O www.kernel.org — caiir, nocsswennpiit sapam OC Linux. 37ecs se MOkHO ckavaTe
TIOCTEIHIONO BEPCHIO AAPa.

O www.securityfocus.com — caiiT, OCBAIEHHbI GE30IACHOCTH, MHOKECTBO OTIMCA-
NHi PasTAYILIX YATBUMOCTEH H METOJOB HCIPABNCHES OLINGOK.

0 www.cert.org - — ere oIHn CaiiT, IOCRALENbI} HIDOPMALIMOHIOH Ge30NaCHOCTH.

O www.securitylab.re — pycckossbrHEL caliT Mo WEGOPMAIMOHHOH fez0acHOCTH,
TiIe MOKHO MPOTHMTATE 00 YS3BHMOCTSX HA PYCCKOM A3BIKE,

O www.xakep.ru — caifr poccHiickoro kyprana "Xakep”.

a

WWW.{0SECUTE.Or — MHUKECTRO TIONCTHOH MHGUPMAIIIK 0 GE30NACHUCTH, CTaTEH
¥ OporpaMEL,

O www.suse.com — caiir SUSE, 0;HOTO 13 CaMEIX ITPOCTBIX 1 yXOBHEIX AUCTPHGYTHROB
Linux.

O www.ubuntu.com — caffT caMOro MOMySPHOTO AMCTPUGYTHRA, COTNACHO CTATHCTH-
Ke TI0CEIIIeH s, KOTOPYIO i IPOCMAaTPHBAIL.

O www.debian.org — ofWmrantHL caift queTprGyTHBa Debian.
O www.slackware.com — caitr avcTprGyTuEa SlackWare.
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nonL3oBaTens HaxoasTes B katatore fhome. Torma zammes /home/flenov Syaer onpexe-
JIATH IYTH K TMONB30RATENBCKOMY TIOAKATANOTY NobzoBatens flenov. Ytober momacts B
TOT KTALION, HYXHKO HABECTH HiL HOLO (OKYC BMBODE IOBALIEVH ICTABHATYPEI H HAKATE
K1aBuuty <Enter>.

PHC. 3.1, OXHO TepMYHANa C 3aNyLLIEHHOH Nporpammoi Midnight Commander

B criuieke Taniox u $aiizioB cavoli MepRoil BCErIa CTOMT TIATIKA ¢ MVieHeM, COCTOALLEM H3
IEYX Tovek (/..). B pealRHOCTH KaTanora C TakiM MMEHEM He CYUIeCTBYeT. 370 yKkasa-
TeNb HA POAMTEIBCKHE KATATOT, C MOMOMBIO KOTOPOrO Bl MOXCTC NCPCATH 510 Hepup-
xuu na yposest Beume. Hampumep, Bl HaxomuTeck B mogkaranare /home/flenov. Eci
BOTTA B NANKY /.., TO KbT NOJTHAMETECE HA MPETBIYIINIA YPOBERD W OKAKETECH B KATANO-
re /fhome.

B kel wacTd okHa MC (cM. puc. 3.1) MOXHO YBUIETH CTPOKY-TIPUIMIALIEHKE X1
BBOAA KOMAHIl. JTO Ta XKe CTPOKA, TTO Mbl BUICITH B TEPMHHAITE, H OHA MO3BOIACT Bbi-
TIONHATE Te Xe ANPeKTUBDL. Enle Hibke pacnonokena CTPOKA MEHIO ¢ OICKA3KAMM O Ha-
3HaYeHHM Kk <k 1>-<I'10>:

O 1 (llomomp) - - otoGpakenye daiina MOMOUIA IO MPOrpaMMe;

D 2 (Meno) — BBISOB MEHIO OCHOBHBIX KoMaHI MC;
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PaccMOTPHM TOJBKO OCIIOBHBIE NApPaMeTphl, KOTOPbIe YKA3IBAOTCA NPH OMHCAIINH BUP-

TYANbHOTO CepBepa:

O serveradrin — E-mail aamusuctparopa, kKoTopoMy 6yayT HANPARNATECS cooOwEHs
06 omrmGKax;

O pocumentacot — KaTaor, B KOTOPOM PacTIONoNEH KOpHEBOH Kataor caifta;

O serveriare — HM3 Ceppepa. EC/aM OO HEe YKalailo, TO MCMOAL3YETCS JIOKANLHEIR
1P-anpec ceprepa.

PMpeiTHBS! Errorlog M Cuslonlog 1AM yke 3HaKomel. 1locIe 9T0T0 B HameM mpuvepe

MOET YKa3aHHE npas JOCTYNA HA KATANOr /var/www/your_server/, KoTopullt sBaieTes

KOPHEM [TA BHPTYANLHOTO BeG-cephepa. Paipellerns MOXHO YCTAHABNMBATE Kak BHYTPH

O5BARTEHUA BAPTYATEHOTO CEpREpA, TAK H BHE &r0.

3a Gonee noapoBHOR MAopMaNHeit o6paTHTeCh K IOKyMeHTaURY 1o Apache.

7.5. 3ameuaHus no 6e30NacHOCTH

B kondurypaunonsom ¢aiiiie ecTs HECKONbKO AMPEKTHB, KOTOPLIE MOIBOMAIOT YIIPaB-
M9TE GS30TACHOCTB0. 3TH e KOMAHALI MOKHO yKaspiBath B (afine htaccess. Japalite
X paccMoTPHM:

O AulhType napemcus — THO ayTeHTUKEKAUMN. B kavecTse napaMerpa MOKHO HCTIONE-
30BaTH OFHO U3 3HAYEHWIL Basic KM

est;

O ruthGroupFile napavers
neit;

— aii, B KOTOPOM XpaHWTCA CTIHCOK IPYIIT MONE30BATE-

O nuthUserFile napavery — Gain, comepikauwii HMena 0OML30BaTENedl M Napoiu.
3T0T CrUCOK JTyHIie GOPMUPOBATE YTHIHTOR htpassud;

O autheuthorizative npavere — N0coS MpoBepky Mpak. [To YMOTUAHMIO AMPEKTHEA
Brnouena (en). Ecin ona BoikioucHa (of£), a NOIb30BATCIb HE YKA34M MM, TO CT0
ayTCHTH(HKE AR OCYINCCTRIACTCR PYTHMA MOIY MK — HanpHMcp, o IP-agpecy;

O AuthBMGroupF:le K AuthDEMUserFile — AHATOMMMHE] AuthGroupFile U AuthUserFil
HO B XaUCCTBG NAPAVCTPA. yKa3HBACTCA (ait B opmaTe Gaset nanHex Berkley-DB.

OTH KOMAEabl IOMOTYT BAM HACTPOHTL MACHTHOHKAIMIO TONB30BaTENEH TpH ofpaie-
HUM K ONpeacneHHBIM KatanoraM. Hx MOKHO yKaskiBaTe Kak B 0CHOBHOM daiine caiita,
Tak 1 B (haiine htaccess.

HarnphMep, ecii ¥ BaC ecTs KATANOT, paboTa ¢ KOTOPLM PAspelliena TO/Ko ABTOPHIORaK-
HBIM [OTB3OBATENAM, TO MOKHO yKasaTs (aiin naponcii W AMPeKTHBY Require valid-
use=. Toraa Npu 3anpoce daik;10B 143 STOr0 KATAIONA CEPBEp NPE/IOKHT ABTOPHA0RATHCS,
YKa3aB UM TOTLZ0BATCAA H NAPO/LE.

7.5.1. aiinur .htaccess

Faan kaxoH-mG0 Keraior weG-CopREpA. JOIKEH HMETh 0COGHE TPARA, TO JLYUILIE CO3/1ATh
B 3TOM kaTajore afin .htaccess. Paspeuenns, onucanHsie B TakoM haiine, neficTByIOT
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O pretocol — KCHOE3YEMBIH 114 Nepeaum Aanuerx nporokon (TCP wim UDP),
3 server — MOMHEIA MyTh K 3aMyCKacMOli Iporpanme;

0 user — Npasa ACCTYNA. B GOMEIIMHCTBE CiTydaes MONIIO YBRIETE UM [IOTL30BATENs
root. 210 HopMansHO, MoToMy 4To B OC Linux mia paGoTel ¢ HOMEPaMH TOPTOB
Menee 1024 HeobxoauMmbl Mpasa aTIMHHMCTPaTopa. B Hactosiee spems GONLLMHCTBO
CEPBRCOB OMKAOT CBOM MPaBa B COOTBETCTBHY C YCTAHOBKAMY;

) ‘nstances — MAKCHMANILHOE KOJIMHECTHO OIHUADEMEHHO PAGOTAIIIAX SIIEMINIAPOR
TIPOTPAMME;

0 “og_type — chalill WIH cACTEMHBIH XyPHAT /U18 3AMHCH COBLITHI;
O -og_en_success W log_on_failure — WHGOPMALES, KOTOpas OYOET COXPaHATLCE B

SKypHane TIpH YAAUHOM M HEYNAUHOM BXOJIE B CHCTEMY COOTBETCTBEHHO, 3718CH MOX(-
HO YKA35BATE SHAUSHHA: PID, HOST HITH USER]

O per_source — MaKCHMIEHOE KOJHYECTEO CORRMHEHHI OT OiHOTO Monk3oBarens. Hx
MOMET GEITH HECKOITBKO, MOTOMY W10 MONIEA0BATETH MOBAT MAKCHMAHO HATPYATS
KAHA.IbI M NIOBBILIAT CKOPOGTH PAGOTSL C MOMOLIBIO CO3/AHHA HECKOJISKHX OJHOBPE-
Menro paGoTaotmx coequueHuit;

O server args — BPIYMEHTEL ¢ KOTOPHIMU Y IeT 3aITyCKATHCA CepBep.

TIpi pacCMOTPEHUM MAPAMETPA user 8 YINOMAHY O HCOOXOAMMOTUTH NPaB aAMAHHCTPa-
TOpa I ICTYTA K TIOPTaM C HoMepoM Meree 1024. 370 [IGHCTBHTRITRHO Tak, HO 3a4eM
510 HysHo? Jieno B TOM, HTO He MMes NpaB rool, MONE3ORATEN HE CMOXET JAITYCTHTS
cepBep, KOTOpbIi paforaer ¢ moprom ot | mo 1024. Takaa 3awpTa HeoGXoaMMa, NOTOMY
9T0 B JAHHOM THANa30He HYHKUMOHUPYIOT OUEHb BAKHDIE CCPBHCHI, M HX HENb3A 3aITyc-
KATh NPOCTOMY TIO/TB30BATENNIO.

Mpeactappte cefie, YTO Xakep ¢ NpaBaMM NPOCTOrO [ONB3OBATOM CMOT Ob! 3ANYCTUTH
FTP-ceprep, mpuueM, BOIMOKHO, €My YIaToch OBl MOAMEHUTE KOH(HIypaumoHHENT
haiin mpu 3amycke, 4To0BI PACIIMPHTL CBOY Npaea. Che1ail OH 310, H ¥ HEro JIOABMTCA
BOIMOKHOCTE 3aTPY)ATb Ha cepbep (aliiul H ckadusaTh HX K ceGe HA KOMIBIOTEp, 4TO
HEKCTATETBHO.

5.4.2. BesonacHocTe

MBI yike 3Haem, YTO NporpamMma xinetd MO3BONSET ONPEIENATL NPaRA H BPEMA JOCTYA
& cepuncamt, JUTA 31010 B KOHGHUYPAMOHHOM (ailie MOKNO WENOIBIOBATS TPH JHPEK-
THBBI: no_zcness, only_from M access_time.

JIMpexTHRA nc_access 3AMPEUIaeT AOCTYTI ¢ YKA3aHHBIX KoMmbioTepos. Hanpumep, cre-
AyIowas CTPOKa B KOHGHIYpauHORHOM haille JaKpeBaCT AOCTYN ¢ anpeca 192.168.1.1:
no_sccess 192.168.1.1

Ecnu HeofXOMHMO 3alpeTHTs AOCTYI UE0i CETH, TO JOCTATOMHO YKA3aTh TONEKO €
HoMep. HampuMep, eci HY)XHO JaKPBITH BXON BCEM KOMIBIOTEpAM ¢ dIpecaMu
192.168.1.%, T1e X MOXET GbiTs MOBLM HHCIOM, CIIEflyeT HCTIOTb30BATE CIIVIONYIO
CTpoKy:

no_sccess 192.168.1.
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Jlaiire ciatepy Boe HEOGXO0HMAIC MPaRa HA JOCTYN K TecTPYeMOi cheTeme. Llanpimep,
HEKOTOpbIE CHHTAIOT, STO HanG0Mee HbQKTHBHO YAAISHHOS CKAHFPOBAHME, KOTIA 110
CCTH UMHTHPYCTCA aTaka. To NPABIUIBHO, HO CKOMbKO BPOMCHH TIOHAKOGHTCA Ha Mpo-
BCPKY CTOKOCTH TapONii ANA YHETHBIX 3amkceii? Cuens MHoro! A ckanupopanwe daif-
JIOBOF CHICTOMB! CTARET HEBOIMONHEIM. TI03TOMy NOKATBHET KORTPOTS MOET aTs 60-
116e KaMCCTBARHEIH PesyTBTaT.

TIpy AMCTAHLHORHOM CKAHHPOBAHVH TONBKO MPOH3BOIMTCH NOTEITKA MPOPBATECS B CeTh.
Taxol 4HLWIM3 MOKCT YRA3ATE Hd CLOHKOCT 3aLMTbL 01 Hanauenua assne. Ho 1o cramn-
CTHKe GONBIIHHCTRO BIOMOB NPOHCXOIWT WIHYTPH, KOLAA 3aPErvCTPHPOBAHHEIN TIONb-
30BATENE TIOANAMACT CBOH NPABA 71 TEM CAMEIM MOTYMACT HOCTYM K 3ANPELICHHOH HH-
opmauuu. Xakep Toxe MOKET IOTYHHTE KaKyk-HHOYE YHETHYIO JaIHCh ¢ MEEHMQIb-
HEIM CTA1YCOM W HOCTONEIOBATECH YAIBMMOCINMU U4 TIOBGHIEHWA 1B HOCTYUR.
TIo3T0My CKAHMPOBAHHE HOMLKHO NPOHCXONUTE 1 MHCTAHLMOHKO, 11 OGHAPYREHIA roTall-
HBIX ABepeii, H JIOKATHHO, LA BEIABIEHHS OWHOOK B KOH(HIYPALH, ¢ FIOMOLIBH> KOTOPBIX
MOSKHO UIMERR T [IPHBITENUY.

ABTOMATHMECKUE CKaHEPE! NPOBEPSIOT He TOMbKO yaseumocTH OC H ee CepBHCOB, HO i
CAOMHOCTS MAPONA, ¥ AMeHa YueTHbIX 2amuceil. B aHanwaatopax ects Gasa HanBoree
HaCTO MCMOIb3yeMblX HMeH H mapoiel, H nporpamMma nepeGopom nposepset ux. Ecnn
YAAIOCh MPOHUKHYTE B CHCTEMY, TO BEUIAETCA COOGIEHHE O CITHUIKOM TPOCTOM TapoJie.
Of3IEARHO SAMEHITE £I0, TIOTOMY GTO XBKED MOWET ACTIONEIORATE TOT KE METOH, H
NIETKO y3HAET IApaMeTphl yueTHoN 3anucy,

AHATU3ATOpH G€30MACHOCTH MOTYT HCTIONE3OBATS KAK XAKEPEL, TAK H AIMHHUCTDATOPHL,
Ho 3a1aun ¥ unx pasivie. [[epBBIM 1YXKIIO BTOMATITYECKOE BbIBIEIMe OWHOOK MIs [o-
CIEAYIOUETO NPHMEREHNN, & BTOPkIE HCTIOTEAYIOT AHATNE, YTOBb! JaKPHITH YATBHMOCTH,
IIPHUCM 717 HEX JKGHAATCILHO C/GHATH ITO PAHRIIIC, UCM HARICT N MCTIOTHIYCT /MIPh
XaKep.

B panpHefillleM MBI PacCMOTPHM METOJBI PYUHOH TPOBEPKY Ge30TACHOCTH CUCTEMBI
¥ MPOTPaMMEI, YNPOLIAIONIHE STOT Tponece. Yto ucnonmssobate? A je cxasan -— Bee!
Bt JOKHB IPOBEPATS CHOTEMY BCEMH BOIMOXKHBIMU METOJAMH. (TPAHMHKIINCE
TOABKO DAHHM CrOCOGOM, Bbl PHCKYETE MTO-TO YNYCTHTb H OCTABUTH MOTEHUHAILHYIO
asediky.

12.2. 3axpursaem SUID- u SGID-asepu

KK 2 MAHICTPATOD W CTIEQRAIVCY TIO GESONACHOGTA 1h1 JOMAKHET IHATE CHOKD CHCTEMY
OT ¥ 20. MEI Yoxe rOBOPHIH, HTO OXHOM M3 NpobrieM MoskeT cTath Gur SUID rm SGID.
Bbl J0.DKHEI BEMMCTHTS JTH GHTEI Y BCeX POrPaMM, KOTOPLIMH Ile Nonb3yeTech. Ho kak

1 HalTH? [ITH 3TOTO MOMHO BOUTIOBIORATECH KOMAFIOH:

fird / \{ -perm -02000 -0 -pemm -C4000 \) -1s

"3Ta AMpeKTHBa NARICT Boe palk, Y KOTOPEIX yoTanosneHs! mpasa 02000 wn 04000,
wro cooTsetersyer Guram SUID v SGID. Bomoiens koManiy, kel YS#IHTS Ha Jkpane
PMMEPHO CACIYIOUIMA CIHCOK:
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MPOrpAMMOH, To, KOHEUHO e, He GylleTe CIEHTH 32 ee OGHOBTEHUAMM. A 310YMEIL-
JIEHHNK AT MOBBIMIEHHS CBOUX IPHBHIETHIE MOXKET eif M POCTIONL30BATECA.

Koraa Bst BEGepeTs Bos HeOOXOMIMbIE TAKETE! 1 HakMeTe KHoKy Jlatee, HauHeTes 1X
HETOCPEACTBEHHOE KOTHPOBAHWE HA SKECTKMH JWcK. BTO 32AMET ROCTATOUHO MHOTO
BPEMelI, TOTOMY MOMKHO TPUTOTOBATE Halleuky kode WM Jlake Yeners MocMoTpeTs
KaKOH-HAGYIL PUILM, OCOGEHHO EC/TH BBI HETIOTRIYETE CTAPYFO MalllnKY.

Tloka nger ycTaHOBKA, MOTOBOPUM €Ile HEMHOrO 08 3ToM Npouecce. JOTycTHM, Ut B
pamreii ceTn JomKib paGotats Tpu ceppepa: BeG-, FIP- u cepsep nosoctedf. Bee sty
GYHKUHE MOKET BEIIOMIATE OOUII KOMABIOTEP, U0 Ge30macHocTL B JTOM ciyuae Syer
Aanexa oT Mieana. S BCcCraa pazHOLNY 331a4K N0 PAZHLIM KOMIILKOTCDAM, [d U BaM COBC-
TYI0 HC SKOHOMUTE H2 KCIIC3C U JACHATH TO XKC CaMOC,

ConepikaTs HECKONBKO (HIHIECKNX CEPBEPOB MOJKET OKAIATHCS LOCTATOUHO HAKIAMILIM
ke Ang GONbIIAX KOMITAHHHA, HC FOBOPA YIKC 0 NOMAWHAX NOTs30BaTCAAX. S nocncy-
HUe roabl PabOTar HaJ BHICOKOHArPYKCHHRIMH CalTamMu, M ¥ HAC MCITONR3YCTES HC TdK
YK W MHOTD QH3HECKHX CEPBEOR, HO OUeHb MHOTO BHDTYansHLIX. |lanpuyep, cepsuc,
Taxofi kak SFTP, paBoTaeT Ha OTAEMbHOH BUPTYRILHOH MAUHHE, TIE TOABKO OH H YCTa-
HOBTEH,

CepBepin cGOPKH caiiTa, TECTORBIE OKPYKCHMA H T. [l — KAKAbIA M3 HHX PabOTacT B
CBOEM COBCTBEHROM BHPTYAITBHOM cepBepe. Kaabilt W3 HEX H30HPOBAH, H CCTH XaKep
BCe e TPOHAKHET HA OIIFH U3 CEPBEPOB, TO AIBLLIG 3TOTO CPBACa YHTH He CMOAKET.

Kawcaeit 3anyImeHHeiii 1eMOH — 3T0 MoTeHUManbHAs Aeipa B Gezonackocti. Kak mbl
YKE 3H2eM, B HHX HEHIMEHHO CYIIECTBYIOT [OTPELIKOCTH, O KOTOPBIX [I0KA ElLIC HUKTO
1€ 3UAET, W 116 BCera aAMUINCTPATOPLL Y3HAKOT O IHX NepsuiMu. LonycTum, uTo omm-
Ka HaiiaeHa B cepepe Apache, B nocrieiHee BpeMs 5TO TPOMCXORNT JOCTATOYHO Peflko,
TIOTOMY UTO €ro KA YXKE OYeHb XOPOWIO OTIaKeH, HO MpefcTABMM OTY CHTYaUMIo.
Oumbka MoKeT GLITh He B cavon cepeepe Apache, a B OBCTYKHBAEMOM UM Beb-caire
nam B wnTepnperatope PHP/Perl. B moGom cry<ae Xakep MOKET BOCTIONLIOBATLGA
3TOi GpEmIbIo, ¢ NETKOCTHIO NoayHuTb aoeTyn K FTP-ceppepy 1 crauatp BCE CeKpeTHRIE
J1atHble.

Eciii e HA BITOMAHHOM KOMTTRIOTepe GYAeT paGoTaTh TONBKO BeG-CepBep, TO AOCTYN
yepes FTP k konduienunaibliniv gamibiv Gyaer npoGiemarusden. Hoetynno Gyaer
TO/LKO TO, YTO HAXOAWTCH Ha Beb-cepBepe, a & HANEHOCE, UTO TAM HHNETO KOHUISHUN-
ANBHOFO He OKAMETCA. MakcHMyM, 4To MOKET cileNaTk Xaxep, — Aedefic (3ameHa r1as-
HOM CTPRHMUST) WIH yHRUTOMKeHME caitra. Ho 5TO BOCCTAHOBHMTS MpOIIlE, HeM BOCCO3Ma-
BaTh Bee maHABe Ha FTP- win HOBOCTHOM cepBepe. BoayomHo monywenue octyma
K 6a3c NaHHBIX, HO 3TO OTAC/MBHAA UCTOPHS.

lpuMep ¢ BeG-cepBepOM He BMOTHE HAT/INEH, TOTOMY UTO HTOT CEPRUC YMEeT Ienark
MHoroe. ECTM XaKep TONyUHMT BO3MOXHOCTS 3aKauMBaTh CBOM aiiflbl Ha cepeep, TO
M CMOIKET SarpysuTb 4nA ce6n Tyaa Web-shell' M BLIMOAATH KovaNLL M 3akadk-
BaTL/CKAYHBATL OTTYAR Yepes CeTh.

Web-shetl — 510 HCGOIBIIAS MPOTPEMMKA, KOTOPYKD XaKEP JATHBAST 1 RIIOMANIIMI BG-Cepacp, 4T05H
MET BOMHOCTE €10 Y.GUIEHAD M3YHLb 1 IMARUCTPHPUBE TS,
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Kak e Torna BXOAUTL MO APYIHM MMEIIEM M B TO AE BPEMS MCIOAL30BATE MAKCHMATb-
Buic paga? JlaBaiiTo BomomHiy, xak Linux pabotact ¢ nipasamn. B daiine fete/passwd
XPAHATCA AMMCH [TOIB30BaTENEH B CIEIVIOIEM BHIE:

robert :x:501:501: : /home/rober=: /bin/bask.

TPCTHii U ETRED T LAPAMETPAI — 310 WASHTAGUKAIOPS NO.IBI0OBEIEUN 1 [PYIITIBL CO-
oTBeTCTECHHO. KOTAR Ha OGRCKTH! BHCAAKTCA NPABA, TO CHOTCMA COXPAHACT TOILKO
wnenTAMKaTOpLL YT0 3T0 3HauMT? JIOMYCTUM, TO y BAc €CTh MOALIOBaTCilh Toberl
¢ maenTuduraTopom 501. Bel cosaany ewe oAHOro nonkzosatens Dan  gan emy Takoi
e nueHrugnkatop. Temeps obe ydeTHIE 3aMucH ¢ oaMHakoBbiMi 1D 6ynyT paimenarts
RIG/WCHHE O,(HUMH 1 TEMH KE ODhEKTAMU.

Uro 910 HaM naet? [ToCMOTPHTE 1a HAGNTHPHKATOP OAL3OBATENA OOt — OH PABEH HY-
mo. Umcano Hyacsoii ID, a HC MMR T00L yKaSbIBACT Ha MAKCHMAlbHBIC 1pasa. Jasaitre
ponpoGyen yaeTHolt sanuch tobert, KOTOPYK) Mbl COSNANN DUHEE, BPYUHYKY HPUCBOHTE

WICHTHBUKATOPLL MONKORATENR M TRYTIN, panskic 0. B dafine felo/passwd joinina 1o-

NYUHTECS CTPOKA!

~ome /rbert : /bin/bash

Tereph RoliATe B CHETCMY 10/ 310l yUETHOH 2a1Mesko 1 100poGyiiTe CHORA OTKPES
Dain /ete/passwd M RHCCTH HAMCHCHMS WM IPOCTO J00uRMTS HoABIOBETENH. Bee npoii-
JET yenenso, xots daiin /etc/passwd MORET wIMERATS TaNbKO rovl. TToIyHAEICR, Yro
CHCTEMA NPOBEPSIST HAWH NPABA N0 HACHTHOUKATOPY, KOTOPLIH B AAHBOM CIy4ae Kyse-
BO¥ H COOTBETCTBYCT MAKCHMATLILIM 1PABAM.

[ToCKOTEKY HMS [IONE30BATENN HHHETO HE 3HAMHT, 1 PEKOMCHIYIO MEPEUMEHORATH NOJIh-
30BaTens root & daiinax /etc/passwd u fetc/shadow Bo 4T0-To Gonee uHTEpecHOe. 3no-
YMBILINERHHKH, KOTOpHIE TIONEITAIOTCA BAIOMATH BALI CepRep, GYAYT NOAGMPATE napons
A ATMHHACTPATOpPa root, HO TaK KaK MOTb3OBATENS € 3THM HMEREM HET, TO HX AeicT-
BHA OKaXYTeA GeayeTIeHHbIMH,

BrpoueM, monb3oBatens root MOXKHO OCTAaBHTE, HO YCTAaHOBHTB eMy HIEHTH(HKAaTOp
Gorbime Hyns. Sl UHOTZIA CO3NAI0 YETHYIO 3anuck root ¢ UID=501 unu sbile H yeTanas-
JNBAK) MOHRTOPUHT 32 3TOH JAITHCHIO — BAPYT KTO-TO MOMBITAETCA NoxoGpaTe Napois
WU He jait Gor BOHTH B CHCTEMY TOI 3THM WMeHeM. [TONyyuB 10CTYN mof MMeHem
TIO:THI0BATEIA TOOY, BITOMIIHK [TyMaeT, UTO OH OGNIafiaeT BCEMH TIPABAML, HO B PeabHO-
CTV OKa3bIBAETCA IPOCTENM (IO/TB30BATENEM.

MTak, 3OyMBIUINEHHUK, TIPOHMKHYB B CHCTEMy, MOET HE MONb3OBATHCH YHETHOIL
3aTHCLIO TOOL, A OTPENaKTHPOBATE MOSYI0 APYTYIC HIH A0GaBHTL eIl 0AHY ¢ HYNeBEIM
HEEHTHPHKATOPOM [IOTE30BATENA H IONYIHTE MAKCHMATLHEIE MpaBa B cHcTeMe. Ecnn BT
ABNACTECH AAMHHHCTPATOPOM CEPBEPE, TO NOKHBL OTCASKMBATL NoAoGHele TpaHchop-
VI 1 OCTHRURJIMRETE JOGHIE OTIAITKH USMEHSHHA WICHTHIMITOPOS,

Komanza -d Mo3BONFET Y3HATL HAEHTH(UKATOH! ToNE30BaTens. ECTH OHa BHI3BIBAETCH
s uapamMeTpOB, T Ha IkpaH GYAyT BLBEAEHE] HASHTH(UKATOPLI TEKYLIEro NOAL3OBA-
Tens. YtoSel NOMyunTs HHGOPMALIMIO O KOHKPETHOW YWETHON 3aMiCH, HYXKHO BRITION-
HHTE KOMAILY:

il v
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Toeopsim, ymo Linux — amo cucmema dnsi
XaKepoe. KOHeyHo, amo eeckma MaKcuma-
uemeKut Modxod, HO CHO 0OHO — Yeroee-
Ky, Komopbill Xxo4em any6oko pazobpambcs
8 cemeeblx MeXHOMo2usx, He obolmuck
6es sHaHus smold cucmembl. B Hawe
POCBEUIEHHOE BPEMS YXKE HE HAJO «36amb
OMbIMHOZ0 MoGapULLAY, YmObbI OH MOCMa-
eun Linux, He y2pobue emopyio cucmem
obbi4Ho  Windows. [locmaeums  Linux
menepe He cnoxree Windows, a som pasc
6pambcs 9mo K yemy — 20pa3do CroxHee.
Crnuwkom eenuk cobriasH 0Mb30eambCs
UM mak e, Kak u cucmewmoli om Matikpo-
COGHM — C MIOMOULBIO «MIKAHUSY MBILIKOL
N0 UKOHKaM U aeMmoMamuyecKux Macme-
poe. [poyumae amy kHu2y, mel o6pemews
6a308Lle, U HE MOMbKO, 3HAHUS O paBome
€ amoll cucmemMoll «USHYmMpU», HayquUwbCcs
KOHGbU2YpUPOBaMb €€ 6e3 UCMOoNb306aHus
sUyanbHbIX CPeACMS, ysHaeub XUmpble
npuemsl paBombi U CrIOCOGH! 3aUUME! Om
XaKePCKUX amaK.

Anexcardp «Dr.Klouniz» fooecku,
ougull pedarmop KypHana «Xaxep
pedakmop xyprana «XakepCrieu»

®nénos  Muxamn, i
HanbHbIA NPOrpamMMMCT. Pagotan
B xypHane «Xakej « "
HeGKOMbKO  nleT  Ben  pyGp
«Hack-FAQ» 1 «Koanrs  anst
NPOTPaMMICTOB, NEYaTanNCs B Kyp-
wanax  «Mrpomanus» u «Chip-
Gecrcennepos  «Bubnws
jphi rmasamu

Poccusty.

xaxep epa» v ap.

= WO o=

ik 1082773757
& npnowennn OZON.xu

Hacmpoiime Linux
Ha MaKCUMarbHyI0 CKOPocmb
u 6esonacHocmb

Hecmotps Ha sBHoe crpemnenme Linux
MOCENUTLCS B AOMAWKAX  KOMIbIOTEPAX,
HaCTpO/ia 3TOM ONepaLMOHHO/ CHCTEMb!
10Ka BIL® CIVLLKOM CTIOXHAS! U 33BUCHT OT
MHOXeCTBA Mapametpos, 0CODeHHo Kora
Peub MAET O HACTpOViKe Cepaepa. HacTpolika
KNUGHTCKOTO OKpYKEHUS AOCTHTIA MPOCTOTb,
CNOCOBHOM KoHKypuposaTs ¢ Windows, HO
TOHKMI TIOHUHT MOKA TPEGYET OT NOb30BaTe-
st noaroToBKku. ECNM NPOCTO OCTABUTS Napa-
METPEI 110 YMOMHaHHIO, TO 6 MCTUHHON
6630MaCHOCTH LiNUX He MOXET BhiTh 1 pesi.
Kiwira noceslieHa Gesonackoctu OC Linux
OHa ByneT noneaHa Kak HauMHaIoIAM, TaK
OMbITHBIM  NONBIOBATENAM, AAMUHWCTPATO-
pam W CreuManucram no GesonacHocTi.
Onucatie Linux Ha1MHaBTCs ¢ CaMbix OCHOB:
U 33KAHUMBAETCA CTIOXHBIMM HACTDOMKAMM,
NpU JTOM KaXJam MaBa pacCMATPMBaeT
TeMy C TOMKW 3PEHUS NPOUIBOUTENEHOCTH 1
GeaonacHocTu.

B KHMre Bbl HAWETE HEOBXORMMYI0 MHEOP-
Mo o HacTpoiike OC Linux u nonynsp-
HbIX CEPBUCOB C YYETOM COBPEMEHHBIX
peanwii. Bbi y3HaeTe, «ak XaKepi MOTYT
aTaKOBATH Balll CEBEP W KAK YXe Ha sTane
HaCTPOVi CAeNaTh BCE HEOBXOMMMOS Ans
3aWUTBI AAHHBIX.

+ﬁ> 5

FlononHumensiyio GokyMeHmaUuI0 U Apozpamms!
'8 UCXOOHBIX KODAX MOXHO CKaNaIMb 110 CCIKe.
Rp:#/fip.bhv.ru/9785977533331.2ip, & maKxe.

€O CmpaHuLL! KHuzU Ha catime wawbhv.ru.
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TTorrarsees 3aMALETE AYPHAN, YBENAGHEAS €10 PAIMER, BECIIEINO, TOTOMY YTO Xakep
He Gy/1eT J0GARINTH nben B Jog-batin BpydHyR, 2 BOCTIONRSYETCH HDOCTOR HPOIPAM-
mofi Ha Porl WM HAIMCAHHOM NPAMO 1A KOMAHAHOTO WereprperaTopa (Shell). Taxan
MPOrpaMya Hpe3BLMAifHO NpocTa. JOCTaTOMHO TONBKO B LMKIE BLITONHATE KOMAHIY

logger -p ¥ern.alert "Texcr coofmens”

C NOMOIIBIO AHPEKTHBEL 1ogger MOKHO 3aTTHCHIBATE B XKYPHa coofimenvs. Ecnu opra-
HH30BATH GECKOHEUHBIH LUK BEINOIHERHA 3T0H KOMAHIBL, TO CUCTEMA CaMa YHHUTOXUT
KypHAIL

Urofiet JaHHEIE HE MCUe3am GeccIlelHo, MOKHO Jo0aBUTE KOMaHIY, KoTopas Gyier oT-
TIPABISTE AYPHAN HA TIOUTORKI aApec aIMUHHCTpaTOpa:
Frar/ioa/wemp

monthly

size = 100x

create 0664 Toct utmp

posLrotale

¥ Komakza orapam sypsama s, 1
andscript.
rorate 1

i

B AaRROM Ciiyuac M0GTe TEPROH CMEHEI AyPHAIA GYACT WEIIOTHATECH CUEHApHH OT-
NpaRKE 5T0r0 paiia Ha IOHTORBIE ALK ATMARNCTPETOPA.

Ec/IR BB HACTPAWBACTE CEPRUC TAKHM 00pasoM, yOeHHTECh, UTO BAWl NOYTOBBIH AMK
CuoCofie NPAHSTH HEOBKOMMMOR KOIMMCCTRO anHAIX. HAIPUMED, €CIM ARl YCTAHORWIA
MaKCHMATBHLIH patmep dabia & 10 MBak, 4 sam powromni ALK Coocoen MUARTH
ToTRKO 5 MEaITT, TO RH HHKOTAA He TIOMYSUTE ATOT alill, MOCKOIkKY OR BYIET yAaneH
TIOUTOBBIM CEPBEPOM.

12.5.8. TlonbaosaTenbckue KypHanL:

Bce KOMAHIEL, BRUTONHEHHbIC TOL30BATENEM, COXPAHAOTCA B dafuie bash_history (ecan
MeroiL3yeTes HuTepnpetarop Komana /bin/bash), koropuiii naxoguTes B noaL3OBaTEdE-
cKoM Aomaurtem katanore. Koraa sbi onpeacuny, Non Kako# Y4CTHO# SAIHCHIO B CHE-
TEME HEXOAMIICH BIIOMIIK, CrO JICHCTRHS MOXKHO IPOCHCIHTH 110 STOMY KyPHATY.

Bl cmoxeTe y31aTh, KaKHe KOMaHIb! HWIH [IPOrPaMME! BBITIONHANKCE, H 3Ta HH(OpMarHs
TIOJCKAKET, KaK 3N0YMBILLICHHIK [POHAK B CUCTCMY H 4T H3mcHrL. Ecnv xakep noGapmn
TIONB30BETEA WIH MOH(UUMPOBAT KAKOM~THGO BINHbIA CHCTRMEbI (ailn, To BM 310
YBMIMIC W CMOKETC BCDHYTh BCE B MCXOIHOE COCTOSHUE, M TeM CaMbIM GhICTPO 28KDhITh
JZIBEPH B CHCTEN®, KOTOpbIE OTKPBUI XaKep.

KKOHENHO €, NPO(ECCHOKATHHbIE B3IOMIIUICH, KOTOPHIE 3apAGATHIBAIOT JIeHbTH, TIPOHH-
KA1 B \JKHG CUCTCMBL, SHAIOT 06 STOM, [I03TOMY [IETAIOT BCE BOMOIKHOE, HTOBH! CKPBITE
CBOM GliCTBMR, M PEryMApHO WHCTAT 5TOT >xypHan. TIOCTOpOHHWe WiMeHenns datina
bash_history MOTYT yKazaTs Ha KOHKPETHYIO YUETHYIO 3aTICh, epe3 KOTOpYIO TIpOW30-
mext Banom.
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Tocnennie weTwipe roma & paspaGaTeiBato caiiTel ¢ BHICOKOH HATpyskod W B KauecTse
Garamua’ MO bayI0 cepuepsl Windows, Ha KOTOPBIX YEITAHORIEHA G2 J{zHHNIX W Be6-
cepBepBl (IDTOMY HTO JNs GOTBLIMX CaTOB # BCE e MPEINOUATAI0 HCMIONE308aTS CH),
HO Ha hPOHTEHIE’ y MEH YCTRHOBIIEHE! KaUIMpytouyie ceppepl Linux, FTP-cepseps! #a
Linux, cepBepsi enos (PasBepTLBAHNS) W yIpABTEHAS Tak ke Ha Linux

K kakoMy MHPY TIPNCOEAMHWTECS — 3TO TUMHOS pelleHWe xaxnoro. EauncTeeHHoe,
© tem & mpoury mac, — He Aenafite Hyuero Gesmymuo. ITe cTout yeranasnupate cot
TOABKO TIOTOMY, UTO OH OTHOCHTCS K Open Source, kak M He CTOMT CHKTATL, YTO KOM-
mepuecknit copt 3asenomo nyqie. BuBupaiite coum ymom, mpoGyiite, TecTrpyiite 1
HUPHHHMATE CAMUCTUNTE. IBHOE PELICHHE B 3ABHCHMOCLH OT KOBKPETHOH CHIYALMH.

1lporpaMMa 11e MOXKET ObITL TYHLIE, HAISKHEE MM GE30nacHee APYrHX TOMLKC [OTOMY,
710 y Itee OTKPLIT KoA, ITo pex Nomiekiumii, Apkait npavep  sendmail. He overms xo-
POUIAX NPUCPAMM C OTKPBITHIM KOUOM, KAK. KCTHTH, B KOMMEPHCCKHX, BUCHMA MHOID,
1OITOMY BMGMDAITE 33 KIUCCTBO, & HE 32 HINUMUC WA OTCYTCTBHC NCXOLHEIX KOO,
KOTOPHIE GOIMUNHCTBY HONNIOBATEIERA NPOCTO HE HYKHbL

Bropoe unsaaHue

YeMm OTIMHAIOCH BTOPOE M2ganue kairx? ST Gl Hasean 06 3TH KHUMH Pa3HBIMM, NOTOMY
4TO B HOBOM BapHanTe GLino npuseaenc navuoro onviwe nigopmauun. S nepenucan
aBCOMTIOTHO Bee 1 OGIOBH Bech TEKCT B COOTBETCTEHH C COBPEMEHHIMM PEATHAMH,

B xofle 3Tolf paGoThl 6LUTA MOMABIEHE! M HEKOTOpHIE OUIMGKH, MPHCYTCTBOBABIIHE
B TpedbiAyLeM HanaHnk. Mx 65110 HemHOro, Ho B MHTepHETe 10 3TOMY [O0BOLY OHeHb
KpacHBO MUCATM Te, KTO TOYeMy-To He NIOOHT MeHs W Mou kHurH. He smaw, nowemy,
BCIIb . HHKOMY HUNCTO [JIOXOTO HC CACTan. OmuBKH ecTh Beasie, AaKe B aBTOPHTETHBIX
EMepHKAHCKHX M31aHHAX. TIDOCTO TaM HOBIE H3NAHWA NOSBNAIOTCH KDKIBH rol, no-
TOMY OUIHGKH HCTIPARISIOTCA OCTATOUHO BHICTPO.

Tpetbe uapaHue

B TPeTEeM WINAHWH 5 YIKE B OCHOBHOM OGHOBNAN MHOPMAUMIO B COOTBETCTBHA
C COBPEMEHHBIMK pearnavH. KOMITEIOTEPHbII MHp WIMCHACTCA OteHb BEICTPO, 32 UT0
€ro 11 MoGIo, TICTOMY HTO TIPHXOMMTCH TIOGTOAHHO HIYYaTh UTO-TO HOBOE. OHeHb MHOTO
HOBOH HHCIOPMALMI NOTAT) B KOMITAKT-AUHCK K ATO KHUI'S § BHAG TeKCTOBMIX Gaiinos.

7 XOTEn NOHECTH IO YMTATENA KaK MOKHO GOMLUIC HIKPOPMALIMH, H NIPH ITOM JIe ASNATh
KHUTY CMIUKOM ToncToll W moporofi. Exuncreennsii cnocob caenats 570 — maken-
MEIEHO HENONBAORITE KOMMAKCT-anck, HanGonee umrepeerin muhopMaums 10uE &

! Bakorta (01 amn, Back-End. oGoporsan cropusa)  1IpoI paMMHsI Ko, OTREdatomE Sa puGory © cepscs
pom (5a30/i TaHHEIX), NAHILIMIT (TR MX AAILHediweR 3amch B BJL WK OTMPABKY KIMEITY) H T. 1.

2 poutenn (ot aurn. Front-Cnd, Tulienas cTOpOHa) — MySIHUHMAR 4ACTE CAITA, ¢ KOTOPOM HETIOCPEICTBEN-
HO KOHTAKTHPYCT MOTE30RATEL, H GYHKUNORR:, KOTOPHIA OGLIMHO OBLITLEACTCS HA KIMCHTCKOH CTOpOIC
(u Bpuyacpe)
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KONQUIYpALmONHLIE aiin /L1 KAXAOIO CCPBHCH, KOTOHI MOXCT HCIO.IbIOMTS
PAM, HaxonsTea R kataiors etc/pam.d. B 60 bUIMHCTRE CTyuacs BaM HE NPUACTUA CO3-
I2BaTh 5TH GalUIbl BPYUHYIO, [I0TOMY YTO OHH YCTAHABIMBAIOTCS EO BPEMA MHCTALIUHH
TPOrpaMMEI W3 maxeTa. HO BbI OJDKHEL 3HATH HX CTPYKTYPY, YTOOBI MONKHO GBLTO H3Me-
HMTH KaKHe-TO NapaMETPEI B CITy4ae HeoOXONHMOCTH.

Kaxcnas cTpoka b KOHGUIypalHORHOM (aiite COCTONT K3 YSTHIPEX NoJeH, pasieeHHbIX
npobenamu:

O THO MOZYIS, KOTOPBIH MOXKET IPHEMMATE OIHO I3 CIIEAYIOMINX SHAUESHHH:

® auth — MOIYb GyIeT HCTIONBIORATECA [IA AYTEHTHGUKATINN H MPOBEPKY TIPHBH-
Merui noNKIOBATENEH,

*  account — MOAYIIL PACTIDEAENIEHHA PECYPCOB CHCTEMEL MEKITY T10/530BATE/AMH;
session— MOJIyiIh O;UIGPAKA CECCHM M PETACTPAUMM ACHCTBHIL NONK30RATENCH;
®  password — MOIY/Ib NPOBEPKA MAPONS;

O nar, onpeneTaomuH TAPAMETPE MOTYNA. 376Ch MOXKHO HCMONE3OBATE YETEIPE 3HA-
HEHHA:

¢ required — MOY.b 00S2aTENEH;

® optional - HeoOH3aTENHBIH,

* sufficient — JOCTATOUMBI;

® cequisite — MONY)E 0Os3arenen, a B ciyqae OWKOKM yIp2BleiMe NepefaeTcs
NpHNOKeNHIO;

O nonmen myTe K ailty Momys;
O aprymeHTs! MOTYIA.

PaccMoTpim npuvep Kordimrypaunounoro daiina g FTP-cepyica, Kovopuiil naxojr-
cx B aitne /etc/pam.d/ftp. Cumeonom & 3ecs OB0THAUCH TIEPEHOE JUTRAOH CTPOKH:

#22AM-1.C

required /lib/secur!ty/pam_listfile.so item-user sensedeny &
etc/frpusers onerr-succeed
required /lib/security/pam stack.so servicessy:
required /lin/security/pam stells.so
account  requirsd /lib/security/pam stack.so service-system-auth
session  required /lib/sesurily/pam stack.so ssrvicessystem-auth

zem-auth

3710 U Bee, UTO BaM HeobXxommMo 3HaTh. OcTalbHOe GepeT Ha cefd MpOrpaMMa ceperCca
Ge3 nautero BMemmIaTeNsCTRa.

3.4, Mpoueccer

J1s Toro YToGEr 3¢ geKTHEHO YIPAKIATL CBOHM KOMIIBEOTEPOM, BBI MOIKHBI MOCKOHEIb-
HO W3YUHTE CBOW cepiep W PAGOTHIOIIME HA HEM (POLECCH. IO HOMOMET GHCIPO yhH-
DIeTh KaKue-T0 AHOMANMHA B CHTTEME.
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AAMUHUCTPUpPOBaHUE

B aTofi MMaBe MBI PACCMOTPHM BOTIPOCE, C KOTOPBIMH 8AMMRHCTpATOpH Linux-cucrem
©KEAHEBHO CTATKHBAIOTCS B CBOEH paGoTe. HaM NMPEACTONT MO3HAKOMHTECA C MHOXECT-
BOM KOMaHT Linux, HayMMTbCA HX HCMONB30BATH H Y3HATH HEMAIO NONE3HOCO O CHCTEME,

Ho H3y4eieM KOMANL ML HE OTPAHHMHMCA, [IOTOMY HTO HUAHE KHMCA MPEBPATHTCA
B Tleper0;1 pykoBOZICTBa 110 Linux. UToBEl 3TOr0 He CITysMA0CE, § NOCTapaics mojoGpath
FOTOBBIE PENIEHAA 3a7aY, KOTOPIE MHE CaMOMY TIPHXOJWTCA BEITIOIHATS B TOBCEMIHER:
HOJ HcH3HE. 5 IOHUMATO0, HTO BCE OGBATE B ONIHON KHUTE HE MOTYYHTCS, HO HANGKICK, HTO
MATepHAIE! JTOM [NABLL NOMOFYT BaM HATH OTBCTLL iz MIOIHC BONPOCH U H3GABHTLCA
x0T# Gl OT 4aCTH poGaem.

5.1. Tlone3Hue KOMAHALL

JUIS Hauana UOMAKOMMMCA C HCKOTODWMU HIDOTDAMMAMM M KOMIH/IAMM, KOTODHIC
MO3BONAT BAM YNPOCTHTE AIMHHHUCTPHPOBAHKE K ClenaTb ero >Qextuesee. ilaunem
¢ KOMaH/I, HeOBXQIUMEIX [T TTOCTEYIOIEro TOHMMAHKA MaTepHaTa.

5.1.1. Cetesue coeamuHeHUs

I'paguueckas yTunuTa uacTpoiikn cetu o Ubuntu ganexa ot uaeana u harmamiocTy. No-
KoBHble yTHANTEL B Mandriva wnK B Suse HaMHOTO HHTYWTHBHO moHsTHEe B paoTe. Ho
Ubuntu 1104EMy=T0 OCTASTCH CAMBIM MOTIyTIRPRAIM TUCTpHBY THIOM. JL1 TOro WTOGH Ha-
‘(aTh HACTPOMKY COSIMHEHHH, B CTPOKE TOHCKA MOLIE BCETo HABPATH CIOBO Network KK
cere,— OC HaleT YTHIHTY H ee MOXHO Oymer 3amycTHTh. B pesymerate oTkpoercs
OKHO C Pa3HECEHHBIMM N0 Da3Nenav BCEMH CETEBBIMH YCTPOHCTBAMH, KOTOPBIC MOryT
BLIBECTH BAC BO BHCUIHHH MHp. BbIGepHTe YCTPOHCTEO, NapaMeTphl KOTOPOTO XOTHTE Ha-
CTPONTS, M HAXMHTE KHOMKY VIaMeRHTS, TIepen BaMy JIOMKHO OTKPLITECA OKHO, MOKa-
3aHHOe Ha pHC. 5.1 (ECTH MPOU3BONMHTENH B NIOCKEAHHI MOMENT IIHHETO (e HIMEHHIH).

B 3TOM OKHE W TIPOBOJASTCA HACTPOHKW CETEBOTO COEIHHEHWA, NMapameTpbl KOTOpOro
JOMKHbE G IOHRTHBL, ECIIM Bl IHAKOMBI C HPHHLMITAMM PABUTA CETRBBIX (POTOKONOK.
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cptions (

direciory "/var/named/";

zone *."

type hints
Sile "names.ca”;
I

zone “sitename.com” {
type master;
file "sizerams.zone";

i

zone "10.12,190.in-adcr.arpa” {

type master;

file "20.12.13C.in-addr.arpa.zone”;
b

B namioM npumepe dailt paidur na ueTsIpe pasacia, KaKIBIH 3 KOTOPBIX WMCCT CIIC-
Ayronmii hopmar:
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5.2.3. Wupporanme gaitnos

HexkoTopble cepBepsl MOTYT HCTIONE30BATLCA TS XPAHEHHA APXHEHEX AAHHEIX, KOTOpEIE,
HECMOTS Ha TakoM CTATYC, OMKHI GbITh CKPSITHL OT TOCTOPOHHEro parnsa. Hawryy-
WKl BapHaHT auTel — wkdposate Qailisl, YToGh HIKTO HE CMOF YBHACTb HX COLEP-
sciMoe, W makeT OpenSSL NPeOCTARTIET HaM TAKYIO BOIMOKHOCTS.

1lngporanpe HEOBXOIUMO HE TONEKO /S PE3CPBHEIX KOMMA (alinos M apXUBHBIX
NAHHEIX, HO W 715 GalioB ¢ CekPeTHOM HEGOPMANHUEH, KOTOPBIE HEOBXOTAMO TIEPENIaTh
IO HEIAUIHIICHHBIM KAHANAM CBA3M — HANPHMEP, Yepe3 SEKTPOHHYIO TIOUTY WK myG-
nuuHLIA FTP-cepaep.

Jns wudporanng HEOOXOAUMO BBITIOTHATE KOMAHAY /usc/hi
crenyroumit By .

jopenssl, KOTOPAA HMEET

fusr/bin/openssl anropumi -in daMni -out ¢ann2

KonmecTso HCIONB3yeMBIX AMTOPHTMOB HCUHCIAeTes Hecatkami. HawnGonee pacnpo-
crpasennEM sensercs DES (Data Encryption Standard, cTamapr mmdpoamms daH-
Hbix). 5l TOe OTAAIC MPEIOYTEHHe HMEHHO emy. () IOUIEpHHBAEMBIX AIFOPHTMAX
MOKHO Y3HATE Ha CaliTe pa3paGOTHHKOB KM 110 KOMAHIE nan openssl.

TTapameTp -in 2a7aeT BxonHOH (aii1, KOTOpEIX HeobXOMUMO WHGPOBATE, a NOCHE KIHOYA
-cus ykasbisaeTcs MMA afina, Kyla COXpaHAeTCA peaynsTar,

Llpu aemmgpobamuy B xomanay 1eoGxoanmMo JoSapHTs KoY  d. COOTRETCTBEHIO, ap-
TyMEHTOM [apaMeTpa -in 3a1aeTCH 3aKONHPOBAHHEIH Qaiin, a mapamerTpa -out — HMA
Gaiina 2,19 COXpAHEHHA Pe3yIbTaTa:

Jusr/binfopenssl anroprm ~d -1n danZ -oul paril

B wauecrne upumepd sanndpyem cieok napostei fete/passwd i duitt /home/passwd 1o
anropirmvy DES. JL1 9T0r0 BHIIONHEM KOMRHTY

fusr/binfopenssl dss -1n /ete/passwd -out /hore/passud

B oTHET Ha 3Ty AMPEKTHBY NPOTPaMMa ONPOCHT BAC YKa3aTh NpOITe H 3aTeM TOBTOPHTE
£ro BEOA, 4TOOB! HCKAKOUHTD BO3MOKHBIE OLIMOKA.

BRINOIHHTE KOMaHy cat /home/passwd M yGeaMTech B TOM, 9TO COAEPKHMOE STOra
haiina HeuHTACMD.

TIn paciepoBicn Gaiia REITONTHATE KOMAHAY:

fage/binfooonss] dns -0 —in /home/passs

—out /ste/passwd

TaKAM HEXHIEIM CI10C0GOM MBI MOReM Ge30TIacho Xpanm's komio daina ¢ napomas.
K Teme PesepBHOTO KOTIMPOBARKA MBI BOPHEMCA B 2106¢ 13, KOTOPas GyIeT MONHOCTSH0
TIOCRAINGHA FTOMY BOIPOCY.

5.2.4. TyHHens rnasamu xaxepa

XaKepel MOCYT HCIIONBIOBATh TYHHENH NI CBOWX Lieneh. Hampumep, HECKOMBKO €T Ha-
3an % G momemouen x MATeprery mo Texnonoru ADSL (Asymmetric Digital
Subscriber, acuyMeTpHuHAT LMGPOBas AGOHENTCKAR NMHMA). DTO CefiMac Nerko HaiTH
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1 Coy=ailHOC H3MCHCHHE WK YRTEHNE HalTos.

Korza x cepsepy NOAKIIOUAETES 1(0BLIH M0Ib30BATEIb, [i¢ HMEIOWHIl JOCTATOUHOTO
onuiTa paGoTEl ¢ KOMMBIOTEPAMH, OUSHb 9ACTO €TI0 HENCHBIC ACHCTBNA NPHBOAAT
K yHUYTOXELHIO Aamubix. Ilpy rmpapmmeHoOll momuTHKe Ge20MacHOCTH MOTYT GbITh
PA3PYIICHET TONEKO €70 cobeTBeNIbIe (alifbl, HO M OHU MOTYT MMETh LIEHHOCTS IR
opramsanmy.

0 Hapyuienue patiomst yeTpoiicTs

Koraa # Ta/bio HAYHHAT SHAKOMHTBCA C KOMITEIOTEPAMH, TO B 0GHXOIE BUIH IHCKe-
151 5,25 JOHMA H KECTKHE IHCKIA MAKCHMATLHEIM pazMepo B 20 Mbalit. Ecry purve-
cTepel GBUTH OTHOCHTENTEHO HAIEKHB!, TO HHGOPMALKA HA AHCKEIEX LIOCIOAHHO 1PO-
najana M3-33 NOPHH MOBEPXHOCTH HocHTemd. C IepeXoioM Ha JMCKeTH 3.5 moiiva
CUTYAUHA M3MEHWTACH HE CUIIBHO, R BOT HAICAHOCTh JKCCTKHX JIMCKOB CO BPCMCHCM
HoBbIIATZCH enie Gobie. Ho Koria Mel HIYAMH ONepHpoBaTS TUrAGaHTamM™, T0 b ofl-
PENENeHHEH MOMEHT A PeabHO CTONKAY/ICA ¢ npobneMol MCHopYentHsiX OI0KOB
(Bad Blocks). Flpumepro 3a mofroa MHe TPHILTOCH CMEHHTD TPN AKECTKUX AHCKA
PAsNLIX HpoM3BOAKTENEH pasmepom ot 10 mo 20 I'Gaiit. e Guuno kak Haber capab-
"M, YHHMTOXArOMEH MoceRsl, B HacTOALIee BpeMs HAXCHKHOCTb AMCKOB CHOBA CTasa
YAYHILATLCA, HO €@ HeJteas Ha3PaTh MASANBHON. BLerna ecTh BEpONTHOCTE, YTO AUCK
BLIATIET W3 CTPOA,

O Cruxuiiesie Ge1CTBAA H OTEPR TEXKHKA,

He Gyzem Gonbiie roBOpHTB 0 TCPPOPHEME, [IOTOMY HTO €CTh U IPYrHe TIPHYHHBI YT-
parl Texwmka. ECHi O1IINHYTHER A UOGICAHME TOAbl, T 3AMOHACHLIb, YTO HALA M8~
HeTa HAMUHACT TIPETIOIHOCHTE CTPRIIKEIE CIOPTIPAIBL. 5| HMEH) B KHAlY YHACTHRILMECH
HABOJHCHIA, CMCPHH, SCMIICTPACCHUA 1 TIXKAPET, KOTOPHIC MOFYT YHHUTO&ATE JIOMa,
orcs! i Uenke Topona. ECTM ecTh PesepHAR KONIMA, # OHA XPAHWTCA B APYTOM [O-
poae (B oTom nomoxket HHTepHeT) mTH B HecropaeMoMm ceifbe, To BOCCTAHOBUTE TaH-
HBIE He COCTABHT TPyAa.

M Xakeps! ¥ anMIEMAY BUPYCOB.

Kak e Gies hux... 310 4y0 HH(OPMALMOKHORN HKH3HA, 563 KOTOPOTO YKE HHKYAR HE
AETRCA, F IPHKOAINTCA BBICTPaREA TS KCEHOSMONHIG 0GOPUHITEIRHRG IyGoxH. Kakoe
CICACTHO HAINE RECRO MCTIONB3YIOT [ 3ALIMTEI OT EPEAOHACROrO Koxa? Koremma
arTnEANYChl. OHM FPCIAKOT PHTOAKCHHC JEOOOTD HIRCCTHOTO 31070 Koma. Ho xa-
KCPBI PHIYMEIBAIOT HOBBIE TIPOTFAMMBI | CIoCOfs! 06X0)(@ akTHaMpycos. W umekHo
BOBLIE BHDYChl HAHOCAT MAKCHMAHME YIICPS, NOTOMy MTO ATA HHMX HET ewme
adeRTHBROTO MeTORa ActerrR. TTOTEPH OF SAICMIR C KUK IHM [O0M YBCIMHHBA-
KOTCR, HO WX MOHO COKPATHTS C [IOMOLIEK) PE3CPBHONO KOTMPOBAHNA ¥ BOCCTAHOB-
newA,

OTOT CIMCOK MOMHO TIPOTOIDKATE €1IE J0MFO, HO, HATCHOCh, 3 ¢MOT Bac y0eIuTs B HCOO-
XOLUMOCTH HMETE PE3EPBIIYIO KOMHIO BOEH 3HAMMOM MHpOpMATIN.

TIoCMOTPHM Terieph, UT0 UMEHHO HYXHO KOTMPOBATh. K BaKHAM JAHHBIM MOKHO OT-

HoeT:

T cHCTCMHBIC KOHGUrypauKOHHEE aitii. Ha Tiepssid 5ariisi, 5T0 He 1ak BaKHO, N0-
TOMY UTO B TaKHX (aiiNiax HET CeKPETHON H BKHON [1d OpraHmsaLuy HHOOPMAUMH.
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OTaen onToBLIX NOCT2BOK:
e-mail: opt@bhv.spb.su
Jlowansrag cevn 10Ma M B 0Hce MPOCTHIMH CPERCTBAMY

¢ [IpIBIKTIL] NOCTPOSHNA JIOKATBHBIX CETeH
nox Lisux

+  O6uue pecypesl H 0611Ee MOAKMNOUCHHE
x Hutepuery

NokanuHas ceTb
o BAPTYANSHER TEXHOIOTHH B CETH

= !
filoYs} L! n ux ‘ * Y xageHIoe yItpanaenue

* Vaanessan padora cpeacteaMu Linux

* Hactpoiixa newatn

|
i

|
| @ TIPOCTEIC IPHCMbE ATMMEHCTPHPOBAHES

o Cerensic cepsepni Mok Linux

f

Ji0a 16X, K70 DOIIMS HOCTOOMTR UPOCTYIO AOKAURHYK) CCTh IO yupariesnenm Linux
¥ cela goMa T B OQMCe, OTa KHHI CTAHET He3AMEHHMEIM TOMOUIRHKoM. PaceMoTpenst
BOAPOCK! COMAKME H 0BCTYMHBARYS HEGOMBIKOH JOKAMBHOH COTH TOI YHpABTEHUEM
Linux. Jlanel OPaKTHYECKHS TPUEMB NPHMCHEHHS BUPTYQTHHEIX TCXHOJIOTHI, N03BO-
JSIOUHX YACIEBHTE CETh 1 HOJYTHTH MAKCHMYM (YHKIMOHANBHOCTH TIPH MHHHMANE-
MBIX 32TpaTaX, OUPOGORATE PALTHIRKIE REPCKH OMICPATHONHOH cHeTeMk Linux B cetn
H HCTIOB30BATH BROPaHBbIA BapuanT Ges sarpat na oGopyiosatue. Onucanml IpocTe
CPECTBA AIMBHUCTPHPOBAHUS CETH, CPEICTRA OFIEPAUMONEON CHCTeMBI Linux Ana yaa-
NEMROMG A0CTYTIA K XOMIbioTepaM Cer. [hn koMDOpTHOR PaBiork © KRIIOH W HCKO-
geris 20BX0IMMOCTH OMCKA JOIONHHTENBROM TMTepaTyPhl NPABEALHb OIICAHNS Ca-
MBIX HEOGXOIMBIX IIPOUENYP H KoMaH/ Linux.

Tloass-Bparkuexnii Anexcantp BAZIMMHPOBAY, PYKOROTATENS TPOCKTE TIO ABTOMATH3AWMI
Ha YPAHCTOPTC § YCACUTION KOMMCPHECKOH KOMIIAHIH, CTCLAATHCT B OG/ACTH OPFaKHIALIM
¥ OKCOYATARHE MATBIX W CPENHUX DOKATGHRIX CeTeil. ARTOp XHUT «UeTh CROWME PYKAMI:,
«Cetb noa Microsoft Windows. JKenpecc-kypes, «AAMEHACTPMPORAHKE COTH HA HPUMPEX>,
«lokainHeC coTi. MOISPRIALMS W IOHCK KCHCIPARHOCTCHy, «/loKATbHAR CaTh 088 1 B OPHCE.
Haporte conevsiy, «[leppuie mars ¢ Windows Viste. PyronoActro A nasmasoniiss, <Linax
4 Windows b JoMaUHeR cerity, «TTaRAILHAS CeTh. CAMOE REOTYOMOR.
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Hit oivti IMIIRVG NOMB3OBATETE He AOMKEH paboTaTh ¢ KoManaoh at. Mioraa mysie
35Tl WEITTOMHK TG KOMAFITY, HeM MI0TEpHTS KOHT[IOME Ha/l CHETEMO.

Ecim 86l He 3aMyckaeTe MIAHAPOBLIVKH at W czcn, TO A PEKOMEHIYIO YGPaTh CepeHC
crond U3 ABTOTAITYCKA, @ TYHIIC TAXKC yAanuTh. Bel HC CMOKCTE KOHTPOMPOBATS TO, YeM
He 10/1b3yETeCh, TIOTOMY 4TO He 6y1eTe OGPALIATE Ha 3TO BHUMAHKE.

B xaratore /etc ects dalin crontab, B KOTOPOM HAXOMATCH BCe HACTPOIHKM cepauca cron.
ST PEKOMERYIO BHECTH B HAUATIO ¥TOTO (hallTa CIEAYIONLYIO ApeK iy

CRONLOG=YES

"3T0 N03BOTHT 3AHCHIBATH B KYPHAT KOMAKIIEI, KOTOPbIE BBITOHATACE B cron. JypHat
ceprrca HaxoauTeA B daiite fvar/cron/log, ECTH UTO-To pousofiIeT Ge3 nammero eomMa,
TO 3TO MOIKHO CYZET OMPEZENHTH NO KyPHATY.

3.6. Hactpoiika cem

B Linux ceTh ABAAETCA OAHAM H3 OCHOBHHIX KOMTOReRTOB, Jlake eciil y Bac HeT Tod-
wrioeHus k HHTepHeTy, ByMeT YCTaHORIEHO JOKANBHOE CETEBOE OKPYIKEHWE, U CeTeREIE
yurumm GyIyT NCNIONB30BATECS HEKOTOPBIMH CEPBUCAMH.

Tpauueckas cHeTema Linux MOCTpoeHa Mo KMGHT-ceppepHoil apXuTektype. KypHani-
POBAHHC TaK ¢ MOCTPOCHO MO COTCROMY NPWHUMAY. ECAW 3NyCTHTh MpOrpavaty
ifconfig, To oHa moK@KET XOTA Bb OO PABOTAIOILEE CETEROE YCTPOICTEO C ATPECOM
127.0.0.1. Iror uHTepdeiic ucnOTLIYETCH CHCTeMON 115 OBIEHHS ¢ cAMOH COBOM. TLTo-
X0, XOraa roBopur cam ¢ cobGoii YEOBCK, @ KOr1a 3T0 ASNacT KOMIbIOTEP — 3TO HOp-
MAIRHO 7 /@i XOpOI.

Ioce yeranobku OC Linux nerko ompedenser ceteblic kaptol. C oTuM y Meha eue
¢ Hawana XXI vexa npoGnem e Geuo. Ho ana paGoTs! B cetw 31010 HedocTatouro. Bo
BPEMA WHCTAILMA BBL YA MOTIH YKA3aTh OCHOBHEIE TAPAMETPSI MOTICTIOYESHNN, HO
WHOTAA TORRARETGR HEOGKOIAVIOGTS. WEMEHHTS HACTPORKH, 1 HE GYNETE 1KE Bh MEPEYC-
TAHABIHBATL CHCTEMY, KOTAA HYKHO BINOJIHHTS BCETO NAPy KOMAHI.

Jna nepenauy JaHEBLX [0 CETH HEOGXOAMMO YCTAHOBHTD H HACTPOMTH NPOTUKO — Mpa-
BUMA, MO KOTOpbIM A YAAACHHAIX YCTPORCTRA Gy.IyT OGMCHWBATHCS HHGOPMALMCH.
[TpaBy1a OIMCHIBAIOT, HY3KHO JIA YCTAHABMBATS COSTHHEHHE, KAK TIPOHCXOIHT [POBEPKa
LEROCTHOCTH NEPENAHHEIX AAHHLIX, TpedyeTca TN MOATBepAIeHe A0CTaBky U T, 1. Bee
3TO PCANHIOBAHO B POTOKONC, @ BALLIA 34,1244 AL PABKIILHO CTO HACTPONTS.

3.6.1. Appecauus

Ocnosrey 41 Linux ssisercs crapwiii cranaapron ais Hrepseta nporokon TCP/IP
(Transmission Control Protocol / Internet Protacol, mpoToko: ynpasnerus mepefavedt /
nporoxon HuTepHer) Bepeuu 4, KOTOPBII Yike YCTAHOBIEH, M 10CTATOYHO €T0 TOJALKO
HaCTPOUTE. ECAN BRI CLIC HC RCTPCUANHCH ¢ 3TUM MPOTOKOIOM, TO CORCTYI0 NPOUNTATH
COOTBETCTBYHIIYIO KHUIY [0 3TOH TEME.
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B peayneTate Ha SkpaHe MOABATCS MPHMEPHO CACAYIOWAT HHPOPMALINA:
NETWORKING=yes

FORWARD_IPv4=true

HOSTNAME=FlenovM

Het cumbicna M3MeHATh Kakne-nHGO M3 3THX MapaMeTpoB BPYYHYIO, KO €CTh CHelHa-
THIMPORAHHBIE YTANUTHL 3TOT hafin 1 Nokazan RaM TOMKKO NS (pUMMEPa.

3.7. ToaknroueHue k cetu UHTepHeT

K 11CPROHASAIRHAIM HACTPORKAM CHCTGMBI f1 OTHOLLY H TIOAKIKIMCHHG K Wireprety. Eoan
Jtet 10 Hasan 970 GeiM0 ANKOBKMIIKOHA 1 AOPOTMM YAOBOALCTBHEM, TO Cefiuac MiTepreT cran
HEOTEEMJIEMOl aCTEIO MOBOrD KoMMbTepa. TpyHO cefle MPECTABUTY XH3Hb e of-
IeHma 1 oBmena mHpopMaueit, JIMMHO A K CETH TOMKMOYEH Kak MEHMMYM |0 tacom
B JeHb. XOTH HET, 370 HE A OIKIONCH, 8 MOH KOMITBEOTCP.

BeeMupHasd CeTh MBAACTCH IPOMENHBIM XPAHIIHUICM BCCBOIMOAHBIX JA4HHBIX, 3ueth
BEI CMOJKETe HAliTH PANTIURYIO IOKYMEHTALIIO WITH IIPOTPaMMAOe ofecrieuene. Brio-
CNENCTBHH A 1aM CCBbUIKM B MHTEepHeTe Ha MPOTPaMMBI, KOTOPbIE CMOTYT OGNETYHTH
s, M UX GY)ICT HOIICIHO CrauaTh, B3 A0CTYNA B COTH 3TO HEBOTMOKHO.

Ecni w1 yeTanowwin 1 paduueckyio ofoiouky, To & HER coenenue ¢ MHTepHerow
cosaare Jerxo. a u paGotats ¢ BeG-cTpannuamM B rpadudeckom pesuMe (B Gpaysepax
Tuna Mozilla) Hamoro npouc, ynoGuee u mpusTHee. TONBKO PATY 3TOTO CTOHT YCTaHO~
BHTB U HACTPOMTL rpadHYECKYIO 05ON0UKY, HO [0b30BATHCA €0 HEOGXONMMO JIHILG Ha
paGoyeft cTaHUMK, HO He Ha aeHCTBYIOWCM coppepe. JefcTBY OWMl copBep ayyie acp-
AT B TEKCTOBOM PEXHME, 3T HaMEOTQ aiekTUBHee 1 Gelonackee.

Tinn nacTpoiisn HUTCPHCTA B IpadinueckoM PeskiMe MOKHO HCNONb0BATE Ty Ke YTHIH-
TY, UTO U NS HACTPOWKH CeTh. MLl e¢ paceMoTpenn B paza. 3.6.1.

3.8. O6HosneHue aapa

OBHOBITEHNE POrPAMM TIOIBONACT TIONYUATh HOBLIE BOIMONHOCTH W HCMPARJISTL OLIMG-
. OcHoBa Linux — 370 52p0, 1 OHO OGHOBIAETCH OUEHS YAC IO 32 CHET JAHAMHIHROTO
paseitia cavoit OC. He myraiiTect ook, OHM ecTh BoerTa i Be3fe, ¥ MBI ellle MOro-
BOpPMM 06 9TOM. BLI 1074AILI YMETL YCTaNaBIMBATE [10BO@ AAPO B CBOKD CHCTEMY.

BONBLWHHCTEC TIPOrPaMM B HACTOALISE BPeMA PEATHIOBAlILL B BHAE NAKETOR IPIN HIH apt,
KOTOPBIE QUEHb JIETKO HHCTALTHPOBATE. Mal pacemaTpusaen LIbuntu, MOaToMy y Hac OCHOR-
HAA KOMAHIA YETAHORKH MAKETOB 2pt-get.

To e cavoe oTHOCHTEA H Kk Anpy OC. Ho Ha mpaxTHEe caMble CBekKHe BepPCHH ANPA MOCTAR-
JRKTER B HCXOjIHRIY. KO/TaX. VB MCXOAHEIX KOTIOB MOXHO coBpaTh AP0 JaKe B TOM criyuae,
eci pa3paloTurk IMCTPUGYTHEA SIlIE He AT Er0 PACTPOCTPAIINTL YEPE3 CBOM PErIoIHTO-
pum. B 3T0M cTywae NPOUECC YCTAHOBKH HEMHOIG YCHODKHNENCH, HO 3810 TI0NENAETCA BO3-
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5 password server = <NT-Server-Nane>
; password level - 8

i username level - 8

encryp- passwords = yes

smb passwd file = /etc/samba/smepasswd
usershare max shares = 100

unix password sync = Yes
passwd program = /usr/bin/passvd tu
passwd chat = *New*password* $n\n *Retype<newpassword* $n\n
*passwd:*all*authentication=tokens*updated*successful ly*
pam password change = yes
username map = /etc/samba/srbusers

i incinde - /etc/semba/smb.conf.%m
abey pem restrictions = yes

lacTpcsxa coxera

socket options = TCP_NODELAY SO RCVEUF=B122 50_SNDBUF=#132
;  interfazes = 192.168.12.2/24 192.168.13.2/24

bind interfaces only - yes

2

Nactpotika pocMoTpa

; remcte browse sync = 192.168.3.25 192.168.5.255
remcte announce — 192.168.1.255 192.168.2.44
local master - no

os level = 33

domain master = yes

preferred master - yes

PafoTA @ cepEepoM
demain logons = yes
loger. script = Sm.bat
logor script = $0.bal
logor. path = \\$L\Profiles\¥J
wins support = yes

# WINS-cepsep
wins support = no
Wins server = w.x.y.z
dns proxy - no
name resolve order ~ Imhosts host wins beast

Oroparesie baion
preserve case - no
short preserve case — no
default case = lower
case sensitive = no
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BOIBITHHCTBO BIAZENBIER JOMANIHMX CaTOB — 3TO NPOCTRIE MO/L3ORATENH, KOTOpbIE
XOTAT GHICTPO NOYHHTE COOCTBEHHYIO CTPAHHLY ¢ MHOKECTBOM BOIMOMKHOCTCH. A 4TO
MMeHHD HyKHD cality? KOHEMHO e, 10 FOCTEBas KHUra, JOPYM, 4aT, FONOCOBAHIE
uT. 0. Bee 5Ty pajnesbl HETh3S CHETaTh ¢ MOMOUIEIO A3bIKa pasMetku HITML, u wyxcem
3HAHWS TIPOTPAMMUPOBAHRS — Hatphimep, Ha Perl wmw PHP. TIoTe308aTen He XoTaT
(WM He MOTYT) BHEKATS B TOHKOCTH NIDOTPAMMUPOBAHKS, TIOITOMY KCIOMB3YIOT B CEOHX.
MPOEKTax yike rOTOBLIE {IUIATHLIE WM GecnIaTlbIe) ABUIKKHA.

Kak 8 yike HEOMHOKDATHD [OBODM1, Nt0Gas paspaGuTKa MOKET COASPAATh ONIMGKH,
MPOCTO O HUX 1O TOPK) IO BPEMEHH HHKOMY He H3BECTHO. ECITH BBI B KAKOM-TO KypHA-
e mpounTany, uTo Be-1Bmicok XXX cynepSelonaceH, To He CTOMT Cpazy ke B 3T0
BepuTh, JKYpHANTHCTEI YaCTO WCNOTB3YIOT [POMKME YTBEPHCICHHS, UTOGH! cOenaTh
cTaTkM KpacuBee. Ho peanbHOCTS Takas KpacuBas He BCerna.

PacipOCTPaHCHHAN 1POTPAMMA CTAHOBMTGH JAKOMHIM. KyCOMKOM 1S KGO XaKepa,
[OTOMY 4TO €8 KUIOM HOSRONAET IPHHUKHYTh CPAsy BO MHOKECTRO CUCTEM, I1E OHa
YCTAHOBNEHA.

Eciié aIMHHHCTPaTop caifTa yCTaHaBIHBAET Ha CBOIO CTPAHHYKY TIOMyAPHbIA GOpyM, TO
OH JO/KCH NOHMMATh, YTO B HCM KOTAA-HHOY.Ib HARAYT YASBAMOCT, H HCPEY HEC KAKOH-
HUGY/Ib TIOYMMITICHHHK NPOHBKKCT & CUCToMy. TFrofhi STOMO HC IPOHIONUIO, 4/ \MHHM-
CIPAIOP Caifta NOIKEH PETYIAPHO OGHOBIATL MCTIONE3YeMBIE BeG-TIpORpAMMbI H BG-
CleHapHH.

ECiim Bl peIii HamHCATh COGCTBOHREN $OPYM 1% CaifTa, TO OH MOKET OKaIATHEA
Golce HACKHBIM, CCIM Bbl SHACTC XOTA Obi OCHOBHBIC NPHHUMIG JAUIMTHI BSG-
nipanowennii. B a10m ciyuac ama paGoTa oKwiercs GeloNacAge, ten MPW HCTOMLI0-
BaHRH JOGOH TOTOROH TIPORPaMMB! H, TeM GoNice, IPOFPAMMbI C OTKPEITBIM KOTOM, TI0
CIIEAYIOUTHM NPUYHHAM:

O 1 Hageloch, Bel GyIeTe Peani3oDLIBATE TONLKO T¢ QYIKUMK, KOTOPLIE NeHCTBHTENLIO
BaM HyKHBI. A YeM MeHBIIe GYHKUHH, TeM MeHBLIE BEPOATHOCTL OWHOKA, YHHEED-
CaTBHEIE CKPHITTHI HHOTIIA CTMIITKOM CIIOWHBIE b IBITAIOTCH 05BATH KAK MOKHO GOb-
IWle, YTO MOET CTATE TPHUMHON CLIMGKHM,

O pauwr ucxoguetii ko GyaeT negocTyned. 3T e pewaet mpodaemet, TOALKO UEMIOro
YCNOAHIET,

O WeHHOCTS BIIOME BAILIENO CKPHITA HE TAK BEICOKE, KAK BXTOM HErD-TO OUeHb MOMY~
TApHOrO.

Hy a ecit BbI He 3HacTe 0cOGCHAGRTCH ASBIKA HTH BOOBILIE HC SHAKOMS! ¢ NPOTPAaMMEPO-
BAHNCM, TO AYHING W HC IINTATHCH. B STOM CHYUAC JEKG HAMUHAIONIWE XaKCp HAH/CT
VHSBMMOCTE, 11ySTh H HE SHAA VICXONHOTO KOTA, CTPYKTYPSI GAThi JAHHbIX H APYLAX Ta-
PaMETPOB, YIPOIIAIGIIHX BAIOM BEG-CUEHAHA.

Ecan Bbl OTBeuacTe 3a 0un Be-Ceprep, TO NETKO CMOKETS KOITPOIMPOBATL OGHOBIC-
1tHe NporpaMm. Xy)ke BCero agMUHHCTPATOPaM XOCTHHIOBBIX Komnauni. Ha ux cepse-
PaX PACTIONONEHbI COTHH, & TO U THICAA BeD-caiiTon, [IPOCTSUTE 32 BCEMIL XOHSBAMH
CHITION HEPEAIILHO, 1103TOMY HYAHO FAUTITHYS CHOW BIAEHIA GT HEIOBPOCORECTHbIX
VI TERVBBIX MONE3oBaTeNeH. B THX IEAFX JYHITE BCEro MCONB30KaTH NpoTpammMy jail,
0 KOTOPOiA MBI FOBOPUTH B 27ase 4. Jl7 BeG-CepBHCaA BL IO/KHbI CO3IAT €10 COOCTBCH-
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HMCTPATOP AOIDKEH CIACIATh TAK, YTOGHI OCIOKHATE 3TOT MPOLECC ILIN 3aMyTaTh B3IOM-
mKa.

Cawsii MpoCToH W OTHH W3 HaHGOMee UHQOPMATHBHEIX METONIOR — CKAHNPOBAHHE TIOD-
ToB. UTOOH RKSCHHTE, KTO, KOTA W OTKY/Ia MPOK3BEN MOMBITKY MPOHAKHOBEHAS, HE0G-
XOZMMO OTTIARIMBATE MOGHIe HECTAHIAPTHEIE COBHITHS TIOPTOB. KOHEUHo e, BpyuHyIo
ITO CAEATE COKHO, [IOTOMY JYHIE 3AMACTHCE XOPOWEH MPOrpaMMOi.

CpencTea aBTOMATHIECKOTO BEIARICHHA aTak JOCTATOUHO XOPOTIH, HO HE RCETNIA TTPHEM-
neMel. 1{ampuMep, ecy Baln ceppep MOTY.TAPEH, TO KONHYECTBO CKAHMPOBAHHH B JIeHE
Byzer mosonsue Gonplumm. A mymalo, 4ro ywinl, Takde xax www.yahoo.com min
‘www.microseft.com, CKanHpyIOT TLICAYHK, @ TO A MAWLIHOHLI Pa3 B Z€ib, U HA KaAIYrO
HOMEITKY OBpAIATS BRAMAHHC GCCTIONC3HO. A CAMOC IT&BHOC, aBTOMATHICCKOS BbITBIC-
H¥e ATAK TPEGYET POCYPCO, & HHORAA M HOMATAIX. ECAM MOMMTATHCA MPOTOKOAMpORATS
KDKI0S CKAHUPOBAHHE, TO 0YMBILLTEHHAK MOXET HANPABTL HA BALL COPECP NAKCTHI,
MMUTHPYIOIIHE aTaKH, W TOTAA BCA BLMMCIATENEHAS MWL CEPECDA YIUIET HA REARTCHVE
ATHX Hackokos. [lonyunTes Knaccuueckuit 0Tkas oT oGcaysusanns (DoS), noromy uro
Cepeep Yixe He CMOKeT 00pabaTbiBaTh 3aNpOCh KIMEHTOB.

Ho ecner y Bac NOKANMBHLIH Ceppep B OPraHH3ALHMH WIM NPOCTO JOMAILHEN KOMIILIOTEp
B HeGOTHIION ceTH, TO ONpeNeNeHie MOGHTENeH CKAHPOBAHMA TIOMOKET 33BEAOMO
DIPEIOTBPATHTE BIITOM.

Emle 0aMH HEIOCTATOK aBTOMATHMECKOTO ONPEZeNeHHs aTak — Bbl CAMH HE CMOKETe
BOCTIONEI0BATECA YTHIMTAMH CKAHHPOBAHHA GE30NICHOCTH CHOMX CEPBEPOB, IICTOMY HTO
aT0 Gy[eT BOCTIPUHATO Kak HanameHwe. Korna mer camu ckaHupyeTe cuctemy, To obmsa-
“TEfILHO OTIIIMAIATE TTPOrpaMMBel 0GHAPYKEHHA aTak, WHave BAUIM JeHCTRHA He Mpure-
CYT pesynuTata.

12.4.1. Klaxon

Camoii upocrol W adextasnoli senseres yrwmmta Klaxon (www.eng.auburn.edw/
usery/doug/second.html). Ona CIIEIUT 32 HEHCTIOTLIYEMBIMH CHCTEMOR TIOPTAMM H TIPH
OGPALLICHHN K HUM (AMTACTCA OUPLACNTH ACIO AUSMOIHYIO HHAIAPMAINKIO O CKAHAPY 0~
wen IP-apece U COXPAHUTE e¢ B JKypHAsE.

Tporpawma  yoramamimmactes poctatouno ipocto. B kondmrypanonserit - daiin
fetcfinetd.conf Hy:kHO NOGARMTE CITEMYIONTME CTPOKU:

]
# Local testing counterintelligence
4

rexec stream tcp nowalt root  /etc/local/klaxon rexec
link  stream tep nowait root  /etc/local/klaxon Link
supdup stream top nowait root  /etc/loval/kluxon supdup
tftp  dgram  udp wait  root  /ctc/local/klaxen tftp

Honpasymesaercs, 9To Nporpamma ycTanoB:ena B katanore /etcflocal/klaxon. Omwean-
Hbie i KOR(HTY PAIORROM iaiisie copBHch! epeHanpaBioTes Wa Klaxon, 1 Be cvoeTe
KOWTPAUINPOBATS, KTO W KOTA8 MSITAICR K HAM OGPATHTSCA. PeatsHO 3TH COpBHCH He
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caTh CBOH COGCTREHHEIT KOX calfTa ¢ MHHAMATHLHBIME BOIMOJKHOCTSMH, HO 3aT0 Geo-
MACHEH ANS UCOONEIOBAHAA.

A Belb ONIACHOCTh MOKHO YMEHbIIIUTS, OTPAHUNB Npasa Beb-cepeepa & OC. [lns aToro
IMMHUCTPATOPE! AOTKHLI CO3AT BUPTYAILHYIO CPEAy A1 BLINOTHEHHs BeG-CepBHCa,
Cnenas TPK STOM BCe OCTAIRHBIE PASJIRITE: CepBEepa HETOCTYTHBIMHA I 3I0YMBIULTEHHH-
ka. Torza u Katanor /etc OKKeTCs HeNOCArAEMBIM, M MAKCHMANbHBI BPE, KOTOPLIE
CMOMCT HZHCCTH 3JIOYMBIULICHHHK, — 3T0 YHUMTOXHTD CaiiT M HAPYIMTh paGoty Beb-
CePBHCa, HO BCe OCTATGHEIS GYIYT TPYAUTECS B UITATHOM pexciMe. BOCCTAHORHTS OHH
CEpBHC IPOLIle, YeM HATAXHBATH AGCOTIOTHO BCE.

Tlocne enyuas ¢ opymoym phpBB s ueneiit nens Gponun no MutepHeTy B noHcKax ysi3-
BUMBIX HOPYMOB, U TAKUX DKATIOCH MHOLO, 1ITOMY WTO BMHHACTDATOPBI CAHTOB ABHO
HE CICIHIN 38 OGHOBMERMSMA. 51 KVMAl0, UTO B CKOPOM BPEMEHH 3T ATMHHVCTPATOPE!
TPOHAYT depes BCe KPYTH ana. PaHO WM MO3THO BIOMIMAK HAKIET X QOPYMEL U ai-
MHHHCTPATOPaM HY HO GYAST MONHTECA, YTOGH OH He YEMUTOXIT BCIO §azy, & TONBKO
nowmatir, Xo4eTes e pas HAOMHUTS © HEOGXORAMOCTH OGHOBISHIA BEEX POTPaMM,
ceparcon 1 camoit OC. ECITi Bbl CMOXeTe MCIIPABHTS OMIHOKY PaHee, 4eM XaKep ee Haii-
€T, To 06€20MackTe CBOKO JKUIH.

Bo Bpema NOUCKOB YA3BUMEIX GOPYMOB 1 IPOCMATPHBAN BOIMOKHOCTE [OYYEHHS 10C-
Tyua & karanory /ele, @roel yBWETE He TONBKO KOMMYECTBO HEOTBITHBIX BIAfeITbIEs
CalfToB, HO H HEKOMIICTEHTHBIX aAMHHFCTPATOPOS. BEl He OBEPHTE, HO IOCTYN Gk OT-
KpuIT, HamepHoe, Ha 90 % cepepoB. 310 GerPaVOTHOCTS AIMUHHCTPATOPOB MIH KX
sterb? ToURO CkalaTh TPYAHO. JAIATIEHR GRLTH TOITRKO KPYTTHEIE CEPREDRI.

3TOT CyHall MPOSONIEN OYeHb JABHO, W § HATEIOCE, uTo Celfuac cHTYauURA ¢ Gesonac-
HOCTEIO Y XOCTHHFOBEIX KOMIIRHMIA HGMHOTO JTyHIlle.

4.7.1. TipuHumn paboTer

Hrak, 4ToBbl ypemuTL 5e30MacHoCTh CTyak6, CemyeT CO30aTh KAaTaNlor, KOTOPEIA cTateT
V1A TIPOTPaMMBL KOpHeBBIM. B Linux s 5T0ro CyLICCTBYCT KOMaHIA chroct, COBIAKLIAT
okpyaceHue chroot (puc. 4.1).

B 3ToM OKpYIKEHHN 1 CO3AAETCA KATANOT, KOTOPBIH HTPAeT pok KopHeBoro. Beime storo
Katanora iporpaMva, paboTaioimas B OkpyxeHmu chroot, monacte He Moker. Ilomyuaer-
o KaK 551 KOpHeEan dalioBan CHCTEMa BHYTPH CyIICCTRYIOIIGH KOpHEROi cucrest, Ha
puc. 4.1 noxasaka 4acTs aflrosoif cuctems! Linux. Bo rnare Bcero cTOMT KopHEBOi
karanar /, B wem Haxomated katanoru (nankw) /bin, fusr, /var, /home. B manke /home
PACTIONOMKEHBI KAaTaNork Monb3oRaTeTel cucTeMbl. MEI CO31aeM 31€Ch HOBBIH KaTalor,
ANA NPUMEPa Ha3oBeM €O chrool, — OH M CTAHET KOPHEBBIM M4 CITyAOBL B Hem Bymyt
pasMeliaTbes caov KaTanorH /bin, fusr U T. L,  cepauc GyeT paSoTaTs ¢ HMH, & Bee,
470 BEIE /home/chroot, OKAKETCH eMy HeTOCTYTHO.

Ha puc. 4.1 B pamky oOBejeHb! Nanky, KoTopule GyAyT BHAnLI cnyxbe. HMeHio B 5TOM
TIPOCTPAHCTBE CTAHET PaOTATE CEPBYC, CHHTAR, YTO ITO M ECTh peaiihan (iafiiosas che-
TeMa cepBepa.
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dnl m4 Jetc/mail/sendmail.me > fetc/sendmail.ct
dr1

“relnde (" fusr/share/sendrai1-c2/ma/cf.me’;

VERSIONID(linux setup for ASPLimux')dnl

CSTYPE("linux':

del Unconment and cdil Uhe following Line if your mail necds Lo be
drl scnt out thrcigh an cxternal mail serv
drl PACKOMMEHTUPYHITE CTEIYRIYG CTPOKY, SCIU Bad HYAHO MOCHIATS NOMTY
drl uepes BHemi HOWTOBESA CEDREP:

drl define( SMART HOST', "smep.your.provids
define (confOEF USER 1D, "8:12°')dnl
urdefine {"JUCE_RELAY')anl

andefine {'BITNET_RELAY')dal

baitn sendmail.me rmeeT Goaee npoctoii Ppopmat no cpapnelHo co cTapuiM sendmail.cf,
Gnaronapa 4eMy YMEHBIIASTCA BEPOATHOCTH NOMYCTHTH OWMGKY NPH KOHGUIYPHPORA-
i, TlocTie BHECEHHS HaMeHeRMIL ero HEOGXOMIVIMD CROMIATHPOBATH {NlepeBecTH (ailt
sendmail.me B opmat sendmail.cf) crieuHaATEHOH KOMaRTOH, B peayLTaTe Hero MoTy-
wactes datin /ete/sendmail cf.

Msi B OCHOBHOM OYZieM PACCMATPHBAT [APaMeTPLI, KOTOPLIE UYHKHO YCTAlIABIMBATEL
B ¢aiine sendmail.cf, a ecH onncriBaeTea mapaMetp daiina sendmail.me, 1 Syay apHo
YKA3BIBATH HA 710,

MHOI/Ia NpH HENpABITAHBIX HACTPOHKAX 3arpy3ka LinUX MOMeT 3aBHCATE IpW cTApTe
ceppuca sendmail. JTo NIPOMCXOMMT H3-3a TOrO, UTO BAWI MOMTOBHIH CEPBEP ITE MOKET
onpegeauts uma Komnurotepa. Otkpoiite daiin fetc/hosts. B mem wame ncero Symer
TOEKO OIHA CTPOKA:

127.0.0.1 ocaltost. localdomain 1acalhost

TloapuGuo 3ToT datin GyncT onwcas B z1ase 11, Kora Mb cTaHcw paccvatpisats DNS.
Cefiuac HaM Ha/I0 SHITh, 110 378 CTPOKA anmewsacT [P-aipce 127.0.0.1, korophiii com=
nererayer umenm localhost, B moBof CHOTEME TAKAG AAPEC M UMS YKASHIRAIOT Ha ANy
nokansHyio Mammmy. Korzia B ceTemerx mporpammax ms ykassisaere localhost, To 310
iwx npeobpasyetcs B 1P-anpec 127.0.0.1.

Tlporpamua sendmail HENOTEIYET HMS KOMIBIOTEpA, KOTOPOE BEL YKAZAME BO BPEMS YC-
Tanoski OC Linux. BHIOTHITE KOMAHIY hostnate, UTOGS! 3T0 HMS y3HaTs. B Moen
CNyHae 310 Fle:ovie. 110 Ha Jefe Bee ceTeBIe OB PAIEHHS IPOHCKOMAT He T WMEHH, a 1o
1P-anpecy, n ecnu sendmail He MOKET OTIPENENNTH aApPeC 110 MMEHH Flenovi, IPOHCXO-
nuT 3apucanutc. UToGel MCNABHTS, STy CHTYaIMI, 700aBETC B daikt foic/hosts cTpoKY
wuga:

192.7168.07.1 Flerou Plenou

He 3a6y;I6Te TONBKO 3aMEHHTE TIAPAMETD FlencvM HA HMS BAlIEro KOMITBKOTEPA H, pasy-
meetcs, yrasath cnodl TP-ampec. [Toce Toro mporpamvy sendmail vioxmHo nometats
B aBTO3AMTYCK, 1 OHa Gy IeT PABOTATS BE/MKONENHO JIKe ¢ HACTPOHKAMM 10 YMOMUAHHIO.
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Tlo06HME TPIOKH OUeHb HaCTO MCTIONESYIOTCA BAPYCOMICATENAMM Ha Tnatdopme
Windows. Tam ONLITHbYE [OME30BATENH, KOTOPHIE PABOTAIOT ¢ KOMMbiOTePami ¢ 1990 ro-
JIOB, YK€ TOHINO NPHBEIKIM K N0106iLIM 0BManam. 51 He 3ua10, 30BYT 11 cefiuac "yakinn-
K" )Ipyseil OTPCMONTUDORATS KOMIILKTC, & B KOHLC 1990-X MCHR HacTO npoc o=
‘wHATS" perymapHo nagasmyio Windows 9%, H 5 HACMOTPRNCA HA PASHEIE BHPYCHL K
IPOuME 2TOMEHCKHE IPOTPAMMBI C IOXOGHBIMH IIPOCTEIME OGMAHANT.

3.1.3. Ccunkm

B Balcii CHCTEM® MOTYT TOSBHTACS JIDKYMEHTBE JUTs COBMECTHOTO MCTIONE30BaHMs. Pac-
CMOTPUM 3TY CHTYaUHIO Ha Npmepe. JOMyCTM, aro datin otyeTHoctd /home/report
HOMAeH BHITh JOCTYTIEH HECKOABKAM 110N1B30BATENAM. HM Gbuio Gt y10640, 4ToGsl Ko
nux 3T0ro Gaiina HaxomuTack Gkl B MX JOMAWIHMX Katanorax. OnHAaxo co3lapaTb He-
CKOMBKO KONKI OHOTO (aiiia B PasHLIX MECTAX NEPALMOIATLIO, OTOMY YTO 3ATPYH-
HUTCA CHHXPOHVIALHA HIMEHEHWH — BEChMa CTIOICHO COfpaTs B 0JIHO LEenoe Moandiuia-
LHH 13 HECKOIbKNX (ail1oB, OCODEHHO eCIH KOPPEKTUPOBANCA OAHH M TOT JKE KYCOK.
H Kto Gyiler OUCHHBATD, bk H3MCHCHMA HCOGXOAMMO BHOCHTS B b1l daiin?
TIpoSiieMa 4ACTHARO PELIAEICH © IIOMOLBIO CCBUIOK, KOTUPHE GBIBAKYT HECTIHMH
(Hard link) u cumponsns (Symbolic link). YacTudio, moToMy 4T0 OXHOBpeMeHHAR
PpaBoTa nan I0KYMEHTOM Bee PABIIO OCTANSTCH NEBO3MOMNKIIOH.

JIm TOCTIREHMS CaMOl CYTH CCBLIOK HEOOXOMHMO MONMMATE, YTO Takoe daii i kakoe
MECTO eMy OTBOLWTCA OMepannoHHON cuctemor. TIpi codanm daiina Ha awcke Bbl-
NENASTCH MPOCTPAHCTRO U1 XPAUENHS JaHHEIX, & er0 HMEHH COTOCTAB/IETCA CCBLTKD
M3 KETIONA HA YHACTOK MCKA, TC BMIKHMCCRH HaxoauTes (haiin. TTONyacToR, 1o Mo
HO COINATE HECKOMEKO CCHITOK HA OHH M Te e JawHbie, # OC Linux nomoseT Aenats
at0

Kor:a Mbl BEIIONHAEM KOMaHAY 15 —1, T0 Hi SKPAHE IOSRIAETCH 10APOfHAR MHdopMa-
ums o dakinax B Texymem karatore. Hanovo ee By

1 Flenov  FlenovG 119 Nov 26 26:1C 1.lxt

x

Ecau K AMPOKTHES J0GaBATH KM i (BBIIONHHTE KOMAHTY -5 —il), TO K BMBOMMOl
MHGBOPMALK TOBARUTCA eliie M TeCKPUNTOp bafina:

913021 rw r -r-—- 1 Flenov FlenovG 118 Nov 26 1€:10 L.zxt

Tlephoe 4mcio & 310l CTPOKE U ECTh IECKDHITOP, 0 KOTOPOMY OUPEASIASTCR disusie-
cxoe pacnioaowenke daiia.

HKecThme cchInkm

HeCTkas CobLIKa YKATHIBAST HUIIOGPC/CTROHHO HA AHHKIC W WMGET TAKOR WG SIGCKPHII-
Top. TakmM 0GpasoM, (baiss GHIAIECKH He YIAISETCS W3 CHCTEMI, TI0Ka He YYT yHI-
TOeHBI BCe JecTKue ceaunki. [lo cyTH, Kakioe wMa hailma yie ABIASTCA KECTIOM
COBUIO/ Ha AHHBIC.
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[locMOTPHY, KaK MOXHO A0GREATH NOMb30BaTENs Tobert (OR Y HAC YAe CCTh) B BHPTY-
TEHyIO CHCTeMY:

Just/lecal/sin/addiailuser /hame/chroot Y

Jhore/rchesl /bin/bast: robert

TIPUMEYAHNE

¥ MeMsi 3eCh KOMAHDA He YMECTUNack B OAHY CTROKY, MOSTOMY A GAGNAN NEPEHOC C No-
MOUYH0 CUMBONA "Y', KOTOPAI/i OGOSHAYART, UTO AVPEKTUEA HE SAKOHUMNACH, W &€ NPOAON-
Kewme B cepyloLuel cTpoke.

ECnu MapaveTps yKAImHbI BepHO, TO Bl 10MAHb! YRWRETs ybeaomnenne Done, u npo-
THBHOM Si1yuae GyJICT RMREAGHO CO0BIICHHE 06 otuGKe.

Jlna sanycka cepacpa hitpd (b Linux 310 copaep Apachc) B BHpTYAToHOM OKpyWERHA
IOTBKEH CYLIECTBOBATH TONB30BATENE apache. B peansnofi ofonouxe oH yxke ecTh. Ma-
DaifTe IOCMOTPHM €ro NapaMeTpLI ¥ CO31aTHM TAKOTO XKe:

Just/leealMin/adtjallusee ftone/chrool

fvar s /bir/fa

e apache
Kax Tenepb nomacts B HoBOe 0KpyskeHye? BHNONHUTe KOMAHLY:
chroot /home/chroot

W Bb1 OKEKETECH B HOBOM OKpyWeHHN. TOALKO YUTHIG, WTO GONRIIMHCTE) KOMAHZ icth
we paGotact. Tax, HAIPAVEp, MbL He YCTAHOPIIA TIporpamyy MC, n03TOMY Bbi HE CMO-
JKETE €50 HOCTIONB30BATECA.

YroBb1 yOeasmLes, YTO Bbl HAXOAMTEC, B BUPTYATLIIOM OKPYIKENUH, BLITOMINTE KOMALLTY:

fete

Bbl yBumHTe BCEro HECKONBKO (JailloB, KOTOPBIE COCTARIAIOT MANYID MacTh TOTO, UTO
HOCTYMIO B PEAILIOM KATANOTE /etc. MoxeTe mpocMOTpers (aiin /etc/passwd B nem
BBl HAHIeTe TONBKO MOJE30BATENell RHPTYaNmkHOTO Okpyxenns. Ecnu xakep Bumomaer
€ro, TO OH TIOMYAHT TONEKO 3TV JTAHHBIE W CMOKET YHIYTOKMTE TWITh CONEMKAMOE Ka-
Tantora /home/chroot. Best octanbiias daiinopas cHcTema OCTAaHeTCs LETOH M HeBpeH-
Mo

Jina sanycka ceperca httpd HyAHO BEITONHHTE B BHPTYATBHOM OKPY/KSHHH KOMaHiy

Juse/siiu/hLLpd.

4.8. TTonyuexue npas root

L'enepr, KOraa y Hac €cTb JOCTATOUHO HHGOPMALMN O PairPAHMMCIHNN AOCTYI, MLl MO-
JKCM PACCMOTPCTh TAMMHHBLA MCTON BINOMUIMKA DA TIOMYUCHHA MPAE root M crocoSsl
€r0 MACKHPOBKH B CHCTEME.

JIonycTHM, 4TO 210YMEIIIEHHUK NPAOGPEN BOIMOKHOCT: BHIONHATE KAKHE-TMGO CHe-

TeMILIE KOMAILALI OT UMEAHN (C npasamu) root. CageTs noa HToll yuetnoit sanucuio Gyaer
CITHIIIKOM OTIACHO ¥ BIIBAIONIE. K TOMY e HIMEHATS IApOb 100t Hel3A.
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01 PaSS_IN_DAYS — MMHMATBHELH CROK JKH3HY Mapon;

3 PRSS_MIN_LE)
pesswd M MMOPUpPYeTcs B useradd). B Gonuiunncree muerpulyTnBos sgech Gymer
Croms 5, HO A PEKOMERYIO 10CTABMTL 8. B 910V Giyuac Henkan GY)CT yUTaHORMTS
EOGUMBIH GONBLIMHCTEOM IOB30BATENEH AP0 THIIA qWerty;

— MUMHUMILIGHAN DTG GO (MCUOIBSYETCR TOIBKO B KOMHRG

a

PSS WARN_AGZ— CPOK (B AHAX) MO OKOHYaHMA AGHCTRHMA Napons, korga of sTom
HYJKHO NIPeIynpeiTh NONb30BaTeNs;

UID MIN — MHHAMATBHBIN #ACHTAGHKATOP MMOIb30BATENECKIX YHIETHBIX JATHCE;
UL MAX — MAKCHMAIIBHLI HICHTH(AKATOP [IOME30BATELCKIX YXSTHBIX 3anHcei;

LD ML — MHHUMATBHB IICHTHPHKATOP NOMLI0BATELCKHX TPYIT;

510 MaX — MAKCHMATHHBIH HAGHTHUKATOP NONLIOBATENLCKH TpYAIT;

aoooaQ

CRFITR_HOME — 1IDHANAK COTIAHNR 1I0MA0BETGICKOTO KATAIONS (JHAUCHAC NAPAMET-
PR YES HCTONEIYETES 10 YMOTTHARHIO).

4.3.6. Banom naponeit

S ene pas Xouy HAOMIHTL O HEIOMYCTMMOCTA MCTIONL30BANNA NPOCTHIX NAPONCii He
TONBKO aAMWHHCTPATONIOM, HO M BCEMH TIONBI0RATENIMU cUCTeMBI. K ysapaMocTaM, ko-
TOPBIE HAXOAAT B LiNUX-CHCTEMaX, OTHOCATCS B HACTHOCTH SKCILTOUTHI, KOTOPBIE TO3BO-
B HIORBCHTS IPAKA XAKCDA 0T TPOCTAIG HOIHSORATSAR 10 Tool, Ho com menomiaux
He CMOXKET NONYYHTh JOCTYTL IAKE B KAUECTBE TPOCTOTO TIONB3ORATENA, TO H BOCTIONE30-
BaTBCA IKCIUIOUTOM EMY BYIET HEBOIMOKHO.

CnoAHbIe TTAPONH AOMKHE! GbITE aGCONIOTHO ¥ BCeX MOMB3oBaTeNcH. Beromumme, kak
xpaHwTea naponi. OHN 3AUINGPOBANEL HEOBPATUMBIM 0GpazoM. 3To AHAUWT, UTO NpH
HpOCTOM nepefiope Kabili BO3MOXKHBIN BAPHAHT TOKE MH(PYETCA, 4 IOTOM CPABHHBA-
eTcs ¢ pesyanTaroM u3 daiina fete/shadow. 3a cuer Toro, 410 KOAMPOBANME OTHHMAET
AICTAIOAG MHOTO TIPOLIECCOPRATO BHEMERI, TIEpeSap CIaHQBITCA CIIIKOM 1pOTOIKH-
TeJIBHBIM.

Foim we xaxep nomysur soeryn k dadiny fetc/shadow ¢ 1000 sanncamu, 1o 1060p 1a-
poned ynpomaercs. [ToaGHpaTL COKHO, €CTU BB CPABHMBALTE MOMYUSHHEIN Pe3yIbTaT
TONBKO © 0AHOH 3BMHCHIO. A ecai B cucTeme 1000 monE3oBaTenel, To IOCTATOMHO OUH
pa3 3aubPOBATE BOSMOKHEIN BAPMAHT NApONIsl ¥ NOTOM COOTHeCTH ero ¢ 1000 sammca-
Mu B aiine maposiedt. BeposThoeTs MonazaHuA yeemrausaeres B 1000 pas, uro H obner-
uaet noadop.

Xakep MoeT Taloke CO30aTh sapaHee 3ALINGPOBAHHBIE BEPCHH PRsNHYHBIX Maponeli H
POCTO CpARHWTH WX C 3anmcamm B daiine fetc/shadow — Torma Monop TpOMOIAET
TIPAKTEMECKH B MIHOBEHUE OKa.





index-248_1.png
Bet-cepaep 247

cTapyIo, Ho paBouyto, Bepeuto. g 9Toro odeHs vacTo comepxumoe daiina KOmIpyeTes
B TOT JKE KATANOT, IO TeM e WMEHEM, HO C ADYTHM paciuMpeHueM — Hanpumep, old
10 bak (HauBoree uacTo BeTpeuAeMELe).

Taxne POrpaMMEl YiS He BLITOTHAIOTCH CEPBSPOM, HO €CTR Xakep 3aTpocwT Takoft
Gaitn, To OH YBHIMT €ro UCXOTHBIA KON, UTO NMOMOKET eMy GLiCTpee LaifTH ownGkn
B CKPHITTAX,

Korzia amoyMIIITERHNK HCCTEIYeT CUSHAPHH HA GEPBCpe, TO HUKTO HE MeWaeT emy
TIPOBEPUTL NANKYME pe3epsHoil Komuu. YBuaes, uTo Yy Bac ecTb dalln www.
servername.com/index.php, Xakep TOMPOGYET ATPYSHTS  WWiW.servername.com/
indexbak mmm www.servername.convindex.old. Ha wempodeccuonsuinnmi: caiitax Tasue
BPCHH RCTPRNAKYTCA OYEHb HaCTO, Fe J0NyCKaliTe MOROGHET MPaMaXTE,

JhoBol cneunanuet no Ge30NMacHOCTH DO/LKEN 3ANPETHTE PAGOTY C Pe3epPBHBIMH KOTIHA-
Mu1, CKOTBKO GBI MBI HH COBODEUIET [IPOrPAMMEICTAM O TOM, HTC HENB3A NepiaTh Ha cep-
BEpe HIYEro JIHILHETO, OHK BCE PABHO MPOAOIDKAIOT TO AGNATE, NOTOMY UTO HM TaK
ynobro. Hamra 3afiana — cenaTh XpaHeHHe STHX KOMHH §e30naciibiv, T. e. 3anpeTuTh
K HHM JOCTYTI CO CTOPOHB! BeG-KIMEHTOB,

Kak yXe OTMCHATIOCH, Hallie BEro 71 PE3ePEHBIX KOMMl (hailiios FCTIONB3YIOTCS Te e
nMena daiinos, Ko pacIuperie MenseTes Ha bak wmi old. CriefyI oWl TpHMep 3aripe-
AT MOIB3OBATENSM CCTYTI K TaKAM daiiian:

<FilesMstcr "\.bak$">
Crder deny, allow
Seny £rom all
</FilesHatch>

<F_lesMatc "\.old§">
Crder deny, allow

Deny Crom
«/Filestta

7.8. Mhpekcauma peb-cTpaHvy

3a noctenuue 10 ner MHTepHer paspocesi 10 TAKEX azMepoB, WTO HAliTH B HEM uTo-
nmbo Ge3 Xopomwel MOMCKOBOM CHCTEMBI CTANO HEBOIMOKHBIM. TlepsLie Takue cHCTEMBI
TIPOCTO WHIEKCHPOBANH CTPAHULILI 11O UX CONSPHUMOMY M HOTOM HMCTIOTBIOBATH THOTY-
uCHHY!O Ga3y DaHHBIX [ OOMCKA, WTO J2BAN0 QWEHb TPUCIRMTENbHEIS Pe3ybTATE.
ECITH BBECTH B KAUECTRE KOHTEKCTA CMOBO Jiyvs, TO GYHET 0TOGpaHO OrpoMHOE KommHyecT-
BO CalfToB MO MAMIEBOH MPOMLIWAEHHOCTH U MO cTpenb0e U3 ndyka. B GoiburmHeTBe
AILIKOB €CTh CNO0BA, KOTOPEIE HMEROT HECKOITbKO 3HAWEHWH, W TIOWCK MO HAM 38 TPy, H1-
TeJeH.

TIpoGrcMa HC TONBKO B ABYCMBICTEHHOCTH HEKOTOPBIX CIIOB. ECTh MHOMECTBO TUHPOKO
YTIOTPeS1AEMbIX BHIDINEHMTL, 11O KOTOPBLM TOE COKHO TPOMIBECTH TOHYIO BHIBOPKY.
B cBA3M ¢ 3THM TIORCKOBBIE CHCTEMEL CTANY PA3BMBATLCS, M Telepb MOXKHO N0GaBisTH
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CeauTh 33 TIONKSOBATCILCKAMM (BaRNaVH MPOCTO HE MMCCT CMBICTA, TIOTOMY 9TO 3TH
aliIb M3MEHIOTCS HACTD, H B THICAMAX H3MEHSHHIl HAATH YTD-TO BaHOE GYIeT mpo-
GneMaTHUHO. A BOT KOHGHTYPALHORHEIS GafiNel 1 TIPOTPAMME! B HACTPOEHHOMH CHCTEME
16 HIMENTIOTCA W HE XOJNAIILL MIMEHATLCA, TIOSTOMY MOGLIE UX KOPPEKTNPOBKH YKaIbl-
BAKOT Ha BOMOJKHYHO TIPOGTIEMY HIIH BTOPIKEHKE.

3ameuaHua no pabote ¢ paidnamv

OC Tinux J0CIATGNHO JEMOKPATHHHO OTHOCHTCA K MMEHUM COYRAEMBIX (ailion, 10-
3P0 HCNO:IL30BATE A0COMFOTHO NEOGEE CHMBONLI, KPOME 3HAKA /, KOTOPLI ABIAETCS
pajienuTeneM KaTaloron, H CHMBONA ¢ KOIOM 0, KOTOpLIH OMpeseNfieT Koueu MMeux
aiita. Bec 0cTANBHOC MOKHO TIPHMCHSATS.

Canoe CTpalIHOE — 3T0 BOIMORKHOCTE HCNONB3OBATE HEBHIMMBLE CHMBONSL IEN0 B TOM,
L0 HA BX DCHORS XAKSP MOXCT COMEETH NPOIPEMMY, Y KOTODOR B BMEHH BY,1yT TOUIBKO
HeUHTaeMLIE THAKH, M TIONB20BATENh HE YBMIMT Takoro dafina. HuxTo u Hukoraa me
BrIADBIBACTCS B MMeHa Dhaiinos, aa M AAMHHHCTPATOPEI HE CHAAT B NOCTORHHOM Habmo-
JICHHM 33 CHCTEMO, I03TOMY NOAOGHLIC BCLIH JICTKO NPOMYCTUT.

PaccmOTPHM HPHMED C HCHOUL30KAHIAEM TIEpeRoaa cpoku. JIONYCIIM, 4To Xakep HA3Bal
ceoi datin hackerinhosts.allow. B aanHoM ciiyuae 104 "™\n" NOIPAIYMEEASTCA 1IEPEBOL
KapeTKH, a SHAUHT, UM COCTONT M3 IBYX CTPOK:

hacker
hosts.allow

Tle Ree MPOPAVMET WOryT OPAGOTATH TaKOE MM IPARMITRHO. FCTH RAUT (aitmoRKI Me-
nemkep paboTAET 1EBEPIIO, TO O OTOOPANT TOMLKO BTOPYIO cTpoky — hosts.allow.

Lme oaun cnocol cnpatats ¢aiin — B KA4ECTBE UMENIM YKa3aTh TOUKY M mpoben ".
WM A TOYKH 1 IPOGEN ", ™. (il ¢ UMCHOM B BIJIC TOMKM BCCTI YKASHIBACT Ha To-
Kyl Katanor. AAMHUKMCTPATOP, BLIMONHMB KOMAIIY 15, MOAET 1€ 3AMETHTL, 4TO CY-
mecTyIoT Ana (aiia ¢ ONUHAKOKLIMI MMEHAMI, 4 POGETA Bee PABHO HE BHIHO.

HpoBenst MOKHO BCTABIATE B JEOGee MMeHa (aiinos — HAaNpUMep, nepes UMEHEM
(" hosts.allow") 110, HAOSOPOT, B KOHLE HMEHM, ¥ TIH OTCYTCTBMH JOMKHOTO BHHMAHUA
B HFUErO He 3ameTiTe. YTOBE! YRHIET KOHEUHbL IPOGET, MOHO TIPH BHIBOZE OGaB-
JIATE K KaXIOMY HMEHH CHMBON KOCOW 9epTsl (/). [1A 3TOTO MW BEIZOBE KOMAHIHI 1s
HCMONE3YiTe K0T

CReiylom i BAPHAKT CHPATATS halln — 3aMeHSTh OJIHH CHMBOJHI HA JIPYTHE, CXOKHE TIO
Havepranmo. Hanpiep, MocMoTpaM Ha iy (afina hosts.al1ow, Hudero e samevaere
nonosputenbrore? Ipu Serom B3r1Aae 9T0 OGHAPYKHTE HEBO3MOKHO, HO ECH MpPH-
EI%ACTECA MOBHHMATCIRHES, TO CTAHOT BHAHO, MTO BMceTo Gyxs | (L) ctomt rwdpa 1
(eauHNna).

XaKepLl MOTYT UCTIONB30BATE M TAKOH MPHEM — NIOIMEHATH Syksy b Ha d. 3xech Toke
TPYAMIO 4T0-THG0 3aM0I0SPHTL, NOTOMY HTO SC/IU HYENOBEK KAKALI ISAL BHAAT OBHO U
TO 3G, TO, YALE BCCIO, BOCTPHHAMACT #enaeMblil TeKCT 7a AeicTauTenbHeit. Ionyuaet-
5 GananbHbiil OGMAK 3peHILL.
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O ftp_user ampec — onpenenset agpec L-mail, kotopuii GymeT HCnoNb30BaTLCA B Ka-
“ecTBe NApOMA PH ABTOPHAAUMM Ha aRoRMMHOM FTP-ceprepe.

HH 0fIuH CepBep He MOXKET TOUHO CKa3aTh, IPABKIIHO JTH BEI YKAATH ATpEC, T03TOMY
nposepra moxer Goiin onanouena. Ho Hekoropme FTP-coprephl UpoRepaion kop-
PEKTHOCTS Hanucauua ampeca. ITo ymonuanmio squid ucmonesyer B kadectse L-mail
CIOBO squide:

Fro_user squidd

Mo ymomuanuio B dajine /ete/squid/squid.conf 3ta cTpoka 3akoMMeHTHpOBaHa, HO
ICHBTCHRHO HOMCHATH & el anpee E-mail, nanpumep:

frp_user squid?hotrizil.com

Tawoii agpec 060k FTP-cepsep Bocupumer kak KOPPCKTHBI, 1I0TOMY 4TO OH COOT-
BeTCTEYET Boey npasunaM Hanucauus E-mail;

3 [rp 1ist_widlh 6o— YMCIO u 3A3A€T [THPHHY JIACTHHTA (PW POCYIOTPE CONEMKMMO-
ro FTP-ceprepa. 370 3HaveHMe oMo OuiTh 0OCTATONNLIM, 4TOBLI YBUUETL BCe
it Ecli YCTAHOBMTS CTMIIKOM MaNeHbKOE SHAUSKHME, To WMeHa (airios GyayT
obpeaThea.

9.3.3. Hacrpoiika kawa

OT TOro, KAK Bbl HACTPONTE KILU, 3ABUCHT yA00CTBO paloTH! uepes NpOKCH-cepBep, IMo-
3TOMY A MOCTAPAIOCh MOKA3ATH BCE COOTHETCTBYIOUINE THPEKTHBEE H NIONPOGHO PaceMOT-
PCTh KLY M3 HUX:

M cache di» wan kavaios paswep L1 LZ oucws — OMPEAEIAET NAPAMETPRI KATAIOra,
B KOTOPOM GyZET XPanTLCA Ko1L, OCHOBIILIMK 1A HAC ARIAOTCS TAC, KaTanor H pas-
1o, B BOABIIMHCTRE CIYMACR % TTIA MPHMEHACTCA FHAUCHNE U
TIO:TB3YeTe ACHHXPOHHBIH BBOVBBIBOA (i HE COBETYIO, TIOTOMY UTO 3TO MOXET BERRATE
nipoBneMs! B paGoTe), TO HYXHO YCTAHOBHTB aufs.

KaTanor Hy/#Ho RBIGPATH B caMOM GOABLION pasiere, HTOGH KHOOPMALHA HE Pasot-
1Wanach MO BECKONbKMM AHCKaM. By ke ¥ Bac HCTIONB3YETCs OIWH IHCK ¢ OJHMM
PA3AETIOM, TO PACTIONOAKCSHHE HE HMEET 0COGOro 3HAdSHIS.

Pasvep kaTatora no ymonuarmio pasen 100 MBaiT. DTOro I0CTATOMHO ANA YOKO-
pevpa paborel Tpex noabsosarenci. Ecnm B Baweil cetn MHOTO morpsoBaTcie,
My KAIOTO CBOM BKYCHI (MKGMMbIE CaliThi), TO 3HaUeHNe KENATENBHO YRETHUIKTS.
51 Henoam3syio ke Metee | TalT kowa. BuiaeenHoe mpocTpalictso GLIcTpo ucuesaer,
0COBEHHD BCITH CepBepy Pa3pellieH KIIHPORATH Gobine dails;

O cache_mem n ME —- 33[86T MAKCHMAITLHBIN pavep OTIEPATHBHON TIAMATH, HEOOX0zw-
MuTH 278 TIpOrpamMMe. TTo YMONUaRHI0 2anano § MGaiT. FCli HACTpAMRACMEIH 1KOM-
MLIOTEP PeIaeT TOLKO 331a4u IPOKCH-CEPBEpa, TO MOKHO YKalaTh 3HAUEHNE, PaB-
HOe pa3nMIle OGBEMOE OTIEpaTHBHOM NaMATH W MaMATH, HeoGxomaMoi g OC. s
OC & rexcToRom poxmme 64 MGaiT GyZeT once YoM AOCTATONHO, M, HalpHMeD,
ecu y Bac O3V 512 MGatit, To 448 MGaRT MOXKHO OTIATE TIPOKCH-CEPBEPY — HeM
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WTOGHI cIywaliHo He 3a0bITh, WIM IIPOCTO MEHAIOT TTAPONs Ha CTapei. Bama sataua —
KOHTPOJIMPORATE 3aMeHy, H B TO e BPeMs He CTONT 3aCTABINTH TOMTb30BATES AENATh 3T0
cnHKoM dacto. Ieproa B 2-3 Mecama (WM 60-90 nuedt) cyuTaeTes BHOMHE MPHeM-
nevE.

A Kax TIPOBEPHTS, UTO BEIGPAH MOCTATONHO COXKHBIH NIApO:TE H IIPY 5TOM HE YKa3aH CHOBA
crapuiii? B aTom Haw momoaet PAM-moayas pam_cracklib.so, KoTopsid BemmommsCT
OCHOBHEL IPOBEPKI i1 MO3BOTAET CENATS X CTIowHee. Hanpuwep, Hetbss GyeT yeTano-
BHTb CTApRIiT MApONb HIH BOCIOIE3OBATLCA GOMBIICH €ro YACTELO.

YroGer BKmOUHTE MOAYML pam_cracklib.so, HeoBxonuMo A0GABHTE B dailn etc/pam.d/
passwd cIIeayIoUIyIo CTPOKY:

password required pam crzcklib.zo retry=5 minlength-§

B 5Toli KOMaH7e Ml 3aCTaB/ISeM CHCTEMy HCTIONEI0BaTs GHOMHoTeky pam_cracklib.so.
TlapayeTp retry 3a08CT YHCIO MOMBITOK JUIA BBOAA HOBOTO NAPGJ, 4 OHH MOHATOGATCA,
€CIM TIONB30BATENL MOMBITASTCA 2A[ATH CAMMIKOM TPOCTYIO KoMGuHawo. [lapaverp
minlength 3aaeT MUHUMANBHYIO JGTHHY TAPONS,

Bce Bpojie 661 PEKPACHOD, HO y TAKOR TIONHTHKH €CTh U HeflocTaTkn, Kak nokashisaet
MO TIPAKTHKA, SONLUMIICTBO NONLIOBATE 18] BeIGHpaeT 04Ul Naponb U B KonLe 1obap-
et wieno 1. Tpy crienyioueli cmewe mapons goSammercy wicio 2. M Tak ganee. To-
CKOBKY OMEPALMOHHBIC CHCTEMB] HE XPAHAT PEaTbHBIX IAPOITCH, @ TOABKO X3UIH, TO OHH
He MOIYT BWLETb, MTO HOBBIA MAPO1b M3MEHWICS BOEro Ha oauy wadpy, H 4T0-1M60
TipeanprHATE. Tak 4TO B PeaNbHOCTH Jaxe TpeGOoBAHHE CMEHHTb MaponH He TOMOraeT.
JTa 4TO TAM CKDIRATS, § GaM TAK NOCTYIAK) POTYIAPHO.

14.2. rootkit

TIpOHUKHYB B CHCTEMY, XaKEp CTPEMHTCA YKPEIHTECA B Helt 1 NOMyUWTh MAKCHMATHHEIE
npaga. LLycTr on yike MOMKeT BLINOMIATL (13 CePBEpe KOMaIALl OT MMEHH MPOCTOro NONL-
30Barens. IToro cMy Gynet Mano, MOSTOMY CAYIOMIAS LCHb — TOYHCHHE Tpas root co
BCEMH BBITEKAFOLIMMH OTCIOA MOCTEOCTBHAMHU.

JAnt peniCHAs 3TOM 331241 BI10MIIMK JOJKEH (0TyHHTE BO3MOYKHOCTh 3aKaunBaTh daii-
JILL ¥ YCTAHOBHTD B CHCTEME OJIHY U3 CTICLMATHIMPORAHHBIX MIPOCPAMM, NOBBIAIOIHX
npaBa 10 aAMMUMCTPATOPd, TAKHE NPOrPaMMEI Hasbibarotca rootkit (iabop aamunx-
crparopa). Tlocre 3TOro BITOMIWK BBIMOTHAET KOMAHIB! CICIYIOmuM ofpaiom:

1. OF uMOHH 1POCTONG IOARIORATEIIR, IPARAMY KUTAPOTO OGNAIEET XaKep, JWWPEK MLl
TI0CKLNAITES NporpaMue rootkii.

2. Tlporpamma roolkit BRIIOIHAET (IOAYHEHHPIE KUMEH,LRI (F MMEHK 2/IMMHHCIPAIODA.

A KaK ¢ rootkit MOIy4acT BOZMOKHOCTh RMIMOIHATb UCPC;/@HHKIC €l KOMEHIbI ¢ IIPaRi-

MH root? B aToM nomoraeT 3nonoty s SGID-6ut. Ecriu 0H yCTaHOBAEH, To MpOrpaM-

Ma GyIeT BLINOMIATLCA B CHCTEME C NPABAMH AAMHLKCTPATOPA.

Ho, K cvacTsio, Re Bee Tak npocto. Jlua rootkit HysHo emte yoTaorTs SGID-Gut 1

B Ka4CCTBC BIA/ICBIIA YCTAHOBHT N0:Ib30BATENA FO0t.
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CospemerHbie BepcHu Windows MGpYIOT NapoN, HO BB MOMETe OTKIIOWHTE
MY BOSMOKHOCTE. JUIA STOTG B PEECTPE  HYKHO MIMEHHTh  MApaverp
ErablePlainTextPagsword, VCTAHOBHB B HeM 3WadeHHe t. B Windows 9x 3ToT mapa-
METP HAXOJMTCA B PECCTPS MO AAPECY:
SKEY_LOCAL_MACHINZ\SYSTEM\CurrenLControlSel\Se:vices\VaD\ VNETSUZ

Jia Windows NT 100

AKFY_LOCAT,_MACHINE\SYSTRM\CurrentOontro] Set\Servicos\RAry Paramerers

B Windows 2000 1 6o1ice NO3THAX BEpCRAX:

AKEY_LOCAL_MACHINE\SYSTEM\CurrentControldetiServices'
Lanmaniorkstal Lon\ Parsicters

ECIH COOTBETCTRYIOMIETO MAPaMETPa HE CYIIECTEYET, €T0 CIEAYeT co3faTs. On aon-
skeH uMeTL TMn Dword.

Licsti BOSHHITH NPOGIEMEL C BXOJIOM B CHCTEMY, TO [IEPEIUTIOUHTE CHCTEMY B DENHM
PaGOTE! ¢ HesanHPpOBANHBIMK MaponsMu. B Tos ciryuae Samba HeronbayeT A as-
Topusauuy Gaiiny /ete/passwd u /ctc/shadow. Tlomyes i OTKPHITELA Napo1s Wk
pyeTca no awropatvy MD5 1 CPaBHHBAETCA CO 3HAUEHHAMM H3 3TOTO (atina.

Ecnn BBl paGoTaeTe B pexciMe ¢ LuMPOBAHHEIME MTAPOSIAMH, TO IPH ABTOPH3ALHH
6yneT HCTIOME3OBATHCA Baiin Jetc/samba/smbpasswd (370 MOWHO HIMEHHTS C Mo
MOIIbK) JTUPCKTHAB! smb passwd file). Takol Qaiin HeoGxommw u3-3a OTIHuME B
mudposanuy Windows u Linux;

CosBeT

He npumensiiTe THLITLE NaponK 683 0coSol HaAoBHOCTA. He 3abhiealiTe o cyuiecTaosa-
WK NPOTpaMM-CHUADEPQB, KATOPLIE BHAMAIUPYIOT CETEBOR TPACUK W NO3BONHIOT HalkTH
N1GPONW, NEPEAZRACMEIE N0 CETM. ECNA OHIt He JaLLIMGhPOBAHEI, TO ANOYMBIILIIEHHHK CMOXET
NIPOHYKKYT B BaLLY CACTEMY.

O swb passwd file = dafin — yKadbiBaeT Ha pacmoloxeHHe ¢aiina ¢ napomsmu. ITo
YMOTMGHHIO OH HAXOUTCH 8 TOM e KATAIIOTe, TJie PACTIOTOREHb! KOHHIYPALHOH:
Hble (aliel Samba;

D ssi CA certFile = gan — 3afaeT ¢aiyl ceprduKaTa, HeoOXOIMMEI AnA paboThl
npoTokona SSL, rapaHTHpYIONEro GE30MACHOCTS NIePeayH AaHHEIX;

O unix password sync = yes — pa3spellaeT nonbioarenamM Windows MeHATh napois
Samba, 07HORDEMERHO OBHORIAA CHCTEMHBIE MaponM B Linux, FCH B 5TOM Her He-
0BXOMMOCTH, YCTAHOBHTE 3HA4€HHe NapaMeTpa no. U1 paboTsl 5ToH AMPEKTHBL
HYHO YKa3aTh MPOrPaMMBI, KOTOPEie DYIyT MIMEHATE Maponmy (MapaMeTp passwd
prograr) W COOGIICHHA, MOABMMOMINEC NMepel MOMB30BATENEM (MEpaMETp passwd
chat). TIpUBEITY MPUMEp HCTIOTb30BAHHA:

unix password sync =
passwd program - /usc/binfpasswd tu

passwd chat = *New+password* &nin *Retype*new*passuord* tnin
alltauthenticatica*tokens*ipdated*successfully*

es

+passud
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KaK CTaHIeBaTh TaHe ¢ GyGHamu mns ycTaHoBki 5Toro 3peps. [Ipy NOMOWIH IORCKOBH-
Ka Haxozum apxus BerkeleyDB, ckauusaem ero u pasapxveupyem. Jlydie onsts pasap-
XMBHPOBATE B JOMAUIHIOK) MATIKY, BCE PABHO TIOTOM BCE 3TO MOXKHO GYAET VIATHTE.
Temeps NepeXoanM B Manky:

cd ~/db X.X.%/build-unix

ByKBBI ¥ €H0BA O3HAYAIOT 3AECL NOMEP BEpeM, GpaTHTE BIHMAIHE, YTO Mbl (IEPEXO-
Zam 5 nonkaTator build-unix. 1o otcHs BaHO. M yoTaHaBTHBaCM GHOMIOTCKY pado-
Tt ¢ Gasoli B Linux, KoTopas oTHOCHTCS K chieremam UNIX, HOYTOMY KOMIWALMA 1
YCTAHOBKA JOJDKHA NPOMCXOJHTL MMEHHO OTCIONd. B 3ToM Katanore BEINOIHAEM TPH
KOMAHJIBI:

.. /dist/configure

nake

sudo rake install

Tepras KoMaHTa KOHGHTYPUPYET TPOTPaMMy, BTOpas €& KOMITHIHPYET, a TpeThd —
ycTanas1uBacT. OGpaTuTe BHMMAHKC, HTO NEPel KOMaHIOH YCTaHOBKH CTOHT sudc. Jleno
B TOM, YTO YCTaHOBKA §yneT NpoHCKomuTh B Katanor /usr/local, k KOTOPOMY Y MPOCTBIX
CMEPTHLIX YHETHLIX 3alHCell aocTyna net. Ecin e ykasath sudc, TO YCTaHOBKa 3apep-
LIHTCA OHGKOH Tpan TocTyna,

Tenepe, korda GuEnuoTeka a3sl TAHALIX YOTAHOB/EHA, MOYKIO BOIBPALLATECH B KATATOD
squidGuard. TobKo ne cUeNMTe JAMYCKATH KOHQUIYPALFIO CHOBA, C BEPOATIIOCTHO
99% ona ne npoiineT, noTomy 4TO Kondwurypatop umer GronnoTexy BerkeleyDB
B namke /usr/local/BerkeleyDB, wo oHa ycTamamnmpaercs B mamky /Justflocall
BerkelcyDB.X.X, T. €. B KOHCLl HMCHH MATKK JI0GABNACTCA HOMED BepcHM. BrnonHuTe
KOMaHy:

s /usr/local

ITO N0IBOIKT YBUNETE COfIEpAIMOE Tanky /ust/local MpaMo W3 Tekyuel nanKK cTpak-
HuKa. 3aNCMHATE HMA U BBIOMHANTC KOMAHLY KOH(pHIYpaLKH Tak:

. /contigire —-with-db=/asr/iocal/BerkeleyDB . X.X

B panHoM cirydae X.X Ha KOHIE 3AMEHASM Ha CBOH Homep Bepenu. Teneps kondurypa-
LMt Z0IDKHA IPORTH YeneltHo. ECIH HET, TO B 3TOM ¢.1ydae ack LPETEHIMH K paxpaBior-
HUKAM, HO 5t C APYIMMH HPUDJIEMAMI HE BCTDEUANICS.

TMocac koHGHrypauuH BBIIOAHACM KOMAHIE! COOPKH M YCTAHOBKH:

nake
sudo make isstall

VOTUHONKA CHORE. BRITIIHACTCR (T HMEHH &JMUHVCTPATOPA, THOTOMY 4TO OUHTH HPOMG
XOIHT KOMHPOBAHNE B 3aLIMIIERHEYI0 06macTs /ust/local.

9.7.2. Hactpoiika

Kararor o yMOTaHES, B KOTOPOM MOHO HHTH YCTAHOBICHHEIH HAMHU CTPAXHUK, —
Just/locat/squidGuard. Ocrosmte HacTpofixn HaxoaaTes B daiie squidGuard.conf, pac-
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BOIMOJKHOCTH, @ BOE CETEBHIE CEPBUCEL, KOTOPblE MOTYT NOSEQ/IHTL XaKEPy NPOHUKHYTH
HA KOMIIBIOTEP, OTKINOYATE. 11pH 3TOM yalle Beero MPOMBONHTE/L MPEAOCTABISET HaM
HPOCTOE U YI06HOE CPeyIcTRO Juin GBICTPOTO BIOIOUEHAN W KOHGHTYPUPOBAHNA HYKHOTO
cepauca.

Tak y>K (0BEJIOCH, 4TO AAMUHHCTPATOPLI Linux J0/IKHb! HMETh GONbLIe ONbITa ¥ IHAHMIE,
qem criemaTHCTel Windows, 1 5T0 CBAIAHO KaK a3 co IOKHOCTAMH HACTPOMIL, 0Ty~
WECTIRISEMON ¢ UCTIOTB20BAHKEM KOHQUIYDALOHHEIX GAIIOR M YTHITHT KOMAHIRON
crpokit. Ecan b Windows RGe /IGIISTCR B RMSYAIbHRIX OKHAX G GQIBIIAM KOIMEECTEOM
KOHTEKCTHBIX TIOACKA30K, TO B Linux GONBLIMHCTBO HACTPOSK MPOH3BOIHTCA B KOHGHTY-
pammorHeIx. daitmax. Jins stoit OC cyniecTBYIOT YTHIHTBI, YNPOWAIOIIME BACTPOHKY, HO
Dy HKUROHAN He BCEX W3 HUX CTONS Y/IO0EH H THOOK, KaK TIPOCTOE TIPAMOE KOH(UIYPH-
posanne daiinon,

Ora kaura pacemarpusact OC Linux, HaunHas ¢ caMBIX OCHOB 1 3aKaHuMBaA Gonee cepb-
€3HRBIMH MAHNITYSIAIIMAMA C CHCTEMOH. Bech H3naraeMbiii MATePHAT PEACTARICH MPOCTBIN
7 JOCTYTIHBIM K&IOMY A3RKOM. Ho 3TO He 3HAMMT, 'ITO BAM HE HYKHO OOJIBLIE HHHEro
HuTaTh. Hi B koem cayuae! S Beera pekoMEHIYIO Y3HATL MECHHE elUe Kak MEHAMYM fa-
pot asTOpoB. Tak uTo, M3yHad Kakylo-TuGo TEMy, 0OA3ATEMbHO BOIBMHTE IBE-TPH KHMTH
PASHEIX ABTOPOB.

Moo, HanpiMep, ToHMTaTh paboTsl Jlennca KOTMCHIMERKO, KOTOPBIH ke He nepsbiil
roj cnelwmampyercs s Linux. ST snnen 0iy €ro KnuLy J1eT ceMb Ha3a)(, 1 OHa MHE To-
Kasanack O4eHb Jake MHTEpecHON, XOTENOCk MIPOUHTATE €€ TIONROCTEIO, HO A vexan & Ka-
Hally, & OTCIONA Y MIIA AOCTYT! K JMTEPATYPE HA PYCCKOM A3BIKE NPAKTHHUECKH OTCYTCTBY-
e, OHTalH-VAra3HHb! He TOCTARIAIOT KHATH B KaHaly, 2 KauaTh HONETaibKyio BEPCHIO i
He xouy. Bupouem, apofie GbI ceifuac M31aTeTscTaa B POCCHH CTATH NPOSIABATS SMSKTPOH-
HEIG BSPCHH KHWI, W €CTM 9TO Tak, TO f, HAREPHOE, CMOTY TIeTANBHO TIOKYTIATh KHUH HA
pycckomM yepes HHTepHer.

Paccmarpupas Linux, s Gyy roBOPHTE 0 G30NACHOCTH M MPOMBOIUTENLHOCTH He B
OTIENLHBIX 3KTIOUMTENLHBIX [J1aBaX, 4 MpAKTHIeCKH Bce BpeMs. H3-1a 3TOrO MoryT
HHOTAA CTy4aThed MOBTOPEI, HO A CHHTAIO, uTO 3Te HeoGXomumo. Kora uemoek yie
NpHOGPC HuRhikH HEXpHCKTUBHOM PABOTR © CHCTEVOH, IEPEYSMRATECH EMy CTIORHO.
VIMCHHO 03TOMY 8y Gy/\cM DAIBHPATE NOCHE/IORATEIHO (T 4308 /10 CICKHBIX BOIDO-
COB) BCe ACIEKTh! KXO0H PACCMATPHBAEMOI TEMBI, AKKYPATHO PACKIANBIEAA HOMydeH-
HBbIE 3HAHRA "10 IoNowKam'”.

Omicanye YTHIHT IS aJMWHHCTPUPOBaHKA Linux Beerna MoxHo Haitth B HATepHeTe
e b pokymentaunu na OC, a ot MHGopMaLKIO 110 3PDEKTHBHOMY HX HCNONLIOBAHHIO
HalTH CIOKHEE, A BCE HMCIOUIMCCA CBCACHMA BCChMA (GparMCHTAPHEL, M MX TAXCIO CBO-
JWTE B £HHOE LIETOE.

B kavecTae JIOTOTHHTEIEHON MH(OPMALIMH N0 GE3OMACHOCTH KOMITBIOTEpA. ¥ ceTelf co-
HETYI0 oK AT MOK kAW "KownbloTep rnasami xakepa” [3], B KoTOpOH MpHBOIMTES
JAOCTATONHO MHOTO OBLIMK CBEAECHNA N0 ITMM BoTIpOcaM. 3M€Ch ke MEI Sopimit ynop
fenaem wa onpenencunyio OC — Linux. Hecvorpa Ha To, MTo kimra [3] Hanpasiewa
B Goubinicii crencam wa soyepaanme Gesonackocin OC Windows, MHOTHE pacemaTph-
BACMBIC B HCAl MPOGICMML MOCYT BaM ODFOJWTHCS 4 UDH MOCTPOCHHH (CSONACHOTO
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B nicpeoit cTpoKe HaXOMMTCH KOMAHNA search ¢ MAPAMETPOM (CepBep TIOHCKA HMEHH X0C-
). B BallleM dafine, CKOPEA BCET0, €CTh 3T2 3ATHCH, W B KAYECTBE CEpBEPA BIHCAHO UM
BAUIETO KOMITBIOTEPA. 31eCh MOKET ORITH MEPEUHCIICHO HECKOMBKO CEPBEPOB, PasieicH-
HBIX ITpofenaMu WK cuMBoaMu Talynauun. Hanpumep:

search Flenovh MyServer

[loucK Ha MOKANLHOM CCPBCPC MPOMCXOAMT AQBOLHO GHICTPO, 2 BOT HA YAANEHHBIX —
MOZKET OTHATL JOCTATOMHO MUOTO BPEMETIH.

Bropas cTpoka CORepIKUT KOMAHTY domain ¢ HapaMeTpos. [onbioBaTens HHOTAA MOGST
3a71aBaTh MMS KOMMEIOTEpA $e3 yKA3aHMi [IOMEHA — HAMpUMep, redhat BMECTO
redzat.com, BBl ZIO/KHBI 330aT6 TIOMHOE WMA Y32, JaE BCEro 310T NAPAMET] HACTPau-
BACTCA B JIOKAALHEIX COTAX CO CHICLUGHHHLIM HMEHEM I0MEHa.

OcTasuMeca JBe CTPOKH CONEPKAT KOMAHIY nameserv ¢ TAPAMETPOM. 3TO BHEIIHHE
DNS-ceprep, KoTopoMy GyITyT HATIPABIATECS 2aNpockL B cucTeMe HX MOET GHIT He-
GKOABKO (HA JAHHBLG MOMEHT 14 GONLLIMKCTEA AUCTPHOYTUEOB He Gonee Tpex). Omut
ByiyT ONpaLIMBATESS B TIOPAIKE MepEUHC/ICHHA b aiine, Noka HOKOMETH aapec te Syner
Haiinen.

B GOTBIIMHCTAC CTyMacR JOCTATOYHO M OHOTC CCPRCPA, NOTOMY 4TO BCE OHM paGoTaloT
pekypeusHO. [Io 1 PeKOMEHIYIO YKa3LIBATH IBA. GLIBAIOT Cilyuad, Korna omMH DNS-
CEPREP BLIXOIIAT 03 CTPOR, TOI {2 BTOPOH CIIACAET TIOIOKENME M ACTYNAET B paGory.

11.4. Hacrpoiika DNS-cepeuca

B HacTofLee Bpems HARGOTee PACTIPOCTPaHEHHBIM cepancom DNS 1 Linux sansetca
bind. Jlns 3Toro CepRNCA CYMISCTBYET NPOTpaMMa bindcont, KOTOPas HMeeT TPagiric-
cxoif vHTepdelic M MPOCTa B HEMOMb30RAHNH. 3aiTMTE B rpadHHecKyio OGONOUKY K
B KOHCOH BLIOHHTE KOMAHAY:

nindconf &

3HaK & FOBOPHT © TOM, 4TO, 3allyCTHE MPOIPaMMY, KOHCONL HE MO/KHA NOKHAATECH €6
3amepuIeHHA. ITO OuCHb YIOGHO TIPH FaTycKe FPAHHECIIX YTHITHT, HTOGE OHH He 0CTa-
HABTMBATH PAGOTY KOHCOTH. VWTHTE, 9TO €CTH 3AKPTh OKHO KOHCOMA, TO BCE MPO-
TPAMMEI, 3AITYISHHEIE ¢ KIFOUOM &, TOXKE 3aKPOIOTCA,

Ha prc. 11.2 u3o6paseno 3amylliennoe OpAioKeHHe A8 HacTpolixa DNS-cepiica.
B UCHTPO MOKAAHO OKHO, KOTOOC OTKPHIBACTCR 110 HaXaTHI Kronk JoGasmte, Kax
BHZHTE, JOCTATOUHO TOTHKO BHIGPATE THIT 30HEI H BBECTH HMA IOMERA, — M BCE TOTOBO.
HecMOTpA Ha HATUUHE TIPOCTOI FpadirIeckoil IPOrPaMMBI, MBI PACCMOTPHM KOH(HIypa-
LHOHERIE (ailTb, KOTOPHIC MOTYT HClIOIEI0BaTeA ccpaucom DNS. Hlx npamoc peaakTa-
poBaHMe MO3BOANT CASNATE GoNee TOHKYHO HacTPOFKY, W BEI Nyuwe GyneTe NOHUMaTs
upouece paGorsl DNS.

Hacrpoifka DNS-ceprepa naunnaeres ¢ daitna /etc/named.conf. Tpumep ero comepx-
MOrO npuBezcH B mctuure 11.1.
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1.4.1. Red Hat Linux

3T0T QUCTPHOYTHB CUNTACTCA KIACCHYECKHM M ABIAETCH 33KOHOJATCIIEM MOkl B PazBu-
ian OC. Tlosumo Beero nposiero, Red Hat peiier pazpaGoticy OC Linux B 18yx Haipasne-
HHAX: ITA CEPBEPHbIX PElIeHHH M NNf KITMEHTCKHX KOMIBIOTEpOR. CepBepHbId BAPHAHT
ABNISETCH FUTATHLIM, 8 KIMelTCKui papuanT (Fedora) Gecnaten v JOCTYNEH AN CKAUHBA-
s ¢ caiita fedoraproject.org. 1y pasrosopit o Tom, uto Fedora Gynet HesaBHCHMEIM
NpOEKTOM, HO NOKa OH OCTAICS T Kpbitom Red Hat.

TlncTpHGyTHBE Linux BCETa pyraioT 3a CIOWKHOCTS YOTAHOBKH AAPA H POIPAMM, KOTO-
Dhie Hallle Beero MOCTABAOTCA B HOXOHBIX KONAX H TPEOYIOT KoMTAAALIMY, Komitanys
Red Hat yxe naBHo ynpoctuia 3TOT mpolece, paspaBoTae MeHelkep Taketos RPM
(Redhat Package Manager). lTakue naKeTsl Ans YCTAHOBKA MCTIONB3YIOT GOBITMHCTBO
JIpyraX pa3padorTHKOB,

Ecan pel BoiSHpacTe cebe UCTPHOYTHE 1A CEPEENd, TO & HACTONTCILHO PCKOMCHAYK)
OGPATUTS BHUMAHNE Ha AMCTPHOYTHE ITOT0 NPOMIBOUTEIIA MU ET0 KIOHEL, 1IOTOMY 410
Red [lat zadotuTes 0 Ge20NaCHOCTH CHCTEMB! H CTAPAETCd HWCTIPABNATE OUTUGKH C MaK-
CHMAITEHO BOIMOIKHOM CKOPOCTHIO.

1.4.2. Slackware

Moe amakomcTeo ¢ Linux maummalock ©MemHo ¢ muctpuGyrupa  Slackware
(www.slackware.com). 3To OAMH H3 CAMBIX CTAPIX M CIUAHBIX AL JOMAIIHHK NOTB30-
HATENEH JMCIHEY THROR. Y HEIO /10 CHX 10D HeT YAOBHOM NPOTPAMMBL YCTAHOBKH, H
FOMIMHCTRO LSRG TR IPUXOMICS JIEIATH B TEKCTOBOM PEXHMe. KOHeUH e, Bbt
MoskeTe OGABHTS K JTaMY AMCTpHGYTHBY rpadmdecke obonouxy KDE nin GNOME, a
TaKKe Ipyrue NakeTel, obieruaromne pagoTy, HO YCTAHOEKY NPOLIC HC CACHAC L.,

Y npockra Slackware naxc caiiT HCBCPOSTHO NPOCTOM, H HA MOMSHT HANWMCAHMA STUX
CIPOK OH IPUCTO HEPRO-BEIIRIIA C MUHMMIIILHBIM HCHONBAOARMEM MPAHKE.

Ecsn BE U pasy He paBoTany ¢ Linux, To 5 G5l He PEKOMEHZIOBAT HAMHHATE SHAKOMCTEO
¢ aT0TO AMCTPHOYTURA. Jlyume BeIOpaTE YTO-HRGYL ONPOIIE.

1.4.3. SuSE Linux

MHe NPUXOAIIOSH PABOTATH C PATHBIMM HNOFPAMMAMH GT HEMEIKUX 1INOH3RO;MTENEH,
HO Y106CTBO PAGOTEL C HUMH HE TIPOCTO XPOMATO, & COMABATIOCH BNIEUATICRUE, UTO 3TH
nporpanmel — Sesuorie Kanexd ¢ aercrsa. Ho paspabota ot SuSE (www.suse.com)
ONpOBEpraeT Takoe VHEHHe. DTOT MCTPHOYTHB OTMHIASTCA CHINATHHHBIM MHTCpdCH-
COM M OTAMuHOM NoAJepKKOH 0GOPYAOBaHKS, NOTOMY YTO CONEPXKUT TPOMALHYIO Dasy
Apaiinepos. i

DT0, HARGPHOS, ONHH W3 TIGPRBIX JIHCTPUGYTHBOB, KOTOPHIH CTAN JPYIKECTBEHHBIM
K MOAL0BATENO 1 MCTIONE3YET GOTBIIOE KOMMMECTEO COGCTBEHHMX HAPAGOTOK, 4ToBH
€f1e1aTh JKU3Hb JOMALIHErC [O/b20BaTeNs npocToid. Ho mpu 3T0M 0H Beerga Swin miat-
HbIM, IPHYEM LieHa GbiNia oueHb JaKe BLICOKOH. MHE KakeTcs, YTo HMEHHO TO NoMella-
12 SuSE 3aHsTh BEPXHIONO CTYNEHL NLeaecTaTa H oSofitn Ubuntu.
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Hanpumep, uTo6H MOXCOSMHEMTECA K cepepy flinovm mon uMeHeM flenov, HyXXHO BEI-
TIONHWTE ClEYIONIYI0 KOMAHZY:

ash “lenove

_encvm
B oTBeT Ha 9TO Bbl MOKCTC YBHACTh COOBMICHHC:

The authenticity of host ‘localhost(127.0.0.1)’ can’t be established
RSAT key fingerprint is f2:a1:6b:d6:fc:d0:f2:a1:6b:d6:fe:d0.
Are you sure you want to continuc connection (yes/no)?

JlauHmM COOGILCHHEM NPOIPAMME HAQOPMAPYCT RAC, HT0 LOMIMHKOCTA XOCTE He Ghiia
YCTaHOB/ICR, H OTOSPaXKaCT CHIMOK RSA-iliona. JI:u1 NPONOIDKeHAR COCTHHGHIA HEos-
X/ 1MO HaGpaTS Ha KaRHATYDC yes, Ha SKPAHC 1101BITCS YBGOMIIRHYE:

Permanently added ‘localhost’ (RSA1) to the list of known hosts,

3neck cO06IAETCA, YTO KIHOY ;TO6ARMEH B CTACOK MIRECTHRIX XOCTOR. ITO 3HAYNT, UTO
B BameM IOMAIHEM KaTajore, B Manke .ssh/ mogmmnca (WIn obHoemnca) dait
known_hasts ¢ KIHOYOM YIATEHHOM CHCTEMEL

3atcM DpesaracTes BBCCTH [ApONb MOIb30BaTCNi. EciM ayTenmudmkaums npouta
YCTIEWHO, BEI OKalbIBAeTech B CUCTEME H MOXETe BEWIONHATE KOMAHIN HA yIANeHHOM
KOMIIBIOTEPE, Kak GYATO BBI CHMTE 32 €r0 KIIABUATYPOIA.

Tlonxmouathes & SSH-nopry Tinux pet Moxere i i Windows. Jns aToro cymecrayer
MHOKECTBO PANTHHHEIX KIHEHTOR,

5.3.6. Bxoa no wntouy

Hamworo yaofHee u Gesonackee cnocol ABTOPHAAMN MO KIIOUY, 2 BXOA 110 NAPOITD
MOKET OhITh Jake U BoBce 3abyoxuposan. OGpauienve k cucteme no SSH me sriomne
GesonacHo. IN0oYMBIULICHHHK MOXCT MOACMOTPCTS Mapoib, KOrAd BEl GYNCTC BBOAMTH
ero & apyroii nporpamue. Torma avem widponats SSH-coeaHHENUe, ecu cexpeTsoe
CII0BO MOIKET GBITh RIABTEHO TIPH PAGOTE ¢ IPYTHAH TIPOrPaMMaME?

Kaxaoe NOICTIOUSHAE OTKHO MMETh CBOU RApoy. 110 NOMHHTE HX Bee 0eH CIOKHO,
TI0ITOMY JIyHlle WA ARTOPHIALMN HCMOTb30BATE KIIOWH, KOTOPHIE M TAK 3BUINIEHBI
Janewic nexyaa. Hyxso caenats Tonsko HeGonbinie M3MCHCHHMA B KOHQUIypauuy.

Jing Wawana HyKHO CO3MaTh HOBBIH KoY. JITA 3TOTO CHYKHT KOMaHAA ssh-keyger.

'V Hee €CTb TaKye N2pameTphi:

0 -t — Tun kaoua. 376k MOKHO YKA3HIBATH sa WIM dsa 418 BTOPOit Bepc SSH unu
rsal — fn4 nepeoit. [ina npusepa Gyaem MCTIOMBI0BATE KITIOY rsa;

3 = baiin, B KOTOPOM GYAET COXPAHER IAKPEITEI K0T, OTKPBITAI KITHOY TOMysHT
TaKoe e Uhs, HO C pacuIMperiem pub;

O -b— AnUHA KTOYE, KOTOPAA MOXKET BEITH He Merbie 3:2. TTo YMONYaHNIO YCTAHOR-
JIEHO 3HAYEHHE 1024, OCTABHM eT0 H He GYNEM YKa3kIBaTh 3TOT TapaMeTp.
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O cache og datn — daiin 18 XpaHeHWs OCHOBHOH WHbOpMaunu o xaure. [To ymomia-
wmo 370 Narflog/squidicache. log:

O caciie_store_log dein— SKYPHAT ONEPAi Hajl ofhekTaMu B Kame (yGpaHsl Han
TIOMeLIeHb] Ha Kakoe-TO Bpema). TTo ¥MOTHaHMIO ucTIonE3yercs dain /var/log/squid/
store.log, 110 Bb1 6e3 NpoGiieM MOKETe OTICTIOIMTE DTOT AKYDHAT, YKA3IE B Ka¥ecTBe
3HAUEHNS Tonc, TIOTOMY YTO YTWIINT [T 2HANM3 COXPAHACMBIX jIAHHBIX HCT, J@ @ KO-
ofilite MOTb36! 8 TAKIX JAHHBIX MATIO, @ PACXOIB! HA MX COXPAHEHHE [IPHCYTCTRYEOT;

O lcg mime hérs napamerp — €CIM B KadecTBe NapaMeTpa YKAa3aHO on, TO B JKyPHANIS
access GyIyT cOXPaHAThCA 3aronoBkH MIME;

O useragent_log — ypHal, B KOTOPOM COXPAHAETCA TOJE Ussr-agent 3arOSIOBKOB
HTTP. CMBIcna & 3TOM TioTe HET, TIOTOMY HTO €0 Terko NOIIENaTh, K HUMETD No-
JIESHOTO WYPHAI HE JECT, NGHTOMY 110 YMOTYAHHK OH HE HCTIONBIYETCH.

B pazo. 12.5 mm GyacM rOBOPHTH © XypHanax pasnusumx copawcos Linux, a B
pazd. 12.5.4 TORPOGHO DACCMOTDHM COIISKHMOE OCHOBHOTO JKYPHANA  squid —
fvar/log/squid/access.log.

9.3.5. PaspeneHue Kawa

UroGel BALll CepBep MOr OBMEHHBATECS 3AMPOCAMH C APYTHMH Squid-cepaepamy, padie-
JIAA TAKUM 05PasoM CONCPIKMMOS KIIIIA, BEI JIO.TKHE! HACTPOMTE COOTRETCTBYIONIMI Mpo-
Tokoa, JINR IO 6CTh QIEYIONTHE JIHPEKTHERT:

O iep_pert n— HoMep nopTa, koTOpME Gyper weaukiosathes oo ICP-npoTokoTa.
o ynonsasmio 3asaso uawcrne 3130, Eoan yxasats 0, 1o npotokon Gyt sadio-
KHMpOBaH;

O htep_port n— HOMEP TOPTA, KOTOPbIH GYAET HCMoNb3oBaThes Ans ICP-mpotokoa,
paSotaoutero nosepx TCP/IP. [To ymoquanHIo 3a5aH0 3HaYeHHe 4827, Ecn yrasaTs
0, To mpoTokon Gyzer 3aGnokuposan;

O cache_peer ampec mun http_10pT icp_10pT omws: — CEPBEP, ¢ KOTOPHIM MONHO OG-
MCHUBATRCR WHpOpMaIHCii. B KAYECTHE A/IPECA YKAIBISAETCH WM (HTH aIIpec) Cepae-
Pa, ¢ KOTOPBIM NpeanonaraeTcs BzaumogeiicTeue. IapaMetp nttp rops OMpCACISCT
TopT, Ha KoTopoM Hactpoedn HTTP-mpokcH, W cOOTBETCTBYT napameTpy http port
B daiine kondurypaivm squid. ATPUBYT icp_cops ONDEENET OPT, HA KOTOPOM Ha-
cTpoer ipoTokon ICP, H COOTBETCTAYET MapaMeTpy icp pert B (ailne KoHQHrypanuH
sqQuid yAIaNeHHOi cHCTEMBl. B KauecTse THTIA MOMET YKa36IBATECA OO H3 CACAYIO-
X 3HAYSHHH:

® parenl — CTADIHI B Hepapxum;
* sipling — PaBHOIHAMHELH;
®  multicasl — UIMPOKOBSILATETLHEIN,

HocneaHii DAPaMETD ouvya MOMET IPHHRMATH MHOTO PAMIAVHBIX SHAGHHH, TIO3TO-
MY MBI €TO PACCMATDHBATS 1€ OyJieM, YTOBE! He YTMKENATE KHHIY. B KoMMenTapusx,
COAePRAIMACA B KOH(Urypaunomion haiite, KOKALIH napaMeTp NoapodHE ONHcaH;
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Ha KaTANOT, B KOTOPOM OH HAXONMTCS. PACCMOTDHM MpHMEp CORSPXHMMOrO (haiita
‘htaccess:

A:thType Basic
BctbName "Ry Tovitalion Only”
AuthUserkile /pub/Lome/flercv/passwd
Require valid-vser

B nannom daitne 11a TEKYIMETo KaTANOra yKasbIBaeTes THIT Ay TeHTUHKALMM Basic. ITO
3HAYHT, 910 GYIeT WCIONB30BATLCA OKIIO 1A BBOAA MMEHH H 0apoiis. TeKCT, yKasausli
B [PCKTHRC AuthNate, 0TOOPAIUTCA B sarouorke okna, Ha puc. 7.1 1puecen npumep
TAKOro OKHa.

PHC. 7.1. OkHo 93NPOCE WMEHW  N3pONSt

JAupextHea suthuserrile 3adaeT daiil, B koTopom Haxoautcsa Gasa mMcH M maposch
noEroBaTenell caiTa, ITOT daikii MOKHO (M HYKHO) PAsMEIaTh BHe OGNACTH, JOCTYT-
Hoit 4epea BeG-cepeep. [TocneTHAN KOMAHIA Require B KAYECTRE NAPAMETPA HCTIONE3YET
3HAYEHRe valid-user. DTO 3HAYMT, YTO (Qaiifik B TEKYLIEM KATANOIE CMOTYT OTKDhITS
TOJIBKO Te [I0/Ib30BATEH, KOTOPBI® [POLLTA AYTEHTHHUKAUMIO.

BOT TKUM NIPOCTEIM CTIOCOGOM MOXKHO ZANPETHTS HeaBTOPHZOBAHHBIN JOCTYT K KATANO-
Ty, COAepAALIEMY CEKPETHbIC TAHHBIC BITH CLEHAPHH aMANHCTPATOPA.

Kak 1 yke roBopwn, B daiine .htaccess MOTYT HAaXOIMTbCS ¥ JMPEKTHBE! THIA Allow
“rom, KOTOpbIe MBI PACCMATPHBATH patce (CM. puasd. 7.3).

Haupuvep, ecn AYKHO paspemyTe JocTyD TONkko ¢ onpegenesnoro 1P-ampeca, To
B GAFIIE MOXET COMEPRATHCH CIETYIONE CTPOKa:

Allow from 101.12.41.146

Fain 06be/(ANNTS 3aIMTY IHPEKTHRON Allew from W TpeGoRaHHe BBECTH Maponk, TO 3a-
1242 XAKEPA 10 BUIOMY CEPBIPA CHIBHO YC.IOMHITCH. 3AECh yoke HEJIOCTATOHO SHARWS

NapoA — HEOGXOMUMO y3HATh KOHKpETHBIH IP-apec ana ofpawmenns K copepxuMoMy
KATATIOTa, 4 370 TPEGYeT SHAUMTENHHEIX YCHTHA.
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‘IyT ecTb aBa MyTH:

O ecnn ecTb BOSMOMIOCTL BBIIOIHATL KOMALLI chown A chrod, TO X4Kep cMOKeT Ge3
npoBiieM PeaTHICBATh BCE HEOOXOAMMBIE JeHCTBRS;

{1 MOXHO TIOMEHHTS POTPAMMY Ha Ty, KOTOPas yXe MMeeT ycranoeensbii SUID-
i SGID-Gu.

Bor noyemy B pazd. 12.2 Met Tak yeepamo perupwany see SUID- u SGID-npor pammbL.
Kaknas H3 HMX — 2T0 JBIPA B GE30MACHOCTH, HO HHOTAA §C3 TaKOi MPOPCXH HUTB Ho-
BOIMOXHO. BBl JIOMKHEI BCe BpeMs CNIEAMTE 3a TIONOGHBIMH NPOrPAMMAMI, H B CTy4ae
TIOSBIIEHHA YAANATS W3 CHCTeMBl. Tarke HY)KHO NEpiKaTh TOJ KOHTPOIEM BCE H3MeHe-
HUA, KOTOpLIE NPOHCXOIAT C TMPOTPAMMAMH, Y KOTOPHIX ycTaHoBneH Gut SUID wim
SGID. Ecnu X pa3sviep H3MEHHICH, CIeMyeT GUTh TPEBOTY M BOCCTAHABMDATE HOXO/IIOE
COCTOHHE MPOFPAMMBI, & TAKKE HCRATH TPHHVHY HIMEHEHTIH.

BBl AOMKHBL GBITs BHUIMATENTHB, Kora nposepseTe SGID-nporpavMeL. Xakepst sHIOT,
MTO 8IMHHUCTPETOPL! CTAPAITCA CRCCTH KOUMMCCTBO TAKMY (POPAMV K MHHHMYMY.
TOSTOMY YT Ha pasHwle yiopkn. Hanpumep, oBM MOryT co3naTs gaiin /mni/mount co
SUID-6urom. [Tporpamya mount aeiicteuresho TpeGyer atoro 6uta, HO A0/DKHA Haxo-
AuTbCA B Katanorc /bin. ECAU BbL MPOCMATPUBACTE cricoK Haliachix SUID-nporpams
Germo, TO MOJKETe HE 3AMETHTb OTIHIHME B [YTH WIM BOOSWE He OOPATHTL Ha 3TO BHU-
MaHUA.

KpoMe Toro, B Ha3BAHWAX NPOPAMM MOXT NPWMEHAThCH Mrpa Gyks. Hampiwep,
/bin/login 1e TpebyeT Taxoro Gura. Xakep MomcT cosnaTh dain /bin/login (nepsas Gyk-
Ba | 2amenena uudpoid 1), 1, NOCKOIbKY BUZYy&ILHO IPOrpaMMa AEHCTBHTENbHO NO/LKHA
BEITE B CHCTeME, XOTo i 6e3 SUID- i SGID-6uta, npu 6ermoM aHanmse BN He 3anoro3-
PHTE £€ B N0ICRHIHA.

TlaxeTs: rootkit He OTPARVNMBAIOTCA TOMBKO MIPEAOCTABIEH¥EM LOCTYTIA K BolOTHEHHIO
KOMaH[, OT HMSHH N0/1530BaTe1s root. Onn MOrYT BIIIONATH €L0E W PA3TMYHbIE BCIOMOTa-
TeBHbIC YTWTHTS, Takie Kak aHAIVGATOPel Cetesoro Tpadmka (sniffer), mporpammet
YUPABNCHIA GAIIAMM AyPHATOR, TIOIBONAIOMIE MHCTHTE CTIETEl MPeBLIBARNS Xakepa
B CHCTeME, H APYTHE [OMIe3IIbIE /UA BIOMIINK CPEICTBA.

Jna ofnervenus 3anad agMHHHCTPATOPOB KOOpHIMK ToabMH Gbina paspaborasa mpo-
ipamma chkrootkit. Be mowmno Haiitu wa caiite www.chkrootkitorg. Ha rexymii wo-
MEHT OHa criocolia 0SHApYKHTH Gonec 60 WipecTHbIX nakeToR rootkit, Takum obpazon,
Bbl Ge3 0coBLIX YCUTUH MOKETE OTLICKATE M YHUUTOXKHTB b CHCTEMS MOTANEYIO IBEph
A9 XaKepa.

Ho, xak rosoputed, Ha Gora Hamedcd, a caM He mnouaid. [oToBeIMA HaGopamu rootkit
TOABSYIOTCA TONRKO HAUHHRIONING XAICPh Wit MOGHTENM. TTPOBeccHOHA BB EUIOM-
LMK XOPOLIO 3HAKOM ¢ MPOrPAMMHPOBAHMEM H COZIACT CeGC MHCTPYMCHT CAMOCTOS-
TensHo. Tem Sonee, 4To 9TO He Tak Yk CIOKHO, JOCTATOUHO 3HATH OCOGEHHOCTH PaboTel
OC Linux. [Mo3ToMy H BEI IOJDKHEI HAYMATBCA CAMOCTOSTENEHO HAXOIHMTh M YAISTh
rootkit.

OnpexenuTs mosmAeHHe rootkit-MaKeTa BPYUHYIO OMOXET CKAHUORAHHE OPTOR. Uro:
661 BOCTIONSI0BATECS TIOTAIHOH [TBEPE0, HYIKHO OTKPSIT: B CHCTEME TOPT, Ha KOTOPOM
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BUTh €€ H3 KOMIIBIOTEpHl 3ALIMIMEHHOM CeTH, 4TOOhl XaKep M0cie BIIOM3 BTOPOrd
CeTEROrG 3KPAHA HE CMOT BOCTIOTEA0BATHCS 3TOH YASBHAMOCTEO.

2. Buisnsercs netouHHK yrpostl, IP-anpec Xakepa R Bes HaljoiewHAs uHbOPMALHA co-
ofualoTes B NPaBOOXPaHHTCITEHEIE OPTAHEL.

TMockombky Ha honeypot-koMIIEIOTepax cepBUCk He 0GpAGATLIBAIOT, & TONBKO IMYTHPY-
1T PAUILHAIC TIGUCIKOMGHIR 1IGIKSORETENSH, TO /UIN TAKHX CEPBEPON HET HEOGXOTHMO-
CTH YCTAHABAMBATE MOLLHOE OGOPYAORaHME. JIOCTATOMHO YCTAPERIETO KENE3D, KUTOPO.
BBI YoKE IABHO HE MCcronsayeTe. B moGoit opranusammy kaGHHET aIMHHHCTPATOPA 3aBa-
JIEH CTRPBIMH CHCTEMHBIMH 0,10KAMH, KOTOPLIE XPAHATCS TONBXO Ha IATACHEIE HaCTH.

Ecnm y Bac 1eT cTapeix KOMNBIOTEPOB, TO B honeypot MOK(O MPEBPaTHTE H CEPBEPEL,
KOTOpHIE CITyaT B KavuecTae myS.1evHbrx. Boobuwe-To, kauit my6Gaumbiii ceppep 1 Tak
MOJKEH COAEPHATh MOUIHEIE CHCTEMBI XYPHATUPOBAHUA H MOHHTOPHHTA, OT honeypot
HX OJDKHO OTITHUATE OTCYTCTBHE 3aBEIOMO OTKPHITEIX yA3BMMOCTEH H JIETKHX naponei.

FOm 4ecTHO, T0 8 ¢ TAKMMH JIOBYUIKAMH HHKOTAG AW4HO He paburan. He swawo, wa-
CKOMBLKO OHM SHEKTHBHBI B TAKHX OKPYIKEHHAX, ¢ KOTOPLIMHK CTAIKHBACK A, HO THTAT,
HTQ MW HCNOB3YIOT NOJ00HOe, B IITATHBIX CHTYAUNMAX Ha TaKWe CepBepbl HHKTO He
CMOTDHT, TIOTOMY 4TO OHM HEKOMY HE HyacH. HO K Cydae UHIIEHTa JOBYIUIKE O~
Hil HOMOUR HATTH 410y MBILLIICHHHKA.

14.6. TioHuHr OC Linux

‘Ha npoTskeHHH BCell KHHTH MBI FOBOPHITH 0 Ge30macHo i sddekTurHoN HacTpofike OC
Linux n ee cepsucos. B atom pasiene Mbl nogBeneM HIOr BeeMY CKa3aHHOMY paHee M
PACCMUTPHM HOCKOIbKO HOBBIX MAPaMETPOB, KOTOPbIC MOCYT CAC/ATH CHCTEMY CLue Obi-
crpee u HazekHee. Takue YCTAHOBKH OTHOCATCA K HAHGOMEE TOHKHM, IOTOMY A OCTARMA
HX HaTOCIIENIOK.

MBI yi&e TOROPHIA O TOM, YTO JyHIIMM CPEACTROM [OBBICHTE 5€30TACHOCTE M TIPOMIRO-

AMTENLUOCTL ABISETCS 3allyCK TOJIBKO CaMOro neoGxoanMoro. OT 5TOro HanpaMyto 3a-
BHCHT MCTIONE3OEARHE NAMATH H HATPY3Ka Ha IPOUECCOP.

Tlocnie TOTO Kak BEL ONIPEIENWIMCE CO CTICKOM 3TPY/KaeMEIX CEPRUCOB H COKPATIIM HX
10 MHHUMYMa, HCOOXOIMMO M03a00THTECA O HACTPOAKE KOKIOTO M3 HHX C Y4ETOM Lene-
cooGpasHOCTH UCNIONBIOBAHHA. 3ACCH ONATH BCTYNACT B JEJI0 MUHMMH3ALINS ROAMOIKHO-
creit. Hanpwiep, cepsic Apache 3arpyaeT MHOKECTBO PaaTHbIX MOy Tel, a5conioT-
HO HEHYXHBIX JUTA GONBLIHHCTBA CAliTOB.

Kakapiil MUIWHKIA MOZYNE — 3TO OYepefHOH yJap 1O IPOM3BOAHTENLHOCTH B Se3onac-
110cTh. [T0ITOMY WX HYXKHO OTKIIOUNTE. 3AKOHHHR C STHM, NIepeXomuM K Goftee TOIKuM
HacTpoMikam.

14.6.1. Tlapamerpur sapa

Jlna navana OTRpoRM KORGRIypauHORHBTH (aitn fetc/sysctl.conf. B rem HaxoaTeR ma-
pavieTpht aapa. Mpumep diafira MoAHO YREET B HCTHANS 14.1.
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MOET GTKPHIBATECA HECKOTBKO Pa3 KaKABIM H3 HYX. DTO KACASTCA B OCHOBHOM CHCTEN-
HLIX KOHHTYDaLHOHHEIX dafinos.

12.5.2. CuctemHire TekcToBbIe XypHANLD

Cureayroumme KypRaisl — JT0 TekcToBute tainnl. Mx Moo Ge3 npodaem npocvwarps-
BATH TAKMMH KOMAHZAMH, KAK cat, WIK JIOBLIMH TEKCTOBEIMH PEAAKTOPAMH.

B afite /var/log/messages HAXOUMTCH OCHORHAN MHOIODYAIIS O JAXOJEX 0. IBIOKETE-
Tefl, 0 HEBePHBIX ABTOPH3ALMAX, OCTAHOBKAX M 1aMyCKaX CEpRUCOB M MHOTOE APYTOE.
B 0AMH A0KYMEHT BCC NONOGHBIC COBITHA MOMECTHTLEA HE MOTYT, MHAYE OH ByNeT He-
auTaeMbiM, TOSTOMY B oanke /var/log/ MOCYT HaxoaMThCR Qaimsl ¢ HMEHAMH
messages.X, rue X — 310 uncho,

JKypHan nessages — OIMH W3 CaMbIX TNABHBIX [T MoGoro aamHMKcTpaTopa. Ecmi
AIOMIAKC 1IAITACTCA (00)(BPATH N2PO.TH, TO BK CMOXETE JAMETHTS GHICTPHI POCT ATOT0
Gbaiima ¥ noABTeHMe GOTLIOrO KOMMYECTBA sanmMceil O neBepHOM apTopwsanmd. Ha
prc. 12.1 nokasaH mpMep CotepRiMOrG daiiina

4410wt
low, date allow
$5:28 Flenoull Elpdpam anin) (14141

tosed For user flenmw

D BITIII4L: FIF w

i3 Flenonhl Thpdi14150: w-fead - TLS settings
21 allow, data ol to
it Tipipnm i X114 8, 4 apened for vser

oM fipds 115 £ i SY:PTE LULIN
27,185, Tizwoy
15 [ lenouls. Figtpon i ion clased for
i) Ffenou ftpA: 192,160,727 38: €lenow: QUITI1415)

Lamingettol 10003 invalid shars

Phe. 12,1, CHUMOK KDEHA C BLIBEASHHLIM Ka Hero dainow /varflogimessages

Caenyioumit KypHan pacrionosen B daiine fvar/log/secure. Uro B Hem ocobenHoro? 1o
cambIii OCHOBHO AkypHAJl, KOTOPBIA HY/KHO TIPOEEPATE MAKCHMABHO HACTO, M KAKIOH
RAMHCH CTIENYeT YEAnTh 0cofoe rEvManKe, B 3ToM hajiac 0TOGpakacTCs, IO KaknM
HMEHeM 1 ¢ KaKoTo aZipeca NIoNs30BaTell BoIen  chetemy. Hanpimep, wa cepanc FTP
MOKCT OAKNIOHATLES TRaBHBIH Gyxrantep. Ecin Bl yBUAEnH. 4TO OH TIOMb3YETCS cep-
BHCOM, HO TIpH 3TOM ypitit N0Ka3LI53€T 4ywoit 1P-a1pec, To 5To IOMKIO CTaTh NoBo-
oM and GecriokoifcTea.
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777 - 077 = 700 (unn drwx——--), a A1a GaiIor: 666 — 077 = 600 (WK —r-
Torga gocTyn k daiiny unmeeT TOMBKO BIafenel. Bee OCTaBHBIE — OTABIXAIOT.

Tpu pactere Npas Ha Galil MOKHO TIOAYMATE, YTO 5 OWHGCA, Bem, 666 — 077 ue paBuo
600. 1lodgemy e Tak no1y+wiocs? 11pocTo BeIYHTANHE NPOHCXOMUT NOPA3PAAHO, T. €. U3
MepBOii LGP 6 B wHCTe RLITHTASTCH TIepBas (dPa 0 B MACKS, 3ATEM ONEpaLMA MoK~
BOAUTCA cO BTOPEIMA Iadpamy (6 — 7), u T. 1. Ecl kakoi-i60 pesy.mrar morydaercs
OTPHUATE TLHBIM, TO OH 3aMEHAETCH HYIOM.

RoT 1aK0C MOIOWCHHS 1071 HAC YIKC YCTPAnBact. UTofibl YCTAHOBHTE HOBYIO MACKY, Bbl-
DOAATE KOMALNY urask Macxa. B nawem cayvae 5To 6yger unask 077.

4.1.5. TipaBa AaocTyna K cchLnkam

B pazd. 3.1.3 MBI TOBOPILTH 0 JKECTRHX ¥ CHVBOMBHBIX CCHUTKAX Ha Gaiiner. Jlnd Havata
TPOBEPHM NIPABA Ha KECTKHE CCHUTKH:

r-- 2 root  root € Feb 22 12:18 L.txt
2 rost  root © Fol 22 12:1¢ Link, Lzt

913021 -ru-
913321 —rw-r--z-

Kax BuauTe, npasa abcoMIOTHO HAEHTHHBL. SI HAEIOCh, YTO BEL APYTOTO U He OXMAAIH,
BeJIb Y JKECTKMX CCHUTOK ONMHAKOREIE ISCKPUITOPLL.

C CHMBOALHEIMH CCHUTKAMHE N0 o6eTouT Kyna Xyske. Bot npuMep ocnoenoro daiina n
CHMBONILHO! CCHLIKH Ha Hero H3 Toro e pazo. 3.1.3:

913327 =rwmr-=r== 1 rool  reol 519 Feb 22 12:19 link.txt

913193 lrwxrusrwx 1 Toot rcot 8 Feb 22 12:40 symbol.txt —> link.txt

Tepran cTpoka CONEpAHT UHGOPMAIIHIO O aline, a BTOPAT — O CHMBOILHOH CChUTKE
Ha Hero. Kak BujuTe, y CChIIKM OTKPHIT a6CO10THO mosHsii poctyn. Ecim cosaats
CCELTKY 1 daitta fetc/shadow W He MIMEHHTB ¢¢ NPaBe, TO MOXKHO NOUPOUIATHCH
C TIBPOTAMM — WX YKPAZYT i ofHyinr. Bel 6ing nomeuTe, wro molan onepaia no
WIMEHEHMIO (ailia CHMBOMLHOH CCLUIKM 3ATPATHBAET HEMOCPEICTBEHHO cavi (aiin?
L5101 yoKe 3365LTH, TO CTOMT 3ATIOMHHTS WM Ha PyKe BHDKEHb.

BHUMAHUE!

ECNU4 Bbi PELIANK UCTIONBZOBATL CUMBONbHEIE CCBINKW, TO BCETAA NOMHUTE OCOGEHHACTH
hOpMUpOBEHAR MpaB AoCTYna Ha diaiine, MoXeTe Aaxe BuIGUTL HA MOHATOPE HEAMMCS:
"CCblnki Ha thalinbl CO3AAKTCA C NONHLIMM Npasamilll”

4.2. YnpaeneHue rpynnamu

Yo Taxoe rpymmE? JlomycTin, wT0 B Bameii cetu 1000 nomb3oateneif, S00 13 KOTOPEIX
FOIKHB UMETH IOCTYI K AR GyXI&ITCpekofl oTueTHOCTH, Kax noctynuT»? Moo
Kaxaony uz S00 oLI0BATENCH HATHAMNTY PABA HA HYKHEIH BAMN H 36HITH 06 FTOM
A0 ONIPeAeNeHHOrO BPEMEHH. A Teneph NPEACTABMM, UTO HYKHO OTMEHHTS 3TO papetue-
woe, OnaTe BemonEth 500 KoMand 014 Kakaoro dailna? A moxer Gbrrs nacars cober-
eHnyI0 1porpammy? O6a eocoba Hey10GHs W TREBy KT GohIMX yowmii.
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MOXHO YKA3aTh ONIHO W3 CTTRMYIOIIHX IHAYCHWH: Nome, A1l, A:thConfig, FileInfs,
Indaxes, Limit U Options;

M AuthName — AOMCH ARTOPHMIALIMH, KOTOPBIH J0JKCH HCUOJR30BATH KIMSHT 11PH OlIpe-
HENCHHH WMEHY H TIaponst;

[a I UT—

pbi— ONPEACHAST BOSMOKHOCTH BEG-CEPBEPA, KOTOPBIC NOCTYIHA
B NaHHOM KaTajiore. ECTTH Y BAC eCTh KATATIOT, B KOTOPEIA TIOTHIOBATENAM pa3pellieHo
3aKauUBATh KAPTHHKM, TO BNOJHE JOTHYHEIM AB/IAETCA 3ANPET Ha BLIIOHCHUC B HEM
nobLix cneHapues. 1le Rano NazeATHCA, ITO B CYMESTE MPOTPAMMAO 3AMPETHTD 3a-
Py -oBKIX (aiinos, kpome HaoBpakenmi. Xakep MoReT Halfi criocod sakaRaTh
3MOCTHBIHA KO H BEIIOTHUTE €ro B cheteme. C MOMOIIBI0 ONIME MOXKHO CIENath TaK,
WToBbI ClieHapHii Be6-CePBEPOM HE BETIOTHIICA.

B kawectBe aprymeHTa napaverpu YKaspIBaeTcd All — O3HaudeT paipelleiiye BCex

ONLMA, KPOME Multiviews, hone — 3a0PLIIAET BCE OMUMM, WM KOMOUHALMA U3 CIIC-

AYIOUIMX 3HAHEHHH:

® ExecCGI — paspemieno einonnenne CGl-cuerapues. Yame Beero 1A 3Toro ue-
0MbaYeTes OTASTBHM KATAIOT /ogi-bin, HO M B HEM MOKHO ONPEIENHTH OTAENL-
UbIE NOAKATANIOTH, B KOTOPLIX 3ATIPELIENIO BLIIO/HEHUE;

* Followsymlinks— TO3BOJNIAET HCMOTB30BATH CUMBONBHBIE CCHUTKM. YGeamTecs,
TO B KATANOTE HET ONACHEIX CCBUIOK M MX NPABA HE Mz0LITOuHEL. MBI yKe roBopU-
4 B pasd, 3.1.3, 4TO cOBUIKM CaMi 1O ¢eGC OMACHBI, NO3TOMY ¢ HUMH HYXCHO 00-
PaWaThCA aKKYPATHO, TAIe bl OHH HI HAXOHITHCE;

® SynLinksIfOwnerdMatch — CN€JOBATh 1O CHMBOJIBHEIM CCHIIKaM, TOIbKO €CIM Bla-
fensuEl Lenesoro Qaiin 1 cesuin COBNaNmOT. TIPA MCIONBAORINIA CHMBONE-
HBIX CCEUIOK B [JAaHHOM KaTanore Iyulle YKa3aTe 3TOT IlapaMeTp BMECTO
Fo' towsymlLinks. FOIM XIKEP CMOKUT COIETH COMIKY HA KATRION /6le W 1POCIE-
IIYeT N0 Helt M2 BeS-Gpay3epa, TO 3TO BEI30BET cepheamBle NPOGIEMs B Geaomac-

HOCTH;

® Includes — Henonezopath SSI (Server Side Includes, Rxmouenms Ba cTopoHe cep-
Bepa);

®  TnaludesNORXFC — HCHONK30BATA SST, KPOME KOMak), exec n include. FCin 881 He

ucnonbsyete B ciieHapnax CGI 9TH KOMAHAEI, TO JAHHAS OMIHA TIPEATIOUTHTENE-
HEe PEeABLTYIIEH;

® Incexes — OTOGPAsUTH CTIUCOK COJEPKAMOrO KaTANOTa, 6CNH OTCYTCTBYeT dhalin
N0 yMomuauuIo. Yaie Boero TONE3OBATENH HAGHDAIOT 21peca B YKOPOHEHHOM
Qopmarre — nanpumep, www.cydsoft.com. 3jiech He yxaian (i, Kool Hyx-
HO 3arpyauth. Tonkeiit URL eeirnagut Tax: www.cydsoft.com/index.htm, 1o ec-
ITH YKa3aH TONBKO JIOMEH, CepRep €aM MIIeT (aill 0 YMOMUAHHIO ¥ OTKPHIRAET
ero. 310 moryt Gpite daiinn index.htm, index.html, index.asp wim index.php,
defanlthtm u 1. 1. Eci HM oftu U3 Takux $afiioB MO YKazaHHOMY MyTH HE Haii-
JleH, TO TIPH BKIIOYEHHON ONLMH Indexss GYIET BEIBEMIEH CIMCOK COTIEPKHMOIO
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Pa6ota B KOoMaHAHOU CTpoke

HeBonbliol cekpeT — Korga Bel HaGWpaeTe KOMAH[BL, TO MOXHO SKOHOMUTB BPeMs
¢ MOMOIBIO KNaBHIH <Tab>, HyHO BCero HIL Ha4aTh HaGHpaTh KOMAHIY H HAXKATh
<Tab>, Hanpumep, eciii Bbl HAXOIHTECH B KOPHE, TO TAM TO1bKO OIUH Katanor Ha Syksy
h: home. HaGepure Gykey » i HaxuuTe Knasumy <Tab> — ofomouka cama fomawer
TIOJIHOE HMA KaTanora. 1o e camoe kacaerca i aiios.

ECiI1 Bam KyKHO 1IOBTODUTS BHMOJHCHHYKO PAHCC KOMBHAY, TO MOKCTC HCIONS30BATH
knasanty <1 <p>. TToeae HaKaTHA Ha K1aenury <15 B KOMAHIHOMN CTPOKE MOABATCA
TOCneHAS BBEAEHHAN KOMAHAa. HaxmuTe eule pas, W BEl YBMIOHTE TPEANOCTEIHION.
Haxvute <[>, H BB OMATE BEPHETECH K TocNeAHeH koManze. Takum oOpa3oM MOKHO
TePeMEMIATECA IO HCTOPUH BECACHHBIX KOMAHA, 3AMETHTE, 4TO HC 00A3aTEMBPHO BBOAWTD
KOMAHIY MMCHHO T2k, KaK OMa Gbina BBEJICHA paHee, MOXKHO €e NOJpe]aKTHpOBaTh M
M 3aTeM HaxaTe Knanmmry <Enter>.

TcespoHUmbL

C 1IOMOULBH) KOMAH/BT 21§25 MOKHO CO3/RATH TCCRZOHMME Ans Kovana, Foam rhi uac-
TO RHITIOAHACTS KAKOC-TO ACHCTRME, ANIA HCCO HYXKHO NDAATH ATHHHYK KOMAHAY C KyuCH
NapaMeTpos, TO yao0HO CO31aTek 111 Hee NceBJoHHM. Hanpumep, Aas npocMoTpa Teky-
IETO KaTANIOra HCMONB3YETCH KOMAHAA s, HO OHA MOKA3bIBAET KOPOTKOE COARPIHMOS,
6c3 npas JocTyma, a HacTo GhIBART HEOGXOXMMO YRIIET MMEHHO HX. Kai ol pas yka-
3bIBATE NapaMeTp -1, Habupan Ls, HYIHO, MO3TOMY MOXKHO CO3AATh NICEBIOHHM 1.

alias -

TelCph BHINOAHCHUG KOMANAH! ~1 GYCT WICHTHUNO BHNOAHCHMO 1s ~ (. Ho He Topony-
TCCh JACHATR MMCHHO 3TOT TICEB/IOHUM B CROSH cHCTeMe. BriosiHe BO3MOMKHO, HTO OH YHC
Y Bac €CTh, N0 KpaiiHei Mepe, y MeHs B AMCTpuOYTMBE TaKoll MCEBIIOHHM CO3AAH TIO
yMOMIaHHIO.
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B xaranore efc MoskHO TaiKe yBuzieTs Tpu daiiia: group, passwd u shadow. ITo memon-
HEIE KOTIMH CUCTEMHRIX thafinos. [Iampusep, ecnH B3rAHYTL na ¢aitt passwd, To oH Gy-
1T COfIePATH TONBKO CIIEAYIOUIME CTPOKH:

ool +Flenoy, Admiz: /rools /bin/bash
bir:x:1:1:bin: /bin: /sbin/nologin
dacmnon:xs

nohody

sdacmor: /8hin: /sbin/uoloyin

iokody: /1 /shin/nologin

Foneie HUYEro Tam He Byaer, i, B 4aCTHOCTH, He GyaeT moibz0BaTens robert, KOTOPOro
MBI COMIaBAIN panbite (cM. pasd. 4.3).

OnHako OIHH HENOCTATOK MO 4acTM Ge3oNaclOCTH 34ech NPHCYTCTBYeT— B aiine
fhome/chrootietc/shadow, e COTEpHATCA TEHEBHE TIAPONH, HAXONNTCA PEATHHbIA 3a-
wndpoBaHRBIl Napous WY Jete/shadow. JTysiie yRaiuTe oro, HHRYE BOYMBILLISHHIK,
Y3HAB NP0 Ha CEPBHC, CMOXKET NPOHMKHYTH Ha CEPBEP lepe KPYTYIO ABEPE, KOTOpas
He 32IIVINEHa BUPTYATEHBIM KaTanoroM. KpoMe Toro, TponepkTe npana Ba 310T daiin,
4TOBH OHM GbLTH He Go1ee 600 (ru-—-——--).

TIpo;Wirkaem HACTPOFKY BMPTYITRHOTO KODHCBOTO KaTanora. Teneph Ham HyKHO Bobl-
[I0THHTh CASATYIOLIYEO KOMAHTIY:

fusr/1eeal/pin/addizi1sw /home/chroot

Bo upess ce pafiors 10 3kpany 10BEHUT MHOKECTRO MHQOPMALMOHHAIX CTPOUCK O Bbi-
MONHAEMBIX JeHiCTBMAX, KOTOPbIE 3aKMIQYAIOTCH B TOM, 4To B Katanor /home/chroot
KOTMPYIOTCS OCHOBHBIE KaTAJIOTH W mporpammel. Hampumep, B manky /home/chroot/bin
ByayT CKOMMPORAHE TAKHE POTPAMMSL, KAK cat, cp, 1s, mm U T. ., H CEPBHC SYAET He-
NOJIL3OBATL NMEHLIO HX, 4 11€ Te, 4TO PACIIOJOAKEHD! B OCHOBHOM KaTasiore /bin.
TIporpavvia KONMPYET TO, UTO CHMTAET HYKHBIM, HO JAIEKO He BCe M3 ATORG NoTpedyer-
<A GyayleMy CepRHCY, KOTOPHIH ¢TaHET paboTaTL B BHPTYAILIOM KOPHEBOM KaTanore.
JInurkce CCayCT YAATHTE, HO MyHUIS 3T AeNaTh MOCIE TOTO, KAK Bbl YGEAHTECH, YTO BCe
paboraer.

Hirak, HCOGRONUMBIC MPOTPAMMbI TIEPEHECERHL, H OKPyeue rotoso. Temeps coga
MOKHO YCTAHOBHTE CERIC:

fusr/loczl/hin/add:ailsw /heme/chroot -¢ httpd

B AaHHOM HPUMEDE B HOROS OKPYHCHHE YCTAHABNMEAETCA nparpamma hetpd u Boe Heod-
xoaumble el GnbnuoTexu. [Iporpavma jail cama onpenesuT, yTo GYIET HYKHO.

Teneps B HOBOS OKPYKEHHE MOXHO JODABNATL HONLIOBATENS. DTO BLINOMIAETCA KOMall-
aoH:

ailuser chrost home sh pame

3nmecs chroot — BUPTYANBHBIH KOPHEBOIl KATAION, B IAUEM Cy4ae JOILKIIO ObITE yka-
3aHO /home/chroot. TTAPAMETD heme — AOMAWHAA KATANOT LOILIOBATE N OTHOCHTENBHO
BHPTYANBHOTO KATANO0ra. APryMeHT sh — KOMAHAHEI MHTepNpeTaTop, a name — HMA
TIOIE30BATENS, KOTOPOS MBI XOTHM NOGABMTE (OHO JOMKHO Yrie CYLICCTBOBATE B OCHOB-
Hom okpyxetan OC).
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KATAnora, a MHade — OTPAHHNA OMMGKY. S| PEKOMEHYIO OTICTIONAT 3Ty OO,
TIOTOMY HTO 3OYMBIIUIEHHHK MONET TONTYYHTH CIHIDKOM MHOTO MHGQOpMAIHN
O CTPYKTYPC KaTaora u 6ro CoNCPRHMOM;

® MultiViews — IPEACTaBNEHHE 3BUCHT OT NPENOUTERHI KIUeHTa.

Tlepea kaknoi U3 STHX OMUME MOXKIIO CTABMTL 3HAKH NJIIOC HIH MHEYC, HTO COOTBET-
CTRYET PAAPRILERMIO LM HAUPELIEHHIO ONIK. FC:1H HHAK HE YKHSEH, TO H10 COOTRCT-
CTRYeT paspeleHnIo.
Bce omAcaHHbIE 31€CH AMPEKTHBEL MOTYT HAXOAWTLCA HE TOJBKO B OCHOBHOM daiiie, Ho
n B ¢aiinax .htaccess, pacnoaaraeMbx B OTACIBHBIX KATANOTAX AT ONPCACICHUA Npan
3THX KATAOTOB.

TIpaea J0CTYA MOXKHO ONPENENATE HE TOTBKO [If KATATOMOB, HO 1 TR OTIENBHBIX (afi-
FI0B. 3TO ONHCAHKE fienaeTca Meky OBYMA ClEAYIOWMMHE CTPOKaMH:

<Files ymstaiina>

</Fles>

Takoe oGBABNIEHNE MOXKET HAXOMITECH BHYTPH OGBARICHHA NPAB NOCTYTA K KATANOTY,
HanpuMep:
<Cirectory /var/wwi/htrl>

Order aliow,deny

Allow from 411

<Files "/var/wee/hlal/adnin. php>

Deny from all
</Files>

</Directory>

JlnpexTHBs! AnA ¢alina COBNANAIOT ¢ AWPEKTHBAME A Katanoros. [103ToMy B maHHOM
npumepe K noakatanory /varwww/himl pazpoliler JOCTYN BoeM MONLIOBATENAM, @ K
dpaitry /var/www/html/admin.php 13 JToro katazora sanpeuter! JoCTYN aGCOMOTIIO BCeM,
10, pasyMeeTcH, Mle MMEET 6c0GOT0 CMEICTA W MPHBEIEH0 TONEKO TR 1(PUMEP, To-
CKONBKY B TaKOM CJTyuae pasyMHee NIPOCTO YI&THTD aToT (haikl, pashe UTO 3apeT HOCHT
BPEMCHHBIH XapaKTep.

TloMumo (aiiiios 1 KATATIOTOk MOXHO OTPAHHTHEATS i MeTOmbl TpoTokona HTTP, Taive
KaK GET, POST, BUT, SELETE, CONMECT, OPTIONS, TRACE, PATCII, PROPTIND, FROPPAICI, MKCCL,
cePY, MoVE, Tock, mLozk. Tie TyT cobaxa sapbira? JIOMyCTHM, ¥To y Ba ecTh cueHapuii,
KOTOPOMY MOJTE30BATEND JODKEH NepefaTs NapaMeTpel. 3To Z1eNaeTcs ONHNM H3 METO-
JoB: £0ST M GET. ECIU BBI 32BEIOMO 3HIETE, UTO MPOTPAMMUCT HCTOBIYET TONBKO
MeTo1 SET, TO 3aMPSTHTE BCE OCTANBHEIC, HTOOK! XAKEP HE CMOr BOCTIONb30BATECA TOTEH-
UMANBHOH YSIBUMOCTEIO B CLIEHADUH, IIMEHHB METOL.

BrIBAIOT CHTYALHH, KOT/]a He BCEM I0JbIOBATENAM MO3BOJSHO OTIPABATh JAHHEIE HA
cepsep. Hamphmep, cfienapun B ONPEIEASHIOM KATANOrE MOTYT GbITo ACCTYHHB A%
HCDIOMHCHUA BOCH, HO 3ATPYKATh HHHOPMALMK) Ha CCPECP MOFYT TONAKO ZiMMHHCTPHIO-
PhL. 3Ta NMpOSIEMa JICTKO PEWIACTEA ¢ OMOIILIO PASTPAHHMCHHS TIPAB HCOOTh3ORAHIL
meroiion mpotokona HTTP.
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MBL, TO KOMITBIOTEP MOYKET HE YCTIeTh COXpaHHTS Karkbte. TTpu cnedyiouteit sarpyake OC
OGHApY3KHT HAPYILIEHHUE LETTOCTHOCTH KECTKOrO JHCIA, W JATYCTHTCS NPOTPAMMA CKAHT-
posarms awcka fock {amanor scandisk 5 Windows), KOTOpas BOCGTAHOBHT €ro paboTo-
enocoBuoeTs. OAIRKO BOCCO3AATL yTEpAHIbIS JalHlble yike Le yaacTes. Ckanuposauue
3AMMEET MIIOTO BPEMEIIH, 1 3TO MOXeT CKasaThcs Ha CKOPOCTH BO30GHOBIeHHA paGoTsl
cepecpa. ByasTe rotoes! k ToMy, YTO Cleayloman arpyska GyIeT NPOHCXOAHTh 1oNbile
ofbrukoro.

B daitnosoit crcteme ReiserF'S Takice BETIOMHAETCH SaMHCh ¢ MPEBAPHTENEHEM KSMIH-
POBAHMEM, TIOCTIE UETO TIPOREPAETCS UENOCTHOCT JAHHLIX W, ECITH AHWEIG 3AMMCAHE!
BEpIo, K3 oqnwaeTeA. BB nporusiom caysae OC npu samyexe GuicTpo nadzer npo-
GlTeMHbIe MeCTa ¢ TIOMOIIBIO CO3TAHHOrO KYPHAT H ¢ MAHHMAILHEIMH TIOTEPAMIT Bpe-
MEHH BOCCTAHOBHT paGOTOCNOCOBHOCTL AMeKa.

Y daiinosoit cuctemer ReiserFS ects 0 ele ono npeuMywectso. HaHnbie Ha HKecTRUi
K smmchiakores Giouno, Jlonyera, o Grok sakuvact | Koaim. Ecaw sanucams
aiin pasvicpom 100 GaitT, To 610K GyaeT My 3amsT, HO B HeM ocTasetca 90 % myeToro
HPOCTPAHCTRA, B KOTOPOE YHke HHYero Helbas sammucaTh, Takii oGpAtoM, F3-3a CTOTE
HEPALMOHATEHO HCTIONBIYEMOTO IMCKOBOrO MPOCTPAHCTBA (TAK HA3BIBACMOH ymiewKu
naMsm), HA KCCTROM JMCKG BYICT XDAHUTECH HCMHOTO MeMbille MHGOPMALM, YCM BbI
oxupany. Daiinosas cuetema RaiserFS nossonset 3anolsaTe H10kM Golee NONHO.

Vreuky HATLIIHO MOAHO YEHIETh, ecii B OC Windows areparms oo File Properties
(Caotictea dpaiina), Mokazakwoe Wa puc. 2.3. OGpATHTE BHUMSHME, UTO B OKHe &CTh 1Ba
napametpa Size (Pasmep) v Size on disk (Pasmep na mucke). Betwwuna daiina
4,95 K6aitr, a Ha IMcKe oM 3auuMaeT neTbix 8 K6alT. ApudheTaka npocTas — NOHATHO,
uTO ORHH KIACTEp Ha mMcke pareH 4 kunoGaittam. Pasvep daiina Goabme 31oro nave-
Rus, 003ToMy OC TPHITLIOCE RRVICTHTE 1B KAACTEPA, U BTOPOH 3AN0/HEH MEHEE YeM Ha
25 %. QOcTansHoe AMCKOBOS MPOCTPAHCTBO NPONATC M HE MOXET HUCIONB30BATHCA, MO
Kpaifvelf mepe, noka (k1 e Gyzet cTepr.

Ecnu Ha mck momecTuTs 1000 daiinos mo 100 Gadit npu pasmepe Groka 4 KGaiir, To
KaAapii w3 wux Gynet sanucan B csoit Gaok. [pn 3ToM Ha mucKe SyICT M3PaCcXoA0BAHO
4 MBaiiT ruceto nosoxcribix 100 KGaiir. [oTepn npocTpascTea cocTaest 97,5 %

Qaiinoeat cuctema ReiserFS MO3BOISRT 3amichiuats & Ofk GAOK HECKOIBKO (GaILION,
ecan ux pazmep menee 100 Gaiir. Takum oGpasov, Ha jmcke Gyer MEHRILE JIp U yTeu-
il maMaTH.

@aiinoran cuotoma Ex(3 TAKKS IPHHAZIEHKHT K HOBOMY NOKOTHHIO KypPHATHYEMBIX
crcTem u paboTaet auanorwuHo ReiserFS, Jlo nosenenns Extd oWa ABNATAC CHCTEMOM
[0 YMONUARHUIO B GONLUTHHCTRS COBPEMENHBIX AucTpubyTHBOB Linux. Tpyano cpasunts
o npoussonuTensHocTa ReisetFS u Ext3, HO ¢ TOUKH 3pCHHA HANCKHOCTH COBETYE He-
NORIORATA NOCACIHIOK, PATHBIC CNCUMATHCTEL NPHASPKUBAIOTCA PASTHUHBIX MHEHUH,
HO 4 lyMaio, 4TO CTOMT COrJIACHTLCA ¢ MHEHHEM pa3paboTunKos M BHIGPaTs EXt3 Wik ee
forutieckoe npogomkenve Exed.

Yeraeproe npumecteue Extended File System (Lxt4) npuuecno Bo3MOKHOCTL CO3AaBATE

ki pasmepom 5 | aKcOnGalT (2 b 60-if creneiin) npn paamepe G10Ka B 4 KwoGaiiTa,
Ho 60168 HITTepecHbiM, Ha MO BITITAL, ABMACTCA MEXAHHIM, KOTOPbIH MOIBONACT 3apa-
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B JICHE JUI% 11OMCKA PA3HOG UMGIOPMAIIN W yTouHGHNR wanipovon. TIpn 310w ecin camn
CTPaHHLIE MEHAIOTCA B 3ABUCMMOCTH OT 3a1POCa, TO, CKAKEM, KAPTUHKN UCTAKIICA O/t
HUMH ¥ Temu zie. Takum oGpasont, Tpahuk pacXoyeTca HANPACHO, KAKILIA pa3 nepeaa-
Bas OIHY M TY e KapTHHKY.

Jls SxONOMUHM HETepHeT-TPaduKa U GLUIH NPUIyMalibl npokcH-cepaepul. Co BpeMeHeM
WX BOIMOKHOCTH CTANH HApallHBATECA, M B HACTOSIIEE BPEMA MOKHO BLUIENHTH Clie-
JYIONIHE PEHMY INECTEA 01" HCMONBIOHAHKA TIONOGHBIX TIPOCPAMM:

1 KIUIMPORGHHE JOKYMEHTOR, HOIYHASMRIX (10 CETH

KoLUHpOBaliHe pe3yasTaTos DNS-3anpocos;

o

O opraumsainid uLo3a goctyna B Cets;
O ynpaenenye nocTynom B UBTepret;
o

aHOHUMHRIH AOCTYN B CETh HEPE3 COKPHITHE 2Apeca;
3 akonomus IP-azpecos.
B 0l IaBe ME TIOTOBOPUM O CAMOM TTOMTYMApPHOM B Linux npokca-cepeepe squid, pac-
CMOTPHM E10 BOIMIKHOCTH, OUEHHM BERONACHOCTS H NOSAAKOMAMCH ¢ KOH{HIYpHPOB-
HHEM.
raBb CoKOHOMIUTS TPadHK H OTHOBPEMEHHO YBSTHHTh CKOPOCTS 3ATPY3KH Ha COPESPE,
epes KOTOpBll OCYIIECTRIACTCA BLIXO B VIHTEPHT, YCTARABAUBACTCA CTISUMATH3HPORIH-
Has IporpamMMa (POKCH-cepBep), KOTopas KalIHpyeT Becs Tpadk (pic. 9.1). Korza nepseiit
LONB3VBATLIb SAIPYAEET CIPaHALY WWW.yah0o.com, 10 BCE €& COUCPRMMOE COXPRRAETCA
B Ko IpokcH-copBepa. TIpH CICAYOUICN OOPALICHHU K TOMY K¢ BCO-y3Ty RCC KapTHH-
KH CKAMMBAIOTCH Yoo He 3 HHTePHETA, 2 ¢ MpOKCH-CepBepa, a TeKCTOBAA 1acTh (B 3aBH-
CHMOCTH OT COIEPAMMOrO CTPAHULIEI W MPOHCLIGTIIHX. HIMEHEHHIT) MOXET GBITh 3arpy-
JCHA C CCPBEpA.

Internet

Proxy

B

PuG. 9.1. Oprannsauns paGoThi G VITEPHETOM Yepes npoKch-cepaep
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B ctune Samba

Hissavannmo juin obMena daiimvi mevcry KomObioTepami ey nporokon FTP (o6
FTOM MFI TIONPOGHO TOroRopIM B zzaae (). T1o oW HeynoGeH, T. K. OCHORAH Ha TEXHONO-
THN "IMEHT-CepBep”. YUTOObI BbI MOIIH MIONYHHTL C YLEr0-TO KOMMbIOTEPa (aiin, 11a 11em
nomken GuTe 3amymer FTP-ceppep, a BaM ¢ NOMOIIBIO CIIELHATLHON IPOrPavMBbL,
nasisaemoli FTPACIHEHTOM, Halo GyfieT DOTKTIOMMTECA K 9TOMY CepBEpy M ckauaTh
HywHBH afi, CHIOKHOTE WRTIONASICH HE TOIBKD B HEOGXOMAMOCTH YCTAHOBKH
HACTPOUKH Pa3TUMHLIX POTPAMM, HO H B KOHTPONTE OCTYTIA.

Urofs He yTpysaath cefis HacTpoiikann FTP-ceppepa, MHOTHE CTATH OPraHHM30BHIBATH
B CBOHX NOKAMBHLIX CETSX COCUHANMWPOBAHHBIE OOMEHHWKH. JIng 3Toro BHAENSICS
FTP-ceppep ¢ OTKPLITLIM J0CTYIOM, KOTOPL{ SLICTPO NPEBPAILATCA B MYCOPHYIO KOP3HAY,
B Windows nossmics Gonee ynobumi crioco§ myGxopaTy cnoit dattib — "CoTosoc
OKpyeHUE", C MOMOIIIBIO KOTOPOTO YAAEHHBI IONE30BATENh MOKET 3aiTH na JT1060M
KOMITEOTEp 1 HCTIOMB30BATS €10 OTKPBITHE PecypCHt. DTO AeHCTBATENBHO XOpOIIaR BO3-
MOKHOCTS, ¥ TIONHIORATEITH TIPHRKIKIIA K HEl, HECMOTPS HA TO, UTO PAGOTA ¢ OTKPHITHIMY
pecypeaMH B epBoii PeaIH3auMK CHeTeMbl GLuta Hebesonacnon.

Yrodwt noesosatenn Windows MORTH EMZIeTE ceprep Lillux B CEOEM ceTeROM OKpyc-
HUB B paBoTaTh ¢ HAM Kak ¢ Windows-MalIiHoM, 66l paspaGoTan naker Samba (sacto
MOJKHO BCTPETHTB COKpamueHue smb), KOTOpELA COCTONT W3 IYX mporpamM, Cepsep mo-
IROARCT My GHIKORATH JIOKAILHAIE TAITKH U1K RCEOGHIENO HPOCMOTP, & ¢ HOMOIBIO K-
©HTA Bbl MOMKETE MDAKIFOUATLCA K APYTHM KOMITBIOTEPAM H PafOTaTh © HX OTKPHITAIMU
pecypeam.

Takum 06pasoM ¢ NIOMOLIBIO Samba MOXHO CAleNaTs NETKOIOCTYMHEN 1 YAOGHEI B He-
NO/b30BaHWM GafnoBLI cepiep. Panbile Y MeHS Ha padoTe A ITHX Lenell Benoib3o-
Bancs cepsep Windows 2000, koTopsiii napaniensho paboTan Kak ceppep 6a3 AaNHbIX.
Ho ¢aiinoBEIi apXHB 38HMMACT CITHINKOM MHOTC MCCTA, OTHHMACT PCCYPCH COTH H CEp-
Bepa. K Tomy e, ucnonbaosars goporocTosityio OC Windows kax daiinosoc xpasm-
JIHIE OPOCTO THYNO — 3TO TO 3k CAMOE, T BHIBOIUTE MYCOP M3 JIOMA HA PACCTOSHUE
20 mertpop ma "mepcencce”. 110oToMy GBIIO MPHISITO pewlenne nepeHecTH GainonbIit
apXHB Ha oTIENbHBIH QU3HHECKHIf cepBep ¢ GecmarHol OC.
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TlepBsiit MapaMeTp OUPENIENAET KATATOr BHYTPY /misc, KyIa OYIET MOHTHPOBAHO YoT-
poiicTBo. Bropoit aTpubyT — napameTps (aiiIoBoil CUHCTEMBI U KITIOMH, KOTODbIE GYIYT
IPHMEHATLCH ATA TIONKTIOueRHA. B enyuge ¢ CD-ROM Henonsayeten (aibnonan cacre-
wa 1SOY660 11 ominy, PaspemAIOLMC TOABKO HTCHKE A saMpeiatomue samyek SUID- 1
SGID-nporpaum. [ocTemui TapAMETp ONPEIENIET YCTPOCTRO, KOTOPOE JOMKHO MOH-
THPORATBCA.

Kak Buawte, pee ouemb aaxe npocro. Ecnv momEITaThca oOpaTMTBCA K KaTanory
/misc/cd, 1 B npuBose CD-ROM B 5TOT MOMEHT BYJIET HAXOAHIBCH JMCK, TO OH OKAKET-
Cl ABTOMATHHECKM CMOHTHPOBaH. [IpaBna, ana 3TOr0 HYXKHO WCTIONB3ORATh KOMAHTB
Linux (HampumMep, BRIMOMIHTE KOMANAY _s /misk/cd), 4 He ApyrHe nporpavMmel. Ec:d e
npocmorpets Katanor /misc/cd ¢ nomomsio Midnight Commander, 10 ek cMOMTWPO-
BaH He GyaeT.

14.7. Kopotkue cosevtr

MbiI MPOAHATHZMPOBATH JOCTATOYHO MHOTO ACTIEKTOB CO3JaHUA GE30NacHOH CHCTEMEL, HO
€CTh HEKOTOpbie 0GIHE PEKOMEHIALINH, KOTOPEIE TIONBITOXUBAIOT PACCMOTPEHHEI B 3TOM
KHATE MaTepHanl. TIo3ToMy Hanocnenok s coGpal KOPOTKAE COBETSL, KOTOPLIE IPUTOATCA
BaM TIpH NOCTPOEHMM GE30MIACHONO CepBEPa FW CETH.

14.7.1. NeqpparmeHtauma naketos

C 1IOMOLLIAIO BIPArMEHTHDOBAWHEIX 11BKCTOB XAKCPH! NTPOHSBOZAT OMEHb MHOIO aTak Ha
cepaepr. B Linux Moo cienaTs Tak, wrobs OC oBBEIHHATA TPHXOMIING TAKSTEL
Ecaur y Bac MOHOIUTHOE S1p0 (Ge3 Iounepskk MOXY/IeH), TO HEOOXOIMMMO TIPONHCATS ]
B aiin /proc/sysinet/ipv4/ip_always_dofrag. o ICTKo GIENaTS C OMOMISH KOMAHIb:

echo 1 > /proc/sys/net/ipvi/ip aivays defrag

B noc1eaHx A1pax, KOTOpEE HCMoMb3yioT RPM-MoIyH, HeoGX0IUMO NOOTPy3HTE MO-
IYAb ip_conntrack:

modprobe ip_conntrack

14.7.2. Mopwpytvsauma OT UCTOHHUKA

M- yke FOBODHIH O TOM, KAK NAKETHI IPOXOART N0 CeT. HATIOMHIO, 4TO BHYTPH ceTH
naketsl nepealoTcs no MAC-agpecy, a it ofMeHa MEHIY CETAMH HEODXONMMO Map-
WIpYTUSHPYIOWEE YCTPOHCTBO, KoTopoe yMeeT paGorats ¢ IP-azpecamnn n nampasnats
NAKeTs M0 HywWHOMy MyTH. Kak H3BECTHO, NPABATHHBIA MyTh OTIPEAETAETCA CAMHM
MapurpyTr3atopoM, Ho 3T ycTpoficTea YIPaBNseMEl, H CYIIICCTBYET HECKONBKO METOIOB
34CTABHTE MX YCTPEMHTL TaKeTsl B I)KHOE py<cino. OHH M3 3TUX METOJ0B — MapuIpy-
TH3AUMA OT HCTOYHHKA (SOurce routing).

C MOMOLIBIO MAPIUIPYTUIAUMM OT KCTOYHWUKA MOXKHO YCTAHOBHTE NYTh NMPOXOKAEHHS
nakera no cerd. MiHorna 3to feHcTBHTENbHO yA06HO, HO MEI e 3HaeM, TITo yaofer-
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KaK Ml YoKe 3HAEM, TIepBas KoIoHKa (3aHiMaeT 10 CUMBOTIOB) — 3TO paBa JOCTYMA
JlapaiiTe PacCMOTPHM, W3 M€T0 OHa COCTOMT. TIepBbiii CUMBOI YKAZbIBACT HA THII JATIHCH.
311eCE MOXKET HAXOTMHTECA OHO H3 CIISTYRIIMX 3HAUSHHIA:

O xeduc (-) — ofemHEI dafin:

0 Gykea d — Karanor;

7 GyKBa 1 — CHMBOJIBHAS CCbUIKA;

T GykBa s — COKCT;

O 6Gyksa > — aitn FIFO (First In, First Out — nepes1ii Bouten, nepabIii Bymet),

JHanee B KOMOHKE TIpaB IOCTYIA B KAXCIOH CTPOKE CTEAYIOT TPU IPYNIIEI CHMBONOB Tuwix,
ONPENETAFONINX NPara JOCTYTIA JUTS Pa3NMUHBIX KATETOpHi MOJIB30BaTENeH:

3 nepgas Tpoiika — Bragensuy datina;
3 BTOpas — MOMB30BATCIAM, BXOALIWM B CPYIITY BARACHbLA:
3 nocreanan — BCEM OCTATLHEM.

Kadknas Takas IpyIia COCTONT W3 TPEX CHMBOSIOB: r (YTElMe), w (3aIHCh) H x (BBINO:THE-
Hue). Hammune Syksbl COBOPUT 0 paspetieli COOTBETCTBYIOMIETO ASHCTBYS.

Bephemcs K nauweMy pimepy. [lepsasn cTpoKa COICPAMT MpaBa JOCTYMA drwx-- ---,
Tlepibiit CHMBOIT d — IHAYWT, 310 KaTanor. [IoToM HIyT TPH CHMBOMA rwx — T. €. XO3AHH
afna MOXET UMTATH, JATMCIBATS ¥ WCTIONHATE KATATOT. BMECTD OCTATHHBIX IiecTH
CHMBOJIOB CTOAT 3HAKH Jediica — 3HAUMT, HH y nomssopatenedl rpyrmst FlenovG, ni
¥ BCEX OCTATBHEIX, HUKAKAX TIpaB HeT.

Bropan CTpoKa — drwsr-xr—x. TO CHOBa Kataror, Jlanee cleAyeT TPOHKa CHMBONOB
rwx — SHAUUT, BAAUCNbLY PA3PeIUCHbI Bee onepanuu. Cileayoulay tpolika, COOTHEreT-
BYI0MMad IPYMNe, PABHA t-x, & CTANO GHITE, BOIMONHO HUTEHHE H HCIOTHEHWE, HO He
samucs. Tlocneas TpOHKa YKASHIRAET, TTO BCEM OCTATEHBIM MOTE30BATENSM TAKKE JI0C-
TYIIHO TO/IBKO UTEHHE H NCTIONHEHHAE,

Tloc1eANss CTPOKA B IIPHMEPE COLEPXKHUT MPABA NOCTYNA - rwx=—xr— K14 (aiina (nepssui
cMMBON — 3HaK THpe). XO3THH (haii1a HMEET NONHEI IOCTYN K HeMy (Tiepsasi Tpokika:
rwi). TIONE30BATENY TPYNIIbI MOTYT YUTATE ¥ BHITIONHATE Balll, HO HE MOTYT €ro HaMe-
itk (BTOpas TPofika: r-x}. Bee oCTANBHBIE MOTYT TOMBKO UMTATL Oailn (TMocnelHas
Tpoiia: r--).

TIpaBa MOMHO 3008RATH W MOC/EIORATETLHOCTRIO HyTeil u enuumu. Ecnu B onpeneten-
HOM MecTe CTOMT | (yKazaH OJMH W3 CHMBO:I0B 1, w HIIH x), TO ONCPALMA PAIPCLICH, 3
ecm D (ykazaw fetuc) — aeficTeue sanpetero. Jlasaiite nmompoSyem 3anucaTs npasa
rwxe-xz-- B BUAE HyIeH M ¢IHHMIL 3anuirTe aMecTo GyKB eANHUULL, 8 BMECTO THPE —
sy, Jomkao nomyautees 111101100, Pasofbem 5Ty KoMOnnauuio wa TpH dact: 111,
101 1 100. Tenepe KaiGLy10 TPOiixy MEPCBEAEM B BOCEMEPHUHYKD CHETEMY (10 CIE/ VK-
nieit opmyne:

Megpal * 4 + Sugpa2 * 2 ¢ Lugpad

¥V Hac nonyuarea Tpi UHGPEL 7, 5 W 4, KOTOPHIE MOKHO PACCMATPHBATL KaK OECATHYHOE
wmcno 754. 3aTIOMHUTe €10, 0HO HaM TIPHTOIUTCE TIPI HAZHAYCHHM TIp28 Ha (aiibl 1 Ka-
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PerynspHeie BHIPDKEHHA TIOIBOIAOT IAMHCHIBATS MAOKECTBO CARTOR B OHY CTPOKY, HO
300yNOTPEONATS MMM HE CNEAYET, T. K. MPOBEPKA COOTBCTCTBHA MOJKET IAHHMATE MHOTO
BPEMEHN.

Tenepk NOCMOTPHM, KAK MOMXHO HAIIMCATL [IPABKIIO, KOTOPOE 3aNpeTHT B pabodee Bpems
CMOTPETS CaifTh! A BIPOCIBIX {por=), PeKaMy (adv) IVIA SKOHOMMM Tpaduka M caiiTsl
€ HEMETANEHEMH TPOTPAMMAMH {warez) IJIA 3BUIMTH KAHANOR OT Meperpysa:

acl |
all within worktime {

pass  ladv Iporn lwarez all
)
elen (
pass all
¥
default
pass  nene

vedivect http://localhost/Black, htmi

'

Do paspemaromes mpaguo acl (Access Control List). B wew Tpur 6:10xa:

0 all wizhin worktime — 1A BOEX B paBotee BpeMs — PaIpelieHO BCe, KpoMe Tepe-
UMGIISHHMX TDEX. JAIIPETOR, © KOTOPAIX Mbl FOBOPUIM pance. 11a To, 4T0 oHpt 3anpe-
IIeHBI, YKA3BIBACT BOCKILATENBHEL IHAK MEpE/l X HAIBARVAMH;

£ 56 — Hee OCTANBHOS DEMA PAIDEIICHO HCE;

O default — IO YMONYaHMH — BOOGIIC HUYETO (none) HC Pa3peINCHO, & MPOHCXOAUT
nepeazpecauya #a hitp:/localhost/block.html.

Pasymeetcs, 4ToO 3TO NMpaBANc pPaboTaio, HYKHO IIe OTHCATE CITUCKH apecoB ady
W warez (pe OMOLIM THPEKTHBBI ciest, MONOGHO TOMY, KaK ObuI OMHCaH vorn.

Takum 06pa3oM MEL HATHCAH TIPABUIIO, KOTOPOE KACAETCA BCEX, A UTO, €CITH BbI XOTHTE
YKa3aTe MCKIIOYEHME ANA cefa? ANMHHHCTPATOpE — [(PUBKICTUPOBAHHLIE JIOMM, H
TIYTI0 OrpAHWYMBATE caMoro ceSs. JUIA 2TOr0 MOKEHO MPOMHCATS TPYNITY — HANPHMED,
adnins, BIHCATE TyIa AIPECa KOMIEKTEPOB, KOTOPBIC HOIDKHLI GEITh NPHBUIETHPOBAH-
HbnM, 1 0GpaBATHBAT UX OTAENDHO:
src admins |

ip 192.168.1.1-192.169.1.3
}
src others

ip 192.163.1.4-192.169.1.255
}

3aTeM Upara TOCTYTIa MOKHO MOJIKOPPEKTHPORATE CASAYIOUMM 0Bpasam:
acl {
adnins within worktime |
pass all
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legger -p kern.alert "authscticati
0 Lly=tLyl rusce= chos!

iogname=robert aid=

cui user=rooL "

B 9T0M cy4ac B KypHATE NOSBATCA CTPOKa:

Tob 12 17:31:37 FlerovM logger: au
uid=0 euid=0 tt

ntication failure; lograme-robert

tyl ruser- rhost- user-root

Kax mippire, mepen cooSietem o6 ommbKe CTOMT KIIONEBOS CTOBO ~ogger, KOTOPOE
KaK a3 U BhAACT MOANCAKY.

Jeoke ecim uporpamma Jogger Ae Gyie1 DOCTYIHA XAKEPY, OH MOKET CO3IATh 3IMNCH
cBORH TIPOTPaMMOL.

12.6. Pabota ¢ xypHanamu

Ml PaccMOTpe:TH pasiyuHble JypHATGL, KOTOHE IOCTYIIHBL B CHCTEMe, BITTAHYTH
HA X CONCPRNMOC W Y3HAIA, HTO 1 OIG XPARHTCH. 3HATh RGE 3TO HPOCTO HCOGXOMMO,
HO AHATM3UPORATE TEKCTOBbIH (haill pa3MePOM B HECKONBKO MeraGafiT oueHb CTOKHO B
HeyaoGHo.

B neifcTayiomieit cHoTeMe, 0BpabaTLBAIOIIEl MIIOIKECTBO N0Mb30BATENCKEX 3AMPOCOB,
JKYPHATIBI PACTYT O¥eHE GEICTPo. Hanpimep, Ha MaeM BeG-cepBepe esieTHEBHBH JypHan
T npeabmaer 4 MG, & Bejlh MO CaliT — JIBIICKO HE CaMMI 110CEIIACMBE, D10
QUEHE MHOTO TEKCTOBOH MH(OPMALIK, B KOTOPOH GHICTPO HAlTH HYKHYIO CTPOKY TTpak-
THHECKH 1I€BOIMONKIO.

JUist yNpoIIieHis aliM3a TPOrPaMMHCTSL 1 a/IMHHHCTPATOPbI HANHCAIH W IPOJOIHKZIOT
PaspaGi IR TS POLPAMMbL-aHAIMAOPs! DaILIOs HypHwIOs. TIPOCMATPHAZTS HypHLIL
HeoOX0IMMO KKK JICHb, a NYHINC LOKC Kbt 4ac. [na obecneyenua GesonacHo-
CTH HETB3S NPO3EBATH BAKHEIE COODIIEHAS, HHaUE NIPOMTPBI GyeT ocbecneten. Ho kak
NPW CIKGHACHOM KOWTPOTIC (aiina OTAGTHTS SAIHCH, KOTOPEIC Yoke MPoBepAmHcs? Tpo-
rpamMMa A0JDKHA yMETh 3alOMHHATE BPeMs MocneHel peBusud U TNpH CrIeTyIomen 3a-
ITycke OTGpACKIBATH PaHEE MPOCMOTPEHHEIE ZaIHCH.

HanGonce ek TBHBIMU IPOTPAMMAMH BHLIMSA XKYPHAIOR RRISHOTCH CCPRACH, KOTO-
phi€ OPOBEPSAIOT AMACH NAPATIENBHO ¢ Monataniem ux e log-Gaiiier. Ito goctaTouHo
NPOCTO PEATHIOBATH, OCOGSHHO Ha YAANCHHOM KOMILIOTEPE, KOTOPOMY 10 CETH ROCLUTA-
eTea uHpopMaups o1 pabotalomero ceppepa. [lo vepe MoMyveHHs 3amkcesi OHM NpoBe-
PRKIICA M NOMEM@OTCA 8 Balinbl AN JAThHERIIEIO XpaHeHds u Gonee TEIEnsHOI0
ananmza. 110 0HOM 3aMCH OYEHb CAOKHO BLIABHTL aTaKy, M HHOIAA HEOGXOAUMO BH-
6T AHHAMHKY coBpIThit. HampuMep, onHa HempaBmTbHAA TIOMBITKS ABTOPH3ALAR EIE
HH 0 YeM He TOBOPHT,  BOT 10 1 Goiee — 5TO yoke OMKHO bILIHLTE MOAGIPEHNE.

Camoe o6HaHOE, YTO Boe M3BSCTHBIE MPOTPAMMLI HedpdEKTHBALI LTS AHANM3A B AMIE-
MuKe. BONBUIMECTBO M3 HUX HMEIOT OTPaHAYeHHS TIH CO3NAHWW TIPABKN, TI0 KOTOPHIM
OTAENHAR 3ANUCH OTHOGHTCA K PA3PRILY OnacHbix. F3-1a STOTO NPUXOAMTCH B KPYT TO-
03PEBaCMEIX OTHOCHTS BCE, ¥ITO HMEET OUIGKH BXONA B CHCTEMY, 3 MOTOM "BpyUHymo"
AHANM3NPOBATE BCE 3ATHCH W BPpeMs WX cpabathisabvs, Kaxawii aeHb xoTs Sbl onun
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O directory mode = 0775 — MpaBa ACCTYTIA VBl COIMABAEMBIX KATANOToB. B mammomM
CITydae y NIOMB30BATENel PYNIIB! TOKS CIHMIKOM BLICOKHE MPasa, 1 s GBI MOHHIAT HX
o 755, 4To6bL! 3aTPETUTL HM CO3MaBaTe QAL B HOBOM KaTanore. OcTalbhiie Mo-
TYT TONEKO TIPOCMATPHBATE KATANOT, HO H 3TO MOXET OKA3aThCA JINWHAM, H IR GOk
Wit Ge30MACHOCTH JTyWIAY petentem Bynier uavenyie 750;

O valid users = nosesoBaTe/m — CIHCOK NOMB30BATENEH, KOTOPHM Pa3peIlied JOCTYTH
K NIOMAUIHAM KaTanoraM. 3Hauenua pasaensorcd npodenom. Mo yMomaHmo nocTyn
HMEIOT BCE, HO B PEATTBHBIX YCOBUSIX 3TO HEOOXOIMMO TO/IBKO HeKoTopeM. [lostoMy i
PCKOMCHIYIO B IBHOM BHJIC TIPOIHCATE WMEHA TEX TIOMB30BATE/IeH, KOTOPBIC HYKIAFOTCH
B PaGOTE GO CROVM JOMNTHMM KETATOTOM.

6.2.2. [omeHHair BXOR

Ecnn Bbi HacTpomH cepep Linux Tak, wrobel nams3osatens Windows MO BXOIHTS
B CHCTEMY uepes Smb, HCTONb3yA ero Kak cepsep AOMEHA, TO HeOOXOIUMO YOpaTh KOM-
MEHTAPHH € CEKIIUH "net>ogon]:

; [netlogon]
; comment = Network Logon Gervise

; path = /usr/local/sarba/lib/netlogon
; guest ok = yes

5 wrilable = no

B 270§ COKINM TaKoKe IPMCYTCTBYIOT KOMMEHTAPHIT H MHPEKTHBA writanle. [loms3oBa-
TENH e JOJDKHEN MMETh TIPABO 3alUCH B 3TOT KATANIOT, MOTOMY UTO 346k XPAHSTCA Cle-
HapHW, KOTOpbIE BHINONHAIOTCR MIPH BXOE B CHCTEMY. (aiLThl U3 3TOTO KaTajora A0MKeH
M3MEnsTh TOMBKO ATMHHEHCTPATOp.

TIoMHMO 3TOO, eCTh elue ABe KOMAHLI:
O path = nyTe — MONHLIH MyTh K XaTanory netlogon;
O guest ok - yes — pAIPENICHWE FOCTEROIO BXOMA.

Tlomumo 310ro, Hy*KHO yOPaTh KOMMEHTAPUH B CEKUHH [rofiles], KOTOPAS BEILTAAMT
creayronmM obpasom:

: Profiles)
5 path = /usr/lecal/eamba/profiles
5 brewseable = no
5 guest ok = yes

B >TOM KaTaore XpaHATCA POGHIH MOMb30BATENeH, M OH He IO/DKEH GhITh BHIEH B Ce-
Tenom Okpykenny Windows, NooTOMy JTHPEKTHBA browseable = no 3ampemaer oToGpa-
HEHHE,

6.2.3. Pacneuatka

UToGE MONE30BATCAAM CTAH NOCTYITHEL TIPHHTEPSI, TIOARMIOHCHRbIC & Linux-cepsepy,
RykHO HACTPOMTD CITGYIOULY 0 CORUHI:
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Tpaga Ha ACMOMBLIOBAHME METONOR OTIMCHIBAIOTCA CIIEIYVIOIHM oBpazom:

<Limit Jbasberom=>
Tipaza

</Limit>

Kax BHIHTe, 5TO MOXOWe Ha OIMCAHWE pasperleHMil Ha (ainbi, Jaxe Ipasa 10CTya

MCTIONB3YIOTCA T€ ke camble. OIM Pa3vMelarOTcs BHYTPH ONPENIENeHns KaTanoron

(<Dircctory> MM <Location>) H BIKAIOT TOABKO HA YKAZAHHEIH KATAMOT.

K upuMepy, Tak MOKHO 3anpeTuTh 106yio nepeaaty aanubix w3 KaTanora /home & -
6oM HampaBIeHAH:
<2lreclory /hone>
<Limit GIT POST>
Deny from all
</Limit>
</Dizectory>

Tlpn 5ToM BHYTPH OTpeJC/IeHHA TpaB Ans Katanora /home YCTAHARIMBAETCA 3alIpeT Ha
METOMBI GET H POST.

Bawa 33ja4a Kak aMHHWCTPAaTOPa — HACTPOMTH TAPAMETPbl ZOCTYNA HA KATAIOTH W
Qaiing, 11pH KOTOPRIX OHM Gyi(yT MUHUMATLHO AOCTATOMHBIMH, TT0MI630BATCL HC £0A1-
HEH MMETh BOSMOKHOCTH CAETATH HH OIHOTO JHIIHEro Wara. [ PATH3aUHH STOro BEl
JIOTDKHBL IEHCTBOBATE 10 fpasnTy "HTo He paIpemeHo, To 3anpeieHo”.

Sl Bcerma cHavama 3aKpEIBAlO BCE, TG TONBKO MOQIKHO, H TOJBKO TIOTOM NMOCTENeHHo
CMArHAK TIpapa, YTOSH! BCe CUCHApHM Hadani paBoTats BepHo. Jlyumre nuummit pas
NPONHCATL ABHBIA 3ATIPET, YEM [OTOM YTYCTHTE PASPCIICHUE, KOTOPOE TIOIBOMIMT XAKCPY
YHUSTORHTE MOiA CepBep.

7.4. Co3naHue BUPTYanbHEIX Be6-Cepsepos

Ila onsom duamHeckom ceprepe MoxeT padoTaTs GOMBITOE KOIHYECTBO BUPTYATRHLIX BeG-
CEPBEPOB — HANPHMCD, WWW.your_Iame.cOm H WWWw.your_company.com. 310 1Ba
pasHEIX Bef-caiiTa, HO OHU HAXOMATCA HA OFIHOM cepmepe. Takoe pacronoierye daeT
11aM CRSTYIOWHE IPEUMYTECTBa:

O JKOHOMHA JENET Ha 3aKyTIKe CePBepOB;
T athdeKTHBHOE HCTIONLIOBAIAE KAlIA10B CBSI3H, eC.1i CaiiThl HeGobInKe, W HATPY3Ka Ha
CepBED HEBBICOKA;

O aKonoM#A [P-2IPECOB, THMAT KOTODEX YK JIARHO GELT Ghi Meuepnan, ecr Goi ace
caliTLl HAXOQMHCL 13 BLIZENCHHBIX ceppepax. BHPTyalbHEle BeS-CepBepsl MOryT
HMETh KAK OTae1bHbic IP-aipeca, Tak M MCLIONB30BATE OBLUMA 2APCe, A pasiusaTbes
TIOMEHHBIMH HMEHAMI;

O ynpoleHHe aaMHHHCTPHPOBAHMA M KOHTpONA 3a GesomacHocTslo. KoHpurypamws
BeO-CepBepa M €ro 3alMTa — JOCTATOYHO CIGHKHBIN NPOLECC, MO3TOMY HAMHOTO Jier-
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MOXKHOCTL MOZKET OKa3aThes MO/IE3OH, eCIld HeNb3a YCTAHARIHBAThL LLTIO3, @ pa3pe-
IINeH TOMBKO [POKCH-CEPEEp;

O cfflize mcde napamerp — peium pabotsl. Ecnu napamerp pasck on, To squid Gyner
B3aMMOACHCTBOBATD TONBKO ¢ KaweM, U o0pancnmii k Matepuety ne Oyact. Econ sa-
PAINBACMOT CTPARMLM B K3WE HET, TO [OM530BATCT YBIUT OUHGKy. UTo6h squid
Mor ofpaniateca k MRTepHETY, HEOGX0AUMO YCTAHOBHTL NapaMeTp ott (YCTAHOBNICHO
110 YMONUGHHIO).

9.4. Tlpasa aoctyna Kk squid

210 caMas GonbHad TeMa 1A Moboro aamunuctpatopa. Jla, u B squid Tome ecTh npasa
JOCTYTIA, W OHH TAIGKE OTMCHIBAIOTES B KOHGHTYpauMonsov quibie /elo/squidisquid.conf.
Ho ML PACCMATPUBAEM 1PARE OT/1E1LHO, IOTOMY UTO DCHOBHOH YINOP ACIACM Ha Ge30-
NMACHOCTH. MIMEHHO TIOSTOMY 3TOM TeMe OTREIIEH OTNETHBLH pasien

9.4.1. Cnucok KoHTpona poctyna

TTcpBoc, © McM Ham MPCACTOMT MOIHAKOMHTHCH, — 310 ACL (Access Control List, cna-
COK KOHTPO/Sl ZOCTYNA), KOTOPBIF NPCAOCTABACT GOnbiIHe BOIMOKHOCTH 115 AANbHEH-
tieil HACTPOIKH NPAB AOCTYTA K caifTam. C OMOLIEIO CITHCKA HMEH Bbl Kak Gbi IpyMIIH-
pyeTe nelicTBKs WM nonbzopateedl. Mcnons3yiite A1 3TOro CIeAyONYIO THPEKTHBY

AT wes Tun napAveThH
'V nauuoit AMPEKTHBbI TPW NAPaMETPA:

3 e — MOET GhrTh HOfRIM, HO AYHING RGOrO, GGTH OHO GY/ACT OTHCHBAT BHION-
RCMLIE TGRS,

O napavem> — 3aTaeT WAGTOH WIH CTPOKY, CMBICT KOTOpOI SABICHT OT TWMA 3ATTHCH
(BTOpON aprymeHT);

O Tun — MOKET NPHHUMATH CHeIyIOUMe 3HAUEHMS: sro, dst, srcdomain, dstéomain,
ur_pattern, urlpath_pattern, tile, port, proto, proxy_tuss, metsod, browser, user.
PaceMOTPHM OCHOBHBIC TUIIBI, KOTOPBIE BaM NPHCONATCA NPH (GOPMMpPOBAHMA IIO-
cazanero Lupamerpa (wabions):

¢ src — 3anaoTes IP-anpeca nonsiopareneit;

® dst — YKa3IBAOTCA AAPECa CEPBEPOB;

¢ por: — ONPEIEISeTCA HOMeP [0PTa;

® proze— OMHCHIBAETCH COMCOK MPOTOKOROB (depes npodern);

* method — YKa3bIBAETCA HCTIONb3yeMBIii METOM, HAIPUMEP: FCST, GET M T. 11

® proxy_suth — OMpeJeIAETCA CIVCOK UMEH MONb30RATENEH, IHANSHWA PasIEnsioT-
cs npoGenavin. B kauecTse HMEHH MOXHO HCTIO/b30BATH REQUIRED, YTOGK! PRHK-
Mamich Tobble AeHCTBUTETbABIE A1 cepBepa mvena (acl passwerd proxy_auth
REQUIREL);
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Paiota ¢ CHCTEMUI BEUIOIESETCS TOIBKO B PEXMME KOHCOMH, 4ro TPEOYET onpeaesen-
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AU MOMEHT JHICTPHBYTHROR, ONFCARM KORGHTYPAIHORRKIC (afiel CoTH, MM Pexo-
MCHIAUHA DO HACTPOHKC CCTM BpYwHYK Gc3 WCMOIb30BaHUA KoH(HrypaTopos. [n
BHTYINACTOB Linux HANHCAHA OT/EAGHAL [IABA O PAspaluTKe COBCTBEHHOTQ AUCTPHGY-
1uea Linux » cosnanus sarpysousoro LiveCD. Bo BIOpOs wiaHuy 1018 10cs onmca-
HHe pana romesHex yrmant (dd, sed u zip.), ncespodaiiooit cHeTEMb! /proc, npouecca
coznanns RPM-nakeTos.

Konucansenwo Jewuc HIKNIaeRIN, HITKEHE-TPATRaMMICT T CHCTEMART 8 MARKCTIATOP.
imeer Govarstii orir padotst b osiepannonsol cucteme Linus. Aptop Gonee 40 Kiar somnLio-
TepHoft TeMaTHK, R TOM wicue «Linux. OT HOMIIKA K TPOPeceHOnMY, «LinuX Ha GOYTEYKey,
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Tenmaro amMmmCTpaTopa Linux n .
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HBIe FOMTBI €€ TOABNEHHA He MOMHIO, HO 3TO GBIN0, kakeTCR, Taxke panbime Windows XP.
B 510ii MCTOPMH Y/MRLINET TOIBKO TO, KAK CEPEEp CMOI* TIPOXHTH CTOIBKO BPEMEHH 10
2008 roaa, KOr1a 5T0 NPOUCXOAMND, HCBAIOMAHHEIM. CCPRCD AONTOC BPCMA GbLT HHKOMY
He HYKHEIM, HO KTO-TO HAlIle/ €0 A HCMONb30BA1 411 EPEKA{KH HENEraa, B pesynbTa-
Te rope-amMHMHRCTPATOP MOMYUUT HECKONbKO ruraGafit mumHero Tpadmka, 3a KOTOpLE
MPBLULIOCH NAATHTS,

MacTepa YCTalOBKM 418 PasiblX ANCTPUSYTHBOB MOIYT OTIHYATLCA, 110 BCE OliM, KaK
TIPaBHIIO, HMEKOT CXOKME OKHA, W JaKE TNOCNeJOBATeNBHOCTL BBITIOIHAEMEIX JEHCTBHIA
3AYACTYI0 OJHHZKOBA. JleNo B TOM, YTO MPOTPAMM YCTAHOBKH He TakK YK M MHOTO, M
GONLUIMHCTO Pa3paGOTAMIKOB HCTIOMLAYIOT OIHU 1 T6 e IPOTPAMME! H He TALIYT Hitde-
TO CaMOCTOATENLHO. Passe uTO odopMIente oTIMUAETCH.

MTaKk, OpHCTYNMM K PAcCMOTPEHWIO MPOLIECSA YCTAHORKM. [lepmoe, 4TO HY#HO clie-
JaTh, — 3TC ONPENENHT, MecTo, Tae Gynet pacnonarateca OC. Ecn y Bac HOBEIH KOM-
NbKOTED, KecTkUH MHCK He PasGUT Ha YacTH, U BL GyAeTe MCTIONb3AORATH Tombko Limux,
10 B0 RDOMA YETHHOKKM UPOCTO GTse@rre 1oy a1y OC BGE IDCTYIIHOR NPOCIPAHCIEO.
JlosepiTe pasiuenie CHCTEME, M OHA CAICTIAET 3TO BNOIHE ONTUMATRHO,

Ecnu y pac yxe yeranosena Windows, 1 Bbl X0THTE, UTOGH HA KOMIBIOTEpE GHLNO Cpa-
3y ape OC, To MPHIETCA CASNATh HECKOIBKO TeNONBMWKeHNE. J[ng ycTaHoBKH Linux Tpe-
HyeTen HaTHYME HA JMCKe MYCTOro MpocTpaHcTea. Het, aTo He cBoGoAHOE MecTo Ha No-
riseckom aucke C:, 2 MYCTOTA Ha BUEYECTEDE, MECTO, HE 3AHATOE KaKUMH-THGO pasie-
mamu. B TOCHENHHX BEPCHAX MHCTAUTATOPOB TPHCYTCTBYET BOIMOACHOCTbL HIMEHATH
pasMep pasfena Mpsivo B MPOTPaMMe YCTAROBKY, UpkteM Ge3 MoTepy DaHubix. Pansmre
LTS HIMENelnA PaIMeTKH AMCKA MIPHXOINIOCE YIMMTONATS HIGOPMALIKIO.

Ecain y Bac Bee MPOCTPAHCTRO AMCKA YKe HOTOMB3YSTos, M Bbl XOTHTE OTKYCHTS HEGob-
w0l KyCoK NPOCTPAHCTBA OT CYIIECTBYIONIEro IHCKA, TO 5TO BIOMHE peanbro. Jamibie
HA CYIECTBYOIMEM HNCKE NPOCTO CHBUTAIOTCA, 8 B ONYCTOLISHHOR HacTH IMCKa MOXET
Ghrrh cO3taH HORMI prsten juin Linux

JInA TIOBBILICHHS HATEKHOCTH TIPOLICCCA CBHTA MHOTHC PCKOMEHIYIOT CHAYaia MPoH3-
BECTH Ne(ParMenTalHIo. DTa OrlepaLis BIONTHE Ge30MacHa H 3aKNIOYaeTCs B TOM, TO
paspocatiiuie N0 Beeil NOBEPXHOCTH HCKA JaHHBE COGHPAIOTCA B ONHOM Mecte. Jlau-
Eble 0A10r0 (aii1a MOryT SLITL PasBHTLL HA MIIOXKECTBO KyCKOB H ICHKATD B JIOSOM Mec-
Te aucka. Tlocne aedparvicrTaun bee daiip GYRyT SAHAMATb JIMLL OAHY HEMPEPIB-
HyKo 061acTh. Takum 06pa3oM, MpKU COKPAINEHUH pasMepa He TIPHIETCH OMyCTOWaTh 0T
IAHHEIX COISPIKHMOE PASIENA, TIONENKAIIES YPEIAHHIO.

Tpeskne 4eM BCTABKTE KoMaKT- #11 DVD-THCK H HauaTh yoTaHoKy Linux, seaaraiHo
ONPEneuTLCA ¢ APYTHMH CHCTEMAMH, — & HMEHHO, BY.IET /1 Ha KOMIIbIOTEpe yCTAHOBIC-
ta Windows. Eciii 1, To 7 661 [IOpeKoMeH/I0BAT cHavana ycTasosrTs Windows, i TOMbKO
niorow Tinux. Jleno s 1om, uTo yeTaroBmmk ot Microsoft cTpaeT 3arpysouHyio 3anuch i
VHHMTOKAET THOGOC MPHCYTCTRHC CTOPOHHUX cHeTcM. TO CCTh, YCTAHOBICHHAR patioo
Linux eTaHeT HeI0CTYNHOM.

YetanorHKH Linux Sonee MoGpokenaTensHel K YyskiMM paspadoTkaM, H ecTi Ha KoM-

npoTepe Hbimm "okna” o Microsoft, To sarpysusk Linux no3somHT sarpykath nx Ges
npoGem. [T, 3arpy3duK Linux MORHO BOCCTRHOBHTE, M@ie eCTH OH GBUT yHHHTOJNI
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MEHTANLHO 3aMETHT, UTO SONBUTON TpadHk HIET HA TYCTyIo BeG-CTPAHMIYY, H CMOXKET
BLIYHCTHTS TYHHETE.

Eme oauH cnocof HeCTaHJAPTHOIO HMCTIONB3CBAHMA TYHHETUPORAHHS — PpacluMpeHne
BO3MOKHOCTEE CeTeBora mocTyna. Hanpumep, B HEKOTODBIX JIOKAMBHEIX CETAX MOXET
6LITE 3ampeNIeR KaKo#-THGO MPOToKON focTyna B HHTepreT. MHe JoBeniocs paboTams
B OpraHMIAUMH, Tie GLUIO PAIPENIeHo OOPALIEHKS K BeG-CaliTaM TONEKO N0 MPOTOKOTY
HTTP. Bee octansoe 6u10 3anpemero. PyKOBOZCTEO MOTHBHPORANO 3TO TEM, UTO
1OUB3OBATENTH He JOILKHB! MMeTh BOIMOKHOCTS Tiepeniaun (aiinos B rrepret.

Kaxk o60oiiTn Takoe orpaHuueHne? CHOBa CTaBHM TYHHENE Ha BeG-cepBepe, H MOKHO HC-
0:1630BATS G0N 4pYIOi LIpoTOKOL, Lpaaa sech 1pabuk B HTTP, orkyua TyHHENS ke
HAIPARNACT JAHHDIE Hi HYIKHBLE HOPTHI ¢ HYKHBIM HIPOTOKOMOM.

Hanpuwmep, raM ysxen goetyn k FTP. Ha kakom-Hubye cepbepe B MuTepHeTe Ha mop-
Ty 80 (20CTYN K KOTOPOMy Pa3peiLCH, MOTOMY Y10 3T0 CTEHABPTHbIA MOPT aun BEG-
CGPRCPA) CTABMM CGPRCP TYHHCA H HACTDAMBASM CI0 Ha IO)ITIOMEHHE K HyscHomy FTP-
cepeepy. A Ha CBOEM KOMIBIOTEPE YCTAHABIHBAEM K1ueHT. C IOMOLIbIO KIHEHTA COEaH-
Hiemest ¢ nopToM 30 CBOEro cepBepa M MOXEM IepenaBaTh JAHHEIC, KOTOphle GYIyT
TepeRanpaaATECs Ha HyKHBI FTP-cepsep.

TakHe TYHHENH yke He HYNIAITCA B UAPOBAHMM B MOTYT ObITh PEATH30BAHRL C N0~
MOIHbIO HECTIOKHBIX TIPOTPaMM — HanpuMep, CLieRapues Ha A3elke Perl. g nepenaun
nakeTob He 06g3aTeNLHO HeMob3onaTe HITTP. Tlomoier npakTiyecky moGol mpoto-
Ko7 Ha ockoe TCP. Moo Jaie JaNpATaTh HyKHEH npoTokon B DNS- wm ICMP-
TMaKeTEl, €C/TA OHH pA3pelleRt! B Ramedi cety. Kotat, ect ICMP 3a6/10KHpoBaTS MOM-
Ho, To ¢ DNS 3T0 NpaKTUYecKH HepeaThHO, NOCKOMEKY TIPH TOMCTIONEHHH K CETH
Hutepret Ges cimyxGet DNS paGoTati, cnoxeo.

Kax pagute, aGcomotho GesomacHas Ha NMEPBEIA BIMIAN H Aake NpelHA3HAYSHHAs
TS 3AIHTEl TEXHOJIOTHS NPERPAIAeTCA B CPENCTBO B3JOMA OTPAHMHEHHi, KOTOPBIMH
"HArpazin’ Bac anMUHUCTPATOP.

Ecin i1 06/18180TC XOPOLIMMY SHAHAAMH OpOTpammporani Ha PHP wiu Perl, o mo-
KETC HAIVCATS BEG~CLCHAPHH, KOTOPRIE Ha COPECPE Gy,1yT OBPALIATALH K HEOGX0VMBIM
BaM pecypca, uTOBEL paGOTATS ¢ HeoBXOMUMBIM CepBEpOM uepes Bef-Gpayep. Tlony-
WHTCA 4TO-TO MOXOXee Ha PaBoTy ¢ NOWTOH tepes CeTs. Ta BOSMOXHOCTL €CTh HA
GONBINKECTBE MOYTOBBIX. CEPBHCOB. ¥ BaM OHa [OMKHA BEITH 3HAKOMA Ha NpPaKTHEKE.

5.3. Tporokon SSH

Mo yske rOBOPUIH 0 ToM, uro Telnet He NOAXOAMT [IA YAANEHHOTO YNPABIeHHs CepBe-
POM, TIOTOMY YTO Taleko He §e30naceH. A KemaHue K N0TPeGHOCTE B TAKOM YIIDABICHUH
ecTh. B 60abuix cersix, Kak mpaBuno, 3a1eHCTBOBARBI HECKOIBKO CEPBEPOR, H GeraTs oT
0AHOro MOHATOPA K IPYFOMY HAKIAAHO W ReyAoOHO. JIrofol aaMuHHMCTpaTOp XoueT
GHICTL 32 OJHUM KOMNBIOTEPOM H YTIPaB/ATL BCEM KOMIUIEKCOM ONHOBPEMEHHO, HMC-
O3y IPH 3TOM GE30NACHEIE KAHATIEL CRAIH.

Bo Bpems ceancos yIaleHHOro YMPABICHHA 2aIMMHHCTPATOP NEPESACT NO CETH MHOTO
KOHDHUIERIMATbHON HHGOPMALH (HANPUMED, MAPOIN rOOt), KOTOPas UM B KOBM Ciy-





index-196_1.png
Aduurucmpuposaste 195

o ssh_host_key.pub:;

o ssh_host_rsa_key;

o ssh_host_rsa_key.pub.
[ouemy Tak Moro daiinoe ¢ kmouamu? [poero SSH paGoTaeT ¢ pasHLIMM ATTOPHIMA-
MU UIHPOBAHAA M TO/LICPHRUBACT A HANGONCE NOKYINPHBIX M KPHITTOCTORKKX ATT0-
putma: DSA (ssh_host_dsa_key, ssh_host_dsa_key.pub) n RSA (ssh_host_rsa_key u
ssh_host_rsa_key.pub).
3ameuy, uTo nepuoe coxpauenue — DSA — oswauacr Digital Signature Algorithm (i
ropuTM wnpoROli MOAMMCH), TOrA KAK BTOPOC — RSA, HECMOTPA Ha CXOWECTS HAIM-

GAHIIR, COGTQMT M3 EPHLIX GykR HMEA GOHOBATEIIEH 0/FOMMERROTO ATTOPUTMA mHdPO-
sanusa: Ronald Rivest, Adi Shamir i Leonard Adleman.

Octapumecs fea daiina ssh_host_key n ssh_host_key.pub Xpasr mioun ans meppoii
Bepcmu SSH. J[na Kaxzoro anropuTva TpeGycTea no 48 daiina: ¢ pactuupermey pub —
XDAHHT OTKPBITH K:110H, (63 PACHIUPICHHS — CO,SPRUT IPUBATHBIN 0O,

€ NOMOWKI0 OTKPLITOrO KIIOHA MOXGIO 3AKOTHPOBATE JAKHBIE W OTIPABHTE HX HA Cep-
BEP, HO JUIA PAcIHGPOBKHE HY)EH TONEKO 3aKPhITEIA KJTIOH, KOTOPEIH HE MOXET GHITh
OA0GPAR TPOCTEIMH ANTOPHTMaMA, OH AOKeR GHITH TONEKO ¥ Bac, €ro HEOOXOTMO
Gepestt; H HHKOMY He IIOKA3HIBATE.

5.3.2. OcHoBHhIe NApameTpsl KOHEMIypaumm
cepeepa SSH

Tawatie Terieps paccwoTpiy coniepammoe aiina kondurypaman SSH-ccpaepa (sshd).
@aili I0CTATOMHO BOTHIIOR, H 15 SKOHOMHH MECTA 3 [IPHBCI TONRKO HOGOMLUIYH) G0
wacte (mcTamr 5.1).

#Port 22
#Protocol 2,1
#Listenaddress 0.0.0.0
#Listenhddress

# Hostkey for protosol version 1
# Kopu e nepeoi Bepoist mpoTokoma
#HestRey /etc/ssh/ssh_host_key

# HostReys for protocol version 2

# KIDWM IIA BTOPOM BELCWS MPOTOKOTA
#HcstRey /etc/ssh/ssh_host_rsa_key
#HosLRey /elc/ssh/ush_hiost_dsa_key

# Lifetime and size of ephemeral version 1 server xey
# BDemi MuSki w PASMep DETEHEPUDYEMOTO CEPBEDHOTO KIMMa BEpCVH ©
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0 SecF:lzer /hin/ls — OTKa3 1ONIB30BATETAM & 0BpALEHAM K JWMpeKTURaM. B 1anuHom
CITyuae 3aNpelaeTcs KOMEH/A 15, KOTOpad MOXET MO3BOIHTS: XaKkepy YBHIACTE COMEp-
JKIMOE KATAJIOTOB, €C/IH B CLIEHAPHH ecTh olmubka. HeobGxoaumo npenotepatuts 06-
PALUCHHS K TAKHM KOMAHIAM, KaK cal, i, <p, tp M AP,

0 secFilter "\,\./” — Knaccuueckas araka, koria B URL yka3mBaioTCA ABe TOUKH
TIOAPSI 1t MePeXIa B POAMTEILCKHIA KaTanor. HX Tav GBITS Lie 10/KHO;

O secrilzer "delete[[:space:]]-from" — 3aMPET TekeTa delete ... from, KOTOPLLH
wame Beero cogepxutea b SQL-sampocax s yaaneuus annerx. Taxas CTpoKa Mo-
CT HCLONNSORATHCA B aTakax Tana SQL injoction. TIoMUMO STOr0, pexomenayeTca
YCTAHOBHTH CIEYIONIHE TPH (GrnbTpa:

® SsecFilter "insert[[:spaca:]]+into"” — nenodbsyetes & SQT-sanpocax jim jo-
Gausiena JHHB;

® SecFilter "select.lfrom” - MCMOMBIyeTcH B SQL-32ampocax A YTEHHS MaHHBIX
1z TaGMHIB! Ga36l JAHHBIX;

® secFilter "<(.|\ni+>" H SecFilter "<i[:space:] *scrips”— [O3BONAET 3a-
wmtiTEea oT XSS-arax (Cross-Site Scripting, MekcaidToBOE BBINONHEHHE CLEHA-
pues).

BoT OCHOBHBIE METOIBI, MCTONB30BAHHE KOTOPBIX MOKET MTOBBICUTH Ge301acHOCT Bale-
10 BEG-CEpKEpH, 4 TAKKE SAIMIIATH LIEBIE CETH U3 CCPECPOB. JION0HHTELHYI0 HHpOP-
MALHEO MOKHO HONYUHT ¢ CafiTa paspaboTHHKos.

7.7.3. Cexpersr U coseThl

Kak 611 aKKypaTHO NPOTPAMMHUCT HM NHMCAN CUEHADMM, KAK OB BHI HX HH 3alIMMATA
€ IOMOIMBIO CHEUHANLHLIX MCIYJIeH, HeIUIOXO NPeANpHHATE AOMOIHHUTEBHEIE MEpE!
BesonacrocTy. EcTe elme pan mapaMeTpoB, KOTOPBIVIHF MOKHO BOCTIONb3OBATEES JUIR FTHX
1eneit. B 9TOM pasiene # cOBPaA) KPRIKHE PEKOMSHNRLIH, KOTOPMIC IOMOTYT BaM C/IC-
J1aTh HEOGXOMMMEIS HACTPOMKH.

OrpaHMueHue cueHapues

Bo-NepBLIX, OCPAHIMBTE BEINOTHEHHS CLCHAPHEB TONEKG OTACILULIM KaTatorom. Yame
BCEro 510 Katanor egi-bin.

PeaeppHile konum

Hukorjia He coxpasiiie PEscprHME KOUMM CICHADHCE B KATAI0MAX, JOCTYIIHBIX RCH-
ceprepam. Hampumep, ecmi Ba cepiepe ecTh PIIP-CKpPUNThL, TO MONb0BATENM BHAST
TOJLKO PE3YIBTAT AX BLINONHELHS. To6b! IOCMOTPETh HCXOMHBIH KOZ, XaKepy Heobxo-
MM MOCTYT K ceprepy — Hanpemep, FTP win Telnet, nockonbky cepsep Apache ne ne-
PeZiaeT TAKWX JEHABIX KIWEHTY.

TMepen TeM Kak BHOCHTH H3IMCHCHHA B CUCHAPHH, MPOTPaMMECTE MOGAT Co3J1aBaTe Ha
CEpBEPE MX PEICPBHBIC KOIMH, YTOGEI B C/Iy4ae OUIMGKH MOXHO GBUIO BOCCTAHOBHTH
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Puc. B.4. OKHO HCTPOEK aKkkayHTa Tuna Local mailbox

3aeck 1e0GX0AMMO 3AMOMIHTL CISAYIOLIHE NOTA:
0 Name — My 32ITUCH, KOTOPOE MOKET GHITH TOGHIM;

M Location — PACHOIOKCHHE HOKAILHOID Mgk, TTo YMOIMAHIIO KCE NI XPAHAT-
cn B daitne /var/spool/mail/ums, rae uMs — 5To UM nonk3oBaTeN. [IA ANMAHUCT-
PaTopa root HyHo yKalaT, pasmemerme /var/spool/mail/toot.

OCTATEHAIE NAPAMETPHI WALl BCETO OCTAIOTCS 3TAHHBIMI N0 YMOTIAHKIO, €CTH ATMM-
HHCTPaTOp He HATBOPHIT Y€ro-To 0coGora B KoHGHIypaUHH.

LlonpoBylTe NPOUHTATL NOYTY PASNLIMA NPOTOKONAVH. YECOHTECE, UTO BCE paboTaeT
BEPHO, COOBLIEHMA LIPAXOIN" HAL BAW 1YW TOBBIT AUAK W JOXOAST Ko Nonydaterst. Ect
YKa3aHbl HACTPOMKM [0 YMOIMAHMIO, BCE JIOMKHO paBoTath. B ganbHefiuieM Mul pac-
CMOTPHM 1IeKOTOpbIE CHIeLH(MUIIbe HACTPOHKH, KOTOPLIE [OMOTYT CIENATL BALI TIOYTO-
Belii cepuep Gonee Geaonackbin, HO MPEXGIE Hem PHCTYTIATE K YIYHINEHFM, HYKHO
yBenuTECH, 4TO paGoTaeT 5asORKIE BAPHAHT.

8.2.1. BesonacHocTh coobueHnii

CooBuenns E-mail mepeciliaioTes Mo ceTH B BHIE NpOCTOro TexcTa. Liamu 310-
YMBICHHIK ICPCXBATHT TAKOE COOBLICHNC, TO 603 MPOGICM CMOMCT CIO IPOMMTATS.
Tpy Depegave KORGHIEHIHANEHON HHOOPMALIMH HEOOXOIMMO HCTIONH30RATH MM(Po-
Banve.
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Tanor. Urober BaM B AabHelneM GBLTO IPOIIe PETIAMERTHPOBATE JOCTYTI, IPEANAra0
BCE BOAMOYKHbIE BAPHARTS! SHAUCHMI [TH OTIENBHOIO Pasps)ia aHCHa:

0 — sampemmeno nee;

1 — pa3speuIeHo BLINONHEHHE;

2 — pazpelniena 3arHck;

3 — PAYPCIICHE! SaNHUCH U BHTIOAHCHUS;
4 paspemeno urene;

5 — pasperueHsI UTeHHe H BBIOTHEHNE;

oooaaa0aQ

6 — paspeLLeHEI MTEHHS K 3aM¥Ch;
O 7 — paspeweno Bee.

TlonpoGyiiTe Temeps ¢ TOMOLIBIO 3TOTO CMMCKA ONPEAENUTH HOMMOKHOCTH, KOTOPaIE
upeocraBIser uucio 754, Kabif paspa HyKHO DACCMATPUBAL R OTAEARHOCTH
CpaBHHTe TIONYeHHEL PEIyNETAT ¢ CHMBOMLHEIM TIPEICTARNEHHEM Twxr-xr—-, H3 KOTO-
POTO MBI MOMYHIIH ¢ MOMOIIBIO TepeBoid wwcno 754. JomkHO BEIATH OIHO M TO iKe.
ECITH BCe TIOMYMEIIOCH, SHAWNT, MBI MOXEM TIOMATS CTAKAH KOMFIOTA 38 JIpasHe Tex
YMHEIX JTIOZei, KOTOpEIE PHIYMANK TAKYIO TIPOCTYIO H YHOGHYIO CHCTeMy pacripenere-
Hus npan. Jla, OHa He WeansHa, Ho BoHE paGoTocnocobHa.

BHUMARNE!

[INR TOro UToBEl MMETE NPABC COAABATE MMM YARNATS dhalinkl, HEOGXOMMIMO UMETL Paspe-
WeHWe Ha 3anucs B KaTanor. 3TO HEMHOTO COUBAET HaUMHAIOLUMX NoM30BaTENeM C TORKY,
MIOCKObKY UM GRIBAET HEMIOHSITHO, TIOYEMy NP HAMAUMA BCEX NPas Ha chaiin ero HeMbast
yaanurs.

B Linux m3HavanbHO GBITA PealH30BAHA CIMIIKOM 1IPOCIAA CHCTEMA IpPas JoCTYa,
yracicaosansay y UNIX-cuerest. Ofectcquts sdekTHBHOC YIPABICHHS NpaBanH 100-
Tyna ¢ IOMOWLIBKG BCOTG TP KaGOPUB IIPAB IOCTATOMHO MPoBACMATAKO. C TOUKK 3pe-
nus Ge3onacHocTd moaxon Ha ocose ACL (Access Control List, crucok ynpaenesus
ZOCTYIIOM), KOTOPBIA peasosan B Windows, Hamiioro s¢bexnsree. Bipouem, nogot-
HEIE PELUeHNd ecTh ¥ A1 Linux, oHako noka oxu 0coGyio Momy:MprOCTE He ofpenn, 1
B OCHOBC ¢BOCH Linux /10 cHX Mop HCNonNe3yeT CTAPYIO MOIeNb KOHTPONIA JOCTYIA.

4.1.1. HasHa4eHwe npae

I8 M3MCHEHNA PEXMMA IOCTYTA K 0OBCKTAM (ailioBoif cHCTeMBI CITYXKHT KoMaHIA
chrod. C ee MOMOIMIBIO MOKHO YKazhIBaTh HOBbIE NPABA HA OOLEKT KAK B CHMBOIbHOM
(TPMMCHACTCS /L% MIMEHCHMA OTHOGHTCBHO TEKYLIETO COCTORMHA), TAK M B MACIOBOM
Bue (abcomoTroe sananue). [ns HAuATA PACCMOTPHM CHMBONbHBIH peM:

chmod napamerp npasa gattt
KoMITOHEHT napamerpi MOKET BIUIHOYATE KOMOMHAUMIO CNEAYIOLUHX IHASCHNIA:
0O u— H3MEHHTH TPaBa BAAENbIA;

O g— wameHnTs rpaBa rpymIL






index-4_1.png
OrnasnexHue

Bropoe WIakme
TpeThe manite.
Herneproe mianke
B1aroapHocTH...

Taana 1. TIpexie uev Havuars.
1.1. Y7o akoe Linux?
1.2, OTKpLITEIY HOXOAHBIA KO — GE30TACHD
1.3. Slapo..
1.4. JIHCTpROYTHBS!
1.4.1, Red Hat Linux .
142, Slackware .
1.4.3. SuSE Linux ..
1.4.4. Debian
1.4.5, Ubuntu,
1.5. B sainiouettite

T'napa 2. VeTaROBKA o HAYANBHAS HACTPOIiKa Linux...
2.1. TIOATOTOBKA K YCTaHOBKe..
2.2, Hawano ycranoskx
2.3. Pmbunxa aucka.

2.3.1. Daiinobsie cHCTeMS

2.3.2. Pydkoe Co31aHHe Pasienos.
2.4. BuGOp NaKeT08 1A YCTAKOBK..
2.5. 3anepluieHye YCTAHOBKN
2.6. Tapom
2.7. Tepubifi cTapr.
2.8. Ml b citcTeme
2.9, TonckasKaL...
2.10. Ockoast KosHTypHROBaHHA,

2.10.1, 3anpeeno 1o, 410 He pazpemer

2.10.2. HacTpoliKi N0 YMOTUAHII ...





index-344_1.png
Morumopurz cucmenr 343

who

Komariza who 103B07IAET y3HATL, KTO COM4Ac 3APETHCTPUPOBALL B CHCTEME W CKOLKO BPe-
menn ou B nei naxomures. MisopMaiua nsenexaerca u3s daiina /varfrun/utmp. Beeaute
3Ty KOMAILTy, | 11 JKPaHeE NI0ABATCA CIINCOK PHMEPIIO CTEIYIOLIEro BIIa:

robert tryl Dec 2 10:15

rot hys, e

M3 3T0T0 CIIACKA CTAHOBUTCA SICHO, HTO TIONb30BATE/b rObert paboTaeT 3a NEPBLIM Tep-
MHUHATOM (==y1) U Boluen & cHeTemy § Dexabpa B 10 wacos 15 MuiryT, a Mepe3 52 MuHY Tl
€0 BTOPOTC TEPMURANA BOLIE 0JI630BATENB T0OL.

LOSIBUIMACTEO XaKEpOB NIPH BXOS B CUCTEMY BEUIOJMAIOT JTy KOMANAY, YTOGHL BBIAC-
TUTb, €CTh /I CEHYAC B CMCTEME AIMHHMCTPATOP. Kenu nosp3osaTens root OpUCYTCTRY-
€T, TO Ha4YMHAIOLINC XAKEPbl YACTO YXOIAT, T. K. ONacaloTcs, 9T0 WX 3HaHHi HC XBaTHT,
uTOGkL OCTATHCA HezameucHHEMM, [TPH 3TOM, BCPOATHO, 1IOTOM OHM BEPHYTCA.

A 9T eule 0JHA MPHYHHA, TI0 KOTOPOH aJMHHHUCTPATOP HE JOIDKEH BXOAMTE B CHCTEMY

. MO YYETHOM 3anuckio root. Jlyuure Beero paGoTaTs Kax MPOCTOR TONb30BATEND, @ KOTaa
He XBATAeT NaB, TO MEPEKIOUATLCA HA IPUBHAETUpoBaHHOro. Ha Takoi cirywait 1 cosaan
YUSTHYIO 3aITHCh, 18 KoTopolt yetanosun UID pasibiv Hyto. OHa N03BOIAET TIONYHHTS
ZIOCTYT! KO BCefl CHCTeMe, W TIDH 3TOM MMEET HMS, OTNMUHOE OT TOOL, M He BBIZOBET N0~
Tlozpenwdi, Koraa s 6yay paGorars. Tak uto B MOeH CuUCTeMe HUKOTAA HeNB3d YBUAESTH
TIOJTB30BATEA FOOL.

users

JTa KOMavda O3BOIAET BBITALITE W3 XKYPHATA /Varrun/ulmp CIHCOK BeeX NOMb30BaTe-
16, KOTOPHIS COIfUAC APErHCTPMPOBAHR B CHETEME.

B sxypuane /var/run/utmp miopManias XpaiuTes BPeMeNno, TOLKO B NEPHOA NPHCYT-
CTBMA NOUIB30BATEIA. KOrid OH BBIXOAHT W3 CHCTEMBL, COUTBETCTBYIOWIAS 3A1IMCh Yilaia-
ercn, Tloce 3TO0 BRUICHUTS, KTO W KOTAR PabOTA1, MOKHO TOLKO O KyPHAIY
fvarilog/wimp. o Tatoke GUHAPHHE Bali1, M €I0 CONENKUMOE MOKHO YBUIETE C NO-
MOIIILIO CTENHATH3HPOBAHHBIX IPOCPAVIM.

fast

KoMaHza [T03BONAeT BHISCHHTE, KOLIA U CKOMTBKO BPGMEHN OTPENETEHHBI IONE30BATEE
HaxompIca B.cucTeme. B kawecTee mapamerpa cif mepeaactes mHTepecyrouee ums. Ha-
TIpAMEp, CAELYIOLAS AHPEKTHBA OTOOPAKAET BpeMs BXOZA M NPONOIKHTENLHOCTh Ha-
XOPHJIEHHS B CHCTEMe T0/Tb30BaTess robert:

lasz robert

BRI, HHE KOMERIY, Bbl YSHIHTE Ha SKpaHe TPAMEHO Cle/YFOUHH Crncar

robert tyl Tau Cec 2 22317 — 12350 (32:33}

Tlo 510ff aNMCH MOKHO TIOHATS, T0 robert HEXOANACA 18 TepMMRANOM (t=y-), Mawen
B cuoTemy 2 fekaGpa wa 33 vyt (¢ 12:17 10 12:50). Fean nomsonaren paoran we






index-408_1.png
3aknoveHue

Kaxofi 651 HaziexHol Hy Gbia porpamma 11 OC H Kakoli 61 HaTeAHOM HH GLINK KOH-
HrypaLIA H OKpYKAIOUINE SBTIATHEIE KOMTIIEKSH], B CHCTEME BCE PABHO OCTASTCH OIHO
oueHe Gnafioe 3BCHO — 4enoBeK. Bol MokeTe CTABUTH KaKHE YFOHO CIOKHBIE MapoTH,
HO ©CJTH KTO-TO H3 AIMHEHCTPATOPOB 33X0UeT NPOAaTh HHPOPMALHIO, TO OH 7O CARTAET.
Ecau anMHHUCTPaTOp HECEPREe3H0 OTHOCHTCA K GE30MACHOCTH, TO €T0 TIAPOMTH MOTYT No-
JZIOGPATE WM YKPACTH ¢ NOMOUIBIO BPEIOHOCHAIX 1POTPaMM.

Be30MacHOCTE — 3T0 HEBSPOATHO CICKHBIH ¥ KOMIUIEKCHBIN Moo, KTo-To mbrTactes
PeIIMTS ero BBeeHUEM GIOPOKPATHN M PASTHMMbIX NIpaBUA paboTh ¢ UT, BwTackusaet
CD-npuBoas! 13 KOMABIOTEPOB ¥ oneuarbizact USB-passeMsl. OTmeas! Gesonacuoctn
HAMHAKOT Pa3paBATHBATE TIOANTHKH GEIOTIECHOCTH, KOTODHIE OFPAHVHMEANT CROGOMY
coTpyaHUKoR. QUEHb YACTO TAKOS [OBEASHHE EbI3BIBAET PA3NPAKEHHE CO CTOPOHEL
ONBITHBIX [IOME30BATENEH W, OCOBEHHO, POrPaMMHUCTOB. 110 cBOSMy OMBITY 3HaIO, Kak
OHHL HG STIOGT, KOTIA MM 7TO-TO SETIPEIIAOT TTOOGHEIMH CrIocoGaMH,

TFPOGE! YMEHRUTMTS BEPOATHOCTS BOSHUKHOBEHHS KOH(IHKTHEIX CHTYAUMM 1 HELONOHH-
MaHHA, KeNaTeNbHO 3AMMWATE TOIBKO TO, HTO KeHcTBUTENsHO Tpebyer 3ammTel. Hepos-
MOJKHO 38IIMTATE aGComaTHO Bee.

Yesnopex MOXET GLITh CaMBIM C1AGEIM 3BEHOM B CHCTEMe, A MOYKET OKA3ATECH M CAMBIM
CHTGHBIM. A 7177 3TOFO Ha MOH B3I TPOCTO HyKEQ XOPOIIO W3yTHTE MATIACTH 7
PYKOBOIAIIHME MATCPHATHI o HeMoIb3yemolt OC.
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#
[
¥

For dinary values, 0 is cisabled, 1 is enablec,

See sysctliB) for mere details.

LN OMHApHEX SHaweHW’: 0 — 70 OTIUEMEH, a 1 — BRKNeH.
CuoTpTe Tan sysctl SR IOAYNSHNR AGUONHMICILION ZHGCPNALLYL

I Controls TP packet forwarding
+ KoMmpomupyen nepeampacalui TP-naxaTon
net.ipvd.ip_forward = I

 Controls source route veritication
# KONTPONb NPUBSPIUT MPIPYIUGIN OF HCTONMAKE
net.izvd.conf.defazlt.rp filter = 1
<ernel.systq - 1

“ernel.zore uses pid = 1

nct.ipve.tep_cen - 0

<ernel.grsecurity. fifc_restrictions = 1
xernel.grsecurity. linking restrictions = 1

# audit scme operations
4 BYmAT MEXOTOpHX Omepatymi
kernel.grscourity.audit_mount ~ 1
kernel.grsecurity. signal_logging - 1
#kernel .qrasenrity.sui¢_logging = 1
kernel.grsecurity. timechangs_logging = 1
kernel.arsecurity. forkfail logging = 1
kernel.grsecurity. coredumg = 1

4 lock 2ll securizy optionz
4 BAUKIDOBKE BCUK DUUMA BCHOUACLOCIN
#kernel .grsscurity. grses_lock ~ 1

Yro ApeACTaBIIIOT COGOR TAPAMETPHI, KOTOPBIE BEI BEAMTE B 3ToM daiine? IlompoGyem
PpasoBpaThest Ha MPHMepe nie- . ipvi . tep_ec=. Ha camMoM fienc 5To nyTs k daiity ovHOGM-
TENBHO KATATOTA /Proc/sys, B KOTOPOM BCe CHMBOJIEI KOCOH WepTE! 3aMEHEHB! TOYKAMM.
B nanuom cryyae mmeeTes B BEAY afn /proc/sys/met/ipvd/tcp_ecn. Bemonwure cre-
IYIOIYIO KOMARY, 9T00bI [IPOCMOTPETL COAEPHUMOE haiin

cat /proc/sys/ast/ipvs/iep_ecn

B peay/bTaTe Ha SKpaHE BBI IOJDKHEI YBUAETS O Wi 1. T H ecTh 3HAVEHHE NapaMeTpa.
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# Tposepra Ganrepa NPONSHOMEHONO pasvepa
surl - $various if grep Surl — m$ %, various;

# Bonmmamuee oxio
Surl = sclosewindow if grep $url —~ ms$_%, Ipopap_wirdow:

4 OTIEmLHEB! cafiT, He RMeCeHHAlt B GMUSOK R Mawane gatine
Surl = "$YQURSITE/erpty.gif" if $uri =~ mihitbox\.com/Hithox\?8;

if ($L0G and $url ne $prev)
t
ay (Sse, Smin, Shour, Snday, Smon, Syear) = localimes
printf LOG *32d.%020.%2d $2a:402d:$Cdd: $sirin”,
smday, $mon + 1, $year + 190G, $hour, $min, $sec,
"Swhe $prev > $url”;

print "jurl Swho $ident $method\n®:

close TOG 15 31067

A moctapanca cHaGauTe Ko B ucTHHre 9.2 KomMeHTapuamu. Eciu y Bac ecte ombIT
nporpaMmupoBanax Ha Perl, To aansneiimne geiictna Bol Bbmonuute 63 npoduem.

Coxpanmre 3Ty Tporpany © haiinie /ust/ete/redirector 1 yeranownTe s squid npasa Ha
ero renomsenie, Tlocne aTora noSasbTe B dhain squid.conf CIEVIOWLYIO CTPOKY:

sedirest_progran /usc/local/cue/squid/ redicecter

Urofer 3Ta Nporpamva 3apaGoTaa, cosTaiiTe Ha CBOGM BeG-cepaepe (ATH Co CTETyIO-
LIMMH UIMEHAMH!

01 468_60.gif — xapTimka paswiepom 468x6

O 100_100.gif — xaprima pasviepom 100x100;

O empty.gif — kapTunka, koTOpas GydeT 3AMEHATh HECTAHOAPTHEIC GaHHepsl. Jywme
BCEro e caienaTh pasvepov 1% | mHikcen, wroGkr oHa He HCIOPTHIa Av3aitH cafita;

O close.htm — datin IITML, kotophiit Gyaer 3akpbiBaTy BOILILIBAIOMME OKHA. B Hem
HYIKHO MOMECTHTE BCEr0 JIHIIEL GYBKIHIO, KOTOpAd GYAET 3aKpbIBaTh OKHO. J1a sToro
eyt gynrnms JavaScript window.close (3. Ilpurep coaepsumoro daiina nokazan
B THCTHHTE 3.3,

Bce 5TH halinibr JoMKHSL NexkaTh Ha BeG-cepeepe B OIHOM kaTanore. Ile 2a6ynsTe B cue-
Hapun (B IEPSMCHHOMN $YOURSITE) yKa3aTh TPABHILHBI ITyTh K 3TOMY KaTalory.
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THIBAET KOHCOMTS. 10 SHAUMT, 1O KOHCO SAOKUPYICS IPOVPAMMOH, H LIOKa NPOIPaM-
Ma He GyacT 3aBepicHa, A HE MOTY HH 3aKPHITh KOHCONb, HH BEINONHATL B HSi Apyrue
KOMAHAL. ECIH TakuM 05Pa3oM 3aITyCTHTL HECKONLKO CepBEpoB, TO na pabouen cTole
KONHYECTBO KOHCONSH HAUMHACT PACTH. UTOH! H3GABHTECA OT TAKOTO HEMEIATENLHOIO
TIOBECHHSA, OCTATOYHO NOC/TE KOMAHALI TIOCTARHTE CHMBOXT §:

start-olap-server.sh 5

Tereps MporpavMa 3aNyckaeTod Ha BEIONHEHME, HO He GTOKUPYeT koHcoab. Ja, Bbt
BAIIATE BEIBOA HA IKPAHE, HO B TOBOI MOMCHT MOKCTS 3a0paTh KOHCOML Cebe, Hawas
wiaguury <Enter>. Bel MokeTe AaXe 3aKPbITh KOHCOMb, H CTAPTOBABINAA NPOrPavMMa He
TpepseT cuok paGoTy.

TlocneaosatenbHOCTs KOMAHA,

A MTO €CIM BaM HYXHO [POCTO BLUIOTHHTH TIOCCIORATELHOCTS komarn? B 3Tom cry-
Yae HAIMIIATE TR KOMaH/b] HCPE3 TOUKY ¢ 3amaTol. Hanpumcp:

1s > ~foullile.ixl; cal ~/oullile.lxw; Ls -al ~/outZile.txt

Ota cTpoka HASHTHYHA BEOXY TPEX OTIENEHEIX KOMAHA:

1s > ~foulTile. sl
cat ~foutfile.txt
e tx

B U6pRO# CTpOKE 7 3a1IpaIMAaI0 0TUSaReRKE QiR TOKYIICIO KATAIONA W COXPARG-
HHC pesynsTaTa B daiin oullile.txl B MOSM JOMaNTHEY KaTanore (Ha JoMatiHui Karanor
YEA3BIBACT CUMBOT TATBIE "~

Bropas KOMaHAa 0TOGPaXAET COXEMKHMOS coltaHHoro daiina. Tak Kak 3Ta KOMaHIa
GyNeT REIONHENa NOCNE aBEpITeRHs epROf, daifin yie Gyrer cymecTaorars. Tperan
KOMAH | OTOBPEAALT NapAMETDR! Ialiia, er0 11PABA JOCTYNIA H BPENS COPEHMA.

Ec/ii KOMAHIB pasfeNuTh ¢ TIOMOUIBIO CUMBONOB s, BEI YKaXeTe, uTo 06e KOMaHIb!
MomiHBl GBITE BRIMOMHEHB. EcTU nepsas kOMAHIa He BEITIONHUTCS, TO BTOPAS YiKE M HE
Gynet BrmonHsTeCS. Hampumep, ecnn gain outfile2.ixt re cymecTayer, To BTopas
KOMANA HE By RBINGIHEHE:

1s ~/outfile2.txt && cat ~/outfile.txt

Ecnu se HHHO BLINIONIHATh OJHY U3 KOMAH[, TO PA3ACAHTE UX CHMBONAMH ABYX BCPTU-
xanessix 4cpt (| 1). Hanpumep:
s ~/cctfile2.txt || cat ~joutfile.ext

Faun daiin outfile2 xt we cyutecrayer, to Gyaer sbmornena wTopan xomanna. Ec ke
OH CYLUSCTBYET, 3NAYUT, MepBas KOManAa GYNET BLINOAHEHA KOPPEKTHO, & BTOPAs BEI-
MOMHATHEA He ByaeT.

Komannas cTpoka B Linux — MOWHBI MEXaHW3M, KOTOPEIHA MO3BONSET JeNaTh KyAa
Gouthinte epeuticnentioro, TIOMHOE OIMCAHE HCEX BOIMOKHOCTEH HENBMI TOMECTHTS
B TAKOM KOPOTKOM MPHIOKSHIH, 110 KE YNOMAHYTHIE TOABKO YTO MPHEME! NO3BONAT
Bam paGoTaTh ¢ Heit Gonee JPEKTHEHO.
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ONpeeneHHEIE IPOMEXYTIH BPeMeHH HAKONMBILIMeCs NHCHMA OTIPABIAIOTCA CROMM afl-
pecaram.

8.1. Hactpoitka sendmail

OcroBHOM KOHQTYpPALFHOHKE daiin, KoTopeii Bam ToRazoGwTeH, — fetc/sendmail.cf.
Cepnep sendmail HMeeT ILTOXYIO PEMYTALIIO B CBA3M CO CIOXHOCTBH HACTPOMKH. Jleii-
CTBHTE/LIO, CTONT JIHIUIE NMOCMOTPETE Ha pasMep daiina /etc/sendmail.of n cranosutes
JyTKo-  oTo 32 K6aliT (6omee 1000 cTpoK). A ec.v 3aLISHYTH BHYTpS (batita, TO CTaeT
ellle CTPAIIIHEE OT HETIOHATHBIX KITIOEH U UPEKTHE.

B ¢aiine wondwrypamny sendmail Bee mapaMeTphl CrPYMNMpOBaHL! NO pasfetaM. Pas-
Guenye OOPM:HEICH B BIJE CHEAYIONMX CTPOK:

HEEERERR AR R
# Local irfo #
FEEE

Crone "rpacHBoe" opopMITeHHE Yka3bIBACT, YTO Jalee cneiyeT pasgel Local inlo. [lo-
[IOGHBIX CEKUMIi HECKOTBKO — B MACTHOCTH, OGBIMHO IPUCYTCTBYIOT CIIEAYIOLIME:

J Local infc — IOKaTbnas MHGOPMALAS, OCHOBILIE CBENCHHA O CEPBEPE H AOMeNe;

3 options — HacTpoiiku paGoTs nporpammsr sendmail;

3 Message preceder.ces — IPHOPHIETbL COODLIEHNH,

21 Trusted users — JIOKEPEHHBIE IO BSONLTEIN;

3 Format of headers — (POPMATEI 3ArONOBKOB.

PaccMoTpeTs Bee HACTPOHKH B 70 KHUTE HEBOIMONHO — B MOEH CHCTEMS ITOT KoHGI-
rypawoHHRiA i sanmvacT 50 Koaiir, Foan pacnuchisaTh KauKIHA NEPAMCTP, MOHARO-
Burca oThenbHOE uananue. Hawa nens — S¢ibekTMBHOCTs W 6e30MacHOCTs, NOITOMY
PACCMOTPHM TONEKO T¢ HACTPOMKH, KOTOPEIE KACAIOTCA THX BONPOCOB, W HCMBITACM
sendmail B geficTanm,

Mg ynpowenus koluprrypuposanis sendmail B NOCIESIINX BEPCHAX ITOMC NOYTOBOO
CepBica Hcnonb3yeTcA HOBRI i — sendmail. me, KOTOpHI MOKHO HaliTH B KaTanore
fetc/mail. TTpiep cofiepxuMOro 31070 Galina TpHseaeH & mncTime 8. 1.

Nuctwir 8.1 Oparkient: i iatefmalisendniaitini.

civerti-1}

dnl This is the sendmail macro config file. If you make ckanges to this
¢nl File, ycu need the sexdmail- rum installed and thez have to

anl generate a mew /etc/sendrail.ct by running the following comrand:

dnl 3ro daitn Mamsokckpurypaiar serdmail. ECM B NENdSTe MGMEHEHAR 3 ITOM

anl geit]e, BAM HYAHA VHCTAUALMA TPM sendmail-cE, ¢ LOMOWBE KOTODOR MORHC

dnl crenepuposats Homt /etc/sendmail.cf, manycTiB KOMZMEY:
anl
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3 3 — orpaHHYHBATE MOXKHO OOMIHI KaHaT, MHAMBUIYATbHO M VIS KXKIOH CCTH B OT-
nenkrocTy. Hanprmep, eciii ckopocTs KaHANA pasia 256 K6uT/e, a b Bawelt cetu pa-
GoTaer 4 MoAceTH, To KaiIol 3 HUX MOYHO BELIENATL To 64 K6WT/c, wrober pasHo-
MEpHO PA3fielluTE Harpys

B Hamem npuMepe MBI MCHONE3yeM My.Tel Kaacco 1, 2 i ciopa 1. S cneunaneio paco-
JORNIT UX e NOCTEIOBATENLRO, T7066! PAMep Bin Goee. HATTATHEIM.

Teleph OIRCHEACH 11APAMETPE! CKOPOCTH JIOCTYMTE. TO JIETASTEA C TIOMOLIBIO MEAYIO-
el THPEKTHBEL

delay_paTamrsters nyn SKOPOCTE_KAHANA CKOPOCTe_CTH WHIMSIVATEHO

31ecs nyr — 3TO HOMEp Myna, CKOPOCTh KOTOPOFO MBI XOTHM ONMCATh. Tak, B HAIIeM
TpHMEpe CISAYIONEs CTPOK ONHCLIBAST CKOPOCTL A1 I8PBOTO My1a:

clers 1 286000/256000

delay_pa

KONMHYeCTRO MapaMeTPOR 3ABHCHT OT KJlacca Herone3yemoro myla. Tak kak myn | aMeeT
snace 1 (delay_ 5 1 1), ¥ KOTOPOro MOKHO OTJrAHWYHMBATE TONBKO KAHAT [TOITHOCTEIO,
B JMPEKTHMBE WCIOMB3YeTCA eAHHCTBEHHEIN MapameTp — cxcpocTe_xadana (2560007
256000). On Qopuupyered s sune JBYX YAceT, payeneHnsIx snakom /", o kocod vep-
TH YKAIHIBZETCH CKOPOCTS, € KOTOPOH GYAYT CKAMMBATECA NAHHBIE M3 CETH, 4 LIOCHE
Hee — PasMep [yJ7a, T, €. SMKOCTB, KOTOPYIO MOKHO HAlO/IHHTE TOMYYSHHBIMH U3 CeTH
JZIQHHBIMH.

OBpaTiTe WHUMaHNE, U4TO CKOPOCTS YKAILIBAETCH MMEHHO B GaliTaX, a XapaKTepHeTHKa
M0JleMa 3a71aeTCA B GUTax B cekyHIy. ECi B KauecTse CKOPOCTH YKA3aTh 3HATEHHE -1,
TO HHKAKHX OTpaHHMYelInii He SyneT.

Tlocne oTpeNeNeHHs MAPAMETHOB UTA TIEPBOTO MTyJa HY)KHO YCTAHOBHTE MPaBa NOCTYNA
K HeMY, D10 JlenaeTes MPEKTHRON delay access, KOTOpas IMEET CREMYWOUHA BHI

delay_access nyn mocTyn asl
Tlepaniit napameTp — a1 CHORA HOMEp nyna. TToroM YKaseiBaetcs J0CTyI allow M
deny, ¥ mocneguum naet uMa ACL-cnnexa.

B Hamem nprMepe 1S NepBOTO MMy/Ta 3aMHCAHEI 1BE CTPOKH:

delay_access 1 deny all

dolay_access 1 allow adring

Crauana Ms! aTpewiacy TOGTYI LTA BCGX, @ (OTOM PA3pelacM paGOTATh Ha GHROM
ckopoeTt Tombko ACL-cmvcky adnins. ToApasywesaeTed, HTO B 3TOT COIMICOK BXOAT
AAMUHHCTPATOPbL.

Jlanee WIeT OMUCANME CKOPOCTH W IPaB /IOCTY (1A JI1A BTOPOTO Mya:

delay_parareters 2z 256000/256000 400C/B00C
delay_access 2 allow all
delay_access 2 deny admins

Tak kaK BIOPOH lyil GTHOCHICH KO 2 KJTaccy, TO lech HYKHO YkaiaTh obuiylo ckopocTs
(256 000 GalToR B CEKYHIY) W CKOPOCTH ROCTYNA KAXAOrO KOMIEIOTEDA B OTHCTh-
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Tew He MeHee Bl MOXETe CO3aBaTh COOCTBEIHLIE PA3ZENL, B KOTOPEIX GyneTe OMHCLI-
Bath npasa. Hamphmep, BaM TOH&IOGHTCS OPraHKIOBATE oGUIMI KATANOT, B KOTOPOM
Galinpl SyIYT DOCTYNHE! BCEM TOJIB3OBATENAM, HO 3ANKCHIBATE TYAA CMOTYT TOJBKO
MOSTB3OBATENH ONPEAENElNO Py L. OnycTuy, 4TO B 3TOM KATA/Ore HO/DKHEI Xpa-
HUTBCA KAKME-TO KAPTMHKA. JINs pelleHust TakoH 3aa4d MOXKHO CO3IaTh pazdel
[shareimages] CNEAYIOMUM 00pazoM:

[shareinages]
coment  Share Tmages
path = /home/satba/imaces
PubTic - yes

writasle - yes

write 1ist = Bstaf?
printable = nc

Jlna nasHOTO paznea 3ajaloTea CeAyIIHe THPEKTHREI:
O path = /hene/sanba/images ~— KATANOL, KOTOPbIH Mbl XOTHM OTKPLITH;

public = yes — NPUIHAK A0CTYIHOCTH;

o
O writakle = yes — 3alMCh B KATAlOT Pa3pelueHa;
o

wille list = @stalt — ODPEMETIET TPYNMY stabt, KOTOPAs MOXMET 3alUCHIBATH
haknel. Jlna BeeX OCTANLILIX KATANOL OTKPBIT TONBKO I YTSHUS .

B Takux 05bABIEHHAX KATATOTOB MOXHO HCTIOIb20BATD NH00bIE AUPEKTHBEL, KOTOPBIS MBI
PACCMATPHBATH B JAHHOH TaBe.

6.2.6. CD-ROM

OmcibsiM - pasiciom B Qaiule KoHHIYPEAM WYT RacTPOMKH TIpaB [IOCTYTa
« CD-ROM. Bor npnmep 3T HacTpoex:

drom
;i commens - Samba server's CTL-ROK

; read only = yes

; pamh = /edrom

; guest ok - yes

OBpaTHTE BHMAHHE, TT0 B HAMANE KIXIOM CTPOKM CTOUT CHMBOA TONKY ¢ 3ansToi. 5T He
CITyuaiHO OCTABMIT X Ha MECTE, UTOGH YKa3aTh, UTO [0 YMOAHHIO OHH ecTh (1o Kpali-
Heil Mepe Y Meha), W BCe OMLNY pa3/esia 3AKOMMEHTUPOBAHE!, EC/TH Y Bac 5THX cHMBOTOB
HCT, TO CPOYHO TOAYMAHTC O TOM, YTOBHI NPOLICPCTHT BCKY CHETEMY OUEHb 1103 (pOG-
HO — MAJI0 /I 4TO EIN@ Balll [POM3BOIKTEb PASPELIKT 10 YMOTHAHHI).

Mrak, hce OTKIOMEHO, 3 AHAYUT, KOMTZKT-THCK He Gyfer Biaen no cerw. Ecan Hyxo
OTKPEITE K HEMY JOCTYT, HACTPORTE CIEYIOMNE TAPAMETPEL:

1 comment ~ Senie server's CD-ROM— KOMMEHTADUH,

O read only = ves — $aliel AOCTYIIHEI TONBKO JUIS UTEHHS;
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tind /etc \l-cnewer /tmp/tempfile \j -is
tind fetc \(-anewer /tmp/tempfile \| —ls

B nepBoii cTpOKe MBI C03/1aeM daiil Bo BpeMEHHOM KaTaniore /tmp ¢ HeoGXoMoit natoi
H3MEHEHES, TI0 KOTOPO# M GyJIeT IPOHCKO/IHTS IONCK.

Caemyrotue TP CTPOKM DPOM3BOIAT NOMCK (afi1on. Kanaan u3 HHX MMEET CAEYHONIGYH
CTPYKTYPY:

rind xavanor \( cpaskemte Qa1 \) -ls

PaccMOTPHM 1O HaCTAM 3Ty CTPOKY:

0 find — mporpamMMa mowcka Gai1on;

O xawasior — KATATIOT, B KOTOPOM HY’KHO HCKaTh. B HallleM cyuae ykasaH cHCTeMHbi
KATATTOr /61C, B KOTOPOM XPAHATCSA BCE HACTPOSUHbIE aiiiEL;

03 1mapamerp \ ( ~cparuenme paitm \) COCTOMT W3 dalina NF COMOCTARIEHHA U KpHTEpHA
TIOWCKA (YafiTIoR, KOTOPEIH MOKET IPUHMMATE PASTHIHEIE SHAUCHHS:

®  -newsr — JIaTa HIMEHEHMA [0IKE, HeM ¥ 3a1anHoro daiina B napaverpe gaiin;

© —cnewer — COCTOSHHE WIMCHEHO NOTKE, YCM y COMOCTARIACMOrO dafira & napa-
MeTpe qaiir;

® -anewer -— JaTa TOCAENIEro MOCTYNA MPEBOCXONMT AIKUIOrHYILIH napamerp
cpaBHmBaEMOTO (baiina;

O mapaMerp -1s — oTOGpDKAET Il SKpaHe CIHCOX (aiiloB (KaKk NpH BLIIOMLENHH
KOMaH kL 15).

KoHTponbHhre cymmar

Ha Jarel v3MeHeHHd MOKHO HAZeAThCS, HO HEOOXOZHMO IOIOMHHMTENLHOE CPEICTBO
nposepiy. HajTyiiM MeToNoM SRISeTes MOCHeT KOHTPONBHOH cymMBL Llomyctim,
9TO Bbl XOTHTC OTCNEKMBATb M3MEHEHHMA B Karatore /etc. [lia 5TOro BHMOIHMTE Crie-
AYHILLLYIO KOMAH)LY:

mdbsum fele/*

VTHAHTA mASSUM OACHNTBIBACT KOKTPONTBHYK) CYMMy YKASAHHBIX § KAHECTRE | ADAMer-
pa dafinop. I1a 3kpate BEL TOTYYHTE Pe3yNbTAT BEINONHEHNA KOMAHIb IPHMEPHO TaKoro
BHIA

763£dBEC525001399142860490090ae]  /etc/DLE_COLORS
22eb98e02a51006Fe310bffdd23caB51  /etc/Muttre
21043de2310c80d2 662b0ce007ac90BE  /etc/aZps site.cfy
4543eend0 £4731070tcudcalleThldd!  Jole/aZps. cly
c08bada?7749cechoafd8eb21e5620d6  /orc/adit e
70abal620d529¢3db01a20207Fd66LIE  /enc/aliases
c3e3ad0097daed5c27144£53£37de3Be  /ete/aliases. db
3eSbbIfIeBElbdfas5addT247f4d85Be  /etc/anacrontab
Fre4zadd90adcdd3IbF6E6103687d69E64  /etc/aspldr. cont
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KATANOTaMH, HO BCE PABHO JOCTYT OTPaHHYHBAESTCA KaTasoroy /home, rae pacnosose-
HhI TIONIBIOKATENECKAE KATAIOTH.

TU8 Ha AGE HEIOCTATKU CCHUIOK, BOSHUKACT BOUDOC — 8 HYXHO 1 eiictumrienano
HCTONB308aTh Ux? S PEKOMEHIYiO IeaTh 5TO TONBKO B KpalfHeM CTy€ae, KOraa BCe
OCTAMLHBIE CIOCOTRI penIeHR TIpoGnenmer eme xyixe., Ho ecnir HeT apyroro BBIXOIA, TO
GyaABTe aKKYPATHEI M BHAMATENBHEL

3.2. 3arpyaka cuctembr

HexoTopsie ATMUHHCTPATOPE! He 0GPAILAIOT BHAMAKAS Ha TO, KAK CTAPTYET CHCTeMa.
Hps nax rasuoe — toneko paGota OC. Ha, npamoii saBueHMoet HeT. Ho BoO Bpems
arpyaki OC 3aNYcKAETCA MHOKECTBG MPOTPAMM, KOTOPHC OTHAMAIOT MAMSTH, YMCHb-
102 TEM CaMBIM NPOMIBOTUTENEHOCTE CHCTEMBL.

[lowumo 3Tora, GHCTpas 2arpy3Kka NOIEONAET ONICPATHEHO BOCCTAHOBUTE PaGoTy KOM-
nbioTepa mocne ¢60s, Boe MAIIMHBL KOT1a-MHG0 NPHXONMTC [epe3arpyikaTk, TTOGsI Bo-
306HOBHTE NONHOUCHROC DYHKIHOHNPORaHHC. XoTA Obl TOCAC OGHOBICHHA HCKOTOPHIX.
cuCTeMHBIX (aitioR, TpeGyrOMmMX Nepesarpyaky.

Bo BPCMS AIPYSKH JOIKHA IPOUIRO;UTTRCH RCO HCOBXO/MMBIE HACTDOTiH, wrOBRE Cpitsy
NoCTe CTApTa HE MPHXQAXIOCH HTO-TO KOHHIYPHPOEATH BPYTHYIO. JTO MOYKET OTHATS
C/HUIKOM MHOTO BPEMEHH, K TOMY K€ BBITIONIHATE ONHM W Te ke NeHCTBHS KaXIbIi
paz -— ovYeHE CKYHHO M HEUHTEPECHO.

3.2.1. Astosarpyska

Kor/1a BIITIOHACTCS KOMIBIOTCP, TO TICPBOM 3arPyAACTCA POrPanMa, KOTOpas HA3hIBACT-
s BIOS. OHa 3aTeM 4MTaET MIaBRyIo 3arpy3ounyio 3ammes (MBR, Master Boot Record).
KOTOPasi Ha CaMOM Jiefle TIpeAcTaBnseT cofoi 512 GaiiTop 11a wecTKoM Ancke. B 1mxX pac-
TloslewkeHa HEopMatka O AMCKkax H koA 3arpysukka OC.

TlocKonBKY YMCCTHTH KON BCETO 3arpysuika B MBR B name Bpema npakTHuecku HERO3-
MOXHO, TAM PACTIONATAIOT TOMBKO 3aTPY34HK, KOTOpHIH 3ArPYAACT € APYIOr0 MCCTa AMG-
Xa ke MOTHOUEHHBIR 33T py3HUK.

B Linux cefiac caMbiM NOMYASpHBIM 3arpyzumkos sensetes GRUB. Kowpurypanus
5ToM TPOTPaMME! Hallle BCero CoTepATCA B (atite /boot/grub2/grub.cfg. B Hen samica-
HBEI HACTPONKH, ONPEICIAONIHC, HYKHO JIH NIOKASHIBATS MCHIO BsrGopa BapuaHTa 3arpys-
KM H KAKUM JIOJUKHO GEITh 5TO MEHIO, @ TaK e YKa3bIBAIOTCH CAMU BAPHAHTHI 3ArPY3KH
W IpeANUCEIBAETCS, KAKYIO BEPCHIO Spa CTEMNYeT 3aTPy3uTh (MBI ysie TOBOPHTH, TTO
& Linux Moxet GbiTh Gonee OHOTO Ampa).

Tlocae STOTO MOJKET 3ArPYAKATCA initrd — JIMCK B ONEpATHBHOM namaTA (ramdisk) Ana
BpEMEHHON anoBolt CHCTEMBI, HeNOMb3yeMOH axpoy Linux mpH HawaTsHOH 3arpysie.
JTE10 B TOM, 410 €SI AP0 CKOMIIMILAPORAHO B MUHWMATRHOM BapHAHTE, W BCE €T BO3-
MOKHOCTH [OICHAITCA B AATBHCHIIGM ¢ IOMOLIMO MOAYIEH, TO B 310T MOMSHT
¥ A1pa He SyaeT BOIMOKHOCTM PaBOTATE CO CEIHGHIHBIMY SKECTKIMH MCKAMU, M OHO
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30BATEIT H TPy OMKHEI OGTANATE B CHCTEME MMHMMATHREIMH TIPABAMH, KOTOpHIE
TOLKO HEOBXOHMEL 113 paBOTST BCG-cepBepa H ero Momytel, Huvero mimmero pas-
PramapT——

B daiine apache.conf BB1 He yBUIHTE UMeH, 371ech GYTYT TONEKO TIepeMeHHbIE BHIa:

User 5{AZACHE_RUN_USER}
Group ${APACHS_RUN_GROUP)

TocAc 3HaKa T0APA B GUTYPHEK CKoGKaX AT AMeHa MepeMeHHHIX. Pearheble ke
3HAYEHHS TUX TIEPEMEHHBIX HAXOZATCS B dafie /etc/apache2/envvars (Environment
Variables, nepeMeHHbIe OKpyskeHHI). B 9ToM dafine nepeMeitinie oGbapnenst cie-
my1oumm o6pazom:

export NPACHE_BUN_USER-wwi-dats

cxport APACHE RUN GROUP-www-data

He aymato, 4TO BaM NPHOETCA KOTJa-THGO MEHATH 3T N4PAMETP], TAK YTO 3Ta HH-
opManua TIpocTo K cBeteHmio. HU onun BeG-cepBep He HOMMKEH PaGoTaTs ¢ MOBEI-
weHHEMH Tipasami. [Tone3oBatens u rpynna www-data He ofiiajalor v cucteme
HUUCM CROPXKCCTCCTRCHHIM M SIRIAIOTCA NPOCTHIMH MO620BATCIAMH, KAKOBEIMH 1
JOTKHEI OCTABATHCA;

03 ErrorLog W CustomLog — MECTOMONOKEHHE SKYPHATOB. ONSITh ke 31eCh Bbl YEMIUTE
TISPEMERHYIO S (AEACHE LOG_DIR}, KOTOPYIO TaK € MO)KHO 3a7aTh B (haiiic mepemcH-
HEIX OKPYKEHHS;

O LogLevel — CTeNeHb MOAPOBHOCTH COCTABNEHHS JKyPHATA. MOKHO YKasaTs OfHO U3
CENYIOUIHX 3HAYEHHH: emerg, alert, crit, erver, warm, notice, info, debog;

01 Keopp: ive — paspemenne o6paGATHIBRTE HECKOAEKO 3ATIPOCOY 33 OHO COBMMHENHE.
Tlo YMONYAHIMIO 3TOT MapaMeTp BEIKTIOMEH (off), o JITA MOTYUEHUS KaKIoro daina
Tpebyerca 0TAENLIOE coeauHenHne. D10 Heoh(EeKTHBHO H IPHBOINT K THUIHEMY pac-
xoay pecypcoe. JIOMyCTHM, UTO TIONEAORATEITS RANPOCKI CTPAHHITY ¢ 10-10 KapTHHKA-
Mu. B oTeT Ha 3To Gpaysep wnneHTa oTkpoer 11 coemunennfi ¢ Bed-cepsepom (0ano
s noysenia noxyMesta HTML 1t 10 — 71 kapTiHOK fokymenTa). Ecim Biotio-
UHTB FTOT MAPAMETP, TO 38 OAIHO HOMNOUEHHE MOWET GhiTh OBPAGOTAHO HECKONBKD
3anpocos.

OIHaKo NPH BITIOHEHUH NapaMeTpa on cepaep GyAeT OTKPLIBATE COENAHHEHHS Ha KO-
ruii cpok. ECTH a0OyMBIIIICHHHK OTRPOET GOBLIOE KOMAMECTRO COSTMHERMIN ¢ cep-
BEPOM W He 3AKPORT WX, TO TEM CAMBIM CMOKET HCYEPIATH BCE PECY[ICH, M HOBRIC
NOAKIORATCIN MOAKTIOHATEEA He GyayT. ECTh CHOMMaTbHLIE NPOTpaNMMEL, KOTOpHE
[I03BONAKOT OTKPLIBATE COENUHEHHA W C HEGOMBUIOH CKOPOCTHIO CKAHMPATH JAHHBIE'.
MeuTeHHas aKTUBHOCTE 3acTAB/ISET CEPBEp He 3AKPHIBATH COSTMHEHIE, H TAKAM 06~
{pazoM ¢ HCTONEIOBAHAENM JIMIG OIHOTO KOMIIBIOTEPA XaKep MOKET ClIE.[aTh Hexoe-
TYNMHBIM flae MOWHbIA cepBep. Tak WTo napaMetp keepilive XOTb H He fBNfeTCA
MPHYHHON ATAKW, HO OH € YNPOILAeT.

! 138 Linux Moxi1o ckavaTs mporpammy s lowhi LptesL ¢ cafiTa code.google.com/p/slowhitptest/,
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oGpaTHTe BHHMAHKE Ha TPONYKTHI koMIaHHM Internet Security Systems (1SS, cuerembr
NHTEPHET-0E30MaCHOCTH Www.iss.net), noTomy 4To ckaHepsl 3Toif ¢upmel (Internot
Scanner, Security Manager, System Scanner u Database Scanner) HCTIOTayIOT BCE TPH
METOZla CKAHHPOBAHKA, O KOTOPBIX Mbl GyIeM COBOPHTS HyTh NMoke, Ha JaHHbIA MOMEHT
Internet Security Systems kynieHa kopnopausefi IBM u sBnsetcsa ee nogpasaeneniem.

Komnanps Internet Security Systems paspaGoTana LieTbIA KOMILIEKT YTHIHT oA oSIHM
wuzzsanmeym SAFEsuite. B HEro BXOMST He TONGKO KOMIIOHERTI POBEpKH Ge300IaCHOCTH
CHCTEMEL, HO if MOy BEUTBIEHHS BTOPKEHHA H OLEHKH KORGHIYPALIMN OCHOBHBIX Cep-
wepmix OC.

Crutepbl GE3018CHOCTH 10XOKH HA AHTHBMPYCH! — 3AIULIAIOT XOPOLIO, HO TOILKO OT
crapuix mpremos. JTo60ii HOBKIIE METO BITIOMA He GyTeT OGHapyieH, TOKa BEI He OBHO-
BuTe nporpanMy. TT03TOMY 3 PEKOMEHAYIO He TIONIATaThCS UETAKOM H [0THOCTEIO Ha OT-
HeTbl ABTOMATHIMPOBAHHONO CKAHUPOBAHWA, a MOC/e paGoTHL OPOTPAMMEL CAMOCTOS-
TENbHO NPOBEPHTh HAIMMKME MOCICTHUX YAIBMMOCTCH, OMHMCAHHBIX B KakoM-THGO Gion-
netesc omnGok (BugTrag).

MHe mpuxXOgHIOCh PaloTATE ¢ HECKONBKAMH KPYTIHEIMA W MMEHHTEIMH KOMITaHHAMH M3
CINTA, KOTOPHIE 1IPEOCTARISIIT CSPRVCHL 110 TECTHPORAHMIO Ha BGIONACHOCTh, M HE-
CMOTpsi Ha HATHUHE COGCTBEHHBIX HapaGOTOK B 3TO OG/ACTH, OHU TAK K HCTIONb3YIOT i
OTKPLITLIE BCEM NPOTPAMMHbIE CKAHEPHL. 51 TYT TOBOPIO 06 04EHb MMEHHTBIX KOMIAHHAX,
3HAMEHTTEIX B 0BNACTH GeaonacHocTy. [T0YeMy e MET JOMAHE! CTECHATECA MONB30BATh-
A Ho0BHBIMM Cranepamu?

C NOMOWIBIO ABTOMZTHIHPUBAHHOIO KOHTPOIS OYEHb XOPOLIO NPOM3BOAMTH NEPBUHA-
AWILHYIO IPOBEPKY, HToGHl YOEIMTLCA B OTCYTCTEMH CTApHIX AATCYcas. Fota oumb
Hafent!, TO RyXHO OGHOBHTE YS3BEMYIO porpaMMy, OC HIM Cepeuc, a Takke IOHC-
KaTb Ha TOM e CaiiTe www.securityfocus.com crocob oGeappexusanm. [loutH sceraa
BMCCTC ¢ ONUCBHMCM YASBMMOCTH 1aCTCA BaKIMHA, NO3BONAIONIAN 3ATATATH IPOPCKY
B cepauce nau OC. Bakuuuy MOXET OPeMIOKATS H IPOrPaMMa CKAHHPOBAHMS, EC/H B e¢
Hase JAHHBIX HMEETCS PellieHre IpoGneMbl A JaHHOTO CITyYas.

[Touesy JaKe HOGIE MYHILENO 1 GAMOFO NUHOTO CKAHUPOBAHHA HENb3A GHITH YBEPEH-
HBIM, 4TO yA3MMOCTeli HeT? [loMuMO HOBBIX owMBOK B cepBepe HaZO NPHHHMATH BO
BHUMaHME eime i PaKTop KoHOUrypaunu. Ha kauc1oM cepsepe IPHMEHMIOTCS CAOM Ha-
CTpOFiKH, W I ONpPEeNeHAbIX YCIOBUAX TeTKD HAXOAMAS BPYTHYIO yA3BUMOCTh MO-
ET 0CTATHCH HEIAMETHON AUIH ABTOMATHHECKOrO cianmposarus, Ha ckakep Haneitcn, a
caM He mnowail, Tak 4TO NPOJO/DKANTe TECTHPOBATE CHCTEMY Ha M3BECTHBIE BaM OLIHG-
KH CAMOCTOATETBHO.

Kax a1 ye TOBOPHN, ¥ MEHA CepBepbl TECTUPYIOTCE KAKIYIO HOWB, M BRI MOXETE CIENATh
TO 7K€ CAMOE — HACTPOHTE EKENHEBHOE CKaHKpoBanue, Toraa B cTydae BOIHHKHOBEHUA
npoGnever (1ocne HIMEHEHMS KOHGHUIYPALKY, HANPUMED) CKAKED TYT & COOGIIMT Bam
06 oummbre.

Kaxcauiih cKavep MCTIONB3yeT CBOM Criocolsl i TIPHEMBI, # e OfAH M3 HIX He Hamew
OGOk, TO APYroi MOXET X OThICKaTs. CneuManucTs no Ge30NacHOCTH JIE0GRT MpUBO-
JVTE TIpUMEp ¢ KBApPTHPOM. JIOMYCTHM, BBl NPHULIM K APYTY ¥ NO3IBOHWIM B JBEPb, HO
HHKTO HE OTKPSUL, D70 He 3HAUNT, HTO IOMA HUKOTO HET — MOXKET, XOIAHH HE YCIBIIAT
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Ecam s1 HUKora He paGoTanm ¢ xypraiom FTP, To coBeTyIo celidac 0CTAROBHTSCA Ha
MUHYTY H BHUMATEITERO MiySHTh IOKAIAHHYHO 3A€Ch CTPOKY IPUMEpA N 3AMCH H3 Balle-
o xypnana. Bet BCEraa JOTDKHLI NONXOOUTL K npoﬁneme YK€ MOATOTOBNEHHEIM, & HE
W3YHaTE €8 [10CAE IONBACII, HUIGNS NPOHIPACTS.

12.5.4. XypHan npokcu-cepeepa squid

CHOBHEIM JyPHAToM mpokcH-cepsepa squid aesercs /varflog/squidiaccess.log. 1o
TEKCTOBBIIA (haill, B KOTOPOM KA CTPOKA COCTOMT M3 CISOYIOIMX NOME:

o
o
o
o

20000

BpeMS [124ATA COEUHELINA TN COOBITHA;

TIPONOIDKUTENBHOCTh CECCHH;

IP-anpec KvenTa;

POy IKTAT OGPAGOTKE TANPOGH, ICCh MOICT GITh GIHO M3 CIGAYIOLLAX SHAUCHHT:

o TCE_0IT— B Ko HalAena Hy:IGaA Konu;

o CE_\MGAIIVE_HLT — OBBEKT KOUIMPOBAH HErATHRHO, NOYHeHa olu6Ka NPH Cro

3anpoce;

©_MISS — ODBCKT HC HAJICH B K3UIC;

D — OTKa2 B 0OCIY)KMBAHAH 3aNpoca;

FEC — OBBEKT HallleR, HO yeTapen;
® TCE_CLIENT_REFREGH — 3aNIPOLICHO MPHHYIHTENLHOC OGHOBICHNE;

e TCP_RRFRRSH_HTT — PR TOMKITKE OGHORJIEHA CEPREp COOGILAT, UTO OFBEKT HE
HM3MEHHUICS,

® TCP_REFRESK_MISS — (IOC/IC HORBITKH OGHOB/ICHHS CCPBCD BCPHYJI HOBYIO BEPCHIO
obBekTa;

® TCP REF FAIL HIT — OGBEKT M3 KILIA YCTAPE1, A HOBYIO BEPCHIO MOJYHATE He
YREIOCK;

® TCP_SWAPFAIL — OOBEKT ACJDKEH HaXOMHUTHCA B K3IIe, HO OH He HakifieH;
KOMHNECTBO GAITOB, TIONYIEHHEIX KIHEHTOM;

METOJ 3a1POCa — GET, FOST, HEAD WIH ICP QUIERY;

URL-anpec 3anpalivMBaeMoro ofbeKTa;

TIone ictent (3HAK MIHYC (-)), €CIIH OHO HEAOCTYITHO;

PEIYIIRTAT 3aTPOCA K APYTHM KaTIar

* PARENT IIT — OGbeKT nainen;

* PARENT UDP HIT CBSECY — OGBKT HaMACH 1 BozEpauicH B UDP-sanpoce;

© DTRRCT — 0BHEKT JANPOMWEH ¢ OPRTHHATHHOIO Copaepi;
Th conepammoro MIME.
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JIEHHHK JOMKEeH To3a60THTECA O TOM, uToGH nocIe nepesarpyskn backdoor Tome samyc-
THICH, HHAYe NOTalHOM BXOM B CHCTeMy GyneT 3akpeir. [o3ToMy obAsaTeNsHO MpoBepS-
TC BCO CLICHAPHM, OTECHAIOLLIAC 33 JATPYIKY CCPBUCOB, HA PCAMET MIMCHCHA.

C seniasHX mop AKpo Linux cTanc AeHCTBHTENEHO MOAyTBHBIM. 310 YA0GHO, TOTOMY
HTO MO3BONAET MOMYHATH HOBBIE BO3MOMKHOCTH, NPOSTO [IOATPY3UE HEOOXOOHMENT 610K,
Ecap passiie Wi 5T0re TpeGORATACE MEPeKOMIBILIIMA JPa, TO Tereps HOCTaTOuHO
BHIIONHHTS HECKOMBKO KOMaHT, H BCE TOTOBO.

Kar e BUOMIHKH HCNOIMLIYKIT AP, YTOGH cupsiars csoli npouece? Tporpamma ps
(¥ ITono6Hble eif} [11g OnpeNeneH s 3aMyIIeHHBIX MPOLECCOR HOMOMB3YIOT 1Apo. FMenHO
©OLIO 3HaET, 4To paGoTacT B AAHHBIT MOMERT. XakepaMu GLHTH HAMHCAHLI PasHOOGPasHEIS
MOIyJH, KOTOphIE He AAIOT Apy cooGImdTh 0f ONpeJereHHsX TPOUeccax, MOSTOMY
AMHHECTPATOP MPOCTO He YRIIMT MporpamMMy backdoor.

ltax, momumo 3amycka npouccea, nporpasma backdoor A0:5KHa OTKpSITE KaKOH-TO MOPT
¥ OAUIATH NORKMKOYEHNA €O CTOPOHBI Xakepa. TaknM o6GpajoM, Ml ZOKHBI KOHTPOITH-
poBaTh 1 310, CaMplil GLICTPLIA CTOCOG OMPENRIHTE CEPBHCH, OKUTIAIOUINE TIOMKITIONE-
HES, — 30 HCTOTHIORATH KOMAHTY netstat. 110 1OGKOABKY 3Ta OPOIPAMMA BXOAHT
B cocTap Linux, To ee HCXOIHBIE KOGl TAKKE MOTYT GLITs H3MEHEHH!, A BOT OT CKaHepa
TIOPTOB HE CKPOELIBEA, [IPABAA, A/TA €10 paloThl HCOOXOMMMO GO.ILIIE BPCMCHH.

Ho v o7 ckaepa noptor backdoor MOKeT CKPHITHCS, ToUHee, OH MOKET BOBCE He OT-
KphiRath nopros, Jymiumii cuocob cpaTats backdoor 0T CETERSIX aHAIWIATOPOR —
FCTION308aTE TIPH TIPOrpaMMupoBaniH Raw Sockets (CEIpEIe COKETEI), KK 3T0 IenalT
cuubdeprr. Ha ceppepe nporpaMma backdoor npocaymusaet pect Tpaduk, 1 eciin Bi-
JIHT NAKEThl, IOMEYEHHbIE CTELHANLHBIM 06pa30M, TO BBIMOTHAET MHCTPYKLHH, OMU-
caHHBie B HTHY MakeTax, XaKepy TONBKO OCTaeTcA HATIPARNATE MIMPOKOBEIIATEbHbE
HIH TPOCTO Ge3bIMSHMHEIE MaKeThl, AMEIOIIAE ONpeaeneH L WIeRTHHKATAp, UYToBH
Cepep BBIMONHAT HEOBXOUMEIE WHCTPYKIH.

‘VTunuta netstat B CKAHCPSI TIOPTOB HE MOTYT ONPEIETHTS CHudidepsl, HOITOMY OHM TYT
feccrTbHbl. OIHAKO A TPOCIYUIHBAHHS TpadHka ceTeBas KApTa ROMKHa paGoTaTh
B CNELMATHIHPOBANIIOM PEKHME, KOTOPBII JeTKO ONpeaeIsercs, 6C1H NPOCMOTPETb CO-
CTOAHMC CCTEBOrO MHTCphCiica KOMaHAOH ifeonfig.

14.4. He6eaonacHerit NFS

Texuonorna NFS (Network File System, ceTesan dajinoras crcrema) G6r1a paspaGotana
Komanei Sun Microsystoms 5 1989 rony. Haea Gruia reaukonenroi, JiaBo 1toas3o-
BaTeITh MOKET MOHTHPOBATE KATATOTH CEPBEPA K CBORH (hailnBOM CHCTEME M HCTIONbI0-
BaTh X, kak GYATO OHH MAXOAATCA HA KOMIILIOTEpe KIHEHTA. 3TO OueHb 10010 B CeTaX.
TloJTE30BATEBOKME KATATOTH MOTYT HAXOIUTHCA KA CEPBEpE 1 MOAKTIHATECA K KIHERTY
10 Mepe HanoGHOCTH. TakHM 0GpATOM, Bee (BARTE! GY/TYT XPAHHTECS (EHTPATHIORANKO,
2 MCIIOMB30BATECA, KAK DY/TO Ol HAXOAATCS JIOKATEHO.

Ho, Kax 5 yie roBophI, YIoGCTBO W 6e30NACHOCTE — HeCOBMECTHMEIE Bet, a NFS
cnuikem ynoGxa.
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OcHOBHLIE NPHHLHIE GE30MACHOCT H TIPOMIBOMMTENLHOCTH 3AKNANLIBAIOTCH Yoke Ha
FTane YCTAHOBKM, W BIOCHEACTENN ML yNeM TONLKO CENOBATE HM H PACIIMPSTL HALW
nosHaHuA.

2.1. Tloarotoska K ycTaHOBKe

Kaoli ncTpHByTHR yeranamiunams? 5T HE MOTY HUNEIO CORCTORATH, ITOTOMY 4TO BRIGOD
BCErda OCTAETCA 34 Bamu. OTaaliTe MPeANoyTeHMe TOMY, KOTOPHIA YOBIETBOPAST BALIHM
NOTPEBHOCTAM ¥ MOKET PelliNTh MOCTARNEHHLIE amauk. B pazd. 1.4 Mbl pacoMoTpeny
HauGo1ee TOMyApHBIE HA JAHHEIH MOMEHT IUCTPHOYTMBb M WX OCHOBHEIE OTIHHUA, YTO
OBNEIMIT KAM LPHHSIUE (IPABMILHALO PEUICHKA.

Tnano 4 upeanossar Ubuntu u Fedora, He sHio 104exy 1 0GbACHHTS HE MOLY, HO.
CY[IS [0 CTATHCTHKC PasiM4HbIX CAdToB B MuTepkere, B ToM wmcne u mo OC Linux,
wntesio Ubuntu SBISETCS CaMbIM TIOMYTAPHbIM AMCTPHGYTHEOM B Poccun. Ecmu yeta-
HABJMBATH CEPBEPHYIO BEPCHIO STOTO AMCTPHGYTHEA, TO OH GYAET CTaBHTLCA B TEKCTO-
BoM pexume, Cepsepy He HyaeH rpadguuecknii uHTepdCiic, OH TaM Jake JTHWHMEA. Mbl
KC B 9T0l KHHFe HEMHOTO 3aTPOHEM rpaduueckuii HHTepdeiic, XOTA GOMBIMYIO HacTh
BPEMEHH M0BENEM Pa3reBop o6 YTHIHTAX KOMAHAHON CTPOKH U KOH(HTYPALHOHHBIX
aiinax 1 yeTHM 0CHOBHOE BENMaHUE ceppepHof poi OC Linux

Baxksoe 2aveqanHe, KOTOPOS A QOJKEH CASNATh, — YCTAHABIMBAHTE CaMbiif CReMHit
CTabHAbUEIH THCTPMOYTHB, BITIOHAIOINMHA NOCTENHIO BEPCHIO SPA H TPHITONEHHIA.
M1 roBopHnT 1 Gyfes elle He pas NOKIOPATH, 110 KO HCEX POIPAMMAX ecTb OBy,
HPOCTO K HOROW BEPCHH O HUX GLLE HUKTO HE SHACT W HE CMORKET Hae Baomars ©. Kpove
TOTO, HAJO MOMHHTH, YTO NPOTPAMMHLIE CPEACTEA HEOOXOAMMO CBOEBPEMEHHO OGHOB-
Ts. LN BOCTIONEIOBATCS CTAPBIM MCTPHGYTHBOM, TO 0GBEM OSHOBNEHMH MOXET
OKa3aTHCH CIMIBKOM GosUrMM. He JTyWINE 1 yCTAHOBUTH Cpazy BCE HOBOE W MAKCH-
MATEHO GHICTPO 3ANYCTATS CEpHED B IKTILIYATANHH?

KpoMc TOro, ool yCT&HOBHTb CTApHil IVCTPHGYTHB ¥ KC OGHOBHTS CrO 710 MOCACAKGH
BCPCHH, TO B HEM, CKOPGH ECero, 6yTyT HMEThCH MIBECTHbIE XAKEPAN OIIHBKY, 2 SHAMAT,
OCTaHeTCA MOTeHNWATEHAA YTPO3a BINOMATE Bal cepeep. Ecni aToro we cienarot cpasy,
TO Y00 MOKET NPON3OATH B MoBOH MOMeNT. Eeiu BLl CHHTaRTe, YTO BALI CEPBEP HUKOMY
HE HYCH, TO CHbHO oltubacTecs, JIake NYCTHINKA KOMY-TO HyKHa.

Kal-To aBHbIM-ZIaBHO MO} 3HAKOMBIM CTIPOCILT MEHSE: "A MOMHO Y3HATh, Kak BIIOMATH
Linux-cepsep?" KOHEUHO e MOXKHO, ECITH Y PHATE COXPARHITICK, W HX HIKTO He yeren
yHuaroumuTh. MeHa CRAZA:IM ¢ FOPE-aIMMHHCTIATOPOM, CEPECP KOTOPOTC BAIOMAMH
Mepasiii BONPOC, KOTOPKI A 2a71a01, OKA3ANCA BECHMA YAAUHBIM, — KAKOH AUCTPUGYTHR
YCTaHOBNEH Ha CepBepe? AZIMHHUCTPATOP TOWHO HE 3HAT, TIOTOMY HTO eMy KTO-TO M0CO-
BETOBAT CPOUHO NEpeyCTAHOBHTH Linux. Tlepeycranoska — GAHANLHOE PeIeHHe, HO O
HE BCrA pelIAeT IPOTIEMY, OCOBCHHO ECIK IPODAENA B KOHDHIYPAIMK, & HE B CAMOM
ceprepe.

B pauHOM cnyyae aIMHBUCTPATOPY TlepeyCTAHOBKA TIOMOTNIa — OH HAllen JUCK, C KOTO-
pOro ycTaHasnmBan Linix WHOTO fleT Ha3az (M He OBHOBTAN ¢ TeX TOP), ¥ Ha HeM Ghio
Hamicaro Tph Hbepki: 6.22. Ja, oTo oueHb cTapas Bepehd, navana 2000 roaos. Tou-
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1 FTP, 410051 UMCTh BOIMOXHOCTS PAZMENIATS CBOM "Goesoit cor” Ha cepeepe. C mo-
MOLLIBIO 2HATH?3 HYPHATA Bbl GEICTPO Y3HAETe, KTO H MTO 3aKAUUBAIT.

Tocmotpuyt Ha cTpoky u3 daiita /var/log/xferlog (3aeck OATH IIMHHAL CTpoka pasbuTa
na ape):

Sun Jan 16 13:22:28 ZOCE 1 192.266.77.10 46668 /home/flenov/zendmail.cf
b or flenov ftp O * ¢

Ha nee suaHo, wTo 16 guBapa B 13:21 momsaoratens ¢ ampeca 192.168.77.10 ckazan
datin fhome/flenov/sendmail.cf.

1lpotoxon FTP ABsETCH HANGO:1ee ONACHBIM, TIOTOMY HTO UEPEY HETO AIOYMBILIGHHMK
MOKET CKAYATS CEX]IETHMIC JAHHKC (HAIPHMEp, halil ¢ MAPONEMH) MIM MONOKMUTE Ha
Ccopeep CEOK0 TIporpamty (B wacTHOCTH, rootkit wia TposHa), HeoBXomumo HayumTscs
NOHUMATh KaKAYIO 3AIMCH, HTOBLL BUATE, MTO MPOUCXOAUT ¢ haiinamm b cucTeme. Jla-
BAJiTE PACCMOTPHM B CTPOKC JKypHANa Kawkpli MapaveTp:

O nonuas AaTa, KOTOPas COCTOMT W3 [HA HEIEIIH, MECHILA, MM, BPEMEHN W 10/1a;
D NpoJo-UKUTENHIIOCTL Ceanca WIH BPeMs, TIOTPAYEHHOE Ha CKAYHRAHHE/3aKAYURAHWE
daiina;

B vt TP-8)(peE yARICHHOTO XOCTa:

pasMep (haii1a B Gaifrax;

oMb MyTs & Gaikty, KOTOPbIiE GbUT CKANAH WM 3aKaYaH;

THIL Lepeiatin — Gykea a (CMMBObHAR) MM b {GuHapHan);

uuuaoao

CHMBON, ONIPeNIENIAONIHE CTIiCUHANbHEIE JeficTRIS Haj dafmom:
o c—cKaT;

* U — pasapXuBHPOBAH;

* T — o6GpaGoTan nporpaMMoit tar;

& _ — He OBINO HAKAKMX JeficTauil;

O cHMBOT, OTIPEIENAOIWMN HANPABIEHHS Tepenaty: ¢ (CKAUMBAHWE C CEpREpa) MM i
(saxavwnanTe Ha ceprep);

O cuMBO11, OMpeensIoH THN MONBIOBATETH: & (AHOHUMHBIR), 4 (FOGTR) Wn r (aekicT-
BHTEIRHBII);

0 nokankHoe WM noMsiosateis, IR aHOHMMHBIX [O/b30BATEACH 3ECH MOKHO YEU-
neTs HoMep 1D;

a

HM#l CEPBHCA, OBLIHHO DTO C/IOBO ftF;

O cnoocof ayTentudekatmy. 30eck MOXKHO YBHAETE 0, ciiit Onpeenele NONTHIHOCTH
OTCYTCTBOBAIIO, MM | B ciy4ae HaeHTHuKaunu no RFC 931;

a

HACHTHGHKATOP TONB30BATENA, ECTU OH HE ONPEOSNCH, TO MOZKHO YBHACTS 3BEINOUKY;

O CHMBOI, OUPEXCSIOIAH COCTOARHE TICPElaaH; © (PO YENemAC) wiw = (Gbina
npeprara).
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B 5Toii Komaune [P-axpec MOXHO 3aMEHNTH JIOOKIM anpecoM B Baweh ceTh win B Ma-
TepHIeTe, HanpHMep:

ping miczosoft.com

Lleppas cTpoka — unpopmanmonaas, b nei oroSpaxaerces 1P-aapec kommploTepa, ¢ ko-
1OPLIM Gy/eT HIPONCXOMMTS OOMEH COOBILERMAMH (I BbI YKAIAIM CHMBO.IKHOE MMA
XOCTa, TO IMPOCTOH KoManxoH ping MO0 y3nath ero IP-aapec). B xonue cTpoxu yxaan
PASMED IAKETOR JAHHBIX, KOTOpHIE GyIyT OTIPARIS ThCA.

CrienoM Ha 9KPaHe HAYHYT NOABIATHCA CTPOKH BUIA:

61 byzes from 185.13.1. 2 ms

icmp_seq-1 ttl-64 tire

OTciona MBI yaHaem, uTo ¢ anpeca 195.18.1.41 Geirto monywero 64 Gaitra. Tlocne aBoeTo-
HHS OTOBPAKAIOTCA CHIENYIOWHE TAPAMETPEL

O icmp seq— HOMep MaKeTa. DTO ZHAEHME JOKHO NOCIETOBATETHHO YBENHTHBATECS
na eaunuy. Ecimu kaxoif-nuGo moMep 0TCYTCTBYET, TO 9TO 031IA4AST, YTO MAKET MoTe-
panca B HATepHeTE W He JOMIEN RO A7PECATA, MITH OTRET He REPHYNICA K BAM. IO MO-
JKeT MPOUCXOMHTH M3-33 HEYCTOHYHBOMH paboTbl 0Bopy0BaHyA, II0XOro KafeIsHOro
COCAMHCHMH WM B CIYHAC, KOJJ§ OilH W3 MADIIIPYTU3ATOPOR R CCTH MOWKIY KOMIIRIO-
TepaMK BEGPAT HENPABKITEHEIH YT 1 NAKET He AOCTHT MeCTa HasHAEHHA;

O tt.— Bpems KUIHM MakeTa. 1IpH OTMpaBKe NAKETA MY OTBOMTCR OMPEAC/EHIOe
BPEMA KHIAM, KOTOPOE 3/IALTCK LEAMM YHenoM. TTo yMoimannio & SoabinmHeThe
BEPCHA tti pasel 64, HO 3nadeHe MOXKET GITE HiMeHero. Kaxaotil MapwpyTusaTop
N Mepeiade TAKETa yMEHBWaET 510 uHAI0. KOT)@ 0HO CTAHORMTCH PABHBIM Ry,
NaKeT cuMTaeTCH 2aliTyIMBIINMCE M YHHUTOXAeTcs. Takim 06pazow, [0 3TOMy 3Ha-
HEHHIO MOXKUO NPHOIH3UTENIBIO CKA3ATE, CKOIBKO MAPUIPYTHIATOPOB BCTPETILIOCH Ha
yT;

O Line— BpeMs, 3aTPauCHHOS HA OXUIAHKE OTBETA. 10 3TOMY TapaMeTpy MOWXHO
CYHTb O CKOPOCTH CBASH W €€ CTaGHIBHOCTH, 6CITH SHAUCHHE NMapaMeTpa He CHIbHO
M3MEHAETCH OT TakeTa K nakeTy. Ho yduThIRaifTe, YTO BPEMR, 2aTpaveHHoE Ha OT-
NPaBKy H HOTYHCIHE NEPBOrO MAKETA, NOYTH BCErAa BLIUIS, OCOBENI0 NPH YKA3aiHK
uneend, a He IP. 3To cBA3sHo ¢ 3aTpatamy Ha mowck B Gaze DNS. Bee ocTansneie
NaKeTH! JOMHE! HATH PABROMEPHO.

Lt oTReT Ha kakoH-HUGYIb 3anpoc He GELT NONYHeH, TO BL YBHIMTE ConBLIEHNE 0 €0
rorepe. lonamTeCh, Toka TIOTPAMMa He OTTIPABAT 7—10 MakeToB, MTOGE Mo HX TIapaMeT-
PAM OLGHHTE KAUCCTRO CEA3H, M10CIE HeTO MOYKHO TIPEPBATH CEAHC HaXaTHEM KOMGHRaLMA
xaaspur <Ctrl>+<C>. B pe3ynyTaTe BL YBWIHTe KpaTKylO CTATHCTHKY 0OMeHa coobile-
HUMH: KOHYECTBO OTITPABIICHHBIX, TIOMYUHHBIX H [I0TEPAHKHBIX 11KETOR, & TRIOKE MHHY-
MATBHOE, CPEIHEE H MAKCUMATILHOS BpeMs 06MeHA TaKeTaMH.

BOT OCHOBHEIC ITAPAMETPEL, KOTOPEIS MOJKHO HCTIONB30BATE B KOMAHIS ping:

O -c n— 3amepmenue paGoTE MOCE OTOPABKY (M TIpAeMa) n MakeTo. Hampumep, Bbi
XOTHTE 0CAATH [Th 3aPOCOB, TOrAA KOMAHAA GyeT BbUILANETS CIeAYIOmuM ofpa-
30M: ping —c & 195.10.14.18;
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Veranoska OC Linux ctaHosuTes npotwe, a rpagusccknii nutepdeiic u ynoberso pabo-
TEI B HEKOTOPBIX CITyMasx He YCTYMAIOT CaMoji PAcTIpOCTPaHeHROH Ha HACTONBHBIX CHC-
Temax onepaupomiol cHeTeme Windows. CaMoe TMaBHoe, WTO MODAT TIONEIOBATENH
31o# OC, — 3T0 BO3MOKHOCTE HACTPANBAT.

Korma-to Windows 9x n e Windows XP MowHO B6lio HaCTpamsaTs Ha TIOGOM BKYC
M CYLIECTBOBAIA NPOTPAMMLI, KOTOPbIE W3MEHSITH BHELUHHKI BH. pabodero cTona 1o He-
yaasaevioci. B Windows Vista BOIMOXHOCTH 1O HACTPOMKE CHITLHO COKPATHIHCH,
2 ¢ IONHbIM HaMeHeHHEM patotero cToTa & Windows 8 MEHATE CTANO TPAKTHHECKH He-
Hero.

3a JonrHe roxw cyecTsoRaRkA Linux octanach mmbikoii. Ha nee moxuo yoranasimmars
PasNBUHLIC [PAdUUCCKHE OBONOUKH, MOKHO JIZKE CAENATE TaK, 4TO PabounH cToT cTa-
et seenagers kak Windows, kax Mac 08 X win jke kak Heano kocwmucekoe, FiMen-
HO 32 3Ty THGKOCTS LinuX JIOGAT BO BCeM Mupe.

Llouemy e Toraa ruGKoCTL HACTPOHKK 118 NIOMOraeT MPOLUBETAIHIY CHCTeMbI? Moe Mite-
HHE — TMPOCTO 3TO Majo KoMy HysHo. Koraa s 6umn cryaeirrom, To cam nwobna nactpan-
BaTh OC nog ceds, HIMEHATHL ee BHI, MTO-TC MEHSTh B Heapax. Celivac, Kora y MeHs
ecTi paboTa, Cemus, ATH, BpeMenH na noacGnyle pasaiedeHHs yie Ne octaeTcs. Mue
HYKHO BITIOWHTE KOMMBIOTEP M HauaTo paGoTaTs ¢ HUM cpasy, Ges kakmx-nuGo xonon-
HUTE/IHEIX HACTPOEK.

JU75 TaKvX Kax & BawH0, 4To6H OC Gb1na y106HA B KACHEA YKe M3 KOPODKH. A MORATHA
ynoGCTBa M KPACOTEL — 3T0 fenio Bkyca kawmoro. Tak, mue Hpasumuen Windows
10 8- BEPCUM, N TO:1bKO 8-40  TaK M He CMOT NoHATs. Mie Hpaeutea Mac OS X, no mo-
YeMy-TO 32 IOATHE TOAb A Tak ¥ He cMOT TomoBuTs ofoncuky pabouero ctona Unity,
katopas ucnonsayercs & Ubuntu Linux.

Mbi Gyricu paccmaTpHBaTH B 3T0H Kimre Ubuntu, MOToMY 970 OHa, CORNACHG CTATHETAKE
ViHTeprera, nenseTes cavoif TomynspHoi cGopioii Linux. Srofes yswars sty crarucru-
Ky, OCTATOYHO 3aliTH B PeTHHT mail.ru 1 MOCMOTPeTS MOBOM NOTyAPHbI OTKPBITHIH
caitr, Crarueruka mail.ru voxaswisact, ¢ kakux OC n ¢ kakux OpayscpuB saxoust
wa caliT nob3oBaTeny. Tak BOT, Cpey AMCTPHOYTHEOB LinUX ¢ OrpOMABIM OTPBIEOM Ha
neppom MecTe HaxoauTca Ubuntu, moatoMy UMCCT CMBICIT BRIGPATS MMCHHO CC.

HecMoTpsa Ha TO, UTO A OTPAHWUHNCA TONEKC ONHHM JNCTPHOYTHEOM, HIGOPMALIT H3
KHHTH GYIeT Mofe3Ha 1 TeM, KTO NPeINoYHTaeT MoGble Apyrie cbopku. B Mupe Linux
B pastudEbx OC uenoassyercs odens Muoro obmero. Kak s yixe ropopin, Mac OS X ot
komnauun Apple ocHopara Ha BSD (omH w3 papuanton UNTX-CHCTeM), H B Hell Tak #e
oueHb MHOTO 06mero ¢ Linux.

Tlouemy TaK RESHBAIONE HATMIRACTCA KHUTa? TO MADKCTHHIOBLI XX HAH NPOCTO Ka-
Ko#t-To TpIok? Korjia # HATHCAT NepRyIo KHWIY Mo TporpaMmupoRanmio Ha Delphi, 1o
OCHOBOI 1% Hee MOCITY)KIIN CTATM M3 XKypHata "Xaxep". Torma pejakuus IpeaioKn-
. wasmanme: "Delphi 1iasann xakepa”, Tier, 370 e MO FJa3a, MMEICH B RMAY CTHAL
SKYpHAIa, Befb A TOrAa BIVIOTHYO patioTal ¢ HUM U OYeHb MHOTO 18 Hero nucai. Ha
afifI0MKS TOR KHWrK A@KC CTI0BG "XaKep® G110 HANKCAHO B CTHE JKYPHATA,
BriocreICTRMH CTAITH HCTIONBIORATE 3TH "IM183a" H Vi APYTUX MOMX. KHHT, XOTA Hanuca-
HMe cloBO “"Xakep” NPHULIOCH MIMEHHTh — W3maTenbeTRo "Gameland” samperwno
opopmaTs ¢1080 "xaxep” Hx wpndToM.
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Explorer neoSxomuvo Beibpats meiio File | Properties (Daiin | Csolicrsa). |lepen pamit
OTKPOETCH OKHO, kak Ha prc. 5.6. OGpatTe BRRManme Ha tone Connection. Hagopma-
1IHR K HEM CHHIETEIBCTYET, YTO HeMoTB3yeTes ipotokon SSL 3.0 RC4 co 128-Grwoit
cxemolt LUdpoBaHHL.

JIng WHPOBAHMA HHTCPHCT-TpadHKA HYKCH CepTUhUKAT, KOTOPHi crowr flener. V ta-
KHX caliTop kak Microsoft, Googlo # ApYTHX CAHTOR ¢ ERICOKOH HAITYKOM A0CIATOAHO
MHOTO CepBepoR OGPABATHBAIOT 3ANPOCH KNHEHTOR. MONKHO, KOHEUHO, YCTAHABNARAT,
CepTHGHKAT Ha KTl KOMIIBIOTEP, @ MOJKIIO H 1le YCTAHABAMBATS. OBLIHO COpECpEL,
KOTopeie 06paGaTLIBAIOT 3AMPOCE], HAXONATCA YIKE B 3ALIMIIEHHOH CETH, U K ITHM Nepd3-
MOKHO TTOARMIOHHTECA H3BHE. TOMBKO OMPeIeNeHHEI KOMIBIOTEP, KOTOPBI BHNOMIET
DOVl MEIFO3, MOHET |OIKTIOMATECH K HHM, OF MepeiaeT TpAdUK H3BHE H PAcTpencIAcT
€ro TI0 cepBepaM. 3Ta AOCTATOWHO MPOCTAS CXEMA M TIOIBOJAET YCTAHOBUTH CEPTH(UMKAT
TOTBKO HA OAWH-CIHHCTBEHHGLA CepBep-umos. OH paciradpOBRIBAET TPADMK H HATIPAR-
NAeT €ro Janbiie yke He 3aIFIIEHHEIM Ha ONpeleneHHE MopT. A MO HOMepy nopTa
MOIKHO PELIHTb, ABISCTCH TPAGUK SALUMUICHHEIM HIH HET.

5.2.1. stunnel

B OC Linux 118 wadposaims 1 aemugposalua TpadHka YaLie BCETo WCTIONME3yeTcs
HpOIpaMMa stunnel. O/HAKO OHA JIMIL OPTARUAYET KAHAT U BEICTYTIAET NMOCPETHAKOM, 3
014 CAMOIO KOJMPOBAHWS MCMOMbayercs MakeT OpenSSL, AOCTYMHEIH B GoTbUMHCTBE
TCTpuGYTHROR Linux. BeposTHO, OH Y BAC Y3KE YCTAHORNEH, @ ecTH HeT, TO Ero TIerko
YCTAHOBUTS ¢ [IOMOWER CoOTBETCTBYROMIETO RPM-nakeTa ¢ MHCTATIALMONHOIO AMCKa.
bonee nompobuyio uihopmamo no OpenSSL u ero mocaenHHe OGHOBIEHHA MOXHO
DAHTH 113 calite www.openssl.org.

1B ocuopy OpenSSL noncwkelo npuMerente Mapsi Kmouch: OTKPLITOLO W 3aKPEITONO.
C NOMOUIEIO GTKPHITOTO KII0YA MOKIO TONBKO 3AKOIUPOBATH DAHHEIE, H OH NOCHLTACTCS
KJIHGHTOM Ha CEPBEp N0 OTKPBITOMY KaHWTy {OTCI0Aa H ero Hazpamue). Cepsep HCTOML-
3YCT €ro 1A KOIMPOBAHWA, HO WUTH PACUIMBPOBKH HCOGXOMMM 3aKPRITHIH KIKOY, KOTO-
Pl M3BECTEH TONEKO KIUEHTY.

Y nporpamy OpenSSL ¢ stunncl DMCHb MHOFO TIAPAMCTPOB, H PACCMAVDHRATH HX KCE
GeCCMBICTIEHHO, IOTOMY MTO ZAMOMHHTL BCE MPOGACMATHYHO, 18 H OGHYHO He HYKHO.
Jlytme pasBepem peanbibii OpAMEp H NO3HAKOMHMCA ¢ NANGO/NEE HACTO MCTIONEL3YEMEL-
MU aprymenTaMu.

Wrak, aaeaffTe s Hauana 3amycTHM HAa cepBepe NPOrpaMMy stunnel, KOTopas Gyxer
pacidpORLIBATE BXOMAIMA TpaWk o epelabaTh ero Ha KaKoH-HHGYAb (OPT, IANpH-
mep 25 (3meck paboraer SMTP-cepsep sendmail). [l 3TOFO BHINOMINTE CHEYIOUIYIO
KOMaILy:

stunnsl -p fusr/share/ssl/cert.pem -d 9302 -r 25

B nanHOM ciiyuae WCTIONBRYHOTCA TPH NApaMeTpa:

0 -p— KMoy, 10CTe KITOOTo ykavsisaeTes SSL-cepTaguKaT aBTOpHIALMAY, TIO YNMOMT-
HAHUK) YIKE COMIAHHEI BO BPeMA YCTaHOBKH OC MM NPOTPaMMbL sLunnz] W HEXO/H-
watica  daitne /ust/share/sslicert pem;





index-274_1.png
rNABA 9

Wntos e UHTepHeT

MBI Ve 3H2eM, KAK YCTAHOBHTL W HACTPOWTH cepeep Linux, caenats ero coeauHenne
GesonacHM W TOTKIIONATE OCHOBHEIE cepBlck. Ho Takue cyx0bl, Kak BeS-cepsep 1
IIEKTPOHHAA TIONTA, HCTIONBIVIOTCA He TONBKO B JTOKATLHON ceth, X MakcumankHele
TIpeHMyILIECTBA NPCABIAIOTCA [PH UHTErpaLun ¢ BeeMupron cethio.

Koraa MEI CTPOHM 10M, TO Y3k [IPH BO3BSIEHHH CTeH 3a00THMCs o GezomacHocTy, ycTa-
HaRJIMBas OKHA W JBEpH, TyMaeM of UX HaleKHOCTH, a 3aKOHYHB OTJETKY JOM3, CTABHM
CHrHATH3AUMIO. JIOM MBI YK€ NOCTPOHN H CAGTATH €ro 3alHWeHHEIM, HMEHHO MooTo-
My GE30NaCHOCTE COTH PACCMATPURANACH TICPROA. TCMCPH Ham HCOBXO/WIMO MOCTARHTH
JBepH, Uepe KOTOPhIE MOMHO Gy/eT BRIXOIMTE U3 doMa Ha yruuy (B Mureprer). [Tocne
3ABEPLICHHS BCEX HACTPOSK MBI MOBECHM HA HAIly OGHTENh CHTHATHAINI0 — CHCTEMBL
MOHUTODHHIA W BEIABACHNA aTak, KOTOPbIC BYAYT paceMaTpuBaTsed B 2adee /2.

B kawectse npepedi po Beemupiyio ceth GYAyT BHICTYMATH ULTIO3 M OPOKCH-CEPBOp
(Proxy). HMenHo 0 HUX TIGHIET pevb B 5TOM FIaBe, H Kak pa3 UX Mbl Gyfem nonpolHo
pacomarpunarh. Ho HACT{IORK CHUTH HE JAKARYUBASTCH KOHIDH'YPAPOAHHEN Cepuepa,
Ha KIHEHTE TOXe HeOOXOIMMO POH3BOIUTE ONpEleNeHHbIe NeACTRIA, ¢ KOTOPBIMI HAM
TAKOKE (PEACTOMT TIO3HAKOMUTECA.

9.1. Pa6ota npokcu-cepsepa

Hianauaiihio upokek-cepucph! (PToxy) CO3RUIMCH JUis PEIISHIS YIKOIO KPyId 3084, 4
MMCHHO JU1A K3UIHPOBAHWA JHHEEK, Monyyacyhix s Huteprera. Hanpumep, cotpysinu-
K Banrelt hupMEL paboTaioT Ha 100 KOMIbIOTEpAX, KOTOLIE NOIKITIOMAIOTCH K HiTepHe-
Ty Uepes O PHIMUECKMIT KAHAT CBA3H. He cexpeT, WTo 66:Tbias yacTs IoNLIOBATENeH
S4IPYIKALT 110 HECKOISKO Pa3 B JeHb OIHH W Te JKe CTPRHNIIbL, M Ka/KIbiif pas aTa sakavka
JBRHT HA KEHAI CRR3 4 TPAdIHK,

Crenaem nipocreiumuii pacwer. ExxeHeBHO Mbl o6paliaeMcs K NOMCKOBOH CHCTEME, Ha-
npumep, www.yahoo.com i www.google.com. Tereph MonCHHTaHTe, CKOTBKO TTPO-
MCXOINT 3arpy30K calita www.yahoo.com co 100 xomnutotepos. [Tonyuuted ymcno do-
niee 1000, noTOMy 4TO B CPEANeM HenopeK oGpalnaeTcs K NOMCKODHKAM 1ie Meliee 10 pa3
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3aHUVAET HAMHOTO MEHBIE MECTa, ero KOMHPOBAHHE HA CCTCBHIC PCCYPCHI MM 3AMICH
Ha chemmbie Hocutems (ZIP, JAZ, CD-R/RW, DVD-R/RW 1 2p.) 6yeT NPOWIBOIATECA
BricTpee. B MTOre MOWET BLITH, UTO 32TPATH! BPEMEHH H KOMUPORAHUE W NPOLIECCOP-
HOTO BPEMEHM Ha ApXWBHPOBAHME DYMYT WAESHTHUREI 3aTpaTaM Ha KOMHMpoBamue Ges
GPXUBMPORAHUS HIH JIKE MeHbIIIe.

TTpeskiie IeM CRAMATE KaKoM-THGO (aiill, peKoMerIyeTcs MOANOTOBUTE tar-apxi. [lo-
TOM HOCTATOYHO BHITIONHHTE KOMAHAY YTIAKORKH:

gzip -ypomens ¢aitT.tar
B KavecTBe KIOWa ~ysosess HYKHO YKA3ATh CTENEHbs KOMIPECCHH. MaKcAMabHBIi ypo-
BeHb paBeH 9. [locre 5TOro ykasbiBaeTca MMA tar-apxupa. /laBaiiTe coxmeM apXusublit
ait, kKoTopait Mbl co3zaNK w3 Karanora /home, npaMenaz HaHGONBLIYIO KOMIPECCHIO,
BhinonsuTe CIeayoLyO KoManay:

gzip -5 backup.tar

Tereps TPOCMOTPHTE COTEAHMOE KaTalora (Kovanga 1s). OGPaTATe BHAMaHVE, HTO
{paiia backup.tar Gonbme Het. BuecTo Hero mossnics backup.tar.gz, pasmep KoToporo
IHAYMTEABHO YMCHBIUHICH,

UroBHl pasapXMARpOBATS TaKoit (paiiil, MOKHO TOMB3OBATECS BCE TOH e KOMAHAOH =ar,

TOTBKO HEOGXOIUMO YKA3aTh KIFOHUH x:

cd /
tar xfz /home/backup. tar.gz

ITa KOMaHN2 CHaYANA pAlapXUBHpYeT gZ-halili ¥ TYT e PACTIAKORLIBAET tAr-aPXHB.

Ecam HeoBX0qMM0, W3 gz-(alina cHOBA TIONYHHTS far-apxWe (03 ero pacTaKoBKM), TO
MOIKHO BRIIOJHNTH KOMAH)LY:

3zin -d /hore/backus, tar.gz

TMocrie 5Toro Bbi cHoBa yauuTe daiin backup.tar, a backup.tar gz ueuesser.

Teneps BBl TOTOBEI HAMHCATL CBOMM CLEHApYt, KOTOpbIil Gyaer cobupats Katanord A
ApXMBHPOBAHNS B tar-(haiil, 4 3ATEM CKUMATH ero, YTOBH YMeHBINHTS pasvep. Ho Mo-
HO He MCTIONB30BATH BE KOMAHIIBI, 2 000HTHCE oniHoH. BOT Kak 370 nenaeTcs:

ez wvE - /aome | ge.p -22 > backup.t

oz
B aanHoM mpuMepe Mbl coGupaem B tar-apxup katagor /Home M TYT XK€ CKUMAEM ero
YTUNHTOR gZip.

Ilomumo gzip A1 apXHBUPOBAHKA HHOTTA HCTIONE3YETCA YTRITHTA COMPrESS, HO ¢e BO3-
MOMKHOCTH [0 CHATHIO HUKE, M K TOMY JK€ BOXPYT Hee BBUIM CKAHIATEL ¥ paiGupaTens-
©TBZ [0 NMOBOIY MHUEH3NHM. BONBUIHHCTBO AIMHHUCTPATOPOB YIKe NEPELUNIH Ha HCTIOTh-
30BAHHE gZiP, U A BAM PEKOMSHAYIO € CAMOTO Ha%alla IPHBLIKATE K 3TOM Iporpamme,

13.5.4. dump

Bce npepiTylume KOMAHILL, KOTOPBIE Mb! PACCMATPUBANY B NAHHOH TNaBe, He ABIAIOTCH
CHEIMAIMARPOBIHABIMI KOVARAAMH PEIEPRIPORARIA. DTO NPOCTO KOMAHIE! KOMApPOBa-
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Odunpanehas sepeus anpa OC noa womepoy 1.0 Gbina semymcsa 8 1994 romy. T. c.
Hepes TPH FOA NOGTE MEpBHIX "CyxoB” o Linux. Takas cKOpoCTs paspaboTkh Ghria fioc-
THTHYTa Gnaronaps GOMNBUIOMY KONMYECTBY NPOQECCHONANOB, KOTOPbIE COIACHITHCH
pasBUBATE HETepecHyIo 3amymKy JluHyca.

QC Linux — 3T0 MHOTOMOMB30BATEIRCKAN H MHOrO3aaa4Nasd CHCTEMA, KOTOPas 030N~
CT paGOTATE C KOMIHIOTCPOM Cpasy HCCKOEKHM TIONE30BATENAM H BEITIONHATE OJHOBpE-
MEHHO pasHBIE 3a1a4H.

Toucny ineHHo 312 OC MOAYiNA Taky:o TOTYAPHOCTS, Beab GHUIM H eCTh APYTHE OT-
KPBITSIE TIPOEKTE], HEKOTOPEIE M3 KOTOPEIX 10 peamkarm ake Tyuwe Linux? f cpasel-
BAK 3Ty MOMYIAPHOCTH ¢ TeéM, uTO Linux cospasanca xakepamu u nis xaxepos. Qucs
NPUATHO, KOT/AA Tl PaGOTAEIIb B ONEPALMIORHON CHCTEMe, B KOTOPOH eCTh HACTHUKA Tebd.
JhoS0# NONB30BATENE MOXKET BHOCHTL B MCXONHEI KON CHCTEMEI TIoBLIe H3MEHEHUs | ne
GOATLCA MPEC/TEI0BAIA CO CTOPOHEI 3AKOHE.

Linux — He eBHCTBEHHAs CBODOAHAA CHCTeMa H He eauticTBerHan OC, HOXomtbie KoLl
KOTopoli oTkpHITEI. Ho, HCCMOTpS Ha 5T0, HMeHHO OHa cTana momynapHol. OC Linux we
uaeaneHa, ¥ £ He GyTy TOBOPUTH, YTO OHA JTyGWIaf, HO, BCE e, OHA IIOKOPHITA Cepaua
MHJLIHONLOB, 4 MOKET JaKe MIUIHAPAOR, Moaeil. Eem yuecTs, 4To Linux senseres 4yte
1 e ofprumaTbHol OC KUTARUEB, TO eCciM MATHApHa NOMbIOBATENEH ellle Hel, To OH
TOHHO CKOPO NOTBHTER.

ManauansHo momynapHocTs Linux cpens afMHHICTPATOpOR pociia Guarojaps Tomy, uto
ata OC noanepxseana ocnosnpie cTannapter UNLX, k koTopemd otHocares POSIX,
System V n BSD. TIpu s10M ¢ucTema Opiia Haidcana ans AC1MCBON (N0 CPAaBHEHMIO C
nmoporocToAmHyH ceprepamMi Sun u IBM) miatdopyer x86 n obnanana Beemn neobxo-
IOUMEIME BO3MOXHOCTAMM. HMcronbays Linux, MHOTHe (HPMBL CMOFIH ONTHMA3HPOBATE
CBOW PACKO/IBI HA HBDPACTPYKTYPY MH(GOPMALKOHHEIX TexHotorui (MT) 3a cuer nepe-
BOIA HEKOTOPEIX CEPBEPHBIX 3aad Ha GeCIIaTHBI IPOMYKT.

A 0 IOMAWHYX NOJE30BATENAX 1 BOOOINE MOTIY, Belb A7 HMX no;HoueHHas UNIX G-
Mma CTMITKOM foporoit. Bopouem, He KaIoMy oHa H HYXHa, HO TeM, KOMY JTeHCTRHTE] b=
Ho Hyzna Geu1a UNIX, OHa OKazhIBanack He 110 KapMamy.

Cpeau nepecix 3a7a4, KOTOPLIE CTANM JIOBEPSTH Linux, - opramusanus peG-cepsepa, i
¢ weit >7a OC cripannseTes BeTukoMenHo. TPYIHO TOUHO OLEHHMIH, KAKOH 1[IOIENT X0c-
THHIOBbIX KOVIIHHH Ceffuac HeToMbayeT Linux, HO GONBUIMACTBO CTATHCTHYECKHX AHA-
30 NOKa3BIBAET, YT 1a Linux coBmecTHO ¢ cepsepom Apache npuxoaurea Gonbuas
VX 4ACTH, 110 HOKOTOPMM AauHbiy, Goce notosursl. Ho TyT 3acnyra e Tonsko Linux,
Ho i1 BeG-ceppepa Apache, KOTOPEI Taloke SecILIATEIl, HATEKEH U POCTO BENUKONENelL.

To, uto Linux crana Tak GLICTPO W XOPOWIO PA3BHBATECS HA CEPBEPAX, CBA3AHO ¢ M3Ha-
4ebHOH  XopowleH Mowlepakol ceTh. B e BpemeHa HA PBIHKC HPUCYTCTBOBAIA
MS DOS, Windows 95 To1kKO HauMHATA MOSBAATLCA, a B MS DOS He Geinoe Goratsix
CeTEBBIX BOIMOMHOCTEH, 5 Gbr cKasan, 4To TaM ROOGINE ANA PAGOTEL ¢ COTBIO MOYTH HU-
wero we G510, HacTpoiika MOKANHOR CETH MPERpAIIANACE B MYUSHHS.

Ha nannelii MOMeHT B Linux MoxHo coenars npaktaseckn see. Jus atoit OC yxe Hami-
CaHO MEOKECTBO NPOMYKTOB, KOTApHIE PACTIPOCTPARSIOTCA GECTUTATHO K TIOSBOTAIOT Pe-
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Ilo xobasame noIssoRaTenel BpYHHYI He OMeb YHOOHO, MoToMy uTO TpeGyeTew
3aH$POBATE i TIPOMACATE MAPONb, YTO He TaK YK M IpocTo. YToGel oGnernTs 3anary,
B naxer Samba BX/IKHEHA YTWIMTA sribpasswd, KOTOpas MPUHAMACT CACAYICIIME (1Apa-
MeTpEL:

O -a-— 10GaBHTL MONBE30BATENT B CHCTEMY. YUeTHas 3alich AOJLKHA YKe CYIIECTBO-
Bats B fetc/passwd. Hanpuvep, nasaifte mpormmuwen PoGepra, ¢ KOTOPBIM MBI ke He
pas paBoran:

ambpazswd -a robert

B OTHET Ha 570 TDOTPAMMA TONPOCHT HAC IHAACIB! BBECTH TAPOTh. YKAIAHHAS BAMM
KOMBUHAIA HHKAK HE BIVACT HA CHCTCMRGI TaPOTs M HCTIOTB3YETH TONBKO A
nocTyna k Samba. Taxun 06pasoM, MEOAH MOTYT OTAHHATECA. S| JUDKS PEKOMEHIYIO
crenaTh iux pasausawyn. OC Windows yMEeT 3an0MHHATE MaPOH W XPAHIS B CBO-
eif cricteme, 1 Bepen Windows 9x 1emaioT aTo HeGelomacHsm cniocobo. Eenu ano-
YMBILLTIEHHHK CMOXKET YKPACTS T1aPOMh Ha Samba, TO OH MPOHUKHET U B CHCTCMY;

0 -x— yaamims notkosaTens. YroGsl NCKMOUHTE PoGepTa M3 CHCTeMEI, RBITIONHITE
KOMAH]Ty srkpesswd -x robert;

O -u— HeAKTHBMPOBATE NOE30BATENA. EC/Is HeOBKOAUMO BPEMEHHO OTITIOYHTE 10C-
TYN 0% (0Nb30BATLA, HC AL €0 M3 CHCTEMBI, BHITIOIHATC KOMAHIY smbpasswd
-d robert. JlapaifTe MOCMOTPUM Ha CTPOKY, COOTRETCTBYIOMYIO Pobepry, mocne BhI-
TOSTHEHHA TOH KOMAHBL

ropert:500:81306393C11FL1T3EDS01TRCASTSETS: [JUX ] :LOT-41EAS18F

OBpatuTte BHUMaHUe, YTC B YETBEPTOM KOIOHKE B KBAAPATHBIX CKOGKAX HOABANACH
Gyksa D, OHa xaK pa3s 7 YKa3bIBAeT Ha TO, UTO 3aMHCh JeaKTHBHpoBaHa, Takum obpa-
30M Bbl JETKO MOXKETE OTIpEAe-IMTE, KAKHME 3AIHMCH AKTHBH, & KAKHE HET;

O -e — aKTHUBHPOBATH TI0B30BaATENA. C TIOMOUIBIO STON KOMAHIBL MOXKHO TOAKTKOYHTE
1eaKTHBHPOBAHHOTO PaHEe NOIE30BATENIS; sribpasswd e robert,

Ecmu 3alycTHTL smopasawd 6€3 MapaMeTPoB, TO Bl CMOKETE MOMEHATD CBOW Maponb, M
3T0 MOXHO GY/ET CrIeAaTs ¢ TEKYITHMU TIpaBaMH. BEINONTHEHHE BCeX OCTANBHEIX KOMAHIT
TPeGyeT pan AIMMHUCTPATOPE, TOSTOMY UX NPWIETCA BRIIOAHSATS C MCTONLIOBAHHEM
sudo,

Hanomnnaro, uTo ¢aiin /ete/samba/smbpasswd HemoIb3yeTe, ecl NapaliH NiepeaatoTes
T10 CETH B 3AUIMQPOBAHAOM BRIe. B 9TOM cTydae, WTOGKI NPETOCTABUTA AOCTYN k Samba
BCEM MOIB30BATENAM CHUCTEMbI, HEOOXOAWMO [N K@XIOrO BEINOJHWTL KOMAHAY
smdpasswd. ECTh CUEHAPHH, KOTOpbIE aBTOMATHIMPYKOT palioTy, HO WX HCTIONEI0BAHTIE He
oueHb 3pIEKTHBHO, IOTOMY 4TO OHM HE 3a/AKT MAPONA U, HAlle BCEro, NMEPETACKHBAIOT
BCEX MOb30BATENEH, JAXKE TeX, KIO HE OOMKCH HMCTh AOCTYHA B CHCTemy. K Ta-
MM TIOMbA0BATENAM OTHOCATCH CHCTEMHEIE YNETHBIE 3amvicy Tamia bin, adm, deamon
uap.
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Ry: T0eUT wter cuTeUT. Ho GBIBAIOT FCKIIOHGHW, HEKOTOPBIM TIPOTPaMMaM HYKOR By~
croposmwit ofMen Awwe Mo npotoxoy UDP. [IpocTo 310 MakeTs, KOTopsE HayT Ges
YCTAHOBKH COSAMHEHUS H He FAPaHTHPYIOT JOCTABKH.

Ecan kakan-nii60 TPorpamsa He paboTacT, TO YGGAHTECk, HT0 CyIIGCTEYKT NPaBRAa L1A
BCeX HeoOXOAMMBIX NOPTOR. HeKoTopble NMPOTOKONL! TPeGYIOT A0CTyna K ABYM M Goee
cetenbiM nopTam, IMocne 3Toro NpoBeprTe, YTOOR! 3aNWCh ¢ PaspellleNWeM IILTa paHbINe
GunsTpa sanpemenn.

He cTouT OTKpLIBATL JOCTYN K ONPEAENeniioMy MOPTY lia BEX KoMmnbroTepax. Hampu-
MCP, CCTH NPOCTO 10GaBUTL (HUALTP PA3PCLICHUA A BXOUAIMX Ha topT 80 nakeToe, 10 B
PesynLTaTe ITAr0 MOpT GYXET OTKPLIT Ha BeeX KoMMbHOTepax ceTh. Ho maneko e scem
o# HeodxoauM. TTpn GopMHPOBAHHHA MpaBHNa YKA3bIBAHTE HE TOMEKO TIOPT, HO M KOH-
kpeTusie [P-aapeca, a nie nensie cetr. DT0 KACAETCA CETEBOTO JKPALIA, KOTOPLII yeTaHaB-
NMBagTCH Ha TpasMue BateH ceTw i MHTEpHETa, a HE TICPCOHATHHOTO IKPaHa, KOTOPbIH
CTOMT HA KAKIIOM KOMITHIOTEPE.

Perysnpro jienaitre PEEpRRYIO KOIMIO NENouek. TN 51010 MOKHO COXPAHNTS HX CO-
AEPPKMMOE B OTAC/NBHOM MECTe (JKENATENBHO, HA APYrolf KOMMbIOTED M4 HA CMEHHBIA
HocuTems). Tora B cIyyae BOZHHKHOBEHUA POGIIEM MOYHO BHICTPO BOCCTAHOBHTS pa-
GOTAIOMME UETOUKY, 3 TCCTHPOBAHAE CETEBOTO JKPaHa ¢ HORBIMH NapaMeTpaMH nepene-
T ———

CefiHac HEKOTOPSIE CKAKYT, 9TO A KATHTAN-OYEBAMIOCTb 1 06OKaI0 GIOPOKPATHIO. DTo
We TaK, # KaK pas HeHaBIKy GIOPOKPATHIO W CAM HHOT/IA HADYIAI0 pOCTeiiiie Npasuta
6¢30TACHOCTH, HO He B TEX CIIYAsX, KOTIA 31O KACASTCH GE3OMACHOCTH 0C05O0 BAXHBIX
DaRHBIK.

4.11.1. Obxoa ceTesoro skpaHa

CeTeBoil JKpaH He MOXET 0GECTIUHTL aGCOMATHON Ge30MacHoCTH, NOTOMY YTO aTo-
PUTM ero paGoTh! HecoBeplieHeH. B HAUIeM MHpe HET INTETo Ge3ympeuHOTO, CTOMpO-
LCHTHO HAACKHOTO, HHAYe KH3HD CTana Gbl CKyHHOM W HCUHTCPCCHOM.

Kak Firewall samuuzaet samm koMmsiotep win cepaep? Bee Gasupyetcs Ha onpeener-
HAIX IABKIIAX, 110 KOTOPBIM SKPSH IPOREPAET KECh HIPOXOARIMA HEPEs CETEBOR MH-
Tepbehic TpadHK W BRIHOCHT PELIEHHE O BOIMOXKHOCTH ero nponycka. I[o He cyulect-
BYeT Takoro (JUALTPA, KpOMe aGCOMOTHOrO 3aMpeTa, KOTOPHIA MoweT ofecreduTs
OMHY10 Ge30MacHOCTS, M HET TAKOFO NPABWIa, KOTOPOE Heb3s oGOMTH.

Ha 6oacIuuHCTRE CeTeBLIX 9KPAHOR BOIMOXKHO peannsoats ataky DoS. 3ta ataka nerko
OpraHu3ycTCs B ZIBYX CITyHasx:

O MOIIHOCTS KAHATA TOYMBIILIEHHHKA SOTBILLE, YeM ¥ BAC;

O ra cepeepe ecTs 3anaua, Tpefytomas GOTLIIMX PECYPCOB KOMIBIOTEPA, H €CTH BO3-

MOKHOCTb €¢ BBINIOTHHTS.

CereBoii DKpain - - 9TO CIOKHAA NPOrPAMMIAS CHCTEMA, KOTOPOH HeOGXOmMM 3Hauu-
TETBHBIH TEXHAYECKNiA NOTEHIIHAN [11 AHATH3A BCETO NPOXOMAmEre Tpaduka, Gonsman
43CTH KOTOPOTO TPATUTCA Ha MAKETH C YCTAHOBNEHHEIM (LIATOM syn, T. €. Ha 3aMpOC Co-
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Teneph PACCMOTPHM HECKONBKO NPHMEPOR.
on 5 « =+ Jhor

Flenov/oackipl_seript.

31€Ch SIOIHEHR TOIRKO Hachl W MHYTH, TAK KaK OGTA/IhHAIG IGDAMETPH HE YKUSaHBL,
To KOMaRa GYAET BUTIONHATECH KSIRCBHO B 5 YTPa, BHE ARMCHMOSTH OT JIHA HEAGTH,
HHCIA MK MCCAUA.

00 20 * * 1 /home/flenov/backup2_scripz

DTa kOMaHIA BRIMOTHAET (alin cueHapus KakIslil NOHENETHUK (JeHk Hedenn paseH 1)
5 20:00.

00 * * * * /home/flz

packup3_script
Taxas KOMaHZA BYIeT BbINOJIHATLCA KKABL Hac posHO B 00 MHHYT.

BHAMAHKE!
Ecnu mb aanycTute nporpammy crontab U, HE BBEAA KOMaHA, HAKMETE KOMBIHALMIO KNa-
UMW <Cirl>+<D>, T0 BCE NPEALIAYLIME 33AGHUA COTPYTCA. ByMIbTe BHAMATNbHA, ANS Bhi-
X008 U3 NPOFPAMMEI 583 COXPEHEHUS 1CTIDNL3YITe TOMBKO KOMBUHELWKO <Ctrl>-+<C>.
TIOMHMO 3TOTO, ¥ CepRECA CTON €CTh HECKOMbKO IOMOMHHTENBHBIX KATANIOrOB, YIPO-
AKX CO3NAHMC PACTIHCAHMH, Pacnipesieienne BBIOTHAEMbIX CUEHAPHER MO KaTalo-
ramt:
O fete/eron.hourly — esxeacho;

0 Jete/cron.daily — excensento;

0 Jotc/oron.weekly — cenencs

0 Jete/eron.monthly — exemecnurio.

Bpoiie Bee IPOCTO, HO CTI CLEHAPHIA BITIONHAETCS eeHEAT6HO, TO & KAKOE BPEMA U B
KaKofi AeHs Heacau? Dce CTaHeT ACHO, KOAA Bhl NIOCMOTPHTE HA KOHGUTYPAUHOHHBI
ARA cepenca cron (ajin /etc/crontab, B ey ecTL CeayIOnne CTPOKH:

0L * * * * root run-parts /etc/cron.hourly
02 4 * * * root run-parts /etc/cron.daily

4% * 0 root run-parte /etc/cron.weckly
41 * * voor run-parts fete/cron.nonthly

SR

B Hauasie CTPOKH YKAI6BAETCA BPEMS BEINOTHEHRS. BbI MOXeTe H3MEHKTH €ro TaK, 9To
cucHapuy u3 Katalora /cte/cron.monthly HauHyT BRIMONHATECA excuacHo. Tak 4TO Ha-
3BAHNS UVCTO CHMBOTMUECKHE W TONBKO (10 YMOMUAHWIO, OHH NETKO MEHAIOTCS.
QGpaTuTe TakKe BHUMAHUE, UTO B ¥TUX KATAOTAX YK€ SCTh CLCHAPHH, W BCE HEHY)KHBIC
MOKHO Y5PpaTh, UTOGH! USIHILKC HC HAFPYKATE CHCTEMY, WIH JANNARNPOBATE HX BHIION-
HEHKE HA APYIOS BpeMA.

TFroGel NPOCMOTNETR CHMEOK CYNIECTRYKINMX S4/HAR, RELIONHUTS KOMARLY =rontab
¢ mapameTpom -1. JL1s penakTMpOBaHHA ke CONAHHBIX 3anuceil BBINONHHTE KOMAHIY
B <k © [apaMeTpoM —=. B OTBET Ha 3T0 3aIyCTHTCA TEKCTOBEIA PEJAKTOP, B KOTOPOM
MOKHO KOPDEKTHPOBATL 3AIHCH.
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Komnbiotep He Q0/KeH Mnepesarpyartes Ge3 Bawero Benoma. Ecnn 310 npousowuno, To
NPOBEPHT KYPHATS! & BHIACHATE, 110 KAKOH TIPHUFHE K KOTIA 370 CIYwriocs. MomexT
LOCHEAHEH 3aIPysKH Linux 1Ko y3HaTh ¢ HOMOBSLIO KOMAH,bI Unt ime.,

ClemuTe 32 NOBTOPAIOIIEMUCA 3ATHCAMY, 0coGerto of apropmiaip. Ecan Ha Kakom-
TGO CepBACE IPOHCXOAKT MHOTO TIONEITOK BXOAA ¢ HEREPHROM MISHTH(UKALKEH NONL-
20BATENS, 9TO MOKET FOBOPHT 0 TOM, 4T BYIOMIIK IEITAETCA T0X0BPATE NApOh.

EC/TH BEI 3aMETHITH MTO-TO MOJ03PHTETEHOE (C YUETOM TIEPEUHCIEHHOrD), TO ClelyeT
BLIACHWTD, OTKYIa WIET MOTEHIHARBHAs Yrposa, a uveHHo [P-agpec U pacnonoxenvie
CETH aTaKyrowero. [ NpeAoTBpalleH s JanbHeHIIHX IHCTBHI CO CTOPOHBI BANOMIIMKA
MOKHO H3MEHHTS TIOTIHTHKY CETERONO SKPaNa, 0GABHE 2AMHCH, 2ATIPEMIAIOLIYIO TIOGHIe
MOAKTOYENA CO CTOPOIIL] ATAKYIOIETO XOCTA.

Tlpk aHATU3e HCYPHANA HyKHO GHITh OeHb GIUTEBHEIM i OBPAIIATS BHHMAHWE HA Kak-
nyro Mesous, Haopyumep, 9To0bI TOX0GPaTh Naponk, MMOYMBILTCHHHK MOMET HCIIONB30-
BATh PA3THYHBIE MCTO1bl MACKHPORKH, B YACTHOCTH, OH MOXET CAMOCTOATE/LHO 30HChi-
BaTh B KYPHAT MOUIOKHBIE JATHCH.

Fean xaxep GyqetT 10a0upath naposik NPOCTHIM NEPeGOpoM, TO B JIGFKO YBUNTE
BonbIIOE KONHUECTBO HeYNAUHEIX TIONBITOK BOATH MO OTIpeeTeHHBIM TIOTh30BaTeNneM,
T. K. TIPH 3TOM B JKypHane /var/log/messages noABIACTCA 3aIHCH BPOAE ITOH:

Feb 12 17:31:27 Flencwi Login (pam unixi [1238]: a:thentication fallure;

tt:

Logname=LOGIN uid=0 cuid cot.

tyl ruse

= user:

TMapameTp loginipam nix! YKA3bIBAET Ha TO, UTO XaKep TOJLKO MBITASTCA BOHTH B CHC-
TeMy. ECTH OH yike NPOHHK B CHCTEMY, HO HEYZIaHO HCIIONb30BAN KOMAHIY su, TO B TI0-
ne lcgrame OyHeT WMA, IOJ KOTOPLIM XaKep HaXOJMTCA B CHCTeMe, W TEKCT
loginfpam unix) GyNeT 3aMeHEeH HA su{pam_unix),

To TaKofi CTPOKS BbI CTKO CMOYKETE OMPENEIHTS, HTD 370 ATOYMHULICHHHK, H GHCTPO
Haitti ero. Ho XaKep MOXET HAKWIATh B AYPHAI CRONX 3alTHCeH, KOTOpEIE GYIYT YKasbi-
8aTh HA APYrAX NONB30BATE/IEH, TOLIA CPEH BOEX ITHX SAIHCEH HakTK peanbrylo Gyxer
OMCHB cnoHO. Hanpumep, ¢ NOMOLIBIO CACAYIOWEH KOMaHIE! XaKep MOXCT J0DABHTE
B KYPHAT CTPOKY, KOTOpast GYICT MACHTHYAA OUIMGKE ayTeHTHOHKAMN:

logger -p kern.aler: -t 'su(pam umix}’ "authentication fazlurs ; \

Tognarerobert uid=0 muld 0 try ttyl ruser- vhost usar reos
K 06bciiHo, OBPATHAR KOCAR E[IA CHYRWT IECH IR PRSGUEHU JLIMHAOH KOMAH)IN Ha
ZiBe CTPOKH.

B oTBET Ha Ty KOMAHAY B XypHare GyNeT CO3IANa NPUMEPHO CIGMIYIOWAs 3anHCh:

Feb 12 17:31:
“oqnanesrobert wid=0 suid=0 rry=teyl ruser= rhost= user=roor

7 Flenovd login(pam_unix} [1238]: authentication failure;

Teneph NPEACTARMM, HTO XaKEP HAKWIAN CTPOK, B KOTOPHIX N0/1E Loynzn: BCETAa PasHoe.
BLULEITHTS 13 HUX PeaTbHbie MPAKTIHUECKM HEBOIMOAHO.

XOpotro, ecnM NpR BEITONHEHHH NPOTPAMME! _ogger Xakep He GyneT HCmomb3oBaTh
KIMOH ~t, & YKaykeT KOMaHy cleyiowmuM oSpasom:





index-225_1.png
224 Inasa 6

Ho 3nech Halo coenath 0aHO 3aMerianie — B Linux o6paTHas Kocad uepra (\) gBisercsa
ey #eBHLIM CHMBOIOM, TOITOMY KX TAKOH IHAK JOKEH 3AMEHATBCA IBYMA CHM-
Bonami . Tockonsky & Hauane UNC-MMEHH HIYT '\, 70 ORI 3AMEHAKYICH HA YETSIPE
oBpaTHEIX KOCHIX HePTEl, W TPUBEIEHHBIH 37eCch anpec NOMKEH OBITE RBRENCH Tak:
WAAA132.163. 1. 1\ Elenov.

WTak, 1A NONKNIOUEHHS K PeCYPey BHINONHASM KOMaHay:

smocliert \\\\182.168.2.1%\71lenoy

Fau an ofpaniaerecn  pecy]ey, koTophifi TpefyeT aRTOpHIAUMH, HEOBXOMMO YKAZATH
WM NONE30BATEIA, OONANAIOWEro MPABAMM:

smoclient. \\VA162.168.1.1\\Flenov —17 Flenov

TIpk YRauHOM MOAKIIOMEHHH K OTKPRITOMY PECYPCY BBl YBHAUTE TAKOE NPHITIAIEHAE:
Smb: >

Teneps MOHO BHIONEATS PAsTHYHLIE onepauun ian dailnamm, UTobe ysnarw, kakde
KOMAHJTRI IOCTYTIHRI, RRETHTE JIPEKTHRY help WIH 3HaK Bompoca (7). KoMamumpl, KoTo-
phie BEL YBHIUTE, OYEHL MOXOMKM 1a koMauas 1'1P (Gomee moapobuo ¢ I'IP Mt nosia-
KoMuMcs B 2aase 10, oM. Taioke npuiodcenue 1). J% OTKITIONEHA OT pecypca HEoBxo-
JUAMO BITIOIHITH KOMAH)TY oxit.

BobitHCTEO ANCTPUGYTUEGE LinUX BKMIOWAIOT cTamnapTHbit naker Samba M Hiero
Gonbute. A pegs B HHTepHeTe MOXHO HallTH CTOPOHHHE pa3paGOTKH, KOTOPHIE NIO3RONS-
10T MOHTRPOBATE OTKPLITLIE B Samba pecypeLr » paiinosyio cueTeMy Linux Tak e, Kak
mnekety uan CD-ROM, unn pabotats c ofIMMs pecypcaMH B TPaQUHECKOM Pexume,
xak 5To Zemaetcr B Windows. Qnrako nmeiiTe 1 8,1y, 910 310 He Beerj@ Ge3oacHo.

6.5. Passutue Samba

Xoren cepruc Samha MMeET ARHIOK HCTODHIO M BNIOAG YCTOMMMBAIA KO, OH MPOAOI-
aeT palsueaTscd. Bo Bpema mOATOTOBKH 3TOH KHHIH MOCTEIHAS CTaOWIGHAA BEPCIs
nporpamMMer imeeT Homep 3.5, Bee BepcuH, Haunrad ¢ 3.0, HMEIOT BOSMOXKHOCTD TOA-
(CTouATECA K JomeHy Active Directury, . e. Kk Citywe KETRIOTOR, NPORMIHEVOi U Past-
Busacwoii Gupmoii Microsoft co powenn mhmyora Windows 2000 Server. Onmao
B KaYeCTBE KOHTpoO/Nepa nomexa Active Directory cepsep Samba noka BHCTyNaTh He
MoKerT. 13 mactosimiee Bpema paspaGateiBactcs Bepens 4.0 cepsepa Samba, koTopas
SYIeT MAIIIEHa ITOND HEOCTATKA, M TOINA MOXHO GY/ICT IOMHOCTRIO Josepurh Linux
COPRCPHYK) HAGT CCTH, KAHGHTCKHE KOMIIbIOTCPb! KOTOpOli paboTatot non Windows.

Texywce cocTosnuc paspaBotka Samba MOKHO yIHATh Ha caiiTe NpOSKTA WWW.
samba.org.
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KIACCHHECKHMH NPUMED YKA3auma npas JOCTYTA, MeodxonuMbix toGoMy BeG-cepsepy,
. . paspewenue oGpauteni K 80-My TOPTY HAUIETO KOMIBIOTEP W BOSBPAT AGHHBIX OT
HAIEro KOMTIBIOTepa:

iptables -A INPUT -p t
iptables -A CUTRUT -p tcp -m tcp

-m tcp --sport 80 -3 ACCEET
dport 8C -: ACCIZLT

B niepBoif cTpoKe MBI 100aBNASM HOROE NMPABHJIO B IENouky INEUT, [Tparumno mefcrayer
Ha mpoToko1 TCP, o WeM FOBOPHT IHAUCHIE tep KIOua . Beb-cepBep HCTIONbIyeT Kak
Ppa3 ITOT NPOTOKON [LTA TIEPEAAUH JAHHBIX. C HOMOILIBIO KIOUA —-sport YKA3HBASM TOPT
MCTOYHHKA JAHHBIX: 8, 1, HaKOWEN, MOCTCRHME MapamMeTp -; ACCEPT YKa3BIBAeT, HTO
€CITH NaKeT COOTBETCTRYET ACEM PABIIAM, TO HyXKHO ero POMYCTHTS i 056PaGOTATE.
Crnoxno? [TonpoGyio APYTUMH CTOBAMH: NepBasA CTPOKA paspemiaeT Jrobke BXOASUIHE
naketsl 1o mpotokony TCP, B KOTOPHIX IPOHCXOMHT MOAIKIOYekHe Ha Topt 80. Bropas
CTPOKa paspemmae T Nepefanars OTEETE O CEpRepa.

Jina TOro utoGbl pa3peiuTs NOAKICYEHNR TI0 hitps, HYXHO A06aBHTS CheIyiomue IBe
cTpokn:

iptables -\ INEUT —p top -m tep
iptables -4 CUIBUT -p tcp ~m tep

Dot 443 -] ACCRPT
dport 443 - BCCEFT

e EHACTCA 10 K CAVOE, TONLKO PAPEIACTES PaboTa ¢ lopTom 443,
Crieayionuti nipuMep paspeuract noxioserHs o SSH:

igtables -A INFUT -p tep --dport 22 —j ACCEPT
irtables A CUTEUT -p udp —-spcrt 22 -3 ACCEET

Criefiyloman ROMHAA cO3TacT PWIHTP, TI0 KOTOPOMY 3alpei@ercs MpuHwmars Echo-
JANPOCH 0T UOBRIX KOMITRIOTEPOR

iptables -A INEUT -s 0/C -d localhcst %

-p icmp ——icmp-type echo-request —j DROP

3meck -» 0/0 YKA3KIBAET, HTO NPABILIO OTHOCHTCA KO BoeM aapecam otnpasurens. Kak 0
BCETIa, CHMBON \ yKaskIBaeT Ha TO, YTO CNENYIONAA CTPOka ABJASTCH TPOAOIDKEHHEM
KoMareL. BEl MOYeETE yGpaTh 3TOT CHMBOA # ZAMHCATS BCE B OFHY CTPOKY.

Caenyrouan komana sanpewet aoetyn k FTP-nopry:

iptables -A INPUT - 0/C -d localhost -p tep —-dport 21 - DROE

UroBhl 3aNpeTuTs JOCTYT ¢ ONPENSNSHHOTO WRTepdelica, T06aRMM KITOY -1 W yKakeM
nHTCpPgIcHC etho:

iptables A INECT i eth0 s 0/C d localhest p tep --dport 21 % DRO?

Teneps 3anpeTHM MCXOAUIKE MaKeTh ¢ TOpTa 21. JI1A ITOrO KCIIONE3YEM KOMAHIY:
iptables A OUTRUT 1 eth0 -s local1ost ~d 3/0 p tep —-dport 21 j DRGP

CueHb MONFOH 0COBEHHOCTRI iptables ARIAETCA HOIMOKHOCTB TPOBEPKH COASMIKHMO-
o MakeToR. ITO 0¥eHR YAOGHO, HanpuMep, Aa GUIkTpaunn eeb-3anpocos. Moko pas-
PELINTE HOCTYT K MOPTY 80, HO KORTPONMPORATE, YTOGL! MAKETEL CONEPAANM TOTLKO J10-
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JoTepos ¢ nponeccopoy Pentium. OC He ncnonssosana DMA B nesiax CoBMeCTHMOCTH
¢ Gosee CTAPLIMH KOMIIBIOTEPAMHM, [OSTOMY (YHKUHMIO MPHXOAKIOCH BKJIOHATH CAMO-
CTOSTENLIIO0,

B cobpemenHsix aMcTpubyTHBaX nonnepika DMA yke simoueHa, Ho paboTy unwe-
CTepa MOYHO W JATHIIC ONTHMUSAPOBATH, J17 TCCTHPOBAMA H HACTPOHKM HCCTKOND
AMCKa CYXAT YTHIHTA hdparmu, A5 OMIPEIeNenns CKOPOCTH paboTL! INCKa BLIMOTHUTE
KOMaHIly € iTIOUOM -t

hdpazm. -t /dev/hda
B oTReT BEI TIOMYUHTE cOOGIIEHNE THIA:
4 MB in 3.02 seconds = 21.19MB/sec

TonpoByiTe B KateCTBE MapaMeTpa YKa3aTh Pa3ien:

Timing buffered disk read:

hdparr. /dev/hda2

B peaynerate GyayT BhIBEI@HET TAPAMETPEI KECTKOTO AHCKA:

/devihdaz:

raltcouns 128 (e

TO_supporl. 0 (default 16-bil)

vmaskirg 0 (off;

using_dia 1 o

tespsettings = O (off]

resdonly -0 (aff)

resdahead 8 (om)

qeometry — 2088/258/53, sectore — 12515560, srart - 102816

M3 370r0 cO0GIIEHHS MOXKHO Y3HATH MHOMO HHTEDECHOTO:

7 o tours — KOTHECCTBO CIOB, HHTAGMBIX 33 OXHH TAKT. Ta OIUFS QONAH GMTh
BITICHCHA, ¥ XKCIATEIBHO YCTaHOBHTS 3HA4CHHE 128, DTO MOIKET OBBICHTS TIPOH3BO-
AnTeEROCTS Ha 3050 %. [L1 MSMEHSHHA 3HAUCRTA CITY/RRT KIS -, TIE X — 5T0
YCTAHBIHEAEOE AHAUCHHE;

3 using_ina — pesum DMA. JUTa BRITIOSCRAS IPAMERACTCA KITOW -3

O 10_suppart — PeXAM A0CTYTa K IHCKY. TI0 yMONMaHMIO CTOKT 16-5urHel, O ceiivac
YK MOAQIO HETIOTE3084T6 32-GHTIIH pesan. [t BIOUOHEIII CIY AT K0 --c3.

3To OcHOBHbIE TPH NAPAMETPA, KOTOPHIE MOTYT PEATHHO MOBGICHTH NPOMIBOIHTENE-
HOCTE, UTak, AapaiiTe YCTAHOBHM 3HAUCHI B COOTBETCTBHH C TIPHBEICHHEIMA PEKOMEH-
aurm. 1A 51010 BhLIONHATE KOMEH/Y: N

hdparm -m128dlc3 /dav/ada
Kak BuguTe, MBI NPOCTO MCPCHHCIWIN BCC KTIOUM M YKasatu AHCK /dev/hda, OBparure

RHUMAHHC, 4TO DM ONPCACICHUH YCTPOUCTEA HC CTOMT HUKAKHX [U(DP, KOTOPHIC yKa3hl-
Bany Ol HA pazden, T. K. AOCTYN MOKHO HIMEHHTH TONBKO HKECTKOMY [HCKY B LICA0M.

Tlocne n3MEHEHNA MAPAMETPOl X HEOGXONMO COXPAHHTE € HOMOLIBE) KOMaHIBI
ndparm -k1 /dev/hda
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KOTOpEI® ynpouIaloT obHoNeHwe, Hanpumep Dinamic Kernel Module Support, koTopbrit
NO3BONACT AMHAMMMECKH NEPEKOMIMIMPOBATD AAPO MPH YCTAHOBKE HOBOI Bepcuy. Tak
YTO KOAM4ECTEO THUIHUX ACHCTBHH ACHCTBHTCALHO DUCHD MO,

2.13. YcTaHoBKA AONOMHUTENBHEIX NAKeTOos

JlaBHBIM-IABHO, KOTHa TONBKO uTO pazsamwicst Coserckuit CoM02, W Caxap JaBamH (1o
Tanolam, IPorpamMMLl b LiluX yCTANABMMBATACL ¢ NOMOWILIO HX KOMIMMPOBAIN U3
HexommHKoB, 3To aBano Bosmontocts OC paboTaTh Ha pashow xenese, a UNIX-
CHCTEMBL, K KOTODHIM OTHOCHTCS ¥ LiNUX, TOT/a A0TKHEL G511 paBOTaTS He TONBKO Ha
nponeccopax Intel, Ho 1 1a npoweccopax IBM wik Sun, KOTOpSIE He COBMECTHMSI C HH-
crpyxumavy Intel. B Te Bpemena UMENO CMBICT PAacmpoCTPAHATE NPOTPAMMEL B HCXO[T-
HbIX KOJaX Ha f3bike C ¥ 13 OTOro HCXOANOre Koga cofHpaTh MporpaMmMLl MO PasiLe
IaThopML.

Ceffwac nommrupyer Intel i ero HaGop WeeTpyKuwwH. Brwwaifwuit kowkypent AMD
HPOHIROLHT CORMECTHMBIE 1TPOICCCOPL, 1 Amice Apple (ganmiit oGiTeit TBM) rome
nepewsen ¢ npougccopos PowerPC wa Intel

Bee MeHbInE pa3uOOGpaINA U Bee GOTHUIE [IOMLIOBATENEN KOMILIOTEPOB B MHpe. B Ta-
KO CHTYaUMH fle MMEeT CMbICNIA 32CTaBNATh NMOTbIOBATENEH KOMITHIHPOBATL NporpaM-
ME! W3 HCKOIHEIX KoZIOK, 7 pazpaGoTamiar Red Hat peuniny cosmaTs Golee MpocTolf me-
TOZ YOTAHOBKM — rpm. 3TO MpOrpamma 1 dopmaT daiina B 0aHOM (AKOKHE, KOTOpas
VCTaHABMBAET YKe 3apaHee OTKOMITHIMPOBAHHEIE TPHIOKeHUS. TaKie NAKETH! IOCTA-
TOMHO ACTKO HaiiTH B FHTCPHOTS WITH B CTICHMATBHbIX POTIOIHTOPHAK TPOHSBONHTCIIC
HCTPUBY THROB.

Pazpatioramicn Debian (Ha Hem ocxosan Ubuntu) 1onuua apyram tyres. Onu peuni
c031aTh GoNee NPOABUHYTHHA MHCTPYMEHT, KOTOPbIH GYIeT He TOMbKO YCTAaHABIMBATHL
TIPOTPAMMY, HO U CTEAWTE 32 3aBHCHMOCTSMM. JIa paGoThi kakoi-TO onpefeNeHHOR
NIPOTPaMMEL MOXKCT MOHANOBHTLCA OTIPCACICHHAA GHEIMOTCKa, B Hy/KHO, HTODE: MpO-
[PAMMA YCTAHOBKI MOTIA CAMOCTOATENBHO HAXOMUTH TAKUE 3ABHCHMBIE GHOIHOTERY 1
YCTAlIABAKBATE B CHCTEMY.

3asucHMocTH B Linux JeT AecaTh Hazan Gbiak Cepbeanoit NpobieMoit, HOTOMy HTO TpH-
NOJKeIHA MOLIH lle paGOTATL N0 HENONATHLIM IPHYHEAM (B OCHOBHOM, H3-33 OTCYTCTBHA
HyKHO# GROMHOTeKH), H ACE 3TO PHXOMANOCK PEIIATh PyYKAaMH. 370 OIHA W3 NPHSHH, 110
KOTopoft LinlX B CBOG BpeMs 3aBOBANA CIABY CAOKHOTO AMCTPHGYTUBA, XOTA OH Y&
JIABHO TAKOBbIM 1(€ ABISETCS.

Virak, Debian cosiaer cBOH MHCTPYMeHT W Haabisaet ero Advanced Packaging Tool
(mpocTo apt), KOTOPBIiA AO CHX NOP MCIIOML3YETCA B IUCTPASYTHBAX, KOTOPHIE IPOHEXO-
ast or Debian, Bxnsouas Ubuntu.

He yCHGam Mut YOTEHORMTR CHCTCMY, KK TYT K HAUMHACM TOROPHTR O CC PACIIAPCHIM
¢ TOMOIBIO YCTAHOBKM JOMOTHATENHBIY mporpamv. B Ubuntu m1s toro eyt
KOMaBIa apt-get. OHa NOTpeGyeT Mpas aAMHHUCTPATOPA, TIO3TOMY BEITTONHATE KOMaHAY
HeoGx0aMMO M3 NOR sude.
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Puc. 4.1. Cxema paGoTt KpyseHus chroot

EciTi XaKep MIPOHHKHET § CHCTEMy Yepes alIHILRHHYH0 C.1ykGy 1 3aXO4ET 1POCNMOTRC TS
KaTATOr /ete, TO OH YRUTAT kataTor /home/chroot/ete, HO HIKaK HE CHCTEMHBIH /ete. Yto-
GLI BITOMITHK HHYEro He 3aroposput, 5 nanke /home/chroot/etc MOXKIIO pacmonoxuTs Bee
TPaTHLMOHHO MAXONSUHECS B CHCTEMIION narke /etc daiinbl, HO 34ech Cogepicallue ne-
KOppekTIy1o uudopMamno. M 3moyMeluLIeHHUK, 3anpocHs dadia /etc/passwd wepes
yASBHMbIH CepBHC, TOTYHHMT A0CTym Wi ¥ daiiny /hom/chroot/cte/passwd, noToMy
9TO ¢1YKGA BUAMT Cr0 CHCTEMHBIM.

Lpx 7oy daiin /home/chrootiete/passwd MoxeT comepaTs JoKHYR HHGOpMawHo. Ha
paGoTy CHCTCMBI B ICTIOM 3T0 e TOBHSET, MoToMy uto OC GyXer Gpath napomm u3
thaina etc/passwd, cyxGe ke pemIbHbE KOTBI JOCTYNIA B CHCTEMY HE HY:KHH, Tak 11O
8 daikn /home/chrootetc/passwd MOXHO 3aCYHYTH BEe, T0 YrOTHO.

4.7.2. Yecranoeka Jail

Betpoentas B Linux-cucteny mporpamma chiool, CO3NAIONEA Ha CEPREPE BUPTYAThHAE
OPOCTPAHCTRA, CII0XHA AT TPHMEHERMA U HE OYEHE YAOGHA — NPUXOAMTCA BLIMONHATS
CNHIIKOM MHOTO ONepauui. Mmero nodvoMy afMBHUCTPaTOpE! Gonblie MOBAT mpo-
rpavMy Jail, xoTopyio Moxio uaiita b Mutepsere mo ampecy htepifwww.
jmeresearch.com/projects/jail/. Cxaxaiite ee i nomecTuTe apxue B cBol Kataor. Jna
TOFO YTOGBI €10 PSAPXHBAPOBATS, BHINOAHKTE CICAYIOUIYK) KOMaHY:

tar xzvf jail.tar.gz

B3 TexyweM KaTanore IOABMTCS HOBBIH KaTanor jail ¢ MCXOAHBIM KOXOM TIporpamMnar. Ja,
HMCHIIO ¢ MCXOIUBIM, [IOTOMY HTO KOA OTKPBIT, H NPOTpaMMa NMOCTABIASTCH B TAKOM
BHIC.

Teneps HyKHO NEPSHTH B KaTanor jail/src (koMaHmoi cd ail/src) W OTPEIaKTHPOBATE
tpatin Makefile (anpumep, rerpuckusM petartopor MC). B camom Havare daiina naeT
MHOKECTBO KOMMGHTAPUCE, W MX MBI QIycTaM. T1ociIe 3TATO Bbi CMOETe YBHIETE Clie-
AVIOUIHE TIAPAMETPEL:
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JIOKATBHO, & Hepe3 ¢eTh, T GyaeT oTobpakena HEPOPMANNA 0 XOCTE, C KOTOPOTO BXORH-
U R CHCTCY,

EC/H BHITONHNTS 3Ty KOMaHTy AT Ceb, TO MOMKET BEIRANHTECA TAKOH CTIMCOK, HTO HH-
TaTh ero GyfeT HeBOIMOKHO, TIOTOMY UTO BBl AOCTATOYHO HAacTo palioTaeTe B CHCTEMe.
UroGbl OPPAHHHHTE BBIBOIMMBIS JAHHbIE, MOXKHO YKa3aTh KIIKOH -n M KONMHECTEO OTO-
OpaicaeMbIX CTPOK. Hanpumep, ciieIyommas KOMAHIA BEIIACT HHPOPMALKIO O MOCTEAHAX
TIATH BXOJAX:

last -n 5 repert

lastiog

ECAH BEIMOJIHHTE KOMAHIY lastlog, TO OHA BHIBEACT HA DKPAH NEPEUCHD BCEX NOTBIOBA-
TeASH C AATAMM WX TIOCHSTIHEIO 1IO/IIIONGHHA K CUCTOMG, TIPHMOP PO3yIIRTTA CC Rhi-
HO:AHEHNA MOYCHO YBHAETh A JcTanre 12,1,

Jscrname Port Frem Late
root f£tpdz022 132.188.77.10  Mon Teb 21 12:C5:36 +3300 2005
oin **Never logged in*~
daerion **Never logged in*~
adm **Never logged in*=
1p “iever logged intx
sync **Never logged in*~
shuldown *rever logged in*=
halt “sNever logged in*s
mail wHNever togged in+x
reus **Hiever logged in*s
rucp *vNever logged in*=
aperator “*Never logged inv=
games **Never logged in*~
gopher **Never logged in*~
ftp “4Never logged ink+
obety **Never Logged Ln*=
vesa “thovir Logged ints
mailaull *4Never lcgged in*x
rpm wHiewer logged in#v
®Is *+Never logged int=
apa “#Never logged in*>
atp **Never logged in**
rpe **Never logged in**
gdm wiNever logged int*
rpcuser **lever logged in**
nsed **Nover Logged Lits
ident **Never logged in**

radvd welever logged in#*
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Tapuhhi ¢ GeaMAMMTHEIM TPadHKOM, 2 B Basane 2000-X ¢ 3THM GHiIH npoBemsL. B abo-
HERICKYHO ATy BxODIO Keero 400 Maiir rpadinca. Hy wro raxoe 400 MGain? Ju
MEHS 3T0 HeJend pabBoThl B 9KOHOMHOM DPEXHME, TOTOMY 9TO OGLIATECS MPUXOXMIOCH
MHOTO, 4 M3 MQYTOROTO AWMKA A MHOCAA BhikauMeas 10 20 MGait p aene. Ipesbimenne
e TAMATA OBXOINOCK IOCTATOUHO JIOPOTO.

Kak ofofiTu orpanuvenye u nomyauTs GecritatHeii Tpagwk? T1os10GHO GOTBMUHCTBY
nposaiiacpos, Moii npenocTanisn abcomoTHO GocnnarHbiil TpadHK CO CBOMX CCPBEPUB,
K KOTOPBIM MOXHO OOPBITATACA CKO:ILKO YrojHo. Jitih, 4TO HA STUX CCPREDAX HMUCIO
[ONeIHOTO He BEIT0, HO 310 1eTKo HCTPaBATS.

B M0io aS0HEHTCKyIO IaTy Bxomwio 10 MGalT cepaepHOTO MPOCTPAHCTBA AN CORIa-
1A BH3MTHOH KapTodku B MuTeprete. MaKcUMYM, YTO MOMIIO TaM PajMecTHIb, — J0-
MaUNNoKe cTpaniyKy. Ho mie oToro ve Gei10 Hyxno. 1 nasuoe, uro Tpaduk ¢ 9TOro Caji-
Ta HeoTpaRRUCH, H ¢l YCTAHOBHTD HA CEPBED MPOrPaMMY TYHHSTUPOBAHHA, TO MOKHO
OpraHH3OBATS COSMMHEHHE, KaK IOKA3HO Ha pHC. 5.7.

stunne!

Puc. 5.7. Moawniouehue « UNTepHery yepes seb-cepsep

Hrak, xXakep NOAKTIOUACTCA Hepes MPOrpaMMY slunzel K GeclUIaTHOMY BeG-cepBepy,
KOTOPLI RAXONHTCS Ha NAOWIAAKE NMpobaitepa. OTTyxa Beck TPAGNK MepeHANPABIICTCA
Ha KakoH-HiBY b NPOKCH-CepBep B HATEpRETE WTH HANPAMYIO TlepeiaeTcs Bed-caiTam.
3a 5TO TAKOKE MNATHTE JEHBIH HE HAJ0, NOTOMY 4TO CBA3b ¢ BeG-cepBepoM B 00e CTopo-
b1 Gecratia.

Taxum 06pazoM, MO%KHO ckauuBaTh He 400 MBalit Tpaduka, a ueNsle THraGalTEL U BCe
"Ha xansmy". ECTU BEI peIUHITH HCTONE30BATH 3TOT METON, TO He 3aby/ETe, UTo Ha Bel-
cepBep HeoOXOIMMO TIOBECHTE XOTE KaKylO-TO cTpaHudky. HHaue afMUHHCTPAaTOp Mo-
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RSAButhentication yes
PubkeyButhentication yves

JIis [I0AKTIOUEHHS K CepREPY BBITIOTHHTE KOMAHITY:

ssh -1 ~/.ssh/myrsakey

C UOMOIIKIO TIapameTpa —1 Ml ykassmaew bafin myGmmiHoro icnioua. Fem atoro we
caenats, To GymxeT HCMONB3OBATHCA id_rsa— (a1 Mo YMONYAHHIO, €70 HMA 3aiaeT
IMpeKTuBa TiensiryFile 5 KonpurypanmonHou daiine SSH-menTa.

Teneps ceppep Gyaer 3aNpamHBaTE ¥ Bac He MAPONL, a ¢NIoBO (¢pasy), kOTOpoe BH YKa-
3QUIK TIPK FEHCPALIMA MYGIUMHOTO KITFoMa:

Erter passphrase for key

Ecii B koujurypawdomHom  daitie  SSH-cepmepa  waMewnTs  hapamerp
PasswordA:thenticaticn HA no, TO NAPOab NPOBEPATLCH He Gyder, a cask GyacT yora-
HABIHBATLCA TO;TLKO HA OCHOBAHMH KITKOei. [T 0BecTieweH s Ge30acHol CBIM 3T0ro
JAOCTATOuHO.

5.3.7. 3awpmuweHHas nepenaya AaHHLIX

B cocTan naketa SSH sxozsT eme ABe nonesusie nporpammit: SFTP-server (FTP-cepsep
¢ NONAEPXKOH WHPPOBAHHA TIepeaaBacMENX AaHHbIX) H SFTP-kvent (FTP-wnent ans
nopwmoueHus Kk SFTP-cepeepy). Jlasalite 110CMOTDPHM Ha NOC/ICAHION CTpoky Gaiuia
Konurypawan SSH-ceprepa /etc/ssh/sshd_config:

Subsystem sttp /usr/Libexec/openssh/sTtp-server

JlpexTHBa Subsystem ONpPeAEIIAET JONOIHHTENLHEIE CEPBICH. B IaHHOH CTpOKe Kak paz
 samyckaetcs SFTP-server m3 nakera OpenSSH.

Pabora ¢ kawenrom SFTP npaxtudecin ue ovieaetcs oT paGoter SSH-ximerta, Bui-
TOTHHTE KOMAHJY SEtp 1ccalhogt, H MEPEIl BAMH [IOABHTCA IPHCTALICHACS ABTOPHIALIAM,
KOTOPYIO MBI paccMaTpHBAN B pasd. 5.3.5. Beeid NpaBWIbHbIH Mapob, BH OKasbibac-
Tech B XOMaHAHO cTpoke FTP-KIMeHTa i MOXETe NepeNaBaTh WiH IpUHUMATS (ailibl,
MCTIONB3yR KOMaHAb! IpoTokona FIP. DTaT npoTokost bl GysieM NoApobHO paccMaTpH-
BaTh B 276 10, a cefivac BAM JOCTATOYHO IHATh, UTO GONIBIIMHCTRO KOMAHI CXONH
© mvpekTHBaMH Linux ana ynpasnenua daiinamu. OcHopHble koMaHAB! MpoTokona FTP
MOXHO YBHACTb B #ptioscenuu 1.

Tlonbmaitteck ceifuac BOCTIONE30BATECS KTueHToM SFTP [ NOQKMOYEHNS K cBoeH CHe-
TeMe. ABTOPH3OBABIINCH, MOXHO NONpPoGOBATE BEIMONHUTE KOMEHIY s WIM cd, YTOOBI

yBenuTeca B paboTocnocobHOCTH TiporpaMmer. i Berxoaa w3 SFTP nabepuTe koManmy
exi

Ecnur BaM HeoGXOIHUMO NepesaTh Ha CepBEp WK CKAYATE C HEro CeKpeTHyIo HHopMa-
Ko (HUnpUMEp, JOKYMEHTE WiH bakul mapoicit), To Henonk3ydTe 1s aTore Gesonac-
Hoe coeuHerHe no SFTP. [Ipocthie FTP-x1MeHTE nepenatoT afmkl 8 OTKPHITOM BUAe
(Ge3 mudporanus), No3ToMy ToGOM Xakep CMOKET NPOCIYIATs TPAGUK ¥ YIHATL MH-
opmaLo, KOTOPAA NOMOXKET WATOMATH Balll cepHEp.
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Concenm uenapno y meus Gbin cyyaid, KOraa s CIABAT CaliT B IKCILIYATALMIO M yCTAHO-
BRUT 2% cc6A MMA 1 MaposTs K Gase test/password. [TocsTe samycka caiiTa Napoms TakM |
OCTANCS, TI0TOMY UTO B MOMEHTE! CAAUM HUKTO HE JIMACT O GE30NACHOCTH, BCE AYMAIOT
TONBKO O TOM, KAK 3aCTABUTL HOBbIA caiiT paGoTat 6e3 ommbok.

TTapomH 00 YMONUAHKIO KCTIOME3YIOTCA HE TOBKO B TIPOrPaMmax i OC, HO M B CeTesbIX
YCTpoicTRAX, TAKHX KaK MapIIpYTHIATOPS! W YTIDaRIAeMbie KOMMYTaTopel. B 5t yer-
POICTBA BCTPOSHA CHUTEMA SULMTLL M ABTOPH3aLMK. TIDOMIBOAMTEIN, HE HOIMO AyMaK,
ANE ACLrO yeTaHARMEZIOT MM AdITID, 8 AP0 OCTARNAKIT NYCTHIV.

B MATepHETE Yok€ I2BHO CYUIECTBYIOT CIHCKY MTApoJiel Mo YMOaHWIO M1A PasTHUHEIX
YCTPOHCTB, NOITOMY He 1alibIBaliTe HX MEHATS TOCTTE YCTAHOBKH OOOPYIOBAHHS.

2.10.4. Be3aonacHOCTb MPOTHE NPOUIBOAUTENILHOCTH

Al yxe TOBODHI, YTO GE30MACHOCTS U NPOHIBOTMTETBHOCTh MPECTSIYIOT COBEPIICHHO
PpasHEIE e, KOTOPbIe Yallle BCero KORGMUKTYIOT Mesxay cofoit. Hactpausas cepsep Ha
MAKCHMATTLHYI0 GE30MaCHOCTD, IPHXOANTCA BISIOHAT TAKHE CEPBHCLL, KAk AyPHATHPO-
BAHHE W CCTCBEIC JKPaHBI, 8 OHN PACXOIYIOT pecypehl mpoucccopa. M e Gonbuie mo-
HOTHHTETTHHLIX CTYKD BICTIOWEHO, TeM GoTblIe THITARX 3aTpar.

Kasasiit pecype MoseT GbITh HACTPOEH MIo-pasHoMy. HampiMep, B peskime Ky pHATHPO-
HAHMS MOMHO SATIMCHIBATA B HyPHATAL TOThKO OCHURHYIO WHBOPVAIIMIO, 4TO HOSROIHT
YMEHBIIMTS HATPYIXY, HO YBENUMHT BEPOATHOCT TOIO, HTO KAKAA-TO ATAKA IPOIIET He-
3aMeYeHHOH.

A MOXHO CHAENaTh TaK, WTQ B XKYPHAN GYIyT romagaTe aGCOMOTHO BCE COOGIIEHHS.
B oTom cayyae mopulmasTes pacxom Pecypeos, W Y XaKepa NOABIAETCH LIANC YAauiHo
npoussceTy ataky DoS, 3a8uB xypHam MycopoyM [0 MPefesioB AHCKa MK CBCB BCC Pe-
CYPCHI KOMIIBIOTEPA, 3ACTABME €X0 TONBKO W JENAT, UTO (HCATH B XypHAT. OT meperon-
HEHHS JIFCKA 3AUMTATECS MOKHO, CCNM PEATHIORATH LMIGTHUHBIN KYPHATT, HO B 3TOM
CAYHae MOMKHO CAETAaTH BOMOMKHOMN aTaKy, PM KOTOPOA xaKep SyaeT 3aTHPaTh qaHHEE
KypHana.

PaiiuuHEIX BAPWAHTOB HATIANEHHA OUEH MHOIO, U 3AIIMUIAIOWAACH CTOPOHE BCeraa Ha-
XOMPICH & HEMHOID Gouiee ymanumoii 11oaun, Hysno BRGHPETH 50110TY10 Cepe/mny.

Bo Bpems KOHMHIYpHPOBAHHS CCPBCPA H CTO CCPRHCOB BBI JOJIKHBI HCXOIWTH U3 NPHH-
uuna HeoGx0auMoi nocTarouHocTH. CCAYET MPHHHMATL BCE MepBl, 4TOObI CCpBEp MM
KOMIBIOTEp TYBCTBOBAH Ce5l B GE30NACHOCTH, HO IPH 3TOM PABOTAIH KAK MOXHO MpO-
w3poUTENBHEE. UTOOR YOeauTECA B HOPMANLHOM Gamalce STHX TapaMeTpos, Tocae
OKOUMANNA KOUDUTYPHPOBATIMA 1€OGXOMMMO 3aCTAaBHTL CepBep paboTaTe NpH MAKCH-
MATBHO BOIMOKHON 3arpyske (OMPEIIETAETCA TTAHHPYSMBIM KONHHECTBOM 0GpaGaThi-
BAEMBIX RATIPOCOB B MUHHYTY, YMHOKEHREIM Ha 2). ECTH cepBep CTIpaBTes ¢ I0CTaBeH-
HOIT 38/1aveil M cMoxeT 0GpaboTaTh Bee 3aITPOCH KITHEHTOB, W NTPY 3TOM elle OCTAHETCH
3a7mac B MPOM3IBOIMTENLHOCTA MPOUSCCOPA, TO MOKIO BBOIMTE MALUMITY B JKCMAYATa-
ueto. Hnaue Heo6X0auM0 M3MCHATE KOHGHIYPALMIC HIH HAPAUIHBATH MOMHOCTh KOM-
neioTepa. ¥ BAC BCera nomKeH ObITh OR pykoii GO/IbIIOH 3aac MOIHOCTH, HE0 HHOrIA
TIPEBHIIAIOTCS JAKE CAMEIE IECCHMHMCTHUECKIE OLEHKH HarPyskH.
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13 RhostsRSMutrentication yes
#  RSAButhenticaticr yes

#  PasswordButhentication yes
¥ FallBackToRsh no

* UseRsh no

#  Bazchdode nc

#  CheckHoStIP yes
¥

#

+

+

*

+

strictHostKeyChecking ask
TdentityFile ~/.ssh/identity
IdentityFile ~/.ssh/id rsa
TdentityFile -/.ssh/id dsa
ozt 22
Erototol z,1
}  Cipher 3des
#  Ciphers acsl26-cbe, 3des-cbe, blowE: sh-cbe, casz128-cbe, arcfour
#  EscapeChar ~
Host. *
Protacol 2,1

HeKOTOpHIE M3 STUX TIAPAMETPOB MBI Y2ke BUJEITH TIPH PACCMOTPERMA CEPREPHOTO KOH-
urypaumonroro daiina. 3nece TakKe MOXKHO YBHIETH NIAPAMETP Erotocol, B KOTOPOM
yrasEaoTCa uenofk3yemuie bepcan SSH, B JUHHOM Cllyuae HE CTOWT SaIpemaTh sep-
cuio 1. Ha 6e30macHOCTE KIMEHTa 5TO He MORJIHACT, 32T He OyIeT mpobriem TpH moi-
KIIOYEHNH K CepBepy, KOTOopbiid paboTaeT TOIbKO Ha Takeit Bepouy. S Hajerock, UTo 91O
Gyzer we am ceprep &.

BoT XapaKTepHble AN KIMEHTa KOMAHIEL

{1 Hos: — cepBep, k KOTOPOMY OTHOCATCA CIETYIONIUG HACTOMKH;

O CheckHostIP — paipemeHse nposepku I1P-anpeca ¢ mepeuucnenHbivi B aiine
known_hosts azpecam;

Compression — PaIPETICHHE (yes) WK 32APET (no) MCTIONEI0BARVA CHATHR ABHFELK;

aano

Kerberoshuthentication — paspelleHnte (yes) WM 3amper (=o) HCMONE30BAHHS
ayrermudKaipy no npotokony Kerberos;

O NumberOfpasswordPrompts — KOJIHHECTBO NOMBLITOK BROAA mapons. Ecnn napons He
BBEJICH BEPHO, TO COSTHHEHME PA3PEIALCTCS;

a

IdentityF:ile — MMA (aling, COTEPIKANIErO 3AKPHITEIE KITIOUH TI0/B30BATENS;

a

FPasswordAutentication — PEXKHM ayTEHTAPHKALMH 10 DAPOMO.

5.3.5. TTpumep paborar xnuenta SSH

Teneph paccMOTPHM Ha IPHMEDE, KAK MOXHO MOMTIOUATECH K YIATCHHOMY CEPBEPY.
JInst 3TOTO CTYKUT KOMaHna:

s81 nerLsoRanernt@ceprep
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DTa KHHMTa TMOCPAIIEHA PACCMOTPEHMIO OJHON M3 CaMBIX MOMYJSPHBIX ONEPAUMOHHBIX
creTem (OC), ycTanaRTHBaeMbiX Ha cepepkt, — OC Linux. Jiua JoMaimeero nenonso-
BAHMA ITA CHCIEMA 3a JI0ITHE FONB CBOCTO CYLICCTBOBANHA TIOK €Il HE ToNyHwna Ta-
KOfi TIOMyIAPHOCTH, KaK CpeAK IPOeccUOHAbHAIX anMaHucTparopos. Ha Moit sarna,
TpoGiena KpOSTCA B IPadHeckom HHTEPHERCE M OTCYTCTBHH HEOGXOTHMAIX IPOTPAMM.
Ho 210 Moe uHOE MHERME.

I'paduuecicie obonoyxy Linux BLIMONMHEHB! B NOCTATOUHO CIOPHOM Iu3afiKe. Ecin cra-
prie KDE 6bUIH OTHOCHTENBHC NPHEMIIEMS! ¢ TOMKM 3peHist OhOPMIeHHs, TO IOCNeTHIL
rpaduueckas ofonouke Ubuntu BrI3gana y CTIENMATUCTOB JOCTATOMHO MHOTO HETATHB-
Ho#i peakimy. A paGouyio cpery GNOME W ee paspaGoTiHko packpaTHKOBAI Aaie
cosmarens Linux — Jlurye Topeansac.

51 Gonkille NPEANIOMMTAIC KNACCHHECKHE, IPOCTHIE M CTPOTHE LBCTA U, HABCPHOS, [I09TOMY
TIoceHUMe N8a rofa Gonblne BCero BpemenM npoBoxy B Mac OS, karcpan seaseTca
OOCTATOMHO GIMIKHM POACTBEINIMKOM Linux, MOTOMY HTO NOCTPOEHA Ha KOMIOHERTax
BSD. SAapo, katopoc ucnonesyctea B Mac OS, koraa-to ¢o3sasaioch 1porpaMMacTave
BSD, X0TA €r0 NPUCYTCTRHE B AMCTPUGYTHBAX HHKOTTA ODHIMATEHO HE TPH3KABATOCH.
11mioc o4exs MHoro YTIIHT b OC oT Apple Takoke npruITH 13 Mapa UNIX.

BTOpoii HEZOCTATOK — HEXBATKA XOPOWIMX nporpamM. Omate e, ams Windows
¥ Mac OS cywectayior MS Office u Ben mmmeiika npoayiros Adobe, a SecrLiaTHbie
ofmensie aketsr fiop, Linux Noia Bee e oHeHs CHITLHO TponTpeisaior MS Office. la i
Adobe Photoshop 40 Cx 110 06TACTER GECRHOPHSIM NIHEPOM.

Ho BOT MTO KACACTCH CepREPHLIX IPHIIOXEHHU, T/1e HE HyXHO HAKEKHEX KPACHBOCTCH. &
NOCTATOYHO MPOCTO KOMAHJIHOM CTPOKH HITH YNPaBNeHUA Yepes Gpaysep, TO TyT BCC mpe-
uMyuwlecTsa Linux BLIXOZAT Ha MepBEA TUIAH, H 3I€C OHA CHOCOGHA KOHKYPHPOBATH
¢ npyrumn OC. Hegapom GOnbUIHIICTBO CepBepoB CTPOAT MMEHRO Ha 31of OC, notomy
HTO €€ CePBCPHBIC KOMIIOHCHTH BIIO:IHC KOHKYPCHTOCIOCODHBI C aHANOTAMI HA APYTHX
RITATGOPMEX 1 TaKe TPEBOCXOIAT WX,

Jludso 7 Menomh3yK) JiNUX B GCHOEHOM Kak CEPBEPHYID CHCTEMY W B OCHOBHOM B
WWW. Ona GecILTaTHas 1 NO3BOIAET CIKOHOMHTS KOMIIAHMAM BO BCGM MHPE OTPOMHBIC
CYMMBI JIeHeT Ha JIHIEHINAX.
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amuk, ECIH YKa3aHHOTO MONb30BATENS HET, Cepaep cooGaeT of 3ToM OTRpaBHTETIO,
BO3IBPALIAA NHCLMO HITH €r0 YacTb.

5. Iony30Batenis MPOCMATPHBAET CBOH MOYTOBBIN ALK C IOMOLIBIO IOUTOROIO KITHEH-
TA U MOKET CKAUATH THCBMO JUTA UTCHHS.

Onucanuerii TpoLece MOX0K Ha padory TPaAKUHOHHON 10416, Byecro cepsepos Tam
BBICTYAIOT HOMTOBLIE (ICIEHHA, KOTOPHIC COPTHRYIIT NOYTY B SABHCHMOCTI OT ajipeca
HaIHRYCHWA H EPENAIOT [MCEMA HA TIOYTOBOE OTIEIeHHE TIOTYNATENA.

Kai 5 ye oTMeTi, A nepeiaiy CoobuIeHH# cirysuT npotoken SMTP, paspaGoran-
HBlif cric Ha 3ape craHosnenus Hutepuera. Ero dyHKUmit yxke JapHO HeNOCTATOYHO, HO
OH HeE YTPATHI CBOCH aKTYANbROCTH. MHOrHE ¢ YHORONBCTEHEM 3aMEHILTH GBI 2TOT TIpo-
TOKON HeM-HUOYL G0Tee GezomacusiM, HO NBIISIINKHE CepBEphl CIULIKOM NONMYAAPHEL,
HTOGE B OJIHH MUT B3ATh H OTKA3ATBCA OT HHX.

Heckonbko aecATxoB J1eT Hazay 1A paGaThI ¢ MOUTOMN IHPOKG HCIIOMB30BANCH IPOTOKON
UUCP (UNIX to UNIX Copy, komuposanre mexry UNIX-cuctemavi). Ho om Gbit
CNHLIKOM CHIBHO TPWBA3aH K OC H UpH 5ToM 08114/ OTpAHHYEHHBIMH BO3MOMKBOCTA-
MH, IOITOMY HE LIOTY4HI PACIPOCTPAHCHUS H B HACTOALIEE BPEMA NPAKTHHCCKH HC Y-
MCHSACTCH.

11 (pHEMa OB ACTIOTB3YFOTCA TPH IPOTOKOTA:

3 POP3 (Post Office Protocol v3, TOWTOBKIl MPOTOKOM BepeHH 3)— B HACTOAIEE Bpe-
M HanGoMee PacTIpOCT paHEHIILIH NPOTOKOA NPHEMA [TOUTEL;

3 IMAP4 - cymecTByIOT ABe HHTEPNPETAUMH DTOrO COKpauieHuA: Internet Message
Access Protocal (TlpoToKon zocTyra k cooGuiennsm & ceti Hirepuer) w Interactive
Mail Access Protocol (TIPOTOKON MHICRAKTHEHOIG JOCTYIA K HIGKIPORKOR HOUTE).
3TOT MpoTokon 0fTanaeT GONKITUMHE BO3MOKHOCTSMH TI0 CPaBHEHAKO ¢ POP3 — Ha-
TPHMEP, NIO3BOAET YIPABIATE COODIIEHUAMN NPAMO Ha CepBepe, 3arpykas 1ia Kov-
TBIOTEP [O/Tb30BATETH THIE 3arCAOBKH THCEM ATS MOCIEIYIOWET0 0TO0pa;

O MAPI (Messaging Application Programming Interface, meTepdeiic NpHCIanHOro
TIPOr PAMMUPOBAHKA JNEKTPOHHON NOYTL ) — paboTaer B ceTax Microsoft Ha cepee-
pax Microsoft Exchange.

Kpome Tr0, Cefnac oueH» PacTpoCTpaHeHs! Gaspyiomrecs 8 CeTM CHOTEMEI MpogMaT-
DA OUTEL, KOT/a MOJIb30BATENI BOBCE He CKAUMBAOT NOUTY Ha CBOH KOMIBIOTEP, a IIpo-
CMATPRBAIOT ee ORTAIH, FICTIONESYR GPay3ep.

CaMbiM PACTIPOCTPAHEHHBIM CPEACTBOM JIOCTABKH MouTel B Linux siBnaetcs pechMa cTa-
pas nporpamma sendmail. Osa oBmanaer GoaLEME BOIMOKHOCTAMH, MO HOCTATOMHO
cnokna B peatmsauni. H3-3a nouTeHHoro Boapacta B cepeepe sendmail coxparutack H
BOSMOKHOCTS Nepentayi o mpoTokonry UUCP, koTopas ceifuac werombayetcs kpakwe
peako.

Tpunmun paGote sendmail nocTatouHo MPocT, TTONMYIHB MHCEYO OT KTHRHTE, IPOTpaM-
Ma OTIpEfIeNaeT MONyYaTeNs W 3aHOCHT HEOGXOAMMYIO NNIA DOCTABKH CNyKeOHYIO WH-
opmanuo B 38001080k nuckMa. JlanbHelmuc NeHiCTERE ZaBHCAT 0T HacTpoek. Hampu-
MEp, MHCHMO MOXKET GbITh OTOC/IAHO HEMELIEHHO HIH TIOMEIIEHO B XpaHumuume. Yepes
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2. B caeayrowmii pas, npH XOCTHXEHHA MAKCHMAJIBHOTO pasMepa, conepinmoe datina
var/log/messages.] nepenociies u /var/log/messages.2, a xypran varlop/messages
nepenocures B /var/log/messages. .

Taxum oGpaIoM, HCTOPAA WIMEHEHMI COXPAHNETCH ¥ OT/ENkHBIX (aRiaX, W €& MOXHO

Beeraa MpOCMOTPeTE. TIPU 3TOM CaM ¥yPHAT HHKOTIIA He TIPEBEICHT ONPENETEHHOra pas-
Mepa, 1 ¢ v Gyner ynoGho paGoTary.

3a coXpasesMe MCTODUM M MEPEHOC JAHHSIX MexIy (QaiilaMi OTBCHRST MporpamMa
logrotate, PaceMoTpus g¢ KoBMHIypanpoHHEi daiin (/etc/logrotate.conf), koTopsri mo-
Ka30H B HCTHHre 12.5.

# see "man logrotaze® for details
# BAMOTIMATe KOMAHIY MEn Logrotate MR NORYMEMA FONONEMTErLH

popraus

I rotate log files weekly
# Cmoua HARIOB NPOMCEOMAT CARHGACTLUG
weekly

¥ keep 1 weel: of backiogs
# BymT zcnerbaceatson 4 baiina ANA COXPARERNA MCTORYM
rotate 4

o

# create new (empty) log files after rotating old ones
# Tlocne COXpaKeHMA AYPHANA COSNAGTCS MyCTOM HOBESE daiin
create

# uncommenl Lhis AT you want your log Liles comprossed
# V6epuTe ¥OMMEMTAPWH CO CTEOVENEW CTPOKZ,
#4000 Dafliue RYPLANOE CRAMAINC

foerpress

# REM packages drop log rotation information into this directory
# NMaxeTs R neperOCAT MHYODMEWO O TSPEEOPCTAX XYPHANE B STV IDPEKTCHIN
inclide /etc/logrotate.d

# no packages own wtrp - we'll Totate trem nere
# Iie mypuana /var/log/wtmp 3amapTca SOBCTBEHmE mpamMna
/var/log/wtmp {

monthly

create D664 root uzmp

rolate 1

# syster-specific logs may ke also be cornfigured here.
# Cnewnromice CHCTEMHME AVDHATH MOTYT GHTS CKOMUTYDUDOBAHE SMECH.
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HTO 110 AaTe oBpallierts MOXKHO KOHTPOTHPOBATE, Koraa dailr Guut MoTHbHUMpOBaH.
[Mo3ToMy He pexoMeBIyIo ycTaHaBTMBaTh 5ToT dar. Ho ecmm.y Bac nox OC Linux
PAGOTAET THMHLIA KOMITBIOTED, U HET HEOBXONHMOCTH OTCIIEAHBATS HCTOPHIO IME-
HEHMIA, TO MOMHO YCTAHORMIL 3101 ATPABYT M 1EM CAMBIM YMEHBIIMTH KOUMMECTRO
oBpawmenui K ucKy (OTMEHHTE THUIWHIOK ONCPALIMIO 3AIHCH [pPH coxparcHui daiina);

) a— NO3BOAACT OTKPHIRATS HARN TONBKO B POKHME A0GABACHIA. ITO SHAMHT, 41O yie
CYLICCTBYIOIINE JAHHBIE H3MEHHTD WM YALIATE HENb3A;

0 d— 3acTaBACT HTHOPWPOBAT QA UPH KOMWPORAHAW. TOT ¢ar MOIBONAET
YNHBIIHTE PasMep Pe3ePBHON KOMHH, HO YCTARABIMEATS GO HYKHO TOMBKO Ha (haii-
11b1, HE IMCIOIIHC LEHHOCTH 1 BOKHOCTH, — RAIPUMEP, BPEMCHHBIC:

O i — sanpemaer BHNOTHENYE ¢ AT KAKWX-MHGO ACHCTBAN Mo KOPPEKTHDOBKE
(M3MEHEHHE, YIATIeHHE, IEPEHMEHABAHHE, CO3IaHHE CChITIOK);

— NeNaET HEBOIMOKHLIM BOCCTAHOBTEHHe (patna 110cue yyanekmn. Tipu ynanenn
BCE TIPOCTPAHCTBO Ra JMCKE, TAAe GhUT dalin, GyaeT 2aN0THEHO Hy:TIM;

M §— RO BpCMA WIMCHOHKS aliin RUG JACTHHR Gy)lyT QUKCHPORATHCA HA KCCTKOM
JIHCKE,

Tl yeranomiu svpuByta L/ HIM HyJHO NOCTABIIS SHAK 110, JUL% CHIIMA — 3HAK

MiHyC. PACCMOTDIM HECKONBKO NPHMEPOB:

chatle rl tesl

chattr +s test

lsattr test

s—-i-— - test

B 11epuoii Crpoke Ml JoaRieM aTPHGYT i, 8, SHAUNT, JAIPEULEEM KAKHE-INGO HIMeHe-
i Gaiina. Bo RTOPOl CTPOKE YCTAHABAMBASM HUNar , M TENeph NPW yaancHmi dafina
MOKHO GHITE YBEPCHHEIM, 9TO OH YHHUTOXCH M0;THOCTEO. KoManna B Tpeteeli cTpoke
3anpaImyBaET TekymHE ATPHOYTH, 4 B TOCTETHEH CTPOKE BLI MOXKETE YBHIETS, UTO B Tle-
peuHe aTpuGyTOB ePBLIii CHMBOJ DABEH s, & HETBEPTHIH  i.

Hrak, y Hawero ¢aira 182 B3aUMONCKTIONAIOMWKX aTpubyTa. ONUH 3anpelaeT uaMeHe-
HHS, APYTOl TpeGyeT IOTHOTO CTHPAHKA ¢ AUCKA. UTO NPOH3ONET, ECIIH MBI MOMBITACM-
s yxamiTs daii. TlocvoTpiy?

™ test

rm: remove write-protected file “test”?

B riepsoii cTpoKe Me! BHIOMHSEM KOMaHly yiatenrs daibra. Ha >to OC mpocut mon-
TBEPAWTH ONEPALI0 Haj 3AUTHUIEHHIM OT 3amucy ¢aiioM (CoobIieHHe NoKasaHo BO
BTOpOif cTpoKe). Kak BugwTe, OC ompeneqia am aTpuGyT i. [lompoSyiTe BaecTa Gyk-
BY Y, 4ro0BI oATEEpAHTS AeticTBre. Bal yBrHTe cooburenHe o6 oummbke, 1 daitt ocTa-
HeTCH Ha MecTe.

Jaeaitre cHumem aTpHOYT i:

chattr -i test
lsattr test
Semmmemenmre St
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2.10.2. Hactpoiikm no ymonuaHuio

HacTpoiiky 1o yMON4aHHK> [PCIYCMOTPCHBL TOILKO 15 O6YUCHMS H 4ALIC BCCrO OTKPbi-
BAIOT BOIMOMKHOCTH, KOTOPLIE NI¢ HYJKHBL, — 4TOGLI Bbl OUEHHAM MOLLL MPOTPAMM
¥ MOTIH TIPHCTYTHTL K paBoTe cpasy TIOCHE YCTAHOBKM TIPOTPAMMEL 3T SHAHUT, HTO
ByneT paspeiieHo InilHee, a 3TC YIKE HAPYIUAET NepROe PACCMOTPEHHOE MpasHio. axe
€CIH YCTANOBKA MO YMONHAHMIO 1€ AE1ACT AOCTYIUEIMH BOE KOMIOLENTLL NPOrpayMbl,
YA KEEID HACTPOFKK HCE PAKHO OKASBIRAKIICH MEGEIONACHRIMM, OTOMY WO MOUYT
€OAEPHKATE OMACHEIE TIAPAMETPEL ITH NIAPOITH TIO YMOTIAHHIO.

EC/TH HCTIONB3YeTCA He Tal MHOTO KOMAHI i IIpaMeTpos, To MyWllle 3aHATHCS KOHQHTY-
PaUMCH 1IPOrPEMMBL ¢ 4KCTOIO Jmetd, Ecim npouciypa JOCTATOHHO CHONKHAA (APKWM
npuMepom sanseTes sendmail), To yuilie BCEro OTTATKMBATEC OT HACTPOEK MO YMOTUa-
HHIO, J00aBIAA, M3MEHSs WM yIanas kuoud. Jaxe He TbITaHTech B 3TOM Cyvae Ha-
CTpAMBATL CUCTEMY © HyAR. B MDOLECCT KOHGHIYPHPOBAHHA OBAZATETLHO HTO-TO 3abkIRa-
€TCS, M TéM CAMLIM [OBLIUAETCA BEPOATIIOCTL OKEKY. CIOMIOCTb KONDUTYpauHomibX
$atinoB B Tom, IO OHT FMEROT TEKCTORBII (POPMAT, ¥ HCE MMEHE 1APANETPOS HYIKHO TTH-
CATE "IETKG H TONHOOTBR. LeM OmUGHTCS XoTA OBl B ONHOI GykBe, NApaMETp CTaHET
BOCIPHHUMATBCA HEBEPHO W GYIET HIHOPHPOBATHCA.

Korma BE numeTe uMs NapaMeTpa MU TIYTE B dafinoroit cuereme, GyneTe BHUMAaTENRHE!
He TOMBKO K CII0BAM, HO H K iX HamHcakmio. OC Linux uyBCTBHTENsHE K PETHCTPY KMEH
(aiinos u KaTATOTOR. '3Ta 0COGEHHOCTE HMEET 3HAYEHNE H IS HEKOTOPEIX KOHGHTYpa-
UHORHRIX (iR,

2.10.3. Tlaponu no ymonuaHwio

MHOTHe CepBHCEL BO BPEMST YCTAHORKE TIPONFACHBAIOT MAPONK TIO YMOMIanKio, Parbire
5 OC Linux 7a mpofifiema CTOS1A 04eilh IaKE Cepbe3HO, NOTOMY HTO YCTAlOBOHILIE
DAKETET TPOTPasM He OGIIATHCH © TIOMBSORATENEM H He MOTTH MONPOCHTS €70 331aTh
niaponih. ECIT 3T0 TPOTpamMMa, To Tapoith MOWKHO CIPOCUT TNH TIRPROM CTapTe, TOTOMY
YTO TYT BOSHUKHET XOTH KAKOH-TO BU3YATLHLIH KOHTAKT ¢ NONL3OBATENEM. A €CTH Cep-
BUC, KOTOPLIi AIMYCKAETCSK CHOTEMOH U 1€ MMEET HHKAKOrO cnocoda 3anpocuTh ¥ [ofb-
30BATENA YTG-TO BRECTH?

Hanprmep, Gasa zanHsx MySQL nocrne yeTaHOBKM MCMONb3YET LA aIMHHHCTpaTOpa
yUCIHYO Saikch GER 1APOAR W ¢ MMCHEM TO0L BT0 UMA MOXCT BRECTH R 1)1y R1eHHE,
HO Bbl IOIDKHB! 3H&TB, ¥TO 3TOT JIOTMH HHKAKOTO OTHOIMICHUA K CHCTCMHOM 3a0MCH HC
nMeeT. 3T0 BHYTPEHHAS yUSTHAS 3ATIHCh 5235l AAHHEIX, K NAPOMK MOFYT U JOIKHEL ObITh
pasuEMi. Cpasy mocnie yeraroskd MySQL HeoBXOMAMO CMEHNTH KO IOCTYMa, UHate
BOC HOUBITKH SALMTHTS KOMIIBKYTED MOLYT OKasdTheA GCCCMBICIICHHBIMU.

KongurypapopalineM 06LIMIO 3a1IHMAIOTCA MPOrPaMMKCTHI, KOTOPLIE 1[aCTPaHBaIoT Ga-
3wl mog, ceGa W noveMy-To JIOBAT WCNONb0BATE TAPONH NO YMOTUaHHIO. S cam mpo-
TPaMMHCT, W TIpu paspaboTie 623 AaHHKIX Toke WHOTAA Tak /eain B HaTex(ie, uTo 3a
1apONAMH OPOCTEMT aIMAUNCTPATOP, @ TOT 11afeeTCH HA Melid, M NOyHaeTcs, YTO ML
oBa He flelaem BAKHBIX MZMEHEHHH.
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B nucrosuiee wpems ® MHTepHETe pabotacT MHOKECTRO BHOHUMHBIX [IDOKCH-CEPREPOR,
HO HE BCE M3 HHAX PEANbHO NPAYYT aapec. B OTALILHBIX CITyuanx UCTOYHKK 0CTASTCH JOC-
TYMHBIM JI19 YIATEHHOH CHCTEME], 3 HEKOTOPbIE CEpRepEl COXPAHSAIOT BCK) aKTHBHOCTH
8 HKyPHATAX, W HX MOTYT NPOCMOTPETH NPABOOXPAHATEMbHBIC Opransl. TaKkHM 06pasom,
30YMBULICHHUK HE MOKET GHITh YBEPCHHBIM, HTO HCTIOE3YeMEI MM CepBep ACACTBH-
TEIBHO AHOHMMEH.

'V myGnurmbix npokeH-cepsepoB HHTepHeTa ecTb ellle OfIUR HEAOCTATOK — HENb3s FapanTH-
DOBATE, MTO Ha HeM HeT HAKakoi 3apa3bl. Hanpinep, MecAll Hasal y Hac Ha paGoTe afMUHH-
CTPaTop 3ampeTw 10CTYN K caiitam vkontakte.ru i odnoklasnikiru. A nymaio, muorke
3 Bac BOMTYT B MOC TIONIOXCHEC M NOMMYT TOPE NMOTH30BATCNCH. JTOT 3ampeT JIcTKo 06-
XOIUTCH C MOMDLIBIO NIPOKCH, HO TIPOG/IeMa B TOM, UTO MEpBsIii e myOmmHbil cepsep,
KOTOPBIF 1 HAUIET, OJapHIT HEKOTOPBIX TONL3QBATENeH CETH Lo Kyued BHPYCOB H
HPOTPAMM-LITHOHOR

HOCKOAbKY HE BCE KOMMEKOTEPL! B CETH JOJDKHbI SIMETE Mpaeo padoTats ¢ aTepreTom,
TO 12 YPOBIIE (POKCH-CEPBEPa MOKIIO TPOR3BOANTD Ay TeHTHGHKALIMEO MIONL30BATENA.

B HEKOTOpHIX BEPCHAX MPOKCH ECTH OYeHE YOBHAT BOIMOKHOCTS — 0BMeH HHGOpMa-
uueil Mexy cepsepamu. Hanpumep, B 3nanmyu B oauoi Gombliod cetn HaxoasaTes
HOCKONBKO OHCOR, KKAMT WS HAX HaTMT 32 VIHTCDHCT OTACHRHO, HO 0OMACTCH
C BHEUIHHM MHDOM YEPC3 CEOH NPOKCH-CCpBEp. MIOKHO OBbE/IMHUTL HECKONLKO MPOKCH:
CEpBEpOR, K ECITH HA OMHOM HET B K3IIE HYKHOTO Caitra, To OH MONBITAETCS BIATE HH-
opManrio ¢ coceTHero ceprepa.

Yate BCero A peanMIAIIH TAKOM ROIMONHOCTH MPHMEHSETCA TipoToxo: ICP (Infemet
Cache Protocol, npotoxon mirepneT-komumposaums). Ben aw cepsep 1€ nauren Hysc-
noro AoKyMenTa, To on nanpasaaer ICP-sanmpoc mpyruM cepeepam. Ecnu kaxoii-nuGo
[POKCH-CCPBCP OTBCTHT MOI0MHTCIBHO, TO MH(OpMauna SyacT B34Ta y Hero.

1lpn ucnonesosanyu npotoxona ICP (i1 unoro crocofa NOHCKa JaHIBIX B APYTHX fPO-
KCH-CEpBEAX) BLIHTPHI B CKOPOCTH 3arpy3KH He CTOJB 3aveTeH NPH ofpamieHnu K XoKy-
MCHTAM MAIICHEKOTO PAIMCPa, OTOMY ¥TO BO3PACTAIOT PacXobl Bpemcni Ha ICP 1 nomek
wropmat B Kowe, TIpH GOTBIION HATpYIKe Ha CepBepH H GOTHUION Gase KIA TTOHCK
MOMET OKA3ATHCH CIMIIKOM JAONTHM, H TIPEHMYIIECTBO B CKOPOCTH UcyesaeT. ExvmcTaen-
HO®, YeM TIOTE3HO TAKOE PellieHe, — SKOHOMA TpadhHika, KOTOpas MOsKeT cOepets AeHbIH
TeM, KTO OTLIAUMBACT KAKIbIA NOTYWaeMBIH Merabaiir.

MBI PaCCMOTPENH OCHOBHEIE BOIMOXHOCTH IPOKCH-CEPBEpOB, HO 3TO He 3HAUHT, UTO BCE
OHM €CTh B TOOOM cepeepe. Bce 3aBHCHT 0T paspaGoTumka, W HEKOTOPHIE PEANM3YIOT
TONBKO ONHY 3JaHY.

JIna paGoTer uepes TPOKCU-CEPREp BEI JOMKHE HACTPOHTE COOTBETCTRYIONUIYIO MPOTpan-
My — uanpumep, Spaysep Mozilla, 3amycrate oot obo3pesatens u BLIGEpHTE KOMAHIY
Menro Edit | Preferences, B 01kpbIBLUEMCA OKHE ¢ NEBO CIOPOHDL PACLIONOMKEH CLIHCOK
Karcropwii juis kowdurypuponanms. Butcpure Advanced | Proxies u niepeiijuTe « pa-
CIPOMKE HOUCHOUGHIA UEpEs 1IPOKCH-CEphep. TT0 YMOJIARMIO YCTAHOWIEHO ARTOMATH-
ueckoe onpesienchue coearHeHys (Direct connection to the Internet). Byt nomkHel mo-
MENATL JTOT NAPAMETP 1id pyHiyio kondurypawmo (Manual proxy configuration) u
y&a3aTi IP-aapec u MOPT NpOKCH-cepBepa 11 KaiOro NpoToKona (puc. 9.2
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He CMOPKET 3arpykaTh Jamsiie Aammete. [losTomy cHawana rpysuTos /boot/initrd xc,
KOTOPEITH 3arpy)KaeT KPHTHHECKH BLKHEIC MOIYITH, M €CITH A He OMHOGAIOCh, TO HMEHHO
OH ¥ 3ATpyAkAeT KPACHBYIO KAPTHHICY, KOTOPYIO Mokasbisaet OC BO BPEMH CTAPTA CHC-
TEMbI,

Teneps y #apa CCTh BCC HCOGXOAMMOC JL14 3arpyskn camol cucTombl. TTogeascTea Kpa-
CURAR KAPTHHK, KOTOPER IPAYCT RHIRCIAMBIA B KOHCO:Ib JIOT AAILHCALLCH 3aIpy3Kn, H
YOPaBAEHHE NEPSAACTCA NporpaMme /shin/init.

Tporpumma init swpyrcacr Qi /elc/initiab — xonburypaunonsiii i, 8 KOTOpOM
pOnHCKRRCTEA 1pOUCCC IMMIKaRHSaLMH OC Linux, n BHIIOTHACT BCC MPCIYCMOTPCH-
HELE B HeM Oflepay.

B HacTosLICe BPCMA B CHCTCMC 3arpysKH BCEX CEPBHCOB OCYIICCTBIASTCA CMCHA JTHIEPa,
o, MOXET GhiTh, JaXe YMECTHO CKAATh, ITO 3TA CMEHA Y)Ke NPAKTHYeCKH MPOH30LUIA.
Panbine 3arpyzroli BCex cepEHCOB ynpaBnana SysVinit— nporpamua init, koTopas 3a-
TPYH2ET Boe CepPBHCHI OCIS0BATENBHO. JTO HAIEKHO, KO JIONTO, MOTOMY TO €C/H Ka-
KOH-TO CepBHC 3arpyaeTca MeUISHI0, TC BCE OCTANBHEIE BEINYKIEHE! CTOATE H JKIATH
coeif ouepemi. Takoe acTo TIPOMCXOIMT C CepBWCAMH, KOTOPBIe B3AHMOEHCTBYIOT
< ceTEio.

Pa3spaGoTaK IMCTPHOYTHEOB TIDEVIOAKITH HOBYIO MPOrPaMMy 30IPY3KH CEpBHCOB.
V Ubuntu — 570 Upstart. OHa Nossoiser 3arpykaTh CepsHCH mapaiensio. Kokedro
ke, B Hell (IPEITYCMOTPEHO HATHUUE ChAself 7 3aBHCHMOCTeH, KOT/IA OTIpEIETIenHBIA cap-
BUC OKEH 3ATPYIKATECA TONBKO TI0 OKOHUAHHIO PORMTENECKOTO.

¥ komnanuu Red Hat cuoi w3ty Hu sarpy3iy u nassinactes ok systemd. Cubici npp-
MEPHO TOT KE — $4IPYKaTh CEPAHCHI 10 HECKOITAKO IUTYK IZDAUIENEHO AR 1IGBBIIEHIA
CKOPOCTH CTAPTA CUCTEMEL.

Mt pasGupacmes ¢ Ubuniu, nosTomy HCMHOTO dyTh 604cC MOAPOGHO PACCMOTPHM
Upstart.

Upstart menonwsyer cobums s sauyekd cnyx0 v sanad, Kerarn, sm asa nousoa
CTy GBI 7 3878TH — MOXOXH, HO BCE 7Ke AMETT OIHO BOIMBUIOE ONIIHIHE — eCiTA CITyoK-

©a 110 KaKoH-10 NPUUAHE OCTAHABIMBAETCH, TO OHA By)IeT IeNesalTy eHa.

B rpathieckoli oSonouke Lbunty NoGaBTERUE H yIANeHHe NPOIPAMM W2 ABTOZANYCKA
JENaeTcH Hepes GIMIIKOM TPOCTOS MpHAOKKeHHe {(pic. 3.2). Olo No3BONAET A05aBNATL
UPOIPasMbl, HO, CCJIM HCCTHO, €¢ BOSMOKHOCTH BeCbMa YOOrH.

TIpy 3TOM YTIPABIITE CTYXGAMH B KOHCO-TA He TAK YK 1 CIIOWHO, TGkl MPOCMOTPETh
YCTaHOBJIGHHEIE CIyXObl, HAZO BITJIAHYTH HA YCTAHORISHHBIS CKPHITTHI 32MYCKa CIyxG
B KaTa‘tore /ete/init.d/. CTaTye NI0GOTO 13 HIIX MOHO TPOBEPHTE, ECAH BHIIOBHHTL M0~
i U3 HTUX CKPHITIOR € NAPAMETPOM status C IPABAMH AAMUHHCTpATOpA:

sudo fetc/init.d/apache? szatus
Elii ciTy»a RRTIONHAETEA, T0 B KOHCONH TIOSRUTCA COOBIIIGHHE:

* apache? is running

106k 0CTAHOBHTL Ca1y)GY, YO BLITOMIKTE CKPHIIT ¢ IAPAMETPOM stop!

sudo jets/init.d/spache? stop
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O sysloglevel - - yPOBEHD JKYPHANMPOBAHHS COGRITHI:

HauGoriee RaKHLIE;

* energ
o alert — coGhTs;
® crit — KPUTHYECKHE COOBIISHHA;
® errcr — omuGKM;
® warn— OPERYMPERIEHHS;
* notice — coOBUICHMS;
* infc -— pndopyauns,
® debug — OTITA0MHAR WHBOpMAINAR;

O umask macka_gaira wacka xaranora — Macka ¢aiina Aia HOBBIX (aiinoB M Nalok,
paBoTarowas TOYHO TaK e, KaK NapaMeTp urask CHCTEMBL. Macka Katanora He fBna-
ercs o03arennnoN,

Kax BHTe, yoKe 110 paMeTpaM TIORATHO, TTO K YeMy, TAK UT0 HHYEro CIIOKHOO 31ech
uer.

10.3. 3axknroveHue

Lporoxo:x FTP R cepbepht pasmadnbIX npOHIBOIMTENSI 34 BPEMI CBOErO CYIIECTBOBA-
HPA UMENH MHOKECTBO MPOBNEM C GE30MacHOCTHIO. ECTM CROMMTE MpoBNeMs! u3-3a
oumBok FTP # nporpammer Sendmail, To peaysTETaT MOKET 4TMUTE JaKe TOTEpH OT
BHEIPSHUA BHPYCOB.

Tnaexas npoB.iema npotokona FTP 3akmouaeTcs B TOM, UTO OH CORABANCH KaK Apyke-
CTRCHHBIA M y100HBIA M1s nonb3opaTens. Bropas npoGinema — HCOONB20BaHUC ABYX
TOPTOE. AKTOPHARLMS [IPOMCXOAAT TOBKO MPH HO/IK0uerny 1A 21-A nopr, a paGoTa
€ KAHATOM JUISl TIEPEAdUH JAHHBIX TIPOMCXOMHT Ge3 KaKOro-Tu6o MOATBEPHIeHHA Noz-
JHHHOCTH KITHCHTA.

Ecnn 8o BpeMeRa co3nanna FTP-npoTokoda on G0 feifcTBHTETbHO HEOGXOAMM 1A 05-
MeHa JIaHHbLIMH, TO B HACTOANIEe BPEMA OT Hero crenyer nibaenarsca. Ecav Bbl xotHTe
JIaTE TONLIOBATENAM BOSMOKHOCTS TONBKO CKAYHBATI, HHOPMAIIMIO, To obpaTuTe BH-
wanwe Ha mpotokon HTTP. C ero NOMOUIBIO MOXHO JIake OPraHHIUEATS 3arpysky baii-
108 ua cepBep.

Ecnn HeofXomuM 0GMEH JAHHEIMH B NIOKANEHOHN CETH, TO MOXHO HCTIONL30BATH Samba-
cepsep 1w onsTh e HTTP. MHOIHE aIMHHFCTPATOPSI HE XOTAT HACTPAWBATH Beh-
cepBep TONBKO PANH OOMEHA JAHHBIMH U YCTAHARNHBATE Ha HETO TIOTEHLMANLHO OTac-
ubie cuenaphi. Ho Retbas 3a6518aTh, wto FTP Takike MOKET OKa3aTh MEBEXHIO YCIYTY.
Hit iy 3011 nyscno mGHpaTh menninge, FC y wac ywe paboTact ReG-cepRep, 10 max-
CHMATBHO MCTONE3YHTE Era BOMOXHOCTH, H TOTIA MOXHO GyfeT 3akphits 214 nopr,
TCM CAMBIM OrPazyB cebst OT BEPOATHLIX OIIHGOK, KOTOPEIE MOTYT ¢ HHM NPUIATH.

Ec:iw BaM NWYAO HEOOGXOMHM IOCTYN K CepBepy i padoTsl ¢ daitnaMu ynanenro, To
coReTyl0 uenonka0BaTh Naket SSH M BCTpOEHHENH MpoTokoT SFTP, KoTopsrii mmhpyeT
DIAHHBIC, IOCKOMILKY TAKOC COCAMHCHAC TICPCXBATHTS HAMHOTO CIIOKHES.
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paboraer NAT. C nomomsio NAT apec KOMIIBIOTEpA M3 NOKWILHOH CETH MOIMEHAETCS
MHTEPHET-aIPECOM, H MAKET MPOLO/DKAET CBOH IMyTh M3 JIOKATEHOH ceTH Bo BeemupHyro.
Takumt 06pasom, JOCTATOMHO MMCTh TONBKO OJHH MHTEPHET-aIPEC, KOTOPHIA TIPHCBANBA-
CTCH WKy, 1 BCA TOKAILHAT CETh CMOXKET PAGOTATS ¢ PeCypCaMH BoeMHpHOH CoTH.

Jls nactpoikin NAT KOMaHIa MOKET BRILTAAETS CIEAYIOIMM 00pazoM:

iptab.zs -t nat -A FORWARD - o pppd -3 MASQUERADE

Kiou ~t nat yKa3eiBacT Ha HCOGXOMMMOCTR 3arpy3HTs MOAYNIh iptable nz-. Eciw on He
RATPYAEH, TO HTO NETKO ¢/IENATH BPYYHYIO C IOMOIIBIO CISTYIOMEH KOMaHIBT:

mcdprope fptable nat

3zech iptanle nat — MOAYMb ANpPa, KOTOPHIH NMOSBOJIAET CETEBOMY 3KpaHy paGotats
c NAT.

4.11. 3ameuarus no pabore Firewall

Kax Bbl NOMHUTE, TENEPs Y HAC IO TPH JAMHCH JMA LETOUEK INFUT M OUTPUT. Ecnu sam
yxe He HyxeH Gompime zoctyn mo FTP, et saxorure ero yGpaTk. Orkmouus FTP-
cepbep, ne 3aby/IpTe YALIHTL paspelatolie IPasiia H3 LUENoYeK,

Ouens suKeNo, ecyu IP-agpeca paclpelensioTes JHHAMUEECKH H MOTYT PETyILIPHO Me-
waThes, Eclu B Bamed cemn uonomsayetca cepaep DHCP (Dynamic Host Configuration
Protocol, MpOTOKOM IWHAMIMECKOH KOHGMIYPAUUM X0cTa), TO HYKHO M03aGOTUTECK
© TOM, UTOfEI KOMITBHOTEPbI, KOTOpHIM HCOGXOMUM 0cobbili 0CTYT 1 MpaBia (RampH-
Mep, OCHOBHOI WITKOR), BCE e UMEIIM AGTTKO SAKPOILICHHBIH afpec. DTO NpelCTEPATHT
W crmydaiinoe momananne TP-aipeca B HEMOOPOCOBECTHBI PYKM, H NOTEPIO TIPHBMIErHA
TEMU, KTO B HIX HYXKIaeTCA.

To ecTs, 4TOGH YeTkO KOWTPOAMpORATH TP-AApCCE, HKCAATEIBHO HCNOMb30BaT DHCP-
CEpBEp, HO KECTKO (HKCHPOBATE AZpECa Tem, KTO HYKIAeTCA B NPRBUJICTHPOBAHHOM
JOCTYNE H BMeeT GHIETPEI B LENOHKaX.

IlexoTopare cepeuca! (Taxue kak FTP) MoryT tpeGoBaTe mis cBoeif paBoTs! Gonee onHOTO
nopTa. Lotk BBl He OTKpOeTe Boe HY)KHEIE TIOPTHL, TO MOMETE He NO/TYYUTE HEOGXOIHMO-
TO pe3yabTaTa.

TectupyiiTe BCE HCNONL3yeMble COSAUHEHHUA TOCHE KANIOTO M3MCHCHMUS KOHGHIYpatun
ceTeBoro akpana. IToc/le BHECEHHS HeCKOTbKHX MOIMGHKALMN HaliTH ommbKy oueHb
THRENO,

s [IoHCKa KOHNHKTHBIX LEMOUEK 5 COXPAHAIO KOHGHTYPALMIO BO BPEMERHBI (bait 1
pacneuatsipalo ¢¢. Ha GyMare HaMHOTO IpOLUe, H€M 112 DKPaHE MOHHTOPA, BHIETb BCKY
xapTHHY B uesoM. OBpallaliTe BHUMAHHE Ha MPABHTBHOCTS YKa1aHWA TAPAaMETPoB (an-
DPeC ¥ TOPT) MCTOUKMKE. 1 110y SATEA NEKETA. (MCHb YaCTO 4 IMHRHCTPATOPH! MYTAIOT,
116 M 4TO 1ponMCHtRATE. S M CaM PeryIAPHO MYTAKOCH.

Tlpy koHTponC 3anucei, oTHOCAXCA K TCP, NOMHFTE, HTO 3TOT NPOTOKON YCTaHARTH-
BACT COEIHHOHHE, A4 3HAYMT, HEOGXOTMMO, UTOGE! MAKETHI NPOXONFITH B 08¢ CTOPOHBL.
Ipotoxon UDP ue TpeSyeT MOAKMOUEHVA, i TAKETE! MOXHO TPONYCKATE B OIHY CTOPO-
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TloMaMO 3TOTO, HEOGXOMMMO HCIONB30BATL AHPEKTHBEI encrypt passwords M smb

passwd file;

O usernanc map = et — yKa3aHue Ha (alil, [Ie XPAMATCH CIMCOK MONbIoBaTencii
cepBepa Samba mus xnmwentop Windows 9x (0 Hem mnoaopoGHee MBI [OTOBOPHM
B paso. 6.3);

O usershare max skaras — MAKCUMEIIBHOE KOJUHYECTBO NONIB3ORATCIRCKHX KATAIOIOR,
KOTOPHIE MOTYT BBITb OTKPLITSI 15 OBIIEro AOCTyNa;

O usershare allow guests - yes— eCIA STOT IAPAMETP BIUTIOUEH, TO TOCTH CHCTEMEL
©MOTYT NONY4HTL TOCTY K OTKPLITLIM Pecypeam. Flo yMOTUaHHIO 3TOT NapaMeTp oT-
KITIOHeH, YTOGET IOCTYT K OTKDHITEIM Pecypcant TIOMYMAITH TONbKO ASTOPWIOBAHHEIS
TIONB30BATETH.

6.1.3. Cem

B 3TOM paznene MBI H3yYHM THPEKTHBBI HACTPOMKH CETEBOTO NPOTOKONA:

O include = aitn — MO3BONSET NOAKIOYHTEL AOMONIMTERbHBIH KOH(UIrypaLHOHHBIL
haiti1, HampuMep, ¢ IPYTOTC KOMIIBIOTEpA, WITH COAEPHAIRMIA HACTPOAKM JUIS KOH-
KPETHOTO MO TIOHAIOIICTOCA KOMITbiOTepa. B nocnesseM ciyyae ums daiina ofbrHO
samaerca B GOPMATE nyrs.%m. B JaNHOM CTyMae nyre — 3TO HAYANO MOIHOTC HME-
su afina, a m— om0 NetBIOS-nms komnbtotepa. Hampumep: /etc/samba/
smb.conf.robert;

O socket cptions = TCP, NODELAY S0 RCVEUF=0192 SO_SWD3UF=8192 — 3aJaeT MapaMeT-
Pbl OPUTOKOIA M PA3MCP AXOZHOIO M BEIXOAHOCO Sydepos. B namuoM cayuae:

# TCP NODELAY — mo3Bomser GeicTpee (Ges 3afepikek) NepenapaTh TaHHbIC;
« SO RCYBUF — pasMep npHHaMaroiuero Gyiepa;
 50_SNDRUF — pasMep TIepEAaIoTIEro Gy depa;

O interfaces - wimeppesicn — €M Y BAC YCTAHORICHB! JIBE CETEREIE KAPThI, KOTOpHIE
HaIpaBeHE! Ha PasHEIC CETH, TO C IOMOLIBIO STOM THPEKTHBBI MOMHO I03BOIMTE pa-
GoTaTs ¢ Samba TOEIOBETENLAM H3 KAKOH-TO KORKPETHOM M W3 0GCHX CeTelt;

O bind interfaces only — [03BONSET NPHUBA3ATECA TOMBKO K MMEHOBAHHBIM HHTEp-
delicam WIH CETAM, MEPEYMCICHHEIM B [IAPAMETPe interfaces. ECin samma cets me
3aILMIIEHa CETEBLIM IKPAHOM, TO HACTOATENEHO PEKOMEHIYETCS MCTIONE3OBATh TOT

napameTp, uToBki JOCTYM K cepBepy Samba HMENH TONLKO KOMTIIOTEpS! M3 Bautel
ceTh, & He MofOH yaancHHLIR ToNsIoRaTe: B3 HATopHeTa.

6.1.4. 3ameHa cepsepa Windows

Eci mOCMOTPET: Ha MApAMETPH], ONHCAHHbIE B STOM PasieNe, MOXHC YBUZETG, UTO
Samba cmocoSha nomHocTbio 3aMeHuTs Windows-cepaep, u paSounc crammm na Gasc
Windows He 3aMCTAT Hey06CTE:
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LlapaMeTp n HyHO 3aMELHTI, (OMEPOM Tpougcca. Hanpumep, 4TobE 3apepukT, padoty
(JOHOKOR 1IP0I PAMMEI AT, HYAHO BEIIOIIHIETH:

kill $1

3aTeM cpasy e 3aTyCTHTE KOMAHAY jobs. BEI JOMKHBI yBRIETE HA akpare conlueHwe
Tvna:

[1] + Terminated man Is
TToGiIC 1OBTOPHOT) BAIZORA KOMAHAN Jois MPOFPAMI man GOMBLIC HE GYACT.

Ecan ebl XoTHTE 32BepIuTs paboTy nponecca, KOTOPEIH JAMYIUICH HE BAMH, HO BEI 3HAETE
ero PID, T HykHO BETIONHHTE KOMAHAY:

#iil n

3HaK NMPOLEHTa B 3TOM Cly9ac He HyxeH. Torna KoMauaa kill WIET MpOLRCE, ¥ KOTOpo-
ro PID papeH yKa3aHHOMy HMCTY n, W 0CHLIAET CHTHAN [UIf 32BEPLICHAR.

3.4.3. TTpocmoTp npoueccos

C MOMOIITBIO KOMAHIB! jobs BB MOKETE YBUAETH TONBKO 3ATYIIEHHbIE BAMH ITPOUECCHI.
FroGbl 10U050UBITCTBOBATS, MEM 3UHMMBIOTCH OCTAIBHBIE LIVIBSOBAIENH B CHUTEME,
HYXHO BBINOJHNTS KOMAHAY vs. ECTH 3IyCTHTS e Ge3 MapaMeTpoB, TO PesyilbTaT Ha
3KpaHe GYAeT IPUMEPHO CITeTYOWAT:

FID TTY TIMD CM3
1852 ttyl 00:00:0C bash
1741 Lyl 00500308 ps

1lepen namu 4eTLIPe KOTOIKY, KOTOPLIE MOKAILIBAKT HAEITHGUKATOP MPONECca, TEpMH-
HaJl, Ha KOTOPOM 3alTyIICHA NPOTPAMMa, BPCMS palOTe! B BHIMOITHACMYIO KOMBHLY.

IO Naeko He TIOABIA cTcok, YToGB! YBHIETE Bee NPOUSCCH, HeOOX0IMMO BRIMTOTHUTS
KOMaHITy ps ¢ KIOHOM -a. Ho M 3TO el He GYICT Beck MepeteHb, IOTOMY UTo 0To5pa-
IATCA TONBKO MPOTPAMMEL CBOETO TepMMHaNa, ECNH TpedyeTes NOMHEIT CIIMCOK NPONec-
£OB, 3aITyUIEHHBIX CO BCEX TEPMHHAICR, TO HYXHO A06aBHTE KToH -x. [ToMimo 3Toro,
BBI MOKETE 110KETATh YBHAETS UMA NOBIGBATEDA, 101 KOTOPBIM paGoTaeT HpoUece, A
3TOro H0GABETE KMOW -u. B HTOTe, MCUEPTBIBAIONIYIO UHGOPMALMIO MOMHO TOYUHTE,
BBIOHHE KOMARZAY:

ps -axu

Peaynurar paboTei SyneT Takos:

USER PID ¥CPU MK  VSZ STAT START  TIME COMMAND
roct 1 2.0 0.1 1376 5 19:25  C:05 init .
rool 2 3.0 0.0 ¢ SH 14325 €:00 [keventd)

roct 3 .0 0.0 c &4 14:25 C:0D {kapmd

root  § £.0 0.0 a SH 14:25  C:00 {kswapd]

root € 5.0 0.0 0 sS4 14:25  C:00 [bdflusk]

voor 7 .0 0.0 0 SN 14525 610D (kupdated)
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O d N— gaTa MOCNEMHETO W3MEHeHHd Taposd. TlapaMeTp N yKasbiBaeT KOJMMECTRO
wcih, raunHas ¢ | arsapa 1970 roma. Ecmu yctanosws 1000, To nomywires 27 cen-
ra6pn 1972 rojia. Urofel He MHCUNTHIRETS 1ATY § [HAX, MOXKHO YKA32TH o€ ABHBIM
obpasom a opmare TTTT-MM-TIJL;

-E para — JaTa OKOHYAHWA NEHCTBHA Napons;

aa

-1 N— NICPAOA B JHAX, I0CTE KOTOPONG HEHCIONRZYCMAS YHETHIH sa1Heh G0KHpY-
oTon. PEKOMCHAYIO YKA3aTh HC MCHCC 3 WG H He Goiiee 4 e, wrofisl npHOCTano-
BHTE JIEHCTRHE 3aIHCH HA BPEMA OTITyCKA MK Gonesnn paGoTHmKa;

O -9 §— KONHUECTRO AWEH 10 OKORUAHMS CPOKA NeHCTBUS NAPOT, KOTAA MOMBIORATE-
mo SyneT BLIBOIMTLCA MPELyNpeAnTentHoe coobimenne, HemenaTenHo yKasemats
Metiee 3 apedi, YTOBLI He MOTIACTL HA BBIXOAHEIE;

O -1 nonesomatens — C 3TUM [APAMETPOM KOMAH/A MOSKET BEISLIBATHLCS MOOBIMH 0055
30BATETAMH ¥ TIO3BONAET MM YIHATH HEGOPMALHIO O BPEMENIH AG3IH HX [ApOTA.
UroBiE! MOy HMTE CBEIEHKA © NAPOE TOOt, BLIIONHHUTC APCKTHRY chage ~1 Toct.

Pe3yTbTaT BEITIONHERHS KOMANLI MMEET CEIyIomuil BUA:

Mintnun: -1

Max s 99999
Warning -1

Inactive: -1

Tast Charge: Fen 04, 2004

Password Expires: Never
Password Inactive:Never
Account Expires: Never

3nech 0TOGPAKAIOTCH CIIGYIOLIHE IAUSHHA:
* Minimum — MHHAMAIbHEIH CPOK NefCTRHA napons;
®  Maximum — MaKCUMANTBHBIE EPHOT ANA MO.Tb30BAHUA TIAPONEM;

© darning— KOMMMECTEO Awel, 3 KOTOphie GYeT BLUIABATHCH MPEAYNPOKICHUC
0 3aBEPIIEHHH CPOKA NEHCTBUS NAPOM

¢ Inactive  MAKCHMANBHOE KOMH4ECTBO AueH, B TewelMe KOTOPLIX yueTuas
3ATIHCH MOKET He AKTHBHPUBATLCA;

® Last Charge — NOCTE/HAS 2Ta U3MEHEHHS;

 Password Expires — [IATA OKOHYARMA MEHCTHWY Tapons;

® Password Inactive — JaTa, KOTA NAPO:Th CTAT HEAKTHBHBIM;

* Account Expires — IaTa OKOWHAHUA JEHCTBHA YWeTHOHN 3anHCH.

UTOGE 337aTh MaKCHVATEHOE KONFUECTBO HeH JH3HM TIApOTA B 60 e, BHMONHHTE
KOMAHAY:

chage — 60 robort

CTHWIKOM 4ACTas CMeRa TapOneii TIPHBOSTHT K TOMY, ¥TO TIOTK30BATEH TPOCTO He yCTe-
BAIOT 3AMOMHUTE WX. H3-3a 9TOr0 cokHBIe KOMOHHALKWA HAUMHAIOT THCATE Ha Gymare,
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As Ubuntu ZOCTATOMHO BHINONHUTE CIEAYIOUIYK) KOMAHIY, YTOObI OCHOBUTB BCE YCTAHOB-
NeHHEIe NMAKETb:

sudy apl-gel spgrade
Ha puc. 3.6 ToKa3aH pesynsTaT BHMOSHEHMA KOMAILIG B MOE BUPTYaTbHON MalTHHe.

Ie nyraffTech, ccM A@Ke M0CIE YCTAHOBKH CBEKETO M TOMBKO YTO CKAYAHHOTO AMCTPH-
GyTHBa BaM Open1oKaT OGHOBHTS MHONeCTBO niporpaym, Jla Ubuntu — 570 HOpMans-
Ho. JlUCTpHOYTHE Ha caliTe OGHORIRIOT He TaK HACTO, KAk MAKETbl.

Tepen BEIMONHEHHEM KOMAHIE! upgrads MOKHO €IIe BRIMOIEKTE update, 4TO0B 00HO-
BHTE TOKATRHY10 Gazy HHPOPMALWH © apt-iakerax,

3.8.3. Komnunauua aapa

TpH KOMIAALKY MOXHO BEIGPATH H MOHOMHTHOE A7Ipo. B aToM ciyuae B HeIo Gy/y™
BCTPOEHBI BCE HEOGX0aMMbIe MPaliBepbl, 4TO NOBKICHT TPOH3AOIUTETBHOCTE, HO CASTAET
HEBO3MONHBIM 0GHOBNIEHHE IpaifBepon §e3 NepexoMIMIfuUn BCero sapa.

A pexovenny0 Bav pazoSpaThCA ¢ KOMIOMAALUMER, MOTOMY MTO BCE CBEWME AIPa BHIXO-
AAT B HCXOMIBIX KOJ@X, & M3MAHME IPM-TIAKETOR WHOTAA 3ATA3fILIRAET Ha HEASMo i
Bonee. Bee 3T0 BpeMs Batlia cHCTema GYIeT YA3RMMONL,

Kak nipauto, £Ipo NocTaBnAeTcA B BUde far-apXuea. CHavala ero ualo palapXuBApo-
BaTh:

tar xzvf linux-2.6.10-rc2.tar.cz

Fima apxuBa B Bawen C1y4ae MOKET OTIHHATLCA. Sl Gepy caMoe HOBOE HA MOMEHT Halll-
caHMs KIIATH SAPO, KOTOPOE CTIeUManbHO cKaduat uz MHTepreTa, Sapo Beeroa MOXHO
HaifTy Ha caitte www.kernel.org.

ApXWB pacnakopbiBasTcss B Kataior linux-2.6.10-re2 (uma apxusa Ges pacmmpeHus
tar.gz). Heobxoanmo uepeiiry 8 310T katanor, YToSbl BLIONHATS AankHeRMe NeHCTBAS
110 KOMIIWIISUNK MMCHHO H3 HOTO.

JI17 Havana HyHO CKOHGHIYPHPOBATE STPO, T. €. YKATATb, 10 Mhl XOTHM HONYHUTH
B peayabTaTe. J5 TOMO MOXKHO HEMONbIOBATH OMHY M3 GETHIPEX YTHITAT:

O cldcenfig — CUEHAPHI, KOTOPBIH YCTAHABIHBAET 3HAUCHUA N0 YMOTIAHRIO Ge3 Ha-
Wero BeaoMa. ;15 BL120Ba HCMOTB3YiTe KOMAHAY make o dcon®ig;

O config- - cuelapuii, KOTOPbIA B KOMAHIHOM HHTEPIPETATOE 3AMIAET BaM HOMPOCH
© mapamcTpax GyAyWero sapa U B 3aBHCHMOCTH OT BAMWMX OTHETOB (IOPMUPYET KOH-
urypauonHsIi daitn ona xoMnuaAums. JL14 BbI30BA UCMONE3YHTE KOMAHIY maks
confi

0 menuconfis — TekeToBas yTwiTa (pic. 3.7). HanBonee yo6ubii wapuast kosdu-
CYpUPOBAHHS H3 KOHCONM. JLTs BEI30Ba MCTIONS3y HTe KOMARAY rake reaucontiy;

O quonf (xcerfig) — rpadmueckas yrumara (puc. 3.8). HanGonee ynoSHbli BapuaHT
KOHQHTYPHpORAHHS 41pa H3 rpaduueckoll oGoouKH Linux. Jns Briosa Henonsayk-
Te KoMaHy make
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Kak BuauTe, KOMaHNa passwd JHAKOMHT HAC C OCHOBHBIMH TPABHIAMH CO30AHHA COK-
HBIX Taponielt B Jake MPEANAracT MpUMep, KOTOPBIA ROCTATOUHO JTMHHEBLA U COTEPIRHT
pasnnudHbie cumBoIbl. HO 2 He ¢Tasl Gbl ¢ro HEMo/Mb3oBaTh, MOTOMY YTO OH COCTOMT W3
BIIONHE HHTAEMBIX CTIOB. 3NOYMBIIIIGHHIK MOXET 3aMyCTHTS N0AGOP Hapoe 1o criosa-
PIO, I PAUIMMHBIC ¢10BA OGBEANHANTCSH, KaK 3TO JEMaeT passwd. Takad Tpolexypa
aaliMeT 3HAYMTENLHO GOMBIE BPEMEHM, YeM 1060 NAPONA M3 OAHOLO CORE, HO BLE e
HaMHOrO MeHbie, yev nontop umgpa spoxne OLhsiu 9&Z435drf. s naxoxaenus
5TONO NADONS CHOBAPL HE 1OMOXET, & NOTHEI NEPEGOP BEEX BOIMOKHBIX BAPUAHTOB
OTHHMET rof6L.

A 1aBaliTe MOCMOTPHM, HTO CORMAC HAXOAMTCA B /(OMAIHEN KATANOTE HOBOTO MONb30BA-
e, Bet iymaete, wro Tav Hraero wer? Tlposepun. Tlepefinute B Katanor /home/robert
UM BBITTOIHATE CHEAYIOIYIO KOMaHTY:

1s -al /home/robert
Kivou -» sactamimer oToSpasars sce daiin (8 TOM WHOTE W CHCTEMHBIE), a KoY —1

BEIBOIMT TOAPOSHYI0 HHtopMmalHia. PeaynbTaT BLITOMHEHNA Takol KOMAHIbI NOKCH
BHTTANETS MPAMEPEO CTAYIOUIIM 05pasoM:

drwx: 3 robert  robert 4096 Nov 26 16:10 .
druxr-xe-x 3 root raot. 4096 Nov 26 16:21 ..
1 rabe: robert. 24 Wov 26 15:10 .bash_logout
1 robert 191 HNov 26 1§:10 .bash_prefile
1 rebert 124 nNav 26 18:10 .bashre
1 rohert 2247 Mov 26 16:10 .cmacs
1 roberl 11 Nov 26 1€:10 .glkre
drwsg-xc-x 4 zebert  rohert 4096 Nov 26 1€:10 .kde

O6parHTe BHHUMaHHC, 9TO B KaTatore 5 gaiinoe n oauu katator, CaMoe HHTepecHOE Ha-
XOAMTCA B TpeTbeH K HeTBEPTOH KOTOHKAX, 1€ PACIQUIATAKYTCA HMA U IPYHNA BNadenbua
aiina cooTaeTcTReHHO. B 0BOMX CTONGUAX MOUTA BCIC YKasaHo MMs rovert. Eciu
NONL30BATENd ¢ TAKHM HMEHEM MBI TONBKO 4TO CO3JATH, TO [PYNITy — Bpoje 65l He Co3-
aapaun. Ho BenoMuuTe, B paso. 4.2 MBI TOBOPUITH, YTO €C/TH MPH CO3IAHHY MONB30BATENT
He VKATHIBAETCA [PYTINA, TO aPTOMATHHECKH (OPMUPYETC TPy ¢ TAKHM G BVCHGM,
TO ¥ YHeTHAA 3aIHCE, 1 TY/d CPA3y JKe TTOMEILAETCs BCe HEOGXOIHMOE O HOBOM TONE30-
Batele.

Eme onme Hoanc. Ilanka ¢ AMEHeM H3 ABYX TOUEK (..), YKA3bIBAIOULAS 113 POANTEILCKHHA
Kararor, npasanacKuT root. Moueny? Tlo:ibsomaTens roberl — B iafenel Tekyllero Ka-
Tatora /home/robert (OH 37eck XO3HH), HO KaTanor Bele, /home, BHe ero mpas — oH
PHRAINIENKHUT TOMB30BATEITO FOOL, TAK HTO MATIKA .. TAKKE MMEeT AT2IeIBUa Toot,

Bce ¢aiine 1 Manky, KOTOPEIS NPAHALIERKAT YHCTHON 3aIHICH robert, IOCTYNHET s uTe-
HMs W 3anucH. [Tonb3oBaTey rpynmst roberl U Bce DCTATBHBIE MOTYT TONBKO NPOCMAT-
PYBATE MHOPMALIHIO, 2 PA3PELISHHS Ha H3MEHEHNE Y HUX HET.
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UYecTio cKasaTs, A Gbl yaMBWICA, ecria bl KTo-TO yMmyapuica neropruts KDE wm
GNOME, sens mcummii sz OC sauchT ot 3t ofoncuek. H SuSE cymena we ueriop-
TATE 3TY KPACOTY CBOWMH KAPTHHKAMH H TIOTOTHIAMH,

Onako Heikan ckasuTh, 4o 1porpammucTe SUSE Roofe HRUCRo Ho cenamy, Onn
1062RITA B MUCTDHOYTHR HAGOP YTMITHT N0;, MasRauuey YaST, KOTOPHIE 3HAUUTEIRHO
YIPOLAOT aAMHHUCTpHpoRanHe. 51 Bbl nocosetopan SuSE Tonbko moGurelsM A ais
WCTIONBIORANHA HA KITMEHTCKHX KOMTEBIOTepax. Tem Gonee, HTO 9TO OIMH M3 MIATHEX
MCTPHGY MO, KOTODEIT PACTIPOCTPRAEICH B KAPOGKE.

B nacToswee pevs 9TOT AUCTPHOYTHD HAXOAMTCA NOJ MATpoHANKey Kommaimk Novell.

1.4.4_ Debian

HecMoTpA Ha To, YTO LeNb JIOOOTO NPOH3BOIUTENS — MONYUHUE NPHUOBLTH, CYLECTRY-
1 MHOKECIBO JMCIPUGYIHECE, KOTOPSIE BALIN 1 OCIRIOTC HEKOMMCPUECKUMI. OCHOB-
HBIM 1 CAMBIM KPYUHEIM M3 HNX MOXHO cuuTats Debian (www.debian.org). 10T 1po-
VKT CO3AA0T NPOQecCHOHANE! 1% ce6sl, HO NOME30BATECH MM MOXKET KUKIEI.

OC Debian kueer GOMbINE BCEro OTMHUMI OT K1AccHuecKof Red TTat,  y Bac MOryT Bo3-
KITYT, NPOBTEMbI H3-3a PASIIOTO PACTIOTOIKENRA TIEKOTOPHIX KOHQHIYPALHONHBIX pait-
0B, Ho Ha 3ToM NpoGiems! He axaHuuBaioTcs. Kak 1 Bce HEKOMMepUeckHe NPOeKTH,
STOT JWeTpUByTHR Citonnee ipyrux. PaspaGorunin nostinonnpyior Debian kax najicse
Hy10 OC, 1 3T0 y HUX NOTYUAETCA, @ BOT O IPOCTHIX TIONE30BATENAX OHH 3aB0TATCS MATIo,
TOSTOMY AOMALUHHE KOMITLIOTEPbS ITOT AMCTPHOYTHB 3aBOICKOT HC CKOPO.

1.4.5. Ubuntu

10, KABCPHOT, OTAH U3 CAMbIX TPOCTHIX AACTPHOYTHBOS, HAN KOTOPLIM PAGOTACT KOM-
nans Canonical Ltd. [Tpi ero co3aanHn OCHOBHOM LeAbIo Ghia NPOCTATA, H, KAKETCH,
B 2009 rozy KOMNaNHs 3asBHIA, STO B TEYENE ABYX JET IIALMPYET CASTATL AMcTPaGy-
TR KpacwBee W y10bHee Mac OS. TToka GHICTPBIX NPOABUGKEHMI B CTOPOHY KPAcaTHl He
HAMETHO, HO C TOMKH SDEHME HPOCIOTH MCTPHGYTUR YKE JABHO ARISEICS OAHKY W
JyMusX. A Cy[Is 00 CTATHCTHKe ceT4ukos Linux-pecypeos B MeTepuete, 8 Pocciu sToT
AHCTPUGYTHB cambiif nomynapHbIit. Cafit paspaGoTuvkos — www.ubuntu.com,

Muctpubytns noctpoen na Gase Debian (k coxaneinio, B npeablayLUeM H3AAHHH 30€CH
Bhuia poityineHa oumGia. BIEronaps HpreMy copy/paste k 310 MECTO HOTIANO HA3BAHAE
xommasan Red Iat). BrGop xomnamun Canonical Ltd. aces, 8 maue Debian osm xi6pa-
Tt OUeHk Be30ACHYIO 0CHOBY. EMHCTBEHHOE, UTO MEHA [TyTaeT, — GOMBUIMHCTRO CTa-
THCTHMECKHX 0G30POB MOKA3BIBACT, HTO EIKETOAHO B 3TOM AnCTPUOYTHBE HAXOAAT Gonb-
e yR3BUMOCTEH, UeM B KoHKypeHTax. M 310 npu Tow, uTo & OC Debian, na xoTopo#
ocHoBaHa Ubuntu, HaXOmAT 04eHb MaTO YI3RUMOCTER.

CTATHCTUKAM W AHATHTUKAM BEPHTH OIeHS CIIOHKHO, 0COBEHHD C TOUKH 3peHHs Gezomac-
HOCTH, NOTOMY YTO 6@30TIacHOCTE H3MEPHTE HEBOIMOXHO, B IHeTpuGyTune MomeT GBITh
Ha/CHA COTHA YASBUMOCICH, HO OH OCTHHEICA HAASHHBIM, €CM BCC OHM HESHAYMTE)b-
Hete. C Apyroi CTOPOHEL, AOCTATOSHO OAHOH YAZBUMOCTH, HO 04EHE CEPBE3HOM, KOTOPYH
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O sitename.zone — oTAcHACT 3a NpeolpasvRaHue MMERN sitename.com B [P-aapec;

O 10.12.190.in-addr.arpa.zone — OTBEWaCT 33 NpeolpasoBARHe ATPecoB ceTk (90.12.10.%
® nmera.

Dailn SItename.zone MUKET BBILTIALETS CIISUYIOMHM 00pasoM:

[ N S0A  ns.sitename.coam  root.sitename.con (
1 serial
28800 5 rufresh
7200 ; retry
60480C ¢ cxp?
56400 ; el
)

rame . com.

™ KS  ns.sit

™ MX 10 mail.sizerame.com.
as A 180,12.1C.1
mail A 190,12.1C.2

PaCEMOTPHM OCHOBHIE THIBI SaMHiceH, KOTOPLIC HENOML3YIOTCA TpH KOHGUTYPHPOBAHIE
DNS:

01 soa (Start of Authority, Hauano NMOTHOMOUMIA) — OCHOBHAA MHIOPMALWA, KOTOpas
BKTIOUAET B cefd MONTOBGLA aApec aIMBHHCTPATOPA, 4 TAIOKC BPEMA WUIHH 3arTHCH
B KoLlIe, JAHHBIC O YaCTOTe 8¢ 00HOBIEHHS H 1p.;

a

2 (Address, anpec) — oMeHHOE WM | [P-aipec KOMIBIOTepa;

u

crars (Canonical Name, KaHOHHYECKOE MMS) — CHHOHMM JUISl PEATBHOTO JOMEHHOro
HMCHH, KOTOPOE YKAREHO B SEIMCH THITA A;

u

e7R (Pointer, ykazaTenb) -— oToGpaxaeT JOMEHHOE UMA 110 ero IP-aapecy;

3 oxr (Text, TekeT) — NONOIHUTEIbHAS WHGOPMALHSA, KOTOPas MOKET COACPIKATE JNO-
Goe onmcauue;

3 ap (Responsible Person, orsercTsentoe Mino) — axpec E-mail oTeCTCTAERHOND 38
paBoTy uenopeKa;

3 zmuro (Host Information, muhopvamms o X0cTe) — MHPOPMALMS O KOMTIBKOTEpE,
Takan Kax onucane OC ¥ YCTaHOBICHHOTO 060pyIOBaHNA.

B te:1ax 6e30MaCHOCTH 3aMUCH HINFO M TXT He HCTIONB3YIOT. Huero THIIHEro XaKepy He
JOMKHO BHITh JOCTYTHG, TeM GOlee, He CTOHT BROAMTS HHQOPMALHIO O KOMILIOTEPE 1
ero OC. 3amicH HINFO M TXT YHCTO HHBOPMALMOHHEIE H HE HECYT B cee HUKAKMX mo-
Je3HBIX JAHMBIX, CIOCOGHLIX TIOBNHATL Ha paboTy cepBepa.

Teneph BepHencs K (ailny sitename zone u PACCMOTPHM €ro cofepiemoe. B nepaoii c1po-
Ke (THD SOA) MACT OnncamMe <oWs. OWauana ykasimaercs wv  DNS-cepsepa
(ns. 53 Lenane . con) M HETIOBEKA, OTBETCTBEHHOO 33 BAIMHCH (oot Bsi temame . o). 3aMCTh-
Te, uto ¢ B agpece E-mail aMeHeHo TOYKOM, MOCKOMBKY CHMBOA (@ MMeeT OCOGBIH
cvbics, B ckofikaX MepedmcIieHsl MapaveTpel, KOTOpEE AmA yAcGCTBa pacmomomensl
KDKIbIH B cROeH cTpoke. TIepBEIM HIET cepHitHR HoMep. TToce KaXJIo KoppexTHpoB-
Ki yBeTMUMBaiiTe STO 3HaueHHe Ha | WIn JaNHCLIBANTE TYAA JATY NOCHGAHEro PeNaKTH-
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9.6. KawnposaHue 6paysepom

B 3aK7TKOUEHME TEMBI O NPOKCH-CEPBEPAX XOUETCA CKA3ATH, UTO KUIIPOBAHHE YI06HO,
KOTZIa ¢ CePBEPOM PaloTAET MHOXECTEO KOMITBIOTEPOR. TIpH TOM 2KOHOMHEE HOIOML2Y-
TCH KAHAT CBAI3M, ¥ ¢ YBETUMSHHEM KONHUECTE? TIONEI0BATENeH HATPYIKa HA HEro Yae-
JMMHBAETCS HE NPONOPLUMOHAILHO UX HHCTY, @ MEIVICHHEE.

TIOMMMO IEATPANMICRAHHOIO KOLIMPOBAHMA C IIOMOLIBK) 1IPOKCH-CEPREPA. MOKET Me-
TOMEIOBATHCH MOKATBHEH KoM ceTensix mporpavy. Hanpmep, s Gpayaepe Mozilla ipo-
YUTAHHBIC CTPAHHLIB! MOTYT COXPaHATBCS B K3LIC Ha JIoKanbHoM aucke. pn cncmyromem
WX BBI3OBE HE TIPOACXOIWT oGpalienHs Jake K MPOKCH-CEPRERY, A CTPARMYKA 3arpyka-
€TCAl U3 JIOKANILHOTO K3INA.

Ta pre. 9.3 nokasaHo OKHO HacTpofikK kawa B Gpaysepe Mozilla. Kak sumure, Memory
Cache 1o yworuankio cocTaprser 4096 K6aiiT — 3T MakCHManbHbIl pasmep oniepa-
THBIOH NAMATH, MCMOIb3yeMOfl 118 XPAHEHHS MOCNeAUMX 3arpy/KeHHBIX CTPuMIL.
Hcros30BaRAe K314 B TIAMATH YBETUUHBAET CKOPOCTb, KOTAA BB TYTEINECTBYETE N0
OJIHOMY H TOMY e CaiiTy, Bels NIPH MEPexose OT CTPAHHLE! K CTpaHUIe GOMBIIHHCTBO
rpadHuecKHX 05pa3os coxpangeTca. UTobel He JenaTh fake MMLIANX oGpalIeHHI k AHC-
Ky, [OCTEHHE 3aTPyKenHble daiib GepyTes NPIMO H3 0NepATHBHOMA TAMATH.

5 Appearance
| Navigator
 Compaser
5 Mall & Newsgroups

| |
| oo
A Proxies T
TP Netwerking e
COM Inspector
St

Puc. 9.3, Hacrpoiika Kawnposatun & Gpaysepe Mozila
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D t— NpoCcMOTPETh COASPAMMOR 3PXHBA;
O u— 061oBUTL hailnel B apXuBe, KOTOPbIE GbUTH M3MEIIENLL;

0 n date — 106aBUTE B aPXHB TONBKO T¢ GafiIEl, KOTOPEIE HIMEHEHE! TTOKE YKAZAHHOH
natel. TlapaMeTp date Jomien GurTs samereH HeoGxonAMOR naTol;

O p— He yfansth Mepbrift cumon /", B 9TOM CTynae, B KAKOM KATATOre BbI HM 32Iyc-
THTE pazapXHBHUPOBaHHE, GailTbl IOTAMYT HA CBOE POHOE MECTO.

C TIOMOITRIO YTHITHTSL 3t MOMKHO APYHRMPORATH CPA3Y HECKOIRKO KATANOroR. Crienyio-
1mas KOMAHJIA NOMEIIaeT B apXuB katanors /home u /et

tar of backup.tar /home /etc

UToBbI IPOCMOTPETH COASPHUMOE APXHBA, MOXHO BHIIONHHTE KOMATY:

tar tvf backup.tar

B oTBeT Ha 2T0 Ha JKpaHe GYIYT MoKa3aHbl Bee GaifTRl H KATATIOTH apXHBa, HX TpaBa
JDOCTYNA K BaAeNbUbl. Pe3yIbTaT MOXHO YBUIETE B IMCTHHrE 13.1.

501/504 3 2004-11-27 70:24:05 home/adr/

504/504 © 2004-11-27 20:24:05 hore/adr/ . xde/

504/504 ¢ 2004-11-27 20:24:05 hone/ads/ . «de/s:
504/504 118 2004-11-27 20:24:08 hore/adr/ . gtkre
504/504 24 2004-11-27 20:24:05 home/adr/.kash_logouat.
504/504 191 2034-11-27 20:24:05 hore/adr/.Eash profile
504/504 124 2004-11-27 20:23:05 home/adc/ bashre
504/504 5 2004-11-27 20:24:05 homa/adr/text

504/504 2247 2004-11-27 20:24:05 hore/adr/.emacs

TlocMOTpHTE Ha TIOCTEOHIOI KONONKY, rie MOKasaHo pactonoxenue dabbia. OSpature
BHUMaHUE, UTO MyTH He HAYMHAETCA C CHMBOJIA /, YKA3BIBAIOIIETO Ha KOPEHs Aucka. [To-
STOMY TaKol apXuB Hy’l0 PACIAKOBHIBATE B KOPHE, MHade ol GYIET COIaBATEC B Te-
KYIIEM KaTanore,

13.5.3. gzip

B OC Linux ecth T0CTATONHO MHOTO PAIUMHBIX YTHAMT jifsl yUakoski TaHHsX. HanGo-
fiee NOMyAPHOi 13 HUX ABNACTCN gzip. [TPeuMYIIeCTRO apXMBADOBANMS NEpe IPOCTHIM
KOMHPOBAHAEM JIAHABIX JBKIIKOYACTCA B TOM, MTO PC3yJIhTURYIOIIAN KOMMA 38HAMACT
MeHLILIE MecTa, , SHANVT, HOCHTE:Th 11 PeXPRHPORANHA TIOHA)OGHTCE MEHBUIETD OGS~
cua.

Yamme Beero KOMAPYIOTCA AOKYMEHTLY, PasMep KOTOPEIX B 3A3PXHBUPOBAHHOM BAZE MO-
KeT yMeHbliaTsca Ha 90 %. TeKCTOBEIS IAHHEIE CRMMAIOTCS HAMHOTO MTyHIIIe, YEM TIpo-
TPaMMEL.

HemoeTaTok apXHBHPOBAHIS — BOIPACTACT HATPY3Ka HA MPOLIECCOP, H MOXET NOTpeGo-
BaTLCA GoMpilie BPEMSHH na COIzalye Monuoi Konuu. OJUako 3a CYET TOTO, YTO APXHB
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Otgen ORTOBLIX NOCTABOK:
e-mail: opt@bhv.spb.su

Tapantus >pdexTnenoii padorsr 8 UNIX

» Basoeere xonusmoman UNIX

» PaBora s cerax TCP/IP

*  3nextponnas nowra ¥ Burepner
o Tpatssecine oBouosxn UNIX

« Pepaxtops TokeTa

¢ Komanzuuiit wnrepnperarop Shel

o Paspadorca npuowenmi ma C w Pert

PaceMoTper OYeHs MPOKIH KPYD BOIPOCOB — 0T GA30BIX KOHLEMIHH BYHKIMOHHPO-
warus UNIX 0 ocno paspaGorku nptuiosesuii o paboTsi ¢ 1ekCTonoi JokyMeRTani-
et — Ge3 OTepH rAyGuab HAOKEHHA MaTepuana. [IpaKTHHECKH BCPEEIE I8 TAKOTO
POAR THTEPATYPE! TCOPETHICCKRE ACTICKTH (YHKIHOHNPOBAIHS ONEPANMORIIOH CHCTEMEL
UNIX @imocTpupyiorcs npavepasa Iporpans Ha szstke C. Takoif BOAXOT NO3AOTET
cpapMHpoRaTH IEROCTHOE LpenCTaRICHHE 0 padore UNTX 1 nokasats a npakrare wos-
MOKHOCTN YPARICHWS OTICPAUMOMHOTN CHCTEMOH ¢ (IOMOMIBIY IPOIPAMMEKIK CPEICTR.
B kguTy BRTIOUEH NELIE PAX NPHUMEPOB HATHCAHHA IPOIPAMM 110 YIPABMEHHIO Ofepa-
wioHHOH cHeTeMoif Ha saskax C i Perl M COTIAHHIO KOMAHIHBIX ()ail/ios B KHTEpIPETa-
rope Shell. Maaoxesm Gazosue kouieramu padors cuerer UNIX v cerax TCPAP, na-
¢Tpolika HHTEPHETA, 3NCKTPOHHON NOUTH: U ARYTHX CETCRBX CRYKD, TOAPOGHO OrHCanbl
nonynapusie rpadmueckue oboiouxn KDE, GNOME u npuwiowerns nig obpadorsn
TEKCTOBOH JOKYMERTAIMH.

Ksmira paccuMTasa 0a ONLITHEIX (0L30BATENCH, CTPEMHIUMACA YrAYOUTL CBOM 3HARMI
no onepanuorHol cacrese UNIX,

Marua FOprit Crenanopis, sainMactes piuspabotsol cuetem oBpaGUrk usbix K wist (op-
stax UNIX it Windows, asieer aumnon cacremioro nmerepa UNIX. ASIOp TpES KRHE 110 Tpo-
IPAMMHPOSAHHK) HA ABIKC ScceMBACPa, OHA irs KOTUPSIX ICPCBCNEHA U toaska B CLUA, K
«Ansuscrpuposumie UNIX», paa nybukanuit 6 xypiarax «Cireuit Cellars . «llectronic
Designs (CI1A)
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7.5.4. O6pa6otka Ha cepsepe

HTML-baiine Moryr ofpaBaTLIEATECH TPIMO Ha CepEepe (TAK e, KAK BBIOTHIIOTCS
attme1 PHP). C oxmoii cTOpOHEL, 3To ¥106HO, moToMy uto kox PHP MoxHo 6yaer
BCTABIATH B halinkl ¢ pactumpenyer htm, ¢ apyroii ctopois, HTML-gaiinu aatexo ne-
e300ACHH, H CCAH XaKEP CMOKTT MX HSMGHSTA, T0 GEPACP OKDKGTCH 110/ Y1 POS0iA.

Y106k pAIpENINTL CSPBEPY REIIOTHATS GAANLI C OUPEIENSHHEIMM PACUIADEHHSMI HA
CCPBEpC, CIYAHT OHPEKTHRE AddHand er. B kKondurypaumonsom daitie httpd.cont mosc-
HO HaifTH CNIeyIoLHe CTPOKH ¢ 3TOH KoMaHAoH:

rdddandler egi-saript .cgi

7dddandler server-parsed .shtml

Ecnn y Bac HeT HeoBXOAMMOCTH HCTIOMF30BATH MHTEpMPCTATp Asbika Perl, T nopayks
CTPOKY C/IEIYET 3aKOMMENTHPOBATD, YTOOL! OHa awke He cMym@na. Bropasg crpoka ea-
QB HO €CI TAKAM e OFPATOM PAIPElHT cepiepy paboTarh ¢ HTM- wmH HTML-
Baiinamu, To 3T YKe CTaHeT HeGeaonacHsM. Clienyionleit CTPOKY B BallieM KOH(Uypa-
UHOHHOM (aiine GBITh He JODKI0:

Addsandler server-parsed .haml

Ecnu rie-To MeCTBUTENBHO ecTh 1i€0GXONMMOCTh BHIMOMIATL Bicuovenus B HIML-
JIOKYMEHTAX, T0 IPOHMIIETE 310 B aiiic htaccess. B OCTANSHAX KATAIOTAX 7 PEROMEH-
Y10 B ABHOM BRJIE 3ATIPETHTE 06patoTky HTML-dhainor cepsepom. [l sToro nobasyre
cremyToIyto CTPOKY B KoHMrypasHoRRsi daitn httpd.conf mw B daitn htaccess ke
J1I0r0 KaTaNora:

BemoveHandler .html .him

Taxay o6pazon Ml 3aNPeTuM BHINOMHEHAe daiina Ha ceppepe, HO He oTMeRHM SSI-
usetTpyxumn. Hanpamep, erenyroumit kox 8 SHTML-daiine Gyaet semonnen:

<

#include virtral="ti_ename,satml”

Ecnn ke 811 e nenonesyere SSI w, cootsetctenno, SHTML-daiiel, To 3akomMMeRTH-
py#Te H CIEAYIONLy10 CTPOKY (IO YMOTHAHHIO OHA AKTHBHA):
AddHardler server parsed .shiml

7.6. Tlpowe, ynobHee, GbicTpee

Mpoucce KOHPUrypUpOBaHUA AC.DKCH GhITb MAKCHMAILHO y0GHbM. JIo 108BICHUH
Apache2 Bee HacTpofiKH HAXOTUIHCE B ofHOM datine /etc/httpd/confrhttpd.conf, u paso-
GpaThCA B HYX GHUTO OUEHB CICKHO. A YEM GOITHIIE APAMETPOB, TeM BLILIE BEDOAT-
HOCTH, 4TO BHl MTO-TMGO mpomyerute. CofiMac KOHGUPYpaLMA PasbuTa Ha HCGKOILKD
afinos, HO BCE PABHO OHH NOCTATOUHO GONEIIHE. UTOBE! YNPOCTHTE MONASNIKKY BATIETO
BeG-cepBepa, MOTY TTOCOBETORATE PHIEMKUBATECA CIEIYKIINX PEKOMEHAAIMIH:

3 ans ynoGeTea aaMHHICTPHPOBAHMA BCC OMHCEZHWA NPaB JOCTYA MOXKHO MEPEHECTH
B KOHGUTYpaIHOHHEIH dafin htaccess, BeileNieHue HacTu paspemennit B OTIETEHEL
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yeranonmkom Windows. JIOCTATONHO IPOUTO MYCTH SAIPYSOUHB JHCK, © KOTOPOID
HYKHO 3rpysTH LinUx 1 REITIONHWTR KOMaKAy:

qrub-install /dev/hda

Ho o KoMaraax Mei eite Gyjiem roBopuTs MHOTO 8 JATBHENUIEM, 2 3T0 HeGoTbaoE 3a0e-
JET——

2.2. Hauano yctaHoski

HecMOTpS Ha BCIO TIPOCTOTY YCTAHOBKH,  yike He pa3 3amedal, UTO YCTAHORLIMKH
CNHLIKOM MOAYATIBL B He coobatoT 0b cwnbrax. Eenm Bul eTaBuiin ANCK WM drew-
KY ¢ AUCTPHOYTHBOM, NICPCAATPY3HITH KOMITBIOTCP, B MOSEHBLICMCK OKHC BhGOpPA ACHET-
BUll BHIGPATH YCTAHOBKY M 3arpy3Ky LinUx, HO YOTAHOBKA He HAATACE, 2 BCE KAK Ohi
3AMEp3A0, TO, CKOPEE BCETG, BB CKAMATH HENPABHIbHLL IMCTRHOYTHE.

Eeni MoMMTaTLCA HavaTh yoranasnusars 64-Giruyio sepeuio OC Ha 32-Gurhell kome
HRIOTED, T0 CPa3y NOGHE TIONBIKH 381 py3rrh OC KOMIIOTED HPACTO OCTAHOBNTCS W HE
CTaHeT 3arpyxatbes. Hukakux coobluenmii e Syaer. Jlaxe eciin npocTo Npoueccop ve
COBMECTHM ¢ IMCTPHOYTHBOM, TIDOH3ORIIET TO 7€ CAMOE, W 5TO B GO-TIINHCTEE COBDE-
MEHHBIX JIHCTPHOYTHBOB., YCTAHOBKE CTAHOBMICH NPOUE, HO COOGIATH OO OUIMGKAX
HPONPAMMBI OYCMY=TO KE XOTAT,

Ecnu e yeranoska nasanace, To nocne otoro npotnem Guith yixe 1te qowicuo. [lo kpait-
HEif Mepe y MeHA 1oka He G6pu0. XOTH A B OCTeNiHee Bpem Yame ycTaHasbaio Linux
B BUPTY2.1bHOI MamHe. M He TONbKO 5. BONAUIMHCTBO XOCTHHIOBLIX KOMNaHHi enaeT
TaK, U celfUac yiKe MO KTO TIOKYNAET BLIIENEHHLIE CEPEEPEl — B OCHOBHOM, 3TO BHPTY-
QTbHELS, YOTAHOBTEHHEIE B BHPTYATHHOR ML,

Vhrak, ROG0/HOE MECTO HA AMCKE Y Hie yke ceTh. TOIEPA MOKHO IPHCTYIIMTH K 311YCKY
MHCTANIATOP2. [19 3TOrO BCTaBLTE AMCK B IMCKOBO M NEpe3arpysuTe kommetorep. Lenn
5 BIOS (Basic Input/Output System, 6a3soBas cucTeMa BROJ&/BBIBONA) OTKIIOVEHA 3a-
Tpy3ka ¢ CD-ROM, To camoe BpeMs BICTIOHHTD CC, H TOTLA OPH CTAPTE KOMIIBIOTEPA 8B~
TUMATHHCCKH 3AITYCTHTER TPOICAYPA YCTaHoRKH ¢ CD- win DVD-nucka.

B nocnemues spena BIOS cTana nossonsTs JamyexaTses © drew-naxonkTean (prewn).
B 3ToM cilywac 3@NHCHIBATh ZMCTpHOYTHB Ha KOMIAKT-ZACK Y)ke He Hy’xro. [lpasaa,
npuASTCH sanKMcaTL Ka dulemiky ofpa3 WCTpHBYTHEA B GUpEEHeHHOM Gopviare. Tloa
TRUX 310 MORHO CAIATH G OO porpanmkt dd, @ on Windows Ui Froro cynie-
creyer yranuTa Win32DiskImager.

OnpocHs ofopyRoBaH¥C, TPpOTPaMMa YCTaROBKA Linux Tiepeiizer B rpadrmicckii pe-
AM, 11 TIEPER BaMi OTKPOCTCA NPUATHOE OKHO BHIGOpA A361Ka. Met oKk pasrosapwsacs
Ha PYCCKOM, TI03TOMY VKAKEM ero H HaskmeM khoniky Jatee

M He By/em PAcTMCHIRTH a0CONOTHO BCE 1ITAIH YSTAHORKH, IIGTOMY STO GOMTRIHHCTRO
K3 HUX BIIOTHE TOHATHEL: BEIGOP THIIA MBIUIA, KIGBMATYPbl, CTIOCOSA CMCHbI A3BIKE
HT. @, 7 K TOMy e MOTYT PaxTHHaTECH B SABACHMOGTA OT AWCTpHOYTHBa: BMecTo 3Tora
Mbi OIIHINIGS KPUTHUGORHG MOMCHTH YCTAHORKH, KOI/IA HGUPERAINRAIF BRG0P MaCT
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Kk cafity Oe3 HeoDXomaMOTo cepridmrara. H BOT TyT UPOHCXOAMT camMot CTpamHoe
BONMNHHCTEO NOK30BATCNEH, KOTOpHIC A4BHO PabOTAIOT ¢ MHTEPHETOM, yCTanu cMOT-
PeTh Ha PasNHUHEIE NPEXYMPEHCICHHMA, MOITOMY, IIE YUTad COODMENMA, NAKMMAOT
kuonky OK mns nponomwkerus paGoTsl. Jlake s HEKOTa He CMOTPIO Ha CTPOKY B Gpay-
3epe ¢ IPSAYTIPEKAEHAEM O Ge20MacHOM CORMHEHUH.

PenTh 1POGIEHY HOUTOAHOTO OIKOUCHHA MOAHD TOAbKO saimuToli DNS-cepacpa,
4TOGbI XAKCP HE CMOI CTATh MIOCPESHAKOM B COSHHEHMH MEKIY KTTHEHTOM U CepBEpOM.
He ucrnonbayitTe NpoKCH-CepBEPbl, B NIPOUCKOKIEHHH KOTOPBIX BEI HE YBEPOHEI, BEAL
OHU MOTYT IPHHAINEAATL XaKePy, H TOrna Beck pai pel-Tpaduk oxaspipasTcs B Omac-
HOCTH,

EanicTeenHoe, 4To J0/DKEH NOMHHTS ITONE30BATENh — TNPH HeaBTOPH30BAHHOM COEIH-
HEHHW HENbIA BROTMTh JSHCTBUTENEHO CEKPETHOR WHG(ODMAIN, HANDHMEP, HOMODE
KPEMATHRIX KapT. BOT ATO NpeynpesieHle TOMKHO MOARIATECA GOREIIMMH GYKRaMu
TIpY NOKTIOHSHIH K CEPBEpY ¢ HEMOMMHCAHHBIM CepTHuKaTOM.

Korza MHE HY)XHO BBECTH [€-TO KPEIMTHYIO KapTy, BOT TOIAA 1 0GA3aTeNbHO CMOTPIC
ua crpoky URL Gpaysepa, uToSEl yOeAUTHCA, YTO cOSANICHNS YCTanoserio no https, u
9TO cepTHGUKAT TaM NOANNCAH H3BECTHOH MHE KOMIAHHCH,
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MOMHO 7ErKO HCIONE30BATh 1 KOTOPYIO 3ATATAIOT ¢ GONBILIAM OMO3AHHEM, YTOGH Ha-
NEKHOCTD OYCTHIIACH A0 HY:TA.

1.5. B saknioveHue

CyuwiecTyeT etile MHOXECTBO AHCTPHGYTHEOB, BAPRUPYIOMIAXES OT GONBINKX H MOI(HbLX
CHCTEM, BIJIOYAIOUNX BCEe HEOGXOIUMOE, 10 MANEHBKNX, 3arPyAIONIHKCA ¢ NCKETE!
PaBOTARIIYX Ha OHEHE CTAPLIX KOMOLIOTEPaX.

OCHOBHAR 3a784a KHATH — CO3IARNE BE30MACHOM 1 GHCTPOH CHCTEMH — YCTOHASTC
1 13-32 GONBLIOTC KOMNUeCTBa AMCTPUGYTHEOR. OMICaTh 0cOBEHHOCTH KXKIOrO U3 HUX B
0O KRUMe OYeHh CNOMHO, 0@ W HE HMEET CMBICHA, TIOTOMY TO Cr1ocolel peanmsauue
SANMIH MOTYT OTIMHITHCH OT NMCTPUGYTUBA K AUCTPUGYTUBY 1 ZAKC OT BCPCHA K BCp-
chM A3pa H3-3a GOMBIIOND Pa3H00GPazHA BOIMOKHBIX RCTIONE3yeMbIX mporpamy. Mosto-
My Mb! GyzeM ofpallaTe BHUMAHHE B OCHOBHOM Ha OGIIME 3aKOHOMEPHOCTH ¥ JIMIIh
W3PEIKa FOBOPHTE 06 0CODSHHOCTAX NUCTPHEYTHBOB,

Ha 5ToM MBI 32KORYMM BBOAHYIO 4aCTh W NEpeiileM HemocpeacTaeHHo K yerasoske OC

Linux, uToGkt HAUATE IHAKOMUTECH C CUCTENOW Ha TIDAKTHKE 1 YBHIETh KCE CBOMMM Ma-
samm,
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Ha3HAYEHMIO, TO OH 04cHE yaolcn. Ho B Haweli #usHu Bec naeko o wicana, » [CMP
ye we pas cranokuncs ofbexTom )iTn DoS-arak. Haliaume moGeie crocobsl, 4rofs! sa-
TIPETHTE 3TOT OpoTOKeN. Ecii ofMeH VNpaBNmoumye coobmeHnsMy HeoGXomum uc-
TOAB3YEMON BAMU NPOIPAMME, IONPOSYATE HARTH JIPYTYH0, HO H30ARKTECK 0T HCHOIB30-
wanms [CMP, KOTOpBIH TAK e He TPeGyeT CoSIMHEHM, TIOTOMY |To Heromsayer UDP-
3anpockL.

ZunsTpauyus noproe

TlepBoe, Ha 4TO HAZO OGDATHTE BHAMAIIME, — 5TO, KOHEHHO e, MOPTEL JJOMycTiM, 4To
¥ Bac €cTk BeG-cepaep, K KOTOPOMY UMEIOT NOCTYN BCE TMONB30BATENH. TIpeanonoium,
UTO Ha HeM paBOTAIOT aGCOMIGTHO BE3OMACHBIE CLICHAPHH TIH CTATHYECKAE IIOKYMEIITH
HTML. lloMamMO 5T0T0, BCE NPOTPaMMLI COTEPHKAT CaMEIC MOC/eAHHe OTHOBIEHHS H He
WveroT yazeivocTed, [lomyvaetcs, uTo cepsep Gesonacen? Jla, HO 710 MOPEI /10 BPEMEHH,
Jina oGHOBIEHMS COEPsKMMOTO HeOGXOMHM Kakol-TO AOCTYN mms 3akadxu dajinos
Bea, Geras ¢ aMcketamu K beG-cephepy HHkro He Gymer. Yame peero mna paBoTsl
¢ dpaiinamm oTkpeiBaiot FTP-CepBHC, a BOT 5T0 yoke MbIpa.

st nocryna no FTP MOKHO yCTAHOBMTL HAMGO/ES 3ALIMLICHHbIE POTPAMMbL H CAMBIE
CTIOSKHBIE PO, HO XAKEp PAHO WITH [IO3MHO CYMEET BIIOMATS 3T0T ceppc. Tlapons
MOJKHO TIOIOBpATh, YKPACTS C KOMIIBEOTOPA MOB30BATENT WIH BEIBENAT NAPOJb Y HCIO
CaMOTO CPEACTBAMH COUHMILHON HiDKeHEpMH, CyLIECTRYKIT W Apyrke METoMbL. JTHof0i
KAHAN, uepel KOTOPHIii XAKEP MOXET MPOHHKHYTS B CHCTEMY, CTAHOBHTCH VSSBHMBIM,
TIOTOMY UTO MMEHHO ero GYIeT B3NaMLIBaTh IOYMEIUICHHAK, H KAK pa3 Ha 310 ByayT
TOTPAHEHE! BCe €T YCHAS. [la, Y OIHOTC He TIONY4HTCH, Y RTOPOTO, & COTHIA Clywaiino
BOEET € IEPBOrO Pa3a W YHHUTOXKHT BCE, YTO MIONIAZETCS O PYKY.

Taxuwm o6pason, HoolXOAMMO CIICIOBAT Ha CoPBOPC TOMATHKC, TP KOTOpoi Ha NopT 80
GynyT NpHHEMATECA Bee MomKmoderys, a FTP-cepeuc (mopt 21), a aywwe — SFTP
(Secure File Transfer Protocol, GesonacHeI# npoToka nepenadn daiinos) — Gyner -
mpemen gaa seex IP-aapecos, xpome onpeacnensoro IP-agpeca. Iocne storo 3no-
YMBIINEHHIK MOKET XOTh TOXAMH M0GHPATh Mapoib — JoBoil ero Tpadmk GyaeT of-
peaaTbes, ec OH He 3HaeT 3areTHOTO [P-apeca U He MOXET €ro noaneNaTs.

Bl DOMKHLI 3AMPETHTE BCE TOPTHI H MOCIE YTOTO OTKPBITE TOIBKO Te, YTO HEOOXOIMMBL.
Ha cepeepe, KOTOPEI OXpaHSeT UETYI0 CeTh, 3TO CHETaTs CIOKHO, IOTOMY HTO PasHbe
KOMOLIOTEPD! TPESYIOT PANTHUHBIX CEPBHCOB. TKPHITH MX BCS— 3HAUHT, PAIpeliuTh
PaBoTaTh O BeeMy TIOPTaMH Ha MOBOM viaummke. KOHEUHO 3ke, MOKHO TIOMUMO TOPTOB
3ajeffeTBOBATh B NMpaswiax [P-ampeca, HO DOMOIHHTENHHEIM BAPHAHTOM 3ALIKT! GYAET
BCe K& MCIIOML30BAHUE CETEBOTO 3KPaHa Ha KAKIOM KOMITBIOTEpE BHYTPH CeTH, B aToM
Cryvae KaXGIeli M3 HIX 6yeT OXPaHATECR B 3aBHCHMOCTH OT BEIMOMHZEMBIX 2a1a4. Lo
3710 BeG-cepeep, To u3 MuTepueta Gyaer Bugeu Tosbko nopt 80, ecn F1P — 1o nopr 21
HT. A

FunbTpauvs aapecos

Pis Upeisiiy X coobpaiennit BHHO, W10 i (GMIISTPAIHN MOKHO HCTIOMBI0BATS B
TP-aipiec. XOTH MaKCHMAIBHEI SdPEKT HOCTUTACTCH WMEHHO B COMCTARMH NAPAMCTPOB
(nopT 1 axpec).
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Pesynsrar oToGpaxcaeTca B JABe KOJIOHKM: [€PBAs COMEMHMAT KOHTPOIMBHYIO CYMMY, &
BTOpas  mvA daiima. KOHTPOMbIILIE CYMMEL T0JCYHTLIBAIOTCA TOABKO A aiinop. [ins
KATRION0R Gy/icT BIREICHO COOGIGHHE 06 oIubKe.

B aauoM ciryane yiaann sce Paibini xaTaiora felc/*. Pesy.mar pacdeTa BHROHICH
Ha 3kpaH. Ho 3anOMMHATE 3TH JaHHBE HEYAOGHO, MOITOMY JTOrMIHO CyAeT 3ammcaTh
ux B aiin, 4TOGLI MOTOM HCIIONB30BATE ErO CONCPHNKHUMOE JIA AHANH3A HIMEHEIHH.
Crie)yioman KOVaH;1a COXpaHACT PesysTaT B daiine home/flenov/md:

mdSsum Jete/* >> /home/flenov/mé

UYroGhr CpakHMTh TeKylice COCTORMME AIIOB KaTA10ra fefc ¢ CONEPHMMbIM thaFna
/home/flenov/md, HeoBXOAUMO BLITONHATE KOMAHIY:

mdbsum ¢ /homes Ilenov fud

Ha 3KPaHE MOABUTCA CIIUCOK BCEX Cbaﬁ!lDB, M HarpoTHB KaKAoro ROnKHA BBITh HAMCE
Success (Venex). F1o osHauaer, 4To HaMeReRwi He Gbino. Jlasaiite MOIMGHUMpYeM Ka-
Koit-HuGYIb (aiin, BLINOIEMB, HANPHMED, ClTEYIOULYIO0 KOMAH/IY:

groupadd test

IToka He Gynem BIaBaThes B NOIPOSHOCTH KOMAHAEL, Celiuac JOCTATOUHO 2HATH, UTO OHA
H3vennet daitn /ete/group. CHoBa BLINOTUAESM KOMAHIY NPOBEPKH KOHTPOILULIX CYMM
dhatinon:

mdSsrm —c /home/Slenov/md

Tenepe Hanporue tatina fete/group Gyyer coobuienne of omuKe, NOCKONBKY KOH-
TpoNBHAs cyMMa HaMeHHTack. TakAM oGpasoM, ke e 1aTa KOPPeKTHPOBKY (aiiia
GCTANACH NMPOKHCH, N0 KOMTPOMLHOM CYMME NIETKO OMPEIENHTS HATMMHUE BMEIATCIL-
ctBa,

Iporpamma mdSsum sxomur B maker ucommon-utils, KOTOpH MO ymomuaHHIo B

Ubuntu-cepsep He ycTanapBactes. ECIH ¥ Bac OF OTCYTCTBYT, TO GAIGAYET BBIICAHATS
Komanty:

sudc apt-get install uccmmon-

Yro koHTponuposars?

Llenrto aTaKy Xakepor MOXKET OLITE He TO/BKO KOHPUTYPalHA, HO H HCTIONHASMEIE dhaii-
61, To, uto Linux SBIAETCA MPOIYKTOM C OTKPEIThIM KOTIOM, HMEET CBOM NIeHMyIIecTBa
M HEOCTATKH.

ITopok B ToM, Y70 TPOBECCHORATEHEIE XaKepH SHAIOT NIPOTpaMMHpoBanme. VM Fe co-
CTABJACT TPYAA B3ATH HCXOTHBIA KOM KAaKOW-MUGO YTRITHTEL H H3MEHHTE €10 110 CBOEMY
YeMOTpeHHIO, 1062BHB B HEro HeoBXOAMEIE BOSMOAHOCTA. TaKiM OBPA3OM, ONCH 4ac-
TO B CHCTEME MMEIOTCA OTKPEITHE [OTAHHBIE IBEPH.

Bbl IO/DKHEL KOHTPOITAPORATE U3MEHEHHS KAK KOH(DHTYPAIMOHHEX (alifios, Tak U Beex
CHCTEMHEIX TIPOTPAMM K GHGNHOTeK. 51 B CBOEHE CETH He PeImalo, KAKIE KATANOTH OTCIe-
JKMBATD, 110 4 61 £0GABHI MOHHTODUIIr 33 KaTanoraMu /ete, /bin, /sbin u /lib.
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ufe e JoKHA GHITh BHIHA APOCTYIHBAIOIAY YTHIMTaM. [l1a ofecrewerus Gesomnac-
WO CRE3M CO3/IGHO MHOPECTBO PANIMMKEIX TPOIAMM, HO camoll Tl yIPROR crara
SSH, koTOpas ceiiHac NOCTaBAETCS B GOBIUMHCTES AMCTPHGYTHBOE Linux.

Teneps BEI MOKETE CTIOKOHHO YNPABIIATE CROEH CETHIO, YNANeHHO MOIKIIOYAsCH K cep-
Bepam, H HET BeoGXOARMOCTH Ha KKIOM M3 HUX JICPRath Mo MOHHTOPY. JIHUHO y MeHs
13 OIHOM H3 KOMINBIOTEPOB OTKPLITO HECKONBKO OKOH © TEPMHIIATAMH, B KOTODEIX TIOHTH
TocToAHHD oAnepxkubaetca SSH-coeantenie ¢ cepsepon.

Ha Windows-cepepax i 9acTo HCTONB3yio YTWIHTY Cygwin, B KOTOpOIt ¥ MeRs pago-
TAKYT pARTAMMBIE CKPHITE. CYEWin — 570 aWanor KoManawol crpown Linux mox
Windows, % KOTCpO# 6cTh npaKTHuECKH ACe Linux-komanss, Tl 3Hato, Kak coivac, HO
pansme B Cygwin, kukeTes, He GbIIO KOMaHAL! sudc, M HTOGL NOAYYHTL NpaBa ATMHUHH-
CTpaTOpa AGCTATOHO GHI0 MPOSTO COCAMEHTECA Tio SSH-POTOKONY ¢ TOKANBHOR Ma-
wAROi. OTKpHIBaeM Cygwin, COSTHACMCA © JIOKATHHOM MALITHHOM 0T NOB30BATEAR T001
¥ BITIONEAEM KOMAHIIB YXKE OT ero HMeHH.

TMpenmytecso MpoTokona SSH 1aKIOUALTCA | TOM, UTO OH HOIBOTHET Y/IANEHHO Kbi-
NONHSITL KOMAHAK], HO MPH 5TOM Tpebyer ayTenTHdUKAUMN W WHGPYET KaHAN CBAIM.
BakHEIM MOMEHTOM ABJAETCA W TO, HTO AMKE MAPOIH NPY NPOBEPKe MOTHHHOCTH MOE-
OHATEIN NEPEIAIOTCH | JAUMPPOLARHOM WHIE.

B HacTosmee BPeMa CYUIECTBYIOT AB¢ BePCHM TipoTokona SSH — ¢ womepamu 1 u 2.
Bropas BEpeHA MEMOMB3YCT Gorice CTOMKH ANTOPHTM WMQPOBAHNA H HCTPABAACT HCKO-
Topbie omubky npeaplayieii Bepcun. B Linux celfuac noanepkuBatoTes obe BepeHH.

JroBonsrTHo, o B OC Linux 3a npotoxoT SSH orsesaer OpenSSH, 119 kotoporo pos-
Hoii TaT@opMoli MoKRO cunTath ipyryio UNTX-cuctenry — OpenBSD — i kotopetii
KnoupoBarca o Bee UNIX-mnardiopwsl, B ToM uncnie u 8 Linux. Ho naxe cediviac
B KOHHUTYPAUMOHHEIX $hafinax MOKHO HHOT/IA YBHIETb B KOMMeRTapuax ums OpenBSD.

TMpotokon SSH Tpedyer ;na paGoTs! HACTPOVKK cepBepa 1 kTnenTa. Cepaep OXIaET
TONKTIOHEHAN H BEITONHACT AWPEKTHRLL MONB3ORATEN, 8 C TIOMOLIBIO KITHCHTA BEL OCY-
WICCTBNAETE COSHUENME ¢ CEPBEPOM M MOCLUIACTE 3aMIPOCHl LA BHIIOTNCHUE KOMAHA,
Taxum 06pasom, Wit IOPMAILHOH paBoTel BLl AOTINL NPABHALHO CKONGUTYPHPOBATE
ofic yacTy mpoToKoNa.

5.3.1. KoHgpurypaumoHHure gaidnes

Bee HacTpoeunsie dalinsr npotoxona SSH HaxozsTes B Kaanore /ete/ssh. nech MoXHO
VBHIETH CIe IO MepetieH:
O Qaiir xondurypaune SSH-cepscpa — sshd_config;
O aiin xondurypamwme SSH-imenta — ssh_config;
O daiis Kmoued 1% PAsTHIHBIX ATCOPUTMOB:
o ssh_host dsa_key;
o ssh_host_dsa_key.pub;
® ssh_host_ke;
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@aiin mtab 1MeeT NpUMEPHO TaKOE Ke CONEPKNMOE:

# <flle systerd<mount point> <type» <cptions>  <dump> <pass»

/dev/hda2 / ext3  ru,errcrs=remount-ro 0 O
proc Jproc proc v 0 0
none Jdev/shn trpfs v 00
none /dev/pts devpts rw, gid=5,mode 00
none /pros/sys/fs/binfnt risc binfnt misc rw 0 0
/dev/edrom /mnt/cdrom 1sc9660 ro,nosuid,nodey O 0

Ecni BB CO3/IAMH KAKHE-TO PA3/IeNkl HA OTIENBHBIX IUCKAX, TO CMOKETE HACTPAWBATH U
wx. Panee 5 BAM PEXOMEHIOBAT BRIETMTH TakuM obpazoM pasner shome ¢ momssosa-
TebCKMMH KaTaToramm. ECIW BbI TAK M CHAENATH, TO B (baiile MOET GLITH ellle omHa
CTPOka IPHMEPHO CIIYVIOUIEro BUaa:

/dev/hda3d /nome ext3 rw,errors-remount-ro I 0

TlocMOTpYIM Ha HeTBEpTHI mapaMeTp. B Hem cOepKaTcA OIMUHYM MOHTHPOBAHMS, KOTO~
PHIMH MOXHO YNpARMATE ITA TOBBILCHEA Ge30NacHOCTH CHCTEMbl. OHH TMEPEUHCIEHE!
ueped 2anATYI0. B HAIIEM MPHMepE 3TO rw, errors=remoint-ro. JT0 OIHAUET, UTO N0
YMOIMRHHIO AUCK GyZeT CMOHTHPOBAH /IS YTEHHSA U 3aNUCH (rw), 2 IPH BO3HUKHOBEHAHH
OMIGOK TIEPCMOKTHPOBAH TONBKO ATA UTEHAA (errors-rament-ro). B KadecTse ommi
MOHTHPOBAHHA IONONHHTENBHO MOKHO UCTIONBIOBATE:

0 noexec — 3anpemaer BEMONHeHHe (aiinoB. ECIH BbI yBepeHS!, UT0 B paiuene He
OMKHO GBITh UCTIOMHAEMBIX AIAIOB, TO MOYKHO HCTIONB30BATE ATy oMo, HamprmMep,
B HEKOTOPBIX CHCTeMaX KaTanor fhome A0keH XpaHWTb TOMbKO AOKYMEHTEL UT0GbI
XAKEP HE CMOT 330MCATH A HTOT PA3AEN CROM DPOIPaMMAL, C HOMOUIBIO KOTOPRIX Gyner
MPOMCXOMTh BIIOM, AOBABLTC ITOT NAPaMCTP. TOHHEE CKA3ATh, MPOIPaMMBL MOMEC-
TUTh MOMKHO GYET, 8 3aYCTUTE — HET;

O nosuid — 3aMpeIUaeT Heronb3oBanKe nporpamy ¢ Guramu SUID u SGID. B pasneie
/home 1x GBITH HE ZOIDKHO, MOSTOMY MOJHO ABHO 3AMPETHTh MPHMEHEHHE TPHBHIC-
THpOBAHNE Mporpamy. O SUTD- # SGID-Iporpammax st Gy/em 10B0PHTE He Pa3
(anpumep, B pasd, 4.5), HG0 3TO OUEMS ORACHAS BClh;

O nodev — sampelaeT HEIob30BaHME (ailiion yerpoicTs;
O nosymfollow — JANpPEIIEHHE HCTIONB30OBARMA MATKHX CCELTOK.

Ompu nosev H nosymfollow HE CHIBHO BIMSIOT Ha G€30M1aCHOCTE, HO MOTYT MpPHTO-
TWTECS.

Boo61ue-To, HCMONEICBANKE YIOMAHYTOTO paHee MAPAMETPa noexec — GECTIONEIHOR 3a-
HATHE B aGCOMOTHO HE AIIMIIACT CHCTEMY OT MPOGECCHORATBHOTO XAKEPE, NIOTOMY HTO
OMBITHBI PANOMUHK CMOXKET 3aNyCTHTh MPOTPaMMY, CCIN AIS BhIOJHCHHA PajpelicH
XOTA 6El OQHMH pasfer. A TAKOBBIM BCErNa SBIZETCH pasjen ¢ xatamorom /bin m apyrue
KaTanory, KOTOpEle CONEepKaT HeoOXomuMEie AN paBoThl MporpaMMel. HeT, mapametp
HCTIONE30BATE MOXHO, HO He CTOMT CHMTATH eI TiaHaLeei.

JoImycTHM, 9TO Balll CAHT paspaGaThiBaeTCs ¢ HCIOL3OBAHMEM sabika Perl. EcT ero M-
TepOpETATOp NOCTYTICH [/IA BBIIONHEHHS, TO BANOMILHK CMOXKeET 3aIyCKATL CHEHAPHH
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KonoHka STAT NOKA3BIBAET COCTOSHHE MPOLEcca. 3TeCh MOXKHO BCTPETHTS CHEAYIOLWe
KOABL:

0 s (Sleeping) — crALMiA, 3TO HOPMAILHOE COCTORHHE U1 CCPBACOB, KOTOPHIE 1IPOCH -
DAOTEA TONEKO HA PeKHE 3AIPOCH! KIHEHTOB;

& (Runmable) — HCHOMHACMBI B TAHHBIH MOMCHT;
1 (Traced or Stopped) — B COCTORRWH OTAAAKR WITH OCTAHOWICH;
7 (Zombied) — 2auucnngi. Taxne NPOIECCH! MOKHO cMEiT0 youBATS;

W — He HMEET PE3HIIEHTHEIX CTPaBHI;

gaoaooao

<— 007a82€T BLICOKHM TIPHOPHTETOM;

O N— HMEET HHIKHH IPHOPHTET.

70 GCHOUHBIE COCTORHMA, KOOPKIE B MOKETE YBHIETh ¥ IPOICCCOR & CBORH CHETEME.
Eciu B KOJIOHKC TTY CTOHT BONPOCHTCASHBL FHAK, TO 3T0 O3HAMACT, 4TO APOILCC Jany-
WICH S HA 3TANC 3arpy3KH CHCTCMb! H HE NPAHAICKHT KAKOMY-1M00 TepMHHATY.

210 Beero mub HeGonbuol ¢parment datina. B peanvno paboraroweii cucTeMe npo-
IeccoB OYEHE MHOTO, H JADKE TIPH MURUMANLHOM KONHNECTEE JAMYIIEHHRIX CEDBHCOB
MOAET He XBATHTE OHOTO 3KpaHa IA oToSpaneHus HX eex. Sl moGmo coXpaHsTh pe-
3yALTAT PaboTHl B TEKCTOBK haiin, A M0TOM CrIOKOHHO H3YHaTh ero & MoGOM PeaakTo-
pe. I8 STOMO 3 BHINONHA0 KOMEHITY:

S -au »> ps.txt

YroGh1 yBAETh, 4eM B JaHHBIH MOMEHT 3aHHMAIOTCS IAPYTHe MOJB30BATENH, MOXHO BHI-
TIOHMTE KOMAHAY w. B pesynbTate BRI NMOMyUHTe Ha SkpaHe MpUOMMIHTENBHO TaKylo
KapTuHy:

10:5%m up 37 min, 2 users,  oad average: 0.0J, 0.00, 0.00
USER  TTY  FROM TOGTNE  TILE SORT BCPU WHAT
roct  ttyl - 24am 0.00s 0.825 0.055 w
flerov tty2 10:39%am €:13  0.83s 0.03s grotty

U3 pasnoro npuamepa NIOHATHO, YTO B CHCTEME HAXOARTCA [Ba NO/b30BaTe/si. Ha nepsom
TepMuHane paGoTaET MONKIOBATENE zaot, 4 HA BTOPOM — £lenov. OueHb Y06HO oTIpe-
JENATH 1O CIACKY, KOTJA TKUIKIOBATCIA RIS B CHOTEMY (KOJIOHKA TOGTNE) M 410 Eia-
T B aHHbI MOMEHT (KONOHKA ¥HAT).

TlocMoTpuTe Ha CTONOLB JCPU B PCET, TIO HUM MOKHO OLEHUTS 3arpy3Ky cHeTeMEL Ecmr
BAI KOMITHOTEp HAYAT PaBOTATH CAMITKOM ME/TSRHO, TO MOKHO YBRJIETE, Kaxoft fpo-
1CC OTHUMAET MHOTO IIPOLIECCOPHOLO BPEMEHH.

KoMaraa ps BHIBOMHT CTATHSECKYIO HHGOpMAImO, JlT4 HaBTIONeHNA 32 HATpy3KOH cuc-
TEMBI YI06HOE MCTIOMb30RATE KOMAHY top, OHA OTODPAXACT CIMCOK NPOLIECCon, OTCOp-
THPOBAHHEII MO YORBAHKIO B 33BHCAMOCTH OT HArpy3kH (pHc. 3.4). TaknM oGpasoM, BE
MOETe YBUIETh, KaKOH CEpBIC KIH TPOrPaMMa OTHUMAIOT APAOLCHHKE PECYPCHT H He
J&0T HOPMATEHO PaioTaTh ¢ KOMITEIOTEPOM.
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9.5. 3ameuanusa no pabore squid

Ceiivac HAM DNPEACTOMT HEMHOTO NOTOBODHTL O HEKOTOPBIX BOMPOCAX GE3QMACHOCTH
cepeica SqUId 1 JOMONHATENEHBIX BOSMOKHOCTIX, KOTOpHIE MOTYT YCKOPHTS paSoTy
& Meeprete.

9.5.1. BesonacHocTe cepsuca

Korzta s BreppLIe SHAKOMHIICA C AOKYMEHITALHEH 113 SqUid, TO MHe 04elr, TIIPaBIIHCh Cie-
JYHOIME VA IADAMETPAL cache_effective_uaer W cache s*fective_qroup, Ecnw squid
3AMYLUCH OT MMCHH 3/IMWHHCTPATOPa T00t, TO MACHTHGUKATOPL] N0/1B30BATENS U MPYMTbL
BYIyT 3aMEHEHEI HA YKATAHHLIE B TUX MapameTpaX. [To YMOTHAHHIO YCTAHOBNEHO 3HA-
weHHe uaeHTHGHIKATOPA Squid H 715 NONE3OBATEIS, H I TPyTIIEL

cache_effoctive_user squid
cache_effective group sqiid

Taxuw oSpazom, squid He GysieT PaGoTATE ¢ PABAMH TOOT, H NIPH MOMHITKE CAEAATH 3TO
CepBHC caM MOHW3MT cBOK Tpasa 1o squid. He cTouT Memmmatscs. Cepaucy squid e
WMeeT CMBIC/Ta NaBaTh GONBUIETo, TIOTOMY HTO eMy JOCTATOYHO NpaB TONbKC Ha pafoTy
C KaTanaroM Kma.

9.5.2. YckopeHue caiita

Cepane squid muner yekopis paiony OlpejeenHore caifra, dynkumonnpys xax hitpd-
akcenepatop. [ns 3T0ro HeoGX0aMMO YKasaTh KAK MHHMMYM TPH NapaMeTpa: aapec
YCKOPAEMOTO CepREpa, KOTOPkI HAO KAUIHPORATE, €r0 MOPT W ATPUSYTE CepBepd, KO-
TOPHIi 113710 YCKOPATE. JTO NENaSTCA ¢ NOMONIBIO CIEXYIOLUX AUPEKTHE:

3 ne

3 hespd_aczel _port nopr — MOpPT BeG-cepbepa. Yaile BCEro 3To NOPT M0 YMOTHAHHIO
(on pasen 80), ecrit He yKazaH Ipyroi;

pd_accel host ampec — 8peC PEATHHOTO CepBepa;

3 httpd_accel uses host_header napamerp — 3aronosok HTTP sxmouact s ccGa noac
HosL. Cepsep squid ¢ NPOBEPAET Zosi, H ITO MOXKET OKA3ATBCH OOLIIOH ALIPOH
b GesonactiocTd. PaipabOTHKH DeKOMEHIYIOT OTKIOMATE 5Ty AUDEKTHEY, VKA3aB
B KauCCTBC 1apaMcTpa 3Ha4CHUC of f. Binodats ce Heobxoaumo, ecnd squid pabora-
€T B OPOIPAIHOM PEUME;

3 hozpd accel with_proxy napaerp — (AT UCIO/B30BAHHA KILIHPOBAHHS CTPaHKHLb!
IUTA AONOJHMTEIBHOIO NOBBILIEHHA CKOPOCTH (onfoff).

9.5.3. ManeHurmin cexper User Agent

MHOTRE CTATHCTHYIECKHE CHCTEMEI HE YYMTHIBAIOT EUIH He MYCKAIOT K cefe MOThaoBaTe-
e, 3AMPOCH! KOTOPBIX CONEPIKAT TYCTOE IMAYEHUE B TONE User Agent. VIMEHMO Tak
OmpenesAeTes, UTO Bbl paGoTaeTe Yepes POKCH-CEPBEp.
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3.3.2. 3abuTaid napone

Yto nenath, ecnu Bel 3aGbLTM NAPOIL, WAH XaKEep OPOHHK B CUCTEMY M HaMEHWN ero?
JleiicTBuTenbI10, CHTYaUHs Ite K3 MPHATHBIX, 10 Bee pewraeno. Bean y paweii yuetuoi
ATACH €CTh TocTyIn k (aitny fete/shadow, To MOXKHO 3aHATECA €10 PEIAKTHPOBAHKEM, &
€CITH HET, TO [IOCMOTPHM, KaK TIONY'MTh AOCTYTI H3 3aTPY30MHOM JUCKETEL.

3arpysHBIIMCL C JHCKETLI, BLl AOMKIBL BONTH B CHCTEMY KaK root H MOAKOYKTL TOT
IKECTKUT AHCI (W PABIEN AUCICA), HA KOTOPOM HAXOAMICH Naika felc. [lis AToro HyxHo
BEIMONHHTE KOMAHAY:

Jabingmoint - hézl Jant/restore

Tereps katanor /mnt/restore (eaTenbHO, TTOGH OH CYIMECTBORAN [0 BHINOTHEHMA
KOMaHbi) yKaslBaeT Ha IMaBHEI PA3IEN BALETO JKECTKOTO JINCKA, a (ailn naponed ua-
XoauTes B Katanore /mnt/restorcictc/shadow. OTKpoRTe 10T halin B NGOM pesaKTapE
¥ YNaTHTE Napont aaMHHACTPATOPA root (IPOCTO COTPUTE BECh TEKCT MeNIy MEepBEIM 1
BTOPBIM 3HAKOM TBOETOUHA). B MoEM ciTyuae momyunmocs:

oot i12726:0:99899: T3
Tereph oGLIMHEIM cocOGOM 3arpyaliTe CHCTEMY M B KAYECTBE WMEHU TIONEIGBATEN:
BEOIMTE MM Foot, Y BaC A@ke He CIIPOCAT NAPOlb, IIOTOMY ST OH "ycTol". He 3abyas-
TE TIOTOM GOMEIATE NAPO/IL, MIAYE CHTYALMA OCTALETCA OTIACHOH 4717 #H3AH, ITO Kak
AMEKTPUKY PASOTATH TION REICOKHM HATIDSKEHHEM Gea CPECTR 3atitTsi ©.

Ana cyen! mapons Bl AOMKHBI HAGPATE KOMAWMY pusswd rool, B OTBET 3ayCTHTCS
PO PAMMS, KOTOpas IIOTIPOCKS BAC JBKIB BECCTH CHMBOBL Mapoms. Takol momxon
HCKTIKOMaeT CyTaifiyio OMeuaTKy TIpH Habope H MoweT ¢ GOTLilol Jonel BepoFTHOCTH
CapaUTUPODBATL, 4TO COXpaliell Bephbli mapons. Bes ecau bt cayuaiinso nabepere ve TOT
CHMROII H HL 3AMCTHTC HTOIO, TO HE CMOKETE (I0TOM ROCHDOHIRECT tapos. TTpA msofi-
HOM BROJE NBAXIEI TOMYCTHTE ONHY W Ty ke OWHOKY NpofNeMaTHJHO, XOTA H BOI-
MOXKHO.

3.3.3. Moaysmm ayTeHTU@MKaLMM

AyTeHTHOUKALIA Ha OCHORE ABYX haiinon: fetc/passwd i /etc/shadow — HeMHOTD yeTa-
e M IPEIOCTARIAST HAM CTHIIKOM CKYJHBIe BosMoskHoeTw. PazpaGoTamky aapa OC
Linux CTAPAKOTCA HCTIPABHTL CHTYALMIO ¢ TIOMOLOLKY NOGABNCHMA HOBBIX ATFOPHTMOR
wubpoBaHN, HO BCC ITH MOMBITKH YHCTO KOCMETHYCCKHS, & HAM HEOBXOAMMO Kapn-
Ha/ILHOE M3MEHEHHe.

AGCONIOTHO HOBOC PELICHHE ANA PCaNHIALMN ayTCHTHGHKAIMY TEUIORIIA KOMUAHNS
Sun — PAM (Pluggable Authentication Modules, nonkmodasmue MOTYH ayTeHTHPH-
Karnun).

TTpenmyIuecTB MOIYISHON ayTeHTHGHKALAN SAKNOUAETCH B TOM, UTO A HX UCTIONb-
30BaHHA He TpeByeTes NepeKoMIWIALMK nporpammel. CYIECTRYIOT MOAYTH 115 OCHOB-
HBLX MCTOZIOB ayTeHTHMKalM, Taxux Kax: Kerberos, SecureID, LDAP u np.
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Kertaty, ecii Bbl (1e paGoTanM C OTHM PeIAKTOPOM, TO MOTYT BOSUMKHYTE MpOOIEMbL,
[OTOMY YTO OH JOCTATOYHO cricimuanbit. Toraa naxmure krasuury <F 1> i Bocnions-
3yfiTeck CTpaBKo. KOMaHIb To%e BBONATCS HeoGknHo. TI0 BRIXOMTY W3 3TOTO pelakTopa
A3MEHCHHA BCTYNAOT B CWTY MITIOBEHHO, a YTOGE 3AKOHUMTL paboTy Ge3 CoXpaHeHHs
HIMCHCHMH, HaGepiTe 1! W HakowiTe knasuuy <Fnter>,

B npuuumne, Bce 3a1aHHA Cron XpaHATCA B TEKCTOBOM BHIE. JINi K&KIO0TO NOJTb30BATENA
dopmmpyeTca ceoif crontab-chaii1 B Katamore /var/spool/cron. Hms cosgammoro daiiia
COBMANACT ¢ WMEHEM NOMB30BATENA.

Bort npumep cogepskimoro crontab-taiia:

#DO NOT EDIT THIS FILE - edit the master and reinstall.
#1 installed on Thu Jan 2% 13:55:49 2005
#iCron versict--$Id:crontab.c,v2.13 1994/C1/

I

7 03:20:37 vixie Exp $)

Bul MOKETE peAKTADORATS €10 M HANDAMYIO, 665 WeTTOThA0BAHNA KOMARAH c-ontal —e.

3.5.3. BesonacHocTe 3aNNaHUPOBAHHEEX paboT

Hanocrieaok xouetcs JI00aBUTR RO RCE TIPEUMYNIECTRA KOMAHJE! At NOWKY JerTa. 3Ty
KOMAHIIy MOAKHO HCTIOTE30BATE U e B OYeHb 61arn UemaX. [lanpusep, Xakep MoeT
3aBECTH YUETHYIO 3AITHCH ¢ MAKCHMANBHBIMA TIPABIMHU. 3aTeM HACTPOMTS KOMaHIY at
1K, HTOGH HOCIC ARIXO/E OHA YIANAIA 3ATTHCH Y MHCTINA CAGIBE CIO IIPCOHIBAHMA B CHG-
Teme.

B Katanore /etc ecTh 184 (aiina, KOTOPIE BBl JOTHKHEI HACTPOHTE:

3 atallow — no yvoasmo sroro Gaiia mower u He Ghvs. Fom on cymectayer, 10
TONbKO T€ MOE30BATENN, KOTOPBIE B HEM TIPOTTVICAHEY, MOTYT BBTIONHATS KOMARALY at;

O at.deny — 8 sToM daiifle TepeTUCTAOTCA NOTHIOBATETH, KOTOPBIM TRHO 3ATPEINEH
JOCTYT K KOMAHIE at.
TlonoGHele dafinLl ecTh H LA CepBUca Cron:

O cron.allow — 37€Ch ONHCLIBAIOTCA MOTB30BATEIH, KOTOPEIE MOFYT PaGOTaTh C 3a1a-
vy B cron;

0 cron.deny — B 3tom dafine y
BH cron,

Ka31BAIOTCSA TIOMEZOBATENMH, KOTOPEIM HEIOCTYTIEH Cep-

S 1te pa3 yTBepyIan H Gyy NOBTOPATH, YTO BCe NACTPOHKIA AODKIILI HATH OT 3anperie-
Hus. CHatana HeOGXOAUMO BCE 3aTIpeTHTh, a TIOTOM TIO3BOTHTE TONBKO TO, UTO AHCTEH-
TENBHO HEODXOMMMO, W (WL TEM ITONbIOBAIENNM, KOTOPEIM LIOCHMIAETE WYHKHBIM.
TIMENHO f103TOMY HE CTOWT LWTATHCR BHECTH RCEX 1I0AKIORATENCH B crcok aldeny
Tiavnoro xoppexTree cosgats daiin at.allow 1 AN Hawana NPOMKCATE TAM TOIBKO CBOK
YHETILYI0 3anKcs (SyAeT nyuule, eciu 9To de root-mosb3osatens). Ecnua Bonen 3a oty Bb1
YOHRIUMTE A6k IOL30BATCACH O HEXBATKE KOMAHAbL at, TO CHAYANA YGCAMTCCh, UTO
OHZ HM EACTEMTE/LHO HYXKHA, M TOMBKO TIOCE ATOTO NPONHCHIBANTE HX YHETHBIE 3aMH-
cu B hain at.allow.
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Cpasy ke [[€0OXOOMMO 3AMETHTE, YTO LT COXPAHeNWA UENOYEK iptables HYXIO Dbi-
TIOJTHITE KOMaHAY:

service iptables seve

Ec/i He COXPARNTE NPABILTa, TO OHH GYIYT ACHCTBOBATL TO.TbKO O TIEpBOH NMepesarpys-
KM, NOC/1E KOTOPOH HAaCTpoiiki GyIyT COPOLICHBI, H BCC IPHICTCA HACTPAHBATL 3AHOBO.
A OO Bay HyRHO?

Teneps Nopa MEPEXOAMTh K MPAKTHYECKHM NPHMEPaM KORGUIYPHPOBAHHA CETEBOrO
akpana. K4 -p Iyt 4N yKa3aHHS JHAYEHHA 10 YMOTTaHUKD. A 4TO TOJDKHO GbITh
10 YMOMNAHUIO IS MAaKCHMATLHOM 3amuTi? KOHewHo ke, 3anpet. Uro6et 3ampeTrTs
MoGble BYXOTALIRE, HCXONALME H TEPLAIPECYEMBIE NAKETEL, BHITONHACM KOMAHABL:
:ptables -P INFUT DRCE

iptatles -P QUTBUT DROP

iptables - FORWARD SRO?

PaccMOTPEM 5TH KOMaHZE! NoapoGuee. Tlocne MMeHH KOMaHXbI HIST KIOM, KOTODBI
VKA3BIBAET, 4TO MBI Aetacm. Kiron -P roBOPHT, 4TO MEI 341acM 3HAMEHHE [0 YMONYAHAIO.
Tlocsie 3TOr0 JIOIBKHO WATH HMA LCNOUKY, Kyda aobarnscics npapuno. B nepeom coyuac
9TO LenodKa TNPUT, 3 3HAYHT, Npapmwio OyJeT AeHCTBOBATL i1a BXOAAuME Jauube. Bo
HIOPOM — OUTFUT, 1. €. HCXO/IAIIME JWHHBIE, A B TPETHEM CilyHaE — FORNAED. TToCHE/ MR
112PAMET]) TOROPT © TOM, HTO HYXHO AE1aTH C NAKETAMM, Y/IORICTROPAEOLIMMM YCIOR-
AM, KOTOPHIE MBI MEPETUCTHIIN, CIORO DRO? TOBOPUT O HEOGXORMAMOCTH YIANEHNS,

Jlasaiite caenaem HeGObINOE TMPHHECKOE OTCTYTUIGINE, HTO0LI NOHATL PAsBALY MEMITY
RRJRCT 4 HROP. B KBUECTRE H0GICHETD MUPAMCTPA (ACHCTRI) MIKHO YKEZATH BMECTO DRO?
3HaueHHe REJECT, UTO Tose OyIeT SRnarhes 3anpeToM. PasHHIa B TOM, YTO B CTyUae REJECT
OTIPABHTENE 3ATPOCA [TOMYYHT YBCIOMICHNE O TOM, HTO SANPOLICHHLIA 0CTY( MR HEre
3anpenei. Yto He €CTb XOPOLIO — BEIk 3T JMINHAA MHQOPMALMA, KOTOPYIO XaKepy He
HyH0 3HaTh. TIPH KIKOHE DRO= DONYMCHHBIN 3ANIPEILICH B MakeT GyaeT npocTo yaaleH Gea
KaKMX-1060 YBeAOMICHU U IPEIyTIPEXIEHII.

Eicau cTouT BLIBOP MexITy REJECT H DROF, 4 BBl HE 3HAETE TO BIGPATh, A PEKOMENAYIO
whiGUpATS DROP.

Hekotopsie cneuuanteTsl N0 Ge30MacHOCTH PEKOMEHTYIOT Xy PHAHPOBATh OGpalIents,
n0GaBus B ceTerol KpaH HUILTP:

iptables & INPUT 3 LOG

A Gb1 He PEKOMEHAOBAN 2TO feTaTh, ¥ MyGIHYHBIX CEPBEPOB 3a ACHB MPOHCXOINT He-
CKOIRKQ) COTCH, & TO H ThICAY CKARWPOBAHHH N0PTOB. EC/H OBPAIIIATE BHHMAHUC Ha Kidk-
AYEO TAKyIO MOMBITKY, BaM PHAETCA YCTAHABIURATH HA CEPBEP C.IALIKOM GOTBUIHES e
CTKME IHCKM JUTA XPAHEeHHA JKyPHAIIOB. A BeIb ecTu AHCK GyJeT 3aNoHeH, TO CHeTeMa
BEIfIET U3 cTPOA. COOTRETCTECHHO, Xakep MOKET MPOCTO HArPaBHTh GeCKOHEUHBIE 06-
PRILEHH Hal SAVPELIEHHBIN LIOPT M 4EPEs HEKOTOPOE BPEMS! HOGHTHCA YHAUHO SABCPIICH-
ot DoS-araku.

UroBet mywic noMATE paGOTY BHILTPAUMA, HeNaTENHO YBHIETH KaK MOXHO GOTbUIC
PUMCPOB, TIO3TOMY TATEWIG MBI GYIIoM MHOPO TPAKTHKOBATECA, JUTA HAYANS TIOCHOTPHM
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exuhenia. TIAPAMETPLI KAk0MO TAKOMO NAKCTA MOMKHbL CPARHHMBATLCA CO BCGMH YOTa-
HOBIICHHAIMH NIPABATAMS.

B TO ke BPEMA A OTHPABKM SYN-MakeToB GONBMNX PECYPCOB W MOMIHOTO KaHATA He
Hago. Xakep Ge3 mpoGem MoskeT 3aBpocaTh paspelleHHLIH OPT cepBepa Syn-NIaKeTaMH,
B KOTOPBIX 3APEC OTMPABHTEN NOACTABNMETCA CTy4aiiusiy ofpazom. Ilporeccopst aTa-
KYEMOii MAlUAHEL MOTYT He CIIPRBUTLCA C GONBIIMM TOTOKOM 2aMPOCOR, KOTOPEIE HAZ0
CROPATE © (HMTBTPAYH, W BEICTPORTCA OYEPENb, KOTOPaA He HOSBONMT OGpPAGATHIBATH
OMKTOUEHHA ROBPOMOPATIONHEIX MONEIOBATENEH,

uEHE HACTO [UTH COBEPUISHUR ATAKH HYHKHO HAMHOTO MEMBIIE PECYPCOB, HeM JPIf 3alllH-
ThL. Eciit aTaka MIET TONBKO C OAHOTC XOCTa, TO ero [P MOXHO GIOKHPOBATH, HO YTO,
€CMH aTaka HIET cpasy ¢ MHorux [P-agpecos (DDoS)? B takux cmywasx wroraa Gnoku-
pyrwT uennie cetn. Hanpumep, ects Takas kovmasus Prolexic, kotopaa samnmuaer ot
DDoS-arax. Fix MOHHTODEI CTGAAT 33 AKTHBHOCTBIO H, CYIA I10 MOEMY ONBITY paBoThl
© HX CHCTEMOM, B CTyae aTalt Kak Pa3 LEMbie CETH OHM M OTKIOHAOT.

Y MeH? OIWH U3 CaiTOB WIHeHTa 3allMIIacTeA 3Toll kommaunei. Beck Tpaduk nmet ve-
Pe3 MX LEHTPbl JaHHBIX, [IC HHTEPHCT-KAHATEL OYEHE UIMPOKHME W 0GOpyHOBAHNE MONT-
Hoe. MHorma GRIBaeT Tak, 4TO BCE TONE30BATS/MH KpymHelilero mposaiinepa Kanaas!
& TOPOHTO He MOTYT COSIIMHHTECA € Kakum-1inGo caifToM. HauuHaem BEIACHATS, & OKA3bl-
Baetcs, uTo Prolexic IpocTo 3aGMOKAPOBAN BCIO CeTh.

ATaKa He MOKET NPOXOAHTE BEYHO, H GNOKMPOBAHME LENBIMH CETAMM TIPHHOCHT CBOM
nuomer. Tam G016, HTO 3TOT CalT — [UTH aMEPHKAHLEE, KAHAUAM TaM MOTBIOBATECA
HeueM, MO3TOMY HYTh HTO WX OTKITIOYAIOT.

Ec:161 KTMEHT NOCHLTAET CIMITKOM MHOFO TaHHBIX, KOTOPBIE HE MOTYT GbITh MOMELISHL] B
OnMH MakeT, To HHPOPMALHS PA3GUBACTCS HA HECKOUIbKO GNIOKOB. 3TOT npoLecc HazbiBa-
eTc dparmenanvieit maxeTos. HekoTopEie cTApHIE CeTeBHIE IKPAHEI AHATHIMPORANS
TOTbKO MepBEIe GIOKM B CECCHM, 4 BCE OCTANRHAIE CYUTANH MPaBWIBHBIMH. JIOrkka Tako-
TO MOBEEHNR MOHATIIA — €C/TH NEPBbIH NaKeT BePeH, TO 3a4eM NMPOBEPATE UX BCE H Tpa-
THT Ha 3TO APATOUCHHKIE PeCYpCH cepiepa? B MPOTHBHOM Cilyuas OT OCTATLHbIX HE
OyJ1eT TOIKA, NOTOMY YTO COCAMHCHME HE YCTAHORJICHO, M HAPYLUEHA LENOCTHOCTE WH-
opmaiun.

UroBe! ceTenol SKPAH MPOMYCTHN AARHAIE XAKEP, LAKETA YOTYT GITh CTICUHATHHbM
0Gpasom (paricHTApoRatkl, OT ONOGHOM aTaky VOKHO JAUIMTATECH, TONEKO SGTH
Firewall oCYIECTRISET ABTOMATHUECKYIO COOPKY (PArMEHTHPOBAHHLIX TAKETOB H TIPO-
CMETPHBAST HX B COGPAHHOM BuIC.

AauHolt yA3BMMOCTH GBI paHee MOABEPKEHBI JAKE HEKOTOPHIC SKPAHbI, HCMO/B3ye-
mBie B Linux, Ho omuia yke JaBHO WCTIpaBiieHa, M cefivac Tak oboitn Firewall ve-
sosvomn0. Ecim 8 Gy tyiiem paspaGOTUMKQ HC COBEPINAT OLIMGKM NPH ofHOBNEHUY
Kofa, TO NofoSHan aTaka GyAeT HCKIOYeHa.

Cerenoii aKpaH OHEHb HACTO CYBHOBWTCH OOHEKTOM ATAKH, H He (aKT, 4TO MOMBITKA He
OKWROTOR yoreuHolt, Eciu s7oyMelIIeHHuKy yacTes saxsarhTh Firewall, To ceT cTa-
HET OTKPBITOH KaK Ha anoHu. B aToM cTyuae Bac CMOTYT CNIaCTR OT TOTATIBHOTO Pasrpo-
Ma TOTBKO MEPCOHATBHEIE CETEBEIE SKPAHE! Ha KoM kommsiotepe. Ha mpakTuke mo-
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PHc. 5.1. Tpacdueckas NPOraNMa HECTROMKM CeTi

OKHO [POFAMMSI, 58 HCKTEOUCHHCM HCCKOMKITX MGAKUX YCOBCPIIGHCTROBAHHIL, HE ME-
HATOSh YHE HECKOTEO JeT.

5.1.2. ping

OfHa M3 4aCTO MCTIONE3YEMBIX aJMHHHCTPATOPAMM KOMaJ— ping. OHa noceuiact
ICMP-nakeTs! B BHjie 3XO-3ATIPOCOB HA YKAZAHHYKO CUCTEMY JUIA OTIPELEIEHHA NPOMyCK-
HOM CIToCOGHOCTY ceTh. O TAKHX 3aNpOCaX ME! Yie TOBOPHIH, KOTZA paccMaTpHBaii
ceTeBoi 9Kpan (em. paso. 4.10).

Hanpumep, BBITONEUTE KOMAHIY ping 195.18.1.41, H B OTRET BB TOJNYMATE CISTYIO-
1y HHPOPMaLHIO:
PING 195.18.1,41 (195.18.1.41) from 195.16.1.41 : 56(84) bytes of data.

64 pytes from 195.18.1.41: fomp_seq=1 ttl=éd 102 ns
64 pytez from 195.18.1.4 seq=2 ztl=64 094 ms
64 bytes from 195.18.1.41:  seq=3 ttl-€d 094 ms
64 bytes [rem 195.18.1.41: fomp_scg=d 1Ll=g4 095 ns

--- 195.18.1.41 ping statistics
4 packets transmitted, 4 received, 0% loss, time 3013ms
rtt min/avg/mex/mdev ~ 0.094/0.096/C.102/0.007 me
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B Ha3BAHHA HC HMCCTCA R BIY, 4TO XAKCP — 370 5. ST KaK Pas K TaKMM HHKOT/A ccfa He
OTHOGHN, U GONKIE HPCAUUMTIIO CosjlaBaTs W santwaTh. Ho B KHure ke xe GyiyT
TPHCYTCTRORATE TNa3a HEKOEr XaKkepa, KOTOPHI CTAHET CMOTPETE HA RAITy CHCTEMY
W3BHe. A 4TO0bl MOHATH, KAK 3AIMINATHCA, HY)KHO NOHATH, KAK MyMaeT BaIl Bpar, M
3HATh, KAK OH MOXKET aTakOBaTh.

37a Keura 10CBALCHA GUSULACHOCTH, HO HE TOAbKO ¢H. B 0cHOBHOM Mbl Gynem 10Bo-
PHTH 0 caMOf Linux, 1 MO% GCHOBHAR FE/IAUA — HOIPY3HTE BAC B 10T YISKATRILABEH 1
TAXBATHIBAFOIIMIL MAD. I He CTAHY OBITATBCA OMWCATH BCIO CHCTEMY, MOTOMY UTO Ans
3TOTC KHHMra JIOJDKHA GbITh B HECKONbKO pa3 Gombiue. Mbl PacCMOTPHM TONRKO Camoc
MHTCDOCHOE Ha MOF BArAL.

Heorza onua 1 Ta ¢ uHpOPMALIA MOMET SBITh HCOONE3OBAHA HE TOALKO MR JALUHTEL,
HO W AY RATIANHHA, 3 XOTEN Gl NpEiOCTepeHh IOHBIX BATOMUIIKOB, 3H0POBOe 0G0
TILITCTED — 3TO XOPOIIO, HO NOMHMTE, YTO NP2BOOXPAHMTENLHEIE OPTaHbl HE CIAT
1 vHOrna AOGMBAKOTCA CBOCCO, OCOGCHHO KOMAQ OHH OYCHL CHABHO 33HHTCPCCOBAHBL
7 37OM. FC-t1 07V PA3 B TIORGAH0 CO BAIOMOM, W HHKTO HC OGPETHI HA 510 BHAMAHMS,
10 B CHEAYKILMI AR Bl MOKETE OKASATRCA B PYKAX 1DAKOCYHA.

51 mHTepeCYIOC BUTOMOM H TIOCTOSHHO H3YHAlo HOBHIE METOL, HO TOMbKO MOTOMY, 970
XOHy CTPOMTH G€30TIaCHAIE CHCTEMBI, M GE30NACKOCTE MEHA HHTEPECYET HAMIONO GONTb-
wic. JTio6oii 05BEKT MOKCT GBIT PACCMOTPEH € Pa3HBIX TOYeK 3peHni. TIpocToil npuvep
W3 HETHM — HOK, HRINACH CTOTIOBBIM TIPHBOPOM, TIpH OTIPERNICHHEIX OOCTOATRNBCTBAX
CTAHOBWTCA opyIWem YGHICTBA WM CpENCTBOM camooGopomel TOUHO Tak e Mpo-
IPAMMHEIE HFCTPYMEHTE, YTHTTH! HIH AZKE MPOSTO SHAHHA MOTYT GbITh BOCKPHHATEL
K&K COBETHI A/l NOBCCAHCBHOTO yxoia 33 OC # c00coGaM 3aliuThl OT MPOHUKHORCHHS
TN KE KAK GPEIICTRA RAIOMA CHCTEMI. 5T HAICKOCK, HTO Bhi HE Gy /IETE MCIOIKIONATS 110-
ITy4eHHEIE IHAHUA B PA3PYUIMTENBHLIX LeAX. 3T0 BAC HE YKPACHT M yMa He JODABMT.
JaneM BaM HyiKHA "epHas" OMYNAPHOCTL panoMiTkKa? He nyuule mi nocaaTnts ceba
Goree moIe3HLIM U J0OPLIM BemamM?

TIPHHUHAL, 110 KOTOPAIM KHKCPhI HEMMHAKT BIAMIRATS CHCTEMEL, IOIHE HOMNTHEL KT0
SHACT HEHOBEKE, KOTOPBIA PAIPABOTAN GEADTACHOCTS JiTIA KaKOM-THGO KpYTHON KOMMa-
HHA ATH caiita? XoTH GEl ONHOTO M3 JTOfel, OTREHAKIIIX 32 GEI0TACHOCTS KPYTHAIX
caitros? Mano KTo cabmal o Hux. Ho cTonT Banowats Facehook e mo6oit apyroi
CaifT, KaK © BaC 3ArOEGPAT KO RCoM MPE. CTPEMACHHS K TaKOH JCICROM IOy INPHOCTH
TIOHATHO, HO OHO COBEPILIEHHO SECCMBICTICHHO I HE HYKHO.

Koz Mens cpammmsaior, wTo & TOTpasyMeRalo o CoBoM "Xakep”, 4 NPHBGKY TTpo-
CTelfUImIE NPUMEp — € KaK AAMUHHCTPATOp BEI YCTAHOBILTH W 3acTaB M padotats OC,
1 BAM YIRI0CH HACTPONTS CC HE MAKCHMAIBHYH) TPOM3ROTATCILHOCTS U GCI0UACHOCTH, TO
Bl — XAKC[1. YMCHMA XKCPA 1IGSBONAKIT COERETh MTO-HE0, IPESOCKOALLEE CBON aHa-
nors (7. e, Godtes GEICTpOE, yTOGHOE 1 GeromacHoe). MverHo Takoil seaweTcH cama OC
Linux, coznanRas XakepaMi CO BCET0 MHPA. )

Jns Mens c¢noBo "xakep" accouuMpyeTca ¢ NOALMHM, KOTOPbIE CO3AAIOT HTO-TO, A ¢
BaaaMbiaroT. M Tak cumraio e tonbko 8. B Toponto yae we pas npoxonun Facebook
Hack, Ha KOTOPOM Ky HC IUIAMBIRAIIN CAMYIO HONYINPHYK) HOKA CONMAIEHYIO CETb, &
IHMCAIK KO, CO3NABAIA NPHIOKEHAS 1A Faceb0OK U COPERHOBAIMCH B YMEHHH TIPO-
TPAMMHPOBATS.
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Bos uniopmanua o rpyninax joSannzercs » Gaibn /etc/group. OTkpoitre ero cofiepi-
Moe, HarpiMep, B MC wim HaBepuTe B KOMAHAHO CTPOKe:

cat /etc/qroup

Bl YBHIUTE COTEpAHMOE (aFiTa, B CAMOM KOHIIE KOTOPUIN HAXO,URTCA TPH CIPOKM & HH-
dopmarpieit o ToGaRNEHHBIX HaMK IPYITTaX:
testgronpl :x:5C0:

testgroup2:x:506:
testgroup3d

@Daiit COCTOHT H3 4 KOJONOK: HMA [PYIIIL], NAPOilb, HAEHTHGHUKATOP, CIHCOK NOIL3I0BA-
Teneii. KonoHKy pasiencHbl 3HaKOM ABOCTOHHA:

O B niepBol IPyNIE MbI HE YKAILIBATH HICHTAHKATOP, HOSTOMY CHCTeMA BLIOpata 3Ha-
{EHHE T10 YMOTaHHIO;

O BO BTOpOif — B ZBHOM BHIE 3a/1aH HOMEp PYIIIEL;

O 5 nocaenReli cTPOKe KICHTA(HKATOp pasen 11, TIOTOMY 9To GBUT JANPOIGH HOMEP TIo
YMUIMBRUIO H3 CHOTCMHUD AMAIHI0HA (HCTIONAIORICH KAE0Y —1).

Ilocneanas KoNoHKa (TIOC/IE TPETLErO ABOETOYHA) IHHUETO HE COTEPHKHT. 3ech IOIKEH
GHITh CITMCOK MOMBIOBATENEH [PYWITIBL, HO OH ITYCT, IOTOMY HTO M €LIE Ero He dapMu-
posaim.

4.2.2. PepaxTupoBaHue rpynnut

Jna peaKTHPOBAHMA MAPAMETPOB IPYIIIE MOKHO HATIDAMYIC HIMEHATE Qaiin /etc/group,
HO 5 PCKOMCHIYIO HCIIOIB30BATH KOMAHIY groupriod. Y STOM KOMAHABL TAKHE e KIOYM,
W10 H Y groupadd, HO OHA He AOBABIAET IPYNITY, 3 HIMEINET NAPAMETPLI Yike CYIeCT-
BYIOWEH.

4.2.3. Ynanenue rpynn

Tencpe paccMOTpPHM, KaK MOMKHO yaanwts Tpynmy. Jia 3Toro CykuT KoMaHma
geoupdel!

groupdel mes

TIp REINOAHCHMK 3TOM KOMRHAR BbI A0/DKHBL CAMOCTOATC/IBHO NPOBEPHTE BOC datiibl,
BIAACABLEM KOTOPHIX AB/ACTCH YIAIAEMAA TPYNOA, H [PH HEOOXOIHMOCTH M3MEHHTH
COBCTRERHMKa, MHAYE K TAKHM DATAM CMOKET TIOMYWHTS AOCTYT TOTHKO AAMMEHCT-
parop.

Hano emme 3amMeTHTE, YTO PNy Hemlb3s YIANHTL, €CTH B HEH €cTh No.Ip3oBaTeTd. CHa-

YaTa uX HYKHO BEUBCCTH U3 IPYINILL M TOILKO [I0TOM BLIOIHATS KOMaHIY groupdel.
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8.4. BesonacHocTb sendmail

besonacHOCTL ceperica sendmail Aaneka OT HIEANa, U B HEM PErYIIAPHO HAXOMNST OIIHG-
ki, [To 5TOMy DOROMY AIMHHACTPATOPBL M TPOFPAMMHCTB HAYATH CIIACATH AHGKIOTHI
¥ TIPEBPATHIIH CEpRNC B OGBEKT JUTA HACMEXaTeNbeTa. S| CHBILIAN, UTO HEKOTOpbIC AEKE
JeJIATH CTABKH Ha TO, Gy/eT /i HalifieHa ounbKa B 5TOM MeCsille WiIM HeT.

Kax % 1 ofeiat, B 1aHHOM Pazcic MLl IOFOEOPHM O HEKOTOPHIX 13DAMETDAX, 1IOBAI-
NAOUIHX §e301IaCHOCTE.

8.4.1. BaHHep-6onTyH

LlpoGnevsl Ge30MaCHOCTH HAMHHAIOTCA elle Ha STane nofkmodents. Cepsuc sendmail,
KaK 1 GONBLIKICTBO APYIHX CITYIKD, BLUIAET CTPOKY NPHBETCTEHA, B KOTOPOMN CONEPAMT-
< THGOPMALHS 00 UMEHH H BEpCUN MPOrpaMMEI,

XaKep He NOMKeH 3HATH ITHX J2HHBIX. COOTBETCTBEHHO, HEOGXOIUMO MBMEHHTH napa-
METp SmipGrestingMessage B daiine /etc/sendmail.cf. B cTaperx Bepcuax sendmail 3ot
napameTp G5t paBeH:

s

eetingMasaage§i Sendmail $v/97; $b

Cavoe OnacHoe 371ech — KIMOY $v/$Z, KOTOPEI OTOGPaKAET BEPCHIO, H CaMO MMA
Suncuail VIMEHHO TIOSTOMY TeTieph 3HAUEHWE STOMY TADEMETpY NpPHCBAMBAETCN Clo-
HYIOLIHM 06pasoM:

SmepGcestingMessage=si §o

Ecrmn pama cucTema coofugaer o cefe HTO-TO NUIIHER, TO 3TO 3HAYCHHC HCOGXOAWMO
¥6path. MOXHO A@KC NOCTABHTL coOBLICHHGT APYIOro CCPRHCE:

Sm-pGreetingMessage=$j I1S 5.C.1 $b

JloSaa ynausas NoneiTka BRECTH Xakepa B 3afTy:KIeHHe — 3T0 BEMTPBIUL RO BPEMEHH,
HTO PABHOCHILHO MaeHbkol oGeze.

8.4.2. Tonbko oTnpaska NOYTHL

(NeHE 9aCTO MIOUTOREE CEPBHCH HCTIONBIYIOT TOMLKO JLTA OTNPaBKK TouTe. Hanpumep,
Ha BeG-ceppepax sendmail MOXKeT CTOATE JTHIIB A7IA TOTO, YTOOI NPAMO H3 CLieHApHER Ha
Perl nta PHP MoHO G5iT0 OTCHLIATH MMCEMO. ECIH BAWL cepBep He IOMKeH TPHEUMATE
MHCEM, TO HeoGXONAMO 3anpeTuTh pexus mpwema. Jna oToro oTkpoitre daiin
fete/sysconfig/sendmail n u3MeHHIE €10 COUEPIRUMOL:

DERMON=yos

QUELE-"qLEY

Bropas cTpoka 3a7acT mapaMeTpsi, KoTopble Gy/IyT Mepeasarse nporpase scndmail
npH sanycke, UToBsr BO3OGHOBRTS IPHEM NONTH, HSMCRUTE 3RAUCHHC HA od.

Ecan y mac wet daiina /etc/sysconfig/sendmail (on rcrnons3syeres ne B0 Beex TMCTPHOY-
THBAX), TO PHCTCH peAAKTHPORATE CUERapH /etc/re d/init.d/sendmail. Haifzame 5 atom
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Puc. 2.7. 3asepuieue cearca B oBonoure GNOME

2.9. Tloackaskmu

Hekotopsle onepaiMOHHbIe CHCTEMB] C/IABATCA CBOSH NPOCTOTOM ¥ XOPOLWMMH MONCKA3-
kamH. 110, Kak MBI yoke TOBOPIUIH, NMPOH3BONHTENBHOCTE, HATEHKHOCTD H IIPOCTOTA — He
Beeraa coMectumbie Betmd. OC Linux COXSMKUT MHOKECTBO KOMAHI, H Y Kawnoi u3
HNX GONBIIOE KOTHYECTBO MapaMeTpoB, [TOMHHTE HX BCE HEBOZMOMKHO, TIOITOMY paspa-
GoTumkn nocTapamues i cHabaums OC ofumpHoi ciparkoi.

ECiH BL XOTHTE TIONYHHT: HHGIOPMALHIO O KaKOH-TMG0 KOMBHIC HIH TPOTPAMMC, TO

TionpeGyHTe 3AIYCTHTE €€ ¢ OAHHM M3 KTOMeH: —5, ~help WM -2, PasHble nporpavMmbl
HCTIOTRIYIOT PAZHBIE KIKOUH, HO OMH U3 ITHX, CKOPCE BCETO, 3ACTABUT BRIBSCTH HA JKPAH
KOPOTKYIO TOICKABKY FIO MCTIONE30BAHMIO MPOTPAMMBI,

[ momyuenys Gonee moapoSHoil MHGOPMALIHE HYKHO BOCTIONB3OBATHCA CIEAYIOUIEH
KOHCTPYKLMEH:

man v

38eck e ~— 3TO HA3BAHKME KOMAHJIEL WITH TPOTPAMMEI, OMHCAHHE KOTOPOH Bac HHTepe-
cyet. Hanpuwep, 410601 yBAASTL ONACAKME KOMAHIBI shutdowm, BLTONHHTE:

man shutdown
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3ePBHYIO Konnio Katanora /var. Takuy oGpasoM, CITH Xakep NOIHUCTHT HoyPUAT, A JETKo
CMOrY OIPETENHTS Er0 110 PEIEPEHOH KOTIAH,

ECOH y BaC €CTb BOIMOXHOCTL YCTAHOBHTS B CeTH ewe opuH Linux-cepeep, To MoxHO
BCE COODIIEHMS KypPHATA OTIPARNATE HA CHEHHANLHO BRICTCHHBIH KOMILIOTEP, 4TD Gy~
n[eT eme Gornee BECOAHBIM. YTOOBI XaKep CMOT MOMNPABHTL JKYPHAN, eMY TPUAETCS
BITAMEIBATL lIC ONHH CEPREP. A €CITH OH HCTIONB3YETCA TONLKO ANA NPOTOKONUPOBAHHA
M HUKAKAX JTHUHMX NOPTOB HA HEM HE OTKPBITO, TO B310M MOMKCT OKA3ATHCA 3ATPYIHM-
TeNBHBIM.

JnA %ypHATHPOBAHHA TIO ceTH B (haiine /elc/services IOIDKAA BMETECA CTPOKA:

syslog 314/ udp

Kpowe Toro, B daitre /etc/syslog.conf IoMiHa IPHCYTCTBOBATE AHPEKTHBA:

cnofwewns  @ampec

Tlepamill UapameTp yKasHRACT, Kakue CooIEHHA HYXHO OTNPABAATA Ha cepeep, Foru
Bb KOTHTE TIEPECHUIATH BCIO HEGOPMAUHIO, TO B KATECTBE ITOTO MAPAMETPa YKAILIBAETCA
*.%, GV TOTbKO KPHTHHCCKHE, — 1O *, crit,

Bropoif mapaMeTp  TO aIpec cepsepa, A KOTOpHIit y/IYT OTIPANIATHCA COOBIIEHHS
cypHaToR. HaTDHMED, €CI BBl XOTHTE, HToGH Bee COOBLISHMSE OTNPABITATHCE H CepRep
log.myserver.com, To 106aBETe CTPOKY:

L @log.myserver. com

Ho 1yT ects ona npoSiaema — mia onpencnenns IP-anpeca weoGxomun DNS. Ipu za-
rpysKe cicTemsl cepac syslogd crapryet pansuie DNS, n03ToMy omperenchue apeca
OKAXKETCS HEROIMOXKHBIM. HTOBEI PEIIMTS 3Ty 3a5iaty, COOTBETCTRHE IP-aapeca W HMenu
cepBepa MOXHO NponHcaTk B gaiine fetc/hosts,

Y nocennee. Ha ceppepe cmysx6a syslogd no;ukHa SBITE 3aMyIleHa ¢ CTIOUOM -r, KOTO-
Phlii NOIBOIACT 1OJIYHATE COOGLICHHA 110 CETH U COXPuHATh MX B KypHane. s 31010
HYAKHO HIMCHWTS CLcHApWi 3amycka cepeuca. Boc CLCHADHM XPAMATCS B KaTanore
feteire.dfinit.d/, 1 ana syslogd 310 daiix syslog, OCHOBHOE COTEPRIMAE KOTOPOTO MOKHD
yBHZeTs B ancTuHre (2.4,

TuGTiHr 12.4; Conepminon aiina fetolic.dimitaisyslog i .. | .

#!/biv/bash
jetc/init.d/functicrs

[ -€ /sbir/syslogd ] || exit 3
[ -f /sbir/klogd ] || exit O

4 Seuree confiq

4 Barpysxa kougurypaloHHOTO daiina

if { -f fetc/sysconfic/syslog ] i then
. Jetc/sysconfig/sysles
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KOAMPYIOT H JAEKONUPYIOT NaHHbie, MICTOT630BaHHE TAKOrO METONA OUeHB YIOGHO Tew,
4TO MOKHO LppoBaTe Tpaduk moboro mpotoxona. Fl awie ecH b KpunTorpadire-
CKOM anroputve Gyler Halinena owrnBka WM B Hero GYIYT BHECEHbl M3MEHCHUS A3
Gomee KaueCTBEHROTO WIMQPORAHHS (HampUMEp, C HCMOABIOBAHHeM Goee JTHHHOTO
KN0ua), TO He NPWIETCA BHOCHTE M3MEHeHNA B NPOTOKoN. Jloctatoulo 0GHOBUTH Mpo-
TpamMy TTHGPOBARWA, U ACe HOBHIE BOSMOMKHOCTH CTRHYT IOCTY MHEIMH.

KnueHt

OTuphiTeie AakHbie

Mporpamma umdposas

BalMPORaHHBIE AaHHEE

Vikrephar

JawnposanHbie AanHLE

Aeumcpposanre

OTKpbITEIE ABHHBIE

Cepaep

Puc. 5.4. Uncbpoearie kanana

PacemoTpuy mpumep ¢ peG-cepBuconm, KOTOpeIf paboTaer Ha mopTy 80. Ha cepmepe
MOXHO 3aIYCTHTh MPOTPaMMy UIMGPORAKKA, HATIpUMep Ha mopTy 443, 1 Bee AamHbie,
KOTOpBIe §yNyT NPUXOANTE HA HErO, CTAHYT JEKOAMPOBATHLCA M NENSIABATLCA HA MOPT
80. Ecm BHI XOTHTe npemocTamnats Joctyn k Cetw Tonkko mo mpoTokemy SSL, To
& 110prry B0 MOKHO 3AKPEIT IOCTYM HIBHE TP NOMOILH CETEROFO JKpaHa (0 paGore ce-
TEBOTO 3KPaHa MBI MOAPOGHO TOBOPHIH B 27déc 4), 4 PA3PellTs JTHIIb NOAKMOYEHHs
¢ ceppepa muhposatns.

Agipeca calfTos, KOTOpEIC ALIMILEHB! COSLHAEHBIMH TIONAMH, HAYHHAIOTSS ¢ https://.
ByKBa s Kak pa3 ¥ TOBOPHT O TOM, uTo coenuHeHue GeonacHo. TloMumo 3T0ro, IpH Noj-
KTIOUeHNH © BICTIOUeHHBIM SSL Hepes 0503peBATE B TPABOM HILKHEM YOI €0 OKHA
B CTPOKG COCTOSHMA NOABAACTCA COOTACTCTRYKIMINHA SHRHOK,

Hanpuwep, B nionysiapsom cpeju noansosareneli Windows Gpayaepe Tnteenet Explorer
2T0 UIOBPANEHUE BECAUETO JaMia, A B HEKOTOPHIX BepcHsX Gpaysepa Firefox cTpoka
afpeca OKPAIUMBACTCA B KZKOH-TO M3 OTTCHKOR #keXToro (puc. 5.5). S He NaTBTOHMK,
TIPOCTO HE 3HAI0, KAk HA3BATh ITY HEOKUAAHHOCTE,

Ho aToT onosnasaTensHEN 3HavoK B Internet Explorer noseisetcs me seersa. M Sonee
TOYHO OTPEJIETUTE THI HCIICJIB3YEMOro COSMHHEHHA MOMHO NO CBONCTRAM JOKYMCHTA,
bonbuMEeTBO GpayiepoB HMEIOT KOMaHIY MPOCMOTPA CBOFCTB 3arpy KEHHOH CTPAHKLEI,
BLITRAB KOTOPYH) MOWHO YBHASTR W NpiMesnemoe tmdporanne. Hanpumep, B Internet
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PesepsHoe konuposaHue
¥ BOCCTAOHOBMEHWe

Te w3 Bac, KTo Jonro paboTacT B chepe HHGOPMALMOHHBLIX TEKHOTOTH, YKo He pa3
CTANKMBATHCE C MpoGIeMoll moTepy AaWHeIX. HO MBI NPOMOJUKaeM yAEnaTs 3TOMy BO-
TIPOCY CIIHIIKOM [10BEPXHOCTHOE BHHMAHHE.

Muorye cHHTaKOT, 4TO ANNapaTypa cefuac HAeKHA, M 13-3a CROEH TEHH HHKOCIA He de-
TAIOT PesepEHED KOMHH, TEXHHKA XOPOWIA, HO HA MOFK TJIa3ax YMEpNo YAe HECKOBKO
BHHNIECTEOB, YKPAZEHO M3 O(WCOB TIATH KOMITHOTEPOB, MOTHOOTHIO CTOPET EMECTe
¢ KaBWHETOM OIMH CepBep. A KTO 3 paGOTABIIMX B BENINKWX GALIHAX ropoda Heto-
Hlopia ymas, 4TO K HEM B FOCTH NPIIETAT camo1eTH? KTO-To CKakeT, HTO Takve clloBa
GenKanoCTHSI, BeIb POKMIOULIA Tparedus. Ho MEI TOke He 33CTPaXOBAHb! OT KECTOKHX
IeicTeHiA TeppopucTos, H Pocern yake cronkiynace ¢ oTuM. H kax 66t 1 61ino GoneHo,
3AKPBIBATE HA 3TO 1232 He:1b38, HeoGXoauMo fenath Boe, YTOGH JaHHBIE OBUTH COXpa-
HeHSI B JI0G0I CUTyarmn.

Pe3epeHOE KONMPOBAHKE — COXPAHEHME BCEX BAXHBIX (aiinoB B NPYTOM KATANOre MM
Ha OTAELHOM HocuTeNe. EC/ Pery/plio oCyIeCTBIATS TAKYIO ONSPALKIO, TO B Clydae
HeTpeIBUIeHHON CUTYALMH €CTh BOIMOKHOCTD BOCCTAHOBHTE aliTbl U3 pe3epBHO
KOTIHY H IPOAQIAHTE PaSOoTy ¢ HEIHaUMTENBHEIMH TIOTEPAMH,

13.1. OcHosur pesepeHOrO KOMUPOBAHUA

UroBE! (HHAHCOBBIE MIOTEPH OT YTPATEI IAHHEX GELTH MHHAMATHHBIMH, HY/KHO JHITE,
OTKyAd MOXET Tpuity yrpoza. Kpome TOro, BEI NOMAKHEI IPOAHATH3HPOBATh JAHHEIC,
KOTOphle COXparzeTe. OT 3TOTQ JABHCHT, KK YACTO HYKHO MPOMIEOAUTH PEICPRHOE KO-
TIHPORAHHKC M KAKUM METOAOM,

CrOpoCTs BOCCTAHORNEBHA PabOTEL TIOCHE BHEIWTATHON CHTYAUWH 3aBHCHT OT TOrO, Kak
XOpOIIo BN MofgroTorHTecs. HeoGXomumo 3apaHee NPOHTPATh BCE BOIMOMKHBIE BApHH-
TH, & JKEATENHHO H OTPABOTATS TIPOTIECE BOCCTAHOBICHNA Ha TPAKTUKE, HCTIONE3YA Tec-
TOBYHD CHCTCMY, TOGbL HC CTOMKHYTBCA € HCOKMIAHHOCTAMM 110 XOAY iENa.

YTOGE TIORATE, HTO PEIEPBHOE KOTMPOBARYC REOGXOAMO, JaBAHTE PACCMOTPHM OCHOB-
HBIE CHTYAUNH, KOFIa OHO TTOMOTAeT.
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B pesymetate BRl yBHaHTe MyTh /bin/ls. Ecin pama OC nofaepidBacT NCeBAOHHME!
(alias) xoMaHA, TO MOAHO OyaeT ysumerh W cro. Takum 00pa3oM, NpH BHINONHEHHH
KOMAHIbl HA 3KPAHE BLIBEAETCA:

alias ls='ls color=
/2in/ls

Ty

3.1.2. BesonacHocTs atinos

B 2zase 4 M1 GyaeM nompoGHO TOBOPUTE 0 TPARAX AGCTYNA. ITO OCHOBA 06ecTieveHns
GE30MACHOCTH, HO HAJEMTECH TONLKO HAa HUX Hehsy, FEOBXOMMMEI JIONONHHIEhHBIE
HBCTPYMEHTH COXPAHEHNS LEIOCTHOCTH CHETEMbI HITH, 10 KpaHHel Mepe, OTCIeKHBAHHE
H3MeHenHi OCHOBHEIX 051eKToR OC — (haiior. B HAX XpaHHTCA HH(OPMAIIT, 2 AMeH-
HO OHA HEOGXOZMMA BAMOMIIMKAM. XaKepbl CTPEMATCS POYHTATD, H3MEHHTE HIIH JAXKE
YHI FOOKHTY, KHQOPMALAR, 11GHTOMY BEI IOIINH YMETh 6 KOHTPU:IMPORATH.

Aata uameHeHus

Camsiit mpocTeliumit cNocol KOHTPONS — HAGMONEHwe 32 IATOM peakTHpoBanHs. Jlo-
TYCTHM, YTO BITOMUIMK TIPOHHK B Baury cHeresty o 10:30. YtoGb y3uars, 4to Guuio
F3MEHEHO IMOYMEIIIEHHHKOM, MOXKHO ¢ TIOMOILEIO KOMA;IbI tonch 3ANYCTHTS 1I0UCK
Beex paiiios, y KOTOPBIX JaTa KOPPEKTMPORKM 1103Ke 4TOr0 ApemeHu. Bpoje erko, Ko
He o4eHs >PGEKTHEHO, NOTOMY MTO XAKEP MOXKET M3MEHUTb JaTy C IOMOLIBIO TOH ke
KOMUHABL touch,

B oBuem Buae KOMAHIA BHILLLIHT CIIEITYIOUMM ODPA3OM:
touch napameTpet MAIIBelT gai.
TIponmcHsMH GyKBaMK MOKA3aHbI MAPAMETPE JATH, A CTPOMHLIMH — Bpems. DopMaT

HEMHOTO HEMPHBLITHEL, HO 3ATTOMHRTE MOKHO. TOX yKaIHTEaTh ACoBA3ATEMLAO, B STOM
cmyuae GyIeT nCno/b30BATECS TEKYLIMH,

PaccMoTpiM mprMep. JlOMyCTiY, HTO Bsl XOTATE YCTaROBHTS Ha daitn fetc/passwd maty
vavererms |1:40 21 7rBaps. /12 3TOT0 BETIONFACM CIEMYIOUIYKO KOMARIY:

touch 01211140 Jete/passwe

Teneps BOCTIONB3YifTECh KOMABHHOH s -I /etc/passwd, FTOOB yGeauThts, ¥TO maTa u
BpEMS HIMEHEHHS YCTAHOBIIEHE] BEPHO.

C NOMOWBIO KOMAHIEI touch MONHO W CO3AaBATh Bailihl, cpasy e YKaibiBas HeoGXo-
ARMYIO JlaTy.

TIcEMOTPA Ha TO, YTO AGTa KOPPEKTHPOBKA 7IETKO HIMCHASTCN, XAKED MOET 305IT 10TA
IPOCTO HE YCTIETH CIIENATE 3TO, & BOMOHO, €My IIPOCTO HE XBATHT TIPaB.

Hrax, HaifT Boe (ailiibl, 7aTa W3MEHSHAR KOTOPRIX momie 11:40 21 aRBaps Texymero
TOJIA, MOKHO CTOIYIOLIAM 0BpAION:

teuch £121124010 /tap/tenplile
find fetc \(-never /tmp/tempfile \) -ls
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11.1. BeepeHue 8 DNS

Tepvoe Bpems npeoSpasosanue IP-anpecos b HMEHa M OGPATHO NMPOMIBOIANOCE ¢ TO-
MOLIBIO IPOCTOrO TEKCTOROTQ (hAMTA, COPIACHO KOTOPOMY M OGYILICCTRIZIGKE CONIOTTAR-
nenne tapaserpos. B Linux 3a 210 orsevaer (aiin /ete/hosts. HeeMoTps Ha ero craBocti
1 HeyZoGCTBa B CONPOBOMUIELNY, B MATLIX CeTAX BOIMOKHOCTER Takoro dafita focTa-
TouHO.

C pacHpeHHeM CeTH MOHaI0GHNCA HOBBIH ¢Mocob XpaneHna cooTseTcTeHi, Ha cMery
dpaiitav npuUa chcTema gomeHEbIX mvier (DNS, Domain Name System), npeaassa-
HeHHAR IUTA NPeoGpPA3ORINUS CHMBOLHOTO MvieHH B TP-apec W HaoGopoT. Be mpeusy-
IMecTBa MOTYT MPOABIATECS He TONBKO B MuTepHeTe, HO K B NOKATbHLIX CETAX ¢ 1OCTa-
708HO GONBIIUM KOTMHECTEOM KOMITBIOTEPOB.

Baeuperye DNS BBIABILIO CLUE OIHO LIPEUMYLLECTBO YT0MH CHCTEMBL — 1101 DIHHM I TeM
sk 1P-apecoM MOTYT CKDIBATBCA HECKOMLKO Y310, HANHMEp, XOCTHHIOBEIC KOMMA-
HUM Ha OIHOM CEPBSPE MOTYT CONEPHKATE HECKONBKO CafiTop.

Ceppep DNS — 570 Gonbinas Gaza MaHHbIX, B KOTOPOM XPaHATCA JAHHBIE O COOTBETCT-
BHH HMeH y3oB H [P-aapecos. CaMoe raasHoe, 410 3Ta HHYOPMALNA ISUEHTPATHIORA-
Ha, i B IHTEPHETC CYIECTRBYIOT TRICAUH TAKUX CEPBEPOB.

Ba3a JAHHEIX AMEET HEPAPXHYECKYIO CTPYKTYPY, BEPIIRKOH KOTOpOH ARMACTCH TOMKA (.).
10 Hanoaobue 3naxa / B (alinosoi cucTeme Linux, ofo3HaaKILEro KOPHEROH KaTAIOL.
Ha nepaom ypoBHe HAYT IOMEHEI THIIa com, Org, net, gov, ru, de u 1. 1. Hinke HaxoaaT-
¢i HMEHA IOMEHOB BTOPOrO ypoBHA. IIpHMEP OMHCAHHOH CTPYKTYDHI NMpHBENSH Ha
puc. 1.1

com org net gov n

redhat | [cydsoft| | llnux

Puc. 11.1. Vepapxus someroa

B KauecTBE TOWKH PAHBIIE BRICTYTIA CIMHCTBEHKELA CEpRep, KOTOPI OTBeHaN 32 KOP-
HeByro cucTemy. HO ORHEXIBI 3TOT CepBep OKasancs HEAOCTYNeH, M Bech WHTepner
mapatisopato. C Tex nop GbUI0 MPHHATO PEMICHHE HCTONEIOBATE HECKONBKO CEPBEPOB 1
PacTIpelleNeHAYIO CHETEMY.

JomyetuM, HyxHO HafiTi [P-anpec cepsepa wiww.flenov.info. Hima npu amom pacemat-
p¥BaeTCs cripasa Haneo. CHAYATA HATIPARTAETCA 3AMPOC K kopHeBoMy DNS-cepaepy, #
OH OTBeHaeT, KTO ofcnyxusaet fomeH info. 3aTeM Ha HAHAEHHOM CEPBEPE BHINOTHASTCA
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WaTh BCEBUIMONKIILIE 3anayn. KoMNLIoTeps! ¢ yeranoniendoil Linux wenonesyior  pas-
NTHUAEIX 0B1ACTAX HAYKH, 3KOHOMMKH M TCXHHKH, B TOM HHCIIC H TNPH COSZAHHH CreLi-
AnbHBIX IPGEKTOR INs KIHO.

He etee BOKHEM daKTOpOM NOMYIAPHOCTH cTana eMokpaTiarocTs OC. Bac He orpe
HEMHEAIOT B BOIMOYKHOCTAX H HE 22CTARIAIOT CIEAI0BATE OTIEAENEHIILIM TPeANOTEHIM
paspaboranka. B komiickr nocrann OC BIIKOMEETCH TI0 HECKOMBKG TPOTPAMM OIHHAKO-
BOTO WSHAMEHEWS — HAMDHVEp, HECKONbKD Gpay3epoB WIH OCHBX TpOTEMM.
B Windows Takoe HCBOIMOKHO. Mbl, HABCDHOC, HHKOIIa HC YBHIHM B OIHOM ANCTPHOY-
TuBe Bpayaep Inernet Explarer, Firefox, Chrome u Opera, xots Esponefickuii cy;1 u isl-
TaeTes 3Toro 4oGHrees. B Linux KOHKYpeHUMS AeHCTRUTENBHO CBOGOIRAA, HEKTO He 32-
NIPEIIIAET HOMONE30BATS CTOPOHHNE Pa3paGOTKH K He GOpETCA ¢ 3TaM. HanpoTs, nombso-
BaTENTO 04EHD YACTO NPENOCTABIASTCA PEATBIIbIA BLIGOP.

Bripouew, ¢ pocrom pasmepos aeTpuGyTupos OC, Koraa OHM CTaNM BHIXOMMTE 32 PaMKH
PASMCPA O/THOIO KOMIAKT-/ICKA, YK€ HE TAK HACLO MOWHO YEHISTh & IHCTPHOYTHEE fBa
OGUCHBIX TTZKETA, HO B NIOBOM CTyuge, JIOGOH M3 BUX MOKHO B MioGOe BpEMA CKAYATH
© calTa WK OPHUUHATHHOTC PENO3HTOPUA THCTPHOYTUBA.

1.2, OTkpuIThIid UCXOAHEIA Kop — 6e3onacko?

BRITYeT MueHMe, TO MPOrPaMMBI ¢ OTKPBITEIM HCXOANBIM KOAOM HAIeKIee 1 Sesomac-
Hee, YoM (HPMEHHAG, CTODOHHHKH 3TORD YTRGPH)ICHHA CHITAKIT, HTO TAKYIK) CHOTEMY
HCCNEAYIOT MHOKECTBO TONEH Pa3HbiMU CIOCOBAMI M TeM CaMbIM BBITBIAIOT BCE BO3-
MOKHEIE TOTPELTHOCTH. A caMOE TIABHOE, UTO OIIMGKY HCpABIAKOTCH CBOCBPEMCHHO,
JOCTYIHEI IR CBOGOIHOTO CKAYHBAHHS M NIErKH B YCTAHOBKE.

Jla, MCKATS OUIMGKH HA YPOBHE KOJia COBMECTHO C TECTHPOBAHHEM TOTOBOFO TIPOMYKTa
HaMHOTO Tpollle W >dheKkTURHee, HO pesy/IETAT fanek oT Hneanta. HecMoTps Ha MaccoBoe
TecTHpoBaHue, B Linux A0CTATOMHO HACTD HAXOOAT JAncychl. ONHAKO €CH NOCMOTPCTh,
KaKas 4pMEA [ONL30BATEIeH 0bCNeaoBaNa NOCAeAHAE acpeH Windows, To MOKHO Gb10
0wt HojymaTs, wro ona eraner Geaynpearoli. Tecruposalye — 370 OIIHO, 2 TIPUMEHeRUe
B "BOGBIX YCNOBMAX" 3a4ACTYIO [EMOHCTDHPYET COBEPIIEHHO HEMEACKA3yeMble pe-
3yBTaTEL

K Tomy ke, CKOIbKO GBI YEI0BEK HY OCMOTPENO HA HCXOMHEIC KOMBI, GE30TACHOCTE OT
3TOrO He YBENIMUNTCA, BTN CMOTPALITHE He oGNamalor HykHoll keaniudurauvei. Jomyc-
TUM, YTO HA KOMBI NOCMOTPUT MHJTHAPA JIOAeH, He TIOHHMAIOWMX B MPOrPaMMHpPOBA-
Hu, GesonacHoeTs wiMenuTea? Her. KOIMUECTEQ PCalbHLIX CICLMAUCTOR 0o Hezonac-
1OCTH, CMOTPEBLUMX KO, HE Tak BLICOKO, 4 IMEHHO OHH CNIOCOGHEI BBICTPO M KAUECTBEH-
WO HAXONMTE OIIMOKH. O — OTIENbHbIH HANBIK, KOTOPHIH TPeSyeT CrIeHHATEHOTO
oByueHus.

OTKPHITOCTE B OTHOIICHAM LiNUX MMEET OXHO IPEeMMYIECTBO — OTIMHHOE COOTHOIIE-
HUE USHBI M KadecTsa. Bo3MokHOCTD Gec1aTHO yeTaHoBHTS OC MO3BOTAET COKOHOMUTE
GOTBIINE JEHEIW HA YCTAHOBKE, HO YBETMUMBAIOTCA 3aTPATHL HA TIONAEPAKY, KOTOPas
Adake AA Linux CTOMT AOCTATOMHO JOPOro.
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JloMycTUM, HTO B Baiticii COTH HAXOTATCA [Ba BoG-oopBepa. Takoe GHIBACT OYCHE TACTO.
Opun ceprep AeMa0T AOCTYNHBIM s BCeX MOCETHTENeH us WHTepHeTa, a BTOPOH —
TONLKO AN CBOMX MOAL30BATENel (BIYTPHKOPNOpATUBHLIA calit). Briomie 1orHYHEIM
Gymer pasneienre HHGOPMALIME — TOTIA Ha 3AKPEITHIA CepBEp MOXKHO MYCKaTh TpaduK
TOHBKO M3 JIOKAIRHOR CCTH, HCSMBMCAMO OT nopTa, Xakcps u3 FuTeprora pooGie He
JIOIDKHEL MMETE 0CTYTIA K BHY TPHKOPTIOPATHBHOMY CEPBEDY.

Pasfieneme 1o ceTAM BEINIATNT KPACHBO, HO He Boera sdhekTimHo, Her, 5 He roBopio
0 NOAAENKE BIPECOD H O TOM, YTO XaKep MOKET BLiIaTh cefa 3a gpyroro. O cam MokeT
crams, gpyraM. Fro A aTHM xouy ckasars? Xakep MOKET 38XHaTHIS OIHH H3 KOMITHIOTE-
POB ZIOBCPCHHOM COTH, YCTAHOEMTH HA HETO TPOAHCKYIO NPOFPAVMY 1 MCTIONb3OBATH 414
IPOHUKHOBEHHS Ha 3aNPEIeHHEIR CepBep.

Komnanua, pabotaloume b cepe Ge3onacHocTy, MPHBONY Pa3IKdiiLe AaHIbE, MyraoT
HAc Tew, YTG OYeHb MHOTO KOMITBIOTepOR B HHTepHeTe HAXOAATCH TOK KOHTPG/EM XaKe-
POs. 10 JIGHCTRITENRHO LI TAK, HO GUCHR JIBRHO. B HACTOALIEE BPEMA ¥ LMGDEI 110
Pa3HBIM HCTOMHHKAM He TIPEBEIIAIOT B 10 %, XOTA HEKOTOpEIE AHATHTHIW CUHTAIOT, UT0
onp 1aMHOro Sonwe.

M e Kakercs, 4T Jake 10 % — CTHIIKOM MHOTO, BEb 310 KAXCIBL 10-# KoMTBIO-
vep!

Qu.ﬂhtpaum HexenarefnbHeIX aapecos

Heckonmeko JIET Hasal CepBUC WWW.regnow.com (KOTOPBIT BEICTYTAET NOCPETHUKOM
Ana uponagoguTeneit Shareware-nporpaMy, NONyyas AEHETH OT KIHEHTOB ¥ obecnieun-
BAW GEOMACHOCT, 1LIETEHEH) IONBITAICH OCPAHKUHTA A0CTYIl ¢ CoMBHTEbHbIX [P-aii-
PecoB. JTo BIONHE NOTHYHO. FleKOTOpEIE CTPAHE! KMIIAT XaKEPaMH, M TIPH 3TOM HHGI0
A0BPONOPATOUHEIX TOTB30BATENEH TPOrpaMM B HHX CTPEMUTSA K Hymo. K Tawkum rocy-
28PCTBaM OTHCSH cTpaKs! AQPHKA W HCKOTOPEIX PerHoKoB Boctouroit EBpont, Bio-
uas pasBHBAIOLIYIOCS, HO MIOGALIYI0 Xa 198y, Poceimo.

OrpanHSMTCIBHRTT 14T COpAMCA ONPABLIBATCA TCM, YTO B HOKOTOPHIX M3 3THX CTpaH
GhUa BECEMA CHITBHO PA3BHTA TEXHOJIOTHS KapiHHIa, KOTZia ToBap b HKTepHeTe 3aKa-
3bIBACTCA 110 BOPOBAHHBIM KPSAMTHEIM KapTaM. UTOGH! HCKIIOWMTH KapIHKI, CEPRAC
3ANPETMT AOCTYN NO ueTbiv Tpynnam IP-anpecoe. BrocnencTBHH BBUCHIIOCH, YTO
OBOHTH 3Ty CHCTEMY OdensL NPOCTO. XaKepy HOCTATOUHO GO BOCTIONLIOBATHCA AHO-
HUMHBIM npokcH-ceprepon B CLIA win Kanage, uroBsr mpockounTs iperpary. A Bot
¥ 20GPONOpAA0YHLIX OIB30BATENeH BOHUKIM CePhe3HBIE MPOOIeMBb], ¥ OHM THIIA-
JIHCH BOSMOMKHOCTH MCIOJIBSOBATD CCPBHC [T OMIIATE! HCOGXOAUMBIX YCIyT.

3-8 CTOND CEPREHBIX HEOCTATKOR GUIKTD GhL1 CHAT, 1 paspaGuTnkm Tegnaw.com
GoMbIlle He MEITAIOTCA €TO HCTIONB30BaTS. [[POCEHBATS BCe BO3MOXKHbIE TPOKCH-CEPREPE!
CIMIIKOM 3aTPYMIMTETLHO, H OTO 18T MZThiHA 3¢deKT, a PeryTauni MOKIQ MIOTEPITE
nancerpa. Tak 410 WHORA 1IPUXOAMTCA BHGHPATH MEXAY GE3011ACHOCTEI0 W YA0GCTROM
TI0I630BaHNS.

T'em He VeRee, CYICCTRYIOT CTIRIMATHIHPOBARABIC KOMTIARMH, KOTOPBIC OCYIECTR:ITIOT
s AaHARx noukoRgress P-aApee, GpRyscp, PaTMMHBC IAPAIMCTPR, KOTOPHG
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Puc. 9.2. Hacrpoiika coeaunens yepes npokcu-cepeep @ Gpayzepe Mozilla

Tlociie 31010 Gpay4ep Gy)ler HOCALIATS HCE JANPACH POKCH-CEPRERY, 4 TOT YHKE HEpEHH-
TIPABHT TIX CepBepy, €CIH He MOYKET OTBETHTE CAMOCTOSTEBHO. [TpOKCH-cepep JoMmKeH
HOCTOAHHO HAXOMMTHCA B 3ATPYKEHHOM COCTOSHHM W [POCTYIIWBATH OTIpEAeNieHHEN
TOPT (MK BECKOMBKO NOPTOB LTSt PA3HBIX MPOTOKONOR).

Top kaKmylo 3anady, TOATEPHHBAOIIYIO ONPEAETEHHBIH TPOTOKON, KAk TPABHIO, BEI-
AEnACTCR OTACARHME nopr. Jlns mpotoxona HTTP, mpuMCHACMOro AfIA Zarpy i Be-
CTPAHHIL, AL BCETO HCMONBIYIOTCS TIOpTh 3128 1k 8080, HO 2TH 3HAMEHUS ABHCAT OT
ceppepa U MOryT GEITs Haverensl. Tlepen HCMONB3ORAHHEM OTIPEIENEHHO TIPOTPAMMB!
MPOKCH-CEPBEPR YGEAHTECH, UTO OHA 06JIANACT HEQBXONUMBIVIM BAM BOSMOIKHOCTAMH 1
obecneuuBacT MOLIEPAKKY BCeX KHEIX MPOTOKOoB. Henonnepxupasmbie npoToKonb
TIPWIETCA HATIPARNATE He YEPE CEpRED, a HAMPAMYIO, Yepes 1IK3,

JIns moBBIIeHUs Ge30MACHOCTH BaIIEH CeTH HEODXOMUMO ¢ MOMOLIBIO CETEBOTO IKpaHa
IAMPETHTS MOKTIOHEHKS MIBHE HA HCTIOTB3yEMSIe cepmHcom squid mopTer. Hanprwmep,
an% paBoTs ¢ mpotokonom HTTP no ymosauto o paotaeT epes mopr 3128, M ecnn
K 9TOMY NOpTy Sy /IeT paspeiesio noAKMO4aTLC: TOILKO M3 TOKANLITOH CETH, TO XaKep ne
CMOPKET BOCTIOIb30RATECS JAHHMM PUKCH-CEPREPOM B CEONX LCJUIX WM 1A MONYHCHHA
JOCTYTIA K KOMIBIOTEPAM 3TOH CeTH.
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He GysieM RoKRAATECH, KOTIa ATOYMBIILIEHHUK TIPOHHKHET B CHCTCMY, M MBI TIOTCPACM
cou. Jaealite paccMOTpHM NEACTBUA, KOTOPBIE MOKHO TNPOHIBECTH €ILE /IO BAOME, KO-
ra cuctema paGoTaeT IOPMATLEO. JTO IOMOKET NOBLICHTE GE30MAacHOCTL cepBepa,

Boe, 0 HeM Vbl Gy;eM TOBOPHTS B 3T0H T1iabe, HEOBXOMHMO NIENATh B 10 NPOHHMKHOBEHUA
B CHCTEMY, H OC/Ie. BXIOMIIHKH HEOTIa OCTABISIOT NOTAMHBIE NREPH (HANpUMep, YoTa-
nanuparor SUID-GuT Ha mporpammy, 414 KOTOPOH OH He ROMUKeH GHITh yCTaHORMEH),
MO3TOMY KeIATENEHO PCrYAAPHO CKAHUPOBAT CHCTGMY HA MPEAMCT GEAONACHOCTH Oltu-
CaHHBIMH Jasee MeTonaMb. OcofieHHO 3TQ KACAETCA HOBOM GHOTEMBI (Cpazy TIOGAE HH-
CT/UIANAY H HACTPOKH), HO TAKHe MPOBEPKH CIETYeT MPOHBOAMTS B IIOCTe OGHORIE-
i, NOGABNEHIS HPOTPAMM T Cpasy TIOCTE BIOMa.

Y MeHS Ha cepBepax KaAGIyl0 HOYb OCYIIECTBIAETCA TECTHPOBANME CTOPOHHEH Komma-
Hueli BeeX BO3MOXKHBIX B3IOMOB. 3T0 TpebOBaHHe KIIHEHTa, H OHO 0Hellb JaKe NPastib-
Hoe. CTOPOHHHA KOMIIAHWA KAKIYIO HOV SATYCKAeT aBTOMATHYECKOE TeCTHPOBAHHC.
H OHO He OJKHO TPHBOAUTE K c§oAM i ownfikam B paboTe cepsepos H calTos, KOTo-
PpEI¢ 51 0BCTYRHBAIO.

O pas 2 CABIAN, TO TAKOM NO,IX0M MOKET NIPUBECTH K NapaHoiic. CornaceH, Tpebo-
BaBMA Ge30MACHOCTH, KOTOPHIE % TPUBOJKY, I0CTATOUHO KeCTKAe, HO YK Mywme 10 pas
BCC UPOBEPHTD, IEPEUPOBCPHTD H YCTAHOBUTS OUH JHITHHH 3aMOUEK, YeM JOTOM paz-
rpefiaTs Mycop nocIC REOME.

CyIecTsyeT MHOMO PasMMMHEIX MPOTPAMM MOHMTOPHHTA M ONMCLIBATH MX BCE COBED-
TIEHAD GecrioNesHo  HEBORMOTKHO. S| PACCKEKY TONEKO O HECKOMBKIX, BOSMOKHO He
CAMBIX MOIIHEIX, ¥ NIOCTAPAIOCH HEMHOTO YAEWTh BHHMAaRUE BCTpoeHHbM B OC ¢yHk-
UMM,

12.1. AeTomaTuUIMpoBaHHAA NpoBepKa
GesonacHocTU

TIpakTIUeCKA KVKOEI ACHD CTIRLIMATHCTE NIO GE30NACHOCTH HAXOMAT B PA3HEIX CHCTE-
MaX HeNOYETHI B, OTKPOBEHHO [OBOPS, ABIPH! MK Aaie NpoSouHsl. Becs JTOT Nepetens
BEIKJIAbIB2ETCH B OTgeTax BugTrag na pasHerx cepsepax. Sl yie COBCTOBA NMOCCIIATH
WIWW.securityfocus.com, STOGE! CTEMMTH 34 HOBOCTAMI, W COifIac HE OTKASHIBAIOCH OT
CBOMX C210B. HOBHHIH ACHCTBUTENBHO HAO WCKATs HA MOJOGHMIX CEpBEpax, HO BEb
€CTD elile BOPOX CTAPLIX YASBMMOCTEH, KOTOpBIE MODITH OCTATECS HA CEPBEPE HE 3ATaTaH-
LM, Kak e MocTymmTs ¢ uiMu? HeyoKert MPHIETCA KadaTs BCe CIVIOHTHI H PyKaMi
NpoBepATE KAyl Abpy? KOHEUHO e, Her. CyMecThyeT rPOMATHOE KOWYECTRO PO~
TpaMM [N ARTOMATU3ALIMM TECTUPOBAHUA CEPBEPa Ha OLIMOKH, M CaMBIE PactpocTpa-
HeHHble U3 HMX — 970 SATAN (cuneHO yerapepwuii, HO NereHmapHeIH), Internet
Scanner, NetSonar, CyberCop Scanner.

Sl He cTaHy PEKOMEHIIOBATh KAaKYiO-HHGY/Ib Onpee/ieHHyIo nporpammy. He cymectayer
TAKOHA YTHIIHTL], B KOTOPOi Gbina Gbi Gasa aGeosOTHO BeeX MOTEHUMATBHBIX YAIBHMO-
cToft. TlosToMy ckauuBaiiTe Bee, HTO MONANACTCA IO PYKY, H TCCTHPYHTC CHCTEMY Bet-
MI JOCTYTIHBIMH TIpOTpamMMamy, BOSMOIKHO, "To-To Bay i npuroutes. Ho obasaTentHo
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9.2. KswuposaHue

51 nonarako, 4T celf4ac HE TaK HA0TO B KAKMX-TO CETAX YCTAHABNMEAETCA NPOKCH-CEpBEN
A Kowmposanns Tpaduka, npuxopamero us Murepnera. Kauatsr cranu sacronsko
HIPOKUMH 1 CKOPOGTHBMH, & FIHICPHET HACTONSKO OIPOMHBI M IUHAMUMHO DasAM-
BaIOUIHMIECA, HTO KIUIMPOBATH IPAKTHYECKH BecTioNe3Ho. CTPAHMIL HOBOCTHEIX JIGHT Me-
HAKTCA IOCTOAHHO, 1 CCAIM B KKOW-TO MOMCHT 3aKaIIMpOBaTL Tpaduxy TOH WM WHOH
CTPAHALIBL TO Yepes uac Ha STOH CTPAaHHLE rpadHKa OKaKeTCs Yie APYToW, ¥ W3 koa
GyaeT J0CTaBISHO NONBIORATENIC BCETO HECKONBKO CTATHYHBIX dafitor. CToWT 32 3ko-
HOMU Tpadhuka ZaTpaT Ha cepBep W ero conposoxaerne? TpyIHO CKazaTh.

MHe KaeTcs, uTO CeHuaC NPOKCH-CEPBED HAINE MCMOIRYETCs Bilafebliavy CaiTon
© 0cO0EHHO BBICOKOH HArPY3KOH. ITOT CepBHC OUCHE GBICTPHI H HEMVIOXO CIpaBadeTCs
B KavieCTRe TiepBOH MTHHHH 0GOPOHE TPOTHB HanMkIma Gomsioro Tpaduia. Tlo kpaiinei
Mepe, s HCMIONE3Y1O squid MMEHHO TaK, U 1aBafiTe MOCMOTPHM, KaK 3T0 paboTaer.

DTOT CEPBUC YCTAHARIMAACTCA HA CCPBEPI, KOTOPBIE IPHHEMAIOT 3ANPOCLI OT MO/b30Ba-
Tens. ECIM 1aNpANHEACMBI (a1 eCTE B KOIUE, TO OH TYT 4@ BOIBPAMAEICH TONBORA-
TeINIO, BROHOMS PECYPCI OCTALHBIX ceprepos. Ecau daiina wer, TO OH 3anpaniisaetes
YA€ Y ONHOTO U3 BeG-cepBepoB. A ux y GONLILIEX CAHTOB MONET GBITh HECKONBKO.

9.3. Tlpokcu-cepaep squid

Kak 4 yire OTMeMa, camblM PACTIPOCTPaHEHHBIM IIPOKCH-CEpBEPOM ABiseTcs squid. StoT
Cephep MMEET OCIATOUHO [LTHHHYK) MCTOPHIO, M 94 BPCMA CLO CYNICCTROBAHUA B HCM
PEAHIORIHO MHOTO BOIMOSKHOCTEH.

OcHomroit KondwryparmoRHsit a1 squid — /eto/squid/squid.conf (5 HekoTOpHIX
CHCTEMAX MECTO €ro pacmolonetns /etc/squid.conf). ©aitn oueHs BEMHK, H IPUBOIHTE
210 LIONHOGTEIO HET CMBICA, T. K. 3HAMHTEIbHYIO €F0 HACTH JAHUMAIOT AOAPOGHbIE KOM-
MEHTAPHH [10 HCTIOITh30BAHHIO XMPEKTHB.

PaccMOTPRM OCHOBHEIE KOMAHIBL, KOTOBIC AOCTYNHEI HAM 1A YNPABICHHA NPOKCH-
copcpom. Kak OGhIHO, BGE MAPAMETPSI, BIKAIOMME Ha MPOUIBOATETHHOCTS H 6630~
TacHOCTh, MBI padSepem mogpoSuo. OcTanbhble Hactpofiki SyAYT pacemoTpeHsl Gonee
[MOBEPXHOCTHO — C HAMH MOXHO MOB/HIKE [IIHAKOMHTECHA, TIPOYMTAE KOMMEHTAPHA H3
KOH(HCYPaIHORHOTO daiira.

9.3.1. Oupextuewr HacTpoliku HTTP

Tipu nognouesnn k FIHTEPHETy 10UB30RETCH TICPRLIM JICAOM 3AIDYKSIOT BeS-CTpa-
mumpl. Ecnn renonsiyercs squid, TO HeoGXONEMO NPABMALHO HACTPOHTH MPOTOKON
HTTP. [lyia pewenis 3Toii sanavn s daiine squid.conf ecTs clieyioue THPEKTHBSL

O http port r.— HOMEp TIOPTa, Hepes KOTOPaIA GYNET HPOMCXOMTH MOMKIKYEHHE.
TlopTe!, Ha KOTOPBIX cepeep GyneT OMGLIATS NOAKMICUEHHA KIHEHTOB, — 310 TepBoe,





index-318_1.png
rnasa 11

DNS-cepeep

Kaxpilt KOMIBEOTEP, DOAKTIOMCHHBIN K CCTH, J0JUKCH MMCTB CROM aipec, YTOOR ero
MOKIIO GBINO HAHTH M OGMEHNBATLCA ¢ HUM IAHHLIMH. JTO TOXOKE Ha TenethOHHEIE
ceTH. HToBbr KoMY-HYGY/is MOSBORWTE, HyHKHO SHATE eT0 HOMEp TeredoHa, HFaUe KOM-
MYTATOp HE CMOKET TIOHSTE, ¢ KeM BAC COSAUHNTE.

Koraa Bbl XOTHTE NOTYYMTE BeG-CTPaHUKY ¢ CepBepa, TO HEODXOINMO 3HaTh ero agpec.
B 3ampoce HyKHO YKa3aTh CROM KOOPAMHATHL, MTOGKL CCPECP SHAT, KyAa BCDHYTh TP~
GyeMylo CTpaHMUKY. 31€Ch NPOCMATPHBAETCA AIANOTHA © NOYTOM. OTOpABAAL MHCHMO,
BH yKAILINAETE AUPEC, B €CTA XOTHTE, UTOBE! HAM OTHETHA, TO JOMKHEL YKA3ATH 1 OG-
PaTHLI anpec.

B 3noxy 3apoiIeHus ceTed KOMIEIOTEPOR B HUX GBINO Maslo, TOSTOMY JUIS AIpecauui
6L BEIGpaH cambill IPOCTOi BapHanT — uiena. 1 AyMal, 410 ce Gbi HnTepHeT no-
SBNAICH TOALKO celidac, TO NPUHANM GBI TOUHO Takoe ke pelleHHe. [Io ¢ yemieHuen
KOJHYECTBA KOMIIBIOTEPOR CeTepad O0MIECTBEHHOCTh CTAlA OCOIHABATE, HTO TOMHATE
Gobiite 20 ANpPecOB 110 HOMEPAM HEBOMOKHO, MIOSTOMY GbII0 NPHKATO pelleHye HalTi
KaKod-1u60 cnocol, ynpowaoumii sanoMuanue.

VlaMeHATb IPHHUMIT Hymepaluy GbU10 T03AHO, Xa W BbhiGpaHHas chcrema IP-ampecos
oveHs ya00Ha mis 0BpaloTKM HA NPOTPaMMHOM YPOBHE KOMIBIOTEPAMH M CETEBBIMH
yerpofieTsaMy. HeMHOTO MOKONIOBAB, YMHDBIE MOXH TPHAYMATH CO3IATH LEHTPANH3O-
BAHHYK Gazy JaHHLIX, YCTAHABIMBAKILYI0 COOTBETCTBHME IP-aIpecoR U CHMBONLHBIX
mvien. Taxum 0GpasoM, NIOL30BATENs ONEPUPYET HMENIAMH YO, & NPOTPAMMA HAXOTUT
Hyebtli IP-apCe B 3TO GESE 1 YIS 110 HEMY COBAMKAETCH C ADYTHM KOMLIBKYTEDOM HITH
CepBepoM.

OTOT MeTox OYeHB CWIBHO YIpOCTHN 3afawy. PaHbme, utoGel HaliTH cepep, HYXHO
Goulo geTko 3HaTh ero IP-azpee. Tereps & NpocTOl CHTYAUHH MOKHO 0G0MTHCE Take Ges
TOUCKOBEIX cucTeM Tuna Yahoo win Google. Hanpumep, ecnu Hyxes caiT kopropatun
Microsoft, To MoxHo mompoGoBaTh HaGpaTh B Gpayicpe azpec www.microsoft.com.
‘Takum mmyTem BeG-ceprepsl GHUPM HaILE BCETO MOKHO HAWTH NPOCTO MO MX HMEHM, 2 He
3ATIOMHAHATB JIHITHIOK HHGOPMALIHIO.
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1P 100111

1P: 100.1.1.100

answer

IP: 100222

Puc. 4.3. Mogwena IP-agpeca

4.12. 3anpeT 1 paspeweHue xocroe

PaGora c iptables MoxeT mokasaTbest cinoxHoH, OTOMy YT0 TpeSyeT 3HaHHS HeoGXoaM-
MbIX TIOpTOB, HO 3TOT CIOCOS HAMGO-ICE HATICKHBIF, K ZUTA OCTPOGHNA PEaTBHOH 3auIv-
THI PEKOMEHIYETCH MCTIOE30BATE WMEHHO S0, A BOT JUTA PEIICHES MPOCTEIX 33184 €cTh
JApyro# Meron — ucnonslosarme (aiios /etc/hostsallow m /etc/hosts.deny. Tepeeti
AT CONEPRAT IAMMCH XOCTOR, KOTOPEIM PAIPEILIEH JOCTYII B CHCTEMY, B BO RTOPOM
TIPOMHCAHRI AUPETH,

TTpy nomoNEHUH K Cepiepy (aililkl POBEPSIOTCS CIEYIONIM 0GpaZoM:

1. Fem coomnetarane oGHapyseHo B afite hosts.allow, To aoeTyn paspewen, u daiin
hosts.deny He npopepseTc.

2. Ecnu B thadine hosts.deny RafizeHa 3amich, To XOCTYN 3aIpeIIeH,

3. Ecnn et v oMol noaxoasmeii sanucn B ofoux daiinax, To JOCTYII IO YMOMHAHMIO
paspeuten.

VnobeTeo MCTIONB30BAHUA 5TUX (GAUIoB 3AKMOYASTCH B TOM, 4TO B HUX HYXKHO yKa3bl-

BATB CEPBUCEL, TPEOYIOMIHE OTPARHUCHNA ZOCTYNA, ITO Ae;1aCTeA B BHAS CTPOK ClieMIyIo-

wero ruga:

cepmuc: xooT
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MI0NO0 BTOPKEHHE, 1 WTO XAKEP B AAHHBLA MOMEHT MOXeT HCroTb30B2Th. Hanpuwep,
eC/H IMOYMEIIITGRRHK TpoGpancs uepes FTP, To o, ckopedt Beero, paboraet ¢ daitnamu
¥ MOMET JAKAYHBATL CBOH NPOTPAMME! A8 NAILHEHILErO B3IOMA WIH YIANATE CHCTEM-
Hb1e (baiinBl (3T 2ABHCHT OT IpAR AOCTYIA).

5.1.4. telnet

MorHoeTs Linux ¥ cc TEKCTOBOI KOHCOMH 3aKIFOMACTCS B TOM, YTO BB MOJKCTE BBINO.I-
HATH BCE JEHCTBHA, HC TOJIBKO CHAA HCMOCPSACTECHHO 33 TEPMHHAOM, HO M YAANCHHO,
3 THICAYH KHITOMETPOB. HyikHO THINL TIOAKTIOUATECA K KOMIIbIoTepy Ha mopT Telnet-
cepsepa ¢ NOMOIbo [elnet-lueHTa, H MOYKHO CHHTATDL, 4TO BLI B CACTEME H K BALIHM
YCIYTaM MOUTHOCTH MPOH3BOAMTENGHOH TEXHUKH, KOTOPad MOMKET GbITh HeIOCTYNHA No-
MaIIHeMy TIONE30BATENO.

B Windows OueHn MIIO YIHIT, CTOCOBHEX PABOTATH K KOMAH;HON CIPOKE, HOFIOMY
8 5Toif OC HeDGXOZMM W LIMPOKO HCTOMb3yeTcs rpaduucckiii poxav. Jla i cama
KoMaHIHag cTpoka B Windows cTama Gonee v MeHee TIPOIBHHYTOMH COBCEM HETABHO.
JInA pemIreHK 370 IPGGNEMST GELT CO3aH TCPMHHATBHBI J0CTYT, KOTOPETH TOSBOTAET
Ha KIHeHTCKOM MAlIMHE BHIETH SKPaH CepBepa U paGOoTaTh C HUM TakK, Kak YT Bb CH-
JIUTE HEMIOCPSACTBENIIO 32 CePBepoM. 110 ITOT METON OTHHMAET CAMMIKOM MIIOrO Tpadu-
Ka 11 0UeHb HeyI00eH Ha MeJTeHHBIX KaHaaX CBAZH.

Komanamas cTpoka Linux mo cpapiemio ¢ rpadHHecKHM DEXHMOM NpPaKTMYECKH 1€
pacxofyer Tpaduic B MOXET NpHeMITeMo paloTaTs ke MO CaMBIM MeTEHHBIM KaHa-
M, HanpuMep, o coeanHeruaM GPRS ¢coToporo Te1edoHa WK IOMALIHETO MOJeMa,
THE CKOPOCTS IOCTATOUHO MaJIa.

Kax Bbl yxe nonsny, nporpammioe obecneuenne l'elnet cocronT u3 cepsepuoil 1 xm-
enTckoli uncteii. TIpu samycke Telnet-cepBepa OTKpHIBAETCA OPT 23, K KOTOPOMY MOXHO
MOAKTOUUTECH ¢ KIMEHTCKOD KOMIIBIOTEPA W BBIKLIHATS JIOMKE KOMAN;(A, KOTOSIE
TIO3BOJIAST YHATICHHEIIH cepBep.

Ho 310 emme He Bee — ¢ momotero Telnet-KTHEATa MOKHO TIOACOSTHHATECS U K THOOOMY
CepBHCY, IPOTOKOIN KOTOPOIO ABAETCH TEKCTOBLIM (T. €. KOMal(Ibl YHTAeMbl 1 [IPELCcTas-
sinkrr cooi Texet). HanpiMep, MoKHO MOKIIOURTECS Ha MOPT 25 1 MPAMO W3 KOMAHI-
HO# CTpOKY oTnipaeutk E-mail-cooBiwenne, nonasas koManas SMTP-ceppepa.

Eco y Bac ecth yeranosnenuniii FTP-ceprep, TO yike ceifuac Bbl MOMKETe BLIIONHUTS
KOMAHITy:

toinet localhost 21

B ganHOM ciyuae mepBbIf MapameTp — 3TO ioca_host, MOTOMY UTO A TOApa3syMeBalo,
4TO BBl MOAKMOUAETECH K NoKanLHoMy FTP-ceppepy. Ecan Ber xoTHTe padoTats ¢ yaa-
NEHHEIM KOMITBIOTEPOM, TO YKAXHTE Cro aIpec. B KavecTBC BTOpOro MapamcTpa yKashl-
Baerca Homep nopra. Cepnep FTP NpHAMMaeT ynpamisiomue omaist Ha mopry 21,
TI02TOMY A YKa3a71 9TO HHCI0.

S pexomeyio npuMeHATH Telnet-KkIMEHT TONBKO AN OT.IaAKA PA3IHHHEIX CEPBUCOB, HO
He U8 YNDaRTIeHu PEaTEHEIM KoMIbIoTepon. TTosToMy Ha Beex "G0eBaix " ceprepax oT-
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nonk30Baresel, KOTOpbIe NONYHHIH BO3MOKIIOCTE HONB3OBATLCS 11€N0CPeaCTBeNNO Tep-
MuranoM. O6a YPOBHS 3alIHThI 0YHb BAKHBL.

CeteBofi 5KpaH NOIBONAET OTPAHHUMTE JOCTYT K KOMIBIOTEPY B LeNOM HIH K OTAEk-
HEIM TTOPTAM, HA KOTOPIX PaGOTAIOT CEpBUCEL, HO He ABAeTcA 100-MpoueHTHO 3amy-
TOi OT BTOpsKeHHA. DTO BCEro MG MPOBEPKa NIAKETOR HA COOTBETCTBHE TIPARKIAM, KO-
TOpast HE MOMKET TAPAHTHPOBATD, YTO MIOMBIOBATEND ABMACTCA PEATIbHBIM OTIPABHTENEM,

TlpocTeifumii crioco6 0BXoaa ceTerora skpana — moageTka [P-anpeca. Harpivep, mue
NpHXOAHNOCH PaboTaTh B CETH, Ie NMPOCTHIM NONL3OBATENM 3aNPEILANOCh HCIONB30-
BATL NOYTOBLIE NPoTOKOALL SMTP 1 POP3 (moainiouenue Ba 25 1 110 nopTer coorser-
Crneno). ST OTHOCIICH K H1OW KATEIOPHY 1 HE MOI HI 1INy WA T, Wit OTNPARTN TS TIOATY,
OJHAKC y MO0 HaYaibHUKA TAKOH JocTyn Gein. Mcnonbzosauue BeG-uutepbeiica ana
padoTsl ¢ MOMTOBBIME CCPBHCAMH TRIOKE O/OKMPOBAMOCH HA YPOBHE NPOKCH-CEPBTpa.
M BOT OIHANIE! MHE OUEHb HYKHO OBLTO CPOYHO OTMP2BUTE MHUCEMO. Jia aToro f BeI-
TIOTIHWN CliemyioLee:

1. JloA&aarncsa, KOraa naqaibiuk BoiiaeT u3 kabunera.

2. BLIKIIOYIT €10 KOMIEIOTEp.

3. Cmemiun cBoit 1P-apec Ha YCTaHORMEHHEIH Ha €ro KOMITBIOTEpe.
4. CriokoiiHo OTNIPABHA IOMTY H BEpITY.1 CBOH cTapbiii 1P-anpec.

Koraa uasauisuik BepHyJes, OH PeIiiL, 4To KOMILIOTEP NPOCTO 3ABKC (310 GLUIO elue 5O
Bpemena Windows 98), H HIHEro He 1AnI003pHI, a & Gea NPoGIEM CHMOT BOCTIONI0BaTE-
A CEPRMICOM, KOTOPEIE (BT MFE FarTpelieh.

OnHAKO TAKOH METC/ MOXKHO PEATU30RATE TONBKO B JJOKZTBHOM CCTH, @ B MHTCpHETC Mo~
noBHoe yoke He poiineT. [T03TOMY CETeBOM SKPAH BCE %e ABLIETCE OUEHb XOPOUIHM Me-
TOJIOM 3QUIMTHI OT CETEBLIX ATAK.

B OC Linux » kavecTse Gpanvayapa BLICTYNIaeT nporpaviva, GuisTpyiomas nudopma-
LMIO HA OCHOBE OLPEASISHADIX LUPABAN, B KOTUPBIX AOIKHO GbITb YSTKO LPOUMCAHO, Ka-
KHE TIaKeThi MOTYT 0BpaGaTHIBATECA AT OTAPABIATLCH B CETh, @ KaKHE HerT. Braroapa
TOMy BOMBIINHCTBO ATAK 3aXNeSHYTCH Yike HA BXOJE B KOMIIBIOTEp, TIOTOMY TTO CeTe-
BOH DKpall HE NO3BO/HT CEPBHCAM JAKE YBUIETL MOTCHUHANBEHO ONACHLIE MAKETLL.

CeTeBoi SKpaH MOKET GbITh YCTANOBNEN Ha K&K0M KOMIBIOTEPS B OTASTBHOCTH (33-
IWIETS €r0 B JBNCHMOCTH OT RBIGTHACMEX 3aKaY) WLIH Ha BXOAC 8 ceTh (puc. 4.2). Bo
BrOpoM ciyuac Firewall peamssyer 06me HACTPOMKH GE30NACHOCTH A% BCEX. KOMIIBIO-
TEpOB B CETH.

Ecnm B paumieii ceTH 04€Hb MEOrO KOMIBIOTEPOB, TO YNPABJATEL MMH TIO OTAENBHOCTH M
OBHOBTATS MOTHTHKY Ge30TACHOCTH KIKIIORO CTAHORNTCH 3aTY IHHTENbHbIM. YCTAHOB-
xa enunoro cepuepa ¢ Firewall noasoreT yipoctuts 51 npouesypst. Jysnie seero,
€CIU KOMIBIOTSP C CTCRBIM IKPZHOM BMCTYIACT KAK MUTO3 MM K&K AHOHMMHbIH npo-
KOH-CEpBEp [T I0CTYA B WHTEPHET OCTANBHEIX YUACTHHKOB CETH. B TaKOM CTydae Xa-
Kep W3HauaTbHO GY/CT BHACTH TONBKC 3TOT KOMIBIOTED, A OCTANBHBIE OKAXYTCA 1A He~
T0 KaK G5 CTIPATAHHLIME 38 32HABECKOH. UTOGET IPOHHKHYTS Ha TH06YIO MAIIMHY B CCTH,
ICYMBIIERHIK NOMKeH OyeT CHavala NMOMyYHTb JOCTYI K KommboTepy ¢ Firewall.
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pars MBI BRIEIM CHHME 3KpaHbI ¢ ONHGKaMI B Apadisepe kueokapim? B kosconw Tinux
FIOLO NPOWOHTH IPAKTHHECKH HE MOXET

Bripovewm, cCTH kel HECTPAMKACTE JOMAITIHHI CEPHGP /1A HCBOILIION Corh, 0 Ipahsic-
CKYH0 0GOMIONKY MOXHO OCTABHTE. OHAKD CCIIH 310 NPOMBIILICKHRE CopBEp, TPebyIo-
kit MAKCHMATOHOH AOCTYMROCTH, TO # PEKOMEHILYK) ACTABHTE KOMITKITEP K TECTOROM
powHme,

3.1. Eakinoeaa cucTema

Tpexkae vem NepefiTH K HACTPORKAM CHCTEMLL, 1AM LYIKUO MO3HAKOMHTLCA MOGIHKE
¢ (aiinosoit cHeTeMoil Linux., O ee CTPYKTYPE Mbl ke HEMHOTO OFOBOPIIIA B paso. 2.3,
Korma pasGHeaTy ecTiMi aMck. B Tatn.2.| GRUM MepedmciieHsl PA3lenbl, KOTOPEIE
MO0 CO37aTs B Linux, a 310 11e YTO MHOE, KAk OCHOBHBIE NATIKHA, HAXOAALIYECS B KOPHE
$aiinosoii cuerembl,

Teneps, HAREPHOE, HYKHO GEINO GBI PACCMOTPETH KOMAHTE, ¢ MOMOLILIO KOTOPHIX MO~
HO YTIPABIATS KATANOTaMH H (balliiami, a TRKke NPOCMATPHBATE W PeakTHpOBaT ix. Ho
MBI CIIEIAEM 3TO HyTb TIOBKe, & celf4ac 5 X04y PACCKA3ATH AT, 06 OfHOH nporpamMe:
Midnight Commander (MC). 310 ny4inee CpeACTBO L5 PELICHMA BCEX ONMCAIHEIX pa-
Hee sanas. [Iporpamma NpUCYTCTBYCT B GonbIMKCTEE AMCTpRGYTHBOR. JlNA cc 3anycKa
Ha0CPUTC B KOMAHAHOH CTPOKC e W HOKMHTE Knaekuty <Enter>. [TocTenchso Mp Syaem
SHEKOMUTHCA € 310/ YTHIMTON, 1 Bbl OMIOBHTE €€ 2a Y,106CTBO M MOUIL, & COHYAC Pac-
CMATPUM TOIBKO UCHOBHAIE 66 AGSMONCHOCTH.

Galinoseit mewemiep Midnight Commander ARMETcn aHaioroM IHAMEHHTON daiino-
Boro Meremkepa Norton Commander, pabmasmero s MS-DOS. Hix dyricim n e
EHCWHHH BHA OMCHE IOXOH. ECIK B! SHAKOMBI € TOH CTApCHEKOH YTHITOH, Bav ByaeT
QUEHR 1IPHSTHO HOCTANIRUDORATH 110 CTARMIM AOGPSIM RPCMCHBM, CHast B Linux. Tipo-
rpamMMa MOKET PaboTaTh KaK B TEKCTOROM powme Linux, Tak u B OKHC TepMuHAIA
OKOHHOTO MeHeILKepa.

[ToseMy % HAMHHAKC ZHAKOMCTBO © (alNOBaH CHCTeMOH ¢ 310k TIporpaMMBI? Ona npocTa,
yao6ha u HarnagHa. He Hy’KHO 3anOMMHATH MHOXECTBO KOMaHK KOMAHIHOH CTROKH, 1
© ¥TOif yTHANTO 1IHOGAT PABOTATH HC TOTLKO HAYMHAKIIIE, HO M APODECCHOHANHL.

Ha pre, 3.1 Noka3aHO OKHO TEPMMHAIA, B KOTOPOM 3anyutena mporpamma MC. Okuo
COCTOMT U3 IBYX HE3ABHCHMBIX MAHENEH, B KaKNOH M3 KOTOPBIX Hbl MOMKETE BHAETE (aii-
Jibl 1 TTANIKH TEKYLUETO KATANIOra (WMEHA (AN0K HAHHHAIOTCS € NPSMOH HAKIOHHOM uepTsi
/). I3 IepeMeTIEHHA MeMTTy NARSTAMH GRS Krapaua <Tabs.

C npasofl cTOPOlIL] NOKA3ALA KOPIIEBAd ANKA  5TO CaMbli BepxuHil yposenn Baueii
hafinosoi cucTeMel. TTOCMOTPHTE HA NPEICTABMCINILIHA TAM CIIMCOK MANoK. BobunncTso
Ha3BaHHIT HaM 3HakOMO W3 Taln. 2.1. Kannak u3 5TUX NANOK MOXET HAXOAMTHES B COG-
CTBEHHOM pa3jenie XecTKOro JHCKA, eI TIPH YCTAHORKE Bl ero cosnami. Ho B Trofom
cnyuae B ai10B0ii cicTeme Bui GyeTe BUOETH HX BCE eIUHBIM GOKOM B COCTaBE KOP-
HeBOM nanku,

B pasd. 2.3.2 wel rOBOPRAM PO KOPHEBOW KaTanor, KoTopwiit B Linux ofossavactcs
TaK: /. FMeHHO OR ABTIACTCA BEPUTHHON IHPAMHB B HRPapXVIH BCEX MamIok. TTyeTs manti
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KOTIHH MOXHO M HY)XHO CO3aBaTe ekeaHesHo. EciM npouecc KOMMpOBAHHS OTHMMaST
CITHLIKOM MHOTO BPEMEHT, TO CNIEAYET 3To JIeaTh mocne pabouero AHI Wit B 0GeeHHbIH
TepephiB, KOTIa HArpyIka Ha cepeep HWke. UToGLI He CHICTE HAZ KOMNBIOTEPOM B TAKUE
MOMCHTI, MOMHO CO31Th CUCHADHM, KOTOPBIC GYAYT BBUOUMATHCA 110 PACIHCEHHIO.
Eciu mpou3BOIHTE Pe3epBUPOBAHME N1BA pasa B IeHb (B a0eIeHHbIH NepepsiB i B KOHLE
padouero AHA), TO B CyHae aBapyH BRI PHCKYETe MOTEPATE MIMEHEHHS TONLKO 34 MOTAHS
(¢ MOMEHTA Pe3epBHPOBANHA N0 CO0A CHCTEMLI).

Jns 9THX ZALUBIX 5 HCTIONL3Y10 CeMb Nepe3anicLBaeMbIx HOCHTENeH. Kaxabii w3 nux 1
HA3BIBAIO COOTBETCTBEHHO JHAM HENETW, NOTOMY YTO B TIOHEAENLHUK KOTMPYIo WHpOp-
MALMI0 HA AWCK C Haamuceio “TToHeZembHUK", BO BTOPHHK MHITY Ha ayick "BropHuk"
1. 1 TTOMMMO 101D KR HOKEAGIBHUK. BGS [GHHMG Sa1 HCHIRAKYIGH Ha OHOPASO-
oIl HocuTens Tuna CD-R win DVD-R.

13.4.3. Yacro, Ho He Bce

JHieko we pee bains B KaTwIOre /HOME H3METRIOTON SRCAHEBHO. BOLLIIMHCTBO 13 HiX
He TporaeTes romam. YToBl He TPATHTS KIXIBUH a3 BPEMA Ha TAKAC TAHHBIC, MOKHO
NCHOIES0HETS KOMAH)IB], KOTOPHE HOSRAIIST KONUPORATh TO/IKD 10, HT0 KOPPEKIpORa-
ack. CaMbilt TPOCTON BApHAHT — BHIGPAT Bee Qalib, Y KOTOPHIX JATA HIMCHCHUS Ha-
XOAMTCS B ONPEENENHOM IIPOMEKYTKS BPEMEHH.

TIpy UCTIOK30RAHNM TAKOH MOJMTHKY MOXKHO A€HCTBORATS CIEIYIOMMM OGPA3OM:
O B KOHIE HEXeNU NPOU3BOIHTE TOTHOE KOMUPOBaHKe kaTatora home;
M Kaxzpiii ACHE COXPAHATR H3MCHCHHBIE (aiiibl.

B ciyvae aBapuit BOCCTaHORNEHHE NMOVIKHO MPOMEXOARTE TOWHO B TOH MOCTEAORATETE-
HOCTH, B KOTOPO NIPOMCXOMNO PEIEPRMPORAHME; CHAYATA ROCCTAHARIHBASM TIONHYIO
KOMHIO, & TMOTOM 10 OYEPEAH BOIBPAMAEM 11d MECTO Bee Gaiiibl W3 PE3EPBHLIX KOMHE
Ecnu nopanok 6ynet napywen, T €CTh PUCK 3aMECTHTE HOBBIH (aiin Gortee cTapiv

Konuposanie JaHABIX N0 1aTe H3MEHEHMA YA06HO, HO ACCTYNHO He Beeraa. Bonsummy-
CTBO YTHITHT YMEROT JTULIE 0GHOBIATL CYLICCTBYIOWYIO KOMHIO. B 3TOM enydae cHavana
CO1ACTCA NOJTHAR KON, 4 NOTOM € NOMOILLEY CNICUHATBHOIO KIKOUa 33/1aCTCA OGHOBNC-
Hie Ao, KOTOPHIE 651H HIMEHEHE!

3707 cMocol Xopolll, Ho OH 3aveHseT kee cTapuie dainbl. TTOCe 1010 HETb3s (TKATHTb-
Cf Hasa M Y3HATH, UTO GHINO 10 MOCTEHENa PesepBHOTo KOMApoBaHHs, C ApYrof cTo-
POIIBI, MPH 1ATHYMH TOMHOH KOMHM /1% BOCCTANOBIEHHA AOCTATOMNO CKOMMPOBATE ee
B CHCTEMy, H pABOTA MOKET TTPOJOTKATECA.

Kasielil J1eHs, H3VeHeTcs He Tak yk MHOFO ailios, NOSTOMY pe3epBHpoRaHe GyneT
DPOHEXOIUTH HOCIATOHO GHICIPO, M €10 MOKHO UPOMSBOMLLS B IPOUCCCE PaboTel cop-
mopa. Ho B JAHHOM cRy<ac Bbl PHOKYSTO HOMOPTHTS AOKYMCHTHL JJONYCTHM, 4TO CCTh
nBa haiina, MHGOPMALMA B KOTOPBIX JKECTKO cBi3aHa. Lo BO BpeMs KONHPOBRHUS OJ-
HoOro aitna Apyroil 6yaeT MOIHDULEPOREH, TO B PE3ePBHYIO KOIIHIO MEPBbI onajaetT
M3IMEHSHHBIM, a BTOpolf — HeT. IMocae BOCCTAHOBAEHHA MOCYT BOSHUKHYTH CEPbE3HBIES
HPOGIENBI 1 PASTE, HOTOMY HTO HADYIIMTCH IEIOCTHOCTS JIAHHAX.
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rootkit OAHAAET COCAMHEHHS CO CTOPOHBE Xakepa. BNOMIIMK NOIKTIOHACTCS K YTOMY
KallaTy ¥ YNPaBnaeT CHCTEMOH .

Jinst GEICTPOTO CKAHKPOBAHMA TTyullie BCEro NOAXOAMT NaKeT nmap (www.insecure.org).
370 OfUH U3 caMbIX SEICTPBIX CkaHEpor No Linux ¢ Sonbummn BosmoxmocTaMH. Kle-
0TXO0IMMO 3AMYCTHTL TPOrpaMMy npoBepKH Beex 65 335 nopros. [lna 5TOro Hy#IIO BLI-
TIONHHTE KOMAHZY:

mmsp -p 1-65535 localnos=

MapameTp -n NO3RONICT 334aTh THANAIOH NOPTOB. B NaHHOM Clyvae YCTAHOBIEH BCCh
Aunanazo ot | ao 65 535,

TIoMHMO 3TOr0, MOCT IPUTOAMTECS OLMH H2 CIEAYIOUINK NAPaMCTPOB:

00 -sT  CTaNAEPTIOC TKAMPOBAHKE ¢ YCTAHOBKOW TCP-COCIMHGRMS, ABMAETCA Ca-
Mot Meaenbiv, JlioGas POTPaMMa ATTVCKAHRPOBAIINA YBRANT oro (oM. pasd. 12.4).
EC/R b6 SQITYCKACTS YTHIMTY rimap OT HMCHH OGBMHOLD NOMb30BATER, TO TIO YMOM-
SHHIO BY,1ET HCHOITNJORATRCA STOT MCTO;

3 -s5— TCP SYN-cxanvponanne. Ec:n 56l paboTaete ¢ mpaBavs root, T0 TI0 yMomma-
HHFO YETAHOBCH 3TOT THIN, KaK Gonice SHICTPBIA # K TOMY e HEONPEAGTACMEIH HEKO-
TOPAIMH IPOTPAMMAMY GHTHCKAHHPORAHA;

0 -sr— TCP FIN-ckanuposanue. B cooteetcrenn ¢ RFC 793, ecim Ha nopT Hanpa-
BHTH BKET C YCTAROBAEHHEIM dIAroM ETN (FCTIONLIYKITCH JINA 3AREPITERAS COBMTHE-
HMST), M 3TOT NOPT OKWKETCH IAKPHITHIM, TO CEPBEp [OMKEH OTBETHTE NMAKeTOM,
veiowmy Tan RST. OC Linux neicTeyeT 0 CTARAGPTY, W MOSTOMY MOJKHO NIETKO
TIPOCKaHMPOBATEH MOPTLI C OMOLIbIO 3TOT0 MeToaa. Lenmm maker RST ne nonyded, To
TOPT OTKPHIT. A BOT pafoTa Windows daneka oT crarmapra, H 31ech Pe3yaLTaT He-
Openckazyen;

O -sx — TCP Xmas-cxkanuposanue. MoTOI [OXOK Ha TPeAbIAYILMH, TONLKO NOMAMO
3TOTO YCTAHABTHBAKOTCA PNATH URG W EUSH, YKA3IBATOUIHE HA CPOUHOCTS JAHHBIX;

O -ax — TCP NULL-ckanuposanme. Ha ceppep HamipasNsioTes MycThie TIAKSTEL, Ha KO-
TOpbIe OH TOMAKEH COOBIIMTE 00 ouHbke;

O 1 — Ident-ckanmpoBatine;
O -53— UDP-ckanupoBane.
CVHCH CKAHMOBAHHA § TOM, WTOBH NIOMYHMTh OT CEPREpA XOTh KaKai-HAGYJH OTBCT.

B #2BHCHMOCTH 01 MCTO/IA CKEHIPORGHHA 110 NOSIKUTCABHOMY HITM OTPHIETCALHOMY
OTHETY ONPENENHETTH, JAKPBIT HOPT WIH OTKDBIT. .

Boice Gherpaii ClIoGoS 110TYHHTH OTKPRITEIC NOPTH — 3T0 KOMAHAM Lsof (¢ NAPAMCT-
POM -1) WM nets=at, HO HX BBINOMHEHHE JOHKHO MPOHCXOIUTE JIOKANBHO, HETIOCPSNCT-
BEHHO ¢ KOMNbOTopa. Bropas nupextnea Gyfer shdeKTURHOR TONBKC B TOM Ciiydae,
€C.TH Xakep B JAHHEIA MOMEHT NOICTIOHEH K CHCTEME.

Tlomuno rootkit BE JONAHET TIPOBEPIIE CHETEMY Ha HATHYME NOCTOPOHHUX 3arpyskae-
MBIX MOMyNel anpa. Jna 5TOTO OueHh XOpOWQ TOXXONAT YTHAMTAZ :hkproc (BNXOJAT
& coctap nakera chkrootkit). Ho K 570 eme se Bee, chkrootkit Bkmiouaer B ceds eme H
YTHAHTY ifprom:si, KOTOPaf NO3BONAET HAWTH IPOTPAMMY NPOCYLIMB2HNS TPaduKa.
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lnnter SENDMAIL CONFIGURATION FILE

eaet

FR#81 buiTE by Jeontiyoses. asa-Tinix, con. ua on uen fk0 25 16:9:02 SEST 2002
lge#aa# in shome,/12on/RPM/BUILD/Sendmat1-8.11.6/cf/cf
ri’»»e» using ../ as configuration ineude director

Pwic. 10.2. ®aitn sendmail of, nonysenHeii G Linux-cepsepa 8 ASCIl-pexnme

Hy a ecnu mepeaats s Linux B Windows B TeKCTOBOM peskive Xsomuusmi dain, To
moGoit cumsom <CR> (a OH MOXET BCTPETHTBEA M B TakoM Qafine) GymeT sameHeH Ha
mapy cumeonos <CR> i <LE>, u mocne 210ro daiin MOKET CTaTh HEUHTASMLIM.

10.1.4, Pexum kaHANa AGHHLIX

M1 yke FOBOPWIH O TOM, HTO JinA paGoTE ¢ FTP-cepBepoM HeoBXOIMMET /1Ba KaHATA.

Tlopr 21 sBaAeTCS YNPABIAIOUIHM, U [0 HEMY NepeaaroTes Tonko koManapt FTP. M

mepemauu (alinon co3TaeTca OTIEIbHOE CoemWHenHe. BTOT NpONecc MOXIIO ONHCATh

caemyronmm ofpazoy:

1. TIporpaMMa-iCTHEHT UTKPBIBAET NOPI HA KOMIIBKYIE]E, KY)IA CEPREP AOMKEH TIePEIaTh
conepiumoc datina.

2. Cepeepy HanpaBafeTCs 3anpoc Ha ckaynBanHe daiina 1 coobmaeTcs nopt u IP-aapec
KITHEHTCKOT'0 KOMIIBIOTEPA, C KOTOPBIM OH J0TKEH COSTHHUTBCS.

3. Cepsep HHMIMATHIHPYET COEHHERWE ¢ KOMIBIOTEPOM KIMEHTa M HauWIaeT nepesia-
Y JAHHBIX.

Taxoi PExist HIBIBACICH QKMUAIGIM, 1I0TOMY HTO COSMHEHHE YCTAHARIKAT CEPBED.

TIpofacMa KPOCTCA B MOCACAHCH AcHCTRMH, ECIM y RAC YCTAHOBIICH CETEROM FKPaH, TO,

cKopeii BCero, MOGHE TONKIMOYEHHA HIBHE JAMPELIEHB], YTOGH XAKep HE CMOT MoKIol-

PaTBCA K KoMObrotepam Baureh cetr. COSOMHEHNA TOMKHBI HHHUMATH3HPOBATh TONBKO

BAIIM KOMIBIOTEPbI, & HE BHEIIHKE.

B peayieTate B AKTHBHOM pEXUME Uepe3 TPABJUIEHO HACTPOSHHBIA CETEBOM SKpaH

npotoxon FTP paGorare e Syaer. Ecau e paipelusTs BHEIHUM OPOTpaMMaM yoTa-

HABNMBATL COETMHEHMSA, TO TIPHAETCA OTKTIOUMTE CETEBOH JKPaH, H OH YXKE HHYErO He

AT,

UroSel pemnTh MpoGNemy padoTs! Wepes ceTesoll DKpaH, BhUT PAIPRGOTAN naccusHui

posum. B GOUMUMHCTEG CCPRCPOB 1 KAHCHTOKMX POTPAMM HMCHHO €10 TCHICDh HA4M-
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Ecan el He 3HacTe, kak paGoraet npotokon TCP/IP, To & KauecTse anpeca ans MpHvepa
mMomeTe ykasate 192.168.1.1. llepeiiante B none Llaies, 1 Bee oCTaTbIe NapaveT-
pu Gyiyr sanoamce wnromamhvcekn. B nonc Macka AGIKHO GhiTh aHudeHue
255.255.255.0. B pazo. 3.6 MLl TOroBOpHM © HACTPONice CETH, W BB Y3HACTE, Kak MOIKHO
WAMCHNTE TTAPAMETPE TIONKIORERRA. B none FIMA X0CTA YK@XHTe HMA, KOTOPOS BBl
KOTHTE 341aTh CBOGMY KOMIBIOTGpY. FTofi HH(OPMALKR XBATHT J1A HAHATHHOM Ha-
cTpoiiKa.

2.6. Tlapons

[Mocrennee, 4TO HaM HYKHO YKa3aTh, — 3TO MaponL aAMUHUCTPATOPA CHCTEMET (root).
B Linux, kax w 8 Windows XP Professional (#e myrate ¢ Home Edition), Henbas exonute
Gie3 napoas, Hoa0GHO ToMY, Kak 370 G510 B Windows 9x. Bbr 06A3aTEARKO AOIKHM yKa
38T1, HMH TIOML30BATENA, O KOTOPLIM BYAETE PAGOTATS, H €r0 aposik, U B JABUCUMOCTH
OT BawMX MpaB BaM GyZE€T TIPCAOCTABNATLCA OCTYT K OMpEENEHHbIM pazaciaM
Pysxumav OC.

B 2ucTpubyTUBE MOXKET UMETLEH BOIMOKHOCTE BLIGPATL YHETIYIO 3aMHCL, 0] KoTapof
Gyner OCYUIECTRIATHCH ABIOMAINNECKHiA BXO B CHCTEMY 11PW 3ATPYSKE KOMNBIOTEPA.
B norosc 3a MpocToToli KTO-To MPHIyMan Takylo MKy, 4To6bl Linux G611 oxos Ha
Windows 95 nan Windows XP Home, u n0:15308aTens e Jyman o napoie, 1o s 6w e
COBETOBAT TIOMB30BATHCH 3TOH BOSMOHKHOCTE, He TEHNTECh BBOIHTL NAPOIH.

Y MeHA 1aXe HA MOHX [TUHEIX JOMAIIHUX KOMITEIOTEpAX YCTAHOBIEH napons. OH OTHO-
CHTEJIbHO [POCTOH, €r0 Bee B 10Me 3HAIOT, HO OH eCTh.

llporpamma yeTaHOBKH MOEro aHeTpubyTusa Linux mposepseT TOMLKO ANHIY Naposis, N
% ATMAHHCTPATOpA 5T BETHUUHA IOKHA GBITh He Meree 6 cuMBonos. Tak kak mons-
30BATe/Ib FOOt MMEET NMOJIHBIE NPABA HA CHCTEMY, TO NAPO:1b DOIDKEH GbiTh KAK MOKHO
Gontee CIOMIILIN, HTOBH! €ro 11131 Gbi0 BHCTPO MOA06PATS.

TIposepia LHMIILL NAPONA — OTO YAKE XOPOUIO, BEL ITO JAYHT, HTO ¥ AMHIHCTPATOPA
NpPOCTO 0BA3aH GITH NAPOME, U "MYCTOH" BapHANT HemoaMOweN. Boe CRIELMAMMCTE O
KOMIbIOTEpIO} Ge30MackiocTk B OAME [ONOC MPOCAT NONB30BATENEH Me 33ABATH (PO~
CIMIE PO, HO MAIO KT CHELYET 51N Pekomen, v, Hebss juim s1ux ueneii ne-
TIOAE30BATE HMEHE, WHTAEMble CAIOBA MK JIATEL PORKICHMA. TakKe NaponH Nerko BiaMel-
BAIOTCH MPOCTEIM MepeGOpOM 11O CIIOBAPIO, H 9TQ He OTHUMET MHOFO BPEMERN, eCT Clo-
BADH XOPOUIO COCTARICH. A CGINM CHUTEMY BY/ICT RAIAMBIRATH HGIORCK, KOTODBI RAC
3HAET, TO OH CMOWKET 0BORTHCE H 663 CTIOBAPH, 3 3ABSPUINT PYHHOM MOAGOP 32 HOCKOTLKO
MHHYT.

TTpyt cO3NAHNA NAPOIS HKETATCIBHO [EHCPAPOBATE CIyHaMHBIC UHpPhl, B KOTOPBIX OyayT
CHMBOTTI Pa3sHOTO PErnCTpa (NPOMHCHbIC W CTPOWHEIC GYKBBI), a Taioke UHGppSL i pas-
JIHHEIS JOMYCTHMEIE CHMBOMIBI {HANpHMep, Aeduc A novepkuBanue). Jnuaa mapons
nnkHa Garre Ko Menee 8 cumronos, @ yuine — oree 12, Toria i nopGopa xakepy
nioTpeSyercss OuEeHb MHOTO BpeMeHH. Hu ofIHH 3APAaBOMEICIAWUH HeMOBEK HA TAKOE He
corNacHTC.
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BemosuuTe KoMaHay who. Bee Bpoje HODMATEHO, HO €¢I MPOBEPHTL MOYTY, TO B Ba-
IIEM NOHTOBOM AUIHKE OKWKETCA HOBOE MHCLMO ¢ 3arooBkoM “attack”" (puc. 14.1), w e
Hem GyayT HAXOAMTHLOA MAPAMCTPHL (BOT, MTO BCPHET KOM#H/E d) 1101I630HATEINA, BBl
TIOTHMBLIErO KOMAHTY. OTO H3-33 TOFO, YTO 3aMyCTUNACE HE CHCTEMHAS KOMAH/a, 3 Haw
aiin, KOTOPEIH CONEPKIT IBE CTPOK]

3 /usc/bin/system who — CHAYANA 3aMYCKAEM CHCTEMHBIT hafiT wao, KOTOPBIH MeI Me-
PeHMeHOBAIA, YTOBL! BIIOMILHK IHYETO He 3aNON03PILT,

Jid | mail -n attack rootiFlenovi — BBITIONHAETCS KOMAHAZ id, W pesynb-
TAT HANPaB/AETCd ¢ MOMOIIBKY TIOWTOROW TMPOrpaMMEl mail B NOYTOBLI AwMK
rooti@FlenovM. Kiod -« 3a1aer saronosok muckma. Kaiow —n npejiompamast wrie-
He dhaiina fetc/mail.ic. S PEKOMERIYIO yKazhIBaTh TOMbKO 3TH ATPHOYTHL, YTOBA! HA
SKPAHE HUUETO JTHIIHETO He MOABTANOCH H BANOMUKMK HHYEro He 3amono3pit. Xakep
He IOMDKEH 3HATh, YTO MPOrpaMMa OTIPaBMa aIMHHICTPATOPY Kakoe-TO CooBiuetme.

§ - @ounor

f meemna

B - wrasn 13)
\-#garats

B : v.
From:Eisnin <uatFlsno ity

Ta: ntanem

Date: S 0 Feb 1005 151536 ~1500

ig=0(1c0t Gid=(900) rpyeI=0(r0), (o) 2(daeron) 3() 4(a0m) 8615k 10 (wheen

B -

Puc. 14.1. Mpumep coobiuieHia o6 aTaks

TaxuM 06pasoM MONIIO MOAMENNTE BCE ONACHEIE NPOTPAMMbI, KOTOPLIC JOMAKHLL GLITH
HEJOCTYITHBI TIPOCTEIM TIONB30BATCIIAM.
XaKepr! uame Bcero He POBEPSIOT YTHIHTE, KOTOPHIE 3aMYCKAIOT, & Belh YIPO3y MOX-
HO YBHACTE, €CITH BEITIO/NHATS KOMaHY:

cat /isz/oin/uto

BOT TyT ¥ NpoABISETCA HENOCTATOK MCIONBAOBAHMA CUEHAPHEB — MX MONHO TIPOCMOT-
peth. 11porpammbL, HanuCAHLIE N2 36K C 1 OTKOMIMIUPOBAHHLIE B HCTIONHACMEI
ait, IpY IPOCMOTpe NOKA3LIBAICT ABCOAOTHO HHMETO HE TOBOPAIIHI MycOp.
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12.7. Be3onacHocTb XypHanos

JaxawuuBas TeMy XYPHATPOBAHUA, HEOGXOIMMO TIOTOBOPHTE U O GesomacHocTH. HKyp-
HaThl CO31aBATMCH KAK CPEACTBO HAGIIIONCHNA 33 CHCTEMOH H BBIABICHHA 8TaK, HO MOL'YT
BLITH HOTIOTL30BANLE B KOPBICTHLIX LENAX.

PacemoTpunt Knacchtieckuii ipuvep matoMa, CUCTeMA PETHCTPHPYET B KypHATaX 5eao-
[ACHOCTH HCBCPHBIC MONBITKR BXoa. TIpH 5ToM B (aiil TIOMATACT HMsI TIONE3OBATCIIA,
KOTOPLIF AOMYCTUN OMUGKy. TIAPOITE MPM 2TOM He COXPARIETCH, HTOBE! XaKep, TIPOUNTAB
AypHATT, He CMOT ero YBHIETs. JIOMYCTHM, YTO JIeTasHEIi [ONE30BATENs CITyUaiiHO BMe-
€TO UMCHH NoNb30BATENA HAGPAN cROM Napomh. Taxoe GLIBAET, 0COBEHHO N0 YTPAM, censt
[OJBEI0BATENL NPHILET 113 padoTy, 1ie BLICNABUIMCE, WA POCTO B IUIOXOM HACTPOCHHH.
B peay.isTaTe napoit GyaeT COXpaHeH b yPHANE B OTKPBITOM BT,

OroHD BEKHO CIGTATS Tax, YTOBHI JKyPHAT He GEUT ZOCTYTICH T S7OYMBILICHENKA,
BrImoHHTe ceffuac CRGAVIOWYIO AMPEKTHBY 118 NPOCMOTpa Mpas AOCTYNa Ha daims:
HKyPHANOB:

1s al /var/log

PeayIsTaT paboTe! KOMAHHI:

drwxe-xz-x 9 rool oot 4096 Jan .
drwe-xz-x 21 reol ool 4096 ..

drus 2 rcot root 4035 Jaa be_security
-rw-r— 1 reot root 83307 Jan boct . log
—ru-r— 1 reot root 99697 Jan boot . 1og, 1
—rw-r— 1 reot root 46522 Jan boot.1og.2
~rw-r— 1 reot root. €4540 Jan boot.leg.3
-ru-r— 1 rcot root. 36769 Jan boot.log.4
—ru-r— 1 reot root £453 Jan cren
~ri-r— 1 root root £507 Jan cren.l
—ru-r-  root root 7189 can cror.2
—rw-r-  root oot 6935 Jan crer. 3
—ru- © rool ool 4176 Can crer.a

Bnazenvuem Beex ¢aiinoe noTen SHITH aIMHHHCTpaTop root. YBenutech Taioke, 4T0
TONBIO OH UMIEET HIOIHHIG HPARS, 4 HCEM OCTANRHEM HE IIOSRONEHO PAGOTAT C afiamn.

To yMonuanuio s 60I6MUHCTBA (GafiToR MPAROM YTERAA ofNanaerT ux RIanenern W
TIOIL30BTENH €T0 FPYMITE], B KAYeCTBE KOTOPOH HAIIe BCEro MOXHO YBHAETb root. Ecin
B RAINCH CUCTEMC R 3TY FPYNNY BXOAHT TOIBKO aAMHHECTPATOP, TO MOXKHO OCTABUTh BCT,
Kaic ects. Ho eclH B Hee BXOWT HECKQTBKO NONB3OBATENeH, UTO A ABCOTIOTHO He Iph-
BETCTBYIO, TO HEOGXOMMO C(POPMHPOBATS CTIEHATEHYIO TPYTITY € MUHHMATEHEIMU TIpa-
BAMH 1 HESHASATE GE JUIA RCOX KYDHAIOR,

CrenyroliHe KOMaHTBl CO3MAKYT HOBYK) [PYNILY T0ZETOUp M YCTanasIMBalOT €€ A BCEX
log-dhaiinos:
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CHCTEMa 3aNpAIlMBaCT 120Nk 8/\MHHUCTPATOPA. BBOAS [1APONb, Bl pa3peLIacTe CUCTEME
BLUOTHUTS 3Ty ONCPALIHIO. .

2.7. Tepeutii crapt

COBPCMCHHSIC BOPCHM 3ArPY3MMKOB KPACHBEI ¥ OTOGDIAKAOT NPHATHOE OKHO BRIGOPA
CHCTeMB! 1A 3arpy2ki. [1pocTo BriGepuTe HyAMEI BADHAHT M OTKMHBTECH HA CITHKY
cTyna. Ml OTY/KAEVCA B VAP THHTEHHOB.

3arpyIuHK CHCTEMB! MOXET CKPRIBATH IPOIECC CTAPTA, HO TAE-TO NOft rpatindeckod ofio-
JouK0i 0643aTeNbHO CKPLIBAETCA 3ANYCK CEPBHCOB. B CTaphix cHCTeMax DTOT npouece
OTOOp@KANCS B BHIE TEKCTOBEIX CTPOK, SeryIHX no 5Kpal

OC Linux — cHCTeMa MHOTOTION30BATENIBCKAA, ‘IO SHAYAT, UTO ¢ el MOTYT paboTaTs
HECKONbKO Yenonek, CHCTeMa IO/LKHA 3HATE, ¢ KeM OHA celfuac paboTacT, MosToMy mo-
cic sarpysin OC Bav NPGVIORET IPCACTARKTHCA, YKESAE HMA NOTHIORATCIA 1 AP,
TlepBeiii NapaveTp NO3ROMET HACHTHGHIMPORATE BAC, @ BTOPOH — 06C30MaCHTE OT He-
JKETATENBHOND HCTOMGI0BAHMA BALUErO HMEHH APYTHMM NonksceateneM. Maentnduxatms
MI0JTL30BATENS B TEKCTOBOM PEIKUME BLITTAIHT Kak CTPOKA ¢ MPHIIALICHHEM BBECTH HMA:

localkost login:

Tocse BEOAG HMEHH MOTE30BATEA BbI JOTIKHEL YKASATE NAPOE, 4Tobk OC oMorTa on-
PelenuTE, UTC BB ABIAETECH TeM, 3a KoTo <e0d BELEacTe. ECH BHI BHIOpanM BO BpeMs
3arpy3ku rpadMHMECKHIA PCKEM M [PEBHIBHO HACTPOW/IH BHACOKADPTY, TO INCPCI BAMH
[OBITCS rpadiuyeckoe NPUTIANIEHEE BXOAA B cHcTeny. COBDeMERHble AUCTPUYTHEb!
YCTaHaRMHBAKOT TpadhHueckrit BXOX MO YMOMYaRHIo (PHCE. 2.6), TIOITOMY TEKCTOBOS TIPH-
[IIAUIeHHE MOXHO YBHJIETh THGO pH HENPaBHIEHOM HACTpOMKE BHIIC0, THGO TIpH YCTa-
HOuKE cepRepHON Bepcum Tinux Gex yeranomxh rpaduucciix ofonue.

TIpexkae 4YcM BBOANTB MMA, OCMOTPHTECE. BO3MONHO, T1e-T0 €CTh KAKHC-TC KHOMKM W1
wenio. Hanpimep, y Mandriva 2008 sy ects knonouka THn ceanca, Haxartde KoTo-
pofi NO3BOMAET CMEHMTL rpadudeckyro 0boI0dKy, a obonouex wiaA Linux MHOKECTEO.
Cavble pacpocTpaHeHrLe U3 AX — 370 GNOME 1 KDE. HanGonee normysapHbris mu-
crpubytus Ubunly ycranariuraer tonrko GNOME. Ecau sy opeanosutaere KDF, 10
_CNenyeT YCTaHaBIupaTh mucTpubyTus Kubuntu, KOTOPEIH BEUTyCK2eTCS TeM e Mpou3-
BoAWTETeM, a HMeHHO Canonical Ltd.

Ho rox Kakoi ydernoif 2anuceo paboTars? Bo Bpems yCTaloBKE Mbl 3a3@IM MapoiL
CHCTEMHOrO aIIMMHHCTpATOPA (root) 1 0GaBNIM Momk3oBaTer. W WTOBH SAIHTHTS Hac,
B COBPEMEHHbIX CHCTEMAX N0 YMOMMAHHIO YKE 3ANPEIIeHO BXOANTH NOM HMEHEM 100t
B rpadheciom pesuve. Jla, STO OFpaHIHEHNe MOXKHO OGOHTH, W BOIMOKEO, 4TO OBXOI
Gyner jocryncH u K Byjyines. OJHAKO Eciu PAHBIE HAC TO.0KO HPEAYIPEARIATH 05
OMACHOCTH PAGOTHI TIOJ ro0t, TO TCMNEPh 3aNPEIIaKT BXOJ,

Tabora 10y, yHETHO 3ANKCHIO TOOL MOKET ONIETHHTS BITOM KOMITRIOTEPA Hepea NpocTe
Ha NEPRBIH B3I MPUIOKEHAA M CTIOCOSCTRYET BHPYCHRIM SmuzeMusM. Mo cux nop
8 UNIX-TIoRoGHBIX CHCTEeMAX TIOWTH He GBIIO BUPYCHBIX SIMASMMI KAK pa3 H3-32 TOTO,
HTO MONLIORATEIIN CHCTEME! He OGMIANIAIOT MONHEIMH TIPaBaMH. BUpyCEl He MOTYT NpOTH-
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OBXOMMOCTH B 3THX CITyGax, TO CISIYET X ABHO 3aNPETHTh A/If BHCLIHMX [0~
WIOUEHHH.

4.14, TosuweHue npusuneruii

B saxmouenne pacoMoTpenma Temnl GeaonacrocTn HEOGXOmMMO NMOAPOSHO MO3HAKO-
MHTBCS ¢ KOMAIJIOH 5.0, KOTOPaA TIO3BOIIET BENOIHATS [POrPaMMb! OT HMEHH APYroro
nonk3oBaTeIs.

MEI yxke TOBOPHIH B paz0. 2.7, 4TO Henbas paboTatk B CHCTeMe Noil YHETHOH 3aHCHIO

ANMHHHCTPATOPA. DTO ONACHD MO CAETYIOLIHM TIPHTAHAM:

O nporpavMeI, 3aTYIICHHEIE BAMH TakHM 00pa3oM, paGOTAIOT ¢ NPARAMA aIMHHHCTDa-
Topa. TIPH HANMIHH YAZBHMOCTH XKEP CMIQKET BOCTIONB0BATECA €10 /TS TOMyMeHHA
TIO:IHG(X IPaE;

1 OWKEKN BBOAR KAKOR-THOO KOMAHIB! MOTYT HAPYLIMTH PAGOTY ReCH CHOTGMH. A ol1-
JIOWHOCTH GLIBAIOT HacTO, TOTOMY uT0 B OC Linux NMOAIEpKUBAIOTCA JOCTATOUHO
MOUIHBIE BO3IMOKHOCTH.

Ecain y Bac B cUCTEMe HeT TOMh30BaTens, He 06NATAIONIEN0 TIpABAMY ATMUHHCTpATOpa,

To J00aBETe ero ceituac (cm. pazd. 4.3). Teneps BOWIMTE B CHCTEMY NMOA €10 YUETHOH

sA1HCHI0 0 HOUPOBYFTC NPOCMOTPCTE hafin /cte/shadow, HANPUMCP, ¢ MOMOLIRIY Ce-

JYIOUTER KOMAR, b1

cat /ete/shadow

B otReT Ha 3TO BB AO/LKHEI MONYYHTE COOGUISHHE O HOAOCTATKE MpaB JocTyna. Teneps
BBIMOTHUTE Ty e KOMAHTY Hepes sudo:

sudc cat /etc/stadow

Ber yBuuTe coofimesye, TO Balla yMeTHas 3allHCh OTCYTCTBYeT e dailne /etc/sudoers,

B KOTOpPOM MPOMUCHIBAIOTCA PA3PellieHHs Ha HCIOTh30BaHME KOMAHIE! sudo. Ipumep -
COEPARHMOTQ 3TOr0 KOHMrYpPALHORHOTO haiina IpuBe/IeH B TUCTHATE 4.2.

sudoers Zile.
daitn sadoers
This file MST be edited with the 'visudo' command as root.
STOT QAT FOTKEH PEIGKTHPOSSTSCA © NOMOWSK KOMARIN 'Visudo'

See the sudoers man page for the details
on how to write a sudoers file.
CuoTpure crpamauy sudOers DYRDBONCTEA, TIE MmMEeTCA

4
4
*
[
¥ or et Toor
*
#
*
# NoKpOCHEA MMPCEMALAE [0 KCNoTe3oDams sudoers-paia .

# Host alias specification

# User alias specificaticr
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localhost RELAY
your_domasn. con BELAY

Boe OGTATBHEIE HE CMOTYT BHINOAHATH PAGCRUTKY THCeM. Takod METOR XOPOUI TOTbKO
B TOM CJTyHag, KOTa CEPBEPE H KOMITHIOTEPBI SaLUKMIEHE!, ECNM Xakep HPOHHK B CETs, TO
OH CMOMCT PAIOCTATR JKOGOM CNIAM OT UMEHH IONB30RKTENA CeTH, OT ATONO HHKY/R HE
netscs. Ecilu €CTh XOTh KakQe-TO paspelienne, To HM MOJKHO BOCIIOI630BATHCA, H BAIIA
381844 ClIENATh TaK, 4TOBbI 3T0 GEUI0, O KpaiiHell Mepe, CIIOKHO.

3anmpeT pacchUTKH HE BCETA MOXET GBITE PEani3oRaH, MOITOMY NPHXOIUTCA HCTIONB3ORATR
IpyrHe MeTONLl — HApUMeD, 3ACTABHTE NONE30BATENCH IPOBEPATE MOHTY 10 MPOTOKOTY
POP no otnpaskn mviceM. [l14 OCYINECTBIEHMA STOTO METOZA MOMHO BOCIMONB3OBATHCA
cepsrcom pop-before-smtp (popsmtp.sourceforge.net), KOTOPEIA NPOBEPAET XKypHAT CO-
oBeHwt /var/log/maillog, 1 OTIPaBKA MOYTEI PARPELLIAETCA, TOMK ECIU B HeM HaiiieHa
YHauHai aBTOPHIALNA 32 OTIPEENEHHEIN NEPHOL,

ELMHCTBEHHbIM, HO CYNECTBEHHBITI HE/OCTATOK JTOIO CIUGOTE JAKIMOHALTCH B TOM, 4TO
€CITM Ha MMyTH C1eJOBAHMA TTHCEMA CTOMT AHOHMMHEIN NPOKCH-CEPREP WITH MACKHPYIO-
Wit ceTepolt IKpaH, TO NAKETE! SYAYT NPUXOAMTL ¢ APYTHM IP-azpecoM. 3TO SHAUHT,
9T BCE [ONL3ORATETH, KOTOpLIe MOAKMIOYEHE] Yepes TOT ke Proxy Wi Firewall, Tarke
ABTOMATAYCCKY CHMTAKTCS aBTOPU3OBAaHHBIMA. Tawkum obpasom, nouck mo [P-ampecy
3ATIMCCH B JKYDHAIC HE MOXKET JUTh LIOJIHOH S3lUMTBL.

HanGoree peIIOMTHTENLHbIM ABIAETCS METOX, OPH KOTOPOM Hcnomsiyercs SMTP-
aBTOpu3auMa (STP AUTH), keTopas ouncana B RFC 2554, B cepance sendmail nojuiepu-
Ka 3TOro PACITHPEHHA CYLISCTBYET eule ¢ BepcHu §.10,

ECIH BBl pemIuTH HCTIONB30BATE SMTE AUTE, TO YOEAUTECH, HTO MOYTORBIE KTHEHTE] TIOME-
30BATEI6H HMEIOT BO3MOMHOCTS GBTOPHIAIHA HA CEPBEpe I IPK STOM HACTPOSHEL Ha ee
MenoTB30BARKE.

8.7. Postfix

B moeit mro6umoli Mandriva ieronbsyeTes 60.1¢e MPocTolt B HACTPORKE MOUTOBEIR cep-
Bep, KoTopEll HaskiBaeTes Postfix. Ero mowso Taie setpernts B Debian u Suse. 3a
KoHtburypat ATOTo cepBepa oTEevaeT daitn fetc/postfix/main.f. 3reck napaneTpon He
TaKk MHOTG, TOTOMY 4TO BCA KOHQMIypauMa cepsepa pasfuta Ha HECKONEKO ¢aiiios,
 main.cf ABAETCA TAARHEIM, HO He eAMHCTBEHHENM, HanprMep, Bofles ToMHa8 Bepos
0ro daiina — 310 main.cf dist.

Ma! PACCMOTPHM [Tl Ga30BbIe MAPAMETPEI. SHAHTIE ARTIHHCKOTO 1 XOPOUIUE KOMMEH-
T2pHU B QafiTe KOHQUTYPAIMH TIOMOTYT BAM PasOGPATECH CO MHOTMMM 3HAYCHWSMH,
e BAPYT MOIAKOGHTeA YTO-TO M3 TOTO, YTO MLl HE paccMoTpenH. 51 e mocTapancs
WLGpaTh HanGosee BKHAIE MAPAMETPEI, KOTOPHIE MOKPOIOT MAKCHMATSHOE KOMHUECTBO
BAUIMX NOTPCOHOCTCH,

[lepsetil MAPAMETP, KOTOPbI MOKET NPHIOSHTBCE, — myorigin., Kak M GOmUIMHCTRO
5a30BBIX MAPAMETPOB, €ro MOXHO HaiTH B daine main.cfdist. Tam Be! yBIIMTE 2k B2
CTPOKH CICAYIOIIETO BUAA:
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HecMoTpst Ha T, TT0 y3Ke NOCTIIGHHO bTaloTes BBots TCP/IP Bepcun 6, oTa Bepeua
710 CHX TIOp He OTYWHNa 0CTATOUROM NIOMYAPROCTH. MBI HE CMONKEM 3CCh 3aTPOYTH
Ece uoancet TCP/IP, @ OCTAHOBUMCA TOT6KO Ha Ga30BEIX IOHATHAX.

Jina Toro uTofbl ceTh paboTana, HaM HEODXOIMMO, kak MHHUMYM, HACTPOHTE CIERYIO-
e napameTpal.

O ¥Ykaiate axpec. Kaxiaoe yCTpolicTBO B C6TH JOIDKIO HMETH CBOH ampec. bes oToro
cBA3b HoBOIMOAHA, TIpCaCTaRETC cee, ool 651 A0Ma Ko MVETH CBOCTO ATPCCE, KaK
Gbl TOrA MOYTANTBOHB! JOCTARMATH MuchMa? HMeHa KOMIIBIOTEPOB JUIA 3TOMO HE ro-
ATCA, M 06 3TOM MBI TIOTOROpHM B 21age [ 1.

Bca aapecauns & ceTn nponcxoant no IP-aapecy, KOTopsiii cocTouT (11 camoi pac-
NpoCTpaneHHol ceiiuac BepcHk 4 NpoTokona IP) M3 4eTHIPex IeCATUHHBIX qHCEN (OK-
TeTOB), pasfeneHnbIX Towkamu. Kesknioe wmemo He mMoxket Suith Gomee 255, Ecu pit
foaKkModeHs! k HHTepHETY, 10 /I8 TakoTo HRTEpOEHCA MONET BhITh yCTaHOKTEH Al
]eC, KOTOPBIIA BBL{A1 M LPORAANED.

JUis HOARIOHCHIA LI NOKWIBHOH CCTHM B1PCCA 3A/AKOTCA CAMOCTOATCBHO. S peko-
MEILTYIO OTPANHHHTLCA apecamu Buaa 192.168.1x, rae x — wueno ot 1 mo 254 (3Ha-
uenua 0 W 255 MMEIOT CreNHATbHOE Ha3HaveHHe). KaiIoMy KOMIBIOTEpY ROIDKEH
GBITE NPHCBOEH CBOIT anpec, OTITHYAKONIACA Noceaned undpoi. TpeTril okTeT Mo-
KT GBITH TOBHIM, HO 0GAIATEITHHO DMHAKOBEIM TH BCEX KOMITLIOTEPOR LAICH CETH.
STy cefx nenoneayo avcno 77, T. <. aIpeca MAIHH WMEIOT AN 192.168.77.x.

O YcranosuTs wacky moaceri. B coueTatun ¢ IP-anpecom MCMIONb3yeTcH HOMEP, Ha-
3biBAEMbIll MACKOH NTO/ICETH, NO3BONAIOIIHIA PazBHTE CeTh Ha RoNlee MESIKHE CETMEHTHD
(ya1b1). M3 wero cocTOMT Bat AoMaImHui apec? 3T ropod, YAMIA U oM, CeTs MMe-
€1 T0/bKD U8E XAPAKIEPHCTHKH: HOMEP CETH M HOMUD KOMITbIOTEPA BHYTpH Hee. Mac-
Ka onpeeiser, Kakan wacth B P-aIpece GTHOCHTCH K CCTH, A MTO XAPAKTCPHIYeT
KOMIIBIOTEP.

JInA npuMepa paccMOTpHM Macky 255.255.255.0. UToBEl TIOHATE HAsHaYEHHe MacKH,
HeoSX0IUMO KakJI0e U0 TEPeBeCTH B ABOHUHYIO cheTeMy. Macka 255.255.255.0
B BUIAPIOM BHIS BLILTISINT TaK:

1117111 11221107 11011121, 9C009000

l'eneps NepeseaeM b BOHAMYIO CHCTeMy 1P-agpec 292.268.C01.C0L :

11002000.102010€0. 02000C01 . 0C000001
Hys#o conoctasuts IP-anpec u macky. Tam, rae B Macke CTOST eQMHKLbL, 3aIKCaH
aapec ceTH, a TAM, TZie HYNH — aIpec KOMNLIOTEpa B cemi. B Macke eUHHIRT 06%3a-

TETLHO JIOTGKHBI HITH CITeBa, 4 HyIH Crpasa. Hebas uepenopaTh enMHUI ¢ HYATMH.
Chieny ouan Macka ABINEICH KOPPEKTHOM:

111211151

1117.0C000E60. IC009C00

A BOT Takad ABIseTea owHGoUIOkH:
11121111, 11221112, 08000800. 11111111

Cnipasa oT Hyne# He MOXCT GhiTh SR,
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Ecau ueeepiio ykasaTh BepeHio, To TUCKeTA He GYIeT cozzaHa, IOTOMY HTO MporpaMma
HLIET HEOTXOMHMEIE A 3arpy30uHoi TuckeThl daiinbt b katatore /lib/modules/ver, rne
Ver — 310 HOVep Repeui. B Moew cTyuae 3o katanor Jlibimodulesi2.6.31

3.8.2. O6HoeneHue sapa u3 nakera

OBHOBTCHME 113 Tpa@MIECKoli 0GOTIOUKH CKOpeii BCera GyeT HACTPOGHO ABTOMATHHCCKH, B
rpaginieckas ofionotia Linux MPeAynpeawT eac, KOr1a CTAIYT ACCTYWIG 1081 OGHOBTE-
HIA, 6 YCTAHOBMT WX,

CaMbili NPOCTOH €I0COS YCTAHOBHTE HOBOG AP0 — HCTONbIORAHNE Makera. [Ipoucce
yeTaHoBKK Takoit ke, Kak 1 NKGOR Apyroi aporpamwisr, das ofnoeerwn & Red Hat
Bepersix LU MOKHO BBILOIHHTH KOMAR/Y:

m —Uvh iswllaxera

ECIH Db XOTHTE YCTAIOBHTS HOBOE AP0, TO KO 1 HEOGXOIHMO 3AMEHHTD Ha KIOY 5.
OC Linux ynoGHa TeM, HTO MOKHO OAHOBPEMERHO YCTAROBUTE HECKOILKO snep. FTpasna,
<P AT MOKHD GYJIET TOIBKO GIHO 1Y HIK.

M3 makeTa zon. YCTAHABNABAIOTCS TONLKO (Bajilibl, MOIY.IM M 3arPYIUMK, HO HTOCHI MOKHO
BLUIO 3arPY3UTLCS © HOBLIM SAPOM. 11€05X0IHMO ellle MPONHCaTh AAPO B 3Arpy3vHK
GRUB.

(sudal passuord for mi lenoy
Heading packaye Lists... Denc
Building dependency tree
Mcading state information
The following packages hav
Linux-gener ic 1inuc-headers-generic |inux- inage-gea
The follauing packages will be npgraded :
in apache2-data apocheZ-mpn-prefork apparmar apport
non cups cups-bsd cups-client cu
unnun curl guc-4 - B-base ynupy ypgy grub-cunmon yru
ubZ-commou iuitranfs-tools initromfs-tools-bin
1ibapachez-nad-phpS 1ibapparnor perl Iibopparnorl Ubauxhi client3
vahi-canmon-data 1ibavahi-connon3 libavahi-core? libavahi-glibi |itcups
goutls
glclient1s
Iibpan-snbpass 1ibpan-systend Tihpixnmi-1-0 TibpdS Libprocpsd 1ibstaceeh
tend-dacnond Libsystemd-loging Libudevl 1ibubclientd m
onmen msg ) - skrvee mpsgl-Eraee-5 6
5 openssh-client openssh-server phpS-cli phpS-common
dline postyresql-9.1 poslycesylocliend 3.1
conteib-4.1 postyresyl-doc-9.1 procps pythond-apport
python3-distupgrade piython3-prob ten-report python3 sof tuare- prapert ics
Puthon3 apdatc manager samba samba-comnon samba-common-hin sanba -doc
smbelient sof tuare-properties-connon systend-seroices systend-chin
uhuntu yeloase wpgeader core udey update: manager-core update: notif fer commoi
winbind wpasupplicart
91 upgraded. 0 weuly tnstalled, 0 to vennue and 0 wot opgrade
Need to get 72.6 MB of archives.
o addiLional disk space will he

Puic. 3.6. TIpeANoneHvie OEHOBHTS CT UCOK NaKeTOB





