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B woem Coyrae OC yCramatisich Ha WiCT KIMNLKITED, H BOWHRTI T
KO A0 BapHEITI SMYETATI LN 1 4Py M IWGR € AICKETSI. BUOGHEACTBHI Y Bac
Mo r G, Hecko.o auep Linux, 1002 cavens W myiRopa yaet 1wpe. Eou
¥ o Gutna yeratonnziia OC Windows, 70 3 SToM xiie MO0 GYAET YoUeTh
e it STPORY 3arpyTRH Windows. Takm 0BpaIon, Ha 01HOM KOMALIOTEDE WOTYT
BnoTHE MHpHO cywmecTionar, Windows w Linux. XOT HO10 RAMETHTL, W7o
Windows XP 1 crapue arpysunkn Linux ne apysar. Duwsea, XP o xanen rep-
R KOHKYDEHTOR K @mIoN KowimLoTepe W yomran LILO). Cefteue sarpysamen
Linix orasme ysiee i He 5o ceB n ofiucly.

B HEKOTOp B NGy TR, § T0M Ananc i Red FIAL, erue MOXHO BCTPOTHTS K-
NENLIT Bt MpATAALIINS A8 Tarpy3ki CreTeun. TIOGHE CTApTa KONNBIOTEpA
RomIEICH CIP0KH A oA O zNON (O

Lt one
Feiut ipis yeranonke s nnGpaiue 5 pyky LiNus o yMoIHalkL, To L08TATOG
s KiARMLLy <ENEr>, HHasE HEOTXOIMO 1ApATh 1A KSHDWETYpE HH0AOROK
sarpyxacmoil OC (o 1Ko cnysae 370 Gyzer nono *linux") i nocte dToro vike
sk, <Enter>. BmeoTo HAG0Pa H\EHI SATPYAIEM0I CHOTEMI MOKHO €70 BhI-
G, SOCHOESOBABIIACE ETPEIKAMK 1A KNABHATYDC ILtt kAABHDIE <Tab

IzitanTe sarpysiy Lisux @ 0510KOTHTER B KDECT B SARIAIIIA OKHA DA G-
b1 6002 NAPOTA. 11a 3Kpare BYIET SemaTh Seabtil TEKCT KA TEpioN QoHe ¢ HH-
opmanonct o Hificni YCIDORCI BaX. 0 epchi, IR HMHUN MOAYER 1 T2,

St o
Lo TOP/IP 1.0 fur HEIL0
e reowcois: icne, i, e, i
ir routivg vocle bash fable uf ZME buckets. kbt
#: ash Tables confiymred (established 16304 B 20201)
wx JP rulbicast ruder .06 pius P51
ET: Ui dumy i sehebe £ 0/5P for i METEG
ik Conpeesued inage Facid ot bloch
rving nited neme: 319K ot
1213 arwing clahtine rached , momiing 24k Vs o s
funcwe et Biock Douiee deiver Juated
i nvenald StArE L Conis. ntirand S secund
A e
e
rec ing sid keem) menwry;
2084 buat iy
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et
tra
-
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A Cn ewe 1paTI. HEKOTOPLIE M3 STHX GYKB B BEpXHEM PETHCTPE, TO L3pOML
YOIORHATCA Spazy B 262 pasa. |aTPRAED, BE) MOETE yCTAHORNTL T tephem pe-
THOTPE THETBIO 1 BOCHMYIO Syubl w 10.ty-HTE biMctsyPm,

Bor TaKun apoctin ¢nocofoN MOKHO COOPY.AMTH ACTRO JATOMHIGENEH, HO
Gamka i th 10 ABOPA MR,

TIOMHHMG T0r0 fam MPCAIAIACICN HCCTH AOBYI0 YaCTHyID 3anHCs (Aofasim,
ROaIoITCAR), O KIOPOR A Sy & ARILTEREN PAOOTATY ¢ CHCTeHOR
KoHEIHa 3e, MOIHO HGIQUNORATI H D01, 110 710 1ie poKOvenayere. Jlawe it
MHHHCTPATOPH NOIK(S! BXOAMTE b CHOTEMY KGK IDOCTE TOALSOBATEIH (003
MO0, & TEGON LN HABALCHHCM IPIB HA A0CTYR & HEOTKONIMEI OTHEXTAN) 1
TOTKO (pH KPARKEFE IAOBHOCTH MEPERIOATICS 11D YETIIYIo SAMALL Foo

Ha 7103 YCTanaBEa ancpiicr 1 MOXHO 1EPE3ATPYIATE KOMIBIOTED. BbTAUING
Clicese o mpmnaza

2.7. Mepgaolit cTapT

Upw Crapre KoWAbITEPR MOKA 1Ce GYIET MPOUENONTL NIO-CTAPOMY: TECTHPOBI-
L W, OnDedEIEIAE A KOR, t1OGpREE Khopy@itn 0 Ciciee. H BT
TYT NOABATCA OKHO 3arpy3aKa Linux. KoTopui M onpeaciein o pusd. 25

(pre. 29).

Contiguration Bptions iy

Ll

2@ Boat from flo
( o

Puc. 25, Ovo 2803 capHaHTa SaPYOHS
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wawflonee pacmpocTpaeiHuMA, T BuGEETS BbL STBHCHT OT KA (pe-
wouToH ni;

0 shau (Language) — N0 YOTHRIMO HCNOALIYELCH ANCKATEKHEL ALK, 1O Tl
MUKCTE WINERNTD €10, HANpIMEp, 1 pyockmit, OC Linux noazepinpaer 100-
TATONO OBUHPITIIT CTIACOR HALKOHATLHE HSKOR, 11 O1F NOCTEICHIO Pactli-
pactes;

3 Systemm (CHCTewA) — B 5TM MEHO HIXOANTCA KOMENTSI NEPERATYIKH i Bhi-
KTIOHEHIA KOMILITEpS.

B wetio Session (Ceanc) ecrn etie oun dewn kTepectbiii nyniT — Failsafe,
[CTw BAIA CHOTCMA KACTPOCHA ¢ OWHGKOR 11 Cpfucieckas 0BG:0Ua fe sOxeT
AMYCIHTLCH, T BIBEPHTE ITOT HYHKT, 1 TOFTA 10 TePExa:a & (paueieckhli pe-
UM BLI VAT ORIID TOPMHIGHA H & M KOMARIIINO CTPOKY. ¢ MOMOLIGKD Ko~
ool MOTKIID MENDABHTL NPOBIIEY

ONjeneing HyKKbIE LAPAVETPH, BUEAWTE WY1 IOTHIOBATEN 1 L2DOIS, KOTOpbIE
1 VK3t 00 BpeNA yeranonki OC, # 20GpO NOMRI0BATE & rpachHsEcKili ifp
Linin. Ho 1102 k&0 yuemmali famicio pabovars? Bo bpews yerandiski M1 5aa-
202 NAPOILL CHCTEMHDD ANANKCTPATOPE (TOOT)  A05ABHTH MOTLI0RTEN. 1 Ha-
CIOTTEIIN PEKOMEIYG WTATH 1OEINAORTICICKYI0 aNHCE, NOTDNY 70 ol
EIRIRET Cein PABAMN H MOKCT TOPITb BCE, HT0 YO0, D WIACTh HEpEAKD
CPREOHNG K NTQTCENEIN MOGTCACTRILIN, KOTAG AAMHHISSTITOPH BO EPCHS Teo-
THPQRRI 3 KAKKX-30 IAPAMETPOR 110 OUNHGKE YHMATEORIM KIS TANE.

Paffon 107 YL THOR Sa1IECI 2ol MOKES GBTIEL DT BEIN KONTLIOTER “Epes
OPOCTLLE Ha NEPBbIT BIRTAT MpHAOKeIHA, [TOMYCTM, HTO Dbl NYTELISCTONETC 10
Wel carfras. Jonyinein il Gpaysep QBTOATIECK) wveeT TC e npesa. H ecim
HeM HAIETCA YSIBUNOCTE, NOTEOTTOULIX FONYIHTL J0CTYIN K ECTRONY WCKY,
TO IOYMBILITEIAN CNOWET B0CTONLITRTGH TN AQICAKOR H, TANPKNEP, CTe-
pern. neas sy,

Ecn paforarh 10 NOASIOEATESLCKD YUETHOI SAUCLIO, TO YIHUTORHTE MOKHO
YT TOMLKD Te GatiThl, KOTOpLIE AGCTYRHEL FTOM 3amHcK, CucTemuble Quiiny &
KoM cny<ae b Gombielt Ge30macHocTa. |1 HeoGXOIAMOCTH NOBMUICHNS Tpan
B RGN MOKCTC 5T CAGTATH, SHA% NEPOIL ANHRHCTIATOP. J HIOTO. e
ICY2YETER KOMANAR 7, & N KAHECTDE NAPAMCTA {yKATIBICICS HCPC: Tipoden 10-
I KOMEHAL) REPETALTCR (M OTB3IBATERR, STATYC KOTOPARD Bt XOTHTE OBpes-
™

47050 Ty ITL MPaNA A3 HIHCTPRRPS. HAGEPHTE KOMAILAY:
P
i
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TRIHIE S010) KK B 10 LERTPY SKpatia yemurie s inen "Weleame 1o ASPLinus
Press ' 1o enter imteractive startop” wnn "(106po orkanonan. & ASPLinX. Ha-
were T, STORE MePEFTH & MATCPAKTBLI pescnd” (phe 2. 10), NOKHO Kakars
KKty <I>, O[3 G SATPYIKON CHCPEATOrD CepRACH ClreTen SYCT RpoCHTL
OATBEPATE R, DO trtehl, YOBA BOTOATIOR . KOTAQ CHETCME 1Y:A ICH
KGOF-T0 CCPHC NPHEOST K ABHCANHFO. [IPHSIED, Y MM G911 SACTO Unciie
YOTAHOBRN TAKOE UpOACIOAE ¢ Remorost sendmail (1 71 & s psbenes apoic-
My). w10 iymacn, To OC ¥ike e MOKeT safpywimes. Jim wenoaa i1
CORKEBUICTICA CHTyaAM IPOCTO HEPCTINYCTHTE KUMIIBIOTEP. TORANTE & KHTCPaK:

THSIILNR Pesim W s HONpOC O 3arpyske seadmail ovneTuie No™

OC $inux — MHOIONOAGIOBATEALSKTS, FT0 SHHAT. ‘1t ¢ Wi wory1 pafioram,
DGOHEPEIN0 I O:IOEPENSHIID. HECKOLKD MCIORCE. CHETENN K0.0KNA. 311aTh,
© KCH 0L CCRUAC PEGOTACT, TNy Nacie TPy A OC BaN BCAIKDT Npe
CTEBUTECS ¢ TONOIIMIO YA \eln 1I0ALTOREICDA 1 Napons. | lepuiiit map-
METD HOTEONHCT WAENTIGAUKPILATL BaS. A BOPDE - CGCIOTIACKTS DT Uek
TETIORO BCHONEI0RHH KL HUICHH DTN IUAORATE IC

VITAK, miCaTHHKALAR NORLI0BATENS & TCKCTORON PROAIME RITASAT. KK CYORZ-
paLEITe Breerin

Localkost lesiar

et A 0TI YKAKITD 11O, SE0BA O CNOFIA ETK) ORPE-IEAIT. (70 Bh
HBIICCECH oW, 30 KOT0 CC69 BLRErL.

i Bl NpeAO M TpAgHtecKi BX0A & CHETGMY, TO NOAEITTE DKUO. KaK
pitc. 2,11, OGPAILAIG RQIC AHMQING, 170 KK MOTYT ATIHYTHCH © PIMIIHIEN
AHCTp By THbax Linus.

Coime_un_gwnies v 1000 |

: fobpo noxanosars & Flenovht

Puc. 241, Oiro 890R0 Mnew 4 rapons

TIpARaE 96t SHOIHTH i, OCHOTPITECH, [ OXIC EETL MENO, COCTORUIEE 113 1Pe
synTon

3 Ceauc Session) -+~ mosnower wfipars, rpudiieeryie OGEIONKY. KOTOpyIO B
XOTHTE arpysiTt. Mi 1 ocnonhow Gyaen paborars ¢ KDE wau GNOME, ko
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GHBPL K PASTHAILIE AOTYCTIMELS CHMBOTHL (HATDHNED, THPE WM HOREpMED-
ite). JLawia MAPANS AT GLITL e Menee § CuNB0A0D, @ avawE Gonee 12. To-
28 A7 10AGOPA XaKeDY AOTHRGYETCH IANHOTC Soin e Bpeeli

—2aq]

[—— s
[ A ———— AT

e . 1091 (et L) W O R 2 AU g
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Puc. 28, Okio sagamsn napom

KOTAR 1YARHO CTCHEPIpRATY (AROIF, A SATYCKIIO KaKOM-IGYM, TEKCTONNI pe-
A0KTAp 1 Gk O3P2I0M HAGHPRO HA KIGBHATYDE MBS CHMBOTS b pas-
oSt perieTpe, KIK TeReph KEROMLIONATE TAXYIC KOMGHIGUAIO? Jiysune RoTpaTHTL
fiapy Aefd 13 YCRO I CORKIKOTO MAPOTI, HOK AHIIHTLCA LML 141 HLEK.

Pl 11 50N 40 INHHELEL 410010 CHXCADKHOC, 10 MOKHO (IHSCH T Mo
MONPOIE, HO W HAEAHOCTE MOTYSENNOTO Diippa GyneT e, PacomoTpiuss
uckb KATEpeCEYI €NOGO retEpALII CAyAHIIX naponeh. JONyCTaN, 410 mu
XOTHTE CTINMIODT CI0RO genCTation. A 0, OO AOCTATOMHO LUl IOE, HO TR0~
LD 3 vk Gh 1 A1 KO IoMAD 10 CloRao. Kak yeiokmnTs napans? Tlo-
COTPHTE A KNABWATYDY M HAGHPANTE BMESTO OYKD GAOBA SETIAtion CHMAOM.
IXOIAUIHES NeSOCG Mhate. Hanpimep, npamo fiax “g” laxownies ", 0 1
" "3 s TaxeM BpaION Moy uRTCA napoat 131349589k, Takoik napony
WOMARICTES TETKO, 1 110 CIORAPIO MOATHA b E11) Il e

BUSCTO DepiilMX MO0 MAT, SYob, fiAXNIIUMECH CIPANZ, i TOIZA FapOL
generation pepaTHTeA s himitsypm, Toke HeaerKan 3324 478 Xakepa
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2.6. Naponb

JHOSCIES, ST AN HYIKID ¥KA3ATL, - 370 MEPONL BANHECIPATOPE CHETEMs!
(roots, B Lioux, kax u & Windows XP Professional (ue nyristi ¢ Homo Edition)
NCT637 BXOHHTS Ge3 MEpOTA, noucts Windows Yr. Bur vdasatabio on
YRAIATE M MOABIORATCIN W 1IADOL, A0 KOIOPHM (YACTS PABTATE, 1 B Fa0HCI-
NOGTH OT BalIN NG Rits) D6 |IPEIOCTIRIRTLSS AOCTYIL K ONDEACNSINILIN pitk
s ks OC (pue. 2.8).

TIPOrPasHa YE rOEKH NPOBEPRET TN AUIHY NIPOLA, 0 JU1f A HSLMCHDATOPa
T DHMAUE TKTKITG BT 1 NS 6 CHMBIOB. 31 K4k 110 BTN rocl
UNEST OIS DAL A CUCTEMY, O NAPON. OIKEN Dhire Kk MOXHO Btz
CROKHBIN, "TOBL €70 HeAL3% 610 BCTPO NOACGpRTE.

Dt SUCUHLIMTL 10 KOMILIOTEPHON SRHMALIOCTH 8 GAHL E070¢ 1IPOGHT N0~
Sutiercriel B TAUERIL NPOCTLE HADOTM. HO MTIO KID CTCAYCT STUN: PLKOMCHIT-
iy, Hemean 0% T werieih HENOTSIOBATH LNCHA, SHIACHHC CIORY 1M 8TIH
poseris. TaKE TAPOIN ACTIO BUIGNBRAIOTET IAGCTHN I1EDCTAPON 10 C 10T
P10, W 370 K OTHIMET MIIOT BPEMENN, £G4 CIRIADI XUPOIIO COCTANEN

TIpH CORTTMMM MTaPOIR CITEIBHO IRHIEDHPSETI, CTySaiHbIE HbpI, B KOTORK
GyAyT cHmonb paHore PCHLIDD (WOHACHUE 1 CTROWHLIE ByKeH), o Taroke
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[lpoac 4ev NOXBUTC MPHEAGLICIHE TDECTH MAPOT, HA IKPAHE OTOGPIAAETTH
neKeronas wndpwanms, noencrie. awe acero. 3acch pEPASOTIA MILET 1R
SUCIPiBy T 1 €70 TEPCHI0. DTA KHOOPNALII XPARMTESR B Daie fotefissue, u ey
BN MOKETE €70 HAMEITS 1 WOBOW TERCTONON PETAKTOPE. N ToM YMCIE W RO
scoeiom  Midnight Comnrander.

Hogie S/ 1 CHETEMY TOWE MOIET BLIOTHTLCK TEKCTOB0E CONBINENIHE, 10 10
HOTIRBHIO B GOTLINICTES AMCTPBYTHROB On0 DicyTeTsyer. Teser srora eon
Gltenten FxoANTC B afine fete/motd, 0 MGKET COTEPRATE ROROCTH SR 11076~
NATE IR CHCTEMBI WA KAKHA-ITIG0 OGPASON HEGOPAHPORETH 00 HIVGHGHIAS.
Hanphyiep, IKOKIOTO MIEPBOTO NHCT MECALID HAMOMIHATE O HCOBXOTHWOGTH CH-
Th WO,

3.3. Perucrpauus B cucreme

TeMeph, NOBHAKOMHVG € MPOLECCOM PEFUCTRALAA IOTSIOBRTENT B CHETeNC, D10
GO TN AySTIe INIRTI CHCTENY (EIEEI0C] 1, KeroDan actnyeres 1 OC
Linux epie asropusatin.

DMet ke 3HASM W3 pasd. 3.7, <70 TPOSPANAG it FAPYRAST SHPTYATHELS KOtCO-
1 guzty. KIKIQS 13 HITK 3% PaGOTH TPEGYET TBTOPHSALIH H IATPAUMNGST KA
GosLioBaTens. [l ITOr0 WA RPN BUROIITCA KO MPHCIAIICIN, RECACHIOE
{ME TIOTLIORKTCIA TIGPEACTER UPETPANME Lgir, & Ghia B GR0I0 QUEPeb Ha1ipe-
et uapok,

flporpanyia login: CROBHKBAST M HONLIOBITENH CO CTUCKON WMEN B baitie
Jetcfpassword, a mapoay —— ¢ coumeTctapONCH 3 mcbIo 1 hatie fetelshadiy
Bec Rapo:in B e XpaHiICs TOTBKD B JAWMBPOBIINION Me. fin4 ConoCTaBAS-
A G ERHLIR 12Ot TOOKE MMYETS, B PCTY.ITAT CAIHBACTON CO SHINCHI-
o8 fuaitne fetefshadow i YKIORHOTO HAIEKH DOTHIORITENS

Thowewry 1aK u0iHO MpoMcxouMT Mposepkn? 1ipocto oce naponm B Gniiic
etefshadow sarMbPOBIL 1ECTPETNLIM XIOPIINOM (‘TAILC 1CCTO HOOT3YE!
e anropris MDS). D10 SHAUHT, 110 MATENATUNECKHN H METONGKM W3 PESYILITACE
SOIPORGI WELIR IOTYI) s MEXOARN BATKLR, O30V HOMMOKEN [OTHKO
ToiSop. Jlus ATOrO EYIMECTRYET RECKOTBKO OFIEHb APOCTLLX uporpamy. 'fom mpu-
G TAPOML 1 3eNLIE €TD TIMIt, TEM GhCTPCE 1IPOPAWNE 1BKIET by bl sapit-
ant. i $12pons CIORCH 1 OTO TTHHA G072 § CUMBUTOR, i Ty ~ enbime 16,
T MOGOP MOWET (I 1T G2 RALKM MY BPENEH.

B sumermguketits NOM20BATCTA COCTORNACK. TO POIPANAE Jogit maro. it
100 BUTOMATHNECKIL JAI PIPKACNLIE CLENADHI W JATYCTH] OBONOUKY (KOAMANYIO
CIpUKY), Hepe’ KOTOPYIO ¥ GYCT MPOHCXOHHTE PAGITA € CHOTEMOR, Feu npanc
K2 OOMILTA FEYAAAIIG, T €AGIENA REDHET YIPARIEITHE KOUCOMH gesty, KOTOpEA
MR FAIPOCHT B0 KHEINK IOMLZOTATSNA,
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T Gaiks OIIPEAEIRET KOULOHN W TEPMUULTH, € IOTOPX \ORHO 1DIEIONES
€ npapam root. TepBbie OAMHAANLATE CTPOK ONPENEIARTT §| BUPTYATHHBIX KO-
Conci, oUTAMLMC — MEMENHOT CKNA TepyHIAOR. HroGu ppenNTh WsoL
€ OIHOTO TPMHIATA, COTABLTE TOTLKD CTPOKY Tyl,  BUC OCTRTLHLIC VAR,
Taxinst OBPaOOM, TEPNIIAT BYAYT SOCTYINIL AUtH PAEOTIY, 110 TOM KO © TICPIORS
MOKING HOARIIOHTTECH G 1pARAMIN Eoct.

JLis GCPCINNCHION MERAY MYy AILHAMT KORCOAMH WYAHO KARETS K.I2BHIL
<Alt> 1 106y KaBHwY o7 <F 1> 10 <F6>.

CaMan MOCTEHAT CTPOKA BHIMOMHACTER TOLKD Ha 5 YPOMIE:

raspa (et /11 fprafen —nadsenon

Ira crpoka HTyCKIET KoMy Jete/X1 Hprefilm, orupas nepenor iy n
CpadirHEoRT pEAAN H OTOBPERACT COOTHEETRYIOILEE OKIO BXOTA B CHCTENY,
KOTOPOC Mol PACCMATPHRATH B pasdl. 2.7. LoTH Bhi HCMONL3YETE TeRCroDMI po-
Kk, 10 A 300yeKD PAQUIECKOH OGONOTKH OKIO HEMONKIHATE OTIHRHHYK
paiee KoMatiy.

ECI 10, $TOB1 0pOTpAbA MIAKQTIALMA (POSNOTPEa KOMpHTYPAIHOH
uif (haria iniftab Ge3 CHENLI YPOBIIS, TO KOOKHO BPYHIYIO UPIIIGATS in & 3auYc-
TiTLCA. JLTA OTOTO BHILAATHTE KMy

etedinic g

LR REPX 0t 1 ApYTON YPOREIh 10BN HEIAHWTE KOMARLY:

<etinit %

Te X— HOBbIH YPOBENS, HA KOTOPON AOTKIR paBoTaT OC, s KONAWAR Y-
0, BT Bbi CPYIWNTEC 12 DATOM YRADIie, B TOM Lay43¢ JIEV0 EPEHTH B TOKCTo-
At pesunt i yposc, 3. EGI 3aRCOIATE TARHECKH POXAN (STATHHNN
CpeacTBNY oFonaNKK, TO OC He BYAET RMAXOIHTL B TEKCTmf Uiy, 4 012
IETCH FAHAECKOS TPHETAUICITHC EA BHO IGPON.

A Tenepy neonmai horye. Uro Gyicr, Ceikt wSTOTLORITECE  KOMENION
tolialt £ KOHEHO e, aMHETEA NEPCHATpY X CHETENSI (B CODTRETCTBIK C b
TaveAHew 6 YPOBHR). A HPW MMIIOMCHHE KOMBINH Teliast O (MEPENON K
WYIENO YPOMEHB) NPOHOAET BHKTKITERME CHOTEMLL, KaK TIDH BLCHNCHIAK
KOMGIL shuroum —F. now

H Bce ke 5 e COBETYIO YIIOTPEBSTTI IEPEXOTH 12 O & 6 YPOSHH, i MET0AL30RaL
Ao BIXOA, T. €. KOMANIY st tdum.

3.2.4. inTepecHtle HacTPoRKN 3arpysku

PaceNorPIN NAPOUKY (ALTOR KOTOPHE RTh 4 HEIHRNITRANIO, 10 RAHHIT Ho
wrpyany.
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Takiy OBPATON, NOKA ML He RPOJIAEM QUTOPHID ejKe3 porpasuy Togin, 36
RYCTIT, KoMy 00n0ury (Shell) HemonATIO, am QETaNETCR SoSTYIIN
AL KOHCO.I qetty, KOTOPAT YMELT Ta bk S PAIAMAT WA NONIONTICIH 0
nepenasatk ero nporpavse login.

Tereps 0Bey it HEKOTOPES APOGIENEL KOTOPLIC MOTYT HOKIINTE IPH 6XOAE B
GHETeMY, 1 HIGKQTPURY, KIC Ol PENIAIUTCA.

3.3.1. TeHeBbie naponu

B eapiax nepewax Linus cumcoR noansoneTeRet 1 napome xpugamci, n e
Jetelpaswrd. 7o #e oucHn XOPOIO, HGTOMY o0 At e jOHer Ghim
OCTYIEN 175 YTEHHA BCEM AOTLIOBATENAM, T. K, HMEUA TOTLIOBRTETEH TpEGYIOT-
5 0uCHI MHOTHAT GCHOOKIILINGE IPOrPAYMA K. HANPHMED. HPH BLiICHINCIIHs
Komani 1 (POEMOTP (ENOR TEYINCTQ KALLIOL) IARO IDIYSITI, K0CTYT K
Ctktory NOMbIONITEIIER 513 MOy HERMA wieH whacam s aition. ockaubky
Qi TETKO AOHTATE TOTONY HOMBIOKITENTO, 0 H SAMBPOBIHHHIE BAPHINTH
apOnei TOKE AOCTYTI, & DUNT, KOG NAKEP CHUKET SANYCTHTI (OIBOP i
OBl 1 AT ARETHOCK MG X, KO Ty ACT AHAGIIA 1y2K110H KONFHHAIIAA

Urofe wawwiars Mo, wa Beex vospenfcr wepeiny L u sy o
chaiin fetelsiadory, KOTOPNI Z0CTY10H 338 HITEHIH TOBKO QN MUNETITOPY o0t
@aiin /ete/password 0¢TANCE OTIPLITHIN WU BCEX, HO TeREPs B e YAE 16T -
pors. [Tapalire nOCHUTPN, KK BLITISIST haita fete/password. 133 npuviepa
ol LB HEPRHAG AT GIOKH W3 CHATO (it

ot X202 conm 2nt s i owsn
bintxitiLibin: fbin: jabin/nolorin
2:sdpercr s /2bi /b nfrotogen

Kaaan CTPOKA CONEHHT WHQOPMALIMIO O FIOTLSOBATENG —= CENL aPryNCNTOD,
pesieHCHIHIX MOKAY COBON AmOCTOuMM. Jlanaiine paiBopey Kanabi s e
00 s riomsa08a1ETA — fogin. KOTOpSIA B BB

FAPOITL — €CTH RHIEO,L TATEHEN, 110 BRIEETO 14pais G

AT rasL CUMEL 5
UID — yniancistih sacurwhHiarop 1oimonaress:
GID — yuakas il WLCHTHHKETOP TpYUE:

HHBUPMALIR ) HAAOITERS — VECh MK GBIT HOMIHOS 1Y, ATPEC W T L.

aoooao

AOMBILIRR SHPOKTAPHA — KETATOT, NPHHLTACKOWILT HOMZ0RTEND, ¢ KOTC-
PN QU1 IBUKIACT PABOTATS HPH BXOTE b CHCTENY;

T wirepupcIaTOp KoM — OBONONKN, KOTOPIL GYIET SHNOTHSTH KOWAIN
sonizcmsrens. ECI UHTEPRDETATOPA KOMEI HE A0HKKY GhiTh, TO YKaMMHaET-
1 dhaidn sbin/nologin.






index-10_1.png
10 Ornasnerne

10.8. forommizensian wnopuan. 382
1.9, Pesiowe .38
Tasa 11, DNS-ceprep. 385
111, Bveneune s DNS... 386
112, Noxanbweid hosts. - .
113, Bocwhite DNS-cepapua .. 388
114, Hacrporika DNS-cepsica.. 389
11.5. Dalits OMuCanH 300.... 392

116 Offpanuas 3ona - 304

107, Br2omcuoeni NS 395
Tnaa 12. MonuTaphne enerevsi. 308
12.1. AstavaTusuposatman nposcpka ScaonacuocTa 39
122, 306DMBIEMN SULD- 1 SGIDTREDH... v s o o 02
12.3. Tipancpta konrypaun . 403
1231 5a... . a0
1232 basille <06
124, Bixsewe atav.. 07
1241 Khsxon 408
1242, POMISCROY v i o A8
1243.LIDS 412
125 JKYBRAPOIHHE. s oo 812
12:5.. Ccnomnsc vomanta - 413
413

an

T

lastlog aa

Isof.. B 1

12,52, Cuctemimie TexcTonise Ay R N 416
1253, Kpan FTP-cepaepa S B 418
1254 5ypan npokcu-ceprcpa squid - . 420
1255, ypuan Web-cepuea. . pes)
1256, Kro manier?. N - a1
1257, Togrotae.. B e A2

§ Tloassoratcaexre Aypuanis B

12,59, QOPATHTE BUHMEINE oo 431
12.6. Pafiora ¢ sypreananan. . 33
126.1.tai... SR SR i
12,62 Swatch )
1263, Logsurfer 43
12.6.4. Logebeck! 435
12.7. Be2ouackocs wypeancs. 436
123, Bezomacacs cemt... 438






index-112_1.png
2 Tnasas

AGKIHDOBAHICH, & EAH HET, TO (OCMOTPHM, KIK (0TY4ITD 10GTYA G Sarpy30Hol
ancKeTH.

APy MEWNCH C JMCKEThs, Btx BOMKHE BORTH B CHETENY KAK 1001 1 A,UCIOUHE
TOT KCOTKHI KCK (W PASICT AMCKG), 113 KOTOPOM HAXOHTCA anKa fete, T
STOMD HyKHO BMQIHTE KONMAATY'

hor fmatsrestors

TR1IeDS MPKTOPHT /DALFESIONe (KERATETsHO, OB OHA CYUIECTBOBANA 10 Bbl-
NOTHERNT KOMAHIH) YKAIBIET H 1xENHuAE [IAEK KALIEN HECTROTO AMCKD, 3
alin napoacii HaxomTes @ Kataore /mutrestore/cte/shadow. Orkpolite nor
GAAT D 41080 PCNEKTOPE  YAIMTE NEPOML AIMHNUETPTOP 00! (TPOCTO Co-
TPHTE BECL TEKCT MEXIY NEPEbIM K BTOPHM 3HAKOM TECETONMA). B Moex cnyvse
oy et

regn 1601959607

Teneps oBersmb STIOCOBOM 3ATPYKATITE CHETEMY K b KIMEGTBE KNEHN NOMH0B:-
TENE BEOBATE KA 0L ¥ BAC ABKE HE EIPOSAT AP0, TOTONY 4T O YT
He 3i6y26Te MOMEHATL N1apOfk, HHIE 5TO SyIET ONACHO LK KM3Hw. 0 ik
3CKTPHEY PAGOTATE 102 BHICOKMN HANpAwEIIMeM Gc3 Cpeacts snanTel 8.

J35 CMEHEL TAPOIA B QDI HEAGPATS KOMAHAY prsswdl Lcat, b OTHET 3AMYCTHT:
G GPOIPAMNA. KOTOPER MONPOCHT mdc AbxAGu DRECTH KOR. TaKOR MOTXOR Hex
KMOHBET CIYNGHHYIO OTIEHATRY TIPH HaBope W MakeT G onpeaenensoli flone be-
POTIKICTH TAPAIITHPISATS, STO COXPAHCH BCPHSE MEPOSTS

3.3.3. Mopynu ayTeHTUDIKaLIMK

AyTeuTHgHKAUTS W2 ocHGbe JByX (hainon fete/passwd K fete/shadow Hewtord
YOTADENA 1 MPEAOCTARNAET Kam CAIIKOM CEYIHHE BUIMOKHOCTH, Fazpaborsc
pa OC | inux CTapaoTes HCNPABHTR CHTYI1MIG € IGMOUMO A0BABICHHA HODUS
AATOPUTMOD WHGPOBAIHA, 110 D€ ITH TIOMEITKH IHCTO KOCMETHHECKHE, 110X He-
OBXOAMMO RAPAHITAILHOE KESCHEHHE

ABCONTTHO HOROE PRINCHRE i3 PEASH SN ZYTERTHMKE! M TPENTOAHAZ KO-
nania Sun— Plggable Authentication Modulcs (PAM, tosmouachne w0ty
ayTeuTUdHKIUAN).

TIpeRmyiIecTa0 MORYTLHON aYTEHTHRMKTHI JAKTIINAETES § TON, 570 tre Tpedy-
€TCA NEPEROMMAIRIAA NPOFPISHE) 13 WX HCTONGIOBAR. CYIECTEYHOT MO TH
218 OEHOBHLIX METOA0R AYTERTHAIKKWNM, TaRWX. Knk Kerberos, SecurelD), LDAP
wap

KoRQTypausommpie il ua Keaian eepics, KOTOPHA MARET WCTom-
BT PAM, HAXOARTGS B AHPEKTOMHH fcte/pam.d. B GOnBIINHCTEE Cry4acs 6am 116
NPHAETCS COTTBATE T (aiET6t RPYSHYI, 1IOTOMY UTO OHH YCTAHABTMBAIOICA 60
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Teneps nocMaTp M a OTpOKY i Toak3OETEN toot. TTepbhit uapanetp — 1o
043, 4, KOHCAHO 38, TYT HAMHGAHO root, TIapons & hanc HT, 1. K. BCETO ero
Mt BHIHN SHMEBOI (I 1), 3 OH HAXOTHICH & COOTBETCTRYIONEA Sanheh darina
Jelshadow.,

Creayiotuite A% MAPAMETPA — YINTKATLIA ICUTHYHKITOR nons308aTens (UID)
L YHEKANBHS HACHTHKATOP Cpytins) (GID). B afbne re momer Gurmb aoyx
samacell ¢ omm 1 Tewt e UTD. Mo GID oHoTeNa RExQHT FpyfiTy, B KOTOpYK:
BXTHMT OTGH0RITEA W, COOTAETCTBERHO, OMIPEACIRET TPABA, KOTOPEIE faHH! ITOR
TY1IMe. 3 3HAYHT. M TIOMNIOBATENO.

HRGOPMAIIA O TIOTE30BATENE MOET GhITe J0GOR, 1 HA PAGOTY CHETEME) OHA 11e
ETHET. DO TIPOCTO MOACHEHKE, KOTOPOE ANMHKSTPATOP HGNOTBIYET 10 CHOENY
seveTpeo.

Jlaree 1T SOWALNIAR AMPEKTOPKA, BTO KITANOR, KOTOPLHA OTKPHBAETEA MOVLI0-
BATE1UQ K KXORE b SHETENY.

Tlotxeni e — 370 KoWAWIHeHH UHTEPTPETATOp, KaTOpwi GyaeT oBpa-
GatmeaT rONpI0BATENBCKHE 3aMDOCH, HanGONEE PACTIPOCTPAHETILIN SBTSETCH
wreprpeTaTop /binthash. EGTit KOMAILIL TOAK0BITEN Ke AOTIKS BHTOMATY-
G, TO B KaueCTOE OO TAPAMEIPA YTakEWIHAEICs /sbin/naldgin. Hmerio 5T0
sHaueHKe BB TeHo T sanmeet bin, daeman u NHOTHX APYTIX, MOTaMY €70 07
NG HEIL3E BXOIHT B CHOTEMY W ORI TPEMIIANHIAACHS TOMKO AN THYTPEHHETD
OBecrTeeNHF GEIONICIIOCTH ONPEIETEINIMX APOTpaNM

Tenepe nocnoTpN e (haltn Jotc/shadow, & TOWHCE, BOMNEN TONERG NepEbie TPH
erparon. Jlim pueweps 31010 Gy et A0GrATONHO:

o L 1AMBS TS Gk LECAAN £ L2426:0:49439 72
bint:12726:0:99988:7: 1
dammonse 112726101 53599: 7

3ect, TAOKE HECKOTHKO MAPAMETPOD, PASIETER X AsoeToment, lac Bynyr uu-
fepeconath nepauie AsA: login U NAPOTs. TIo WMEIN HOTL3ODATENT MPOUCKOTH!
<o sankcn us Gaiina Jete/shadow ¢ dalinos Jete/password. A 8T 0 BTOpON
VTP YiKe HAXOUATCR HAGTOMAN Saposaan nepena 1pas. Ho e
EYCEI0 HETO CTORT SBERIONKA, TO 3TO AMPET HA MEMOTLOBAHHE SaTHeH. Hampu-
MEp, 1 MOG0BRTETER bin 1 dACTION YCTAHOBAGKS HMEHHD SBESIONKN, A 3Hi-
T, T STHMH Y4€ THEINI 3anHCawH HENk3A 3XOINTS HE KOMTHOTED.

3.3.2. 3a6uITLIi Naponk

WO ienaTh, €CTH BI SAELLTH MAPONS, M XAKEP (POHUK B CHOTEWY N HAMCHII
erof? JICRETBHTENLLLO, CHTYarR HE i3 MpAAIIAIX, HO bee pettagho. Ecnu y samel
SUETHOR JATHCW €CTS F0CTYN & haiiny Jete/shadow, TO MOXHO SARRTECA 10 Pe-
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2 X — 4HCR0, QSLASIIOUIES HOMEP YCTPORCTDA Goash B cerenc. Hymepaun
EmmaETCA ¢ RYTA. ECAk y LAC B KOMILIOTEE ABE CETEBHIE KAPTHl, 70 X NMeHa
GyayT ethd n eth1

Propoii miepdiefic scerna myeet wws lo (loopbuck). IP-azpec 127.0.0.1 1 wacky
255.0.0.0. D10 rTEppeie CYmECTEYE! B MBI CHCTENE © CCTEBOR Kapro 1
ineeT mieniio 3707 IP. B NPUAUKTE, 3TOT AAPEC Hit KA UTO HE YKADBISAET W He
0T It RAKYI0 G, IO MCHOMSEYION 115 TECTADORHINS W TIAIR CERERIX
oA, laHKb] NHTEP(CHC ACTD HATHNN TCTIEH, NOTOMY 410 OH 32
MHKAST Ha GeTA. Boe NAKSTH, KOTOpHE OTTPGIRIOTCH Ha 3TOT AAPSC, MOCHAAOT-
<8Ny KOMTILIOTEDY

Thoweo crezeuti o KONGHIYDALHH CeTCkbIx MITERHLCON, KOMANIA HMARET Eute

MHOTO TO7C3HOR HHDODMALAH, HATIPUMED, KOTMMECTEO OTAPILICHHLIX 1 NoAy-
LA TKETO (13PEMETPLI T # 7).

Eert ettie 0 MHTEPECHHT ANDEC, KOTODSIH MEKHC YBHIETS ¥ CETes0d Kbl
e03), — napaeTp “iacitz ([lardware Address. ammapasabili aapec). Fro eme sacro
metaoaior MAC-azpecom (Media Access Control, yapaoaeiiiie AOCTYTION K cpe-
J). 350 43-PaspRLI CPMIBIA KONCD ECTEUORO BMTEPR, LPHCEAMIACHITH
TONIBOATENEN. O YKUKATEK, NOTOMy 4TC ¥ KIKIOTO WNOTOBITeNs CBoft jutd-
s aapecoe, Tax Kak ncrepdeiic fo co3nan Mporpasie (eatiio Jie cytect
BYeT) Y HETO e MOACET BlAT, MIAPATION ZPECA.

3.6.3. UameHeHVe NnapameTpoB

CeTeBOrO NOAKMIOUEHNHs

Crnoolzss HEonfig MOXHO HC T IOCATRKUETS NIPAETPHL ek
KIRGHSHIHH, HO M UINGHSTS X, JUTA TOTD HYKHO YKAXITS 182 NapAMETDE:

7 cetenoi mrepdeiic, NAPAKETH KOTOPOTO KYHHO HIMEHNTE,

O napaserpu
OB Bt KoMK b1 BBII9T Tak:

ot BT dopaa

PCROTMN SHASCHIR, KOTOHIC B MOACIE HENONSIOUETY

0 soum — ocranonims e

e, Hanpuep, s sancpuieing pafior cereson

wapra et BMIOIITE KOMETY: £ “Gorfig sFat dom. EC.Im NOCIE HTOMO He-
FOIIT MPCKTHRY 1Fonf g B IPIMETPOR, T0 3 [CATHPYIOLE CHHEKE
cereor mepihctica elhi) ke Syzer muo;

Jue oo nimeprelic, tean on Gy ocancunci. Haupmmep, €oin m
XOUTC BCCCTAMDEMTS pAGOTy GeTEROR KADTH eth(, DHTOTMATE KOMAHIY:
iFnenfig arai o





index-126_1.png
126 Fnasa3

010 255, To HETPYAI0 JOIGAATECK, KAKOS KONICKTED KONLIOTEPON NOALT
oy 5 wauei cemn,

Pcevarpiy ews upmmicp:

071 501 - IP-azpec
weka nozcem
T 1QHHON Gy RE 1IEERIE A3 DK T — 10 HOMED LETH, § DCTaRIHECH i —

10D KOMIMIGTEPD 1 Coth. TAGIO, KTTODDS MOWHO A&HATI TuyWA IRy HIAMH,
FOPaAR0 GOTbE, YeM 255, & HAMIT, U CET BYaE MICUITACHSE.

Tengps MOKHO CAEINH OTHD HINOHHKE, KEMnsovepsl, aMeionie InH a1pe:
€T (GORNOAIOT TpW HEpRINC W) MaryT OBIYTI.CH ey COSOT. M
15 ASHLIY COTAX 11O WHGHT APYT ARYTA, OGOl LNOUH BN ACHCTHOE,
neABOMD CienLILID: YEPORCTR (WApHIpYHSATOR). KTOpGE
PIIHOPOAILIC SETH H MOAET NCPEARBAT NAKCTLI MCKAY UMK,

somiser

3.6.2. Vikchopmalina o ceTeBbIX NoAKMNIOYEHHAX

s 10%yteking nhhODNAUAN O TEKYUIE HECTPORKE CETSRE KAPT W MPOTOKOT
TCPAP nealao;uta HancTRiArs KOMaiy - 2zenfls. |DHMGP OTOCTS MOKIK yoH-
2e7s 3w e 3.4

TIMCTANE 3.4, A OPMALMS G KOMIPHTYPALYA W COCTORNIM CETH

orne Sink sucElrere, Bl 005033
inet aedr:l82.16).77.1 exsliif2, 1EE.17.755
sk:785. 705 25,0

3.8

N5 WUTISAAT MTUIINOR Hetrizid
owtarias:) Cranei

Cellisinns:d Tpenslen:120
R oyhessTHT 1S Tbi X apowildSi2 (1.3 €

a2z

0.0
9P LOOTACK BRNIED TLE Metrici

K paneats: 127 orrars:d droppathid suersona: fxane:)
1 paciers:122 ¢

1osion
B by

0 txaueucion:n
25w 17,0

Kax mane, & nmoranre 3.4 nokusano sz irepdeiicr: othd n 1o, Menmhii v
X — 370 ERABHAA COTCEAR KAPTR, MW KETOPOT  OBULIEN DA BMCe Wit cthX,
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o, BIOGIEICTONM # A1M SCUATOH B FIFFEDUSTE 1A TPOTPAM3H, KOTOPLIE CHOTYT
CIRTUNTS AU, X ICODKONING CyieT CKaATH fear. mpuiomcerare 3. bes
praVETTURE————"

A1 STAY CTMEHIBATE BCE BOIMONINIE HATTGIIKN COEASHENKIE, HOTONY 4TO KOH-
MPCTIIIE MOk 1 EMOEIE YHIATh y namEro nponaiepa. Huc Gyacy mrepe-
GO COBAMHENE HEPES IPOCTONH MOEM.

Fean et yeramoam rpabrisceryio o6y, 10 b el cocnmonne ¢ Hiepie-
103 coaTH erko. [}y 1 PAGOTATY ¢ Web-CTPAMILAMI B IFAHICCKON perime
(2 Spaysepax Taa Mozilla) kamitors npore. yzoBee n npusTive. Huesto ans
MO s OSIILELAC QORI HATPONTS TPAPHAECRYIQ OF00MKY, 10 MDA~
A €10 NEOBXOTANQ T KPallieN €i54T€ 1t TONLKD 163 PaBOdet CHILUK, G 1ie
£ aeHCTBYIOMEM Cepoepe.

Ha aamietid owewT caoit BpocToit 1 yaofiuait nporpaseli 1% cosattnn -
TeprieT-coemmnent ABAETCE Kppp. 13 e¢ Q0YCKA BSBOBHTE STADNGE MO
Linax u BeiGepure mynkr Himepuer/Kppp. JoTno cpiTkcs okiio, Kkak osa-
s i pae. 3.5

[ s—
Vs namorzram
Napon:

I Nocasan, oo sypears

Pc. 3.5 Tnasion owvo nporas <gpR

I iasana weakiire Knonky Hacrpofika man yamimis napuNCTPOD f050r0
ceamitertng. Ha 10 TefCTEHE NIEpea HanH OTKPHIBICTEA HATONIROE OKKO ¢ Ba-
NI HACTPOHH: MCIOTUSOBAINE MACTEPA WT PyUNOR peskint. B wactepe
S0T> COACCK KPYTITAIX MPOBAICPON PASIILIX CTRANL, 1 ICTITONIO TOTLKO BUTPETL
HYHYI0 CTOKY 1 YKI1aTh APy AOTOMIETENLHLIX Hiaserinit, Eonu o mponaiiep
Yoy Ve iea Orey RTuyeT, 6 OHACICH 1CTTS WASTHORKY CAMOTTONTENBHO.

B pyHOM PeRAME IOABIRETCR OKIIO, B KOTOPO HAUS TELTO IOSTATONHO YKASTY
JomAo HONED Teneone T 5036010KH, OCTANLISE MAPAMETPL B ToRLIAICTBE
CIYNED GO 3YIOT IS 110 YHONNEA)

Hicpons COEameRie, J0CTATOMII0 TOMLKD BICETH HNA MOTLSODATEAS W MAPOh,
KOTOPMIC AN T80 MOGFATN s YEIT, 1 HaAATS KKOMKY [TOXKNIOSHTLCR, ECitn Bce
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1 Paape —— e nbe i v 1B-RADCE, TO YKUKITS £10 110 e
e B xauecTEe aapametpa. Halpiep, Cenin HYKITO NOMEHNTS TERyn(DA et
B 92.168.77.3, TO BLUIOTATS KoMy iEcomriq ebs) 52186, 715, Ok
KOMAIII0H MOKUQ WMELTS 5 MACKY ceTh. Titn TON BEMONAEM DHpeKTHey
sty el 116055 mwrusk 7ah. 75,00, Beech, mOSne Kp0cHIN
€300 natima, TOKAIBD KARDS NACKD CTH

ECTM B NOMEHT WMEHeHUR aapeca ceTeBoll uTEpReilc oTKMONE, TO &
OIS CPR3Y e JAAYCTHT KOMAIAOH :tcrtiy
25523500 1

sLbE 152,160, 773 melimsk

370 OGHOBHLIE BUSMORIOSTH AMPCKTHOL §FZ03F g, ¢ KOTOPHAMM KX NpHACTCH
CTRTKUBETECA B PEATBIOR HH3KH. BOItEe HGAPOBHYIO HHEBODMILID NOKHO Mamy-
T, G BLIOIHEL, KOMANTY mr {feanti

3.6.4. ba3oBbie HAaCTPOIiKHK ceTn

€ NOMOLIEIO KOMAHIH "5toans MOKNO IHOCMOTPETE HMH KONITIEP (X0GTH)
BUNQIHHIE DTy KOMANIY B JICPEL H3NI IOREKTRGK Uski, KOTOROE Db 38:137h 50
Dpew YOTRHOBKS, HTO6L NIMEHKTS €70, LYIHD YKAHITY HODOE NS D Kavesin:
napaveTpa. Hanpivep, CI62y10Uas KOWAmH2 ye121 1 ami@acT X0eT "server”s

Ounpsnbie 1ACHPORI CETH HAXOATICR 1 daline Jetcisysconfignetwork, Tasaii
TIOCOTIHM 1 €70 COTEPHIMOE:

cat Jatess:

acontiziaemrs
B pesyneTaTe 2 S6paKE MOADHICA IPHNEDII GICIFIONAN HKPOPNIMK

TR Gy
KAZD__Ee
Lo

HEp ChbicTe IraeRsTh KIKNE-1HGO 13 31D TAPIMSTPON HPYHIIyIo, KONA et
CTICUMAKHPOBAK ITbic yY1HATLL FTOF Al 3 IOKiEs1 K0 FOUIBIC) 113 MPHMEDS

3.7. Nopkmoyenne K cem UnTepret

K MepRORAHATioHEIN 1CTpRKAM CHLTerh 3 1oLy 1 IOTKIKNERIE K HHTEpse:
7. Ecan aov 10 1s a0 G40 avsOnmiKaf 1 J10DONKS 51080 T6CTEHEM, TO Gofk
wne Vinreprer €707 seorbewnemalt 4acTbit moGOro KasmbioTepa. 1ayH0 <t
WACTABATE N3 63 OBIEII B ODWCNR IhidOpStaI et

Bouumphas €T HEIREICH PO XPOHATULIEN BGCBOSMOAINX AWHIM,
ieCh b1 GHORETE LIRIHTH PASTHKOC 1POTAM HOS OBECTCHCHIG HT TOKYMHTS:
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YKAVIO HOPI, TO HEPES LIECHOTLKO CekyHA (MHWYT) Bbi CRETECh 50 BGeMMPLCH
cern.

3.8. OGHoBReHNe agpa

OBHOBIC He TPOTPANM M02BOISET NGTY VAT HOBMIC BOTMOAHOTTH A VCLDABTHTE
NuikH, CIEAINNSIE |DOFPAMKMC TN 1 UPEANAY IS Bepewes. Ocnoma |Linux—
70 3390, 1 6110 OBIITIATON Qeieti MICTO 38 CHET TDHANHIHOTD PaTBHTHA JTOl
OC. Fe AyraiTecs OWABOK, OHt CTE BCERTL i BE33¢, H WAL LTE (OTOROPHY 0
10w (e, pazi. {4.1). Bl ADDIIBI yNETS YET A BT HOUOE SAPO 1 CBOWD Cice
Temy.

BOLMIIETIO NPOTPANS 5 HACTONINES BEM3 PELTHIOUANLL B BHAC HakeTon RPM,
KOTOPbI O48HE AETKD HECTARTHPOBATS. TO e CavOe OTHOGHTET 1 X 43Py OC. Ho
T UPHKIVRE CAMBIE CHSRHE BUCHR SADA 1OCTARIOTES 15 HOAINX KO
B 5TOM ©AYHC MPOICE YGTAIIORKH YCTONHALICH. 1O SATO HORARETCH BOIMDK:
HOCTE HACTPONT CHETENY 1 MIKCHMATEHYIO IPOIZCCIUTSALNOCTS, Bbl MOKET:
SKAOUNTS B RAPE TOTLKO TC. UTO HEOBXOIMO, H OUTHMHIHDOBATE NIOA KOHKDEF
1oL eSO,

TIpor3s02uTenst ACTPHEYTHEQD BITHONAKT B MOCTABKY YHHBEPCATbHOE A3p0, Ko
10PEiE. CHOKEE QAUAAKEG ADPOO PAGwIath HA pAsHaNbix Iwiawopwas. Tiph
IT0M B0 BCeX TUCTPHBYTHINX. KOTAPHIC A BHAGN, BRIIGHCHA QOLICPKKS NOAYTGR
370 0ricttb YAOGHD, HO HE BCCI 2D XOPOULO,

HLL HOEKOCO 1T 13,0 REIOWIAKS OUETI ST HEDRIAORIN JIDZEILY L
TeMubiX (1aTI0R, STOSEI BCTPOWTS B KX CATOKTLT (IDOTPAXMA, NDICOTFOILER Ik
ORI YARUNMOCTL) i nOTaM U wepn (hackduor). J( Gt ¢ Tasth
TOLIENKOI G110 PA2PIBOTAHY MHOKECTIO YTHINT, KOTOPLIE HPEIIAIOT rvet-
K CHGrENHBIY PaTon 1 CIRELT 5 SIX KOHTPOTRION CYMMOT, B €yva Kium:
2430 TpaRCHODYANAR HOZISTCK CHIII TPEBOTH.

Xakepbl, HEAOTIC IyMAs, NEPEWAN Ha HEMORI0BAHHE Moayael & OC Linux. Hx
PBSIEITE CROMIGL, A MEAYITAT 0 WENDIAOWNIAY TOT KE, b 1 AR OTH
PEmOT A106be, F2ANETHE TEMOALIODAHS MOAVACH, ML SRKPHBACH 3TY AIpY 1
Desonacuosmn, 10 M OTRHE YINTSIBATS, 'ITC MOFYT BOIHHKHYTE MpoSTeM

& paore OC. HekOTOpie NPOHZRO/ITCN ACIES 1K CHCTCMHBIX YTATHT TH0BT
HCNONb30ATE MOZYTH, 370 1 NICUATIIC, BEAb B YCTAHOBKE TPOLIC H HOSHOAC
TONYAHTH MEOGKOrunge BOIOAHOCTH Be3 nepekoMmuIALIN #1pa. HO Mbl K
WAEH, *TO GEALHOGT: 1 YAOGCTED — HECCEMECTHMBS TOKATIA,

3.8.1. MoAroToBKa K KOMMUNALNK

FIpCwS st BTIOTHTD KaKNE-TO TEHCTRHA 110 OSHOR.ICHHI KD3, HYRHO MIOAT>
TOBMTLEA K CAMOMY XYAUICMY. & HUCHHO — K KpaXy cicresss. Jla, Henpavunbiue
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1364, 1CF flaod
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143, Hebcionaceas NFS.

149, Onpenerewe Mo
149.1. Ocoeaonnzn, st sanmic....
14.9.2. 710624 s o
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3.8.3. Komnunsiyus sgpa

Tlpit yeramoske w3 RPV-118K5Ta Mei (101592630 MORYILHOS S00, B KOTOPOM Apaie
BEPL YCTAORCTE MOFYT SUiTh, K€ CKOMUWIMPOBENLS T ORHG LEIOE ¢ FAPOM, TaK K
sarpyRaTses TACTEHO. TAKO 230 MCHIEHICE b PAGOTE, 0 MO3ROTRET 0w
AL ADATBE P MPOCTOM SakeHOf MoayneR

TIpH KOMIILAIK MORKG SHOPATL 1 MOMONMTIOE AP0, B 310M Cy4ac b tem
Symyr AeupoCL Bee KEOGXOMMbIC APARKCPLL, 410 TOBLICH NPOUSBOTHTG:
IOCTL, B0 7O CETACT HEBMMOAIIN OGHIIENHE Te3 NepERoMTIIRIE neer
apa

S1 pEKaMeHIYIO BaM POTPATBCS ¢ KOMMHNAMGH, MOTOMY HTO BCE CBEXKE AT
BAXOIAT 6 HCXOMHUIX KOAX, 2 W3sanue RPM-NAKeTOB W01 3aNa3.(oBaeT 1
wenento it Soee. Boz ITO BPEMA BAA CHCTEMA GYIET YA3BHMON.

Kk (paessa0, 5200 BOCTARIAETCR B BiAE tr-apxitsa. CRAAIIA €70 K0 PAIPYS
BiapoRaTe:

U

£k Liniae2,8.10-r02, Lar.gz
S apRHRQ B BAIGEM CIYSAE VOKET DIIIH4ATI.CA. 5 6Py CAMOE HOHOS 1 MOMGS
WANACAIR KIS4T 1 2P0, KOTOPOE CREUMATLIIO CKASHBAN © 0aliTa www.red hat.com.
ApXHE PACTEKOBUBACTCR B AMPEKTOPHKO finux-2.6.10-rc2 (A apsitBa Ge3 pac

upenus tar. ). HOoSX0MO 1PORTI B 3TOT KATANOT, MTOGLE BLINOTHSTA falt
e JEACTEA 10 KOMIHIALIH 543 TO AMPEKTOpUN

1A% MANAAN HRHO CKOMBHIYPUDORKTI, AP, T. &, YKAYITh, SO iai XOTHM M)
UKL B PEInTHIC. JUT3 STOFO MOKIO HCMUIAOBAT OREY H3 HCTHPEN YTHINT,

1. <o 5 — ClEIIAPIL, KOTOPHLH YCTAKBBTHBACT SHUIEHIA 10 YMOTHTHIG s
Haero Begova. J{ En0BA HONOMLIYATE KOMANAY make el

oris

2. cortin— CuEHapHi, KOTOPIA B KONAIION HITEMIIPCIATODS JATAS KA K-
NPOCHL 6 NAPAMETPX GYIVUICTO AZA M & SABHCHMOUT O BANIKX OTCTHH
thopmpyeTca Komurypaunosuii dafin a8 Kovianauak, Jiia saona W
NOAYAIE KONy e <o Zenf i

3. meraseniiq— rekcroRas ymwmma (pic.3.6). HanGonee yaoGuwi sapman
KoRguryprpoRaiA Wi xonconH. TN BI0BD HonodwayiTe. KoMAMAY cok
amusacont L

4. qzont (seenfig) — rpadseckas yrmuma (pre. 3.7). TlauGonee yaoouul &
PUAIHT KOHHTYDHOBIUIA A2pa 13 TadbwHeCK i 0BOR0KK Link, ZUna suacs:
HOIGAAYAT KOMANAY wie xeritiy.

B0 Lpev 3 KONGUTYPALLIM ¢ NONOWID TIOSOR 12 BLIIETIEPEICICHHEIX YTHINT 8

LTI YKIATE, HYKHA 31 HOAEIRKS JATPYRAEMbIX LORYNSH.
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SEHCTONA & CAMON AeMe MOTYT HIPYIANTS PAGOTY MK CAETATH MEBORORHON -
YIS SHCTEMbL. PO —- 370 OCHOBA, H €CT HTO-TO YKRIATH HENPABATERO, T0
e MEKET paGOTATY, HEKOPPCKTII

Feii Ha saues cepeepe Yae octh KacneiuGo AL, 10 CICAYE S, W
JRPRIYIO KoMMEO. [IOMNMO JTOFO, MPHTOTONSTE 30rpYICHHYIo RHCKETY, KOTOPER
NOET TPHIOINTLGA 5 HENPEHICINON CHTYALIN (HATIPHNED, B CAYSAE 11apyle-
#0532 py3OUKON TAMKCH),

% COBARAA IATPYSOUHON NMCKETw MEOSXOTMMO  BilitonmiTe cic
somnay

yiouryo

fablnfickbasialsc ver

B2aHOM €nYU1e vex — 30 HOMC BECUH ATpA. YETRIOKIEINOTO b Rawel cHE-
eie. ECA Bbl He THECTE TeKyUIYo BEDCHED SALIETO STPA, BLINOTHATE KOMBHRY:
H1 e TECTOBOM Cepuepe Nl TN MOMENT YCTIHOBARHO A3pO 2.4.18-52sp.
U COSARTE BAMPYSOIYIO AHCKETY TR UEFO, B UTHAES:

seinfmkbocLgisk 2.4.15-Samm

Fim HeHEpHO YKL REPCHIO, 0 IMERCTA He GYACT ORI, IOTOMY MU0 1O~
ThdME WIET HEOBXOUUIMEE JTX SAIPY3OUKOH ANCKCTH Pakan B DIPESTORIN
fibmodules/ver, tie ver — 310 HOMED BepcHH. I3 MOEM CIYIAS 3T0 JPEKTOPHS
Jibfmodules/2.4.[8-Susp.

3.8.2. O6HOBREHUE AApa Ua RPM -naketa

Camid 1POCTOR CHOCOS yEraHOmHTS huRDE 12p0 — uCoansontme REM-akers
VEranOBKa TAKAR e, K4K it MOBOR JpyroR mporpamet, Jlna OGKOBIGHRAT A1pE
NOKHO BEITIOHHTS KOMAHAY'

[ e —

Fain b XOTWTE YCTAMORWTS, HOBOR HAPO, 1) K004 1 HEOGXOJMMO HMENnTh K
104 1. OC Linux y200:1a T0M, 470 MOSHO OJHOBCNEHID YCTRHOMTE HECKTILNG
#10p. TTpabia, 3AMPYXTE MOKHO TOTILED O:IHO U3 HH.

2 RPM-MakeTa YCTOHABIABAIOTCR TONSKD 608 NeOfxondmble dafite, vosymu v
WPYIMK. HO AT0bl MOKHO G0 FATPYHITLEA ¢ HOBMM AIPOX. HEOTKCMG
e ipowneaT, £3pC b Sarpy 3tk LILO.

Yeruiozka itz RPM-N2ETa €T Habt 20CTYN K HOBSIM GYHKLMAW M HOTPABITIET
crapble oG, BOMOKIOCTH AP OCTAITER TEHH e, 4LO ST Paspiir
s, MIKCHMATGHLIX DPCHMYILCTTR 0T QGHORTICHS MOAHO J0GKTACK TOTHKO IDH
Koumn I A
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Tecn, $TO M TEHCTONTEALHO 01 1S, H TOILKO M10CAE ITOL0 MPOMHCBAATE 1k
yueTUbe tamncn w dparin aLallow

1l 03U MK NOILI0BATER, He NoMied PASOTATH C KOMARAOR aL. Heora
YL 46T, DLITONIGATL KOMRHLAY, §e3 MOTEPRTL KONTPOAL Ha CHCTE O

TN B3 e BAIYCKASTE MQHANGTIIKH ot W croo, TO 9 PEKOMEHIVIO FOpaTL cep-
BHC £1ODG @3 HBTORNYCKA, @ Ay JEKE YAWIATY, Bbt He CHONETE KORIRPS
B, w0, e Ke MOIBRVETCCS,

T3 swapeicropin fete ccrh fhaika crentab, s KCTOPOM HAXOISTCH BCe 1ACTpOTKN C8p-
B9Ca CToN. S PEKONENIYIO BHECTH B (124470 TOTG (BALER CACYIONYIO AHPEKTHDY
e s

D70 OO TANICHTATY B YPHAT KOMAISH, KOTOPLIE WEHOTIHCY B £10n
KyPrn copn 1BXOUERCE | palay fvaricronug

3.6. HacTpoiika cetn

Tocre yermmomsn OC Linux nerxo upereaser cercie kepmie. B iom y mew

e 16 S wpoBiew. Ho am patiors s cer #10ro nenocTanske. B upen

GHCTUAIWI B e NOTIH YKA3TE OCHODIbIE NANAMCTPE MOTKIIOHEHH, 1)

HHOTZn NOTRARETER. HEODXOAMNOSTS HIMEUMTS 1ACTPORKH, 1 e DYACTE e e
3y, KO YT BNy KOO DY DML

i MEpeaat ARKEHIX 110 CeTH HEOBRYIMO YETARQBHTE W RACTDUBTE MpOID-
K0T — NPAERIG, 10 KOTOPHI 180 YALTEHHBIN YCTPORCYBR (Y aYT CGMEHUDATLCE
WiOPNEALACH. 1P OMHCHIAIOR. My D Y231 30 WAL LOSHHMENIAC, KK
APIMEXOTIT ITAREPRA IIOCTIOTA 1IEPE/GRIIbS MBS, TPEDYEITs I 10
TueprcaCine KOCTABRY 1 7.t BoE 310 PEATIOBANO B NPOTORGIE, A BAU 0.
00 MPABHALHO HOCTPONTS.

nepeyer

3.6.1. Agpecalna b Linux

Ourrosm j103 Linlix 78196TCa CTABWIH CTARAAPTON 138 MHTEpIleTa WpoToR
TCPAP (Transmission Conirol Protocolinteriel Protocol, nparoas ynpaanenat
Repeamici/MpOTaRG WtepiieTa), koTopmii Yo YOTAHOWTEK, 1 10GTATOMHO €r0
TG KACTNORTS. LCIW Bbi EL0E fie BETDESIHTL © JTHN TIPOTORAHON, TO COB-
THIO MPOTATE COOTRETETEVIOUEYHO Kikry 10 0 Towe. Mbi Ho hOXeN 3uesh
2TPOHYT ee o TCPYIP, 4 OCTAHOBHMCs TOTSKO 110 GAIOBEIX NOHATHEX.

U TOrQ 5706 CoTL pABATATI, A KEOGXOTNO, KK MPHAMYM, HACTPONT CTe-

U——

1. Vxasamn adpec. Kaacioe YOTPORCTEO B Ceu A0KIO Hvcth Cuofl a1pce. 6
3700 vo HewomncH. LIpeReTHiL el SCn Ghi D0MA HE HETH <08
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WGHCIHA BEFYTIANOT B TS MIHODENNO, A 9TOBL JAKON4UTL PaGoTy Ge3 coxpa-
HeH HavicHe . Hafepre gl w Imkmie Kianntty <Enler

B ipuAiANE, 1CE 305188 AN RO APHIIEN B TCKETORCN WARE. (1% KT 10T
s06aTens (OpmpYETCH CeoR crontab-baia & anpeKTOpw ¥ar/spoolicran/ ik,
Mo CO3BIIOND GaTia CODIIANET & HMEIIEN NONLIOTATENA.

B nprsiep cocpRwuET cronab-Gaii
5 MO EDIT TS FTIE - nit tho meste and rolnstall.

41- snvtal e on T Jn 27 13033349 20090

HiSson vorsior §THiarontso. V2,13 1964/A1/17 0326430 vixie Exr 3)

e os

B MOKETe penOKTIDODATS S0 NpMVYIO. €3 WMOTBIOBNNS KOMAHIN

3.5.3. BesonacHoCTb pa6or

Hanocneaok Xoweres 20GABHTY BO 1Ge MPEKMYLIECTED KOMIHIS oh AOKKY AErTa
SIOPMBIITEHARKI OUEKS 1UCONT HENOISAOBETL T HIICTPYKLMIO 1 CLORX LETAX.
Hanguniep. SAKEp MOAKET JA0ECTH YSETHYHD SATHCE © MARCHNANSHAMH IPRBANN
SATeN HACTDOHTE KOWAWLY 2t TaK, STOBbI 1I0GHC MEIXOA 01 YIIAA THIMGH
SIGTHTE €161 €70 TPECHIDANIIA B CHCTEME.

B xamanore fet et 520 aitna, KOTOPHE Dsl 0TKHS! 1RCTROTS:

0 atellow 10 yvonakio 3T0ro Bailia MOKET # He Gts. LCain OH CylecTRy-
€1, %0 TOTICQ & NOTLIOBTETH. KOTOPLIE D 16 OPOTHEANL, MOTYT BS30TKTH
Kowazy 2+

T atdeny — 1§ 10N e MEPEUHCITIITEA HONLI0BITER, KOTOPEIN ABHO 30-
MPCILCIE A0CTYIL K KOXAIgE st.

14 €CTD 1 1A CepBca Cron;

3 cron.allow — SEC OUACIBETCR MUNIOLETEIN, KOTOPUE NOTYT PABCTATL
s 5 Cro,

0 cron.deny — b 10M Paline YKaIHBAIOICA TOMKIORTEM, KOTODE KENOCTYIEH
cepune cran.
e s TODOPYA & Gy ACETORATE, ¥TO BCE HECTPORKH AQTHEL KTH OT Zape-
et Clatana toofXOTHMA BEC RIPLLTL. B HOTOM MO3EONKTL TOTLE TO # AL
TN ONBIORATRTAN, KOTOPEIM NOCHTACTE KyACKESM, HMCHHO MO3TONY He CTonT
DHTITLGH BeCTH BGEX NOMLIOBATENEH 0 caucok atdeny. Hamfiora KoppekTiee
cosmame theiin aallow W AR MaSATR NPONMCRTL, TAN TOIEO CHOWD YHCTRYIO
G, (YLET NG, € T 1 rO0t10. 01 ene). Bl Bz 30 21 st
ANOGH TOIBIOHITEICH O HEXHITKE KOMARARK a7, T0 CisuaN Y0~

UppoBiae fpai

ST
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apeca, KA Gol To1AE 101NN AOCTIRLEA ACA? HNCHE KOMITITCPOD,
133 OTOFO I8¢ TOIAFCA, 1 OF TOM MBI 11OTOLOPHM & 2. 1.

Bus Apecaiii & CeT MPOMEXCTHT 10 1P-31pecy, KITOPHIIL COCTONT 3 4eThi-
TR RIETOR AECHTIANDX HECI (AU CRMOR HCRPOL IPAIICTIIOR Coffsie 4 nep-
crm IP-0POTOKOTA), NUAIENEKHYIX TOMKAMK. KEIIOE 4KCAO he NOmeT Feirt
Bomes 255, Ecan out nomicaensi k VIITepeTy, To i TaKoro HiTepiedica
MERET GbITL YTaKO &G BIDC, KOTOPLIL WLiaY Haw npAURICD.

JLon SOAKAIOUEHA 3O SIORIBHOT COTH AIPECA TATHOTCR CANOSTORTELIG,
51 PEKOMERIVIO 4 MDHNENA CTPANANITSCs Axpecami Dixa 192.168.1 x, e
X w310 1630 07 | 20 254 (36a4e8in D 1 255 HMSHOT CIEUNRILKOS HIHTAE-
). KoMy KOMmioTepy A0.Ke LT, npekoers Cuoff Atpec, Gumao-
iR nocneuseit (R, TRETH over mamer Gbreh e, Ho ifesrrcbe
10 OTWHAKOOLM 213 BCEX KOMMBIOTEPOS pawteld cemt, ST y ceBa neneassyio
s 77,7, ¢ anpeca mamm wNeinT e 192.168.77.x.

2. Vemusosumn arcky nodcen. T eomcrarn c TPreapecon womusayenes Ho-
NED, HABBBISML HACKOR TI0NCET, MOEOTaNmIAN pasATy CoTh WA Soliee
€K CErmoITL (373704), H3 HEr0 COCTOUT batn Zokmimial 13pec? 370 ropoa.
ST 1 00m. CETE MMRCT TOTEKO A1LE SapaKTEPHCTARA — HOMCP CETH W 10D
KOMAGIOTEpA BIYTPH Hee. Macka OnpeneIser, kakas wacth & IP-aupece omio-
GHTS K CGT#, 2 4TD XADAKTEPHIYCT KOMIHHOTED.

UroGs MOKATS BIIMGSCHIS MICK, HOBKOINMO KAKIOE KT iepesectn
W Dy CCTOY. [liR TpHICHR PIeMOTRRM wacky 255 2552550, ona
g e B0 125

T s

Teneps Tepenesies & T80nTy10 cheTemy IP-axpec 192.168.001.001
1A00E,B191 5N BENSE T FARSATEL

Hywiio conocTuguTs IP-aapec 1t Macky. Tam, 1o CTosY &ML — 310 AApec

COTH, 2 HYTH BLIETAIOT AIEC KOMTIEIOTEPA & SeTh. B MAcKe sximii b
ERbHO ZOKHA WITH CICKD, & My — clpand. Henon 4epeaonim, CaIHuL

€ yitn i, € 18100 MAKA HESIETCH KEPPOKTHOR:
LU0 1L L L, 63206008, £0m30000

A BOT xakax Dyer OWoNHOR

IR RE R SRR I RER LA

Crpata o7 uynei e MORKET ButTb eI

Toyaerus, 41 nepotes v overz © IP-aapece npu Macks 255.255.255.0 —
270 ATPEC COTH, & MOGAGIINE — KOMCP KOMTLIOTCRA © 3708 CoTH, 1 T. K, NOX
HOTO B LMON CAYMAC OTHCICHO OIIHO HHCA0, MAKCHMATISHOE HIYERiE KOTO-
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MO STOTO, Bb1 WOWEKE MOKENa T YHIIETS iy NOTSIOBETE 1, M KOLOPAIM Pa-
foraer mpocee. wm 2700 ofeENTE Ko~ B HIGNE, HCHPIIBRONIID HH-
QOPNALIO MOKNO MOIYAATb, BHNOHHE KONIHAY:

[

Perytarae paGor Gyaer vk

RN SHRM VSR RSS TTY STAT  AYERY VTV COHURRT
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Kolonka 5757 nokaselbact coczosmke npougcea 3ases MORwy BETRCIATS S
aytoie KOZB:

00 3(Sleeping) — CrAM, 270 HOPMATBIHOE COCTONEIE 1A CEPEHCOR, KUTOPHIE
ADOCHTIAIGTER TUKKG 13 [IEARHE SANTACH KITACHTON;

Tk (Rue

0 = (Traced o7 Stopped) — n GOSTATHAN OTAGIKW WAM OSTEHOBAEH;

iable) — Wit EMBIT s MaHEDH MONEHT:

T 2 (Zowbied) — sasucmnii, Taxwe ko eheno yGusaTe;
(0 H— HG HWCCT PUSHACHTHIIX STPARIL

3 <— ofinamaer nbicoKus TPHOPKTETON;

T 5 — mueer Hvakudt npHopuTeT.

10 OCHOBIILE COCIOTHAT, KITOPUIE B4 NOIKETE YBATETS Y NPOUECCOR B CBOeH
cueene.

ECai & KO70HKE CTOMT BOMPOCHTETbHA K, TO o OHAYAET, 41O MPULECE 2~
TYIEH Eile HA ITANE IAPYIH CHETEHB # HC NPHIALICANT KAKMY-TGO TCMM-
many

Fo0 ecero amute neSonLI0R fparear (e B pemmsio paBuTaioneH uetems
OPONEECOT OVCHL NHOTD. 1 JAKE IPH NHHHNATHHOM KOUHYECTBE TTTYIISHHBX
CEPBIUCOB MOXET 1€ XDATHTH GIHONO IKJINHA AA CTUSPAKERWA BCux. 0.1
CONPANATS Pe2yILTT PaGQTH 1 TEKCTORNIH i, & HOTOM CHOKORKO HIYYATE ET0
8 110508 penakTope. JTad 3TOTD 8 BHTICTHAO KOMAKAY:

o anz >» pa.ex
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Eonie vl KOMOGIOTSP HA4M1IZET "TOPMOIHTS', 1TH afoTa aMCANAETCH opes
CUPGIEIENIELIC UMONERYTN DENEHH, F0 % JAIVEKAID (0] B OTREALION TPl
6 1 16 \epe HEOBNOINOCTH NEPERITIONIIOCh HA HOTD, TOSE YRACTE HATPY3Ky
mpaeccos.

BAcpry Rt hIn0MTCN ROAMMGCTIO T KRG TCRCH, OB JUPYINA CHETENIA 1
CTATACTIKA MPONECCOB: OBIEE KOMMCCTBO, SITALLHE, BEIOIAENHIC, SIBHCLIAE W
U ——

Tigunans ITOrG, MORIHO YBHACTE KPLTIAR GTIET 0 HENGIBARHIO TEMITH: Kom
2WIESTRO 3EHATOR i CBOBOHOR OMEPATHBHON NAVATH i PASMED PI3IETE NOTKET-
. B MOCM CywAC B KOMILIOTORE YCTANORNCHO 256 MOadhy namsih, & w3 nix
<aaGo,0 ToMsKo T Ml a pasaen noakauKi noxa He CToTb3yec, Takoe wa-
00 KO, IR Sa0GOAHOT MANHTH TOROPET ¢ 1M, S1T0 He TomeuIanG Bt o¢ ha-
PACTITE. Hess MERDIE KONTILIOTED HOTIONbIYET SWap-asn, Te Iytiic on pado-
1. Korcumn, o 4 107 afin 1Ak HCER W HETRIYCTeH, 160 Tem fie-
DT B TPAbIMECKIT PEXAN K TATYCTAT 1Py MOUTHH MPMIOEHNE, 10 K
SWIp-pasIEnn e KBATHT.

lporpaniyia 0P GYAET WEROHTL MNOPNAIIG 0 JATPYIRE (POLECEOPE & UpES-
ReKHHN HTEpELIOM BpEenK. Tl BHXONE W3 IPOTPANML RIRICE Ko
s <Cuel1 <Co

3.5. MnanupoBanne 3apay

Oatin 1ACTO BONUAKALT 11COBXOAMHLTE, DUIOITI, KikyIo B0 OIOPALID 1
GLpEALICINIOE KENE. PAAIIE § IAIERICH HI CBOK! TIAYATL  BPYIHYID BHTOTHAT
. TR KOI70 NLCKLUILKD 3 MDA SO BECH K2 — WROCTU Gl & MOk
BUAT, 4TOb1 OBPATHTL BHIMAIGIE 1A HACH 1 BLTOALNTL HYIONE JEiicroi, —
H1IRPCHONI 3334Y 1D C.ICIKCNHIG 52 DPEMENCH 11 KOIITep. H eACTTETI-
11, TAYEM CPRATE 1 COTONE TO. *T00 KOMNLOTED CACIAST yHile 4 TOUHD 3 yka-
b epox?

A0 G HEOBXOINMO BEINCMNTI, KAKHE-TO IPOCTLIC, MO TPYHACSHKHS 2/
et pefiouero mu? Heyend OpRAETEs GianaThes na Cyadie 1 e 1ok
Kowgo e, HeT, Kosimionep MOmeT cam sce ¢e. vt 53 mMUuteneTea welo-
BEKA, TAMBHOS MPBHITLHA €My PICCKAIIT, KTV # XOTA B0 HANOTLATS.

3.5.1. QopmnposaHue 3aaaHua

Costeali NPOCTON. maseachutht 1 MCTUMLIA XEREPAMK COCOD petdives, mpoBewy
MY B NP IO KPeNS — 3181 KO 2r. T3 upocreRmess enyae fop-
HaT e shri0en CheTyIOWI:

[
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U051 YEKACTD, “eM B JAHHEIH MOMEHT JAHUMKITCA APYTHE MOMLIGRATEH, M-
O BEOAMMTE KOMARAY . B PIYISTATE Bbi (OMYHUTE Ka BKDARE PUGANSHTE
HO TakyIo KapTHy:

10:55am 9p 37 win, 2 wsore, load wor
sk 1Y K wsme 1o gce

roor toyl - 10:2820 9,395 0.825 0,055
floaaw ey - 10135am 513 2855 0,

Fi2 RaKHOTO TPUMEPA NONATHO, 4TO B CHETEME HIXOAAICH AR NOIMA0BITE . Ha
NEpROM TepMMHANG PIBOTACT MONKIOBATETh xocr, O H BTOPOM — Flarow. (eHh
Y0BHO OMPEACIATS N0 CTACKY, KOTA NONLIOBATE N BOWET B CHCTENY (KONOHKL
LEGTSG) 1 HTO BOIGET B A NOMEHT (HKOOHK A RHPT).

Tosmorpirze a cronuast JCPU u PCPU, 5 it MORII0 OUSUHTS TATPYSKy The-
Tonbi. EGTH BAIN KOMMLICTEp HAvAN pafioTaTl, CHMIIKOM MEAICIND, TO MOKAID
Yan3eTs, KaKOM TIPOKECS OTHWMAET MHOTO MPDUECCOPHOND BPENENi

Koman ps neinosurs Cramaseckynr wwdhopsauno. JLin wafmones s w1 warpys
Kol CHoTeNb) YA0GHEE WOMOMbICBATE NPOTPANTy (Op. QW OTORPEKAET Crcos
POUESTOT, OTCOPTAPOTAKIILT MO YGIDANIIG T JAMCHNOCTH OT MATpYaKH
(pHc. 3.4). Takw 0Gpasow, D61 MOKETE YBATETH, KakOl CEPAC Kin MPOrpawy
OTHAMAET IpAIOUEHHBIE PECYIOH w HE JAET HOPMUTLHO (ABOTATE G KOM IO~
Tepon.
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Tlpw oTeyecTemll @i MeMoayeTes Giikallins BowmOwRRas. Eanpivep. ec.it
BPRMH DOMMNE TEKYUIETO, TO BYAET YCTAHOBIGIR TeKy I TE, CCTM EHuIE,
TO CICVIOUNI AEKE, MOTOMY 4TO CCFOTHA OTA KONAHAA JiKe BMORKMTAES 1o
evoner.

PACOMOTPAM HEGOILA0BAHHE KOWEI b1 ar. 1t PEIEIION (PHHEPE, C KOTOPLIN B
MOKETE CTOTKIYTLCA & skrai. JIOMYCTHM, 4O & HAUANE PAGOUCTO TH Vbt 326CTH
HOBOTD MOT630BATENA, Mbi 181K¢ 4raen, i T Corpyame yner prGoTar 6
12 tacon, ECam NCCHS ITOrO BPEMELN 3a50Th YAUTHTS Y1ETHYED HTHCS, TO ROTE-
0BATE5 OCTAHETCH 2 CHCTEME, 8 97O BONELIRA A6 & FE20NACHOTH

JUta sasana HEOSXOMINO BHIMCAHKTL KOMAHTY ab. ykazan npews 13:30. 3L depy
sanac 20 iy 1 Siydalh, G NOIB0TATE N SAACIRKTES B CHOTeNe. 178 10D
BunoanHTE KoMangy:

PUNTS
R OTBeT 1A 370 TOANTCE TPATIALICIHE 278 BHO KOMAHA:

Brewyrre neofxomiviee erpyiim. Haupuscp, s ysurens noamsonamens
HEODXOLMNG BLIITOIRM T Konauiiy userdel 1 GTeper CooTaeTcTayionu Kararor:

wserdel tempuser .
ER A P -

TloapoGHeis 06 YAPABASHMI NOMLIOBATETNMH Mbi YIHIEM B 22, 4, 1 CERIRG Hyaho
OREPITECH HE B IBOCTO W 0absoaTh T KovAReL Kanena e, b sawch
CUCTENE GEHNAC HET NONI0BATENA Leny.ous, W KOMAKZA HE DTRAGOTAET, HO hat
WHTEPOCYET Cam KT €¢ ANYCKA B YKAINEOR BpCy,

T1aGepHTe ST KONAHIEL, B KOMNE KAKAOH W3 HiX HaXWAN Knasiy <Entec>. Tl
SASEPLICHAA BO0AN HENONLSYiHTe KoNGHtAAIO KIATHI <Clrl-+<D>, B oTBeT i
370 Bl JOMRHE YBAZETH TEKCTOBOE CODBUIEHIE, COTCPAQINCE AQTY W BDEWA, &
KOTOPOE GY.ACT BINATIIEHa KOMAN;, W HZeHHHKATOP 2z, CooTuenme Ty-
AT BRI, I MEDHO Ly IAN GO

e L sl 20350305 12630

C aomdLimo KOMAKAN <h7 MOKHG YBHACIh CIHSOK 30adnbih (CCTABNCHINA
& ouepes. HANPUMEP, Pyl TaT MO BniTh eyl ontsy

1 205-03-23 12140 2 oot
2 2030128 01:00 4 reo
130 12038 & reos

s zo0s-

B epaoil KOIOHKE CIOKT BUNGD UMM, WSt WDRLIO SHEHMISTE. 1H0CHE 7073 M-
RO AT BbITOTHEROI KOMEHTAL, H B NOCTEAMER KOMOHE ~— WAA NOTbIIDA-
OTop CoyaL Sanany.
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T1abn 13, PesepbKoe KONKPOHANRE K BOCCTANOBACHHE .

13.1. Ocomst pesepanons konuposains
13.2. flocTymnat a see 100 %...
133, Xpauerne PIepRKux KonNA ...
13.4. Tleabiika pescpsfiposavis...
134, P21K0, HO SLTKO. ..
1342, Bnaactinm...
13,43 Yacro, o He ace.
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13.4.5. Monnas koms
13.4.6. Hockren
135, Pesepsiipomattie » Linun.
13.5.). Kannposatie..
1352.tar....
1353 grip
1354 dump
136, 3aMmHTa pesepaLX KoMK .

Taaga 14, Coperst xakepa.

14,1, Oc10BH GE30TICHOCTH ..
11,1, OTOETCTRMIOCT ...
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1413 Her nobrmex
14,14, 3awira pedoero wecta .
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14.1.7, BUGTHG
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14,4 backdoor. -
145, Noacayuisanss Tpasa. ...
145.1. Open Syslemis ntetcomection
1452, Maccuance foacunese,
LR —
OGian MAC-azpeca
Do i3 CIEE: KONMYTATOPO™.,
OBt MAPUIDYTHHATOPL. ..
1454, Tepexear cocannens .
14.5.5. 3atuwra ot npocaywmBHII
14,55, TIpasTika mpoeynsmarin
14,6, DOS/DAOS AU v
16,1 Ping of Dead.
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T4 KOMAHIA BMOMHRET 10T e haik1 CHEnapHs KN IONCLELIIK (el He-
aenm paneit 1) b 20:00,

O % % ¥ % faomoFlencu/naciup_scrips

“T2kan KOMZWIA GYAET DI NONIATECA KA 52 POBIIO b 00 Muityr

Ecrin et 3a0yCTANM APOTPAWNY CIONIAL W, HE BREAR KOMAL/, HAKMETE KNARKIN
<Cirl>=<D>, To BCe MPELIAYUIME IR COTPYTCR. ByduTe SHMMATEMMH, £
22X0/43 3 APOTPaVISL Be3 CCXPAIIGHIR UCTONIYHTO TOND KNagHUIM <CHT> +<C.

TIOMIO 5TOQ. ¥ COPBHC CLOD GOTL HECKDTLKO JOMOMHRTETGHEX AHPEKIOPHi,
STIPOUIIGIIAN COTANPS PACHACANNE. BOT PUCHPUACACIHE BLITOTIALNEIX CLEND-
PHED 10 KaTATOTIN:

A feteferan.hourly — caenacne;
 Jeteferon.daily — xerenmo;
o fetelero

aveekly — GKeHeaabIO:
€ feteferan.manthly — exemecsa,

Bpose 006 MPOGIO, KO e CrIeHADHI BEMOAICTEN CHICHERENEHO, 10 & KAKOE
BPEMT B KaKOH A€M Heaenu? Bee CTANET £CHO, €CIH NIOCMOTPSTS HI KOKDHTY-
Penont 1t s cepiich ron Qi fele/eromtah, Fww e caeIyie Grpoe

b vost wwmoparrs semescear.aourly

EoeL suampacts Juiefiiva daity
ol sunmparks Jenefaze. miskly

Lt v roct renoparts secjoren.noncaly

B i0uzie CIORI yRRIIBICTCR Bpems sanounein i, Bhi MOReTe mvet, ¢
TaK, \TO CUEHIPHN 3 AMpeKTOpun fctceron.monthly KITHYT BHINCAKATECS exe-
waci0, A 50, NAMRIMA GHOTO CHMADTHSEERHE # TOLKQ 110 YO0, Ok
oa—

OBPETHTE TAKKS EIHMAIIAC, WIEO 1 TEAN THDEKTADHAS Y CCTh CHIEHAPHIN. B2
HEYRHBIE NOAHO YGPaTS, HTOSS! HIMHIIIE to HIFPYAGTE CHCTEMY, WM SN
DOBATL X DHINOIIEIHE K2 PYTOR BPENF,

Hrofit: TPOCHOTPETD GIUCOK. CYINECTOYNLNX W/GKHF, BLRKHIITIC KONGIL
rontab € MAPAMETPOM -1, JINS PEIAKTHPOTTHIIR YK COBLAINX SANHCETE HHIKLw
HATE KOMBHAY Sconc C MAPANETOOM ~o. B OTOT HA JTO TANYETHICA TeKCTOMI
PIRTOP, B KOTOPEM MMCHO KpPEtCI WAt ey . Kesatm, eciin mm He ato-
T € TN PEIARTOROM, TO MOPYT BOMHKHYTE MPOGIENEE, NIGTOMY 470 08 200~
100 crewamell, TOrIa ApmTe nawy <F1> n soenolsyiie
cnpazioit, Komnum Toue wa:umen cofiato. Tlo BUX0AY H3 5TETO peaayp
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Terreph A01YCTHM, 170 HEOBKOIMNMO BHITOMHAT B OMpemencilioe Bpem (nouae
OKOHMaHHA PABOEr 1) PEIPONOE KOMAPODUMSE, A ¥TO £SAH B KIKOR-2H30
6Ho COTPYAUM K1 TCRAIACY 1A PAIRS, 1 AN HEOOXOIMO BMIO.HNTE OREPa-
T, KOTOPLIC GO BATPYABAT CHITCMY. T3 FTOM CTYHAE PERePEHOS KOMIPODI-
b Bye1 MEWATs WX PABOTE. 1 IOTHAHEE OTIOANTS SATYCK SAIAKTHA

as petucing 5ok npofincich CoRMAITE 30ty KONAHAON buzch. Eomi B Mo~
VOIRT BNOUHCHAS T8 CCBE GYIET MCPYAEH. TO paGoTa OYeT HawTa. Ko-
10 HATPY2KA HA CEPED GY.IET MUHHMANSKOR, U0 ywomsanmia wenes 0.8 %

3.5.2. MnannpoBLWwKK 3apay

oA <. x0CTETOAC NPOCTA H YIOBIA. HO €& S01AHAS BOWIOIAIOTCE OHO-
KATING, & MHOTUS F52% LIMCTPATORA (TO /K€ PESEPUOS KOTNPOBALHE) The-
0T MHOTOKPEFIO D 211yCK2. (QUYSTHSS, 1O 1t TENAMROKAT PERPIHIE KO-
IR ExCERI0 110 acon ecps. Kinki e, waBupan, kowsity +F
HE OMEHY WHTEPECHD, 410 HOAOECT SEPET HeAEME) PABOTEN  HIXOHETCA KAICTO On-
THMMSHPOBATS 30104y, COINRRATL aiih CUSHAPHE TOKE 1ie CAMIIKON YAGNO, 10~
105y 4170 HEOTROAO e BT G ACH 57,

Hpoima pemacics wepus wenonbsdisie npopassibe cran. T nora ¥ Kac
JUKSH GBITh YOTAHOBICH ACMOR Crond, 3 TySILe, €60 B BKIKAMATE 810 B AGTO-
snmy3ky.

IIns paderer o aemoHos Grond CNCALIFETS Mporpamya crontab. Hrofkt aofa-
BT HOBYIO MG © FACTHCAIIKE, HEOBXOIMO BLITOMIBTY ¢e G635 NaPAMCTPOT,
BLUCT I 970 MORBITCH NYCTOR CIPOKL, # KOTOPO OAHO H5ATH NIABIOH -
1 H HCODXOAHIYED KDWY, T3 OBLUIEM EMAE 3T0 BILTATIT KaK:

VYT am e MRCAL NeUEKRESTA Fomema
Tei HeneTi yKasBAETER wacnom 07 0 10 7. Ha nockpecense yxamnaior 0 i 7
70 61O UMEHIIO TAK, fIOTONY 4TO § PASTHNHLIX CTPAIIAX HO-PIHIOM ONpUIcs

RETER NTIO KGRI = TATO ¢ NOHCCTLHHK, A WHDTA & BOCKPOSEITLA
B 11EpOM Cy5e YAOGHO HICTARTATS JHa4eHNs €T | 10 7, B 5pyToM — o7 030 6.

Fihn kaxoF- om0 TAPOMET]Y He UMEET Sz, T0 THECTO Kerd HEoBXomD 1o~
CraDATE 303104KY.
Tenepe PALCRIOTRHM HECKOILK UDHNEPOS,

W8 H o fweionefuackap]_sor ol

Jacet, 3AMOACHLI 0340 siem 1 mpecyT. TaK KK DCTATNINE NPAYETPbI He YKa-
e, §C KOWANAA BYACT DbIIOTHNThON SREAHSKO D 5, GHE SABHCHNOCTD 0T 2168
HENENH, HCAA KK VECLA.

BI70 44U e Flener nackr?_ser i
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Tipottecs -~ 370 Tporpama i € 107omoK. T JAYCKE TPOrPANYL! COMACTER
HOBLI TPOLECE, B KOTOPOM 1§ PAGOTAET Kor. KAKans Mporpama noma hysk-
HUORHPOBATE © OMPEAEMCHALIMK TPRBAMK. CEPBISCE, KOTOpbIE AKTHBWIIPYIOTCR
RpK CTapTe cucTens, D6AAAKT MpasINH ro0t MK hobody (Ber mpac). TTporpay-
ME, IOTODbiE HINORKAICTOR W3 KONANMION CTDOKH, KAZEACHN (PRSAMK TAMyC-
THBIETO NOT630RATENs, e e ykatay SULD- wais SCGID-Ghr, aph KoTapow mpe-
TPAMMA Kn€eT TpABA BAATEN5UA,

CyltecTayer 250 OCHOBHEX T TIpOLEcCOB ~ oiicEm} (background) i uen-
TR (foreground). LenTpanuHbii NDONECS A ONPELETRHHOND. TEPMAIIATS
MOHET GLITH TOTLKD 01k, HAGPHMED, SAYCTIG [0 KIMAKTE 1< APOTpAMMY man
AT MPOCNOTDA (OMOIIH, 61 HE CHOKETE REIMTGHRATE IYTHE KOMAWAL, HOKD HE
BwaflETe W3 NEOTPANNL! A,

¥ Tex, KT0 THaKOM ¢ TporpamMaii Midnight Commander, NOIKET BOIHUKHYTL Bo-
FIPOG — @ KK e TOrAa PaBoTAeT MC i GTHOBPEMEINIO  Hew WORHO DUITONHATE
wmtrya? OTREr IPOCT, MPOLECCH MOTYT TOPOKAATS ApyHE Mponecch:. To ue
pOHEXOAMT 11 & MC, HO €0:tn €10 JAKPHITh, TO SAKPOIOTCA  BGE TOPOKACHENIE
npoueccy

3.4.1. CMeHa pexuma

DOHOBLMK TIDOLECCANI RELTOTSA BE CEPBHCH. OHM AIMTHMIT CRON ATCTOA
napanienoHo ¢ Bawel PAGOTON. HO Bt 5 GIOHOBOM PURMNE HCICTC ANYSTHTL
oGyt nporpavMy. J119 3TOrO AQSTATOHO TIOCHE YKAIAHA KOMAKIS wEDEs Mpo-
e nocTanTL 3hax “&". [[ATpiMEp, BLITOIKAT CEiMaC CIEAYIOLYIO KONANIY:

mar 15 4

B OTBT Ha 30 BE He YBUINTE (il TOMOLIN, A HA KpAHE TIONEWTCR TOAGKD
erpora:
11 202

TI02e 3TOM0 Tepmmkail CROk2 rOTon pABOTATE, MOTONY HTO 1IEHTPATLHNH MpOITece
JTYCTHT KOMAHZY a0 13 B OHOBOM PEICHNE, W CHOBORCH T1A BbiTONHEHMS He-
BLIX AHPETHS

A 70 3 Ml YEMAETH B OTDET HA BMTOTHERHE KOMAHILI? B KBRIPATHLIX CKOGKAS
TOKa3an MOPEAKOBEINH KOMEP (ROOROID NPOUCCLa, KOTOpSit MEI 3ANYCTIN. D70
MO BYIET MOGAEAORTERPH YhenuaaRATRCL B IBHHON Coywae 370 1EpBaS
KQMALITA, NO3TONY 1 KBAAPATHEIX COTKAX CTOWT ETHHHLA. D70 G0 GOPYIPY-
©TCR 13 KIATOTO MOTEI0BATETH. ECAH BOTH 0 CHCTeMy $€pes BTOPOR Tepmiticn
W 320G THTE GoHOBSIIE MPOUECS, TO Bh1 YEHAWTE MPUNMCPHO CACAYIOIGEE:

(11 2833
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Bpen MHCTANIMMK pOTpaMMs 13 RPM-nakera, HO Bbi AOMAwt SHITL WX
CTRYKTYPY, H7OBEI MOKHO G510 WIMEHHTE KAKE-TU TPAHCTDH! & SIYMIe HEOS-
0UMOCTH.

Kanian ¢1pOKa 3 KOMGHTy pALHOION (FIE COCTONT 3 HETHPEX 107eM, pasae-
St npoGen

3 THD MOV — MATKET NPAHAMATI Q0110 I CHEY KLY i

o azth - ayTRUTAGUKANGA W NPODCPKA TPRIACTHE TOALIOBATECT;

* Ao — PACHNGASICHHS PECYPOOR CHSTUNM NCAAY MOTBIOBATERYH;
* sension -~ MoK CRCCHM H PETHCIPAIMMH ACHTEMA NOMEORATENCH,
+ passisord — NPOLEPKA NAPOTA;

T {mar — CmpeZENSET TAPANETPL MOIVAE. JAECH MOKIO HCMOMBITATH TRH
P

o reasired — oBRITEn U
* cpLitnal — HecSaTeNNbI:
* sufficient— oGTATOMINT
1 ot myTe K iy wonyns;
00 aprymeTe: ways

PacemOTp M MpHCH KOQHTYpaHORKOTD gniing ana FTP-cepouca, KoTopif
HoaTen R haiite fete/pam.aiftp.

equized ssscarity/par_listfile.so itsm-iser sense-
ferilbpasers oores mneen
catired  /Lik/SeciTity/par_atast.so seryicesysten-with
Wth ccanived  libisemarity/par ahel L. so
scigact caguired  /Lib/secirizy/pan sTack.sc sereloseysten-aith
sesvion recu.sed  /Lib/secir:Ty/pam Stact.ag seryice-systen with

Bro e, s nam Heofxou0 sarh. OcraabRoe Geper Ka ceBs MporpaNa
Gepunca 63 HAUKTO BMCUIICALETER.

3.4. Npoueccb

s TOr0 IO HiEKTHERO YTIPRETATS CBOH KOMTLIOTEDOM, BL1 AOMKIL /105~
KOHAISHO UIYHWTE CROW CEPREP H PAGGTAIOILIME HA HEN MpoUecce, BIIomas s
CpBep, STOYMEITCHHIK NOSTAPACTER TANYCTATS Ha Hew KakyK-THGO NPOTpaM-
vy, KOTOPas HEINNETHO GYZST BLIADATI, Xakepy Wpana ool & ckcrevs. Taux
TPOTPIMH 1 CETH DCINKOE MIGHECTEO, H K HHY UTIIOGHTCA PAITHAHLIC TRORHOKHE
AporpH
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i npanieecus sanscarcr. Jla, wae curyaums Guoaiot 1 8 OC Linus. Len-
TPAOLILMI TPOHECC MOWeT DEITE LT G NOMOUMNO KOMIMMAIMN KABHL
“Crfe—:C> wm <Cuat>+<Break>. Ho 3707 METOA cPABATHIBAET HE BO BCEX ony-
X WG 478 DCeX MPOTPAMM. EGTW 16 YAGETCH MBCPIINTS MPOLECC no-
XOPOUEVY. T MOAIIY AGCTYONTE Misarse. J[78 JTOTO CYIIECTRYET KOMAHLA k111,
UToGhs OTEIOUHTE APONEEE 10 HHONTY HAEHTHGHKATODY (FOT. 70 MUl DHACIN 0
KBLIPATHEIX CKOTKAX). HEITOMLIYHTE KOM3HRL

PSS

Tlapanierp - Kywwa saMeny i Kowep ipotiecca. 1lanpusiep, TOGe 3a8epUOIT
GOy BOHOBOR MPOI PAIMI MAR, HHO DLIIOTINTL:
[ERERY]

Jaew cpany e SRIYCIUTE KON jobs. BU ADTRHL YEUETs Ha HKpae coof-
Inene Tima:

14 Temimared  man 1t
TSI 1RO BATORH KOVHWTN $ckss NPOVPANMI TN SOTbUIE HE GyAeT.
Bl naa 501012 SABCINHTL TAGOTY HPOUSCEA, KOTOD6LH JANYLLIEH KE DaMA 10 04

3uacTe cro PID, TO HYAKHO BLIGNHIT, KOMHAY
Killn

Inak mpieiTa 1 30N CayAE He Hyen TOTD KOMOKAD <L. MNET NPOLECE
¥ KOT9pOTO PID paBeh YKAXHKONY SHETY £  MOCBUMET CHr R 110 SLBEPILZRI

3.4.3. NpocMoTp NpoLeccos

€ COMOILMO KONAISM foks To1 MOKETE YENIOTD TONEHO JATYISIILE BaMH TIpo-
teceLl. UTOBLS MDAIOBONLICTEOBATL, EM 34 MMAIOTCH DCTNLMSIE 11DE30BATENH
B SHeTENME, K0 BHINCINHT KON&ILZY pa. ECe J0yCTITL ¢o §er mapameTos,
TO Pe3ILTAT HA SKPAHE YIET MPHMEDHO eaeayioULl:

BT e

1682 L 0s
[EIER T

TICTiED KaMm SETRME KOUAHKH, KOTOPHE IR HARION HACH ApIKAITD WAOHECCH,
TEpwHHdn. HQ KOTOPOM 3AMYDIE NROTPAMMA, BDENA PAGOTL) 1 BLINONRAENE
KoMariaa.

1O HAneKO He Mo CTnok. SO0k YENAE L BCE MAOUICLCH, CHEYET BLNOT-
HHTB KOMBHAY 55 € K00 ~a. HO W 270 €1Ke HE Rech NEPEsei, L0y 51 o
GPAOATCA TOARKE MPOTPL CROEO TepuAnAIA. Bean TEEBYETeR MONAbL ok
POUECOD, FAMYICHIT €0 BGCX TEpsHAAIIOD, TO HyAHO J05aBATE K10 —. Tlo-
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B KRAIPATHUIX CKOBKEX DTATE HHCID 1, & BOT CIETYIONICE THIMGHAL OTIMACTER
OT BLIBEIEHHOTO KL REPBOM TEPNHFALTE it GYAET nceria Apyrist, o D (Process
11, @i dueKaTop 1epUIEEEa) CU3IMOD HPONEECA, ABIAETCA YHHGLT kb
B0E BOABIORATEIER, DTO AT, TG €GN Bbt SATYCTHI NPIIECE € HOMSPON
2802, O ApyTO NOALOBATETL HMKOTIA lle YBUANT ITOTO MAEKTWNKATOPA. Ero
PID Sy e pyrit

TUIOHHHTE HACKTHAMIATODH, KOTOPbIE Bl YSWASI, DOCOCACTOHK 01 APATG-
arres.

UroBla YIEITL, KAKMC NPOECCH ¥ BT FANYWICHL, BUIGTHNTE KOMAMTY jcbe.
B orsis a 310 s oy e

[0 - Slepesd  man lx

B ATHHOM CAYHAE MH BIETN, 70 NPOUCCE © HOWEPOW {1 | 3aTPYKEH B NAMATS, W
COUTORME KUMRHAN T 15 —- y3epmnd (UCTAIONTEH).

K2ko CMBISIT B TOM. 910 Mbl OTAPAE M MTpOCHOTP hafina NOMODUL & thoHoRkiH
pesany? 5 1ie 4y mBIBPAI STy KONamiy, HUTaMY 4TO B 370N €3 13 peson, Bia 1 ax-
Bl MouEKT MoKeTe CaeAATs (OOBHIT peXH OGHOBKBIN, T1ng IT0r0 1rE0BXOMM-
MO BBECTU KOMAIY %G 54, CAP HHGTO 1 YKASHIGAET HOMED SN0 NPOLECEa, Kor
TOPHF BLI BHAC M B KudapaTILI CKOBKAX. FIONPORYHTC cCiuac sbiOMHATL 7y
UPTURY, W ISP AW STRPOCTCN ZAmyHEH 133 NHOEPANAA AN, OTOGPARAI-
Uz o] MO B KGR IOTAANIG KOWAILALY -3,

Fa 1POIECe MOWHO CAENATD UCHTPANSHBIY, SHEUHT MOKHO DOCTYMHTE i HaoGo-
P Urbu neprym nporece b oHOBuR  pEv,  HaAMATE G
<Crrl>+<7>, Ulepea BavH CHOKN TIORRWTCA KOMAIZKGR CTROKa, Bunomsmre
KOMaH1y 70723, STOBM YIEAHTICH, 9TO KOMEHAA man 13 BeC €URE PABOTHET.

ECTH B NDOTPANMS CCTE BOTNORIOCTL BHIOTHATS CHCTEMHHE KOMIIAS, TO sne-
60 CONETAIE KANDMW <CHT+<L> MowIIG BLNOARNTL Komanay &g 1. Mne-
50 | — 370 cHoBa HOVEp MpoLIEcea.

3.4.2. OcraHoBKa NPoLEccoB

Ur05u IpeRpTIITE PASOTAIONIE NPOICEC. 1ICOBXOTAMO CASTATL €1t NEHTPi(-
HBID W OCTIHOBHTS LUITATHHNR CPEJCTEM, UANLE BOErD, ia SKPANE CCT) HOICKIT-
3, KOTOPAX UOKOMET BB H3 IPOTPaNMB. TG 0K OTCYTCTBYET, TO GreayeT
QBPATHTAEA K AOKY WEITAIIN M IPOCMOTPETS (A TONMOIL I TPOTPaNIME 4epes
oS-

Tiparieccu, paBoraiouuie TOLKG § ore. C MUEYT Berts DHBEACHS 52 nEpCaHi
[1H, JI, 1% TOTO GTOfL WX OCTAHORMTS. €CTh CMELMANH3HPOBAKHBIE KONAHALL KO-
TOpHIE N BEETO NEIOT M

sz ssop
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CoMATE CebUIRY A1 At fetc/shadow b He WMCHITS e¢ MPABA, TO NOIKETE 0~
MPOLLATLCA ¢ GAPOARMH, UX YKPAZYT Wit OGHAT. TloMHUTE, 9T0 MOGR Onepa-
WA G HIMEHENME QRIG CAMROIMHOR COLLTEM SITAFHBAET HEMOCPEACTRRNK
san G

ESti 031 PSSO HCOONLI0BAT CHMBONBHILIC CCLEAKH, TO ile 3a6YATe 06 0GoBen-
WOGTH JOPHMPOREINS NPAR ADETYMA 15 i, MOKETE Aimke PLISHTS U3 MOKI-
Ope HAAMACY: “Centicn 1 i COVAROTES € OB (paisaal]*

4.2. YnpaBneHvie rpynnamu

Haie ayieine wompoca ¢ Cosaael rpynn. 470 370 Takoe? JonyeTim, 4o 1
wawet ceri 1600 nonssosatertels, 500 w3 KOTOPHX JOMKHb HHCTE TOCTYIE & hati-
R Gysrantegexol omenoct, Kax noctyanie? Moo kaxacaty ms 500 noms-
TORGTCAEHE 1SR NPARA 1 (KRBT Al 1 3a56Ts 06 TOM 20 OpeETEMHO-
2 BEMEI. A TEReDn, [PEACTAR, 110 HYKIG STWOINTI 70 Paapervel e, OnaTh
BHICAMATE 500 KOMIILL 7 KRAIOTO MOAB0BATEN? A MOKET DHTE TneaTs, cof-
stneriya nparpamsey? (8 Crocoia Heya0GHA M TPESYIOT SOTbULY YOWTHA

T s OGLCAMIHTL YTHX NIOGSOBTETEN B FPYNNY, 4 Y2k el 1ain 1PAko Ha w-
HUIBOAIHE CHPEIEAENROD Bt BAOSTEACTOMN, SN HYAHO JANPETHT 100~
311, T0 OOl KOMANOH OTICIHAEY PAIPELIEHIE T1A FPYTNLL, 1 8Ce SO0 nathio-
wiretei Goiibine He esoryT padorate ¢ thaiinos. Yaofo? e osetrs

BOC Red flat Linux hce n0Ms20narests apniHGhadencs s kacoi-1udo rpynne.
e npi pBenciiH HOBOH YHCTHON 300k IPYIND HE yKauka, T ORA GyaeT
COMIND MO YAOALEIO 103 HNEIIEM (107630BITEAR

4.2.1. foGaeneHue rpynnul

1195 COMINA HOBOH PTG MCMDITLAYETER KOMANME srovsssd, ONA RTWSINT
caeayiomt ofpason:

ronsacd Lg g7 [oll [ %1 [ #1 e

[lEene 1NEIH KOMAILIH MOPKHO YKA3LBITS CREAYIOWKE HAPAMCTPE

01 - yio— waeHsmpKaTOp NPYINM. P10 HEOTPHUATEMHTS YMGTO, KDTODOE
AONKIO T, SUKATLNO, FETH RS BNEIN SHANEIIME, KOTOPOE yike HCOMbty-
BICA b CHOTEME, TO ju1a HOPHILIBHOT OTRAGOTIN KO HYAHIO AOBADNTS
S K04 0. B GOMIMNCTAC GAYIACH WASTHUKATOP BAOCILE e HyKHO
yxrsergaty, TOTIa CHOTEMD BOSHMET NEpBoe CBOGOIHOE AHEISIME, NAkKAN
©500;

T - JTOT KO YKAIABAET 112 HOOBKOANNOCTD CORIAMIIA CHCTEMHOR TYTINEL
M rfhKaTOpa! TaKW TPYTI KaXOMATCH © awanusone oT 0 36 499, Ectk
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TeniGpb ACHO, 10 €S MACKA PARITA 092, TO 18 1108070 diabina GyyT yeranoe-
el ApE 666-002=664, @ 30 COTHErCIIYET - T, 4 1K ANCUHK G022
opsty:ia BaeHHTER W G66-0022=6H, 470 66T 03tiasats - s -

Jlas AGDEXTSpI PACHET HANOTIRELR, 1 Mpi sacke pamioh U0Z, o o
Gyay yerumnmareca npusa 777002775 (drwxewsrx). 1§ cayuac o macko
1022 swadenne onpenensetce kak 777-002-755, 2 70 CouThusyEr npdnin
TRLr=s, 1. B, BOE IR IERN CROLY T 1OCH TP APEK TDHI 1 YRAT
conepRanmecs s He i,

Boe 970 fre €070 xopoto, TCTH BIATETEL ZOTHEH WMETD SOGTY, OCTATO Wb
VA DOAHOUEHHON PABOTLI ¢ GAANAMM 1 MPERTOPHANA, 10 DETANG L BOOTIE 1E
SONKHE UNETE DPAB. DTY CrIYIIAI MOWHO MEGPIBATI miMEnCHUEY Matkr,
51 PEKOMEIYIO YeTaHORATL e B 077, B MO Ciiy e Urs ApeKTOpMi npasa Gyayr
arpenensiia ki 777-077-700 (WM drax--—--), 2 418 pafinon — 666-477-6)
G -). Torag gosiyn  dhaiiay wweer mmeo nweser. Bee oora-
e — Ot

s pucsere npas ua daiin MOHO NOIYATE, STO 1 otwnes, hoh 666-077 pue-
K0 e pasHo 600, TIoesy 3Ke Tak nony-usiocs? TIPOCTY bLeeTaIME 1POHENOm
OPIOPAING, . €. NEPRIA 1Pa 6 & WHCAE MARYT NEPERS 1paihpa 0 5 Wace, Tarcn
onepaun npowsEomIca co wapun nadpus (67) 1 v e s
BERYATE NOMYSQETCH OVPLEITE b M. TO O OKPYCINETES 10 VAT,

Bur vakoe mooacene 487 UG Yike yeTpannaer. HTobs YOTAHODHTL KOGy Mot
Ky BHOAKITE KOARIY widsic vz, 1 HEHIEN CAYIRE 3T fyjet i |

4.1.5. NMpaea gocTyna K cChUiKam

B pasd. 3.1.3 ¥ PACCHAYIMBANH ACETRHE W CHYBOALIIME CCUTRH Ha dall
078 BENOMHI MDA 1 TCECTRRE COLAH:

In

1021 T x
33021 -rumi-

RosL 0 reb 22 1223 LisL
ook fTel £2 12019 Titkotxn

Kk oWuTs, npasa a8CoMoTHO MaeTHaeL H 1818100k, 4O Bk APYTOrO U a¢
CHRUIATH, BEb Y CCLOK AZCKPIITOPI DIMIIKOBLE.

C eHMBOTLHEIN CeBnkaNI REHO 0OCIOHT KyAL Kyske. Bot UpRMCH OcBin
ik 1 CHMEOTEHOR CouTion 1A HET W3 7010 ke piao. 3.1.3:

3130721 —ne-r. 1 raot Taor
315085 Lowewezx L zeol xol § 5

b 2 1278 Vin

22 12:6 syebstiinl > Lave Lt

Tlephen eTpoKa concmrnT ottt o daibie, & 50 KTOPOR — WAXVIHTEA Cix
HOMEHE cooun. Kas Brssre, Y HEe OTKPHT ABCOMmOTIO Mokl 1ooTyn. Bean
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4.2.3. Ypanenve rpynn

Teneps paceMoTpHY, KAK MOKNO YHAMWTL rpymny. LIS OTOTO WENOMe3yeTCA
KOMIHA ascup:

gl e

TIpi BUMOIHEHMM 1D KOMIHIW B AOMKHE! CAMOCTOSTENLHO MPOECPHTE BCE
i, BAUTTEEM KOYOPbIx SBINETCA YAATAENAR TPYTNA, K IDH I1EODNCTHMO-
T HOMEINTL CoTeTDeInINK, WiIz4e ; TaKH AAAM CMOAET HOTY AT 20CTSH
OB FOCL-AAMHRHCTPATOP.

Haui €Ule SIMETHT, w70 FpyTiry s Y@KTS, €Cm 5 el EC1b TOIBIoRaTE. 1A
CHataIa #x YISO BbiBECIM W3 TDYNMbL, B TOALEO NOTOM BHNOTHATY KOMAIY

o

4.3. Ynpaenenve nonssosatenamu

/1 SOBRBNEINA MOML3OBATEA HENOALIYETOR KOWANAQ usersdd. C 08 AOMOLIMIO
ToRe MOTID WIMENTL HIBHEKKH 110 YMOAYA 10, KO OPrE Byt npMChiNk T
ey eTHOR JAHCH

KoNauaa ewranauT eneayicwns o5pasom:
eocedd napenseop et

Tlapaverpon OTEKs wHoro, GOTBUMHCIBO i WHX sam Miskowo 10 dury
tcipassWOTd, KOTOplati M PACOMATPHBATH & 27. 3. PACCHOTPMS KEKA 2Pry-
o

0 - — (POCIOE TEKETOBOE OTHCTHHE, KOTOPOE MoReT GbiTe Mobhus;
1 -2 — xowani MR KaTLIOr OO RATEIN,

0 -2 272 GTRTKERHE YHETHON IAMHON, TIOCTE KOTOPOH 1HONIAOKATETh CTAHEY
nexTBN, BbonsToR & hoprate 'Y T-MM-T;

0 -t — xonuecTe0 MHeit 20 OTRAKOTEHHA. TloKoke HA (IPAME!D —<, TOTOKO YKa-
96iRASTCA NSPHOL OTHOCHTEALHO TeKyINGH 1aTH, EUH 3AHCE HYAKHO OTINO-
T CpR3Y MOCAE CORIANMA, 10 HCIOTLIYITE THAEHKE 0. TTo YMOTHARAIO Yo~
TAHUBINBACTOR ~3, \TO COOTEECYBYET GECKOHESHOCTW, T, €. TAMNCH GYAET ak-
THBiOR Boeral;

23 -3 — OCHOBHAR FPYANA, K0TOPO} BYAET NPMHATIEKATS HOMZOBATENS. MakHO
YRrNBATY KA AR, TRK u witenTvdmarap. B Red Hat kst iomaosa i
pHHATACKNT KAKO=HGO TpyHite;

D G I....— AOMCNFMIETHEE TPYNAb, 8 KOTOPX SymeT SyurecTaokam:
ROMG20BETENE. MMEHa CPYTIA (ZPeHACIMIOTES Yepes SaINTyI;
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U HBIOM BLE He YKIHIID SIRHCIIE MPAMGTDH 7, 0 Oy1e7 euBpano npaoe
eroBouoc e veree S00;

O -f — GRoxnpyeT CoBAIME IPYUN © OAMUAROTHME HyeNaM. Eean ykalate
ITOT KIHY, TO KOMAME OTPAGBOTAST, 110 H0RIN CPYINIA fie CHAPMAPYETER, @ YKE
eymeeTiyiouda e GyieT ofonIEThEA

Bl Kie-1HGO |APAMETP e YKAIGHEL T0 G IYT HCUOTBI0BATECE THRYEHHE 10
MO, PUCMOTDHM 1PHAEPH TN TPYTIN (NOGHS SHaks 4" WIET KoY
Meimapn

RORGIAOWE paBoTY KawanL)

aveupd Lastgrenpl b Soam

arovpedd -3 3C€ Sesarous? % Coanars TELA

grovpsdd -1 Leatgrenpd # Coamact Spauy Los
Hiuekee S00) ne o

iy Zeszyrompl ¢ T

T —

¢ 1 38

B wiuapmarss o rpyrnax sofiasasetcs o daiin fetclgroup. OTpaiite ero co-
AepKNMOE, HAPHMEP, & MC 110 KaBGEPHTE B KOMAHANOT CTPOKe:

ot fatelgronp.

37 KOMAHIA BMSOINT 112 DKPH COREPRHMOE i, 7 CAMON KOHLE KOTOPOD M
YeIm1e 1pu Crpoks ¢ ukpOPMALIMEH 0 NOBABNEHLIA KR TPYTTaX:

sessgronnl:ais00:
reslgreupZin 8065

cestyronpirx:ils

alin COcIOWT W3 4 KOMOHOK: M3 TPYNAGL. HAPOTs, WIERTH{KATOP, CHCOK
nasoBareredt, [KOTOHKH PA3AETELH THIKOM ABOETONMS.

B 11epi0lf rpYINIe MLl 1 YKAIIKAT BACITU(HIATOP, 0TOVY CHcTeNa mTPAT
s 1O YMONANHO. BO KTOpOR ~— 1 ABHON WAIC JATAE 1I0ME CPYIIH.
B e e Crpose g rmadusiop pasen 11, norosy o Sa ipoiEH
MeEp 10 YMUTHQHAK) 12 CIICIEMHOTD AMANIIOHG (CTONK30BIACA KON —2).

TloeNetn KouoHRa (HOGIE TTICTHCIO Ws0C ) HHAICTO He COnCimH. 3noch
xounca BT CHUCOK MOTBIOBAIENCH TPYTINL, HO O RYET, TIOTOMY 110 Mer Clle
o e opponi,

4.2.2. PegaktupoBatue rpynns

Tlas peaakTHPOBAHIA NIPANETPOS TPYMIGE NOKHO NANPAMYIO H3MenATY Jaiit
Tetel/group, 1o % pexoMEHILyI AyHUIC HEIIONLIOBAT] KOMANIY roupmed. ¥ STOR
KOMADA TEKWe e KT, 410 W ¥ 5 c aamaxer rpyiny. 8 s
MEHHET HAEETDI yaKe CymeCTEVOwei

cpac, 1O OHa
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B0TGT i 970 10 yHAMTS IPRIIQUICHNG HBCET TIANOIL W NOACHEHA 0 HC0Txon
IOCTH ZeRATL €10 GnoKKbi, COOGHIENIE, KOTOPOE BLIZIET TPOTPAYNG, BHAR-
i caenyiomis 0Bpason:

Maraing pramCrd for wser Tibert

T fan o chosse Uhe new paSioad f DABAFATASS

5 vaid pasaosd should Le s rux o2 ppes dn losss sase Lo

i At SLuen Gumniezs. %ol Sas ure 4a 3 Chaccter long
messword with chasaclets frew at lezst 3 o these 1 slasses, ot

47 cRanastir Jerg prosesd cintainiog chavectess Trev all rhs

tlasses. “naractors thet Tomm 3 camon petbetn are diacarced by
the check.

Ao Sheale v ol al lwst 3 woxis, L2 Lo 40 Gavaciazs
3 m contain sreagh diferonl hasaclers

Aitarmarively, F naone als can see yenr Temital ww, yloan

Ptk this a3 yar masmerd: “nriago Let sairen,

70 10-PYCCKM T0YHAT IPUMEPIIO CICTVIOIKH AOpION:

vehmenca NOFQTE A 10

(IO 1 VORI GUBRATL MO MATOT. WOV ATTAMKAG IR 1083

Kopocnb RapoTh RETEG SCEDGRTH MR KNI ASTITWILE X MROTTIE 0y
. % TpVERS SHaTO3. BX MURET® BHSCT IaROh MG B B Cronotin

© AT AR IO WEHRTY T % 4 TAOR WIS MAANR Y3 T rARran,
CORGTANOE MK BORK KDACEQT. GG 73 Uat2> HEMOTLIYUN EAGIOHIE

By ecuepmiyms

IR AIGCRRE S 4073 CoRRER OCROaTE UE 3 GNo2 ofied TMMGE
17 o 45 crimGnom % somapraTh Taseoargasies A

3 @aciuss QICREATYS, CO S A MEMDED GG UG QeoTDY w1 D)
A, meoo danmasesses Nisen. trislabelLal_scaze

Kok DS, KOMANAA pe3swt SUGKOMHT 112G C OGHOBHLIH MPISHATMK COIIRUHA
IR IAPOCH 1 AE 1PEIATA] 1UMEp, KOTOP JOCTATONHO Attt i
COnPHAT puTtRANRS Cunsr. HO 5 16 CTa.1 (sl €10 WETQIKIORITE, 1TONY 40
QH GOCTOWY w3 BIOMHE Wr1GEMBEY (106, IMOYMMUITEHHHK XOKET AYCTHIG Nom-
flop naponc tra GO, 1e P nitte Xl OFLEIIIOTER, Kk 51D AendeT
pasenc. THKIA HPOUCAYPA JAUMET SHETET6I0 GOILISE EPEMELIM, S N0ATOp
TIPONA U3 OULIOI CADMY, 10 D HAMEAND. MEHMOC, e AR WApR TH02
OLhsly_9&Z433dr. [I78 1XORICIA ITAN0 NAPOIA CA KA 1S IIMOACT, 8 1O.1-
1At eGP HCCX OIMOHIX BUPIAHTOB OTHHMET ML
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1 n— KU ST COs I AT KATATON TenaakaTens. B Takyio d
porrIpK Gy CKOnMpOBaNA ke diafinas w3 icteiskel;

— ne costamu . romaln xaraor. T yMOA<IINO AupesTapwn (ropsit
PYETCA B /Hicme Kool sopazciis, "TOGLU 7TOTQ WIDEAITS. HYKHO ABHO APORK:
Th B KOMaHRE 3ANpET:

0 -+ — Ccam YKAZATE SO NEPAMEID, T0 k KHUEL TR AIHTHOUKETOP: Gy eT -
BpaHO HET0 13 CHETENIIOR QORACTH;

D p— suappORANLI HAPOML, KOTCPUT NOKHO MOAYATL © oMM
sono

3 - — KOMBHARW W1 ICEUPETATOP, KOTOPUt Gy Aer OSPAGATIIRITS AMpeTHS!
nomAOBaTE .

O - anenrudusarop, koropuili Jooxen G yimekamasne. Len cro ke
YCTRHIBINBATE, TO CHCTEMA BEIGEPET CBOGOAIIOE HiBue e,

Casmi 10CHC WHTE 1APAETD —— WALA CORITBAEMON YHeTHO i, JaraiiTe pac-
CMOTPH, KAC HOAHO 05ABHTL 1OBO0 AOEAKITENS ! Wt oberL, A koTo-
PO e ua4eNN BYLYT YCTAMOBICHI 10 YHOIMRIIO:

sevads 1ner
tnsys—"

B tiepno CTpAKG Wi CO3aaeN HOBOTD NOIEAMITEN K0 whicHn robert, BTopn
TpOKa BLIBOTAT 1A JKPAH CoNEpRMIOC fiakixa fete/passwd, cae xpawTes -
papMaLIsH O BCEX YHETHLIX 2aNHCAX. H FAKAOMTENLHIR STPOKT & Hew GYACT Shi-
FIAETE ClenyiONUN OBpio:

BTN 0501 e e fbla/Uash

Terombre dhapvar A7ara daliaa. KOTOPHIT b paccHATpHsaTH B pase. 3.3, Tep-
Bt TEPAMETp—— IO WA, JAYEH CTOMT KAPAh, KOTOPLH} CHPATAR K Telicoom
dadine, nomOMY yieew %, JaIe Creior wicH g 10
TpynnLL, TaK (OAY<0I0CE, 4T B OBOMX CIYIZX CBOGOHEIM ORAZAMHCH HOMCPA,
pamniae SO1, 0OVTOMY WNEHIIMKATOP OIHIZKOAH, 110 OTO TAREKD He BCETR
Tax. TIoToM mAST 0@ K@Y 0T nomsoRarers. T YHOMHALMR boe Anper-
oMK COTUOTCA 1 BAOKE THOTHE 1 COOTBCTCTBY 10V WEHN 1ONKIOBATCIR
Jaeaitve nocuoTpay baitn etc/shadow. OGpATHTE BHMMHKE, UTO B CTpOKIY
nO:nssORATCIgH faberl i Tenver CTONT A KOCKNAATEIMIEIX IIAKD, MI HE Y¥1-
LB 04O 1 BOFTH 1 GHCTENY Ile MOWEN, S % e COBETYR) S50 JAABATS NP
st TOUKSOBITCI, P50 MATIMC MYICHIA, IOTOMY 'T HYAKHO WIHDpOBATs
€0 (yninel cxyTt. I TN NCT rUANTHI CIOHUOCTH ARG, Jlytine k-
3T €10 LOCE COVANAS HOISIORTEIR ¢ IOMOUO KO/l Fassit

sassed cobor
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A fasaifte ROCMOTPHM, 110 CEANAC HAXOIMTSA B JOMALIHGM KATUTONE HOROTO
HoMsOnATNA. Bt IymaeTe, 470 Taw HHero e1? Tiposepu. Tlepelmime k kata-
or dhome/rabert v BuT0IHTE eIy KOMEAIY:

12 -al froma/robart

K104 ~a 3acTaBIRET OTOBpAKATY BOE (BALTE (B TOM *morie » CHCTewHIIC), & =% —
BHIBOANT MOAPOBHYIO MHGOPMALIO. PE3YTLIAT BAOMHENWS TAKO KOMANIH
XOTAEH BBITILIRETS TPMNEPHD CTEAYION OFpason

Frr— 3 2035 Ko 28
amecor 5 raot. 136 bov 25 .
. anart 2 > basr_logot
B rabart. 191 vew hast prosil
© ol robert 124 basi
1 robier B
L cobes: e
4 robers tev

Oparame mummane, 70 1 oipesTopan 6 daion w oMK noAKATAIoT. Caos
WHTEPECHOR IBXOAMTCH B 1PETLEH 1 HETREPTON KOTOWKX, FiE PACAONATIOTCA MR
1 rpyna Bnageneua dafin cooveeTcTRENHO. B oG Cronbiiax nosit EwE Yit-
9840 MR robcrt, e TIOT610B41GTA © TN HMCHCH bt TOIIBKO 'O GOSN, T0
Ipyislly — peT. Benowaute paz. 4.2. Tipn orcyteThu napaverpon HacTpoiiin
BTOMATHIEC KM GOPMHDYETC TPYTINA C TAKINM e HMEIIEN, 10 B Y& (HAA 2Tch,
7 T GPIBY e TIOMEWETER BCE HEOBXONOE 0 HOBOM ROTEIOBATEIC

Eume onttn 1radne, THIncd ¢ wagren i anyx Toue (..), YITINBAOLAR Ha PO
TenbcKMil KaTaor, OpHiLaseRnT root. Movewy? Hlombsosaters tobert — suale-
e Tekywielh Aupetcrophn Thomelrober, (om SCCh XOTAH), HO KATATO DL
Jhome nie ero npan

Boe dhalinm w nani, soropse ApmiAIICAIT yucTHOl mudcn robert, ocrymnt
AT wrenng n sanacn. [loT630BITe e TyTnm RIbERL W ACC OCTAIAHRIE MOTYT TOM-
KO MPOCAATPIGHAT I popSAIBAIa, & PAIDELIE IS 112 WHENEHRE ¥ 11X 1eT.

4.3.1, Daiinbi U NANKK HOBOTO NoNL3oBaTens

Orsyua Gepyrea dafiau & namke waworo nompsomaens? [lpw dopwupasanu
Y1€THOM 33NHCH © COOTDETUTOYIULYH0 ACMAAIIIIO 1l IKY KOMIPYIONGH nCe paikii
W nomeaanor w2 feteiskel. flapaifTe cosmiM cON Gl B 1ol APEKTOPHH H
ROCHOTPI, HOWAIET 2 OH 1 1KY HORO1 0 HOULAOKETE? 1ODH] KT He nbi-
AYMBIRATS, BRNIONTIHN CTEIYIONYIO AMPEKTHRY.

T 5> satx/skelilext

3nech IFAETCH KOMAAA 13 ANA NPOCHOTPA COMEPRHUMOTO TERYULEFO KaTwIOr.
[ovom MaeT 182 cummoia “>>" i mya baiina "text” e nanwe fetc/kel. Tasm
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o0 OeKT woer GhiTi, PacenoTpell ¢ pasHix Touek 3petns. [TpocroRt mpu-
Mep W3 KHIHM — HOK, ABMHLICE CTONOBHIM NDEANETON, TDH OTPETENEHHErX OB-
CTORTENBCTREX CTAHOBHTCA Oy.MEM YOWHCTB Wil GPETCTBOM CaMOOGOPONEL.
TOHHO TaK K0 W MCTONL! XAKCPS, KOTODHO ByIyT paceMATPHBATLCA B ITOf KHhre,
MOMYT GHITS BOCTIPHTATH KAK GOBGTEL AR NOBCEAMEBHOFO YXO34 32 OC, €nocod
AUMTH OT NPOHMKHOBEHH 1 CPETCTE BIIONA CHCTENH. 5 WIS, STO Bl He
GyneTe MoTTomwsBE b MoNyCHAE WHATHA B PEPYUINTEIRASY UENRK, A0 He
YEpAMmAET Hea0661. 3adeM BAN HYKHA "UepIAR” NOMyTAPHOCTL E3OMuHEa? He
ylUE Mk NOSEATUT e Gomee TONESHb Dedla,

HecmoTps Ha #btoe CTpemientie | inu Moce1HTRCR B OMANIIIHY KOMTIBTEPaX, B
970it OC 1CTPOKE NOKE ELIE CUIUKOM CIORHAR 1 COLEORAT SHIHEC RO Tiapis
MeTpok, KoTopbie GonplIHACTEY MoNbI0BaTECH He KyRHG, ECTH NPOCTO SAKPLTE
TA030 1 OCTABHTL BCE SRYEIHA N0 YNONHAIMID, To 06 HCTWNIIOR G220nacK0STH
wx 16 MoweT Gbur # peun. Hit ofisa OC e Syaer paorats Hazeskno M ¢ mak-
chmanskiolt 3aUATON Nk TaKUX KacTpOMKax. TIpOWIRORKTENS HE MOXET 1apatice
HaTE, 97O KA OWAZOBHTCS, U IENAET Boe BOTMOKHOE, HTOBk MPOrpaMMa pao-
Tana 1 MOGOM CHCTENC, # 1% FTOrD MPHXOIHTEN BRAIOYETE MHOTO AMONHHTCI
HLIX dpYHKLIR, HT0 AEDEET CHCTEMY HIGHITORITOR.

Ta y n0BETaCk, UTO ATMHHHCTATOPS Linix 20mKHEN 1T, GoTbitie onbiTa 1
awiaruli, wex oneranneTer Windows, 0 270 CBA3AH Kak paa CO CoKHOCTAN Ha-
cTpolici. B AaHI0l KHATE 4 NOCTAPATCA MAKCHYATLRO AOCTYINO PIGOKIANTS BaM
p0 OC L0, 1 1P 5TOM MOMLITANCA GIERATH 70 ¢ HOSMIAUM XaKeps

Tlosemy cmrs rzsstserit "Linus nesawn asepa®, u To o1 s sas® Dror
BOMOT HATEPEGYET MetorHX somx dnTaTench. Knria M Gepent B pyKH RHATY, To
HOTEEMCR, 4TO €¢ BHEWNIHL DA COOTBETCTEYET BIyTpeiewy. B AuION caye
PEHb HIST O TOM, KAKO® CONCPAIMOE GYIIET OTBEATE FOMY Hasuanmio? Jli oT-
BeTa 12 3T BOTPoc HEOBXOTHMO IETKO NOHMNATY, KTo TAXOR XaKep H UTO OfF Bi-
78 0C.

KOra MEnA CAPIINGAIOT, 4TO # MOIPASYMEDAIO 0 GIOTOM "XAKED", A NPHEOKY
poCTeLLHl MDMNEP: KaK 3 MHKHCTPETOD BH SCTAHOBKAR  3aCTABIM paSoart.
OC, 10 €Cin YAUOCh HACTPOHTE €6 HA MAKCHMATHHYIO NPOMSEONUTETLHOCT U
Se30NACHOCTE, TO Bbl ~ XaKEP.

VAEHIT XKeps AOUKH! GHTL 11GNPADNEIEI 1A TO, HTOGH COSRATS 4TO-INGA AsI-
e apyras (Guerpee, yaoSuee u Gesonactee). Amento Taxol Aiseres cava OC
Linux, CoTBopennsas XakepaMi ATH BCETD Mipa.

Dlasan wenra pacouaTprbaeT OC, HAYHHAA C CaMLIX GCHOB I TO CTORHUI MAHH-
nynaudt cereno, Beck HanaracMbilt MGTEpHAN MPESCTABIEI MPOCTLIN M AOC
TYTIBI KBAOMY 2IKOM. BISTOAPA JTOMY ualf He NMoA:OGHTCR TOMONHKTE 6~
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PAGQTLL B HEKOITHIX CIIYHATX HE SCTYTACT CaMON NpOCHABTENHOT B CRENE Maioro
Gusiecs OC Windows.

378 KeMra GYIET NONSIHA ATMHKUCTPATOPEM Linux W TEM TOARS0BATENAN, KOTO-
Poic XOTAT TUIHAKOMHTSCA & FToli CHCTestOH TOBTIDKE. PAGCNATpHBAEMLIE BORYIG-
Ch 1€ DO § GEIINGCHOCTH LPHOTKTEA SHEUMAIGIGIAN, HCMAIHSYIOMHM pit-
attsie OC, 10TOMy 470 Gurbian Yacth mHGOPMaLBM 12 TpENIAHa Kk ANPEIE-
ol cHETeNE.

Bul CMORETE Y3HATL, Kak XaKephl TIROHHKBIOT Ha CEPECPE! K ULKTHTbEA OF 5TOD-
xewnh. TaK Kak HEKOTOLE (APHMENS! 12 310 KHWT MOTYT GbiTh WCIONBIOBAHH
e TOILKO 218 0GOPONBI, KO H /LA KATIAZEHHR, 3 XOTE:1 G APLIOGTEPEUD 10RKX
CXIOMILMKGE. 310p0BOE HOCOMLITCTO —- 310 XGPOULO, HO ONHHTE, 4T0 MpaB-
OXPHNTEbHbIE OPTKb HE CTIAT W ACEria OGHRAIOTCR GHOSID. Eeitn OIHM pist
aan TT0BE210 €0 BUIONOM W HHKTO He OPaTAN HA ITO BHRMAKI, TO B CHRIYIOMIH
PO bt TS OKIIATLCR B PYKAX TPAROCYAHA.

OCTE KIS HOMTHERHA © TOMKH IPEINNA XAKUa i JEMOICTIIHDYET, KaK OHM 11PN
S0 cHerewry. I3 RQLEKIE HA TO, STD DTy HAGOPNALIMIO He BYLYT HONGTLIONATL
An BTN CEPBEPOB, A CTAPANCH CAEIETS YIOP HMEHHO HA SALIATY U KEKOTOpHE
BOUA OCTARNAN 30 MPEAEIANH HSIRCHHR Wil BICTO HE AGUBEPABAT, €rO0M He
nOSEWIOC COBMASHA BOCMOMLSOBATALS WETONLNH XAKEPOB 1 HAPYLIMTh JAKOK
Kohe'tHo e, 4T0Gk1 PEAnAI0BATE MOH WieH (TOBEGTH 10 IOTHIESKOrO KoHLa),
BYKHO QOTPATITS HEOKOTSKO MAHYT HA TIDO! DA WMUDORGIME 1 12 owck & Wi
Tepricte. Ho HecoTPs wa To, 7O KHITA MOKET NIOGTYXHTL OTApABHON TOuK0it
28 XaREPA, % Halekdth, HTO FTOTO HE MPOMOIITET. TIOMHHTE © JaKOHHOCTY BatUHX
acicTen
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HIBIBINEP, MUl XOTiM, 4TOGbt AiaietEnl w ¥pyIIIa mwenn ece npaea (ucio T), 1
OCTAILILIE MOMLIOBATENN MOVILH TONRKD. BMIOANATe dain (wmcro 1). Sua,
KOMA1178 Gy €T BUTILAETL CeYIOIM 0Fpaiom:

ehnes 7L £

Huc10 771 B CHMBOMHON Buse COOTESTCTBYET IPAsI rossias-—s. CHOAYIONA
KOMBHIUA DTMEIINT BOIMOKHOCTI STerws haiina rpynnoi

chid g

Tocre ¥roft Komamams 1paka nocTya v dhalkn erasy” rux--—x, Teneps 1
anpeTI Scen 3anyCK daiina. 1R JOTO MORHS BUNGHITL KOMANRY:

end o

wm
o wx Lt

Thocaue MauIm MR A P& S0ET I 31 AR CTANYT i ¢ -

4.1.2. Bnageney chaiina
JUi8 M3MeHEHRS ARAAEThNa (hanA LYINCCTRYeY KOMAHAT chrn:
[ ———

Hepes MAPaMEn win ONPEIETRCICA MOTHIBITETS, KGTOPOMY HYHO NEpesam:
npasa rra ykasanui baita. Hanpusep, aasaiire caiack srazenues daiina test
AAMAMGTPATOpA TOOL JYIA F70K0 HYKIO LG CIEAYKIEIYH) KOMAILY:

e ool Lest

hsmeuTI, MOKHO 1 TPYTIRY, K KOTOPOR e
1€ KOMANAY chazp:
charp e ga
3jicon AMETOR Wt TPYIIN, KOTOPOR IPCHOCTARINIOTCH 1Pk 1A yKwsABRNA
aka. Hanpiwep, juis Gains test ykamre rpytimy AAMMICIPITONA 00t © M-
MOUIbHD TaKOH KOMAHTH

SureRUT (ot /L3 STOIG manOM-

chgrp roas st

4.1.3. fpaeuna 6eaonacHocTH

Tlpi HaaHzIcHIK TPAS K AOCTYS K ATU W HAMKEN bt AOTKIILI CAGTORAT.
HPHILUALY SMMMATHING, OWCTHIONY B pasd. 2.10.1. U106t 210 mpaewio e
CTRORENG, 10 YMOINHMO JOTKHO BTl FANPOUCHO ce, TSPHRICH 08
TOM:KO Ha To, WTo ICOBKOEHT, M Hcr mimero. Eai $uiin He somier Gt
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3 c—urenne;

B v—anmcs;

3 x— eumoniente;

T sunonuenne, eonn ali ATIEETCA KATATOTON HAH YIS UNEET AUAIOIWS-
Iie 1PABA AT8 KaKO(O-THGO IO S0ATEAS:;

3 5— setuid- naw setgid-Gur;

3 e — sticky-Gur. B 2VOM Ciyaae ToNbkY Brgedel, Gk 1 KAANONE CvomET
HOIHTI Yt 111

33— hoen 110BAOBITE HbN KON ¥ WCTIY,
33— Been nonws0BaTENTH, KIK Y £y

5 B2 OCTANKIRLLY, KaK Y M0AL308aTEACH, HE BXODALI & TpyTny dalina n e
ARTHIOULIXCA €70 BAATEALTEN.

B ey ¢ ICAOBLIM 1PETETARIIHEN KOV A1

concd upapa par

AT crenyioAM fpaion:

Tip163 NEPEABKOTEN & BHIC HOCLNEPHATION MM 1 SeToapex PATPAON

3 nepBbIl — ONPETEANET AONOAMMTENLHLIH BHT 1§ MOKET APHHMMATL OIHO W3
Amcenni

» 1 GuT npHIAITENHOSTY,

- setgid-6ur,

1 setuidbur,
3 sT0poit — npaga nonEI0EATER. ITO GCTO MORET BTk 07 0 10 7;
O 1peed — npant yminn Brivenue & mangiobe o7 0 710 T

0 dereepraiis — NPABa CCTANBHEIX NOTLIORATENER. ITO HHGAO MOKET SurTt, a7 0
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LChM b XOTHTE MMETH 2 PANIHA AAPA OXHOK W TOR 7KE ACPEIH, MATIPHNGP,
© M0AAepIKKOTE Moy el 1 B3 tiee, TO HEOBXOTUNO OTKPMTE dhaikn Makefile w3
NAPAUETPE LATKAVERSON YKATATS PISIUTHHIE SHAIERHA:

0 sxowswersion

-rodtale — DM KOMIMIAIAW 43P C MOZFNTNIE

rc2-nomodzle ~ MPH KOMMAIALII A1Pa 6e3 MONYTEl,

TIyHlie BECIo YRAMBZIS K 3TOM LAPAMCTDC, YoM WMEIHO BYJICT (1HATIER 310,
HATDANCD, TOMIMO ~r=2-mofie MOALIO BCTIAHTL TONQIUSTEILHOE TOACHEHHE,
HO OHO ROTHHO GEITE MAKCHMATEHO KOPOTENM.

“Tenepl BINOIISACH KONANALI HOTTOTOBKH K KOMAMIAUL

nake dp
mako cloan

CeaYIOWaR KOMANEA THRAET ZOCTATOHN \HOTO GPCNCILH, TIOTOMY 40 ot Gy-
AT KONTULIPOBATI, HEAOCTE,CTECHHO 400, MOKHG OTOPUBINTLCA TOTOSMT K-
(e 1 THTD €10 MeUIEHHD 1 NATLHO. ECTH Y B¢ CTAGLA TPORECCOP U NANHTL
Mestee 256 MG, T0 npotteaypa Syaet a0mroit

MiTa, 1% KOMTIMSIG £3PA BHINOTIIN KOMAKAY:

make o3Trege

Bo Bpest KOMIATALIN Bb1 YBHL0TE COMCOK COBHPaEMEIX B AP0 Moaynel, Hix
OXEHb \HOD, TIO3TOMY NPOLIECE POTOIAVLEIHITLT

Ecam obt BGPATH KOMTUIALHIO FAPK C HOTIOTLS0RAIINEN SATPYAACHEX MOAYACH,
70 CICAYIOUE ¢ KOMAHN QOJAHE BAIIGTNHTL 3Ty OMCPALUK

wake mediles
ake wodiles_install

TCTM G4 SPETHII HCIOMGA0BAHAE MOAYTEN, TO 3TH KOMANLE! MORHO MPOTYC-
THT, TOTONY ST OT HHX TOJIKY MBA0, & BITCIRBICTER CHM AOTFO.

Bee MOy pacHOAraioTea & upextopui /libimodules!, C Howonuao nepiol
HOVBIK Mbi CROMAMNPORATH MO HOBOTO sIpA, @ BTOPAR CKOMMPYET WX
8 sarinor Aib/modules/. 3ech S HAIIETE AMPEKTOPHSY Mo:yEl 1A KEKIOH 1o
Bepeidi AEP. YCTAHONIEHHBIX K CHETLNG.

Tencps AHCTRUMpYeM CrommM OIS Aapo. [[1% 3TN0 BLMIOMHAEN 16
ayIouyIo KOMEHAY

ke izsicalo

912 KoMAITA CKOMHPYET Ace HEOTXO Ve HaHTM AIX JATPYIKH 1A CHOK MECT
Jaramie n AMPEKTOPitio /boot. 3ueck MOKIO WAHTH HECIOMO Pallron, B 0%
HIMCIE  SAMPYSTAK AR HOBCH BEPCHA A2pA. HX HOTKO MO0 OTIPECTHTL 110 1o
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T e

Puc. 4.1, Ceoma pagoTs chro-oupyensa

Hapic, 4.1 & pastky OBECIENE DIk, KO1OPLIC BT C.ayace. Hwenno n orow
TPOCTBUIETEC GYAET POGDIATb CCPIHE, CUNTAL, K10 370 1 QT PLILISL TinObss
cnciena ceprepa

Fon XAKCD (PUIRKCT R CHEIEMY NEIE RGO CIYADY W FIXCHET MPo-
ORI IKPSKTOPHIG e, TO 01 VBT KTator ome/ehrootete, 6o uika ke
chcienuni dele, WIOBM BLIONNOIE AT Il SANOZOWHA, D MAnke
Hhomefeh rootiete o0 PICHOIOIIL e LGN wse haikthe, 1O conepa-
A RRUPRG Y0 MEOPAIMID, JAOY MK, Ta0pocHD (il et/ passwd
apts yitimHMEL cepne, 10ysin 0e1yi & Mhomelehrootieteipasswi, norasy
it CAYKGA BWINT €70 CUCTENHEN

Tow, varipuosiep, {2 Thome/ehroot/utelpssvi VOKE! CO/CPITIT NOKLYIO Hil-
obwanio. Ha patiory che e B es0s o e 1om T, oTomy 1o OC Syzer
Spar 1apenn i paiica fete/passwd. a GICAGE PeANLLIC K02US AOCTYOR b CHITE-
A e iy, noycney 8 haa thomelchEn0t/ete/psswil aiki saeyIyT Hce,
410 Y010,

4.7.2. Ycranosxa jail

Berpoewnan w Linux-cucrenry npospassa chroot ans oz “BupTyisbaoe
OCTPAIICTIN AP X TMESCHHHCTR HA CETREE TR 1 RE R, w06
M8 DpNCISHAA, Hymio mbnOmIN T anmkos WRGIO. onepaui. e
ATy A/OHIHCIATOPI SOMLAl MOBrT BenomAoN I npi pintsy Jai, koro-
[ wokE e 8 diieicie 1o apecy bilpsiiwvwimcresearch.com
wre apxne B croR karicior. i 1060 a1oGH
10 WLIONILATL, EAESIOIII0 KAMAIGY

iprojects/jail/, Ciasaiits ve 1 10w
PEPRHEHPOEDTS BTG,
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A B0T A KOMAILIA NOTQ YQTHTS IAGBYHO CTPaRiLY Laft 4"
&highlight=%42527 3poster=9660rm 4 09index. php?60.%2527

Kt Baurte, (GrarnTaps ownfise B 0THOR Crpore 1porpasmos fopywa o yrpo
30/ OKA3IOCH CYIIECTEORLAIC WCCO LCPRITE.

A Bedb CUACHOCTE MOKWO YMEHLLNACL, OTPAHNAIA Tpasa Web-cepaepa b OC.
112 70T ATMKHACTPATOPbI ACHUKHGL SOTAATS BMPTYANBHYIO CPEY A4 Bbimine-
s Web-CepEHGS UL CTPITHSCbI, TPH 910N bGE OCTRTIIILE PR3ICALL CEPREp CTair
BTG HEAOTTYMIELMH L1 3noyMENTACHiKa. B 3T0M Cywse W KaTATOr fete Ok
HEICH HENOCHAENPIN, W MAKCHMAN NI HDCA, NOTOT CMTAS I IIGT: 370-
FNBIUICHHAK, — YA, CAllT # UADYIOKTL padary Web-cepunca, Ho ate
CCTANLIE BYiST (PYIKILCA B WTaTHOM peRine. BOTCTAHOBHTY Oun Cepm:
UG, SE AR TE, ABCOTITHO Bre.

Tloce 97010 Ciyias 3 ot 1cis Gpodis 1o HiepHery n 10MCKax YAoK
(OPYMOB. M TAKIEX OKAHLIACH MHOLO. IUTONY STO SAMMIIHCTPATOH ¢ARTOD A8

(& a1 43 ol BORACIIZAK | SYMAID, 4TO 1\ CKOPOM BPCMENH AT AEMKRUCTR-
Topix MPGHAT Yepes ece KpyIw 410, PaHO 1Bt 103140 EstomiiK raiser Gopys,
1B 3TOM CHYIBE HYSHO SOIMTLCA, TOBbI O HE YHIECTL nety ATy, & rnsk)
BOWATAT. XOHETCH €11 PA3 NAIIOMHHTE © HEOSKOANMOCTH ufOBIINHi Nt 1e
cpa, copricon b cawof OC, B B GHOACTC HOTPADNTL OIIHTKY PaLbde i
KeP2, 10 OGCIOUACHTE GhoR) JEAzIIb.

B0 B HOMCEOR Yrikms (BOLYNOE X IDOCHATPARLI BUSATRHOGTE Uy
iSOG VI K KATATONY JELe, STUB YR 11E TOIKO KOAMICETO NCOMLTIb
RGN G 1R, 10 1 HCKOMIESTEATILIX. & (I WG PATOPOR, Bhi He 110MCPHT,
50 HOCTYI1 OTKpUIT, fiamephoe, £a 90 % CpaepOR. T HEAPAVOTHOCTE BMM
CTpaTOpOB Wik wx aekn? lle MoK, H TOHO CkasTh ne Mory. Tounko spymnbe
CEPACPbI BHIM SAUIICHLL B MELKHE XOCTMIDOBIC KOMMBII A0 DKQIOMST 1
SAPAGOTIION 1101 XOPANIEX 4K IIHCTPATOPOR,

4.7.1. MpuHuun pa6oTbl

Hiai. Aasalire paceOT i pHHLIR PTOTS Sanurcr cnyxS. JITa 3rore cosmer-
A THCKTOHSL KOTOAS ABIRECCH AN MPOCPANMEL KOpHEBOH. B LInuX 2718 3oro
CYMECTEYET KOMIHIQ chizoot, KATOPAR COVAST Chiab-okpyenne, TIonyaeTcn
fCEBTOKOPNCEAR I IDBI CHCTEWA BHYTPH CYILECIYIOEH

B 510/ JIPEKTOPHH PN PAMAE, PATOTAOIE & OkpyACHH CRIOE, NONATE
ke morer. TlocMaTpHTe 1 iac. 4.1, 3necl, nowasaa wicrs. Jifranoh exiews
Linux. Do 172be 8680 CTOT KopiIesaa Aupexropina /. B 1tcil naxonarea hin, fust,
Jvar, fhome. B nanke /Mome PacOTAKEND KITATOTK QOAL30BATETER GHCTENE.
Mia 0510ty SACC 106YI0 THPERTOPITD, ik 1PIERS HAIODES €& ChIt, 1 b
CTANET KOPHIEM ;Ui caryoRGn. T HEi €CTh Cror KAIANOr fbin, USF 4 T. 1., 1t CEPOHG
Aocmel PSOTATL G W, & nGe, T wmanie Aomesehront, Gyaet HeRoeTy ko,
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4.7.3. PaGota c nporpammoii Jail

AP A COMATNN KITIROF /ROIGIENFOOt, KOTOPIIA CTANET KOPHSHIIN ATA
orpasAI, 112 KOrOpOR Wit BYACM HEH K RaTY SHETE Y. LN 07 BHITOTHIM
wowanay:

nkeir hamescrzocl
TENGRL 11510 ROAVUTUBIY 1 KPYATHIES U1 ROPSRIIKE PrGurt G YUETo cope
Bea JU ST BUIIOAHCN ROwanAY:

fuar {1 sea btz ad lony fhome/chrot

ThecxorpieTe, 1170 Wpokzcma0 ¢ Keranoron Momelehroot. 3asce nowsHINCS Ape
spexcropun dev u efe. Kak wi SnCH, & AMPEKTOPHIN dOY JOTKILI Gbir amuca-
I YCTPOWETE. B 20HNON Cayuae NPOTPAMKS HE CTATA TETATL AGINKD KONMIO
cucremioro ketatora fdey, 3 OTPARMMMICE CUMARIEN TPLX OCHOBTLIX YUT
pofcrs null, wrandom  zeto,

B Apercropiin efe MUiilo THGKE Yewser Tpi daitna: group, passwd n shadow,
370 tenciie o CHCTCMI. aiinos. LBIpsCp. €CT EINATE K2 YAl
PASSWG, To 01 BYACT CHASDA I TR LAY IR CTPOKIE.

suin/bast:
FUibin b neshin/re Login

e e, i /T0c
biniar

a2 2 aamont /06 101 0g €

Rty ez 3 85 Hebosty £/ £ s

Boaic mero we §yaer. n er noamsonsIcas wher, KOIpUIo e s/ aRLTH
panae fev. parso. 4,37, B baiine shadow ixoan s rencsiac napén. 1poncpuic
pasa wa 70T (a7, MTOGL OKH GuiAN He Gatee 600 i )

Tt £ DA 11GOETATOK 1 GezbigeE M — 1 hsiiac Mhomeichroatetestiadu
INOINTER peatbiibi T poRanImi napom, W fete/shadaw. Myane yrenire
IO, MR SIONMULACHAI, ViHES TSP HA COPRAC, CMOMCT APOMMKAYTS Ha
Copep epen J(PYTYIO SN, KM OPES IC SAUNINCI i EMIYATSHEIM KATATOTOM.

Tlpoaocach uaCTpofiiy bHpIVAAOR Kopeaotl Aupexrapin. Terieps Kavt Hyx-
10 BeUTOTHNTS GreAYION

0 KoNaity

e SRR

Lo opewn oTpaloTkn TOM KOMARA! HOBERUT MIIIEETBO HIGOPNaUMCHTIX
CTPOUEK O maatiom s e ACHCTBNR, KOTODbIS SIKHONTUOTEA b TOH, 100 W KEraror
Jtomeichro0t KUNHPYIOICK OCHOBHEIE IMPEKTOPHM H NPOTpAsib. Hanpmep,
a sy Mome/chront/bin SyayT CKONMPOB2HE TaKIE RPOTPANML, KK T, ¢p, |5,
AN T, AL 1 GoprG BY6 ACIIOTBI0BATE WMERHG WY, 3 HE TE, 4TO PICTOAOKELNI §
ocoBOY KaTasure fbin
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wrpokst o FreeBSD, Iria 1 Solaris saxemvenTipoanii, OCTanim B, KAk &
HTO U0 WIMENMTL, TAK DT DWPEKTOPHIO UG SCTGHORRH {Mapave:
TR CTR). B MOCICAUET BpTHIE (HA MOMEHT KIMKCAHIA KHIIFN) MO VMO
KHIO HCTIOTBYETER K aor /empiil. He a1ino, ‘i 210 CAEIZM, NS 391
KAV UPEIAINER LK BPENEHHE, 0108 1 207UKEN ST 10CTYNEH
e aBcomoTHo Bces. Patikie 1 YNOSAIO Gutn fustlocal, w wmoHAo ¢1c 1
ComeTyI e yici . Bustiane 1neIeTty KOS, e 1330,

JII% DINCHICUIAS CEAYIGHLIG ANLICK TAI BN 1KHAAOGHICH 1AKA (O, 103

BORAETS B CHETOMY NAK A:WHIHE PACGH WM TOTYNH S HYsHIELS IpAsa, SanyoTs
KOMHAY 54 tocl.

Tepest coummamneii 1 yeranonkof yGednTecs, Ut ¥ daiina preinstali.sh ecm
npasa wa meane:mense. ECIt Her, TO BOCTOTSIYATECS CEAYIOULER NOMI10E:

a5 protratal s
Tertepe oee roTono & yeranomee, HAxo.u(ch & MpEKTOpM Jailisre. muinozime
KowaRa:

sk “nstail

K e 1POIIT0 Yeaeino, To it xarmyie Auseflocalbin Gmkkbl oML o
rpasoss: addjaitsw, addjatluser. jail i mkjaileny.
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twer/saic b Lod,

4.8. Monyuexue npas root

Tenepl, ¥ H3C €CTH TOCTATONHO MIhOPMALIK 0 J0CIYHIE, 1 Mb MPKEW pacenn-
PO THIARK WMCION BATOMILHKA AR NCYSEINA APAD 100K 1 CHOCOBH NECKH-
I b CHeTCNS.

TS, 10 STy HPHOTTIEN IITOTEIIC I BIOTHATS KAKKE-TH60.
GCTEbe Kowanu o1 maeior (¢ ipanasin) rool. CrACTL 103 TOH YAeTIIOR
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a1 180T ke
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a1 st vy ko e e i ap. Tenepi, offe paerRe wAck ¢ oIMNa-
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T 370 et 28677 FloCHOTPATE UA LLASHTHBHKATOP TTOABSLSATE 1001 — oH i
S R0, MO iyaieaot 11, 2 11¢ UNH 1001 YKAIIRAET 12 WAKEH AUIBHBIE NP3~
A Tlamsiine tonpofiyem yeTHOM 81HCH rODELT, IUPYK) ML CORIANN pance, uo-
Crasiirh BpYSHYIO KE MHKITOPbI TICHIORATENA W Cpyines, presime 0. B daline
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TIporpavsia KMHPyer T0. TO CHTIET HyAHEIN, HO JATEKD HE BCC W3 31010 10-
Ipedyercs GyyeMy CEPINCY, KUTOPLIL SYACT PAGOTITE b BHPTYANEHON ROPHE
B0 APeRTOPHM. TIMuiee CICAYET YAQTHTL, HE Ayutie 310 ACIETE 1OCHE 1ofn
Kak yGeanTect, 416 ece padoTier.
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(RO ORPYREAHE Y BHBIINKAEICH rporpania hutpl 1 et
HeoBxoambie sii GG moTeKw, Tiporpasia jail cama onpesens, ST 1y Ao,

Teneps B HOBOE OKPYHERHE MCIKHO SOGINIATE IOTEIOBAIETA, 10 RNQUNATEE
Komanwi:

fusz/1onalvngadiial luss shrost nore 57 S

3a0eh o7 o — 10 BHTYLIHEK KODHEELN SDEKTOPHA, b HAULEN Ciy'1de A0TH
U0 §um, fhomeichruot. THPANITP soms — 310 AoMAI KITAZ0F (10:1E30GIL
QAN BPYILION JUDEKTORAIE ADCYMERTE sk — KONQIIHLI HHTEP
MPETATC I Aciic— WA HOSHIORICTA, KIIPOKD M XOTHS A0S86HTE (e 203
KA CUETIONITY § OSIOBHONM QKDY KNIt CIC).

oeuopim, Kk MoAHO 1080BHTS NONI0DATENA fobert (on ¥ e yike wert)
B BHPIYATLRYIO CHOTEMY:

e llosa L in e Luses Fromn/ S oo
zmesschert biafoash mhert

¥ Mok KOMARTA e YNECTHIACH B AUy CIPOKY. MOATOMY 1 CIETUA TEPEHOC G I
NOUBI0 Civaa " (oBBRAIACT, HTO AUPEKTHBR I1E TAKOMILIAST, 1 60Ty (-
JOUREMIE 8 CHEYIOUICH CTPOKE),

e HPAMETP KA BOPHO, 1O W JOTKHN YHHACHS Yeomowenke "Dons
BiaHe GYACT W EIero GOuBLIEHAS 05 oUGke.

Juts 3aniyeica cepecpa hitpd (e Linux 70 cepiien Apiche) i aupryason akpye:
it oo BoiTe noawacnarenn apache. B peatnkoi o5onosKe o cors, Masiiite
IOCMOTRHY Ero HAPANE e 1 CO3ALLIN TIKCH e
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376k e padoTaes, Taic, iaUPRMCR, Ml He YeTamummans npurpamy MC. 1omous
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Takn GBPAION 1 OGO MONEILT MOKHO OTTPEAEIINTS nzevTmbukaTOp HOML30na-
TR 8 €00 peaute 1pan.

49. Pacwmpenue npae

POTAMCITANHA 20CTYE — JOCTATONIO CaORHbI HPOIEEE. TH1o0 etioBian Juasa
ANIACTPATOP 1 OF IPARKIMIOET e¢ HEUIOTHERNA TAEHCHT boroe. ThoGaa
QUKD MOKET CTONTS 43 3apngis 1 Sracanonyaa. B wupe, kouta mrhapis-
O3 TENAETCH Canan A0POTM TDORYKTOM, B A0TKHAI OBCPCTATS GG DGCMH BO3-
MBI $1€7078M .

Hle MQICHTE SMEN W IPUNEPLTC BCI CHCTENY HA MPABHTLIIOETE YCTSHOB-

e pat. 1T y KOVO HE BOkTio Gor1 s XAMEIO ATINETD, 1 B TO 75 DESIA, lic-
dEsoamil 200TYN omKeN GHTL Y TCeX NPOIPANM E KOPPERTHON Nt b

Yecmio CrITh, (PIB HA Ackoee "HOCC”, "ApY3LA G0Cca” W "ECE OCTAbILIE" yer
THPEK 1 Ife CBSORSAMBANT HEOBKOTMMOH GeaonacHocTH. Hanpamep, y wac €1n
86 TpYNTA GYXTURTCDHS K KOUON HETH, Daiin, CoRAMLIE AIOBkI Byxrane-
PO, Gy51y) WETI, MPABA s W CTANYT TOUTYIHIINI DA 0GCN COTPYAUL-
i 37010 OTACIA, 1IOTOMY HTO & JARHELK MPAEIN FPYTITa ST REC PI3pEUICIANS

AKX BLITS, ECHH TenEh HYAILO, 4TOBH IKOHOMICT MOCMETPET JOKYMEINTH B
FTepHI? TXPHAUCSA B MCE IO-TSION 11 VY1 FKOUOIEIOn, & TOTLKD 0TI it
HE e PaTLN SyXPUITEpIH, 2 BUGOPCUND! PEILNTE 7Y 58344 TOCTATuMHO CTOK-
. Fcon 0 st it ren S0 surepit pas ~=x rixress, 10 00 nom
HTET SMOAET MPOSHOTE1b BYMIATTEPTKSIO OTIETHOCTE. 4 370 Yike ALIEKD OT
Rasa BeTon eI OC T

Moo

CEATLCS NEAFTH 188 OGS HEPE LTI 1Tk KoM GAHAON C AP3-
TN MPQBANK, HC & STOM CIYHIE BEL TTPOCTO “ALYTAETECD,  LIHER IEC Yipar-
JEHG SHETSNOH CTAIET ATy ANHTENI NN,

Mpobneny B0CTAROMHO MPOCTO. pewnTh. ecis maecTy comeki ACL (Access
oot List, cimcxn oo 0c1yiia), ki 10 pessomatn 5 OC Windws.
CKHOCT TOLAO ¢ bHeapennen, T. k. OC Linus ue nyicet ciawaapra. B ipik-
e, 3T £2p0, HI KOTOPOS AIOBO PASPAGOTHHI MOKET NUBECITE 6CE, 4T0 Yroi-
0,3 Ko P OSROIATE, 1 MOREY CBOW 111 BIAXOTA 152 CUTYALUAH 3 BODBIE
=

BoG iy WPHECETH yHIEPUATBHBI C1IOCOR, TOTOMY 1TO Ge PRIIGNA AOTCH
FrapeHniH PAZPABOTINKANL. A TG SHISAT, IFO PISOTOUICOBHOCT, CHCTEM
MORHO TAAHTHPABATI TOALKE: B (1IOUICH M CHPEACTENNEIX. bepcufl 51pa Lilix,
KTepU YKE CYICETRYIOR. HEthin 10y bex, 40 uph OBHOBASHKA DEPCINE
WP CHETEND CIMCKeR IPOTOTORIT BYHRHAOIMIIIBITE W U BLIKIMET 10BN,






index-168_1.png
168 Fasad

Tiencpy BORATE B e ey 10, H1UH YICTU JaIHICEI0 1§ NOMPOTYHTE CHOR ar
KpUITL halin fete/passiel i HECH WINCHEI IR (TH NPOCTO ACHAEM b HHHINSORIIS
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e root B aitnax fete/passwil i fetefshadow., €o318Te HCEI Fanmes ¢ Ay
VAR, 110 WACTTHGHKITOPON, PrBtibist 0. JMOFMLILICHEHNKH, KOVODLLE TONUTS
101G LU b RN CEPRCD. G 1 T IheA 103CBPATE MAPOIS INE AAMAIMCTRE:
TOpa OO, 10 T k. MOMEIOBATE IR C TAKHN WHENEH HET, T IX AEFCTENA ORAyIS
Geryememm.

C pyTOR €10pOHIL NOMEIBTIENA TOOI MUKHD GETARNTS, WO SCTAKOBHTS G
WCKsWHKEIOP Goiihiits 1. 1 MIOTAG CO3IaI0 YHCTUYIO Zanict 10al ¢ UID=S)]
HIH BLIOIE. Y BIACE 3TV TITKCL, BUIOMILAK YMACT, (T0 01t OfMIA/ACT BECHA MR
BB, HO B PALLHOCTH ORKIIESTCS BNOCTEIM MOMKIOBATEIEN.

Karcuas yiaeias 1O0LITRS BEECTH S105MHILIACIKHKA B TAG.IVKAEHRE yBEAKNIAT
BCPOTUGETL IO 0 ST0POULI XTepa. ke APOGCECHONALIG BIIOHIN,
HAXOCh § CHOTOMS, DM ILIBACT GO bLIYIO 1ICHXOTIOT A eckyID 158 Py 3Ky 4 G0t
4 OKRIATCH ZAMENERNILI. CPEN B3I0MNIKB HEMATO MOEH ¢ HeyCToivEdh
NCHOHKOR. FOALKD Ne AYMIHIC, HTQ 31O CYMICICIINAC, BUC NIKCPH HOPOBK
IO, 1POCT # MOWEHT D310%5 HETIH IHIBQIOY NEPGHANPHACHAS, H Kot 1o
LAG0 HACT 116 Tak, KaK TLLIHH PO BIICS, XBKE MOKCT TATBHHKOLATS,

FAraK, soymeitinehiiik, (IpOSHKIY® b CUETEMY. MOKET Ile TTONLIBBTLCSH YieT0f
NHCK) OO, & OTPETAKTHPORITS NKIG K0 APYTYIO HITH A0BABHTD EILE DMy © by
B HACITHPHKATOPON MALICHATEIA 1 NOINSHTL MAKEHMALLILC TABA 5 0
Tente. K it HUTETECH BHIEI PATOPUN CEPRCPL, 10 AOTHIIA OTEACAMIT
(0106 TPAHCGOPNANNI © CCTAHABTMBATS TOGHE FONITKH WAIHEKAS HItk
TaguKaTopos,
KOMAILIN i NO3BO:AET Y4HaTh UABHTUGMKATOPb Mons308aTens, Lenm oHa ot
B o3 (4 MAPANETPON. 10 2 RPN TYAYY LINCIEI 31 WS AKTOPH TeRyIS
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Hucunio mosToNy A TonLKO npeanoRy E3yIh ha upocks Linux Extended
Atributes and AC15 (http:/iaelbestbitsat/). BLi MOReTe €10 KCUO1E308TS T071-
KO a LBOS ST  pHce

Linux Pxtended Attribules aund ACTS — upoykr. Koropui yermmaneacion s
CHSTEMY, 1 NIOGNE DTATO THESYET RepexoN IHIAEH Apa. PaboTa ero ackokana i
Xpaten S 51010 (halina pacinpenNLIX ATPHOYTOD. TO BOIMCRND L 18
CEX QRIICBEIX CHETEHIAX, IOTTONY YOSAHTCCh, ATO HOMOTbAyEMAR basm CHCTEME
nonzepmeact cuck ACL. Jlyilne Bcero. #a MO B3TIA, NOTXOTAT HCTeNH
ReiserFS v Ext3

TG yETAHOWKH HATHR b AOUANHITE.ILIbEX APOTPNN B3N CTANGDATCA AOCTVTH
HGRHA ACL. € UK 1IOMOIIIO MUSKHO ULIEILILIN 1B I YCIBMAR AT
PemM 30cTy 13 K haliy. BRaAeAbIeN (lAfNA GITACTCH €70 COLAATENE, H O HyeeT
VOMHHE Tpava. OSTATLHbIS ATPHGYTH OCTYIA MOTYT OTCYTSTHO0ATS

Hanpasep. a1 Gaitan MOAO ETAHORITY ipana ~rive: Heaworpa i1a Tasee
RCeTknE pRSORAME Mirkt YKEIATE TIONBIOBATENEH, KTOPRE GYAYT HMETD 0t
T K 3TOMY GRARY NOWIMO BITAENEL,

Tlosyaerca, 470 K[poke GEHOBILIN ARAD I8 KLIOR faflr 1 CHciee Gyt
APINTLCA CIMCOR NOMEZORETGACH, KOTOPBIS WACIOT AOCTY) & HEMY CBEDN OCUGH-
107 persamc

Ficom ot v et Lt P IESOSIH 13 FPOBAC 5, W ICTAEPRALICA 566
it nCTPHBYTWBANH, T0 # Ha3Dan G OC Linus castoit Gusoimenof i ceadumsn
& hpe omepaLUIITH CHETeRIS

4.10. CeTeBOW 3KpaH

Ml IOGTATONHO MOAPUBIO PASCHOIPRIN YErBMICLIAS AOCTYIION K (i, 0 3
3TOM pacTpeACnErE NPiR e KANUHEACTCH, CIHAC Vike TRBORITRING PdOTT
ez CoenmCII € AOKANLIOH CUTEI0 NTH HITEPIEION, IKTITOMS, IPERIE o0 il
GEpID 1 HIGT YR RAORKEOBETY, 1A 1IEOBXCINNG OFFAIINHID AOCTYH HIGHE &
KOMIBIOTEPY bt £00 GHPUACTCHELM 11IPTRN

I BRNHTHL KOMMLIOTSPS 0T mOPKCIIS B0 CETH HCRIIRAYERcH G reioll sl
(Firewalt). Hekorapuue eyt Linux TUoRe WMo Cham 1 podkis 1pas, Ho 1
M GYICH PRECNATPIRATL OTISTLIO. KO A0IEH 141 COOTBETCTBYIOMILTO Gop
ca. W 5ce 2Ke. 8 He COBUTYI0 exLmHu JOBCPATh TAKONY Yrpae1iio. He aGeirasy,
110 OUIIGKH GETL BO CeN MPOIPANMEX. H ECK CETEROR i GYACT AySAuposaTh
pABA. APOUCAIAL & CEDBHCE. KYKE OF 31T K GYIeT.

Cerenni 3K Wi Aer it OCHOUON BEIONACHOLIH 1 HEPAUIN KOTLHON 3ALLTH o1
BTOpKCI A WIBAG. XAKEPY ML/ G TOTYUTL AOCHYT K KOMALOTE:
Py, H TONVKO @6 STo YARIOCE, Ol HORLITIETCH AWKTATLCK AIbUE U GYAeT e
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Topat, KOTophe PAGOTAIOY GO MKOI  NOMORIVT CAEAATS KHHEY TAKOM, KaKoi 4 ce
aa1yNbiBa7. Beith MUCATS NPHXOIHTC B THKETBIX N0 CPOKEM YCINBHXX, HO Tt
HENEIR, 7. K. MHQOPMALTIA YCTAPET PAHALDE, UM KHH:2 MOTANET 11a NpHIiZbot,

Il yorauy Graroaapurs pomwereit, seiy 1 neref za ux Tepiievc. Mocae ochon-
10 palOTHI A PUAOIKY A0MOH H TPYIKYCD HaT O3epentol KrMrolt. Takhi ofpa-
00, CEMMT MORET BHAET MEHA TOTTKn 53 KOMTBIOTEDON, & OONETEGR <O MHOF
5HeH CAOKNO, NOTOMY WTO Bee MHICH YCTPRWISIOTCS JAIEKO B RUPTYATHHYID
pembsocT

BO2LBEH MPHIHATENBAOCTL WOMM ADYSHAM H HAKOMBIN, KOTOPBIE HTO-TO MOTCKs-
SHIBATH, TIONOFA WIEASH W TPOTPAMMENH

OrsencHOE SNAGHTO ATNMHHCTPATOPAM Moero fIpABATiAED, KOTOPHE NOSCOANTH
TECTHPORITL LIOTOPHE OMKCHEASNbIE B THUOH KEHIH METOTb Ha HrX 0BOpYRO-
Sakn W CEpBEpaX. S| CTEPANCR paBOTATH AKKYDATIO W HUNETD HE YHHATONHTH.
Bpose B TEK 1 oMy HAOCH D

Tak V& BBIXOTHT, HO B HATHCANMH KIAOH KEWTH YMQCTRYIOT i AMEBOTHbC, Dra
paora ue crana Hekmouessen, Mo nowsii KoT HukHer ¢ 23:00 10 1:00 Hows
TYIMET MO KBAPTHPE U KPHUUT, 8 e NOTY YEHyTb, 2 3424UT, Gollbie Bpeme ye-
o pabore.

XoreTeR NOGIATOTEPHTL EULE OTHATO Ko7a, KOTOpHH TAINETCR ACTHETEITON B Tt
Kete nporpax MS Office. Kenry & mucan & MS Word, a OC Linux paSotana
BUDTYVAINKOR MANOAHE, STUGH MOWHO GhaTO HETHTh CHAMKH DKPAKa. ECIH Ha Meis
"Gpacai” peficHka, TO Kn-RCHCTEHT MOMATAIN SaHX(H MOCTO TOIORATIOND Chirta,
BLICTYIGR B PO 1081, ] COKAN GhINIG KHPHTINA PATON, 4 O CTIOKORHO HEPAR ¢
KGTOM. 112 JKptte MOWTOP, a # MOT HPOTIOTIXATS PaGOTAT HAA KKHXOF. TTpaend.
VHODA MPUSOTHIOH CRECATS KOTA H MOIHTOD, KOTta chis HAHMHAI MATEROKOH
PYHOHKOR Hey KOsk AT oOTHEICen HBOTHOS,

A camas GONEUIAN GRATONEPHOCTS — BAM T8 TO, 4T0 KyTIM KHHTY, 1 SOMM 1o~
CTORKHMM SMTATGAAM, C KOTOPHMM K PECYARpHO OBLIGIOCH Ka (opyme caiTa
wivw.vr-online.ru. Thocaeiosue pAGIII OCHORHRAOTES HA 10X BOIPOCAX. 4 MPEI-
okenmnx, ECa y 5C BOABATCH KAKHE-TO IpOSIIeNb, 10 MATOGTH WPOLLY Tia 2T0T
OpyX. ¥l NOSTAPAIOCE NOMOMb 10 WEPE BOSMOKIIOUTI H KTy MOSUIX KOMMEHTA-
PHcs o f0B0;y 5T0R KA. Rauwmn 3aMEURIHx TOMOTYT BiIe CAGTETL 30K pabory
Iy
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B8 UKCHPORATL © GAOKHOT, ¥TO B CrIpeenciltLii ety TPEGYETe yIaTL Ta-
IS YHETHYIO SANKC, NOTOMY ST 112 CAMa GIAUIeT 11eaRTIBHOR,

TH2HOTObIC AMAHCTPITOPH MIOAAT BPCMEHHbIX TONs30BATENcH], 26H1ET HX
AT, A BETb ITO TOCTATOWIO BN A pa 0 GEOICGETH, 7. K. 79 Y=
A2 JAHCH SaLIKE BCEO UMIOT MPOCTA Napeah, JIEHCTBHTE G, SatEH Tanames-
wms (153 oan-apa A} ATO-T0 runa opiivgdjhe. OOt sk (mTONATH-
SeCTM 1t BpYIIYI0), B SKPLACTE O 13 TPOXOAOR B BALLY CHCTENY 1 CO-
KpAWIACTE KOTHUECTRO Naseck. KOTAA Bl BORBPAIACTEC A0MOR, TO 0BARaTeImHO
sKphIGETe 0 cofof 182ph 1718 COBCTEEHNON Ger0ractocTn. B caywae ¢ OC a0
noCTYNATL TaXAM K OSPATON, K, MPOBOTINS BDEMEHHOTD rcH, Hysone oDxi
TAHG TATCPETH A0EPl HIH SAMYPOBITL €5 (YAATHTL 13 CHCTEMG),

4.3.3. PepakTupoBanue nonb3oBarens

a9 PEAKTAPOBAKI MGPAMEIPOB YIETHN JaANKCH MOXKHO HATPAMYIO ROPPERTH-
ORaTS (pait etefpasswd, 10 3 COBETYR) NYUIIC WEUOIBIOBATL KOMANZY wsemmec.
Y Kee TaKHe e KINONK, STO B ¥ becradd, HO Ol IS CO3IALT MObToNdTe:
venser napamerpi ke

2

cymees myomers.
€ COMOUTb usunes Dbt MOKETe J0GABTNTE YOKE MMCKOMENICH NOAKSIRITEN
& paes coayto rpynny. JlaaiiTe MPOIEIISH TAKYIO NPOUEIYDY < YIoTHON
TEMHCHO TODEIT 1 OTPETENT ¢ & MPYINY reut, DTO UARBOTAT HOMIORTTE IO
Tobet MIRONHATY HEKOTODHIS AIMMHNCTPATHBbIE YKRIM:

et -3 oot rEaerL

ech Vb BBIMOUMSEN KOMANTY € KHOMOM 3, KOTOPHI NGHSNET YRAWT, Sic-
Hiy KBKHS TPYRIT AQACH SHITH IONK30REICTR (5 18mnow Gaywae rool). Moo
DEPCINCINTY HECKONBKO TPYTI, PASACTSN Hx andrbivac. JUin nolryseimmm Gonce
HOIPIGHOT MIIOPAI M O KOWGHIZ® 3327Tod MEITOAMITE s 5o

TIapaMETP ¥ KOMAHRS Soeriond TARME e, 10 0 ussrase

4.3.4. Ypaneuue nons3oearens

JIIK y2Q1HNA NONLI0BATEIA OPUMGINETCS KOMAIGHA ‘teersel, 1} KavecThe Mapa-
METN NEpERAETER TOMLKD Mgk YHILTHGIH JATHH, KOTORYRY 1R YALTATS, B MOXHO
paciipowaTICa ¢ nedtancersia. Hanpivicp:

wsxdel benvar

Byner nospuene cooluienue of OWTIGKeE, CCTH HONKIOBATCTH § ITOT MOMEHT Hi-
SOUTCA 1 CHCTEME,

TheaBxoumer Y9ATHBATS, 410 ViRIElHE MOTLIOBATEN te YHITORAST G0 0
iR KETASCT, BB AOTAIE SICNATY 37O BPYHYI0. BN YKAITE 8 KoMANIS
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etk HEXORATCS UNTEPCCHBIC YCTAHOBKIL KOTOPHIE MOKHO HCTIONKIOBATE 718 M0~
BUEUA GESOUACOCTH, PACCMOTPHM OCHOBHSLE MapaMETps daiina:

3 4RTL, PIR — AMpCKTOPHA, B KONDOT GyACT XPANHTECA MOMTA nous30BaTecH;
3 E238 4 _Us — MAKCHMAToMbIGE CPOK RUCIHN NAPONE;
1 CRSE_HIH_BAYS — Mt iwas IBEIET CPOK HIKU 7AOTH,

0 EAd_MIN_1i — MIHIORILITAR LKA IZPOTE (HENONS3YETEA TOTBED B KOMQH-
26 puseud 1 UTHOPHDYETEA & usicac). 3 BOTLIMHCTEE ANCTPHBYTHROB Hech
Gyzer crown, 5. perowenayo novEnsT, e1o i o 8. B orom enyae
HeTbz GYICT YETAKOWATY MIOBHNME GOTIACTROM nONBA0BIENSH 1BDOT
mna gwerty:

0 Fiss AR 255 — CPOK (B ANSX) 10 OKOMKMA QSHCTBMA MAPOTE, Korma 06
STOM HYHITO NPEVIDEANTL MUALIOBATETA;

2 0 IN — M HEMATR R WISHTH(UKETOP MONS30BATENECKIX YCTHLIX 3l

celiy

— ARG b T AT PHITOP HOUNIORATEIRCKI YICTIRX St

NS WSH TMKATOD 110 TB10RATELCKHK TPYILE

3 510t — MAKGMAILIR WACHTINUKATOD 1OIIORATELCIAX 1PyIIT;

5 CRERCS 30U — UpMIAK COTINIR MOTB3ORATETBCN ANDEKTOpIM (THaTEsite
CAPAME T 775, CTONT 0 SMOTaHID).
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IO T, TO BMECTE ¢ TOILIOBATCACM GY.AYT YIRS 1 B10 dharit & oS
peKTOpun:

unerds’ ¢ Tarver
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KO BOILING 60T, TO MOWII (OWSACCTH H €€ YAQREIIME, 10 CIEAATh 50 MpH-
ETCR KOMANIOH gropi L.

4.3.5. Heckonbko sameuanuil
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GyayT Men0TL0BITLCN Npr iofannch MosOBATERER. Concpinoe (ait
MO yBuaCTY § AMcTHATE 4.1

| AugTunr 4.1. ©aign letcllogin.defs
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FIOITE HOTL3H, TIOTOWY 170 BHSLINEH SIS0 N HEITQ Leprics
OTPLITHL TOTEKO A8 TERHA.

e afi

Hiak, €61 Y BAC XAPOIND HACTPOSHN (IpAA AGTIYIEL 10 3155 MOKET DRIRThER
HeOPZOIOMMOR NBErpA-0Il 1% 110y MBI AEHHIK.

TanaiiTe pacewaTPIN KIGCCRASCKHE TPMCP ¢ daRIawH W KaTaior, Jlonyc-
TR, 670y BAC 1 KATAIOF 110C1B3bL OKCANATERALE 1PAKE arvierwmceso: (ILH
I, 8 Ha nce Qanns » vew — [lo mce, 1010k naencn hatti
MORET €1ty MR, G0 T B Conees . T, DOYMMIDER AR HC
CMOET VEHMTS Cav (ails, HO CITICOK SOKYMEHTOR & IMPEK TOpHM &My S0CTYIIEN
(paaperuersus TN W KOPPERTUPOTKA). LIIUrOATPA STOMY BITOMILINK TPOCTO Y30~
s st (R 1 COTAET APYTOR © HOMINM BpARLVM Ge3 Kkx-JGQ Tpe-
an.

7034 9TOLG e MPOHSOIAIG, B AOTRHLI OFPAWSHRATL JOCTYTL IS TU:ALKO K dhalk-
T, 1031 IO

Bamor Giiywian, KOria WUPSKTOPIIN QUUKIA WIST) BES IpaBA, ITO. OTKMTHC
Y, e KOTOIE TOTOBIETA MOIYT OBVCmmaTen i awi. Ho opn
S MY SALLATHINGA 1R OFSOM, STTOGh! OISO BT RHCTTIIOP Win
Kacaenenn daiiza MOrII ero yaavitk. Bee OCTAIbHEIE NOMLIOKATE I He QDBKIIL
INETH MDAR KA YRUMTOREHHE YKS CYLECTEYIOMIK ks daiaos, Kax e pe-
T, 5Ty IPOG.IEY, KOTAA AMPERTOPIIO HEOTXONMMO CAERATS ACCTYTHON BCCN, A
€ COTETRM M RO YA TN 0L !

Jomyerin, 570 ¥ Bac ecTy iaraor shared, LA 7000 4TOGbI © 1eN MORTA YRANATY
M 20100 B, WD SCTROMITL 2% 1 sticky-Bur. 0 enagrin
KOMIKIGH ofncd © MAPAMETPON. .

THOByTe HNO.IkInIh KDWY ©= ~21 W 1OCMONeIT 1UIRA ACETYIA K€ T
. Th QUM YT oot OGPATHTE BIIMAIUEC. HTO 1A MECTE CHMHON
1A KoK NOAL3O0ATENEH CTONT "L KaK Pas Ot i YRATLIBAST 154 YCTANORTErtiIi
sitky-Gr. ' enepl, 1onpoByitre YA, W SO AAPOKTODHIS GaiLt, ApNKazne-
KN PYTOMY UOTE30BRTEMO. Bl VEWINTC eo0uieine ri: cannol unlink “uhex
aiaa’: Operation nor permirzed

VenoabayiiTe 30T GUY Ha BCEX OTRPMITHI MaUKax. TIEKOTOpMIE Aakeps, A06paE-
WHCE 30 06K 1 118 OGPETE ACCTYTIA K JAKPLTOR ABOPNAISUH, HIIAIOT Y14~
NKETE BCe, NI BUIAT. € OOMOMLIO SHiCKy-0NTA. BXIOMINIK CMOKET FI0THTL
TOIKD TO, 410 GAFTIAL A, 1 HANCTO JIMUIIETT

B Litux ecTh kanator Amp, M3 KOTOPOT KAK Pad YCTawaRiehb npaka
Cossumtin, W B HGM CONPANTIOTCA SPENCHIWC IGIUTLIE ECEX NOTHIOBATENSH.
B GOBGMCHHbIX IMCTPMEYTHEAX 1 JTOT KTAIOT Ye DHCTARTeN sticky-6HT.
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4.3.6. Banom naponeit

51 eI1C pA3 XOUY HAIOVHITE O HOTOMYCTHMOGTH HCIIONb308AH KA TPOCTLTA Maponi
He TOTEO ATA ATMHHCTPATONA. HO I A3 BGSk NOTbI0BATENSi ClicTemsl. Esn
UPOGICAI A VSR HOCTAMIE, KOTOPLE HAROIAT B LINUX-CHCICMaN, 1O ouctl
SECTY \ORHO YLD GIUIORTL KOTOPHE W00 NOBPICHIN 1Pk XaNep O
1pOCTONG 1ONLI0RATENA 120 00t ECn EIOMIINK HE CHOXET MOTYHHT, 20CTSN
A B Ka'IeCTRE POCTOND IKI1IOBATE I, TO 1 HOCNON L IOBITHCS CAGHTOM Byaer
HERCIMOHO,

Caeoxiiste TapoTM AOMKHY Gotrb ABCUMIOTHO ¥ BCEX RoniokaTensil, Botm Xaep
s cryn w dhaiiy Jeteishadow ¢ 1000 samaensar, 70 noabop napani
BccbMa YnpoiGeTeH, BONOMHATE, KaK XPAHATCA (13p0n. Ot 2aUMGPORINYL -
GOpaTHY OSPAION. ITO LINT, ¥TO NP RPICTON 1epedape KK HOTOR-
Wbl Bt TORE WIDYEICH, 2 1ITON PRISACICH € PEsyTNTATON it s
Jetefshado. Fa caer TOr0, 470 KOIKPOTIINE OTHISKET ZOCTATORHD MHOTY M-
HECCOPHOTO BPEMELl, CONOCTARTENHE CTAHOBKTCA SoIIKON NPOICTIKHTCbHLW
TIOIBHPATS CIOKHO, €CM BH1 CPARKMBAETE TOALRO C OANCIE SUHELIO, A €ciH 8
e 1000 101stRen €1eT, T0 AOTTTMIAY 01 s A0 mAQPOSTIL KosRHE
BapiiaHT 3paTa 1 oM COnTHECt et ¢ 1000 timoan b datize napoei, Te
ONIHOCTS TTONAAAIIK YHEAHIHEICTCS B HECKOIKO P 1 M026a] YIPOASTSA
KOrss Xakeph nOny(aiort it fete/shadow, o nEpELIM Tenoit 3amyCKASTER N
EEPKG ECEX 3aMHCel], B KOTOPbIX MNE TOTLIBATCTA i PAPOAL OTNIaKaEY, I ot
IIODEPHTC, 110 THKOE BCTPEARCTCR orictin siaero. n ¢ difin napaeh Soutmano, 1
© NEPORTIOEI 140 0,9 eI CRABATE, HTO XaKep KARICT TAKYH0 JATHCS.

Ecin 570 16¢ HOMOTRO, TO & X071 WIET UEpeBop BLeX HACTO HCOOTEIYEMbIX 108
Bar 1yt yke BEPONTHOCTS NONAZANMA SaTtsKa K 100 %, NOTONY 10 115 TecAre
ROML3OBATEIIeH 0L OGAIATENLIIO GYIET UIGTHIKON U YETAHOBT NPOSTOR fapurh
B QU1 1ROKODrTI, OBYIRIHE KIKION HOBOSD :ONL30BATETS (5 HACTAOCT
10 BOMPOCY YKAITHMA TIAPONA) 1 CAMOSTOATEILHO JAMVCKAT MPOIPAYY Co00w
TamAGHHR AN € SACTO UGBV CRONG VI, ECH 2 FAIog 1o
part, 0 Xarep rew Saee cbact 0.

4.4, TUnuuHsle OWNGKN pacnpegencHis npas

CIpOroE pacpICTEIHE TPIE NOKET JHAUKTENbIO oGezoncHTY cucrevy. (Tph
DPATHTLHON PENIAMCHTAIIAN AOCTYTA BOTBIINCTIES HSIONGS MOrYT (G
e gabti, 1lanpuviep, ORI § HITephcTy rwsoe conGiens.
aTo ok 2 ceponcor OC Linux coueprear omubKy. EASTOZADH XOpoUreY
TpeacIenHIo PN MOW CCPIEp OKA3:ICH HAUIICHHEM CT NPOHIKHORSHITH Hepis
3Ty Abipy. AnOLMIIACHIMK MOt UDOGPATECH HA CEPEEP, HO HITHEND HINERN I B
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Paccvorpum e oauit npimep. OMYCTAM, TOCTS He OTKSH MMETH 1IPAMAND
MCTYNA K KATATOTY /home/someone, a At paGoTL NPOTPaMMEl ol NEoBKOTHM,
U0k tte OTKPLIEATH MY JUILIMEX BOIMOKKOCTEH, I1)AHO 3286CTH OIACHLHONG
OB TEIA © RARIH BOCTY1IA 1A Kranor /ROMC/SONICONE, CACTATS CTO B17-
SRABIEN WpOVpasb u ye ranorrn G SUTD. Beinie 3 nper paye GyoT yaliseia
owHBka, TO BINOMUMIK U02yHHT 20CTYu K /Bame/Somenne. no Ko OCrRIbRAE
eIk THOKA OCTRHYTCA HEZOSTY LI

Taias MOIMTHKA COOTEETCTRYCT HAUIEMY OCHOBHOMY NpaBsTIY "TD He pazpetle-
0, TO JaPEEIN”  OECIeNIT NAKCHMATLIIYIO GR30MACHOCT Cepacpa.

4,6. lononHuyerbHLIE BO3MOXHOCTU 3aLWTh

Tloweno npas J0eTy ¥ A10G0r0 aaa ectb eme it aTpubyTL, KoTOPME Moo~
OT 1OGTPOTL AONOTHATENLHYI0 CTCHY SLSOUACHOTTH M BYTH AYIOMIAKS,
FAMICITCHIING YeInie — aTPHBY T MOTYT HEMOTBIORATLCA TOTbKO Ha Gaiino-
s enerercax EXi2 3 Extd. Ho orpaisichiues 510 Moxno taamh ¢ oo
vaTRKsaR, 1OTOMY 470 EXI3 YKe JAEHO CTAHOBKICA CTARAPTON NG BOCK Awct=
pyrason

TIpOGNITPE T TexyLawe ATYHGY ot VGRG0 ¢ NOMOLLBO KONDIAR Leat tr

Isakor £leaune. e

e, b

Tlepiay ¢TPOKA ICMOHCTPHPYET UCTOIL0B2UMC KOMANAL, 2 RO HIOPOF - - UTO-
ipeokasiCo pey anren padiorst. Kac i, s 00304 aG0p CHUEGROR TiIpe
ENECTO ATPHGYTOB, 2 3HQNHT, M O I3 it € OMPLAEIIEH.

AR yC raHOnKn YT (IPAMOUACTCR KOMANAA chazts:

artr aroeyTU gan

Eonit TPEBYCTOS POKYPCABHOE WIMCHENHE A0CTYNA K KITANOTY % BCOW COREPN-
WAV i iast 3 O/IKATECAN, WK UCRLISIRA K04 . B oty
Iy BNEETO HMEHT GaTing YKAKITE IHPEKTOpiIO.

Tipuecay neporieHs ATPHGYTOP, MPHASHACKEIX B KOWAHAC chat:

38— 1C COMABATS METKY BHIMC 3AMHCH EPCMEHH MOCTETHCTO OFPANEHIE K
iy, C TOKA SPeINA CESUNACHOCTI TOT GTPHEYT HCCCT OTPHUSFOLALI
ST, MOTOMy H741 10 AT OSPAINEHA YOO KOHTPIMPORATS, KOTIA dhaicn
61 vontimmponan. 10wy e pexomernay yCramamisar sror fuar. Ho
ey Bac non OC Linux paGoTaeT amansi KoMOOTED, J HET HEOSXODIMO-
20 QTENCHIRATR HETODHIY MINCHEHAT, TO NOWHO STTAHOBAT ST HpMiyT,
TeN COMLAA YMOHBLINTS KOTHYECTSO OBpaLERHT K THCKy (W3GaBHTEGS OT Mttt
1 OnCpim AT IREH TP COXpaE I afural,
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TlpoKepHTE, CCTH B BALIEH CHCTEME 3TO e TAK, TO YU HAHUITE L0 CAMOCTORTETk:
10, “TO6bI HHICTY e CMOT YALHTL YIKIES BPEMEHHC G,

4.5. MpusuneruposaHHbie NperpamMmmbl

P itk 3 4y IAMERAT DO CYWECTROBIHIE el T5yX GHTaB ocTyna — SUID
SGID, 1 Tenep 10pa ¢ KN NOMWAKOMIITLEA MOGIGKe. JOTYSTIM, 41D NOTBI0
BATEAR HEOBXOIMD OFPAHIITS B MPABEX, (ITOM OM HE HATHOPH B2, o ngn
TOM AT HOIMOAIIOCT ATYCKATh MPOTPAMMY, K KOTOPOH TPOBYETCS CRenwate-
Hbi 001 B o caysae wowna yerananmi SUID-Gu, Torga it mporpans
CMOIET pABOTATS {07 WCOM HRAIEIUAY, W Y DOMLIOBATGA TG BYAET AMUGE:
iR

SUID-GUT MOKG10 YCTAHOBHTS KOMANLIOH cho ¢ IAPANETPON 545

chno urs prograre

Ecau Tencpt GPOCMOTINETS MPasa S0STYT K dhaiity, TO OHM AIDCAPATATEN b - ronir-
wr-x, Kax Bame, nogsanach Gykea "S" a ToN \eCTe, T A0DKR0 Gairh pasfe:
ke wa anyek (emno "X") uis naneis dbadin:
Bur SGIIY noxosk 1a SUID, Ho 01t BOR0ET Ja11yeraTh NPOTPAV MY ¢ npasai
pynnu BnateTsua Qaina. DTOT ST YCIAHARNMBACICA NOI0GUNN oOpaION
KO wmod ¢ NAPIVCTpIN 2+

ahmod qrs sragnre

22, Breer cisuons "
g,

B 3vow Gyae npana aoeryma K datiny Symyr
(MPABO Ha 3ATYCK A1 MY KNAENbi (ATAA) HoRsIACH Byt
Fpseitierun SUID w GUID jweraronso yAoGibs i 10303114, 1o, © APFrofi cTope-
Hbl, 0 TAST B ceBe oriEH MEOTO NPOBNCH. Haupivep, TocTi., ofataiormui
HMMATGHbMH MPABANH, JANYCKAET HDONPAMNY C YOTaHOBEHHBIN GTOM SUID.
BIAZETBNEN KATOPOE ABICTEN NOT6ORAIE b TO0L, TIr0) Stiaui, 70 MPOTEAMNG
Gyner palioTaTy ¢ mpaBaNH KO0, A HE FOCTERLIMM TIAPAMETPANH MOMHAIBATEIM,
Ecn B Tl ORmeToR QuINGRA, epes KOTOpYI MOKHO BHINONIATE. KOMBH/H H
COpBEDE, TO I AMPCKTULI BYAYT POASINIORMIBITLCA O MMEHH BIATET6UA NP
Apantabe, T. €. 1oL, Takust G0N, AQKE CLMlY WIS SN HE UHEET ROTHGH:
HOCTH TIDETROPATS & XKINSHTb KOMANIZ, TO 4663 NPHAHIETIPOBIHHYIO UPOTPANKY
T TOTysnIT A0ETY 1 K SaANpee mof oGacrn

Burtr SUID 1 GUID 1ysiaid wenozonam, axkypamio, 1 5 mofion cayuae e
TERBUEM MPOTDANM HE TATKLH GHITE FO0L 1T IBYLOH TIpAmAC HPOBIHIIA 1113
08aTests. Jlyste, ecat I70 GYIET CISUIGTLIC SABCACITHIH 304 TTOR NEOFPaMHNbI
JHCTIAR AMHCY, KOTOPAA OGTANAET TOTHKA TCAH MPATIMH, KOTOPHIE MEOGKO D
Tonssosmeno.
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5 — DoMMIRET OTKPLIBATY AT TOAKO B PERMME T0BABNENS. BTO Ik,
T YA CYIUSCTAYHILINE AAHIBIE H3NCHHTH WIT) VILTATL HEML A

as

HOPIPYET Al K KOMHPORANK, DTAT (AT AGIEOTALT YMENEINTY

AP PEREPIHON KO, MO YETAUIRIIATL GO 1K TOMkK0 W a1, e
HAEHHIIHE NI 11 BAHUGTH, BN, HCNZRIMC:
O i sanpetmnet Bunoasense ¢ dafinom Kaxme-uGo aelicTani no KoppexTH

PO (WIMEIIEIRC, Y GAREIGI, TIEDEHMEIIORAIINE, COVIAIME CCHIOK];

§ — METIET HEBGTHAKHES BOCKTAHORIGHITE Gilia nocae Yaanens. Bee np-
Crpazine v e, 1 ot i, GYAST FoCHO Ny,

05— 50 bpems mvenenn daiiaa bos nelioThIA YAYT QHKSHPORATECA 1A e
<TIoM awcke,

i yeranangn spuliyra nepan s HYKHO TIOCTARATL SUAK L0, 1013 CHATHS —
23K M1y, PACCMOTPIN HECKOTLKO IPHNEPOD:

aralr ti
SR e———
Leatzr tust

test

1 ucpmoii CTpOKE \ol A0GAEATEI ATPHOYT 1. 2 AT, HNPENATH KAKHS-HTo
aeneuns aria. BO mOpOT CTPOKS yeTAIBRIBasM A =, 1 TENCP TP YA
aman duafues mookHA GHITS YBEPEHIILIY, HTO K YHMTORSH NOTHOCTLIO. Kosatat
B TPCTUEi CTPOKE SaMpaIMRACT TRV AXPHDYYH, M b MOCTGACH CTPOKC B
ORETE YOICTE, 'O B (10peE ATPHYTOR MEPELIIl CHMBON Paneil "s", & wemep:
T

Mrax, ¥ uicro aiina a0a mimmsonCknomoun ATPKGyTa. Ot Aanpouaer
vameacns, Apyros TPEGYET UOTIORO CIHPAANA ¢ AlicKa, UTa 1POMSOaCT, et

ML ROMBITaeHER Yaaus . logsotpion”

m mest

to-pratecred fla “resr®?

B nepoofi eTpoxe M mbihAcH Komanay yaanenws dafisa. Ha 57a OC aposir
POATHICP/ TS QIEPALIMIO HAT FAWNWEITN OT 3anHCH Gai20M (cooBuene 10K
1010 10 ETOPOH cTpOKe). Kax mizuite, OC onpeaemina 1 avpndsr *. Tone
6yiite Baecn Gywmy Y, 0Bkl yaceTonepiL Teicisns. B ysuauTe coobue
e o auwmike,  alin ocTasCTCR A tCCTe

Jhanaiire cnimen arpiGys

chattr -3 Le:

[r—
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107peGokATICH TONLKD XOpOUIEe SHAHME AHTHACKOrD ASKA 1 UTEHME AOIKyweH-
Tattin i hasios HOWTO, RoTaphie NOCTABNRIOTES ¢ CueTeNol Linux

Tnaesioe OTIHYAE KNHK © TOM, HTO 0 GE30MACHOSTH H MPONIBOTHTEALHOCTH MEI
6yilem. TOBOPHTS Ho & OTACTLHEIX SHCTIONHTCIILHLIX TTABAX, *To ABIACTCH GO/
W0 0UHGKOf, 4 Mo Mepe HenbXoAHMOCT. KOFIa deliokek yike NpHOSpEN Hasbki
sexphexTUBHON PABOTHI C CHETOMOM, To NEPEYSHBATECH GYAET Cnokn0. Unemo
qa0oTaMy Wi GyjieM PASHPATE TOGACIOBATETLHO (OT H30B 20 CTGAHEIX BONPOCOD)
500 ACEKTL K0T PACCHATPUBACMOM Tehi, BKYPATHD PACKATAHLZA 1HOIYALI -
Hbie KA "0 TORGHKAN.

OnnCati4e MpUMGHCTIX 1 NPNGTO IMAATETpHposaHHe Linu scera momo Holk-
T 3 HuTeprete Wan B TOKyMeHTauMH 18 OC, A BOT WHQOPMAUNED 10 AQpeKTB
HOMY MCToTES0BAHMIO HAHTH COKHES, 4 BCE HNEIOUMECA CBEIEHNA ABTOTCA
DPATHEUTADHEIMH, H X TAKCTO CBOAMTA B /140 HEANC. A Beh Ge30MACHOCTS He
IHOGHT OBPHIBOSHEX ABCHTLIX. ECIH YRYCTHTS NOTI O MENOAL, KONIGIOTER 0Kt
SWIRACTER YRIBHMAIN T3 B210MA.

B atieCiie MUMONHWTETEHOR HIOPMALIN N0 GEIOTECHOSTH KOMITIOTERS H Oc-
i COBETYH0 NPOMHTATD 010 Ktry KoMTewoTep oM xakepa” [3], 2 koropol
RHEOTCA JOGTATOSHO MHOTO QBUIKK Che, eI 10 JTM BNPOSa.

HeoMOTp KA To, U7 AAIIHAN s HawpuBlicHa b Connich Creneii wa mHCAHHE
GesonaciioeTy OC Linux, MHore PaccMETPHRIEMEIE b Helt HPOBICNI MOIYT Babt
SPUTONTECA K MPU MOCTPOEHIM ZSIMUEAHOTD Linux-cepaepa. Touwo Tak e

Kétnca “Linux TT33%H Xakepa® GYIT HOTESIIA 1 CHEIMINETaM 10 GEsnIBEHOGTH
Windows-cucTem

B 570 KHUEE HE PACCATPHBAIOTCA BOMPOCH, UBAIAHARIC & BUDYCAUH, MITONY TO
B HACIOKLICE HDENS BHDYCHAR AKTHEHOCTE 5 OC LiNuX MHHWMANENA, KO 0 e
SHESHT, 4T0 ONACHOGTH e CyWECTBYeY. Yipas ec7h Beerla, & T OF BHPYCOB
cxoika ¢ sauToll OT TOFHCKX MPOrPaKIM, KOTOPLIX Al LiNUX J0CTAToNHo M-
To. OG TaKax BAPYCOR 1t BANKHOCTH WX OTPAKEHIA NOKHO TAKKE TPOYHTATI,
u keture "KoMnbloTep citsatm xavepa” [3].

Hrax, 2apaiTe sHaKoMThGA ¢ LUK © TOUKH IEINR XAKEPa, W 7 yHEpen, T Bir
DOCMOTPHTE Ha Hee COREPINEAHA PYIWMU TIA3AMIS W KaMLIETE 314 ceGa MiorD
HOBOTO 1§ HHTEPECHOTO,

BnarogapHocTit

B kamaoli croti ke 1 CTAPAIOCH NOGRATOIAPHTY KCEY. KTO YHICTEORAN B o0
CARaRNY W MOOTaN MORSHTRGH Ha cbeT. Be3 TuX MI0eli IPOSTO HHUero 661 1ie
ToaymIocs,

Tepreist zenom ¥ xovea Ger rmewts wazareatereo "5XB-TlerepSypr'. ¢ Koto-
Dt PaOTaI0 ke HECKONLKO AT, CHBCHTD PYKOROICTBY, PERIKTOPaM 1 KOPpEr-
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flocTe STMEUEL TTPRGYTA % WCHOTHSOEAT KOMAIZY lsatt: , 4TOGH yGeanTcH
§ MABHILIOCTH BUMOIENA KOMAIAM, BOT Teneps dalin erko yaaammy ¢ no-
NGB KOMALAL

4.7. 3awura cnyx6

B a0t KHsre GYAST ACCHOIPHRITECH MIOASCTHO CephEpILIN CTyikd. Der-
OTACHOGTE 118 PaGOTIA JUTH CHETENIA 1 IGO0 FARIEH 1€ TQUBKO €51 1iPARATRHOR
O CaMOR CayBbL 10 2 UT TIpal, KOTOPLIE B € BAMTE. XaKEpET ONEH,
HICIO ATAKYIOT ONPEACCHITIE CEPBHCHI H HILYT B 1K ISLARLL HEpEs KOTopble
MK 1270 511 IPOIKKIYTY § CHETONY, @ KAK ML 020, OWGHH €CTh beran 1
newe,

Flo #pvsl manbediiie 510 Kubris HA S0 CAHT G0 IDONISERCHO LECKOTLKD
VAHEIN TGK, HOTOMY STO & CHAY SAIETOCTH & TPOCTO e OG0B Coolf caitr,
KO PUCTIGTATAICH 11a CIPHCPS MIRCCTHOR AOCTHIINODAT KOMIaRHH. 34 ik
A 4 Cafire ABa MCHAIA TAEIIVIO CLYSHMLLY, 8 TIOTOM AI0YMELULIENHHN
JeaTn (opyN. Mite TIPILAGEL, e10. YEUPATh A IRTUCTYANOE NECIO. HToBH
AAIBIC PATTORA, 2 AYID PERK Ty Barny psmiemts

BT AT, CROM T
MySQL..

Kucuponaonnc ezon? Ha cafire croat gopys( phpBD. DT0 out i3 nOyaHpRbX
JBRKQR 1 GCOIOTEO GECAATbIN, 1IDITONY €M GHOHPAINT MHBTHE PAISTS
Gaition. BeibIUHHCTBO AGKEPOS CTPENATCA HAHTH OIGKA & HanGonee HaBECTILI
FpABon kAN, 1 HHOIAD 1M 710 YAACTER. TONKO CROCRPEMERROT (imiTIC IS (o=
Py (B 24HHON CYE) AOSBOINET SAUBHTLCH OT HEITEACHHA

Mocre arnat a 0BOR SEHOK, HO 716 HE oMU, PazpaBaTHkn B MCE-
0K DEPEHIO L€ BLTIOUAT YCTPAIKE IHE CSTIKQM KpRIHASCKOT 0NN, 3 WIETTYK-
S0 130 HOIIPARACHHRD AT 1O HA opyME CEOCTO CaiiTa. Kicano Ko, s e
VRUEER STHX OPEATACAINIL 1 & HTOTE T NOTEPAT BCK) a3y ATHHAS, €CTH Ol
i 343 110Ge 134 O CATA N YKABA 1L CCBUAKY, HEN PABISHON YO iy

Jlonaiive v npstnene s5CTPBKIMOND Cfrra ww.SHEDAME.COM NOCUATPINY, KB
MpoucxoRkae vopskense. Ha Bopyye HyKHO DOKTA b MPOCADTY KaKoH-HHGyAL
TEVM, b & CTPOKE BAPEC MORBHTR LCLAIT:

Bitp:ffwwov.sitenatne. com/forum/viewtopic.php2p=5583
Ecan K 370 GOIKE 10GABHTL 1 KoWeL TERGT
highlight=+,2527 $poster=Y460romim Linux%60.%62527.

0 yKRAHHA owaNL | INUX KOG HA COpBE:

BUTTaK, 1ANPH3GP. MO0 Graty mGCOTpCTS B KaTANOra fete 1 cepoepe:

Ehighlight=%2527 $poseer=Y4601s%09/ete%09-1a2%60.%2527
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(KL i IPAKLIOCE BOCCTALABINGATE TAINILIE HA COPBEPE MOGTE TORG, KaK
BUpHE BLITILUE BAMMETRRTOPA, U TOSHITAT YBOMHEHME HECTIPABELAKEHM T
Sepe HEGKOBKO e Ge3 06aT0N0 Ty YHINTOIIN HA £IRBHOM KOMIIERITEPS
5010 WHDOpvAUAID, Tie CRAC dame XOpOIO HACHPOCHIRI cetcbol skpan. B dan-
HIN COYSOC BOS APOMIOLIZ BHICTO, MIOTOMY 70 BANOMUIIK GaM JAITIMATCA Yo-
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B menoskax TrpH: 1 OUEPUL HOKBRAOCS 10 OAKOH CTpare. OFpiTHTS M
KoM 2w ; desricator oficus Tenowex 1P-a1pe saNenmIcH Ha oo
162 NS NOEED KOMTLIOTEpA <2 znvn e, EGHH CEpBED MOKET OMPEAC.It WA, T
O HeTaeT TakyI0 ToIeNy. TIOCMOTRINTE Ha KuROMRy p-cls. 36Ch HOMED ICpIC
80 suvcnen a hitp.

a0

ST SoBeTVIO BaN BAUMATEALIG IPOSHATIOMPUBRR, COMGNILE HIMM CIKD
BUTLTpOR, 2Ot B MSTICQ HOUIMA Y KAAGHY €10 KAQIKY. PACEAIOTPHM <TRyk
TYPY CTPOK i BUHCR LCRGMGA inQUT

e et e
sy - wissess e =7 > ke
Tlepnan crpasa— wwoin c1oaBion, @ wropsn 0 U, corepramd fo-

armmc sHasenma. HECh ¥ Hat 6 K0I0HOK

T Lare — aeficTNG, KOTOPOE BYIICT BLION ATLER, GG.1H [GKCT YIOMCTOORAT
BUIEPY, B HALIEM CAVAC CTONT ALC: £, T, &, FDOIYCTHTD TATLLIE, B IPITHE:
HOW CHYHAG 1T Y1 TOR1CS

0 peot — RPOTOKOA, B AAHHOM Cnyuae Lor

1 SO 131G urut. M s HE 3 KR, 10Ty 10k L1
e
£ soucen — HeTORI Nava. CI0RN "Ny Alere” SREICT 12 19, 4TO HAGHI
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aupecar. 3mech MOWOT GUTL MM KOMIMKSPE UaM €

0 poris  NOPT, YRANINEIEH B WIAE ssrrinn 5 s, B AAIRON oI
*a® Y HETOUHIA NOAET GBITH IOBOH 11 (ASTIONIYETER CA0BO 27), 4 T
sy w30 10p1).
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Gupatica 20 yposmw Gafion. Taw Yo AGHCTOYCT BTOpoE KORBUQ 0GOPDHH —
9PaEa 20STYNA K HAANGN i AUPERTOPHSH.

Tlosevy e TOTI0 \bl PACCMATPHEAEM CCTEROM DKpaN LKILIE AR GOLTYTa HA
fana? Jla ooy, 4o Firewall SolANIzeT TORLKO OT CeTEnEIX BTOPACHAR, @
(PREHLBHER PETIANCHTA A JOCTYI TIPCAOXPARACT ¥ G JICKAIBHHX XAKCPOB HiM
HEAOBPOCOBECTRX 1TOILAORATE,ICH, KOTOPHS HOUYIMTH DOSMOAGIOCTD HOAL3O-
WTHCR HETOCPEACTRCHIIO TEPMMHUION. O5a YPODHS JALTL OMCHE BAAHGI
B chepe GEI0UACHOTTH BOOGUIE HET HIIIETD HECYUIECTEEAHOIG, Tl AL Y-
T BAIINGHHC KOKAOT NEHONH,

o100/t SKPAI 10360, IHET OIPAIISITE IOCTYTT K KOMTBIOTEPY & UEAOM KA K OT-
JCTEHBM TOPTAN, K KOTOPBLY PAGOTAIOY cepimeni. 1o 1C fiwactes 100 % sanin-
0 O BTOEEHS. TO BCEND Ml UPOLEPKA 1EKETON HA CouTBETCTSNE TPkt~
I8, KTOPAN HG MOKGT FAPEITHPORAT, 4T MOTLSOBATEIMS ASTACTCA PECToHbIN
empagaTerew

Mpocreriutnis croce ofixona cercsora skpans — uruienxa TP-apeca. Hanpi-
e, MiYe PHAOULIOCH PAGOTATG B CETH, TIIE MPOCTHIN NOIT6TOBITERAN AP~
106 W sOBATL HoYTOMse MpOTOKOG SMIT 11 POPT (moakmovene tra 25 1
10 nopTet conTReTCTECHHNA). A OTHOGHTEA K RO KATETOPHI 1 ¢ MO MONYaTL
U8 OTIPRBIATE MOMTY, HO ADCTYN Bhin ¥ MOera 1auazbimKn. Henonssosasie
Web-mrtepdeiica K PAGOTH G ONTONLENM CEPBICAMK TaXiKe GIOKHPORANOCH 1T
JPOBHE. UPOKCII-CCPACPR. OTUEI e DNEtsh PO Jycno Grire. OTUPAITL

Gk, T34 31070 A BHITONIT CIEYIOIEE:
3 TKAAACH, KOLIA HASTHHRK B
3 NI €70 KOMNLAOTED:

e s K s

3 oueuin ceoff 1P-anpec 11 YCTAKOBEHIILIH 16 €70 KOMMBHOTEpE:
01 cokoltso OSIPBHT NOUTY 1 BEHY! CBOR CTapsif IP-anpec
Koria HSKLAGHIK BEPHYTICE, Oh NOAYMAR, 'ITO KOMIBIOTED NPOCIO Sanc, 1 i~

01 SAMONOTPH, & ¥ 5EH UPOBAES L1 ROCIHQNBIOBATES CEPRHCON, KOTOpIL
G Fapenten L et

ECti, MHOWECTEO CTIOC08 00X0n0 €CTCAEIN BKPARON (4 CHkan omihGor & wpo-
TRAMMGX), 1 BCE ke, NpABHTEHAS KOHDHTYPALS CHOST OGECTENHTb LTOKOHHMH
GO ATUHIACTDATOPA H CICIIIETA N0 BE3IKICI O T,

BOC Linux o kawecrne Firowall TueTynaeT nporpanis, Kotopas (uisrpyer -
(OPHAIIO KA OCHORE OLPCICACHIILIS NDAEMI, & KGTODLIX J0/TAHO BIUTS 4eTKO
TRIMACANG, KIKKE NZKSTH MOTYT OSPACATHBATLCK WA OTPRBNATSC & CETh, &
Kexdic per. Baavauaps oy GOnMUINKTEO 21K MOCYT 3AXREGHYTEES YHE ha
BIZE B KOMMHIOTED, TOTOMY 970 CCTEROF IKDAH HE MOIBOTHT CPBICM Fke
JMACTS TIOTERUMITEHD OTIICHbIE 13KETHL
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410.1. GunbTpayws nakeTos

Hra, QGrCRHOl, O He GINICTECHHON 381046i1 CETEHOTO IKPaMA ABARETCA BHTHT-
T axeaon, B 1Linux yike werpoen Firewall, u aw €70 1€ 130 Yeranan eart,
niesn0. Taumce exasnn, w ook a: iplables w ipchains. i 1osonato s
SORTPOIRPOBATH TPAIK, KITOPEI 1POXDIIT CR3 KOMTbIaTIED 110 MPOTORDNAN
TCP (Jransmissicn Control Pretocol, npoToron ynpasieuns ticpercivetly, ULP
ilfser Data Protoeol. no;nsomsTenesii npoToKo Adines) u KM (Inlernct
Control Message Prolocol, nposoko ynpas.taiouks coofuetih b cein Hitrep-
wer). Tak kax TCD ABIACTER TRUISTIONTON AT8 BeEX OSHOBIE NPAIIOKOADN M-
puera FIT (Kile Trausfer Prolocol, mporosor hepeatn dadbion), H1TE
(Hypertext Transfor Protocol, OPOTEG] MEpezats THNCPIEKCTORBIX (ailice).
BOPS (Post Office Protocol, nostromuei nporakon) 1 p., T guxsrpaima FCP no-
WO HMLATh ReC T CEPBICH

Bt 3anp0ce, KOTOPEI MOCTYNAKT 13 HRTCpHST SIM HANASIRIOTEA TYAQ. MO~
LT Slepez CeTeRoll KA, KOTOPKLIE HPOREPALT WX 110 RHY ITLNIAM IPARETA
H €cH COOTESTCTBHE YCTANOBAGIO, TO NAKCT MPONYCKACTEH, KCM KagofinikGo
TAPANCTP HAPYTUACT XOTH St GO HPARILIO. T0 IAKCT MoET BorTt YUIcH:

0 Ges peaynpescaenui (deny, wanper);

0 ¢ mocLkoli i KoNTLIOTEp TpamTER cooSieius o0 animGxe (reject, or-
snamermc).

6 He WAITHAN NOCKEAI0:H BIPHAE, LCTOMY br1G KEAQNEN 1HNPABANTL XAKEPY
NAKE NAKETHL TlYHIUE CTABKTS JeHCTANE 3 BHLMAIA, K LYV
fyieT aywah, 0 cepbne mpocro meaocryer. [ b orow Ciysac era s
NEITORETCTA AOTYT Oy THTS HEYJOBCTEA MPH HATHARGE (POCHE 18 & KON Ypi-
poBaHHA CeTeROr0 3kpana. JIOTYCTHA, STT0 Bhl 70 QUIHGKE HAGAOKMPORVII AOCTYIL
%80 nopry. e qomaowren, ofpirinca x Web-cephepy, i 1ponpnm, ne
0¥ OFRETR O TANPETE, GY/ET HAXIITHCS 1 COCTONHMNM (H/GHIA 10 HETESG-
8 “Sircnn. LA HCSBIODIY. IPOIPANM B0 BHANCHIC MOAE ShTl GECKORL
HEN, 1 OHH a0HCRYT. HCTPALHS GINHGKY B CCTEBOM SEPNE, Kbl ABNG BOIION-
HOCTH TSHOBATE: M PAGTATI: KOPPERTID.

K10y . OTIPEBKA cOBIEISH ¢ omGEasH wACT 10 IpaTokaay ICMP 1t yic-
MMmACT Tpadii. XAKep MOACT WETIOIbSOBATE ATH CCOBCHHACTI 2R PCATSANIN
Tkt 07K OT OBCHYWBINIA" W MEPSIIATIII, Wl KAIIGT HEIIYIKINL A OTRETa-
s, Ak DS SORET Gurtn, napaRICH ne ToNRKO wa tpabuk. Xaxepy Aocia-
OO & KIS FANYCRTE AAPOCE! 12 YUTAHOBKY COCAMUEIIA € SAMPEILEnIbaN
NOpI0M, 2 BAIN KOMTEROTep SYAET TPATHTL PECYJIH Ifd MPOBEPKY MAKETOB H OF-
npsaicy ICMP-0TeeToR, ECiis (IKETEL GYAYT HATH CIMLIKOM FACTO. 70 £CPAED M-
T HC ENPARITILCH € AT KO 1 IEPLETAICT OTALNTI, 114 SHEPOCI DRTOPIIO-
seHHAEX MO s0BATE .
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Ceresoll KpaH MOKET GoiTe YCTIROBNEI 12 KZUKTIOM KIMTILIOTEPC & OTACIMIIOTH
(AN, €10 1 TABMCHVOCTH OT BIQINKENI FE30%) 11K 1d BXORE B CET (oW
phc. 4.2). Bo iropoyt cnytac Fireswall peaniyer oSu1ne HACTOMKY Se30nacHoN
I BCEX KOMHROTERO B CeTH.

Awrsprer

Cevased |

I awpan
|

Puc. 2. Frsuall ion sause o7

Fean 0 BAICH CETH OALGNE M1I01D KON IEIGTCOR, TO YOPRLTATE Mot 3 0GHOBTITL
OTHTHKY BEI0TACHOCTH C HHOWITC 3PS JHUTEN SN, Y CTAHOBKA STHHOTO Cep-
seps ¢ Firewall 00380°ET YIPOCTATS 3TH MPOUEIYPYI, J]yHIeE BCEro, €cm Kom
QGIOTED € CCTCBLIN JKPAIION BHCTYTST KAX IWAITD WAH KK BHQMANHIAT PDOKGHH
cepnep T A0CTYIA B HITEpICT DCTANLINK yaactInKOB CeTH. 13 30N ¢yt
XAKED WHIZARSHO GYICT BHACK TOTLKO STCT KONTHIOTED, & CCTATMLIE KK
TIpYICA 3 aRABCCRON. HTOBLI MPCHUKHYTS KA MOGYI MALIMIY B CETH, 0-
G 20T eH SYAST CHISAT NONYSATS T0CTYR K KOMRLIOTEpY ¢ Fitcuwall
Takiy 0Gpazos, 30T Letoli CeTs YIPOinaenca. Ho/B0GHER b upcH-cepacps
B MOKETE YIHATI B 27, 9.

15 BO BGTX CETERLX DKPHIEX LTI DINIO CHAROE SHEINT-— OHI NROPAMMHHE 1
HENOAE3YIOT Pecy pebl Cepeepa. CORPECHNMC MAPWIpYTIIICDE TOHE VOryT po-
LHTE BOARINETN IPOSIcH, KOTOPH BCATATIOTCA HaL CCTEBLIC SRPANG Linus
C ApyToT Cropofta, LN 103K ONEHs HACTO ENIBENIOT K KINECTAS MAPUPYTH-
2ATOPR & 1ETAX YACLICBNSHIA CHETEMI 3 CHCT HPHIEIIEITMA CTAPOI HCICSa
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TipoToxonst

TCP HCROTLEYEIEA KK SHY0BLIT 119 MEDENGIN 41NHGIX TAKIHA TIPOTOKQNOB, KAK
HITP, FTP 1 2. 3a0petsarns er0 He MMECT CXHIGIA. LOTONY WFD 310 acHOB, B
KIODO 1301 IIEA G LK S3A0CT 7, IPENOCTHRIAEN X 1AM TCRMMPHOH CCTBIO,
x nepeaactn yaierx cavans TCP YCTaMARMNACT COCANIEIHE © YARICHILIN
K0CTOM, L TORLD TIBTOM MPOHCXOTIY oGweH uhbopaitieit. Enaroneps stomy
nnatenka IP-a/peca TOBONO YAIICTHUKA COSMMHERM YOTOKACTCR, & KHOTAL 11~
HORTOS 1 HEBOIMOOKHOM,

Tigrrokon UDP waxoauses a oaom ypanne € TCP. Ko tepenacr mansiic 6c3
SSTUOBKH COBAMMIGINR. 3T SUGANT, 4T NEKET NPOCTO TOGHTGETCR & ¢ETh Ha 0T
PEGENCINITE APES. W HET TAPAHTIIH, 10 OK AWEA A0 A7PecaTa, JAECL HET KNk~
KO ST OF NOATCAKN [P-3apoea, noYTOMY B KAMCCTRE OFIPARITETN Mo~
JBIITEHHIK MOAE1 YKLAATE “TO YR, H HAIM CEPHER HE Yimak oz, Fe
M ter 0caGO 11A0BUOCTH, TO A JANPSLAID POXOKIEHHE TAKNK NAKETOS & o
cropon

Dporoxorn ICMP ieflaniyeres juis obwena yupamTiowinm cooBimenmsu, Ye-
0G4 11610 KOV P13 TOBLPAET COCTMIEIIAG © KOMISIOTCPOW. 3 OBIY QRIS
A0 TPOTpUMME! COOTRIEIOT ApyT pyry O ownkex. Fem 310t npotoxan we-
NIL0BATL TALKO 10 A3 G411, TO O1f Ot ¥aioeus, 110 B nauseil Hami wce
JIcKO or Acanz, n ICMP yaxe ne pas cranomwies ofvexTom s DoS-arak.
Hadbaerc ofibee criocolian, <rofm smpenns, ior nporoso. Fcnn ofsen yipans
IROUEMH COCBLIEIIMAMY HEOBNOTHN & Bawieil padoTe, nonpoSyfire waiity apy-
190 14p01 PN Y, 10 HIBIBLTECY O HenOALICBaMIH ICMP.

OunkTpauyus nopTos

Memnoc, wa 910 o OB pariTI mMsaRME, 370, KoHEA IO e, MOpTBI. Jlonye-
T, 410 ¥ 3¢ €T, WEb-UEPRCD, K KQTOROMY HMIOY OGTYT BCG NOALIOBATENN,
TpeTnooXAM, 70 HA Hew PIBOTRIOT AROMOTHO Geromachue cucHaphh (310
furmierineg, 10 nonycrss G, kn craTeIse A0kywerTet HTML. Tlomnsio 37o-
0, B APOFPEMHY COEPET CAMME NOCACHHE OGHOBICHIH W HE WEICT YRsbH-
wocrei. ThangageTes. st cepuep Sesonacen? Tl Ho a0 G0PI 0 PEMEHH. ]
ofHoBTEIA CONEPKIINOTO EOBXOMMM KaKOR-TO AOCTYN 319 3aKAMKM aiino.
seat, 0TS ¢ CKCTamin & Web-Cepinepy NKTO e Fysier, Haiite neer s pado-
T dafiiann oTKphaaLs FTP-Cepane, A BOT 970 Yike EIpA.

Tur aocrya w0 FIP MOKI YOTAIOBATY QWGONEE SAIILIEH Ak TDOXPAWMES 1
CAMELC CHOIBIE EAPOIN, HO XAKED PAKO LI OO CYMES! IIOMATS OTOT Cop-
auc, TTGPOTTS MOKHO NIDAOGRATE, YKEGCTS C KOMILIITCP N LOBTENA HIH 30T
i, CAMOT) CRAYATY MCPES COLIAALIYIO HIDKEIIEHIO, CYLLECTBYIOT H APYTHE NE-
ofie. ThO0ft Karn, P KUTOPh ~IKED WIAES UPIMMKHY T b ERETEY, CTiNO-
BHTCK FAIEHMLAN, OTOMY {110 HMEISHO €70 BT B3aTMATEaTS MIOYMEILIEHH K, 3
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1Upk KISTPOING MPIPHY HORIC HEMOTL30RTE 186 BABHANT itbipa

1. Paspeneno sce, 510 HE sATpOLENO.

2. BanpeuteHo cc. HTO He PUIpEUIEHO,

HauBonee GexnactuiM METOR0M ALIFETCS ETOPUTl, (GTONY 4T BCCHa Senser
TRIKKEATLCK OT 31peTs. HEQUATLI0 HEOBXOMING SNIpETITS RGCOMGIHO Bit,
2 1IOTOM 110 MEPE NEAOGHUTTH OTKPHATI A0 YU OIPSIENCHNEIN OB CHN
W K ofyenoBneitey Ceppitcax. HMENIQ ITOR NOTHTKM Bt SOTICL MPHICDHt:
ETocs, KOTRA 1IACTPANBAETE HPGBHAR LA BXOTANIKX NAKETOB.

FCil A8 aTheA OT PASPEIIGINIA, T 110 YHOIHAHIID NEG IGIOICHO, AJIIHHETPE:
TP MoK 3BT KU1 WADCTO 11G FAKPHITH HEKME AOCTYT! 51 YWHIET, CROIO DK
Ky TORLKO 110CHE TR, KEK SIE0YMLILITCIIAK TPOIAKHET B CHETCNY.

4.10.2. NapameTpst chunsTpaumn

OcHOBHEING: NEPAMETPENH MAKETA. MO KOVOPHM OPUAIBOAICH (Wb Tpatis,
SUTHIOTCH HOMED IOPTA MCTOUHHKS M IpHENHNKA, LADEC TIPUBHTE DS (L o
SHAMEHHA i TPOTOROT, KOK MBI YXC JHALM, CCTEBIM HKPAHON HOUICHRHBIICH
Tpk Geoesix mpoTokona (TCP, UDP 1 ICMP), 1ta ocHoue KOTapLIX cTpasme 10t
cepsiices — FTP, IITTE, POP3

A KIle BHUMAHHE, S0 BHTHTPOBATE MOVKHD MIKCTE, HAVIHE & 03¢ eTo-
PO, T1pOBEpKa MAKETue, IPHNOAAMIIN HIEHE, NOABOICH HA CAVON PAHHES 13
IS GTGONTL T10Gble HONBITAN BIIOWATE SHCTEMY Hiti BEIBECTH S T3 ¢TRION.

A 384C PHNLTPOBITS TO, ¥TO YXORKT w3 cemir? |[a NepELAi 637A GeceMBICE
HO, HO PER0H €CTE It AOCTATOHHO SQTLIOR. ¥ HCXOANIETO TPA AR WOIYT Gurm
BPATH, A G1X fiepEAHONTO;

O TPORHCKUC 1IPOIPAMAIY, KOTOPHE NOTYT (IIPABITE B CCTb KOKQHIHLIIT.
HYID HAGOPKILLIAG WIK COLIMIITICA ¢ SIKEPON (1K € OF0 CEPRCPON, HTOB
Gpan. Kovana ¢ xakoro-nGyan gaiiaa;

£ CreuHaISHPORAREIC BP0 4% 00N01 (paRL. JIGTYSTAN, W70 5l
SAUDETIIN JOSTYI K OHDGICACINIONY 1IOPTY 13nHe. XAKEP MOKET MOMECTITY
12 CCPICPC 1POY PRYMY. KOTOP3Y 63, (2T 1ICPLIIPAITATY TP ¢ PAspesiicE-
oM NOpTE 13 AENpliEIILIH, nanCA0GHE Ty poRaE OpenSSL (Cpen
Sesurc Sackets 1ayer, o1 KpumaR npoToXO SAaWEILX CokeroR) | Ipaee-
CHONATY UATUCTTE TAKYIO YTHITHTY = 5E10 TATH M

r.

Borsiamkmbx AICER IR 1IPOMIKHOBEHIS. DICHE MAOTO, 1 BaTA 581840 TAKPLIE
een Buint, Tpaiacn

MIKCHAILIIOS HX KOTHACLTHO. UK 51010 HOJL KOITPOTen A0
offoms 1ApEBICEHX
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104 SHE0 50T POTOPRACHIIK ICAE0BXICISH MPEYPAM b HAX LTpCsMTEs X Hy-
10, K THKUN FORYAPUTRAN OTHCCAH APHKY  HEROTOBIE PECIIOHB BOCTOHON
BAQIFiss, WRAIIDNGS pa3RKRAIOTIYIONH. O TROGAUNIO Yaltaby Poctiia

0T WA CMPARAK Tew. 10 B HEKOTOPEIA B3 MK CIp Caer, CHana B
PRIHTR TUXHOIONWA KAPAITL, KITAA 10 DOPURTHIBIY KPEAHHIILLM KAPTON Ka-
3aTeA 8 Mereprere 108, FTOBU KADAMKT CTa.1 HEOCHTACH. Ccpaie JB1pG 11
06Ty 10 ey ytas IP-ipecon, BHOCHSAC TR HSCHIIOCK, 410 06ciTH
Y CheTemy ouete npocao. JTCTAIGHND BALiO.IKOBHTLCH BHORHMHNIN NPOKCH-
cepaepow o CIA i Kariaze. 47001 XaKep SI0T NPOCKOSHIE Mperpaay. A BoT ¥
OEPOIOPAANSHLIX 110TETOBITEILH BOAHICTH CPoeSiit 1pOBrMIa, W ol rits-
19 BOINUAHOSTH HCNOSNIORATI: CEPRUE T4 OINITH HEOTXONAEIN YEIYT.

Wy cepresiimit Hea0CTITROR AGNALE GUILTP GUt1 WELAT, M paIpaGOTAMKH
Regrow.com GOTBIS HE NLTAICTSA CTO MENCIBI0RITE, |POCCHBEIb Bee WM.
0 WDORCH-CETISEPBI CAHIIKOM SATPY ANMTETEHO, U 3TO 1867 Mt SGieT, o
PEIIII MUHO B S L Ta 11T, WHOEE IPIXOAITICR WHPE
HEKIY GEI0MICHOCTLIO M Y.A0GCTBOM HEMONEACEIHA

@unbTpaLA HeBepHAX appecos

BN CTY R, K01 30 Q1AM CEPENC HENPABIUILHO 0OPISATLILL BIEC 10 TyuaTEin
LT Cepaepy MPUYOII HeBepIMiil NAKET, TC CH OTEEHAN O IPABKTETIO COoBLIE-
et 0 exoppexTHOGT Aunnax. |POGIEHE FEMOHIACH B 10N, 4T L20F W
JEHHIK VOT TIOUITE Ha CepBe) TAKCH MIAKET, b KOTOPON B KAMECTBE OTHPABMTETH
CTOT APGE MOAYHATIETA, T €. U B TOM K R ARFTON Caysae wcics 1P
agpec cepnepd. KOt e, cophite NITAICH ¢ 0G12Th Ceoureitie 06 OWABKS,
Gmipugu1 €50 Can cebe, 1 CNOTR BHAS! OGO Taker. Tawiy cBpEION it
OpMENIH AR BATEC . EC I 10§ WLITIGICIHUK HATDASHT TH(CH T TaKisX TaKe-
108, TO CEPREP TONEKO 1 GYAET OCHUIATL CHOBINENNS OF QKA.

0 RONOGHLIX NOTPEUNIOSTAS 4 YIKG JUMII IHHCIO KC CAMIL HO HET FAPAHTHH.
0 OB He NOABATCA CROBA. CYUWECTEYCT MHOKECTUO SAPECOR, KOTOPHE HINO
(AILTpOBATh 1 Fl HpaNTKaTL, 7 ce.

floMHHO STOFO. A COREIYK) B NNYCKATE TAKETHL € GAPECANN. KOTOPLIE TAPEITH-

sipund W HE OFYT HCRONLIORATECE & HiTepiteTe, PACMOTONN QBNAIOHb

amex anpecos;

3 & xauectac mipaniens cont wpee 127 0.0.1. W Fiepiiera 1aser ¢ ranim
SUPECON NpHFTH HE MITKET, 1HOTOMY 47O OF BOECa HENOMLTSETGA ATH YKASAAN
R A e

0 or 10.00.0 20 10.255

001 172.16.0.0 50 172.31.255 255 — sealenien 3% macHerx cereliy

255 235 — HeNOHbYETn 1 MACTHAY CoTel;

307 192.168.0.0 10 192.168.255.255 — 3apeIepBUPCBAN SLTR RASTHYLX SeTelic
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KaK pas Ka 570 ByiyT NOTpAYCHb! Be yeIia. 14, ¥ ORIEO 1E HOYHITITH, Y o
POF0, 4 COTBIIE SIYAING BOWICT € NEPROID PARA M YHITOIHT BCC. ST (ANAETEA
10 pyKy.

Taiiy QpasN, SOXI YCTIIIOBHTE 1 CEPECE TAKYIO HOHTHRY, TpA KOTOPOH 1
80 wop By OpMETLCH bt nojsmOwEs, 3 K1 P-ceprs (21 napr ) Sy
npetien 14 Kex, KpoMe anpeacienoro 1P-apeca. Tlacie ITOTD OB
HCHIIE MOKCT K0T, 1R8N NDHDETD 1PN, 0k €10 A GyAeT o0pe:
SATECA, €S 0N e MeaeT IP-03PEca H i CHOKST LT MIOTACTATS

Dt SOTKHI JATPETHTE HR MOPTHI 1 1IGEIC STONO OTXPHTI, TONLKD 70, 410 Kool
X030, 118 CepBepe. KOTOPGHT OXPAIET LERYID CE1, 310 CAEINTE CHOKHO, NOTD
10 paIILIC XOMALIOTEpM TPCBYIIT PAIMMITLIC CEpRHCEE, OTRDHTL M e —

ny
SNIAMAT PaApLIATh ASITATI G0 BCCME HOPTANI 1 AOSOR Sidale. Koo e,
MOWHG HOMIM. NOpTOR HCHOIMZORIT! B PRI IP-AIPCEA. 16 ST o
HLIME BADHANTON F0IHTE GYAET HCTOTEIOBANIIS CCTEROND FKPAIA HA KIKIOM KOs
THTEPe BIYTPH COTH, B STAM CaySaE KaKaLI IS X GYACT OXPAIATLC B 100t
e o1 it mC b saan. Eonn i Web-cepaep, o wa Mirrepinera Gyaer
B er: Tk §0 nupr, ang F1P— 21

OunsTpayu agpecos

Mexonn 1 npeasiyuine cooSpamcniii o, o s (irth i wowio i
7016308aTh 1 IP-03PEC, SOTH MAKCHMATBILA SPYEKT JOCTHTIETCA HNEHHO B o
ST DAPAMCTPOB (10T b Anpec)

Lonyerim, o 1 kaniei ceTir maxoadrcs nea Web-cepbepa Taxoe Gutisier oesh
“acTo. Omim Cepbep AENIT AOCTYMILIN ATH H56X 10ce rrenef 1 HiiTepuers, i
BROPOT TG AL EROWX HONAIATCICH (Yt PHEODIIOpATH ki CAT).
Bronke nofwinbiy SyA€T pAIACIHNE AHGCPMALH, TOTHA 5D SAKPLITIE Copiep
MOHO OYGKATL TEQDUK TONLKS TOKATLHON CSTH BHE BHCHMOCTI OT ROPTA, Xar
P 31 HHTEPHCTE BOnSie HE AouHHE HMETH, JOCTYIL X Ty TDHRODTIODIIMENENY
cepoepy

PACEHOTPMY e i MpHNED. JONYLTHY, SED ¥ KAL GETts WHITIE =Wl i,
KQophi 00CTYRNBACT Tk NONG30BATEREH, Bbl M0CIZETRETE TOBADH TOToHS
00 CaOeMy FOPONY H TIe SWINMASTEST PACCHLINON. K DTON CIYHIE Wy pasps
1T A0CTYI & cepnepy Tobko ¢ TP-RAPSCOB BAIIEIO FOPO3E, 8 OCTATeHBN -
aanperire, THO 370 313348 TOUTATOHO E10KI 0 B PEATIEAIIN

@uABTPAUWR HeXERATENbHYIX AAPECOS

Hokoisko NET HItan COPBHC WIW.TCETIOW,COM {MMCTYIACT NOCPENEHKON 2nt
pOM3BORNTERE Sharewarc-npopasey, NOAYUAA AEHECH OF KIMEATOR 1 oicunt:
ias GE3OTECHOCTS MIATEAER) HOMATIICH OLPAMIHITH DTN 1] C COMHITENI
{P-apecor. 10 BIOMIC AorvNO. T1EKOTOPHE CTRAITLY KHUIAT NAKCPANY, 1 ijH
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KT PESFIEAT, T. €. BHUORIITICH SAUPCE 1l DAKCT YAATITEA, H HIOROS 11pa-
BLIE He ePAROTIC! BRKGE.

05k UEIL NONMTHKA 1EMCTROBAZA BEPHO, CTPOKH HAZD TIOMEHATE MCTAME.
Bstom caysie Cudadsa mponepec sannch "Paspemuts naxerst ia 21 nopr ¢
wnmLIOTEpa ¢ anpecost 192.168.1.1%, Koirpost npofiner yemeiio n mker Gyner
mpenytest, J11% ocTazbitsis [P-GIPECOB ITO NPABHN HE BHINOTHUICH, § NPOBEPKR
spezamnen. U ror 100 cpalinier sanpen averyin v 21 uope wix wees s
seroe.

TlareThy, HANPASTEHHLIE Ha APYTIIC NOPTEL, HE COOTBEICTBYIOT (PUHAGM, SHATHT,
LS MM GYYT B0 CH ICHSTANS 10 YNQUSIAQ.

410.3. Firewall — He nanaues

Verawoune Firewail, b1 He ONy4GeTe HAKCHNIATOHON BLIYLL, NOTOMY 10 Ty~
IECTAET \HOAECIEO SOPHLNIOR DOAOAL ME E01KO KOHKPETINGX PELIMSANAT, B
roone cerciaro Kpa

Titewall — 370 5Cero Mt 38MOK HA NBEPH NAPAZHOND BXOAA. SMOYMAIITENHHK
VNI W BOCHOLIAYCICH 1APRANMA BAGION, G GYCT HDOHIE)
Aepes depubiil KK nCieseT B OKITD, Hanpiicp, 158 PHC. 4.2 MORUIAA SALHEINI
£eTh, 8 e CaabnAx Tach — 310 Boix0n & Hiepiie: epe cereboil Kbeat, A ecnu
51 KAKQMA MY, Us KAMEITCKO, EOMITATERE ETOWT WOJICH, 1) 570 YAC 4Epiiit
K01, KOTOPEfi HE GYIET KOHTPO IHDOBITEEA CETEREIN KON,

SLenzen cepreps, B KOTOPbIX AOTTYIE B CeTh PASDEIIEN TN © 1P-&TpeCon, G-
PUICIICHRNK SNUCKON. AMNHHCTPATODEL BEPST, 4TO TaKDe MPARHIN (KIZEOAUT
TUBTATLGA 0T XAKCPUB. TITO HG 1A, HOTOMY 0 [P-a2pec 1 Ko HOLCAI

Onazskiut 5 peGota wa hirpwe, e Brx03 B FKTepeT KoWTponMpaswnes o [P
apesy. ¥ weima Geeio o1 aumseie 1 wryseuse 100 Miaiit neopaunn i se-
GAIL 2 KA COCCAHEN KOMMBIOTEpE — IIOHBIf 0CTYN. YroGa e Tpamim, cnoft
Thadek 1 o tyuciae B (haintn <0 Coaera P-aapeca, 4 10/ SHTpE
Web-crpiimun. KOrna 1yiia Sii [eo-mso CKaaT, 5 WOIRAL Caeayonine
aeiicronn:

3 AR, KIEHS 0CROGOUNTE 1N KOMNLIOTEP, HANPHNE]. KOrZd XO3-

X0 B 06

1 mgracxmsivn coresoi Kafem, o Kow

10Tepe coceia, srofh psOpETS Coc-
wewie:

1 cnoaiine e e Pape ua co
GucTpo ¥aua ec. i TpLaRIICEL:

coni, o Gespassomy iy

e e a0

ee H kafen, ia secero.

Tanmn SI0COTON 2 8 TeHEHHE LA NOTYILT KEOTXONHMYID NHE HABOPNALHLO.
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£ o7 224.0.0.0 uo 239.255.255 255 — wcnonesyeren il InnpoKonEIaTCAHIY
AECOD, KOTOPLIE 116 IIGSHAMNIOTSA KOMMLIOTENGN, TIOSTOMY S HIIX HC MOTYT
npHNOAIn HEKCTI

1 ar 240,000 10 247.253.255.235 - 1aperepapoRart 18 GYTYIETO HEMONEI-
sk o Mrepnere,

Boe 3Tt aapeca Hepennsiibt A1 HHICDHETa, W HHKIKHE NEKCTL C TaxHAY maps:
METPAMI e SOMKHEI TIPCXOIMTS “epes SeTeBol IKpat.

usbTpauta e Linux

118 GARLTPALNIA NAKETOD MO OTPEACAGH HLIN WS NPABATAN B W1po Linus o
Beapocita e 1COBXOUIMEE (YL, HO 310 TOILKD OLHOBA, & IIYSeN CIue -
CTpyvenT, KOTOpHA b yA0GHO!

JOpAe NOTBONKT YIPABASTS STHMH IPARHRG M.

B OC Linux s et cpasy s mporpasias iptables  ipchains (bisbteaionss
OHOHMEHHBIVH KOMAHIAMH). KAKGH U3 HHX AL, -~ CKA3ATH CIORHT, TOTOMY
O O CXOIRH 10 CBOMN NoMMAKNOTTIA, Ho MIOTIHe DpOfIEccHOl bt v
JviaioTen w2 ipchains. BuSop QCTACIes 32 bavit. NHII OSHT CTAPHIE i pose
DEXHLIE HETOT61, 4 APYTHE MPEANOIHTAIOT B HORCE.

B #ape Linux HaxomaTeA TpH OGUIOBITE NeTToNKH (chain) mpatan:

O Input -~ Ui BXOTHLNN 1ARETOR;

O Output- - 118 UCKOIHTHX NAKETOB;

£ Torward ~ 215 MakeToR, MPEABIIEEHILIN PYTO CHCTEMe.

Bl MOKET SO3ITBATE CBOW UETIOHKIL, KOTOPBIE GYIYT MDMERSANE! K ORpeaenck-
WO 1OHATKE, 1O Wb DY TEMY FHCCHATP AT 15 DY AL

OC Linus 1paRcpsoT 5ee MPaIa s UCHONKI, KOTOPAH MIBPASICH W IRHEANG:
Ctu on uanpancaun mepeia. [laket NOGISI0BITETLHO OBCIEYETEA HE COOT-
BETCTBME KOKIOMY NDABUNY W3 LENOIKH. ECIH tail1EH0 NOTA B8 010 copmite-
G € QUACIMEN, 1O RIORMARITER ASTCUSAS, YKRBHIE 15 KON 1P
DENY, REJECT wnn ACCEPT, 7. €. SHCTeata petnaer, nponycia nakeT Aaine
WA per.

Leto1H fiecyT B GeGe OIHY OUSHl HENPUATHYIA LA HORIKOR DCaGelHocTh, flor
IYGTHN, W30 113 RANIGW CCIRCPC A X1 € GTRPBIT, 21 HOPT 10NKG i G
JEas 31050 MOTUG COsaET, v npaskita:

1. SanpeTHs 58 BXO/AMLIE HAKCTLI
2. Pazpewure naeths 12 21 nopy & KossONepa ¢ aapecont 192.168.1.1

12 21 nopT cepuepa.

[T nepesiii B2019 BEG BOPIO, J0GTN TANPENIEH JLIA BCEX, @ OTKPLIT TONBKO ANF
orara fIampeea. THpuliena KpoETSH b TOM, 41O €51 TIOSLIKD BY/IG © 0Peca
192.168.1.1, To CPABKEEHIE MepRUTD npania ¢ NAPAMETPAMH NIKETE TACT NOHI-
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BeepeHue

Ot oKzt 2ammesparopy (0 Windows, Kax yeranannionts u pa-
Gormmi ¢ iUy Cas IPOIICLE WHCTAITHUAR CMY 1KOITARNICS, 1OTOMY 4TO B 10
GIRAHAX BEPCHAX O I0CTATCANO APACT, HO KOTIR Vbl YCTAHOBITA M PEUILIH Ha-
CrpouT, Saiba-ceprep, NOCIE0BAIA Ky4A BONPOCOD THTA: "A T EN HACTAKBATE
Sarmba?", "TIoMeMy HER63% TOIYHHTD AOCTYT ABTOMATHISCKHT" ATNAMHCTPATOPM
WindowS-CHETEM NCHUBb! W (PHBSIEIA, 0 OC CaMS JIENGET 3a HAX BCe, 4TO
HYRIID. 100 KOTIA HX CHETEMY B3EMBIBANOT, HANILIQIOT 30AQBETL BOMPOCL: "A 110~
ey Mictasoft He it fam Hyadisi wHCEDyMEHIOR, s106t SUPEIMTh OIpene-

e aeC A"

o,

Ecn cuotpers #a OC Linux ¢ TO4K1 5PeHAn no1b10BaTEns. TO NOCITE YCTAHOBKI
CHETENIBL YIS HHHETO HAGTPAHETS He Hao, MOKKO Cpaty e MPHOTYMATS K pa-
50te ¢ JM0GHNN ODHCHEINM TPUTOKENMAMI H TIOTEZOBATENECKIMH YTHTHTAMN,
TH0 cCty peut AT O CETEBSIX  CEBEPHBIX NPOTAMAAX, TO H1ECk e TPeByIoT-
1 fLiee QUOKHIME HACEPOTKN, K HIHECD ABromAsHAEck (360 b e GyneT. Mo
IMONaHIK) B GHCTEME NIDAKTHUEGKH Boe ACHCTBHA, KOTOPHIE MOFYT RPHBECTH K
HOKLIRILILHOMy PEAVASTATY WIH BTOPAEHMID 10 coTw, sanpewess. J1n Havetie-
MR OTPARMIRHITH 1YKUID HACTAIATE KORHTY FALIMOHILLE (DaHTLS, PEASKTIpO-
Bt KOTOpLIE Kpalife HEVIOBIO. JTh HEMONbS0BATS CICIIATHIMPOBINALIE YTH-
STH, GO PUITHC TR W RETOPBIS WRENGT HITERERC KA W CTpuEH

-3 1 ey 105678 ot SAKOMMIT AMMIIHCTPETOp Windows-cHeTeM crasan:
“LimuX MpWAYMAIH /MHHHCTPATOPE, KOTGPHIN HEYETO IENaTh NG PaBoTe, AR
100, 4TOBH WIPATLCH © KORGUTYpALKOEILMY dafitank”. Hepes ieaeno aToT e
aeroBeK sacTpasan cepse LIS (Internet lnformation Services, nsdopMatIOIHbE
cepumcht MHTEpHeTa) Ha HOBOM Ceprepe ¢ OC Windows 2003, On pyraica Tenm
e cnomam, MUTUsty 10 3ta ©1yK0a N0 YMOIWGHHIO e YeTanaanuBaeTex ¢ OC, 0
IPERIC e ANTS PAGOTETL, HymHO €6 NOAKIONTE H HETKO TPONHCATs, 4T
TOITAHO WETOAWAARETHEH, 8 110 HEv
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pamiy ¢ O NepraKa. 1 QTBCT 1 3TO Spzy3ep KIHENTa Grkpot v.un:
HATNATE COEMItHEI ¢ Web-cepnenon (w10 ins onysgnis snxyvenra himl
W R€CRTS -+ I8 KAPTHHOK 20Kywetria). EC BRTIOINTI, 3TOF apanesp, €€ 32
QO 10U O MOTKET Dt G UGHTAND 1IEGKOALKD 31PGCOR:

0 el LveResest— MAKCINGUMILE SHEI0 HIEOCUR, KORUP: Nurier
GLTL BUITOTIEHO B YeHen e DREOND COLIMHEHI;

O oeaic v Fusous -+ PN OAUIINNA 5 SOKyHION OMEPOIIOTO AAIPOCA. 6T
OO0 1 10rC aKe KawiewT. EGTH 30 YKUSMUL ISPHOL ATPOC HE NOCTyAT,
10 Ot MICHHe TakepUICTCE;

LorLs — MAKCHIATLHOS KOS THO KHEILIOR, KOMOPbIC W1y K-
SHTEOR ON0BpENeN0. ECIH CHENTE 10 Andienne CILINON GO, 10
EIKMMLTCNINE CHOKET IPOMICEH ATay DOS (0TS OT GBCYAANIE),
CURPLIB CIKON WIOT COBRAIEHIT, © SIOPLINM IS Cnpubin s ceprep. o
SMOIING YETANOREIIO "5, 110 Tar0 GYIeT ACCTTIONIO Todkka AT Te-
Tanninoro cepreps. Apache enociGen oRpABOTITI NakmMOYO B bsile Ae 11

Couommnan ACAEC. [ AOKUN YRIWIT KOS SIGNGHII, A NETAPON Cope
e CHORET OSPICTEEHL MEKCHAILHOS HCHKO 0L § I 2163 Y-

ReHO PATOTAT (e 33MICHYTL) ¢ TIPECRLHOT KIrpySKO

7 M xKoquasta orTh L - HHCHY VANDOCOR, KOTOPDR IKOAENO OBpAGETLT,
ABACPHENY HONCEEY A0 eI

i, L AP WK RGBSR
GMTTERM OMYCKAOT IRKOP]AC Y10 PASITY & 11450 Fbkd) (S INAIOT, 10 1
GCBBBORIANITY WA APYT AL PECYCENM, 10 b0 WABCAISIE IPABISH OPH AT
TETHON HEDPIPHIZON PATUTE CaPeps AUIPIITY ITDHECS 1DH TICEI QeI
‘BYZET APHAYTEIIO FmepIiell. BOIMAIETIY CHEIes 70 He Tty eres. 10

eKoTape CRuIpHEp. SOLAris) 1D JMCTILIMI *¥IowRI M b GRS

7.2. Mopynu

TIpw nacTpoBike cepenea Apachie DICHL 2N JCIN TLHOTE iy aH
TEYH 1Y O1kcans & KOB(ATy parCRHon Gaftae fete/httpd/confihttpd conf cie-
Ao o5 paor

<remarine B
Loaeie gor
PEESEE

_rodile modt12s 3

P 1cpnofi eTpOKC 1POBGACTEN RADAVETD GRvE 5285 EEINC on yeTanopaen, 1o
Kovama saduinlc Sy 1o, modulesTibperl.so, heotxommb X

nrrepriperanvin Perl-cutetiapris
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Soxvoriskens MOXET NPUAHMATS OIHO W3 CHCYIOIIAX THAVCHIN:

* Full— OROBpAKATE NOTHYIO MIOPMALLAIO O CepREpE 1 yeTAORIEHHIX
MOAyTIR, BRI S BEpCHH. CaNGU OIACHOE UM CLTIRHER — 10 WCRO.1he
SOBQHG HMCITIO TTOTO AAPAMETP;

& Min— LT MARMYM CoeaCHHi (TObRO HABANAC Caphepa W YETAHOR:
Resbie wonyan). MHOTS AKG TaKoi NpOCTOd enHeoK 65 ecpeii MOkeT
CKEATH XAKEPY CHLIKOM MHOTO;

» Ereduceoy — TOTOKD HABEAIC CEPHCPA, & NalleM Liyua Apaehe scpheT
cBo0e ik (apache) €3 yrasanin Bepeiii. BT 30 KaK pas T0, TO Haw Hyi-
10
O OITHIE AAMMHHCTPATORL WOTYT JKE [OAMCHHTY i Cepbepa,
HO TR FTORS. HEOGXDAMMO ByACT NCPCKOMITMIMPOBATE UCNDIHLC KOTEH
Apache. 3aronoso xpanuTca s dafine include/ap_releasd & suge cre-
\YIowMX mayx CTPOK:

4defire SERVER_BASETKOIOCI "Rpachs”
sdofine SERVER DRSEVERSICN "2

HoTCTaBY e WhA KaKOI GG ApyTolo cepsepa. Alenarensiio, STobu oHO
Ghun0 MOXCIRE 1 PEAIHOCTY, iTHisie TPOGECCHONHLI A XaKCP CPitsy e
MeTUT 0fwan.

B Gance pasmmx eepoass Apache pacionomenne daibia o apy1won HO
bl K6 JOTOBOPHITHC, 9TO YCTANGBTKBATY 1AT0 BCE TOALKO NOCAEANCE;
01 FoarnemeLosiap — etinr YERANONIEN) nitiesne o, To IP-aipee Knneita. s
OpOCHELIIETO TAHKbIE ¢ CepBepa, SYICT GPCOSPAIOBAN 1 JOMEHHOE A, MAIC
fiyaer ncannk0saThcs LP-agpes;

1 ftser W Groom — rEYTIA W MR IUBIOBATONS, € pARANA KTTOPOTQ SyACT pi-
Goram cepaue. TI0 yMOTHNKED & Linie s 370x napasieTpos. wenoliiyercs
Apuche. BTOT NOIEI0BATET, 1 TYITA ACTRHbL OGILAATS MUHKMATLHEIN Tp-
BAMA B CUCTOME, KOTOPEIC TOTLXO HeofXoMMMu jur padim Weh-cepiepa u
€r0 Mosye. HHero RHlHero paxiewas nm Henk .

20v107 M Castenlon — OPETIEINICT MECTARGICIKENE XY PHIOS;

0 Loglevel — OBYCAAETHSACT, MO BYIET MUCATLCA B KypHan, MekHo yKasaTs
AN U3 CREAVIOLIX IMANEHMIL energ, alert, cult, errer, warn, notive, infe,
seoug:

0 Feenl ive — patpeInCHHe OpalaTIEAT, HECKO:IHED H4IIOCOR 54 OO CoCaH-
nmme, Tho yMOIManio 10T 1ApAVCTP otmoNen (SEF). K U HOIyHCH
KeoKaoro QAT TRCGYETCH OTACABKOC COCIMHCHMC. DO HeabCKTHNO 1
IpHEGIHT K PACXOy TWHAX pecypeon. JIOTYETHM, 10 nONKSORATERn
mipncun separnay ¢ 1 kaprunsin. B ot wa i Gpayap cidenis
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Ca620M 1HTET MOIRMOIHIE MO

i, EI0P0E NGXOAE 13 BAFPYIRY, HO HEHOTh-
TSN KOMBRL Aoy, o

CAlrefine u FRO

B, s e pac.

Tlo ymoiaIe JArPYAMOTER B0E YCTAHOB ICHHME MOV WIH Te, KOTODHE
ARG 1 & SHCTRHGY TS, FD T 140 DETHMZIM, ROTANY S10 pRSPAGOTHIR e
HOKCT SHTh, U1 1L HOMHOTHICH. PACCMIONDHA ACAEMC SOy, TOGICPRKT
CNIPHCS, KETIOPAC 01 ST 37 PYRA L0

0 perlmodule — Pect
01 php_medule — PP

3 phps wodale — PHP nepenn 3:

3 plipd_modle — PI1P nepein J:

@ pytion_medute 32 msare Pythor,

SHE GV RASIOTES lanBuiee OIICHLNH 18 Web-CeBopd, aUTaNy HTO No-
IBOTAOT BHOINKIE CHEMAPHIL MCPET KOIIFIE MOLYT NFIEXINTY wLi0hna, Hae
PRI, B ORI IGT, QRO 8 Crienapiis PP, LGy s e b MoReT
BUIGIALL GaKHC-MIBD KAMAILIL 12 SeRnepe. XOpuie cafiyi HeLamviyor ka-
Kof-Ta 0t mswaic Wb porpasanpuans: Ferl, PP iy Python, 1w eer aosriin
QT HbO TOT MOV, KOTUPL HEOTNO, LR 3 S EDIBIISiE JIYne OTRTIO-

it
S PERQMENTIA (AFTL I RODPYENIE T8 Hpa pavionaiiis PHP, narossy o
QSR 1L BCIpOR 1 MY GBCE et GOy GRS, A 1 G0
ety DILITY., IOYMULLICHAMKN ke NIETEIIOT Perl junt Cosaas Tootkir
(650D AU ACHTATOI 11 PO PR, SDIOPAN HOHEOIGIET HbIEETh HEU-
NGO KREPY ASICT A U2 STANCIFOR CHETENE) Ui Kowato crieTeve. Lo
T WO A, KOCPOL OTEIOD e IRCIOIAYET 3 BOIY B NOCHEWGH Rt
Crasnm, XOPOWATE HpOTPANNCT W PeTl GNOHET STk HIUKIZA b Tparpas iy,
Ko Sy AGZOMOTI NI B ACCEAIT MAOK X Xakepy. Hi
WOBON: HIMIKE, UG CaMON L0 AR NOYHO HAIIZATL CYREp HNHiNEIEyI0
UpOTPaNIY. D 11 CON TIDOBCPEUHOSE —— 1a€TatH b, DI YiKE ICMNACII
BALIHT O IPOFPIMNHCTA W Bro Yt

PO AN MOV WEOTIR (VAL S DRI Y3 e
NUKHOSTA MGy MBI, TN e WATCMMSICT B TaKAn FEROSEIALINT
Jlo, 310 CHORD COMOE HOMYIPIIGE MOS MPUEHIN: AILILIAA NIDOTPONMD — DPAr Ai-
MIHUETPATOPA 1 AOMGIN UTENLILIA W ph ATA NAKSDaL

OBUIEIAIG SACHTIE IS  PICCHOTPEHAID. 1IN MO 0
VASMTE W aKOMNEUTHPYALE To. 470 Nelykto, CASII 330, R NaBIGHTE
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HECMOTYE 12 T2, 1T HHA RO €OTl, SOUMLCL U1 0881 (BainaMI, € ie-
TBICKIEN Hep3OTe Gpay1epa 1oty aMpoct WWIW- I WA PACTH e 10
A, 3 1 wcam Ceifie Y Ty, e sl npeic
W wrpsner Bz Web-crpiin,

T

ST (000 S 1T AT OSSN ¢ B Y378 X075 G 158
Vae nearoe npiws

Credine Web-erpannukh, meodsomim Web (HITPhceprop. ¥
CANBIM PACAPOCTRHEHAEI (3 HIX ABI5CTCR APAChe | PY:ND TOUHO STy, Ki-
K1 1073 CEPBEPRE PABCTAET T AAChe, 50 MSKIIR ¢ YECDHICETLIO YTBEpRATTh.
wro Gonme noaomnus. Xown s Linus cytieenynt n apyine Web-cephepn
Cimapunicp, TUX), 10 Koraa ropopar o Web-eppepe non Linus, 1o nonpaiye-
BT UMEHITG Apacite,

Apache aBoo I e CepIp. il P e e i une-
swit GNU W oyt ne eutbio it Cix-cierens. o i via OC Windows, O
LI G papaRtTsion  wwwapache.org, Houewy aTOT ceprey: eTan
1ak nomyaapen? TTeyaenit eas comits.t Qaxtop SapwobInn? BecuaTach,
KGHEAHO. cOBTZBINTETHIA. 110 KAIOCTRS MpeaNime Toero. Cepihep Apache pacc
AT POV KOAMHEETRON RVNICHTOETER 11 EDF SN 00 HIET ¢ IEAYI0
TN HEVEIOBAATILI W (CABE WIECT iy

1 SeRImenoe T —— M1 1POHECTHOIRIL GTHOCHT K PrapLeY CAMX Dk
weim

T v, — b s v OC Linus womer paforars Ges nepesonpysin
i

O uenpuxQTIMAE  PAOTACT & MHINAILIGH 1A Ty 1 Sty (16 1pe
Gyer ocofibex pecycoe )

T BN NNCT < BHICOKIR SROPOCH, 0: Ktk 0 OfpaBeTRN HupOCon
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50061 YSHETE, AHE KOMRILIB ACCTYITHM, BBEANTE ARPEKTHBY L21E LA SHAK 10~
npoca 2" KOMBHAL KOTOPE Bbi YBATUTE, %Ml NOXOWH a F1T” (Gortee mos-

POBHo © FI mut noswkaxiic o 22, J0). Jax anmosenns oT pecypea rteodso-
0 BLINOTANTL KomaAy st

BoxuumieToe AMeTMGyTAROR [inUx mnowsoT crimgaprin Samba-acet, 1
o Beinate. A wes v MIrnepicte eeth 1ot imme paspBoTe, Kompete 1o
SEOTAIOT MOHTHKIT, OTKPHTIE PECYPEL B haiinosyio eheTey Linux kik awce

Fery i CL-ROM itk paBomarn, oS pecypeasim & rpaseckos peacnsic,
wa o e waeest & Windows
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Tuasar

Sais Caruration

ion vmsa st s | oo Toning |

eask Soup

Serve s .

Weanader gl s oo
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SpYIKE KOMIIBIOVED & WHOdOws MORHO By7\CT G0N HTE NApONW 13 Samba;

O Logen script = $ain— €GNy AUPEKTHEA demain 1ogoes BRHONEHI, TO b IT0H
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e






index-263_1.png
donwe Samba 263

peKTHEDL s passt 11e). On WEOBAONAM Jss-se o 1+ DIsDPORAA
Windews i Linu

He npamensiie oTkpUTHE NApenK Ge3 ocodail azaGHOCTw. He mauastive o
SyeTRONAN O O A M-CAHGBEpA, KOTODEIC BIANTMPYIT CETeROl Tpa-
(e W IOSBOIAOT HAHTH AP, NEPEIARACHIC 10 ST, FCAN OHU MG o
WKBOBAA, TO A0y MUUIACHHI CVCEKET IPOHHKHYTS & Bally CHTENY:

0 s passid i a1 YRRINIRACT Ha AETONOTCHIA (b ¢ MAPOAMSL
Tho yos0. ey 3111 12 K SUADERTOPHA. EAE PECIHONTACISHI KOrir Y
Guibnn Sasmiba;

T as1 €5 meekFi e - favn— yrEABICT 10 b Ceprin, TeoGxomIMUE
A0 paGOTH OPCTOKOMA SSL, FAPGHTHPYIOWIETO GE3ONACHOCTY. ITEPENATIE 1

T unix pawsword sy - yen— pampeuer nomsosaeans Windows ity
Tupoas, Samba, QHOBPEMEHHO OGHOMMAT CHCTENMbIE 1aPOA & Linux, Ecwm
BT TaKOH HEOGXOTMNOCTH, TO YETAHVBHTE THAYEHHE TAPAMETpE no. JITK b
TH VIO JMPEKTHIS WO VXTI, OPOTDAMMb, KOTOPbIE BYAYT HIMERATH
RIOAH {KOMANTA passnd progzan) # COOBUIEHHS, IIOYBAIIONHERH IEPER 1A
s0eaTeEM (KOMaND pastind <l ). TIpReny IpHNER HCHoabIoREHNT,

wix prsswors 57
ssssd pregrac = fust/sinjpass 4o

SHE Chat = SerEasNaTa? Rnvn TRerypatnasipassuardt Ann
“pasend: a2 1t authorisazica Lokeasupdatad-suosasstully”

vas

TIoM#M© 3TOr0, HEOSXGAMMO HETOIHIORITE AUPCKTHBHN SICIYPT passwaxds
B prsas uley

3 usernns wap = gaiti— YKAHIME 1A (i1, FIE \PAHUTCA CLHCOK NOMICBATC-
s Sambis-cepnelis 1% Windows 93-KIHGHTOR (0 Hew M0APOBHES Mkl TOTORO-
v s, 6.3)

6.1.3. Cems

B 3TON PUAIGAC 1S IPSACTONT DACCMOTPETE IHPEKTHES! HICTPORKH CETEBOTO

tponawone:

D incince fars —— MOSCIRGT FOAKTIOSHTL KOHDACY Panbotil Galln smb conf
¢ apyrory KamasioTepA. Mstr i 3n0TCR & Jopmaze e, su. B anon
Gayaie e 70 TOANOE MR GARIN B YAATEHHOIt MAMKHC, & %m— 310
NEBIOS-sha kown e, Hanpisep: fete/samba/smb.conf.rober

7 seckes cobions

wczray su

CURIF£ 195

MR 82~ TeT Na-
POMCTDLL TPOTCKOTR W PASMEP BKOABOTO H BHIXOIHCTO Gy pepn.






index-266_1.png
268 o

[
iz g

azereny mod = ¢

B 11HUQI! SERIDI Bb1 MOMETE BRIETb CHSAYIONNC A pekThlsa

O onsuana, — TERCTARNT KONNEHTAPIT, KOTOMMT IC WAIHCT 1 ey

ol - s — DERIGN NTBPINCIA PESYPLU B CTICRE poCnorp. Ben

KBTI 2, O D CETEROM QDY SYINT BN R D300

Gl = e — UPIKRT SR D SOOI SapkTOpI. T e

U . COBIHME 1 MINCHEAHG 1RHETIOD CTANT HEBOIMORH LY

O e e = 0150 — s 0T U covmac, daion. 1 e
Gy BAGIEICH i HNCET MUIBLE AR, ALV | Py LI R
ML W T, €10, 1 0T e - - Geanpieiin. HHOrd e et mn

i HICHHC IIMEH i 0 T, 10T AL PPV ST K08
S e
D o sutiry ness - 7 — IO G SURREAI K 0. H

(v €TyN0E 3 RONB XIRATEIEH CEYTIEN Torke €. IIKON BLCOKH: CABa. 1 3 6
Wbk D TS5, wrof

e TYETY GEPABATL b HORAT KHPEKTAPINY (A,
COCULIBHAIC MO T TR0 BDOCIII DI 10 K EUIOT. 110 8 110 MOE T GRA T
JBIEN, 1008 B BERINACHIC AL 1y
e 750,

o pemennen GyacT wne

o e VRILBICICH CHNGIK I ENC, Ko
DU PUSEEMII ADCTYI K IO AHPSSTOPIEY. HISUNE PI3ICTHON
PO, FIO SNGRIAMED CTY HMERTE BGL. 11 3 PRGIMIIS Yenabiay
HOQGXOZAMG FONBKD HEK1SPON. FIDVBUY & ROV 1 AN BILLE (i
DHCATE 11AQTI2 TN TIORMIRITEEH, KUVEPME HYRINTIC § DATIIC €O Chom
AN KT 0TOM

6.2.2. [loMeHH{ Bxon

T an g POl cepep LD ek, 8raf L Windows s
ST 5 GrCICNTY Hepes SIND. UL OO KAk SORen. TO Leodxoaan xpan
KOUNMCHTADMICC CORIA “hol g 21

5 s
§ e - ks Logus o
S pAth e L el |

ok - vas

5 owritagie o





index-265_1.png
Bonune Sambar 265

s kacpoti paBoTs wepes WINS Henoasymotes enciyiou
Tutcs auppors + yen — paspenTL, Henoni0azHHe WINS-cepoepa
3 oy — apec WINS-cepuepa;

TR Proxy = yes — €Cr 3Ta ONWAR PAPENIZHA, TO GG PACTOSIANIING
NetBIOS €1k MOKLLO IOIMTATECE IPCAC. T topes DNS-cepecp.

wpeRTaGH

8.1.6. OToGpaxenue cbainos

B Linun o Windows wenonksyioTes paniie npasana uxeobagns dafion, Ha-

TEAC, 5 1.inux HesATINA SyRCTIHTC L £ PErCTPY. @ 1 Windows — wer. 1o

s, 4o daiinet DATATXT w data.xt & Windows Syayr socnpiuarei, Kax

245 1 o e dhatin T pOLIERAST TR TPOBIEN 1 €67b HECKOTIMD KOMAHA:

5 case nensitive = oo — IIBOTACT HE (PHIMMATS B BHMHAHME TyBCTEHTERL-
HOCT® € PernETpY:

[ER i — rTOBpAGATE R QU § WA perTRe:

© — o W saors piessrve Gase - T OTH JUPOKTHEG HOIO-
M perieTp

Ben y w1 T prGoraoT no.msmaTen Windows-CacTen, To perosenayeTe
AT YiaHIAE bt Siasets. JII% 01HOPOAHON LINUX-CETH NOKHO paz-
JEATL COXpaETIL perETD

0 reseve o
IWOT COXPAHTTE HGOPNALMIO C Y

6.2. Onucanue obbexTos

Tloeae TOro Kai s OvpEREINII OCHRILE aPANETPL SambieCprEpa, oo
OBCETRET, GFBEXTHL K KOTOPHIN MOKET TOIY4ah AOCTYR ROJIB0BATENb. Do it~
JOETCH & OTAEALHLIX PABIENAN, KOTOPHE HIYT MOCTE SERUMI “lckall, KOTUPYIO
s pACEMOTpCm B e 6.1

6.2.1. Mopa gomoi

b ace, w00l 115 30BaTENH 3eX0NET PASOTAT CO coelt wperzopuei. ia
AOTO 0 TomKEH ANETL yaeTIYIO Fanncn 1 Linux, ¢ KaTOpOR 4 GYACY CBRIN CTO
sarator. OBpaeNie x 10K0H AMPEKTOHI BYIET BHTIAACTL KUK/ 2cpuen i,
e coppep — 470 WY CEPBEPE W €r0 IP-aTpEC, drass ~ 37O A NOTLIOBATENA,
TUAIION TAPCKTOPAIO KOTIPOL) HEATHORHSHO YEHACTS,

78 TOO 081 aSpeuT 107MIOBRTE N PAGOTHTL ¢ COBCTREHHbIMK AHPEKTO-
PSR, HYKHO OMCATS PA3AER (acoss . PACCHMOTIHM NIPHUEP Takol e

maves|
commez ~ Home D veczaries





cover.jpeg
Limnli=

rNa=arid
— —
JﬂHEFH





index-262_1.png
fnasag

= ST N CEPTEPA. (2 KOYOPON SPERITER SEROAN (C T0NINILE
wipeci SeLiot - et V. K IEpONS CPRATER T 295
Fone sinb-cepazpe:

o s ters AACT sepsep b Ao Wiadows NT, napa.n,

NIETE # Paiie. EIPCICISHION ¢ NOMATLD AERTIIN 5

Bastana B - R — ANIIRISET HPRONETE IO TCPCIUBACAHE T8
109 11 TREGYET IO B, IOTONY S0 ATV BOUMKILY 1 1
NS IPIT BT M € KOS PO € WG 5-CHETENIOM.
Cyim i toat. 510 Willdows ToR ImIBRYCT WP, ST0 01 MOMYT Gore
SR, FaHAPOBIIH BT BEPCAALTEN 1 ST, 1 HL CCPRIPR NpOH:
NG B10 ACTINGROWKS. LN A IO SYET NEOSEITMYIG MY XM=
s 10 anrapassy MDS. 4 Ip0EepSHt EpAEAILHICTI Mapas 0n wipy-
CTCH 110 TOVY e & HOpMTHY. & SATSA SPABIHBICTER PEIVTLTET (KoMYW
Taruss o6 pasas, mtdporsanine | inus s Windies ne smsicerni

Boect

T o samnn Window s Esl SEORIEORIL 1 Siniba-capici,
HEOBXOTIAN (CPENBITh RANSE b itHINOPIBAIION Bac. LR 35070 3
HeRHE v idls 101KID Bhite paite s Mpin ron & Windows:
GHETENE ICOBKOLNE B PEOCTRE HIUHTD AANINELD Ll v besavari
sexmioent b Mo Mreie £ 1 Windows 95 10T napanerp Haxoaton & i
<ipe 10 anpesy
HKEY_LOCAL_MACHINE\SYSTEM:CurventCon(rolSefiSer
VNETSUY

Jlan Windaws N s

HKEY_ LOCAL_MACHINESYSTEM:
SRAriParametrs

B Windows 20410:

HKEY_LOCAL MACHINESYSTENM W urcentControlSetServiees
\LanmanWorkSiatonParameters

ECM COOTBETCTBYH0NIEND Hapact b 1C Sy
Oniwoamen et it e

rvices Vi

renCantrolSetServices

BYET. To €12 SeAYeT Lo,

Lo noavinn EPOSIEND ¢ BXAIOM B CIICICRY, 30 SO IR CHCTEMY §
peauy OG0T ¢ e HEEOT, B ST cavee Sanihi
Roaksyer m amepri i jetcipasswid n fetelhadow. [oayaeiusi
a1 kpuesiis mapets mappyeres ko anrominsy MDS 1 cpakineactea <o sis
B 43 3r0r i

B i MCTOau5 e MEROBALIH TN, 10 1 oA BT 1
o 0saThcn dlia feteisambasinbpusswd (WSO WNCIHTL OO





index-261_1.png
Betwna Samba 261

0 server wring = crucans — 0 CHOTOANNE TERCT, KOTOPBIH MORHO BT
youzers § none Deseription (KoMMertapuii) CoofieTs Lepaepa wik oRite Cete-
Boro oxpymesnt & peainvc Details (TaSnuua). B 370M 1078 Bl MOKETE 10~
W, KOMMONTAPAT,  OIMCHIKIGUUNT COICTKMMOE CEPACTI,  IEITINIE],
“@afinonhili apxus Ceprea”;

0 bosts silow - aesa  UEPENMCHENHE Heped NpoGe 1P-sapecon s cerel.
wotopun paTpCucn H0CTYS) K Sainba-cepuepy. HRNPUNED, HTOBK! OTKPHTE
OCTYT RCEM KOMMEIOTEpAM CeTn 92.168.1.% 1 O1OMY KINMIAOTEDY Ws ATy~
Toft cetn 192.168.2.1, Hao aimcaTh CIEAYIOILIYKD Kintaby:

heses alten - 197,15

(R

T brntnap e - fadn - - YKEABACT A OTHEAHA NHKTCPOR, TIOAKTHOEH-
Bux K cucTene. 1o ywoaao 510 Jete/peintcap:

1 1ot pinvars

Ves— el iyes HBTONGTHECKOE GKMIOSHHE [pHI-
TEpOB B CMIHCOK OTKDHITLIX Pecypeos. G 5 5TOM IET LagobICTH, TO VKM

€ princing ~ sxeTow — ONPEAGIACT T CHCTNA HOTTH. 30CE1 MOKNO He-
DOMBIOTH QTN 3 CIEIYIONAX A bsd, 5757, iz, 19w, aix, apix
s e

6.1.2. BesonackocTb

BTOM PAOACIC Mt PACCHETPHS! SPEKTHB, KOTOPHIE HANPAMYIO HILH KOCEEHEHC

ETOT 1A GeomacHOCTI:

0 guesi. accomt = sam-— YKAIMGAETCA YHCTINA SOMHCK, & LpRRAMH KOCOPOR
OM0BATCIN CHOKET KXODHTL @ CHETeMy. Eani Bl CEpBEp He ComepKHT
CORTCTHT HHQOPMALW I HCTIOTRAYETEA ATE OTKDHTOD OfveHa dinain, To
MOAIIO 2ABECTH TOCTERYI0 YHETIYIO T Ci, W2t Tl BXO] He er0maceH;

0 16 Fite = gan — wazEae QAITAFRYPIAY. HATPHNCP, MOKHD RAIMCETL
Far/logisamba/%m.log. OBPEINTE wHUSAAHE, TO & UMEHH (PHCYTCTRYET
FHMBON IPOLGHT, BECTO KOTOPOPG 40 WP@wH PATITLI Gy/CT (OCTARMNLCA
MR BOAEOBATEN, AKIMAIIOEI KOTOPOFO COXPARACTCH. TAk, HATIpANEp, 2.1
aubzonTens ribert yneT cozaan Kypran fvarog/sambairobertlo:

0w Lo #ims - n— OIPCACHET MAKCENATULEH PIIMEP KYPIana B 41004~
. V KEKHTC AWAYELME 0, €0 OTPIINEHIH U WIENO Fcs;

O semiriby - ypossus — OMDEARTIET CTENEHn ACCTHT
THATY OO 1 CAERYRUHN BRI

 UAPANCTD MORET -

® user — Ha YPOBHC NOTLIOBATEI;

» Share — ayICISOAHSLNK HA OCROBE HNEHIS ¥ NEPONT





index-258_1.png
23 inass

Windows 200 ¢ WUKOM SOPOTD B 1EIBEKIIEND - 310 10 Ke CRIK, 1o Bk
Wi, MYCOp e 1 paccromaie 20 verpon 1 Ford Mandeo, this ik ere
yte AOTORAET LINUN, KOTOPLI ORNYICH e e 1 113 Tpeiiyer o iy
s JIOCTATONNO AU v HICHPOI TUROH CEPBEP. [ MOKHO HCHOTERORC b i
Sann, Hwe s ok s e

e 13 OURCHR IS WP T S~ R I 3OO Y1
aeuns sepes ST s SWAT (Samba Web-based Admisisirative Tool. Hafop

nHCTpaTOpa sepes Web 245 Sanha),

6.1. Kondurypnposarune Samba

Ocuaren
e

coRPATYRANICHIGE (aRION 314 Samba seaetcs smb.cont, keTopu
T AT 1 AT FelEARME (8 1RHUP | WG PATY LA F10 e

Garn waranen fete). Kpowe nere 2 oit 2
© MO KBTOROMO IPOHENOIT UDSHEEIIORANINE LP-07Pecai 1 MMEi1 KON -
repos. atorieika tetelliosts & Lints, a AmesitWINIOW Stsys tem3 2idrivers
tetedmhosts.sam n Windows 1o hehosh e ceppeost Sanmb

Nk i it Inhest,

SoRomiTeatio ot i
[EpE——

¢ st oo Qb (HEKOTOPHE 13 1 26

T mbusces - dalii XM CAUCOK HOMNSCRAL
K s ceprepy Seuba:

e KOTOPNN Pariprie: 0

T smbpasswd i saubuisers:

RAPOTH MEALIINRFe et )

e

Kk wame, ) Sanha ceok Ky parmIE O
naTbzomaveteli Bt ma caviaie 1 spy-iic, 10 Yo

o Spaieini

fTov, 10 fipasa i ot
1€ 6 SAINGH YCTAIOLICHbY HPAK:LIBUL0. DN 0TAGH BT ACETYIECH 16,180 B
MIUMCTPRIODY . <. BIATG IbIIeM MOWET Fitl 1 HERIUUTIE. 480 1O0F, 1 1IHKTD G0t
Kengurypaumommui (s smb.oul' <0, 5piknT HE 14K MUGFS AMBEFTHK. iy
AU FAOTTI RSP 3 P ISR seeh LIC N G, Korop
OMOISY hn ViR, DU COFKTYPY RN it T el
HPLACEOT PHCCHATPHBATS AW SUTEpod LAY, AE EACHPORK 1EIIOFD Tt

TIHETAHF 6.1, BRATEHT FOHEMIyp3UAONNGTO hana smb.cont

oo

ey s

Fosrs abeve = 52, FEL1L 1Y

ead vrin ens = yne





index-367_1.png
fepeana chaitnos 567

TonsiTanc ero ckaiath 6 savanar Mbome/Mlenoy. B winer wa 310 PTRmewr
TabKO COTIAT TyCTON LT, HO CKOYETH KIMETO HE CWOT, K3-32 YCTANORIER-
HOO 38META MPOTPAMM aBEPIIKIACH ABapilino. Taroe OKONNKKE — 370,
KOmea0 . OCOBEMIOCTh 8fip, 4 ApYOR FTP-KAMEIT MOILKEI 1 MpanimbiI0 06
i O MRy W EOXPALITI PAGOTOGIICABHOE LOCTOM e

Ecn FTP-cEpocy HAXOUICA 12 OniI0 GHIRACCKOM GopBcpc ¢ Web-cepsepan,
70 BNOTINE ROrHAuILM GyaCT JaNpETHTI, wTene diia htaceess, B KOIOPON
IPOIMCLINARITLS UPATA NOCTYI HA UPERTOpHA A Web-ceprepa. }Holaona-
Senit FTP He 0TXHoS WNETh NDAB A0Ke CMOTPETS WX, Jlyatlie TOTHCATG pi-
PeltiHE TOTHKO KOUKPETUDIS KINEHTOM, 4TOBH KA 113 (14X Mor paoTary,
20ALKO €O CBOWMK GAlTIMK MIEHCCESS, KN TPEAOCTABUTL APYTOR CTIOCOD pe-
tKriipanE A A

PaGOTY ¢ CHOTCMULINH KATAIOF&MH MO0 BOOBIE OTHEHNTE, Hanpuwep,
SHCTYIONIA £TPOKE FAMPETHT (OT¥siGHEE HOGOTO habia 13 IMPERTOpHA fete

etrieve fote

Tlocae ore ey Gyaer exasns wa o i
Jee, 0 1 113 € NOKAMpEKTApH

4 1 TOUIMKD WY APERTOpHK

0 logiufiels amcan  KOMMYESTHO LEYAQHILIX TORDITOK TXOIA 1D CEpoep, mo-
@€ KOTOPOTO B KypHANe GYIET COMANA COOTEETCTEYIOWIAR FANHC, B Howes:
pitvepe Gromt wncao 5. Rin nsonsai, Ke Cxar mofiv i ceprep S pist,
70 9T0 YK€ FOBOPHT O ROMGITKE AXIOMIIMKON 1OIOBPATE N8P CAYKARHEIS
ofpa3on Kaw 10 conapio (xraxa brute force);

0 privaz Eopameap— BOWMOMFOCTS HCTONVIONITE KOMANIN wu-Ap-sepnepd
Stk GRoue 57t G2 (8 Apyrix FTP-CEpagpax ITHX KONDHA NOXET W 68
Gork) AT Cuekh rpyU (wasoue napameTpa ves). FCTH 00 ma0sseT
YRIKST CDHYIO TPYY W BIPATS, TO O TIGTYST TPIBE FRYHNGY K3 GaRaa
fipgroups;

0 seryy arpac in — SANPET OSTYIE KITHEHTOB C YKII3AHOM anpecs. B cryaae
HOBITN UOIIION S BBIRO/TCR COOGUEHHE 11 TEXCTORORD halie, Veaan-
HOG B KBUECTIE TOCHGNETD MAPIMETRA, AJPEC NOHET YKIIIBITLCH § BHIE
o

71 deFimast mask— MACKA A8 JOCTY, USTIOTSYENGR TP COVIBNWH HOBM.
aiinon. O kovanae s ang OC Linux {(343der TeKYHICS SHaMCHHE Wacion)
14 TOMOpHN & pasd .

O Lixt-tine T o — OTPAUMMENTIC RPENEHA Cecc. HTANpHNED, Bb X0~
THTS, T0BM QMPGIBTEN e IO:IMIORITE I HE JACHXHBANACE Ha bamexs F1P-
cepespe. ICnOMAyA ory MPEKTHEY, B KAUECTER THNE OO YRAKITS 5CH10%-
Ky (-} TR BOEX OAWBORATERER, tasl, ananyrns KT gest. LIocTemih 1aps-





index-257_1.png
[MABA 6

Becrune Samba

HEnanLo. B O6wetia afiiAvi MERLY KOO TEPaMn WO IoRCs F TP
eToKkon (06 37oM H0ap0SHO norosopuM 8 27. 10). 110 o HeyaoSew, T k. He-
TGILICT TexHONOTID "KTHeNT-cephep”. UTOBLL 0Ny <HTL ¢ KOMILIOTCPA Sp¥Ta
B, o J0mCI sayCTsh Y cefn FTP-Gophep, 3 B € GoMOuthH Clicumof
mcrpanha FTP-KIUENTE AOTIHAI GOIKTIOARTEC K STOMY CEPBERY H CKATHBATE
wpenad i,

ot e yTpyaTh celia KacTpolikauh FTI-Gepecpa. MIIOTHE CTIIM UCTOmS0-
L CIIErU T IRPORLIILIE OEMETHIKH 1 CROMS JOKATLIILS CETX. [T HTOrO B
scancs FTP-cepsep ¢ OTKDNTHIM ASCTYTIOM, 0TOPbI SIRCEPRINACS b MYCOPHYIO
Ry

B Windows noaswnca Soace yaoSuni cnozad nyGimiosars caon dafiam — "Ce-
EB0 OKPYKCHHE", € (IOMOIIMOG KOTOPOTO TIOTGI0BETEN, MOKET 52HTH Ha MoGoi
ROMDHOTED W MCTIOAIOBATL €70 CTKPHTHE PECYPCH. 70 AelCTATENLHO Xopo-
W3A BGOXNOSTE, W OTL3IOBALE.Is TIPHRHITH K HE, HCMOTPH 3 10, 110 paota
EDIEPTrmm pcypeasH Ghina AebesonacHol.

o noaosaTen Windows MORIH BHAETh cepep Linux B caoem cereaon ak-
pwcun 1 padoTaT ¢ i Kak ¢ Windows-vnuioR, G paspatoran o
Samba (4ALLC BCCTO MOHO ACTPCTHI: CORpaLlicHHC Sib), KOTOpbII COCTOMT W2
18y pOTpakiv, (Epeep MDIOTAET MYGIMKOBATS IOKAILIILIS OATKN 414 BCE0T-
UEI0 POSMOTPE, & ¢ TIONOUILKD KIMEHTA Bl MOKETE ROMICIONATHCE K APyTHM
SONTBIOTE(aM W PAGOTTY C HX OTKPITMH Ly pCaH.

€ nowonteio Samba MOAND CaeTT Nero 0Lty 1 YA0GHMA B HenONs3080-
I ORI COpEC. PAMLIE Y KEHA HA pABOTE T4 ITHY HENEH HUOTRIONIICH
Windows 2000-ceprep, KOTOPbL TAPATIEIEHD DA KK SepRE] GRS GRmMA
o i TORHI 2pXHB 321 IHNACT GAMLIKOM MIDEO MECTS, OTHMNAET PECY PGS CETH K
cepaepa 1 noNMKAET Besomacnioc . Tlowmomy 610 TPHIATO pEILEIGS nEpenestn
RO SpXME HE OTIETEHEIR QHIMHECKIGA Cepacp. HETION,30RTI, 18 9F0ro






index-366_1.png
368 rssa

10.3.1. Bocryn
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B KacToe Hhiein Kaacca 30k YRaswo a1%. Floene aTor0 naer nepesiicacie
4EPCI SATATYO TWNOB NOUNIOBATCICH, KOTOPLIC SyIYT GTHCCCHb K TONY
1nacey. B D0HOM CAyHae APHCYTCTOYIOT Boe KATETOPHIN: aacisttous, gusst i
a2 (SHOMHMHELE, FOCTH  ADTOPHIOBSHELIC TOTL20ATENI). TIoGe i Nl
PAMETp — 3To waBAOK SAPECA, KA MESTE KOTOPOTO CTONT 3BEIICHKS, T.&
oS0 anpec. Thoniyuacres, 410 K KIACY 2Ll OTHOCHTCH THODME TOILIOBTEI
-

Knageb — ouciib ya051aA seus, D0 Kex rpymits, Bet OGhenMHACTS ONpCit-
UGN (OT3O0ATETSH  MOETE MINKNATE W (paDa. Harpamep, o
<03aTs Knace noRbz0RITencl, y KaTOpLX IP-AIPEC OTHOCHTCA K 30He BalLRh
KOMDEHMH, OPACA ATH CTPAHEL JATEM TOTbKO STOMY KIBCCY OTKPBIBAETE QT
0@ A0CTyIT K FTP, 2 BuoM OCTATGHbIM — 3AGRENGETE Hl QLA
eaete Henom20Rave. |LiHINTS MPIBA CPATY LEADMY KIGCCY LAMIIOTO YIOF-
Hec, “esi PACITHCHIBATh PRSPELLICHE KEKHOMY TIOME)OBATENID D OTIENLICTE

0 noretrieve man miace faitn — ANpEIECT \ronke Yiasmnoro pafisa. Tlape-
\ETP e YKISIRAET 150 A6c0:KOTIy0 (absolute) Wnk oTHOSUTEIEINID (rclative)
anpecauwo (nyTe) K daliny. Janee HAST ompateneuwe KACCH & dophaTe

Slassmmun knecca, & KOTOPONY OTHOSHICH XAkl 2aTpeT. MOAWO FDHO Y&

3rb oniGaHHbLIK BLLIE KTIGC al1 WA BOOSIE €r0 ONYGTHTY, TOrAA 3aNpes Gy

RET OTHOCHTLCA KO Roeh MOMBIONETE. 1w, B o KauCeTne (At i ke

KpeTHbil MY b, To ROETYNA 16 Synet Tomeko K ramy tharkay. Fem i npaverpe

YKEZAHO A €10 MR (HATPHNIED, pesswa), To GYCT SAKPHT 20GTYN KO Bien

dhalinan ¢ TAKKM IETBAELKCM B TGO AMPEKTOpHI,

PaccuoTpus npuep, JaTpewaromAll T0TYT K A08HM daiiiay ¢ e

passwd:

tereteisve relazive peosud

TonpoByitre aoGamctn 1y c1poKy & cnofi KOUTYpawoRHbIT Galin. Tengps

noaIOTHTCCD & CEpsepY ¢ NovOLbHo FTP-icnetTa. JU TecTHpOBAUMA H1

X Window 5 1 rpadccron pexime Linux nomomssonas nporparmy efp

Honcuommatiics, & cepecpy, # coyn Gailr passwd & aupekopiu /honme
N
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GHUCCTRYIOT O1fACI e YUK i SAIIYAMPOR YK LITCTENGR, K EGTN Tpo-
IPAMMHCT ACOCKOPUAMHO HPHMEIILI WX R CHOMX MOLYARX. I3 WMOYMMIILIE K
NORET BOCIOTE30BATCH TAKOT HLOCHO PHTEHOCTR

TIORUHIMHO OIIBCHME QyNIUH Gt TPIKTICHCKN DI, TOTHKD § PasILe
OpoHOPIHSLS. EAHHCTEE I SONCE Wit MCte sammme st a3 Java, 1o or
QUIIT CHIRIIO TOPMOSHT CHCTENY K TPEBYET MHOTO PCCYPCOR, its-3d UETO €70 HE
om0 ncio.miynr Webeiscucpa. Ho Toke 307 sk B HEYKIROANY. PYKIK
MORET TpEBpaTHTECE B Gutne nopova ams vasepan ¢ maamickio; “ofpo
nomOnaT.!

Ho cayan GOmbLIM YAIRMMOCTE — HETPANOTHEI (OrpAMKHET. Hi-sa Hexnarsm
CHELMANCFOR & STON OBNACTH TPOTPANMUPOBIHMEN CTLTH 1HHMATACS BCC, KOMY
e s, MHDIAE COMAYSEN JAC HIC 1 IOICK SAIYMITHCH © GEI01ACHOETH, 3
BXI0MIHKAN FTO TONBKO Ha PYKY.

Fieak. na fepnc icricHsn s — studcrnen naposkoi xopowin CGl-cka-
Hepo, Kaxoii ywte? OTecT onoshatiieai — BCE. RaKc cambiin apamion eka-
e NOSET 11T GPeLts, 0 KOTOPOIf HEWTBECTHO AZDKE CANOMY TYLIEMY XaKEpY.
A LIBBII0G, S0 10 TEIKNY TOAOCTA RO 0H1A DRI OCTYINON KA Cepee-
. TIONMMO 3TOTO, HyKHO HOCEWATS BCe 10T e CAfiT wrow.securityfeus.com,
FIE PCrYAADHO BHIKIAIBIBAROTC OMMCARHE YASBUNMOCTCH Pasumsmbis HAKETOD -
Tpanne 218 Web-caiiToe,

1.1.3. Cepn n MonoT

Taw, ¢ ME YAZINN GUOMATI GEPREP ¢ ONOUUI YMEHWA W RAMAF, RGera
NOKHD BOCTIOTAI0BATECS \HCTO PYCCKI MeTOZOM "Cepnia M wonaTa”. 3ro te
ST, 4TO CEDA HYKHO TTPHETAE T K 1OPIY & HHNCTDAIOPA, & MONATKOM Cry=
0T 10 €70 roa08e, 11pOCTO BCEran GETACTEA & SATACE Ty HOATOp 112pone,
Jasaitre Cuona QBPATMNGH ¥ LTATIG e, Boe WECTIEI0BATETLCRIE KOHTOPEL MPH-
LT K DHOMY 1 TOMY e BHBOY, 110 GOTUIHCTEO 1 24mHA0MUE KHGHPIOT 1
KGHECTBE 112OTR WNIERA COOKX MOGHMBIX COBaER. KOLIEEK. JATEN PIVRTENA Hit
voscpa Teaconos. Xopomo 1ooBRaNHA GIORAPL MOKET CAOMATL IPAKTIAC
M THIGYIO SHCTEMY, T. K. BCCrAd HONIYTCA HEORBTHGIC 1IOTE30BATCTH C TAKHMH
Rapas, Camoe CTPALIHOE, €CIH Y DTUX ™AHHKKDS” GYIYT H0CTATONHO G-
e e

But 70 63 110] C1C 1E BEPHT MHe? TlanaiiTe nchoMRAM SHAMEIHTCRICTO ek
Mopphca”, KOTOpEIR HPORHKAN B CHETEMY, BTANHIBAS L O CTIOBAPKD. CBicToeH-
Holl JIEKCHKO 11 YIepBR Bhin AOCTITOUHO MATEHUKNI I COUTORN MeHeE YeM W3 LTa
Eom. [0S TE010, P 1HCPETOPE HCIY NI MCh TERMMIT 13 CIOWAYS, Ve 1=
HomEHHOr0 ® Cictene. Tam mx Ght 10K HE 12K yo oo, H bov Guacotaps
FKOMY (TPHMHTHEHOMY ANFOpITMY SEPDl CMOT MOPUIMTS Tpowazuelitnes Hucio
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O cony-:d uresTaixanopu — TUPeUIZET A0CTyA & FTP MOMbI0BATERSY TpYO-
T, © yRasaAHLIND HacHTMgKaTOpaMA. TC AT CIUMUIC (YHRINK BLINGIIHCT
i fhpusers;

00 costracted vid upewmgsaness— PIDEIACT FOCTEROMy MONAGHITENN
AN 1D TONYHET AOCTYD K AHPEKTODUAM BHE €10 NOMEIIHERD Kaia-
sora:

0 rostricted_sid mueHTuprzaro— AQET NPABO TPYANIE AOTKIOBATEREH ¢ YKa-
Satnsbig A1) 108y JCLYSE K QUKD M 191€ AQHEATIIETO KA TGRS

B restrisled uid wueksads op—- JANPEINAET TOCIEBOMY DOT630BATEMO
ykmaULM 1D N0IYNATL A0CTYN K JAPEKTOPHAM BIIE N0 AOMANISTD KaTo:
o,

1T ressricred_sin unenmeboctops— SANPOURICT IIFINS HOMTORAICIEH C

yKa3aItans 1D NOTYaTh JOC (Y K JUPSKTOPHAN BHE TOMAUIHETO KETA10rE;

0 s mafseno_rovarso das P P —
AMeET OSPATIOTO axpeca. |Ip OTCYTETuN NAPIETPA ovus ido COBMAEIIE

Gyiset sanepieno:

D o refuse mistalch dakn vrerride— BAIATH COOGMICIS, S6TH MPAMOT W
OBparLl 4APECa U CONTALOT, ECIA HE YKIKITh RIPAMETp override, To CO-
e ByjieT tanepmien. TI0 YMO.IANIO 5 DCErAA BRIIOUAD 3Ty 0TI,
OTKAKONAIO. TOTKO €COM Y ACHCTBHTENBMBIX MONKIORITENCH BOTKHKAIOT NPO-
6w (pH PABOTC © SEPECPON, ITO (ICOBXOTHMO TR TOTO, STOGH BVIOMITHK
He wor noanenaTL, TP-anpee 75 BX0 B CRCTEMy  OTXORA COOTRETETOHOMIGH
nporepk.

10.3.2. Kontpons sarpys«u chaiinos

Sarpyska (halinos — CaNA ODACHES BOSMORHOGT ANK CepBEpa. Kansti noms10-
BATEIL OTIKEN MAMETE IPIGO OOPRIILITLGR TOTHKO K CnoeH UPEKTOpUA. A 4T 2e-
S, 4106L1 AMOUUMBLAC HOEONETEIN TOSE MOT:t PASOTETH ¢ habiaramm? B 5708
GAYIAE HYAHO N0 BOSMOHOCTH FHIETHTS TATPYSKY B YAIBHMBLE C TOMEN JEHKR
6230MBCHOTTI ANPCKTOpIM, Ky TMOYMUIIACHINK MOKCT MOMCCTHT CPUATL 1
BUOIIHATL X,

a0 napaveTo: — ROMGHIA (OSBOIRET NACTPOUT ApABA 1 24rpyaky (ailion
OUPEAEICURLIE KATRIATK, U7 HGNDETA WL PYAH B KEIAIO JeLe HYRHO HALHCA T
eI CTPOKY:

wioad fote e

JlaBaiiTe HOCMOTPUM, KAk MOXKO PASPEIINTS TAFPYIKY B AUPEKTOPHIO:

upload fhae  yes foos oot 06D medir
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METP — 970 ROTHSCETOO MHNYT Gecony, 110 TPOMECTERK YKASAHHOTO Bpewehn
GosiuIEtE GyeT PASOPTIID:

3 cite-linit watpamcee s s, — OTPAHHNENHE HO WHCTO TIEpENLIE
MBI alinos, B KaUeCTRE HATPIBTENI MOKHO YKEIATS i (sXomAliwe). ot
(wexo;musie) M cema1 (ucero). Weoien saiper, pidary Soace s ¢ 11 i
TawH. DOCUORTYITEC KOWANIOK F1ze -Linit torel 0,

T byse-Linit usparacuse e ses — OTPAHWAGHHE B MHICHO NEPeRssie.
M1 Gai, PAGOTA AMPEKTHB CXOKA & £1%e-Linits

01 amomgnesis ook a“anior — AAEHIC 1 % SHUM BRIE KODIERO AMPERTOpHN 11
SUDLMMITAX NOTLICBATERES, T. K. ¥ HIK (e MOKET ST COBCTBEHHON KaaI0-
T B OTTHE OF POATENOR 1OALAOBIIEIS N3 STIOPOXD TIDH ROACTOMEIDH K
CHETEME KOPHEM FBMAETCA ET0 JOMDLIHSA MPEKTOPHS:

T ueremrost smion — AngnorisHa uperbiymed xovane, Tpextisa KOS
XOIAND, €GHH Dot XOTKTe, 4TOBH B8 TOGTH ORI PAGOTATS ¢ QtoH 1 TOf e

AApeKTOpHeR, ECN Y KIKAOMO TOCTH AGIKEH GhiTh CBOM KATATOT, TO JIYWIE
A% KAHIOTO 13 HHX TBHO COSIZBATE YAIETHYI0 T2MNCE (et pasd, 1616).

3 posed-chec Tim ostizesce ~ OPEACIAET MPOBCPKY MPABHILHOCTI MAAM
AR QHOHHAHUIX NOT30BATENGH. B AQHEIOM £TYEG WICETCA 5 SATY KOHIPOTD
E-mail-aapeca, %aTopetik oK HEMCLIYIOT. B KDUECTBE TWMa MOXET yKam:-
BATOCE OIHO W3 TPEX SHANEHIME mose (HOT MPOBEPKN), Lrivin. (IDOCTER TP
KEPKa i CONEPRERMN b AADECE CAxsoua @) HTH £ FoAS? (MOMHAY MBOREPKL
wa ContnercIne CTaRNEpTY e 822). TapaWeTpY s sscen:e MOKKG ApHCs
BATh SHAMCHME art (B6FBOTITS TDCAYNDEATENIIE, HO NPOLOTKATE PAGGIY) WK
cafores {OTRATL W AOCTYIICY,

dery-srail sxpec— OTKN & JOCTYTE, ECTH b KEUECTRE IAPOTH HCMAMETYeTEH
yrasansiil azpec. B GorbmmHcTse FTP-KTHEHTOE b 1aGTROMKEX MpomMcatt 1
AUOHINIIOTO A0CTTIA KAKOTITHGD NOMTORSI ALY, hetpycp, my@mail.com,
Ma10 k7o wemseT 3TOT azpec. TAK KIK OH COOTEGTSTBYET BCEN MPADHAGH, TO
epaep He OnpeneTHT, K10 910 0Bvaka. Ho w0n010 MportiCiert €ro m oM -
PavEpe, W 1OTE IIBOSITENND NPMAETCR TONGH b B HacTpoliKax FTT-
icHIA 81ps HA NPYrofl, HKQHE OK KE GO noAKTIoSHTLR, 110 aKke 7T
W GYTIET FAPAHTHPORATS, MTO ARORIN it 1IONLACRATE Tl JICASAI HMCHHG Caol
E-mail » kasecTne Tapaus:

0 seny-unit urssmmpsanops — sanpewact 20eTy K FIP uossonarensys © yie-
i AacHTHHKaTOpaMH. Te me CANbIE BYRKUMK BBUIOIMAET Gaiil
Rpusers, KOTOPBHL bl PACCMOTPIN B pasd. 10.5. VA0GCTED TOM KONAHIH B
10, HTD MOKNO ANETL NI, 1lanpuMEp, deay-uid t-560, Jfasnan
DEKTHEQ SANPSTHT A0CTYN ACCM TOAWIODITONAN, ¥ KOTOPHX WHSHTHGHNATOD
mettee 500;
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server - fusriekin/in.telond
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PACCHOTPHAT OCHOBILC HAPANCE P, KCTOPIE OXKIED KHINEIT
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AR BCTO NN,

OT NATMETP YCTAHOBATE B L., TD CEPBKC 5

Vet sanpeen

00 $1aqs — arpubyrta sumometus ceprc:

O sosker_zype -= TR WEl0IbsyeNOra coKeTa, [t upotokona TCP 3necs noms
3 Bt AHaNEHE streem, & 2% HPo10KAA DD - dgezm

O prosesel — o

Ml 107 0cpeazin Taitnts npoToker (TCP i UDPK

O sorver — NOMWLIM 1YTL K 2aUYCKASMON TOrpIMMC:

0 user — npasa TocTyna. B SOMLUIKKCTBE ETYNAER MOMHO YBHACTS it HCUIkD
narre % 100k, DT OPMATLHO, MOTOMY 70 & OC Linux ang paboTh ¢ Homepss
0PTOB MeHee | 024 HooB <0 HN» Tasd sTnmHETpTOPS. B I12GTONNIGE Apetit
SOULIMHETRO CCPRHCOR TIOIKAIO T CAON TIPIBA B COOTRTCTENN © YCTOHOE-
Ko

3 Sastarces — MIKEUMILHOG KQUHCETR0 OAHOBPEMERHO PaGOT2RNOR KIGH
11IAPOR HDOPIMME;

3 1e3_type — 0NCh COBBITHI GyneT TPOWIBONMTLCH B yKAsHmAR baf) ik
oncTeMIBT ypran:

3 ica_vr_suseuss U eg_on_fallurs — PODNILIA, KOTOPOA ByeT CONpaNITY.
'R HYPHAAC MIPH YTAHION W NCYTAHHOM WXOTE B CHCTENY CODTRETUTTHHD
e MO0 Ratinars Siaserm: PTD, 05T nn D563

00 por_source — MAKGHMQIINOE KOTHSECTEO COETMIIEHMIA 0T OAUIORO NOMLI0RS
eI, HX MOKET GHITh ILEEKOMAKO, TOTOMY 7O AP MAT MAKCHIE IO 1o
IPYQTH KAlATEH W GORHIIATY CKOPOCTS PAGOTE ¢ TOMOIILO COBIQA He-
CKOTMIX DIHOBPEMEHIO PABOTAIOILNX COELHIICHHA:

0 server args — apIyMENTH, ¢ KOTOPHMH BY.AET JaUIYCKATECH CEDECD.

LM PACCMOTPSIUH HAPINETP wper & YHONMANY: O IEOTXOIMMOCTS CIPAD DIMHIN:
CTPATCPR 5 ACCTYTIA K TIOPTEM € HOMEPOM weHes 1024, DTO ACHCTBHTEMHO ik,
HO zasem 37 iywuo? He wies Ik T00l, NONQR e, 11e Gy oae? smyenan
Gepacp. KoTopmit paSosaer ¢ uopTow o | Ao 1024, Taxan aatuime necGx0mHMe
TIOTONY 470 B SaIIIOM HANTIONE GTHKIHOIMPYIOT ONENs BATKIILE CEPSHCH, H it
1IN LY CKATE BPOCTONY TOTH0BR €0,

Tl icTaseTe cebe, 70 XaKEp ¢ APIBANM TIPOCTOTO NOMVSOBATENA CMOT Gbl 3anye:
L FLP-copncp, KOTOpHR HEIIOIAYEILA 148 TOpE M (hafi0B, Cacaas 510, 0
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WowataLL JLIA TEpErat HARNOR SOTMACIES OTAETHHOC COCAMNCHHE. FTOT Apo-
160 MORMO OTIHCATS CTERYKIN OBp3IO:

0 MPOpaMa- KIHEHT OTHPHIEGET MOPT 40 KOMTIIOTED. KYa CEpHED AIRER tio-
penaTy conepwamoe daiina;

0 ceprepy IAMPAWTAETEA JANPOC Ha CKOAMBANUE alina 1 COOSIASTLA NOPT W
[P-apee: KHEHTCKOTO KOMMIOTEDA, ¢ KOTOpSIM B11 HOMKEN COETHHITLES,

0 CEPHED KHMIHAINSHPYET COGTHHENNE © KOMIBIOTCPO KIEHTA M IKAH HHAET
nepeady AHHBIX.

Tasoli PERMN HIIIBAETCR TKTKBHHN, (OTONY \TTO CEPEP YCTEAR MBAET COETH-

s, FIpofiena KPORICH W 1ocieuIEm AHCTIA, Fein y 105 yutauniien core-

30 357ER, TO, CKOEE KCErD, TIGBLIE (OAXIOUCHHS IHE NPEWICHH, MTOH Xa-

WD He cuor MONOBPATECA K KOMMEIOTEpaM baweif ceTis. CONIERIA NOTKAE

AR IPOTT] TONILKO WU KOWILIOTEDH, & HE BUCLIIHE.

Tacnes Ofipiions, b axTsom pexme aparoxos FTP we Syiser paGorars depes
apasHTEHO HACTDOSHHEN Ceteroii KpaH. COTH Bf PUIPSIKTE. EHLWHMM No-
PN YCTRMDIDITY COBIMTIENNA, TO MOTKETE OTKITIONHIY CETEDOR JKpatl, o1
R NHHERD HC ZGH AT

Moo peuict apofinewy pa0oTe epss CETEnoR KA. (ol p3paToTeN e
Hilt peskik. B GOTLUINKCTEE CPBENOB  KAHERTCKIX IDOTPANIM HNEHEO €70 Te-
TP HAMKHBIOT YCTAHOBAKIATE N0 YMOKIHAIO. TIOTONY 410 GTeubie IKpaHEL 1
B BpeMS YKe BTPOEHO! NONTH BO Bce OC

B RACCHBHON EHNE COESTHEHIIE IPONCKOKT Hase:
0 XneHT JANPAIMBAET CKATHDANIE KIK POCKT TPRKATS, AT,

0 cepeep OCYIECTBISET UPUERTKY X TIOPTY H COQGUIAET KAUHTY HONMED KAIIAIS,
Y22 1€OBXOMINO MOTKNIGNTLER AN FOAYICIHH MM OTIPASIN aHicEIX;

T RIEUT YCTMNBBAKDIET COS
HCXONMT Tepenaa fIaHHsLX

IEHE C YKASAMILIN NOPTOM, 0 KOTOPOWY (PO~

Tanst UBPEION, CEPBEp TOMHKO GTKPHIEAET NIOPT K TIOHFOTABIMERSTGH K OSMely
dalinams, 2 DCE COSIKIIENNA MPOHCKOIAT TOABKY €O CTOPOHHI KIHCHTA, O YKC
16 MPOTHTOPEHHT QNI CErenora SKpai

10.2. KondhurypuposaHsue wu-ftp-cepeepa

o M FaBAOASIAIN CAMBIN PACTPOCTPAHENAGIM FTP-CEPBEDOM AEIRETCR Wil
fip (Washington University FTP Server), 10ToMY 4TO 011 TIOCTARTAETeH aMecTe
G OCHOBILIMI THCTPHGY Tz 1 i, fow scite Red 1Tat s ero knotavi, Ectn
¥ heC MMERHO TAKOR AMCTDHOYTHS, TO ¢ YCTaHoDKOH npodacw e yaer. Octaeica
TEILKO MPBIATSHO CROUITY PUPABATL CoPUHC. HO e Ui CeRiac i CHETOME






index-253_1.png
Aptrwerpuposanve. 253

[y

194 5 - YSIEG

Teg o eenss - RED P10

Tog on Failure = leET

B B
acludidir et ninesd.

TheAe KOMCROO GO o5 B DHISPITIS CKOBKI OMHCLIEHOISA aCTpoikn
0 YHOHIAINES 1A BCEX CEPBHEOR. THOT03 W3 YN Al s MK MIEIATI
R KIIOTO OTIEALHONO CepotEa.

1651620178 CTPOKD TICAKILOHAST UPERTOPWI fete/xinetd:
R

]

B 3ton KaTanore D% Kax10 CoyRGH ecTh CofCTBeHMN KORDAryRALAOHILR
A, T2 MOKIIO WSMEHNTS Gapame rpul. MNena Galinos CooTBTCTEION Wseath-
4 SCPBICC, 8 coacRmMoE — Tisonse 1a fete/xinetd.conf, B mcranre .4 opue
eeneHo conepimMOe KowKTypaLtionHoro daiina feteixinctdrtelnet 174 ceppaca
Telnet.

Tt 8.4, KoncpMrypaunommei dzain anw copunca Teliet

st
[ Sge———-
4 snripnd tne The Luinet server serves Leimal o § il uses
theaneypEad nsceran Fassuerd

tpsirs for auzaort
e T

e p—"

Lo W vt






index-362_1.png
382 st

B ot s R
TN
SR oy TR R eI T T T T T
i) 8152 135780700 07 adens sinicioe g 3 Febediesese Tine 3ot ge for Ab|
e e e b e
o T I L B
P05 NOTEL Thars 12'a Botanilal Sor s Ganial of sariice seeads 1 this 15 3em
EAPERIGE AR R R
I P e ST e ey S
R e U B D R AR T SE )
Rk e gl R E AT b Al e g N
Raader s R S A imm ett? (L ST I e Y
N TR A L A T I

[aratts Feom T 1ae L Sy AECLAS S571 casie 1P, angle baSts
IR 5" TP sudiomaihaoas 1Fowe have  signs, vire the tgpaort oRosats X Bt
o 1hue Bambin STt o 3 Y AT G T Y
I T ST YT 0 I TR i e AP B e
e I i aesee il

[ deTete the Joca] ines oo note $%6 o find chirscrers Hhat s3use Fapeardige
Fndoessc'"r 31 50 TH T S5 GRS RS

RanyerH  LinUX-CRBR8PA B CHHGRHDN POXINE

=
e s ot oo s
g ) un Bl v

e Regemis of The untuars ity of CxMfarata. Al ighs resarvad.

£ the verms and condietons sex
i T e The Top Tevl of

By st Thts it yo
TR T e B
e Saneet BT Toution.

44 0har 0oL BOA AR AR PARA RSO RA IR L PEALAIE O PP RIS 11102
[esess’

[5585% tuT1x by TaepyTesos. aso-Ttnux. con. ya on uen 0 25 16:39:07 25T 2002
2454 T homs/Toan/Rns LLD,Eandne 11 3 11 6 e/

obre PG "/ 55 Corf G atian ThE Tud 31 eciory

L |

P 10.3. ©3An sendmal.ct nonysera ¢ Linuxoepaepa 8 ASCi-oewime

Eemis nepesars neowssuis patin 3 Linux 3 Windows & Tekcronon pexane, m
060l cuMB0n <CR> (2 OH MOKET BCTPETHIBCS 1 & ABONHON dpaliie) Byaer 5
wenen i wapy Givsonon <CR> i <LF>, & Mocie 37010 GutapHsik daiin Moxer
CTATE HOHKTAC b

10.1.4. PeXXum KaHana gaHHbIX

Ml yke FOBOPHTH O TOM, 410 438 PAGOTHE & FTP-cepaepoy Heofixoame i -
vans, Tlopr 21 AnNserch cOMHUHBIM, K TO HEMY NEPEAMIOTSR TOMbKG FTF-
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ATET 1GET GOTBIIAIL IPHOPIETET, bt KE HECMOTPE 1A 10, HKC Y GETH €0 it
pemcint. owmIOTEp w 1oR e © novcpos 19216811 NGEIOINLS K
<ok,

“Teneph pACCHOTPAM. KOK MO0 SUARTL BPEMA OCTYHA. FH N 1CDAMKETS
CEpRLP, KO1OPHIA GYICT PATOTATI B GMCE KOMRNHAI, 10 B-HHE A0 s (1T
PRI b UUAKIONERIE & Hewy 0Thk0 B [a60uce Bpes. Hanpueep. ceaye
1127 CTROKA /LT CEPBHCLL AQCTY TR TATL0 ¢ B0 20 16:00)

sacsma_mne - R 120

B aaniion Sry-ae A G yuerara mIopoe e 20 19:00, oty are oven
AT Ot IS R EPRIBAOTCH 1A PAGOTE, 1 e YOECCs, WTO0 DB AepiaT
M KA S W53 HOCTY T,

ysKuin OGCCTEHSHIA GEIMAUOSTH, ACTPOSHIbIE B Oopbnc Ninetd. yrodss 1
OGNATAC OCTTONIID MO HORMOIHOETHH. X013 1 1ROIZOPAIOT Ui -
TyNa. RIOPHIE MOKRG HACIPANSATD 13 daiiios Jetehosts.allow « fete/hosts.deny
Mite Ganuitie nPASHTCH THKMATLCA UAGTRONKON BE10RACHOCTH © AOVALILIO Kilk
Qurypamontns faitson cepunza vinzld, Aototy T IARAKETEL 20T P
HATOR @ TOX (RTLNAX, K KOTOPbIE DA BIHAIOT.

5.4.3. HepocTatku xinetd

¥ 21050 TeXHONCEMI ECTh ET0CRTa, i IntiXind e ABTAOTCA KCKARHEHEh,
LIp/ TOBIQNENKM TOIXIOBITE IR K OTUIONY W1 IOPTO RAIETQ CEPREDS. IpOpiN
wa it (1 indtd) SpocHaTpHRGLT saSumy HOPTOs, UTOGH MATT Capuic, K-
rophti AEOBXO, MO FATYCITITh, 1 NEPE3ETH ey YIPARTCHAE. 10 MOET NoBEH
8 CoBoft 60IL1IHG SATPITLL Ha HOHCK CCPEHCA 1 C1X TANYCK.

B 1A HION G142, JOGOTT SIAPOC A0,TKEIL B I0ZHATHC NARCHNAI 10 Gu T
UIENE 310 PO AN YECTMMCHIM BPCMON I 61KTIRRA. 110 He 370 Camoe Crpal
10, Thanmions 130y CexyIn onsoB ety MOKED HONGHIATR, 2 6O aKep Kauk
e ByAET, O MOAET HANPALHTL GOTHUIOS KOZIIECTEO SANIC0L 13 COSTHIIGT
cepecpan, # Tporpara initd (i Xaltd) sieer woe pecypen cucn OIS
sanyekom cepracon. Tkt OBPIICN, YBETHWIHBAETES BEPOATHOCTS VaIHOR
upseein DOS H1ah 20 CTOPOHH KaKEP.
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10.3. OcHoBHbIe HacTpoiku wirftp-cepsepa

OcnopHo KoHHTY AN Kb Dailion wo-fip:
WIPAUNOE Serkio YOUIET B wCTTe 10,2,

pocpa anaseres fipaceess. Ero

MucTunr 10.2. TIpUMep KOHGUTYPALMONHOrS hakna fipaccess.

4 This File uas generased by the K8 ww-ftpd conligur:
1 i) 2309 by Uershard Hosenisi e

orolzedital

class a1l wvouynocs, qusst, real *
Loginceils 5

privaze 80

oo funleora mag
eall rovtilavaliost
segsage e encie o

measage message i
eadne e ary

foncre. ReRr -

amad w anmapmeus, g st
tiete o anyo:
ertuzite a0 aacaymas
saame s anunymos
p—— sz vam

Lo treasters enonymous, gusst, real inbound
“og Lrenafers eronyme.s, guest, sval S:loourd
ot home/flenoy

Tipw HacTpolike FTP-cepeepa cyUIGCTRYCT NHOKECTBO JPCKTHE, U4 Kartopuix
AIHKCTPATOpE COXIBRIOT HCKOTHGIE THEIEHHA, MOTOMY 470 WX pafor 1
BMMAET HE (POH2BOINTENLHOCTE KA GE20MACKOCTE. XOTA HEKOTObIE H2 M. M-
MOTINOT TIPEIIOTRPATHTE HENPABTEHOE WIN HeSPEXTHBHOR HCTOTIORAKHE Cep-
2epa (URHPHMED, BPENA OIUTALMA tineont XEEK CUOCOBETBYCT OCHOGORLELNIO
PSLYPEOK), HO $auCHHH 10 YMONIANIO HOCTETOUAO, KOG TOCD, HIMCHCHHE Ho-
BOTOpLAX 1 iMX MOer, Ha0B0pOT, Caeniit, paliory weriee omppTuaR

Toeaiine paccMOTPUM OCHOBHBIE AMPEKTHEH 3Tare alina. HroGk) BIOGACACTEH
& HHYH erde SEITD PAGOTET, & PAYCHI BT KONIHIB NG KITErOpHAN.

O HOMONHHTENBHbIX BORIOKHOCTEX, KATOPLIE ML Hié PACCNOTPUM, Bbt MORETE TID-
TFHTE MOUPOGHYIO KHOOPMALKIO 3 CTPAHIL PYROBOCTEA, BLINGIHHE KOVALYY
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CORYT BOSNIORIOCTI 01 PYAITL it Cephep I W CRAIMBAD, ax Kk GG 113
KOUILIOTE, HTO HEREAITENSHO

5.4.2. BesonacHocTh

Mol yice amach, 10 1pOrpamva Xicld NO3ROIICT OMPEICIATE 1IPARE U RPEMA
0Ty K cepercam. [ITF 3TOFO & KORPUTYDLIHOHHOM haflie MOKHO HCTATb30-
EITLTPH KOMAKAE 0>_avesas, orly,

b e

IPEKTHEQ nc_accsss FAMPENIACT A0CTYT C YRALEHNNIX KOMAMOTCPOB. Hanpisiep,
Geqvontas GipoKa & KIpHIYPaWIOIION {alic 3AKPHEACT JOCTYN ¢ a/peca
W2I68.11:

o serceas 152,16k 1.1

Eeiit IE0BXOTMMO 3a1peTH TS J0CTYT] IE0R CeT, TO A0CTATONHO YRATATS TOIHKO
e e, HUupusucp, He AR 1ML ACETVI BUE KOMIRIIEPH & AXPECENI
192.168.1X, e X oo Gurm motum NGION. B 2TaM Gryune 1Ym0 Henon
T, CETIOLY CTPOKY:

1 s 197178

Offporie Enawatiue, 410 » 3ToM C1ysae ykiauMbil 1P-a1pec COTONT HZ Tpex
OKTCTOR, PIICAEHHbX T0-Katm, 3 Ho HGTHPEX

a4 MONHETO 3A0PETS A0STYNA HEATXOMIMG YKAZETY B KOMPUTYPALHCIKOM haiiie
ey CoKy

5 pecees 0.0.0.0

Teneph, NOCMOTRIM, KOK MOKHO TPEIOCTABTATS A0ETYT ¢ MOMOILIO AnPEXTHER
ly, £zcx. WA JACGHA Tew, {TC WAIBIAN IO TAAPETAET bc, KPOME YKARNHEIX &
Kasecrae napaveTpa anpecoe. [IoNyHAETCs, 10 M AgCTEYEM O 2UDeTa. VKa-
b 0y KoMy G paMTE, 1 BOUBIIE SUPETH QYIS

T peKOMeNaYI0 BKMOSHTE Ty CTPOKY © OCHCENOf KOUGUYPRUMORILE aila
teixinetal.onf, 3 GOTON U4 KEKIORD OTAEIHOLD CEPBACE & ¢r0 COBCTEEHHON
xoupHrypanoKiion Gaiine NpoRHCLBaTL Taspenieins, Hupuuep, AR ov
spoem TocTyn ¢ aapecon 192.168.1.2 u 192.168.1.19. Jiim sroro odatrien
sxOHtprrypanuOIn daiin caeayiomyio CTPCKY:

wiy_rem - 152

6.1nn

MOKII0 paapelliaTh 200ryT e s e

o = 162

e

AuTo, enm Buel Gt pazpentcn 10G 1T A KOMMHIOTEPY C HOMepoM 1 3anpeu
BITON CAY4aE MOKNO HOTIONLIOEITS. CNEAYIOLIAE ABe STROKH:






index-364_1.png
964 raasa 1)

o7 FTP-CGpBcps, 610 Jerko YCTanoBiTb s RPM-uasers (um Red hat-cacies)
30 ApyT0ro apxHn:

JIns condmrypuposaims FTP & coupessesthiix SCTPRGYTHBR 6CTL rpamicesan
yrmima kstftpd. [ ee saiycs sacpure ociosnios wenn KDE, & 7en i
e System/loviitpd. [TanI0e OKHO DPOIPAMME BRI MUKETE YAHALTH b
phe. 104, Ho, Kax BEOTIR, v GyAch pacCwaTpaninn, fomse TOIKYIO ICTRORY
epes KOHGHTYPBURORHLE Gallabl, PrioSPABMINC ¢ JTus, Bot Ge3 Npofaey s
HCTO BACTPOKTS GB0f FTP-COPECP K © IOMOIAMIO rpaphseckol yTHNKTY kvuftpd.

520~ RS AEE
i bs

T G T T R e e T
euome [ZARERER B

[r— 7

v dne o 5E) [t

- eraes |
T R [ |
|

- !
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Puc. 10,4, FrssHoe o npcrpames kR

Winew, kondurypauss FTP-cepaepe conepanTor & meer deiax:

3 ftpaccess — oOMpeNeNTIOTCH MPEBA JOCTYNA K CepBEPY, Kpyr monsoeatech
FTP & ocHooHite nacTpofixs Ge3onactosTis

T fipservers — OTUCHEARTER BUDTY A bHore F1P-cepeephs;

T fipusers — YRAIWBAIITCH MOMIONATEIN, KOMpHI SO SAIPCLCH HCty

K FTP-cepaepy:

tphosts — QNP OTCN TPEBA 0G(yTI2 K CEPEEpY C ONPEIETISHHbIN X0STOE

MoHO KK SANPEILATS, TaK & PIPENIATS AOCIY:

£ {iparoups — ommesisaioTes rpyns FTP;

a

O [peonvorsion — AGET HEW BOTMGARHOCTE HISTRONKY NpeODpaNIK Baiios
o ety.





index-260_1.png
260 Fssst
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¢ ot preserve case - na

i detanit caw - ows

¢ cse wnsitive =
Pentoinafl hafin s waweli cierens GyieT uaMiero Gombie, MOTONY <t On (-
AERNT MEGKECTEO KOMMEHTADLIES € DIIMCAHMSMI W IPHASPRMH KONMTYPHpD-
At X LTINS TPEKTp, A B 3TO Ym0, STOBH Ba Apoure ko ophesr
THPOBATLCA, KOIA bl 6YICM paCCME) PHRR T INISHASELIHE KOMIIL,

B GOIbUIKHCTEE KOHGHTY pauONHLX (afiNon 1inlix u ero TIPOTPANMIX AnH O
i AP T GOy ETCR QOpAAT:

P e

7 WpoRTYER B IQNIGN GIYHAS TONKI® COLTOR 1D 13 OTIOFO CTIONA W e MORET
CONERATL IpeSENLI. TIOGAC 1WetiH CTaBIC TOGe, 32 XOTOpLIN HIST 31RHeNE
aupeTu,

B Sumba-ceppepe HGTOML3yETEA HECKONLKG Hilofi opniar:

S S

SUBHENME ALK TS CTABMTES NoGIE Sk Panctictra. LakuM OGP0, Wi 1
PEKTMELI MOKET COCTORTE M3 HCCKOTSKMX C:10B, COTEIATS NHOGEMH 1 PATIHIEL
CHADOME! (KPOME 3HAKE PaBEHC TE).

$.1.1. OcHoBHbIe HACTPOAKK

Kondwrypausonnsis dain pastin a cexumn, Cawoi uepnoh maet giobe:l,
& KOTOPOH ORUCHIBRIOTCS EIOGMTBHIC HACTPOIIKM CEPECDA. 13 HEH MOKHC VBIIET,
GAETYIOUIMS MPERTHELE

0 wnciansun — mon— COEPRIT HMA PPYTITH, B KOTOPYHO x0T ceppep. Korg:
& Windows Bbi BXOQITTE B CETEE0E OKPYIENHE, TO MOKIO YRWTETh BCE 0CTYF
Thie Pecypem. paiHILe A KATEropHA. 3 KEKION :pYINE MOryT G caon
KOMITAOTEpE Wtk CEpREp

£ wetbives mui © ot — OMPEICIACT WA, KOTOPOE TIGMICRATENH SYYT BHICT:
B coren OKpYATHAN A JAHHOIO GEPREPE, OUO He AOTKHO COBMALAT
 MnaeHem padovteii rpynas






index-252_1.png
252 rnasas

23 fencnon — CEPBAC InCtd YaoeT pAGOTIIL € TCP- 1 UDP-npu ok st nopri
KOTOPHIX HE TEPECTKANITER (1 OHH COBCHCHAD PRZHIIE), 10 HEOOKDAHMD & -
GOM 5T YKASLIBATE DPOTORDT;

D nmmssa — MMAULICHIOR 1A L1 CepanA,

Heusommiep. n baliie feteiservices b 1aIeTe CACIyIOMIE CTPOKN

vereme S EISE pert sesvioe nallislue
o ude B ISP port servics miniplens
e e W sereze Lo trazy
e Vi1 Rt da
ey
2y
. Zincp res fapd

A cooumatby bGP TG CTPOKK, 4TOM 181 e
pasLIHSDS GEpRNCOD.

Featn b neiiiznsyene cotpit ueiprGy s OC L, w b ness, exopest neer,
eitte paBoaer inetd. HO ML Yo ORI, "t ASBHAIEHIE e PHOYTUE i -
2T 4T BEX0RACHIIM. B € M STQ-Tn60 e Gecnonestio. Tyl sas
Ta -~ OGHOBIENHE.  TOIE OCHOTALIM CEpBHCOM CTAIET Xinefd. KoTopbi CTae
BTCR, €SI YKE HE R, CTAHAAETON 475 BEeX,

HEA RAPHHHTIL QNI

ST PEKOMETYIO MEPEXOA M Xinetd, LOTOMy IO b Heal HOREMIOL Mo AOTEH
UMTENMILIX BOIMONIOCTER, KOTOpLEE J€NU0° YAOBLIN AXGUICTPHPOBIHIL ¥
HORLAIOT B0l ACHOCTY, Hanpiiep. b cepane vineld nepoSHe 1POBEIA per
FARHHBIX M HCYUAMHLIX COGAMREHME. BOIMOANOTI, KOIIPENS J0CTYIA H DU
RE;H0CTABACHHC EFC E1POND 1 OMIPEARTICIILOE B

5.4.1. Kondourypuposanve xinetd

Conosoli KondTypamSR KL f2iE1 o xinetd — 1o feterxineld.eont. B o
GACHBAKTCA KACTPGAKI N0 YOO Lt 201 CHACHLIX CLPBHCON 11 MPE:
i, b KOTOPQi BT IINOQITACH KONV AR, RAMAIOULE 1
PACOTY KOWKPLTIHNX CCPBHESD. BACCMUTPHY 110 JASTHITY 5.3 GAACPACANOE 21CT)
atine.

{ Nucrawe 5.3. Gaiin Kondiirypayuu fetcinesd.cont

T it

5 g sl s 55
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Facovorpis npwviep. JIONSCTHN, TO DOTS30821E1T YWWISH © CHOGH PO pANIE
FIP-1MERT CTGUYIONER CoOTUICHHE W 11e H12ET, 4TO ACHTL SaNLIE

B Aneymous aceess allced, el TderTicy (il nsmel a8 prssuor

Ban H0CTATOHO TOnako et ko 331, TTo epromy ameary 3 Buavio. 4To aupetc-
THBE KBINOIIHCHA YISO, 110 TPSYETCA FOUOMHTENLHAR KOMaKra., Bropay wndipa
e 3, 7. 6. COOBLIEHE TIOBATOCE b OTBET Ha ayTairt{iKaLLIO. Kora mower
£3t6 Aol GTICTIK? Koneatio sie, nocne wnois wxenw. Cepeep FTP omuaet na-
o, N03TONY Bbi1an coodisiie ¢ kanos 331

KaK BUAUTE, MIHUMBNLHER SHAHUT 7IOCTTO
WiEw wan 1A ceprepe How
pewee.

10, MTOGHE LIOHSTE, Kaka® 107630~
12 HPOSIEN3, i MOKHO MAKCIMAIEHO GHICTPO ee

10.1.3. Nepepnaua doaiinos

Tax ke ipeszowon FIP npeasasnauen 2:11 PAGOTS! ¢ PIHBIM CHCTEMENH, TO A1E
epenaH (OB HCTIONEIYKTCH e OCHORAEK PExtia — TekeToBslt (ASCIT) U
GimaputaP.

Jomycrias, STO BB XOTHTE MepecnaTh TekCTOBBUY Gafin ¢ rovmLTepa Linix ia
rownworep Windows. B Unix s TekcTonbIX (0B i Kaee1Be RACHTHGHKATo"
& KOIIA CTPOKH HOMOAL3YETCA GiMBCn <CR> (Carriage Return, B03BpET KapeTki,
§0x13). B Windaws TO e Camoe DF0mHAACTCR uayms CHbnallai <CR> i <LP>
{Line Fecd. nepesoa crpota, kox 10). Ecit nocne nepeasin oTkporto 6 Windows
13T TeKCTOBIAR (BT, TO GE CTROKH COTIOTCA B O/IHY, TOTOMY 4TO HOT CHMEOTA
P>,

Ha puc. 10.2 nokasan alin sendmail.of (HCNOML3yeTe 7% KoMy paUI Cepoit-
@ Sendmal), ckavenmsii © LinuX-cepoepa b GHHAPHOM PEAHME i OTKDSI fili
Tporpanae Windows Notepad. Ka eiawte, OMEHS 136¢AD PROBpTL, 40 TAECk H
M9 HCFO, 3 OMCSTO PEXOLY 112 HOBYIQ CTPOKY MUAHO YDATETL HESHTaCHE
@07 <CR> 0 Dz keaspata.

Okt peurTs TPOSREMY KOHIA CTPOKH, HEOBXOIMO CRAATE At ¢ Ceprepa
s cigporsom (ASCII) pokiME, B 3T0M Cysae TEKCT NEPETaSTCA IOCTRONIID,
OC-ToTyHaTGTs Civia AOGABTACT HYKHbIC CHMOTL Topenohd eTpokW. Ha
e, 103 moHo yhictett, davhn sendmail of, nonyueinmeri ¢ cepuepa n ASCIl-
pertnte. Teneps HOPVALIA GTa1a SUTASCTLNON, 3 BCE CAMBOAL NEPEXOAT (12
KORyIO CTROKY paccTaBNEIh Cakofl OC DEpIO, B CODTHETETBIN CO CBOHMM THYT-
JHH (PEDHNANH

Bumaphsre (halia) (HATpUNED, KAPTIKI W XYTHIKY) 116OBXOLNMO NEPCARSATL &
J809KOM pesbe. F6ch HeT paTicl, B Kakol OC Coranl oGLeT, | oR Gyaer
FpASKILHO. WOCHpHIKT o TGN OMCPEUMDHKON CHCTeme, yvewoued paboTaT
Gt oppaToN
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Bl Z0KI1EL ST CMHIC YHEIOBHIX KOZOE, “ToBb) OMPEAENNTS T ok, K-
£ & RAM 58 TIOMDITLIO OBPAIEIETCA MONLIOBITETL, 3IDA FAHEHIL KOIOB, MORH)

OMpoAEHTL tpHuHY ¢GOS 1 SHETDO peNIETY HDO

.

Suaucws nepBoR W mIOROR b Koz OTeeTa FTP-eprCpE MO YAt

sTaba,

10.2 1 10.3 coorseTerseto.

TaGrmnya 10.2. 3uanenus nepso Lucbpss § kone orpera FTP-copseps

Koa

Omcanme

KOISHA yA84KO 3aNYCTUNECS, HO BLUS HE JAKOMWNA CSO8 BbINORHAKYS, NOSTO-
MY FYXNO ATABATHCH S OKOMMGKWS NEPBA NOZOMXEWMEM NEBOTHI. Takue o
OBULeHNS MDAYORAT B0 BRSNS ALIONHEHHA ATWTENGHBX ONePaM (HaNPUNER,
aanpoe Ha nepeaauy Gaiinos), Mocne sa0EpICHIA PAEOTEI KOUAKA! GYRE" o-
RyHeHO eLle oo coobile e

KONaMQa S6IN0NMEa Y112, MOXKO DOCONKGTS PAGOTY W NOGHINATS HOSME
~BMDPKTHa. TakHe COOBLLEHHS NPHKOARY B OTRET Ha MPOCTENE KOMEHASL

KoMaHa SWONHENS YAZ4KO, KD (29 I388DLIGHIS PATOTs| THAGYSTCS ROTOTHH-
TenbHaR AWpeKTIEa. Takne COCBLISHNA MOKHO YSHAST B DTGET Ha OneFai
NIPERYCMTPHEAICINE HOCKOTHKD ATCTENY, HAMKUISZ, BO BPOUA ayTowTHING
L, KOTOas TRGBYST Rayx Komawg. COOBLIEHUA © KOZOM, HaJMNAVLMNC ¢
LADPLI 3, IORBRASTCA MEKly OTDABKOA KOVaT USER  FAST

KQMBHA3 BLINONKOHA HBBEPHO, HO POYITAT MO BLITe NOCHHTAMLHEIN, S
NOBTOpHTo NobiTiy 1o3Ke. COOBIENNE IOKET BbiTh NDNYHEH & CAya, et
opep Ho & COCTORNA CZHHEC. BHINOIINMTE KOWZRY W3-33 BHINONHEHWR AR
crepaLita

KOMAHGS B6IMONKEHA HOBEPHO. TTO Camili KOHTIRIHGLA OTBST. KOTOPSIA WoRET
LITe pH HODGPHOM CUHTIECHGE AHEOKTHES! WM HENBIBWTLHOM JATEHM NEDS-
wetpoa

Tatiwita 10.3, Suaroni ST0p0R Lucppel @ KoRe 0TEeT3 FTP-GopReps

Koa

Onucamua

CAMTAKOHHECKan ONEK. KOUHAR BOCTPANAT HEBERHO

Vudpopaipin

Yoranaaa casauenvs

2

COOBIIBHMD OTHOGHTLCS K 2y 1HTH MKW
He anpeaeneno

s

‘Goofiuyenme painosoi cacTewr
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Fa0w HPLLIGTACTON RRCETH MAPONL TIQILSOBATEIA, Lo ayvesrndpimatwin nro-
UING YOCUHO. B CKSMRSCTECH 1 CHETSME i MOMETE BRTOTNTE KOMAAS! 1
YABTEHHOM KOMIHIOTEPE, Kk GYITLO BB CLRWTE 5 610 KI2mmaTypoR,

5.3.6. Bxog, no kniouy

Haminare yuofiee w sk Gesoimeiice cn0o6 AETOPHIANKH TI0 KT,  BX01 10
APOTHO MOKET GbiTe Tuske 3a:10xMpOBAK. OBPAUCHIE X cHoreme M0 SSH e to-
BUEM GEI0MICHD. SIOYMHILITEHAK MOMET MOLCNICT I h B DT, KNG B 6. e1E
BRIHT Gro B ARyTOl mporpane, Tonta sasen uradponate SS1I-coeantense
CaH CERPCTIIOE CAMO MOWET 6T MAANACHO 1K PAOTE ¢ ApYTIMI TIPATRE
maw?

I8 RaR0r0 MO ToNEniS AdHL Gutk cBon vaponk. Ho nosminy we s
0EHE CIORHAY, TONTOMY TYILIE UL 2K TODKLIAUIIN HUNOMBIOSTTS KoM, KOTOpE
WTaX SALIMICHS, TAALLIC Hewyaa. A0 SI6TTL TONKQ HEBOALUIG MOt
n xondirypaush

o nawars sy conga, wowwi Ka0m, [l ATorQ. e
sslkeygen. T a0 IEpeTaT, dea Napaverpa:

a

ayTes HporpaN

— THN RA. AL MOKNO YKEIHAETh vas ANM dea AT RTONOR RPXHE
SIF o a1 — A0 1eprof. JlaA IPHMEDS Gy ent HCTOAL3ORATE £ 52 10004

o

— daita. B KoTOPON SYIET CONPaEN Sanputbl KT Orkpbirsii Kit0s
TIOMYHT TRKOS JKE A, 110 G PACIUPETHEN pi;

n

MR R0, KTODE MOET ST MilHMNLIERO 5:2. TTo yMOTaD
JOrAQRAIG MLACH MG 074, O3rauIN 20, 4 B YIS YREHINATL 10T (0pk
werp.

HFTaK, A ORI RiHONA BLOTHIN KOVIAILY:

ssakoygen & vsa =% ~/.ashinyveakey

OFpariTe BHMMANHE. S0 4 YKAIAT COXPIHENHE KTIOHE B ANDEKTOpHM .5h -— cat
elf JOMAIIER TUPERTONIHK (05 DTOM CEIETE/METDYET Hiak ™), 10 IMPSKTOPHA,
B KoTOpoit S$H ByacT ek, nce nacTpoTKH, Bl bbl €UIC e TOROINIE
K CEPREPY, TO FTuL MVT I KO OTCYTCTEYIOT, JIVE HOTIPABTSHHS CHTYAIN pH:
HO epefiTh B SBOKD AOMALINOIC JUDERTOPRIC H Ca3TTH 131 Ky 55h:

€ e L Larcs
okdi v ssh

L npes remepanMi ichosia Be ywazwmsth (i s <o conpaHEin, ™0 T
yHOmawe od fyer Cosaan & AEDEKTODWH ~Asshi o mvicirew id_rs
RSA-umdposainia. Man DSA-eomdbponanii. ik GYICT PRCTORNGTACS Ta ¢






index-357_1.png
flepeava spaiinos o7
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5, & OTRET Ba coeTuKenHe < 21 nopToM. B 31O CTPOKE HALE BEErO HAOMHTCA
FHETORGS ONACANHE €XPACP. € KCYOOPLIM TPOHIOLIIO COCTIAICH AL, H ETO BEPCHS
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KowmCH 1 21 1OPT, OB T, ¢ Ko FTP-GEPrepos ot e e
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Mrax, Teneps eer sHueTe, Kakan 1 cepsepe yeranogaena OC, KIKHE MOPTH OT-
KPEITH 1 KIKHE HMERHD CEpBepsl BICHT HQ X aoprax. BoA o1a wehopwanng
(QkHA BEITh Y BAC 3AMTMETHA B YAOGHOM SUTR DOCTIDHATHA DUnE: B haie KA KOTA
6bt Ha Gyarare, Tagtioe. 47001 KOMBOPTHO G110 pabOTATE.

T1a 5r0m MOAHO GCTAHOBHTS UCCHERORAHI, ¥ BIC ECTE SOCTATONHO MiIOpMANHI
27 BPOCTCHILENS B3IOMA © AOMOUILIO AE1p B OC U CEPBEAX, YCTAHOBICHHEIX KD
ceprepe. TpocTo nocewmaiine peryxpHo Www.sccurityfocus.conr. Huerma saece
HAHO NCKAT WICDNALINO O HOBBIX YTIBHMOSTAX. YIKe TABHO MIBECTIID, 4TO
6OMILILAR HACTE CepBEpOB (0 PasHEIN UCTOSHUKAN OT 70 20 90 %) NpovTo He Ma-
Tatores. Tlo3Toby HPOBEpAFTE BCE WAENNIE QLIMGKN HA JEPTRE, NOTMORIG,
41010 # cpadoraer.

[Ca ccpiep & AARHLK MONIT SHIOK K COBEPUIENCTEY, TO MPHETCA AIATH M0~
M. iCHMA HOBBUL tbtf? 1 CILLONTOR (10 PANME, OHBOILNNGR HEIOTB30BTE YSi-
BMMOCTE) K YCTAHOBICHHBON HA CLPBCPE Cepmcam. KOk TOTHKO YBHAWTE 470
HUGY MITEDECHOE, CPATY CKIMANTE CTIIOHT (U7M HATIHUNTE CBOI) K BOCAOTL-
SYPTECE i, NIOKD QIMWHKETRITOP CEPBEPI HE SUINTA CHEPEIHYE) YAIBHWOCTS.

1.1.2. Banom WWW-cepsepa

Tipn munone WWW-ccpiepa ceTe cnom DCoSEHHOCTH. ECTI HA Hew BHMDTHIOTCE
CGIPHP M MERC CRPRIIEH, T BHIOM NPOROAMFCA COBEPIIGHHO (I0-TPYTOM.
IR N2 YD IPOCKAINpORIT CEPREP 113 e YAnsHybex COI-CKpHit-
ToB. Bit 11e TIORCPHTE, 110 ONTIL e 1O HOCIEAOBAI M PAAHUHEK KOMAHMH B
HhTepeTe PaBOTaET GOTLLIOE KOMMMECTIO “IbPASLIX” CKPHITTOR. DKo CRASIHD L
TeM, 470 AP PA2PABITIE CaITOD WHIAHMIEI AICHICS oMK Hassn@iouue
NPOTPAMSMCTEL OMiéH PEIKO HPOREMIOT WXVIALIE HAPAME P & HEACKIE, 41D
(CMS30BATEN Ne GYAET WIMENATE K0T CTPaNASKH Haw azpe URL, v cophopy
TIEPEARIITCR 1EOTROIMMLIE SAMELIE TIK BT 214 KaK s M0 TeRCTUH T

OuMHGKY ¢ MAPIMETPANM HMEAD QT K3 FENERII X CHETEN YIIpAICHMY Calie
o — PHIP-nuke. 370 )afiop CKPHTITOD, (1O3ROANOWNN LOSTATH (HOPYN, W, HO-
ROCTHyI0 ICHTY 1 YPABIATS COEPAHMBIM Caiiia, BGE ITpaweTpht s CKpUITax
1EPEAGIOTER Epe3 CTpoKY URL BPIyIep, M NpOcCueT COMEPRIICH R IMANCIpE
02, Paspalioriuxi apeanonasan, 470 B HeM GYIeT TEPEIBATECH HHCIO, WO HE
HPOBEPAH 3T0. XAKCp, HAIOWMIL CTPYKTYPY Ga3bl TSHHbIX (2 310 1€ GIKVAIO, -
tomy To._Acxozubie Koaet PLIP-nuke aoccyrum), versa Mor noveerurh SOL-
Aanpoc x GATE AQMHbX CEPREPA & TAPANET] 1D 1 IOTYNNTA NGpE.tH Boex 38pETCi=
PHPONGHIAIX 3 CAITe MORIOBATENEH, KOUEHHO. KIIHeIETT fYyT sppoBaltsl,
10 21 PACILHBPODEI HE KTD MHOTD YCHk i, M 3T Mbi PACCMOIPHY Y Th HODRE
feve. paso. 19, 16).

TipoBnewa YCAORNSETES Tew, STO HCKOTOPHIE NIHIKK (Hanpinvep, Porl) waiasantio
HC GRLII TIPETIETSIIANEN I 13 WO 0BAKIE B CETH MNTepIIET, H3-32 50K0 1 ik






index-359_1.png
Mapanaua painon £

106 0T K Wi ABTOPHSOBLINGE: Hi CCDRCPC, HOMHO BEUIOIRATE MIGGHE DS~
e coMaHAe FTP-copaepa. Ho TyT eCTh 0Za MPOSIENS — CIMCOK AMDEKTHE 33-
ancirt O cephepi. Konewso e, CTh OMPECACHINHC TPCBOREHHS, KOTOPLIX rpH-
SEPRARIOTCH HCL HOWIRYTTEH, ITO OSHORHIE KOMBHALL KOTOPHIE OTIHEAN:T &
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IPLAOCTANIACHIE CTANASPTOM, WAE YOTAPEA, TO prspaSormkn Web-ceprepos
WaN@Al A0BAERETE CEON (yHKLIAK, KOTOPbIE MOTYT OTKHITECA B PASHETX RAEPUHIX
Upur s, Tk STO, CENN KMEHTCKAN TIDOTPAVMA K KAKUX-TO CHTYANSAX BEICT
2B lle COBCeN KOPPEKTII, TO 37O CILE HC SIANHT, 470 OHA MHOXAX, MPOCTD OHA
XOKOT SiTh NOCORMECTINS © AAHHBIM CEPBEPON.

QcwoBsste konanae) FTP-IPOTOKOM Bk MoET yeuaeTs i Tad, 10.1. Mpu pafio-
e %epe3 Tellet i 193 TECTHROBAIINA SCPBERS DMK KKK MOTYY IPATOIHTECA.

Tatimaya 10.1. Kowasas FTP-aporonona

owes Tomemme

W Vromayeres o e B e o
o

s e | penvasane 7 s rapans o s

§YST BEpHYTb TN CHCTEME! )

T Sumse i g5 ranrs o v

Scasanis s g

i oo oy o g

e e o s SN 1
¢ ey
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s Mpepaans noens 100 FTF-oMaHAY U Nepeaauy AaHHbx

BT us cucrou

10.1.2. CoobuueHna cepsepa

BTBET Ha MOTYYEIIHbIE KOMAILTS! COPBC] BOSSRANIKCT Ham COOBULEHAN, 10 KOT-
Juos MORHO OUCHHTS PE3yIBTT PGOOTeL, YOSIOWIEHHA COVTORT 3 \IKCIOROR
TXTAIATO 10T K HCOBASATCIbHOH TEKCTOBO YiaCTH, ECe 417 OTHETH TPedy-
€TCR HECRONLKO CTPOK, 10 B ISPHOM (HOCHE KOA) CIOMT Keic, @ 5 nocKemc
(i kota) — Maev npoden






index-249_1.png
Aaparcrpmposatine 249

40 2 ot id_dSa. S SMGIMILIG GART 1Y, TOBU ORI, KOK G KA p-
frors

BRI 1pOFPAMNA EIYETI L YO
iyouee npRrIANCHIE:

AL, 1O 158 PRI L AR YBILIETS G-

ez Gl vl 1ea oy paie

friac passphzase fempty for no passheasel:

B RINMOM COOBULCIMH FOBOPHTEA. HT0 HAMET TPOIICCC 1CHEPAINH NYSINIHOTO K
BpuIToro RSA-kntoviei, Baw [PE/UaraeTcs AHCCTH NAOIT HH OCTIBHTH 010
igeribe, 31 PEKOMCHIYIO SiyWlie YKA3AT AOCTATOHO AAWKIILIH 1At (12 wcwee
16 cioanoe, a nysie fpasy). Liocac namarwh ks <Eier> sam npestonar
IROTBEPANTS KoRTH PG, 4 TOBLT HCKTIONHTS DLIHOKK NIy BHOAE

ECTH Bce (POLITO Y IISUANG, TO 4 AOTAITL YAUACIE CRETYRNLCE COOBIIEIHE:

Soat-cn has b

s dsens 4 aamd 0 visen vy

it b i key bas been savern L - sebimyzuakey. i

BOcpuoli €rpOKe AT NPOHNEOPMIDOBATH 0 TOM, ST SAKDHTI K04 COXpAIGH
s guline ~/sshimyrsakey, 2 07xporriak — o ~jsshimyrsakey.pub.

Uy ww0sn, b v oTnpaKInt Baia ~/sshimyrsakey.pub s yuzies-
i KONTTLIOTE, 410G SSH-CEDACD MO HCIOIAMATL €30 L1 ayTeir ipusd-
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FPRA SO3IAIOT aHORKMHIE FIP-CEPBCPI 1A TGTO0, TOBEI NOMKHORATEIN vorin
KIS ¢ CepBOpA NOGTOANAC ACPCHA NPOTPANNE HIK OBHORIEHHS YKE CYILECT-
ByIOwUX

Penininii ROTH0BATET MOKCT Y rowICCTRORATY N0 Beei (paiinonolt aneTene,
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Teneps TPHXOMTCR H3OGPETATS PASHEE METOM, HTOBH CIPTATE NAPTD.

ECAH BaIl CEPBCD GSCYRMBACT TONEKO ATIONINIILE COCIHHERMS, TO NAPOTA X0
YT NepEnaBaTEC kak YTO/HO. TIpH Takof ayrin w1l nonworarens
HTAK MOIKCT MOICIONHTLCA K CEPEEpy, YKaias Mpou3sonbnai Fomail-gipec n vt
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KO Mcnolna's, SWRnCl Ak ke FoToBi npoToxon SFTP, kOTpmlf Ml pic-
eMaTpHaIM B pasd, 53.8.

Orawoe petenie T BACT Ha OZHOM U3 tyGywsinds Web-cepnepoe oxom
10 567 wsaa. s TOrG MTOGL JKHATS AGHHLIE HA CCPECD, HCOBKOAMNO Furia
APETHCTPHPOBATLC, SANOTHHE Web-DOpNY G THMHAIMA JQHHEINM. 3aTen wiv
BLIAHETA TIAPONE 1A TOCTYTT, KOTOpbI JSHCTEYET TOLKC B TeekHe OIHO cev
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20 MOIKHO NEPEITBATS & OTPLITOM BHAE. JIuKE SCTH XAKCP YBHAUT Cro, NOTKTO-
HHTRGR Ife CNOAET.
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Ao 1LCR Ui Ty rear et

O Ruostaiutiostica i o POPEIGHHG  ayTeITIgIKAUN 10 i
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~4.rhosts 1 ~/.shosts. bea HCOBXOTHMOCTH SIRIEHHC AYHIS HE HINCRATE, I
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BHCoMOTIY OCHORHSIE HIPANIETPL, KOTODHIC HAM MOIST HIDMFORNTHOR:

3 0c. — 1opr, 42 KOTOPONM OAHAAOTCA nOMCIONCHNA, TIa yMANSIHIIG 510 22
HOKOTOPHIE A/OGIRICTASTOPS MCEAT WINEHTTh ) SIBCCHIE, ICCIICA Cep-
2ep 1a Apyroli TopT. B Kaxofi-To crenchn 5o onpansano. lanpren, ecam ¥
aac et Web-cepreps, o wowsHo noveerTh SSI na 80 nopr, Xaepy fyave
JywaTs, W0 370 Web-cepep, i He SymyT ero nomaTs:

7 stezoznl — NOIPIRUBASMIIE 1IPATOKGIbk, OFPEINIE KHHWIINE, T0 TIEDRbIN
HIET scnn 2, & gatem | 70 a0 Cepuep GYIET CUREIE MATATYGA
UDTTHONNITSCA 10 TPOTOKOTY WTOPOH BECHH,  TOTAKO MOTOM 10 1EPIOMY.
1 PCROMERUYIO YEPAT KOMMEHTAPHI S TOM CTPAKM 11 FALIUT tASlia 1. ¥ro-
G WeNONbAORATACK TATbXD TOCICIHAY BCpCS. Ve AT6n0 NOpA oGHOBNTE
Kgs1Cro 1 paMAAvE DBGCTENEIIE W iepeifu Ha Gonee GaonaCie Tex-
NOTOTHR, AARTHBAITIC 13 CTa pIa MPOTPM MAX NPHHACHT 1 01K0 ¥Rt

1 Listenichress — ONPETETSET GIDECA MR MBOCIYLIAINAN INSIONEIINA
¥ BILETD ceprepa MOET G neckKka ceTeaix Kapr. To ywosisamin niet
pac yatmame neex naTepdericon. Da Lann YREYTh 100 1€, ¢ KOUD-
21w GyACTe 1OARINONTECH 10 SSIL. LIaNpHyep, CdeHb GCTO D3R CeTRIA
$2PTa CHOTPHT BO BHYTPCHIOIO CETh, @ ADyTan -~ B Hirrepiier, Ecint we Gyne-
T wocaHETLER o SSHATPOIOKOY TOLKO W5 BRYTPCHHCH SCTH, To CTcAyer
HPOCIIUUEAT 5 TOTEKD ST APEC (3AGETER B hopate zapeniaces). Paspe-
UACTCA OMACHEATE HCEKOILKD TaKkHE 1 INCET, ATOBH YXataTe TPGEYCHMC HH-
Tepdhesin

0 osthoy - yemumacten wym, k Gl raw, coaepatiu K0 wADROAIS
TIyAIHs PR 10:15K0 SKPHITHE KON, KCTOPHIC MCOnYET CEpBep
A PACILHPPORKH NAKE 108

0 toacgorczationTotaroal = & BCRCH | KO BREMA CRLCHN MOTYT PErEUEIpO-
307 0N, D10 (O3OTAET CEIATH HOROTMOAEM PACKDHITHE NIKETOR 31
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9.6. KawnposaHue 6paysepom

B sucHOeRAe TeMH O OPOKGH-CRPECPAX XOGETCA CKAXTh, MTO KSIMPORAHE
VOGO, KOTHR ¢ CEPECPOM PAGOTACE MIOKECTHO KOMTeroTepOn. TIpit 30N 3x0-
KOMiee HCTIOMbIYELCS. KAHAN BRI, H C YEEHUEHAC KOAMNEC5A MO NHOKIIENCH
KArPYSKA 13 I1ET YOEAUMUBAETCS 1IE TAK CHLHO, KIK NOPAO B6t GLTS,

TIONMNO EHTPATHIOBAHHOTO KINIMPOBIHKA ¢ IONQILIO IPOKCH-CEDREPA MOAET
R
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Ke. Llpn CIETYIOUEN HX BHIODE Hle OPUUCXOIHT OBPAWIENNA ATKE K MPORE:
CCpBepy, & CTPAMIINKA SATPYRICTON H3 TOKANEHOTO KHUIG.

Ha pie. 9.3 nosasano GkHo macTpoltei xowa & Gpaysepe Mozilla, Kax b,
Memory Cache 0o yworsanmo cocrasaser 4096 KBaiir 970 Makeh bl
PATMEP OMepATMRIION NEMSTH [n PAICHHA ROCIEHIY SATPYREHKDX CTOIMI
Menomssopakme kUG NAMATH YEETHUMEAST CKOPOCTE, KOTZA B TTEILCTRYET:
1O OAHOMY 1My K CaITY, & D NEDEXOTe OT CTRANHUBE K CTPANMLE SOMMuN:
TR0 rpapeckix 0Bpason cospizeTss. OB HE Zee. JKe MMM oBp-
Wi K TNCKY, NOCAE e Far PyKei e AR GPYTC TpAMO 13 OnCpaTHEHS:
rawsTh

Tlute O, NAPANET OTEEAET 32 PAIED KIIUA Kia ACCTHON uere (Disk Clache)
IT0 MAKCUMAMAII PHINEP M PEITOPIH, KOTOPET XPAAT APy RCHHELE 12 Vi
Tepriera paiiia. B MOCK CHCTCNE THANEHHE 00 YMOTHARAED Pagiio 0 000 K6alr
(oKona 50 MBaiT). 310 oMeHs M0, i MW pecyspOR pafiore © Wb s ve 3
METHTE, KaK HMCKOIYETCS JTO HPOSTPAHGTRO. Leiin MOSEOTAET CBOSOIIOE MecTh
1T TECTROM HEKS, 0 # PEROMCHIVIO YECTRSITS 5TO SUaHelIke. Kite iKe esm
n1one Disk Cache Folder, B KOTOPOM yKisbi KA1 CH PASIOAOACHUC MKW K XE3
s kL
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5.3.4. KonthurypupoBaHite knueHta SSH
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COAEPHIMOE TIGRBIORO (afa IGCTROCK Bes HERMTOpLLS KaNmEITTADHC.
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Taxoii nepcrm. 51 Haerock, 970 370 Gyxer te paw veprep O,
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FCTAGHHO LABHO, HO 4D SHx 110D HE 1101EPAT CHOCH 1T VILHOSTH, XOTH HEKOTO-
PKE BOIMOKHOCTI OCTABNAKYT AHCAATE NyHLICTO.

10.1. Pa6ora FTP-npoTokona

¥ax M yaKe TODOpMIN & 21, 6, 704 Henoms206nisA FTP-TIPOTOKOTA TpESyCTEs AR
COUTER RIONHe: KTHEHT 4 cepaep. 114 PaoTel ¢ FTP-CePREPOM MOKHO HCTaNk-
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IepeaaneTs, Kowanzui Ho 60 Bpewieiia Tpaieckoro HHreppeiica HyAHO 4T0-T0
fonee yioBioe. B OC Windows woh aofumuii F1P-ciment  CyD FIP Client
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3 brcwirtmnussunzs — [0 YSOTTIHL YETIHOBICHD 5, TITO JATDELIAET We-
TIONKA0BAHHE MYCTEIX NAPOAEH, 1 MINENATE TG HIEASRIINE 1ie CEOMT:

3 fercessL e, ral o — HOIOMSI0NATH TROREPKY HOTIHIHOSTA 1O TpOTO-
woury Kerheras. 18 10Ceq0eC mpewsn wwernia 3ra ayiewmnihikatns nabmpact
6OMBLIY¥O MONYAADKOSTE BnaroaapA Spoek 5e20MacHaCTI:

0 fortserstntusin | Pansn — ecan s, Kerberos ne Gun npuis, To s o
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CTOPAHE AT 10 OB 39,

5.3.3. NMapameTpbr gocryna k cepsepy sshd

Kpovie /IDHKEACHIIIN B STHETMURE 5.1 MLAKIIO MEIILIAGRSTH CHEIYIONIE ANPER-
e

T Slloiruips  GOIB0IHTE BXOC B CHETZRY TOLILKD sk SOREIC:
1PN (fiepen HeARIOTeA wepes Mpaben B oanail cTpoke),

AN YKa3aREL

O A" ructeara — DAL BXOL K CHCTENY TOISI0N TE:AM, ML KDLOPHX
AepesMCIIEHb Hepes pader;

O bemyieasgs = WIDETHIL BXOR B CHCIEMY OTHIONATETAM VRSHTHREX MEpes
mpodes rpymn;

0 Ganytisers — SAMPET AT BXCA B CHCTEMY MOILIGBATEIN, MMEHA KOTOPUX Tc-
UG epes 1padicn, FOT IARINETD ThiseT YAOGEH. KOTAT 2O paspe-
TeNte 18 BXQA IYTINe. HO WYKII0 CTEINATE B NOAKIOMEHIM K SSH-cepmepy
OOy Wy €€ OAMIRRIC T

 PCKOMEHAYIO RaY #RINO UIPONNCHTE FPYTIIHl MY 1EMEHA icb 20k ek, KOTODHE
WOIYT BXO;II b B CHETeMY M0 SSH.
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Nepepaya chaiinoe
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3,5 w0t 5,25 mofivos. Bcan KTo-EG 4CTAN Te BPEMEN, TO, BEPORTHO, ACHME
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AT CopREpbi, ACE KOMTIEITEDS! OFABTENHO TIOAKTIMEHD K OKATEHOR Gem,
B TAKHX GHYIGAX YK HET HAIOGHOCTH B THCKOBOLEX,  AINHIIMCTPATODE! WX 10
©TO BeMMAOT. i ¥ Ga¢ BOMHIMK BOMPOC, HMuch BEITACKUBATS TO. UTO MOHET
TIPHIOTHTECA, SHISIMT, Bbi SATELIN, WTO WEMETO NWIIMETG Ae AGTKHO GbiTs, Iy
KASHITCH M TOREKO TIPOVDAMY, HO B KOM IIIOTEIIOT0 HEAEsa.

Hepes AUCKETLL XAKEPLL AETKO MOrYT YICUTH SCKPETIYIO KiIGOpIRLIIO. 1Oy
buMIeCkMil 20CTYN & KOMOKOTEDY. Mee UIBECTHA QM. KOTOPAS COTEpRAT
SOKMTHIYIO GCTh, OTOPBANIYIO OT BUCIHIEO MHDA, H CHKTANG Ceb HEMpHCTYT
no#i. Ho k028 CeRpTHan ikhopMaLm YIEKia ¢ HOWOLIAD APOCLIX AHCKET 4¢-
Pe3 BCE OXPAHHLIC CHSTENL, TIOTOMY UTC METANMOHCKATENH He CPABITHIERIOT Hi
3.5 MOMNIE AUCKCTH, W BHUIN MTCPRKA PTG CfErTH, TOTLKD HOGC TORD
ACE KOMMEXYTE R THILLICH OTIACHOTO YCepORCTES.

Cenv nosBONTIOT HAGABHTLCA OT THHCTO OGOPYIORAHIN B KOMTLIOTEPAX A Gt
7T, nepenaty AaNksIX GeroTpee w Hageinee. HATo BCETO MMM HACTPONTE Hyk-
Hble POTORTHE W HCTIOTAIOBATY KABENEHYIC THOBOTKY Ha MIOAYIO HOWIOSTS,

B UACTCAILGE BPEMA SAMLIN (CTIYADITMM NIPOTOKOAOM OBMEITa i ATAM M AiseTsa
FIP (Fife Transfer Protocol, npatokor nepeiam ¢aios). On Ger paspadora






index-251_1.png
Aunwcrprposaiuc 251

ipertia Sizsysten ORPENEMES AOUOAM IENbHbIE CEpaHEm. B 1aHHO CTROKE
snyexacton sfip-server w3 naxeta OpenSSH.

Pifora ¢ kamenTon Sftp we OTIwETSA OT paborh SHH-cawenta. Brimommre
BRI srip ecalhos: W NEPET BAMM NOSBHTCA TPHPAQWIEHUE ARTODMSLT,
ROIOpYIa M paceMaTpReanH b pasc. 3.3.5. Biecun Upanmm apoiin, bt oxd-
SWEOXTECH b KONGHAHON CTPOKE FTP-KAMENTS M MOKETE NEPEAABATL WTH TPHIIK-
Wy Badink, WeRONbIYA Kowauas FTP-npoTOKONa, 0T IIpoToken Mbi Sydes
oapaGi PAcCATMRIT n 1, 10, R CElAG BaM AOCTATUNHO eart, 0 Gonse
WCTO KoM CXON © aupeKTvmai LI UK yripabTesus draiinams.
onbrmafives, Ceias mOSTIONH30RAThES KTHENTOM Sftp A1 NOAKTOMERTS K CBOER
ancTenie, ABTODIIORARINACE, MO0 HOPOGORATh BMTOMITHTL KONANZS! Ls WM
&4, w001 yemTneA B PASDTOLIOCOBIOLTH fiporpannba. [INd ELixon u3 STtp Ha-
Sepite Kowaray cxiz. Octususie somanisi FIP-IPOTOKONE MOXUO ¥SMACTH
[Lim——y]

Eitih 22 HEODXOZMMD IEDEATH Ha CEPREP IIM CKAVATE € HEMD CORPETHYIO M-
PP (MATPIEP, JOKYMENT! WL (31 (1aPOAEH), To HeIOAN ¥ TTe 1A 270~
0 Gesonacitoe cocauuenus no SETP. Tpoctiae FTP-cuentm wepeaaiot danam
Sompnirn mae (63 1ypoBaIR), 10ATOMY TGO XAKCP CMOET TIDOCVIIETY
O 1 y3112Th HHBOPMAIIO, KOTOPAA TOMGKET BIIOMAT, Ball CEBEp.

A0 I YU B, 10 IR B BOE UepBepsl w Kestri FTP noTaepor-
s07 mndiposanne SSH, noaTowy Y6EINTECk b NOATEKKE STOF0 HPOTOKONA €O
CTOPOIT BALIETO MPOFPINHALOND OFCIEHELHS.

5.4. OemoH inetd/xinetd

K TOro TOBLl CepBEp SMOT DGPAGATHIBTH JANDOCH KAMEHTOB, POTPAMM
J00KHa BbTh TOCTORNHO JTPYEHA M CHASIND ¢ ONPEENEIHEIN NOpTOM. B sTom
KT HHSEI 0 € IOHOID, 110 315¢8 HOCTORHI SCPAG v P PANYY B (ATH, OG-
SEHHO it Ona CUIIKOV BOMUIAS, 2 PAGOTAET OYeny peako. Hlasoro Ay,
HORIL 0TI CEPOUC B CHETEME BYET GAEANTS 50 NOPTANH, W ECTH TIOTLOBATE T
dpelliactes K OMPEAENCUHOMY KaHATY, TO VT2 TIPOKPAMNE TAMYCTHT HEOTXOMM-
s e, B OC LInix 1axas momeskOCIE €0, W FTH 31070 WENOIRTYETCR
aeon inctd it Gonee HO8a3 bepcuA — Xinetd.

Kax onipeames, ro anyekaty? JITa 30T HOTOMsIYEToR iy fefelscrvices,
SKOTOPOM HAXOIWTCR CIVACO CEpHCOR H IX GOPTOR 1 € ILYOEY (IOpMaTE:

[ —
1 o1 — HABAME CEPRACA. KOTOPHITE HEOGXOTMMO TAMyCRATE:

0 copn OMEP KAIIA, KTORLI AOIAEI GPOCIYBIKBATICA;





index-35_1.png
Buegemme £

XaKepLt W5 PAGTINHLX CTPAH HDUCOCTHHINHCL K 3TOMY MPOCKTY 113 O0necTooH-
S I W HAS CABATE CAMYI CRARIATBHYT0 OC. A Gy2a BokpyT Linux
BOWHNKAST MYTE St He KagustH e, Ho1oMy 970 OC nonyana Gonbioe pacnpo-
<Tpameue i ABTACTCA ABIOMOTHO GeanIaTHON, HekoTOphIE NPORTBOTUTEIN PO~
IPANMHOTO OBRCTE4EHI CHHTAOT STOT DPOSKT NEPCMIEKTHBUEIM, ADYTHE (HATPH-
2xep, Microsoft) — nepu,ReCK T nPCRPAILEAKIY B Bpara.

Omunanviian sepens 52pa OC mon novepow 1.0 Grna swimymena & 1994 roxy,
1. €. 10Des TPH YONA TDC:Te nepILIX "CyXDR" 0 Linkx, TaKaR CKOPOCTS p2pIBOTRH
Gerna J0CTUTHYTA GTANOAIA SOTEIIONY XOMHACEYBY MPOCCCHOIIANOR, KOTOPLIC
S naCHaNCh P i, WTpeciy 0 Faaymiy Jlnryca.

OC Linux —~ 570 MHOROMONMIORITCIREA W MHOTOIATHAIIAS CHETEME, KOTOPaR
ROSTONALT PAGOTATL © KOMABIOTEPOM CPA3Y HECKOTSKHM MOKG30BATENTH H Bbim
DCTHILE OJHOBPEMEHID PATHIC 141841

Tosesy iMerHo 572 OC TOIYHT TAKOE MPHAHANKE, FeAb GbiM 1 SCTE APYTHE
OTRPLITLIE RPOGKTLL & IO PeATHEAIIH ATKE nydme Linux? 5l camsbisaro 31y noiy-
FAPHOCIL ¢ Tem, TO LinUX cO34BLeA ¥AKEPANY A Xakepon, Ortens NPHATHO,
KORRA Tt pABOTASILb & ONEPALIOHHON CHGTEME, & KDTOPOR ECTS YACTINNKa TG
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OEMIT HEOGXOTANEMU EIMORHOCTAMH, TAkITA 0BPA30N, MHOTHE (kpYhs SMOTTH
ORTUMMSHPORATL CHOM PACXOIbI 1ia OPFAIISALINO MIKGPACTPYKTY L HIIGOpAL
ot TexHo0ri (M) 5 CHET 1CPCHOE HEROTOPHIX GCPECPHBIX 34/t Ha GCt-
AT TpomyxT — Linus,

Cpean mepnix sy, KoTopsle crans Towepam. Linax, — oprasaus Web-
Gepuepa, 1 ¢ Hel OC enpaBInerea Benukoenno. TpyIHO TOWHO OLEMITS, KEKOR
DpONENT noRkIODATENET Celisc KCOALSYET Linisk, 110 GONIbmHICTIO CTATHETHAS-
CIOHX SHANHS0B MOKASLIELET, W1 Ha Linu comecTHo ¢ cepecpor Apache npito-
Zures Goawinas 1cin

Ha S MowcrT b Linux momno excams npacencess see. Jlit oTol OC na-
MICEHO YIS SHOKCOTEO HPOIYKLOB, KOTCPHE PACTDCTRRHARIISA GECIATHO
RO2BONFIOT LT HOETOIMOKIGC 583814, KOMUMOTCPAT ¢ YTaNOBAEHHON Lintx
HetaBayioT B prsnrssx OBIAC X Wayior, FKOHOMMKH 1 TEXHHKH, B TON UHCTE 1
Apit COaRANI CTIEMAALILIX HPGEKTOR WA KNHO.

He Mege BN (J2KTOPOM ROMYTAPHOCTH CTANA AEMOXPRTHAHOCTS OC. Bac e
OTPAKIIMBSIOT B DOIMOKHOCTAX H HE ACTABIAIOT CTSTOBATH OMPEIETEHMMM
npeanosTenam prapaSorauka. B kownseks nociask OC BKOSIECA 10 He-
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Teriept cepeep Byzer 3AMPAUIMEIIS ' DAL HC NEPO:IR, & CIORO, KOTOPOG Tt XM
1 pH FeHCpALR 1y o Ko

Bute: sassphiase for fey

Eom © wonpucypawsoniow  Gaite  SSH-cephepa iMenurs  mapawenp
FassuseARIbanticst:or 113 1o, TO GEPOAL IIDOREPITCH He Byaer. & Cansh Gy
YCTQHIBMBATECS TOMBRO 113 OCHOBAMINT Kosed. Jlaa ofecneveIin Gezonacunl
CB2M 3TOC0 ABCTATOMHO.

5.3.7. X11 B TepMmuHane

Hoioau3082106 KOManIAOf CTPOKN AN YTPAKICINA YATACHIOH CHETCMOIR o
3BOTHCT AMTETEHO CIKOHOMATS THaduK. HO WHOIIA Hywen (padmuecinil pe-
. 102 PEKOWLYKY CrO HETTO:HI0BET B (ENSX GE30NACHOGTH # M1TA (OG-
HitH IDOSBINTE UOCTH, 1D TONK3ABATCNY WinOwS MArYT HPOCTE HG CMMpiET-
68 o Kowawoli CTPOKDH. ECTH Bbi MOBHTE Kpacunkie oI, o SSH-cepasp
moser ependipanar, X11 (madmuceryio ofionoury OC Lioux) na sau repwi
nan, Jina oro b wondurypauonnow i sshd_config, nomkss Gari, yxsimn
CaeyIOIIE TPU ApER B!

21 K11 Fomwarding yes — PIIPEUIAET RepenpartATs OC Linux rpadissecku pe-
wom XL

O KiiitoniayOffsst S0— riCpruB momcp awennes. AoeTyudbdt gan SSI
eprepa, 110 YO/NIMKD 12, 1 TT0 HIICHHE MOAIO Tak M OCTABKTE

£ X1iUselocalnost yes — €CTH NADIMETR PABEH yes, TO B KatecTne X-ceprept
Gyaer wonombsoNATLCA NoKIINAA. B 9TOM Ciyude ximeHt Gynct paGomars
< Hatmse X11, 0 enyeSian tabopyaLis, nepesacienas mo cetis, Gyaet wb-
ponartca

Ecai 031 X0187¢ MOAKTIONATSCA & (paduceiof odonauxe Link n3 Windows, 1
#a nongofures Tporpaswa Tama X11 ana 7ol OC. B kavectoe npueps
SHOFY TopeKoMentoBaTl X-Win32okHeHT, KoTaphifi MOKHO CkauaTh ¢ caiim
Ritpuifwsww.starnet.cony.

11 ne pexomexayio ucnon,300aTs X11, [OROMY W10 31 TEXHOA0NHN OTITKCHA el
NCHIB TOXO, T CYUIECTBYHOT METO b TOLIEAKN 1 EITOND GOAUIIEI A

5.3.8. 3awuieHHan nepeaada AaHHbIX

B coutan imawcts SSH wxulan e she HOTEINLIE MPOr pasmie — 5T sltp-sert
(TTP-cepecp © moanepiswoit mu{/panarus NEPCIAKIEMNX AANHGIX) W sitp (1P
el T UK oA I0venHA K SETP-cepBepy). JRnsie HOCHOTpIN 3 NOCTESHIR
cTpoKy duaiina ondurypatn SSH-cepaepa fetc/sshfsshd_config:

Sbeysten arip 2z 11 ineraniopense st somsrve:
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s pacaneuns 2 256000/736002 2088003

day_scosas 2 allow all

deiay access 2 deny sexinz

Tax ke Bropolt (Y OTHOLATER K0 2 KIACEY, O SAC6L MYRIO YKiHATL 0B
GopocTh (256 000 BT B Cekyhy) H CKOPOGTE JIOETYNA KAIAOID KOMKLIFTEDA 1
aeimiiocTn — 4000 Gaiir » cexyaay. Ha Takoli ckapocTh GyIyT paboTaTs Boe
CIRSORKTEH B CTH. KPOME BTMHINCTPATOPOB.

ECiit BT yCTaNORTEre TakWC APAMMIA 1 KAKOH-ME0 OPr MR, TO \OIYT B
EKHYTE TPOBAEMEL C PYKOBOICTEO, TIOTOMY UTO JIPEKTO TOAE IOMATET b Citit-
ok al1 # SyaeT padorats 1a ckopoctH 4000 GakT 5 cexynAy. S Ay, w0 €10
IOt YCTPOWE, M U1A HGTO Mbl GIEAEH OTHEABHYIO SATHCb:

1ay parareters 3 £4096/61050
éslsy_scoess 3 cauny all
15 scosss 3 aliow highoss

€ noMOUIbIO OrpaRM eI MPOMYCKHOf SNOCCEROCTH KIHATA MOXHO 3aNPETHTE
APySy WYLTUNEAKTY QAR0n 1 piBONEe TPeNa. B CICIYIOWEN pAMEpE
N6l PIAPELEEN GELCTDO YHTATE Web-CTPAHITASH, HO yMERHITACH CKOPOCT Sarpy-
1 apyris we avadpaibros (ot 9.4).

TWGTAHF 9.4, OpanyHENwe GKOPOCT SArpY3en MEadaANOS @ patovee spews

§ BoL-mmecon, ot cere

i Eallspmed sl regex - 102,164
4 ACL-amicor,  onHCHRIG: wemALal
4 roresam, cxogocm.

aspesct url_vegex i %p ek TP3 avi rEag 5o v
4 Babum, wmapoe OyneT REHCTROMET OTPAEAGAR W
agarizos

& day tine 03:00-18:53

) B OISR FROSOED

4 s2vpymmn s

4 s IS usa Dy Srepere wasea,
wiay poois 2

lay_vlass 1
felay_vluss 2

2

£ T s 5w CPARMMSSAR S5 338K
dalay_paranetars L -1/-1 -2/
dlay_secess - allow fallspesd
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PNl PAKIACICH LA KAKOH-(01Gye TSKEH-Cepep ¥ FHTCpACTE ity Hanpxiyo
nepemaerca Web-caliTans 32 10 TAKK: EHOGHTS ACHLTH HE IAS0, IOTONY 10
Cist, ¢ Web-cepiepo b o CTOpOkH GecriaTHa

e L el

fgora |
copnep

Puc. 6.7 Tlogerioue e k MTepHery epes Vied-copaep

T OBpasor MowHo cxmstmats e 400 MEUT Tpagia. 4 e rruGain, ¢
iee #8 autszy. G bbi pELIIG OV ILH0RSTI, FTOT MEION, T He HBYALTE, 10
Ha Web-euphcp HCODXONMMO FOACCATL XOT) KIKYI0-r0 STy, HANE Wb
HICTPATOp MOMEHTARSHD JAMCTHT, 4110 MACT GOMbUIOR TPatuk W iyc1yio Web.
CURHIILY GO sl HC.IHTh 1Y M,

Eiue 000 €n0COS HECTAMIANTHOTO WEIONBA0HIAHA THRHEHPOBAHIT — PaCih
PEHUC BIGMOKKOCTCH CCTCBORD 10eTyTa. HANpHMCD, & HEKOTOPbIX NOK'HS
CETEX MOET GBITh 3AMPELsen KaKOH-IHGO NPOTOKoM HOCTYNa 1 Mimepsier. M
10BCA0CH ABOTATE & GPCAH3RI T, FAC FHUO PAACLICHD TOTEKD OFpaeHHL §
Web-cairase no npoToxosy HTTP, Boe OCTATGHOS bl B0CIPCINCHO. Pyicoson
€140 MOTHIMDORAID 10 TS, 10 NDEAONATETH HE NEUIKHBI HMETh BOTMORHOGLE
nepes alinon b Huvepuer

a Moo 0BOTH Takoe rpansuene Crona eTammn Tyiens 1@ Web-cep
HEPE, M MOAHO WETOMBIOBTS NON APYFO MPOTOKOR, MpSA BECh TPAGHK B
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£ "surl Swho $ident gmethodin”s

ace 105 1€ $105

Coxpasme STy mporpany s Gafine usriesc/redirector @ yoTanoruTe 173 squid
ot 113 e wemamnenme. locae 35000 tofarsTe s a1 squid.conf cneyouyI0
aTpocy:

tedirost_program /use/Loce: jetc/ squic/redizecto:

Ytobs 370 mporpamma sapafora, cosnaiite Ha ceoem Web-cepeepe faiimst co
[ ———

3 468_60.gif - xapTitsaka passeepow 468x60;
0 100_100.gif — wapraxa paswepon 100<100;

0 empty.gif — KAPTHMKE, KOTOPeA GyIET SQMEHATH HECTAHIADTHME GAnMEpbL.
Jlysite BeerO e¢ CeNaTE PMEPON 1X1 MuKcen, 'Toel OHA Ae HEMOPTUAA M-
s caiir;

0 closc.him — HTML-hafin, sotopmil Gyaer HKpHIBATS BfALBNONAE RN,
B Hem KYKHO TOMECTITS BCSTO Tk (YRKIR, KOTOPAR GYIET 3aKpHIEATS
oksi0. J{A 3TORO HCMOBIYETCR JavaSCHpt-GYHKIAR window. cos=1). TIpHMep
conepumore Gaiiza noxasan b meTiire 9.3

Boe 3T (afima SOTRI TeAITL e Web-ceoepe § om0 anpekTopuy. He sa-

ByasTE B CLIEHAPIR (B NEPENEHHON $YOURSTTE} YKIATS TPABMILHEII MYTh K TOMY

P

 nucrapanck craauTs Ko b aHcTane 9.2 KovenTapmavi. EG y sac ¢ty

o617 CporpamMpOBIHIE Ha Perl, To e selitutee foiicTens B4 BBIONHHTE Ges

000EM.

[Niacrnr 8.3, Mpuwep JavaSeript $aiing, 3aKkpk

Tavasripns
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Aripcrasrex 5047504 o borasase] aefsnazel

46547501 [F: heme/ade! gukee
s04/501 2 Bowe/adr/ Bash_logoue
5617500 150 home/acr/ Fash_profiie
50¢/501 12¢ here/ade/ bashre
30¢/561 5 360011 :2:08 oma/act/text

504/504 2207 2004-12-27 20:24:08 homs/aix/ . enaze

TocmOTpHrE Ha 10GTEIHOI0 KOAONKY, TAC TORASANO pacaGuEeNMe afina. OF
PATHTE BHUMAHHO, UT0 HyTL HC NAMMHACTCH © CHMRONA "', YKWILIBAIOMIEND 16
Kopeib Avcka. FIO3TOMY Taxol apxH 1tyKHO PACIAKOBBIBATL R KOPHE, HHASE O
BYIET COBNABATHCA B TCRYLIGHE TUPCKTOPHH,

13.5.3. gzip

B OC Lintx ocTs J0CTATOHO MHOTO PRATAIKGIX YTIANT 17 YIRKORKK QM.
HuBonce nomynaproil wa i Aentetca gzip. [penwyuiecTeo apxweposuin
442 1IPOGTN KDIHPORAHICN, RANNGCX JIKTIGHGETEA D TON, XTO PESyALTHPYIOISR
KO TAHHNACT MCHIC MECTA, & SHAVKAT, IDCHTEA A4 PEPSHIORHMR YKL
Mesmcr0 Ofnera.

Uiie 08O PEIEPBHPOBIRIIO MOTIEKAT UKYNEHTSI, PA3MEP KOTOPHIX 1 STAPNIH-
SHPOBAHHIOM BATE MOXKET yNEIILIIATECR 42 90 Y. TEKCTORKIC NSHELE CRNMDICTER
HAMHORO 7SI, 965 NPOTPINMEL

HeaQueTaToK 4PXHBAPUBAHIA — DOIPACTAST HATPYIKA HA MPOUSCCON H MOKET -
‘Tpefionareca Gonsiue BYEHERH K COTIARKE TONHON KONAH.

38 CHCT TOCO, YT0 APXAB AHMMECT HAMHORD MBI MCETR, CRO KONIMPORA! e HE
CeTeBnE peeyDen i 31 ien ta Gyt Hocwrens (ZIP, JAZ, CD-RIRW, DVD-
R/RW 4 71p.) SyAeT ADOBRONATHES GmTpe. B HTOTE MOACT flany Thes, am
BpEMEKHLIS 3ATPATE Ha APXHAVDOBAHHC (¢ YHETOM SBHATOCTH NPOLCEEOPa) Syt
PABHEL BPEMEHI M KOLUPORAHHE T APXHBMPOBAHIA

(Tpcssie e CIRHMATI KANOH-RUGD (4lin, PEROYNIYETCH MOATGTOBNTL T4r-aPHHE.
THATON SOCTATON IO BLNOTHHTE XOVARIY YIKOBKH:

27ip ypopens fatn. far

B KauCETEC KT —ypores HYKHO YKARITE CTONCHK Koipoceu. Maxchvare-
Huli yposens pasen ¢ Hocre 37oro yKasuBaerea v tar-apxiea, Jlagaiire oo
KMEM apXHRHLAN Quila, KOTOHIH M) COMATK 12 AWpEKTOpMA /home, apiavenss
AUGOBILIYIO KOMTPECCHTI. BHITOAINTE CACTYIOIYIO KOMEIIDY:

geip -9 hackup, ter

Teneps TPOCHOTPUTE CONEPRUMOS THPERTOPHE (KoMAHAA 1s). OGpuTUTE WiMa:
Hie, 4ro gatina backup.tar Sonbive wer. Buecto nero nosskaca backup.targz,
PACHEN KOTOPOTD IHRHTENLHO YNELILIIHACH.
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TIpH e PPOBANE HEOTAMO BOBHHTH KT 4. HlOSpIO TP, B KaHGeTRE
-in TASTCR TOMAPASIIG DAL 3 B TAPIMEIPE - 1 I UM CO-
spaeta peaynbTaTa:

sownincgensal ozt b et o o

PUCCMOTPM. DPHNED LA(OBAIA B6e1 0 cilona nupaach feteipasswd B pailn
Aome/passwid n aaropurey DES. flin 71610 auoniutey xevanay

59 foUn eSSl 08 n SLE/EaL L jrrs oA

B OTOST 10 3Ty JUPEKIEY MU ICHIPUCHT I YKYENT 1APOTD H 34T
BOATHEPITE 40N, 285 HOK.NOUBITL DOENHILIE OGRS

BLHITS KOMAILY 5a7 /2 Favsnd: 1 YGEAICCL 1 10M, 150 CoACPRIOR JT0-
e alinn He WHTEEMO.

A28 pacusdpori: aitna nenknmTE Koy

st ool s T Mhemalpasssd - oul Sl

TakkM HERHTPLN CHOSOT0M W MvKes GeI0MaCHI ¥PAIIATL KOl diting ¢ -
pacaun. K TeMe PeRepERrs KOM (amainii Mt nepewea t v, 13, Kkeropan fysier
HOASTRAY IGCRAILEII ITOMY BOTPGCY.

5.2.4. TyHHenNs rnasamn xakepa

XaKepbi MOTYT WTIOILSORIT . Ty 09 CBOY Lo, [Tapabap, coneen e
280 5 nomxmoIca K MITEpRery 110 texnonorim ADSH (Asymmetric Digital
Subscriber. aGiTMCTHAIIAA WHPPOBIR GOOHEKTERa o). B aomessinyto 1
Ty BxouMT nce1: 400 Marin rpalmea. My svo Tawoe 200 MBakr? ax sena o
DRAENY PAGOTLL B SROHOMHOM PESKHNE, TIOTOMY H170 OTHINECs. UPHAGHTES Mrara.
13 AO4TOBORD TUMKA 5 MHODa Bikasaeo 10 20 MOGART 1 seirs. Orinama ceeps
AOUEIITCHOI ILTATE) G0XG.1H 10 AGCHTIONHO SN D,

Kak MO0 OBOITH OrpaMSEIE ) NOYHITE GeensizrabiR 1 pacik? Tloaofino
GONLIUHCT Y NRORANACPOR, VO MTOCTEIACT ABCOMOTIA BecnIBTHET TPagHLK
G CBOMX CEPREPOB, K KOTOPEIN MOHO OGPILIATLCS CKONLK YIOIO, K, 4T0
Ha 5THix CCPHEPa HIIEID ORCTIONO HCT, 10 3TO HETKO HCTPABKTS.

B w0k aBomcHTCRYR ety ux0awr 10 MEATT ceprepiiore IpoSTpaNeTEY A1
GO AATHON KIPTONKH 3 MHTEpHETE. MAKCIHYM, 410 MOKNO Tau pIamce-
i, =~ AOMAULGOR Copatiy . Ho Wi i e nyasio. | mos. s i a1n
MR CHllTa HCOTpAAC.

Hrai, GG YOTAHOBITS W CCPRED IPOIPLNMY. THINICTHDARINIA, TO MOXHO 0PIt
ENI0RATE COSMHERMHE, KOK MTOKTIAHD H W 5.7

Xakep MomprmMaiC tepes nporpasy slunncl Kk aupiioph Seenminony Web-
cepuepy. KOTOpb NAXOANTCA A M WpukACED. Oy seen 1
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$100_130 FYOMSTTF/203_ 100
Svazicas SYOURSTTE /evpiy gl

$closewindon = "STOURSIE/710se . 1u

white 1o

«
[surl, Sube, Sdent, Smethaci - /ALWI) (W) 18N 1SS/
Sprev = sucl;

+ Tpoeepes ranwepa 169x50
surl ~ sb463_60 Lf grep jurl

w55 %, Epiad 60;

¥ Toonepes amsena LCORLE0
Sur - $5100_130 1€ grep furl = ws 8,

¥ Touepca Ganuea TOKSBOTLIOLO pas
Surl = gvarious L€ grep Surl =- 358, Gvarious;

¥ Bormasuee oxio
Sclosau:ndow 1€ grap Surl =~ mI_S, Uposup wendows

ceunsit B ook A wwame guitna

-~ TRALERGRY o/ K T

ay (§sec, smin, Shous, gnday, Sron, Sysact = lecaliime;
Printf 100 732,502,524 12450242 100d; Sshean,
Suday, Smen + 1, ayeas + 1500, fhour, $min fees,
"Sune grrey > SuEL";
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oW UCTONLI0BAINAN MAPGNETPO’ o aiiTl § APXIH MOMATAKT & COXPAHEHHEN
1y, EGTU PACNIXOBATS COMIARHMA HAMM 'yfl, BHUE ADXUB, TO B PEIYRLIATS &
REYille KaTaTare GyET conaa nanka Mhowne, 5 A fieh i SYIYT pACIOIArATY:
o8 B NOMEI0RATE dxwG THPERTOPHH, HAupusep, cCan PipXHanpOBTS 53 TH-
pekropu /home, 7O rafixn IORMIOBATENCH OKUKYTeH & fhomehome, 2 eenu a-
KOHTCH § Jete, TO OKGSOBTENE YHHIHT CHOW ANPEKTADHA 8 fete/ome.

Hro6s1 ZOBUTLS NPABHAGHOTO PERYILTATA, HYXHO AEPEATH B KOPEHD ZHCKD W
HINATHSTL KOMAHTY Tay:

Y
tex af /oome foackup.tar

BJEHHOM YA Mbt 13 KOPHEBOND KITARON PASAPXHBHPYCM PESPAMYIO KOG,
sorepak waxofies o faiie /home/backup.tar.

TIOUHMD 3TOr, 273 QPXWBHbIX OTIEpALLME MOTYT PKTOIHTECA CAEAYIOUIME KAIO4H
youKTs tar:

3 v— BHBECTU HA SKPAH MEPOPMALITKO O APXHEKPYEMOM (M PACNIXOBEIBAC-
MOM) B b MOMEHT (uiine;

0 2 — BT ¥ OBpABOTATS MW PACRAKOBKE R2ip-apXHEM:
0 p— PUaPXHEHPOBATE BSH0 KEOPMALMO O Ge0NICHOCTH;
0 = Ty OTARHA MeRAY apKHBON 1 (ATTON & CHOTEME;
0 = — npocHoTpETS ConepRIMIOE apXMBa;

3 w— obHomiTs dalin b apxuee,

3 1 date — OBABHTS s APXHB TONSKD Te GaiTET, KOTODEHE HaMEHEHbI MOBAE J-
(0 8 NaAPEVCTPE date.

<oTOpe BRI WaMEHEHES

T, YRS
0 P~ vie ynanaTs nepasii GirvBon %", B avow cnysae, oTkyaa G pet He pacnia-
KOBLBATH, PaTLTLL IORLUYT R CBOE POTHOE MECTO.

€ HOMOLLEID YTHIMTI (37 \OAMO APXEARPORATY Cp
Creaytowas Kosania nowewae 5 apxitn ‘home  fote:

¥ HECKOITKO AMPEKTOPH

tar = baskp,

€ fheme fete

0GB AIPACMCTETS COTEPIHMOE APXIEA, MOTKHO BLINOTHHTS KOMAHAY:
war Tt Trckip. bar

B OTBET 10 370, 1T SKpAtle GYILYT NOKIANS BCS Gaiabl 1 HPEKTODHIE UPXHLA, %
1pRBA T0CTYTA ¥ EAAZETGL, DESY.IETAT MOXHO YEUAeTo B aweTiHre 13,1

MCTANF 13.1. Pe3yNeTaT MRGCUOTHA CORRPKUMOTD apKHaa

11-27 26:21:05 bome/adr/
27 20:24:05 how/ule/ iss

dre e = 501750 2004
demr—xr-x 5017904 5 2004-1.
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CTPHYTHD — BaX WHKTO UE CAEKET, 3 KGD YAABHMOCT 5 (AN DASHBLE
W n030MY Tukas IHIBOPMALIAA — 3TO TOMEKQ ACTH HGOBXOIMMAOX DAM Jal-
HEX ATH B30MA CepREpL.

2. Ho otmeram pasi ceppmeos

TlonyCrust, 4T i Cepuepe KEpTOL €CTy aHOMIMILLH a0cTVil 10 FTP. Raw
HYT0. BCETO MG TIDHSOSTHHUTLCA K HOMY . 110CMOTPET C00Bwenie mpn
EX0e B cuereny. TIO Yoo, mamisn 1 QMCCTHE (PHUIAKENHA KCNOILIYETCR
wannmcy, Twiia “flopa macaiomam. . cepoep FreeBSDAD nepeua FTP-
Kmeinma X XXX, Ber Bb1 TAKO2 YBUGRETH, TO €uie PAHO PAAORATLCH, 7. X. -
UBLECTHO. (Tpia 310 wan €T, FeIm aMIMETPATOp CpBEpa /IOCTATONHD
DUANTAR, TO O, CKOPYFE BCETO, MOMEILAET TERCT TaKMX CONGCHAR

EGIl HADICL GPUIIAMIENNS OTpIAGET ACTICTHMTEREHOCTS, TO AAMHHUCTPa-
10p — "k <O Graen. QBT QIMAHCTPITON ACETAQ WANCHALT Itpi-
PAGIDELHE, RIAIOE 5O FHOTHAIGO. A BOT XOPOIMA CTICUHATHCT MOTET fia-
icas 1 00 cofuerve. Toraa ma cephepe ¢ Windows NT 1.0 roxsires
IpatACInE, wAnpuwep, W 1inux, R TOM CIYMTe MOYMAIUCISHRHK Geaye-
REIG TOTPATHT O%EI1G MHOTO BpeMeHM B doribtrxax Ciomamn Windows NI
Hepes pbn Linus. §K10my 1ie 04t 0GCPARTE 11GANMEAN H CTapiTEcs fe-
PenpOREpHEs. INOKHISM ZPYTHN CHOCOGINA

Wrofie Bac He Ofmanyl, O0wsa1ERHO OGPALKIITG CUMMAINE 1A HOTOTb3YeMbIE
10 CEpHEPE CRPIHCH, HATPIMEP, B LInUX HE BYaYT KpYTUTRCA Cepattiow, Cositar-
the 110 TexmonorwA ASP. Takhe BOWM (IDAACTMBUOT Pezko. x0T BOTHOKIIO,
JIOCTaToNHO HEWHOTO 1IOGEAPATHCH: (IPHRICHITY PACIDKPEINVE aSp A3 XPAHEHIS
PHP-cuciiapwen » nepenanpasnaTy nx emepnperatopy PHP. Takin oSpaom,
TKep YEANT, 4TO 12 CepBEpe PAGOTAIOT Ak ASp, HA Peancid 5o fymyr FHP-
cucnapim

CACI0BITENLHO, 13040 FUMLAGULETICS € IOPOHb — KAX MOWII CHAMII HNy-
VITE CHTY2II0. GONBUIMHCTED HEQHErTIbA XAKCPOR BepRT NEPRLIM BrleHaTIENN
HMOTPATAT CHENlb MIIOTO BPEMEINT HA GECTIONESHBIE 1IOALITKH MOHHAHOREHMS.
Takiun OGPIIOM, Bt CAENICTE B3:10m CTHIION AOPOIHM AHRTHEN

30040 XaKCPY — PACTYTATE UEMOMN K HETKO QTIDEAETHTE CHCTENY, KOTOPYIO OH
BHIEMIBLET. B STOND IPOMIROINTH B TRARHCUCH KAKHC-11G0 TCTETowE BYIET
AL, HOTOMY 1O XAKEP AEPKE 1€ BYAEE 11T, KIKHE KOMAILIL €Xy Z0CTYIb!
TIOL1E BTOPHERNA Ha HYRYID TEPPHTOPHID H KAKHE HETIOTHAZMBIE RiLIEI MOKHO
G paCiBach wa Coprep

Jlax onpeneaeinns OC Xokeput MOGAT HETONL00ATS YTUTTY Nmap. Ociosibie
BIMONHOCTH PO PAMMEL HATPABTCHbY H CKAHHPOBAHHC OB 108, HO €CT 35y~
TUTG HPOTPANMY ¢ PAMETPUM Ui TO O OB IUEER OIPETEINT THl VTP~
Ovoft CHCTE b, KOMESH e, EYNECCTBYeT BCpORTHOCTS OUIMTKH, HO BOSHORHD 1
ngawwnana pacora
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s o drapar 300

selay_pools 3
selay_ciass 11
ilay_ciass 2 2

friny, slass 31

iecay perametars 1 23620
islay_socess 1 dany a

oy access 1 x1ow ac:
felay_pe racvetess 2 236008/256200 4T00/6C0%
#ilay_accass 2 allow a1

deny adine

selay_seranetezs 3 640C0/64000
ielay_access 3 deny all

#tlay_acceas 3 allow sighass

/286200

0T Kon HyAHO 20GABNT. B Gaiin KoUGKrypaLmN /cte/squid/squid.conf nocae
KOMEHTE IS

LAY POOL PARRTERS

L sequize DETAY_TOTL comp

open)

BOILAMICIH0 1APAACIDOR YoKe 34T 110 YLOTHAING, 1 W EICHYCT HANCHITS.

Tusire tonpolo paccaarpm xontio ypaunro. JUot HAIAI nywhO OTPERETHTS,
B0 ¥ 6C GYIST MT0p (NPABILT, OTHCHIBAIOINK CKOPOSTL T0cTyTA). Jna u70-
0 HCTOBE3YSTCR MHPEKTHER crlay_pocls £, £0 n— 370 KOTHYECTEO nyoe, o
INOTIBHIIG 1 PABHO HYTHO, } HET HHKAKUX OrPOHHCIEANE, Mol COSTATIM TPK Y-
iy OTORY B IDSEPE YRahHO ST 3

loe3 370N HYAHO OMpSHEHTE, K KIKOMY KAACCY OTHOCHTSA nya. D70 nenaetea
SUUMOIIBIG AMDCKTYBM deloy clase = c, CAE = — 3TO MOPATKOBbIH HOMED, 2 c—
fvep knacca. Keaag CTpoka ¢ IMDEKTHON celay_class AOMANR MNETs cooit
TOpRAKOBMG HOMCD, KOTOPHT 1ASKHZEICH © 1 B HAIEM AR 6e GO,
20TTOMY B UCPBOR NAPAMETP 1 paticn 1, & Ho BTORO — 2.

Hovepos knacca (5Topoil MapameTp) MOKeT Geers Tpu:

001 — orpas@isHiE KAIINA MPOCKOTHT T ncel cerm. Hanpumep, ¥ wac
il Kanan 256 KEATC, Bb MOTCTC €10 yMcabI L A18 Kcex 40 64 Kouilc,

32— Cyumh w0 OB KAHA W OMHMO STOTO HI% KEAOTO NIONE308ATE-
M HaneayaIsHO. B aTOM cAywac OGuu KAna moweT GuTh (Oumken
10 64 KO, i FANBAOBTEN b B TEAETEHOCTI CHOKET PABOTATD TOTb-
Ko 1a cxopoch 4 Knric:

33— OPPMININEAT MOKHO OGHNA KAHAY, HHAMBHIYIIOHO M 378 KNACIOH ceTa
# OTAEREHOCTH. HATPHIEP, €CTix CROPOTS Kakana paruia 256 Kemwic, 2 6
el ceTit paGOTIET 4 TOICCTH, TO KAKAOK 3 Mx MOAHO BLLIEMTL 1O
64 KBut/e, wToBb PamnOMCDHO pasieniTh KarpysKy.
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Hvaw, npocreifiian KOMAHAA COBIANKA MOTHOM PESCHOIION KO BLITARIAT Cie-
OuEN 05p0N

aunp 0w -€ [t ok, ak

LUt GoxpRHERAS WaMEHEHIT HYACHO HIMEHITTE YDOTEHS, YKI3a8 JMatenme onbine
AYACBOTD, arpHED:
g ~1n ~¢ fhcre/beckus, bak

Inn pocCTaRoRIHNR (GAiROR K2 AXWNA_ WCHOMAYETER Komamn rasrare. Ho
DPCAIC HoM GG SIYCKATh, Bb DMK YOEATLCH, 410 HAXOTWTECh B AAPERTD:
PHY, KOTOPAA TIPHIALIERHT BOCCTAIIKAMBACOT GARIOSOM CHOTOMS.

JUUpeRTHEE vestore MOCTATONHO TORGKO YKAIETS KoK ~L 1 (baily, KOTOpS By
310 BOSCTAHOBI T, ECTA NDHMEHITE KON -1, T Bbl IONAZAETE B AHTEPAKTHTHA
PCRIH, & KUTOPOS MO Sa/late, (paFiIbI JUTH HOCGTAHOBNCHHA. IHTOpAKTHERS
PEXUM NOXOA K2 KOMAHIHYIO CTPOKY, B KOTOPOR MOWHO 1y VELIECTAONATY o 1p-
XHBY  BEIUOTHATS CASAYHONIME AMPEKTHBEL

O help — BHBCCTH KETKYIO MOMOTKD 10 A0CTYTIHEM KOMAHATM;
0 15 — OTOGPEINTE COREPANMOE TekyIIEH TUPEKTODIK;

1 pus — nastTs TeRY IR0 INPEKTOPIIO:
a

3¢ mrpewtopun — HOGABHTE B CIUCOK 19 BOCCTAHOMTEHH YKRSIHKLI U
\eCTRe apryMeiTa KaTATOT,

O ca-= chemTL ToRYWYIO AHPEKTOPNIO;

D0 acd ipexroprn — YIUNT 3 GUGKE BOCCTAMOBENS IMDEKTOPIO, YKo
HY10 6 KANECTEE TAPAMETTE;

a extr

£ — BOCCTAROBITS BCe albL W3 CrHCRA;
O cuiz— suxon

13.6. 3awnra peaepeHbIX Konuit

Her CUMICTS J8NUALATE CHCTEMY, €CAH KOMMAKT-TUCKH © PESCEHLLNH XORRINH
BEQMORIONHD MGAAT ¥ bic i GIONE. Perepible KOM SPANAT BCC GCHABIE
TRILAC KOMISHITEDA, U €27 AUCK NOIAET & PYKH XAKepa, TO Y2KE e Hailo Byuer
HIIETO B3NAMLIRGTS.

Ot A BHIEN, KIK CEKPUTHUC TWMAIbe C XOPOLID SALMILEHHOTO COPEeD
KeOKNUF S0 KOMMPORATCH HQ TPOCTOR KONNLIDEED NONLIOBATEIR, HE KOTOPON
5@ HICTPOKH GoltH YCTRHOATCHEI IO YMOTITHHIO. TAKYIO CHETCMY XAKGp EI0-
MACT 22 AATE MHAYT.

K 50U4T2 peaepbiLIX Konli HYKHO TOAXOAUTE €O BCEN OTHLTCTECHNOCTEIO. Ca
Molli HPOCTOH BAPABHT — DOMECTHTI, WX & ceRdh. 1To nywute Gyaer sanmiporars
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HITP. omicyius 1¥011€L YIKe REPOHIAPABIACT ABHHBIC HA HyshME NOPTH ¢ HLoD-
AN TPITIKOION,

Tanpiep, 5 iywen goctyn & FIP. Ha kasos-undyab oapacpe s Harepher: i
3010prY, 20¢TY K KOTOPOMY PAIPELLEN, ADTOMY MTO Hiccl AOIHLII HAXOARTLEA
Web-CpUNC, CTABMM CEPBCP TYHHETH W HACTPAMRECM CIU 1D HGKHIOHCUME K
wpaoney FTP-Cepaopy. A N2 COc KOMIKGIEPE YErAARIMRICN KINENTS AT
councHA ¢ B (0BTOM CROCID CCRRCPH H MOCM T1epe1aBaTs A3 I, KOTOpbIE
BT NEPRHNPARTATELA 10 Wbl FIP-ceprcp.

TaKie Ty KK YIKe HE HYKIZIOTCA B WKPOLEHIM 1 MOTyT Bt peniionain ¢
TONOILAD HECADHABIN APOLPAY, Hellpuwep, Ciicapwen wa smke Perl. laa ne-
peaEH akeTon He O e wemomsonan HITP. |lonofiter npaxtHacern
2080 APOTOEOT 112 Ocuome “TCP. MO0 puke JATPATATS KYLNHA NPOTOKOT &
DNS- ks ICMP-naxeTs, Scm oriu paspettedtss b kauei cetn. Tenn [CMP ye-
BIOKHPOBETH MOKRO, T0 ¢ DINS 110 MpaRTHACERH KCPEATHIIO, 1. K. MPA NOTKHO-
sesnh < [Icprety Ges DNS-cityiha padoram, cro.

KaK Bp6Te, ABCOMOTHO (e30NACHA 112 MCPUbIR BAIL M JEKE 1PEHITHANEHNES
AIF ST TESHONOS MPCKPARECT i CPLACTBO FIONE OTPALINSEHAR, KOTOP
AP A ALNHTHCTYATOP.

ECTH Bb1 O aaeTe xOpOI i Acanugy nporpavsuponans 1 PP wne Perd,
0 ORGTE WanHGTL, Web-ceiiapin, KOTOPUE Ha ceDBEpe BYT OFpanAbes &
IOBXOMIAM Dam pecypeim, |I0AYSHTCA OBIIEANE C HEDXOMMEIM CCpbepaM
sepes Web-Gpayacp, 310 kek paiond ¢ nowrof sepes Web. Dra onmcnioeTs, cerns
A SCUIAMHCT G R CHBIX CCPRACR, 1AM 01 J(:T143 GHITh 21 REOVR 1 TPAG-
e,

5.3. Mporokon SSH

Mt yoke COROPIIM © 10, 410 1ptrosun Telrct g vt XopoIo ux0NT L1
SIATCHHORO YIpanTCEs CCPECPON, TEHOM 4T ARILKO 11G GETONECEH. A HETAINE
H HOTPEBHACTI 7 3TOM €6Te. B GOIGIIAX CETRX. 1IN PO, HETIONBTIOTCR He-
IR CCPREPOR, 1 TETATI, OT (LU0 MOIHTOP § KPYTONY HAICTALIIO 1 HEYIOD-
+0, J1i0607 ATMIMCTPHTOP XOHET CHIETE 30 OJHKN KOMOIOTEROM H YIpaBIATE
KN KOMIICKEOM DAHOBREWCNIIO, W PH 310 110 SEI0MACHEIM NEtan s

Do BpENST TAKAX CERICOB AIMKHHCTILOP MEPENAET MO CETH MHOLO KOMBHACHL-
b HbpMEIUH (HaNDRMED, NADOTE TO0L), KOTOPEA 1M KOEN Ctywse 1
Uk BT ARA S Iy OWAM YT, JLri oBecneacri feiontexor
COTS COTIAHA MHOECTRO. PAIIHSIILIX. NPOPN ', 10 CAMO iy ApHOR CTane
SSH, KOTOPAR CeH4AC IGUTARIRETER B HOTHANHCTRE AHCTPHDY TUnoR | N,

Tenept obl MOETE COOKOMTD YEPHBTHTL CBOCH CUThIO. YIATCHIO TOIKNIOSITLCH
K CSPBEpALL  1ICT HEOBXOTMMOTIH HA KIDKION 13 141N ACPIATH MOLHTODG. Y M-
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9.5.7. Bopb6a ¢ aanpeLueHHbIMK caiiTaMy

HRARIID 5 PATIOBADHALI ¢ OAIKA CIHQUHM 51KONTIM, H MIIE HOHPADITIORY €10 U1
peneonue HHTEpHETa — CeTt COTAAHA 1 ABer NOpROTpadei. A 11C YBCpes, 1
WS KAIEICS, 1D I WA T TOM, 1 TP & CATTOR ¢ HITH-COREPRUNEY
cavui BLICOK (60 HE CnTaTh CIYAGY OBHOBTEHH) Microsofl, Tae noTsa0s
TETH U MBEIOT T 1 ePor P 110F XOMsato )

1 0aMR PAGOTONITEL He OGPATYETCA, SCTH EX0 COTPYIMHKM & pabotce Epew
GyAyT hoseutan: CaETI G SINPCICIHILM FOMECITION (3T JIC T0bKO Seeronesm
TpaTa TPAGHKA. 110 1 APYTHE HCTPONSGOANTENELNIE FacXORH). POARTEH TOMe e
XOTHE, r05bi 1 ACTH PACCAATPRILIN NONOBIILIC CATETL, (03TONY ETPENETTCS 01
PAZUTE M O 3TOTO 3penutia. FT0 A COBOPIO YAe KIK OTELl TB0HS ZETeH,

LopHo-CaiTsr IETKO MOKHO SANPETHT & TIOMOLIBIO TAKKX K5 METOTOB, KK W
el 30N 11A GanepOs. HITpYER, MOAHO 0fiotirh 1105MC Caltrel, b &
pee KOTapbix €cT 3080 "sex”, Ho Heilsa 5aBHIEaTs, 4TO MOFYT b KCK10%
v, K upameny, anpee momer coneparit, 1ecs "GasBxpa”. O6pim e swima:
HHe, O BLL1ENCHHELS GYKBBL COIAIOT COBA "SeX". A BEAL ITO peaTbL Caytsh
3 AR, KOMAG GOTLIORTEL GO HE CHOT (ONACTL 18 CAFY BBICTABRS NID raT>
BOMy 06opyaCEaHNIO.

CO3I0BATY CAKEKK SAMPCILSIILX CAHTOR AOCTRTONHG CAOWID. KO MoRHO. B b
TOTEE BPCMA 1 011C COM GOTEMHICTAO CAHTOB APOTHICCKON HATPABTEHHOETE
3AKDEIINCE & OFKMBGOT APYTHE MECT, KOTOPHIE IDHHALIERAT NATEHSKAM 1O
AT TRAm, Cymestyior aovens, suruphc v 90 % cacrost s Calis oo
paseneemil 738 BIDOCTAIX, BOT KX MOAKUO HCKAIOIHT NOTKOCTSIO.

9.5.8. OrpaHuueHue KaHana

TIpw opranmsausi AOCTYTA & HIrfeprier oueitl waG10 TpeByCIes TACTLHBM 00Tt
I0BATEAM OBECTENATS GOTLLIYIO CKOPACTE MAAKTIONEHIN. KaK 310 CTC.Nub, Kr
T2 [0 YMOTHAHKKD BSC PIDRONPARHE H MOFYT PAGOTATS KO MAKCHMATHHO A0
TynHOIl HA MQUMLIE MQMENT CROpOCTH? LI 310TO IR0 OGPCACTHIES ¢
npuopTeTah, [ 1CKOTOPE NONBI0BITEREH AN GHIT aDEIEPEHPUBE
BHICOKOCKODOCTHON KIHIN CBAIM, HEMNIs 1OHMCHTI CRUPICTR GNY Mionery
e3 ymep6a oeTATHN.

Etn komy-0 mpeByetet nonoca TARARTHPOBINKON MpOMYCKHoli crocoSkuc
NS PAGOTHE ¢ NDUACEHNAMY, TPEGHIOLIANH BHCOKOT CKOPOSTH O6MEH (HAOPE
MEP, 278 MPHBEIIEIMK 1PEseHTALLIH), b1 AGCTXHL 3ADESEIIPOBATY MK HI Gates
SMOUIBI, MEN T OCTEILRBIX KAHAT.

OrpaHISHC BUGIHETO KIHATA AQTA DO IOTIO SHTIOTHHTS C TOMOUISE) S
JIHPRKTHB, KOTOPIC HYXII0 RCMOTB0BSTE, MOKHO YBHIETS b CLYKHICM I
mepe:
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Peaspance Komuposakue  soccraonerHe 57,

Trokt pasapRASMPORATE Taol (A, MOKHO NONL3OBATEGA BCE TOM e KOMAH/OH
B, TATBKO HEOBXO1ANO YKE5ATE 0w F72

@
s KE famefoackup. Ler. g2
14 KONAM;1A CHAKAIA PEPXUBUDYET G Gali 1 1T e PACRAXYET AT APHE

Besst #€0BXOTHMO 3 pz-alina CHOBA HOTYHHTS tar-apxie (Bes €10 pacnaxosin),
10 MOKHO BLITOMHHT KOMBH:y:

PR ———

flocac 370ro Bl cHOBA NOMeTE YanteTs bk backup.tar, a backup.
searier.

Teeps sbs FUTOR WATIHGHEh SO CLEHAPHH, KOTOpL] By COBMDRTS TPEKTO-
P 1T SPXMIBDOBINEA © Lir-bavin, 4 FTEM CAHMATS €10, WTOBEL yERMIINT cro
£MED. HO 334en MENOALSOBITL 1186 KOMAHIBL, KOTA MOKHO OGORTCH ORHOR.
Bor Ktk 370 nenzeToA:

v.gz ue

hr oV /home | geip -%¢ > mackup.tas.gz

BGIHON NIDHIEDE Ml COBUPAEM B tar-apXein JUIpERTopwic Mume n TYT e Gatt-
saen e yranaTol gzip.

Dlow360 gip 112 ADXHKPOBALLIR KIIOTIR HOMOTRAYETCX YTHIITE COMPISS, HO OO
BONOKHOCTH 10 CRATHIO HIDKE. W K TOMY 3K BOKDYT nee GhUIM CRantans: 1 pas-
Baparenserea 00 noBoiy Mineras. BrbIIMACTHO 4 MRHHCTPRTOPOY yXe MEpe-
1OTH K2 HETIOTB30BGHHC R2p. 1 4 M PCROMCHIYIO ¢ CEMOTY HI4ATa MDHEEIKATE &
Srof TpOrpannie.

13.5.4. dump

BCc NPUbAYUIG KOMEWbI, KOTGPHC Mo DACCMATPHEGNH B MAWHOR rraze, He
ABMAIOTCR CIIERMEIINSHPOBAIHEINK  KONAHIINH PE3EPEHPOBANIGR. 310 MPOCTO
KIMAMZU KOUDOBAHICE W APXHBHPORIHHE (IS, YTHTHTL dusnp Mpeasassaue-
HO UMEHHO A COALIAHUR Pe3epBHO KO daloB0R cHOTenb TXL2.

it BHGIOHCHI peCPEIIOR KOLMH TYIRHO, KAG MIMMYM, YK:

01 -u— yponeHs pescpnHolt Kortam, KOsl MoXeT WimenaThea o7 & 20 9. Tipa
SATIEHAN O COLLACTE NONHAA PEIEPUHA KOMA. YpOTN bsilie 0 0M@IHOT
(bopAHpOBaHHE pesepaHoil KONKI HaveHeHHll, TPOIIDIETIAX © MOMEATS N0~
GG HOIGH PESCRBHON KOIM Wi CONLARHS KOTHA € MCHBIIAM YFORKCN;

ame;

1 -u— TpefiOBARME M YADHKOM SABCPULIEHIH PEICPRUPOBIHI OBROBMTH (pain
Jete/dumpdates, & KOTOPOM XPAHETSA ATTHE PErEpBHLIX Kol

0~ gt — wias GARTE WM YCTPORCTE. Ha KOTOPOT HYFO HPOHIBOTNTL Po-
AEPBHOE KONHPOBAIHE.
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Hirak, 3asaiiTe 1% HA178 00YCTHM Ha SEpbepe Hparpav iy sinnel, raTopin 65-
€T PACIIPODLIBATE BXOAFUAH THAPHK K NEpCEREI CIC W KaKOR-HAGYL
nopY, wanpunep 25 (snech pudoTaer SMTP-cepuep Sendmail). S 31070 s
HITE CTEIVIONYIO KOMAY:

sz s pen 4 3037 -r 75

stunel -p jus: fobare
B Liannon Gayuas HGHIORSYETCA TPH MPANETp:

T - KION, 10612 KOTOROTO yKEBHILACTES SSL-cepTmdiicer aropimsam. o
YHOMGHHID YKe COLIAHKBHT 1O BPeNT YeTAHAEKH OC WL poYpamv stunnel
(eurxanures n daiine jusrishareisslicert pem).

0 -4~ - nOKIBHIBGET, HTO TYAKETD A0 1en palOrarh kak fomen. [lacne atore
Konos crusutes 1P-apec (HeSAITeNHA ABPANCT) K 1OpT, Ka KoTOpPOY
HyRHO DA, MO TOYeN 1. G AIpEC He YKA3m, TO By1eT NpocTymHse
Hie Ha seex mnepdiEiicax okamsary KowiLoTeDs. B katectae nopTa i
BBIGPLI HOMep 9002, Dce NpHIICAIINE Ha HUTO JANILIC CRHTAIOTC Taurdpo-
BBV 1 BYAYT AEKOIMPOATLCA 114 ACPSEMM 1a pYTOR MOPT JOKAISIIOT
KOMABIOTCp;

0 IT0MQ KON VEUIMBAETEA MM KONMILIOTER (He OBRHTebl
MPANISTD) H FIOPT, Kyl HYAHQ NEDELAITE PACHINBPOBIHHGIS AAHHLE. Be
XGOT B yKasuH, T A4HKIC BYIYT ICPCCHIITACH HA TP TOKWIBHOTD KoMl
H1CPA, 15 AAHKOM CayNaC wa 25, TG AOTKCH padorare SMTP-ccpuep. e
ATHHBIE IPEIHEIHIIEHE IpYTOMy KOMTBIONCDY. TO & KRUCCTHE NRPONCTRE
RURATE 162 263,17 1525, e 137,165,747, L — 310 IP-AAPEC EOMMLIOTEpA,

Tencpn PACCHOTPHA SanYCK KAHCHT, TYT HGE LINHOFG RPOULC:
stunel o LGOD - 192.348.7%.1:5007
3a¢ek Y HAC MOARIACA DM KOBLIA KIOT

o o TyReIn, cosaaeTen u1A Knnekta. TI0 YMOT@HWO o

CKHETCH b CLRBEPHDN PEAINE.

— oamanaer,
s stunnel 3o

TIoHRO 70T, 1 HatICH IPHMEDG PHCYTCTRYRT YA HSBCTHNC NOPRNCTDS: 4
€ ykexunicn HOPTA, KA KDTOPOM MEOGXOHMO 1ATh NOMKTKVISHMS (SHANEHHE
1600), 1 -7, % KOTOPOM Y3 RACTER ApEC X MOPT JUTA MEPEIANTT 22U DPOTAHIEK
g

Teneps AOCTRTOMMIO 1EETPOTS COHG KIHCHTERY) TPOTPAMMY TaK, 4TOB npn
oTNpANKE MO Gt lanpanLaac Ha TOPY (s AaKHOM C1yvae 1000) KommbioTe:
P, FAC 7allyICH SUNDE-ATHENT, KOTOPbH GYAET WIKDPORITS ANNLE W I1epCcHs
a8 i bE 0opT 9002 ceprepa ¢ wpccow 192,16877.1. Taw sakonmposastine
ieKAbIE GYET PULIAMNATL SWINCl-ceplep, paCiuspOBHLITS H AEPCATETTS WX L
25 nop cepoep.
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TP BOKATLAOH CeTi, HAXOAACh ba ct UpLASRAMH. BoT 1pHMCD OUHGOUNORD
ipHrypRpOBaANS Squid-CepBiCa:

1p_incaming_sdiross mommu_spec
s enitions Akirans sEmpRNT ARG
#h_inccing_sddress

xp_ovtgiong_sderess swTROINMI ATRE

95.5. Bopb6a ¢ 6aHHepaMK
HBCMLIBAIOLYMMY OKHAMK

B U, T & PAGOTAT, NIOREWICA HOBHIH COTPYIHHE, W B IEPBYIO HETETIG MbI
I yHeTAeee Tpadiica. Y10 BT e KGR, TETOMY 10 TGO ok

2m3004Tc1b MIITCPIETa HIYHAIET CMOTPETD Boe CTPAHHLS TIOADAS. CO BpeMe-
B UHTEPEC CTHXART,  TPAGHK OOHIGKASTCA

s yoK® TOROPWTI O TOM, ITO Ha 1H0GOM CalfTe GOTLLUIYEO HACTh TRADHKA OTHANA-
o rpapiia. B BombunaicToe Bpayscpos CTOGpKEHIE KaPTHAOK MOKHO OTKAO-
HTE, HO TOGTIC HTOTO MYTEMIECTe GyACT K OIEHs yI0GHs I, Hexoropbic calirel
2 rpaUIOn TEPRIOT MHYOPMATHEROSTY, U C HHMM CHORHEG PAGOTATS, TIGTONY
(TXERATLCS COBGEN OT HTOND PERAMA HEGOIMORHO.

Ho ecTs rpadbhKa, KOTODAR HAROGIAET, PASPARACT K HG HOCET RONCINON rovdhop-
SAUH, @ EAARKOS, OF HEE MOXHO HIBARHTBCA. 1 roBOpI0 Npo Ganneptr. Jlaaiire
BECCHOTDHM, 3K KX MOKHO OTKTIONMTS €ue K3 pOBHE npoxcs-ceprcpa. Jina
970 cunsaTa 0GaoM & Gaiia squid.conf caemylone npaswTa:

s banners_regex url_reges "/usr/etc/berners_togax”
36 oanners Peca regex urlpatl regex fuar/ets/bonners_o:

st sannars_exalusion rnars_enciusion”

Tepecar crpoka cosmaer ACL-CTHHCOK © UMEHEN barnsrs_regex THita 121 reges,
KGTOpHIA TO3BOMACT CpamingaTh Montbs URL-agpec. B nocnemuem mpameTpe
anpenenen daiia /usr/cte/bATINErs_TegeX, & KOTOpOM OYEYT YKNIMEATCS HYKHE
aapeca. Hac merepecysat URL Gaswenioix SHOTEM,  Bht MOKETE HOMECTIEh 13 B
aror i,

Bropan crpoxa coanaer ACLCOMGOK ¢ MMEHOM barners poth_regex THNA
slpath_recex. B TOGIEIWeM MapaMeTpe cxoen yKaww (ain fusriete
Ahanners_path_regex, s xeTopim s sk onncersat 1y URL, ktopbic
HOCHGICTINK 301 3ANPETHM.

Tperos CTpOKA CXOXA ¢ NEPBOT, HO MMEET MR bernera_exclusion 1 CEAMNA C
dalinows fusrfece/banners_exclusion. B Repnsis agyx GainaX Bbl HOTKHS OmcH-
Bt v w3k WEGRONS), RO KOTOPbim (1OTOM Gyy v ofipesarbca Ganepl Ho G-
EIOT CIy4AK, KOTAZ MONO APOMAXIIYTLCA H OTCENb BAOIC ROAEHIYIO HIIOPNa-
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MpORAHA OAHOTO Galina APYTON GYAET MOTUpKLIPOBAL, TO & PEICPRKSIO Ko-
RHI0 NepEEl TIONAET WIMENIENIKIN, @ BTOPOH — Her. TIoens BoceTanomen
MOYT BOSHUKHY T, CEPUESHME APOGTEMS B PASOTE, IOTOMY 4TG HapyLIHTSR Le-
CTHOCT AGHHHX.

13.4.4. MepuognvHo

JTaiiite, KGTOPHE HIMEHICTER € ONPOIGENTIBN, KETGPBATON, HYAHO DEIapoap-
SATh & COUTHETCTSIM © TN NAPAMETPOM. HaNpUMED, HOXOTOPLIG (aiinL] HEnoTL-
SYIOTCH B0 NPEMK CAEMECTAHOR OTHETHOCTH. KIK IpRBATO, OHU LOCTETOMN
GOREILIOND PAIMED, H COBLAATY PCEYIMPHO PEACHRHYIC KOMHIO K© HHIEST ST
Favioro 3pKTHORCE QenaTh 310 b KOKIE OTUETHORG HCPHOT, & MOTOM Wih
MECHIL HE TRTATE POCYCH! Ha MIUNHE ONEPALIA  IEMTYEHREMBINHA AAHHIIL

13.4.5. MonHas xonms

HauG365 HARSKINLI CTOCOGON ABAASTCR COYANAC TATHO KOUM ROSFO ACTTRO:
70 nacka, B 3TOM Crysae WHQOPHANKA MOIET COXPARATLCH B HETEBACAMOSTH o1
{BiANQBON GHCTEMN, ICTONY YTO TIPOMPEMMA KOMHPYET Mech JMCK (oM K 0140
My). HCROTLaYE TpANMOH J0CTYR K A0PONKAM. BOCGTaHOBAEHME 1mOR Koum
FADAHTUDYET, TG B NPABD HACTDOGHGL SETKO, U TPOTPANMBL CRIZY T (OTOM
K HOMONS30BIHHIO.

Ho 3TOT CrIocofs WMEET ZIOCTATONHO MUOT0 HEADLTH FROR

O 1e0BX0THMO MIOTD BpeMEHIe

1 cauuson Gonema% HarpyIKa Ha cepaep;

€ HoBaIMOKITO peaTIoRaTh cpecTEAMI Linux. B Goacummcrbe ucrpGy e
HET HEAGXOIKMBIX BPOTpaNIY;

Q0 5 pEsepBHYI0 KOO MONAEIT BEC Gaiina, & AKE TC. KOTOPIIE 1ie ABAOLE
HEQBXOTUMBIMMK, HANDHAED JWPEKTOPH /tmp.

Peacpumposanhe nonsoil xonweil oueHh YA0GHO HCMONE30RATS U7 NEPEHOCD -
U 130 APYTOT CEPUEP WK TAPVKHPOBAIM KolkpurypRUM. HATpiep, 5w 1e-
OGXOIMMD PECTPOHTH HECKOMLK® OTHOTHITHMX KiIHCHTCKITY KOIGIOTCpOY. Chot
DUCypHpyHTS oMM, CenaliTe €T0 ROTKYH0 KONAID A BOCCTAHOBMTE HA OCTATLHE
waHaX. Takol METOR KAZEIKEce, 9eM MPOCTOli neponos dalifas ¢ Aaworo Ko
eRITCPA HA YT

13.4.6. Hocurenn

Teeps PACCMOTPHM, CKOTLKO HOGHTCRCH Hm NOKRIOGHTCA 118 XPAHCHIA KeEX
PeepuIbIX KM, [UiA KAAHOFQ THHR NSHKLAX. IIYAKHL CROM HOCHTEA, OTOHY
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O brtod_accel_vieh proxy rapwers— (a2 NOTUAIOBIHA KON HPORIN
CTPARHI JU1 SOUOTHRTENLHOTO 10BSINGHIA CRODOTH (on/of ).

9.5.3, MajieHnxuin cekper User Agent

MUOTHe CTETHCTHSCCRIC CHTEMS HE YSMTHIAICT HAH 1S AYCKAIOT K o6 o
S0RaTONER, ZATPOCA KOTOPbIX CONCPT Mycroc Baavchne B norte User Agent
"HbHEHHO Tak DIPERRNAICK, STO 541 PAGOTAETe Yepe3 Proxy.

Onxth ciryali 13 cobcTReRHOM NPAKTHK. 5 CHOBA BCTIOMHHAIO BHPMY, Fe Xt
NpAUIIOCH PABOTTY 4 ToR, ¥ BT Bhwia opranwionaua o IP-anpcey. Mot
GTAEN AHAMATICH ABTOMATIOAUNEN] TPOWIBOICTER, K B HeM PAGOTATH IMEKTRCH-
WHKH, 3 A GHIT CTHICTRCARMI TDOTPAMMHACT W AWIHIMCTRATOR 1 UANOM e
Jioetyn b Hmepuet Son paspeniess Toko mHe, waTATaKy OFAETA n X0 3ENce-
Tcnto. Hepe3 eenonbKO YACOR HOCTYTT HMETH 656 COTPY/(IHKN aTaena. Kak m
NpOMOMINGY PelleHie Oeky MPOCTOE — % OCTAAAY g CHOM KOMILIOICH IDO-
KCH-CEDBEP, K KOTOPOMY MOLTH (05\KIONTHCK Gt Ay IEHTADHKALIH MOW COCTY-
WL, & O K€ NEPENDARTAN 3T 3ATPOCS) KOPIOPATEHOMY Proxy. Tax Kax ics
3ANPOCH ULTH OT MEIIR, TO TAGBIL PROXY IHHETK 156 JaMeTwt

Fia nepebii BT peLneiine WACLILIOS, 110 TyT ceTs oyt st Jla, 510 note
User Agent, KOTOpOE CAHOBATC (tyCTEIV TIPH TROXOAKIEHHA NIKETOR Hepes Mol
squid-cepenc. Ho 1076 MOXHO 30T EPYARYI0 B KORGMTypaLGHORKOM. Baiite.
JI3% 3070 CyllieeTeyeT ANPEKTHBA faie voes_agen.. HATpRuep, enedyiouss
"CTpoKa MOAET aMyMpONATE 3a1pOCHs, Kak Gy.70 O wdyr or Gpagicpa Netscape:

gont Netscrapo/1.0 (S2AL: B-bi

ak_usar.

9.5.4. 3awmra ceth

Cieptme Sguid MoReT Garth Kk CPCACTHON TULLATH CErM, TAK H ODYIHEM TORA-
HOBENNA XaKepa & CeTh, HTOGH! BHEIKRE TOTLI0RATEH (12 MOLTH SACHCTE0NTS
NDOKCH-CEPOED 118 NOIKIOSEHHA K KOMALIUTERAY AONATION D01y, 1120GXOMO
mofatarty & Kondwry patuioraui Gafin Ceiyiomme CTpoR)

anympesny spec

T saumnt_szpes
udr_incaring_addreas aRyTperi arpec
uds_outgicaq_sddress aremne_sper

B TaHHOM CTYa€ ewyopersavi_ateec — 310 QIpEG KOMMLIOTEDA & YCTAROKTCHENN
Squid, CETEBOC COBAMHEHKE KOTOPOTO MGHPABTSNO tia BALY NOKAIIIO CoTh, &
Ber_arpes— 370 BiDEC CETEBTO COBTUHERNH, NATIPABICHNOTO § HNTCPIT
ECaH REMABHITLHO YKESTo A[CEA, 10 XAKC) ERwrKeT UOBKTKIATHH K KOWTH
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POBEKA OTHAMECE CTIMIIKON MHOTO BPEMEITM, To CIIEAYET 9T0 CHATE 10T
ONCEY AWK 1M R OBSHEN 11T 1ENEALY, KOTIA HATPYSKA HA CEPBEP KITKE, YT~
B N GHICTD MA1 KOMMBIOTCPOM 6 TAKHC MONEHTL, MOXHO COBTATS CUEHADHH,
HITCPLIE BYIYT BHITOMHATLCR N0 PRCHUCTHMES, ECTH NPOK3BOTATE Peiepaupoea-
e 264 pasn B ekt (8 0BeICHHbIA TIEPEPHE 1 B KOHLE PAGOUETO H5). TO B Cay-
S4€ ABUDIN Bbl PHCKYETE HOTEPSTH MIMEHERAX TOILKD 33 NOAHA (C MOEITTa pe-
XpBIPOBENHK 20 C6ON CHCTCME).

M aTax aasue s nononksyso 7 mepesamonBaeex HocuTened. Kaxnsm wa
3 HISIBAO COOTBCTCTBCHNO JHAY HCAGAH, TIOTONY HTC & NONEAETEHHK KONH-
210 AHGOPMILUK 1T K © HOTTHCHO "TIOHERENEHNK", BO BTOHKK Tl s
ek "BTOPHIKK™ 1 7. 1, LOIYO 37000, KGKILA DOHESI6HUK SCE TaHtble 3AMH-
CHBIKITCA Ha 01HOPASOBELH WOCHTEN T8 CD-R w1 DVD-R. b

13.4.3. Yacro, Ho He Bce

Jwiexo e bec a1 qupexTopnn /ome HEMCIEIOTR Sike oo, BOTEIH-
780 43 MU HE TPOFATES roaMMH. UTOGE! He TRATHTLL KEAHLLR Y BPCHS HE TAKH
HIIC, MOKHO WELIOTLIOBAT) KOAITH, KOTOPHE MOIORAT KARKPOKETS TOTbED
0, 7O KOPPEKTHORAIOCE. CaMBlt 1POCTON BapHANT — ralparh acc (parin,
FKOTOPBX TLTa HIMCHCHMS HAXOIICA & ONPCACTCHHOM TPOMEYTRE BpSMSHH.

TIpi WSr10n20BA1M TRKOH MOTUTKM MOAHO ACHETIORATY CHEFIONLEM OFPaZON
3 2 KOHUE HEEIIM HPOIBOLUTES HOlIADE KOMMPOBAHIE AMPSKTOpiK /home;
T KK A6HE MOKHO COXPRKATS HIMEHHREIE (DAATE

By 4se ANIDMA BOCCTANOBISHITE ORKHO NPOSICXOIT TOMHO & TOM MOS0
TENLHOCTH, 8 KOTOPO MPOKCKOMMIO PESCPBIpORIIIS. CHI%AA BOGToMaETER
nexaug KOMA, 110TOM N0 OHEPETH ROIBALIAEM Ha MECTO Bec (batlnbl 13 peacpa-
WLt KORtuli, ECnu UOPRION GY7ET NapYIUEH, TO Bl DHOKYETE HIMECTHTE HOBLIR
ik Goutee crapeny,

Konaposaue QsHHLIX M0 M0Te WINCUSHHS YI0GHO, HO OCTYMHO He CermA
B SORGITHCTIE YEHT GOTL TOMERO OBIHORIENWE CYHIECTaYIOUER KoK, B 1O
GIy§UE CHANAAN COBIGETCR AGIHE KOTIMA, @ TOTOM C MOMOWbIO GTEHHATEHOTO
KONA SUAGETOH 05 ORAEHWE fARTIOR, KISOPHE Shunt sEamEHCE

0T CTI0206 XOpO, HO O JAWEAAET boe cTate daikan. TTocne srore renvsa or-
RATUTLCS MK M Y3HATE, 47O G610 10 IOCTETHErO PEAEPBHONO KONUPOBAHIST.
C apyrofi GTODOHY, MPH HETHA MM TIOTHON KOTIHi AT BOCCTARORMIEHMS AOCTTON
10 CROMHXIGTL G § CHCTSNY, f PAGOTA MOIKET RPOIOTATECH.

KK e, imERICTER HE Tax Y HOTo GilADe. MOSTOMY PEIepupoM e
G31eT IPOHCKOANTS JOCTATONHO GHICTPO, M IO MOKHO IEATTL & IOLECeE PRBOTSL
cepoepa. Ho & Jumbom Ciyuse e pCKYETC HennpTinr wokyicrer, Jlonycra,
IO €5Tb 167 dharir, KHQOPMALKA B KOTOPLIX HECTKO CBsaHa. Ecns B0 BEN Ko~






index-236_1.png
238 roaees

TabAH4D 5.1, CIUCOK FPOTORONOS C HOMEPAMI T10PTOR

aporoon | Haasanno SSL. sapmanta npororona __ Howmep TCP-riopra
HTTF HTTPS 4
STP. ses 65

LoAp | ores -

| TELNET TELKETS

SHELL | SSHELL o N

FTP B

preoaTA 1 FIPSDAIA o < ]
T ees T e

AP

POPS POP3S
RC =

5.2.3. Lnchposanue dhaiinos

HeKOTOpHIC CEpECH MOMYT MCTOTEH0BATEC A XPAHCHHT BIXIBHU JORHG
KQTOPbIE, HECHOTPY Ha TAKGH CTATYC. Q0NN Ghis CRpUTW O STOpOINEI
warn, HQw i I8y m b — 0bfposat, Gafaut, TSk KT Ke
Cmor yrAIth W CoaupRHMOe, W QaKet OpenSSL APSNOCTABTAET Ha TURYIO 003
hokHOOTE

TTHuchponaiie USOBXOMIMG Ke TOTBKD ATH PEICPRHEL KOTHH oy .05 apar-
BB JaBHb. HO W 8 (FUATOB € CCRPETION nbOpALIIEH, KOTOPSIE HEATAL N
NIEPRATL 10 HETIHILCAILIN KAHAIAS CA3H. HATPRNCE, Yepes E-nail-nouTy
ayBumiai FTP-cepuep.

JU1R UBPORAHIE HEOBKOUMO BEIITOMITL KOMANAY /usz /bin/cpmnas], KONODH
Ao P
Juse ik ajspnsss. anvopme v eI oLt Ll

KOIMMECTLD HEMOTSYEMBIS. AITOPHITMOL HEIIC.(ETeR RecaTsaMH, Hanbonee pac-
apoctpanchiy sizees DES (Data Encryption Standard, cramiapr widposa-
HHA 0RHEIX). Sl TOE TR 1CRQHTENAIO GMEHHO <. O MOIACTRARICNLS
ANTOPHINAN MONHO YHWTO HA CORE PaIpafOTIMKNR WM I KOMDLE a0

TlapaeTp -3:: 302087 BXCAOR (N, KOTOPLIH 10BX0MMO LIPOBATS, @ NOETE
KON~z YRAGMBACTES uhta (paiUra. Ky)ia COXPARRETEA PeTySTas.





index-345_1.png
s 5 Hyrsprer. 345

@iy HSOTXOTHNO 3arPy3WTL GAICP, K BALIA OPOTPAHMA CMIOTTA OUDGACTHIT
Y0 (OMLITKY, TO redirector MOAMEHMT S2PEC 1 BMECTO GaKHepa JATPYIHT T0,
o yRKeTe ot

Eerh 1onuizo o npofinesa — b OC Her 1 11¢ Mower Botts roronal 1porpas
e HEOOXOMWHO HATTHGATS, JJTA 51070 (ORAET 1000 FILIK MPOTPANMHDOL M,
41 00KaKY BaM TpUMep, peamisoBanKbll #a AsKe Perl, Ecnu et yweete npo-
IDIMMMPOBATE WA o TBHIKE, T0 OO © redirector 1OHpAEMTCH pam Gonbine,
seTpOCTOR samper uepes ACL.

Opep Kraccmreckoli mporpanmsi redifector MOXKO YBUIeTE & MkcTHire 9.2,
FN0CTOPANCS. MIKCHMATLHO YIPOCTHTS €r0, JTOGH BN Nerde GUTO a1aNTHPO-
b Crehaput N0 CBOR 3ATLM.

TcTaur 9.2. Cliauapul wa a2Like Porl AN MOAMOHb! SaHHEPOR
U3RKDLITHS BCTNBIBROIAX OKOH

wran i/ zexl
=

¢ Jearuma DAL %o mimex Wab-cepuepe, e RemT RSP
SIMSLTE = *heep: /fyourserver .can/squid' s

006 = " fusr/erc/vedicectlog! s

fuzyImITe = 15

1106 (
open 205, 5> FL0G%
e (SLAZY EITE]
0
select 146 ¢
sl=1;:
select STRT

'

46860 — cu {
nael 31 Lenane . com/ogi £
W looambte cone crucaans JRL-spetc ¢ Cawepmel
# pasaiepen: 162460
B

100 2002 g
s 5izenamel . comfogl /
# Fotemnre cnza obxeswas YKL-aUpCON € CARISEE
wepeaa £00100






index-454_1.png
454 rrasa 1y

pyiomax mupextopmo /ROME KO TPUMOHTHDOBLIOM K CHOTGME THOKe /mut
fresdisk:

cp -a /hove fmnt/zesdisic
B 0N CHLYSE 5 MOIKUIBSOBR KIS —a, KOTOPHIR FABHOCWICH YKa3aHIID Gpasy
Tpex kaioseh (~dpR):

Q0 -d— He €ACTORETE 10 CHMBOMBHUM COXAM. MLT KONUDYeM KATATO B TakaN
suile, KK Om ECTH;

O -p-— coxpasATL npasa ocTyIN K haiiany;

12— KONMPOBST, KATATOH PeKypeHBHD, ¥TOGHL (13 APKHRHN AHCK NATETH
566 Al H AOIKATANCCH

TlonyuaeTen, 4TO KOMALRY, N0KE2211133 B, MAGHTeAH: CCTYIOWICH

€0 ~9pR frome fantressisk

C ROMONULK) 3TOR AUPEKTAESH MY CUBIACH MIONEYK) KOO KATATIOM. A KaK Ok
HO CONIHHTS HamEHCri? T 2TON0 HEOGXOMNO (POHARCETH KOMHPOBIHIE 1
TOT e JACK, TONbKO © YKAIARKEN KAIOH ~3:

o -an frome fmot/vesdisk

Takm oGpon: SyayT cxonaposane ¢ (aine 13 AwpexTopny /bome, fata -
MEHEHIR KOTOPSIX NDTKE GKYMTSTOn uh AWpCKTOPHi: fmnt/resdisk

13.5.2. tar

Komposanke 1o owouy thafiay He osent yaobiio. lydue, KOTT 858 MaxaauTcy
07 010 xptntei, B Linl 8CTE YTUAMTA, KUTOPHA COSMpAET boe Gaiel b Ol
ITOT MPONGCC HASHBOT AEXHRAOBIHIEN, HO Bbl IOTKIb YHRTLIBATY, SO tar 1
xumae dasinst, Eenn bbi OBvenMiRETS (pufint obitam pisepov o 2 MGaiimy, T0
ApXAB BYNET KMETo PAINEp wyTh GOMbie (PasMep ncex GafAos A0S QD
BOK tar).

[lpenny iecTBO CBOPKH HEROf AMPEKTODHI & Ot (afin SOCTORT & TOM, 17O iKY
POILE TTOTON ¥IPABARTE I CRUNATE COGLHATHSHPOSBHHLIMH TDOTPAMSIMA,

JInn ApAMAMPOBAIA, XK NEHHMYL HYAHO BHTIOTHITS KOMOHAY:
tor cf apom tar swexzson

Iaees y Rac 15 mapaMETR

0 — YXEIEIET 1A HEOTKOAUNOCTL COIAHHA APXKA:

Q£ — wasuasaeT spKunsai Gan Wi YOTORSTEO (1O YMORMZHAKS HCRONKSYET
<a fdev/emid),

iar, 1A APXISEAPOBALINS TADSKTOPHH /ROME MANNIAEN CHSYIOUIYIO KOMAHRY:

zar of packap.zar S
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5.2.2. flononnntennHsie Bo3moxHocTn OpenSSL

TlpH KamyeKe HPOTPAMMLI SUINNE! 113 COPICPE MLL K, 1NK HETIOTLIDBAINIE CEATH-
U ANEOPHSALIN, 10 1e CRAV, KN IPOBEPHTI €10 MOLIMHNOC T, D yra-
S §PORILA KOITPONH IPHUCHICTER KIUOH v, 1103I1€ KATOPOID LT YHENO;

T 3— HeT HKaKO} MpOBEpRH

01— cem ecprdUKAT NPACYTETBYET, TO QN MPOBSPACT HE MIONIHHHOCTS.
s NOTySeR GTPHLATETOHLIR pesyubTaT, TO CoBMMKeMe papheasTen, Ha-
e CPTAHKETA 1HC ARIACTER OTAITEMLILIM, COLSAEITAC NOAET i Yer
HEHORIEHD 1 (R b

02— 1 2oN ypomte cepraduan ansc1cn obazaTenm, Few cprii-
K19 11ET 1A OF HE TGRCTER TOUMIHEIN, CORUIHHE HE MOKET SHITh yoTa-
Hmneno;

35— e Cepradutara OREAEIBIO, 2 NN ORI, 0K AUBKEN Goith b

« JOKITLIOM XPaIHIMILE {CEUMATLILIE CAKCOI). B 30N CIYFIe. HYHD Y-
3 QUPCKTOPI, & KOTOOT] MIXONATES CEPTIIBIKETS € MOS0 QNI -

SSL-ceprep MOAET PACIIABPIEMIBATS TRAHK W MPEATENTE 112 NONT APUHKHMAIO-
W MPORPAAA I TOJLKO ORI ILANI, 16 18 JIPYFOrO KOMUbIOTEpd. Takinyt ofpa-
som. cepcp ST, # CepBep NOuyTREtn TpadRY MOTYT GhIT 114 PILRIA KOMIEI0-
Tepas. Flensioxo, TOGH Cepuep 00CTE PACHYIPORKY AAHKLIX NpTaT 1P-aapee
AIHGHTR, € KITOOTO BTN OTIPABIENb GHAbIE, U ITO HOSMOKHA, ECTH YKUTATS
oo -1

Bo npenia yoTakoniH aketa OpenSSL ia Ballen aoKe CormmInTes cepadmKartt
W SpLe KHIMIER, KOTOPLIS HCOMIAIOTCH ATH THdppOnEId. Bee 10 1o, en
8 aupeKropuH fust/sharefssl.

BN LG 5 MORHO HENDEPEAGTREIIN YKAHETT 1POTIRGA, & KUTOpH
GYIeT NPOHCNOUTE paBOTa. B HACTOREH MOVEHT MDAtepHEINTCH POPS (Post
Oftice Protocal, npoTokos c6padaTas Broaaus coodienai), SMTP (Simple
Mait Transfer Protocol, npocTof npotokna anexeponnoil nowmi)) wan NNTP
Netwark News Transfer Protocol. ceTesoit nPOTOKOT nepeauyi HOBACTeH).

Jitn GONWHICTEA OCHOBILX TPOTORONOD CYWECTBYIT HOMEPH MOPTOR. YKC
CTABUKE CTNAAPTON, ECTL JKe MDA AN LIS RAPHANTOY APOTOKOAON,
KoTOpute, fGaK NPANKAD, NOTYHANTEA T LIET AOGAWICHIS K HIMMCHOBIIINO OC-
HOBHOTO APOTOXOT2 GYKBS! 5, KOTOPAR W YKUSHIEGET It GE3ONUCHOE COBTMIEHIe
“epes SSL. 31 urpopya A TpHIE eI 5 Ta6. 5.1

OBpamyre wiMarite, ST0 219 NPOTORON TP TPEGYCTC AL SUNMLISIRICIS K-
7. OmA1 MENOT3YCTSH 18 YIPABTAIOIRETO COCHHHCINA, & RTOPOR — A8 NEpe-
2 s K STOMY Mbl €IS Bephemea B 2. 10, KODG GYAEN PICOMATPHETH
T MPOTOKO.
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a0, Tennt walaen oo o Uy Th, 10 €50 WOKNO SRMCATD B ITOT dafi, b
Gautnep Gyer 3arpyske.

Teniepl A0BANTACH CUIC T CTOKK 10CC OttrCamied AC] ~3a(tnceit:
bity_cccess deny hernezs_path_regex lbonners exclusicn

fly_sccsss duny benmazs_reysn s uxeluciorn

Ofe WpeXTHIH MNEIOT GIHH  TOT e CHELGA — JANPELASTCA JATPY2KA N0 G
o, GpomCa Hb 8 CrnCEe cw e
HE BXOHT B HCKTIONENHE, O11HCANHOE 5 (aine ACT -CUnCKa pomrers_sielasion.

T Tah_regax WIN Sanrers_regex,

PaccuOTPUM (PArEHT COTepARIMOND haitna /usrfetc/banners_regex:

“hErpiJ franaars,. teipac, con/san/popap <himi
“BEtpt/ fnedt .gecelties\, con/ad_contalner /post .huxl

Hanountiai, 430 6 3row daine naxonazes URL-YTH 498 CPIBHEHH, 1 BCE a1
Pece, KOTOpbIE HM COOTBSTCTRYIOT, GYIYT OTPINTRORAbL

B nepuofl ¢Tpoke anicanl a0, N0 KOTOPOMY SAMPELICTER JATPYIRY ATPEcss
Tung:

hesp:  inehers

x/actn/pope,

g bl

Tak npocro. M monbzosaTeit GoTbie He ARIKT CIbBAOLMAE txHA C ol
Lipod oM. FeTi fa SUAKOMES C PTySPIANA GLIDIAIIANH, TO CHOAKETE C0>
AT IOA0GIIE SATHCH ATR 7060 GAHHEDHOTL CHSTEMI 1 OOPEAT CaMble M-
CTOBATHIE MYTH HONOEATHBLIX KAPTHHOK. 5 He Gyiy BATPAIMRATA Deryidphbe
BSpIKCHA, TIOTOMY 410 310 TONG A0CTATONO G07bMaR W TPCBYCT oTACALNGE
Ketur.

Tipn BopsGe ¢ Gantiepann fyihre roroms, w10 “pipesmme” e neer 1oworass,
ECOILIGAIONHE OXHA MOTYT CHOBA TIORBHTLCA HEDE3 OTIDEREIZHHOE BPEMA. DT
CBRIEHO ¢ Tew, UTO GAHHEPS — TIDOCTO POKNANG, (OMOTNONH SAPIBATIEAT;
ICHBTH HA CYIMECTEORANMC CaliTa. (OLOGO OTAPCHRIBIC AU MICPATOPbI YT -
<GhIC BOSMOTRIIC YU TR TORD, STOGM BALA CHCTGHD e GMORTA KSGABNTLEA O
pexaauu, 11 3T0F0 TIOCTORINO HAMEHAIOTCA MIPECA, YTOHI PEIYIRPHOE BHIpE
KeHne He Cpafmaro

9.5.6. NMogmMeHa GaHHepa

Tlain wres 61 3apern Bacpysky GaHHEDOR Wk KenbIBaiomick Ok, Tle nock
aToro Web-cTpailiuut nepecTanys v 1pHRIeRaTEAbIIR, OBk 310
TIPOMIOLI0, MOKHO TAMEHETS GHHEDEL B3 CBOM KAPTHHKN, KOTODHIE XPAHATEA ks
CRepE, 1 OTGET HEOTXOMMECTS 1| Py sTD X 13 HHTEpHeTA

JTna pewesita 37O 3aa04 o%ent XOpoWo norxemT sedirestor. Lk cepwics
Squid 570 BHEUWHAZ NPOTPAMMA, KOTODIR DOTMEHAST azpeca. Hanpuvep. eom
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70 1 KOPMPOBAKAG MPOHCXOTHT © PASITOR RCPHATMAIIOGTHIO 1 PACCATDHDETS WX
A0 OTACHLIO:

3 xonguzypeagionrae iz, M Y6 OUPEASIMIATE, 4TO IR HIX J0CTATONHO
ZIP- 136 JAZ-F0KA. HETATETEHO UMETS 15 OTHHAKOBIX KOHH, MOTOMY HTO.
310546 INCKETH MOPTATCA W BHIXOIAT M3 CTPOR HIMHOMD AU, YEM KECTRHE
Awckw;

3 nepuodinmo obrosmseste Oainisie. WX BySIE BCETO SATMCHIBET, HA CHeMHLI
HOCHTC 6 1 XPERHTI ATHICHLIOE BPEMA. ST AR 374 1enei wenoteiyio CH-R,
TIOTOMY TO E70 OEBEMA IOCTATOUHO 15 NOHX TAHHBIX H NpH STOM HEdopME-
o Heaks¥ eropeTs. Kakani MOcKIl A ZC110 Taxoli JHCK H COXPARSIO €70 3
CENeHHE rona. Taxam OGPE30N, 1 (10 PEACPEIORN KO BLGCAA MOTY TPOSNOT-
perh faHHbte 32 WOGOH OTUETHEH nEpHOD;

3 wazmo ofbiomsesore damisie. Tipn wniGope HOSHTEN rsmbin. KDHIDHEM
OKHA BT CROPOGTS DABOTH, HOTOMY “TO YEIKE BOETO 3TH JARHME HNERT
Fomwoli pasMep. Pesepuioe KOMMPOBIIME J0KIO MPOHIBOINTLCA MAKSH-
Mo KOPUTKGE BpEM, 4TODM CEPBCP HC OMYTII S OUPEMCHHbS Ha-
rpyaoK.

Kk mmaTe, 1tamrvik PEspBIpaBAHIK sasmcat o7 Moty akTopon. H nocta-
PATCR IOKa30TE B3l OGHOTHEIC TPKMIATEL, 110 KOTOPHM Bbl J0MKHE CTPOTH
46010 xesy. TIDEATIOKEHHUIT B 37O PA3ETE NOOXOL HE SMOAET OTUHAKOBO M0~
KOFC JUIK BCEX EMCTEM, 10 €00 MOKHO HENOME30BEI: Xak G308 .

13.5. Pesepeuposanue B Linux

Me1 Gyens PACCMTPHBESh TOTBKO TS BOIMORHOCTA, KOTOPEIC ke PATHIOBANSE B
Linux, A He Gyy pexnasuposaTy cToporsme pazpasoTic. 1 soobie e MOGHO
KOITTO BHLAELD b, HOTOMY 4O SOFY HEAGORCHHT DYTHE IPORYKEHL. G KOTOpH-
K He PABOTAT KITH 1 SHIKOM B A0CTATOMHON CTEREHK.

A im0 €cTh GTpOEBHOCO b Linux? D70 NPOSTEHE KOMIHTH! KOMUPOBAHKR H pXA-
BUPOBIAIR, KUTOPH(E MOKKO AETOMATHIUPOATE, [POMACAD B NAHHPOSLLIKE -
344, EcaH PEICPOHPOBDIHG TSOYET SHITGIMCHAR HOCKOWKYX JUPCKTHR, TO 3
FUIX OO CoBTETE (HAAN cuenapa 11E OC, KOTOPHI SYCT BETOTHATE Boc e~
DERONO.

13.5.1. KonupoBanne

LI IPOTTOR BAPHAHT CO3IANI POCPEHOR KOIUH — FICTIOTEIOBAHUE KOWAH-
24 cp (KOMMPOSARHE (afnon). “TOMLKD R STo EAYHAC MEOSKOMHMD OSHIITCILHO
ety Kk iy, BOT KIK MOKET BETAETS Kowara, 7yGTA-

coxpamse, npana
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ek o opiivia DSA (530 key. soh_liost_dsa_key pub) u RSA (310
OMILLEHHO COCTONT 13 HMEH OCHOBITENEF] GNTCpINTG THBpoBAITE: Rovaid Rivest,
adiShamir 1 1 ecrsard Adleman) (ssh host s key wssh host rsa key pub). Ocr
e i s s bost Ky, ssh kst key paby xpans - sinn i nepsoi
wepert SSIL T Kamaoro LiropwTia Tpefverea mo na hailaa: ¢ pacuimpen-
i pib NI DTRPLITAT 0%, G5 PRCIMPEHT  CODITHT NIy i
s

€ MOMONLID TEPATIONY KIIMIA MO TaICC, MTCwAT, T3S W (TR 1
GEpRP, HI AU paCulHAPOIH YRR TO:ABKO S3KOBITEI K. KOTOPHIE HE WORET
7B HO20GNAR MHCCTBINM AI00PHTHAMS, CI1 JORCH B3Il TOALKD ¥ BAC, Cro Tie-
GO PN H FHIECHY 15 FOKEATATL

5.3.2. OCHOBHLI@ NapaMeTph!
KoHburypauuu cepsepa SSH

Iuaive Teneph paccwoTRI cozepEMMOE Bai Kongypadn SST-cepazpa
). Bro momw yewaer s crnne 3.1 Gain nefomio, nanay e
FROBCT0 # MPAbE.S €11 MOHOC: 10, YT]S 11K HEKDTOPIE KN MCHTAPHN.

Pucrant 5.1, Gaiin oncbuiypaun sshd
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B hatifent NpHMGPS Mbl nenoaksyen s 1w 2 u caosa 1 knacea. 8 creusansie
PRCTETORIE X HO NOCTEAOBATENHO, oGt Npimep Gtin §076¢ Hatasabiv,

TCACP ONMCMIGEM 1GAVETPH CKODUTH A0CTYNA, BTO JEMAETEA C HOMDILBE
Gacaytouei aupeKTaBL

dolay_paranslors ayll CxoROCTL_KiHATa CKODOSTL_COTH MMEIMBYATLHO

Eyn— 310 HOMCD fiy1a, CKOPOCT ¥GTOPOIO Mbl NOTAM OMlycaTh, Tak, B Hauey
[pHEPE CHEAYIONIAT CTPOKA ONHCHEAET CKOPOCTE 474 N1EPEOTD (ya:

delay_parenetozs 1 256000/256300

Tak w1y | wwneet 1 £aacc {detay_closs 1 1), ¥ KOTOPORY MOWHO OFpaH
BATh TOEKO KAHAN NIOMHOCTSO, B TPEKTHEE UCMOTE2YETCH EAMHCTECHHLIN Tofs:
MR — cxopocn_xamsna (755020/256000). O JUDMAPYETCH R Hie /WYX “nGE,
paszeseuEx uakom ", Jlo CI3WA YKAJMEAETCA CKOPOCTS, ¢ KOTapolt Gymn
CKEKBATLCA ABHKME JZ CETH, @ TOCIE — DAINEP T30, T. €. eMKOCTS, KOTOPy®
AR L HERTS 110U b CETA b

Ko 4ecTBO TIapateTpOs FABHCHT OT KAICH HOMONEIYEMOrD Tyaa, ECTM o e
ToMayeTe | KIACe, [ MOXHO QTPEAMMMESTL TOMSKO OGLLIH KaHAT, TO ACTEHI
Gur b RO U8 1A o

detay_pazaneters nyn cropocTe,_@Hara
ECH METIONb3YEToR BTOPOH KIACC, TO AMPEKTHBA BUFIAINT SISy 0NN OFpE0N
delay_paranetars oy CropoCTs_xakat AMDEITANND

Pita, nepeas upextued wchoflbsyeT TONHYE) CKOPOCTS Kawana 236 00D afr
b cckynay. OGPATHTC BHMAAIIAS, 4TO CKOPOCT YKASIACTCR HNCINO © Bafma, ¢
XAPAKTEPHCTUKA MOZEMA 2TETCA B GUTAX B CeRYHAY. BTN B Ka4ECTEE CKOOTK
JRTE ARG =1, TO N KV OTPaARSEIAE BE GYeT.

Tloene onperEaewn GAPIMETPOB 38 (1EPBOTO 1yTa HYAHO YCTAHORNTS TPER
ZOUTYTA K HeMy. FTO A¢AAETCR MMPSKTHEOR dolzy_access, KOTOPIR HMEET Gk
nyiont euz:

delay_scoess ava mecye acl

Tepneni napaneTp — 370 c0z0 Howep myna. floTom yiasesaetes AecTyn i
WAt dr, M COLISTHIN ALET M CTHEKD,

TS Rauwes: PpAMEpe 1A NIEPBOYO MYTa KCHOTAIYE K TbE CTPORN:

delay_access 1 deny =11

Gelay_access 1 atlow adnins

(CHRMUIA b1 FRIPEILACN AOCTYI) 13 G, & QOTON PAIEINGE PABUTaTE H
1ofi cKopocTn Totbro ACL-crieky adniis, FOTpRYNCHSEIEH, "0 b 30T CORERK
SXOAT AANHHICTPETORL,
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KOl1cs110 3¢, 70160p nponcii 20GTYNEI 1SN XAKCHAM, 110 K HONY HPHECTaIoT B

IO OUEPEAL, TOSOWY 10 011 MOKCE CIISTI CIMIIKOH MO BPENCIH W
He nputico peayan . lake nepefop Boex Ruponell oxaeTEs HepaSoTOSnO-
COBHBIN, Cerit CepBRp HACTPOEN! 112 BELFRACH:NS TAKHX HOKITOK. H AIMMIHCTPITOP
TPCATHPYST o 1 HYXGSBIN OBPUION -+ J0BHSHT B IKCTPOKN CEFIOTG K piia
saper K 1 Hoen I © TP-pecd. <DTOPKI HCMONS30RAY AIKSR T3 A0AGOpA
Bee ocTammbic ACHOTBNT ZT0YMENACHHHKA CTARYY GECRONETHEIMM, TIOKA On HE
Cmen el azpec.

3TOT 0630 XAKCPEKUX ATAK HE HPCTEHYCT 1K IORHOTY, HO A TIOCIAPAIGA ATl BCC
OGRS 1AL CBEICtMA. L TO A BPCMA T BOSIEPHAICT 0T KOHRPET-
HYIX PCIEATOB, FOTONY HTO ITO MOAET GHTb BOCTDUNATO, KX KPHZWE K T
RO, 3 L CYAIIO CROCH A1) YIEAAMTS KOS HO xaxepon. Mot st —
TOKASTTh, KAK XAKEP BT 1 HOTOBAYET KOMIbOTER. DT ROMOKET B3 50Thille
YPHETL © CBOCM NOMOWHARG i CAETATE CABITHENHYIO AiTaHb er0maciee.

3 0CHOBHO MLT PACCNATPHEANH TEOpHI. 11 PeATTLIA K OPAKTHKE Boero
BEIICCIAUNIOTD HYAITS CTCUKNTHEOTAISHEIC (POTPANNIA, M 113 GRPEICTCH-
WEIX TA1 WX HPHAICTGS HECAT CHMOCTON 1.1

Biu oLl XOponlio RANKATL TEOPHIO B3IONI ATH TOTO, HTOGHI BC1ATS, OT ere
AauaTLeR. 116 3HaR DTOTO, Bbl fie SMOKETS MOCTINTS NOTHAENIYIO QGAPOHY,
HO3EOIAOYIO OTPASHTL AUKS IPOCTIG TAKH NAKCPH

Jlin 2AWITLY COBCTBEHIIOND ToME DI METIAIX AYINENON JOCTENII0 XOPARITO
SAMKR B GO IRELA, 3 POTHE TPAGITETCH U YORHIL HATO CTIBWT, POWLCTM K
KR, HCIEAIC EETH W KUK NPOECUIORY H2 60

Hricpuet ciniikat GosIoR, 1 B MO SKIBYT XAKePH pASTHAUOH KsapaKauH,
HENOMLEYOMUING PAZHLIC CAIOCOEI HA7ONA. Bbi ICIKIILT PACTIOTANTT HHGCPWAL-
el 0 BOTVORHEIX WNTAETAAY. CLIOKIIO HPCAY AT, KAEN HWEIHO. METQAOM
BOCIOMLIYETER 310y IACH K. Hyao Burtl, 1oTonINM & Beewy H YWCT arpi-
0 Eh QY CAMOCTORTEToHO.

1.2. Y7o Takoe Linux?

Linux— 5T0 CBOGOMIIA ONEPALICINIZA CHETCNA, HEXOTIIAC KD KYIOPDH oT-
KPBITHL 219 BCCOBLICTO NPOCOTRA H AGKE BIKCECHIEN SsuCHONK

Ocnosa apa OC G cengana B 1991 rony CTyaceion XensewHokoro yHmsep-
curera (University of Helsinki) mo uyenn Tiye Topraswac (1.inus Torvalds). On
P! KOUTAR, Y HKUROUATLNO CXORHE ¢ L IIN~CHCTCMIME, W BECIOAN €1 0 117
BCCQBLIETO MPOSMOTPA € MpOLLG N AT €NY B YAYHILCHNH # HADIKBANKG:
RoRwoRHOCTER oo OC. OTKIKGACCE A0CTATOHO MKOrO M0Teh,  patora
saxwnera
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HA SRR HICHIIO TAK (FONONHA 1A HKENER), H €615 TIBKD QM IGHYPIENT
MOHITOR, KOTOPH 4 MOTY NOCCEAHIT, K IIOBONY EXCTEMMFKY, £CI7A HALO P
Tk MpOBEMy He 0 CeTy

HpenmyinecTsn SSH 3TRTIOAETEH & TOM. €50 10T MSTOROI MO3RO-IACT YIICHHG
UIOAIIATG KOMGIS, (10 MPH 3T0M TPEDYST Ay TEHTHOMIILING W ILHBpYCT Kanen
Cua3H. DEKHLIM \OMEIITON ABIAEICH To. N0 A3E MAPONIS IPH MPOBEPKE MOk~
JHIIOSTI TONKSORITENA TEPEIOTCK B STUAGPOLANHGH Birkc.

Hs Smiioié MOMEIIT CYILECTOYION Abe Bepcan mpoToxona ST & nesepaars 1 42
Bropan nepous werunayeT Goee CTORKIA @IrOPHTY LAPROBIHI K HCHPALTACT
HCKOTOPSIC OIMGKH 1pCiMTyIeR nepern. B [ inuy ma TunHbi MOMERT TORIER
RMBIKTCH 05 pepestH

ak. s OC Linux 1 nporoson SSIT o esaet aporpasssa OpenSSIL uis koropol
pomoi AITGOpMCl NOXIO CHRTATL ApyTYIe Lnix-ckoTesry - - OpenBSD. a one-
GACICTRMIE CeplHC KIORHPOBAICH K2 60C L nixemrepOpMb, B TON SHCIC H B
Linux. Tlo st cefiac 1 KORPUISpUOIMIes (ERTX MOKHO HIOCAS YRRALTE
& KoMNEITapIAN W7 OpenBiSD.

Hpomokon SSH TpeByer % pSGTH MICTPOIKH Cepoeptofl i KIHENTCKoI SacTeh
Cepuep OWHARCT TORKNOCHIES # BUMDNIIEC UPEKTIHLN NOJLADHIEA, & C 1
MONbKY KITHERTE b OCYIKECTETAETE COBIMHEHHE C CEPBEPOM H TIDCHTACTE 3N
Cul 1A BnoTICHIRE KoAlin, TaKUM OBPATON, D14 HOPMATLHOR PHEOTH Bot 0K
63 DAL HO CROHIATYPAPOTL, G5 HACTH 1IPOTONRONE.

5.3.1. KoHdburypaumuoHHble chainsi

Bee nactpocanic. afiant ApOToRoTia SSH HAXGAITCA B WpEKTOPH fetcfnh
s MORHO YBHAETH Cueilysminl 1EpeEsCn:
3 i kordurypaurn SS1l-ecppepn — sshd_config:

3 it xordurypauny SSTLkterta — ssh_conf

3 hafie wion

(€l 2798 PIHHHEIY ITGPHTNO
o ssh_bost_dsa_key;

o ssh_foss_dsa_key pub:

o ssh host_key:

» s fiost_key.pub:

o sah_host_rsa_key:

o ssh_Tiost_sa_key.pub.

Tlowewmy Tk MHOTO duiiaos ¢ Kmow? [Tpocro SSH padomier ¢ pasinnm ateo
PHTMANH TINPPOBINNA U MOIEPAMREST A 1HTNACC ONYNAPHAIN T KPHITO-
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Qalin nepes 1ANMCHO pesepBHEX Kormuii W KocHTen:, 1lanosATo, 4TO CrenaTs
210 (213 npustepa ¢ GaANON backup.tar g} MORHO ¢ nOMONLIO 17aKeTa OpenSSH,
T3 CEAYI0raYIO KOMAHTY:

hame:

Jesrizin/apenssl des

Kup.zav.qz -out /horelbuckug.sec

B ommer na 310 GyaeT cosTan daiin backup.sec. HMCIHO CF0 W 1a10 sarIiomsat
1A HOCHTCIIL 1A ORIOGPOSHOTD XpAHEHHA, TONbKO He a6YILTE YAURATL NOTOM
¢ gucka ot backup.tar gz u backup.sec.

Tlpi BoceTaHOBNE UM (balin cHA4ATE HEOBXONHO PACLIMGPOBATS:

fusi/binfopenssy des < ~in fome/backp.sec \
~ouz Jhome /backup. tax . gz

Tlociie 3T0PO Yikte WOKHO PA3PXHBUPOBATE BCE GATINET HA CBOH MECTa
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@ croaTs wneno 5, o OC Gyster cpany o rpaduseckuii peiey, Toaw ey
HyKHO 38rPY T OC B 1EKCTOB. MHOUDIOISORATE IO PERHS: © T
IR CETV, TO HINENNTE HIISEHUE TAPAMETPA KA LHDPY 3 (0. Onea
R yposne arpysu). Momi1o yRauTL 1GOKOIKA HHEET (2 HE perOMa
210 3TOND TeNh), B ¥1OM LAYI0 GYACT BGpAND seKCHMANHIOS,

& GLT— OTKICMN BHNONIEING KO, X0 BARIONETNIO NpempaLLeI it
CTPORH B KOMMERTADHI WK Ake yaanennio. To ¢cam 3ToT npoluece yie
pafonser, 10wy nEpericn convar, 1pelywuit sanephieunR Tpn-

rpanib:
* na — BAIICTKAT KOMAILLY TEIRKD O/IMK Pa3:
* pramrtadl e QMIRMENG SICKTACINGPrHA. OUINDRY WOXIO  YRHIEN

TOTLKO TPH HATHHH HETOHHIKA GECTEPEGORHOTG MMTAHIA, AO:ICOUEH:
O K EOMOTERY SEpEL Sl bl mnephgic (e peeia e
COM-nopr),

* pewsrokuair — AOTENA DACKTROHCHIHN ROSOGKRORIIACH;

L

* Powerkain  CHCTEMA MSPEULTA B PERHM URKIIINA ROCCTAUION:
. TIpCIROATAETC, MTO K KOMMBIOTCRY MOTKIOTEH ICTOUMIK Gecricpe
GoliiorD 1irranus, KOTApuH CaoGLIA: 6 anHGRE (DreyTeIHI nTaE)

& cuspmin — €cam RO BPEMA SHROIHEHHA BOMORIET OWHGKA, TO NCETOPHT
KOMAIETY. 370 BLBAET IEOGXOLANO AT7 KPUTHIECKH SAIILX IPOTpEY,
KOTOPMIE AOHKLIb Bl ECA 1 AAEYDIEHHION COCTORMIK)

+ apsintho TACHC KOMANIN MENGINIONCK IO TEN, KAK TORBKICH KO
ot (pmr-aamenite muecTa viapo.in). Tipn 710w OC JORUIRETER ORONAARH
BHIROMEIN KOMAILIES

® usi — DXWITH SABSPINGHHA NPOICOA, A JUQUHT, NPOFPANIA it e Syaer
RLTORAATI APYCHX ACHETRAF, NOKS 1 SUONNHICA RLBOAHCHAE KON
yKn3kHON B Y70t CTpoKe. TIaNPHAEP. ECTH HYXKHO NPOBEPHTS COCTORH:
21cKa, 10 MeOBXOTMO AMOPO3TL JAMLNSHLIYIG SATPYIKY 0 QKON
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O onomrve = KoUANNA, KOTOP HOKNA Gurib BHBOIHERA,
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12 PHO/INIOCTI MOTHIMKALAH: HOCTO, PEAKD 1 ¢ OIPETECHHLLY HHTEPELTOM.

OHORHHIE SPPERTOPHR, KIORLIE SIONAHEL PERPRMPORTTRES
O fete — copepr KonrypaHOUUE Faiias,

1 fhame -~ nonvsoratenscrse haiim
1 anpexrophs, conepraian Web-pafin

B OCTATLIMX KNTAIOIAX AMMHACTDATOPbI PEAKO AEPAAT AOKYMEHTES AT A,
TPEGYIONIIE JOMOTHHTEILHOMD KOuNpORAHHA. TTpOravats s wpextopm /bin
7 AUSE HET CMBICT AYEANPOBATE, OTONY 1O 15X JIGTXO ACPCYCTAIOBHTY, occ-
GexHo ecnn coxpaHeRa Bes KOHBTY PRI,

13.4.1. Pegxo, HO MeTKo

K HOSACTO MIVCIECNIEIN (aiAaY: MOTRIIO CPazy OTHESTH KOHDUTYDRIOIRC ot
161 (HPEKTOPHA /¢1c). B TOM KATAIOTE MACCOBLIE KODPEKTHPOKICH NIDOHEXOIT 13
TAIE YCIZHORKH CEPBEPA. 3ATEM KOMITHOTEP MOKET PAGOTATS roiahh, i Hakene-
103 IPOCKOAAT B CHYFige OBHOBMTEHIN TIPOTM'S AR BHECERAN KIKHX-TO NORPE
B0k,

Tl SPAICHIA KOWHIYDALIN XEATHT JDKE CANOTO HEGONLUORO HOCHTENA ¢ K-
DLICOKOT CEOPOCTLIO, ENIICTBEHIIOE TPeGORIKHE K HEMY — AOMKHA GHTh b
MOKHOCTS NepesanC. S 115 3THX neneR wenomayio ZIP- n JAZ-aucn. B saap-
XHEMDOBSHHOM HILE JUOCTHTOHO O JUCKETH

TaK KA KONBATYPILME WINSHIETCH PCAKO, TO MOAHD JETATS KOMAN cpasy oot
BHeceris NpAsoK. JUTS 310ro MOCTATONHO JATHUATE NIMCHERBH (ARN Ha ek
Gt KOnMpORANIN BLEX KOM(MTyprIIORH I thariion

LipH BOUCTAIORTEIIMH ZBNILIX TEGGXOIMO BOSTAR LASHITL © Koubarypauks,
B DepayI0 Dsepenh ¢ bainos fetc/passwd  fetcishadow. Ecni 570r0 te caenars,
TO 134 Ol MPOTP2MMA HE CHOXET YCTIHOBHT MPABMTLHHE TPIBA AOCTYTIL.

BoecoszaniAe Mk MOKET REOHIONTH NEBEPIED, OCOBENNO IEy3HHO YAMTE S10MY
WAMIAE, €M KA IPHMEISETE AOMOTIMTennIbE CHEACTA (huIETRRAN pazpe-
e, HETIOAL3YA TPOrPANMEL, MPEAOCTARATENBIE CTOPONIIAMI PaSpAGOTHHEMNA.
Tlpeixae MMt BOCUTAHOBNERHYIO CHETEMY CAGTATH JOCTYIHOR, HEOGX0/IMO 36t

AT, 1O Boe GANT HIKOLTCR & TOM KC COCTONHI, KAK TepeT CB0eN, oco-
Genno npasa aeTyrie

13.4.2. 3avacTunn

HACTO HIMERSEMLIMM MOTYT GbITE Ga3bL TAHNbLX 1 OCHOBHbIE Al W AOKYNEHTI
Mote30mrenelt (ampexTophs /LOTHE), KOTOPbIE KOPPEKTHPYIOTCA KAX3bti Aet.
Hix PESCDRRAIG KOHI NOXHO H HYHHO SOVUKIT CXEHERHO. ECnH NPONECS Ko~
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OBpETIG BUMAME, HTo BNk 30 CPCIAPYiKh 2 MY 1O Cutm, Mal,
. K. RPOCTEIE HCTONHMKH BecepeBOHTOTO MHTAHIH MOTYT KPOIANTS PAGOTY Koy
I0TEPA 40 20 MIHHYT, A CIM FHECTE, 47O CEPBEDU AE CETO CTOAT BE3 MoHK
TOPA et & KPAAHCM CIYHAC, € BHICHCHIIRIN JHCIEAECH, TO 13k COPBENA O~
KT GhHTE (pONTEHD A0 10 MHIYT. SHEIEINE B ABE MHHYTH SBHO JAHIKEHO, 1 §
PERONENIYIO HPOREPHII AOKYMENTALAIO 114 WML HETORIMK Geenepeaofinero nie
TaHMR 1 YRENATS TAAN-AY, TOBR CEPRED HE YU b HEDETATPY Ky Panbwe
apenterit
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Kak Bive, uiech 0 KAKIOTO YPOBHA CBON STPORd, H WM 1O SATIYCKOSTCR
Oum 1 ToT 3k shaiit fete/redfre, 10 BOGAS ACIT SEPCY PO CTOWT IHENO, CO-
OTERTCTRYIOMER TEKYHENY YPURHIO. DT IIPENET], KUTOPLI yRAST 1pCIpA YA
feredie

Yre 370 3a nporpava? CCHOBIA B¢ a4 YOUTH REC TEKYLIAE 1POKCECH 1
SYCTATL SPYTHE, COOTRETCTEYIONIE HOROMY PEIIWY BhIOTHeNwA. Hanpuep,
e peGorann e 3 ypomwe (MR MHOTOORIORATE L KIH PERN) I XOTHIE
Depeitti ma | (OANOATATERLEHT). Kaik E0 1pONCKOIKT? Bie NPOrpaMIL
HHOUOTOTLIORATENHCKOND PEANA HECPUAIOTES, & NOTON AXTHBHZKPYIOTC ToTb-
RO T PIECCHI, KOTOPG CODIETCTINIT ORISR CibesoMy PRI, H
T SHUIEE0 B TAMATH UG SODIG Gutrh, HNCHI 310 W AT HPOCPEMMA
feredire.

Tepefizute » namky feteire.df 4 RoeMOTPHIC 11 ¢ concpiinioe, oM tpo-
JPAVNL HICTh CCTh KATRIORH  WNGHAMI oA TIC X— 30 MHEO 6T 0 20 6,
COOTBETCTYIOMIEE YPORKIO BuOTHEHNA. B KAKAOH nanke ecth i, wwsi
TOpHX HaHNCs € Bybr K imit “S". TIpi BHXOZE C YPORIT BHOOTHAIOTCR
106 Galias NEPBOFO THITA, QK YNMNTORIOT DCC SQMYUICTIHKIC 13 HON HDOIICEGH
A nph 5076 HA yPoBEKS SUNOARTCTER daitn 1 Bykey "S", KOTOpLE aKTHEH-
SHPYIOT BEC HEOBXO/HMBIE IHONECEH JAHIOND YBH.

Takn 05paIaM, CHCIEMA MOXKET DGE30MACHTS CEGA Tev, HTO 1A OIUON YPIBIEC
Gyt PASOTECS LONLKD TC DROPAMMSI, KOTOPLIC AOTKHET GHITS & OTHONCTLIOBH-
TERCEO PEIHNE, 11 MIIDTONO.ILSOWTCTLEROS BTOPACAUE CAONHICA TIEB0BATA-
B0 NS TDASIALHOM KOUGUTYDHPOBAIIMY CKPHTITOR, SaNYCKNOULIN M OCTAIAS-
Anarouts nponccesd. KOreriio e, BpYMHYIO TPAsiiTh SKPKATH He PHNOIICH,
wenrena e 58 paisat 51 HAC, 10 3T 0 T2KOR OCOSEINOCTH FALPYIKN
65 2Rk, HanpHMED, bl XOTHTG, “TOBU KAKOF-TO JISHON I1¢ S81IYCRACH 1
CTApTE GHGTCASMI 1A TpCTEEN YPORHE. T8 3TOTO MOUICHO (POCTO YAQTHTY COOTLET-
crayiowmit haiin 1y saTord fete/re /TS, WM CAE:AT Tk, STACH €00 HAR He
HAHII0CK ¢ ByKs "S" wn "K”.

B samuore fetefre.d/init.d HEX0.£10A CKPHITH, KOTCPbIE 3ATYCLIIOT, OCTAIAMTH-
WIOT Yt NEPeIAYCKAGT LePBHELS B CHITCRC. HMCHNO TH DAFINL HEGOHAYOTCS
WV 1IEPEXOAE ¢ 1AHOND YK 112 YT
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1an07co WICHHEI HEARCTCA TIOCTPORIINE KicTepa. ECAH Ollnm Cepiep bhro-
AT W3 GTPOR, TO Er0 HATPY3KY GEPET HA CEN APYFOR. FTO NOIONSET AOONTLE
npakTseckn 100 Y YeTORuMAOCTY OGOPY N0 N OT BepOATIILIX KETONATOK. Hy
OPraIWIALIN KAATTCPOR — AOOTITOMIIO CAGIKHOE H IOPOTOCTOAINEE TAMNTHE, 16
STOMY KOMILHIH CTADRIOTER HANTI EOBbie ADYTHE BOMOAHEIE ExpIAHTE

BOAGIIMHCTBO 1POPaKM NPOMMILIEHHOTD AIHAYLHIS YK WEIOT BCTOSHHME
epenctsa KnacTepsansi, Hx paora A0CHITOMHO MPOCTER W fewerar. B cem ki-
XOTITCA HECKOHRO CEPBEPOR, Or s KOTOPEIX BMACTo waCTepod (Master), 2
Octainable — nonshuemtiie (Slave). CHORNOR KOMIHOTEP PETVAAPHO TOCELIET
5 ceTh MHBOPUAUIC O CBOEH PABOTOLTIOCOBHONTH U MEPE/AET AL/IMHERHEIN Cep-
BEPAM IMEHEHIA, KOTODHIE NPOUCXOMT b G AMHHIX, 4TOD 113 BCCX MAIIANR
i opmakokan KONHA BIL B 108 SAYHAC, KOT/Z Chilb © FARHbIM KOMTHIOTS-
POM TIPEPHIBETOS, UKD IAGOTY 1A GEGR GEPYT TORTIHEHHHE CENRepaL

TloMsi40 TOBLINENNA UAREIIIOETH PATOTLL KIGSTEN MOKET YOEAMIUTATS H Mot
EOUTETLHOCTE, €GI BGE CepREPb GYIYT GYHKUNOHHPOBITH NAPATISTLHO M Ki-
fPyixa Oyxer pAGHDEXCIEns PABHOMEDHO. 10 NOTRONAT GOTEE dpex b we-
Ro30kaT ofopyNoKERIE W 11PORYEKHYK) CTIOCOTHOETS CoTH

Bonee feweBHIM BIPALHTON SEIETCE HCNOMLIOBTHIE PerepBHLX AMcKoB. Tlonye-
UM, STO Y BAC EETH 0JtAH CEDHED, KOTOPHH AIDKEH TsiTh BEEENR N0CTYTER rolh:
oseTenan. B iem yeranasansaex auckonu wacoio RALD (Redundant Arcay of
Independent Disks, MITPAIIA AEMEACHULIX IHCKOBYIX HAKOMTENEH ¢ HIGHTON
HOCTERO) B OBYIC IO € IOIEPARKOR 3eproun pOtari (Mirroring), 7. e. RAID |

s RAID 140,

pumesanie )

RAID 1 — 36pkanUposale (193 AWCKS CONERAT OMY W Ty Ke MMpopNauwe)
RAID 0~ napannenHas sankc Ha A6a AWCKR, 38 CHET YEFG CKOPOCTb AOCTYNE
K YCTpOUCTaY YBGNINNAASTCH, HO Ha BEIDMACHOCTH 310 He BnumeT. RAID 140~
KOMGHHAL413 36PRATMPOBHIR 1 NARANNENSHOR SAMHGH,

B 7om cnyene RAID 5a50THTCE O COXPANIOCTH SHININX, T, K. UX 3AMMCh OIS
BOAWICH HI B2 AMCKR OTHOBENEHHO. ECTH OIHI 13 IIAX CTOMAETCA, TO GONM
KOMMA €STh 1A APYTOM,

A 9o ecum BlAET B3 CTPOR MATEPUITCKAA MANTA Wk npoueccop? Hx avieis o
TpeByeT Bpemetn, Wbl TOTOROPHNGE, 'ITO 370 HEIOMYCTHMO. HToBs! coKpaTiTs
NDOCTON B cllysne MEUITATHOR CHIYAAM, MOJOTARINGAEM IaPaNeS cepesp ¢
AstertwaHOR komBrrypa el 0BopyROTANIA. B c1yae HADYUICHHA PRGOT OTE
31 ROCTATONHO NORKTIONATE RAID-MIGCHE K PEIEDBHONY GEPREpY, MEpRIUTION.
ceTeROii KIBEE W MOXNO UPOAOILKATS TPY/UNTRCA. Tak Kak ofopyionaite i
0N KOMIOTEPIX. OIAHISOROE, LEPENCTANORKA CHSTEWD! HE NOTPEGYEISs, R
RAID Gyier paorate Ha JDYTON. cepBEpe Ge3 HIHEIIEKHA KOUGHTYPRLIACHIS

paiioe,
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o nicGue

POMY MOAIIO DOTKTOUITLCR © KIHCATCKOTO KOMILIOTE2 H 6L
KN KOTapC MasmeancT cepucp (o namion eyaac Telnet-cepacp).

H0 370 Fe nee, € MOMONIHO TeRCI-KIHENT2 MOIKIIS MOACOCAMHSTLRS 1 X ARy
ceprepan. Hanpuhep, MOIHO 00K LSS Ha AOT 25 | TIPSO 43 KOMaHEHOR
Ctpokit OTAPABHTS E-mail-coobuicinc, Hernoanas kowan SMTP-cepnepa,

Bt y Bac €06 YeTanonenit i FP-Ceprep, To YKE CCRiac Sal MOKCTE BBlI0N-
im. KostaIy:

Lzt localbiost 21

BIHIOM Sy 4ac 11CpRAIH 12DANET) — T ~ooaihinas, MOTOMY 110 § A0TPAIyMe-
10, 110 Bl TIONKIIONAETECD X sk naionry F IP-cepaepy. BCam il xomume pabo-
L © YIATEIIHLM KAKWOTEROM, TO YKAKHTE 2T0 anpec. 13 KaMCCTBe BIOpor
tapanCTpa yratkuaeTes Hoep nopra. Cepnep FEP upunmaier yupasnmioume
NaNQEAAC M 21 TOPTY, BOITOMY § YKASAT 470 4HCHO.

7 PEKOMEHAYI0 TPHMENTTS Felnel-kimenT TOTHKO A3 OTNETKH PASTHNHBIX CEpiH-
SoR, 110 e 7017 yupaBiichs. [TanTowy Ha Bcex matnmiax orkcuiovalire Telnet. Ok
JeFCNACeH, MOTOMY TO MEPEIRET ATMNC 1 UTKDHTON BAE, 8 BCE IOKITKH
cnar Telnel SALAEUILIN SacARMADINS HEYAZIO H HE TPUBOTHTH K Ko~
TacvoMy pesymTaTy. O W3 nOIMOKISLS B2DHAITOD HETOTHIOBAHA — SOPCS
fasur Wibponanis OpenSSL (07 Secure Socket Layer. 1poTOS0N SaUHUIEHHbIX
coneron). Ho G0TlyI0 NONYIHpIGCTH Houyano YIPABIEKIE CEPBCPON HCPEs
ipororon SSH (Open$SH, Open Secure Shell), xoTopsii Her paceMoTREM HoKE,
&pad .
Takamt oSpaov, TCINCt-KTCHT & cucTeme Heotuonw, a Telnet-cepsep, etk on
¥ RIC JCTUROBEN, CIGAYET CPOMIN YA THTE H 53 1s Kk €TPALIHbIF COR.

Ecm bt pee e peti Henoms3onaTh Telnet-copacn, 70 370 KeOBXOMNMO aeraT,
SN0 (EPE3 TPOTOKON ATA EA0NACHOR CBSIH 710 CETH C MPHMEHENHEM OTKPI-
R W cenpeTuax KnouCH (Cxt. pand. 5.2, B Tom Crysac sess Tpaduec Synet
WPOBAILCA, HO HIO MPHINTA CINE HEKOTUPHIE MEPL A NOBNUICHHS e70UTac
s,

Tom y pac yerauonnen Telict-cepeep, T0 TOMpodyATe ceiiac TOMKHONHTEER K
sy, HETOMaYR KOMANTY talrot Iocalisst, TIEPEX BaNH NOARTCH CHCYIOLIHE
eobutenna:

Teying 127.0.0.1
faneetad o L
Escape sharacter 16 71"

STl elesse 7.3 fMosTaki
Keriel 2.C.36-1fazp o an 16A%

Legin:
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O zedtivecs mewrites Jost_eades napaess — TOIMONACY () WM ATPRIERT
{537) iameras noje Hast 5 3a00n051aX 3aupocos. Ecnn wamenenme papec:
HO, TO CEPEEp PAGOTACT B AUDIHMHON PEIHNE, HHTSE — i IPIPaLHOM. Allc
HHMOTb DKM TPEGYET AOMOTHITENEHSIX 4TPAT, HO MOTROIAET HCMOMIaD:
B 5er0 omw 1P-aipue juia NN CORANHEHG! B CCTA MIOGOTO PAaMER.
Tlpospasmuii poxn{ paBoTaet GHICTPEE, HO KR KOMMLIOTSD AOTAEH
tem, TP-anpec e paGOTeL ¢ Hurtepieton;

ixeotor_pocass cvicox— TIEPEACHE  ATPOCOR, IIPOXOANIAK  4epe)
redirector. Flo ywoumani yeranon. e wee ranpoc

O cache_mgr enail — E-mail-anpec, 1ia KOTOphli GyA€T NOGTENO AKCHMO b cny-
128 BOSHHKHOBE IS MDOSICH ¢ PAOTOT: proxy;

O azpenct somain moue— HOMEH 10 yMOMaIGO. FlANDHMEP, HaULE Boero Mok
308aTEAM PABOTIOT ¢ BaECMHE AOMENa Com. BrionHE NoricHoIN Gy 1T yKi-
30Tk & TMPEKTHEE MMEHHQ €70 (sgped_Jucsin . com). Beai 1TNS0RATE s n0-
oM poezeT aapec redhal, o Squid cam ZOGIBHT HME TOMERA, N Bl MONGICTE U3
catir redhat.com;

1 amtp_port n— Ko nARTA, R KaTOpOM oo aaAAaTh SMTPanpucs
11 oTnpaskn cooBuernii. Kowewio e, SMTP — 370 TaxoMl mpoTokos, Koro-
Pt e TpeSyeT KAUPORIES, 1 PASOTa HEPS NPOKCH-CEPAEP HE CAKOHOHKT
TORQUK, HO BOIMOKHOCTE MOWET ORAYATHCS IOTESHON, ECTIT HENERE YoTaRaE
AHBATS LATKOS, & PASPULLICH TOTILKD PROXY:

0 cfflice mode npaesp— peAuM PABOTH, HoTd NApaweTp pasen o, To squid
SY7eT WIHMOACRCTIORATE TOILKO © KON, B OOpawerunl x Hnreprery ne dy
T, Ecn 3anpaiisaenoll CTPAHITIE B KIS HET, TO NON6I0BATENS YBATIT
owiky. Hrober Squid sor azpecosaTsca K HHTCPIIETy. HEOSX0IMMO yoTarl-
BHTL NAPAMCTP of £ (YCTANOBICHO MO YMOAMALIIO).

9.4, Mpaea pocTyna K squid

310 caMaA 6OTbHAA TeMa Ans TioBoro naMAKHCTDaTOpa. JIa, i 8 squid Toke Ty
npasa DOCTYMa, W OWH TAKKS ONWCLBITCR & KOIDWTYPAUMONHOM (e
Jete/squidisquid.conf. Ho MEr paccuaTPUBIEN TpaBa OTIENEO, MOTOMY HTO 00
HOBHOJ YIOp 16AGEM Ha GesonactocTs. MMenHto nosTomy 1ol Teme oTBeres o7
enwHsif pasien.

9.4.1. Cnucok KOHTpons AocTyna

TIepoc, ¢ Hem HaM MpRICTONT HOSHXOMITLES, ~ 570 ACL (Access Control List
IACOK KOHTPONA AOCTYNS), KOTOPEIt TPEI0CIAmIRET GAUNBIIIHE AOWWONHOR: W 08
AWILHCHCH KACTPOiKH Opas Z0CTYNA K cafiTam. C MOMOUIDIO CITHCIA HMEH Bt






index-445_1.png
Peseproe KonupoBanse  socoTaHOBTENIE. 445

10T CTHOOK MOKILO APOAOATS Eme ZOANO, O & KATEIOCh, 4TO €MOT ke Yie-
S0Th B HEOBXOTHHOCTH HMETH PE3EPENYID KOO BCel] SHATMON HHOpMaI O

K BIKHBIM Uil b MORHO OTHECTH
0 Cureresribie KoHpHTYPALIOHIELe fadnst

i NEpRA Wit 1, 10 1€ K BRHO, 1160y HTO B Tk Ay 1T k-
perHoR o opramirseuan wsdiopwaiak. Ho xowurvpupananne OC W scex.
HPOFPAMM © HCTORO UCTH GIDEDYET (OPHIA0 GONNUE BPEHEHH, eh BOCCTa-
HOWIIME Yepes PEIEPRHHE HACTPOESHHE BailTH. A 3T0 prcder 32 co6ol no-
TePH W3-30 IPOCTOR, "TO 11 HEKOTOPHIX KONMAHAIE MOXET FCHUCIATEEH MR-
THoHaNH PyGTCE.

0 Jlokymenna iomsosie i

B AMPSKTOpHIL /ROMIE MOTST GHIT OTCTHbIE AOKYMEHTH Wik (POTpANMDL KO-
TOpbi HEOSKOTHMST ROTHIOBATETAM A PAGOTH

0 Basst aanssix

KOpUIOpaTHERbe AAHHbE XPAKATSS B YAOGHOM 17 PAGOT! XpanTie — 6~
aax 2asebix, TT059 KOMNGHUR MOKET IOHECTH GOTEILME YOMTKI B C1yae WX
noTeph.

0 Web-caiit

TiroGolf TuHaMirano peiBubatoHCE CaT (07 KOPIIOPATHARORD 5O J0MALIBER
Tpaiiva) Wi TOPTAN CoREpKAT Galtiti W CUENZPIH, NIOTEPR KOTOPLN MOAET
RESATLCH OLLYTUNO b AENEX1ION DKAMBLIEITE

Bkt Zanibix TREGYIOT GTAENBHORO PATTOBOPE, MIOTOMY HTO B HiX PEEPEHOE Ko
OAPOBEHME IABACKT OT LPEACTE, ANEAOCTABMHOME CY B (CHETeMa yapane v
a0 @HHBIX). H ITOT BONOC \bl DT:ACTOHO 3ATPArMBATE e Sydey. Ho Go.b-
WaA 4ACTh TCOPHH, PACCMOTPENHO B ZAUNOR IMARE, MOKET © PABHOI CTCnGI
OTHOGHTBC KA K BRI, TAK 1 K A3 AAMIILIX,

13.2. JoctynHbiit Ha Bce 100 %

G HOTMOTPETh 10 BOIMORHIE KCTOIKA NGTEPH JAHIHLX, TO BIIHO, HTO HAH-
Goee BEPOATHHMN GYIYT RTOPAEIMS XaepH I KpYICHHE PaBoT 0GOpyI0-
son. LA & NEPEOM GTYMAE JOCTATONIHO BOCCTANOKATS YTEPRHAHE (aiibt. 0
B0 BTOPOM MOXET UOTPBORTECA JaMEHS GGOPYI0BAKKA & NOJHOR NEPCyCTaHOB-
¥OR cicTesbl. HT061 STOT MHOUSCC He OTHAT CHAUIKOM MHOFO BREMERH, Tyuite
BECIO 0PANICE HNCTH B HATHSWM FOMILIERTYIOMINE, KOTOpHE MAIYT biTh i3
CTPOR  RECTRMI HHCK, M1, MATEPHICKES (14T, MPOICECOP.

EC & Baimelt ceTh KIKAIA MHHYTA POCTOR CEPREpa MOKET OKIITLCA baiib-
HO, TO Iy HLIE NOCTYNHTE QUM 3 CTEAYIOMINX CTTOCOSOB: NOCTPONTS KNZCTEp
Wi CorteaTs PE3SPBIILIE SCpREp
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(INATHGM XOCTAHY, 76 BO BEMA PEFMCTRAILN e TPEBYIOT HEPEOHETHMIX Tan
HEIX, 8 SCTT SATPALIVBAIOT, TO MOKHO BBECTH HEDEPHLIE JAHHLE, 110TONY 4TO 1Y
HeMesa DoBepHTb 11T JTOFO K GEPBEPY NGHKHO DIKTIOUTTLEA HEPes NPOKTH-
CEPRED 1 10 GEAOIIACHOMY LGN YHMISTh COTCTRENALIMN CIRTSAPHILH,
KOTOpHIE # GyAYT CKAHHPOBATS KOMABINTED AEPTERL

Teiteps \br B KYDCE, KIKHE ABEPH Y CEPRCPA CYIECTEYIOT U KAK 110 MOKHO Ofipe-
e, 3aNeHCTIORAIITAE 011 — 710 BCETD 1IN Zanep e ROPOTE, 1 M 1=
K@ HE At KK A OTRARITh, Jltbi S0TpetyeTcr G b You. il

CaMBIM (ONy APHEIM CPEICTROM CKOHHPOBANMA BAZETCS YTWTHTA nnap. Owa
SANOSBA/A CEPAUA XKEPOE, TIOTOMY 470, BO-TEPEMX, DPEIOCTABNNET LIMPOKUE
ROOIHOCTY H, BO-B2OphX, e BCe CPEACTOA SAMATH! b dripeaeor, Harpiviep,
HPOINMA M IVCKANMPOSAAIK, YCIBHORIEHNEA HA CEPHCRE, CHETHT ¥ NONAIIKd
I HOCAETOBATENSHO WK TAPAATIETBHO HONKTIOHTLCA HI HECKOTRKO (1OpTOB. THo
RMap MOKET i5e ODCAHTL A 10 LOGHIISIHA,

TIpOteCe YOTaHORKN CORTMNENIS ¢ YAMIEHIHNS KONHLIOTEPOM PIIFHRAETSS 12
ECKKD Aok, CHawAIA KORKPHIIED HOCAUIACT HIKEE C SUPOCON 12 KRNI
4OPT CepBEDa, & TOT B OTRET NOTKEH OIMPABHTS CHEWTANGIILIR NAXET {Kte Syem
BAGNATCA © 0POTHOCTH UPOONGa |'CP, & 01 PalIM4HAC OB 101 WTWA M),
TOMXO HOLIE 0N MOKET YCIAIIANIMBATLCT WHpTVANBHOE COCTHNEIHE. Crakep
AP MOKE! TPEpEATS KOHTAKT 110CHE AEPBOTO OTBETA CEPBEPA, . K. YKE ACH.
WTO [OPT GTKPLIT M HET CMLICT TIPOIOTAATS IHATOT N0 FCTACHKE COETMIISHNS.
Taith 0GpaI0N, 1IPOTPAMMEN AHTHCKAHPORAIIAA BOCTHEINAIOT TaKNE KOITIKTH
30 OUIMGKI W 1€ SHEHATSUJYIT & MMIMCTPIIOPY 0 BOSMIRIIOH ZTaKe.

Onpepenetne OC

CRAILAPOBRIG — 57O DLCTO M Ganlis HILIHAI Talt, KOTOPhEE B3N Clkc
HIMIERO 0Z0BCHHOTD HE CK20%. CAMOC TIABHOE IEPLT JCUILHETILAN D2I0MOM —
QMpEEIMTE, KAKAR MMEHHD YCTaHOMIEHA UC. JKETATEbHO HaTh 1 BEPCMIO, HO
STO YI0ETER e AL, N3 B 1 NEPRIX 1D WAYNEAMS CHCTENRI MOKHO 00T
e, G ROHRpETHIANAY,

Kax onpegenseres o OC7 J175 7100 ecTh HECKOMLKO CROCOGOB.
1. 110 peaimsanma spotoxona TCHIE

Prorcaire OC wi-pasomy pExinsyIor crek npoToxonoe. Tporpanye-Knent
(saupHMep, NMAD) MPOCTO AIGTMIHDYET GTRETE! 113 FAMPOCHL OT GEPIHEP 1 Ao~
JBeT 2BIB01 06 yeTaHoRTENHOA OC. B OCHORIIN, 370 3ACTOUEHHE PRNIAIET2-
Toe: Windows mam Linux. Tousy 6peato Tam 06paIoN yIHaTh HEEOIMOT-
1o, toroy s s Windows 2000/XP/2003 peamisatan npoToxona mpaKTc:
Cn ne MEMTIACH, M OTKIAKM Cepocpd GYayT omaxibhwm. Jlaxe ootk
TIPOPAMMA OMpPEIEIAA, HTO 113 LePACpE yCranOmeH LiNux, T0 KaKoil MMEHHD





index-339_1.png
o & Yrzepner 339

paspettes) i deny (ovryu zanpewen). (IOGICUNMTL SPTYMEHT — 310 UMA
ACL-sankc. B CIAYIOUCM TPHNCDS SAMPEUCTCH 0CTYIH 1O 1BOTOKQY
HTTP scen nons30Bamenaw, Kpowe yKsaibi 8 ACL-31a4cH Alicwsezs:

tap access deny all
Stk acness aliow Allowbsars

¥xazan npasa nocTyna A cmveka Allowlsrs, ¥l 0mHk cTpoKolt aew pas-
pellienwe 174 BOEX KOMNLIOTEPOS, BXOIALMX 6 Ak ACL. Takm oGpason,
BT HCOBKOTAMOCTI MPONACHIBATS Mp2BA KAXIOMY KOMNLIOTEPY B OTIEARHO-
©Ta. DTO IHAMHTEALHO OBNSFYAET KH3HE ATMHHHCTPATOPOR B GOMEILYX CCTHX.

B rpejtsnyliem npesepe (. pezd. 9.4.1) Mbt paspeunntni 1oeTyn k Himepre-
1y ¢ IP-azpecar Toakko 1 AManasowa 192.168.8.1-~192.168.8.10, n ecnn &
NPOKCH-CepBEPY ORPATHTCA KOMIBIOTEP ¢ JDYTHM MPECOM, TO B 10CTYNE By-
T amkanano;

D icp acsmss pespemmice o — OMHCHIBIET PASPELICHNS JOGTYNA ¥ MOXCH-
cepaepy 110 nporoxay TCP. TTo YMAIMaHN LOCTYn 38NPELICH A BeeX:

[P

@ niss

cass paspecere e — OUCHBAET PAIPEUICHHE HA NONYUEHTIE OTBETE

MISSES. B creytotticm WpUMEPE TOIBKO IOKANGHAIM (OTESORATENAM IZHO
opaso noayvaTs oTeer MISSES, 2 Bec OSTATMITME MOTYT NpHHMMATS TONLKD
HITS:

alclisnns

172.26.5.0/18
iss_sceoss allow ocalelionts
miss_sccess deny tlocslclients

9.4.3. AyTeHTUOMKaLNa

Suwrs 1o IP-ampecy He TAPATHPYET OT ErO TONTETKH WOYMEIUITERHHKOM.
K TOMy e, OCTAETCS BEPONTHOCTE, UTO KTO-TO MOMYIHT QRSHUECKil 10CTYN K
KOMTHOTEDY, MMEIOUICMY BHXOR B BOEMMDHYID CCTh M CAETBET HEWTO
HeAO3BONEHHOE.

Mne noncaocs pagoTaTh B BMPMS, TC KKIOMY COTPYAHMKY GHn0 paspecHo
CRAUHDITI W3 CTH OUPETIENENHOC KONHMCCTRO. weraban. TTpOBepka 1IPOXOHIa
4ep IP-4pCC, 1 MPi MPCHANLE i IMUKTE PYKOUOACTRO TESORRAO T paCOTH-
32 MOKPLITE PACXORLI 38 CREPXHOPMATHRHBA TPaDMK. IT0 HOPMATELAS CHTYAUMS,
LeTomy 410 pRGOTOLATED HE ROMKEN ML, GeLbICEHnbE IpATYIKH
corpysiamia & Hurcprere. Ha paGoTy MpMXOFAT, amofibe BHITOTHTe cso oBA3aH-
4CETH, 5 He NORHICKIBATS OBOH 419 GOBCTBEHAOTO KOMIBIITEPA.
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JOTHO GesnonesIL: SyMar, FapuITliEC TATONOB, A PEIEPSHBIE KOMMH NOoME:
OT B UPOCTOR AEPERIIINN AWK, XOGETCH SIpock Ty Takik mome: "A ey
Bb JAUAIGEETE CEPBED BREMH OCTYIHMMN CPOTCTHAMH, KOTAD MOXHO NDOCTY
YKPACTE KOMHHO AAHKLIX U3 LKAHHKAT"

Poscpeiian xonma Toie A0kHA BLTh Noa Tiagexnoi oxparof, Jlysie seerc sor-
RIOTZ0RATHC HECTOPAEMDMM CERPOM, TOTA BANIKH AAINIBIN K CTPRLHL fane
Crmxine SencTis

B hacTositiee Bpest B MHTEpIiETe CHOA HAHMAIGT PACKINDATRES YCYI (10 Hpe-
OCTARTE IO AHCKOBOrO NPOSTPALICTEA, CACTAD PEICPBIIYIO KOMMIO KA CTOpORH
HOGHTET, MO/HO GHITh YREPEHHbIM, TO JAHH(E CYAYT HAIEXHO Crisrransl, B
SEAbLIEI CEPRIEQIS SUMTIGIOT TAKHE UGk € 1030ULn10 R A ID-\AGCHBOR, 030V
O cepIEpe HAOPMANAT HE HeHETHET.

MOXII0 C YBepESHHOCTSIG CKA3NTE, HTO TAKOR NOAXOT K XPAHERMIO AAHKLIX Gye:
pisTbETECs, TOTOMY 0 KON APple G HOMONIEIO Gaoel NOBoil TeXHGION
IDisk CIER1 Mreprer-Encicn yOFHbINR 3 octyars it A cBom 1 Windoss
nomysosanenedt, Ha ovepenn i octatsunie crcems. [foxpoBhse o Texonons
iDisk MOKKO yaHaTo Ha catre Kosnasan Apple btp:/www.mac.com/1ilour
four._jdisk htm) (prc. 13.1).

-

P 3.1, Calir, noces s Tessonaras DISk oT KaMTaHAH ADPIE
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AT IDOHCKONM, PEAILHE BTomLL. (o w3 Camis Gosben yrpmen
3070, 416 CONAIMICTAE TPOTOKONOB TANHL(E 10 CETH IEPENHATER & TKPH-
TN BUIE. & CETER0S (H0PYROBAHIE 11OTROTET PO LA AATE CETER (P

Kit Mot 55 TOBOPITH B 27,1, MDH NOTKTOUSHHH 00 KOIKCHATLHONY KABEIIo hO-
47 UGOILZ0BSTLER € CXENK BCE KOMIILITCPSL OBLEAMHAICIER 1IPHYI0 &
Q21 GBWYIO 1Y W KO0, KOTI KIHAHC KONDLTTCPS! TORC CORIMICHIEI

sexay coBoii (pamioBHANoSTs DepEoro saphaia). [Iph HGNOILIOLAHEH OB
U (pHC. 5.2) BOE KOMIbKOIEDE] MOKTIONEHH TOCTIEABATETOO, A NOCHITAE-
SNt DAKET QOGN 160 EESE KON TCPA. KOTAPHIC. NOIPCHAIOTEA 1A Ly1H, &
JETRKOBTEINMBIC Ha HIX CETCOE KITLL MPOBCPATOT AAPECATA: ECAI NAKCT TATPAB-
H 1, 10 PP e, HHAE — FIPOTYCTHTS.

P, 5.2, Cxama cosavkeHn KoMnsTepou "DBL @A Llta"

KOuNLIOTEp GOPAGATIINAET TOALKG CHAN (AKETH, HO ECTEUTH KAPTE MIKET BHAETI.
BCONIOTIO BCE, 1T H4epes Hee MPOSOTNT. M GCIM DY SUTMIO IXORCTE, T0,
BOCHOEHORABITALIS Y IHINTOR HL1a 1pOCIYMEARHE TpapHka (CHHAMDEp), MoK 1
CROCHOTPCTL BCE AN, NPOX/HIAHE NHNO CETCOON KAPTORH, TRE CETH 01N
FPEAKATHANEHEL HE Bab. A T. K, GOIBLIMHCTEO MPOTOKOIOR MPONYCKAOT NAKETH 1+
INpLITN BRE, TO OGO NAKED MOAKET IPOCTYIKETb CETh H BLRBH 1T KOKDHAEH-
UERILIYIO HIBOPNALI, B TOM 4
COSUIIETHC 10 KOAKCHATLHONY K3OCINO BETPENACTER BCE PERE, NOTIMY HTO OO
VMAICRHO W T3BOINET MCPETANATE AQIE b vakehbiyy 1 cxapuer 10 Mourie
Tl A Caeaa TOAKTIOMeNTTA 6 OOLIYIO WHILY 36 BIYKICT ROBCpHS. TTpi Ahixo-

eI 1 IO AGCTY T,

I 13 TR0 0,010 H KOMTLIOTEPOR HOKET KapyINTECR Padons noelt cer, Ja-
MEIKZINC B KOVAD OTNAETIE CHAMACT BOTPOL b HAXCAHOCTU, KO He PELIET 0pa-
fineshn eRapOCTH H HEyOBCTEA MOCIPOSHAA, OBCAYIKHBANA 5 HCIIOIHSORINKN
kol ot

Tipn OB BEIUHCHAN KOMISIOTEpOE MEpet NE1 TP INIOC YeIPOficIB0 x83 (Hub) dn
wwyraron (Swich) wenoibsyerot rononorts "Seesza” (on. pre. S3) B w7om
GYaE KOMIILIOTCPAI € MoMGIIAK s Toll iaphl nOKYYaroT 0THY OBty Todky. Ta-
FAfEXENIA HAJEAHEE H NOIBOIIET PABOTATI 13 CKOpOSTH & 100 Méwric.

Ecnn & newrpe crour Hub (1cticaoe yerpolicme). o masei s, Bptmeniuae ¢ o1-
HOTO KOMILIOTEpA. KOUMPYITCT HA BCE YU AOTKTIOYEUNGC K STOMY Xady
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ac1 §81, porta port 413 363

act sate. 4 s
sc1 8afe porea pat 21 + e
sel Sate ports pert 443 565 + nrtps, sness
ac1 Sate, + yopier
sc1 gate porea part + wats
acL sare_parts post 5535 + wreoistersd sorts
a1 Sate purty post [—
asl safe_pores part + gserhzre
ac1 sare_parts part + filaresor
+

ac1 Sate_purts pax
c1 CONECT meshod COIECT

auliling ALy

310 GHHCOK Npan AOCTYNa, HEOBXOTMMLIX LA MHHMATHHOR PAGOTU MPOKEH
cepaepa

PaccwTpU MEPEYIO GTPOKY. 3AECH 3IAETCA KC1 ¢ Muteen a1, Ta Kak Honom:
3yeTeA THN AGAOKD szc, TO STOMY CHCKY MPHIALIEIAT IO36PY, Y KOTOpbX 1P
anpec coommererayer 0.0.0.0/0.0.0.0, T. ¢. nee TIOMI0BaTNH,

Caenyiowas crpora cosrer ACL-
ZOCTYN K IPOTOXANY, MIOTOMY \T0 THI 3ARHCH Dzcto, 3 NOCIEAHAN NAPAMETP 34t
er nporokea — cache object, 1 Tak nance.

Jlawaitre nonpoSyen samatt cuoir ACL-samce. Jlonyeri, #To n wuneii cem
20T 10 KoMnBiOTEpoB ¢ apecayh OF 192.168.8.1 0 192.168.8.10 (wacka noe.
T 255.255.255.0), KoTOPLIM PASPOLLICH 10CTYD & HrepieTy. Boos ocTamuie
HYRHO SaNPETHTE,

‘ViKe pH COIANMN CTACKA 55 HOTKEb OTTATXUERTCA OT WIEH, IO HIHASAGHY
ZOCTYT 3ARPELLIGH BCEN, 1 (03BONATS TONLKO TEM, KoMy IT0 JeACTRHTELHO Iy
10, WTak, Cposs A BGeX y Hac S CCT, 1 ce A a1 1. Fia chikcra w10 Ko
HLIOTEPOB COMALHM TG C HUCHEN &1ioulzers, H CE ONMGEAMC BYJET Gt
ayou:

ch © HneHem managsz, O o1pENeReT

a1 Allubisers sre 192.169.8.1-192.166.9.10/455 255, 255.0

373 350Gk OTHOCHTEA K THTY sz, SMAVIT, CIONA BEMONBIOTA BUS KOMMHIOTSPH
C AIPECANN, YXNHMH b KIMCCTEE OCEICTO APAMCTpA.

9.4.2. OnpepesneHue npas

TTocne OMMCANNS CICKOB MOKHO YKAIRTb P4BA HOCTYTA ANA KAKIOTO M3 HIEK

 OMOLIEHD CTETYIOUIAY KOMANT

O itep_access prspeussas o — ONPENENSeT NPABA AOCTYNA MO OPOTOROIY
HTTP. B KaxCTac 114paverpa oasoemmsces MOKHO YKEHIEAT atlae (A0GTYE





index-447_1.png
Peseparioe wonuposarute u sacoranoanenta 447,

Lea B BAUER CETH HECKOTHKO CCPREPOB C OAMHEKOO EOrHrypaueit, To oL
PerepBHb KOMIILIOTED MOKET CTYAMTE 3avteHol 217 1uoGons 11 HuX. TakwM o6
P03, OGECIEHEHNE LOXPAHHOGTH JRINLIX CTAHORMICA HAMHOIO ZELICBIE M-
crpoeting Knacrepe.
B0AKOM OfHce & BHAEN OeHb WITEpecHOS peiene. Ha BCeX KIMEHTOKAN KOM-
IHOTEpAX BHITH YCTAHORNENL MANEHSKHTE ECTKWE ANCKY, Ha KOTODHX PAGOTATL
r0ubic0 OC n weofixommmse i daiinst u iporpamiin, Hownwo 310r0 y heex Guun
nonktosens Gonsmme Tuckk eper Mobile Rack (yerpoiicreo, noskonsomee
SIATD BAINECTED CLEMHbIN. AUMHICICTORIOD Kaik/R RESED CHAMAN STH JHCKN
1 JETAN PE3EPBHLIE KONMM HA CBOEM KOMMIEIOTEDE.
Takoid ToRX0R MOTBONAET AP BOSHKKHOBEHHA NPOGIEN G AkeTesom wTn OC GHATL
ECTIANH TUCK W MEPENISCTH 1a SpYTOM KOWTbIOTEp. JU1A TR0 ¥ AZIHACTPATOPD
BT/l €0Th NORTOTOMIENHbIA CHETEMNL GO, OTOPb HOKET JaMEHNTE e
nopuennoe oSopyxoBasne,

13.3. XpaHeHUe pesepBHLIX Konuit

HeeMoTpA 2 netco:tbaomanie RAID | w kitacrepa, pephIIOe KOMMPORAKHE WHKTO
HE CTMEHAT, 1 €70 AC.IATE HEOSXOANMO. Hly kyna (P30 b pEsEpHPObie?
OnuEKILL MENA BLADATN BOCCTRIOBHTL IMNIGIE MOETE BLXOLA W3 STPOR KECTKOTD
e, BOCKDECHTE WHOPHENAID, KOHEUHO A, 11¢ YANOC, TIOTOMY 4TO mHIse
GTEp BN 3 CTPOR OKONSATEIHHO H GETTIOBOPOTHD, MOITOMY A 3471A0 BIOTHE
JorhLIf BOApOC; "A T PEICPEIGR KOTMA?", OTEET Bhin TPOCT (BTPOEM, KAK 1
ATOAEMb 1 KOMIBHOTEN). SANACHAN Sorin JCNACh Ha TOT X TUCK, MO TOIEKO B
2pyTOf pasnen. TIeKOTODHIM TKOIAM C'eHb TAREO OGLICHHTE, HI10 NP TOTOMKE
SHRCETEpiL, KUK ((PIKIIO, CTHOKATCH HEAOCTYTHIBINM KCE €10 PITTENT, 4 HE OTHK
0 b

Ho camoe MHTEpeCHoe B0 BGel SO HETOPAN TO, STO AWK HAYAT PacchifieTecy
e B0CTATORHO Rapko. TaK 3K MOMYSMIOCS, 'ITO OCHOBHOM PISTET Gbin & Hattate
0Ka, 3 PN UM PEREPIION KONMR - s CIMOM KOHIIE. YARE HECKOTBKO MECA-
ek B0 BEE PEIEPBIOBAMR POACKO.IM G AOCTY T, W AT e o
A7 12 570 AL, JIFCK SBIC KAYAN CHITATECH, HAYAHIA G PIINENT, KA KOTO-
OM XPANWIKICL PERPIISA KOMMA, M IOCTEMEINKD WETOPYeNIRE 610KIY NOKPLIH
et BuBuECTEp.

PErEPHYID KOMMIO BCELIN HYRHO AETATE HA OTAEARHSE HockIEn. J10 umer
€61Th KaK OTASTB GGG HKECTRHI ICK, GTT 1Ekn! Ha Hx MAZRIOT He 110 Aan, & N0
AN, R J1OBOR SR IOGHTeIM, OCTATOMI 1070 OGTEMa,

XPAHEHNE 118 (RAEIbIOM 1I0CHTEN 1I03HONNET PEUINTL TIPOSNENH © 05opyaoRI-
BGH, HO HE TRpAHTADYET TaLHTY O BOPOKCU ik Cryxineix Sencrid. Mens
FOPRARIOT GAMUIMCTORTOPH, KOTOPHE ACIONLSYIOT Celldion A7% Xpanenas a6eo-
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00 quick_ahoze_xan o KB — MHHHMAISHA PASEp OBHEKTE, yeTAHEMIMBSIONEAH
Pt OBpHIEG COGARCHHA HEOTKONMMOCTS SEKOHUMTE CrO CKINBAHME f NOT-
HOCTBIO COXPRNHTE. TO NO3ROTAET COKDATHTE TPAQMK H SHANHTEALIG YHeTH-
AT CKOPOSTb PaBoTSy T, Haiipuhiep, IOILIORATC I SATTYCTHY HA CKANM-
TG i un WpOREPKM LOCIAMERMN @ OGOPET cBi3b. G cepsep yonen
GOXpAHWTS Galt, TO MWk TOBTOHON NONWTKE HE HAZO GHODA CKAYHBATH TS I
aiste. JIOCTATONIO WX BIATL WD KoM, Lo YMONMANKIO YOTAIIORIENO artade-
e 15, TIOCTABET ~L, 0k OTKIIOMHTL STy BIMOKHOCTL

0 mice s

xt_pan = XE — MAKCHMANGHUN OCTATOK OFBEKTA, MPH KOTOPOM 38~
et Gyaer upepsana B cuyase obpriea coeaureria. Tlo yyomaumo yora-
HoBneHo staseke |

D meick_abort_pot n— IMDANGIP GHANOMKMCH uicc Ascrt_min 2. HO B AHHOM
€yuaE YKAIIBASTCS MAKCHMATLHET TIPOUSHT YKE MOTySeRHOH HbOpMaUHIE

0 negative_tE1 n mimutes — XOTMMCETAO MANYT, KOTOPME Hy HO KSIIUPORST
Heraras i oTHeT cepaep. HAUDHMCP, NOARORETE I SALIC. K SEARED W 110
2PN By, KOTOPAR MOAET GorT APEMCHIGH, HOJTONY HENES KIWMpO-
BSTH OTBET KA DTNTCIKMH COOK. SHAMEHHE TIO YNOTHAHIGO 5 MMmyT. Eend
T0Mk20BaTeM, OGPATHTCA MO JTOMY e AIPECY MO HCTEHEHIK ITOTO BPEMEHH,
o KOMMY M3 KO He BYIET MGMONSIORATECH, @ MPOMSORIET HOMATRN BN,
safTh ma calit;

0 positive_dus_tet 0 hooes — KPCMA 8 MECAX, B TEEHNE KOTOPORD HYKHO K3~
IMpORATE NGROMITCI bR pesymsTaT DNS-ianpoca. B 3107 IpOMEKYTOR
BpeenH NPk NOBTOPHbX oBpanienunx k DNS IP-anpec Bymer B3T 3 koA,
Tlo YMOTHQHMIO HCMOTLIYETCA SHANEHHE § 4ACOB, B HICTOALIEE PPEMI ST
MOKHO yBeamaHTS 30 24 4acos. Heckonkko net Hazan IP-anpeca uvenn TeH-
B0 O4SHL GCTO METATLCH, NOJTOMY NPHXOIHAOCH OTPANHIMIATY BENA
AR F97POCOs. Cefiwnc BOILIIISTSO CHRTON HMEIOT CTaHuILIR A1PEC, KO-
0P WIWCHAETER TOTLKO HPH CMENE XOGTHIT, 3 XpyNHLE HIOPTATM Sapeicp-
uposany cefie coftracitibie nocTosuwwe IP-ampeca. Ecan 531 He XOTHTE -
nome30saTs Kawpoeanke IP-a3pecor, BCTpoektoe B Squid, TO ORI YeTallo-
BHTE 3TOT MapameTy & 5;

0 negative dns Kl n nitutes  MPOMGIKYTOK BPEMEH B MITIYTA, D IPETENIX
KOTOPOFO HYACHO KIHPORAT HeraTHaHU oTheT DNS~cepiepa. Hon He ot~
e DNS-pec, 0 970 ke BbiTe APOGHCHA © BN CCPBCPOM HiteH, 8 Tic

jirom. TAKHE ROIIPIGH, HAILE HCETO, PEWARIIC # TeuenHE T—3 MimyT, 10~

TOMY OTPHUATERHEH OTAET HE CFOT IEPIATE B K3le IOTBLIE, HHASE BCE 3TO

BPEMS KIUEHTHI HE CMOTYT OGPATHTLCR K CaATy. 5 ZEAN0 STOT NAPAMETP pas-

Hh131 1 DM HYNEBLIM, HTOBb! IONLIQATEAN YOATETH HyKibIR CalT CP3Y TIO-

ene yerparenns wpoacye;
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Puc. 12,5, 3aganie napauETROR HaGnKREWA

TloMHMO 3TOTD, MORIIO S8XTL BREM CAEKEHUS W UHTEpBAT. Hakas Ba KOMKY

Schedule, WoRHO YETARORNTS IH3, b KOIOPHIE HYKHO TPOUIBOTUTE HIGTIOZEMAE

Haxire xonky Alert Profile, 57o6n eifpaTh (i costaTe) oftaH 13 upod-

2¢H pearmipobanng B cly«ae OapyKenr oK, TIPOTPAMM MOKET & TTON

<y BRINOTHATE ereTyiouITE AeHCTEMS:

0 wanparaaTe cooSimenne NET SEND (nenomayiorea s OC Windows s of-
M3 TERCTODLINM YUENOMIELIHNH MEAGLY KOMTbIOTCPaMHY,

upowrpaTs 28YS;
BHIOTHITS SHEMIIOIO TPOTPAMMY HIH KOMAIYS
ompasirTs B-mail-coobuelme;

UPAETO OGP b 1 HKPAHS GKHO AAIAOTA C OWIMGKOH;

ooooao

MCPCIATPYIATS KOMILIOTED (YAOGHO, €cnn HAGM0ueHAE WAET 30 TOKAMLHOT
MRUIAHOR H HATAEHS KPHTHYECKTA OLINGK2).

B nporpavy ECTPOSHA XOPOLIGA CHETENA MPUCMOTRH RYPIVAIA HPOHCIICRLA
GoBbii. Takum OGPAION, CCI BH CTAVHAUCE O SOMIGBIOTEPA, BCETIA NOKHO
YBHETL, “T0 1IPOMCXONHIO, AKE ECTH HE EXAOTER HM OIIH IPODHIL COBMTI
{Alert profile).
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B naxer CyD NET Utils sxoaur cule it yo5han yrwamea— CyI) Caroful
Obscrver, nosKOMOWR ceante 38 paBOTON P Mt Ceprucon. JanycTHre
sty 1 swisepnee wenst ProjectAdi abiserver abject. [iepen ma amkpocres
Ko, Kk a phc. 12,5

PG, 12:5 ©o10 A05aRnaH R HOROro CEENTa, 33 KOTODHM HEGBXORHMO HAGTORATE

B 0akH0M OKFE MOHO BHIGDATS CTEYIOIINE OGLEXTH HaTrOTERNS:

01 Plng — KoMnioTep, K KOTOTOMY BT IRKTSRTLCA PITIg-IAIPOC 4Epes o~
DEZENEIHLLE HTOMEXYTICH BDENEHH,

0 TCP Conneet — noakniosenne k ropry (Hanpumep. 21, IOBEPKA oeyusee -
UIRETCS 1Epe3 ONPETETEHKBIC MPOMEXYTRI BPeNeror. T in COBRMHEHIS He Gbi-
110,70 cephh: HeROLTYEH:

0 URL reguest— URL-anpec. Ecau ot ienoeryne
EpLEPOM Wik YRHSTORER BT,

WasHT neT comn ¢ Web-

Ocranpmsie wosmomaoerH Soumine ovpmray eoenmbrsy Windows-choren, 1 s
HAG 37070 HOCTATONN

Bupas oseKt Ans HaGmomerisa, HaxwaTe kiionky OK. Tlepen sawss oTkpoeTes
1110, 1 KOTOPOM MOKHO YILSTb HAPAMETpbI BEITO.IHAEMOT Olfepatinit (phc. 12.6).
Hanpisiep, 2014 YTHAHTb ing MOXHO YRA3ATS ATNCP NEKTTOR, BCHS cHMTM
IP-a1pec YARTEHIHOTO KOMIIbISTEPa.
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13 Coreagn Adisess - YAMTENITI QUpEC B HOPNATE 12 rups;
) Srats — COLIOTMAC COCAHFICHIS.

¥ 5701 KOMBZS MHOTO LOSMORIBIX TAPAHETOR, M NOTHOE HX OHCARYE MO
yonetn b aivic ciupunen,

i KOSHIY P e s

B GIysHe HCIDE,DIENNOR STy W 110, EHHE 12 APOHIKHOBCHHE B CHOTE-
MY MEMIE R G IONIQULANG 370 KOMHIH IGFKD CHOKETE ONPELE:IT, Hepe? Kakol
CEpBHC TPONIOULTO BTOPKENIE, W HTO XAKED & AL MOMEITT HOCT HeMOMb-
Ears. Hattpitep, €cnH wnoymsnensux nposparc sepes FTP, 1o o, cropel
BCerD, paGoTaeT ¢ JAIANK H MOKET JAKASHBATS CBOH MPOTPANNIH ANA Aasbliel-
DIGIO STOMD I YALINTI, CHCTCMITMC thafet {70 3AmMEHT OT Mpan 0CTYiTa).

5.1.4.Isot

[360T76T APOSMOTPETS OTEPBITLLE AL, KOMALAT AOCTATOMILD MO 1 Wb
T MG 80 13PAMETPON. (KL 115 WH FEPECHLIX OCOBEHIIOETEH — BOIMORINETS
UPOGMOTP OTKPAITALN 11GPTOR, Ll yasaTh Kilod -&

Lsol —

S coneryi0 cefivae OCTAROMTHCH 1 MIYHITE ROKYMERTAIHK) 1O FTOH KoM,
APEROCTABIAEMYIO THITHTON M.

5.1.5. Telnet

MoUORTs Linuix 1 €ro TeKCTONOH KOIICO:1H SISIINACICH B TOM, SO Bbt MOKET
BLOTNHATY 1o AEASTINA e TONLK CHAA HONOTPEACTOEHHO 30 TEPMHRATOM, F0 &
yreieno. HyiKHo TOTHKO HOTK HOSHTRCH K KOMODKITEDY Ha TOpT Telnet-cepie
© MOMOLING T lNSt-KTHEITTa, 1 MOKID CHHTRTLL 47O BAL B CHETENG.

B Windows ONelll Mane yrmamT. enocoBiiX [loTaTis 1 KON ETPOKE, NE-
money B 370i OC HEOGKOZHM ( UIOKO HCMONKYETSA) Tpadrtiecisti pesont. Th
W CNa KOMAHANZS CTPORA B Windows OGATGET IEINGUMTEIRHANH KOSNOKIN:
cTam. ilTa pewncina Tl npofuicka Bras Condn TEpMHHANBHLLE HOCTYR, KOTC-
phif NOBBORCT 1A KAWEI ROl MALLHNC BAE Y, KPS CEPBEPA H PAGOTATS C 1
i, KiK GYATO el CHIATE HENOCPEACTAGNO 1 Cepiepan. HO ITON METO OThke
MaET Curom oL TpadiKa 1 uciih HEYOBER 12 KAHANEX METEHHOH BT

Komanguaz crpora Linox no cpannenitcs ¢ rpadiieckin peskiinon moboi OC
B0ODC e PHOXOAYCT TPAHK A MOHET NPHEMTEMO PABOTAT, AEike MO Cavian
MICHIIN KaiIAM, HANPIMEP, M0 coemmeamsss GRS CoToworo Tenedhors W
2ONALIKETT MOZERA. FAC CRAPOTE TOCTATOHO MAT.

Kux a1y nowscon, wpeypassinoe o0eceanmie Telnet cocTouT 13 Copscpiion
acTh m Kanenesolt. Thpn sanyexe Teluet-copnepa TKpHRAETCH 23 HOPT. K K00
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18 3TOTO €CTh CACTYIOUIAE THPOKTHBLE:

0 cp_port. n— HOMEP NOPTa, KOTOPUR GyileT WenOAwI0RATEY a3 1CP-Tpo-
w0, Flo ywousanio yeraomiena swasesne 3130, Ecan yiaate 0, o npo-
ToK0# 6yaeT 3a610KApORIE;

0 huep_port n-— HoMEp nopm, Koropu(h Gyaet Henomoeatsex ana ICP-

WpoToKoaa, padoTakoero noaepx TCP/IP. Tho yMOTMAKINO MPAHSTO HAYEHKC
4827, Ecau ykasaTe 0, To MpOTOXQn GyeT 2a6A0KMPOBIH;

0 cache_paer ampec = rept cimu—  CepRED, ©  KOTOPMM
MO OOMEnnaTECH WRPOPMAIMER, B KIuECIBE 4,(peca Ykasbindercs v
(1 axpec) copncPe, ¢ KOTOpSIM 11PeficnaracTes ssamoACHeTone, Tlapavetp
kitp_nop ONPEAGTICT MOPT, Ha x0TOpOM Hattpoey HTTP-npokew, u cooreer-
STAYeT MapaMeTpY > port & daiiae KOHpHTYpaUMY Squid. ATpuSyT ico_rops
OMpeZeNET TIOPT, Ha KaTOpOM HacTpoeH ICP-NPOTOKOM, M COVIETCTRYET M-
paMeTDY dcp_port B dndine KoudHrypaunh squid yIarensiofi cheresstt. B xae-
STaE THNA MOKET YKEIBISATSC OIHO 12 CTEIYIOUIH JHQHCHAI:

o paent — CTAPIAAH K HepApXIIL
* sipling — pasHOTAHLE;
* iticast — WHPOKOBCUIATCISIIN,

Thoc1C.Hik HAPAMETP it MOKET MPHHHMTh MHOTO P3NI4HEIX THA4SHMH,
HOITONY M €70 pACCMATOHEATS e GyAeM, ‘TToBbi He TPATITE MECTD A KHTE,
B KOMMEITApIAX, CONRPHALMKEN B KOWPHTYpaLHOHON darine, Kexibil 113
PIMETP TOAPOBHO onHeaH;

D -co_qery_tineon: n— epewd oworiamin B Wwaumcexynax. Uame neein,
EPOKCH-CEPBCPbI PACIOAOKENE) 1 IOKAIBHOH CCTH C BHCOKOFE CKOPOTTLIO OG-
Tyns, AL Gonce 2000 Me Byjter IMIAN. 1 clysse ecnu oTacT He By-
26T noayHel W npumeTcR OSPAATECH B MHTEPHET, MOIEI0NITGML OUYTHr
Sonsusyto saneprKy:

0 cachs_seez_dorain xoow sowen— PASPEUUTL A7 XOCTA PAGOTY TONBKO ¢ YKa-
3aHHBMM TOWEHaNH, HAnpAMep, CTE/lyloutas CTPOKa NOssOTHY Spars s K3t
TOMbKO TO, 4T OTHOSHCH K TOMEHY cam:

Sache_pesr_dorain pazent.tet .com

Bee ocTansHete 3anpockt GYIYT UTHOPUPOBATHEA, ATOGH HE MEPETPYRATS cep-
Bep MHelr PaBOTON. C 1KAMOLIGK) TTORO TIADEMETP MOKHD HACTPOWTS b CeTH
HECKOLKD MPOXCH-CEPBEPAE, TAC KAKILAM GYET OFaettri, 13 cnof Zomerr.

9.3.6. [JonostHuTensHo

FAECMOTPIM OETABINNCER IIAPAMETpH, KOTODSC X HE EHHOT OTHECTH K OpLCaCH-
HSI KRTETOPHAV, HO MPCACTARNSIONHE % HOG USHHOGTS:
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HT06b1 NONATE, 4TO PEACPRHOE KOTHPOBANKE HEOBXONMO, nabaifre pacemoipit
OKHOBIIE CHTYTW, KOF i C1I0 TONOTueT

F Cayuatinioe usueneime wan yaanenwe fafiion

Katga & copuepy NOAIOwaeTeR 1Bl IOIAOBITE I, 11e WGIOWNT 200Ta-
TORIOIO OTILTA PRSGTH ¢ KOMMHOTEPAMI, TO 0YEHR ACTO HeneTbie AT
NPMEGIAT K YHISTOREHAIC S HiX. TIDH NIPABTIEHON NOTHTHKE Se3onacHusT
MOTYY BiTe PanpyLICHS! TOTbKO CaBCTBOHHSE aline) T0A3OBATCA, Ko 1 OBl
MOTYT HMETH LISHKOSTS, 1A OpFaNHSALLEH,

£ Hapywensne padorer yerpoifers <

KOt 4 TOMUKO HESHITAD SNKOMHTLCA ¢ KONMIOTEPAN, TO B OGIXONE Gum
JACKETH 5,25 TOHMOB W KECTKHE JHCKN ¢ MIKCIQNGHEM PEWERON §
20 MGativ. Ecith bgaecTopbi GoLint 0G0 o maTEkHeL 10 wHkhophaLim 1
IGKETAX TOCTONMHO TPONATLLI W3-38 HOPHH IIORCPXHoETH HOCHTENN, C MEpe-
XOROM 1 AHCKETE 3,5 XOJINA CHTYALHA H2-AEHILTACS HE CHIGHO, 4 BOT HATER
HOCTE JKECTRHX RUCKOB N0BHIANACk. 1o KOA Mbl HAULIM ONCPAPORATS THTE
Sajtradin, 10 B OnpEREREnHb HOMEHT A DCAlThIG CIONRHY.ICH ¢ Tipall ek
Henopueltu Saono (Bad Blocks). B atpeneieningi nepron (ipusepia &
ROTONA) MIIE TIDHALIIOS! CEIIWTE TP KECTHX AHTKA PaAIbiX TPOWIBONTE:
neft pasmepom or 10 10 20 Thaite. P GuMo KK aber capanie, Koot
PO WiGOpMALIO. H IECTONIURE KPEVH IATERIOCTL JMCKah R
STEAR YIPILATECA, HO 28 HENWM HARATH MIEATHO. BCErSd eCTL BeporT
o1, 010 K BT s cepos

€1 Cronxnlistre GeneTsng 1 noTepa TexHaKH

He Syacas Souabie 10a0pHTs 0 TCPRAPHIME, TIOTOMY w10 ECT ¥ ZPyTHE NpHI-
et TpaTsI rexwmkI. ECTH ORAARYTHCR 1 Konen 2004 11 1mavano 2005 roma, e
3RMESZEN, ST KA TTAHETA HES WHIET HPCTIONHOCHTS CTPLIKbIE COPTpH3M.
R AMe0 b By yuACTHBIIHECS HAK/NEIINS, Cxepu, TCRICTPICETIAN W
Db, KOTOpBIE MOIYT YHHSTORATE AONA, OfHCH 1 LeMwe oposa. B ecTs pe-
epBHAA KOS, I WA XPAUNTER B XYTOM TODOTE {8 3ToM Mowoser Hiepher)
Ak HeCCpAEMOM Cefithe, TO BOCCTAIIOBHTL AMINLIE e COCTARTAET TPYAL.

0 Xareps u SHaCMHI Hiapyeos

Ka sce Ses 37070, 70 4y0 HIGOPMAUIONAOH w3t B3 ratoporo yre wr-
KYTE HE AEHEUbLA, W APHXONHTCN BEICTPAWSAT:, BcehasMariaibie 06OpOmIen-
Hute pyGexn. KAxoe Cpescro Haille RETo HUOTHYIT A1A 33ULATH OT BPE0-
NOCIHOTO Ko1a? KOHeSHO e, QHTHBHDYCH, HO OHH Fapetanr Mtiunncint
THOBGT WARCETHOTO Ui, Ho Xarcpst MPHAYSHIRAION HORC MTPOIPANAL
©i0COH OFXON AIMKUPYCOR, M AMEHIID GHM MGHOGKT aKCHM@Ibshil
VULEDB. 10TOMY $TO N3 HAK KT elte H)HEKTHEHOND MeTOa Tesenns. Notepy
o oM ¢ KLAGIbI 030N YEETWINRAIOTCN, Ho ux WOAHO CoKpaTH
& MOMONNLIO PEIEPRNON O KOTHPOBAIIIA H DICC AL 113
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OBPIION: iz~ -3 50 LA5.56.11.1% HOT KO 1 CONCTANA € Bl
HOIKHCCTRON 1AKSTOR SHOUNTENEI 010 PAIMEP MOKCT SHUTLAIO SATPYSHTS CoT
1 KOMMLIOIE NOAY'ATEIS. 4 6 NERDICPHIX CHOTENAN JUKE HPHBETH K Bpc-
NeHHONMY OTKABY OT OBC.ysknkani:

— yerananicr pwep negera, 1aupicp. i xoTHTe OTIPIBAIL ta-
KeT pasiepos & 1000 Jaiir, B 5TOM onysse koMatia FyAeT BIRIAZETL pisg -u
1665 1850, 1. 2. B HEKOTOPLIX CTapbix Bepemsx (O Ghin o1eden, 1« mpu
FOYSCIH CIMUIKOM GOTUONO AKETA CHCTEMA 328HCaTa, B HACTORLEE bpe-
1 QOTPCIRHOCTH TAKOrO PORE OTGYTCTAYIOT, 1 ECTPCTHTI, nosiaBy 10 CHETaMY
& MuTepriere oo,

1 HANONCE “BCTO HONOMNTYEMBIC TAPAVCTR, LlOnoAIRTEALYID Mibopmati
19 TT0MY BONPOCY MOXEHO TIOAYSHTS B CTIPABOWIOF CASTENE, BLMOTHHE KOMARRY

@,

He xanaelfl CODEep MOKST OTIHEATHEA Ha 340-aaNPDS. B HEKOTOPEIX CHETEMEX Ce-
TRBOA SKPEH MONET B T HACTODEH TaK, 4TODLI HE NPOTYCKATS ICHIP-TRACHHY, w Y0~
749 0TB€Ta He Gy, XOT peankHO Cepaep PAGOTAET 8 HOPMANLHOK PEXWIE 1 N2
KET ARYTORD TUNG MOXET S0GTDAHAMATS Ge3 PG,

5.1.3. netstat

TR KOMAMIY MOKASHBACT TEKYIIBIE TOMEHNCHMS K Ceprepy. DETyaNTaT o Bui-
IKCIHEIEE HAEET IPHMEpHO CIEAYIOWI R

Bise Tuternet cmect ons /o sevels)
Foomi Fecu-p arieg Tocal Bidzens Porelqs Aodzass  Enate
fp 60 Flemmelfep  152.060.79.10:597 RSTARLIGRE

D Elenowtsbodans 152,160,470 0900 TG AT?

Do HHQOpNAILG pastokena @0 kosomkax. aualire PRCCMOTRHN Kokiie 1t
s

2 becso — GuioButi NPOTOKON. KO10PLL HEROILIBTNICA 1A COENCINA, Haute
ECEID 310Ch MOKFO BHILTL itk WIM %i0;

p
puniholt;

O sout

— ety Guli o6, He CKOTMPORIRRBI N0 30BATENBERON pe:

— KOO BB, HE TIPAIIITHCS YIIEKHbN KONTHOTEDON:

1 Local asorass — JOKUTALIA 03pec OPMATE wescumiz soivops. B kaviecTee
N0PTA MOAKET HCTIONSIORATLCS KiK CHNBOMMHOC HMA, TaK 1 0. B npHnc-
EHHOM BRI TPHAEPE 5 NEPBOH STPOKe MOKATANT HOPT FEp, HTO CONTACTET YT
aneny 21;
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€1 range offsec linit n KE— Napaverpi KowapoDania, Bonm ykasam. wese
tiHe -1, T CEpBE 3ArpYSUT 3 IHTEpHOTD TPEGYEMBI 0GbEKT TONHOCTLO, A
NOTOM GYIET TPRKCIKPORATE TOMKSQRATENND LAYUEHHbIE Rarnble YRE 1 Cob-
eTaentioro koura, Tlph sHaveHH & KHOOPXALMS 3 ATPOIEHHOM oBbewe Gyer
NISPENGBATECA MEKIy CEPREOM B KTKHTOM Gl KOLVMPOBAIHS HA MPOKCH
cepbepe, T. . un MpaNwa MauHero. ECTH YKsIaHo HHCAO 60nee D, TO ProRy
MOKCT KIUKPOBATH ¢ MHTEPHT-GEPBEPD YKA3GHHOS KOMH4ECTBO KHIOBRHT
Hanpisep, noabsosaTeas sampaumaact daiin pasviepo 5 1 MGalit u squid
paspeitieo nogauueaTh 100 KGalT, KOTOphle OH CPRIY XKE MOXET Koutnpo-
Hirh. e YAOGHO, €CIH NOTos0uTeNs He TpepEe Tlepe.tary n H o1 KiKETOH
3AGHPATS TY 1GPLAIO, RH9E 11OTYAHTCH, 4O CEPHCD |OTPATHA TPAGHK 3p3.

9.3.4. XKypHannl

B KoBHrypaLIMONHOM (a1e SCTh HECKOTEKO NAPAVETROR, BIMFIOWIX Ha padory
POKCH-CEPBERD C HYPHINOM (NETKO 4 UTARITCS B TIOGOM TESCTOROM PCIHITOPC)

O cache_accsss_log galin— KYPIAL, & KOTOPOM COXDAHAETEA BCH AKTHRIIGNTL
nomeioeatencit. a usewho HTTP- W 1CP-sanpocu. Tlo ymoauatsng ot
napasterp pancrs fvar/logisquidfaccess.log;

O cache_log pain— dalia 1na xpaneuis OcnomIoR widopyaIHH O Koe. 1o

yMouTMI WerpyeTes /Yarflog/squid/enchelug .

1 cache_stare_tcg qain — Xypua O1CPAUAR HaR OGECKTANI 5 KIILC (yGpaKRY
Wik loMeule, fa Kakoe wpews). Tlo ywOmanMO Ueiomayerca daia
Aarflog/squid/storelog, H v Ge3 HPOGTEM \OHETE OTONUTS JTOT KYTHIA,
VKX 13 KAICCTBE FAHCHAA Dote, HIOTOMY 170 HOT YTAANT TR HATHD CONJE-
UASHLD AUHLEX, 73 H NOA3LL B HHX AN, TOMLKO PACKOE! 10 COXPIHEHAE,

O 109 mine_hdzs napavets — ECNH B KAYECTEE OAPEMETPI YKAIAHO o1, TO B Kyp-
Hate access GymYT COXpaHATLCA 3aranoek MIME:

O uscragent_log  AKYpHAT, B KOTOPOM COXPAMAETSA NONE Jsez-agert 20N
K08 HTTP, CMBic30 & 9T0M NGTE HET, NOTOMY 'T0 €70 JETK NORIEATS, H ti-
ETD NONETHOTO KYPHAT HE ACT, NOSTOMY M0 YMOTHAKIO OH HE HCTONb)-
eren.

B 0. 2.5 bl Gyziem CoBOpHTE O XypranaX LINUX i PEAINNHLX SCPAHCEX, 81

pasd. 12.5.4 MOTPASHO PICCMOTOHM COTEIRHMOE GCHOBHOTO KypHAT Squid —

Aarflog/squidiaccess.og.

9.3.5. PaapeneHne KaWwa

HTOGH A CepBEp MOT OGMERHBATLC JANPOCIMH C APYTNK SquId-CEpEepINY,
PAIICIRA TAKIN OBPION COICPIRROS KL, M6l AOIKHEI HACTTOHTS COOTAETET-
syiouw npoToken
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PeaepBHoe konupoBaHue
W BOCCTaHOBNIEHNE

Te b3 Bac, ke nQIFO Palouacy b edepe whpopMaLMOTIIny Tex1ICROME, YoRe fie
P CTATKHEATMCE G MPOGTEMOR NOTEPH Ramkbix. HO Mbt NPOIOTHAEN YIEnaT:
FTOMY KONPOGY SIULIKON IOBEPRHOCTIIO BINMAITHE.

MUOIHE CHTRIOT, §TO ANNAPSTYDA ¢efi4as HAAEIKII, W H3-30 CO0EH NeIH NHFOrIY
e AETAIOY PeaCPHKEIX Kol TEXHUKR XOPOKIS, HO HA MOWX EIEX YMEPIO yike
HECKQTBKO BHHHECTEPOR, YKPBIEHO W3 OBIHCOB 5 KOMNHIOTEPOR, TOTHOCTSEO Cro-
pen BaecTe ¢ KaGHIIETOM O CepRep. A KTo I Kueneih BemuMX Saluen Toposy
Now York AyMa, uT0 K AM & COCYR OILICTHT CaNONeTL? K10-10 CRisker, o
ki CNABA CEKANOCTHE), Belh NDONTOLITA TPATEXHS, HO Mol TORE HE JECTPEXO-
a0 KecTORMX efic iR TEPPONHCTOR, M POCCH YK BOOHHIO CTOMKAYTACH ¢
san H sk 561 e Bolio GonbHo, Jaxpeearn na 370 (aasa nensss. Heofxonumo
208Th B0, MTOGH AQHHE(E G COXPAREHS! & IKOGOT QHTYALMIL.

PesepBHOE KOMMPOBAHIE — COXPUHENKE BeeX RaKHEX Gniin0B & ApYroM KiTanore
HIH 118 OTAEbHIOM 106HTERE. ECTH PEIYAApHO OCYUIECTRTATY TAKYIO ONepauHo,
70 8 CyE HrpeHEEHHON CHTYAIIN ECTh BOMOKHOCTE BOCETaHOBHTS drarinbt
13 perepBHOfi KON U NPOZOTUKKT PABOTY C HEAHAMHTE LI NOTSPANN.

13.1. OcHoBBI pe3epBHOro KONUPOBaHUA

UroSl (UHIMCOBME MOTEH OF YTPATHI WHGODMA GLH MEHAMATHHME,
HPKHD ATh, OTKYIN OAET IPUFHTH Yposa. TTOMHMO TOTO, BLL JIAHE HPOIHa-
HROTATS JaHbbIE, KOTODbIG Kot SOXPAAAETE. OT STOFO Takment, Kk HACTO Y-
HO POR3BONNTE PEISPRIIOS KOMUPOBAIINE 11 KAKHM METOIOM

CROPOG TS BOCETIORNEMS PAGOTH TOCAE BHENTATHOR CHTYAAW EHCT 07 0=
To. Kax x0poIa Bbr NoAraTORNTech. [606X0MMMO apaNee apoArpaTh BCe B0t
NGKHBIE BADHAHT H KEAXTETBIIO OTPABOTATL MPOLIES TOCCTAHODIEHHA 13 MPIK-
THKE, HETIOJILZY R TETTORYIO CHETENY. 97oGh 1E (PUIIICCh HIYUZTS 10 KoY AEa.
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ABAICICR PKE ME AN YOTAHORKL, W BIOCAACTENN MEI
R MM BACHSST1, WA 1N S,

R

2.1. MoAroToBKa K yCTaHOBKE

Kakoit uscTpuly s yCransgansa r? 5 e movy MUiero ConeronaT, aoToNy w10
Besiop Recrie CTaTes 3 ok, O1IRTE IPEANONTCRHE T0Y, KOFOPHIZ Y0sAE-
TROPAET BNAN OTPEGIOCTAN M MOKET DUINMTL  HOCTAMICHULC  TATAM
B pas0. 1.5 Ml pRceMATpenn HanGoee TONYSPHbIE 1 ATHEIBI MOMERT AHCTDH-
Gy Tt 9 X OCHIBHME TS, STO OBTETHT Bl TIDHHN e MPAEILHUI pe-
e

EJLANETRCIOE SaMCHatItE, KOTOPAE 5 AIREN € 1h, — YETAllaRITAT ¢ Cannai
Cokitll ZHCTAHEYTHD, BRAIOUACLIAN NOCTENNOIO BEPEHG TP W NPHIOCUIE
Med FOROPHIN At BY.1EM GILlE HE D3 TOBTOPATL. 910 B0 BGEX MPOTPANMAX €CTh
DMK, BPOCTO & HOLOH HEPCHK O TS HIKTO elne He dwaer . Kpose Toro, Hazo
UORHATE, 410 UPOSTARNILIE GPEGTES HEOBXO:UINO CBOSBPEMEHIO OGHORTHIE
Eerin Bociiommaonsrace Crapum G peGyImRos, 1o ofsel OSHORICHRL MONCT
O s Capmion RETAK, HE AYaUIE An yeTanomart Cpizy BUE HOBO N ki
AT BHETP Y11 CEPRED & IKCILTY AT

MagTeps yo181onor o PASHHK WCTHGY THIOR MOTYT GTIMATLCR, HO beE OfiH,
GOK AR, HMEROT EXOIME 01T 1 NS 00 OBITEILHOCTE BLMOTHAENES
AEHOTEM HCTY IO OTHIKORD.

Hiras, mpHCTymem § PACmOTpEIiG TPOICea yeTautonii, TIepooe, Q. Hyisiia
CIEnTe, — 50 ONpENETH NCCTO, T GYRET pasiionarathis OC. Be.m y 03¢ -
it KOMISIOTED, ECTRAT THCK H1G PASGHT 141 GCTH, 1 Bl GYACTE MCIKLAORIN
oMo LIfiX, T0 B BPEMS YCTAUIOBKA MPOCT OTEEIHTE 0L 16€ RGE /LK1 yTION
ipoeipancise.

Eoan y pac yixe yeratoniena Windows, 1 st xorHre, o nia Komubro1epe G-
30 cpuoy Age OC, T NPIETCR CICTAT) IECKOALKD TEAONSMREHT. (113 Moro
HYRHO UYE108 RPOCTPAICTED 1A Ak, LIET, 37O e CBABOINIE MECTO T oI
Cxox ancre i uyCrosa s Buwecrene. B MO0 WHCTAATALHOTILLX fep-
SHRX €CT) BOTMOAHOCT WAMCHS TS PMrSICp ANCKA IPANO & (TPOCDIMMC YCTaHOBKL.
B IpOTHBHOM yNAS IPHASTCH moctaobaTLER 1POUpaNOR Partition Magic
(bttpifww. powerquest.com/ prrticionmagic),

anyerime Partition Magic. THBHOE OXHO DPOPPAMML B MOXCTC YAHLACTE i1
pie. 2.1, Cena nexoATEn AEPCEO. B KOTOPOM OTAGPIKAIOTCA BEE ALCTIE AUCKE,
SCTZHOBIEHMBIE N HETEVC, B ks COYNGE HHEETOR TuulbkO DTN ACH, DFYTPI
XOropary comuar ockoBiof praaci Ci. SEMMAONAT NOIN0E TROC PAHCHED.
B upinofi aCTH 0KHA €CTL TPATUHESKOE NPECIAIEHE COOTIHONEHILS SRHATOND
(oTaBpanciercs S07Ce TCMUBIN UESTOM) H CBOGONIAR® PG TPANL IR, § PAWKSX
KOTOPOIS M MOKHQ OCBOBORITI b K
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JITENNOTO AOCTYN PASTHAHEI PAPABOTIIKOB BXAMOIENETONTE ApYT € py-
0 1 KULTEPIRHBAIOUIME. UECKOL® METOAOB NPOBEKH MOZIMHOCTH, 2 TAKKE.
SO M CIHPORAITHY s, B DGNWX HCpIE I yINIENHpORAIAE (12 TPHNEpS
FTP) B6rnauiT CTCAyIOLIAM O5pazo:

T Ha KIVEUTCKOM KOMAIOTEPE HA Opexenessos nopry (vonouna Tlops 1) vkt
UKL SATYCTATL TPOFpAMMY A1 oA Tpaduka. Tenept, vyieeTo
0P 41TOS] NEPCIBATS ARNHMIE Ha YALICHMMI KOSTILIOTEP, Nbi ACIGEIL € N
aousio FTP-xaventa mojcosmmutic & Tlopry | ceocra KoMabioTeps W Ha-
ADABTATL JATHLIE NG HEFO. 3 YAE T4 OTKPLITAR TPOTPANIMA WS J3LNGPYET 1
NEPCAACT MO CCTH 1 AAKDAITON HLG:

01 W0 YRewION KOMILIOTEpE 2 OUPEEIIENUGN 110DTY HIYGKDETEH Ta 36
POTPaNA, KOTOPaR ADHKIEMACT TAIHAPPOIHHBIC JAHELIC, ICKOTAPYCT M (c-
penger 1 b GTpLITON igae A2 nopt FTP-cepyepa.

Kanan:

Onperuie gamse

[ r—

BawigpoBanse sk

Vitopar

T Seusposermuie aevrna

Rewstppoesme

Ovipums pansn

Copsep

Puc. 54, tinbposanve xarana

Ha pHe, 5.6 n0KanaHO, KK IPONCNORNT HbpoRIHME Aasi. Tlonynaeres, 1m0
B DAKCTH AZPCARNOTES NEPED NOCPEMHKIA, KOTODHI KOANPYET AaHhbie. B Hi-
Cramuee opews RaGoMee  PACODOCTPMICHALY  RDOTOKONOM  WHBPOBEIME
senserea SSL (Secure Sockets Laycr, nporoRai umcansix CORCTOR). O 3ape-
KONCILO1 GO K2k HERCAHOE CPEACTED OBMEHA ABKHEIMIL 1 YA MHOTHE FO36
BUMGET TpaRIBKIAN B HHTepHere. HATpAMED. KOLZa Mt HOKYIAETC & dMCK-
BOHHOM HFDIHE KO- 150 TORAD, T1 MDY 1CA (IIECHOL COBIMHERHE
¢ cunpoBaHEN, rrOft HA OTUH HA0YSLINEHHHL He CHOT NOCHOTPETS WHGDP-
MALIIO 0 KDGANTHOR KIPTE. [ MOMCHT TIOKTHONEHIH K cepscpy Gpayaep duToMa-
HOICCKH TANYCKAST HA KOMTBIOTEPE KNKCHT NPOIPaNMY IMPORAINA & SCpes
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AYTENTUGIAUR 1€ PABOTAET, S0 SQUid HACTROSH Ha PABOTY B NEO3PAYHON P

Okt y HEEWIDHX PAGOTHION OKATAOCH GORBLIOE NDEBHIICHIE TPAPHRL
DBpOTE G HIMEIO YIHBITENSHOTO, HO HACTOPEKMBAND TO, 4T T TOBApHID Bt
1 8 oraycke. KTo-T0 NOSTeNbiean <y Kolf Apes ¥ HONONL308aT cnyKeGHsd Hik
Tepiter b CBOU UETAX

rOBuC nut BE CrOKY:IHEL € H0/0GHOR CHTYarueh, HEOBXONMO NpMERTMBITLE
He Tonkxo K IP-aapecy, O H CTPOIL AONCARITENbHYTO IAIMTY HEPC) MPOBEp

e MOML305aTEAR K napoA. JUTA ayTEHTHKALIA HEOBXONAMO OnpecIH
N —

€1 autrenticate progran nparpae dafit— JAISCT MPOTPEMMY AYTCHTUGHG
WA (RO YHOMISHIO He YCTaktaBAMEeTes) 1 (baltn naPOTCH. Ecan wuc XOTHE
HCRONE3OBITS TPAIHLIKONFYRD TIPOTDEMMY aYTEHTHOMKAINI POXY, To MORH)
VKEETh SIICTY LYK CTPORY:

authentieate progear /use/1ib/sauidfacsa_auth Jusz/ete/oasswd

yms x uporpasuse

_auth & naWed CHETOME MOET OTHRUATECH

UrofSer WGIIIAOBATE BOSMOKHOCTH AYTERTHAKER AR IPIKCH-CEPRCP, Y M
203K MPICYTETBOBATS K0TS Gt 0AKa ACL-3anHE5 THIA proxy_auth;

O authonticare_childzor & — ONPSTENACT KOTMNCETRO IIPATACTIIO Padorad-
X TpoLeCEoR ayTenTHdwKaUAN. ONUH MPOLECC HE CMOXET MPOUIBODB:
NIDOBEDKY HEGKANLKHA KIHEHTOD, MGSTOMY SCi KAKOH-THGO GOALIOBHT
MIPOXOIUAT ay CoHTHMKAUID, 10 JPYCHRE HE CMOTYT NalYSHTS jioeTyn & Himes-
nety uepes cepeep squid;

O authexsicato bl © honr — CPOK (B WACHX) XpAHEHMR & KDILC pesyIcTan.
ayTermmiann, T TESCHEE H1OTO KIEMERH I0AB0RATE L MOKET PaBOTETs

e3 naeroproll nposepkk. TIo YMOMIZHMIO YeTattonert | 4ac, HO Cais BeexsH
HEOpADHALILIR DAPDIIL, TO TANMCE YIATHETCH 13 K3

O aurhesticate ip_t1 O secord— caimiater IP-RIpec ¢ ayTenTHuKave
HEOFXOAMMO YCTAHOBT U, TOBH! NOTL30BITEIM HE MODTH BOSI NSNS
MM ¥ TeM e NaponeM ¢ pasiix [P-azpecon, HOKATapeie wverTh: cuute-
10T, T MOKHO TEANTECA (1APOCH ¢ ZpySewh, HE CTONT STOrO aenars, num-
My 470 30 To oTeUaEY aMHHMCTPATOP. Benk B aweh cetn ecro dialup.
OML30BATN , HOZKITOHIONGHECS ¢ NOMOLBEO MOTENA, T TG FHAUCHHC MOR:
O YHCIHUKTE 50 60 CERYHI, HTOGM DA prspLHC crscin Gbia BOIMODKHET,
LcpeazonuTs. Ho oo npi hoaknksenus Dial-up HOnonuyloTe Alnase
weciae IP-aapeca, KOTObIE BEAGIOTCR NPT KEHIOM COSAMIISHHK, H HET (2P
T, UTO HOCHE ROBTOPHOTG FAOKA AAPEC CONPRHHTCH;
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1.1.7. Banom naporei

KOUAR BIOMIUIX IHTETEH POUUKITYTS § CHOTCMY, TO 08 HAIE BECT WCTOB3Y=

€T 02104 W13 CACTYIONEX Crocadon

0 €271 Ha K yEm Seprope yKE LI, aRKayIT (IYCTS 1 FOC1€R0M), TO NIy
ONITTECK TOIATE €70 pan;

T ONHATE YUETAYIO 3ANACL KOIKPEIIOT0 NOOMTETS;

T by AT RAPONCH H EOCTONLAOBATLEA MyKHMH YHETIAINI TATHERM

JUSIeC GCM BATOMIIHK IOBHILIAET CBON NPABA B CHOTESE, DH HCC PADIIO CTPCMHTER

OBRUCTH AOCTYN K Y © BAPOARIL, GOTOMY HTO 370 Tosmoams A0TpHTLC J0

ST FaiCH ToT (413 UNIS-CHOTOM) 6 ROTYIHTE NOAI RAIA 113 CHTTENY,

1o napanst satmppasanu, @ b aysmen cryiae oxHO SyaeT yeAjcn, hashe

SEMIMBL KDTOPBIE ABAAIONGH Py, R 1 HEOTPHTHINOIT WHGPPOBTHUA TTApeA.

KoM 4aMHINCTPATOP JABOIT HOBOI0 L NS0AICHN B CHETENE, TO €ra fapodh
st Beero mwhpyeTes ¢ nomotbto anropuTia MDS, 1 €. e noancasT mentid-
poke. B pesylTare wo.ywacres hash-cynva, KOTOPAR ¥ COXPARACTER & datbic
viapaieh. KORma AOuibsml e, BHOIUT PR, T0 01 TnI0Re WbPYETER, i pe-
ST epanusacTen ¢ hasi-cymoll, xpanitelica s e, Fean st con
1T, TO Nagah, BBech nepro. () xpancnm napoieii B Linux wi ce norosopuyt
8 pazo. 4.3,

TaK waw OBPAIHOE HpCOSPEIOSANAC HCHOSMORIIO. To, EpoTe Gkl 3 HOACGPITs A~
potb 214 hash-cystntss Homba. Ho 570 TTbko va ucpewit sirnan. /s nozsopa
SYUCLIYCT MO RpOTPAMM,  HANDEMCD, Jobn e  Kipper (httpsf
sewss.openwall.com/jolmd) w.m Passwerd Pres (htipz/wy.insidcpro.com/).

Tloseny 114 i1 Tk CHOBOARO AT 3 MR ICPIICTE, a3 QiH RO3EONARDN 210-
MBILIEEI K BOPOBATH NapOTH? TkoGin IpOrPANM MOET MHCTL KIK 101N
FRAMIILG, 13K OIDHIATELHBIE ¢TOPOKE, HTO Z€NEIb, COlit By A6LITH 1apoal,
ABHHCTDETONA, TU1ve AT NGE PETOP YIORHACH e criian gan ero? [lepeyeta-
HIBTHEATE CHOTEMY? FTO N0AID 1 WORCT Sponiiie 1nepelt ey, Hamworo
ApOUE CHATE KECTXIH IMCK. 1 IOTITIONKTE K APYIONY KoMTIbITERY (Win npacio
SUPYSILEH ¢ HWOKETE, YNEKNNER WHITo WDRY HakINYK GICTEMY), ROTOM
E3ATL LT 12POTEH 1t BOCCI Aot S TCPANYO WP

1.1.8. Uror

Kakasii BATOMULUK & CBOEM APECHANE HNCET MHOOE! 50 MO8 K100, KO
HEGTEO KOTOPBIN SABHCAT OT ORLITA, UeM HCKYIKCHHEE Xaxep, Ted Gonbine Bapiatt-
OB o1t COTMPALT 1t OTpAOATIABACT 1 cepnepe. Onpescms OC 1 sanyuleninse i
SCPBCPE CCPEHCLL, EMOMILMK HIIUHACT HOCIEI0BAICNLHY HCNONLADEAT), MiBCeT-
i vy WS AraRie
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YA 0BPATON, MIOBOH KIMMLIOTEP MOKET BHAETE NUKCTLI APYTHA YuBcTH ks
cemH.

Kounyrarop !
wonyawTpaTap

PuE. 53, Cranie nosANHHIR KoWToK 6508 “38eaa

B cayize ¢ somy ranopo (fonee nurerRTyATSOC YETPOfcTIO) naKeThl GyAe
BICTE TOARKQ 10AYHATED, NOTOMY 4TO Swich ameer BCTpoessmsie sosvomocT
MAPIYTHSALINH, KOTOPGIE PEATHSYIOTCA B OCHOBLIOM 1 poBe MAC-axpoea
(Media Access Control Address, yipanicime T0c1ynow K cpeac), KOTOpLIA Ras-
WIGT USSECRAN ATPECOH. BTO 48-PapRAHLIN CEPHRNLT HOMEP CeTenom agan-
TSP, TPHCHARACHLIT MPOVIBOTATCNCH, OIl YHIKATEH, TOTOWY T ¥ K&k
WITOTOBMTETA CHON /NRHIu30N AECCon. K Keomaowy IOPTY KOMMYTITOpR TIONKIG-
HeH KOMTBIOTEP C onpereneitbii MAC-u1peco. [lakeT nanpanmseTes TouLko
1OPY 2CCATa, W APYIHE YUACTHHKI CETY €FO G YBUTAT.

CHUECTsYIT KOMMYTATOpL, KOTOPHC YNCIOT YNDRLTATS nepenaucii ha yposks
1P-eapeca (rotwsecalt sapec). ok 310 ACHAIOT NapmpyTseTOpS {rovier). B oroy
YA AKETLI Gy AYT OTpabTmCa HOXO/N W3 JOUHICERIX, 3 HE dariicerns v
PECOR, M KON TATOP &3AKET OFLETHNATL LIETHE CETE

Ho 260Ke © Gny4a¢ SCTIOTIONIUNA KOMMYTATOPA CTl BOMOKHOSIS BPOCTyLIAry
Tpatbun na cCpBope. TAKo: NOOACHHE AC) HUROTY FC YCTPAADACT. GEOBCINIO UpH
PBC ¢ ROMIICHLINETLbINY AdHHENI.

Tlepeae: maTh CYUIECTRYICHES NPOTOKOME] HEPEAITEHD, TATIMY 'TD HTD HIKILIHD
# B iCKOTOPLCE ey 1PocTo gm0, Ho Guo iaiiteno donce yaosuo:
I YHABCRUUBIGE petiisane — patisens (inncling). msO 1N 1IPOIpaAa
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BETH 01 B HCKOJRZORANME 1OTOBHATO MCKA KIHIIKON AOPOTO (AT MIMED. 116-
APHEMTIENE ETPATEL H TPAHK U332 BO.ILWOTO KOTHUECTA AHHBIX), TO O 20~
APARNOCTH [1€3€DBTIBIX KON PHISTCA M03AGOTHTER CAMOSTORTE KO,

B kadeCTBE HOCHTENSH WABOPMALNI & HECTORINEE BPOYE MOAIIO HCTIONGI0BITE
Guemite koeTRve qwokn, Mg b, CD-RIRW, DVI-RARW, amexn
JAZ. ZIP. BuiGop KOHKPETHOTO HOCHTCTA TABMCHT OT PAIMEDa aRHIIX i HEOTSO-
WO CROPULTH [eTepBMpOTAHHA.

B WHCTORNICE TPEA IOABATACh O4CISL YIOBNME BIISILIME BHIMCCTEPbI. NOAKTIO-
saose o USD wn FireWire, Takite AHCKR 6Tk TEPEHOSUME B uelon 0.1k
woil paswep. B DOMIWKNX YONOBHAX 3 MCOTHAYIO WMEHHO TAKOM HOCHTCTb.
CBacarian G SN IMIE & HOYIGYKR W AKECTRINR A

13.4. MonuTuka pesepBuposaHna

Or Taro, Kax et GyaeTe PEIePRAPOMTI JAINNILE, HIBHCHT CKOPOCTE MPOBEZEHHA
QlicpAIA i HOTEPA H0C1€ BoCCTaNORERMs, EC.1n idlopHanms ma cephepe Zahn-
NOET COTIN (UraBATTT, TO HEOEXOMUMO JOCTATONHO NHOTO BPEMEIN 1A 28 KOMIpO-
EAlE, 4O BLIIOBET GOTBIIYIO KAIPYHKY NPOLECCOpn. EGAn GPOLEIYDA BLINOAH-
€TI0 CETA. TO W KAHAN CB3H GYACT NEPETpyRen, 4TO CICAICT CCPHEp MEwee
TN,

BaLs 32430 OPraMIOBETS PESEPEAPOBIHUE MAKTHMA LHO HpeKTHRHEY MeTO-

AW, HTOBH OHO HHAMANO KA MOAHO MEHNITZ EPEMCHE, H ADH 3TOM COTMBANICH
ROMHA KX HEOTXOMMMMIX AN

TIph (U1HHPORRHALN [SCPRMPOAMIS ol JDIANES YHHTLITATh, 10 CCTH NPONTON-
ST TONOMKA ECTKOT0 JHCKS, TO BOE MIMEHERTIA. BHECERNBIC © MOMCHT €031a-
s 310¢ 1€k KomW, GYIYT NOTEpAHLL B CRATM C ITHM HEOBXOAIMO COXPAHAT
EEKHEIE AAHHIE K1 MOHO SELLE, HO GDH STTOM HE 05ARITh, O YTO SOCTATONNIO
KA ApONeCe TN cepaep.

ik, KOUBKO HOGHTENER WHBOPMALIN KA TOHATOGHTCA, ¢ KAKOR HAGTOTOR 1
KK X ACTOTEA0BATS? 310 AZBHEAT (7 MHOTH (paKTOpOY:

00 xpanamasca wuoprnm;
3 sacTora waveHeNNS AaHIHY;

3 HanHHE BOSMOXHOCTH PYUHOTO BOCTAHOBTIEHH GOTLIIOND KOANHECTDa none-
pANILX 286G

O sakEALIOE BpeNA TPOCTON (RETOCTYIIORTH) SepRepa;
O saTerops HAHGOIIEE SRETO MERHIOLTAXES TANELK,

HITOT CTHCOK MOZKHO TIPOOMAHTE, HO Mof Ui 3TOX NI0KA OCTANOBMYCA, A TPOCTO
HaHEM PreOHOTPERRC. HYKHO METKO ce6e TPeneTan mrt, Kakhe ATHHEIE B chete-
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gavirc svanac v none Connection. WIopyaIma b e SHAIC Cba oy
it nonosayeTes mporawon SSL 3.0 RC4 ¢0 128-Gamioft exenort s s,

G|

0 Sahwet e

P, T Tt Pscs Py
[T

Comeckr: 5130, HCAsan 128 b ancycson i A
St b

P —————
IRLI iom-21348 >

.

Dased kv
Modind kst

Covie

coxs

Puc. 5.6, Coveraa AokyhenTa 3 Iteret Explore:

5.2.1. stunnel

BOC Fin jurs s o semmdiponainna 1paduias sane neera wermy
erce 1t pamyca stunnel. FO 9rd TO4,K0 OPEAHWAYET K@t w KHCTYICT HOCDEIL
HIKOM, 2 LT CRMOLD KOTPOBAHIA HOMOTbBYCICH Take OpenSSLL 105ty b
GOBLUMHCTLC AKCTPIGYTHEO LUNLY, 1 MOKHD HATEATECH, T OH Y BIC JoKe No-
Crage. G HET, TO 970 NETKO CAETTE ¢ NOMALING YETAHUBKIS CORTBETE thyio-
ero RPM-NOKE 10 € HHCTLTSMORHO sk, Bojee NOAPOSITyTo tpopsenisio
00 OpenSSL i NoCAEANHC ORMORISLIS MOHG 1T 114 CAIG Wewsw,apensslorg,

B cotioby Open$S1. 10/I0CHo npHMENCIHe AP KOS OVEPITOND T Hakp

0. € TOMMILIO OTIPLTOCD KTI0%A MOKHO KOUILKO 40KGIHPOBTS ALIHBIE, HO
T8 PRCUIDPQBKM HEOGNOIM SAKDEITHIN KTIO, KOTOPHIIL KAXOIMTCS 12 KAKENTE.

¥ wporpanese OpenSS1. i stunnel 04eHs NHOTO TTaDANETPOR, H PACCHATPHETE S
e wase He Gyaen. Jlywlic pIIGEpem DAL MPIVEp W MOIIKOMHME 3 150~
B HBTO UCTOALTYCHBIMI APFY VENTaNH






index-232_1.png
232 Tnasss

126 CEPBCP MEPEAGET SAMBPOBIIIILS AIILIE U TOMYHIET OTBETLI B HKOTHPO-
natow miie

Honyuenes. 10 uipomiiue e HAwCIC! WATOKDN, 01 OCTACTER Tem e i
Mt TCPAIP, 6pOCTO Ha CTOPOHE KTNEHTA U CEBEP TTORTACTER TOCPEIH KN, K-
TOPLIT KOANGYET # ACKOBAPYET AUALLE. MCRONI00IHE TUKIN) METOAD OMEH:
YAOBHO 1M, L MR 1PONETL TPAGIK OGO UPHIOKORE, ECH b kPRI
TDAQIMECKON QAFOPHIME DYAET MAASHS CLGUGKA WA BHECEKbI KiHECTRSHINE
OONPABKI, IATPHNEP. HMOALKBANNG SO/EC MGG KON, TO e IR Bic-
T IANCACTAA B CAn 1OTOROA, TR r0uHD OFHOEHTS UPOIpANMY # BCE HOBUE
BOSMOKHOOTH CTAKYT A0CTYTHEINM.

Bagesaripus ipviep ¢ Web-cepncom, ke10psii paiciacT wa 80 nopry. He oo
Bepe MOKHO JATYCTATY NPOFPAMMY HupoBaLMS B 1080 n0p1Y, i ke AaHue
KOTOPUIE GYAVT MPHXO,HIG 1 HeTo, SYAYT aCKOIHPOBATLCA  MEpEIHBATLCA
80 nopr. ke ma xeTite MpeiiocTaRBML A0Sy K Web TOAGKQ 1o nporaRony
SSL. 70 50 0PT MOKIIO 30KLITE OT TOPIKCHKA HIBHE CETCBHIM KPIHOM (0 paice
T GETEROO DKPAN Mbl TDAPOTHA (OBOPTH B 21.4), 1 PUIPEIINTE TOTLKO MO
KO © Cephepa wHpOK .

Aapech caliTon, KOTOPHIC SHINUUICHTL CTEMBILILING KIKMAMN, TASHIGITCR ¢

itlps:”. bywia 5" KRG iy A TORODHT O o, 1T COSAMIIGIE FEI0ACHO. | [oMi-
MO STOTO, M HO:UCLIOYEIHIL tepes OBOIPERTET, © ukTHOMEHHbN SSL. 1 Apagex
HUAKIIEN YCTY ONUA, B CTROKE COCTORMNIX TOXTAETCR 1asor. Hanpiviep, & nony-

amptias Sprysepe Infarnet Exploscr oTo IKKTOREANE RUGA4ETD TamK (pie. 5.5)

=
5 B

Puc. .5, CT93¢3 G30TonHun Iternat EXplSrer n Ge3GNACHOTE CoeAMAEHIS.

Ho 5107 ooswasnreb sl a0k 2uke B Internet Explorer nossaseca He nee-
e, Foioe To'Ho ONPETETHTE 141 HCTICIG3YEMATO COBARHERIE MOKHO 1C CRof-
Crne ey enTa. BoTsHAHETI0 GPayIepOs NMEKT KOMBRY TPOCNOTPA Ca0iT
SVPYRCHKONL CUPRHAILLL WO Bhs0By KOTOPOH MOKHO YILIETH K noflONbIYENc:
wnbpceaine. lampuvep, 5 liemel Explorer neodxonm wadpam, mew
eiProperties (DaiyCnoiicria). Hepc bima OTKPOCTCA OKHO, Kak ha paS. 56,
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0 auchenticate_tp_rtl ‘3 strict rapascp.-- SCTH NapaveTp paBeH on, TO
seTyn ¢ Apyrux IPaapceor sanpeuwici, uoka Gpews, ykasamual b

e, He BblizeT.

authentioske S

9.5. 3ameuanus no pabore squid

CENAC HaM TIDEICTOMT HEMKOTO OFOBOPHTE O KEKOTOPHIX BOTPOCAX. GE20MECHO-
M CEPOHER SIUId 1 AOTIONHIITG TbHBIN OTMORHOCTIX, KOTOPHC MOFYT YEKOPITTS

pabory B Hereprere,

45.1. BeaonacHocTk cepBuca

Korya 2 BTepBL(e HAKOMITCH C TOKyMeNTAUSH 1A Squid, TO Mne oent ot pa-
BUHGD GAGAYOUIIE 83 (APACTPE Carte ffeative nser K ce

rocp. ECItA Squid 3a0y1EH OT HVEHH ATMAHACTDATOPA IOOY, TO WASHTHHKATODH
NOAKIOBATENA 1 FPYIIIS ByAYs 3AMENCOb 113 YRR 1y 1Ty, TTo
JHORAHIIO YCTAHORTERG IHAYICHHE WICHTHOMKATOP Suid f1A NOTE30RATETS 0
oy

- efincrive

cache, afective usmr agic
sache ptkect ive_geour squid

Taste 06pazom, squid He ByTer PaOTATE G OPABAMA FCOL, K (DK MGTKITKE Gite-
T4TL 370 GEpEIC Cal TIORYHT CBOM Npaga 20 squid. He cTowT swemusarsor, Cep-
ey squid HG WECT CHBICHR TandT GBLETO, UQTOMY 1O €y AOCTATONNO 1pak
DB 1A TPEKTOPHIO € KoMten

4.5.2. YekopeHue caiita

Cephe squid MORET YCKOpHTS, FaGoTy OTpeaenenIioro caiira, dyIIKLHOIKPYA kax
hipd-aecncparop. FIs OO HEOBKOMMNO YKASIT, KOK MUHICYM, TP TAPMET-
P e HOPCHPYEMOTO CEPICPA, KITOPLIH HAAO KANMPOBAT, EX0 ROPT W ATPH-
€T cepBepa, KOTCPHIT HATO YCKOPHTE. FT0 BATACICH ¢ HOMGIHK! C.CIAX
rpoxTH:

3 hecpd_scoal_host. sapme — 2ADEC PERTEHOTO CEPBEpa;

7 brcpet acce_poer_rop: — T Web-cepoepa. Hale BEOT0 10 TOPT 0 yxon-
satiro (on pacen 80), cein HE ywazar Apyroii;

2 herpd_seca_uses_hazt_heade: rapaverp— 1ITTP-30r0n0soK mxosaer &
cofia noae Host, ae npopepemoe cepnepon syuid, w 71 MORET ORAAILLE
Bonuniofs b0 & G230MACHOCTH, PA3pABOTIH PEKOMILIYIOT OTRINNATS 31y
AHPEKTBY, YKAZAB B KAMGCTEE MAPAMETPA MIANLHAC ot+, BRMGUATS €€ Heob-
XOmwo, e Squid pABOTAET & MPOPAIHOM PeMe;
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SIME HCEBOIMORHBE Mporpuibr-Tchie. T T0 KaK [3 cambai onactiuii rapi-
1. Lok OMSHBAE IPOFPAMSH K GTKDLBEITT NOPTUR, 1 PRGOTROT € CETLIO
(1. &, 11e MOFYT HAHOCTR YIepS Ceprepy wmiie), 2 TAKAE 1le JATMYRMOTSA B M-
T, (U CTRPTE H ¢ RAMAI 2 [POMIBOMIEILIOCTS. 10 CCprepiLse MprIoase-
N TUDMOIAT SHETEMY. W Kot THIG T AEMOR — 10 S8 10 BeR0f acHoS T,

S pexavenyio acranioskT, cuol BuGop na myiiTe Paspaboric, 1obul ¥ ac
61,14 HCe NEOTXOAMMIE ROTMORHOCTH SV HINNCANES RIOFPANY 1 PABATE: € 0
KYNEUTAMH. 10 [P JTOM B KOVINIGTEDE 116 FETRIABIARANCI: CPICPHGLE MPHAG-
ena, 110GTe OMPEACIENHA THITA WICTAMALAN YKAHTE N¥:cT BRIGOpOuI0 BIA-
3y 0X1G, 370 AOTOIAT 14N BITPIT. IO HTEINLHO TPEBYoMIE MaKeT.

Tla CTEAyIOLEN J(ATE Mb) YOUAIS CTUACOK BCCK KOMMONEHTOB, KOTOPHG MOTYT
Geitt, yoraoenest. TIo yMOIA0 B CHHEKE HET BUASTEHILIX CCPESPHDIX PO~
spasst (1 e Maso). o eC TPANEE WIBECTHO O 11OGROTMMOCTH KAKOTO-1HGY
COPBEDE, TO MOKFHO €0 OTMETHT, HTObI (K WBTOMATHHSCKM YoTaRoBCH, 0
MYCTHS, Bt THAETe, 4TO BaM OGAIATETbHO NOHAIOGHTCE Web-cepeep. g 3T0r0
e ecera usnonysyior Apache. LIRIHTS 1 Aepere KOMMOKENTOB nyHKT Web
Server, pAcKpofire 610 H NOCTEBRIE ra0Ky Hupoks apache (ocuonse daiis!
cepuepa) ¥ apacheeonf (npo:pamya nacTpoibes). Tomu 8w Gynere scat mpo-
spaat o a3sike PHP, 70 36ch Ke MO BIGPTL BCE HCOBXOINMBC KOMMO-
HeFiTb N9 TaKOH PAIPASOTM

He fuwanefire Wpewenin n (pok Ieeh o KEC ANEIONNGA 5 CIHORE TaKeT
BUGEPHLC TOMKO GAMOE HEOOSOANAC, BIIOCIERCTHHN B MGG MOMEIT bt €10~
ek puctnpin BasorcHDCT. TIOMHHTE, 4O ¥3KC 118 TTAIIG YCIAHOBKM Mbi 58
ena/ingem dhyibaMeHT fyymeil TPOWSBOTHTETLIIONTH # FE30NACHOCTH CHETEMLL,

He yeTananHBaie a0 IAKEED. ECIN i 112 DOAYETeLl, KAKOMIGD 1p0-
FPAMMO, TO, KOHENHO Ke, HE BYALTS LTI 3a 02 OBNORICIMAMM 1 HE CTAHGIE
ATHUMATECA UCHPALTGHHNH OLIAGOR. [INA MOBLAICIIAA CHOWS. TPHEHTECHI X10-
YMHTEAH:IK CHOKET BOCTIOTLI0BATLCA M Takoll NpCTpAMMOIL. Tawst 0Bpason,
Bbi CTKPOETE HOPICTIRUIKY ABEPE XAKEPY.

Koraa mui mesfiepere Bce HCOBXODME MAKCTHI H HkMerc kionky dasee, Has-
HETC 1 NeTIOCEICTEEHIIOE KOMHPOBZHHE HA KECTIM AHCK. IO HMET 1ocrae
TOUHD MHOTQ RpENeHI, 103TUMY MOKHO SIpHOTOGHIb NGLIEIKy Ko K JWK:
YEneTs NOCHOTPETY KaKoTi-HAGyab NN

Toka WICT yCTALIOBR, TOTOROPHM EILE HEMHOTO OB TTOM 1POLIECKE, TTOBEL X M-
NeRIY HACTPORKA CHETEMBI Bb1 Bhui b RceOpy M. ALMyCTuN, TG & Bauieit ceTn
20.ckbl paRioTaTs TpH cepaepa; Web-, P~ u cepiep nosacrer. Bee arir iy
LY NDIKET BLIMDIIEATS OTIH KOMIILKITEP, 110 fCHONACHOCTH 5 TIOM Ciysne Gyner
e 7 weana. A BOErIA PATHOUIY KKAYIO TEANKY 118 CTHEBHbIE KONIILIOTEPH.
1 S CORETYRO HE SKOHOMHTD I AKEIETE 1 JWIATS 10 KC LEIAR
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EC NS08 r2ib HE YA, 10 1porpanmia sudd 110 YHOINaINIO TapaLEAIET
PO O0E. ITO HE ONeht YACHD, T. K. MPAICTE OT KT GADOTh BIMHITIGTRR-
Topa yeTifoft 3K Tobert B ITOM CIY'RE TEPSETCA CMICH b NOCTOCHHH TaKOR
CHRION CHOTENL GEIOHIEIIOCTH, HEDh SHAR (1APOTb [0, (ATBIOEATENL CHOKET
PEXMCTPMPORLTHCH K CHCTENC KK 0 AMMIMCIHSOD 1 GACITATI REC, WTO YO/

HUkoran He nepenasaiTe napost asonmerpaopa. Henonbayiire napom Apyrid
JUETIMX SUMCER, KOTOPHIM PATPELIEHd PAGOTA ¢ HEOBXOAKMENMK (aAINK 1
porpam M. B 10N CiySe IPWIEIER YKXIRATL KIUKPETHOE UM MOIL0RATe-
5, KOTOPOS HASHAN GANITHETPITOR TS RTIONEHHS KOMAHTLL

e 01wy €i10C0B COXPaITL MBPONL ATMMETPATOP - PAIPOIHTI, 110110
TN BLINOTBATL KoMAHALI Ge3 ayTeHTHpHKALIK. JITA TOTO HEOTXOMNG MeRe)
KOV PARSHENRA 1 CTMCKOM PAIDELICHHLIX KOMIH OGIBHT KAKSEROE GIOT
ticeasst u mvoeTouwe, Hanpavep:

sobart 81

IOFASSR: firin/zat febe/unadens, fbii/uount ey iz

Tenept HpH BUNONHEKNN KOWLIIZH sude TAPOTH HOOBILE HWTIPAIMBATECK He G-
2T, 370 04K OMACHO, SCTM BH 11¢ (EPEIMCIRETE HOOTKOLNIC SUPOKTUM, &
YHA3HILACTE KINOHEROE CI0B0 A-L:

robert  GL-NORASSAD:ALL

Eicam X4xcp UOMysHT AOCTYT Kk ysCTHON B1HCH FODELY, TO CHOKET & NOMOUMY
YTHAMTH SUAO BHTOTHATS § CHCTEME UOGHIE KOMAHIL, EGI B NEPRINCitsCTE
ROSWOAHLIE AMPERTHRLL TO ECHLEIHONTY B30 CHETEML] YWGIILLIETCH & Jank
CHICTI OF TOTO, HALKONHO OIACHIG KOMAHEI 651 (APEUIAETS BHITOTHATL OTs
20027210 10bert 1 B KAKO MCPE SULAIGHE T YSCTIAN SANKCH (UK W Gl
KOGTI, AP, |PHISAIIOCTI, BIALEILA M T. 1),

C novonn v sl MO WPEAOCIARKTH JOCTYIE U1 KOPPEKI OB
alinos. Tlukorsa e teaaiire 310ro. Eein TexcTossil peaakTop samyeTiTes mm
Tpaskh A Gea06uaroro Ballan, XaKep TOMYHT CTHUIKOM G9abLTHe DOTHON
WoeTw

1 nbosisrh cueickinbe kowante, Tax kIR PERARICD OTRDMIGETCS © pastih
(00, KoM TAKE GYIT BHTIOIMATHOR O WMCHM ITOFD MOALIOBATETS, 1
SHII, XAKEP (OTYHHT 1 CROE PACTIOPDICIINE BEIO CHETOMY:

03 0TRPBITE MCBOR 2pyrOS (s, 10,1k HIRLAK B MIMCTIRATOA.

S HHROTI K AGACTMPYIO ROIMOAHOCTH KODPCKTHDOBKH SOHUIYPIUMORHI
Quition ¢ noMowtIe penaKTOROD. Lok Ge3 ITOro e OGORTHGE, TO HHKOTAa 1t
UENOMLIYIO & 3TOM CaYAE TIpaRA T00L. Konurypanuoniiowy Gafiay astasaercs
APYTOH BNATEIIEL, H TOTL0BATED 1A MENPIICIII OYAGT NyCKAKh P01 paKy
SUd0 TOTLKO OT CTO MYCH, 3 710 sk, KT0 PIKTD Gy ST PAGOTTE HE < TP
sawm rot.
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Web-ccprcp. Proxy, KoYopiuli xpeiaeT IP-a1pec, HIIHEIETCS AHOUNMHEM. Ta-
¥o Gepaep OBLIIETCA ¢ BHEUTHHM MAPDM OT CHOETO MMCHY. DTHW GueHL SaCTO
TONLIYHTCR HICYNLILACHIHKH, HATPHACP, CCTA XAKC XO4ET BCKpUTH Cepaep M
ST GAGIH, TO O ONSSOAKT BEC CBOY GHCTBHA CR AHORM M NPOKCH-
GEpREP, STOB AUAMCTPTOP HE CHOT YIHATS, KTO HSHHO TPOHTBORMN BIOM.

Ha fanmotih somear s Vetepicrs paboracr miomecio anonmmmbix nposcr
CEPHEPOB, HO TOTEKO HE BGE W3 HHX PEATBHO MPRMYT Azpec. T OTAGMHHEIX GTyHank
WCTONMK OGTACTC AOTTYNITLING TS yATeHIION CHETeMLL, 3 HeKOTOPLE CepiepL
GOPAHAIOT BCIO KTHEHOCTS 1 SKYPHATEX, M HX MOTYT IDOCMOTDETS TIPAUOONAHH-
Tennae apraita, Takuw OSAIM, IOy MIILICRIMK HE MOKET GolTh yBRPEINb,
0 e OB3YEMLIH 1M Gephep NEHSTBUTENEHO AHONMHEH

Tak KaK He BGE KOMTILIOTEPHI B GETH AOMKHS HMETH NPARD PAGOTAT ¢ Hiitephe-
0, T0 HA YPOBHE TPOKCH-CEPECPA MORHO TIPOHSEOANTL AYTCHTHOMKAIWIO n0aL-
searens.

B IEKOTOPLIN PEPSHAX. PIOXY $CTL 0Nl YIONIDA BOSMORIOCTD - OGMEI Hit-
Gopuauaei Mexay cepeepann. Hanpuuep, & 31aHii B 0140H GoMbu0N CeTH Ha-
AOATCH HESKOTKO OMCON, HO KIAGMI IS NHX MUITHT 30 HHTEHET OTAERbHO,
RETOwy OfalaeTex C BKellsmM MAPOM Hepes ool npoCH-ceptep. MoxHo 06
EQUKHTE PROXY, 1 ECTH HD ONOM UET b K3tlie KYIKIOrO CailTa, TO 0if BOBLAET HiL-
GopHaHIO ¢ CoceqHero ceprepa

Yaue BCCTO 717 poanHIAMA TAKOH RO3MORKOCTH TpHeHacTex ICP-npoTaxo
{internct Cache Protocol, MpOTOKON WATEpHeT-K3WpPOANAR). Ecan ow Ceprep
B KD KYNHOTG AOKYMGITY, T0 01 1ATpaRseT ICP-3aNPOS PYTHM CEPRCPAM.
Femir Kakof-a00 proxy OTEETHT MONGKHTEALRO, T0 HHGOPMALME GyTeT b3aTa y
ero.

Ty weroaLzosaumn nporakona ICP (1A HHOTO CrI0COBA MOHEKS ARKBIX B SRY-
4% PrOXY) BLIKTPBIIL OT GKOPOTH STPYSKH CTHOBHTEA HE OTOMb FHASTENHAM
R v —

P OBpALLEAY K SUORYMCHTAM MARE HEKOTD RGP,
epema W2 ICP 1 nowick wdopwatnm b kouse. TTpr Gonbuolt rarpyzke Ha cepepht
W Uewanofi Gade KA MOMSK WINET OKTIATLCS CTHIKOM JOATHM, 1 SKOPOCTHOC
TpEMMYICCTRO. HeuesaeT. LANHCTREHHOE, HTO OCTAETCA § RALEM PROMODRKE-
0t HCONONMN TS, KOTORR MORET COLPENE ICHbIM TCM, KEO OILIBARSCT

skl nonyaebii Merabair.

Mol PACCMOTPEITH OCHOBHbIE BOUKHOCTH POXY, HO 3T He SHQSHT, 4TO RCE OHM
et b moGom cepaepc. Bee 3UHOHT 07 PAIIGOTAUKE, & HEKOTOPHIE PERTHAYIOT
fonbKo 04y 3213

U8 paGOTL Hepes MpOKCH-CEpREp M JKOMKHLA HICTPOKTL COOTUCTCTSYIOMIYI
Wporpaiay, Hanpunep, Gpayaep Mozilla. 3amyeriTe STaT 0G03peBaTeNTs i bide
pite Meuto Edit/Preferences. B HOSSABINGCE 0Ke € ACROK CIODUHI AL~
et orHEOK KATCropHi Lk koM GmrypponaHy. BurSephre Advanced/Proxies, i
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12.7. BesonacHOCTs XYpHanos

SaKAHHBAR TEMy KYPHATADORINS, HEOTXCIMKIO HOOBOPNTI: W © BESOTACIOCTA
KyPUank! COLTABAINCE KAK CPEICTBO HIGAONSHIA 38 CHCTEMON H BHAKICHIE
AT, 110 MOPYT GAITI, MEINUILSORAHM | KOPLCTIRGS LEmN.

PaceuOTprM KsaCemECKHA MHMCP TI0MS. CHCTEMA PErHETPHPYET B AYPHAY
Ge30MACHORTH HepepRblE TOMMTKK BXOAE. FIpn 5TOM B (Al NONASAET MK Mok
amTe. KOTODRGR O YCTAN OnmGKy. Cav WAL D 0N e SOXPAIALTES,
<O XEKED. NPOSHYAE YPHAI, HE CHOP e YenaeTs. JTonycru, uro acranbnbih
ROTESOBATEL CAY4AiNto BMECTO WyeIM 1aBpan eof napon. Taxoe Gheaer, oco-
Bewic 1o yrpam, €0 welloBeK npamen tra pAGOTY: e BUCHABIICL 1M 1pOSTD &
fA0Kwst HACTOeHHem. Takin DGPAION, NBPON: GYTET COXpANEN B KYPHATE § o
KpyITON B,

Ot B0 CIETTH TIX, STOGh KYPHAN HE G2 AOCTYNHAIM A SOYMbIUTES-
WkKa. BHNOJMINTS CoMAT CHEAYIOUYIO IMPEKTHEY 14 1POCHOTPA NPAB ATy
Hir e YpHAT0B:

12 8l fmrriog
Pesyaurar paSotus Koana

drsioxe-x 8 root  ra 006 sar 12 13118
recroxcx 21 zoot ot 4996 dan 74 23:00

o e 12 10514 b
oz gac 12 1318 beot ot
ot 2ac € 98:01 boct.log
- Jau 3012195

- Jan 2319155 :
venr Jan 2 17138 weor Log. 1
root an 12 13:16 cror

- dan € 05306 cxon.

rer .

voot

zoot «

Bitaneituent Boex GANTIOB TOTKER ShiTh ATMAAKHCTPATOD rovl. Ycaurecn TaKke,
A0 TOMNKD OF AMEET MOTHbE MPABA, A BCCM OCTUIEHSIM RE HOSBONEH paGorars
© sRypRATaMI

Tho ymomsaumio A1 GOTLIMHCTEA Bailncs Apasos wrellin ofIANEET EARZENGI U
IIHORATELN €10 TpYTINbL, B KOSECTBE. KUTOPOM, HAUTE BOSTO, MOWHO YEMieTs
foot. Conn B Batuei CHETeME B 37y TPYIINY BXOIHT TOTEKO SIMARKEPITOP, 10
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2.4. BoiGop nakeTos Ans yCTaHoBKu

eyt T SENOMAETES B ONPCEICHNN KOMAOHEHTOR. KOTODEE KATO -
THARIMBATS. DO ADCTATONIIO MHTEPLCHHME MOMENT, 1t KMIIND YICEh Ofne -
IR0 (EPBYHO U CAXYIO CTPAINIYIO oGy — yrasmewrr nec. fla, aceans
IERAAETIHE MHOTHX 1TARETOB IICTORF] Y] 1 HOIHAKOMLL GOTLILEH 49CTH foAL3080-
Teri, MOS0y HEMHIIOWHE HE MOTYT HETKO OMPEAETITS CHMCOK TONC, 47Xt Uyt
HeoBxOmMo. Flo 3T He IHAHIT, 70 10 YCTANARTARATL BCE N0APTA.

¥ hews Ha OTIAZONOR CHETeMe ACHCTaNTEIHO CTONT LINUX 8 oaHol KovRex-
TUMH Co neom, T TORbKO MOKHO. 110 Hell & TECTUPYIO HOBUE APOTPENNIL 1
IpoREpTIO PAGOTOLNOCOBHOCTY OTAEBHMS MORTEH, HO § "Boeumix” crirenax e
EMARABA (171EC0 IAINETO

Jliafio ACTPHEYTHE LI BrIrsest n ceba neaepoxiioe MIOAECTRO npor panh,
owdena copacpmeix. Ty i Web-cepoep,  FIT, i minoroe apyros. Yeruironin
#0C. ke 10700M CBOW KOMNBAOTED "MIPOXOTIHA AROPOM”, ACOTEINI0 (IR KOO 3O
NTARMINPYETER NP CTAPTE CHETCMIL. SUPYIKA KOMMBIOTEPA TANEATHTOR 1 Crd-
1t cpanwana ¢ sanycsow Windows X wa Pentiun 100,

BOC Sy.Act 0TpbITo MIEKECTEO NIOPTOB 1 3APASOTION PANIOOSPaITIE CEPUCS,
4 KOTOPAEX MBS TIOKa Gie AiDKe e PEISHPATHET. A B IUET WASLALIN -
sy, Bewe cymesriyiar ammion, xOTUpLE Pl yaapHe O0KGPYAHEIICH A W~
pamaorc, Tcim XOTR bt B OUHOM ISHOIS (CCPBEDHaX NPOFP&MNA. KOTOp 06+
PeSaTBIBRET ATPOCH ICIHENTA) AKAIETCR TIOTPERIIOCTS, 10 IKTOR XAKCH EHOKC
TpOAARYTIL B WAy LHCTEMY M ACTATL b HEH BGC, M1 B3IYMBCTE

T piioasih cueTena o BLErIE YOIHIBIAIO A6COTIO 1oMYIO OC, a SaTcM
ROGuBIk TOTEKO 70, (0 YK, 0COGSHIO HIQ KACACTEH LCPAUPIIAN TIROIPSM.
LIapACTITY KOMNOMIEHTeL MOWAID ® 00T MoMelIT, & BT OTKEMTLCA 01 CylliecT-
B0 MOPOT FHNAET DHEIN CITKHO,

Hr, 1 inu speurerai nas sSpaTS 0,004 s CIEASIOUIIS BAPHERTOD YCTIROKH

0 THnoRas — BOIGCT NARAGKCHNA, KOTOPME PazpaOTHIL MOCHHTAT YacTo
enoRb3yEUBEH;

£ PazpabioTica — GyIyT YOTAMMIEHI (LIRS UEKETE 1 A HEOBKOTHNBE
KOMTOHENTU WA pRIpaGoTS (PUwAERHA, sOMTMTAE £1pa OC Linux
wrn

3 Odhite — THNOBEIE TAKETHI MHOE PHCILTIE NPUICTREI

1 Ceprep — tonsko OC W aewotrs:

=1 Toite30marenLCRI — BUf CONIT MOAETE SOPACAPORATI UYAILH STIKGOK,

1imoraa o BeGHPRITE CepREHYI YCTIHOBKY. B TTOM CAYHIE 11a KONTIOTES
DTCYTCTBYIOT KNMEATEIaE MpWKEEHHA. HO KD GYAVT PABOTATL 1t (J0IIQRON Pe-
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OBuyannath CCpRTp, KoTOpU CBPHGATIDIET EXEAHEDHO MADIKECTHD NOTKTH-
AR HOALIONITENEH W HA KOTOPOM PABOTAIOT PREE CEPENCH, 6 DIAHOUKY
O CTGHKO, UALIE B STOM YSISTEIOT MIOAESTED MOAEH, QSN OTHEaET 31
Ay GHOTOMY, SIPYTONt SAMMMIETCA fopcickol Web-capaeps, TRETHII WISTpIK-
80T Gasy AaHHbX MySOL. JJacaTh Test AAMMUHCTPETORAM [OMMMC (Thand uC
IEET CHLICTA, HEQGXOTHO PAIPELIKTH KONy #0IHATE TaNbKO T€ KOMAH-
b1, KOTOPbIE HEOTXOUNII LA PEATIBOLMI (OCTABTEHHMIX 3210%, TakuM 0Bpa-
A0, VYK HETEO HEOUHCLANE T LPDAKA .13 KOUEPCTHOTO OILS0RALEN.

rbert  TULfbinfest fenc/sisacs

OBpRTTE GTUAVaKHe, 9TO s YKRILIGNO oMb TYTL |k TPOTPAMNI cat. (HAIOMM-
. CRO MO0 YT € M0G0 KOUEM 5h o), 210 TR, mt:
BHCCTO PETYbTETA, TIOAYHGTIHON D RO PEIPEUICIiHOT KOMAIAC, Hoh3oRaTEah robert
AT COOBULEI e OF OuBKE & K1Y pauli

AOTVCTHN, DL XOTHTE PACUIMPHTE IPABE NOSODITCIA H MOSEOARTS CHY KO TOMb:
ko TpocwaTpHRAYY A HAPONCH, O u MOHMROIYY, CD-ROM-ck. T moro
ENEIIREM ETPORY, 20BIBTHA PAPSIIEHIE 117 RbIIOH HEHHE KON Torie-

Lbort RIL-/Binjest iec/shden, fbialmoimt

OSpaTHTE GHMANKE, 170 B Cytae © AOCTYRON K darny fetc/sltadow Nu sanm

05pO TONLKD U €70 IPOCHOTP, SBII0 YRR YIAINTY Cal ¢ WADAMETPOM & RHAC

i i aiiny ¢ TAPOTAMM, IO AOTHEHO. BEZE UET CLILICAR WIMETIATL €70, KTz

3 STCMO CyWECTEYET KOMIHAL pussue, MOKHO 331aTh OPOCTO PR3pEUteHite Ha
RO HE KOVATI cat-

Ehet ALLe/nin/cat, foin/no

1 6 TOM C1yHAE XAKED CMOKET OT HMBHH KOOT TPOCHATPHBATL MHGUIE GARILL b
CHCTEME 1 AU Te, KOTOPHL M1E JOIDKHIT BTl CATY Rana.

01 KOMBI6! unt M 11E yKATLIRIG HIMIETO, KPOMC COMOH MEOFpaMAter, Takite
OfpmN, NOML30BATEAL COM VOKET BAPLUPORITE ce NIPIMETPSL. ECAK JEHO Yia-
BT b kasectre aprymeira CD-ROM, To namb:oba1eil CHOKET MOHTHPORTS
ENGHIIO 3TO YCTPORCTEO:

otnmsm icev/ean

Gt RTL=bie it st i

B pACCHOTPOMHIK NPHMCPIX RMGETO MMCHW KOMTIMIOTCPA o BOTA 1HVCHSL
KIOHEB08 08D TiLy “ITO COOTRETCTRYET MI0GOR Marmie. Hincoraa we ucnoii-
2jiTe TaKoe 3uTHENNS MAPANETPIL & CROLH LR I0F CHOTLME, Breria Ytk nmaiite
HOHKPETHOE KOMTIHICTUP, & KOTOPOMY GTUOGHTGA Datitias 3amct. Yaue 56ero oTo
SoRaTotbrT GEpRe).

€ oMOMEKY YTHINTL SUd0 MOKHO BEIONMFCL KOMIKIS OT THUG PAIIHNY
rombsonareaci. JUs OUO. menONGHyCTER now —z. Hanpumcp, GicAIomax
JONARIA IHSTAETER 1HPOEMOYpETS AL NAPONCH O HCHM Mya0RTCs Flcnoy:

£de v Flanov cas /ete/shadin
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Katt MPAUHIO. 1a GARTAX HMENIO rpAGKIECKA MITEPIAN 2HHAMACT HaNBOTLUINT
o6mem. ECaH TEXCTOBAA 4acTh CTPaRMM 0GLIAHO 1te npepbuacT 15 KSai, 1o pes-

e rpabakn nocrmacr 100 Kialir. Sarywan 37y MIGOpMALIIO ¢ n0KaTEIOM
TUPOKCH-CCPIEPA, Bt SKOUOMATE TRAdME I Kpeds.

CKOPOCTL 3ATPY3KA YREMMAUBIETCR 3 CHET TOTO, 4T PROXY HAXOTATCA & walel
OKARSHOM CETiL, ¥ CEATh C MMM, HAILE BCEND, COOTBEICTEYET BaleMy 0GOpYI0M:
HHHO, MPONYCKHAT CAOCOBHOCTR KOTOPOTO b HACTORNIGE NENH ATKE b CANHE 16
Inentix napnanTax Aocaracr 100 MiSsric. Lo oromy Kaweny put saGHpAETE Gole
W0 SCT HGOPHALMH (RCIO TPADUKY W HEMIMEHEHHYKD TEKOTOBYIO HACTS),
Coith & FIHTEPHE10M HAMHOID HIKE, # 1 NAIBIX OQUCEX 15 SLHHCN CouTaEIser
o2 20 § MGir/c, Ucpes 70T KaHaN B1) 3a0MPACTS TOMKO USHGHCHIILIC TEKCT
Bhie mamsbie (sane Acero, conepxmmoe HTML-gaiios).

ToNHMD KAIKPURATIN LOCIPRMOTD GILIIAIL PROY NOKLT CONDAHSIT: Dyl
Tariy DNS-3a0050D. 370 TaKK® MOKET TOBLICHTL MPOH3B0ZNTCLHOSTL. Lloust-
BATETO YAOGHEE BEOBNTL CHWROMLH(E YIPECa, 3 KONITLHOTED QGMEHHBACTCS k-
ki ucpes P-anpee. Mexond 2 31000, TPCRAS ek HAVHCTCR 28TpYIKS, DR0-
TPANNA JOMKHA BLINOTINTL TAKYIO NOANENY. 310 SAHMACT KAKOE-TO BPEMA X
COMEACT MAEPKY NpER HOLTON OBMCHD AGHB. Kol )0 BaC YKE KIo-
Gy OBpANATC  CAITY M0 CUMBONLHOMY MMCHT, To JSIKKM W PASITY 0
cepaepon DNS He Gyder, GOTa3MY 4TO PIUXY BUSLMET AAPCT H3 CBOEI0 Kawa. Bo-
0z n0jpoSHo o DNS st Norosopa b 21 11,

C pazsuTiex: BoeMHpPHON CETH H YPenHNeH I MOTPEGHOCTE ] NOTX0BaTeIeH CTa-
. HADANWARTHCH 1 ROSMORKOGH M JIOXy. TENCph NDOKCH-CEPIE WOHET HelQT-
BATL PO LAKSA 1 OBSCNENHTE 00TyR B HIITCPHCT 63 A0ROARMTCTbRbX -
rpaMM s 0BOpyA0BaIS, TTOMIMO 3TOTO, OH CTAHOBHTOS UMITOM B CETH 0T
*TopwcHn waeke. HATpUhCp, BeC NONBI0MTEN TOAKTIONEHS! & HRTephety se-
pes proxy. 11 3Tom cepeep TPAHCT peanstiil [P-aapes MAKCTOD K OTAPASAACT 1S
B COTe 0T CHOGTO MMEHM, T. €. XOKEpS! BIIAT TOTbKO LP-01pec TpAKCH-cepReps
GyAyT A0 Cro, 4 KOMITHHOTCPE PEATLABIY NOML20MITENEN OCTHYTOR HETATR-
syThnars. Taki OpIsom, 12HO1 D MPOME PH DR ARSI SELATbI OT BHEIHE:
Fo BYOpKEHMS GOTbIE BUMAHIS YACTATS OXPAIIE TPOKCH-CCPRCPA, M KAHCHT-
i koMLioTEpaN. HO HEEMOTDS 1A 570, LOIMOKHOCTS PROXY  TO'KH IpEHiR
TANTI CIILIKOM TIPOCTHIE M X TEPKD MOAGH0 DGORTH, TTOToMY Ge3 Xopotero
Ge1eH0ro 3KPHA 1 30PKOTO AT AIMHIHCTPATOPA BCC o HC OG0T TH,

BosHomIOCTL coRpLITHx IP-4/RCE 6T GING 0140 TIPEHMYILIECTBO — SKOHOWN
aapecoe. HiTeprer-aapee gomken Birl, TOTKD ¥ MpOKEH-CEPLEpd, HOTOMY D
O GBMCKARIETCS RIKEIANE C BHELIIAM MHPOM. BC OTATBHLIC KOMINOTEDH &
baIEH MOKATLIION GCTH WOIYT MMCTh HOMADIIPYTH3DYEMHIE RADECH, KOTOPHE
30peRCPBMPOBAHS VTR HACTHBIX CeTeR (IAAMAI0H 192.168.X WM 10.5.X.x).

TIpoKeH-Cepacput fmaky NPIAPAUKHIE 1 AROKIMITBIE. TTOIPIHbLE NIKETL 0T
30Ba1enA (663 AINCHEHNS A1PECA OTIPABKTENS) MPOCTO MEPCGHIBKITCH AATHE Hy
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FIuau1a NO3E0INET AHANMIMPOBATH 38TIMCH MO PACIKCAHAIO (€CITH IANECTH Bl
COMIEIE TPOTANNE B cron) 1 CPTY NOGIE WX ROEANHA 6 AYPH

Tax kak 570 Perl-TPOrPAMN, TO MPOLIECE €€ YCTAHOBKN OTAMYAETER DT PACCHT
permbix panes. B JQHROM CAYSAE BLIKINIATE CIEOYIOWNE SeTiCTBNS:

far wevt swaten3.1.tge

o awasard.1

per). wakefite. bl R
est

wake nstall
ke realolean

Kac eceraa, y Mezann ecrs oBoporas cropona. To, ST APOTPAMMA HEMHCAHA A
Perl, ABINETCH 1 HEADGYBIKOM, T, K, TPEBYET HTAYIN mirtepiiperarops. 5 yme
FOMOpL, MTO KM VETAHSRIMBATE KA CEPCP TO, WTO MOACY DINPMTH ABES
ATOYMENUIIEHIARY W P TOM 1e KEAIETCR CBEPX HYAHLIN. Be3 HEOBXOTHNOCTIE
A pEKOMENIYI HE 1ONCHONATh WHTSPBETATOPH ThNia Perl, TIOTOVY T XaKeph
4EH TACTO HCTIOMLIYIOT WX 119 HATHERHNS CORCTBEIITLIX FOOtKIT-NpOTpaM.

12.6.3. Logsurfer

O2Ha 43 HEMROIYX TPOTPANY, KOTOPAN MOPKeT TPOCKATPMEE T AYpHal & -
ke, - Logsurfer (htepetfwww.soureeforge.net/projectslogsurfer). K s ywe
Cos0pHi. BOMMMICTBO CREICTE PasSHpaET AYPIIan TOCTOUMIO, HTG Tic Q4eily I
OKTHBH, NOTUMY HTO B PEIYABTATE Mbi NOAYHAEN CTHLIKIN MIKITO NYSOPA.

BAaro:apA MOWIKEIN BOIMOIHOCTAM ITOR NPOCPAVMbI 41K AHATHIA KYDHAT, bt
Nomyaes Gonee CAORIYIO 1IACTROMKY. 10 TOKE NETOCTATU, IOTOMY X0 I3
OUIMBOK & KOHHTY 11 MOKHO 1€ YTOBHTL OMEHD BAXIILIE CODMTHA.

12.6.4. Logcheck/LogSentry

Cantat TIPOCTAS B HCTOMKI0BAHNNH NPOCPSMHS, OHA HATICARA TEMS JKE AOTDAN-
wheTavn, 470 1 PortSentry, KOTOPYIO Mbl paccyaTpnsan & pasd, 12.4.2. B cocran
LogSentry e bXOmaT pAAISIHHC tASHOHEL © MOMOMGHY KOTOPHIX NOAHO BHTE-
AT HOTEHWIMED OACTLIE HEnnCn

PAIGPATECA ¢ NPOMpSNMON OtleHs MPOCTO, HO Metis CHYIAeT TOTEKD ee fyayiee.
B ncuieiiee npesn cosmaeics newTIeN e, sr0 OBHOBIEHT CONbIDE e Gyner. 3
PARO WTH O3 BOSMOMIICCTL TekyHieH BEPSHH NPOSTO e XETHL, 1 IPHAETCA
HOKETL (190 CPENSTEC.

Ho 6yAevt HanesToC a Syutee.
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PHTTP". Henaren sio, *7o6is) CKAHEP Yicit COXPAHNTS PesyTal croch padioTet &
KaKOM-HIBY b Daii1e b aKe pACTENaTLsaTE. B HTON ROMOKIOLIM 1CE, T
OPAICTER CPEIMELTT, KEC RPYMICYIO W NVIOWMTL 114 BUHOE NeeTo, B Antoeit-
L B2 ATOINTCH KR CTPOSKI FTHA AN HCLH

Tloce $70T0 MOAMHO ckaMNpOBITE NOprel cebine 1024, Fneen camizapreant cep-
BRICHE BETPEUTIOTCR PEKO. FAIEN KC TOTIA CKAMKPOEATE? A mAPYT KI-T0 10 1A
K TIOBMRAT 316k # O AL 11€ENEPTON ABCPKY WM YETAHOBLT 1A CEPAED Tpo-
. BOMRIMHET A (POSHCKIX 1AM ETAE OTKPAT M T1OpTH crute 1024,
DOSTOMY, G Bbl AUMAHHC IPATOD B WGHAPYXANH Takoli HOT, HEOTXOmao Lpisy
RAGIAPGAHTIGA, Hy 3 ECTH bl BHIOUK, TO ISOBX0TUNO YHIATS MR TRORHCKOR
OPOFPANMEL BT ALy HEC KIENTCKYIO S1CTE W BOCIO.ILORATEEA VA JUPABIS-
18 sypmoit o

2 1OM B370M MOKET HIKOUSATESA, TIOTOMY 10 Bb yaxe NOTYIHIN 1ONKEI A0~
¥ Gepnepy 53 90BN YoM, KA, 470 TAKGE OPOHCHOTHT ONeith PEAKD,

S RGN IS S I BT GOl b yoR ik
Sler mecT, WA CapoRINE MO0 G0 (TOROANTI WA IARRH
P HaCTORIINGE BPCMS 6 B0.1M11IC AAMHHWCTDATOPEIE YCTAHAMMBAION 17 CROH LEp-

BCPH) YTHTHTEL, KOTOPbIC BEFANAKD) TAXHE IIOMBITKH CKANMPOBAA H ACHAIOT B0
IORHOE T NPEIOTEIMLEHKA STOrD MPoUEcea. O TOM, KaK HILKTHTL CBOi
CEpCp OF LKINM[OKAHAR W KAKMC YTHINTA WGHO.AORATE, M TOORIIAN
w12

Taxis O5pAION, CKANMPOBALNG CTANOBHTCH HENDOCTOR As@eH. CAOAHOCTE 3a-
KHOMETCA B TON, {70 ML HCCIEI0BTE TIOPTH NRuKaMw, Hiselno aosTowy
FPODECEWONLII TPCIOAM EANT HETORATE PYWI0H MEZOR. L1s ST Gee
TOAHO B0, IHACH KONHTY

[

B Q00N Clydze ¢ ROMOUIGIO KOMAIAGY Leat_ Mol RBTACHEA TOAKTIOSUTLER K
CEPHCAY N YKARIHTE TOPE. EC1M COLTHICHNE IPOUSIILI YIAWI0, TO HOPT OF-
KT, MHAME — SOKLHT. ADEC CepRep YKTIHEIETCH & KIMECTRE WEPEOTO napa-
METpa, 4 MOpT - 270 BTOpOR NapaweTp. Ecan Taki: 0BPIION TROWIBAINTL ApD
Py He Go.tic § HOMON B e, 10 FBIHHE 150 IPOIPASY BEIFENCHUA CKAHD ne
GPCATHPYIOT, HO GO NPOILLCE EKAMPOBAKA PACTAHETCA HA NEAETA,

HHOE1A MOIKET DOMOUb YTWIKEA UM, KO FOPaA 1I0I20NRET ACIATT SKAIMpORAFIE
© HCMOTE0BARHEN HETOMIIOND LMKA TAKETOE, HO COBPCNGINILIE MpOPaNNI
oficerieucavE GCI0MACHOG M MOy OFHAPYKITR HEIOIASOBIHHE FTOTO MHETOD

Tax KK yie W OTAIle CIUIMRORAA ANMINIMCTANI MOACT ahecTH paur [P
LS b CAHEDK AOIDIPCRACKIIX, KENTTCILHO OCY LIECTBIATS TPOBEPKY OCPTOS He
@ CROEI0 KOMOTEPA. 13 3TOrO BVOMIIIKY 3AB03RT Web-calfT na cepepe.
KOABONAIOUICM BETLRHBATL Cnenapin ta mywakax PHP mur Perl, neno.amayn Ste-
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Ecan o woxere ofoiiTicy 663 BuNconf, 70 nyurte wacTpauearh aiinst apys-
11350, HDOTRNAII G BHIY2ILII HITTEPUHCOM 1EPEID BIIOGAT B KOIPHTYDIIGHIO
NCKD HEBETMACHSIC MapaMETpE Wi YE1aARTAILOT BscORME DR JOCTYI e
3% cepencos. To330My NOCTE PIBOTLI HNUNCONE 11 MenISeY 1IDOBEPHTS BHeCen
HUIE MPOFDENMOH HSMEHEANA, (& TIR 21000 Bl AOMKIbI OTIHIO THATS CIPYKTYPY
W coRepRannL KommeypaunOs aiios.

2.5, 3aBeplueHmne yoTaHOBKN

Mocue smncprcrud konwposaim Gaiian A e kyai PrsopaTct e ¢ rie-
CKOMERHVIN HACTPOFIKINH. BO-TEBLEX, CHOTENR SONKHA 3IATS, KaK Bbt 0¢ GYACtE
ssrpyatn. ECwm Windaws 663 pairosopon nporuseumiet sarpyiy & MBR
(Mister Boot Record, weuasuan 20pyaoman 24nach). 10 Lol s a-
6t 0G0l APYTalR AHCK M BOOBILS €70 e MPOTHCLIBATE, B Yram cayHas -
7T Linux MO0 BYAET TOTIKD ¢ ANCKETH I 1SKOTOPHIMK APYTHMH MyIpe-
et CTOCOBNH.

Sty sarzonne 5Pl
st

B e AL a7 oA, ST TS S ASP L
o s D o ASTL0 H9 1EE 0 i AT
RO gt 1 i3t o 1 L

o swopara
LR r—
= o

7 veraonn, s WS (cksbaro B33 )

[IS———

[e— s

Puc. 28, veranona sarsysiesa Linax

3 Linis et MHOKCCTRO S0PV 3HKOB, B MOSH JHCTPHBYTHRC CuTh khiTiop ey
LILO (Linux Loader), GRUB (Girand Unified Bantloader) wa ASP Loadar (dup-
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AUBAEMDE IPOTOROITE] TPHAETEA HANpABIATS, MHRYS COPBCP, 1. C. HANPAMYIO -
pes o,

Tia NOBEGHM GEANECHOGTH KAIUGH EETH HEOTXOAO FATMETHTI, & NONOIIO
GETCNOTO KAHG TOAIICHEINE HEBITC (1 HCTIOALIYENIKC CopONEON 5quid nopTI
Hanpuep, 534 €ro paboTht ¢ HTTP-IPOTOKOTION MO YMOTSKINO HOMOILIyeTCs
fopT 3128, M ecn x 970Ny NOPTY GYACT pAspelICHo NONKTIONATECR TONEKD K3
2CKATLHOR COTH, T XTKCP 10 CNOICT MPHMEIITL STOT MPOKCH-CEPBEp B CHOMX
HIRX WM T MOMYMCHIA A0CTYTA K KOMILIOTEPAM 570% GCTh.

9.3. squid

Kak  Yoke CKA387, CaMBIM PACTIDOCTPIHCHHLM TIPOKCH-CCPICPON ALAACTEA SGUId,
31OT GEpUCP UMECT AOCTATONHO AAIRYIO ALTOPHID, 1 2 RACMS 2T0 CHILECTROR
143 1 HCM PCATMIODAIO MIIOTO BUBMOKKOCTER. ELIE ite 6110 HIEr0 TaKoro, 310
.16 CHOr Bl IONY<HTh © OMOUI0 Squid.

Cenoisof Koudrypawtorni daiin s squid -— fete/squid/syuid.conf (8 nexo-
TOPIX CHOTEMAX MECTO €10 PICIOTONERRR feteisquid.conf). Daitn otens Go1b-
WOl W IpHBORHTE CTO NONHOCTRIO HOT CWICAA, T. K. RIATHTCHIYIO CFO aCTH
SMMAOT MDIPOTIILE KOMMCHTAPHA IO HENOTL3BAHIC THPEKTHR,

PACCHOTPHN OCHOBHbE KOMAHTibr, KOTOPHIE HAM 10GTYNkbI i YpaBIeHmA 1pO-
gi-cepuepom. Kax oBLisn10, 1o 1aDAMEPLL DINCIUHE 162 TPORSBOANTEILIOCTL
W BEI0UACHOCTE, Mt pRaGepeM N0APUGHO. OCTARbHES HACTPOTKH GYIYT PACCHOT-
PR MOBEPXHOCTHO, © NI MOAHO NOBAISE NO3AKOMHTECK 11D KON WEs TapHiM
ORIy pALMOHHOTO hatina,

9.3.1. HTTP-gupekTuBLl

Tipm 05IoueHM & MirmepheTy o) L3OWTIeA GCpRMM /G0N CTPEMSTER S8rpy-
e, Web-cTpanmiky. ECIH HONOTLZYETCR PIOXy, 10 HEoGXOMIMO OpaBMTLI0
saerponts HTTP-apotokon. JIng pemenns 1ol 303601 & squid ccTb encyionue
anpecThaL

1 bt pors . — NAPAMCTP n ONPENEIAET HOMED TIOpTS, YEpe3 KOTOPH BYACT
POKCXOAMTL TOAKTIOHEIIHE.
(leproc, uro Haw HEOBXOINMO. BACTPOHTE, — 3TO NOPTSL, Ha KOTOPHIX CPBD
GYRET ORUINTIL MOTK.IGHENA ErTOR. THKME JUPCKTHREL srwicht BopuaT
xakK_pos. Jn nopra HTTP 2a1MGh Gy ier BHIAAETS TakM 06pazON:

hetp_port 8080

Tocne 37070 P KoDHIYPHPORAIMM GpayICa N KINCITCKON KOMTHOTEpE
Bt R0mkHb GyTeTe YKAIHBATE IP-41peC CEDREPA, ¢ YCTANDRACIT Squid, W Hl
BCnGHILR B AAHOR AMPOKIHBR NOPT;
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HanpoByime tenepy woweIATY W YaQNHTE dain. ¥ oac Miero Jie LT,
ESHHCTOERRb] HEIOCTATOK 3TOTO KIONA — ¥ BAC TOKE HE SYACT B03MOmHOTM
ARCTITH 1. A Besth AYPHALT IOEIOHNIIA PACTET. W HCY CABICIA XPAHTS IHoH
© COBLTHAX, KOTUPbIe OPONSOLIAN MECAL, & TO 1 FoX asan, Lfepen cTHpanucK
‘YeTapeBIER WHOPMALINI 15 XYPHLIA HEOTKOINO CHATS ATPHUGY:

chatrx -2 fvae/log/boot . 1og

TOMs#0 e 1aBybTe TIOTO BEPHYTb ETO 12 PONHHY, *TToBE haikr criosa cran anc-
TYMHAEM TOHKO 141 SOGABICHIA 3811meCH.

TIIMHNG JKyDHATOB REOSXOINMO SATILGTS 1 APOFPAMN, YETAHORTEHHE 110
X a3, BECIIMIERIO CIOwTh 12 CTprose thaliun, S0 HX (071D 1POCN OTET
wepes yruatret. Jlas 37014 ¥ RGEX IPOTDAMN, MUIYIOUINX HMTAT KYPEAIL, 16
20RO GTh YeTaHORIEROPO SUID- s SGID-Gurra

12.8. BesonacHocTb cetn

Ofiecnexenits 5e0MACHOCTIE VIHOI G TANLKD CepuEpa e pexTiB. Heobxom
MO KOHTROTHPOBETH PABOTOCTOCOTHOCTS Bceli ceTh. Kak MARtHY, Bl T0:0aRY
GACTh 33 BeeAM KaanBN CRTH.

Camuil TpOCTOR CNOCOT — HENOMAIOAIME YTIATH Niap. OHa HOIBONAET Bt
NIOJHATE KONGHTY pirg CPAZY KA BSIO CETh, f IO OTBCTAN MOKHO Y3HATH, 40 3
TANFHF MOMEHT 10GTy 0. Fn KaKoieTo KOMIWOTED HC OTRETIL, TO ACORD-
M0 BHACHTE TpHAKRY. BOSMOKHO, 570 AKICTO MOTEDS IHTAHIA (LT HESNTE-
Hupopaskas nepesarpyska. o €cTH 3T0 IPOLENKH XAKEDE, TO Bb AGTITM 3HT)
06 SoM nepBhivm

‘VTUAKTA NTIEP SOPOIIA 1A OTHOKPETHOFD BHIGTHEHIH, HO HEYIOBHA /¥IF MO
opuita. S Sotwtre npeanouumaio CyD NET Utils (http:/fwww.cydsoft.eom)
Emmerseniud 11e20cTaToK 570l nporpasul -~ oia paborast noa Windows €.
TpoSrexta & TOM, 470 110 *1X BOOGME NOOBHAIX LIPOTPANY HET, § KOHTPOMPO-
BaT Cerh MOKHO T ¢ KTHerTTCKOrD Windows-Kowripiarepa, Miorne vak aensior,
MO PAGOTINTI B IPAIECKOM PEAIME, # 4 CEPREPE HEIIOBITORATh TERCTORMA,

Pacouorpre, Kas palirace aporpavwa. JATyeraTe e u cossaiie Howbid npockr
(Fite/New projeet). |lepeic namn Oriepnerea 0o, kak ua prc. 12,2 Chens nko-
IMTER CIHCOK PAIIHANbX CETEmMY YETPONCT KOMTMIOTEpH, CCPREPW 1 1.1
T} LeHTpamHOR sacTi OKHE €CT PAGONEE (0T, M2 KOTOPOM MOTEHO NPOEKIHPO-
BATL GBOIO Ge, PaCeTAk A HEOBXOHLIC HeeNTia.

BuiSepuTe HEOGXOmMMEL MYHKT & J6peBe KOMIOHSHTOR 1 (HEnKHTe n piliosei
ofinacTe. Llepen B NoANITTH OKHO, B KOTOPOM MOZH TBECTH AAHHHIE O (0T
30BTEE, KOMULIOTEDE 3L €70 COCTABTAIOLINX (pHC, 12.3). BT MoBONT B 2l
Hefiluen dBNIORAT 32 COTLIO W BCETH JNET HE TOALKD TEXIIHKH, HO 1 BCX N0ny-
sopatene
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Kamauli HAYUCH HMOM — 310 N0 rELALIER T6pa. KAK M YKe Triaem,
X HEIGMOHHO CYIECHIYO] IOMPELOSTH, 3 M WOrIR ATMACTpATOPL Yie
T 0 i icpranm. T, i niiixa HafiAcia wcopriepe Apache. 13 i
GITICE BCHA 770 (PCHCKOANT TOCTATONIO PEAKD, MOTOMY 4TO MPOTPASAIY Yike
M XOPOUIO OTTAKCHG, HO IPETICTABENNS 31y CHTYINEHO, OLIKGRA MORKCT BUTh e
» civiom copuepe Apiche, i B GRCyHICHON it WEh-CARIC A1H B MITEDHpLTE:
Tope PHP/Perl, B 060N CTy4ae KiKep MOKCT KOCIOTLI0BITHCA d10H Speieed i ¢
ETKOCTIO RONYINT R0CTYT K FTP-CEpoepy M CKIMOST BGC CCKPETHBIC MOHHYIC
EGak 12 AauioM KOMMBIOTEpe Syaer padoraTh 1omko Web-cepsep. 10 0eTyn
sepess FIP & wsnnpurcampa, s e sty Byaes 1pofiesin e, Mekemayss
410 NOJKET GAENTH AUKE, -~ eOUHC (SIMEHA TAORKOH CTPAINMILGE) KM YHKHTO-
enne caiiTa, 110 3T0 BOSCTAHOBIITS MPONLE, 1631 BOICO3AABITh 14¢ akbce ¢ FTP-
W CepBepa HOSOCTER

HTOB SAOYMEIIACTAM H¢ SHOT, BHTONAD CAHIN KOMILOTEP, MPONMIGHYtL 1
Apyro, B QK 38508k T KIKZIQ i AN Picalc uzponn. lekoropue
AIMMAMETPTOPIA SRERTCS NIl MHOND SIS KRG, 0TIy
TPUIYMAIEIIOT TONLKD OTUA MIPOTs M OOIOM YCTOHIBIHRION €10 BEIE. e
1070 MOSHO. () NAPOTHX Ml CIUC 11OMOBOPHN 5 ., HO WOKC LCTHLC HbA AIA-
VT HATE, 570 18 KAAGIOT CHTEHES TO-TARCIS Gbi o CROF K02 TOSTY 1A,

110 He ToTbRG TEWOREL ABEOTCL I ROl GpcBaevoi. B cocas Linu
WIOCHE TIPOTPAMMLL MINGIOTH & HESOTHLA KO3 1 ANIRHLL LOMTIMIMONSTL-
G B MRUIHHHHE Tepe BIRATHERMEM, TIDOPIMMEL HETOTBIYINIME YATBUMOCTH
LimBCaCTos, TAIORE 1OGISRBIOCH B UCXOHKAX. TLn 1050 Mi0lb it s
MOTI0BATLCA, STOYMIAIITENNI AAKAH BT THKOH MOANIL 118 CCPICD H HHINC.IEA
e IpOrpaMMY. LTOBE KOMIHIRIA CTEH HEAUMUKHON, % PEKOMENTYIO HE YETa-
NOBTHBAIL GHBTUOTEKH PAIPASOTHAKA H KORMIATOP B¢

B OC Linux 04eHD pe;1ko HEMOTHIYIOTSR MICTATTATODH MPCTPANN, NOITOMY BEC
HACTPOHKH NDOSEOTTICK B0 BPEMA KOMMAIANKA (EXOAHATO KOAR. ECAM ECC By~
A1 OCTYNEN, TO ¥ BUIONIHKE BOIRHKIYT TPOBTCML € BMTOTRGHACH 110-
BpEAHOTO KO

Koo ske, onbIiHuH XKep COBEPET NPOTPANMY 3 HEXOTHLIX KCTOE H COOEN
KOMTMIOTEPE W 10GiTE YO0 EKAMET Hi BTOMAIHuR CEPBEP, HO ¥ HAUNRIIOINEFD
AOYMLIMTESHIKD OICYTCTONS  KOMIIMSATOPA MOACT THORATL TPYAHSHRA
A poan s ApORich AT BRIMLMKR - OTO MOBEAD SHRWALTHCT HO
GesormaciiocT,

Fin ma T01m80 ncsansas o  Mupe LUK, 10 4 WOry M0COETORATS ¥CTallonsTs
Jinunconf -+~ 370 RAKST APOrP&NM, YIPIEHOUNAT BANAHICTPHPOBSHHE W BKIIO-
“cuRLIE B nociaeky. Bo BpeMA el LiNX W yRwwTe, S0 Otesth MHOZO
JTPOCK IPHKQHICK ACHITE B KORGHIYPAIHANNYIY (alkiax Bpysuy. T e
OBTATEILHO, T. K. Coif¥aC CYICCTRYET TObIta: Ko.MAECTRO MPOT, ¥APO-
IO HACTPOTKY W HMEOWAX BHSYATLIIAT HesTepheiic,
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K (OTEHIMATBII0 OMICHEIN. KOMAILAAMN, KOTOPAE HEREITTSIEHO PEIOCTABIATL

AR BLIGHKITEIHA & ADABOMI FODE TPYTHM NOALSOITTEIAN, OTOCATCR

0 peaaTiponasue (aiilion — NOIOTHET JOYMMIIIEHNIIKY ML MOGOR
oD ROt UL 0 G T 10 b L,

0 ¢ -~ 26T BOIORIIOCTE XAKEPY MOTIIMTL MPABA JOCTYNA 113 KOHGHTYpa-
LHOHLIA thaiEr 1 HOCIC 7700 PEAGKTUPARATL GO iare ¢ pABIWH TOCTS

3 e e AOBIRIMET yugILe . Fei SIKEp COITCT 1ONIADBITEIR ¢
D, paRilEan Hy.1k0, TO 0F HOUY AT HOAHME HPARD h CHETENE:

3 sosk -~ 1OIROLAET MONTHPORATI YETpAIETA. | [pOTMELINATTE b Koidrypi-
wnOMtioM AN KOKKPETIME YCTROACTA | ABCPRENE 1y KOMAILAY TOILKD
POREPENHLIN 0IMI0BATENTM. FCIH SOKE] CMONTHPYET YCTPONCTRD €0 CBOU-
Mt tporpawMaN, Katopue Byayr concpiate SUID-Garu waw Tposckue
IPOTPAMILL, 7O O CHOCT TNy (ATS & CROE PACTIOPTACHHG BLIO CHOTCMY

0 ahezo B chowm — COMKIACHMPYIOT ChOHY BIATENMEA i Wi rpymist, Ha-
et BN EnbIG (AR NAPIER # G, XARED CMOME! JICHRO £10 UpONHTATH
G JKG HSMCHWTL,

HIIOWMII0, §TO B3 AQGKIE GTb 07cHb BHIDGITENbHL TPH paGoTe C camoil

perpeso sudo, AoTowy 510 A ee yeTanomen SUID-ur, 4w, Oya Oy-

BT BLINGARATLCA C TPARIMI BIAAEIbUA, T. 6. AHHHCTRATOPA CrcTewhi. Ticpcm

sudo, L 07 1.5.7 120 1.6.5.p2, COTEPRAT OLIMBKY DLIISHEHH GaMITH. Xo-

Sep HOKET BOCIIOALAOLATLCA HTHM AT SLIGIHEHHA GTakw NEPEHONICHNA ETCKa.

TIpORCPIE miy RCPCUES € NOMOUIIO RAORA KOMAIN suce € ENONOM —5. EcTn

B SIHETECh ANMHHHCIDALODO, 10 YRHAUNC 13 3KpANE Wosipoiayo widiopvias

UBKO © TIDOT PNV, KaK & THCTHIINE 4.3

Tacrwnr 4.3, Unidhopmauus o npafpawme sudo

ety version 1.6.3p7

ion mathods: rpar!

Factiity 1% ayslag 13 boing nsed “or fojging! authpriv
Driority T use wher st HithEuTicates suseesaTELLY neTion
Priazity o ise Whon eer Fitimueicates vngiccostfullyr alost
"0 i kAl

fed ail 1L e aser Ls ol o sudecs
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NepeiITE Kk HACTROKE NOJIKIIOHETINA “epes MpOKCH-CEpDep. TI0 YMOIHHIO Yor
TaNloRAEILD aBTOMATHECKOE OnpeAcTeNste coemmeus (Dircet comneetion to the
Toternet). Bu qomcila nOMEHRTE STOT TTADAWSTR WA PYAHYI KORTYpanio
(Manual proxy configuration) 1 yxasats IP-u1pec W ROPT IPOKCH-CEpEEpa A
Kwiaoro npoTaKkom (prc. 9.2).

< mvgre [ e——
o € Sslomcntsbemena
MBI i g o
i Avancens e Py [FETEEET T pun [jRe
serms e SRy [ ke [
ot ey [
TP g Sopmorpmny [ bon [
S og e [ g [
e € socisw e socks s
ofim 8 spse o Py [

Eampe: onior, nelns
Al sy conguaisn UL

PUG. 9.2, HacTpoRia coBaueerms 4pa3 npurc-cepan & Gpaysape Mozl

Tlocne 3701t uACTpoTikH 6paysep GYIET MOCLUTATL Bge HANPOCIA TPOKTH-COPICPY, &
TOT e nepEHANPARHT wx CCPUCTY. PEOXY MOCTORHHO AOMKEH HEXOMHTECA & 30
(PYAERION COCTORHHI A MPOCIYLIMBATS ONPEACTENHNH NODT (K HECKOIKY
TODTOB A1 PASHEIX APOTOKOCS)

10X KKIYI0 FATATY, NOLASPIHBAIONLYIO OTEACHEIBIR MPOTOKO., KEK TIPABK,
puienaetea orensHui nopr. JIng HTTP-NPOTOKOLA, MPHWEHAGNORD ATA ST7Pya-
K Web-cTpannu, Hawe pcera wciomasyerca nopr 8080, 1o 1w 1Hauekne aBHLAT
OT cepBepa M MOST GulTL amenero. TTepeit MCOTEI0RAAYEM ONPEAEAEIIHOM o~
TPAMMEN TPOKCH-GEPREPA YOOKTECh, H70 Ofia 06ARTACT 1160BXOTHNKING La Nl
MOKIOCTAMM 3 0BCCTETIBAST TOZUIEPIKRY RECY HyxHbIX TPOTOKONO. Tlenomnep-
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WOKHO OCTABHTS Bce, K2t ecth. HO 6GTH B 1S EXOIHT 1ECKOTLYO Hok3oRaTeach,
10 7 ABCOMOTIIO He MPHEETETEY™, T 1CBXOANND SHOPUHPANITE CIEIARTAIYO
EONY © MO MATL IS ADABANS f HASHANCH 1 €6 11K BOEX AKYPHQIOB.

CI62YI0LME KOV CORIAOT HORYIO TIFIIY 155070 bt YETAHAIMRAGT O JUti
s log-datiton:

oot “ogsTroup
o juar/log
A N ——

B qupekTopin /var/log NPasON HTERIN W MATUSH B KYPHIIH TomKeH 06RIAATE
KOTIOHHTETBHO RAMHICTPATOP. 0N 0BATESY! [PYMIThI Ccayer papeniiiiy
TCLK0 STemE, B DETANAHIY — e, AGo o foe. ILin 10 ialH Heen
GaiL 1AM YCTHOITY 3TH iR, BHTONHATE CTELYIOUIAS KOMAHITS

ot fwersiog
find . ~type £ | xargs chwod £43

Bropan ook COCTORE Ma ARYX awpexTus. KOMAIIS Tird . ~type £ WIET B Te-
YOG KATIOTE BoE OSRERTH. Y KOTOPHIX TH PaBEK <, . ¢, bee allmel, Dropa
{tazys churcd £45)— HSMEHSET Y BeeX WAFACHHBX OBhEKTOB 1pBA KOCTYNA Ha
640, MOHO Kt TORIZTE STO 3HaueHHE 10 600, NTOGbl VHTATH 1f MHCATH MOT
TG ATMMHICTRATAP.

Towsto 370r0, Hia aupexTopHIo fvar/log ¥ ronkIOBaTERER tie AOKIIO SuiTs paBa
e 5aNKE, 1OTONY U 210 HOIMOMT IOy MU IRy YRwmT, hainid, Ectn
Xakep He CMORET WIMETIHTS KyPHAN, 10 MOMICACTCR €r0 YWHNTORKTE J8, B
POHIMETS, 4TO B GHCTEN® KTO-TO G511, HO HE OMIDEAENHTE, KAK NDOSOUITO BTUDHE-
HC H 1 CHOKETE HATITH BLIONKINKS,

{fombrrre, w0, IpO-ITTAE KyPHAT, Xakep MOKET NONYHTL WARC MODLICKTH CBOW
lpaBa, ECTH TaN CTYANHO OKAKETCA KOMPHIEHMARLHAA 1HOpMaLA. Ho ecnn
KYPRAALE CTANYT ZOCTYNLINGE A 3A0UCY, TO BYIOMBUIK CMOXET SAMECTH TSI,
SIATHB T€ CTPOXH OTEOCHTENIRHO CBOLT ASTHBHOCTH

Ho w5070 HEAOCTATORHO ux OSECHIEHSH WAKCHMATLHOR SaLITe). Eemh no-
O BB Cy T RYPUATOR, TO CTAHET GMEBHAIKDY, X1 B Ak OC TOIBKO 1065~
THCT HOBbIE 3ATHCH. TAKHY DBPA3OM, MOTKHO NOCTARTA A0NOIHKTEISIO SHEHTY
o7 yanneMR W HIWERINE ¢ 1HOMOWbI KToNeR. T8 (aANOBKIX chcTemax EX2 it
Ex3 coTh xOMaKIL zattr, & NOMOWIMO KG10pO#H WOXKIO YCTAHABTABATS 070N~
HATEToRblE ATPHGYTY! £t (aFins. O U3 MY (KW +2) NOZBONRET 3A0ATH YOTO-
ae, P KorpoM (BRI MOKHO TONSKO MOMONHATE, HATpHMED, cAsayiowas
KOMAIIIR YCTANADANTAST A% GARIIA /a0 /oo, Lo TaKOR ATPHOYT:

Chx 42 far/lon))

oot
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70k, MONENT nocTeaHel 3arpykn Linux Jerko YaHaTh ¢ noMONIn0 xoMants
uplire.

Crreawme 34 ROBTOpSIOMIIMACH SETHCKMN, OCOSCIHG 08 ABTOpHIAIL. ot na
KAKOM-HEC CEPBIGE MPONCKOTHT MHUTO NOTLITOK BXOTA C HEBEH DMk HIEHTHN-
KaUel NOASORATENS. ITO MOKET FOROPHTE < TOM, 4TO BAOMAMK NLTAETCH -
206pats Napot,

ECW 861 3METHI 170-TO MOTOSPHTENLHOE (C Y4ETOM BblHIENEPSUHCTERHCTD), T0
CEAYET BUACIMTY, OTKYZA KT MOTENUHATLHOA YTDO33, 3 HMEHHO IP-apec
PACTOTIOMKEHRE CeTie BTaRY s, Tlas NpCADTHpAUICHM SanbneHimX TedcTony
€O CTOPONEI BNOMIEKA MOXHO WIMEHHTY MOTHTHKY CETGBOTO SKPaHS, A06aEH
34THCh, JAMPLLAIOTIYKO 10bie HOTKIOKENIH CO CTOPOTH ATAKYHIMIETD XoCTE.
Tpi analticse AypIia nymed Satrs 0uib Grreabrn 1 oBpaATh BriMARTE 12
KUKIYIO MQTOb. HAnpiUMep, 4TOBH MOIOSATS NaPOTb, HMOYMBILIIEIHAK MOKeT
EIOTHORATh pESIMAHME METOM MACKNPORKY, B HACTHOCTH CAMOCTORTCNb
NGB B AYPHZA NOTORHHE Hic

Fwe Xakep GyneT H0aGHRPAT IpOth IOSTHM 1peSaPON, T0 B4t NCTKO yaaute
GOTHUIOS KITAYECTRO HEYIAUHLIN AGMLITOK BOTH 0 OMPSAETEHHbIN NOT30R-
estew, K. (ipi 9TOM & wypiane arflogimessages nOSEIRETCR CICIVION
P

£eb 12 1713237 Plorowy Toginipan unix) 12381 antientication failarer
10gRABRELIG TN Ai6-0 Suli-) Try-Eeyl ruser hest: bme. oo

TIBpEMETp Logir Ipam nix!  yKA3WBAET B2 0, <70 XAKED TOMHKD MHHESTCA BOFTA
CHCTeMy. Ho Ol¢ yXe NDOIMK, UG UEYARIIC MCHO:NI0BA KOMTRY . T
& 00 lozrane GYAET MG, N0 KOTOPbIM XAKED WAXOIHTCA & CHCTEN, 1 TeKcT
1oia (o vnixi BYIET 3ANEHEH 1 suicam ur ix.

Mo TaKOf CTPOKE BLt AR CHOACTC GPCACIIS, MTO 310 SIOYHHILICHHHE, 4
6cTpo Halis 210, HO Xakep MOKET HAKKASTS B KYPHAT 3aNKceH, KCTOpLie BYAVT
YKASHBATE Ha APYTHY IOILI0BATETCM, TOTAD CPEA HIEK. WAIVTHE PERILITYIO TyaeT
e CriomTin. Hapamep, & I0MOmy € IERYKUER KOMAR XaKep MORET A0t
Rirth & AYPHL CTPOKY, KOTOPAR GYTET MISHTHIHA OLIHGKE ayTenTH KL

Logaer - %an.alert — “suipan smix) | “aatienticatior fallure ;
Lognate-robert id- erid-0 tzyittyl rusars rhosl= wser=root

B oTBer Ha 370 b Aypirase Gyer COIAEHS TPHMEPHO CTEVIOUIRA SATHCH:

Feb 12 17131537 Flonomt login ipan_unix: (12961 acthencication fa:lure;
Zogaame robert wig0 evid=d tby=efyl rusers “host~ user-root

Teneph GPEICTABUM, STO XAKED HAKHIA EIPOK, B KOTODAX MOJIE Lognans BCETL
pasitoe. TorIm BUAGTHTS 13 HYX EAThRAE NPIKTHHECKH TIEBO3NOKINO.
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Jlicxi KeNATE b0 NONSHIONHTI K PASHIIN KOrIpOITIEpan ("NOCATHTS 113 pas-
Tarisse IONEHL), 10 NOTBOMIY SHETeME PRSTATL ¢ YCRORCTRAN 1 NIITHHSCHN
NaPAIAEIHA. ITO MOKET SHAUHTEALHQ 1IOBICHTS TAOHIBOWATENs HOCTs OC, M0~
Tawty ST £ LY CHOPRET PAGOTAT € EHETEN IMME W 10:TMORATECK:MIL (RHIMHE
aTHORpEMERHO.

G Bt IACTPAHBEETE CEPBE, TO HA OTASTLHBIE HOCTKHE THEKH HOAIS WAHECTH
Dt fhome u VAT, SlorMMECKIE THCRHPATIEIM L ATOV GAYHAS 1iE TUAYT HENas-
Moro pesynsara,

KakitMit S0mkdite Bt pasience? Swap 1yahio 1, st o 1mBiSIN0ETH OT yeTa-
HOBNERHO NAMATH, 1 06 3I0M MBI YAC FOBOPHTH UyTL, Patbc. i putens
/AT 1 Thaame RIECEIT 1 DTSN AUCKH, TO 314 KOPIGTOTO KATIAORA GYAET
aocTarmo 4 TBaliT, Ko Mo caciaTs u Eounne.

Ha pastene /var ToRe Jyale He SKOHOMMIL U BHACTINL evy 10 ISaike. Bcen
GyayT xpawumies dadane Kyprianos, WWW- i FTP-Gaiinn, xotopue SecTpe
YBGRMSMBAIOTCN, 1 G OHA AT RCE ACCTYIIHCC 1IPOSTPANCTR, TO CHETEN
MoKeT BullTH W3 GTpOA HIM APOSID SEIHCY HEAGCTYIMOT. HINCHRO B 370 bftor i
PACCHMTHIBAOT XOKEPH, KOTHA OPTAMMIVIOT UTAKY "OTKAS OT OBCAYHOIRHE
(BoS). K 5Tomy soripacy Mba et e pa3 Syiets sipaitaiben. Heketopus cie-
LALAMC T 10 (EBMECHOTTH PEROMEHATION PACKL I 1n Tiur paEsiea Ha Sanom
6O0OM HEKe (431lie BUSCO TAN K SOAEPKHTCA H PI3IET /lomie), 110 970 yaa-
PUT 10 BpoNIBOINTeNTIOCTA. KOra WY PHATH ILGUHICH 114 OTIEMION JHOKE,
0 310 MOIEONAET BHMOTHATH JAMICH & HUX TAPTIEIBHO ¢ OSCTYHHEIHMEN 00
TATLH6LX PA3IENCE. O JHAYKT. HTO HONIOBATGAL PASCTACT €O CBon i
© paIneIom /hime wa OXUHOM JRCCTKON JICKC, & ADYEOH BIESTCH 3 5T0 HOCHA
CoxpRMneT BCHY HHOUPMANWIO 06 OKTHBHOGTH MOT530831¢3A, ECTH 06€ mastki Oy~
YT K2 OUOM ZHCKE, TO ANKC [fe COSKCT GbiTh (IPAI1EAGHOM.

Opuemmpyiirecs Ha coow Texwirseckie cpeacTsa. Tlpy Ne0BXOTIMOSTH paziens
/var  /HOMIE RENCTONTEALHO MOIIO PAIMECTTL 1K1 OTHON, 110 CANOM 60.Ibtuich
oRecTRaM Ao, Tonko ot (00 pasen FAOMIC YA OF33T BE OCTABWICESH
MIPOCTPAHCTEO, GOTOMY HTO 3NECH MOTKORITENH GYYT NPACNCTh BOM ZAHIIBE
(A0CTHRAOT GOTHLIOTG OFLEMS), H €CTIN TORALIMIITL, TQ CEOP TNAHYTCA B
MyeUIS GO CTOpOINA BTonaTerTel O HSPEALHOCTH COXDBUSINLY 1 CCPBCPE
PeRYITETOB GHCERHGH Wb, ECTH BOIMOKHOCTE €TE, TO BHACTHTE KIIIOMY W3
PAZIENOR MAKCHMWATAHO BoamOR w1 wafyneat 1P spuGacsh

J138 €CTROR CHOTEMS! MO BLIGPATS NPOCTCIAT BPHANI C 6N PA3AEN-
i (KOPHERO 1 MO!KA K1) H NPOTOTINTS YETAIIOBY.

Crenytounei mar 1oCiie Lo3NAHHA BCEX PAZIEIOR — KX GopMaTUpORaNHe. Hern
10pLIE 0GO30 YMIIBE MCTRMGYTHBEN RIOTHAOT Ty ONEPANED Bes A0NOM-
“rebIfbiX KORPOCOR.
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B 370n haline 1010 O7IA CTPOKA 63 KOMMEHTIDHS
zoex AL KL
Oiia coeTouT It TpEX TapaMeTpoB:

) s — MOARSOBTEND (WA PPYNITE), KOTOMOMY PIFPENICIO RHIOMIATS MO
JCHHYIO KOMilLY. 1| POKOWENIYIO YKIWDATH KOHKPETHBIX nox3onaench,
XKED VOHET CTATH YHICTHAKOM [Py1INEl , NG 0IDIA% 1P 7TOM HACTHUML
ABHANAC) HAM, DMy IAT /I0CTYIL K RUTIONMERID ORACANIX KOMARL

T3 KOMLIOTED MM MALLHEL, T KOTOPOM MOKHO RBIOZHATY KOMAIITY OT MM
ammmseTpaTOpE;

T KOMANILL, KOTSPUIE PARPEUEHD SLIIOIHTY VRHmIOMY HONKORATENO {epe:
UHERMOTER AOGIIC SHaKA PArHO)

Mira, 41oli TIONk308ATEN, CHOI NPOCHOTPEh hafln fete/shadary, Heobxomwn

UPOMICAT COOMEICTRYNAICE ko, B MOC CUETEME eCTL APOCTON TOILI0N-

Teith © wvsucs roberl, JLia Hero A Ao6aunAIo & aiin feteisudoers CleAIowy

sanice;

vobsen LIS

Tetieps HOTWINMTEND (0BEMt CHEOKET BHOTHATE C HOMOULLO =ido 14OGHIC Qe
HHCTPATOpCkme 3auastn. TIBOREPITE 710, THORTOPHI ALHIOMICHHE KOMANALL:

suds sat fese/shadow

Ha 3707 pas poe qomaue Tpoiim yeueinuo. Ha sspaie nonsuTea npuraawens:
BBECTH HAPOTL ALNKHHCTPRTOPA 14 BLMOIERHA KOMALAbL

Ho paspeierine BLITOAIGHIA I6COTIOTHO CEX KOWAHA HE COOTAETCTEYES NPk
JHitaM HOETPOCKIH GE3ACHON CHCTCME. FeoBX0MUMO broiiTs OupGicamt
orpaitmcum
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JIns SKOHOMSE WETCHET-TpaGke Guinm NIYMANSL NPOKCH-CepRCpEL. Co Bpe-
MeIKeH KX BOIMORIIOCTI CTATH HAPAUUIBITLGA, 63 JQHHMIH MOMEHT MOXKO Bbi-
BRTHTE CAGIYIOULME NPEHYIIECTRA OT WCTIOM3OBAHYA N0A0BHbIX NPOT AN

0 KSUMPOBAHNE TOKYMCHTOY, NORYYBCMEIX N0 CCTH;
0 Kunporarose pesyaTaton DNS-3anpocos;

7 opraisaLMS MO AKTYR b CETh;

0 ympasicHme A0CTyMON B VimepHeT;

) &HOMMMMIE TOCTYN 1 COT YPU3 COKDUTH ANPUXE;
1 sxonowun TP-anpecos.

B 2aBHOR [ARE M1 NOTOBODHM O CAMOM TONYASPHON B Linux npakci-ceprepe
SqUid, PACCMOTPHM €0 HOMMOKHOCTH, OUCHHM DE3OTIACHOCTS H MGTOBOPHM O
KoRBITYPHPOBAH Y.

Uroa amomOnasT, TpHK 15 BORTIEVCH 150 YRGIRARTE CROPOCTS HAFDY3KM, it
SEPICPC. HGPC3 KOTOPMTE OCYILCCTRIACTCS THXOA 5 HITTCPHCT. YCTamanmnpacTea
CCHUAT/SHORAKKAR MPOTPINMA PrOXY, KUTOPDA KSWNPYET bech TPAQHK
(pue. 9.1). Korma nepesifi mOT30BaTent 3upyKAeT CTpraily Wivw.yalioo,com,
0 W6 €6 CONETRMO COXPARFETCS b K3L1G PIOXY. Tph CIle.(yIOUEM oBpatteh K
Web-yay Ge KPTHEKM CRAMMBAIOTE YIRG 16 M3 HHTCPHETA, & ¢ NPOKCA-COpREpa
IRQIAFIEPR, A TEKLTORE HACTY (R SARMCHMOCTH (T COICTPRAMORD CTRAHHIL
BPOCUIEMIUAX HIMEHENRH) MOWET BTh SArpYKENA © CepBepa.

Warapier

Tporor-

PUc. 9.1, OpcaNASaLA PaBIT! © KHTARHRTOM LePed TROITH-GEPBED
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fOnhiTA AETOPK3ALLA Cule I O Cw ne OBOPIET, A Bor L0 1 foe — 10 it
2ODKIO BUBLIBATL TIOR0IRNE,

CaMoe OBuANOe, 470 Be WIBECTAME ITPOTPAMMLI HeXDHEKTHEHb St SHATHIA &
ZHasisKe. BOTHICTBO H3 HKK MHEIOT OTpANMHENHS MM COSIARN IPABIE, 1D
KOTOPLIN OTAENLITAR IABCI OTIOCHTCA X PISPALY Onacibs, U-51 JTOTQ mpiD-
TR B KDYT MOO3PEBTEMHIX OTHOCHTS BSE, {10 HMEET OIIMGKH BXOID B CHTEW,
4 TOTOM CAMOCTORTENEHO HATHGMPOBTS XATHCH W BPENA WX CPASATHBAMN,
Kaauii eHs XOTH Gbl OTHH NOT30BATCTh MOTKCT BBECTI HOAPAEM oMb NADCT
0c0BEEITO e Ol CI0& L, PeArnpoath 1 NOSoGHute Tankch Seccyucaeino,

ECTs €lte 010K HEOUTATOR MPOCHOTPA JKYPHAT MIOGTPONHO, JIOMySTHN, 410 aiar
BSATOp BHAAN COODILEHNE O NONLITKE OBPAICHKA K 3AAPELIEKTION 0B0eTH 1
k8. J|13 GONbINKHCTEA CePBUCOB B STOR SAMHCH OTCYTCTBYET HEGOPNAIIA O T
oeene

HAmpHsep, Bu JAMETHINE GTPOKY O NelipAROMEDIIoN J0TYre & K'Y P-awpextopic,
B weli Gyer LP-anpec KIUSHTA, HO Bt HOJKETe JAXOTETh Y3IIaTE, (01 KAKOH yrer-
HOR TATHCHIO JAErHCTHPOBAICH NOb30RATEND. UTOfs 310 YEHAETH, NEOBXOT
MO OTKPHTH CAM KYPHOT B MPOCTENWTH KCTODMIO MOZKMMOSERM C 3TOTG
IP-azpeca. A e OO MOAHD PEMATS, CCTH AHANHSHPONST KYPHAD b ARKAW/KS.

12.6.1. tail

Kora # HaKOKyeb HETIOCPEICTOEIHIO 32 GEDBEPON, TO B OTIENLIOM OKKE Topu-
HATA SANYERAID CTEAYIOMIYHO KOMBHY

tais T puarflog/eesiages

TIoGAE 31070 12 SKPAIE NOREINETCH COTCPRHOE HYPHALA, KOTOPOC HIMENRETS
peastaion Epenenn. L[pn Safiech & Xypiian NOBOT CTPOKH 018 TYT K NORBRLT-
5y MEH3 Ha MORMTOPE.

D0 ueHn ya0fno, 0coleHHO NpH GOILITON KoitdecTRe Jamiceli, Bht NORET:
CHOKORIO PAGOTATE B OINIOM TepMMIFIE B WHOIA IEPSKIIOTSTCA 1 ApYI O,
OB BANANYTL 13 XOX PEBOTI. KO COOGIERME NOABINIOTES CIUNOM HacTo
(¢ ceppepom PAGOTAET GOTBILIOR KOAMHESTED NOTHIOBXTEIEH), T0 NPCCIEATS 1
Hitsie DOCTO HEBOIMOKIO. B 370M Gysae 1E0BXOTHMC UX PHAMIPOBITE G 110
MOAEO CTIELHATHSHPOBIHHAEX. MPOTPAVY, KOTOPHIE GTOGPIAZIOT TONBKO NUI0Y
PR IO, & GCTATHRbIE FAITHCH TROCTO NPOTYCIAOT.

12.6.2. Swaich

DO OueHl MOWEA YTWTHTE, HATIHCATIMAA HE TPOCTON R IHOKOMOM MEOTHM
ATMIMIMCTPATOpES 23btke Perl. DTO MOTB0TRET NEMHC USHEHATS 1 0GANIHTS RS
MOIHOGTH CavoeTONTEIINHO. CKa9aTh NPOTDaNy MOXHo £o aapecy bigpill
sourecforge.net/projectiswatch.





index-324_1.png
324 Fraeag

TPANCCKDR YTMIITY, MOSSONAIOMEH KA1 POV T CosAMHEHIE oBoWT THIOL. Met
0 GY20% OCTAHATHEATLGR 112 3TOM BOMPOLE, MOTONY HTO 32T MIIE HEMErD A
GaewTh N0 NoB0AY GczanaviiocTit, HACTPOIKD XOPOILO OMHCAIIA b0 MHGWGETSS
OKYMEITOR, KOTOPESE AETKD HAHTH & Mirreprtere. HO HeCKoMBkO J8MEMAHMTE 7 61
xone i,

TcNousys (PaGHAECKyIO YTHIITY, Bbi JOAHYI SwfTh, 9TO NGE CUCIAPHI IIAXe-
LSTCS 1 SHEKTOPIM fete/ppp K letefsyseanfig/network-seripts. Obmatenswo o3
HIKOMETECH  ailaaNH, KOTOPELE 31CCh RAXOMICA.

loakmoswpimcs K HrTeprery, ybenurecs, vo kim AncTynen DNS-ceprep, k-
TP HANORUT COUTICTETBHE CHMBOTBITLIX Hyett it IP-aspeca. Tiin 3T0F0 mowaD
BLOTHATS KONAKTY PINg ¢ YRaiiinew KAKOT(-1HG0 Cepnepa, IATPHMEP:

Fng . redhar com

EChH OTRET QOyHe, 0 Ceplke NpeoSpaomnis wwel gocTyren, nease ¢ i
TPHCTOM MOKILD ByeT pabotats, MenoaEsYS T03bx0 TP-upecs. Few na we ai-
PUAGHACTON, TO CHIYALIIO MOKIO HSNGISHTY, BPYMINO Oponncan a:pec DRS-
cepuepa. TTonyrTe 31y WHPOPMAIBIO Y CIOErO IepIIET-POBIIZEDD H A0BABTE
eneaytontyIo CFPOXY & aiin /ete/resolv.eonf:

ansecver 191.166.1.1

Azpec 191.16B.1.]1 HyXIf0 30MENITS K TOT, 4TO BaM NpeROGTAMA TPORANAED.
Ko DaN 7GULH 11OTKOILKO GPESR, TO NOKIO YKATATY KX 602, KaKawll b oboeh
eTpoke;

baneserver 131.166.1.1

nesserzer 135.168.1.2

9.2. Pa6oTa npokcu-cepeepa

H3IaSIILHO MPOKGH-COPBCPLL (PIOXY) COMABAICH 108 PSUICHMS YIKOFO KINTA
38204, 2 HMCTIH0, — KOUMPORAAHG TAIRILIX, nOTystachbix w5 Mirroprera, Hanp-
Mep, bt paGoTaeTe s ceTh 3 100 KoWNBIOTEpOD, KOTOPble NOSKMIHAIOTSS K Ui
TepreTy 4epes omit dmaneckuil karan CRAHH. He CEKPET, 41O GOMMUAR WETH
ROMGORATCIH HATYRIET N0 HGEKOTRKO [F3 1 AICHE OTMM 1 TC HKE CTRRAI, §
KaokbiF pas 3T 28K KA JADAT H KAHET GoA2 H TPAGHK.

Crenacn mpocTCRHT pactcr. TAKEIHERHO M OGPAILTEMEA K MOUCKOBOIk CHore-
Me, ranpisep. www.yaho.com s www.gaogle.com. Tonepi. nocawtaie,
CKOMKD MOMEEDOT FATyI0R tara wwvw.yahio.com co 100 OmIBOTEpOE
B penyaLTATE AOMSHO MOMYMATECS 4HCI0 Gotee 1000, OTOMY HTO 6 Cpeatem s-
M0KeK TPOCHATPHERET 1re Metree ) CTPIMI 37 CHT IGHEKA P30T HikhOpMALIM
1 yToumenAs aanpocos, Taxm OpAIOM, TpAQHK PICKOIYETCS HANPACHO.
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IAQ €CIM RPH HOTOLI0KAANI AWPENTIBb Loy x XaKEp He GY.2T HCTIOaRIODTH
KO L, & YIGOKET KOMATIAY CAEYIOMIHN 06Pason:

logges vl “aulben_ivallen Zailucs 5 ert alast

W3 5 ryeryl weer- thast nserovnt

B 3TN cTytae B KypHLIe ByeT CTOKE:

robers

Fab 17 170337 Flence 1ogu;
=5 -LymLiyl

authensioation faaluer Logna
sur= thosis user

KoK BitanTe, Mepen cooGmeHiteN 0O CKUNKE GTONT KIOHEB0E GTOBD :
T9pOE KK PO W BHLIIET TOATETKY

e s KoM osge- 1 Y1 ATy KAKSPY, DN MOSKCT ECSUT SanHE
Goocii mporpavof. Tl STOMD HE NpEIOIIAC, AYPHAM ZOTAIL BuTt A0c-
TN 18 BAANICL TS RAMWITHETPATORY FOOL,

12.6. Pa6ota ¢ xypHanamu

Mol ACCMOTPCNI PASIMSHELE KYDHATS KOTOPHIE HOCTYIINA B CHCTEMC, B3NTIStTY-
4 42 X CONEPIKKMDE 1 YHALTH, S0 W 138 XPSHHTCA, SHATH BOE 500 MPOCTO Heob-
AOUMO, HO AHATIMPORATS TEKCTOBHIL (aHT PEIMCPON B PECKOIRKO woraSaiT
DEHE CAOKHO 1 HeyAOBHO,

B eficTeyiomeR cherent, ofpaarhemomeii WHOKECTHO IO b30RATE
UGB, AyprI pacTyT G Grctpo, Haipiwep. 1 soew Web-cepaepe core-
AKBHAT KyDHA MOKET NPEBALLATS < Mialkea, 10 0%t MIOTO TeKCTONOR ii-
opuen s, & KOTOPOT GHETPG HAATH YISO CEPORY 1IPAKTIHCCKE IBOIMONTO.

hokax 2

Hweinio oSTOMY IPOTPAMMICTEL # ATMUBKCTRITUPH HAMHCATH U NPOTOTKEIOT
PApAGTIBEATh 1IPOTDANMbI-AAIATADH k108, TIpOCNATPUEATE yPHATIS He-
OBXCIHMO KaAEUH Detth, 3 Ayl AT KyKIWH Hac, A Ofecnedenn Gesonac-
HOCTH TIEAG3 NOSEBATE BB COOGHIEHIA, HIAE RPONrpHIUI Bynet obecne-
ser. Ho Kak npu eXesienos KouTpone Gafing OTIETHTL S0MHSH, KOTOPME YKE
ponepanmce? | pOTpatia RO;THIA YMETh SATOWHIATE ISR QOCTEA ER PeBit

DM GABAYICIIEN FAIYCRE G3EPACLIIGITH PHHEE HPOSMCTPEHUbIE TAIHCIL

laioe S(pieKTHRHEIN BOTBAMMANA AHATHSA KYPHIIOR ABINKITCR CEPBNCH,
KOTOpUI® MPOEPAIOT AMHCH MAPATIEILN ¢ NONAZGHNEN X § log-aliabi. 1o
HOCTATOMHO MPOSTO PEAWISOBATE, DCOGENIIO HA YIANEHHOM KOMMBIOTEDE, KOTOPO-
My MIOGHTAETCA MHPOPMAUIA OT PAGOTAIOIETO cepBepa 1o ceTw. o wepe mony-
AeHUA SANMCEH ONKE (PABSPIOTCR K MONENRKITCE © GANEL S TAibREREO
spaienns & Somee TUATEIRHOTO aHATHIA, o OMHOR SAMICH AMERb CTORHO Bh-
S604TH ATAKY, AYNILE BAAETH IHHAMIKY COBHITHE. HATpUMEp, O3 HeNpARKTLIAA
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16308 HQ IKPANIE Hat1HyT GRS TLCH CFPORU 1t

51 byres from 15512141 domp_teq-l LG4 Line—0.102 £

Orci088 et y3aen, w1 G0 noyeno 64 Safira ¢ agpeca 195.18.1.41. lioere
AUIETOME OTOBPRKAIOTES CEAYKILIHE Hapane P

D gy i — HONED IHIKET, 1 WIAUCHHE ACIDRIIG COCIEIORATE IO YBSTITH-
Burrbcn Hir 1. TCA KaNOM-350 HOWED (TEXTETAYEY, TO IT0 O3IQNACT. 4O KT
1OTOPAIT B VNICQICTS W HE OICT 10 RPCCATA Wi OTHCT MG BEPIEICH &
BAN. O MOKET GhITh 113-34 HEYCIONAOR PasOTU OTOpYAvERHMA, mer)
KASCABITOTO COSIMHEIUA 1T OUH 3 MAPIIPYTHIATOPOY & ST MEXCY KO
LADLLPANA BWEPAN HSHPAMAANISIT YT, W NAKET 1 AGCTAT MECTA M
wenng;

M1 opems Kuskr naketd, LIpA OTHDADKE NAKETA EMy OTBOIMTEA OMpe
DEHIOC PENA K113, KOTOPOE 3A3AETER SHTIOM, TI0 SMORIRINI & BOTHUIH
CToe CHITEM TL1 pasHo 6, HO JHateHHE NOWET GbiTo wseHeHo. Kok
NOPUIPYEHSTOR (PR NEPETANS DIKETA YisehiaeT 970 shcno. Korta oro e
HOBHTCA PABITIIN 11710, OBKET CHNTACTOR SATIYIUBUIMMCR 1 ¥IHATOKZETOA
ik GGPAKIN, 110 410K SHEHEI KT MORHO IDHOMH SHTCILHO CKRFITL, X
KO NpUIDY 1NETOpOR BCTPCTHIOE 1 1y 11

Tt — wpewa. saTpasemoe 2 oRMTIMGE arsera. [0 SOy NAPAETRY MK
10 CYIHTY O CKOPOSTR B3 H 0 €8 CTABAILLIOR 7, ECITH SHOYEHIE TAPANETPH
HE CHMLIIO MMCHACTCA 0T TIKGTA K TaKeTy. HO ySHTLIEGHES. 4TO BPCNS, T2T-
MEN0S 13 TIPISKY 1 OIYHEUNC NEPROTY 1T, HOSTH HCCTIA Butte, B
OCTATHIILC 0. PXIL HLTH PABHOMEDHO.

EC1n OTeer #a xakoH-HiBy T MAKCT 1o G NEYIER, TO Bel YENINTE COOBLEHE
0 er0 MoTepe. JOKATECL, LA NPOFPAMM K OTIIPANKT T-- 10 NakeTOR, ol
70 WX NAPANETPAM OUEIHTL KANECTAO CESIM, W NOCIE JTOT( MO IPERTAN
ceane mkario snapi <CHrl+<C>, B pEsyanTaTe Bu YORIMTS HeComUY
CTaTHE MKy OGHEHA LOOBLICHNAMH: KON'CCTEO OTNPRBNCIALIX, U0 ICHHRK €
TONEPAHHALS NAKETOB, o TEKAE MYMEMUTLKOR, CPEIES H MAKCUMATHHOE Bpess
oBveua naKeTawH.

PacchoIpuie OCOBIE 112PANETPHL. KOTUPHIE MOALES HETOABOUITS B KON

wirn

T -iv conepum paSiory woce ompaBkn (8 upwena) 1 nakeros. Hanpaey
BEL SOTHITE 1I0CTATL 1971 3A1IPOCOR, 0118 KOWANA GYAE T ubFFACTL CeT
L OGPA3ON: piny —: € 19.10.14.1F;

0 - = qropeMpoRaIA NEPE, s (SKOPUS T OSTI UEICT 30 CUET 1910, 410 BY
DAKETH MOCITUOTCA B CEvh 663 ORMIANHA OTRTA), HANDHMCD, Ram 1y
GuicTpo oTIpanHTL S 3NPACOS. 1OTE KONRRIE GYIET BHIFIATETS CTETyIONY
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YcraHoBka
n HavanbHas HacTpolika Linux

Verunones soerta Gutta €aMeit clomlioll iponeaypoli y ueex Anerprsymnon
Linus. BCROMMEQIOTC EPENEHR, KOPIA HYALIO G310 HOCIEIOBATCTLHO. Fay-
KATHOR © IECKOTRIIN AMCKCT, @ MOTO CHEIORAT CROKIIM WIICTPYKUNAM Wi
EANOCTOLTE O T Kensan ]S, KOTIIEE YRG Hiie GhIe T,

Flle 0HA HeTPoCTan 32ina —- Paaicl e AMKOR 113 przienl. HX ByHO veTs
G ey 8 (OC ORI 1 et o). Hpabaey o rom, 4T sorme
G MARAUY.MPOBTh & ACKENH, OCODERIN ¢ ICRIA, 1 KUTHOPEX YR €51b 11He
dopaans. M 570 (PABLLIBLO, 1OTONY 110 GELIH TPIAIEPL. CoaaaIHbLE CO CySaii-
ol ramepelt ANt

D0 BpeAIA HHCTATIRUKA M0Bas OC A0TAMA ONERE/ITS YETAOBIEIHOE OTOPYIO-
BQHME 1 NOATOTORNTh BOE HEOTRQUUIMC LT3 OO HGPYAT G GO Fate cosrt,
JICT 33 TCPSHCUE TOLICPMBACHIL YCIPAIIETS VOHO BHLLD 1DACMOTRETS 2
HCKOTBIO MIIHYT, T, K. MHOTHE NPOHIBOZHTEML IFIOPHPABATH Linu, e tricai
HeoBNONGe IPAFiBEpH I TIPH FTAN 1SS AGTAE Ky HropMawAw, Coiag
LTS TAXOF CNNC KA AT AU, HOTOMY 'O B0 XPYTILC HIPOKH KOMMEIO-
TCPHOID S 1AL CHIATACS G SEMTRHON (RHEOTHVE, KOTOPOE ASCALIMPYIOT
o Liflux). Onperenenme o00py-I0BIUAR TENCPh TPOHCXORHT SE30MHBONNO 1, ok
BRI, IS TPEFYCT AOTOIHIEIBIOND KUEHIETERLCT:) CO CTODOHE TIONLACBETENR.

B sacronniice mpevs ne MACTATAI UPOHESONT MPATHNCCRU ABTOMATHIECKH
W PR 10 ClATIOL T G YG ok Apy1 s OC. HNEHHO ToSTowY Kophapa-
i Miciosoll nastumaeT 5ORTEGR Littux 1 o npeANIERENIE 5 ety AoMantnK
KoMMEIoTepas. Terepl, yike Niofok, T 1 Mtrlofawi TOTL3ORATCE CRPABATCA
© yeranonKo, M nce e ML SeTo PASCMATRI STOT IPOIEG 1 0CTHORMMCH Ha
HaMGoes MHTEDECIX MOMEIITA,

Eeam s yace WMeETE OTIAIT YETANABKH LIS, & D66 ¢ PCXONEINO BN MPotlst-

TATL OTY TiaRY, BOFIMY HTD IEKOTOPLIS /IETAI MOTYT DKRATHCH HITCPCCHLINN 11
RoneHeinH, OGRS UPHILIANL DEMNIGCHOCTII 1 NPOHIROATENBIOSTH csa
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5000,  sanom eryac 70 |.6.5.02. HauGonee WITepecitny & STom JCTHINS
SBIRIOTCT CICYIOLHE TR CTPOKH:

Fethancizacion bimestany tinesus: b e

sord promot sime
[

L s e ancer 5 passerdr 3

BIpoit CTpOXE 3a%acTes Kpeys CoxpICHen 1APOTA B Kowre, B gastion cyuae
T 5 MMHYT. ECTH ROTHIORITCTE B 1€1EHHE 31OM0. WPEMEHN CHOK SoIONMT
NONQHAY k. T0 (STOPHO AYTEHTAMILILIN NDORONTALS £¢ GyICT

CaRIyIONas CTROKS YKASLIBSCT BPENS O AT BEOIA NAPONA, 3 AOCHETNTH —
KMSECTIO HONMTOK €70 J3Th, ECAH 22 10T 116pHON BEPHGA (RIpOTs He GyteT
yRrtan, FOTA UPODA MM HEDHE 3
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O Rierarchy_stoptist — onpegenser nepesens URL-a1pecos, AAHHIE o koto-
PLIM ECET1A AOIKHo! NOJYMATLGS € GEPRCpa, @ e H3 KaLia. J1 PEKOMEHIYIO 0~
GamuTi, b sroT cimoox. caoea "cei-bin® i konpocwTenbrbi stak. Apoca URL.
CozepaHe Taxol TCKCT, YKWSHEAOT 13 CLEHAPHH, KOTOPHE MOTYT HOMON-
HATEGR 11 CEPBEPE, W HX PESYILTAT KEMATEALIO HC K3MPORTI.

Paccwotpnu npuvep. 1lpeanononis, 470 & npowsrann Web-orpannuy
Wiww.servername.com/ei-bin/ping.cgi, 1 KoTopoll Mowwo depes Web-ih-
TepAerc HNGANATL UPEKTHEY bing. JONYCTHN, TT0 IpH TIEpEON OBpaLLCHIH
B4 3AMYCTHTY KOMAHZY Fing K AIpECY 13.1.L. 1. PEIYSTAT GyaeT coxpanert s
Kl npoxcA-cepmepa. B Cacayknuai [k ha OGPALIAETECH K CUEHAPHID, HD-
Gt nonHTh pisg 16.L.1.13, 10 BpAYIEP TEpNET NepBRH pesyMBTaT, RlOTD
MY 4TO BOSLMET €0 13 CB0Er0 Kolta,

CTpAMILI CO CLIENTPHAMM MOFYT BOSBPTUINCL PASHBI PEIYITSTAT, b 3EBHCHAO-
CTH OT CHTYBLIMH 1 NPEMETPOR, KOTOPE bt Aoabsorscn. Rm wanm:
POBATL TAKIAC CTPANMILL, TO Bbi BCETTA 6YAETE BHIETH 00 70 we. B pesynt-
TATE 561 TIOTY'HTC TOMoHO HeyROSLTEA OT CoeTHIEID HEPES PIOXY,
BonpociTens kil THIK ONIEHE ACTO HCIOTH3YCTCS 15 NEPERANy NAPAMETPO
© cucapii PHE, n0IT0MY TakHE CTPAUMILS TOXE HE PEKOMEH/YETSS Kautng-
eatn.

Ter aserurcry_ssop:ist 3anpenact 6path CTPAIMLY W3 K3WA, @ CASIyIOWR
8¢ CTPOKN 32AOT IPABHA, N0 KDTOPoNY CrparALM ¢ URL-tipecom, cunep-
KAl €103 "agi-hin" 175 BOIPOCHTAEHELT K, BOOGLLE Ke BYAYT KowHpo-
pamea

acl QUERY urlpath regex ogi-bin \?

s0_seche deny QUERY

1 AYMAIO, 1 COTAACHTECI GO MHOM, HTO HESALEM KIWHPORATS 10, 470 BT
TIOAYIATECH G GEPREP, 1 APH PACXUROATb JHCKOROL IPUTPAICTRO

8.3.2, FTP-aupexTMeL

e paoTe: o FTP-npOTOKORY TONE ECTL HECKOTLKO IMPEKTHE:

O fis_passive napsseie— pexy paSoTs. ToTM o xAECTHE NADAMETPR YKANHD

SHQEHNE o, TO PAPEUIEH TUCCHRHMI PEHM (YOTTHABINBIETCA MO’ YoM~
Hrio),
Copuep squid nossonser paovats o TTP-npoTokosiom, ¥o MonceT notpefi-
BATHGH HEKOTOPaR HACTPOMKL. Hanpuwep, ecan squid NIXOTHTCA 34 CeTeRN
AHAION, FADERGHOWAS 1ACCHBHBL PERHN, 160 KYIIE HINCHITh SR
APAETDa 10 YMONSIHINO, YCTANORHB A FTOND CREAYIOUIYIO ANPEKTHEY:

att

ftp passt:
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FORPATHOIO 112PEBOE QNDIO 1 TOXO 3K, T UYAIKI IOLCKATL HECKonLED B
e kst

Avixa orEs 07 OCAYRNDINN OYpIAETCH JOCTTEONNC MPOCTO. Ceppepoe
POFPIMMHOC OBCCIINEHNE JOMAHO KOITPOTAPOBITL H OTPANIIABATY KATIIEC:
W0 wanpocan ¢ wuiora 1P-gipeca. Ho 710 nee TeOPETRCCIn, 1 14KI1C MPOBEPIH
OUPALIT TONBSY O HAMINAIONI XTKCPOK. ONMTHOMY HAIONIIIKY 1 COCTADUT
Wy noazenaTs IP-12CC 1 HACHAT CEPREP MIKETLN, B KOTOPLIY B KITECTEC
OTPIBHITER YIASHH QOAIENbHEITE 1pEC.

s ceprepa cae xyace, ecor wamon wace o TCPIP, moramy 10 3101 nporweon
TpeByet YE11HABKI COCBINCINA, LG XAKCP I1GIIAET O4CHHl GOAIOE KOIMHCETRO
ApOCOD K0 DTKPHITAC CCCAEHNA ¢ PIHDINH IP-NIRECasm, TO CepBep PA3CILIT
Wi 3TH RIPECE MOTEEPIKICKN M BYIET AORIIATECA A0TbHCHINIX TeiieTaid. Tl
3. PEELILHO € 1 APCC0R W GLLI0 WENPOCA, 1) 1 OCTANIORKE FyACE )M ICHRGH
exwmicna. TARAN O6pa3ON. 30105 Gyep OMEPsTH Ha BXOTANAC SoCTHHEHIM,
CEPBEp CRAHOBATCA HEAOCTYTIHBIN 10 MOMEINTA TIOTKIOYENILA HECYIIECTOYIONMIEN
wovimIwepon {1imeOut s 1ot onepatimm woscer G 10§ cexyna). 38 dro
BPOT XAKEP MOUKET HAPACATL SYCP NOBLIMI BAIIPOCINU W IDOTIATE BECeMBIC-
FEHHOE QKUIAHHE CEpRepa

Distributed Denial of Service

£ noMomO DOS T0CTATONHO STOKHO BLBCCTH 13 OBCHYKMBIHILL TAKHE COPBSPH,
ki waww.microsoft.com ws www.yahoo.com, TOTOWY HTO 36ch BOCTATONHO
WIHPORIE K 1 CBPXSIE cephcp. TIOAV B, TRAE E POLypen Hpoct0
semmawO. 110 KAK NOKISHESET 1PIXTHKD, NaKEPh UGNOAAT BoIXOTE H3 MOBHK

CUTYAUA, 12 MONYNERHA TAKOH HOMIIGCTH WCHOMAINIES PUCTpECHeIIE
aaxu Do (Distributed Deaiad of Service).
Mo K10 53 st 13m0 OGO OTIACT MOLIAONT CHOETO KOMIBIO1Epa

A% WpOREASHYA PACIDERCAEKHOR ATAXA HA KDYTble CopBep. UToB peruiTe
1y WPOGIEMY, NOKEDHS THILIYT INIPYCH, KOTOPWE BE3 PATpEIENH TaIuMAOTe
aaxaross. Tak aupyc Mydoom C ueka1 n ce ti KoMALIGIPH, JApRKCHKHE BUpY-
camit Mydoom ucpeii A B, @ MeNDHLIORA | X 1A 21AKN B CCPREPH ROPTOP-
aut Microsoll. BUaro $ToT BHpye se CMOT JaN0ATHTD J0STRTONHOTO KOAHCCTEA
NIUINK. 1 MOLIHOCTH He XPATHAD A4 TIPORCAGHH MOAHOUCKIOTD HANCTE. ATMH-
lieTpaL VeTosoll Y1BCpINA, 1Ta COPBEPUI (BYRKUMOKKOBATH © LITATHOM
PUIHMC. B HEKOTOPIAC BOC 7O CHOTH TAMETHI JMELICHNE 1 FAGHC M SLICHX-
KU & RO CHMH QTBETON Hi SAPOCH

Ot pACTpEICAEHHOI ATAKH JALMTHTLEN OVlcth © ke, MOEIMY 410 MHOKCOTES
POTLIO PABOIAIONIY KOMRLIONEPOR WATKOT SH0H AAPOCH WA ORHK CEPEEP.
B 5TOM CAYNAC TPYIHO OMPEIEAHTH, HT0 3T HAYY JVKHIC JATIPOCL © LETHO Bbi-
BELTH CHCTENY 3 PABONETD COCTANIA
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wetsid sarpyssik ASP, Ko10pud o1 aeroa or LILO 1omeKo kpaceroi). 51 pe-
KoENaYI0 B6EPATS LILO, X015 LOBMORHUOLTEN ¥ Hero tcHbitte, Sod v GRUR, no
5 70GTAI0NHO, 1 B HICI POKE OR tponnc, VG rnanImsaitse ¢ro o MR, ecam et
020 HANOTHOLTH HaMDYKAT CUCTENY C HEKCTEL

PR BPU CTAPTE CHETENM NOWHOTT BASATL, KAKYK0 HGHEQ OMEPAILOH-
U CHCIENY B XOTHTE HENOAMIORTIE WINWS G OH YCTIHOBNEH Ha KON~
auOTER, Wk Linux (T4 0508 70 1P, S6Hs X HECKOTHD).

By ot (e, 2.6) mOmno yeTanomnTs dhanos CONuT TIrPYIOTYI0 Asic
Kery. S} pCKOMEITYIO ORI CIEHATL K0, LI Bh1 BLAOPAM THI YCTAHODKH
e 5 MDR. 3arpy:ouiat jWCke1a MOKe] CacTis, COLU SATPYII MCHIPHENE Ha
eKe WIM BOOBLLE 0Ty TCIBYCK

Jawraemicn amane. THDH HATHANI CETEROR KIPTH I KOMTHOTEDC Bl YBHAUTE OK-
10 77 e6 BG0pa. ECTH Hyskiieth ApalBep B CTUACKE e Kl tea, o NomIT0 OcTa:
BT SRS NONE, DTO IIC JHOUKT, 410 SCISBOA KAPTH HC 3pABOTACT, NPOLTD
YT HOMOTRACBITHCA YHHESPCUILNEIA ApAHzD. B UTLHCHAION 7 PEKONEAIO
JETINOBT KOPEKTHAE SPARBEPEL, {OGLI 30CHABH b CCTCRYIO Kapiy PEGOTATE Ha
B 100%.

Hit CIAYIOIIEN Wlare SI0Tes CeTemie iseTpoiin. Beim n ramefl ceTn #enate-
syeren eamneTaonti DHCP-CepBop. To MO0 OCTARKTLL BGE MO YMOTIRHHEO.
Eqin B nacieit CeTH 1ISCKOTLKO CEPECPOD WK ECTh LSOBNOTHMOCT, PACCTABHIS
HIpecn ApyHHYIO, T YBEPITE raI0sky b yikTe HACTpONTE ¢ noMowsio DHCP.

Foum w1 wmsere, Kk paorser nporakon TCRAP, To 1 xasecTae dapecs A4
fpumEpa moeTe yraaT 192.168.77.1. Mepeiinure & naac NInoz, w zes ocTaTs-
e apaveTpb Byay sanoftHeHI arav ek, B none MACKR 0THO GuTe
maseiie 255.255.255.0. B puso. 3.6 bl 1OCOBOPRM O 13GTPORKE Ceri, H B Y3~
£ETE, KA NOYKINO HIMENHTL, HpAMETPY MOUCTIONetEA, B none Mus Soera yka-
KT 197, KOTOPOS BLI XOTHTE 30507 CBOSMY KOMTbOTEDY

TOGHC L, 4T HOTXOUIMIY CIEITY, - 31 MACTROMTI BNy BUALKIPTY A3
OpesLAON painul b epeduccron poxiee Windows. Ha e, 2.7 norgsio
SHO MACTEP, LIUSBOIASILIETD S8,0HT1 HAPAMETPL L0, Baits Sastavi APAsiolbilo
BGPATE BHACOKAPTY ¥ KADAKTEPCTAXH IXpaIy. LSan Bbr owkerecs, 10 cpasy
A NONIKOMATECh ¢ KONANAMIOH CTPOKOR LITUX, 10 nCe Je CHOKETE Pk,
poGneMy (8 £, 2.7 bt PACEMOTHM ITOT BIPIAHT).

He 286y,10C i, Koy Teevnpabats, STOGu IOBCHT, YCTEHOBIEH
HavipoifkiL. Ceam BGe TIDORtI YO, MOKHO (OCTanHb raToaKy & nome He-
TOGAORTE L AIECKIR BB 410 IS B3N MY THTNCH B [PWSITHON (R
dsceron mmpe Linux
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51.1. netconf

O KOMAHJIA 3AYERACT KOMGHTYPATOP cern (pue. .17, Tipor pasinva netconf wieer
$80EHb FpAQRHCCKAIE UETEPIETc 1 1I0ANIET HaCTRAMBRTE, CeTenie NapaveT-
i, 18 502 MBBTCH O KoMUY PALHOUHBIX Bainax.

T oo % BTNt G

Todoprauwe: o s 1
Intcpraie: & s corme 1
Catenn ‘ansre ¢ Linasoont 1
T pasie s i 5700,

Puc. 5.1, 0w mporpanan neloont

§.1.2. ping

Q12 3 52CTO MCHOIKYEMAIX AIMHICTPATOPAM KoM — 203, OFia HOCHH-
o7 ICMP-raKeTet b Bi1e 3XO-3aMPOCOY Ha YKATAHIYED CHOTEMY 1K ONPENGTEHHA
pOnyCKHO CROCOBHOCTH CoT

Hanpusiep, whmomITe KoMAILY Fiog 155.75.3.41 W B OTBET bt HOMYSWIE clie-
avowyio b hopMauRo:

e 135 42) from 135,10, 1,41 5 S6(81) byces of data.
€ bytes + Lo segrl SEL-64 Line=0.102 ws
€ bytes © o seq-2 =E1-61 £ine0.031 ms

s byres o, 031 s

€ bytes from 135, sem_seqed
- 195.18.5.43 ping statistlos —-

reckets transmitted, 4 received, 0% less, rime 30Lins

€t i /g /ey = 0,091/0.096711,162/0, 507 75

=3 trl=et
51

Tiepean cTpoka wHpopMALMONKaS, & Hell OTOBpaNaeTe IP-agpec. KOMITHIOTEpd,
¢ KOTOpHM OYIICT IPOMCKOIHTL OveH CoOBIENMAMA (ECiH B VK3 CHI-
BOTLIIOC MMA XOCTA, TO OPOCTOR KOMAMIVF pis NCWHO YSualb cro IP-aipec)
B10uLE CTOKH HEKOMVTCA PASMEP TRETOB ARFHBIX, KOTOSIE GYIYT OTOPABIRTLET.
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e 2 UB— 3ANAET MARCHMTEHEIN PATHED ONEPITHEROH 1IBMATH, He-
o6 xoanmul A8 nporpaMmL, 1o ywonsaumo HenomayeTcs n=8 MEaiiT. Esin
BAID CEPBCP PCINAET 134K TOTLKD PrOXY, TO MOKHO YKAZATH SHAVEHHC, RS-
HOS paiHite ObeMOB ONEPATHBHON TAMSTU ¥ TAMATH, HeoGx0aMMOf 3 OC.
Hanpacp, ecn y mac O3Y 512 MGalkr, 10 ann OC n TexeOROM pexie
64 MéaiiTa Gyner Gore sew zocTatouo. OeTanbtyio awAT (448 Maiin)
MOKHO OTIAT TPOKC H-CCpRepY — Hel GOTINE Y HEFO OEpATHBHOM A,
TEM GhICTEE OH CMOAET OTBEUNEL 50 KICTO SATPAIKBAENLE CTPIHALSS;

0 cache_swap_low ne NPOUCHT TanonkeHyA Ko, KOTa pAsMEp K3ia npess
LIGET SHANSHNE n, CEPBEP HANHUTET SHCTHTL €ro, YGUpaR yoTapesuume oBber
751, 10K2 PASMEP HE CTANET YIORNCTBOPATS NAPAMETRY:

13 carne_suap_high 2 — npouewT Aanumenms cosa. Kobania awaiorwina npe.

avinyinei, 30 cepoep HasiMaET OCBOBOAITL Kaitl GOEE WITTEHCHDHO, T Ho:
OGO, MOk 1E BOSUHICNA ¢S, KOG K3 GYET MEPONOTHEH:

O mivimam cbiect_size n KB— MUHHMATLHb PAIMED OBLEKTI, IIOHATIONER
#1021, Flo yMOIMaHYIO YCFIMORISHO aavgsite O, TpH KOTOPOM HOPOr GrcyTeT-
nyer;

O naximan obioot_size . KB— MAKCHMAToHbII P3MEp OGbEKTI, KOTOpHIl 107
ew snmpoRathe. Tho yyonuanno crour skavesme 4096 KGai, «wo coor-
Bercreyer 4 MeaiiTaw. JiTA ORHILIE HHA NPOMICOTTENLHOCTH GopECpa TIeoh-
XO/UIMO HOHIINTL 3T SURUEHUE, 110 TOPAL B MOKETE 1IOTCPATL i PBCXO
warsnm Tpaitka, Ecnit okolioMita Tpadiika CTau Bliee 0GTRG, TO SHAUCHNS €
HEOSXOMHMO YBEAKATE;

0 waxiono obiact_size_n_penory n KB— vaKenalswsil pamep ofbekta 3
manTy, Lo ysonsanaio yeraonaeno snsestke § KGaiity

O ipcache_size n-— pasMep kalla A xparenns IP-agpecas, Tl ywomiasmn
nenonesyeres sHasenue 1024 Koadr:

O ipeache_Low 1 i ipcache_xigh 1 — COOTESTCTREHHO MYHIMUTLbIA 1 MKGH-
AL HPOUSHTI sanONCrs K3wa AT IP-agpecon;

0 zefrance_age aagemens — Hpew il oGkekTa B xowe. Ecnn ofibeKT mp-
REAAN TOTbLLE, TO CTO MOKHO YAGIATS 110 CTAPOCTH. PACCHOTPHM HEGKOIMD
NDHMEPOR HCONLZOBTHI AHPEKTHEH:

refersnce_ago 1 weck
3.3 aays
3 menths

rezarsios_age 2.2 houss

Tl yMOT43HKIO HCNIOMb3YETSA SHAYEHHE B OH O

orca_age 1 uest
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AQMUHUCTPUPOBaHUE

B 3r0if 11288 MH1 PACCHOTDHN BONPOCK, ¢ KOTOpNAM aIvmHACTRETOpH Lituk
CHETEN EXCAHEEID STATIKHENNIEA & COCH HEICTROR paliore. Haw mpencrowr nb
SMEXOMKTLGA ¢ MHORCCTEOM KOMAN: LILX, HAYUHILES 1ry HEIIOTLIORATS M yvalt
HEMATO MOTEHOTO O CHETENe. KONEHO e, BECh PACCKAL BYAET CONPOBONSATIN
MHIEDECH b (BRI 1 DY IDHMEDERI

THor 50U KORIA M5 HE OIAHISHNCH, 1Oy STC HAGCHE KA IDERpTHITS
» ttepenoa pyxoncacrsa 1o Linux. UraGh 31ara ne cryuuach, 3 10CTApanca -
205PaTH FOTORNC POLICIHR 30324 AIMHAHCTPATOPS, ROTOPLIC BaM MPHICIATEA 1
HonGemIEDI0H 26w, HAZEI08L. ST MATCMI O 1TA8L1 1ONQUYT B2y WRTH
GTBCTH 112 MIOTHE BOPUGH! H WIBAGHTICH NOT Bl OT HGTH MPOGITCH

HEXOTOpHIC EELMATUCTA CHHTAIOT, 310 AAMKHCTPHOAHAC — HTO A0STATIH
PPOCTOR NPOECS, Taunko Hialh KOMANTH 1 BHIIONISA K B NYKHOE BEws ¥ &
TYATION MECTE. 110 JCHETRTCIRID T, CEN MAICTE | B/ YUDASICHHC & WG
Ton pnac. Ho cem ramopuTh o oficcnicuenin GE30M2GHOCTH CHCTEML, 0 BCE b
MIIOTO CCPLCIHEC, HCM VOKCT HIPHEHHTECS & Caron xallimapnoy ene. H pcshits
3TY LY, B € OTHH COTNALHTEC

Ha npoctopax MimrepneTa waeT eavios nACTORLIEN 8012 MEK.LY SQUITON 1 230
oM, W NOBERGEET ToT, KT GWCTPCE PCTHPYCT HA AEHCTEHS APOTHBHAK ¥
b CiuT

5.1. MonesHble KOMaHAB

1IO3EKOMAMC € HEKOTOP M 1IPOIPHMHANH 1 KONEILIDIH, KOTOPLAE TOSAUIT
82N YUpOCIHTH aNMHHHCTPHPOBANHC 1 CaenaTl ero ppoxTunce. Haune ¢
oM, HEOFXOMBIN AR MOEACAYILCI O BORMMAKIHA MaTEp!Lta.
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0 ttg_user azpec — onpeiciser E-mail-sitpsc, KOTOpbl GYeT ACONLI0BTEER
B KGGCTRE NEPOA MPH SETOPHSALIM H GHOHNNHAM FTP-cepacpc
Hir OW SEPRED HE MOKET TOMHO CKA3ATh, IPABIIEHO I BN YKA3ATH 2IPEC,
ooy oscpra Moser Gum. orenoucya. Ho nerorapwe FTP-ceprep
TPOBEPAIIT KOPPEKTHOCTS HANMCEHA 2Apeca. TTo YOI squid Heranbsy-
er 5 kauectee E-mail €180 scuiad

Frp_ser aqeict

Tlpaeas, o ysomsasuio & paiine /ete/squid/squid.conf 3ra CTpoKS sakoMMER-
THPOA, HO KCAFTCALHO NOMCHATS B e E-mail-azpec, Hanpuwep

ftp user sauidthotrail.car
Tiakoi afipec 110607 FTP-cepuep s0cupHMET Kak KoppexTnbil, NOTOMY TI0 O
COOTBCTCTEYET BeeM NpaBInaM HANHEARNA E-mail;

0 frp_1:az it n— NMCHO R SMACI WHPAHY AMCTHRTA (PH HPOGMOTPE CO-
Jepinaro FTP-cephepa. DTQ 3HEueHHE JOMTKHO GrTh A0CTATONMbEM, 7066

yBUACTE Boe alim. Eoh YCTAHOBHTS CHUIKOM MATSHBKOS SHAWEHUE, TO
asea GaRIOR GyayT OBpesTLC.

4.3.3. Hacrpoiika kawa

OrToro, Kax But WAETPOHTE Ko, GYACT 3a8MGCTS Y2055TB0 PABOTH! 4CpE3 HPOXCH-
azpacp, TO3TOMY A HIOCYAPEIOCE OKBBATE BCE AMPEXTHBH, KOTOPHIC OTHOGHTCA
X3TOMY PAIETY, H 10APOBHD PACEMOTPEH KERIYID I uX:

0 carte_dir a0 meoekrcons paskep LL S omm— OMPEIENAET MAPAMETPH
IHPEKTODKY, B KOTOPO BYET XpanHTLCA Koits, OCHOBILMI IR HAC FIATCA
om, mpexesons W paeo. B GOTGIIHCTES GIY4AEB [T THA NPHMEHACTCR
IHAMCHME ufs, HO EXTH B HCTOTBIYETE SCHAXPOHHHIA BBO/BIBON (X HE COBS-
YR, 1IOTONEY 100 RT3 KAET NPABACHI i AGITE), TO MOKET BT YETAORIEHO
anta.

B KaecTae THPCKTOPMM Bt ROMISTILA BEIGPAT T2KYIO, KOTOPAA HAXOIMTES &
CAMON GOMBIION PASIENE, STOGH MHGOPMALIE He PATOBTIATACH N HECKOIL-
e TeKam, ECTH Y 5aC HROMB3YETCH O7VAH ZHCK C GAMS PAHEAOM, TO Pac-
NOTOMEIIHE HE UNETT 06OBOM0 SHATERIA.

Pathep ZUpEKTOpIH O YMONUaHIO pasen 100 MBaliTas. DTOro G0cTaTasHo
AT YCKOpEHIA PABOTL TPeX NOMs10BATEneSh. Feih 1 wailieh LeTA MHORD ik
20BETENGH M Y KAAIOTO cBOM BRYGHE (MHBHMBIE cafiTec), TO SHANEHUE AT~
Temo yacims, § Henonesyr ne uetee | T6aiiTa koua. BugeTensioe npo-
C1PaNCTED GHICTPO HCHEIRET, G CEPBEPY PAIPRIUIIO KINMPORITH Gomsuue
dattms






index-440_1.png
440 rnasa 12

Tlysst Group nOsmONET 3838Th CpYTINY Maww, 0FeanHAa B opramaIN 16
bl OTAEbE HIC HPOCTO KOMITEOTEEI, BINOTRAIOUIME CXOKHE dyHKEMM, (ETOBEt
€ PO AT PABOUYH) GBIACTh, Jlomkau IENKITWTE MBIILIO 10 FYTLIE, 4T0-
Gt mofiin e 0 Bicsyatnmg PACCTANKTh KOMIOHENTHL. SaTen sapHCYiTE G,
KOTOpbIE GYIYT MOKI3HEATE, KAK NIPOTOKEN Ka5eT6, 1A 3TOTO IINHTE KHOTKY
Connect two computers (A1) 1o nawem mcrpynceron (ew. phc. 12.2). Terkps
HETKHHTE O OTIHOMY HIOBPAREHTD KOMMTLAYIEPA, Chith KOTOPORO NARD Ykitas,
2 ToM 10 BTUpOsy. Ha 3KPAKE NOABHTCA BYHKTUPHAR THHUS, COSIMHSIONAS 61
ceTeptix yopoiicTd.

Ha prc. 12.4 HIOBPRIKEI CXEN CETH HD AYX KQNIIIOTEPOR, SEPIDA M TPYINN,
OB REAMHEHHON KONMYTRIOOM.

Tenepn sanyri Mousopuhr cetn. fla% 1oro nGepire mewio ProjectStart
1pOrpAMMA HASTET ¢ OMPEIENEIIIAIM HITTEPBATON TUITIBATLGE KO BCEM KOMTILO:
Tepan Ballie ceTit, fita KOTOPLLX 112 Cxewe ykazansi [P-a1ipeca um nera, HKTep-
BAT 3ATACTCA B HACTPORKAX MCTpEMME (EHD Serviec/Options).

EGI KOMTLIOTE A0CTYNEN it KOMANSA £175 BHIKIINEHA YIGHIO, T0 PN © 619

WE0GpDKERILEN TIORBYTTCR JEIIEHBIH KPYT, HHASE —— KpACHME, Tlepefia 15 BRIATKy
SERHILS, MOXHO YEHTETb OMUCAHIE TOSTETHETO BEIIOIHEINIOND CXATMPOBANIK,

e o e 45 S 10
JoM 2 w86 T . b 60 SFCTAEY, 4T

w b win, XGiaIn A4

Puc. 124, Cxema camw, cosgannon s CyD NET Utis
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KTk, SIOTHKA LIKGHY KOHYCUIS NI, COTH WICPBLI AKET BEPCH, To 31
M MPOBEPATS KX BE 1 IPITHTE KL 300 APATOLCHANE PECYPe Ceprepa? B npo-
THIKON CIYSiE OT QUTUN IS Ke TYAET (ORI, TOTOMY s SOCAMHEINE N YT
HABIENO B 112Dy LIEHE WEHOCIHOCT! WkdhoprawK.

105k CeTORE DRPAN HBOIYCTI LN XIKEP. BAKETLI MLy Blith Cilcuman.
1610 0630 parNEH NS (F POASHOR ATAKH MOACIO TALKTHLCA, 10
K0 ecan Firewall OCYITECTATASY GOTOMATISECK) ) CGOpKY {hparmenTHpORaKma
BIKETOB 1 HICHATFNIET WX 5 COSPAIION BE. B GOT6UIKHETEE CTCRMX Kp0-
B (AR EUHIOKHOT TS £y TETBYE

Clevenali HKpan 01 ACTO CTRHGRITCH ORMCICTOM QTaIH, 1 He T, 470 00TaT-
K 118 ORKETe YerEHO. Eoan KiopmbineaHiny yatercs saxnarism, Firewall,
0 CeTh CTaHST TRpHITOM, KAK 112 JAAHK, B F70M <YIaE BIC CwOIyY CNacTH 07
LOTALIOHO PZATPOWA 16T IEPECHNII4E CETERRE TKPLHET HA KATON KOMTl
forepe. 112 GpaKTITke AOMTIKA E30ACHOLTI 1 1IEPOIATLION KONTILIOTEPE IE
TAIGES IKESTKAR, 110 MGHET GLIT BIOIHE A0C TATOHAON A1 HPCOTBPLIEHIT b
WeiHIierC RPOMMII0We111% XXEPA % T

ATaa 153 GeTenll DKPAIT B SIRMCAT OF €10 Peariaaui. OMGKH GHBIIOT KaK &
OC Liiux, (26 1 % MIDIGPY (IHPYIOLINX YETPORCTHLA C RIMONOCTAM M I
Fa,

Ouironnaa 381813, KOTOPYKY ETIET CeTen0l HKPAIL  JHMIPET 0CTYITA K DT>
O SaKPHITHIN pecypeaM. Ho CymecTayon OrkphiTic pecypesi. [laimpmep. o
HeoBXQIMMO, 4TOGK Web-cepeep Ghta n0CIYTICH Tonb30Bave A Miricphera, 1o
COTCHO RPN K CMOACT SAUIITHTH OT WSACMA HEDE3 OWHGRN B CHEHIDHAX K.
Web-cepeepc

Mateumainrian Se3014€110CTI, 1IPHHOEHT KEKOTOPIE HeyaoBeTRa. TaK, 4 yie fo-
BODIR, WCO AYUE ACETO JAPETHTE MOGHIE TIONLITRN HORCHOUCIAS. HIkE, (3-
emISiIe MOKET GUITE YCTONORIELD TaNsKD MO MHNINEIMBE KK s vem
HO HC YHATCHHOT KOMIRITCRA. K IO GIYHAC XIKCP OCTANSTCS 21 GOPTOS, 10K
¥ NOMI0EMENTH CETH MOFYT BOTHARHYTL MPOICLI, HANDHNCT. NpH 101IUTSE
Toscoemumeti & FTP-cepepy B SKTHEHOM peiiie. M yite JH0eM, uT0 31l
ceppuc puboTeeT 1 sy woptux: Kp w fpdala (fipd). Lomuosarens nonivs
€168 ¥ CCpUCpHOMY 1HOPYY flp, 3 KOTID bl SA1IPRIIKNACTE HOMyHCHAC hafi i
BUP CO MARUHDYCT COEIMLICHIE C KTHEHTOM, 101D GETUROR KDQH HC paye-
war. ns FTP-cepuuca peiaan 5ty 11poSresy, ZOBsn bOIMOIHOCH, pIGOTS b
VHICCHINION DEHME, HO 1 ADY1 WX NROITHMSEX (HAIIDHAICP, 7 "ATX) HOIIPOC 0CTE
Tes GrphTH

XAKep MOKET YCTAHORATL COSIMHCHIC & SONWILEHHOR CC1bK) SCPC3 TyHHCIS HL
QTKpLTOM NOpTY H € AO3HONCIHbIN AZPECOM BHYTPA CoTH. OT 3TOTO YKe HAKYI
e JCHENILCA. TIGTOMY HTO XOTh HTO-TO, HD AOHHKHO G111, pApeInCHO.
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470 TaKoe NoXTORaT GOMG? 310 APOCTOE THCHMO © GECHOEIHM CONEPRINEIN
005200 pashiepa. Xakepbt JAGPICURIIOT CBOID KEPTRY THKWMI NOCTIHMAMH, S¥0-
564 MEPEII.IATI S 1 JITL OO BOIMOHOLT M LUDMIIMNATY JPYTUE COOBTLE-
3. Kaaceinueckan 137a1a DoS, TOLKO B OTHOILCHIH (ONTOROC ALIHKE.

Tla mepBsif 381, HEOTXOLANO TIPOGIO YBENTTHIFTD paivicp auusa Hni yGpaTe
WMHT BOBCE, DO CaMOE HIEKEHOE peLletale, NOTTOMY 3a6yA6TE 1O Hero, Corn
TR e GYACT MM IDEIA, 1O XaKeD oAt NpowseerT aTaKy DOS na
eprcp.

TlowToBbie COOBLICHIA — EAUKCTBEHHbI CNoCos 34KauATS HHGOPMAN HO cep*
sep. KOTZa 310¥NbUIEIHHK TAPAEAET E-mail-IHCKMO, 0HO COXPARAETCA Tal,
ok e BYAICT SxauaHy NOTb30BTCIC. CHLIKON SOIBIOE KO.IHECTO HIop-
WLl SaRME B0 NPOCTINC Um0 HA HECTIOW JUCKE, H CEpRLp GOThiNC HE CHRET
BPHINMATD COORLGIIIA (17 112 T 3 NOATOBLLY ALKOB.

CUMBH Xy2UIER CHTYALMS 1P NOHTORON GIMTUPAMPORKE MOKET BOSHHKHYTS, KO-
(3 NO'IOBLE AIHKH [CTINAIKICH & AECKIOPAR 10 YOI I (paien
Jvar). Genm 3Tov paszien Gyzer AEpeROTHER, TO CEPAED HE GOt Sorbine Sl
SWAET, T 1Er0 HITbOpNALNIO. B Fi3IEe [YAT SPAIATOR elle W XYPHATL Gesonac-
Hocru. ECTH OHH HC COTYT (OTOIBTECA, T COPIEP ORERETES NIOINOCTLIO M-
aocTyns

OrpHUNHENWT 2 UCTIOML3YENOE NG XPOHEHYE TIHCEM TPOCTPARETEO HAOSXDAHMO
Iyt TOTEPATE KOHTPQI) Hajl OJHM MOKTOBSIM AUIMKON, 6 HAZ RCEM MONTO-
BEIM GCpBEpOM.

Q7 nowToBOM GoMGAPAHPOBKH SALTHTHCA HENBH, HO MOAHO LIONLITATEGA Yo
CHIMTL JRATSY SAO0YMBILIAEIIMKL, JTA DTOTO HaM NOHIAOGATEA NIPIMETDEI, KO-
T0phE MUt acCHATpH NI b ptid. 8.4.7. [IOMHMO 3TOFD, KEAGTENGHO OrEHHHATY
HAKCHMAIbHBIE PESWED CODBUIEHNA C MOMOLLBIO NAPAMETPA Nextieszagetize 40
TprehteMsi 1pesenon, Takwn OBPHSOM, SMOYMMUCHIHKY TPIETCA Fanpao-
Wt 10 GEpBCD MHORECTEO MATCHBKYX NIHCEM HMCCTO HEGKOMhKHS SO,

8.6. Cnam

TipoGinema XXT mipOpMANAOHHOTO BCKS — PACCHIKA HOKGTATEALHOH KOPpEC-
nonzeHMK, 3T0 AeHCTRUTEMHHO B0TETHb, © KOTOPOH MO0 GOPOTECA, O cymeeT-
01U VETOAM 0K 116 DAL TS0, MO PEAYIINTATA, 1 G OTHATIET
Ganbiliyio acTh KALEro TpagHKS.

QM w3 CI00O508 BOPHSHI ¢ IICKCTTETLHOH KOPPCCIORTCITACH — 34TIpOT cep-
BEPOE, C KOTOPHX MPHAOZHT Crin, HO Te, KTO SHHIMAKICA TAKMMH PICCRUTRANM,
WAXOIAT BCG HOBLIC TyTH AR O6XOM0 GAPLEPOB, 5 TOM 4HSTE KCTIOAE3OTAHME 06
LCTOCTYHEIX WIM B3NN ALY 5 HHICPHOTL Coprepos
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‘CaMOC KHTEpecHoE ENPFTANO § CIEAIONI CTPONKAY:

2 [ -# jete/syscontig/aysiog | : then
setessyscontg/ayslog
lae
¥21060_cPIION::
fCou_cETIa
o

3accs nporcxomT nposepka. Eewu dafin Jete/sysconfigisyslog cyuecteyer, 1
HCIIOTB3Y10TCH OTUHA 3ArPYSKH W3 ITORO (iaikia, UHvE ABHO SATAIOTCH 6 €1 POKE:

sysLaE orTIGNS=t-m 0%

32¢Ch B KanHIIKEX YKATEIBAIOTCR TAPOMCTPY, TTOBE NOGILHTS K110 =, HEMCHHIE
CTpOKY CreayotIIM 0BpazoM:

SvSIGE: OFTINS="m 0

Ecan duaiiz fetelsysconfig/syslog cyUIECTOYeT. To & Hets SyIeT Takas e STPORA ¥
AN IOCTATOMNO BHECTH KSMCHCHICE TY A3, 1 HC HIZO GICT TPOLATS CILCIPHE S
nyeka felelre.dinit./syslog

FenontsA0kukMe BLIIETCHHOND CEpBEpa 1A CONPAHEHIS CoOBIIENI 12 SKypHICE
TIORBONRET KAK CKDHITL JANACH, TAK W CITATL WX JOCTYMHBMM IS Beecbiers
npocaoTpa. JleTo & TOM, STO COOBILICHAR ICPCIAIOTSR NO SCTH © HosaLH] PO
FOM BHIC. 5910 e TIpOBTIema, Ceitt 66 0T16NEHS 07 HHTCpHETA CETeRbi FKPIHOK
B TIOYMGILIERHAK HE CMOT MPOHIKHYTH BHYTPS cett, Ho €CTU emy ymurs
BAIONATA XCT# Gbi DAIH KOMTILAIIED & SHLGICHHDH CCTH, T0 XAKE] MORET yera:
HQEHTL MPOTPANHY MPOGAYMIHBAEHN i ¥A)IETh BCE COOTIIER B JKYPHATIX,
Boupae. peliiacen SeTATORHO MPOGIO), 0614 3aPOBATS TPAHK, HATPABHS 10
acpes Tymmens SSL. Cambii MPOCTON BAPHAHT — BWINOTHATE Ceaylonike ool
cTou:

7 2 copoepe, OTIPABAAOWEN COGTMIONHS, © KOHBATY pattHOHHOM daiine WporT-
CuBiew (lepCCLTKy COOBIEHHN K AOKATLHHII KOMTHIOTEP:
.+ 2coathost

O ere cooBmeHht GyyT NEPSITBATECA Y TOKATHHB KOMTILITC, T, . Cavawy
cefic wa 514 mopr UDP. UroBul Boc patoTaio sepwo, Sepecp Ho ZOKeH KX

e 6 pexies TpHEMa cooBWEnE, T. ¢, sTYICH 63 Kuoua =, e
00PT 514 GyAST ALIAT, A 1AM DT HE HYIKHO}
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§CAyHHC DOTMKHOBEIIA MPOGTEA MOTIO GSTPO OLCTAIOPHTL XOPQULRE LS~
O, 2 TECTABOKAIAE CETCEDIO XDIND G IORLIN MADAMETPANN NZpERECTH Ha
wepaGouce epemn

4.13.2. 06x0p ceTeBOro Ixpana

Ceterolt 3kpane e NOKET OGSCTEINTL aflcIOTHOM Getommenocin, noTosy uTo
STTOPHT €70 PABOTLr HECOREPIICHER. [ HAIEM MHPE HCT Aterd BE3yIpeHKora,
CTUPOUEHTI 0 HAASIKOT, MIKGHE Aitsh Buina 511 CKY KO W HEKHTEPECHOR,

K Fireweal | san

niAET e konbioTep Wik cepuep? Hee Gampyeten wa onpe-
RACHILIX APRBINEX, 110 KOTOPLIM HPAH (POBEPAET BECH IPIROIFILN HEPes ce-
Tep0it wurTeprbedic TPAPHK 1 LILIOCHT PEIEHITE O BOSMOKIOCT €70 Tpomyeka. 1o
¢ CyUIECTBYET TZKOTD (ILIpA, KpOve 4BCONIOTHOTO FMPeTA, KOTOPBIH MOMKET
GBECTENH T G 30MACHOCT, M HET TAKO (1 NPANKI, KATORAG et OO T,

Ha GOALUMICTIE CETENLX IRPIOB OYEML erkD peariiosath waxy DoS. Koraa

M PACCHATI B 18 TEXHOTOTHID 3TO TRk (Cut. par3d. J.1.6), T0 COBOPHIIA 0 Tom,
V10 011 HEIKO UPIATINAYETER B ANYX CHYHAFK

1. MOIGHOUTS BaIerD AL A GOLIUC, HeM Y NPOTHBIMKA.

2. Ha cepicpe ec1b 30184, 1peGyIONaR GONSUIMX PECYPCOB KOMILITEN, H ECTH
BDIMOBKHOLTS €2 BHTOMINTH.

Cerenolt 3KpaLt — 970 CAVKNGR TPOTPINMIAR CHCTENA, KOTOPOM HEOGXODsM -
STETIAR TERHCCRIA ROTeNI B U4 QHATHIA BCEND TIPCXOTAMIEND Tpadika,
GOTLLIA HAUTE KOTCPOTO TPATATES 114 12K TbI € SCTAROBCIHEIN IArom s, T. €.
w2 3anpoe coeHenis. TTapaMeTPhT KIUKIORD TAKOMD MIKETa TOTAHS! GPUBHHEATL:
460 ECENH FCTANIOBAERULINK NDADIIANH,

B 70 K epess 277 OTADRKH SUN-TTAKETOR GOTEX PECYPCOB M MOMIIOR KaHLI
46 1. Xaxep Gea upoibieh moxeT 3a5pOCATh PA3EMERHLI NOPT CpBepa sun-
TAKETaM, B KOTOPES AIPEC OTIPARTITENA OIS TABARETEA CAYNaKbin OBPAION.
Tipaneccop aTakyemoll MAWIHILY MOKET G CIPABKTRES ¢ GOARIIAM (IDTAKOM 38~
APICOD, KOTOPLIE ITARG COSPATL © (ILIDENH, K WLICTPOKTER OMCPER, KITOPLA K
O30T OBATITIARATL HOAKTIOMENHA A0GPOROAIOUHEK NOTE30BATENZH,

Caoe CTpauIHOE, €cal ceTeaolt DKpa HACTDOGH Ha oTlipanxy coobumenni ¢
CursaR. B 3TOM SRS WRPYIRA UG GAUSCEap YECIABACTCA 1 ST €01~
KK 7 TIOCHUTK 1AKETOR 13 HECYIUECTEYIOMIE M HE MPAIATISKALMC XaKepy
aapec
EGAn KAHIT HOCHEIEET CIMUKON SHOTO JANLLX, KOTSPIAG HE MOYYT Bbith ok~
UEHN QNN NAKET, T0 MIGOPMALM PINTHRICTCA HA HECKONHKO G7I0KOR, BToT
TPOLECE BEFmARACTER. (pPAMEHTAINCH 1KETOB, BORMINICTIO CE1CMX FRPLIHON
SHAHPYIOT KO TIETHBIE GI0KH B CECLM, 1 KCC CUTAULPHMIC CIUTAIOTCA Npa-
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B 2aHHOM CIyHAE B CKOGKAX YKA3EHO T8 MAPANCIPA: 1A KOVAILWIONO WIITEPIpe-
TTOPE W KT, R KOTOOY (M PACHOUATACYE. YEEAATECS, ST B BaUICH CHeTe-
ME HMGINIO TAROIT TyTE, WK ISMENNTE Mapayer).

TIo yMONUHHIO WHICPTIPCTATOp STISh mMACIGICT NOMAWAW H3 XaTwicT
jastiadm/sm.bin. TIpOrpastis! #3 IpYTUY JPEKTOPHI 3aMYCKATE KCHOSMORKL
Fortu b karanore /usc/admsmm.bin 8axo;uimea Tounka GE10NACHME BPOFpanmLL T)
A ceTona ByCT wenCe YA,

8.4.6. foBepeHHbIe NONb3OBATENN

T8 copmince Sendaatl OkHO COYETY CUCOR IOARRELEACH, KOTOPLIS T 1080
pacTe UTIpARTNTI. COOBUICIHA Gcs KaKMA-TMGO MPEYAPCAACUHE. FTOT Mepzsei
HaxoauTCs 5 (haine /ete/mailitousted-sers. ST He PeKOMEHIYIO BAM HGCH YR
BT PEAT:HbLX NOMS20RATCTEH,

Ho pafint 1cc ¢ MOAGT GuiTs noncsei. B 11610 MO0 1062BHTS GOMLI0BATEN
apache, urolh ripotge 6110 paceLnats, nicura #1 Wb-CueHaphes.

8.4.7. Orkas ot oGenyxupaHus

UoNTame cepaepa I0m0ANHO <ot N0 AOTCH aTakam T DaS, oy
TO OHIE JCTOKHbI (PHIEMAT COSIHNEINLE N7 SBCTYKHBAEMOEX TIONTOBX AT
KB 0T M0BHIX noMb3oBa e, Takkh oSpaiM, noakTICHeHHE HA 25 1 110 nop
Tt A1 RIS, OB NEACETY A

Jlns saives cepsepa ot DoS-a1aK co GrOPOHS! XaKePA HIN TONOTYT SNGRYKILIE
rapascipl Ceptica sendmatl:

1 vasirmamonChi " ren —-- OrPAIIAMLIAG KOUIMSEETRA DANORDENENTIO Aty IieHA:
DPOIECCOR. C TIOMOMEIO 3OTO TAPAME (B MBI MOKEM HLLMTHTH PECYPCH e
BOPA {WPONCECOP) OT HAIMUIHCSH MOPCTpyYIREE, 110 YMOTANHIO yeTaHONICH
SHERCANC 12, H0 28 MOBUIOTD KONTILIOTEPR Cro MOKHO fORMEHTE, =105 of
(bexTHBIES MCTOAL30BATY NPOLIECCOP, @ A GABGOTD = YMEHDLLUTL;

O Cornoctioniazeramtzie  MIKCHMMTNICE KOTHYESTOO TKPULIBASMOX CORH
CHMi B cokyRIY. 10 YXOTUHMIO STOT TGPAMETP PABEH 3,  NOBHILATE er0
s 0 AAIBHOC1 1 HE LTDST, TR L1 50 YREPCHR 1§ APORMROMTER:
HOCTH CopBCpA.

8.5. MoutoBas 6ombapanpoBka

C nowronoli GoMGTpANPORKOH 7 BCTPETIICA MEpULL a3 nowTH 10 T s, O
Hapieta # B SETC OCTARMN Caol -] (10 1OTC 8 HUKOTAD HE CBETII CHOMN A1pE-
COM), W KAK HIT3I0 B 3TOT MOMENT T3 CHAC WaaMHasI i Xascp, KOLODb ik
STO PR 1yTR TaBPOGL MEHH HONTOBLIM GONGaNH.
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TIpH NOCTOE HisU OBOPOHA Mbi AO.TKHbS OHIMATS, KAK XIKEPhs ATAKYIOT KOMAbO-
Tepet cuaiy epTh. TONSK TOTLE MOAIO HPCIGTHPAINTE HEKETTEIAHO BTO-
HETHE WG, LNy, J (AR PACEMOSDHM DCHORHHIE METTI/ b HATAAEHH,
HUOMEYEM bIC XEKEPOM. W GlIOCORH peaniialin. J1s AywiEr) HORKAHNT nPO-
1868 5y 263 PACCYAIATH TAK, KK ITO AEINET EXIOMUMK.

EAMHCTBHHOR, 9ET0 Ml He GyfeM 3ATPATMBATS, TaK 570 BONPOCH COUMATEHON
A, YT TEMA D1IEHAHOR KA 1 ASTDHI MRATL E€ HE HMEET CMG.I.

1.1.1. Uiccneposanns

Jlomyeriin, 4T Y WA ST HERMH COPRE, KOTOPBLR Iy B210MATS KK ApOTEC-
TMROBATL N AALGHIOCTL DT TPONMKHOREHISA. C 4€Ta y#HO HatnraTe? Uto
CAERATL B NEPBYIO QUEPEaL? CPA3Y RPAINKAST OWLIIL KHDTO LOUPOXIR it Hit G-
v ot

HeTRON hicaCAORATCIBIOCT ICHOTENT HE . BaION — 37O TEOPeCKHH mponcce,
2 SHAWT. § TOINOITL K HEMy A0 & 3TOH TO'KK 3petma. [1eT ompezeneHKbix
DPABHN 1 HEMb3 KCE NOLRELTA 102 O/ EAHION. 3T Mory ATh HECKOILKO pe-
KOMEI AL, KOTOPH 11164 0 HPACRRSATECS

Cranmposanme

CaNOE NEPBOR. ¢ HETO IGMMAECTES KION 1l TECT CHETEMBL H YT3BHMOCTE, —
CianvpoRDIG HOPrOB. JLuT YCro? A 413 TOT0, 4TOBH YIHATS, KAKWE CEPBHCH
(0 Linu 210 Jtemnel) YoTaOB KM B CHCTeMe. KKIsth OTKpL(TUR n0pT— 210
CepRUCHAT IPOTPANMA. YCTAHOICHIIAR Ha OCPBCPE. K KATOPDR WOAHO M0G0 -
HATLCA W DLIOTINTG QHpeaCIEHNUE JEHC BN, Hanpumep, 1a 21 nopry seks
FTP-ccpame. FOI Bl GMOKETE K HEwy DODKTIHUTHCS, To CTAHET JOCHYTHON
BOIMORHOCTL, CKIMWBARUE 3 HIKANHIIINA 111 cepicp daiavn. Ho 10 100 &
1On Calysae, €CTn et BYIETE GBNAIAT COOTEETCIAYIOUIMMH TIpAENT

s raana Kk TpocKarwpariTe tepmae 1021 10pTa, CHETH KX OMEHb Mil0-
o crakaapriLx ecpneos Tina TP, HTTP, Telnet 7. 1. Kawmwii otwphrinii
11OPT — 110 NBEPb C SAMOUKOM AUA 19037 1 epiep. Hewm GO Tule 1aKitn Aseped,
1634 BONbNG BEORTHOCTE. 4TO KAKDI-TO S4CO 11 MLITEPAHT HATHCKE  OTKPO-
eren.

¥ XOPOULETD AN HHHETPaTAPE OTKPAITHI TOTLKO CaMble HEODNOMME NopTl. Has
TpHNEp, Cain ST WED-CEPREp, HE MPEAOCTAUIIIMA JOCIVL K NOMIE, T HeEl
M1t HKIIO4ET b COPBACH OHTOBLIX Ceprepan. JWIAKEH BHITh OTKPHTS TOALKO
80 apT, Ha KoTopoM Kak pis 1 palirTact Web-cepoep.

Xopauit CKAHEp MOPTOY YCTAHABTHBAET HE TONLKO HOMEP OTEPHITON MOPTA. HO
§ ONpENeIALT YOTAHOBICHHEIH HA Wew cepinc. KaLtb, 10 HAEAHWE HE HACTOR-
Ulte, @ MUIbKY 1MA BOBOTIOTD cephepa. Tak, 311 B0 noprs Gyier Noasano
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Ouuarkan Mofi GLpBEp, € KOTOPAO MHOHCXOINT APOITH TIPOTPANMIIONG 06cCnc-
el Bu1A TUENOKUPOTAIL B OIHOM 7, GIN-1EToD, IT0 GLLIH BpeMeiis, KOTIA 1
UgPHAIC CTACKM TIONIIATK M 1O €Ny, W TPOCTO Tax, KOrAQ A PaccslIa CBOMM
POTLIORATELEN X PETHCTDAIHONHIE K0H, TU 10 % COOBILEHM AU3BPILIAIOCH,
Tax OGAIOM, HCSOTOPHIC IOMGORAIGIM HE MOTM PAGOTIN © HAUMMM AP~
rpauwana, TAKOO NPOJONKATOCH b TESCHME MECALD, NOK He YOEUAHCE, 91O
STOMTIHG b1 TePeCTANI GH1Th 3bdeKTUBIIMH, M CTARK HIKATs ZPYTHE METOTH.

unbTpatus coobileHnA

HETOn — BAONHPORICE COOGUIOHA 10 s COTCPAHMOMY. T~
A UPOIPAMME AROIHPYCT BCIO MHIBORMAMIO, KOTOPGH MPOXORHT
uepes COpRGP, # MIICT XIPAKTEPHbLE TPHIHAKH CTIaM-PICCHIAKH, ECII MACEMO 0T~
PEACTAETCA KAK GIIAM, TO GHO YI0ARETCH.

3107 onocof Bonee 3ddpeRTHONGL, 1O 1D TEKCTY O4ENNl, CAOHITD DTIPEIEAHTL, A~
2HGTCH 1M IHCLMO PEKTamof PACeh1xo. XAKCPLT MOCTOSHHO KIYT HOBSYE YT
164038 TAKIX GTIOKMDOBOX, IOBTOMY TPOIEHT QWIETPAUMS AOCTATONHO HEBHICOK.
B MOIKETE HACTPOITY NPOTPAMMY THK, 4TO OHat BYICT YHHWTONATS Bee coodue-
W, B XOTODBIX CTa CiOBE "KYTIH', "MROMEIO" M TOMY NOZOGHIC TEPMIHH,
SPAKTEPHME ANE CNGMA, HO TOTAY MOTYT GHITo YIATEHS! M HEODXOTAMbIE BaM
[y

A e GyRy COBCTORATY fuKaKMX. 1DOTPAMA I TPRLHH HCKGTEHO 110TTH,
ETomy SO HO WKy HICATLBORO poticirkst, FIe Ccib B 3aXOTHTE HETOIBI0BATE
Con0BHLI CNOCOB, TO XOUY TOMsKO OBPATHTY BilE BHHMAHHE Hd OPOTPAMMY
Spamassassin (Wpr/spamassussin.apache.org/). B nell peaniionng MHOACCTHO
TRQREPOK, KDTOpHE NMOSSOMAIOT TOCTArowHO SGQSKTUEHO OMpERENsTs HeXena-
TEEHbIE COOTIEHHA

TloMstO STOFO, MOIKCT TPHCOINTLCA JINCHEHIIC TAPANETPE MarkcptsTertiesaaze
(sowasza sendmait cepaepa), KoTODI YCTARBTHBCT MAKCHMATSHOE KONHHECTRD
nunysarcach cooBuuctia, EcA wx 607cc 100, 10 310 DJOIHALHD yKasbBCT Ha
cnsm. XoTil B HOKOTOPSIX OPCOHI2AUHAX KCNOM:3YHOTC NGTOBEIE PACCHTKH BIEM
COTpYHAKAM, KOTOPEIE MOTYT COAEPRATS 10 1000 pecuron. B 910 Cysse 1o~
Ker GbiTs YHWATOAEHO OYelth BIAHOE THCBMO, NO3TOMY HCOBADHMO, STOGM Al
MHHHCTDHTOPHL TR HHCbME HE SOMGE HCM 20 NOTYEACIAN 20 O PB.

8.6.2. BnokupoBKa NepechInKM cnama

TIpk KOUGHIYPaUH TIONTOROTD CEpBMCA B AOMKHB! CIEASTS Tak, WTOGH 310-
JHBULTHHIKK He CMOTTH OCKUTATS €80 CTIAM Sepes Baw cepeep. Bu Henfxo-
MO RPOMIICCTH HCCKOTOKO HACTPOCK, *T0CS! MACCORH PACCHIIRG. lICpecTaie
e othexTwnion
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TlocMoTpiM 12 TapANETpLL, KOTOPLIE 10N A0CTYMILL:

O wookly - YKQIHBACT HA T0, 4O it JYPATOS JOKHY MEIIKISCH Coeh:
Zeoto, ECTH CEPBED UCROIIYETEH PEIKO, T0 MOKIKY MIMEIINTL 370 SHRCHHE
A 0211 ., 010581 OBHORICHAS LPCKOLATIO EAeMECAIH;

O rotale — 3naeT KoTMECTBO (aikioe, KOTOpHE GYIYT HCROTBIORITLEA I1X
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Gy vt Bua: feteloglunn.X, ¢ X smerscren ar 10 d;

ate — TPEBYET COTIIMMA HORAMD OYCTORO ZOKYMEIITA 1IOCAE CMEIH ik
Hyphana;

0 onepeuias — MOFBOTRET CMMATY attant Ay pranos. Ha copucpax, ofpafian:
BIOLIX TLAPOCH OrPONIHAND KAIMHEETTA MO LIORITENCH, HRYPHAIN MOFyT 38
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ety (Sbem Ha 70 % (1 aae G0ce) derbue.
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APy Tkl KOMITAHIIX b O3HOH CECH SeoakET Bivb HECKo.1bKk0 Tepaepos. 5 10:1hK0
BOMICT (PN K 3 KGNS B, KK GAMAINCTDATOPL 135 TIDARKICITIG SEHALM
203 PAOTEAGT 1 1ECKOTKHSH JaOHMTORI M KICIBITYPOXH OIHORDENEIRHO.
B peansoll AwBHH 12k ClienmiincIbe CIMUIKON AIGBEL 13 1 OTHOUGPasHbIH
P YUY, AYITONY 011 11687 T e 0 0[N KOMNEIGIEPCM, 8 /1% 1O
TR K COPRCPY HEIIOLILIOT YTAIETHOR COCAHIIE M.

Jle WA 3TN et 0/IAGT HITDPOR 1€ SKMITACTCR. ChOBR He IDHEHC T il
PGy B BHCYOALGE pcvis b Caryde SKCTPCHUIOT CHyyditni, 1 IPEfyeTcs aos-
T K KOO CEPECPA IDANO WS ACNEL A KOT 911) YIRS MOET CTATH Cbieid ¥

PR BB, Cnes 11p01 AN, SIEPEY KATODYID 1TRONENOANT YITABIIRE, 10T-
SPANDAZT unpposIIe (HANpUSep. SSED. 3 CenK 310 NpOCTON telnet-Knest?
'HOPNBILIELRAK CMOAKET 10TICMO1 DE T MAPAICI 1A Y Teh Chdma I < HOMONIEN
ST Clm QU 1 0Ny KO KE HHWCTPATHIKLI A0STYN K Cep-

.

413.3. BesonacHuiii UHTeprer

triepier e 60T Ges0nACMM, NOKD HOITHY HC1KO YCTAOBHT NPHNTICH:-
wocrs nokere, ioGoe none IP-NOKET2 MOWKHD MOATENANS, B CEPRED KUKOTMA He
CuORET OUPCACIH T HOUTHIHORTh AdNII.

B 0TI THLEICHAINO MACKWPOSA D, 70 MHICHIG 1t KONY PASpOLICHO 1 <ephe-
. oA MORLING UACT XaKop, Tott e, {HOMIENG 010, JONAAbI TDCCCREbCH
HOBAE PTIRCANTATEN 1@ GRS, TNDINED, HCIHIRONANHE CRANDOR 10p-
0, TPACCHPOBKA Tl I

410 Taxoe Tpaccaporka? B etn WA KET MPONOMT
7. TIpH HEOGXOIMMOCTI SIEPEHATPIIENIC: TakOR I1IKET OBFLITETHO 0N~
TGP MADINPY TBITOPH, KOTOPSIC 10CTIRISKY €16 b Hyatbie ecTn. Ho com B
SCTPOCTBO, OBECHISHHBOIEE MEACETERYI CORMECTMOCTS, FAKPO.IECH UMK,
0 MAKET SOXET KAREHHD SABNYINTLCH, HTOBL! ITONO He MPANIOWO, B FArTOBKE
fPiaxcra cetm none TTE (Time To Live, spews: sorniw). Oripasment nawera
ITGARMMACT B 970 G076 DNPEIETINE YHEI0, & KIHIE MAPIDYHIATOD
YMeaBOIRET eHeTaHK perparrcamuai, Fean snavenrie 1T, craonies pannan iy-
0, TO NAKET SHMTACICH 1ICTEpRBIMYCR M YHUNTOAGEIC. Q OTIPAREENR MOCEI-
TETCA COOBLIINE O HEAOUTAKKMACTH XOCTA.

W oupeasenIosy

7y 0COTEHHOCTE XaKEpbl CTATGL HCTIONIHORTIS. JUH JUAIIIOCTIIEH CETH, HTOG ¥2-
L MDY, 110 KCTOpOY 1poXOaNT naket, Kak 510 pibaraer? B 99 % wrysa-
€0 KeaU SATOL ATET RO ANPCATS O 1 1w g yrent. HA OTIPIRICHAbI
<0 mavenen TTL. PRBHbIN L, JaKeT NEpHIA 462 MAPUIBYTHSATOP OTHGTT OG-
KO, W 10 310, 1yEHHORY TR MWOSKHE F3H0LE €50 TIDEC. CIEAyIOmas HOCKINKA
amerc TTL, panituist 2. B OTRET Ha 770 OufGKY BEpIICt HTOPOR IAIUPYIHITOP.
Tawom OSPAION MOXHO Y3HITh, HEPES KIKHE Y351 IPOXONAT 3A0NOCH! K BASCATY
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Eams xaxep 13¢licTEYeT Ball CepBep ATA PCCHITIH OIIGMS, TO 310 FPOSH CTe-

Ay

0 Me@e PACXOTHI 13 TPABUK, €T Bl OTUTANKBAGIE KEKGThI CHEAGAY Wtidop-
Maute,

0 HONONKHTENsHIA HATPYIKA i Pecypert, PACCLIIKM B OCHOBHOM XaCCOBbIE
CTHAKIT \HOMD UPOLECEOPHOT BCMEHH, TOM CHNSHM 51 DY K3 KA €131,

Ho MOMMAO 3TOTO, ECTK BALU CEPBEp NIPY A3 PASORLTG! CTaM, O MOXET IomacTt

B MCPHMIA CITMCOK, W TOTAE BOSI BAILA KOPPECTONICHI SyieT BHITPOBATICY 4

HG TOWACT A ARpocuTa. BIATONAPA JTOMY XAKCP MOKCT AKG NPOBCTH aTakY

DoS tia nouTosw CepoHe.

8.6.1. Bnoxuposka npuema cnama
Tipwest HexenaTencHol KOPPECTIOHISHINA TPWEOIHT K CTEYIOMIN HECATHBIN
[ —

O KK 61 Yie TOROPIS, HITHLIAHE PACKONS HA TPAGHK, KOTOPHE NOCTORHAD
yeenussaIoTea;

(0 OTTeKueT BHMMALIHO SOTPYJIHSOR SAWEH OPIUIMSALEN KAW TOTLIORTENEH
CETH, TIOMEIYICURACA YETyFaMIs TOTTARORD CEpEEP;

(0 cOaM-COOBIICHHA HEPEARD SAHUMIT GIHLIIKGN MHOTD MGCTR, W 8 MX XPic:
HU MO CePBPE TPEBYETCS TONOTHHTE1bHOS AUCKOBOE NPOCTPAHCTED.

TIpHAGA GOPLEAT G CIIMGM HANHOF GOUILIL, W 3 HCIOEL, ST ONMCIHANX B

$7Ke JOCTATONO, 05 Bol HANH (DEARPHHHSATS KAKIC~THO MCDG

Gunsrpauus cepaepon

B sendmail cere RGAMDRROCTS (ITHTPOR2TS CEPHEPH, C KDTOPHX IDHSOUAY 1>
Kenareatins RowTa. JlNA 9TOFD AYMG Beor0 B Gudine sendmailane oBunms
<TpOKy ¢ 3anpeTom. TIpoGIeNa B TOM, 9TO 1 PAITHHLLLX epowl sendrail ore
CPOKa BEICIAIHT N0-PUHHOMY:

Bepow 5.10:

FERTURE (dassbl, ‘span.dsmest.con’, ' S50 WAil ASt accepted et rhis
demaint}dal

Ccnepl’, "spam.domean.com’, "7, gsieral’, ‘reasun’idal

B 0Se GTPOKAX spam. domean. Can HYAGHO SENCHITS HA 4GS AOMGIW, © FOTOPID
PHCCHITAGTER CIiaM, =TOGH HAGNOKMPOBATE COSTMHEHE ¢ M. JTOT MeTon e
QIeHb SQpeRTHNEH, NOTOMy =70 Ghtie C3yaM, KOTIA OUIMGOKO GIOKHPORATAC
GesoSuniIE CopaEpH.
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Teneps 5oe cooBinelnn ByayT NEPEAABATLC 110 CETH b FAIMBPOBIHRIN BHE,

12.5.7. logrotate

HTOB palinu KYPII&IE SUANIKGN CHILKO He PAYTATHCS, & Linux sKmoser
youna togrotale. Paccworpe IpHRIGN ce pafionia 1 pAMepe YpRAT
Iarflog/messages

1. Korna pasuep qailna fvar/log/messages TPEBLILIET MAKSHMATEHO TOMYCTH-
OGS SHaeHIE T POXOHY OMPEAESCHHMIA MPOMERYTOR DPENETH, CONCpH-
MOG Tekymero ypHana nepeHocken o i Avarflog/messages.d, a aiin
var/log/messigies OURIASTCH H TANOIISETCH 324080,

2, B Creayonthit pas, i I0CTHRERAN MIKCHMAITLIONO PHSNCPA, COACHRHMOC
haiina jve log/messages.1 teponeiicn b fvarflogfumessages.2, a wo ypuara
frae/log/messages — n fvarflog/messages. |

Takust 0520, HCTOPHS WSmEHOHU COXPAMFETCA B OTASTSHIN (hainax, K €6

MOKHO BCETIA NPOSNOTDETS, [DH 5T0M Sam KYDHAN HAKO! 24 He mPeDbIEKT Ompe-

ACCHHOO pasmepa, H ¢ i GYeT YA06HD paboTaTs,

32 COXPAHEHIIE HCTAPHI M MEPEHOC AATHLIX MeXAY (GalTaM OTHEAAET NPOTpasHA
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310 UM HOTBIORAICIN, 3 Pakl — HMA TPYTITE,

8.4.4. lInusmne KoMmaHAb!

Tlowoesiii cepsep OGPASATHBACT MHOKCETS0 KOMANA, HO HE BCC #3 KHX MOTYT
OKIATLCH TOIIILIMK, YGEIHTECS, 4TO 1 BaLIEM KOIDHIYPALHONION daine mpy-
GYTETYIOT W HE FAKPLITLI KOMMEHIAPHEM CARIYIOLLIE CTPOKK!

0 Privacyoptisne-aushuaraings
0 prlvazyoptisas=nnmcgn
© Privazyoptions-navry

MoKHO TAGKE B 010K KOMBILIC TIEPEUUCH T, B0C NAPAVETPbI EpEd A IYIO!

© Pelvasyoptins

Hhwarnings, Roxon, nOUTY.

Haufiotee OMGCHON MOXET DRIHITLCA 117 Cepaept onunx VREY, KoTopas nosao-
29T IPOBEQNTH CYINECTBOBIHHE TOMTORONO Ak, HMEHHD € 3ampeinaeT TpeTa
CTPOKS B AQHHOM NpHMEe.

HTOPAR CTPOKS YOTAHAEHBACT NAPANETP Rozxpn, SATPEUISIONIHA KoMaHzy EXPN,
FOTOpA TO3BOIAET O TOUIOROMY MCEBROHMMY OmpeneTMTh E-mail-aapec wan
KE MR 10KIORITENA. € OMOLINO 3TOI AHDEKTHBSI XAKEPbI MOTYT COBHPATE
Gefle COMKH AT PACCHIAKM Criama, He CTONT AQBaTh B PYKIT ATOYMMILLTEHHIKE
TR0 MitopMALIIG.

8.4.5. BbinonHeHNe BHELLIHWX KOMaHp,

B ROMTONOM CEPBHCE €CTh OHA CEPhE3HAR POCIENA - ENY HEOGXOTUNO BHINON-
B CACTUMHME KOMAMAM, 3 370 HCST I DIHGHD. EGTH XIKED CMUKET TANYCTHTS
T2K10 KomasAy B2 Be10Ma BANHIHCTPITOPA b ¢ TOBWIICHABIH IPABANH, O 3T0
(pOT GONBUMIE HETPUATHOCTANM. MMEIIIO NOSTOMY 34 TOHIDKATH GpaBa,
¢ OTOPHINH PIGOTAET CEPRILC, HO STOTD HEAOCTATOHO.

oSkl HANPCTHTS SUMNGRCHAC CHCTEMHEIX KOMAHA, HCOSXOWMO JaCTEmhTL
senimal paboTiTe, uepen Beoua i WTEPEPETITOP Kowana, L STory cnet-
a0 Guin paopGoTan smrsh. UroShi MONTOCMIE CEPEHC HCIONLIOBET HMCHHO
€10, MPOILE Bcero A0GABATS CHeayIIIyIO ¢TpoKy b dalln sendmail.nc:

FERTORE ("smrsh®, *\bishsmcant)
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BaHMA CHETCMbI PRSIGHT /VAT, 2 KOTOPOM XPAIIITCR YPWATH, TYSILE Beero fipe
NeetH 1 Qrzen LA AaeeTep. ot OOpH20N, TATHCL B KYPITH M paSor.
OC CwORET NPOREXOTHTH NAPAINC:HBHO. HO mia ADIKHA Gbrtr, yaepenHumi, 1m0
PASAET /VAF COAEPKNT JOCTATONHOS KOTHECTED AHCKOBOTO MPOCTAHC B2

ST yiKe TOBODIY, HTO B CBOUX CUCTEMAX YOMpaK) KYPHATH M3 PASTOMIAERNA IO
FWOAHALNIO, HTO YOHTKIIAET Kakepy Kusitb. Ho 37070 HemooTaTosso. Onsimsl
WAIOMULIK TIDOSNOTPHI KaIpHrypaliaonsui daiin fetcisyslogconl u vaiaer -
ROC S HOKACHTE HYDHEIOR.

Flo Mel MORCM HOCTYHNTS CULE Y¥HEG, 1 A% 3VOTO J0CTATONHO IUTHTHBIX GUIETE
OC Linux. B voeli GHeTene B cepace Cron yCTaHOBICHO SaNatie, 10 KOTopony
KUK3GHH 40C JETAETCH pesepsHas KON AMPEKTOpMI Jvar. Tacitm oGpasow, et
XAKeD MOTHUCTHT KYPIAT, § TETEO CHOTY OTDEAETIHTS €70 NO PErepEHON Kok,

ECH Y BOC €CTL B03MONIIOCTS YCTAHOBUTL B CTH eute MK Linux-cepesp. 1o
MOHO BCC COOBHISIAN YPHAIA GITIPUEIETS ML CIEUMATGHO BIENSHHLH Kok
PbleTep, T GYACT eute GoTce BFOe. UTOSh XaKep CuOr noanpaniTy Ky
Ha, xty HPHASTOS BAIaMBIATS EULE OIAH CEPrep. A Ll 0n HCHIIYEIES Tome
KO 137 NPOTOKOMMPOBAKIA @ HAKAKHX MIUHIK TOPTOB K HEM HE OTKPBIIC, 10
BIOM MOHET OKIRITLCH STLIKOM TATPYAUMTENLIbIM,

Jina 66poca CoaepKHMOTO KypHana no ceTt B dakine /otefservices momKsa S
ToCTyNHG CTpOKa:

log Si4/

Lowe oToro oTRpLIBaEM Hafin /etelsyslog.conf n 206a6MAeM CHERYIOEYI0 CTOKY:
combremsn  Gampec

IMepesiit NAPAMETp YKASHEEET, KIKMe COOGILSHHS HYXHO OTIPABTATE Ha Cepsep
ECTH 511 XOTHT MEPECHNATS BCI0 BHGOPMALMIO, TO B KASESTBE STOTG NAPAHETR
YRATHBACTCA *. *, ECIH TOMHKO KPUTHIECKIE, — TO *.cr: L.

BY0POf NAPaMETp — 370 AAPEC CEPBEPA, H KOTOPHI GYIYT BTIDABTATECH <008,
uteHiA yPHATOS. ESNNt BT XOTHT, 47055 566 COOBILENHA CTNPABIRTHCS Ha e
Bep fog.myserver.com, To 106A5HTS STPOKY:

s erogayserver.can

Ho 7yT cors opea npoSnema— zma onpenescnus 1P-agpeca HeoSxomim DNS.
Tlpu 2arpyswe cuctestst cepaitc syslogd crapTyer passiue DNS, nostouy onpeze-

MK APEEa OKAKETCH HEBOWTHRHLIM, UTOGH PEIIHTE Sty JaRewy. CoOTRETCIIA
1P-anpecs 1 MmcHI CepREDa MOKHD NPOICE 1 1 paiin feteThosts.

M nocneanee, na cepaepe cnywda syslogd Tomkaa GuT 3amyncha ¢ KIOHOM -,
OTOpSI (OTRCAET 1OTYHATS COOBULEIHH 1G CETH # COXPAHATS X B XeypHATe.
s OTOTO Iy HO UIMEHITS CIEIAPHA Sayeka CepBuca. HAMOmMHA, uTo Bot
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et ni
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B KASUCTAC HSHAHMY BBICTYTIACT ¥R NGPANCTR, KOTOPSHE IR0 NPOTORDNHPO-
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0 korn o sapa;
0 axth— o Hapy etk Ges0naCHOTTH H aTTOpHIALNH;

O ot — 06 HOTIOTL30RENHK MHBHACTMPORAHKOTD A0CTYNS

0 £t 1 — O HOTORBX PO,
) czon— O HAUIIPOBUIAKCB Balas cxon W at:
) dearon ~— FENEDUPYIOTC CEpBHCaM;

0 asc - 0T MOMLSOBATENLCKHX HDOTPOMIS

LUCP-cooGmenna {Unix To Unix Copy, konmponasme o Usiix
). B HACTOAIIEE BPEMA TIPAKTHHECKY KE HCMOTH3YETCH;

0 s = 143 HOBOSTER;

D ipr == nOCTYTI2ET © APHIITEpOE.

Ypometts NOKET GbITh OIMH 13 CIte; 310X

3 ¥ — IpOTORAIMPORITS e COOBINEHAA CHE TeNAL;
0 debug — omiagosnas wHbopuAI

 info— WHDOPMAKOHHEIE Co0BaICHI;

0 notice — ypeaomnenas;

0 warn — apcaypexzenm;

B err— ouwmGsn;

3 writ — puThuEeRHE CO0GmeHas;

7 alert - - TPEGYETCH HEMERTEINIE TMEUINTENLETEO;
3 cmera — asapus, nansHelfinas paGOTA neBOIMOKHA.

B siy/pHan nnaawoT CooGUcHHA YKA3aHHAN Yporus « avnuc, Hanpiwep, veTa-
HOBKa BHANCHUA Bxx ONPENENAET, TO B KyPHA1 GYIYT NONZAXTL CoDGUICHHI
JRORHCT crr, orit i emerg.

e Gonbilie OUMGOK Bt COXPAHAETE, Tem BEILIE KAFPY3KE Ha eCTKILE Ack, 10 1
pacxox pecypoon yeemuunaerca. Jina Gombue beKTHRIOCTH GYIKUHOIPO-
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4.16. MosbiweHne Npusunermit

BIaKTSIME PACCHTTPERIT oMM BEIONACHOCTI 1HEOBLOMMO 10IPOBHO oM~
RONHIRCH G KOMAMAICH 110, KOTOPaH 1KSROMIET WbIIORHSTI BOTPANIS b T MEM
ATOre MoALAOATE .

Mt yoe: ronapman » ez, 2.7 0 10w, 1 ek paGOTTT 1 CHETEME 1103 yHET-

0l SATHCBIO AAMMIIACTATORS. TO DACIIO O GG IOLLN NEHSHHL

0 nporpanyv, SaTyGENIbIE BaHK TaKMM GOpaION, PAGOTAOT ¢ ApARIMM agu-
WCTpaTopa, LD IATINHM YHIBHMOCTH NEKC CHOAGT €10 BOCTONLIOBATLCR
207 NGAYHSINIR TIOMI AN MpaG:

0 6N 88O KaKOA-THGO KOMAHIE NOTYT HADYUHIT: PAGOTy BCElT CUCTEN L.
A oanowsacty: GuIaiOT HaCTO, HOToNY 470 5 OC LinliX Totaeprusrorea
AOCTATONHC. MOLLILIE BOTMOKHOCTEE 1O KOMOTLIOBIIAO PETYIIPHUN BLp-
e,

By #0¢ B CHCTEM: KCT OIbI0RITEIA, HE OFANTKNUETD UPIBMH ATNGAINCTPT-
Toga, T R0GABLTE €ro ceiiuac, Temeph BOMAMTE B CHCTEMY Mon €70 YHETHO
“aTHH) 1 UOTpOGyiTe MPOCNOTPET Giafln Jete/shadov, HAUPKNED, © HOMOUSIO
sreayroNtel KoMTRAL:

st fercishados

B OTGeT 1 570 BUt 0TAAIL TIONYHTI, COOBIENME O HEAOCTATIE 1pan 2OCTYNL.
Teiept HIOHHTE TY e KOMAHLY Epes sade!

suts can savelsaton

B YBUANTE COOBEEIHE 0 TOM, 4TD KNI YSCTIA KT, TEyveRyer B dpallic
Jefelsudocrs, & KOTOPOM TPOTHCLIBAIOTCR PITPULCITHA HA HOMOILIONAIIM KOMAIS-
sk, TIpWMCP COROPIENMOTO ITOCO KOHGHYDALIMOHHORO huiina PHBSAEK B
T 4.2

Fiucoanr 4.2 Conepmmmoe KonburyPauMonKoro daiina fatctsudoars
¥ ssioers Site.
13
'
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-

s £21o WET be stited wth the
o AR BenNeN DELAKIIDOMATSE ¢ NEMOLD XA Vrisbdo!
Ve e zoot

sudo” comand as reot

} 230 the muoers Tan pege Tor she dotiile on lew to Writo a endonra
s
} Quompars Spsay Saders LYKDCECLEA, TLE ARATCA TOTEOBRAR WRGODVIICS

1o percrnoastve SiAners-aa

I Host alias speci fiaaticn
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4.15. CoseTbl no Koxdurypuposanmo Firewall

KOUGMrypHPpOsIHC COTUROY0 JKDAIA AOCTATONHO HUAMBIIYALIIO  3ABHCHI 4T
KOHKPETHLIX 3412, PEUIENUIS CEPBepO. HO RCL A 2w 1ICKOTOPULE PEKOMEHIG-
LW, KOTOPHIM MO CHEAOPATE BO BPENST HICTPOIH:

O isnaraiis HeaGxomme sce 2perts. K Xoponiciy SHcTpo MpHBLIIeLS, i
©CTH OTKRLITI, 4T0-TO MHUIKEE, TO TOTOM OTYNHT, HOL3OBATENEH BYIET Thys:
HO, W TPOUCEC. SAKPMTVR CEPBHCA GYIET MPOXOMbITH € BONMIIUMI SAOKHCS:
o,

O e ot wosMaRHOCEH, 1EOBXDIINIO TANPETHIL ace THALI ICMP-cooSuieni,
GcoBeHHo ping, Mia CIC 1C pa3 GY.ex 10BOPITS 0F OUASHOLTH CEMIHPORIHE
coTit ¢ oo ICMP-naxetos;

O sanpervavs goeryis & 111 topry. 11a Les paGoTaeT pOFINappCT, KOTOpT 1ot
Xomo anx yaanenmoro sbiaosa npoucayp (RPC, Remote Procudure Call) ta
cepaepe H MOTYEHIt PERILTATA. ( NOMOULIO Y cpeinfo xakep MomeT
3aHaTL, Kakie RPC-Cepmct: pafoTaiot 1a baicy cepnepe. Hanpumep, seinor
HATE CREyIONYHo KOMaBiLY:

rpoinfo p louallose
Tesymuraron fyact npaspio ere.yiotee:

Prugin vers poci
Tporpae sep mpozoi

=

100000 2 tep 11 porlezpper
100005 2 wp T11 portmapper
100826 1 udp 3276) status
100026 1 tep 32463 status

007 2 top 274 sgi_tan
Kk SWIVTE, OIHA KOMALTZA MOXET BHMOTE AOCTATONHO MHOFD Mudiopmauns,
03ToMy 111 NOPT HEOBXOZMNO 35P6IT;

3 7% OBRerHeHIE YIpaBIEHUA JOCTYTION K NOPTAN PUSLEINTS OTKDUTLAS POSyp.
ot 1 28¢ KaTeropHA:

T ACCOBIIETD UPOCHOTA & TOM STHENC 1 TIGILAORSTEMN HTCPHETG

o o

K AT WETKUIAORIIMS By TpH €cTH. HNDHNER, TAKKE CepRUCL, IaK
fip . telnet, 1eeyT B Gole NICUOCTY, IOTOMY “TO NO3POIIOT 2AKAMEATS
b0t 18 CEPROP 1 BANOMIATL 113 we3t KON, ECan onksopaTennss M
TEpHOTA HET HEOBXOAUMOUTH R FTHX CAYKTAX. TO CIGTYET HX AEHO Fanye:
TUTI A BRI (OAKINONEHM
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Lnios B UnTepuer

Msl yace 3#9CY, KK YCTAHOATL b NACTDOWTL |INUX-Cepaep, CAENATS €ro cosH-
HeHHE GES0MICHEIN 1 MOIKH04HTh OCKOBHME GepBMoN. Ho Takie anyidhi, kax
Web-cepnep u S1EKTPOIHAS TOMI, HENOALAYIOTEA HE TOLKO B IOKANLHON CeTH.
X MOKCHMATE e (PEHMYILECTEN NPORKISIOTCS TIPH HHTCTPALIMY CO BCCMHDHOT
ceruio

Ho Hreprer sefesonacen. Tam mOXHO TETPETHTS PASHAX MACH B CTOAKIYTLEA
¢ peanwami win, Todo TaK e 5 MITepIIeTE MOTYT GHITL JKOHOMOGNYIIHEC
OTL30BETEIE, 2 MOTYT GLTh 5 BIIOMADIK,

KOrIa Mbi €O A0M, 70 Y€ TP BOTBEICHIH Cri 3aG0Ten b Gcion
JOTMABINELA INCPH, YMACH 06 HX MATEKHOCTY, 2 KOTAL JAKAR-IEACH DTIETKY
00— CTALIN CHIHATHID,

JIoM Wbl ye MOGTPOMTIA H GIENZTH €ro AUAICHIEM. MMenno uomoy Ge
OMACHOCTI, ComH paceMaTpHRaract, ncprof, TeNepl HaM IROBXOTAMG NOCTIBHT
e, HGPC3 KOTODbIC MOXHO GyACT BXOTWATL B CETL ¢ ymautd (43 Mntephera).
Tlocie SaRepUIEMA BOEX HACTPOEK b TOBECHM HA HALY OGMTENb CHTHATMIA-
Uiy — GHCTEMbI MOMHTOPKHIZ W BoMAGHIN 1A, KOTOPHE GyiyT pacemErpu-
warees b7, 12

B KACCTRC ZnepeH BO BCCMMPRYIO CCTS GYAYT BHICTYHATL ITH) K MOXGH-CEDRED.
HMEHHO O WX [OAET pests b 310M rabe, w KIK a3 wx Mbl GyNen nonpodmo pac-
cuTpipatt. Ho HacTpOiiK caim HE SKGNIARACTEA KORQHTYPHPOTSINGH CCPRC-
P2, B2 KIHEHTE TOXKE HEOGXOIMMO TPON3BOTAT Oriperenentbie AetioTEMs, ¢ KOTo-
PHMY 1AM CPECTOMT N0 KOM HThS:

9.1, Hactpoiika wnioza

Barsost 1 VIIGPHET sokHO OCYLICCTEIb SEPES MOSIEM N BEIENCHIYIO MK,
B pus. 3.7 w6t yoe GEC0 PACCHOTPETH BOIMOHOCTD NIOAKTIONSINA § MOMOLLLIO
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(HOBNAS 341342 KHHTH — CORAHHE GCIOMATHON B GLICTPO CHETENM — Ye10K-
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3TONY He Bce CzpRepH NozepKBaKOT ee. ([0 & sendmalt i apyrix wow-
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NN K0T A, HY § SGTH 7O SOCTRTONNO MOMIu ceprep. KoTophih
NOKET BISTOMNATL SWTHORY JTPOCOD B CEKYKIY, KO NIXOMHTOA HO IGHATO &
64 K, 10 a0 3Py KA

i 31pOMEROAAT 5Py ieina! 2 IOTYCTHm, SO Bl IAXOTNTEGH B ST, W KTO-
70 b arpy B B yaacie o (Papoe o mUAGHASIS, Hic ABUIHHK PABOTACT
wa sipactons coesumicuin Dilup aepes wanem 1 56 Kdwrde. e ecum y vac Ta-
KO8 S COUAMICIAR. MOIG G5 TPOBIEN HUPUTPYSH1 b KalkL OBaMMKY, A 370~
FO HARPUOAACY K €T IP-aTpoe GECKOUCHIOE KDAMHECTEC PiNg-1anpocoD ¢ 6omk-
1N PAS\EPOM NdkeTa. KOMINOTEp XepTobE A0TKeN 6Y.1€T 0TReSaTs Ha UM, Ec-
B HKE FO1 MHOTQ, 70 \OIKOC 1 KAHANA XITHT TOAEKD KA 70, 7006l IPHAMNATE
W OTCHREL I FKO-3ANTOEL, 1 GOMLAEAE YIS 1iE CMOWET 110PMATEHO PAGOTATS B

T, K ¥ KauaT TIKCH K, 10 1 1111E COEIMKENIS BYIET HEATO HOKUIOUH-
TEHIIO TPUENOM-CTONUTIO GOTLIIK. MAKETaE. TaxaM O5PA3OM, MBI MOKEN 30
FYMITL UG AKEPTELL, IO GPI YEA0DHR, 4TO APIKTEPHOTHER HOLIETO KOUQTA
GOMOCTARINET ¢ FTAKYENOR KOMMOTEpON. ESIN ¥ 810 CHOPOCTE GOCIMHCHMA
MCIEHHER, O VAICTCA ATPYITE TOTHKO SACT KIHGNA, PAEHYED TIPOMYCKHON
GO0COBHOCTH BICRD COCTMMEMIN, OCTATHHIA Y2CTh OCTAHETCR GBOGONHOR, 7t
mepr cmomn mentcuonti, ee. C ApYIOR CrOpOKSL, crs Gye1 STOpMIREN,
WXern Gbr Mero-10 Whi Todbeses, OTo Tor eTowt? Lot a0, To MokeTe mpi-
eyt

B Gilyuae QK W CCpRCp & €70 POLCCCOR MAUL KIMAK MO BeiTh HAMHOTO
e, G0 ~— HPAIRALHO ONPEICITL CIABAC Jaeno. lonyeTT, (LD Copecp
WP TARISCT YEIYTY EKBNMIIHA W XPANCHUR DAATan. FTOBul 11CETpy3UTE KA
AT TAKORO CCPBCPE, HYJAIO JANPOCHTE OAWDEPEMERHOS ONYSCHIE HECKOTOKIX
micain Goanmes uafaon. CrOPOCKD GBI PEIK YALACT, U CUpBep MORET JOKS
IEPCCTAEL OTASALIL 0 MAPOCE! OCTAThEBIL KINCHTUS, GpH STON 307 pY3RA Apo-
HeSCOpY CEPULPA MOTE! T AWKE 07 MEKCHMATEROR. Een HElpagHTLHO ot~
pene:tiTs Guialioe ancto (1 AAMION Cyaae HT0 CCrL) W HEPACTHTL NOUIHOCTS cep-
R T0 HPOHIROAEEILHOCTS BCE PABITO HE YEETANKTEA

Il sy HpoNCECOpa rovke He TpEByetes oniikom SoTs10 Kanat, TiykHo
TOMKKO NOAORPATH 5MPOC, KOTOpHI GYACT BTOTAATECS ONERb 100, JlonyeTins,
470 BUI PUIHTH MPOISESEE AIAKY 11 CEPHCD, TSRO REEROINTS 11 APY-
ol AeIK yKiBauKUIC o1 paw eGor0 caina, Haxonm Web-crpusmiy o Somb-
LR KOAMMESTBON TERETa (IANPHSLEP, KHHUTY Ham A0KywesTautio RFC — Request
for Comments, paGioNee HpEA 1K) 1 TOTMNACH MHOKCETED SANPOCOR H B¢
nepepon. Mn0 1010, 41 0w Satliof, 1 L KA CCPREDY HYRHO 1O~
MOA30RAT GBOM KAKAIL, THK GULE W TEPEHO — AOKOTBIO (Py:HCnKH HpOmEce
Jloeratortno B Tesenre | cexyian oTapusiry 100 34MpOCOD 1A ISPRROA PONBL-
HOIT KW, YTOS COPIE TEPETPYIHICA. A €CIH HCHOLYETCH GAKAPONKE K-
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Cerescit skpas Aomic yamToRETL Tofie iaserm ¢ TUL, paomunt 1. 9t
RACT CCTh, 10 st Yrahamder i iamume Firewall, [akeT ¢ peatetnt st
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Iz ewimoniesns Tpacoupok 1 OC Linlx 4y’ nanionmTs xovansy
Szoneroae ¢ KNIOKON -, YKA3AE ML X0CT. Hanpmep:

<zazeroute - redhat.con

B OC Windows €CT6 QHATOTKHIN KOMAIT =reserr, 1 B 116l NOCTATONIIO JATTS
A yana v TP-33PEC. KOTOPLIN MYSKHO TRACCUORITI, G MUIIONI3ORAHILE 0
OMHHTE AKX KIKOWCH

WiTai, Wa SKPIHE MATHYT NOSERSTLSS ABECE TRONCKYTOILIX HaPUIDY THIATOPAS,
EPE3 KOTOPIE IPOXORKT 113KET. Hanpvep. pesy. it MOXET Saftts vienyompn

trmnecouts o Pedhat con Dok oo 000 S hops max, S byte paskets

1 202 us Sixe 23 me KONLL-[202.10Ltiansnclecom.ses
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30 %s 259 ma

2 alime L 10 sto £ 2.sprinslink.ner
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17 e®ns 3 me 47 me 216,143,335

I . . e o

e CeTenoR Fpan onyckaet ICMP-TAKETE, T CHAHAPOUIHHE MIKHO PORES:
TH & OMONGBIO <raceroute, BO3MOKHO, NOBITCA coobuienre of owndke. B ast
HOM CRYHAC 18 CTPOKA COOBIZET O NpESLILIEHHN BCMERN Owiiania OTBETa, 3N
SHESHT, ST IARGT OTURARICH, 1O CEpRp IGROGWI SANPOC, & SHAMKT, KT ¢
TTL, pawrnivs 18, Syacr ynaomanen

138 Cxammporaing ceTh 50 npemenatm Firewl] 20CTITONHO BHIMOTHNTS KONEKI)
ORI © KOMMERNEpasH w1ty P ceTH ¢ TTL, psssotm 19, Bo spema Tacch
PoRKH b ynm nephiac |7 otneton, (8 ponacr, a 19 mpotkzet zanbute » cer,
MOToy T Ha ceverov Skpalie Taok naxer nowbmca ¢ TTL=2 w ne GyAeT i
ek, 1 BOIT 1 IO CETW ISP e MAIIPY THHATO] REpHeT OUKY.

Ho b peansaocTd 1CMP-naketel 3NpeneHbl, NOOTOMY TaKoH METON Petko ko
T LIOYALIIACHAIKY TOMERY
C anyroii GropoiL, EGTH YUt YBHIENM TG AYTL & KOMMLIOTERY NGBHASENLE,

7O ¢l HE SHIYAT, *10 CETEROT IKDIHD HET. DIl MOKE1 MPOCIO We Supemaet
1CMP-rpagux,

BisyTpeniion e, Moo NPoUKHMpORLTH 1 epe: DNS-seppep, ecnn on o
TCA BYTPH Ko€ B A0CTYICH 3% HCEOBLIEID HCMONSRaNHA
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B averc dpaita WIYT OMMGaNIA SHOMCHAE MO YMOAKAHAIO. BATCH MORHO YSTIITY
CoeHbHAIILIE NS ST OMPERSAENILX AYPraron. B JLIton Kanrrypat-
cHriom fafiee BuigeieH seypman jvar/iogivimp:

Far/Log/stmp |
aonthly
ceoate D668 oot utkp
zotate 1

B Raisow IafT0 HET OFPAMIAEHNA HA PaTCp KYPIAnA, HO G0 MOXHO 204Th ¢
HONOLISH) MAPANETPA = ze. TIANPANCD, 1 CACAYIOUEN MPHMEDE TATACTCH MAKCH-
uansHbtl paswep xyprana & 100 Kaalit:

fras o0

rontily
size = 0%k
create 0864 roct vmp

atate

'

Tenept duiin KypHaTa 61T WERATACH B quyx Crymans (0 CoRHITHIO, KIIOPOS
HCTYTUT pasbue):

O exemecuo, T. K. VKUK DapaMeTp ac:
00 koraa daia accrarwer pasvepa 100 KSatr.

1 ST OMeHLl KYPHANOB MEL IOy Kak YToGoTad, Tak W HemocTari. Tla-
DpKHED, fIOCTE POBEIEHHN ATAKM XAKCP MOWCT YHAMTORMWTL CoOM CAETL, ke
€Ol He AMEST HENOGPGIETHCHHOY a0KTY L K aihay wypHia TlocrrouHo
TOTGKO SACHTATS KYPHAA MYCOPHbIMH COOBIEHHTNH 3 PEBBICHTH MIKCHIATE-
il pazep, HTOB CHCTeNa HETIPE PAzi NPOIIHEN PUTALIMO.

L

TIMraTLCS ZAUALETS HYPHT, YEETHIARDS €10 Panse 20 GeckomesHocTi, Gecno-
PRI, HOTOMY WTO Xaxep He SYIET AoSamuATL sannoH A log-Jais KpywHYIO, @
A0CNCTL2YCTaR MPOCTON porpasoli 6 Perl 1T HONCARON NPAMO 113 KoMOEA-
Woro uHreprperaropa (Shell). Takast TPOTPANMA 4PEIBEILATIO MPOFTa. JlocTaTo-
HOTOUEKO B LIS B0 KOMaHAY

contuema”

legger b kera.atert "I
C MOMOIIBIO AMPEKTHBLT Logger MOAHO SATTHCHEATS © AypHan cooBinichua. Bem
opranH30BATL GECKOHEHLIE WIS BEINOTHEHTA JTOH KOMIHb, TO CHOTENA CaMa
VHHATONUT KypHAT,

Hi0Bx Aamible He HCUSIATH BECICAHD, MOTHO TOBaHTb Kowanay, orapas Gy«
36T CTPABTATL HYPIAR 110 MOATORb AZPEC AMITHMCTPRTOPS:
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Kak oumuTe, HonoKLI0BTS i Jete/hosts.allow w fete/hasts.deny mamioro
TPOIE, HOTONY *10 1 TpCBySren 1IpOmHCLILE L IPABIA 419 EXOLLIK U WeXO-
25X nakeTon. HLb BDIMUKHCCTH ITH GAHA0R CTULLKON OTPIHIIEHLL f HIMHOTO
KesiLE, $EM ¥ 00BN CeTeRore MR

1 perowcuayio wencmsonary duiian fete/hostsallow w fete/hasts.deny atn pe-
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ECa 37010 OKGKETCA HEAOCTATONHO, TO MOKHO OPWOSPECTH KHATY 10 Aol
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MONL3OBAITHA NPOTPamMybl Mysql. EC)n BRL BRUIGIHILIA KOMANAY /us=/Dir/mysol
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B 0BT Ha 470 CopBep 3ANPACAT N12pan, KITGsK HE COXPEKHTCA 8 KYDHANG, 3
SAMULIBTER TONMK) BERASHHAR KONGHAR,

Echw i1 paboTasre G Gepiepod Gasw sanAkx MySQL, T0 o saweit sowawneit
AHpexTOpHI noMMO (hafina Jbash _history Gyzer eme 1 .mysql_history. B stom
alIe XPATATOR DO KOMANAL, KOTUPHIE BAIMOTHATICE B IPOTPAMNME KOKPHTYDI-
posaKiA mysql. EFO TAKGKE HATO UHINATE, ECIM MPH RNONHENIIM KOMAHTI GH
yREs Kakoik-anGo napors. BII MySQL — 10 eftte e Bca OC, 1o moKet no-
GOYKWTI, OTHDEBIOR TOUKV SUTR SAMEtETo BI0NA, K TOMY e CaMM Gaskl
SGHELIX MOTYT COTEPIRATS CEKPETITYD HHGOPMALIAO, HANPHAED. NEPONH A0CTYIA
KBIKDHTHM HacTSM Web-caliTa,

12.5.8. O6patuTe BHUMaHNe

JabaiTe NOCIOTPUM, (12 SeNt HYKITO COGPEOTONTS BHUMAHHE TIDH 2HATIE YD~
RII0B GE0MACHOCTH, TTO (e TOMKO BAIHCH 0 HEPIBOMEPIION AUCTYIIE & CHETE-
We. HaB 0 38 KyPHATAMM, HEOTXOTUMO BLIABISTE BTAKN €IE HA MAYATWHOM
ATHE W e SOUYEXATH mAKaMa. KOIZa B YBAEIM, 410 HUTS0BATES MOTYHH
00TY K 22KPEITOH HIGOPMALILH, TO BH NPOTIYCTHTN MOMEHT BATOW.

Ecn craitit GHOTO YREHHEATSGA JKYPHATH, SHATHT, BOIPOCAE AKTHEHOCTS ¥,
BOSMUKHO, HOMAIATH ATOXA OTRZTA OT OGCRYKMBAIKA, HYAHO CRSINO PEaripo-
KiTh, MHAAE DOCI HAIDYHOL 1 CEPRED WM KATELI GEA3H MOAET GIATh HEyUpHE-
REAbIM, i X OMIDEMEIEHHONY MONEHTY GEPBEP MEpECTateT ofpaiaThisaTs 3anpo-
e nomB3oBaTeneH. K TONY iK€, €CTH YDA AMOMIAT B6ch THCK, TO CHCTEMD
DOKET BRI 13 CTp0s. YBERHTESH, 0 y Ba¢ Q0CYATOMIO MECTA /TS XpAEHnS
Gafinon ypHeioR

Kounulomep 1e qonaer neperpyxarsea 63 satrero sesowa, E<i 310 npousom-
10, TO NPOBEPETE KYPTIATLL  SHACIHTE, 0 KAKOT TPUSIIE K KOTIA T4 Gnysin-
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Tabuua 2.1 (oxcHsamie]

Pasnen | Onwcakwe

1opt__| Aenorsuransiue nporpaune naseTss
[forow__| finm wonmpcearisn supryaneoh dhinosos cactee

Kbin | Venomvmewsie s (nagord moakaosaten (00D) N
M| Boowemibe dain .

st | Gucremnnc pasm

| ar

_Swap__| Paspen noakauin

(IGpaTiTe TIAYDINE, HTO 0CE HASHA PIACADD. KPONE TIRPTII W N0GTE.ETO, -
SINIITEN GO CIEINA. 10 MGy 3. (1035 P10 IEPBLIH | NOCTICAUA PACTH
HOUMOTCR OBTIRTCTLHUA, 4 BCC OCTATLHHE MPEACTARISHE KK TAGKELIILC A O3-
HoBnalk pae K

Swap -+~ 370 BOGEH OTACNLIIBA PAKIEH G0 ThocH durfIoRol CHCTEOH 1 HE MuCT
L KPEIG IANICH N BUe 1At KOPNEHTO AMCKA. PAGNCP 51070 PASACIA SOTHEN
B 1 Mesblite oitena MOCTYIHON O1ICPATKBHOR fanATH. Ko ¥ Bac 0CTaToN-
10 MECTE M HECTROM AHCKE, TO & COBGIYIO GACTITL SWap 6 3 pasa Goitiue. o
Yeramonncnnoe O3, QOTOMY \T0 MAWAT MOKET ST, pacuipera, 4 sov daika
ToaKa4I 1m0 HiMEUTL, Sy,ier MPOGeMETMIHO

Jns paumia | inux a0 Gt T, KAK MMMy 182 Da3Ben: ocRoBOT (0fo-
WRECH KK £} 1 1IOTKIKH (SWap). LEprbalt PabIci MOKET i 0RO a1l
(GRiiN0DOM CHETCML, RPOHIE $Wap, & BIOPOTt Kk Pirs MHOGOOT, A0.TAEIL GulTh THA
Swap. B ocuonnon piters Syay pachaTarirocs sce (aiian, o s10pai — Byaet
HETOTLIOBATLCR T4 PACHIMPEHINE ONEPATHBIIGI MATH, LN CCHitse pasie-
i, L GERABIE 5 T26N, 2.1, 1E COMTANLL T 01y GYANT 1PCACTABACHH 1 00

HOEHOM PA3IEAC B BRAE NANOK.

2 epmait mari, mee Ca0mII0, OCABINO ECTH Bt 10 STOM® PABOTAIN TOMHKO ¢
OC Wintows. Tl 110Beps e M, T BOTMONIICTE COLIMINS MIOTOIHCICHILIX
ok OC & BATE OTIETUIB PAZAEAOR AMICTCA JLHCTBUTEIONG MOUOH 203
HORIOETIAN, J{pa PusAe i3 J0¢1GTONHO, KOTR Y BAS TOTLK OTAR HECTHII AWCK
NOMIIEIOICP HCROLAYEICA B KENECTHE AOMANN LT creTeam. KLth bl HEOT63CTe
18R BHHISCTEPA, TO AYINC COVIAIY 1PN PaiCE:

37— 1A NCPBOM JHCKE A BUU SHOTEWELIX DA0

0 Swap

€1 fhome-— 1 BTOPON THCRe /WA XPANEHN (0N bHORFTETLERN BaitTon,

13 TEpROM AR BYACT HOMONEZ0BATCA DK HEXIUNEXE fInvATHE
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CORPEMEINIG CUTENGIE JRPATL (B TOM SHERE 1 ToCTatTHENbIE ¢ Linux) nevky on-
PEIIOT IR 1 (0K PYIT TAKNE AAKSTSS.

4.14. 3anpet u paspeLleHne Xo0CToB

PaGora ¢ ipchaints ww iptables e, piaso. 4,07 1 417 MOKET HOREIATACH GO
KO, MOTOMY 40 TPCGyCT B1amAn ACODX/ NI HOpIOR. HE STaT CHocod Hayife-
e 1 i, 1 e NOCTOSHI [CAIbHON JANGITLT NEKOMENAYETEA ACTIONES-
LTI MMEHHO €10, A BOT U6E PEIHUE WPOSTHK SG1RS (112 [MED, HPEENSH 3o
W) e apyol sero —  wennae i feteosts.allow
Jelefhosts.deny. Tlepbsii (Dbt codepanT 3anKen XOCTOB, KOTOpsi papelset
A0CTY B CHETEMY. 1 50 GTOPOM NIPOGHCAH 3ampeTH,

Tiph w013 1 cepBEpy (BOFABI MPOBSPAIOICA CIEAIOUIY OGpTION:

1. Ecm i womn
i paapee.

VAP B HCT U1 OO SAIACH B (RFINBX. TO JOCTSIH 150 YO

2. Ecan carnererue clmapywena n dariie hosts allow. 10 A0¢1y1 paspewsen 1
dhaiin liosts.deny we Tpoepaerea.

5. Fean n gai

 osts domy WARACHB ML, T A0CTYTT SATpEAIEE.

YrnoBereo MertonRIONSHA DUk (AN SACIMAETCE § TOM, TTD B kX HYAKD
YRR CepaaCh, ADETYRUE UTPARKAEH A AOCTYNE. ITO ETIETER & BHIE
Crpok GileAyioIero Baa:

Crpoa €ociiw 1 BV CAPAMETHOD, PALETZANNIY AB0ETONMEN, TIEpBLE YEa-
IIBQELCH VA CEPRICE (KK CTMCCE, PIYTGTETIL SEIATLIMA), A0CTY K KOTOR-
My HYAHO OTpHMHTe, BTopol — 310 anpocs (i diuia Jetc/hasts.allow pes
pemenrnae, @ ann fete/hosts.deny — SAPSLCHILIE). PISICIEHHbIE SATATHHL
3 x10C16© MAPAMETPOR HOAHY HEIIOVIORATI, KIKNCHOE SO AL, KOTOPOS 0B
TeeTeTIyeT JuoBaNy ADECY HTH CEPBHLY.

Pacovarpmm npimep xondurypHposane dalina. Jlm wasaia sakpackt mofl
aocTyin. jlm sron & Qafiie fote/losts.deny HPRHG (pORHCATE AT IR B
noALa0BTENCT HE UOTHE cepaNch. T4 STORO MG CTPOKY AI: AL
B pesyabtaTe ot Gaiin GYAET RHITHETH SICHYRIIAM GOPUION

0
4valsdeny  Ths File asscribes the s of the howa which ars
4 vaote alioued b & local IR sarsi
t
v

use © #s caide

by the "ms-lesingt
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Losalnoss. Localdemain Rewny
localnos= REtAY
123.0.0.1 e

B7oM (Jaii1c MOKIHO OCTARHTL PASPCUICHKC Z1% PACCLIKH NOSTLL TOMLKO < KOM-
MH0TEPOD DHYTpennielh CeTH Ik CAMOFO cepaepa. JITE 3700 dalli J0IKEH cO-
JEPRATE eHeiyiONYe 3anHCH:

Loxslhos ez
jour_domain.com LAY

Boe OCTANEUSIC HC CMOTYT BbONHATS PACCHTKY mwoeM. TakoW METOT Xopour
TUILKO & TOM CAYSIE, KO CEPREPH U KOMIMGTEpL Sangiicin, Ko Xakep
IOHK s CETE, TO O Yoke CHOKET PASOCIATS oGOl CMaM OT KMEHN AOT3OBaTE-
1 0RTH, €D 5YOTO HHKYfA HE ACTLCR. B CETL XOTH KAKDC-TO PAIPELICH HE, TO Wt
HORIO ROCHOMLIORATLES, K HALIA 40243 C/ETATL TaK, 410Gk 310 Lia no Kpail-
Helt Mepe oEb CAOKHO.

UPET PACCLITKH He ReerB MOKST GUTL PCANHIONAN, NOTTOMY IPHXOZMTOR
KCOMKSOBATH APYTHE METONSI, HOMPUMED, JOCTABHTE MOTWIORETERCH Mpo-
sepAth nOwTY 10 spoToRoNy POP A0 oTpaky mmcen. JLis ocyllecTaieHHs
M0 MCTOZA MOKMO BOSHOMNIORATGS Coprueow pop-beforc-smip (https/
popsmip.sourceforge.act). KoTopuiii npoBepAeT ypHAR coobuennii fvarflog
illon, w 6CH 1 1M HAEra yrAKAR SBTOPHIAIAA 38 ONpEENEHHBIE TEpHOS,
0 CTAPATKA MTOTHI PASPEILSHEA.

EWieTucunu i, 1o eyMCeTRCHHEIT KGIOCTATOR 3T0r0 CocoBa BAKTIONACTER b
TOW, HTO CLIM A MYTH CAC/DRAIN IHChMA CTOMT AHHMMIN [POXEH-ECPRET
Wi MaCKWpyIOUH CeTesolt FKPAN, TO MOKET GyIyT MPHXOIMTL O APYPHM
IP-uapecom. 3To MM, 4TO BCE OIL30FITENH, KOTOPbe NOTKIIOEHb HEPea TOT
e proxy/Firewall, TAOKS S0TOMATHHCOKY CuMTAIOTES ADTOPMIOLEHy ML TaxhM
oBpasoxs, noucK no IP-aapocy 3anHCl B KYPHATC o MORST 1aTh 100 % SaHTLL,
Hanbonee TPEATIONTHTEILREM FBIFETCA METON, PN KOTOPOM HCNOABIYETCH
SMTP-nRTOpH3AUNA (SUTP AUTR), KoTopas oncana & RFC 2554. B cepirce send-
mail MoRTefKa STOTO paCUIHpEHHS CyIecTayer eute ¢ Bepcin 8.10.

EC3H bt pEMmIIN HCTIOSS00ETS SUT= 50T0, TO YGEINTECD, STO MOATOBLIE KIHELTL
ROILIOPTICHCH MMEIOT BOTMOXHOCTI SNTODHIAUN A CCPACE W OpY STON Ha-
CIpOSHB 13 €€ HonOT3aRZIHE.

8.7. 3aknoueHne

Poffty AEKTROKOR 1NTH Whi PACGMOTPEITH TOBEPRHOCTHO, TOTONY 4TO Katidi-
rypupomame scndmail TpeOyer MAeabRON KHHTH, B AOKYMETAUMH, KOTOPAA
wer ¢ OC (co woxno aalit b katanore /use/sharc/sendmail-el), sui Mowers
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vz Loglvtmp {
monchy
size = 1503
create 0669 root uTmp
postrotate

¥ Kovauza orcpemi: TypaTa 241, 1
endscript
rotata 1

1

B 30HHOM Gy'aE TIOGTE MEPBOR CHEHH HYPHATA GYIET BHITONHATSCS CeHapuh
rTmpasicH 3700 halina B AOTOANIA ALk ATIMHACTPATOD:.

Feaw nor wat pamnagre Cepric raku DEE0Y, yGCTEC, 10 Hamn immsnh
UMK CAOGOBEH NPAHATE HEOTXONMMOE KOTHNECTIE DaHHBEK. |laTIpUMED, £C1d B8
YOTAOTRAN MAKCHMANLILT Piswep dadina b 10 MEAVT, @ saur noTOBL Ak
nocoBest MpMATA TaTeKo 5 MBAFHT, TO Bb1 HAKOTAA He MOMYuHTe ATOT alk
GyXeT yanet noNTORBIM CepBEpOM.

12.5.8. MonesoBartenbckne XypHans

Boe XOMaHIsl, XOTOPSIE BWNOTHAIOTCH TOMKIOBATENEM, COXDAHSIOTCA B (alfie
“bagh_kistory (conn Heronwsyciea MaTepitperarop kowana /bin/bash), oropud
HOXONATEA & TOTH30RANCIBCKAN JOMALIHEH THPEKTOpMM, KOraa Bbi oripenci,
7102 Kikoll YHeTHON JMACHO B CHCTEM? HOXOAMICA TATOMIME, ero aciicTowt
MK HPOGHTMTH 10 3100y KypHELTY

Bt CHOKEIC YIHAYS, KAKHE KOMBHIN TUTH HPOTPavvhl WbIfIONHATACE, 2 573 Wi-
OPMALR HOICKAKET, KAK NIOYMBILTEHHIK ZPOHIIK B CHCTEMY [ D HIMCHIT
Ecn Xaxep 20GaNIUI MOTEI0NESN TN MOQMPHUAPORAI KAKOR-TNGO akinl
CHEreMHT (I, TO e BT YEWTITE W CHORCTE ASPHYTS HCC § USXOAHOE 3
CTORNUE, W TeM Casbins GHICTPO 2aKpHITS ECPI B CHCTENE, KOTOPBIE OTKPH XaKe.

Konesto e, nPOdECoHORITLHLIE BIIOMIARY, KOTOPLIE JaPuGaTHIOAOT 1EHr,
TIPOHUKAR B HYKHE CHOTeNM, JHAIOT OO JTOM, 1103TOMY /ISTAIOT BCE BOSMUAHO,
OBl CRPHTS ChOH IEACTBI,  PETYAPHO SHCTAT STOT ypHAn. TToGTopoHHI:
wseresia baiina .bash_BiStory MOTYT YKO3T K KOHKPETHYIO YHETHYIC S,
46PC3 KOTOPYIO IPOHSOUIET BTN

TTOMLIOBATETCKME SKYPHAIBL HYXHO PEryIAPHO MPOBEPATS 1 OiaTs. Jiobol
(@i W Bbi CAMH) MOKET OUIBKTACS BPH HATVGAMHY KAKOH-NHEO KOMAHIM 1 YKo
3816 ceoh (0pOTL. BIAOMINK, npoarankIMpazan faiia hash_history, youar
PO 1 CHOKT YHRATUAHTE BAI Cepacp.

ECTH 014 B KOMaIHOR CTPOKe HAGHILN MPEKTUBY @ YRASHIBATH NAPOTS RMA-
HUCTPATOPA OO, TO e MONGHHTECh YIATHTL COOTRICTRYIOILYIA AINACH WS AOIL-
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PECICHIA (00 =3 1CHOMNZYETER SHINCHIS i3, UTO COOTBETCTIYET MaCKH-
ORI 4TOCA, T. €. ATPES KIENTA ByZCT HAMCHCH WA BAPCE KOMIWOTEDE, 1
setopost padosaer Firewall

06 PIIPENIERME F03503AET 1ONDKD HEpEAIETS AKETh & 2apecon 192,168 Lx
w cereroii wrtepdeiic ethl. 110 5T0 e He HAMT. 70 Tk NoCTyMY 1
GO BUTYC 5 PTepHeT. YTof DEkeTia 1o-tbskareick Bl upammt eie-
B SKPIHOM, AI0SDREO GLITe [ PEmCIIE FCCHS IPHHEPHD e I0ULEI0 BN

SpenEia B ATRER 1 eial -r 1952.158.0.8/2¢ 550221

BoTow GUALTPC ¥Uf OTKPLEN A0CTYT HA CeTeroit untcpibeiic ethd mohine naxe-
o0 C axpecan 192.165.1.x. PuspeRicuNc 3110 11 NOPTLL, MOTCMY APEC OTAPIEN-
IR NIKET MOKET SbITe 0SEM b ceTh 192168, 1.5

0STaT0Cs TORLKD PAPELIATE Tak e UBPAOM NAKTEN BunnE (IEHauc
Qulpur) s CLhT, 1 NPRHD SHIATL, HTO REC KOMMLIOTC)Y Taltel CeTH yike nony-
IR A0TTYR B HHTEpHET. Torlsko KA BCEX KINGHTCKIX. MALLHHAX HEOBKOISO
RIS 1 KAMECTHE DLIOR 1O yMOIHaINIG IP-1IPEC KOMbIOTEp: € CETEBR' Wit~
fEpeicon, n W ARG HERT T CROSI APt

Eshhy 2ac CTPYKTYP OE1H HAMOMHAOET pHe. 4.7, TO NCEATIPEcaiing A0ITkHA GoiT
BRI HA OBIES CEICHLD: JEPAIIaN. A T WICKIPOUKY 4APECA NYHIIS CErD
iy Ha Fircwall 2. T8 5TOM eysae wTopol GETEBOil 36pa GYAET LRDbIATh 10~
KIMIYIO £TL TAAT OT MYEIHIHOTO CCpBUPL.

THETYIO W KNECTIE WIOPOFD COTEROI YCTPORETIA eI YIET HE KIpTa, A MO~
5o, B 3TOM CAYIAC I1ABNI0 9 IEPEHATPABTCEHI GFIET BLFTATCTS CIfeaYIO-
o opazons:

heass -6 Zerairs - sevd - 197166 L0/21

34004 MepEHATIPABACHHE HICT HA WHTEPEHE OTIOND i MOTCHOW, HKICHA KOTOPHIX
HCKOT Bt P2

e 5ecro NCOGXOMIMG, HTOBH BUILH KTHCUTE KMGTH J0CTYN K poeypea Ui
fiprena, 4 ofipiHoe noAcoIEHne b HeRCawrI. Korau o 1poTokoy
CP HNPAIBASTCA TOIKTKMENHE K YRUTEHHONY KOMIIBIOTEDY, TO NOCHIIETCA
IBKET C SCTaHORTSHHB GRTCM 7. B TIPOCTAIN TAKETAX (OTBSTM ia WALITH COBTH-
BN L e s} R0 Dinia e gm0 G, Tasen ofpio.
JocTaTodH0 3anpeTAT TCP-IGKeT © STHM BAATOM, 1t YAQTEHAB KOMABIOTED fre
GORET UOYRIOUTLC 1 € 0.UIOMY PCEYDEY IANICID KO ISBKICRit it LT, D10
WK1I0 PEATHEOHAT CIETSIOMER OBPA2ON:

atans <1 fesc 1

EPRE b nep osy - UERY

B 2aHHOH CIAKC BCRIBIACTCA 1ODOC HPARNAG T USIIGUKY HPOBGPKA DROIALIX
naeron, KouTpompyiotea naserui 1CP, ¥ KOTOpMX yeranonacu duar sy (26
108 TOBOPIT K04 ~-sya). BTNt T oIt NIKET MOAYHeN, 10 011 yIAIKCTES.
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a1 m1 ercimatl fmendnadi.ne > fetc/sendnail of
a1

Slude (*fusr/share/sondrail-cf/a /of.nd )

VERSIONID*Liaus sotup for ASPLinuzt)dnl

STYPE et

) Drcomrent and cdic the following 1ine if yous mail noeds Lo be sont

401 through =1 external mail server
. deSine {! SUAKY_LOS?, ' smip. your provider”)
dafie{'confOBE_DSER_ID', 118:12" ' jdil
ndofine ('UUCE_RELRY') 4l

widerize |'BITVET_RELAY'|anl

@aitn sendmail.me wveer Gonee npocTolt dopwar, sem cTapsii sendmailch,
Grar0zap ey YMOIMIEETCs BePOTHOET) AONYCTHT, OLINGKY PN KOUHCYpH-
posaruu, Tocne nenpasneniti sendmail M HEOSXOMMO KONBEPUPORATE B
Gopuat CF_crieLwansioil koMaHzoll, B PeIyibTaTe "ero nomyiaetca ety
lete/sendmail.cf.

Mol B OCHOBHOM GY/ieN PACOMATDHPATS NZPAMETPH, KOTOPHE SO YCTAHABTH-
B, & a7 Sendmailcf, & cend omMCLAETES napaiesp serdmall.me-banna, o 4
Gy oMo YKawBLTE Ha 37O,

B2t 2.8 yoke YRomAHAR, 170 2arpyaka Linux MOKCT SaBucaTh IpH CTApT: Cepavca
sendmail. IO NONEXOTHT 12-22 TOTO, 4T BaUl NONTORMH CEPEP e MOKET On-
peseniTe @M KOMTLIOTepa, OTKpOHiTe ity Jelefhnsts. B iten viabie teero Syner
TOTeKO 02U CTPOKa

127.0.0.1  socalhost.locaidomaia  locaiost

Tloapotio aror dufin Gyaer onucak b en. 1, KOraA M GyTeM paccMaTpheats
DS, Celfuac Has 10 31aTs, 410 572 €TpoKa oncbisaeT P-aapec 127.0.0.1, Kko-
wopi oo Beresiyer e localhost. B sofoi eucrese Tame e i yi
WBAIOT HA Baly TOXATLHYHO satlny. KOIA8 B CEICEHX MpOrpammas Bbl yrisii-
saere localhost, 10 310 s npeoSpazyeres & P-agpec 127.0.0.1

Mporpra sendmail HETATB3YET Wy KOMALIOTEDA, KOTOPOE BB YKAIAN 50 Bpe-
wi yCranond OC Linux. BnOTHWIE KOMAHIY Fostaane, 4100 yeHaTe €0
B woe cysac 30 FlenovM, Tak Y nonysuIoce, §10 sce cetestie oopaienta
RPOHCKOMET 16 10 Wit @ 70 1P-ajipecy, a sendmail 1re MOAET OnpeIentTL a1~
Pec no #meim FlenovM, NOTOMY MPOHCKOANT 5aBUCaRME. HT00HT HCNPABHTS STy
cirryato, nobaseTe B dadin /ctclosts cTpoRy:

Fenontt
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Isof

€ NOMCLIRIC SO KOMERB! MOXHO OUPCIICANTS, Kaxwe (NS A KIKHH Nomkas-
BATENANIH CTKPHITAL B AGHHIA MOMERT. PEWAKTAT 01l 10:01CHM JHPCRTIM O
negen wwcTmie 122,

[MCTUHF 12.2. P3YALTAT GuiNOAHEHHS KOMIHAL! 152E

CHMEND EI3 USSR FL TYRR IRWSGR GTAR
it o zost wed DIR 3,2 4026 iy

Lt 1 oweot cid DIR %z AL 20

o o ozeet e e cian A asingitic

o eon men R BT SESE 1R 20 T e
init 3 oseet I FIRG , Snas fmriin o
everta ¥ rmot eml DR 1,2 due 2

kmeertd 7 ot rta DTR 3,5 0w 2

kagre 7 veot 1w FIRG 3, 19ra50- jasu g ron]

0 0T8O HE NONHAIR PERYALTAT JLEGKS G & ATHITEI MOMEHT B4 OTHH pa-
THETC ¢ SUCTEMOT, KOIMAECTAD OTPUTLIX JRFION MOKCT MEHIETRTECS AP A6
CRTIOR, 1 HHCID Hx WAMETHO DACTET, €GI 1 CHGTEME HECKOTLKO T0KSOETEICH.
e ORI QRN MOKET O IKDHIETEGE TIECKOLKO PA3 KIGKTUIN 113 HX, )T KIChT-
G & GeRDBLOM CRCTEMTI KO by FaTHOIX haon.

12.5.2. CncTeMHBIE TEKCTOBLIE XYpHans!

TlpencTanentie » 708 patene wypraie — 10 TekeTonE i
663 MPOB.ICA NPOCMATPHBATH TARKMIL KOMAILIANH, KAK 26, WK MOBLINH TEKGT>
KLty DeAKTOpAMU

Vi s

B ainc /var/log/messages NEXOATES (CHOBHAR WIOPNALLI © HXOTAX Miakio:
BATENEH, O HEBEPHIX ABTOPIZALMAK, OCTAKOBKAX 1 FANYCKX CEPEHCTE # MHOTX
apyroe. B N AOKYNGHT B0 NOT0GIILTe COGLITHR MOMECTITLGA NS MOTYT. Hifdse
On GyacT HEMHTaEMbIv. N0¥TOMY b nanke IVAMOE! MOTYT HEXOWMTHOA iy
¢ mwesamis messages.X, rae X — oo neto

T HYPHAD DM 1Y CAIAX TR 15 OOTO A4, EEIM (IO -
TRETCR OROGPATS MAPOTIE, 70 He) CMOKETE TameTTb SHICTDM pocT 37or o affia x
oawichae GOABMIOND KOMWMECTB JMMCEl O HepepHON  aoTOpwIAMAK. Ha
puc. 12,4 noka3at OpNED COTEpRUSKING (paiita.

Chegytoun ypaat paenonoked e Gafiie farfloglsecure. Hro n ew Tacmi
ocofiextora? 3To castill GCHOBLIOM AypIIAT, KCTOPHI HYIKHO GPRCDHTS MWK
METLHO NAUTO, 1 KaANOH JMIMCH SRSKYGT ¥AETATe 0coBoe BHANaNKS. B 0w
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Komanpm FTP-npotrokona

Korza ast nozwntonaeTect k FTP-cepsepy ¢ ToMOUIbo KanenTs, paGoratoumero i

KOMaHIHON CTROKH (HANPKNEP, SFtp, PACCNOTDEHKUIE B pasd. 5.3), T 3% paboTn

€ CepBEPON 5aM NOIIATOBHTER GrEAYIOUIHE KONZH LI

1 cal 7ymo — WIMENHTL TEXYIIO KUPERTOPHIO N YKASaINYI0. FT0Gk noANATICA
2 O yPOBEHb Shille, MOAHO BOTONWHTS KOMXWLY od .., 4 WIOO! ne-
DEHTH B NANKy KWKE TEKYWErO VPOBHA, TO MOKHO BHMGIEMTL KOMNAY
. mpexTops;

O oye — pasapaaT. coenmmettne;

i — B W3 CACTEMeS;

0 chnod pasa smor gaviza — AIMEHHTE OpaBa KoeTynn K dadiay. Hanpiwep, ecin
B XOTHTE YCTaHORKTS NpaBa focTyna 770 fia b passwd B Texyurelt muper-
TOPUH, TU YO BRIOIHHTS KOMAKAY Shod 779 pasaur;

O et —r ymorouwws_pafn roamuw fusin — CKauATS Gain. Kaiow —» smns-

€70 HEOGHIATENLHGIM H NOSBOTSET COXPUHMTE Npasa AOCTYNa Ha gafn & no-

ANBHON CHCTEME, CAENAD WX TAKHMH e, KAK H Ha Gepaepe. T2 onuys Fe pa-

60Taer, €citn (ain MePeACTen MEy PANIEINM CHOTEMAMM, NOTOMY HTO &

Windows copepuieHto Apyroil METOX Xpavens npas ocryra. Tlapastetp mo-

Kamkes Qi yKAIMEIET K ToIHMH NYTh K ik, e ZOTKER GuiTs CoNpar

HeH CKaveHHATH ¢ Cepaepn aiin;

Pt P nowan A AT YU DA ~~ JKAYTD JOKANNIH (Tl 143 CEPRET;

help -~ OTOGPAINT CIHCOK KON, KOTOPHIC PATPSLIEAD BEITONRATS;

ot — MOKAY2TH TEKYHIYIO AHPEKTOPIIO;

e gaiin— ynanate i

a

£Air BpORIODYA — YLUTHTL AMPEKTORHIO;

ocooooao

THLT Tmen — COBA T AMPEKTOPMIO C YRAZIHHLIM UMEHEN.

Bsi JORAHU yHHTIBATE, 4T p23icic FIP-cepnepst # FTP-KAHEHTH MOTYT 0Gpa-
GATLIBATS KONAHS TI0-P3HOMY.
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8.1. HacTpoiika sendmail

Ocrosrol  xomdmrypaunonibii  Qaiin,  KoTopeli  BaM  MOMAZOGHTGA —
Jetefsendmall.ef. Cepiep Sendmail NMCET MIOXYID PETYTANKIO & CBI3A CO CIOK-
HOCTUO  HICTPORiK.  JIECTOHIETHO, ey nmke BENT0  MOCNOTPCTE t
Jetefsendmail.ef, 10 2:30TCH KyTKO OT OAHOTO TOTbKO pesepa B 32 Kaifra (6o
nee 1000 CTPOK). A €CAl JANANYTS BHYTPS Gaiiia, To CTAHDDHTCA Gl CTPALINES
OT HETOSTHLIX KIKO4EM W AUPEXTHE.

B daiie Kondmrypauu sendmail sce MapavETPEI CrPYRTIMPOBAHST o pasaea,
Pasiettne 0BOPMTAETCA B BHIE CIGYIOUNIK CTPOK

AP B
# loal info &
ARSI

Taxol kOMMEHTAPHI YKAHIBAET Ka TO, 110 AANGE WHT PAILEN “ozal info, Takm
GeKuili HECKOTLKO, HATPHNED:

01 Local info— n0Kamunan GOpHIINS, OCHOBHE GHEAEHA O SEPBDS Ao
weie;

O Options — HecTpoliKK PaguTs! npOrPaMMe sendmail:
O Message precedences — npropyTeTt) cooGuienni;

© Trusted users — 20DEPEHHLIE HOAL3OBATE H;

3 Fomat of headers — Gopwama sa

ooRKos

PaccyOTPCTS Be HACTPOKIT B STOMN KHITC HEBOIMOKHO, TuM GONcE O KOHGITY-
pauOIIM ain 5 w0 chenente 2anman 50 KGAUT, BT PICTHCIBATS Kk
T napawETp, nowaROBHTCR oTensHCe Wanamme. Hawa sagana — odeTas
HOCTS # BSONGCTIOCTS, MOSTOMY PICCMOTPHN TOTWKO TACTPONIRH, KACHIOUBIVCR
3THX BONpOCOR, I Menbrmacht scndmail b fctteresm

Jlna ynpoiexia konguryprposary sendmail 8 NOCICIRUX BEPEHAX TOTO Tov-
ToRUTe copimea weHDLIYETEN Womerd ik —— sundmail.me, xoTop woxio
Haifrn & SpekTopa fete/mail. Tipintep conepmaoro daia oo yaiters
B ancmunre 8.1,

{ T B.1. Sparment dana fetcimaliisandmail me.

acvart (-1

dnL This 25 Lhe senduall maces vonf g Cile. IL you nake claigos Lo Lhis
ile,

a1 you nesd the sendm?l-cf em installed sxd then aave ta gererale a
dul new fets/sardnail.of by ruming Laz following comand:
an
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e logged inte
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Loyged
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spawser Fehiever logzed Lot
et Fe¥ever Logaed inve
et “-ever logged inv*
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“Lenoy o022 192 16,7700 Man Teb 21 12:05:08 40390 2005
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ecbat et Son Ke 20 22:20:47 41300 2005

Cimenns SOCTOMN w2 TR KOIOKOK
1 i 00 s0BTEN W1 i fete/passwed;

0 nopT 1AW TepsUHAN, Ha KITOPEH TPOKCKOTHI0 TIOIKTICHEHHE;
9 aspec KoMBIOTOpA, ecan Bxan Gia no CeTH:

O spems Bxoga.

€ oHOIbI0 Tasl.iog YIOBH) KOHTPOANPIRITS CHCTGMHbIE arncu, Y MUK JaTa
I0CTEAETO BXORA NOANA GBITL “~taser Loggec in*, UOTOMY 91O 0N HAMH
Wemn DOJTH B cHCTewy (b KIMECTDE KOMBIZNOH OBOACNKM YCTOHOBTEI:
in/falsc, /dev/mull, sbin/ologin  p.). ECAH B4l 3EMETIUTE, 41O KTO-1WG0 Npo-
WK B CHCTENY HGPE3 02Ny W ITHX YHETHSIX TATACEH, TO 3TO THILHT, HTO XaKep
HDOIRIYET €2, UIMENH HACTPOHKH

TIptcran HMEAR KoMAHHOR OfGTouKN & HFTE fele/passwd SOHET OTKDbITS Xie
K6y HOTAiNYI0 ACDE, M SIMHHKCTPATOP HE SAMCTHT STOR TPACGOpNaLM. HO
10GIE BHIDOMIEIA KBTS Lt 107 6GE 11eABI0E CTAHOBHTER ABMtLiN.

Ofpawaiire stwavanmc t T nogsoeen 1 anpec. Ex
03PeHe, T MORIIO SUADHTS TTAKY 113 ITANE €6 COIPEBAA.

1 MTO-TO BL(IIBIET T~
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Pastipan ypHiam, st ZONKIt ONPEASTATL:

O akne cayKGH HONONSI0BA XAKED, I B KAKWX KYPHAI 60T JAHCH O €10
AIURHOCTH 12 BallleM cepeepe;

O HKHMH YHETHHIMH SATHCRIH CMOT BOCTIONBIOBATLC GHIOMEIHIG

0 KuKHE KOMBISA ON BLIAGTNAN,
BLCOTAIILL YINATE KAk MOTHO GOINE, UTOA! OMPEAENHTS, BELI0 1M BITOTHEHO
Boe AeOSONMOE A MPEAOTEPAUICHHS NOBTODHOM HOMHITEA BVIOMA. HekoToptie
DAMMRECTPATOPLE APOCTO BOCBHODARLOT PREOTY CEpOEPa H HEPES KAKOE-TO GPENA
PACTIIRAMRRIOTER 32,570,

K160 HONYITS MAKCANII HOE KOTMSIECTHO HHIPODMALIHN © XaKepe, T006b
9T CHEAGHMS MORHO G610 NPEIOCTABHTL B ODIBOOXPRHNTENbHoE opraim. He
nLTaiTeci, BOPOTACA GO GINOMOM CAMOCTORTETBNO, MOTOMY UTO ¥ BaC MOET He
XORTHTS cn. OBPATHTECH 20 NONOILINO B KOMTICTEHTHME OPFARHIILIH, KOTOPHE
GBALAUOT AOCTATONHLIMH PECYPCANH A BLISRTEHHA 4 MPECENERM ATak. Ho,
HYBCTOYA GESHIRAIAMAOCTS, Xakep GYICT NPONOTAATS BTOPACHILA, H MOKCT B0
AHKIyTh CHTYSLIS, KOF22 BIAONIUHK YOTEET TIOTY T CEBOE.
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Kypan nowrosoro cepeepa Sendmail wasomwros & dadine Aarfog/maillog
B 5ausiom aline MOXIIO BYIET YBHICTS CTPOKH TIDHMEPHO AGIVIOMEND hnd:
a3 36 13203101 Fian

51, clase=o, awep:
magis=<20030L1E100} . JOGAL LSD18T 10T anovm. £z, relay=

sendnail}ISTL: J0GALLSCISTA: frommrest,

cotglocalaont

H3 57070 aling, ubt MOETe YAHATS, KTO, KOFTa 1 KOMY OTHpANTAN COOB G

BonoMuKaETES Clysall, KOMME 04t SAMABICTPATOP LOGTE TOND, KK WOMAN:
€10 CepBep, BPYUHYIO OCMErPHBAN RCe OUDEKTOPHM Ha NDERMET Sy KUY Quition,
He npolite 7 MPOAHATHAAPORT AYPHA, FE BCE JAMMCAIO. ECiu AR0yMumiict
HUK HE HOTMUC T KYPHELE /1O BHIXOIE W3 CHCTEMEL 10 MOSHO Y3HETh JOUTATON
Ho vHOrD.

Ha Rypiaie] HATERTLES MOKKO, 110 970 1ie Odelll LEAEHKNO, Y NHLIE XAKEPL oce-
FIT 3AMETAIOT GBOR Gl 1 YHHSTOAIOT HEHYKHbIE JAMMCH W JKYPHATOB, 10-
FOMY Py-IONF OCMOTp QEHCTBATENBIIO MOMET TPUTOINTECA, HO NEPBELM AerDN
nponepiTe Ky

12.5.3. XKypuan FTP-cepsepa

BOHA B GHCTENy, BNOMIIAKI HEPEKO HAKIHHBIIOT 1A CEpBep COBLTBCHHG gD~
TPEMUEL A1A MOBLIUIEHNT CBOUX MPZB WM A8 OTKPHITAY 1OTARKLIX anepeh. Hin
AKBMKR MOAHO HENONS10BET6 FTP-npoToN0n. KTO MORKIKMATES K Cephepy Mow-
) ymaTh w3 Gaina Avar/loglsecire. A BOT Y0 aKEUMBAM — IIOICKDCT
ivarflogixferlog. O xypranc FTP-cephepa moi yore MEMHOIO 10RO & i
10.3. Teept NOSHIKOMANCA C KM noBMice.

JHypuan FTP-cepreps TERCTOBbH, KAK 1 Y HONTOROTO Ceprieps, 11D a1 €T0 pac-
ctogTpHBAEN OT7EENO. H3 MOGH NpEXTKw, eCU vt HGuOI83yeTe Copute FTP, T
HMEHHO OH SILE BCETO NDHBOIUAT K NPAGICMEN. HeT, NpOrpamitz A0CTTOMI0 Xt-
PO HO TA0YM BITICH I, KK WPARANO, CIDENATCH 1KY A TI, QOCTYI K YRETHOR
satn ¢ npahame va FTP, yTOGa1 MNCTE BOIMOKNOCTS PASNEINaT CBoR Goesol
0T Ha ceprepe. C 1IOMOLIEN aHell3a KypHAIA Bbl GHETPO YalaeTe, KTO W 10
saxman

TocwoTpist Ha npHwep conepiioT diatina rvarflog/sferlog;

Sun dan 16 13:21:28 2005 © 192.168.77.1C 26668 /heme/Flency/emadvail,ct
b _ox flenov fp 0 * 2

Mo aaumoli crpoku siko, wro 16 aweapx & 13:2] noaesosarens ¢ agpec
192.168.77.10 ckaven dajia /home/flenovisendmail.ef

Tiporokan FTP sknscron anGonce omacHbit, MOTOMY HTO Hepes HEro anoysbins-
Tennnk NOKET GKA'ATH CCKPETHYIC SaHHEE (HATPRMED, Halln C NAPOAAMH) A
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= topkill — MOXET BEPIIHTL “XKOE COCKHHERHE C TONOLILIO ATOPARKM N2
KeTa ¢ yoTaKoBIcmbM draram RST:

o webspy — TO2007ET IPOCAYWNBITA CoeaHCI ¢ Web-Cepnepanm i co-
XPAHAET CuiCOK CAHTO, KOTOpHE NOCELAN ONpeeneHHAA TIONX30BTEL;

o webmint — swynspyer Web-cepaep u cranomares nocpegumcon. Texnono-
B QTR OTEM METOROM PACCHOTPRIA B pasd. 7.9;

1 ctiercap (httpi/ietrercap.swurceforge.net) — 1a MOl BIrATA, ITO CaMas YAGG-
a5 IPOTPAMNA AT MPOCTYWIMEANS ThAKA. DENORHOE & HaRauCHHE —
NIOMCK D4PaNCH & NAXETAX CCK NOMYAPUSIX. MDOTOKOA0B, ALMUHHSTDITOP
OUEHAT BOIMORIIOETS ONPEICIEI IR TELTHAHS B GETH APYSHY TIPOCTYIIKDAOUIAK
porpamss;

1 Isat. (http:fiusatsoureclorge.net) — Hporpanua TpOBEpKH KondrrypawAn
CHCTEMEL (PUCCMATPHBIETCR B pasd. 12.1). AHATISHPYET HACTPONKH cepeepa,
OTOGDAKAA MOTEHUMATHHSIE OLIGK, 1 B HEKOTOPHX GAYUARY MOKET AOTh
PEKOMEILIAUHH 10 YCTPANERHIO HEATHETO;

0 bastlle (http://bustitte-tini. sourcelorge.0et) — DusBTemMe MOTENTITALILX
Ouwnok 5 KoRdHTypaLUM cepnepd. TTPOTIMMA NOKET JTOMITHUSCKH MC-
PR ITn OumGrn 51 GO B APy PET;

O Klaxon (http/www.engauburn.cduhsers/doug/second.htmi) — nporpa-
MI NOJBONMET OMPEIENMTS OTEKM HA BWLY CHCTEMY (PACCMATDHBACTCA B
par, 124y,

1 PortSentry (bttp:/isourcefurge.net/projects/sentrytools) — caeaut 3a mopre-
MH W OTCHOKHEIST MODWTKH X CRGHMDOBAHWA (PACCHATPMBASTCE B
et 12.4). TIOSBONSET 2BTOMATIMECKSE CXOHHEYPHPOSATS CETEROR SKpaH 22
SAIPETA COGMMFIGKHA G KOMITbIOTEPOM, ¢ KOTOPOTO MPOHGXOTHIO CKAHHPO-
save;

0 Swatch (http:/sourceforge net/projectiswateh) — yroias npOrpaMME ara-
433 10 PACTHCANiTio CHCTEMHAIX Y PHTIOS (PACCHATPBIETCA B pazo. 12.6);

O Logsucfer (sourceforge.oet/projectsfogsucfer) - OING 13 UEMIIOTHA Npo-
IPAM, NOJBATSIOUN AHANUIMPOBAT HYPEAT GRIONACHOCTH B MHIMMEE
(paccmatpusaeTen s pasd. 126,

O Joha the Ripper (http:/fvww.openwall.com/joha) — cauas HOMGHHTAR npo-
spanta roaBapa naponet;

0 pop-before-smtp (btp://papsmip.saurceturge.net)— cepeire, kotophifi pas-
PeilineT OTCLUIKY THCEM TOILKO B TOM CIYHaE, GO NIGILIOBATEAL CHIAM
npoBepu 11041y 1o POP3-poToxony;

O Nmap {www.insecure.org/amap/) — CraHep Hopron, KoTopesH oSnagaer
GONLLINM KOANHECTBON: BAONORIIOCTEH.
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JUCYMBILLACHHHRK Tpi NPOHAKHOBEHHH B CUCTENY O1YT HPECIEANGTE PaFHbR

ek

L. YTeua HHQOPMALIH — BCKPLITHE CEBEPA 1A CKATMEGIN KAKNX-THGO ek
PETHbIX /UNF1Ax. KUTOPHIE 11E AUAGHb GhErts OCTYTIG JUMpOROR OIuECTRE-
HocTH, Taie BAIOMb SaE BOErD HANPas AT MPOTIHE KOMTAHNH Aitx KpixH
OTHETHOGTH, HCKOILIX KOOB MPOTPANY, CEKPETHOM JOKYMEHTLLIM H T. & X
HHTIONKAIOT (POBECCHONBHHME XAKEPbI (10 3AKAZY WIH F HONYHERHA CO6GT-
e TR

2. Hapylleame 1[€T00THOCTH — HIMEHEHHE HIH YHIMTOXEHHE MTHHbIX Ha copbe-
pe. Takie TelicTens MOTYT NPOMSBOTHTEE POTHE MOBEX CEPREPOB B GETIX
ViHTepaec/iTpaIieT, B KI4ECTES BIIOMIIMKOD MOTYT BHCTYIATH He TONKO
IPOBCCCHOMAIN, O 1 IKBHTENN WK AKE HEAORDIILIE LDy TMKH AP

3. Omias o7 oBehyRinaiine - ATaKA Ha ECPBED € LUEALIO GHEIATS 670 LEAOATaE-
WHIN 2 OCTATLHGIX YHACTHKOB CETH. DTvnt SamAva0TGs. & GOROUIION, 0~
Gure, HenE HAHECTH Bpes

4. PaBTB0 ~— NAIYSILIO PACTPOCTRAENHE B NOCHEANeE Bpess. Cepsep axparti-
IGETCR 304 (QALIIGALIETO. HCTOMOBAIN B TQNAIENKH G APYTUE CEpDEpb.
Haupieiep, At ocylitec Baewi a raxh rima "OTxas 0T ofeykunanmis” daiie
BOETO HYHKIH) HAHHTELHbIE PECYPCH (MONIHEN npoUeccop K GbicTpl T0eTyN
B CETh). KOTOPIC OTGYTETBYIOT Ha HOMALIICM KOMASKITEpS. (A ocyiecTates
3. Tk aT2K FaXUETHBAETER KaKOF-HG0 LEB0 TSRS cepuep b H
TepHene, OGIATUOUIIE HEOTXOTAMEINGY PECYPSAMH, H HCTDTHYETEA B Aai-
neitmix Bn0MAX.

ATaki soryT Girh Tpex 108

BHYTPEHHAR — BHIOMILIEK IOAY4HA RIKECK J0CTYN K HTEPCCYIOUIENY

€10 KOMRHOTEPY. JALIHTHT CHCTENHHH GI0K CEPREP OT 310y MUILITENKAKA

HE TaK Y7 91 GAOIHO, ROTOMY STO SWRKHD OTpANATL ROETYR K CEPBEPY Cefthoy

5 MOCTaBH 5 OXDAY.

2. Drewtan w3 T105anLHOM CeTu — aeHHbi B310M Yepes cerh. Hvenno oTor
BAT ATAKN ABIAETCS CAMEIN LIDKHAN T8 3ALATHI. Jlaice ECTH nacTIITH
ML Dysutnii CoR OT yhanCHuoT aTaxH (Fircwall) i ocroxkRyto oXpasy e
HaBOnCHMa (TPOTPANNLY MONHTOPHETA i AxYPHATHOBANHR), GEI0NICHOCT
We MOKeT GuiTs rapaHTHPOBAHION, TTPHMEPANK STOMO ABIAIOTCR BYIOMH Ga-
NN JALIALAENKIX CeTHepOn & cerm (yahion.com, microveft.eom, cephep
NASA T ).

4. Buetsin w3 SOKATEHOM CETH — 3TO IPOHKKHOBEIIE, COBSPILERHOE NONKIOE-

Tenem saweid cemi. [, Xakeph GHIOT HE Toincn n MHTEPHERE, COCEA B0

NAGHIIETY TOAE MOTYT IITATLGx BUIONET) CEpBED 1N BALI KOMALIOTED AL

NI it G LB MCETH.
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Tomeke FlenovM ayxiie 1aMentrh 112 MM BAlCra KOMILIOTEPR 4 YKAZATb Cool
[P-anpec. 1loene aroro iporpammy seadmail MOKITG NOMEWATH 1 ABTOINNYCX, H
i Byner paBOTATS HGSOTENIG AKe © HACTPOHKINI 10 YNOMITHHLD

KO0MY 00II0BATENO CHOTEMb AETOMATUNECKH COTIACTCA IOSTOBLIN Ak, W
it CepAAC SENdNAT HulywEH, TO Har YoE MOMHO o308 TbCR. BCe n0niToemE
FLLIKH XPAHRTCS & AMPEKTOPIM AVar/spoolimail/. Hx WateHa COOTECICTRYIOT He-
Haw moaksovaReAch. TaK ATK YHeTHoll JMICA 10O AW0IK GYAET PICHOTONEH
s nanke var/spoolimailivoot.

Tl peonna ¢
[HGbMa CCPIEDY M KHKSTI, OT NETe KomuC ooGmerns, Tasitx npoi pases cy-
WECTRYCT MHOKCETBO, 1 1 HEROTOPEI AMCTpHSy X LIOUX 4 HaeHaTHBAT 20 T

ORI Wit HyRCH 10TDBIR KOIMERT, K0 1Pl BYIeT it

DEITIIBLIX KoeiEOB. Kako BLISUPETe Bl SabACIEE TOILKO OT DL TPGATC
M

Moo ofoiiTac K §¢3 KIMSNTA. @ COSTHHCTHE ¢ GIPBCPON CCYILCCTBIATS Har
fpANYI0 4epes copshc Telnct, Baaro xowariw SMTP 0CTATOMHO APOCTELE 11 1S
6TRO HeTOJ10matt, B 5T0M GTYS3E U1 GTHIPAKH HOKILA IYICHO HOSIGHONHTEGH
25 nopry (SMTP-iopa), a uaw 10.tywena - & 110 (uopr POP3).

8.2. PaGoTa noutsl

Paceuorpmy: pafiory susson Ha pitiepe movronoro kawena KMail — rpadsre-
Cras mporpaMMA, KOTODAS y BAC KOMKHa Gbrmn. cen Yerawonnon KDE. Jla ex
200YGKa 3 FATBOT MeHo Linux BuGepirre cepory Internet/KMail. Mepes naw
TRpocen o110, i st prc. 8.1

TIparpasta eie e HACT, C KAk MOMTOREN AUAKON Mbt XOTHM ACOTaTh, 370
HeoBxomio HacTponTe. lakame memo Settings/Coufigire KMail, Mepoa saww
OTRPOSTCA OKHO Kodrrypaua, BriGepire paszen Network, 1 But YSHINTE OK00
W3 aeyx exnanok: Sending i Receiving.

Ha Broioike Sending Mt AOTHKHS! YKA3TS NAPAMETPH CCPBEDA. Hepe3 KATOpHA
Gyner mponcxopet, ornpska. T YsOIMHRK) YKE HaCTA0EH TOKATEHbI Send-
mail, 10 G oK rOT i CCPBCD PACTOTIOKCH Ha APYTOM KoMMbIoTepe? Jlasalite
VDTS CYLECTIYIOUYRO FanMEI, (BLICTHIE H HKMITS KHOTIKY Remove), a no-
TOM ORI CBING.

Hiormure knonxy Add a1 soSarasinn nosoi wnmen. TTepen s nosnires
oKkHO ebiGopa npoTokoaa; SMTP wrn Sondmail. BuGpacy SMTP, wax wauGoncs
yHABepCaAL Al BApRAIT. Bencil 32 JTHY OTEPOCTER DKHO. B KOTOPOM HYKIO YKs-
2aTe mapaverps SMTP-cepepn. wepes sIoOpLIl Ml Syfled fOCEIATE MONTY
(puc. 8.3
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{aline OTO6PKACTE, U0 KEKKW HMEHEN W € KEKOTO KIPECA MOMLIODATEN BOWEN
screrenmy. Llanpisiep, Ha ceperte FTP MOKET HOAKHOMATLCR MANALI Gyaramep.
B 6 YAOETM, STO Gl 10763YETCR CEPRACON, HO MPH TOM IKYPHAY NOKAIHEL-
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Pc. 12:1. Crion 3Xpaa ¢ orepsiri oafinou arlogimossayss

R 3o e quaine OroBpracaeTes madlOpaI o Rriecern Kameeiel - CltMcoR
HONBI0BRTENCH 47 TPYONL. STOYMEILINEHHUKK OHEHS PEAKD HEMONEYIOT SITHCh
f00t 275 CROMK INOBHLIX UEMel] H JAONAT KAKYKW-IEGYRL Gonce LETMETIYIO,
& uyTentiM uneRTIUKETOPOM. ECT 370 CIETAHO HE PYKAMK, 4 C HOMONbIO KO-
s Linux, 70 861 b KypHane Aar/loglhectire YEnIuTe 010SDHTETbSIE HAE-
e

XaKePbl, KOHEHHO 75, TNAIGT O TAKMX. YIIOHKAX, IOTTOMy KOPPEKTHDYIOT CHIMEOK
Y10, Rem JTO HE TAK Y #f CROAH) — OBAEHTS N0 OIHOR 3aNACH B darinst
Jetelpasswil # fete/shadow, Ho 30K6 B STOM CiyaE Bbi (04YBCTBYCTS HERATHOS,
KO YBHOUTE 3AMCL O TOM, HTO b GHCTESY BOINEN HOMAORETEI, KoTOPOIY: 8bi
He coaananK

Ho 1o pearnponars Ha 1OADIATENSHA HIHCH, ksl \OMKHEL GHITE BHANA-
TonkieL, Cavble ORBTHHE  Kpalitie OTACILIE XaKEpbl HCHONSIYIOT OUellh M-
poctibte MeTomer. HENpHmep, b nawieli CHETMe €0TH NOTHIORETENS robert, Xakep
T Ty TaiRCs B 0GEBAACT MOMBI0BATENR ¢ Wyietem rodelt, PIIHUUA hcero
I, & TpETBER Gy Kic, W ECTA GHTh HEBHUMETSTILHEIM, TO ITG OTIMYKS HE Jave:
T, 1 B3A0NGHK B IeT SEBAKATANNO TYRTE 110 HAIIEAY KOMIIIOTCPY,
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MonesHbie Nnporpammb!

O hunt (bttp/Alin.fsid. cvut.czi~krafindex. Wnil) — ofda 42 nonyTAPHEX TpO-

PN APOCAYWMBIHHS TpAhinka. B KAUCCTRC (QNOIITEN bIHIX ROMOKIOCIE

& HEe BTPOOKS!: TI0RACKA MAC-ATPSCOB 4RG3 PICcuiny danpuinstx ARD-

DAKETOR 1 NEDEXBAT COPTMHERHS

1 dsniff (bttp:/monkey.ucg/-dugsing/dsnifl)) — vaxer uporpaust s

CNYIOHDAHH TPREDHKA, KOTODELT COCTOHT 43 CCAYIOLMK YTAHT:

+ dsniff — nepexsur naponell (ocopHuR 3aNa4a). Oka THOCTYUWNBIET Tpa-
M B OKTIHHM TIKETOR ATODHIUNA, ¥ ECTH Taxol NakeT Halaeh, To
pOFpANHA BROZHT B JKPAN SAECTHbN nAPQn. TIOLACPANBICTOR NONCK
TI9%€TOR ABTOPIIALMH BOEX CHOBHBLX NPOTOKGNOR, Taxw kak Telnet, TP,
POPuT.2;

* ampspoof— noseomaeT oTnpamnsTe ARP-OTECTH, © MOMAIISIO KOTOPHX.
MOKHO OBMAHYT KONTIbIOTEPH! ASPTALL CKA3AB, *TO OTpEsEnerHb LP-
AIPEC 1PHHAUIERHT BaM;

-

» dnsspoof — nossorser ornpansTL nojiensHsc DNS-oTneTai, Bonn skept-
52 anpauDaer IP-GIDC CEPDEPR, DHl MOKCTE MOMNEIHTL oreer DNS-
CopBEpa, HTOBH BMECTO HEFO KTHENT HOQKAIOHHNCS X B2, H B CMOTAH i~
PensuTTY Ha cefa TPAPHC

« filesnaf — npocayuwmEseT TpadMK B OXWAHA nepexatH daiaon o mpo-
‘Tokony NFS;

« mailsnaf— mposnyuasaer cems » ot E-mail-coouemii no apoto-
komam POP u SMTP;

 MspaNaf — OTCNEAMBAET COOSIICHNS HHTCPHET-NEATACPOB W HATOB, TAKRX
o ICQ IR

* Mmacof — MO3BOIAET HABOMHHTS CETE TAKETAMH, BKTIONQIOLMMH CTENEDH-
posaiate MAC-apeca. EchH KOMMYTaTop HE CHpAMSETSS ¢ HATPY3KOM 0
opeEnerMI 1ty T, TO O HasAHAST PAGITATH Kk KON KOHUEHTRATOD,
9 B COETE MPOCYUIHASTL TPAHK DCCX KOMITHIOTEPE COTH;
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last

KOMAIAA NOIBONRET BACHTE, KOTI W CKOTEKO WEMENN QUDSAEICHING 101
SORITCAN IEXQINGA B CHOTEME. [} KA9ECTEE MapaMETPa EEIACTCS mITOpecyic-
e NMR. HATPHNED, CIRIYIONIAR {MPEKTHES OTOSPIKIET HPCIIL BXONA 1 UPD-
IOTRHTENLIIOCTS HIXOKIEHHS B SHCTEME MOTHIOBITENT cobert:

Tast s

Borioniin KONaRAY, 148 YRAAIIG 1 TWANG IPAMEPID STV CITHCOK:

sebers byl Tan Dec 2 12:37 - 1290 (00:330

Tl ST0 3aACH MOXHO HOKTS, 470 £obOrt HANQIATCR 38 TEPMHIBTON (£772), T
e B GurcTesy 2 nekafpa Ha 33 wHyTH (¢ 12:17 0o 12:50). Fenn noatsonen
PaBoTan He NOKATLHO, A 4EE CETh, TO BYeT oToBpakena MiOpMaLM O KOTE,
€ KOTOpOr BXORIIK B CHETEMY

£ SHnOTIT: STy KOVaNigy ANA CeOA, TO MOME! BLMBATM Kbt TakH Ciices,
TO 4MTAT 70 GYAET LCAOINOALD, NOTOMY TO Bbt ACCTATOUHO H2CTO afoTacT:
B CHeTeme. UTOBL OFPIHITNITS RO JAHHBIC. MOKHO YKERITS KKK -1 i
KOAeCTEO QTOBPERGEMBI CTROK. HIAMIPRMED, CTETYIONES KOMANAR BIAZAST W
$OPMALIIG O NOCNENHIY TTH BXOTAX:

Tast -a 5 zobect

lastlog

ECe mnomikTs KOMAIY LeStlor, TO OUR BHIBEST A JKPAN NEPESeil. BOEX
HOTHHORATEIGH € JATENH WX 1INCACIHCTO 1OARTKCHHA K Cneresc. [Tpavep e
KA MOANO yIAETS 1§ wCTHLTe 12.1
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14.13. O6HapyXeH B3nom

Ecan 51 OGHIpYAATH, HTO B CHGTENE €CTI MOCTOPOKHIH, @ CEPEEP COTSPRHT
CEXPETIFYIO HHGOPMALIHIO, TIOTEPR KOTOPOR MOKCT ORAIATHCS BATATLHOM AT BAC.
A PEKOMENYIO GCTENOBHTL CeTesall wTepdeiic, TO6H KOMLIOTSP OTKTOYNCK
OT COTH, I MAUATL QHATHD CHGTEMHLIX KYDHATOB. Jlyulne nyeTs cepaep GyacT
7IOMACS HTOCTYIHALM, HEN B HOAHOCTEI OTEPAETE HAT HUM KOHTPOM,

it astanssa nepbim J€now AEOGXOUMO WayETHTS NPOREDRY KOHBH YPRUHH
cheTenl (o6 JToM Nl roBOpWT § pasd. 12.3). H1eoGKONING CPIBHUTL OT4ETH
NPOCPAMIM TIPOBEPKH K0 W [10CHE E310MA. IT0 TOMOKET 0IM MOLATE, HTO yonen
ctenars xaxep. ECa B auteli cHeTene 0kazanca rootkit, TO €10 HYAHO YGTHTS.
CTemyIOUIMM JTANOM HEGGXOINO NDOBEPHTD KOHTDOMLHELE CYNMbI BCEX GEHOS-
HuX (BaHNQB, 0COBCHRO KOHAHIYDALIOBHERX 5 KATATOTS fetc # HOOMIACLX 13
KaTRNOTD bin. JTOYMMULTERHHK NOET WSMEHHTS STH QRITLL, *TOGL GOy TS
NOTAHHON BXOR H OCTABATRCR | CHETEME h3AMEHCHIILIN. (InPCIED OTRNOENIS,
TocTapaiTech SEpIYTL BGE b HCXOTHOE COCTORHHE.

Jlanes, Qi IHaMpYEM HET0GTHOCTY, NakeToB. Cn

a7 GO EN KOMAITY!

1 e+ grap kexnsl

Takuw OGPHA0M NOKHO HPOKCEHTE YCTONORTEHNbE TAKETEL AIPA, 4 MOTOM O6CHE-
20BTs Hx. EGK 8L YSMAETH w3MEHEHNS, TO H05EHTCCh BOIBPATA F HEXOHOE CO-
cToanme.

Tiocne aToro HeoSXomMo nposepuTs ofviosaetms A1 OC LI W Henomsaye-
81X Bawn CYG. B GOTLUAICTES CIYINER BITON MPOHEXOIMT AMCHAO HI-32 YO-
TAPEBIICTO MOTPAMMIOTO oScencucHws, OBHOBHTC e nporpaskss. He subymre
4 Web-clienapin, KoTopHie HononkayioTcs Aa Web-cepeepe, NOTOMy 4TO Ot
Taloke HEPEAKO CTAHOBITCA MDH-HHO BIHONA.

Toam y sac Web-cepsep, To 1 e Gricutut Ght Ra30GHORTATL Cro PAGTY, NOTaSY
470 3T0 MOET GLeTL, OMAciIo. BITMOANO, 410 GIIMGK GILE HE HONDARTOHD, SaH Y
BAC MHOTO CUSHAPHES, HATHCAHMAX C2MOCTORTEILHO, EGTH Ratn KOMIAOTEP Bl
UOARET PYHKUAN HOSTOROTO CepREpA HIH DEURIET TGbe APYIHE TALM, TO
NOAHO BOIISHABHT PaSOTY, HO NPOTOTIKAT TULATSMLHOS HABMOLCHHS 38 CHo-
Temoit.

M TONBKG 12 MOCTeaeeM OTane 5 POKONEILIYIO BadaTh GHATHI KYPHAION i RbtAR-
eHve AEHOTEY Xakepa, KOTODHIE NHEEIH K B3IOMy, FAPATEAHO HABTOAs 32
PABOTAOVION CHOTONOM. ECH S10YMBUUTICKHIK CHOBA NONBITACTCA IPOIHKETE,
T0 BL{ JOMKHA yRHIETE 3T0 B IPEICTEPATHTS BTOPNEHWC HA PAKKEM STATE, uTOlh
He BP0, NOBTOPRTI, HPONECE UHCTN CHOTEME.

TloKa Dt aHAIHMPYETE KYPHAN, B0 NOMLIOBATEAR AOKBA SHCHATS CHOM 18-
PON AOCTYNA K CEPBEDY H KO BGSM €10 CAYKGaN.
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OIHOTO OvieHs, TPYHO JACTABHTE TIGIL3OBATENS MIOMHMTS BGE AT  HE COXPA-
IATE HX B CHOTeMe.

Ho BOOIITS TT4PON HATO HENOCPEACTBEHKO B MPOTPAMNE, W TyALIE BEErO, ECTH
Ok we Syaer arofpuairecs wa T, 10 ST, HID HAIO CTAPATRER HE Y-
BATL N3POTH B KOMAHTHOR CTPOKE, KOTOAR He MOKET HCMGKIOBATS HEBHIMME
GHMBOAL

CYINECTBYET MIOKECTAO METOOB, ¢ NOMONIMO KOTOPHX WOAHO YBWAETS hadi-
paestifl TADOUTY, HaTPHSED, KOMBNIA ps. TIPANEP APABHILHOTG TOTYHENHE 1apo-
78— YTuniTa l0gin, KOTOAR HC CTOBPAKIET Ha KPAHE BEOANMIE AAHRHE.

B OTKPATON BHTE NAPOTH MOTYT XPUHHTHEA H & SA3EX JIIHBLY, HMEHHO Tal Co-
BEpRITOR HaHGOEE BKKAR WHPOPMALIN K17 TIOBOR OPTaHWSALMH. 276t JAHHbIX

TPCBYHOT OTACTLHOTO PASTOBOPE, K 5 HANNOH KHNIS Mbi STY TCMY S JATPArHSet,
40 3BBATL © el enas.

14.12.7. [lepeHanpaBnerne CepBCOB

EC CYMECTHYIOT KAKHE-150 PEcypest, X KOTopbir OGPAINASTCS OTpasMUCHAbI
KPYT M0, TO HEOPXOMAMO HCTABIHTh CepHCal PICOTATS M2 HECTAMIAPTHE
OPTAX. 370 NOGBATHT SAITHTH CHOTCMY OF HSTHLINHX NOCATATOCTS,

OO/ 3 PACIPOCTRGHEHHEX MPOGTEN HCTIOAL30BAHMR CTAIAGPTHEIX NOPTOB 36~
1€ TG BOMTKOCTE W CxaHnpOBans, Haupmssep, Xasep yauagr of yxanmocin
EJ1 onpenenentoro paspaSorausa. Jlonyoran, 41o 3ta Gasa acnonssyer nopr
1457, 310yMUTASHIMKY AOCTATONNO TONEKD JANYCTHTL CKNIMPOBIHHE CETH B
TIOMCKAX KOMIIBIOTEPA ¢ OTKPLITHN TIOPTOM 1457. Kak TORLKO MeaiiMna malimena.
O HOTAAAET & "HEpHHIA® CIHEOK, K XIKEN MOKET 3ANYCTUTS TPOCPaNMy, KoTo-
DaR ABTONATYHECKA SAXBATHT BCE KOMITLIOTEPL 3 GIIHCKa.

[potinema 76O PeIAETOR NREXOHPUIYPHPOBIAHES CePEHCa 41 paboThl
IPYTOM ROPTY, I 1P STOM HEOBKOTHMO YBPATS NOSHIC Sanephi, KOTOPbIC AORE-
ATOTCA NP MOTKCTIONEHYH HA TOT K2AR. B ITOM CYaE Xakep HE OMOKET Y3
1aTh, 4TQ PABOTACT a TOPTY M K&K B3AHMOLCHCTHORATD © YRATCHIOH NpOTPEN-
Ao

ECTH © cepaucamH cepaepa paboTaeT neSollbios KATHHECTED AI0TEH, TO MaKHO
TIOMEHSTh MECTAMH 0GOSO YS3BHMEIC (TS MPOTPANMLL, KOTOPHE IPENOCTABTAIOT
OALIOBTENTM BOTMONIIOCTI, JATHEH W DLTIONNIGNIA KOMBIL | CHOTEME),
nipniep FTP (3acTanuTs, pagotare Ha 80 mopry) w HTTP (uaeTpoats #a 21 nop).
Kanb, 4TO 5T HENLEH CAENATS ¢ OGLIEAOCTYMHEINK CEPBHCANH, & SCTH M MOXKHO,
7o Gecrioneswo. Hanphwep. ecin 34cTasHT paorers Web-cepaep Ha 81 nopry
BrvecTo 80, To mOGOT nOM30DaTeNs FNTEPHET2 HOKCH RMETE BOIMOHOCTS Y-
HaTs 06 3TOM. A TOra i Xaxep GyzeT B kypee.
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fenacacern. 112 100 % ee KUKTO 11e NGKGT QBCCRICHI T, WIS ¥ 116 Grrew B
oy oy

Baanow pIIINE 1B NPCACIONT NOSHIKOMHTECH < IPOGHSMANH, C KOTOPHMIC
TH HOAGTC BCTPCTHIRGS i) HPCAS MEOABTORATIA CETEEOFO KDDIZ. Dbt AOIH
IO 2662 HX IPEACTATATY, 01 MIATE, O1KY:14 MONET HATH STPO%A

4.13.1. BHumarensHoe KoHdurypupoaaHue

Kat 5y GRS, TR IPEIEBHAS BTMMA1ETOHOCTL MOWET OBECTENITh oTIo~
GUETLIS ENOROMIILI COR AMMIMETPATCPA (L CTIEIIUINET $10 GEsCIOCTH. o
e prafepest HOWSOTEE THIRANIE IPMAXA AWIIHACITAEOPOS, 710 TOMOXET
EBCRATh NOARRENIA HORSEHBIS OLINBOK 5 RanCH HIPAKTAKE

KAk 8 HOMHATe. 7211CP6 ¥ KIS 0 TR JATMEH UK 1EEHOHCK (NPUC M OUEPUL, A 4T,
Gt Bt e W eyken Boitete FTP-T0CTY, H A XOTHRE Grss yOpats., OTR0-
wi FID cepecp. e 2a0yasTe YIQANT paipeuaionine npaswia #3 chains-ue-
ek,

B svouil TpaRTHKe Bun Cyual, KOr KON AIMKBRCTPATOP Tie Yapaa 1
A, Hepe3 KaKos-0 EPCNA A0CTYN CHOND Ghii BKATONGH, 80 10T PzpewicH-
i [P-43pecon PABOTAA yike ApyIQM 1N ATCAR. Uik OLITHIFD AMIH K1~
PATCPA 370 BIONHE IHAKOMAE CITYNA, H CGPBEp 11ONAT Mo yrposy. Xopouwo,
im0 IP J0CTATCH MENOBEKY, KOTOPHIi K HE CODMPAICA ENZTh HAMEID puspyulk-
ebioro.

Onein, Toxeno, ecim IP-47peca PACTPCACTOTER INENMHCEIN 1 MOLYT PeTY.I9p-
H0 wewiTbea, Boan & nawehl cerw uenonkayerea sepnep DHCP (Dynamic Host
Configuation Protocol. 1pmowtn Jumasnseskait konbirypaian xooa), T0 Hywe
H0 10:00THTLLCR O TOM, STOIA KOMAIOTEDLA, KOTOpLIM HEORNOMM OCODHI 100~
60 W AR, NI RCET KO SIRPCIEICTHLAR ZAPEC (HIPHMEP, CCIIDRIOT -
7 O 1pCAOTHPTHT CiyARHAC noragaC IPIpOca B HEAOBPOCOBCETIILIE
K 1OTCPI0 MpABHACH T T, KTO B sy MYRoEe e

lipasTannTe ceBe, SO €A 6 TANICH TPHMCRC, KOTOPLI Mt PICEVETPRINTH Npi
cogamn chainsuenowex (e pard, 112, 1P aupee 192168810 cnysafing
KEKETCS y ApYTOTS KOMTBAOERa? BOTHUKHYT GHetth G0 1BLIHE NpoSIentss, ToT-
My AT el bIl WILICASIL RPOCT HOTEPAST TOCTYT, & 10BBIIT KON €F0 10y~
an

Urofin werxa KouTpomnpouse IP-aapeca. memmennio enosionats DIICP-
SGPDSP L ARCETKD (PKCHPORITL QPSS Tex, KTO IIYABAETEH B HpIMICTHPOB
om 20Ty Me M B3t TP b e OAKEX

Tiph GOPMHPOBZIHM MPABAT GYILTE ONCITL RILANATCALIN, HOROTOpHE CCPBHCH
rakwe k. FTP) MOryT TpeGomam 1 cnoeli paboTra Gmuice OANOD wopra. Ec.m

K I OTNPOETEIIZKPORTE 0SE MOTLA, TO MOKCTE W HOTYHHTE HCOGXOIAN IO -
synsrara,
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Terupy HASGHHG ITOMY TAPAMETPY TIPHCBIHBRETCA GISTYIOLAN OGpaION:
SutpGrestinguessage=s) S

Eenn B Bamicl CHOTEME OTOSPIACICH MTO-TO. MueE, TO 3T HEOBXOMHO
¥6paT. MOAHO ke TIOCTIBHTS GOOBLIEHHE IPyrorD Cepaucea

SmtpGreetingessage-s] 118 5.0.1 §5

Jho6an Y109HAR TIOMTKA BEECTH KAKEPL B JaSMYRAEKHE — 5T BUHIPEIL B0
BpeAICIIk, STO PANHOCHTLHO MAEEbKOT TOBee.

8.4.2. TonbKo OTNpaBKa NoYTH

Oleih 93CTO TONTOBbE CEPRUCH HOTOAIYICT TOTLKD ZT5 CTARKA NoTs. Ha-
npuniep, Ha Wob-copspas sondimail MoReT CTOATS A TOro, STOGHI NpAMO 1
cucHapica #a Perl i PHP MOKHO 1110 OTCLutam, ticumo, Eciu naw cepnep Ho
GyZeT UDHKMMATS TCEN, TO HEOGXONHHO TANPCTHTS STOT peskhM. 1% 3T0r0 OT-
darin fetefsyseanfigiendmuil w e ero coaepiiTIoe:

BTOpax_CTpUK: 40T NAPEMETpH, KOTOpHiC SYIVT MEPCATRATECA MpOrpaMic
sendmail npn sanyec. HToBur B0306HOTTS NpHeM TONTRI, WaNCHHTE 2HASCEHE
)

Ecan y 5dc er Aupextopun fetefsysconfig/sendmail (Wenonkzyerea He 20 Beex
ICTPUGYTHERX), T0 MPUTETES PenaKTHpOEaTh CcHaput fetcre.d/init.d/sendmall
Haiizare e 370M Galifte TAPANETRBI, KOIOPHIE TEPEATKYICH MPOFPIMYE, W WIEH K
Te WX Ha ylh TIDAMO B TEKGTE CLEHAD.

8.4.3. Mpaea poctyna

Hix onks cepanc b OC He J07kest PAGOTETS O wheHH AIMMHUCTPETOpA 100t Ecin
B KR NpaTpuMML GyeT taiizens TaseliKa, NOTBORONAN FATYCKITE KOMAHIE,
TO MOAHO CHMTATD CHGTEMY GOTEPAIHOM, TIOTOMY MTO AMPEKTHES! BYAYT BHIOM
HATLS ¢ BPABAADE 10O OMMHITHAC NOM3ONETCNM KOMFILIOTEPOB, IEREPHOE, 0M-
HAT, Y0 HECKOLKO TeT Hazef, B sendmail \yTh T He KEA1YIO HEJETIO HaXOmATK
o, 1 GOAUIMNETIO s 1A GIW KHTHILIN

Ceptic oMt pABOTATS © NPADASH HOMHIODATENA, KOTPOMY AOCTY I TONKD
HeOBXOIMMLIC ATH PASOTEI THPCKTOPHM i dparTLL B sendmall oT0 BOIMONHO Cle-
Tarh, # b TOCICHHMX GEPCHSX YKC POATHIOBAHO C TONOUGIO NEPGMETRL
Rumatizer:

© Rursussr-cencrail
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Mowtio paspewine 10111 K 80 HOPTY, L0 KOHTp-MPORITR, 10Dk 1AKETH c0
acpwan TonKo BomyCTuMMe apaverpi. K Geromachocrn Web-ccpsept m
BOPHOMCR b 2. 7 11 HOHIKOMAMCS C pASHbimH CliocoBanH ST, A coifiae pic-
CMDTPHA POCTOR, 10 ynimepCatHbif,

Lomy<THm, 110 Mot xS PRIPCWATY 20Ty 1 FTP-cepmepy, o 1 Tom furs
YOSPELIILIMH, HTO NOAE3OBEICAR HE CHOKCT OBPATATSCA X (afirade Jete/passl n
Jete/shadow, JL18 YTONO MCHKNO HAMPCTi T IHEKCTL, & KOTOPUIA €T 3101 TOKCT.
ECiu XaKep MOILITEETCR NOGTITh SANPOC, COTCPABLRMI CCumiat 113 31U Bailas, 1o
TAKOR 1KCT BYAET OTNiKine, CTEZVIOUIHE KOMAKGH FaIPENGIOT AQUTYIT K T
atinas 1o patosenam FIP n WWW:

Ipmdiies & INPUT -n steing - stzing S/ato/passat \
30 -4 Lncathass p ep —~dpust 21 =% GROP
Frasles R TWRUT ; string ——ctring "/eteishsduet \
2 @0 ¢ loalliost -p top ——pnzt 71 -3 HOR

Zprables <& 1MTT m srring —-snsing "/ero/pazand” \
-5 D/0 -4 locathosz p zep dBort 90 i LROE
FRrRlas h WAL ¥, Stricg —-string "/eto/eh.
-4 rmor

5 /0 - locallics. - tp ——dpor. §

Hafo eme yacets acneks sanwTe wpoprauwm. JONyCTuN, STO ¥ BaC oot <o
Bep, KOLUpbI MpMAANACT SakoAmpoRILH TR ¢ nowoei stunnel (Seeurty
Tunvel, Ge30ackbIl TyHHEIn, COTABONIT HMbPORULIEL Kalan JeRRY NEH
MAUIMIIAME, 6Y1EM POCCMATEHBAIb B pasdl. 5.2), PICOMBPORIBIST W NEPEadeT are
3 ApyVyIO vy, B HTOM CAYS1e BO BXOAIMX NIKETEX CeTenoi RPaLL e Mo
et HalTH TORKC CTPOKH. A HOT HCXOIAUIME IKETS! (YT YKE QCKOTWPONS b
W COMEPAA KPR i TERCT KoM, B TAKOR KOMPHTYPILI HEOSXORIMO KDk
TpoMpoRATE OB n0TORa.

Jloe com v wae stnnel nepemaeT pOCIRPPORIANLG TPJKK B ApyTOi NOpT
BEYTPH O:HOTO KOMITGHOTEPA, MOKNO NEIOYHTI, KORTPOTS 100X MAKETCE 1
KGEX MHTEpecas, HTOGL GHM NPOBCPR NS 10CTE PACHTMppEKH.

4.13. 3ameuanns no paGore Firewall

CeTeR0i SKPOH MOKET KIK HUNHTHIE WY CCTh 1M SOMIRKSTCD OT BTOPACI,
S 11 CAERATE B¢ YA3pMOI, TOTHKO BHMMATENEHOS KOMDHFYPHPOSIIHE 13 K050
KINE SAIPETH CASRIIOT BAUIY CHCTENY HATEKHOH.

Ho jiKe €GO Bbl 04EHE BYNSHBO BGE HICTPONTH. HET 1apOHTHIL, T CEpEE)
OKIRETEA B GEs0NICHOCTH, AGCOMOTIIA HEYATBHMOCTE CETEBOTO KPIHA -— 310
stih. M B M0NKOM CAyu0e MPOSAEMA UKICHAETSA e TOALKD B TOrpasHa
iptables win ipcliains, Cawa TESHOTONKA CETEROTD IKPAEY HE TAPTHTHPYET TOTHIA
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0 nati3— 01BpAINTE KpRTRYIC WAGOPMALIO O CODBUICHIES & orEpeaN, OAH-
Far0m1x OTPAGOTRM, LIPHMEP ey TaTa RHIQMIELIN: KON

fear/epoolmaueus [ reqist;

o Sim0-- .
JIFSTIIEN. 6 Tee den 13 1149 <tleanv@Eienowm.ris

fost map: inokup {+lerovzii: deterres
“lenov s>

= - Sendar facipient

M5 niepeofi CTPOK BHIHO, 4TO & QHEPemH HEx0AISA 0o cooBueiie. Bropan
CTPOKA BKIUOHACT ATy MOCHINIKW W ATPCE OTTPARKTENS — £:erowt < anowr. .

B 0t CTpOKE (1O paAL G Ly TEn COOGHIEHIA — root € L1 ensvm. 2

1 2t Lstars — OVOBPAITE CIATHCIHKY COOBLIEHI, EKTKMAA KOTHHECTBO Nepe-
aqtzx B

[0 semdmai | — 310 Kowanta canoro cephepa sendmail. Janyckan e ¢ pasmsib-
M TIONMS, MOKED YBHIETS JOCTAIONHO MHGID LONCHOR HIGOPMaIMK. 32
Gonee (O APOGHOF ¢1pKOR CHAYEL OFPAT TS < ADKY SCHTANKA Man

8.4. BesonacHocTb sendmail

BeranachoeTs cepanca sendmail TicKa OT HACAR. H R Ko PErYAAPHO HEXOTAT
oSk, TIo 5ToY (OBOLY ATMAHWCTPATODH § IPOTPENMICTEL HA'ATH CHACATY
AKAOTH! W IepenpATAITe CCPRUS 1 OBHERT KECHEXEICALETE. 3| CTLILIER, 410 KO-
TOPhE T MENAT CANKK Ha 1O, Sylet HaRiena OUIMGKY n FIOM MECTUE T
e,

Kak o w OSCMAL, » QERHOM PELICIC Mbt NIOTOBOMISY O NCKOTOPLIX ADAMETPEX,
TOSLEKONX BE30NCHOG

8.4.1. BaHHep-BonTyH

TlpoBricma GEsoACHDCH HANHHECTCS e HO Trarie nojkwmesis. Cepaie Send-
mail, Xk 1 GOTBUIMHCTRO ADYTH C1yKE, BHTAGT CTPOKY NPHBETCTEMS, B KOTOPOK
GORCPAHTCA HNGOpNEALAS OO yiciin 4 mepci NPOTPAMM L.

Xaxcp e noumett siarh o6 31ix AaHAME. Jlan 0N HOOSXOMAWO MIMEHHTS fia-
PAMERD S e ingiestaze b fallie fete/sendmail.el. B Graphix Bepciix send-
mail 5TOT mapAeT bt paets

SutpCreetingMessagess! Seadeoil §u/§L; 35

Camoe ONACHOE 3260 — 370 KIGK £1/52, KOTOPbii OTOGPIAAET BEPOIC 1§ CIMO
W Sondnadl. VIMEHIO I03TOMY 01 6601 YBPAI1 6 NOCTEANNX BEPCHIX.
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Hoe Bpew. L35 CepECoA A 1i¢ PEKOMEINIYIO 3TOT0 16naTh. Borh Ceifsac S eue He
ROMYECTEODAMH IEGOXOIMMOCTL HCHOTLIOBAKI XKYDIATOB, TO nocne Nepsol
POBTEMB M BATOMA CHITENbI YEIINTE BOE MY TPEHMYLIGETEA.

Tporpauwa syslogd CoXpaRAeT & Qaltnax yPHATOD Belo MHPOPMALIGG © ook
temiax cucTenu, Tiporpanna Klogd MpeanasHasena ans coxpakerns cooBuer
#1pa. HacTpolikn mypiatos Haxozsea & duiine /etcisyslog.conf. Mpisep cozep
KNMOID Gafaa MORIO YEHeT B ke 12,3

v 13:3. i rypaon nparpavmes syaiogd

10g 211 kemnol messages to the

¥
# 1603173 ek else cluliers up the soreer
# REBOmATs ce CoOTIRHAT A KA SKpAR

4 ESBON IOVTUE M2DRMDTEOR CORRACT Me DKDEKE GESIOPHAOK
B e

ieg fexeopt wally of lavel info or highoc

Perr: lag privase auhealicas

b wesages
pOUOKSTPORATE 3 yARANS GAR Loe SOOBUBHA
pona dnlo % s

il sunese thpriv . aieroza sate fvaz/logia

ssages

& o axthpriv file has rastricted access.
¥ OwRR auurty COsepAT oTpawIBMS. LOCTYL
auzapeiv.* Fenrf1oaisec

o3 A1) the mait mmssaces Lo ona place
Ao 508 COTATUA LOTICAGH CUCTONH B YTR3RNHOS HECTC
fvar/1ea/mailioy

& Tog cron amuff
P ———

axon.+ eoxfingieron

& ivorynady gers emurgercy mes

§ Rk usiyenl KOMIASCRIS BT
+emery B

¥ Gava news arzoss of level o

and nigher in a special £
D ————

¥ CoxpawiTs cootuser Hom:
# s B oL dain

e, rews fvax/1og/speolar
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Ty wacTpolike ceTehoro oKpand 13 rpagmicexol oSONONKK Synire ocuben
ocTopowm. Tlpi sampere cero XWindow MOKT SIHONYTL, co e afizer
ceTenoro cocuieim ¢ ayposs Linu

ST KOHQIYPHPYIO COR CEPRLp UEnCs YADICHNOL COBMHCHAE i) MPOTOKOTY SSH.
Ty Toike WyKHO BLITL AKKYPATHLI, TOTOMY 10 OHO EuCpIOE ACHCTEAE MORKT
aGopeans, nomutouchie M SSHeknHeNT Tepser cansh, Mocte 100 ApINOATE
HTH B ECPEPRYIO KOMHITY W HACTPAWATTE CTCROR JKDAH TIDALO TaN

TeeTipyfie Boe MOHONEYEMHL COEMHERKS NOCE KAKIOTD WIMEHCHHS KOH{H
YDA CeTeNoro TxpaSD. BHECH 1IECKOTHKO MOTWDHKIIIN Olet THRSND HaiiT
owmiy

Jls HOMCIQ. KOmGIHCTHbX 11CTIONCK # SONPANSIO KABBIYDALNO 8O Hpemeit
alfn (1050R, kposte CHCTewHOro Jete/syseonfighpehains)  pacreuarsisaio ce
Ha 5yMare 1aMIIOr Bpolte, SeM 111 JKPIIIE MONKTOpA, BHIETS BCI0 KAPTANY b -
v, Ofpaaiite BHIVEHAC HY NPARIIBIOCTS VKIS |APANCIROR (4apoc b
HOPT) HGTOATHHKS 1 OAYHATENS TAKETA. OMeth THETO A0NAHWCTPATOPL! SV T,
P& 1 TO FPOMHCLIBATL.

{bicnerio IpORAHTS Mo KGKIOH SAIMEH, AHATIAMDYS. KAKHC IKCTH 1POMYGH:
10163, & Kaxwe HeT. YA0GHeH Wi HaYS DOCICIOBIIAC C 1ICTIORKH INpUT (KOTZE TE
KET BXOTUT b CHOTEMY). 3TEM NPOBEPAHTE IEPEHINDIRAEKNE U, HAKOHELL, HETX0D,
. e. temmacy antpul. Y akim OpEa. HYIKHO IPEGALATh 10LIHBIT K IPOXOR:
aans naxera. TTovmmre, o boCHE neproll 1HATEHHOR 3ATHEN, COOTRETCTAYK
A4CH NAPAVCTPAS TAReYA, AGTEHCHLINIG APODEPIC He TIONSBOVTCA.

TIpw koKTRONE 3ankicei, oTHooIIYCA K TCP, 1IOVHATE, 71T 3TOT APOTOKN yeid
ANIVGHET COBTMNEME, A SIHEAAT, HCOSAQIURIO, WTODh 1ARCTH HIHXO A 1 9%
cropoms, TTpovoson UDIP ne 1pc6yer nommoucnis, n 1akeTnt MOKH IO
KATh B 004y CTOPOHY — input win OUtpUL, 110 GLBAIOT HEKTIGHENILE, HEKOTOPUX
POIPRMMIN HYAKEH NBYCTORORRR OBKeH nake 0 nporcxoy LDP,

B wakan- 1uG0 1parpasa e pBOTAC, 10 YECLTICS, SO CYIC HyKn 1
bina i e HeoGxoanmet 10pToR. lenoTopbte MpUTOROE 1PEBYIOT T0CTyE
e 1 Gonee ceresbist noPTaM. 11ocae STOrO NPOBEPLTE, HTOR JATHST, ¢ pirye:
IeHHEM iag PaKbULE GALTPA TaTpemrelIS,

TIHKORTA He OTKPHIBATE QOCTY K ONDEIENCHONY HAPIY Wil HEN KOMIIMOTEPEX.
Hanprmep. ccni npocTo moSanTh (WinTp PUIPCUICHHA s BXOITUMS
80 10pY 14KC108, 10 B peIFIBTETE ITOMO KaAN GYIET OTKPLIT 14 HUEX KOMIIIAOTS:
pax cemw. Ho Tancko ke oem ow ieadxonm. Hpn (rOPIpOBAINN TPAEATA gt
SWnaHTE e TONLED 10P1, HO 1 KOHKPCTHELE TP-01PECa, 1 HE UENKIe UeTw.

Perynapho KEnaiite perepuayIo KOTMIO HENOYEK. JLTH STOTO MO O COXPINATL 1
ORI 1 OTZEN6HON AIEIE ¢ HOMOLILID KOMANTL igcl.<in mas HIH KO
poBars aiin fete/sysconfig/ipehuins (xenavesLio. Ha ApyTOl KOMABKITEp). Tork
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Fanu st v pasy #E DaGoram ¢ Tinus. 10 5 Gbt 12 PERONEHIOI HANHATS -
KOMCTBO © 37010 e pHGy T, Tysnnic BB, wro-1i6ys MONPOLLS

1.5.3. SuSE Linux

Mg IPUXOAMIOCE PSSO, © PaTELIH 3IPOPEN WM OT HEUELKIN NPOITBOIH-
TeTel, 1O KX OTABTUTH HE POCTO XOMLIO, TARHE TPOT v bl — 10 Bemorne
Kaneic © 1eTTsa. Tho papaorka ot SuSE (wwee.suse.de) onposepraey woe e
e, ITOT ANCTPUGYTHD OTIHSETCH CHMMITHSHEIN HHTEPJEHOON 1 oTaHwHOR
OO GEOPYATBAIHA, TATOMY 'TO CONEPAHT FPOVATHYHO Gazy ApIEEPOB.
UECTHO SKATS, 8 Gl YAHOUTOR, Qi 561 K70-11G0 Y3y, pHICa mertopTam, KDI
o GNOME, semi sicumii s OC 3a5uoaT 0T oTix 05004, B ammos 01y
e Gpvia SUSE. eara N METIOPTIIY 31y KPASOTY CBOMNN KAPTAIIKANE 1 TOTO-
A,

T HeMbsn cruseth, sro upemnein SuSk woofine et ne enen, O
05aMIM B AMCTPHGYTHE HEGOD YTvumT o Hasnamied YeST, Korupus auasn-
TETHHO YTPOMAOT ayistverprpoRate. TIpoctora— 370 xopomo. 1 waKcH-
MERGHHX (PEMYILECTE MOHO JOBHTHCR TOTEKA TP MPAMON. KONITY ppoBs-
vt paiiTon.

A Bul noconeTosad SUSE ToMKo TOBHIEINM U A1 HOMONKOBAMA Ha KIHEHT-
KX KOMIILIOTEDAX.

1.5.4. Debian

HecuOTDR 13 0, 40 en 11OBOTO NPOIBOINTENS — MOAYHEHIE MPHELLLY, Cy-
LECTBYET MHOAECTBO JHCTPHGYTHROR, KOTOPHE GuTH M OGTIITCE HEKONMEDNC-
ok, OCUOBIOIM W COMM XDYMM M3 WX MOANo canrary Debian
(www.debian.org). FTOT WPONYKT COTNOE UPODECCHONAAL 519 GEBA, 1O DO
300GTLCH TN ACTPHOY THEO MOKET KK LI

OC Diebian neer Gonme neero omwmnit o1 ke Red Hat, 1y mac vo-
FYT BOSHKHYT NIDOSTENTh1 13730 PAIHOLO PECHOTIOKENHS HERO TOPHIX Kaldhen ypis-
oKX $aA0B. 110 1A 310M TPOBIEMEI He SaKaHTIMBAIOTCS . KaX W hoe HEKON-
MEPHCCRIS TPOEKTHL, JTOT JHCTPHOYTHB. CIOKHEE APYTHX. PapaboTamkh nosit-
UHOHIPHOT Iebian Kax HazeacHyto (C, H T y DAY HONYMIEICH, 4 AOT O IPACTIN
TOILIABATENSS QN TAGOTATCA MAT0, METTOMY TOMANIAE KOMIBIITCPH T 4=
TGy T JaROKIT 1 EKOPO.

CYIRECTRYET €UIC wmo%eeTEO HUCTPUBYTHEOR,  1X BORGHCHOCTH BIPLUDYIOTER
OF BOMHIMY # MOMEHX CUCTEN, BKAKTSIONITY BCe HEOGXOTMMDE, 70 NATEHEKHA
MCTAGYTHROR, 3ATPYRGONUICA C AMCKETH 11 PASOTAIOMINK A ONElib CTAPLIS
KoMEIOTEpas.
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412.1. OcHoBHble BO3MOXHOCTH Iptables

Caaneino weagty ipehains u iptables NpOC.IERAEE1CH YaKe 1M BavRIE K ape-

werp:

0% mmossa apesme— S0GABATY IDAMAD 1 Koneil nenosKt B Ravecr:
PAPAMETD YicHSLIRISTCH 18 1 IOMKN TP, GATTRIT WM RORGFAT:

00 uenoe Housp — YAUTH NPARITO € VIXTHIIM HONEPOS W2 S@nHOF
uencsc;

00 cercens oven cpasinn — JAMEHWTS TPAVKCIO ¢ YKASAHHEIN HOMEPOM &
weriose;

I 1 uereum: ovep cpaso — uCTABATE WPABHIO B YKARMITYIO MEPBEIM Ap-
CYMEIFLON LUEIONKY T 1OMEPO, 2TAAMLM 1 IOPOM 11apavieTpe. T no-
SEP PUEH 1, TO MPRINAG CTIIIEY FEPRM i USTIONKS;

0 -1, erorsa — WPOSHOTPETS COEPIANOE YKTIAHION ferionio;
B -5 senmria — yaanATL Uce MABUNA A2 LEIICHKK
0o rrmeon — OIPLIEIRET NPATOKON. H3 KOTOPAI KO3/ICHCT YT ApuIAI0;

- o — ONpoTEMET ceTenoi ITepdelic, ¢ KaTopOta AwIHE GHIK
OTyHEITA. FAECh MOAHO HETIONR3OKEIL, TPIT. FORHALL HIM PAERCCTING

3 wrenpens — SanceT wEpbsie, 1E KOTOpMTE nepARTSETES MakeT. Siece
NOXHO HIINATh GITZIT, 0L WK FOSTRATLING,

-] seficrae — GNEPAUNA, FOTOPIA TOTKHI GLITH Bbo.Wea 114 NIKETOY,
. saceroe apryMen fo MORHO YKAXTL CHEISIOUAC 14enus (pICCUOTPIM
w0IbKO CLOBILIE)

#1206 - MOMECTHTL B IYPHAT H86MCE D S0y HCHHIT HARCT:

« RSFECT -~ CTHPIBITENKD GYET HANPAB:ICHO COMICTIve O ommiSxe:

o ey, e,

o BLOCK — FLIOKMpORITh MakeTL

0 -+ e — IP-agpee cnipmmiens oaera. Kax 4 b cayse ¢ iptubles, woxac
apeca MOKHO JANATE MACKY 1 BHAS /73 K MK TTPHLAIES "I", 170 Byt
COOTBETCTEOBETL NFOGLIN AAPICAN, KPOME YKTHNHLY,

D -d ziper -— ANDEC HImMCERMA RAKCTR

K BAKTC. G0LINKIICTED 1IPAMETPOR AGCOMOTHO MAEKTUIILI (S5, ATO w1a Phc-

CTPMRIA % TPOIDiAI TpEhains 0 €CTE RURHBIC I 0U2HA MOLILIZ STH-

s, LEpHAC, € NONONIO KIOYEH - 1 -1 OHCLIL TIPOSTO YKAIMETTh, C KaKOKD

#a kol wivepetc uAnpaRIACTER NakeT. M3-3a CXOIGTRR KomprrypHpoBaIA

aepapcon ipehains w iptables 1 npaTH4ECKOl HACTR MEl He Gyaes 1paATHIE paro-

LEINIOE MECTE KITHEH, H EDATKC PACCMOTPRM CO3aine Nparan.
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Tanspert: SMTP

Geerst [Simy |
[
soa

bea

Puc. 8.3, Oro HacTposs SMTP-capacpa

B 5TOM OKHE HIM HYKHO TANONKHTL CICAYOTLAC NONK:

O Nawne — vz cepepa, Komopoe WoKeT Gorth mofsnt,

1 Fost — anpec SMTP-ceppepa. Ecnuc B HONOTRAYEIE ROKATEHBIT CCpBep, T0
wowio yiasart. locathost it 127.0.0.1;

0 Port — rropT SMTP-ceprepa. Mailie Bero Menonsiyere 25 Hopr, 40 310 3
HEHHE MOAET GNTS HISCHENO;

O ecan cepoep TpEGyeT ayTeNTHGMKaUMH, TO NOCTaBLTE ranotky b Server
requircs authentication 1 3an0mHTE OTKpsIBUMEcH nons Login u Password.

Ecnvt et He nepssilt feHs B Hrcprete 1 paGoTani ¢ MekTPOHHOR fowrol, 79
nponece costanma napanterpos SMTP-cepaepa He ACTKeN Bbi3gaTh TpoSTen.

Terteps paccuovpHm HaCTpOiKY Cepicpa ans Wicwis mowTh. TlepelianTe w
Btansy Reeciving, # mil YHKNE GO CepBepos. BLASIHTE HNEOMATH
anitcn v ynanive. Haxwure sitouxy Add, «1066i J05A0ITs ccpiep. Hepes Koo
ot st Gynem 0y, nowry. TTepin Bamin G1KPOCTES OKHO, & KOTOPON HyRHO
DurGpar. it cepeepa: Local mailbox, POP3, TMAP, Maildir Mailbox. Haue
wenofbayeres POP3, i 1OUGEC €10 ¢osnaHit cxoos ¢ SMTP-ceprepom, B Taioke
RONKI] YN AUpec CCPEEDE, HOPT (110 yWOMaIAKO 1 10) W 1yt ¢ napoTen

TIanGonee MHTEDECHAN MOKET OKIRTECA METOIRIONATHE JONATHHOTO HUNIND
Take con SMTP-Cepeap HE YCTAHOBTSH, B CHCTEME COTIAETCH TIPEKTOPHA © 10r
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WcTOMHMKI MHbOpMaLui

. Dnenos M, E. Tiporpayupossnse ka C++ raasamsr xakepa. — CII6.: BXB-
Tereptiypr, 2004.

2. ®nenos M. E. Mporpamwmposansie o Delphi cnasamm xaxeps. — CTT6.: BXB-
Tlerepypr, 2003

. Buenos M. E. Kowtussorep rasanh xakepa. — CTI6.: BXB-erepdypr, 2005.

. bttpa/twwvw.sT_onfine.ru — caHT 1A APOrPAMMHCTOB ¥ AIMHUHCTPATOPOD.

www.xaKep.ris — calir KypHATA XaKEp.
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Pt Y27 OBPABATHBATRGH NI it HA PATOTY & OTATHHHIMK COCTHHEHMANA H
XITTAT HIPOUECCORHOTO BCUCHN, TA(E KAKCHT 10y \AT DTKA3 OT ABCNYKHEIHHA.

ATaka DoS MOKCT 1POHIROAMTCA JEYMA CIHECOTANI TEpes OLIMGKY B APOIPAM-
ME WTH EPErPYIXY ATHANYNOIINOCTH ATAKYENOF MALIM T

Ileponsii crocof TPEGYET 1A YRIBIMOCTEH 1A Lepreps. PACCMOTPIM, KAK Apo-
CXOAHT OTHaR OT OOCTANEARHA UGPCs MEPCHOTHEHHE Byhepa {Hanie Reero He-
noTbayemat omnGka). JIOYCTUN, 4TO Bt AOTKIM EPEATTE KaL CEPEER CTPOKY
"HELLO". JUi% 3T0r0 5 copoepHoli SCTH SULETATCA MaMSTL 1A Xpaleins
5 CHMBONOD. CTPYKTYP MPOTPAMHEE MOAET RAIIGUACTS (IpHWMEPHO CICAYRINGIM
ofpaiow

$er mperpman
Byt mma koot cimenos
o3 aporpmac:

[Tpc/uIonoNHM, NOTGIOBATENR OLIPANT HE 6Tk, 4 ST CHMEOTOB, TG fiph
RpHene WIOPMAITH KPOYPAVMA HE MPOGEPHT PAZMep GIOK, 70 MpH JaiINcH
vt & GydiEn onm BAITYT 32 €70 IEETS M TTLYTCA GOBEPK Koz, JTo
SHQSHT, TO IPOrPANGHA GYIET MCTIOPHEIa W 11C CMGIKCT BRIIOHS Ih KAKUX-IUED
ACHCTBIT, 1, CKOpee BCEN0, NPOWANINET JabHCANME. B pOFIBTATE Cepeep He BY-
AT OTBENATY HA TAVIPOCH KICHTI, T. . CORPUIITER KAACCHHECKAS Zraka Denial
of Service neps nepenonnenne Gyipepa.

TAkHA 0GpAM, KOMIILOTED HE ETOMTIH, MIIPOPMALMA OCEIALI, HETROKYTOM,
110 GCPBEP MUPECTAN GorTh ZOCTYTIHMY 1O CETi, B MOKRILHON CETH TAKSO ATHKY
BoOBiNe HEenOIK) npusesnceTs. JULL STOTD ABCTATONH Caoi IP-ATPEC (oM esTh
Wi AAPEL ATKYCNOT ARG R (IPORIORET KOUGIAKT. T ayaimey ciyuae ve-
BOCTYUNORR ETAHET TOTEKD LITYDMYENAT ML, 4 B XYNIC — 050 MaUIIHEL Ho
ChOIYT paBoTaTL.

JA% Teperpy3kR PECYPLQN QTKYCHOI NAWMHS BOOGILE HE K90 HItIETO AT,
MOTOMY it T RO, 1t KO OPOIE 1QBEKAGET TOT, KTO CHIMIEE, PEcypems 150mD
KOMIIBOLER QTPARNHEHL, Haupue, Web-copsep B1F Conth ¢ KINEHTAMI Mo~
T OPRARMIODLIBAT, TOTHKO OPEACICHKOL KOMIMECTR EMPTYATHIMX KaHAIOH
B i connrl GOTHUIC, TO CEPBEP CTAHOBUTCH HEZOCTYNALM. 1% COBpUIEIIN
Taofl AL OCTATONIT IQNHCiNTh HPOITANAY 13 UOGOM AIHIKE POTPEMMIPO-
AR, GECKOIIEHIID OTRPAIRIOUIYIO COEXUHELIS, Pallo 1AM 103140 HpGS BT
PEBLILIE, W CEPRCP HE CHOKLT PABOTATS ¢ KAHEHEEMH.

BCa Kot NpOMPEMMHSH OTPAHIMEHIH 18 PECyPcH, To cepaep ByeT abpanaTie:
5T CTOMLKO MOMKIIGUCAMI, CKOTBK CMORET. B Takom CHYaE TAKE WOXET
JPOSROHTrCS: 161 kA CoRH WIW 80 Ceprep. DLIGOp LS4 3A8HCHT OT TOTO, 4T0
crnafiee. Hanpuwicp, coun Ha xanaie o 100 M cronT KoMmBiOTeD ¢ npottecec-
post Pentium 100 My, 1 HawHoro mpome yGur.. Mallhy, "M Reperpysm.
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its memexbi3ahms waekponis IP-a1peca PO CrIEpIIINONNOR CHETeNM Z0i:
0 b1, CKOIAIBPOBIND © CONPICIE I DYIOUIEH IORACEHKOM, MOTOMY 10 (0ING-
118 QLT IPOCXOANT KA yPOEIIC A

4.11.8. CoxpaHenue thunbtpa

L onpofosarh SCRITE 1GPEIIrPYMTH CHCTEMY 1 PISMOTDE Th LEIDHKH CETE
BOG WAL, T0 BGE KAUI HAMEHCHUA HEey. 1pofinea b Tom. 10 OC aste-
MITHHECKN UX He ATIOMMIIAST, 1 Wit Cav SOTAHLI IOWBOTHTLCA @ CoXpNICINe
npanit. L 0RO GyWECTsyeT yrmima pehin-save. B 1ya110 R0 ars ce-
ayiomm o5pazost

tpehain-sas  faas

KT Vbl COTbKD HOMMHATIC PacCMATPIGATS KoNambl fpchains, To 3 Yl
i Jetciyseonligtipeluains dev. purie, 4.11.1). 310 KoWbHrypawORHbA i,
Koropuii STPYAIETCA (PH CTAPTE CHOTENS). HMeHHO B STOM Qaliie A pekoves
210 ACpRT e 1ac P

iprain saus b Seto/syanatiy/inrains

BLnonHAiiTe COXPAHERHE MOCTE KAELOH MORMPHKAMS KoHburypauss. Eom
CIYUITCA BHOLZLIATHAR CHTYAILNA 1 CEPHEP MPHAETEA IICPE3aI PYKATE, T bl BT
TEENO BABYICIE DG TAIONET: (NI

COXRMENIE LEHDAER MOKHO CACKEh UTORILEUMECKITY, 10 4 A CORE Y0 b 0
370 1ACATLCA, JIy*ILC GICHATh BEC BPYUNYIO, TaK Ty 36T HAZHHLE.
BOcCTalonETs RETOMKL TONKE MOKNO 13 BARIL, /LTS HTOTO HEDBXOAINO BN
.

imstatn-ceaton

gatun

370 o4ei, Y100, JIONSCTH, 4TO DLt XOTUTE TPOTCTHAOKATE HODHE THRAT:
10 FOWILCE HCIIOPTHT Yo OTABACHNIE tenodin. CONPANMTE b KIKONCINDYE

I 1SRV COTONIEE W wEens T 10 YTOM0 1 6K Yo, B nolo -
MENT MO0 BCPIYTLCA K ICKOTHON TOHKE, BLIMOTHKS Oy KOMaHY BOCTauns:
et

4.12. iptables

Hiporpani iptables AwmeicTes Houoli PIPISITRON MO FIPIGTENNIO GHTLTHNNH
ficeuueHng (eHmacocin, 1o HOKA S He CMOTIA JBOCKATh CEpL B0
UG oumsora e, Rl 861 pasoSpanics ¢ YTHTRTOR ipchains, o nomn
piHUAT PASCT ¢ iptables yaeT e caviice.

€ nomougeio ipiables pé TS MOKETE PRIAKTHPORI 1 LCIINKN 1P inpd
outpt 1 forweard,
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WACKUTE Ha CepREp CBOI0 IPOTpaNNY (B 42CTHOTTH, Tootkit Han TpoaIa). Heol-
OMHO HAYSHTSCA MOHUMATh KIKIYIO JATHCS, HTOBLI IATL, 4TO NPOHCKONT
s afinasei n oueTesc. JIARARTE PACCMOTDUM KEKABI NAPAMETP B KyPHANE:

0 o2 JaT, KOTOPAS COCTOMT 3 A NENEH, MECALA, WICTa, SPEVENI H [Oa;

0 NODOIACTEILIONTS  Geatic WM RpeMA, MOTPARUCHiIOE WA CKauMma-
he/axasBasme Gaiiz;

0 1oen s LP-apeC yaRREHNOTD X00Ta;
0 paswep daiina n Safirax;
D noneeai 1y k (aiiny, KOTOpbIH HT CraNEH WM TAKDNEH;

1 10 nepeamin — Gyea a (cumsonbtian) w b (Gmiapras);

1 cHMBO:L, ONPSORISIOWINI CIEUAENLILIE SEHCTBA Han daino:

— ot
* C— pazapxUeUpORAN;

* 7 0GpaBOTAN NPOTPNHOT tar
» _— He BbI0 HtRAKIX TeCTBAT;

3 cuMn0n, OupeeIONI HATPEBTEHHE MEPeattin: o (SKBSMAAHNE © CepBEp)
VET . (SQRAUHMBSTINE 13 CEpHED);

0 GisiEO:, OTpETeRRIOLE THN NOKLIOBATENE: @ (AUONKNILI), 4 (TOSTE) WK =
{aeficTeuTeRbHHI);

0 nOKanbHOE uhen MOMb30RATeNNs. ST AHOHUHLIX IONMA0KaTEREH 20eCh MOAUD
yrosners nowep TN;

3w cepinc, 0ffbuano 310 Ci0KO Frs

9 510606 ayTeMTHGUXaUTH. 306ch MORHO yRAZETH 0, coy onpenenchne
TMHHOCTH OTCYTCTBOBARG, Wik 1 Ut HaSHTHEMKZ Mt o RFC 9315

ot

0 maeimnguatop nomsonatens. Ecmu on nie OnpezencN, TO MOKIO YEUASTS
mesa0Ny;

0 cuMBos, PSR COCTOAIME TEPETAYK < (APOLNA YOMEWHO) WK
(Gina npephava).

Bt kb 1kOrZa T paGoTam ¢ ypianom FTP, T0 coneryio cefiuat OCanohiTs-
G 18 MUHYTY W RIMMATEIRHO WAYMHTE CTPOKY NDHMEDE, TOKEIEHNYIO Boliue, H
ATHCH 3 BAIGTO KypHAAA. Bt BOCTIE AOWKHS! HOUKOZATE K NPOGAENO YKs
OOTOTORACHNEINS, & e HISHATY G TIOGAE TOSHTCHHN, HHGHO Kbl HDOMIPACTE.
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WHTepHeT-pecypcbl

a Bttpi/rwww.redhat.com ~ cabit komnannu Red Hat, c1e MoRHo ckasam, To-
CNEJLTE BEPCA NPOTPANM, RIPA, TATIH M POLTAT O NEPCHEKTHBAX FA0EH-
TR OC;

O bttp://www kerucl.org - calfr, nocsawenion axpam OC Linux. 3mecs we
MOMINO CRAYATH NIOGAETHIOC BEPCHIO RAPH,

3 bitpfwww.securityfocus.com — catir, nocsamesial GesonacnocTH, conep-
HT MHOKECTBO OTnCanHTt PASTHAMSIX YAZBIMOGTOH 1 METOIOB HCMDABTEHHS
oumboK;

O bttp:/fwww.ceriorg —~ ewe oxAn caifT, NOSRRIENNNT MAGOPMALMORKOH
GesanacsocT;

O bttpe/Avww.scenrifylab.ra — pycckomsbiuseiii Galit no. m(OPMALIOHNOR
Gesonackoems;

O bttpu/fwww.xakep.ru — caiit Pocontickoro mypHana "Xaxep”;

O bttp://www.insecure.org — MHOKECTe nonesHol WedopNanHY no Gezonac-
HOCTA, CTATHH B NPOTPAMMLE

O bttpsttvww.novell.com/de-deflinar/suse! — calir SUSE, ofe 3 casibix npo-
Thux 3 y105hEIX AHCTPHTYTABOR Linux;

O btep:/fsvvew.linspire.com/ — pazpaBoransy Linspire mutiorcs cosmats OC,
& KOTOpON MOTIH 611 BLINOIATLCA TpOrpaNAE Windows ia £pe Linux;

O bttpe/fsvviw.debian.org -— omumatsusi anetpubyTHs Debian;

O hipsftwww.skackware.com — auerpuGy e SlackWare.
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3anpet AIGLIX OBpARENMH By ICT BT BLIETE CHCAYIOUM S OFpaOM:
acles - TN ORCP

Tenepe, 02 BXORALIAE NAKETEE GYIYT yA3ATECH. Kak i B Ciysae < 1IpOrpamMali
ipulains, MMENIG ¢ ST KOMAHIb HYRHO HO'MHATS KOHGHTYPUpOTIIME iptables,
OBpATATE BHAMAIE, MTO B IPAERIE MOIKMLIIYEIER KRN ~2, 1OAROII WA T
30 BMQCHKE (50 SNONSENMIO TN ORt 1E0Km. Fean (mnTp aobasuTs ¢
NOHOLIEIO KNN3, TO 51 MOAETE SUMPETHrk ETCOTIOTH IKWGHIE NOTIIOHSANA,
HeKOTOpHE CREHIATHOTS! N0 GEX0NACHOCTH PEXONEHAYIOT KYPHATUDOBZ1S OBpa-
i, 20GABH & CETEOR DIl PRALTE:

iptables -3 THIO - 166

1164 e PEKOMEN0BAN 5T0 1EAATL. Y (YSANANLIN CePIZPOD 10 Leitl APIHCHOIMT
HECKEITLKU COTN, & TO H THIGAS CRANKPOBANHA 10PTOR. ECTH OPALTL PHUMARIE
W KEKIYIO TAKYKO TOMEITKY, BAM MPUAETCH YCTAHABTHGATE 1ha CePuep CIimKkON
GT610rie SeCTEME ICKA ATA XPAHEHA KYPHLIOE. A Henb wtam nCK Gyzer ta-
i, 70 CHETENA BRIET 13 CTO7. TaKAM O5PIIOM, XaKED MORET MPOCTO Ha-
BT GeCKOHOUHBIc OOpAMICHHA HA FAMPENICHAEH IOPT W epes HEKOTOPOS
spens TOGHTBCA YAR4HO IesepuEnHON DOS-araru

Creayionan Kouanaa cosaaer GHLIP, 10 KITOPONY FNPELIICTEH NPHHKWATY.
FRUIPOCH OT HQGUX KIMILIOTEPOR:

iphanies A TNETT 3 /7 d loseliost \

-3 lovp ~-ienp-TyEs ooho-reost -3 TRO

Kax amere, coagaite GravTpa ¢ novouwio iptables e enmutio oTawIETER 0T
arRnorHnioN upoUeiypH & ichains.

CrenyioILaz KowanAa sAnpemacT 10eIyT K FTP-1iopsy:

‘ptsbies R INET -8 €/ —d Lomaliost
“F ten —-doort 7% = SRR

Urofei SANPETHTE AOGTYN ¢ OPEGNENHOND MHTEPGEiCa, AOCIRAM EMOH —i W
ke wmeprpesic eth0:

ies A INFIT -i StE -3 0L —

" Locatnost

< tep ~-dport 21 -3 DROR

Teneps 3aMPETHA HCXOTAUIES MAKETH1 ¢ 21 NOPTA. JIA4 JTOTO HCIIMILAYEM KOMAILAY:
izsidiles A WTRUT -4 czhd -5 lecalbozt - 047

¢ tep —aport 2 -] DR

Oucis MOUIHOR OCOTCHHOCTIIO TpGables AWIACTCR HIIOHHOCTS NPOREPXH Canep-
ANOTO NAKETOB, IO GHERb YIOBHO, HATPHMEP, AT hitnbTpanmm Web-saiipoton.
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1lonpoyliTe MPOSMTATS MoWTY PaZHBING DO rOKCiaM K, ¥eInTacs, H1o Coobite-
HISA OPKXOAT B BAUN MOSCTOBBI AWK M AOXOAAT 30 NOAYwTenA. e ¢ Ha-
CPOFKANI [0 YMONNGHHIO ICE AONKIO PAGOTATS DepiIo. B AuToueRltess bt pac-
CHOTPHM HEROTOPHIC CIIEAHAHIKLIE HICTPOTIKN, KOTOPHIE MOMOTYT CAGTATS Ba
NoNTORG Copsep 606 BEA0NACHSIN, KO PEATE HeM NPHCTYTATS X YTyuiiess-
M, WS WY RHO YiOCTOBEDHTECH, 10 PASOTAT GAIOBbI BADHIKT.

8.2.1. bezonacHocTs coobtueHnit

E-mail-cooBUIEHIs ACpCeLTAIONesT 10 CeTH B BWAE wHCTORO Tekera. omn so-
YMUIULICHIHK TISPEXBATHT TaKE COOBIEHME, TO S KPOBiien CMORET Ero PoNk-
Tats. [lpi nupeaate KoHGUICHUALTOHOR MIKOpMALIMI 1EOBROTANO HENOML3-
eame UnihposTsMe.

HaWB0.168 [G1POCTpAIGCH i SCTOANM W ppOa s 1 iR Sme ane
amoTes:

O SIMIME (SecurerMultipurpose Tnternet Mail Fxtensions, Gesanacnbre wtorc-
UEALBIE PACTAPEHHA 21ENTDOIHOR MOar & et HTepHer) | avor o
2P WHGPOBEIA NOLISEIKMBAETSA & OCHOBHON MIONTORLLNH KTAEHTaNM Net-
SCUpe H erd KIOHAMH, FTO HUKIATMBACT HRKOTOPLIC OPAIIICEIS, BEb O BE
O I0BTEA PHBLIIH TOT6I0MATHCA HAEITHO STHMI TIPOTpAMMANT,

0 PGP — (iporpamma kposanks. HCIOTHYETCR 50 MY 0GTACTAX, 8 TOW
HGTE H B OOTOBBIX COOGINERWAX, DTOT CTAMAGPT MOIASPRMICT GOALIIGE
KQIMKECTBO TIOUTOBHIX KIMEHTOR. CYIIECTAYET HECKObKD peanwiaimaii POP,
O MHOPHE CIENHATKETS! PEXONCHYKIT HCIO.h308aTh DDAy PG,
Uer, oxa tie nysiute apyrix, OToMY 4TO Bee PGP-KDUM HSNOALSYIT onAk 1
101 ke npwn, TTpocTo GruPG paspaSotara 3a npexenai CLIA, rae ywe
e TelieTEYET 32KOM 06 OrpAHHSCIK AL KII0H,

Tasitw ofipasow, st wHppyes ek cocButenna. Flo cam npoToxon padotaet bex

WHGPORBENL, TOOMy BCE NAPONT HEPCIAKITEN TIO CETH B SHETOM BILTE, 3 X To-

e HEOBXOIMMO JAUMTHTS, JL1 3TOMO MO0 HERGALIOBATL OIHIE H COBPKNGH:

fix cranaapros RFC 1734 (MDS APOP Challenge/Response), RFC 2095 (MDS

CRAM-HMAC Challenge/Response) i GpuEerHyTs & nowoun stunnel.

8.3. MonesHbie KoMaKabl

JiAuaiiTe pAzCMOTDHM NEROTOPMIE KOM A3 (A, KOTOPME IKMOY 1 M 1 a)MCHRACT-
pHposarisk sendmail-cepaepa:

00 ovtsta: — NOKATT, COCTOAHHE XOLTOR, KOTOPHE KOZABHO AGOIaH € 10
KATSHBIM TICHTOR M CEPRCPON, Konarie SHIFEICH SkAHILIEHTON sendnall -bh,
KOTOPAN 110 YMOTHANKEO HEK MBHa;
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Horn & 21, 9 Wbt TOBOPITH © SQUId-IPAKCH-CEPHEPE, TO YIIONHITADN 7 © AFYTH
Hpriana, 1anphsiep, cache log A useregent log.

12.5.5. XKypHan Web-cepaepa

Ceppep Apache xprHNT cROM XypHans b daiian access.log w crror log, KaTopeic
NI 1§ AWPEKTOPM fvarlog/ittpd. FTH KyYPHATEN HOSROTAKIT YIHATS 0
HETHAHOSTY 1 A0CTYTIC HOILIORITENCH.

YO CTOPGHA Ky IANA TERCTODME U JIEFKO HHTagMLte. SIIOB0M Xaep MoKer
IPOCMOTPCTS X, A T, K. B KYPHIC COXPINAIOTCS MADIH, © KOTOPLI M TTOALIORA-
TEAH TIONYHATH ZOCTYT K CENBEPY, TO XTKED TETKO WX MOWET EIMMETHTS.
OrSTBCR COBCEM OT GeIeHNA AYPHATE Hensat, 110 Heofixosmo caendts nce
AMCIKKGE, OB 01 e G T0CTYTIEH SOYMLIIAEHIHKY. Kok MAHKMYM, A e~
18 HIMEHRIO DRCTIONOKEHIG KYTHAIA 110 YONHQHIED, 10 HOUM HADTIOTEHNTN
PEsko K10 cxoTprrr hamt hiipd conf, 3 xesyr Spa3y n KEIANOTH 10 YMOAHAKMIO,

Ecis JyHAIOR HEY, TO XAKED AYMEET, |10 OHA €1 KOMEHSL

Wrax, & aapoxsopin Avaclog/htipd cosasdte mycrwe daiim aceess_log,
socess log |, ncecss lop.2, access_log3, access_logd, crror log, crror g1,
eror_log.2, error_log3 w error_logd. JIns Soneiich npaeononofeecti &
MORHO TIOMECTUTS KOO PEATLHbIX AHROIR, skt yieH1ecs. i as et
a0l sidopwaun, 11pasia o AaTe WIMEHSHAT Tt O CTpOKaM BHYTpH datina
TIOUMBLICISIIK IOTKO YBHAAT, 4TO ATHHMC CTIHIE, RO HE OFATEC, 10 3d
WIhOpAALIS TOTLKO AN 07802 r1a3. THABHOE, UTOGL AATH WImeHERIE daiia i
opMHpOBIHIA 3AAMCER 3 Kew COBIATATNL

Jm Y1 IpOULersia COBIANHS MOROBHEIX R0 MO HE BREMA BKAICHATS YDt
784 D AUPEKTODMN N0 YMOTHTHHIO, 4TOGHL OHI HABPAT HHGOPMALNIE, 0 Moyrone
ancnone,

Tocae 3roro waerie AupekTin ErrorLog i CustomLog B datinc koudiryps-
uni Apache-copuepa hrtpd.conf, yKasap Apyryio AMpeKTopHIG S XpaERRR Kyp-
wance. Boy 1as0fi POCTOR MOTOD IGIOACT STYMAINTE: MOSTH CanIKICTEY
BOwmKoe,

12.5.6. Kro nuwer?

SAIUEHIO B KYPIAIE, HAXOINIMEDS B TPCKTOPII Far/log, BANKMEIOTES CHOUS
sysligd m Klogd, WO 1pOITaN e selup DK HAC HXEKE AR1OMITUHECKU 2Dy~
KIGHEIX. CEPRHGOE Bl YOWIATS TOIbKO nepanii, Thacepori astosanyera systogd
o110 1 wa sarpyany klogd. ECitn b UCTGI3YETe HIGTHDORIEAYIO SHCTCMY MK
TPOSTO He 1Y3K130TCRS 1 MPOTORAIMPORAITI COBLATHE, NPOHCKOIALAX 1 SHETe-
e, 1O MOKEIC OFKUOMITS T COPUACKS, S10fia OHt HC [QCKOTORANH TPONECEOp-
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Apache 274 DNS-copaiec 389
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2 capanerpu 275 o s e 393
2 opema socryma: o napre cepacpu 396
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- waroma HTTP 264
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ARP:
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Puc. 25, O copansa pasgena

B unaanotmen cinre auK WONT. MOKHO YKQ3aTH TouKy (NGHKY), KOTOPS
Gy AT XpAHMTECH B JAHHOM PasTEne

B 7afin, 2§ epesmeneHbt pasIENt, KOTODHIE MOKHD CO3IGBETh W 1IN IESHGHENIL
B Pa33UIHETX JCTPHYTHBAX HEKDTOPME 13 31WX PAAAEIOE MOFYT OTCYTCTBORATS

TaGnuna 2.1. Pasgen, KOTopME MOXHO COIARTE

Pasgon | Qaucanve

' Ocwosroit pagaen. Eonu s WIndows IpH §K393HAM AYTH K AN CHAHaNa
V<3HEASTCR iR WCAA, 9 NOTON MATKN BITPH 1170, TO 34ECE HAMANOM
senHeTCA Craut

in OeioniG HeonHAEHble HaAb CHCTeMLt

oot Daikne, HEOSXOAAMEIE ANA ATRYRKM CHCTEM! .
[idas T rpescrsoenms sppromsmenasyzsorers -
o S

s rorssnerosrrenn s

Gubnnorewm sapa OC ]
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B /aHtOM 0ff30pe Ktorteit A SATPOHY TOMLKO OCIOKL 10 €CI Bt TIOCNOTPHIE
aliss 0KYMEITAINM, TO YBHAMTE CLLE MHOFO bAPHANTOS PITOTEL ¢ KHOHOM -,
T. e, EYECTAYIOT GOALLINE BOIMOIIGETH MO YIPARISINIO NAKEROW, ECT 0N ¢
oTsereTyer NpaBiaay.

Hicrpo 15 Hasarn dop.
MAPOBZHITE NSO HyKHO C OHHCTKH BCECO COTepRHMOTO, JBIRITHCH HEbNs
NG OT ROTNOTO JANPETE 1) PEIPEIATH TOAKE TO. HTO L€ UANECET EPEID Lepeps,
CepBACIY, KOTOPISE MOT YT ORISITIICA D1ACHNDSI, RO GhiTh ACKTYIEM 0550
Tew, Komy 310 HEOGXOLANO, WA Teh, KOMY Bb1 0BEPSETE. XoT3, & HAIWEM et
NONAFATECS Wil H0 KOMO Hensh. BAL APYT MOKET, HE AE/DA TOTO, PICKPHITS Gek:
PETHYI 1 BOPMEHRD TIOYMLINCHHIMICY, WA NG MOTYT Garrt, KpocTD Y
JISHEL, W TOEIG A0BCPMBOCTS CHITDICI © BAMM 31310 LIYTKY.

ns coxpaneHiis WIMEHENHH B (pLables TAOKE HAID BHINONANTE CHEUMATHING:
BanIYI0 koMLY

B IEIOUER presl a1 EHALIY GTIERER AL 1

sereice iptusles save

4.12.2. MNepeappecayna

Jta prapeiseina nepeatpecauii ¢ NOVONLIO iplables uyio mancuwTL. cae-
e kovaTiy

iplibiles R ECRIBRD -6 WL ) ERSINALG

B mamigii <poKe 103BORACTCY HEPEApECaIN HA whrepiheic pppd. C HoNoLY
Rapamepe —4 vibn Tpeliyes fparazh IP-aapec OIMPABMASA, T. G, BKIOTEN
aaCKAPO I,

Denu eat Wemo3kayeTe THGHCTALMG ceremx azpecon (NAT. Network Addu
‘Translation), 10 XOMAIL18 MOKST DLFAAICTs CACTYKNUMN 0GpatoN

iptables - nar B FORKARS -5 Lood - ) MASCUERALE

Kitom =t . yKERST H HEOGXO1MORT HMpY IATE MOTYAD iptebla_et. Kew
31 B TAMPYAEH, TO STO NETKO SACTATE BPYHHYIO € HOMONGHD Cie AYKNISH KoMK K
roprate *piabTe_na

Losanie_nat — 310 ORI #APA. KOTOPLI MOBOTHET ceTenoNy PNy par
CNAT.

4.12.3. Npumepsl KouchurypuposaHus iptables

51 e Syy TI0IPOGHO OETAWIRIMBETECH 112 OTIICAIIHA PSINY T X TRIPTOB, NET
My HTO. LS © 114X QBRI TPII PAGSMOTCHIH pOrpaNMet ipchains. Mes ose
KOPOTKO PACCMOTPHM CISIEIME PAATMARLIX THIBK,
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KATBHLIN NONTORSIM ACUKKOM, Ky 14 AMHHHCTPATOPA FOOE TIOMWMNO GPHELIE
10X E-niail NOAGIIOT 3BeEnHA N G23004CTHOTT. Ecai Dbl PGOTHETE B KOUSO~
4 Yeunenss cooGuterie THIA "YOu hive nesw mail", 7O 3T0 Gikasaes, w0 b Ba
UK B MOKATSHOH MPERTOPHY O Hosoe cooSuietme, JITR €ro Gposepit
I BGETD HCMOTEIORTH ITONBIT Kl HCHT

HIAK, GOMANAM HORYHD YAICTIIYHO aNMHGE, ATOB MORHO Ghi70 B YI0GHON Buae
wurats coobmctsa o SeaonaciocTh. WlesxknTe xHonky Add, K nepeq Baxi no-
ToR OKHO SwGopa THIA cepuepa. YXwkKTe THn awkka Local mailbox n Ha-
Xure 510Ky OK. Bl ynHINTE OKHO COVIAMIN HOBOTO BXKAYHTA, KAK Ha P 8.4,

oy oo %

o

ool ype: ocal aszamt

s -_—

e (o —

g e
& et e T T—
-

v

¢ eom

& Mot e cam

I Earioe bom Creck Mot
T Enele vl mall chacking

f R - ]
Brconmans [ —

) e )

Puc. 8.4, Ok Kactposk akkayuta Local Maihox

3060k HOOBXDINMO THTIGTHHTE CHEAYIOLME TIOAK
O Nutme — uiss 3anivick, MOKET GLIT, TOBHIM

0 Loeation — pacnonoicine 30Kaautore anlia, o yMOMSHIO Bce ALMKH
XPAHATEH B AMDERTOpUN Aar/spoOmAIlAMA, FIC WNT — STO MM 101b308E-
et JITA BAMHHHCTPITOPE root paaettielike GyaeT /var/spoal/mailiraot.

QETaTuHIE NAPANETP, Fate BTETD, QGTAOTEH AAEHILNI MO YWOTIBKI, SCTS
RMHHCTPATOP e HATHODII Hec0=r0 OCO5OrO B KOKGHF YA
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12.5.4. XXypHan npokcu-cepsepa squid

OcHoBHAM KYPHATOM MpoKcU-cepBepa squid aeaserca varflogisquid/aceess.log
11 exc 101 AT, & KOTONOM KRR CTPOKE COCTONT U CIIEAYHOIUAN 1GTER

0 Bpews Ha¥aNA COEMMHENWA WK COBITUR;
01 WpOROTAATERHOCTS CecCin;
0 IP-anpec mrenta;

1 pesyniTaT oGpaBaTKH HApaca. 3a6Ch MOKET GuITL OINO Y CREAYIOIS G-
el

* 7on_pTY B KoIE HARIEL HYINAR KO,

o e NS LU 11T — OBLENT KaLMPOBAN LETATYBNO, NOAY SR OLIWEKA TP
ero aanpos

o 7L 155 — OBbEKT He HaliaeH B Katne;
o 2O CENTED— OTKED B OBCIYAMHBEHHH 34TPOCA;
& nCe_EXPIRZD— OBTeRT HalineH, HO yoTapen;

LIE_AEERESH — HANPOLIEHO MPMHYITENLHOE GBHOBIEHHES

 TCP BERESH KIT— UpH MOMMTKE OGHOBTCHNS copsep cooBiMA, 11O ot
XT e nIMEIICE;

o LZP_RIRESH LSS — NOGIE UOATRN OHORIEHHA CEPICD REPHYSI WORy
sepenro fwerTa

 TCP_AETRES H17— MOCTE OGHOBMEHHR BUIACHKNOCE, STO OBBEKT © Kaiie
caemty

« TOR_RAF_FATL_ATT— OBLEKT a Konia YETapeN, 3 HOBYRO BEpCv0 ATy
He yranoce;

* TCP_SAPERCL — OBERT MK IIKOZHTSOR B KOLLE, 10 OFC e WAREIE:

KOMSECTRO AT, 1Oy eI KHEHTOM;

oa

METOZ 2MPOLA — LT, A5, WA) WM TCP_ODE

URL-agpee 3a0paluiBaeMoro obbeTa;
none ident (atar”
PERYILTET JMPOCE K APYTHN KIDAM:

, €M HeNOLTyIHO),

oo

o eapEe:

i1 — oBhexT Hafie

 ERENT 03 1T OBGFCT — offnexT Haitaen 1 posBpauten B UDP-3aiipoce;
@ DIRECT -+ OFEKT AATPOUIEH C OPUTHIRNSHOTD CEPBEDA;
1 1 conepinnoro MIME.
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7.7.3. CekpeThbl u coBeTH

Ktk 5o GXKYPATHO MPOTPAMMHET He fTHCAn CLEHAPHIM, KA Dot Hb1 WX HE AR
© FIOMOIEoN) CTTEIHATAHBIX WO, HEIIIORS NPEANPHARTS JOMOTMHTCILHSLE e
put BesomacioeTh, BT CUtc PAA MAPANCTPOB, KOTOPEIMK MOKKO BOCTOMLA0BT:
8 N8 ITHX UEAeR. B J8KHOM PXIICIE A COGPAT HEBOTGIE PEROMEHTTUNN, K-
TOPEIS M MlOMOTYT EACRATI HEOBXOTUMBIE HACTPORK,

OrpanuueHue cuonapues

BO-TEPBAIX, OIPIHMALTE BRTIOANCIME C1IEIIAPHCE TOKKO OTACLHOR TUPEKTOPE
el Hanie woen o 310 raranor egi-hin, Ot % BHIET CHETEMY, @ KOTopail am
THX GCACH AIVHNACTPITOP YKASL) KODHEBOR KATATOT, w70 M103BOT%H0 XpaHIT
SueHApHI, T YTOTHO. He CTOWT TIOBTOPAT: 5TY OUMGKY, TioToMy 4T b GHCTEN:
MOTYT G6iTe PA2THUHbIE 1POTPANMEL, Kamuicantae ta Perl,  OIH aoToKkHU Bm
NeTOCTYTHE T8 BemaTHEHA Ka Web-teprepe.

PeaepaHbie Koman

Hukoria e coxparaiiTe PescpeHLIe KOTHH CUSHIDUES & KATANONX, KOSy
Web~cepeepaw. Paccuotpum mpiviep. EGTH a ceprepe ooth PHP-ckpunTs, 10
TIONES0BEICIN BWIAT TOAKO PElyALTAT W, DLIMOANEI s, UToD NoEMOTRET, B
Xl KOy, XaKEpY 1CoDXOMM DOUTYN K CepacpY, Hanpumep FTP win Tehe,
T. K €opoep Apache 11e NEpETET TAKHX AHHLIX KIHCHTY.

Tlepen Test KK BHOCKTS MIMEIICIINA & CUSHAPUA, 1POrPaMMUCTL DIOBAT CoMaRAn
HO CEPEEPE PEICPEHbIC KONHN, 4TOTB R CAYWIC GUMTKH MO GLUIO BT
BTG GTapyo, HO PAGOMYIO BLPEIO. JUTA JTOMD Oeth HACTO COTEPIOE Dl
KOUHDYETCA & TOT Ate KETANOT, N0 TeM e FMEHEM, HO © ADYTIIN PACLIPENUCS,
wanpyiep, old Han bak (KanBonee HACTD BCTpEuAEMSIE).

TAKHG NPOTPAMMEL Y3 HC BHIONHAKITCS CPACPOM, 1 CCIM XAKEP SANPOCHT daiit
0 OH YRIAIT 210 UEXORMLIR KOZ, TS 10NOHCT TLICTPEE WATTH OIDNGKH B CHOHY
vax,

KOTAQ MMOYMEMINCHAMK HOTIGAYET CUSHADUR KA CCORCPS, TO HHKTO B W
QACT ApOCPUTL lawMe pespRioR xonh, [OTYOTUM, NTO ¥ B3 &
Qi www.ervernume.comfindex.php,  xakep | nompofyer  sarpymm
www.servername.com/index.bak wiut wwiw.serveraame.com/index.old, 11z -
Gurenbck caliTX TaKHe EEPCHM BCTPENAIOTEA O'IeAE MacTo. He aonyzkaiire o
206HEIX TpoMAXOR.

TkoBoli COEUHAINCT 1O BE20TACTIOCTH J0EHE JATCTHT) NONLIOBETEIN P
© pe3epRHLIAH KOTUAMH, CKOMMO Gkl Ml He TOBOPWAN MPOTPAMMHCTAM O 0
UTO Hells3% JEPIAT K1 CEPREPE HAIETO MULIHELD, OM BCE PUBHO POAGIANT
370 A6AATS, NOTOMY 470 i Tax Y2000, 11211a 3072118 — CHETATH XPAHEHHE 31X
KON GOTACHLIMA, T. . JAIDETHTE AOCTYN €0 CTOROHEL Web-RANEHTOD.
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Xywe a8 GesonackocTy, ellores enuiio, 370 MANE IPOFPaMMal i AOTOIEH
resHuE pOBACYE. TeRTOBRI Ekim K THCGYCT CTOILKG PELYDEON, PABOTIE
MCHBIIC YIWINT, & SN, Oh BlacTpee 1 GeaoracHee.

Eca HeMHOTO OTYCTHTLCA HIfie, 10 51 YBWAWT CTIHCOK B0eX. (baflans & CHCTeNe
¢ yerenoeeunbIMR Srana SULD 1 SGID. Tipn nenom.sosauih mporpanuu kst
HET CMBIGA COMOCTONTEAEHO SAHHMATLCN NNOHCXAMH NOTEHIHATEHO OMACHLIX MPo-
rpanm.

Eanie HEMHOTO HILKE WIET SIHCOK OBLIEROCTYMHAIX (iainon:

This 1s a list of werld writable filos
vaz/LibiTenE /25 R

Fearions . cacte/arzntve/iaden. atnl
fvazt/ola Joacke foategor 1os fca_ogery. oqt
Feaiioss/bealjcachefcunesories/ ndex htal
Foaxfons Err] Cache o Load i deam 195071
fvasss/hial foackefSomland/denlond-3-t gl

Fenr b ek e e oad A ond- 11 o

10 Te PAAT, KOTOPLIE HMEIOT ITPABD HIMENHTL, HOGLI HONIOBITENTH CHCTLIM,
STEKE € MAHMMATE1IMA IPIBIH,

Tlasiee HneT CrACOR BUFTOR, B KOTOPLIE MOTY ! ITACATE HOTH3OLATEIH KARAX-INGD
Py, TIpoBepe (e, BOTMORKO, 11C BCeN TIOILABATEAM HYSKIO JABETS TAKOH T
Tye. B Wicane TAKNX 3aneed B0OGUE e OTAHO Bitk, B A060 baiit A0TRHY
WMET] 1pABD MHCATh TOTERO BIATETLS! WTH, B KPARHCM CAYYAE, HOTKIOBITENH
[y ——

OTae11a Y20GHIBE H NETKD AATAIITCA, (10 1 CAMOM KOHLE 1I03IMIHETCH IOKKQ JErT.
TIyCTE ORa 1 HEGOMLILAR, 10 O €CT, T1poI PaNSe1 NOKEMMALT HEMeHeR s 1 fall-
0ROl CHETENS ¢ MOMEHTA NG 0 FanyCica. BT 1Y paioBpaTses ¢ sekbo
Ouett CTOKHO. MHGOPMALIHT BLIBGAATCA KAK YTOANG, A BCTh Y1001rce Shind pis
AATE MOTAPURALHA 1O CTECHM OIIGEHOCT. Hanpuwep, Yaacn il win -
Gannciull ¢ pajaene /tMP GaILA We TAK BIISH, IGTOMY HTO 1AM WENENEHHA TR
HCXOST TOHHAMI KIKIBIE MATE MUKYT, A BOT B, HTO KACACTSH PiLiaeia fete, it
MHOTO OMACHEE, M 3TH 3AIHOM HYIKHO BELGEATL.

12.3.2. bastille

Ipoexr bastille (htep://bastille-linux.soureeforge.net!) cyuecTeyer yoxe 18 1
coagan cnewsanrcTaMa 1O Gesonaciocr Linux. PaspaboTansk coSupanch k-
nicars caoia eepemo OC, warapas Gyt Guiee Geaomicofi, Ho, BAALMO, He pac-
cukTann caon e, | wa bastille, Tax v Xoweren cazart: "JKaTultl
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16_suppors = 0 idefale 16-bit)
omaskiry = 0 ioff;
using_dne — 1 (or)

kespsettings - © (07F)
candonly = 0

veadanead ~ 8 ion)
geometry  — 2083/255/63, secturs - 32515563, start = 1023160

B 37O HEOPMALH ECTS MHORO HHTEPECHORO:

) sl conne — KOAWITEOTHO CIOK, “HTAEMLX 3 OMH TAKT. T8 OMUMa ORI
6LITs BKIHONEH, & KETITENLHO YCTHOBHTE aHaEHKe 128, DTO MOKET noBI-
T, TPORIBOANTENHOCTS Ha 30—50 %, JLIE W3MEHEHMS THASEHRS HOAONLTY-
€753 KIHOY X, F26 % — 57O YOTAHABTHEBACNOE SHAEHE;

0 uzing_dna — pesnm DMA. Jlin BicticrieHs WCHD:AYeTCR KON 5L

1 10,_support — PEXAM 10CTYIA K HCKy, TI0 YORAMHIO CTOKT 16-Sirrinti, Ho
celluac yie MOKHO HCTOMKIOKATH 32-GiThbtl pext. JITn BRTHOMEHIN UC-
MOTmyeToR KON c3.

310 OSHOBMHE TP NIADAMETPA, KOTOPUE WOTYT PERNEHO TIOBEICHTS MPOWSEO -

TeAbHOCTS. ViTak, AaBAliTe YCTIHOBMM SHNCHH B COOTEETCTBNH C VKAIHHBOA

Bt pokowenaatnANK. JUiR STOrO BUNOMAHTE KIMANSY:

bdparn w2813 /der/nda

Kak DRIHTE, Mol NPOCTO TIEPEMICTIAMN BOE KTOH H YK&SaH IHCK /dev/u, O5-

PATATE BiiaKHe, YTO pH ONPERCTEMM YCTPORCTSA He CTOWT HHKakiX mAdp,

KOTOPLE YKaz6i8aTH G5t A PA3Aed, . K. JOCTYTL MOKHO USNEHITS TOTHRO RECT-
KoMy AuGH 8 UEOM.

Tl001e MaMCHEHIE 1TAPAMETIOB HX HEOBXOUEMO COXPAIHTE C IOMOILID KOWAH
sz -1 /e nda

Tlocre 5Toro ¢HOBA BHNOTHATE KOMIHAY TECTHPCBIHi CKOPOTH PASOTH AHCKA
bparn ¢ /dev/

TIOMUMO TOrO, HTO BEI YBWIENH C NOMOLIBKO KOMAHAM hdparr: /dev/hda2, NORRAI-
5 GUlIE OAMB NAPAMETP — PEAHM KICTYNA, B HACTOALLEE RPEMA NOEPRHRAETLR
Tom pemasa ATA 33/66/100, ChepaTeon ¢ TorymenTawielh Ha XecTknlt Lk,
TOGbL y3HATS, HTO OH TIONASPIKHBIET.

LU eMeHI peAHMa UCOMLAYETCR KILOW X
71 X34 — ATAIY:

0 X683 — ATAGS;

21 X69 — ATAL00.
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B2 BPEMA TIDOBEPKH KLl SHILTHTE HPHALPHO CAAYINIK TEKCT Ha DKPANE:

aystem Lifammal ion
wnniny e los
nning chackphas moduis

et adsle

L e chack your wrask o file perms
JediTying txles on the syaser

Tlaka €108 0 BeroaCHOET dreyrCTuyLT, oIk MEQUPYANIA © TOM, 570 CKa-
Fupusanoch. Bee CaMOe METEDECHOE MOCIE TECTHPORIHI MOIKHO HOATH b hafin:
Jsat-D.9.2tgz/lsatout. S rporna’ 31y wporpay Ha CHTCME Spasy mOCIE YoTa-
WOEKH 1 MOy IOKYMCHT pazstepom 190 KGai, Taiossr oGpdoN, 0T KAl 4ex
TOAYNATL 1 70 HaYHATE B BaLIEi] SHETENE,

B BuixoaHoN aiine o KaAIETe MOKECTIO CORCTOR, TAK, 1 CaNOY HASATS MO~
1 VEHTETS POKOMCHAALIMH 1D IKCTAN, KOTOPHIE HYAHO YATHTE:

Rfamutilsn, 3,345
plienta-3.9,14-5

Sendnai-denel -8, 1L =LAt
serdatl o 6-15.a50
phind-1.

it

B caniow e, HEKOTOPLIE I12KCTS! MOHD (THEGTH K pRPIIY HC K TIEHK-
verx. 11anpiryep. & Mporpie Sendmail PEryRapHo KANOART OUKBSH, 1HOTOMY
It rpe AT Cro o,

B sbtonfiom it M oCHE HOHDABARACH ALTICh:

afacit init laver is no: sk o b O

S S s

iypomens sarpy

Modi ypanchn, surpyacn paben S (vexcioanil peain) i Uporfasa coofitiet, 4o
310 xopouse. Papaliormk IStat focirmast, 1t saipysa B PARICCKON PRI
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1 nes.pve. ip7reg_high thresh — ONPEIENAET MAKCHMATHHOE KOMHHECTEO ni
MATH (MO YMOTHGHMKO 262144), BLUIGTAEMOS ATTH COOPKH (IpOPNERTHPOBAHHLIK
nakeroe, Boni suaverne npessiuieno, 10 OC HAYMHACT OTOPACIATI NAKETE
Taki 0BPaI0M, XTKED MOKET 30KUAATH CCPEED GOTHUIMM KOMM-ICTTEOM My~
GOPHEIX COOBIIEHIIE, M TOT BONLIE He GYAET BulfONHAT, AeGpArMeNTALMIT;

0 et e, ipt cag_tans — ONPEACTNET BPEMS XPAHEHTH (pATMEHTUDORIHNILX
naxeroe 2 xswe. Mo yMOIaHMO WorOMBsyETon shmenwe 30 cenysa, 910
GHeHE MHOTO, 53 370 BpEMs XAKED COXET WAGPOCATL Beck K311, B Cnywae T
K 1A CHCTEMY CTEIYET MORN3ITE 300 3HAUCHE 10 20, 870 1 10 10 CERYR

3 net. 1pve. tep_syncooktzs — npooRas texy DoS, a PeKOMENIYIO BRUOWHTL
3707 napaveTp, OBk AMATHTLG oT aTakit SYN flood, mpi KoTOpG Ha Cep-
Bep HANPABAAETER GOTBIOE KOTHYECTED NAKETOS C SANDOCOM HA COERHHEHHE.
Xawep YCTAHARTHERLT 5 12KETAX TowHrall OOPATHB alipec, 1 Cepien ey
COSIMHCHIR OT HCCYIMESTRYKOLIAX. WAH HINETO HE HOAOSPCERIOUTA KOMMLI0-
Tepos. TaxHM OGP0, NETKO UPEBLLIIACTCR MAKEHMATLHO AOMYCTIMOS KO-
e —

Tlapanerpos AP O4EHs MHORO, H POCMATRHERTS 2CE Mhl HE Byzew. ConeTy
OBPRTHTECA K AOKYMEHTALAH.

14.11.2. Tionusr HDD

Jonroe spema & OC Linux Ata A0CTYND & KECTKOMY AMOKY GHiN OTKIKNICHD 1
e nosuepiia DMA (Direct Memory Access, Hpswoi 20Ty & maaTi), xom
T ROIWORHOUTE CYIECTRYET 10414 KO ROEX WETCPMHCKIX ILIATIX CULE €O o~
MR I1CPBIX KOMTIOTCPOR ¢ mponcceopom Pentium, OC ne nenonusosana DMA
B HeARX COBMECTAMOCTH ¢ G0Miee CTADHMI KOMIILIOTEpaNH, NOITOMY hYHKIN
IPHXOII0EE BIIOHATS CHMOCTORTENbHO.

R corpeschtis ancrpulyrieax noicpxka DMA yie smotcra, Ho paGory
BMSECTE] MORHD GG OTTHMHIMDOBATL, JI1n TECTAPORARMS M HECTPONKy KECT
Koro juicKa uenoayerca yra hdparm. Jli onpexencain ckopocr paSotta
AMEKA BHIOTHHTE KOMAHAY © KIGHOM —r;

hdpamm -t fde/nda

B o786t 3 nomyuwTe coobmese THma:
aiok &

Tincng batt 9 84 1B 12 3.02 seconds = 21,198 xue

TlonpoByfiTe & KAUECTAE HAPANETRA YKA2TS PaSE:
hapam /ce/hdaz
B pesyautare ByayT BLIBE1EHRI IAPIMETHH FKECTKONO TUCKA:

Jaerinda:
teotnt

123 fom)





index-29_1.png
Becsorue 29

e Ky APOCTIAX MOALIOBATEISH ¢ BOIMAMMI WPITHACT AN # OHCHUHBOIE
607, BT MNCHHO I W K20 TPOSHHT

TpomHCKaR APOTPAMYA COCTONT MY ABYX HACTeli — KMMEHT W cepaep. Cepeep
YA TOIGPOCHTS 10 KOMTILIOTED KEPTSLI 1 ACTABUTG 270 3AYCTHTY haiin. a-
4G HCCTQ TPOAHEKIR RPOTPANAA IOIVICH BACTER s QTOTATPYIKY M CTAPTYET HHC
Gre ¢ OC 1 1ipH HTON HEBAMETHA & cheTee. TTOGHC HTORO Bt NOAKIIONACTCCE K
CepriepHOll OCTH ¢ TONOILIRID XIHEKTA 1 BLIIOANAETE JATOKEKHbIE B APOTPINIMY
ZEfIGTEA. HATPHNCP, TEPESATPYSKA KON ALITCPA, BOPOBCTBO AIPONEHt T 1,

Kus 1abpacianart, tponexyta fporpany? Cambifl paciipoctpanenndi ¢nocod
nosToRsit anuik. TIROCTO 1AETE HCTOIHAEMONY (il CEpBEpHOR HACTH KIKoE-
ey IpeGTIeI0E A W ripanasere coolmenas weprne. B Tecns
1HCHMR SOITSHA FHITS MEKHC, 1HO TAMIHSMIE (DTSR FTYCTHTR NPKPEDICE
6l P, 70 7O Ke CAMOE, 10  PACIPOCTPANERHE BHPYSOB, HCENA © KOTO-
PLMU MBI BHIUM KDKIbI TeHb B CBOMX AUMMKDX. ECTA TIOM30BATEND ATYCTHT
CepREPIYIO HACTH, TO CMHTIRIC, HTO Kbl CTATH IWIPEN 18 €0 KovIMTEpe. Tereph
B BY1ET J0CTYIIHO Le, HTO MOXET A4 BAC SAEATS GoeBoli koMb,

Toitn TPOAKCKAT (POTPANYA HANPABTEITA HA BOPOBCTEO NAPOMEL, TO 10CTE 32pa-
XeHUt OHI MOAET HEMETHO 7% HOTAOKAIENS THEAITI 114CEMO ¢ paibiom 1ia-
poseit wa onpeacenmeit Fail-aapee. Mpofw ek waxomn e apecs
{2 Hovomer OTIATNN PWIDKCHIE, HO KO JTOM BCE OCTABTHEAETCA, Ipogec-
CHOWANLHEIC Xacepbd HC TTYTIBI 1 ;UTA TOORHCKHE TIPOTPaNM PETHETPUPYIOT RO4TO-
Riie aTpeca Ka DeCrINATHIX CEpRICAS, 1IpH STON YREIMBIE e IORTAN hipophia-
I8 O I AAETLC. BHYMbILICHHMK SAHOAMT 1N OB RITIMK ALt BORETCT 1O
£ WEIMET 1CEM € 1APOMANH TOTHKO HEDES ANOHUMHEIA NPOKCH-CENBEp, 1 Y-
T P 1P-ATPec 4 A0EIRA CTROTH €A OVEtm CORIA,

TR 1O GRS PACIPOS SN 1353 TOT, 161 K 4HCIT 1 AP
p# COBIOACHHM HPOGTAIN IPABIT AONAMHOCTH pescrwd, Tpm STow Herommia
BAHHC CaM X 1DOYPAN CTANO 1 (DHAKTHEHHM SIHATHEN.

OMACHOCTE, KITOPYIO T&ST b Cee TPOHCKNE NPOTpANAS!, TIOATEEPKIALTER H TEN,
10 GOTHUIMHCTES. AHTUBHPYCHLX 1IPONPAMM CEUIH CKAMMPEN Th B T0.1DKO HA
JaTAHE THpyCon, Ho 1 TPORHON. TTANPAMCD. dHTMBWPFCHEIC HPOTPAMMM HiEATH-
dmupyaor Back Orifice, xak Bupyc Win32.BO.

1.1.6. Denial of Service

Cavan CIYAR ATAKA, KOTOPYI NOTNH HPWFMAT YAKCPH, — AR OUKaH OF ofi-
cayamsanua (DoS). 3aKINGHITTER OHQ I8 TOM, HEOGH SACTERMTS CEPBED He OTBENATE
0 SanpOCH. Kak 970 MOPKHO GHGTATE? DSt S9CTO THKORO PEIyILTATA A0GHG-
TOTCH € HOMONILIO JAURKTHEARYA PABOTH. HANpwKep, CCun Cepnep e NpoBepseT
KOPPEKTHOCTS BOALLAX TH4KETOR, T0 XAREP MOAET CREIA TAKOH AANPOE, K310~
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FRET oy - s aoybers  aup > ey

Chain omp 10 refererces):

Hepe3 GALTOM, OTHCAMIILIS 5 70N PASHG, IPUTYCKAIOTCA NOBHIE RAKETH, e
AWACUNOLTA OF BHTERGRRICE, T Borlbluking BC CI3HACH 510 URPIDIAIL, KO TEw
(loopback, BCer.ia yXATHCT K ALY MAWIHY), UL BCCTO, HE YAAdETER B
LIHTE, e MOAHO HCIISLIBUBATL TILKD A0KATLAO, M UM OJMH XAKCP HE CHORTT
HOTKIGKHTLCH ACPE3 0T BTy Ao wetrepderic oo, Bronwe ot
KM Byliet pRPEIIMT 1 Beg wakeTL Gepes foopback:

ipahaing A saput i 1o L AGIEST
panzing A owipnb ! Lo o) AUIEET

BOILUIAICTIO0 AIMHINCIPOPUR e JI05AT O1KPRIITE RCNHMIA AQUTYTE o)
Loapback, 0TGN ST HQUHTHKH BIEINETO H BPTYAIbHORD HiTepieiicos Syt
PEIMUATRC. B 70N LyadC TECTHPOBAIING CETEMX MPOTPANM ¥CIORIISTEL
FIPOBEPHD EpOrpaNvY 4cput 10, HET [APAITuK, 4TO O GYIET (yHKIIOHMPOBATS
© YLRZHHBRNH UOUKIHGE MM, Kb S MOTSE HOWERIATh HOPYL b padoie
HITPLE GCTEBORO IKpa,

4.11.3. Mpumepbl yRaneHus ipchains-npasun

HonpoByenw Tt Zoemyn & FIT i Upvice yiuusenns smtcel w1 1enonsn
Saput, 5 creMATMIG WHEpAI B KasecTee 00paIIA FTD-CepBuT, mUTOMY 0 on
TPEYCE 8 CTPANY CUMZANHAL W DY COBCPUIEHIM O1IEIANA HYANO GHITh bYeth
HATCAbbIM, HO BOKIAKY Ry 561 HONHHTS CUCASIONIHG KOV

zazing
ponain

npin 2

TIoKa He Cuettre 410 Aesarh, Kion -0 CBUAEE.C1ay€1 O HEOBXOANMOCL 8 Yai-
2chut npanvana. TIoGaC 116K YKUsaNA LENOAKA, € KDTOPOR 1A TIPOIBEETH 078
AL, W HOMCD Tafkcl, OOpATHTE BIIMNANKE 1A NOCISHORTCILEOCTS YIATEH
B gakoN npkvEpe (Cirauana 1, a norow 2 ankce). Hiuera ne sy’

Fica BBTOTIHATS (EPEYSO CIDOLY H NOTOM IPOSNOTHOTE COICPRKMIOD LENHH
TS, O b PEAYNTATE Acbl Uy

Chain Lt (piice DI

arzor meel cpn senn tiien pats
RUERT by - i Slenorn any > fen
BRI ron - Plasewrzu awg - Uiy

Crpoxa A4 HOPTA fp-data OTeyTErBYET, KO OCTATLHEAE SATHCH CHECTIEACH. H 1Y
BUOR SN KOMIL1F $pchaing D irouc 2 Mbl YIATHM PUIpEIEItE I0% hi
Caprcp, @ A9GTYI K Hip-MOPTY OCTANSTCA, 70 MOIKIIO MEPEAIITh, KOFTa Tanceh
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12.4.1. Klaxon

Camalt 1poctoi W wbdecrannofi  wmincres  ymetma Klaxon  (hiip:
www.eng.auburn edu/users/dougisecond.hitmt). OHi ceant % nekcromstye-
AR CHETEWR TOPTAMM 1 1D OPANICHAA 1 HIK IATACTES ONPCACI, B0
BOTHORHYK AHGOPMAUIIO O CralmpyTomem IP-:1pCCe  COXDAHKTS C& B AYHATE

TIpOrpaina YETaHARAKOALTCA SOETATDAHO MPOCTa, B KARAMIYpRLOHHLE (el
Jete/ineta.canf Hy AHO AOBABHTE TPORK, KX HIKIKINO & NPHSEDE:

W1 testing counteciilellige

roxes sTresm top newsit vaot /atc/lscaliklaxon klaxon sexec
ink strem top nosall rest

en Liak

Supdip stresm tep aousit Toor o1 /klaxon klaxor. sandup
©flp dgeem adp wall reot /Jelc/local/K.axon Klaxon ©

TIoApazyMEBIETE, HTO TPOTPAMMA YCTOHONIIIA 1 MpEKTOpHK fetc/localiklaxon.
OUACAHHELS B KOWHTYPAMOHKOM (askie cepiuchs repesampaniaICs i klaxon,
Bt CMOKETE KOHTPOAMPOBATS, KOFI 4 KTO TITATGH OBPATHTHCA X HIM. Peanisi
1M GEPBNCHT HE JOTHM HCMOTLIOBATECA D CHSTENE, ¥ COOTHETOTRYIONIA NopT
otwpinaet oporpata klaxon, n ectn oBpatieHie noe e G110, 10 370, CKOpEe
BCCI0, CRAHUDOBIHNE SUTH KE MOMLITKA KATCMA, [POCT Tk Ha HEUCHON3YE:
Mbid 1OpT HIKTO TOATIONATEG e GyTeT.

Takoif METOT XOPOUI TEM, “TO, HAMPANCD, CLPEAC TEXEC (YARNEHHOE BUNOTENAE
KQVRIL) He HYRCH UONTBSOBATCTAN, & CFO G4CHE HASTO HISYT XaReRhl 414 (POMK:
HoseHIA B enCTevy. Hella © oupencicHHOT0 NCCa BHIAE NOMEITKA (AYeTS i te
YARTHaR) OBPATHTICH K FEXeX, MUKHO BATTS HI FAMETKY 370 CobuTHe 1 0T 1P 1
YaemTe esry Gonnne mimans

ST pexomenazto yoruosHs klaxar s chereve He Gonee sex wa 3-—3 copnea, 1o
LOMY HT0 CAHLIKOM BORLINOG KOTHILCTED 1OPTOB ELOBET FOATIPEHAE ¥ IETON-
ritea. K oy e, ecan klaxon B3MCT Ha oBcayRiBRHE Gonee 5 napioD, T
MFOFOKPATHOR CIKAIIVPOBZHHC WITKET 01 HAT AINIIHWE PECYCHT CHETENL, BT Ca3
AT WCINIOGLAAR U MPODEACUMM yer Etinok ATaxk OTKAZA 07 OBSTYRHBINN,

12.4.2. PoriSentry

PAHAOE 52 TIPORPAMMA NPMHATICIENE KoMnakiH Psionic, o cefiac o
Wy SIONIC.COM DETET lia OAWH W PAYICTOB KOMRGHK Clsco, 1 yITHTH Tk
yixe HoT. 1o 5 HUTEpHETe ona G OCTATECS,  NOTHERH HEXU/HHIA KO HOKD
3416 ¢ caira bitpifisourcefarge.net/projects/sentrytools.
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ECan He CHHTATL KOMMEHTAPHES, B STON aliNe TOTBD OIHA CTPOKA, KOTOPEA O~
ET GbiTb NATEIHON — NocTe)ax. 1 BAMIEH CHETENE OHA WOKET SuTh 33K0MMEn-
THPOBZHA, HO L HCHOTWOBANTS AETOMATHHECKOD MOHTI(OBAHHH HEDBKMMA
6pate sax "4

'V KougHypauMOrHO eTpOkM crenyiowl BopmaT:

= wacrpomS

B 204HOM CTY40¢ TOUKOR MOHTHDOBZHIA BHICTYIACT WAPCKCTOpAR fmisc. 10 He-
NHORC SATPYAHSET PaBOTY, TIOTOMY HTO MpH PySHOM HOKAIOHEHMH MTONEAYETER
AMpEKTOpRR /mut. BIOPOR NapaneT onpeasiweT Kapry Sowrmpasanim. B -
oM enyae 370 Gaikn /cte/auto.mise. DOPNAT i HaHACHHE KA HEM-TO TOx0-
ket Ha haiin ete/fstab, KOTOPEI HEOTLYETER AN8 KOMBHASE mouee. COnEpAMMOR
{paiima fete/auto.miSe MOKHO yemaern b anornre 14.3

Llocieaith DIPMETp ——tiweout=65, IT0 BRSMA TPOCTOA. A B TeseHue aroro
MepIOIa & IMPEKTOPISH, HCONL3OEAHHON MO NOTKIICHEHHE, HE OYIET AKTHEHO-
T1, 70 YCTPOHICTBO BYACT PasMOHTHPOBAHO. TIo YNDIAHHIO YCTAHOBTENO 60 e~
Ky13. B GOTLLUIMHCTSE CIY40€D ITO BTIONHE TPHENIIEMOE SHIIEHHE.

soROTRARMA KA

Niucrunr 14.3. Conopimas daiina folclauto.mise
¥ $14: auro.misc,v 1.2 1897/10/06 21:52:04 bpa Exp §

# TBAS 15 a0 AUTCHOUALEr TEE Abd Lt has the FaTlwirg Fommt

¥ D70 KaPTA ABTCHORTHEOBANYS, KOTOPAA HMST CREIVABS bomiar:

# xey | -mount-options-separated-bymcoma | Josation

# Deleils nay be fowd In ke Aulols (S) narpage

¥ TOROMGMaT-HIED WSAOPYRIND MORHO SOMYBITL 3 MAT SALOfs

] ~£stypemia09680, 50, nosuid, nodev +faev/oiron

§ the following cntrics ave samplos te pique your inagiastlon
} CROIVEIGM 3ATMCH AMTAGDCA NEHREROMR rA
[ —————

#inax To,SOFt,INtr  btp.example.ory: /pub/Linex
[ Fatype—axtz </dev/htal
Heeepy -fstype=zute +/4u/1d0
hezopey -atypemsnt? + v/ ed0
tsatiopey ~fatyperauta v
#iaz -rarypasst + fee /s
Fremavable -farypeneurz «fgen/had

Teneps paccworpu conepikyoe Qalina fete/auto.misc. 3ech TOMMKO o4
€TpOKa Ge3 KOMMCHTPHS, KOTOpaS OTHCHBEAET KOMaNAM MoAKTodeHis CD-ROM
Avcka

4 -fstypasisot6so, ro, oss

d,nodev fdev/edzon
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Kopnupauas Miccosoft nasnwana zeaars OC 1o mpwaumny “mok G Grio
YROBHO", MOATOMY T0STATOHHO Ghuio IOAKTKOSHTY Thebyesbie kosTlosenTh. Ho
‘Tenepi, Windows CRaHOBTCA G KM (00N EGC GIOMHCE, BOALLIKCTEN YIOG-
HEX (R, OBCCRETHBAIOWIMK SAILKTY, NPOCTO OTKIIOUAIOTCS, 1 (P HEOBXO-
JAMOCTH uX TpAXOHTER oTkpuEaTs, B Linix see Sbizo HaoGopor, 31y OC co3na-
BRIM C oM 5pedTn "Niwuth Gba GoLio Gesonachee”,  TENEps TONFAIOTCA B GTONO-
fy HApADINBAHIS CepEHSat

YoficTee n Ges0nactocTh — Be CTOPONIN OAHGH MERLTH, NOITOMy TPOHIBOTH-
TN MPHXOIHTCR ‘em-To KEPTEOBATE,

1.1. ATakn xakepos

Tipesnae 9em 3HAKOMKTEA © LiNUX 1 ee TPHIKINENH GEIOMACHIOLTH, Mbt JOTAHIL
34T, Kak XAKEPHI MOTYT MPOHHKATH B CHCTENY. j1A TOTO 4500H SactmTuTS Che-
TeMy, HYXHO HMETS NPEICTABTEHHE O BOMMOIKHLIX ACACTIIRY T10YMbIULIGHHNKS.
JlaBaliTe NOZHAKDMMMC ¢ (POUECCOM KINOM KOMTWATEPA. Mbi /I 2HaTh,
O e JywiaRDT XEKEDb, s OKK AMUAT 1 70 eauT O, ToToKo TaK Ml CHOMEM
NOGTPWTS HENPECTYTHYIO MHAOPHALKOH HYIO CTEHY 1A GEPECPA KK GCTH

HeBomHoKNO 1aTh KONKDETIHE PEUenTYl B310won. B KaTilom ciytiae 310 Mpa-
e, XOTOpAEA ABHCHT OT CaMall CUCTEMbL i HECTPoek €¢ BesolicHocTy, Uane
BECTO 270K NPOHCXOIHT WEPE? OWNGKH B KIKIX-NKGO NPOTPANLEX, & KaKIbA
AIMHHICTPATOP MOXET HCTOILA0BATS PazTHHA LOGT

TToHEY KOTHHECTRD ATAK ¢ KAIGUIN IDAOM TUILKO YEENTARBaE e Panbilie Bt
WHhOPMAILAR O YRIOHMOCTAX XpaHICH ma JakpuTUX BRS (Bulletin Board
Systen, D1KTPORNAT 0CKa OGLADTEINTE) K BUMA JOCTYIING TS HITPUHILIM.
K TR KaTEropi OTHOCUHSE W XAKePH. MNHH GHH i COBSpUIATH GesHaKaiah-
HuE aTaki, TOTOMY 4TO YPOBSIk NPOSHEUCHIOLTH # OHNTHOCTH TAKKX JIOXEH
601 TOCTaTONHO BLICOK:

€ pyvoli CTOPOKb, HIHTH XAKEPLKUNG MUPE LOCTIANA B GCHOBHOS K2 AOBPOMOPS-
TO4HAIX DIOEH, U1 KUTOPI HCCIGAOOAUA © OBACTH CCIMACHOCTH He nens-
WAk b parpYLICEA.

B kactonuee ppew anopnalots o6 VIIBHNOCTIX JEXAT Ha KIKIOM YTy ¥ k-
CTCR AOCTORHMEN OuLeCTECHHOCTH. TENEPs BIOMON MOKET JaHMMATHCH KO
yromHo. TyT e soseres capoewTl Gopuon 18 ceoBoay mopauy; "Kak xe Ta
Moaymenocs?” TEPocTa Hpesepras chalio/ia » KoHLLE KOHUOR BETET K PAspyuc-
10, Ee1h OMPETENEHHIR KATECOPA AIOcH, KIIOPX XAGBOM He KOpNH, Jai €16~
Auby;ie HanacooTHTS. Ecni Henoneic, HeloakyR OBUIEIOSTYTHYIO HHHOPMAIAS,
1O/ ACTES STl CHAGOCTH, TO 0K NPEUDETTEA BO KUIOMIHKA
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7.8. Unpexcayua Web-cTpanuy,

% nocreanae. 10 neT MHTepie Paspoces 10 TAKHX PAswepoe, <70 HATH B Hem
01450 Bes XOpOWCHE MOMCKOBON CHETEMLL CTaN0 NesasMorHLIM, Tiepaiie cuc-
T 1POCTO HLTERCHAOAK CTPAIMIL 10 KX COEPRIOMY T NOTOM HCTORE30-
sk nonyeRHyio Baty ANHEEIX AT NONSKA, KOTOPu ARBAT O4eKb MPHOLIH-
T PEIYTLTATH, ECIH BBECTH B KA4ECTHE KOITERCTA Lino "ayic’, To Gyyer
TSP orfomHOE sOMIECTAO CAliton N0 AUIEBOH TPOMLITEHKOCTH 1 510
empemk6e i nyka. I3 GONLLIVECTEE SILIKOB COTh C0BA, KOTOPHIE HMEIOT KECKOTL-
10 eaMeHiT, W IO KMM MOHCK ATPYZNKTEnEN,

Tpo6izesa He TOTGKO B JEYCMDICICINOCTH HRKOTOPHIX G108, Fors MowecTRO
WHPOKO YNOTPLISCMAIX BPRACHIR, 110 KOTCPH TORE CROKHO NPOHIBECT
TOUHYED BbIGOPKY. B CBASH ¢ STHM NOWCKOBHIE CHGTEMbl CTATH PASBUBATECA, 1 Te-
EPl MOXKHO TOBABRTI B AMPOC PAZNAUEILIE NAPEMCTpYL. OAMOM U3 CRMAIX MO
X SRETES 1OUCKOBAY CHCTEN WWW.GagIE.COM. B Hell (ENHI0BaR0 MHOTO
OOIMOHOCTCH, TIOIROJARUINX CACHATS OUCK GonEe Toubin, Kams, 70 o
UKHCTBO TIONG30BATEAEH 1S OCOOH.IK 5, & BOT BIIOMLLHKI HIYUHIH 506 (YKL
WHCIGHESYIOT 1 CHOMK LUCTAY.

Onn 31 cansmrn MpoSTIX. CHOCOTOR EIOMA — HANTH © TOOILIBID MOHCKOBOH
GHTeNbI 3aKpHTYIO Web-CTpasL. HEKOTOpLIC CAlITUl HYCIOT SACSKPCHCHHbIC
G6MCTH, K KOTOPLIM J0CTYN OCYWICTAETO M0 Hapoo, CHORa S CTHOCKTCR
AT b2 PeSypELT, 1 AULATA OCHOBINA HA GPOBEPKE NIPONE NP BXOTE, A HE Hi
samre xuAToR STRANALE T HenoTDEdHAI ST, B s Giysasx Google sipo-
FHICKCHPYCT SAMPEWICHIIC CTPRHMILE, H K MokHO GYIET ADOCHOTDETD Hepes
nonces, JTAk STONO BOQTO L HAO 4€TKO SHATS, KAKAR MHGOPNILHR XDOHHTCA
Bgailae, 1 K3k MOKHO TOHHSE COCTARKTL G1POKY HIONCa.

€ oMo google.com ko @At JOSTATONNO BIKNME JAHHNIE, KOTODHE
GEPEITE OT TOTRI0BATENR, HO MO OUIHEKE AIMMISTPATOPE CTATH AOCTYRHLINN
a5 voLTOROHPyHOLCH Ml Google. BO BREWS MORCKA KYWKHO NPABIGTSHO 3~
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DIpACPANIMA TIPOREPACT CHOTENY M AbLILCT GISST, 3 XOTOPOTD Bl MOKETE Y3HAT
0 uaaennux cnaBocTax o OC, ¥ ecait omenaere, To bastille akTOMaTIMCKH
AT HCOBXOIAEIE MEpLI 110 YETPRHCHAIO YATEMMOCTH

BA50TA MPOTPaMMBl HACTOREKO TPOCTA W YAOBHA, WTD K AWKE Tie SYIY €2 ortchi-
wn. B onse 07 oaubies cpeact, bastille vorker paGoratt fe TOMbR 6 Tek-
CIOBOM, HO 1 & FpARNCCKON peskiame, JUTE YCTIROSKH 1DONPRMAI MOKHO HOC-
10430WATECA RPM-APXHEOM Ak CRONITWSHPORAT (et H2 HCXOIHORD KOA.

12.4. BuisenieHue avak

XOPOUEHIL AMTHACIPAIOp ROTICH €ASTETL Bee, r1aful G 1OmuITEY wraio va
GBI cHeTeMy cute 8 sapomute, JABIHTE BEOOMNM, € 470 HAMMHAETCT KON
cHoreni? Kotewo, 60 Coup MHJOPSEINIE 0 HILTEDECYINEN KOMILRITEDE W
GEPBEDE, 1 200 Mbi PCCMOTPEIIH B CAMOM HANATE KiNCH. XAKep TILTACTCA y3har,
0 CHOTENC B6c. ' TG MOAKHO, 3 TUMHENCTRATOD AUERCH Ceufar, T, ‘riatta
TEEAOTEATHTE ITOT IPOLIECE WK JAMYTATS BIACNALHKA.

Canuti MOCTOR 1 0T 3 H1aNG0 e MIOPHETHELLLN HETOOR — CRANKPORIHHE
7Op106. TR BIFCANTS, KTO, KOTA0 1 OTKCY.AR TPOWIBER IOMMITKY APOKNKIODS-
1, 1ROTXOAMMO OTAANIHENTL NIOGHIE IECTANIAPTILE SOBiTHa 1OpTOR. KoHeu-
0 7, BPYAMYI0 3TO CACAATS CI0AHO, TOSTANY AYLLIC JATACTHSE XOPOLIEH Mpo-
e,

CPeCTDR ABTOMATHYECKONO BLABIEHNA ATAK JOCTATONO XOPON, IO e BCCTaR
TpuckTieMet. HNDAMCp, CCTH BTN CCPBED MONYTANCH, 10 KOTIWAEETBO CKAHH-
pusani n aent, SyaeT aonousne Gobllinm, H YN0, 4TO TAKWE yRibl, KaK
e yalio0.CoM HAK WHW.ICrOSOfL.COM, GRAKMPYIOT THCAY, u TO W MITTHO-
84 PA3 B 2CHD, T 1 KEIKIYES TIONITKY OGPALLATY BIMMIHHE GEUrOTCIND. A GaMOs
ETBHOC, ARTOWATHHCCKOE BEIABICHIE ATAK TPEGYCT PECypet, a HHOTAA  Hewa-
e, EGRH GOMATATCH 11POTOKOAKPORATS ICOK/I0¢ CRIHAPONANGE, TO MOV
FEHMK MOET CIETATE TAKHE MARETE, KOTOPHIE GYAYT MNNTHPOBATS ATARH. W To-
£34 A BLMHCANTENLIGA MOIY CepBepa YHICT HA BUABTEIHE STHX acKoKon, lo-
OCH Knacoweckii omikas OT oBCaynanARE (DOS), MOTOMY 10 Cepnep iR
e GyAeT OTpABITLIBATS JAMPOCH! KAMEHTOR.

Ho ey HAc JOGATIHIIG CEPRED K ODIEHIHAIH M 1IPOCTT ZOWAUN TG KOMIII

WTep & AEBATLILON CETH, TO OMDEIEACHHE MOGNIENGH CKANKPOBUIINA MOMOTYT
TEDOWO 1EIITIpATHIL, B0

ELe oftth HEAOSTATOK aBTOMATIECKOTO OPEAETENHA ATAK -— BL1 CIMM HE CHD-
ACTE NOCHGARONITICH ¥ T TN CSUHPDORAH Y GESONECHOGTH LHOHX CEPREPOR,
oy wro i Gyier soCHpHRATO KaK Hanazeire. Kota b caMk cranupyeTS
GHCTeMY. TO OBAINTELIO OTINAHATE POFPAMMI OONIPYACIIT aTRx, HHIW
G EHCTIR HE HHHEC Pe3yThaTa,
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Tin yoranonkw ATAGS pinonmrTe Komanay:

hdpamm -63/dev/hda

CaM0E CTPAHHOS, STO YCTOHOBASHHLIE BAMH TIAPAMETPHI HE COXPAHIOTCA 1oce
UCPESADYSKH CHCTEM, NIOGTAMY KENATENLHO MPOTHCATS ITH KOMAHAM B daity
fetc/re.diredocal. Jim 7070 b Camti KoHT: Gafina 105ABIAEM TPH CTPOKH:

resrn —ri2Bled/dev/bda

kelparm - %53/ /hin

helparm k1 i/

14.11.3. ABTOMOHTUpOBRaHUE

Eoflk 310 HA9AH IHAKOMSTRO G KOMILOTEpOM 10n OC Windows, To 4713 8¢ Ho-
ET OKAITECA THKOCTEID TPOUECE PYNHOO MONTUPODAHNA (afIOKLIX CHOTEM 1
ocofiento CD-ROM-mycko. JIeHCTBTEAHO, A4 CEPBEpa TTO EUIE MPREMTEND,
EITOMY 4TO TAN AWCKM UCTIONLSYIOTCR PEIKO. & SOT a paboselt CTaHIMNN BHEIHE
HOCHTEIN MPHMEKSTIOTCE perynipHo. MHE WHOTAA MpHXOWTCA BCTABMATL Mo
20 PR3N WICKOS 8 ReHb, H K&K Pa3 MONTHDOBATLIEMOHTHDOBETS 1X ONEHh
HeAQHD.

Tax kak OC Linux ece GOTBIE NOBOPAUHBACTCS b CTOPOHY AOMAUIHEX 1ONL30RE-
Teneii, & NOCTEAHRX THCTPHYTHEI TIPOHIBOTHTE MK IO YNOTAHITK BRIICUEHA
BOIMOAIOCTH, SHTOMEIMHECKOTD MOMTUPOBAKAS. JUTA 310T0 HEIGARIYETER CHY-
G2 autofl. VGeauTECs, 0 DHA JNYCKACTCR ¥ BAC, H MOKHO (PHCTYNETS K Hi
crpoiike.

Octogtoll KoHQHTYpALMOHSIE (aiin cepeica autofs fete/auto.mastor. TTpocsior-
pirte ero conepxioe b AucTANe 14,2

R 142, KAy QAR BT

#
# avto.mster File
# o
of this file:

W popars ssora gadn

# movntpoiat map optims

¥ COMKa MHTHEOREINIS KAPTA KACTPOLN

4 For details of the format ook 2t autofe(s).
)

#

anito._master

5 BOQATERHON MRbCEALI ST~
ovanzy Ten eutofs

fmise  seoleuto --timsoateso
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BMECTO CHMBOUIA JBEA04T MOKET GhiTn 110606 itws uitpekroprn. Jleno b Tom,
HTO 3 KATAT0T® et ipyd.CONf HIXORNICA HECKOTEKO MOTRATATONOG — M0 0%
HOMy AT KIKIOND CeTeB0rD HATEpelica. B BalieH CHOTEMe AOMENO BTL ki
NIIMMYM 4 SHPCKTOPHM O CCIYIOWHM PRGUDSENCHHEN COTpRALIEHC B
unx sichopuatH:

o all — KOWHTYPALHONILLE BARNbY, KOTOPLIE RIMAIOT HA BGE HITeppeics

* default — sHadexIS N0 YwOTHARITO;

* oth0— KondurypaukOHHLIe daRnL NEPEOR CCTEBON KapTLL:

o lo— roudmrypaunosnste daiinet netTesoro irepdeiica loopbrek.
38EVI04KA YKATBIBAET HA TO, 4T HAPAMETD AGIDKENS GhITh HATHANEH BCEM it
reprheficam. B GoubiiaHCTEE 1y HaEs JOGTETOSHO SaMEHITH "X HA Mt UA]Ek-
TophH L, HO HHORIA IPHXOIWTC MONCTARTATH BYC CYIICGTBYIOUE AHPEKTO-
put;

I3 et ipvd. cons. ¥ secara_recf rects — MOIMOANL upAUMMATI Goolielms T
U032 10 YMOTHANWIO O NEPEHAPIEAEHIH MAPLUPYTRSATOPA. [TapavieTp Mo
HET BTt SKNIOEn, TOMLK et b BAWCH CETH AEACTBHTEALHO Soce CANOro
NPLIpYTHITOPR, WHAHE AYSILE SATPETHTES

3 net.dgvd. con<, *.aen_saditects — PASPELINTS KOMITMIOTEDY, GG OH ABTA-
€10 MIPLIPYTHIATOPON, OTTIRABAATS COOGILSHES O ARPEHINPABACHITH TAKETOR.
ECAH b CETi HECKOTHKD MAPUIDYTHIETOPOR, TO MAPAMETP MOKHO BKTHOMTL,
HTOBL PACTPSIETHTS HAFpYSKY MEAIY HMM H HE NMATECE MPOTYCKATS Bech
Thaik 4CpCH OCHOBHOR LNIon;

0 not. ip74. con. * accapt_sctce_roura— MOZB0NGTL MPHAAMATH MAKETH C
MapUpytALER OT WCTOMKMKD, B pas. 14,122 st nooROp 06 Tos, 3
SCANAC HEOGKOAMO SHATD, 10 TAKMS MAKCTH MOTYT OTaTh DKM HOI 06X028
BLICTO CoTEROrD SKPAKA. FANPETHTS ITOT AAPANETP;

O net. ip_aluays_defrag— JeppRrwewipomaIL, B wpuxogsnuAe naers . Tax
3K N0BesIOCk, 4TO CeTerON Kpa NPOBEPAET TONbKO Tepesill MAKET, a 6ce OC-
TaLIIE OIMTACT pAIpEEH LINH. Xakep MORET O5OHTH CeTes0l HKpaK, M-
Geras K pasGHBKE TOCHTKH Ha “ACTH (eM, pasd, 4.13). Ben yeraiioBuTs yror
FAPAMEED, 0 BCE BXQAIME NAKETED Gyt A QUATMENTUPOBIHEI, 1 OBSON ce-
TEBONO KPANA ITHM METOION CTAHTT HCBOTMOKHAING

O not.ipvi . ipErsg_low_ shresk — OPERETHET MAHMMATGHGE OBBEM RAMATH,
KaTopuii Bemenser OC % cGOpKH dparmestupoRaAmIx maxeron. Hem G
e 3O IHATEHHE, TEM MEHBIE SYZET MAHWTYATN IO BLLIEISHHIO MAMATH.
o ymomsanmo Heriom.ayeTes wcno 196608, Cauuikon Sonsioe sHateHne
OTHIMET JHWHION TAMKTL W MOKET UPHACCTs K SbexTy, NP KOTOPOM A1
DpABOTM /QHHBIX HE XBATHT Pecypoon cepsepa. A Gbl OCTABI 3T IHAKCHHT
710 yMOR4BHHIO;
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it 15 et 34 MO Iy ERBIN M CCpREDG Cticimpia GYICT 1aihe11a owinGica, To
50R CTh OIBKCTON 107 YO30R. HElsA ZOMYSKATL. YTOBS LCHIIMTETbIAR fr
CpemISCT, 1O NpHHANOA GOmhtisk OPOGIeH

ECA Bl 85 He POUAIH CAMCCTOTTEILHO OOCTYIKIET MYGIKFHELE CepRepil, T
NOIY HODEKOMEHAQKT. CPFANITORITH CETD, KIK MDKARUO KA PHe. 4.7, Tombka ¢
L0M CAYHIE MPIZETEA MCNOMEIORATS ATIOMNTEL D CpREp ANA DPLAHMEI
aropora Firewall.

PR S [Em—
—

PU. 4.7, flso3an saupra cer

Ha ik cxome aeprnit eereait skpa sansnacr Web-copscp. Fro mommivs
G3ACT F0CTIRI 040 SRR, IO ST SO paspeim T Ty ORI 2081116
HeKOTOpbIN MOTase copucpa, maupiivep 81 i iyreeerwi 1wy Web-cura
Va0, aTO0k (ot maph 1 RpLIRLIA [ KCCOBILEND 0CTYIA HEKTIOMHTEIINE
Ao NYSTHANOND CCPECEA H TOIKD JOTYETIMGIE TOPTH.

BBTopofh CeTensi SKPIN AINACT JOKNSHYTO CETe, MOFTOMy AOTAKEH WETS 6
168 KECTHHE IPABANA, SATEUTIOLAS 0Tbie COSTHHERNA 13He. TToso ST
He TOMKND SHITS HUKIKTX JOBCPHTEAULIN OTHOWE N Meay MYSINFIILOY o
BEPOM 18 J0KATH1I0M CeTuD. BSTUS Bt [IIPELNTE TIKONY CEPREPY CHOBO/HDE Ful
KIOHERNE K KOKINHGD TIOPTAN BUYTPEHHEN CETh, 0 CBICH NCTUTH00aNN
Takok Gxewtt Teprered. e safibaite, MTC Graronaps owGke B Web-cepepe
WM CIEHAPAIS HMOYMBILLICHENK CHOIET HAMOIIATS KOMANAL W yCTAEINETY
COLAMMENAA 0T Wiwern MyBIMAHOTD CepBepa, fi SAKEPY ARG e MPILETC 8378
MbiuaTs sropeh Firewall

A W) Prass OIS CXeMy, KBR OG0 HA piic, 4.7, H0 Wowe
YGALE CEPICPOR MCAIY ABYAH COTERLII DA OGS CCOMD
KOMTHIOTEPOD. KOTOPUIE SO3AABATI BHANKOCTY cCTh, 310 Gina Gyradipus v
CTAPGIX ML, KOTOPAR 0TI T COMRETL XakepoD ¢ Ty, Ha . £
RBKTEPAX HE GLITO HIRTO LENWOD, X0 T YETIHORICHD [UIHILIE CPIGT-
£2 OBHAPYIKEHHE T12K (05 HTOM MBI IOTOROPIM 1 2. 12), KoTOPBIC CHTHATRIDD:
BN AIMHHHCTPATOPY, CTH 2TOYMHIILIGHIMK |IDOIIMKLE 1 CHETESY

Tlocrpoerie Cetn it Grapbix KOMTBIOTEPOY 0 KAKOH-TO CTENCHI TATYTAET Xike
Pt FL HORSTOPBIN SAUIMHIX HOMMO OTKPLIT IOPTSL U HAKINIATS NEIIy7KLLIN thaie
101, MTOBE1 HIOYMBNILTEN KUK N1O0161IE HOKA BEOSXOTINYIO EHOPMBUIG,
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AneKTpoHHasa noyra

JIa% Koro-T0 IHTEPHET — 310 BPOCMOT) COMIHTETLHSIX Crparmin k2 WWW, 2
HEKDTOPHIX — CROCOS HfTh CONGPRHAK & TP,  MHOTHE HCTTOTE3YIOT COTh 1A
paosts st oSyvenia. HO Bee Ml HE MOXEM Aucrk 503 OGLLIHAS, W WECHOTPA it
HORBIE TEXHOIAH, KU1 UPHE BV MBI s DBRers@ms abmerns (s, IRC,
1CQ # 7. 1), DICKTPOAHAR TONT AWTA, HANCT & OYACT HHT. MSEIIIO € 250k
TPONHOI MONTH FAMATH PASSHITLCS CETH, K J10 GhL1 O W3 HEPEHIX CEPIACON
Hhreprera.

IO % et MOSTOBIAFE KAVEHTT G2 CCHORNON HPOTPaNHON, KOTOPOT % N0
3100k Halle BCET0, TO MEPEIHCRA ¢ SHTITENAMM, APY IR, ITTITHCTHON K. &
TAK oK ROy WNOCE, 9TO MO, € KOTOPLMA & PABDTA, HAXORICA & TPYTHX 1t
POMIX # AWKG CIpANOX. PACCTORMAG 20 COMBIX GDKAWWIAX MADTHEpOD Gome
1000 kv, 2 10 vanaTercTsa — 1600 . Eent paiine 510 SLO conpsikena ¢
G usms@ pOGEMaN . TO TONepb. SAATOIPA KOMTIOTUPY, A MOFY 7HTE 5T01
X KgAK, @ BHNOMATL PAGOTL ATA KOMTAINMH, KOTOPOR NAKOTHTEA 112 ATACKE,
‘TakwM OGPA3ON, NETKO COXPIHHT HOTH B TETINC, & 1APATATLIBATE ACHETH & X0T01
fax ofinacTax.

Kok paboraer aaekrpomnas nosa (E-maily? PACSMOTDIN GCHOBIILE MONEIMY
oo Hcia

1. TIam,A08ATeM, COROET & NOMTOROM KAHEHTE (TPOTPAMY SIEKFPOHHON NOHTH)
DUCLAO, YABALIEACT TONYWATEIA H WITIPAB.HIET T TOTOROMY Cepacpy. D £
Cromuee Bpexs U ENGETA BN FINE KCCTD UCHOMstyinca SMTP.
copuapt, 3 ana paBoTH ¢ hiesti — SMTP-iiporoKo,

2. Cepaep, noay1e HCBNO, OTPERSTET NECTO HABHAUEHHA. ATPSE COCTONT 1
YR AT HOGHI TIOR3 1 RN CEPAEPa, DAIACTCHAIX WEachy O

Goi nakom @, Hanpmiep, djon@servername.cam. 3nect djon-— o mn
HonkIoBaTeTX, & Servermame com -— mx cepnepa. C novonwio DNS mokh
yoiaTe IP-aIPEC CPBCPA SETVCNATIE.COM, KOTOPONY TOTAIIO GbiTh JocTar
610 kMo,
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12.5.1. OcHoBHbIE KOMaHAb

Wuopuausn 0 Texywwx IOmIOMITETEN CHETews coXpanAeTes © daiite
Narfrunfutmp. EChe noisTETach GOGNOTRTH €TO COACPNGOE, HATPHMEP,
KOVAION rar, TO HHSECO XOPOIIEND KAMEWY EIPY HE OTKPOCTCA, 10T KypHAN
AR BQVIILE e B TERCTUBON, 1 GHKATHOM BHTE, B NOJyHEHME MHBOPMAITnT
BOSMORID TOMLKO € TOMATILID CTIELLANHHOBIHHBIX TPOTPAMM (KOMAH).

who

KOMANAA 40 MOTOIRET Y1ATL, K10 CEHNAC TAPETMCTPAPIRAN B CHTEMS H CKOMN-
¥o opemetis B eit naxomuTes. Hindopsauns a0craeics us Gaiina fvarfrun/utmp.
BOeauTS 9Ty GOMANIY, # B3 JNPALIS TOABHTCA STHCOK MPUNEPLIO CREOVIOIIETD
B

miers bl De £ LS
st thyl Dec § 11

H 31070 CTIHEKD CTAHOBHTCA AGHD, T MOTk3CBATeNS robert palioTacT 1a nepsmiy
TN {1} W BoMEN B cngreivy 8 ekabpan 10 wacon 15 syt

BOTLILMTICTBO X4KePOB IPH BXOIE B CHCTENY BMOIAICT 3Ty KONAHAY, TOf6t
BACHHTS, ©CTh A COHVAS B CHCTCME AIMHKHCTPETOP. CCTH ICTBIOBATERD o0t
UPHCYTETRYET, 10 HAMMHEIOHINE XaKepbl CTADRIONSS YHTH, T. K. DACIOTCS, UTO HX
St HE RBETAT, HTOB OGTATAON HEHMEHEHABIMK.

370 €1e OINA NPIHING, 0 KOTOPOTE AIMMINKCTPATOP IS OMKEH BXOIUTY & Glic
TeMy [OR YHETHOT SAMHCHIO Toot. Jlysue Bocre PASOTATL KaK POCTOM NOTLIORA-
eI, & KOTQ e XBITAET TPAD, TO NEPEKMINATICA if2 IPDWASTMPOBILITIOTO, Ha
Aol CaiyBli & COBMAT YHETIYIO JANMCE, B4 KOTOPOR yeranosma UID, paeseik
by, OKA N3BOIRET OCIFHHTL F0CTYN KO BCEH CHUTEME, W (PH DTON HWeEs us
OfsIIGE OT FOGL. W we BM3OEET NoTospeIKi. Koraa A GyTy pabotams. Tak 4To
B MOEM CAYNaE HUKOTAG HEALIR YBHIETD OMGIOBATENR F00L.

users

32 KOMHIA NCIOIRET BMTALIMTS M3 KYPHAIA ART/URAHMD CIACON AoEN
nOTk30BaTEAeH, KOTOPbIE Ce4AC TADETHCTPHPOBRILL B CHCTCATS

8 ypHane fvar/runfutmp RHGOPNIME KPIHITCA EPENEINO, TOIHKA 112 MOMCHT
APHEYTOTBHS MOT630BATENA. KOTIA O BHIXOINT K3 CUSTEMB, LOOTRETCTRYIONWS
sanuet yaanseres. TIoce STOTO BRACHATE, KT M ROTAR PAFOTA, MOXHO TaNbKO
10 smyphay var/log/wtenp. Dm0 Taroke Sunaphati Gaiin, N03TOMY €ro conepRI-
MO MOAHG YBHACT ¢ NOMOLISO CITEHATHIUPOBSHHbEX TPOTPANM.
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fonofan e 110360:50T 1 MYGMILIN CCECDD UE BOMKCLIBATS paspe-
WAGUIE ATHCH B CETETOM SKPAKE, TOTOMY 119 0t hx 51 1C aRutnnaet. Ho i va-
KON CERCPE OKIIO IPIMEIIITIS OKITINI0 HQNIIKY 20Tyia. 5 nooGuic we
Ponenyn B choehi LeTh Rotmuins0naTn AyGmdnsie cepencl Cymecteyen
NIOICITEO XOCTIIIFOBLIX KOMARINH, KOTOPbIE CROLIAMITMPYIOTEA 13 APGIOCTAE-
et w0 LIS Yy, [lobopuien IPOECCHOIIY, KOIDPUIE CHHYT MIGTS
5ot ¢ BauINX MiCH

[ ceprep ¢ MyFAIEDLIN CepuNcoN PACTIOOKATL BHYTPI CCT, 10 b CeTehON
24P HPHACTCH NPOTICLINGT), PA3PEULEIINS 1 JOCTYTI K UMY I DCEY Mlonb3o-
SR 03 MiTepuera Mel ke paseMoipein nodmae opas (e
posd. 4.11.2), o 310 Gl TOMLKQ APINER, 3 § PEQNLHON AUSHI BCEACCTYNHbE
SEpRetCH LICOBXOINMO GHIICSTI 33 GRGACIA HASTION CUTE,

Koo immmisee. paspetiichiic i Ce1cho J8PAKE — 10 ANHONMTEIbID nbeph
By 0RO CETI. VIpEATOA0HIN, o st eaMi eoaepiue Web-cepeep.
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W06 CIPRUIHOE — GOTBLIMNCTIO NOTH308ATENEH, ROTOPHIC TABKO PaGoTaroT ¢ M-
TEPIETOM, YCTATH CHOTPET 114 PEMMHAIILLE TPEVIPEIKISTIHA, TOITOMY, HE Tay
oo, HaKiwator kiorky OK AT IPOROTECHES paboT

Peumrrs, npOGIEMY HOANORADI). HOCIOMEH IO MOAHD 1070 32HAToR DNS-
spaepa, “TOGHE XAKEp HE CHOT STATH TIOCPETUKON 8 COEITFHEIHN NEKIY Tvert
00 1 cepoepon. He weronbaylite TPOKCH-CEPBEP, B NPOHCXORZEHHN KOTOPOG
112 YDEpEHLI, O OIf MOKET IPHIALTSATS XaKePy, 1 TOUA tecw pam Web-
TP OKE3bIKAETCS 1 (1FACHOC I

MoK eufe TOMBITATECA TEPEBOCTINTETY NOTL30RATEAEH, HTOGHI OIft HTATH 56
coubiueinA, KVTOpLIE OTOGpaRaET BpaysEp. HO OTO Ca0wHo. A% IT0r0 WeolNo~
300, 5106k Web-Gpay3ep Ipag-cexi (KoHkain) PAHANPOGN HHBOPMALHO
0 cTenchn KpAmiaHOCTs. Taki 0BpawOm, YBINES cOOGuEHIE 0f onachouTr,
OmSOBATETH OGAIATERLHO BrO MPONTET. ECAR OMOBEIEHKE O MOAKTIONEMHN K
iy ¢ HENOATHGAHHAIN CEPTHHKATOM CASATE BB, TO MOTLIOBITEN e~
FYCAKOTCS W MIDENEYT COSAMIEIITE. A BEA TAKMX CAFTOD JOCTETONHO, H NMOTHE M3
X BTDHE YBazkaeMbIe ¥ autEeHHEE, TTPOCTD MOMIHCH CTONY AGHET, & He KK~
35 XOUET BRIONLIBATS AOTOTHATEBHEIE CPEACTEA. A NOTHEAHHLIN ABISIOTEA
TR KOMMEPUECKHE TPOEK 1. Ho ke Cheah TAKNY ATTOPHTETILIX PECYPEoD
GUIBUOT NPOTTENs. CEPTUGHIAT AEHCTBHTENEH TTEKO B TedeHHE YKAIHMOTO
SHOM TEPHORA, & ECH AZNHITHCTPATOP TTo YGT6IH 23 1aTof, TO OH YCTApEeT.
EICTBEMIOE, 410 700N HONMHHT NS 30B3TE b, NPH HEZBTOPK3OBAHOM <O~
SIWHION HETW13 BBOJIATL HOMEPA XEAWTILIX KAPT. T 370 NpEAYTIpERATHNE
SOTRHD NDABIRTHCA BOILIIA GYKBIGL DI MOAKTOAEHIN K CePBEPY © Henoi
oI CepTIKARON.
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12.4.3. LIDS

Mase L3DS (Linux Inteusion Detcerion/Defence Sysiem. viipeacaciie wopscim
® Lisux 1 cherena Sextnenoc i), HotwOTps ma 0, ar6 e aserm, nobaio e
TOTES0BATE METUM AAPE, TOT IACTYAALIET BHCT mmmaK A, IOTONY HTO Ofs

30T GOTLWIMMA BOMMOKHOLTANH 1 PRATEHO NOINGIACT MODLICHTE GOXIALIOT,

Gheremn
Koudurypaing 1 paGor CHGTEME HaATKIG Sunancu. Tak. 1eapmyep, hadin
HCTPOHKA JAUIHPODTNLL U CUECTH D KX HINCISIHE J0CTATONIO Citono, 05

TapoeiTs paiory LIDS Takke MpOSASMATHANO, TOTOMY 410 AR 3TOTO HEOGXOT:
WG M TAOTH GIVMEHCTPITOPA CHCTEN L

Dy OUNCACIENVS LOLLTOR CRERAPDRANIS: ~~ 310 L3NZS WEIICTH, 110 8-
wer 2 stor taker. Kpome 10re, [0S 16500967 OrpIARMITL 20CTY & (ai-
T80 M3 yDOBHE NPONPANA, 3 HE LONKABETENEH, TEM THMEIN PRCIAPHIOTEH HOL-
WORHOLTH 1) YUPEWIEIAD MPARIAH AOCTYIG W YR MBSETCH 05Ian Be3on-
HOCTH. HAUpiMep, KOMBMIGM ls, <5 W TEKCTOMMM EIGKTODAM Nain
KATETOpUHECKH 2ANPETTL PABOTY ¢ KETEIONON fete. Taikye OBPIION, Ml yesio-
HACM XAKepy 3aTATy 00 1POCSOTRY bkt niapo-ieR fete/pusswd

Veranona LIDS 1 43 0pOCTHI. 101y W0 TPYEICH MHE AU 148 W
HEXOMULIC KOMI 1 NepeKomMHnALHS 2;pe [ inux. 1 WY TYT Ha uCpBAI tizh b
XIDHT LeymOBCTDO ARTH MM £TO OGIIIENMN 1T TAPUITHM, T 001 G530
PASQTATE BEPHO WTH He 114PYIIHT y RILEONKPORATAC 72pa. HEXOMIME KO -
FYT GbITh HENOPUEHE, 1 KOSHMIKLI CTAIET 1LBO0IMOTIOR. | IpW mixosie nonoi
BEPCHH SA1P 1IPHXOTMTER 113 TECTOROJ MATINIE UPORCPATH €1 pafioTy 1 yeranan.
auBaTL Boe K18 CBOfE CTPAX W PCK, A €CH 1e OBIIOTIATL 3300, TO 1IET YRCPSHID-
©Ti, 47O b TanLIIEHItEN otto BYAET YIORTETHOPRTD oM TPeCoRaIIHY Geronac:
wocTH,

Boniee u0aposnyio wiipopszuiug 1o padore nakera LIDS ebi MOKeTe YIHATS Bl
ofmuaLHON Calire Www.lids.org

12.5. )KypHanupoBaHue

B 1 inux pafoTaET oqHOBREVEHHO Citly HECKDNKD AY PHEOS, 1 10 CoTepAaich
A B X BIKPOPMALLI MOKHQ YIHATh MHOTO HHTEPECHORO, TIO It Bl CHORETE
BLIMUCINTL XEKEPA V1 YTAICTS, KOLAA O NPOHWK B CHETEMY, K JIEHBA0 BOLTC 1K
SOMLITHIOG. TAK KK BeOENNS YO — 00 DK 2 WHCTPYMEHIOD 00ecT-
SCRIN BEAMACHOTTH, M1 PACGHOTPHM /ANHbH LaUPOC AOCTATONHO GADOSHI
570 IGIBDIAT BIM Ny KO TPUMPORATS CHO KIACHH
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Cieilire T COREPIIMGAM CHETEMNON nepeVENNOR OKPYACHIA PHTH, TG e
HHKTO HE HOsMOHHA

14.12.5. foBepuTensHbIe XOCTHI

B gaiinc .rHoSts MOGKHO TPOMMCATE TPECA XOCTOD, KOTOPWMM Bl OBEPACTE.
Tlo1L308ATENH ITUX KOMITLIOTEPOD CHOTYT NOTKIUONATECA K CEPUEPY 663 AyTeH-
THIDHKAUHH C TOMOUTLIO TAKFHX Tporpiam, xar Telnet zmn FTP.

Mt y&e CTOBLKO Pa3 FOBOPANH 0 ESONACHOCTH, TO HETPYHO AOTAZATEER, 4TO
XaKep MOACT NOAREATY ATPEC OTIPAEKTENS. ECTH €My YIETCA 3TO CAGTATE, To
Bl Cepiep NPELPAIAETCH B MPOXOHOM AEOP.

14.12.6. 3awura naponeit

Jian sawmwres naponeit Linux MOCTATONHO TONbko OXpanaTy Gain ete/simdum.
TIOXHMO 3TOrO B51 TOIKHb KORTPOFHPOSATS CAOKHOCTS Naponeil, PErynEpHO i
TaRCD 1OKODPiF T PN, 70 TONYATPHLIM CATBIPAM, KATOPiTE AETKD HafiT B Wit~
TEPHETE (HMEHHO 1 HCHTOb3ye0T xaweghs). Eeitis napan crgxmmic, T A3ie npw
noyseHii Bafing BAIOMOLITKY TONQZOBHTCA GIULIKON MHOTO EDEMEHH, I CKOpeH
B0FO HKHETO He yRacTer,

Ho He B0 Tak npocTo. BCan NapaTn 1% AOCTYTIR K CHOTONE JALIMIRIOTER Cavoli
OC H OSHIGTENbID WHPPYIOTES, TO OCTANLHSIE TPOTPINHMA MOTYT HE AMETS Taofi
BOIMORHOCTH. HATpIMED, © (07LI0RITENLENIAX IPOTPAMMAX 115 AOCTYT & Ope-
eReHbM cepuicant, B uacTHocTA FTP wnss POP3, MOKET He WemOnbionaaes
WIpposaHHE, 1 & STOM CRYSAE NAPOTH MOTYT HAXONTECS B KOHGHTYPAIHORHOM
daline 5 oTRDbITOM BHIE.

TIpeikie HeM YCTAHGATHBATS KOKYI~THGO IPOTPAMMY, YIHBITE, TII¢ OHA XpaHUT
WP 1 KA Oror Rl (HEAOUIATY TR A ponAWHE M wer). Yeramanan-
saifre Taksie npasa a bl 4TOGH AOGTYN K AHS MOT MGNYATS TOMAKO KOH-
KpeTiTLH NOML20BTENS M ALMKHHCTRATOP. JKenaTenLHo, ¥TOGH A28 TPYNTLL OTCA-
70 Hyneskie NpaDa, OCOGEHHO CCITK B Helt MOKET GHITS HECKATHKO NONKROBATENH
ECaM OueisHa [PYAIA COSIGETCA A KAAGION 110N630BATEILR, TO IPYII MOKHO
BHICTHT: HOKOTOPEIC TPaBa, H B¢ 3o, 7 Gl AC COBSTORT STOTO ACTATS, NATOMY
IO HeHIBECTHO, 'To ByACT B Gyaytiens. Xaxep MOAET A0GEHTS 0eGX B onpee-
IEHHYIO TPYRTly, HIM Bbi CEMA MOKETE CryaWHO WIn WAMEPEHHO ODLEANHWT
[rn———

Boen GROMM NOMEIOBATENSY A PEKOMERAVIO AE CONPIAT B MPOTPINMIY MPO-
6%, T SHAVAT, HTO TIpH NPOBEPKE NONTHL HAZ0 KM Pi3 YKAJLIEATI CBOF
napo. Ho 570 oHeik Heyao6Ho, 0cobentio Koraa y nomsaarens Souse Tpex
NOTOBbIX AAHKOS, @ 70 5 HAWE BpeMR AaNSTCs HORNON, fla 4 Mph manwiusr
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6il WOWOWMTL STy BOIMOKHOCTh, sanwmate B Gailn /procisys/netfipvi
#ip_forward eI 1 (110 Y0ASAINIO TN MOKET GEITS 0) HI BbITIOAMITE Komanay

eCko L > Jpron/uys/ret/ ipvd ip_fomsezd

TUrs oeeiicHCUIN 1EPCAIPECALINE NCKIY CETCHUIMN HITEPOEHICaMM PO Oricps-
JHOHIOR CHETENLI TOMKHO SHITI, CKMINULIPOANID ¢ GOOTBRTETEYIONEH N0
PR, METOMY S10 IEPEUANPIRTENAE (POHCXOIT HMCKAQ 12 310N YpouHe
Tlowumo 31010, UYAI0 MEOHHTL NADAMETp el Lpvi.xp_torazd B (it
Jetelsysctlcont wa 1.

Bonce AOAPOBiI0 0 HPEAOCTUAGNIH AGSTHA © HITEDHET Mb) NIOCGDOPHM B 219
A GeliMaC FATPOREN TOTHKO Tembh, KOTOPHIE KACKIOTER HACTPORKH GCEOIIACHOTTH
[ —E——

COTCsoll ¥pAH MOKCE (1C TOIBKD IPORCPHTH IIKCTM 113 COUTICTCTEHG Onpei:
FeHHEIN BHTHTPAV, HO H PIFATS IP-33pCC KOMTILIOTEPOR €CTH. D10 NPOHESoIT
enemylontt oGpaom:

1. KCmieiT sampasisct DAKeT n Core, 0 o LEIGHro KpAA ON BYACT uaTH G
cBomm TP-a3pecot

2. Cemesolt axpa mewseT IP-Ipec OMPABHTETA K CBOH U HATDABIAET ket
B O GO 6 sscHm.

Tause 05pa30M, & HHTepiieTe BGe NaKeTsl GyIyT BinHu, KaK GyATo HX OTIpaBE:
Firewall, 4 He KOMRLIOTEPHL BHYTPH CETH, 310 MOIBOIAET CKPHTS GT JI0YNHI
JICHHIL KIYTEHHION OpIAAAITHK) GE1E 1 AKOHOMH 1, TP-anpca. Briyspm ce.
Bl CaMH MOKCTE PAZIATTL PSR H TAPCILPOUPOBHOTS THATIIONG. (Ml K
paccriaTph B pacdh 410.2), w 10IbK COTeB0A Skpan Gt 1T ped ikl
I-azpec. TIpk TaKoi aapecaunn w HiTepHeTa HeTb3 SyneT HanpSyIo noakiis-
TG K K1 TE M Wi CETA. T M, TO) XAKEPY. 1IPWAEICH Eume
BATS CHOMATA KALMHY G CETERLIM AKPAHON ¥ TOTEKO TIOTON KOMTEIOTEPHI GETY.
FeM Cambise MUt IMMTCALID yCrosHACh Wany mAOMIB. Heanom e xa-
hI HHKOF 13 He CBTSAIBAOTCS © CCTEBEINIT IKDAHAY, HOTOWY HT0 1A TAKOTO Ipo-
TAKHIOHCIINS. 11YPK111 1 TG IUHPEIKIE WA PAHIGANON FEonICHOC T, 1O B
Goantiof ot

Paccuo pist. PGP, KOTORAR PISPEIIET NCpCIPECANIO Ha BHEUNINF HATE:
dpefic w1 nokaLNOH ceT:

% R Lowrd -1 elhl -3 132.163.5.8/20 -3 HASQ

Bro ofinee TARIEID, TOIOMY & J0BIBINO OO B KOHEH UCMONKH “orverd G Ik
MOWGED KIKNA T, 4TOBHI OHO HC MICPCKPHAD PHAMTDH, KOTOPME (THOGHTSS §
KOUKPETILIM 10 TG30BTNV, 1 1 To K€ HPENA BIIMOCBTIAbI C FTOR 3ATHCH,

Jlance WeT couiAka Ha mimepdiche o (CCTCRAR KAPTA, KOTOPAA CMTPHT B H
sepuer). fpanaun aapeve cooruereTeyer pee ceti 192.168.1.x. 1 wcne
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EE5b GUIC 0;0MH BOPHINT — YCTAHOBILTE 3 KOMTEOTED 1M Cerentrs wapru. Onia
GO 6 MITEpUET, KO ITOpO NOAKNIONEHS IIDHIATIR IOKATHAR CETE, 3
£ TPOTGA — GCTe C GEPECDAMN, 10 KOTOPLX DAGOTAIOT CTRPMTHC POCHPELI
{pis, 48). 0AYMOETOR ALINTA B Tte BRAK. Ha 0 KTepdeiic MLl MOKeM
TPEHIMPABIAT JHOSOH Tpaduk w3 MKTepHeTs, 3 MpyTOH MHTCPGede SunAach
o BN GG

o
[
=
J— =17 -
o T

PUC. 4.8, BaU4ra A0y GOTOH 04N CETODMM HBIHON

€ TONKIT 2pCIIHA FEIMACIIOCTH CXCME, NOKSTAMKAN Ha PHC. .7, HAMHOTO 1430
566, UDTOVY HT0 ADKAIMIYIO CET6 JAWAULIOT CPsy A3 CEISNLIN JKDAUE, H 1Y
26 RowdreryrpoaT. Bropa wapaim (pi. 4.8) npoie n Aewenc, T. k. ke
Ry ZOMONHITENsHOO KoMIOTepa 15 Firewall, Ho kienze Sesonace. T1po-
HIKHY® MO KMILIOTCD © CETERBIM JKPAHDM, DICYMBULICHHHKY MOTPOSYETCH
NCHBLLE yCELIATL, HTOBE] GANDHATE OPHGXTHYIO CETh

Bepesca k camoli cym mepenampacneniss, Ha piic, 4.6 nsoSpuiscua <cTu na oc-
HGBE HATOH NAPEI C LEHTRATBUON TOUKOMH B WSS KOMNYTATOPA, JIARQITE 11pOLIC-
e Coa3i. HTOBH ToMacTL © MHTEpHET, MoBAi NaKeT 0T KOWTbROTERA APOXDaAT
SEPeY KoMy TATOD, BXOIAT Mopes CereRya Kapry | (onyeT, o 310 eth0) a
wmy € yeranomieiim Fitewall 1 eLIxomy Topes cetenyic kapty 2 (npeano-
RN, 4T0 970 eth1) b HiTepiicr

Ha caviom xowsrrrepe ¢ Firewall aiko Gerre paspeuenn MepeHanpas:icime,
ROrUpOL 1HOHONHT MEKETAM POXONTS 3 OUOH CETEBOT KAPTH B APYTYIO, tto-
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1. TIUChi0 HAIIPASIIAC CH GEPRERY, K2 KTOPON TAPCFHCTPHPUBAI (QIYHATENS.

4. Tloayss NGELMO, CEPHCD SEFVEFMAME.COM LONNIGET €10 B HONTOBM ALK
mawzasaTeas djon.

5. Tiomyaoatest. NpOCMATPHBACT CBO MONTORLIH KK C IIOMDLBHO MONIOBOO
HEH T H MO CRIUATY IMELMO VTR SICHIHA,

OMHCAHNLII TIPOUECE MOXOE 112 Paiony TPRGKIORNON MOSTSI. ByECTo cepicpor
T KEICTYTIOT HOUTORIC 0 IGITCTIME, KOTOPHIC COPTUPYIT MOMTY & SABHCHMOCTH

£ PECA HANTIENNA K NEPEAAICT MHICMA 112 Y33 COX 0.1y SaTeinn.

Kis 5 YKe SaseTin, 0% nepenasn ooSweHn uenomuayeros ipotoko: SMIE,
[IpABOTAHEAT ewe Ka 3ape CraRonnenins Ntephera. Ero dysKinil ye nasno
WEZOUTATONIIC, 1O 011 16 YTPATHA CBOGH ARTYATLIOCTE

Heckonio AECATROR et Haad i paGotha ¢ NONTOMN MKPOKD MEIOI0NG7CH
upernoxo.t UUCP (Unix 10 Unix Copy, softuponanme sy Unix-cacican). Ho
o1 BA CIMIKOM DI APHERSAK & OC B NPl 7703 OGTATAN OTPANHICHILLING
BOINOTTIONTAMH, TOITOMY 1e DOMYHNA JATKUOTS PACHPOCTPUIENHN i B IACTOR-
W€ BN IPAKTIMEGKH 1 M Oy EEn.

s e 1T e, VR BpCTORG.

1. POP3 — Post Office Protocal v3 (Ilowrosuli npovoxon), & i
HAHG07CE PACIPOCTPAHCHHLIA TIPOTOKOT MPHLMA TIOUTLA.

CTOALCe BpCh

2 IMAPA — Cymecrayfon e wnrepmperauitn w10vo cospaesna: Tternel Mes-
sage Access Pratocol (TIpoToKa! A0STYRA K COOBIEHIAY & CeTH HHTEpRET) T
interactive Mail Access Protocol (Hpovokoa repasTanniore A06Ty I K aek-
TPOHHOH nouTe). JTOY MPOTOKON OGIAUACY GONLIIIM SOIMOKHOCTINN 10
cpanrienmia ¢ POP3

3. MAPL. Messnging Application Programming literface (Mwrepdbeiic ripi-
KIGONY IPOTPIMMAPORIHHA DIEKTPOHHO MONTET Kopropaunu Mictosoft),
ucnoakayesca u ceax Microsoft Ha cepeepax Microsoft Exchangs

CaMBIM ACIPOCTPAHEHHELS CPEIC TEON NOCTABKK Towett 1 Linux sedwercs Casak
capak nporpavma sendmail. O OBTACT DOALIUNMK BORCRTICCTAMH, HO 20¢-
TATOITO CTOPKH n HENONB30BaIMM, Wi-3a EROGID 110WTGINIORD WOpaCTa s Cepacpe
sendmail COXAHITIACH BOMOKHETE NEPENITH o MpoTakoTy LUCP, o celtuac
He TAK HACTO BTpETHI,

Npitnmprn e paBort sendmail A0Crarssn PO, 1107y BHCEMO OF KiEETE,
DOIPANIN OHPEACTSET TONFUATENS I 3AHOCHT HEOBXOIMNYIO ATA HOCTABKM Cny-
KEGHYIO HOPNAINTD B 30T00BOK 2TOre Kok, Jlanvefiwine ToicToA s1oh-
AT OF HACTpOGK. HATPHNE, IHELMO MOCT GEITh GTOCTIHD AENCTEHHO WM 1=
NEIERD B XPAHATHILE. UEPET OTPEECHIBIE PONCHAYTRH BDEMCHH HAXOTHIE-
LUNECH TVACENA OTRPABIIOTCA CBOIM APECATAM
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T80 ApOTPANM, CepBncan M IPAMACEKEN OSANMKA PHUAGICANT CTOPOLNAN
paspaBoTadsa. KaKoll HMEAHO IPOIYKT GYACT BKTRNEH B cos1as (OC, oripecan-
TS MPORIBOTETCN AUCTPHBYTHER

Tl Bi50p A0ICH SURHECTS (1 1070, W1SY HNERIA B4 XOTHTS MOTYSATI: O GHE=
TEMBL HO M 3TO e ARMACTCA OGAITEToHbi, TIOTOMY 10 JOBOH IS (pHAYTHE
MOKHO "HADAC U Th" AOOKITE 6 HLIMIT CAKET ML 1POT PN

1.5.1. Red Hat Linux

JAaH¥ TP UG THE CHIITACTSR KIACCRSCIKIAM H SBIRETEN TARDOIATCHEM MOZL
B pusurii OC, NOTOMY 410 WuesHo B oTo (pme padoTaer OcHosaTent
Linux - Jlinyo Topranbac. JIia noayseius 3Tor0 JucTpRGyTHED Bol MOXCTE
KT KOOCOHLIA  BOPAGRI WM CKINITE BCDCIO GOLIIEINO ¢ Cadi
www.redhat.com. |lommo svoro, Red Hat seser paspasorky OC Linux  2eyx
HTIPAETCHHEX; LT CEPRCPHBIN. PeLleHIIi K /TR KTHEHTCKAY. KONMEITEPOB. BTo-
PO BADIIIT tin9as £oc GobG OSPETATI APYACCTRCHIMA WHTEPETC 1 cnoco
e pent, SO HMEIHRE At

Versoska 5Toro aueTpHBY rtua YXC MEHo crana npocTOl 1 yA0GHa, 8 ence
Ayiowei TAane N Gy.8M PACCUATPHEATE, KaK RACTAIIHPYETCA K10t OC Red Hat,
W1 TOTMETC, HTO T HC TAK Y H CAOHO.

Hee uerpudiyritnn Linus ncerna pyréioT 5 €Imkn0Ts YCTANOBKH 5ApA 1 31po-
Tpanm. KOTOHE AN BCrO MOCTIBTAOICE & HCXOTHLIX KOIAX U TPCBYIOT KOM-
s, Kowmaina Red Hat ypocTara 3T0T MpOUecs © NOMON(LO paspagorias
aarezon RPM (Redhat Package Manager).

Muorne 1omsrateau Linux nazeores. «a Gaaroaaps Red Hat wx auoguman OC
CEAHET A TYIIGR BOCM M CMOAE 1IOGEN T KOHKYDCHTOR.

Feaw st asifupacte ceSe Auctpuby s 178 CCPUCPA, 10 5 HACTONTEIRHO ko~
MEHIYIO OBPATHTS EHHMAIME K FTOMO TPOHSTONNTET WIH €10 KIOHOE, TOTOMY
w0 Red Hat 3aBimanics 0 GeioMtacs 0GTH €eTenial @ CTAPACTLR MeMpARISTS OaIHG-
KM ¢ MAKEMEL HO BOMODRHOR CROPOLTBK).

1.5.2. Slackware

Moe smavovcroo ¢ Linux wasmianocs mecnio ¢ ascrpubyrans Slackwarc
(www.slackware.com). ITo QA1 H3 CARBIX CTAPSIX H CAOKHNN HCIPHEYTHEOR
18 JOMAIIIK NOANIOBATCICH. JU CHX 110p HOT YAOGHON TPOTpaMME YOTAHOBKI,
W BOTBHETED TCHCTEMI PHSOTITCA TEMTh B TEKCTOROM PEUMC. KOHEUHO e,
B MOWETE A0GABHTL K 370MY AHe1 POy Ty KDTE win GNOME (1 padpisaccicie
QG0T0NKH), 8 1A APYTAC 1AKETor, OGICTHAROWIAE PIBOTY, HC YETALODKY POlE
¢ encagen.
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Mia XS 13 TOTO, HTO 10 yNO. 1AL PASEMIEHD Bce. Touta, Kak i ot
KEIO, BGE BXCAUIIC HARCTI GY/YT COSPITLCH C NEPROTT CTROKOT, 1 eCTH NaKer
Npae e anpesa 19216877 10, (0 eTopas sanmes v cco.

A e MKID MPOBiieny PEIIATs 0 CTpOKwE. LA 3TOMO IyAHo et
T GreAyIOuee MpaBitio:

paiis ST Sl 1 sop w0 LRI ki <) RN

13 00 KOMIIVES Mt SATPRILIAESs (A0 - THY) HONS.HOMEIME WD WEIFTOROT)
TCP (-2 h-3) ey (KCTAM, ¥ KOTOPLIX A2PCC AETOMINKA (KAICH -5 HE paen

152,762,775, ot "1* GLIGTS 114D 1K AU ICPUDRUCTIR. T, €. PHILTRY G-
IYT COBTBETCTACSArS e 1AKETbL, & KOTOPbIN HETOMIMK W PALGH YKATAUHCHY.

Taxan anHes GCKTHON, SCT MO YMOTUAAN e papemenc. T upomioHy
I HEKET DT KOSV ED 2,157, 77, . GYAET 066 PARID YA CH

Ak 17 BRI WCTIOUNORITh H TIRPEN YKASUIEN HDMEPS 2P Hatprncy
UYIHO PaIpEEHTe ¢ dpeca 192.168.77.02 it 0eTyas & SCPECPy, KOs 10p
7 telnol, Tarag 110 y M-I, EHaEW FIPCT RECTO H GTEpH A8S! ACOTYT TOX0

counsiorepy 1921687712

srrsans - AREIT L P ran

T Ll ) RCER

Slalia ¢TpoKA PASPCUIACT NOAKTOEUME (0 paToRay TCP KeMALITEpY ¢ 2
pecon 192,168.77.12 Ha nioSiie Noprst 20 NCKIKHCHHEM telct, HOTOMY 11D ncpe)
VL 10D €T B ST 1

4.11.5. OrpaHuieHne ceT

B KpyTHErx CETAX OMACHIBATS Kb ROMRGIOTED et &0, L1 oferne
HA STOR S MOKHO HCTTOSET0BYTI, CYCEbIE HIIcH. HANDMNEp, atw Hidh
prpciKTs Bbixoa 5 Mircpier Tomeko as corn 19216818 (o vacd
255.255.255.0). 310 awasniT, 410 nepobie 24 GHTa (Mepuue Tp OKTETA) GapES:
COOTBETCTEYIOT IIEHTUGHKATOPY <STH, 2 NGCAEAMME B KT (MOCTEANEE WAGTD) -~
A1) HONED KOMIIOKITEDA 5 M. WToRbY PISPLLLNTTL A0CTyN 3% BCEH CETH, YaKN
R —_

scatns <7 inpet Lop uep 3 V216 D% - AGCRET
B Zamiow cayiae B Kavectae apeca yewno suascnine 192.168.1.024. Totne
N KK A3 MAET KOTHYECTIO BHT, KITODLD OMPCACIFT AAIKE cots, Dk s
ST, 41 BCC KOMIIBKTICA 1 310H CETH 1OTIATAIOT 00 A0t LT
CYUWECTBYI0T TPH CEIOBHIX KIaLCa CCTER, KOTOPHIE OTAMUIOTCA KOTKHECTEOr
Bin, o enmbix (01 Apec. MTOBL B2 SLNG APOTIC, UPHIGY ATy KITCCHE
o,

0 A— nepreic § @ onperesia spee ceTi. [ TaKSR cemn HenomuR

anpeca 5 mrananone 01.0.0.0 10 126.0.0.0:
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Rasary mapaverph. HUlpiiicp, Wm0 saceTH b CTTORY LOMCKA CACIYIONN
wowssay:

Teaonai arser Tilatypeicin
Wi
Tanomo? oreer “ilesypeixls

Wb naigere nce duatkitt » dhopware Word u Excel, cozepiatLase o0 "I'oa0th
OT4er", Bamnoiiio, 20Ky MeHTOB GYIET CIMIKCH \HOTO, MOSTONY 307poc npi-
ETCH YKECTOMITS, HO KTO WUET, TOT BGe1d KalaeT. CymecTayar pemmbhie
JPHACDE! W3 k3HH, KOTIA TAKHM 1LPOCTEM C1OCOBOM B LARACHb CoRpeTHNG
ZGHHELE, B TOM MHGRE JEACTBYIOIUE HOMEP KDEMWTHLLX KaDT 1 (JMHIHCOSME O
“eTHl rpH

Jlasalite pacemoTpust. KX MOWHO S0pCTHTL WHICKCAUHN KTEROTOR Web-
CTPIMLL, KOTOPIAE e JOTKHEL CTATL ACCTYMHLIV A7 BCEOGILIETO. MPOSMOTEA
JIta STOTO HEOBXOIMMD TIGHAIMATS, GTO HMEHHO HHIEKTHPYIOT (OHCKOBGIE CHCTE
tart. H 5TOT 5ONPOC OTRETHTL MIENKO — ACe, 4O ROGIACTCA HOZ PYKY: TeNST,
OMHCHIIIA, NGB KEPTHIOR, AORYNEKTLS GOTIEPAUDIEMUX GopwaTon (PDF,
XLS,DOCu. 1),

Hauma 30304 - - OTPAKHSHTS HASTORSHBOCTL WiIIEKSHPYIDUHX POTOTOB MoHERD:
BLIX MALNTH, TTOBM OHK HE TROTATH TO, 'm0 3anpeweno, A% STOr0 POSOT faked
NOmyuHTl OMpeReILIMA citrHa. Kax 310 crenate? huio fiahfieko AocTatou
TIPOCTOR, HO METAKTHOS PEMIERNE — B KOPeHb CakTA NONENITETcH ($alia G HMeIEH
£ObOTS.LX, KOTOPo CONCPKHT MPABHNA 7% TOHCKOBLIX MAUIHH,

JlonyeTim, S10 ¥ eac €CTE CallT Www.yDUr_name.com. FoGoT, 1peRae sem i
“ark cows pabuTy, HPOBYET HApyaNT falin Wi your_name.com/robuts
it ok Gyner Hallacti, To MILIGRCALIA MOWIST B CODTBGTCTaMN € ORHCIIbE
B afhic NpaBAZMH, KKAHE MDOLIECE HTPOHET B3¢ FOTPAL

Doty $aKI 05CHb IPOSTOR H COLTIHT ALET NI s THYX THERTAR:

1 Dscr-tgent: aspwTo— B KACOTES NIAPAMCTPA ICPEAISTCS M TIOCKOROY
CHCTUNL, K KOTOPO GIIGEITCR SnpeTM. Takimy Zaniced  (uie MONeT G
HEGKONLKO, 3 KIOKIAR GY ST OMUCHBATS UBCHD MOKCKOBYIO CHOTEMY. Lok %
NIPETH! J0.5KHEL TEFICTBOBATL HA BCE TOMCKOBHKH, T0 JOCTATO'HO YKA3TS ant-
“aTe aiian TMPEKTHDY Jsee-22sat G NAPAMETPOM 3663109 (*);

O Bisal baws: a7pec — WIPSNIST KKIEKCHPORIT, OMPEAETEHHEI GAPEC, KoM
puib ykasmibaeres ommoctensh URL. Hanpue, cin Hel X0tuTe okantiot
o wnaekcauw crpani ¢ URT, www.your_uame.com/admin, To b kascorie
APAMETPA HYKHO yasaT, /admin, Kak BWIHTE, STOT Anpec GEPETCA 1Newns
W URL, 2 e 13 satmelt peanbroh afii0B0i CHCTEs, NOTOMY TO NOWCKOSM
CHOTOA He MOXET AT HCTHHHOC NOTORENiE (AFA0D 1id ANCKE CEPACP i
onepupyeT TonKo agpecayin URL.
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MIHTS GKETE) B HYIKHOE pyeno. O w OTwX METOROB —- MAPUIPYTHIAIHA OF HE-
TouanKa (source routing).

 NOMONLEO MADUPYTHEALMA OT NCTOSHAKA MOKHO YCTAOBATS NYTh I[IOXIHE-
Hith Makem™ 110 ceTi. MRoTa 510 ACHCTEMTCNRNO YIOGHO, HO Wbl e 3HACM, *TO
310 "MAKA O VX KOHUAX, W ENGTHE NOTHIHbIM Dhino G4! SGUICE FOUNR 5anpe-
THTS, 8 UL KOO HAKOTZA HE DAY ABaTS,

Kak Wapupyrisauss o7 neTounmka simace ne Besonachoces? JlomyeTiy, o paw
ceresofi JKpaH IAMPEILET NOAKTIOHEKITA © aapeca 192.168.1.1, noToxy 470 depes
107 IP  BaM OLTANCA IpOHHKHYTh Xakep. TaK KAk Bee WAKETLS AM0YM LUBICHIHKA
NAPIIDYTHYITOPSL IATIDABAEICT HMEHHO YEPES T AAPEC, TO NOTKMGHEHHE CTa-
HOBATCA HEBOIMOKHbIN. 110 Graroaps SOurce fouting ATOYMBILICHIMIC MORET
M YKAIATH YTL, 70 KOTOPOMY JOMKEH SNEOBITS MAKET,  MPOBECTH Er0 8 06~
XOT MADUPYTHIATOPA SIS CEPEPA ¢ JANPEIEHHEIM SAPECOM.

HKab, 410 bl HE MOKE JATDETHTS MAPUY THSALHIO OT HETOTHHKE Ha KOMII-
TCPC XAKCPA, HO MHI NS OMANA IPARMMATL TARME MAKCTLI K2 Cboclh CTOPOIE W
Tom Gonee A KOMMBIOTEpe, KOTOPHIR BHITOIHAET PTG WAH05R & HHTepHeT (Npo-
KoH-cepaep M ceTeB0il Skpai). JL1A 3TOr0 HEOBKOMMG YCraHOBHTs | & daline
Iprocisys/netipva/cont/allaceept_Sumece_route win Buonkh KOWEHAY:

2ho 0 > /prac/ays/nes/igva /cont/atl/aceeps_source_touze

14.12.3. SNMP

Tipotokon SNMP (Sitaple Network Management Protocol, npocrofi ripotokon ¢s-
TEBOTO YIIPABTIEHINK) TPUMEHAETCA LIS YIPABIEHIAA CETEBEINE YCTPORCTBANSH, Tae
KHMA KaK MPUIpYTIGATOpS, YIPABTHCNLIE KOMMYTATOPb B AGKE GHTOBMH YT~
POHOTBaNM, IOAKIIONICHERN K COTH,

Cywecruyes Tpn sopewn 1070 npovoxona. Tlepsan sepcus Guina paspaborana
M€t ANBHO M, KOHEHKO e, OCYWIECTENRNA OTRPHITLIH DOMEH NAPOIIENIT 15 Mok~
st Magspotatine. Goino nofaeacwo & SNMP, HasHnan 00 ETODOR Eponn.
H€IIO MOSTONY NEPEYIO BEPCHIO 11E PEKOMEIYETCR HONOMBIONITH, 0 Aydile
AEAE JANpETATL,

¥ SNMP €c7h elife OH HEOCTATOK — MPOTOKOT UCTIOTEIYET B KASECTSE TPIHC-
TiopTa UDP-npoTokon, KOTOpLii HE WOACPAHEACT SHPTYATBHOC COUHENME, H
TEPEATIA OCYIIECTEHETCA NPOSTOli OTNPABKOH TAKETOB & CeTh Ges moaTBepXae-
HAR ZOCTAEKG 0 563 KAKHX-AHGO 25TODHIAUMR, T. €. HOYMBILITEHHIK TETKO MO~
KET 1OURENATH MOGHE TIONK NAKETa.

51 e pexomennylo wemonssonats SNMP 50051ute, GOTOMY 570 1% SonbamKTea
34884 309KII0 OBORTHEn Ge3 Hero. KONEUHO e, WQpoBaHWE, 105ABNeHHOS 5O
BTGPOM BEDCHN, SHINMTENLHO NOBLICHTIO GE3OMACHOGTE, H EF0 MOKHO CTAA pH=
MeRATL 1DKe B 00000 pérkibx Gayaas, Ho HEOGXORAMO CHAYANA YGEIHTECH, 4TO
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TOTEKC TPH, 3 970 €0t 4% St corma® Bentmih, Kaxas CTpORA G4 yaanc-
Ha, Ot COKHO,

SR e CranaIyTes ¢ Tl SNy, Yaaeune tanuaiTe ¢ nocieaet
TP, B AIMIOM SItyHTE ROMAUIZH M0 PACTONHTE TakhM 05pa3on:

fpckaing < g

fpnbaias -3 dopt

Eemy ette 0211 COCO0 YINTENIA, KOTOPLIA MONATENIEE, HO A3 €10 PACSMOTRC-
¥4 S08aliTe COLIAMMN DTIENSHY SATHCH B nenoike forward. BUOOTHKTE cne-
rmp—

s B oforsers poiow 3 Y

B 3100 GTPOKE Med 1ICHOb3yEN KM 7., KOTOPbIN ACAMIMCT CTPDKY & KOHEIL -
o 6 BEN Syvac BLia TyeTas).

Ecnn 0 salsd SACTEME SanpelieHs nepesgpscawn (forward), 1o sannce Gyger
AOf2anerz, HO HB OKEGAR MOKET MGSBUTLCR npeAynpRRLERe. Uyt nowke o
Paz0. 4.31.7 M I0(0BODIKS 5 NEPRHATPFBNGHAK BEARE A0APOBH.

FEGCIOTPHAS, 470 180T 9TC NPABHAO. (110 CpaTOTIET, ecan nIxer TpeDyer nepe-
WRPRRICHTI @ Mipis STOV HCTOe2yeT ICMP-TpETORON. Mbi yCTaoewnn GHsTy
657, 2 30a4HcT, MaKeT GyneT oot yaaen. Taxuy 06pISOM. Mol 3aGACKNPOTATH
[CMP-Tpadc 14 nepenanpaeaeun, Hrofut sanperat, [CMP-naxeTut soobue,
WO AOBABITS CIUC APATIID;

s A gl - e -y DESY

Teneps nomposyen yaanuT 3ankcy. {1 0N WASERETE KOVANIY, KOTOPYID Hot
EUTOTKANKL 10 NOBABICIST OPUBILAZ, HO HMEWNTE K04 . (HIA -1, COMY Bbl
WO RETAny) 1 D B Py I AGIORI (0L KOV

falsias 0 forvard p dcrs § Lo

BUnoni i47¢ ¢¢ 1 yGEaNTECh, HT0 SAMACL YHAACUA YENCLI.

4.11.4. Mpasuna "Bce kpome'

Duci, wacio pixUTIES T, AR 1 EAe “ese Kpowe”. Hanpuwep,
HKHO SAIETAT, AOSTYIT K MOPTY 1GINC BCCH MOTLICTATENAN, KPOME SOV IBIOTE-
P apeean 192,168.77.10, Jiyuie MOCTYTHTL CIeAYIOMM OSPAOM: Cratfa
[OEINATI 5CTYN 215 KONNBIOTepa : 92.168.77.10, 2 NoToAs sampernTs necw. To-
2§ UNOAK INpUt By e e Samnew:

0 paspeutire neakKOYeIE K telnet ¢ sapees 192,168.77.10;
0 speTiTL MoAKMONEHNE K telner.
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Tak Kak UDOTPIMMA MOCTABIACTCA § HENOIHLIX KORTY, 10 203 6€ YCTAIIOBKA Tpe-
GYeTEN PACHIKOEIA APXANA K KAWL, O YRS HE J0IKHO ¥ HAC Bhasblsit
apodnen.

1A PASAPKMEANOBIHSTA BTOTHAEN KOMaIIY:

= xevf corcasrtry-1.7.tar.ge

B o Guryuze COAARACh AUpUsTOpHa portsentry_beta V bac 370 WU moke!
SE1vb APYTHA W3-32 HECOBIIAZEANA BEPCHY BPOTPANILY, BOTMOKINO, HIMEHHBLIE-

A& MOMEHTY DLINOUA KHHI. FIMA SATA0r0 OYACY WATHO B UPOUCCCS PATPHKSH-
poBEMA, T.K. WpOrpAMMA OTOBPEKIET KO SKpaHE CHWCOK (akion o DT

mansin/ows padina,
TIepeHiauTe © COMTAMNLI KATANOX & MEXOILIMY KONAMM. MTOBM meIcLnaet.
KONAHALT K HOM:

o portucatsy_bela

Tenepe, norokapey o somnimaun, Tiporpaua PortSentry. vamicasa ysmbep-
GATHHO  MOKET PAGOTATE & pA3HErs UNix-NoI0GHHLX CHCTENAX, 1 NONHNO Linux
510 woker Bhits Soturis, FreeBSD, OpenBSD v 1. o ks an b k-
Bu1 ABIIC YKa3aTh, Kakas OC ¥ BAC YOTaHOBTEHA:

azke 1t

Teneps coSTRHID yoTanoska. [T0 YMONUIAMIO (ATl BPOTPAM VBT KOMNPYIOTCA
& auperopuo /usrlocalipsionic, 10 THM MOKHD YIPABINTL, cCia b Gaiie
makefile noMeNATL MAPAMET 6TALL ik, ECAM 508 YCTPAMBICT, 10 BHTORIACY
KoveEay:

Rk <natall

Jaren WYHHO YOTAHOBUTE OMMAHHbM T3 PortSentry criocolom mporpamivy
Logeheck, uosmamy ipaseity musbie ks

tar v logeenk-1.1.% rargn
=4 logehesk-1.1.0

wake in

rake sastall

3T BPOTPAVMA M0 YNOTHHIK YOTAHIETHBICICA & TupcKTopHIO /ust/localiete.
KTAI0F TAKKE MOAHO HIMERMTS. OTPEOTXTUPOBAS MAPAMET] 1N$ALL 1% B haiize
makefile.

Bee nactposiai nporpasver PortSentry Raxosgics b tahne fustiloealpsinnic
Iportscntry/priSentry.con. [1a YMO:MAHHI BUe TKIHMEHTHPONAI0,  BAM HeDD-
XOTHMO TOTLKO OTKDbLT KYRHEE CTPOKIL

anprvep, 561 XOTHTE, 4TOGH MPOFPANMA CTEIFIN 32 OMPEIETEHHHINIT HOPTANIK,
Ha Y107 Giiysiait B KOHIHrYPaunoHKOM (haRTC TOANOTORICHS SIOMMCITHPOII-
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Tiepstiii IrapaveTp OMpeserAET AMPCKIOPHIO SHYTpH /s, kyma 6yneT MOHTHPO-
B3O yeTpoNCTHO. BTODOR ATHHGYT — (12aUCTPL GiIOB0f CHCTEMM i KTIOHE,
KOTOpSIE 5YyT HCNOT30BATEGS Ak MOAKTIFIERT, B caytiae ¢ CD-ROM ykasana
aliuosan cacreva 1509660, pazpeieno TorsKo wTeHne W sanpemens SUID- K
DRV-nporpase. Mocseastit napavenp onpeaemer yorpoicino, Koropoe
I0AAIIO MOHTHPOBATCS.

Kak Biuite, 5ce 04eib QUK 1POSTO. BN MOMKITATECE OGPITHTEA & AMPEKTO-
P miscled, & 2 npuEoae CD-ROM 8 5TOT MOMEHT GYACT HAXOZWTHES TUCE, TO
G BYIET ABTOMATHAECKS CMOHTHPOBaH, TOLKO €CTH OIHO 3IMEURHNE, ATpEcd-
BATBCR AYHUIE KOMAHAAMA Linux (HATDIMER, BAINOTHMTY KOMOMAY Ls /masi/csl,
4 tie © ToMoweNo mporpany. EGai MpocyoTpeTs AnpekTopinto /miscied ¢ no-
Mouklo Midnight Commander, T0 ek He G€T SOHTHpORaY.

14.12, Kopotkue coseTthl

Mt npoaisa i auposanh ROCTATOMHO MHOTO BCTEKTOB COMIaHSA BeI0NACHOM Crc-
TEMEL, HO €CTE HEKOTOPA(E DBILIME PEKOMSHTALIAR, KOTOHE MOTLTOKKBAIOT Pac-
cxoTpenLIE b aTOR Kure Matepan. TIoaToMy HATIOCTEAOK 2 COGPaN KopoTKE
‘COBETR, KOTOPEIE MPHIOZITCA BIM B NOCTPOEHIN GC30IACHOR CEACPA Wk GETH.

14.12.1. QechparMeHTalus nakeToB

€ 5IOMONLIO PPACMEHTHPOBAHHHX MAKSTOR XAKSPHI TPOWSBOLET OMEHb MHOMD
atak a cepepr). B Liux oKD caengre ca, wof OC ofbeamroua nprs-
e naxeTsa. Ecam ¥ Bac MOHOTHTHOE fapc (Gea momepiki Momynet), T0 Heal-
xoxuno npomncats | o gaiin /procisysinet/ipv4fip_abways_defrag. Bro nerco
CHERATE € NOMOLIEIO KOMAHAG

“cho 1 > /proc/ays/net/ipyd/ip_aluays_defzag

B MoGTERHAX 42paX, KOTOpHE KCNOTERYIOT RPM-MoAYTy, HEGGXOAYO noapy-
BUTH MOYITS Lo_cnt cac

madprobe ip_sanattack

14.12.2. MapLupyTi3aunn or UCTouHnKa

Mei yike He a3 FOBOPHIH O TOM, Kak NAKETEI NPOXOTET MO CETH, 15 MOCTATONH)
110pOHO IATPOHYAM 3Ty ey b pasd). 4.5 1. HanioweHaso, 410 Biryrpsr CeT nie-
1 nepenaiomes no MAC-8pecy, @ Tin OOMEHA MERGly CETAMM HEOGXOHMO
NAPUIPYTHSHDYIOmE YCTPOTCTEO, KOTOPOE YwEeT paBoTaT ¢ LP-aapecami it Har
TPABIATL TIKETLI MO MYANOMY WYTH, KUTODUH OHiY CaMM OUDCOARITT. HO 3T
YCTPOACTER YUPARATENL, h CYINECTRYCT HECKOTILRO WETOROB JACTRBUT HX YCTPE-
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Tabauya 4.1. Ocriopnuia kogu v T [CUP-nakerss

Tun | Kon ' Onwcanue

0 | ©  echoreply — Taxie nakeTsl MCORESYIOTCR AR NPORSPKA CERIN © KOK-
TIOTepOM Hepes yTNATY ping

3 ‘Gestination-unreachable — NaXETM 3TOMD TTA YKASHBZIOT WA KEADD-
TYHOCT: ApecaTa B ABHCMMOGTH O KDA3 MOXNO NOMYYHTE YToN-
Herble AakAbIe:
« 0— reaccTynHa ceTs:
» 1 — werouTyaen KomasioTen;
* 2— Heucctynen nporozon;
« 3= neapcrynew nopr;
s 4 — Tpobyetca GpanekTaU:
« 6 rompecrHar cets
|+ 7 —newsseoTHui KownboTep
8 | © ' echorequest— Tadie NaKeTk: CTOMsIyOTCR ApK APOREPKE CORM ¢

| KORINLKGTepaM 4SpCS YTUNTY ping W IANPAUNSDIGT OTHGT aT 300Ta

2u10 | 0 CooByensn Takaro Tana paccHnalT MapLEyTsaTapH

12| 1 Henpaaunomsh IP-sarosasox

12| 2 Tpebyeune o orevrcreyor i

4,11.7. MNepenanpasneHue

Boe 1paoman, KOTOpUIE M) OIIICHEAAM 10 CHX HOP, OTHOCHTCA TOTLKO K J0CTYTY
¥ KOMMHHOTCRY. [B CIYHAE CC:N KOMMBITIED HETBABSYETCA Kak BbiEchHb I core
RO SKPAIL, 0 TS 1A PORKH HEMENNIOES, H 1 OCHORION b BseTe paloran.
 forvard S,

CeTesol wpat, KOTOpSI IILAACT UEIYHD COTo, COCTOMT, KAK MHHMYN, 1
KOMILIO1epa ¢ Anysea 1 Tepeican . O Wi ws (€CTERaA ka1 Wi MOTen)
HATpUBTEH © MHTEpHET, @ APYTOl — b MOKATBHYIO CeTh, Cest ¢ Hrmepueron
HIDOMCXOAUT P 11 KEMIBKITED, 10310y CeTebol Hpan Gy ler MM ATbGH
MepeIANPRACITCN 1 paiica € OAIIOE HTCPYETCa B HpYTOR, T. €. ¢ CETCUOM K-
et Wi wozen | ofpaTUD. TaKoH KoM EIEp K AT mOsOM. HoTsonrenm
He NOTTOHAIOTCR K CAMOMY HEHO3Y, 4 TGMLKO HETOHSYIOT Gro KAk CPEACTHo -
PeATpECALH NEKETO.

Bil MOXETe YCTMIOBHTL KIKHE-THEO CEPIiCe) NPANO 1A CETCSOR SKDAK, HO 4 e
PLROMCHAYED 310n D AeAaTh, JyHiLe, S0 O GYIYT 32 MPEIENaNH TTOrO KoHt:
woTepi. TIyBinmmbic CCPEUCH 1ywTe CHABHTS O CTOPOHN HHTEPUETa, 1 2aKpuk
Thle — TOMKHbI GLTE HA CEPBEPX MIIYTPH RAUIEH A0KAILHOM ceTr {pHe. 4.6).
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Javen KOVMIOTED SI0YMELIENHKD BYICT NEPEAAPECIBBBATE MAKETS! PAANKET
sty Web-cepiepy u BO3BPALLTS OTBETH KakeaTY (DHc. 7.3). Takmn 06pan0M, becs
TPAGHK GYET IPOXCINTS Hepes KOMEIOTED KaKepa.

] [~ H J =

Puc. 7.3, Nlepaxear pacpusa

70 OTIACIION HOKET YBHASTL XAKEP, KOTAQ KNMGHTT MPOCHATPHEAET CTRAHKLY B
Web-cepnepe? Mst KaRa AcHs E80AMM HA Web-CTPaHALEX KIKHe-3HGO 2
HELe, NAPATH, HOMEP KPEKTHAIX Ka[T, # HMCHND 370 SIUACTCA (CHORNON LETHD
xarepa. Ho 5T0T METo: 651 XOPOLS MECKONBKO TIT 1381, Kol He 5o HTTES:
HPOTORON 1 GEIONACHOTO COSAMHEHMS ¢ NOMOUISKO SSL-Uppoarys.

JiesaiiTe BCTOMMMUM, 4TD 479 MOZKTIONCHHA N0 SSL MH0Ga% TPOTPANMG-KiveHt
ipyep, Gy en) 1 Web-cepne DOMENAIOTCA KINSENH, C NORIMIND Ko
prix npowexoanT wndponanse. flnx HTTPS 1omiyo oTRpHTON0.  Aaspsnore
KIMOER HEOBYONMES DOSTHGRATERHbIE CEPTHYBRATE, KOTOPHE BLATIOIG GO8
CUASHIMPORIHHGINA KOMRTAIEN. TIDOTPANMA-KIHEHT NPOREDAET CepTAHIAT, B
M O TOREPEH (LHKPTITAR OIS DI UIEAWE QK TOpH DN HOR PP,
TO ROAKTIOYEHHE pa3peLIeTeA. CEPTHHKATE MOXHO CTEHEPHPOBTS CAMOCTIR
TEAHO, 0 BOT AOATHCK MOTIETATS MPAKTHISCKK HEBOIMOKIO,

ECTH KOMMSIOTEp KaKepa NPOCTO GYZST MEPEANBATE JaHHLIE MEXCLY KCTHCHTON 1
GPICpUM, T TPHUK DCTAETCS ATILCPIORAIIHLIN, 1 €10 BPOCHOSQCHL HE YT
. EAUHCTIEHHEIM BaDHIHTOM MOKET GHITS CIIEAYIOIIAA CxeNa:

1. T1a KONRGHOTEDE XAKEpA TEHEPHPYETCA RAPA KTKCTIEH 1 CEPTUAUKAT.

2. KieHr TOAKTRONACTCS K KOMTIHIOTEPY XAKEPA A OOMEHUBICTCA ¢ HIOY KIK:
aw.

3. Tipw epenie MHGOPMATHA LIMGPODAUYE TPOUCKOTIT ¢ IGTIOTOM, KOTOPU
HGPAIORT NaKe, MONTOMy On B POSIIEt PacLINDPOSLIBAET LCE ASHANE.

4, Kommmiorep xawepa coemmnercs ¢ Web-cepuepos » nouysset cro Ko

5. Meay KommuoTepom xasepa 1 Web-CEpRepOM yeraHanIHEaETCA COBIIHEHE
1o oy Web-cepsepa.

TIpH TaKO CXeme KIMEHT MONYHAEY KIMO, KOTOPSIE CTEWSPUPORIH NAKLPOY Wi

HMEET HYAHOE IODHCH, 9TO SHAHHT, WO Y KIMCIITA }ONKKTCH CODSIIOHHG O ok

KON X Galiry G663 1GOBHOMMON CpTHIKATa, U BOF TYT TPONCXOIMI 2
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IO Olia BLNOAMATACH Sepes OTPEISTELNHE HHTEPBANb BpeNeHH (He MeHee 15
SHHYT) H COOBIANE BANMIHCTPATORY © GOGEITAX b CHETENC.

Ji5 HAUTA KENGTENsHO CKOMGUTYpHDORATS Mporpainty Logcheck. Tax soro
enpofive paiia fuseflocalictc/logehicek.sh  206ABLTE 8 Herd CReAYIOILYKY CTROKY
feomn ee vrer):

"2l to: SYSADNTN=sdnin fsnver.con”

5500 semindasrve-. zom— 970 hat E-mail-apec, w XOTOPuI HYAWO OTIPAE-
2T, SMeKTpOHNSE cOOBWENMA ¢ WHGOPMELHER O COSPRREHHMX TPOTPaNMO
PotSenty b Aypele 2anncax. Terisph OCTACTCH TONKO EIENETS TAK, Y1UGH CLie-
vagi fuseloeat/ctc/logeheclish BETIONARTCK MEPe2 ONPEAGTEHHRIE 1IDOMGRYTI
seenn. /L IT0T0 ROAOHET NDOTpaNSIA crontab.

oA TeCTUpOBAEHA THOrPaNMb POrSEntry 5 COMIrYPpORLT €€, KEK HOKIIO
W, W BANYCTAA NpOCTYIWABAHYE NOpTOR. Camep CyD NET Utils (bitpy
www.cydseft.com) MoRA1AN TOTLKG Tepeéle AKa OTRPHITEX KAUATA, Bee ocTae-
e OKETATHER T 1IPOIDEMMLL TIKPLITLL, XOT ERNsHO Mk Gonbue avyx. A oo
34 KTARAATYPY CHOCTO Linux-CepBepa  BHNOHIL KOANAY cot. /ato/hosts. deogs
0B yeuneTs dhafkc Jete/hosts.deny, coTOPWi CoaepxHT IP-atpeca Boex KoM-
IHTEDOR, KOTOPLIM TAEICHO TOAIIONETSCH K CCPREPY

He Spalie HOABMIOEL COnEPAGMOE JTORO PanA, U NOCIENEH CTROKOR G
TP-aZpec KOMUIITEpA. G KOTOPO! 0 £ IpOI3ROIMN CHENHPOREHME:

i 192.169.7030

Tiporpassta PortSentry CpeaTupomuia 20110460 GHTpo w sdipexTunmo, nponst-
b 8 paiia Jctolhosts.deny 3anpeT WCTOALI0BEHHR OG0T CopRca G anpeca
192.168.77.10. BOMBING 5 Ywe Huwero ¢€I0Ts He MOT. EARHCTBERMI COOCOS
1088 NORYIHTE A00TYD — yaareHie CTpokw m daina fete/hosts.deny, nokasai-
oM Bt

Hy 3AMETHTS, 4TO HEKOTOPE NOPTSL MOTYT KCTIOMBXIBATECA NOCTATORHO Yac-
10,4 nporpamma GyIeT AyMars, 410 570 noneTKH B3toua. K 1 oTwooaTe ident
(113) n NetBIOS-TiopTa (39), # WX yNINe BCETO HOKTOHTS 3 HabawoneHws. Tina
31000 B KoudHTypauHONKGN daine /uselocal/psianie/portsentry/prisentry.conf
WITe  GTDOKN ADVANCED EXCLLOE T (173 TCP-OpTOB) M ACOMNCED_
e, (4 UDP-noptow)  206a5kTe HyKHble KaHaTs! B Sicok. Tlo ywor-
SO B APOrPANNE HCKTIOHEHL CIEAYIOLINE TOpTLL:

ARICED_EXCLODE,
AR TXCLINA

cp=r113, 138

IOPS20, 133, 137,

Ka omaure, 113 1 139 0PTEt 10 YMOUMGHNID G HCKIRNAIOTOR 13 MOHATO-
prura.
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o1 paGOTACTE HMEHHO €O BTOpON W Gonee cTapmicli peponell it WHbpOEaHHE
wenomayesca

14.12.4. NonHeIi Nyt

Koraa Bb1 amyckaeTe Kakme-mith KOMAH;LA WA TPOTPANMML, TO HEOBXOTMO

YKA3bITATE MOMIEN AYTh K HHM. BOIL0MHCTEO IIRSOBITENEH 5 219 AHHGTRETO-

OB 11DICTO YKASBAIOT WA JAMYCKACHOTO OBLEICED, HTO MOWKET CT&TH MIUAMAOH

524033, 718 4TO 130 TOBOPHTE, A CaM TELLLY BECIOM KOPOTKAX KOMAHI

PACCMOT M MIHMEP TOTD, Kk 3I0YMRILIEHERK MOKET CIIOTHIOEATS KOPOIIHE

MNEHR 5 SBOMX UK HA IPHMEDE KOMANAE 153

0 xaxep cozaeeT & kakow-TuBO KaTanare (HaWpHMED, & OGUIEAOCTYITHOM /trmp)
palisl CTAKHM AKE HNEHEW, KIK B Y ITAKYENOT NPOTPaMML:;

O 5 107 i MORCT GiTh SaMHCAH CUEHaPHH, KITOPSI BAITONRET HEOBXOTH-
e Xakepy nefCtans

Hanpiiep, CTetyionssh Ko MOKET 51T 3anHcas & TakoR gatiy

#1/mings.
+ Howennms npssa Tootyma X afinan /2tc/passur « Jeto/shadow
chmo 77T Jemc/passus > Jderimull

chmos 77 Jete/abadon > sdevimll

4 Btz cporpaes 1

sxce fbialle 36"

B 1GHHOM TIPAMEDE BHNGIHASTCH BGero TPt KOMAHAsL. TIepesic ABe MaMEHSIOT
npasa Rocryna k dafinay feteipasswd i etclshadow rar, 4ToGk: oGl noaks-
BETEM, CMOT WX 1HpOSHTaTs. Tlpis 3TOM B6C COOBIICHNS, KOTOPHE MOTYY BOSHIK:
HYTh BO EDEMA RHINOTHGHHS KOMAHD, HAMPOBTEIOICS HJ HYACEOE YCTPOWCTED
ev/uull, 106 oMK He aTOGpaRANKCL Ha SKpate. TIGGIC JTOTO BLINCAKAETCE
CHCTeNHa KOWAHAA s W3 KATANOTa b

Teneps yeTaamimBacu POTPAMNC 15 NpABA, KOTOPHLE MOJBOIAT BTOMHAT B¢
oMy Moea0RATEMO:

chood 717 Jtapile

Troskeh otk ToTo. Temeps HEOGXONUMO CIENATE TaK, 47OGH OH EHITONHATCH
BMECTO CHOTEMHOR KOMaHW La. JTn HTOTO AOCTATONHO BABHTL B CHCTEMEYIO
IEPEMEHRYIO OKDYARCHNR ZATH b CAMO® HAYATO kaTanor Atmp. Eerm Teneps KTo-
B0 ATYCTIT KOMARAY La 663 YK@3aHUH ONHOTD MyTH, TO BWITONHMTCS Hews
cuenapnh, sOTOPHA NOMHITAETCA MIMEAWTS Masa KOCTYNa wa alinel naparcii,
TGt Y NOABS0BATENT, JATYCTHBLIENO ROMAIILY, XBATUT TOTIOMOUAR A1% H3MEHe-
M3 DA, TO WORHO CHTATS, UTO CHCTEM BSTOMAHA,
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2 e

Puc. 2.8, 0o ynpasnonan pasienamin

C yke ey UCOTBIOUNI PEIIETANH MOKHO SCTATH CHEAYIOUME ONEPAIUIM. Watie-
121 1ADANETDR, KOMPORAR, IRAHT 1 YT, P13 TTATO DAETKIBAT A
i HHTEECY OLLEM PAIACIIC H ILKHTE COVTBETCTRYIILYIO KHOIIKY BHEY oK

1A% COBIANME MCKa HYKNO BHACTHYb CTPOKY TIYETOND MPOCTPRKCTA U HAAATH
Krattky Coanate, T1eped bavis NOABIICH OKHO, KAk 1 phc. 2.5.

B srarogaiomen ciucke Tum $aRAGROR CHCTENE! MOXHO BHOPATE OTAH 12
KpeIIGHEHIIK Blop. HekoTopue w3 Trix CucTen (Extd, Ext2. Reiser) 3 yike
PecemoTpern i preid. 2.5.2. H1O3AKIMANGH € OCTATMIMA

0 XFS — yerapesiion cue rewa, NOZIEpRUBANNIAY e 10 2 TEART 1 Mascu-
b pasep Gaita 3 64 Maitta;

0 Swap  HCROMISYETCR TONLIO AR PSASAO MOKAHM, O KOTOPEIX TIOTBIPHM
ayre e,

3 RAID — B 7tiHOM KIHAFE Mbi ATy TEMY TATPUIHBALL 156 Gynem

HyTe HiDKe PASTIOTOMEINA MOMOCKE, € MOMUIILD KOTOPOT MOJHO YKEFATS PaTNep
GYay1leTo AME MPOSTUM NEPETALABAIAES €€ MoLbIO. 18 MOurene paSo-
AT, PYKaMI CCTH BOIMORIOCTL JANATH PAIMED ABIILIM 0GpaIOM B Moe Pasvep
(BBOANICA HINCAC B MerabaiTRN).
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0 B— ucpine (2 GHT onpeaention wipe ceru, B Takel cem Menomwyies
apeca s piamazowe or 128.0.0.0 10 191.255.0.0;

7€~ uepure 16 Sat onpescnor upee cora, B Takolt et nemommsyres
fpeca s warone ot 192.0.1.0 20 223255 255.0,

CYUeet tywrT # HOKITIOHEHIeA, KOTOpbIC Mol plccriarpmeanis o pasd. 4.10.2. Fean
b 6 CTRARWRETHCE MBI © TCP-GAGTOKIAM, TO & CONETYIO MOBHAKOMATECH ¢

Hk COUAC. T 10 SUMORT B B ALMMFHCEPHPOBANAY BIILEH CHETEEL

4.11.6. ICMP-1pacpbuk

Caseie CIAORKIBIM U3 WIOTHY QM WHACTRATOPOR NAHETSS YTIpACISIOWI Mpor-
son ICMP, koropui 1o cTansapry RFC 792 peycica jvin paborsl npoToota
FLPAP. Ho 1 1t e BCERTS NpUIepmmsmoTes cranaapron, n TCRAP mower
Pt e amniaTepay, rae ICMP sanpeten

iprokc: TCP 5eCTKO IPOLIBAIOT B HWM rOT0KL M € LM CTATAII S 0~
e nwssosaran, norosy wto TCP Haubonce pactpoctpancn. Hporoko:: LINP
110 CBOMM XapaxTepHeTKaX cxo ¢ TCP, isromy 1yr roase ocoli upnize we
SoSIKAET. A 107 ICMP wano Kowy 3nakom 1 €10 3awe GoaThon, BuTyer mucnize,
Q€70 APOLLE 1 A5ILS NOTIHOCTEED SATPETHTL. 10 716 1€

ignioko:s ICMP MOSBCIACT ABYS: YHIIM B €T CORVGETID IICTIONLIOBATS AIGOp-
O 0 CUIMKTX. TTPOXCAREING MEPC3 11CIO IAKETL TIPEAIKEAATEINA 11E Onpe-
€T 1OTPAMNE, & KIALITEPY & TN, 1OTIOMY ¥ HETQ WeT NopTos. a0
Ltk 1AL 13 KL "3TH TADIMETPI MPOTOKOTA MOKIO YUMAETS, €CTH BHIONHATS
e

ifehains - _cu

Maeria ICMP. waine nooro, PACCLUIAIOTE B OTEET MO NELAATIGIC Chryuuii
OCHOBHEIC THILT # 0L, KOHOPHE J0CTFTIHEL 117 YOPIRIENIA, MOAHD YUILCTL
s bn 4.1

s conasien Apawsita i TCMP-caofiuienna yeasisaeTea a
w1 TCP-IPOTOROM, 3 K0T — AOMEWATON TG Kaiosa
ay10n@A CTpoKa sampoTi ICMP-TTaKeTot TheTbery THia ¢ Koo |

e, KaK 4 nopT
Hanpuaeep, wic-

-

ighains -1 owpa 1 -p dows -s 192.348,5.1

avmoe wmne 1CVP

HoRmophic B mIBCTPAIOp  YACIAGT e
10Kty FEO HHBIGE, ITORY SO TR 1y TEM B0 COUSPIUCHO YIS LT
TO4HD HOT ATAK, K TOMY 3Ke XIKEP MOAET ¢ HOMOLIGIO CooBlucailt ICMP ncpo-
ottt e TCP-TPAGHK, HCROTLIVA Ty HETHPORAIIHE.
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Bur apiaviep raiina 0borS.(xt, KOVOPEIT BUPEINEET KHASKCAINNO LTPA AL 1aXO-
BUCE 00 AZPECIM WHH.FOUY_name.com/admin § WWW.YOUT MUIG.COm
leg_BiR 215 TEOBHIX MACKEMPYIONGTX POGOTOR NHOMCKOALIY CUETEs,

Isez-agent: ©
B e je bin/
Ry

Tutsie IPASTA TSPEULION WINIEKGIIAO € YAETON 1O:06aranor 8. HampHwep,
_maume.comicgi_bin/fomum owe we SyayT e

fafnt o anpecy www.yon
e

Creaytonsi apusep TBpELIAST AHASICALAIO AT BOBCe:

er-agent: *

smtlon /

Tt 60 eatem calire €CT APEXTOPHI C CEKPETHTIN K ATHHbNM, TO CTEAYEY 32~
ApeTITL W ezeKcauto. Tlyttic sttt PA3 OTKAZATE, "ew NOEpAT, TIpk DTON
HE CTOMT CAMILIKOW YIGRATLCA 1 HAXPLIBATE BCC MOADAR, TOTOMY HTO COTH CalkT
2 66T NIPOMEAEKCHROLAN, 7O €10 HC HAHIYT TOHCKOBHIE MANWMHE, W 83 NOTe-
PRETE GOTBIICC KOMAUECTED NOCETHTENCH. [CTH (OHTCPCCOITECS CTATHCTAKOM,
o WOKHO YHRIET, MTO KA HEKOTOPEIX GAITaR KOMHMCLTHO (OCETATENEH, hpm-
BT € BOHGROBLX CHETES, CTAOACT TaXOJBL 110 AIOBMN JAYIAN CCmitiam
T ——

7.9. BesonacHoCTh NOAKNIOYEHNs

B i 14.5 30t Gyment PICCHATPHPATE PASTHAHIIE TEXHATONHIS IPOCAYIABAEILA
cerenor Tpadia. B OCHOBHOM OHH PEKTHTHEI B I0IITBITHIE SETH, HO XAKEDH
Baitie TOBHT MHILPIIET-COGTHHENA, MOTONY 1O 24E0h VORHO Raifen SotHie
WITEPOCHOT 1 CCTh 203K, HTOGHL YIATCHIIO NPOBOIMTE ATIKY,

Kok w00, paxoziscn 1 THpOLie, BepexsaTmn Thabi, KOTOPEIT BPOAOIHT ek~
1 asywn 1opoawh s CIHA? 5 AyMaso, 10 NOKETE! Gy2tyY CIEHOBATE HO KaMATL
1A, u n Enpore st ey uguer. HO saifata x4KEpa CICIATS CBOM KONTBIOTED
IOCCAMIKON & MEPEARE TIAKETOD AGHHLIX, 4TO-TC HANOAOBHE MPOKCH-CEPBEPA

CaMOE CTOIOE — QPFAKIIOBATE, HTOGh KANENT IOKDIONIA HE K P
Webcepuepy, 0 K sallleny KOMIBIOTEpY, Uaiie Beero bl b Gpayiopax iabupacn
CHUWOITLHELE HMCHA AADECOE, 1O COBIMIEHIG KpocKoTuT N0 IP-aapecy. L Ta-
KOO COMOCTARIEHIA MCMOTEAYHOTCH DNS-CepBEpl, XAKep MOKET QGMEIYTI Kith-
a2 ¢ nOMOWBHo 10wHOro DNS-0T8eTa Wi noacTAEHOTO DNS-cepBepa U Tem
e nepenanpagitt Tpatiik Ha ceds.
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HUle JAITHGH T4 DA3ibIX THIION CCPRepOB. BNGEPITe sk 1 YOepHTE & Nasan:
GTpoKH Shk "$". Tew CAMSIW B YKUKETE ROPTL! 117 HAGATORMN

205 _poszz=
woe_pesTs

1,11,15,78,111, 118, 143,54, 633, 13C, 1524, 7308, 5742, 6567
1,7,5,88, 361,162,505, €40, 645, A, T8, 214, 32741, 2472

LLoSITO MOHHTODHINT B (IPOVPANME CCTs OTAMHAT CIOCOBHOCTL  ApH DAL
MKy MOMBITKH ATROH KowGm YpHpote Firewall Ha 3AMpeT MOSor0 TpadHKa ¢
KOVIIBEOTEPON, KOTOPsIF MKTANCA B70MATL CueTeny. HO 5 T0ke 1o ywi s
RO OTRIKIMEHO, 1 ATOhI BOCIIOBHOBATLCR U0 BOTMOKHOGTBIO, HYIKHO 5paTs
KOMMCHTAPHE CO CTROKW, COOTBETCTBYIOEH Mitiiewy Cepeepy.

Ms pacewarpitbaem Linus, a 8 ses, saute Bcero, wenonesyior Firewall ipins
iLna Hero HyHA SATHC,

KLLL S

fSoin/ipohains T inpic s §TARSRTS -5 ©2

V6icauTech TOMbKO, HTO MPOPAMHA CETEHOMY JKPAHI YETAHORICHA 0 YXBAHHO-
Wy myon (shinpehains). iR STOTQ MOKHD WRICTMAIE KOMAMIYY MOMKS
nporpawhi

wnich ipshains

Eicun & Bamci cerews 1pANGIFETos

Kables. 0 Hysco Hellouh sabatt, CTHOKY

KIZ ROUR-nfsax/ Local /oir.fiotanles T TNEDT -5 STARGETS ¢ TROT"

ST CHTIHO BOSMOAHOCTD BLARTIEHINN TTIKH 1 GBSOMATHAECKOID KOHGHI YpHpORs-
HIA CCTCBOTD JKPANA 0Y6Hb MOWKOR, B TO XKe BpeM, HOSAA IPOrPAMYA MOKST
UINGHTRES W SANPCTATL Z0CTYIT He TOMY. KOMY Hano. [laTphuep, BovIK bo-

KT HMITHPOBATS ATZKY OT MMEHH APYTORD LOLINITE.1H (exankow, occa), w1t
£ria PortSentry 3anpery tedy D0CTYIT K pECYPGAM Cepnepa. A TC YKE Lte ecth
xopowe.

T NONIT IR T CROYH TEGTOBOH CHUTEME JAKITRTE Cephep IAKETAMY TIOAKTINE-
His & prrsnmtgbase nopra, Tlpn St s KaueeTae TP-OTIQRATCIN 10,(CTaR 91 2y
JKHte AAPeCA, 1 PERYIVTATE 41D CEPUEP Tl HEAOCTYIIHBIM i Hirk, Bha ot
KOHTDOTUDOBATE 6, HTO APOACHIEACT A CETEROM JKPANE NOIPAMYA MO T
PHUTa, MHase XaKED MO apOCTS CHEIEMY AAPACANH Tak, ‘[T OHA TATPETHT
0CTYT A1 BOEX KOMNIOTEPON WAl e CT,

I 38TYOKE RPOTPAMME! MOHHTODHHT Y BLINOTHATE KNS

fuserlocal /o
FuarsLoval /et ote FouTt seuTry/Far teentsy —audd

cusefrortesutzyTortsentry st

Tepaas komaw Fanycicacs mouserapwie TCP-IOPIOR, & S1OPIA —— H0CTABYT -
ipaumy HabmonaTs 32 LDP-noprawi. BeR AKIMIGCT. GyacT coXpmmTice
1 KYpHANE, KOOPUE) MOXHO TDODERHTE © HOMOLIIC YOTAHOBACLNON 1HaMH pike:
iporpimmss |.opcheck. S PEKOMCHAYIO MOMEETA LS 3Ty NpOrpaMy B T7Hws,
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€787 6b1 HeZOCTyTHBIN. CETh 0C1a1a05 PABCTOCN0COGHON S)aK0ApA CAL Ay
duropan:

1 4GBLITOUHOCTH CepEEpDs, KOTOpbIE Y6 MPYIOT 1anHCiE

0 a0 KBHpYION
0 yeTanosKe TPOKCH-CEPRPOB, KOTOPHE TAKIKE yWEIOT KawipoBaTs DNS-3anuc.

cepaepos;

B ocranmnom susra DNS 1 aioBtx Apyiwx ceprncan u OC Linux asesmsi,
Kax 5 yiKe romOpRa, Aysinit GEPRCp — OTO 10T, KOTOPBIF ol ONAACT YRy -
4y, B 1M MEHUIIE OTRPAITEIX TODTOB it SANYUIEHHNIX CCPBHCOB, TOTTOMY €FO
ToyaHee BTOMATS. LBHCTREHKAR CIOKHOCTE — GOMLHIOR KOMWHECTED DepECpon
SEAORHAET Mpouece o6Honnexus OC. B Linux Toe Gusaror oumkn, 1 1Y IO
HeIABIIAT, N0STOMy TIOHL 5Ty MPONEIYPY MONBUIYT TEC CCPRCPH, T Tom \nGIC
HDNS.
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310 POSEOINES PENIHTE CPESY IELKOILKO RUTERLMATEHEIX OPOGIEN:

3 He BhIBBAST MOZO3pENKIE Y Xakepa. CHMUKON OTKPBITBIC CepRepb ¢ ALIPATS
MK CEPRUCEM ICTIPORET TIPOBECCHONANA, I OH HE GYHCT 1raTh Tawe
KoMmbIOTEpS;

0 YMEHHIDAETCH KOMIECTHD CRAGTMNANNI CHOTEMM KA KIKIOTO HATHKAIOLICTT
XaKepa, KOopbi3 Caly 14fiHO Haien upipassy s wtoms;

O QO3BORET ALABIATE ATANMH, KOTODHE Gllle HEMSMECTHEI CTCIFTATHCIRW 1
630MACHOCTH, H ADDOIETLEA 0K 0T UK. KC1H Cepicp ¢ IPACHLAILIN 13-
CTROIKANH BETOMAN, HAYHT, ROMASIOTCPE 52 NDCALTANM BTOPOO CE1ZROID
KPR TOHE YHIBAN N, 1O R €LUE 16 HaETe O STOH JachiKe AN MOP CO-
BEPITS OLIUSKY & KOHGUTYPHPOBHITH.

Kaic 706K BB HaMCTIIN BIIION TIOIAGIHOTO CEPIEP, BHOTHAOTCA CIEAVIC-
e wrn;

0 aHATUSHPYETCR. VABRHMOCTE, Hepes KOTOPYIO MMpORUK Xekep. Halian virGiy
& KOUAHTYPIPOBIHHI WX THIPABLIH CEPBAC, HEOXUMO (rICKETS samarccy
HYCTAICHATS €& NA KOWTHOTEPbI TaINHINEHNDI CeTh, 41ofbt Xasep noce
BATOME WTOPOTQ. CETEROID IKPANE 11e CHOP HOCTOTMIONETLCA 10 VATINHG
eTsi0;

1 memeTes wercumi yrpg, 1P-ATPEC XAKEpH, W RCA 1AFACIIES WbOpNA-
14 COOBUIIETCH B HDAECOXPAHITE b OPLaFEL

Taic ks 18 BORCYPOL-KOMAIOTEPAX ceppic He OGPABATHIBAOT, A TONLKY Sy~
DYIOT PEATBHBIE TOIKIKINERN (ORLAOBATRACH, T0 ITK TARAX CEPREPON HeT 1120l
OZMOCTH YoTHHaRTURATI MOLHOE 0GopyAosauKe. JIOCTATONHO YCTapesiera
KEREH, KOTOPOE bt YK€ JHBHD HE KONG.abyeTe, 13 IOGOR Oprarsai ihes xaGniet
AIMHHUCTPATOPE JABANCH CTAEIMU CHETEMHEINH BAOKE MM, KOTOPHIC et 10m-
KO KAK 344CHEIE SCTH

ECTH Y Bac HET CTADBIX KOMIHIOTEPOR, TO & hONEYPOL MOKHO NPEBPTHTS 1 cephe
i, KUTOPE HEHOIINIYIOTCN B KHECTEE WYRWNHGX B RpUKIANe, KXKAR 0Y6-
TS CEpRE TEK AOTHEN GO MOUMINE CHCTCNb HKYPHATHPORANI 1
NOHUTOPHHFD, 1 OF honeypot S TOTKHO OTHHETS OTOYTETSHG SBEAOMO O1HePL-
TUX YIAMOCTER W AETKU apIGh.

UTofel XAKSD KHAETO HE FATOAUIPHT W OGPATHT SHUNHME 1A TONCTABHES KON~
WEROTEPHI, 02O 38T 10, HeoBxowmo, 41afin honeypot eostanc m -

MoCTs neoTenA W ofpabaTsteaTH Kaxof-1iGo Tpadmk. JITE 3TOrO MOrYT BT
NATHCHHE CIEELIMLTLHete YTV ATHt, KOTOPLIE € OMDEACIKCHHLIM MKTEPBION 1paMs-
HOINT COBTHHCHWS MOKTY NOICTARKMH KOMTIRTEDaMI, MMITHDYS padoTy

KCOMMITER, KOTOPHIF HAXOTATSR R CETH W HIKHETG e HETALT, R
50BET NOAOIPSHNE, 1 G0 YT OMATS TONBRD "HAHNK'
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TonsENBil alk, Mk MHOCMOTPE OBIEPY AN BEIIT 26COAITTHO Hit O s HE FOBG-
PR wycop.

14.9.2. IoBna Ha XuBLja

B paxd. 4,11 stot 3aTPOHEN TeMY NOCTROEHIS o, 11 MYSTHSHEIE PEoypCl bl
HIGCCHI HA CHMWILTONTEIRIINE CEPAEDI h SMULMUIKITCH GHETOHD D1 DCHOBHO
Cevh. Mbr YK€ KOCHYITHCS BOIPOCE COBAAHAR CEPBEPOE-TPHMAKOK, ¥ CEMMAC H-
GTao spems TorosopHTE 0f 37OM Gonee IOAPOBHO.

AZMMHICTPATOPS OMEHS MOSAT QCTABNATS TIPHMAHKI I XAKEPOR, HOTOMY STO
Dt HOIBONAIOT WIEHTHBHLIRPOAT, WIOYMBILITENEKA Ha NAAISHOM ITane, 318
TEXHOOrHA AN TORYHITA Ha3sanke honeypot (ropinok Moza). Kax 370 pator-
€17 B CoTi YOTaHABIMBACICN OZMit WM HECKTIERO KOMMEIOTEPOE, B KOTOPHIX 13-
~HASATLHO SATOKeHb) OLIAKK KORUTYDHPOBARHA HAK NETKKE 117 H0AGOPA P
Jin. OSHOBHAA 2104 STOTO KOMSNENGA — OTCRERNSAHHE OGpanICHN W3BHS b
perncTpactia MOBHX BATOMOE

Ha pric. 4.4 npueeaena oxema Knaceuseckoli honeypot-cers. OT Mirmepitens e
TRERReT cTeHO FKPRH, 20 KOTOPBLY HaXoaWTEA NYGTHiIR Cerh (0BILEa0CTYT-
HbIC PECYPERT W MOLCTANHbE CeprepikbnoTEph). Jlanee nier STopal cevesoil
SKPAD, KOTOPYIF SALIMIET K CKPUNACT HPHBATHYIO CCTD.

[ 1] [ \’Z;"\ ?:H:;r;i 2 e

=

s, 4.4, Mosrposnns honsypatosm

Kak 7016K0 Xakep TOTAAET B KAKAN, AMHINICTPATOPLI HASHIGIOT HIBITHAMKiE
100 15 €10 NOHEK. 10K BI0YNHILLIEH HK THTASTSH TPOHHKKYTL ZaTEC & Xopotio
ML IYIO CoTr, CIENARTHETE: 110 GZAONACHOETH YKE YCTIEBRIOT IPHHTA K He-
My 20N 1 (HSHHECKI OOTARONHI HEVIOPOBOE THOROTHITCTEO.

UToBH DL KAMKAY ¢ 0BT BCOX MOIPA I HE THET CTOKHbIX CPABATEIBAHI,
€10 7a1TA LONANA BHTh FOCTATORHoH, J4GHI CEPBED HERIE GLIID CHOWATL BPO-
CparasA, RTOMATIIMDYROUONH IOKCK. SLIBNDCTER, Hitaws Sl eiegiennt
HOPiMHHBIX & TOBYLIKY XOKEPOR GYIET HCSHCIATLCS COTHANH, & T0 4 Gollee, e
WOIECTRO CKaARPORHIL] NOMYILAPKOTO EcYPCa BCTHND,

3 uscTpawBzi0 caon NONEYPOL-CEPBEPh HE MIKCHNAIEIYIO BEIONACHOCIE, TPOCTS
ceTesoit axpaH, KOTOPHIH X 3aLbAET (WA phc. 14.3 310 Firewall 1), Tponycxser
npakHicekn 20608 TpabhK.
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30BOTEIR H BXOA B UITYPMYEMbITL CEpDED. CTAPHE CETEBHIE SKPAHHT (A W AIIEBHE
COBPCMLENEIE) HE MOTYT Oripeieiliniy QATLIIMENT Gapce B nakcrax. Xopoumit
Firesall womscr Hanpun i Pimg-KOMILY KOWIINOCCPY, HTOGEL YEEAUTLCS, ¥TO OIF
BIHONEIT, M AMEIIIC 011 1141361 6R JaTIPOCHT IyK1 b PEEYTCHL

ukTuBHSIA cepBep

B 30KQIHOM CETH HAMIOTD BPOINE IDOUAADLITE KTAKY MCPES 110,1CTAHbIE CEpBE-
i vt cepivch, Halpimcy. 0Mia W3 SIGMCKSTHN aTAK HEPES SKOPPEKTIIE
ARP-3260eH NOKST GbTh BOCIPOMIBNCIE MHEHHO 18 NOKATEHOR CC T

KOor'aa bbr 0BpamASTECh & KaxoMy-150 KOMIIBIOTEpy [0 IP-aspecy. cHaaaa ot
pezenacTea ero MAC-a1pes. 3 ROTOM SIS 1 11EF0 CTCHacTeA coobuenne. Kak
otpeaciur MAC-8ApEc. KOIa 1AM HEHIECTHY, Kakoll CLTenoR MITEpBeiie Y-
TuHoBREH, @ Wit Haet Tomuxo IPT JInA 3TOre Acnomsiyerca mpotoxon ARP
{Address Resolution Protocsl, upotoro.s pusperen aipecat), koTophit pacesi-
AGET UHPOKCBEUATEN b A0I(POS BCES KOMIBIOTEPAM CETH H BHICHAET. 131 1~
AGHTCR OKSCNILIAD ¢ YKESAUNN (P-01pecon, 1} J108 RIKSTE TNONIICH TONbKS
1P-azpce, 4 BMECTO KeKDMORD MAC-Azpeca yKaiaHo naneie FFTFEFPFFTFTh
Eom 1 cermn cen, kOMTmorep € zanponicmta 1P, To B 018eTION HaxeTe Gy1eT
skazan MAC-agpec. Pafiora ARP-npOTOXaNa MOHCKOTNT HEMETHG SLIE (10mh
20BATENA. B NPOTHDIION CIyHAE OTBET MOKET APHCIATS MPLIPYTSATOP, KOTOP!
BT cBOM MAC-aapce. TorAd KOMAMOTEp SYACT OOMCHHBATACS TAMHEAGH
© MM 3 TOT YoKE B CBOKO CMSPEnb BY.AST NEPECUIITS MAKETH! AQTbIIE & CETh I
AYTOMY MIPIPYTATOPY, MOKA OHIA N AIOCTHTHIYT NONYHATEAR.

A N0 o OmETHT e TO1 KOWIBANIEp, & ApYIOf, ¢ moay IP-agpecon? B o
NOKATeHOM CETH AEPE1AY OCYECTRTRETCR IO MAC-a1PCCY, ROITOMY NIKeT no-
Iy TN SOM TG, KOTOPH i QT TS, EtanAcHmo T e 1P, loysie=
G, 110 30243 Xakepa nminc:inTn ARP-3000C W OTACTHIN 1A HEED BWECTD pEab-
11070 AapecaTa. TaKIM GOPIION NOHIIO MEPEXBATHTE LOTIEIHE.

JLOMYCTIM, S0 KOMHITEp HAIPOCHIL COCTHHERHC ¢ Ceprcpons. Ben bt OTECTUN
1 HEr M CHMYTDYEN SAMPOC Ha BEO/ MAPAMETPOR LGIE BXO B CEPBER, TO 116~
PO ByzeT Hcpextades, CACRNOUTE TAKOTO HE Q- 1 TOM, 10 HPYHHYIO GrO0 Pt
JOTIORIT, MPAKTHMECKH 03O JIME 31070 HyKHO MHEATE COOTBCTCTEYHO-
LEY¥O 1POTPANMY, A TYT 523 SUIHHA NPOT P NHPOBIHIE He 0GQIFTHEh,

1.1.5. TposH

VIGHOMI0001IME TPORICKIX. NMPONPa -~ Cambal ruyiin b HEHAAEHHII & GTHO-
UCHMR B HANCTPATOPOR CCici CbCOF. 0 AR TPOSTBIX NOMSI0BATeAEH 1OT0H-
T, TIOTONY HTO A 1P MOATPOCH 1 CEPREPHIYHO HACTS 1POFPAMKIAL. XOTA Cpe-
A1 2AMIIMCTRTONOB BCTPEHIIOTCA HETPOBECCHAIIM, 1K) 1 TAKHE INY k¥ Yoke
N0 KTO MoMATACTER. HO KTO CKasa, 310 1 Cern CyeCTRyOT T0.05K0 OnH? BeTe
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amneTens ournGox (BugTTad) B rroMckex WHdIOPNANIH O WPAX K ILICH KepCHH
C B YGTAHOBAGHHEIX CEPBHCIS.
He Gyiehs SO IGTHCA, K11 TIOYMIUTEAM K TPOMKEIET § CHCTENY, H 1Bl 110
TepacH GoN, JIABAFITC PaCeMOTpIN ACHCTENA, KOTOPbE MOHO TPOWIHECTH Elle 20
SNz, KOFAR CHETCH PASOTACT HOPMATBIIO. HT0 HOMDAET MOBUCKTh BeR0ac-
A7 cepepa.
Bee, 0 M Mor Gy A€M FOBOPHTS 5 ITOR F1aDE, HEOBXOANNG AEIATL K 10 MPOHHK-
HIBEICHA © CACTEMY 6 TMOGAC. DSIOMUNKA MHOTAA OCTABARICT IOTAMIILIC AWCPH
(ranphmep, yeTananTigator SUID-BHT Ha (TPOTPAMMY, TAc CTO He ADTKHO SHTE),
¥ 75 ROTKHLI PETYTAPHO CKAKHPOBATH CHETEMY HA MPEIMET GE30M2CHOTTH OriH-
N e METOTaMH, Ocalerig 3o KACARTes 1m0 creTemN (Cpasy Mocne
METATIS0MM 1 HACTPOKN), OBHORTERNS, 10GaBMIEHNS NDOFPAMM WTn Cpazy no-
are BTOMa.

12.1. ABTOMaTU3UPOBaHHaA NPOBEPKa
SeaonacHocTn

ToRKTHHCORM KEHGIN TR CICUHATACTI O (USONICHOCTH HaXOAAT 1 PaskeiX
SHCTEMAX HEADMETH) W, OTKOOBEHHO [OBOPA, JLPHI WIH Rae npoSonst Beco
T HepiL i NeCNACEGS 1§ rrseras BUgTTag i psibx ceppepix. o yie
TOGORETORRJ! 1I0GEUIATh WV SecuTityRacts.¢Ont, Ot CETHTS 38 HOROCTIH, W
G40 1€ OTKATLIBHOCL OT CBOMK G108, LIOBHHEN ASHCTBTETHHO KOTIO CHOTPET
42 N;OBHUIX CepRCPaX, 1O BEAL CTi SIS HOPOX CTAPHX YAMUSOCTET, KOTOPLIE
HorTH BT #t He sAnATAHL) Ha Cepsepe. Kak Ke mOSTymHTS ¢ Hiti? Heywem
TPHICTER KAYATS BCe CIONTE! M PYKAWK IPOBEPATL KIKAYI0 TUpY? Hy, KOKEHO
6, HeT. CYUCETRYCT IPOMBTHOE KONNNGETSO NPOTPANM ATa ARTOMATHSALIAA TCO~
THpOBHS CepRepa Ha OUNKGEH, H CAMME PACTROCTRAKCHKHE — SATAN, lntemet
Scanner, NetSonar, CyberCop Scanser.

A1 CTaMy PeKOMEHTOBATL KiKYIO-HBY AL OMpEneciinyto nporpasy. He cynte-
CTBYCT TAKOR yrwTer, B KOTOPOF GhiTa G5 6838 G6COTOTHO ROLX NOTCHLMIL-
HX yarBHMOCTE. TIO3TOMY CKI'THEQNTE BOE, T MONGETCH 107 PYKY, W TeoTH-
e CHOTEMY BCeMI JOCTYTHLIMM HOTPaMAaM 1. BOSNOANG, HTO-FO 4aM W 1pk-
rommea. Ho ofigsarc:mmo 0paryTe mmsinic a npo;yxrer xomtuman Internet
Sccurity Systems (ISS. cncremns HiTepher G30macHOGT! WHWAiss.itt), TOToMy
110 ckasteps 370 (upste {Internet Scanner, Security Manager, System Seanncr
Database Suanner) HCMOMLIYIOT REE TP MCTOA EXANMPOBEINS, O AL MLl TIOTD-
Bopune sy, mosike. COTpysMukM 1SS pafioTaioT 8 Tecsom KowtakTe ¢ Microsoft i
IGIORNHO OBRORINIOT Gty nanHBIX yAsENNOCTER, HO HECNOTPA 1a 10, 370 mpo-
Z9KTHL STOH PUPMU YV, A COBSTYIO HCTOALSINATL XOT bl CIE OTHH CKaNCD
PR —
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KOMIMECTEO 5apHGHTOB TP TRKOM 2ATOPHTME HCHHGIRETCA MITTHADAANIS I TpA-
MO IPOTIOLHOIAALHO JADHCHT O AUHHLY AP

MeTon et 100 % FapasTin ¥aaono KoAG0pa, HO PEATIIEIA MOKET OTHITS
HeReIM i Juoae s M ai i HHOTIATON CHCTEME) EmEMECTIHO MERTET
720 M, TO TI0KA XaKCp SAMANAETE HOOPOM. PERYISTAT Voke YETapesaeT.

14.10.2. YpaneHHo unu nokansHo

TIoafop Maponiei PAAICASKIT Ha YAANCHHAI W AOKETLILIA. B flepiom caymae xa-
Sep THTAETCR NOJKIONHTEC K KOMMBIOTEDY D CETH © PAIHEIMM TapOImL. I10
BAHGOTEE: OMACHAIH A% Hero METOR, TOTOMY HTO KAKAMH UENEPHEN MOTBITKA Pe-
TP mCETCR | HypHat Gewmachoc, Ko bt xoTH G niorta -

WZTSAETE TV, TO YAE 1A PARIIEN ITATE SMOKETE NAHTH WOYMUILISHIIR U
ApEAOTHPATHTE MOAGOD © AOMOLLEID ANpETA TOTKOEAKA ¢ 1P-azpeca xakepa.
Ectt etue oawa npoGitesa —— o150 CYIECTAIACTEA K OIPEREIEHIIONY CEPBCY,
HO BT rapanTiw, 4T QpYIE IPOTPNV TOE BYSET HEMONLICTATE STOT NApOII.
Kporse 1010, GOAMIMHCTIO CETRICIN MMERTT RACTPOMK, JIANATHPYIONIAE HOMHIT-
80 53013 1] €CIA XaKEP 11E VADKETCH b ITO OCPRHHSEHHE, TO COTIHHCHHE PAphi-
BACTCA, 1f ¢r0 PHXGHHTCA LOCCTARABANAATS. KaAOE MOMIUIIGHEHHE — 310 i
G 4TPATED BP2MEHH, KOTOPIE YREIIASHIAIOT SPeMs NOABIPA 28KE A CIONAPIO.
JL3% TOr0 4T0fet NOAGOP OKNIUICH UMM JAHFTHEM, 8 HEKOTOPHEY CEPIMEAX EcTy
BOWOKHOCTE TIPH HENPABHRLHOM YKASAAK DAPAMETPOS AOCTYRA HCKYSCTECHNO
EAATE SATEPRKY MEKIY NOTHITKAMH BSOA, SIPKHM MPAMEPOM ABIAETCR CaMa
OC. [ompoByHTe npw PerCTpAUI! B Linux YKnars, Herepui nRponl wi 4
nonszosaTamA, OC GyaeT MPOHBEOT HPONEDKY HAMUOND ROIILiuE, HEX Kt YKa-
MM TPEREN. TApAMETPOR. M SOARIMIC Janepka, TeM GONHING BREMeHs
HEOGXOTUMO XaKepY L% HOSGOPA RAPOAE

Ho 370 npenroTente 10301540 NPocTo 0GoHTH, JICCTATOHO JAMYCTHT (1ECKOMBKD
ROTOROS 110AGOPE, KOTOpSIe GYIYT MAPERICTLHO NOAKTIOURTECA K CEPBEDY.

Han6ouiee dexTHb MOTOD JamiTst B 390 CIYH4E — 1anDeT TOAKNIOUSHIA C
TP-npeca & ceplieny ¢ HOMOUEK) CETERAT0 Ixpabia. ECAH LT SaMETHTH, 4TO KTO-TO
MMTACTEA NOAOGPATL NEOUS, HeveANCHIO onpeachTe [P-aTpes ATy BIICHAY-
50 1 30BA06TE IAMPELTAIOULIT hANLTP b CeTESOR PR,

Hiz-3a c10mHOGTA N0IBOPA MAPO.1H XaKCphi CTPEMATS NOMYUUTL 10CTyR X hainy
fefc/shadum 1 CKRHATS €70 B CHOR KOMIINTE], WTOiet PAGOTATH ¢ HAN JDKAIBHO
B 5ToM cay4ae OMEpALWA MPOMSKOTHT HAMHOTD BhicTpee fo Cacaviousim Mpi-
e

1 XAKEDY CTANOBATCA HIBECTHE! PETBHEIC WMENA TIOTHI0NNTRUIEH, KOTOPL(E Tape-
THCTpHpORAHS Ha copsepe;
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2066720 DOrPAM L COSTONT 3 708, 510 01l MOer WpONaT, frapouh 1 Ne
amoprmry MBS, W ¢ movortwIo cucTenmoi hywwi i cryet (). B odion hasinc
WYY BEXDANTECA TAMHCH C DAPOIAM A OBOWY THNGR.

Bt 2B XpaIUTe wytena # fapon @ dopvare Base sanmeex DBM Guni yiasanas
o 8 dalite BICCEss HCTOMLIYEICH AKDUKTARS ThORFaar i lel, T0 4
Jopamteisn B1 HysKHo OPHMEIITI. KOMaIILY dbrsese

iiTe THCEMOTPHM, K 10A0RE it 1POr P K s, OBy 21 e
042 KO BRIHAUT CACAYAILLIAN 0BpazOw

tpased TapaanEY gads i oavei

Tapoms 1 1% hATa SIBIIOTES 110D, 1 11X I IASHE TaRHCHT OF Y

i OnUAH. TaBAHTE NOCMOTPHN OCHOBHBIE KIKIUH, KOTOPHIE HAM HOCTY Kb

0 -c— cosaaTe oM Guiln. Licam yrasannni ity e cymecTayer, To On
TEPCINUCHIBIETCR,  CTAPOS COIPAKMOS TepAETER. | pynep neavv e
Ko

nseasid o Ltecoess Tabors

TIOMIE WeifHEHA L0 UMPER) it TENEA B2V HOSBICCA O ATUEHE
80657 ZPOL 474 1100T0 NOLIOORTEA FODEEL M NOITaEPIUTH orO. B Penyiin-
e BT CONNAI aFE hlaectss, & KO1ODOM BYIET OTHA 3TIAC Tt (0AKIO-
GATeA TORI € YKARHHEIW NN HIPANEN;

0 —1— neroMNAORATI MODAIIPOBAHENE Apache dropirss MDS it napo-
Zefh, 10 OOIBOAMT ASPEHOCHTL CO3MAITILIA QA 1A AOBYIO APYTYIO TTAT-
dopmy (Windows, Unix, BeOS # 7. 1), ve pafiotact Webmcepnep Apache. Tu-
B 0% YOG, Y I PATHOPOIAR CEIT, 1 011 AT © IAPOTAH HC-
TAUTRSYETCA HA PRAHBIX CEPREpaX;

02 0% WA POBAIIA DYAET GPHMEHATLCS CHCTeHINA GyIIKIAA eyt 115
0 -5~ npuwensT. SHA-ABpOBANYE (43 63e ATOPWTNA XILMPORRIHS), KO-
a0p0e HETOTRsyeTCH Ha naT@opMe Netscane;

0 p— 1o wdposam naparn. R He PECOMCRIYIO YCTaRABRHEATL oTOT duier,
ITONY 1T OH HEGesOaCeH;

0 -7, e WHOCHTL, IIAKAIHX WspeiieHAd, & TOMLKO BLIRCCTH PEAYITLTAT Ha KPEL,

ILon HOBARCIIH HOBOED HO305A 1Al MOTEHO RIS HHTE KOMARY Bés Yeasanin
knloseli, 0 TIEPEATTE © KAYECTOS MAPIMETPOD TO:LKO HMEI halbia W MONLIOB-
e

aeeuas Flansy

stonased b

¥ KOMAHTLI rLpasswd €CTh 263 OTPIHITISHI B UMEH TIONbIOBATENS HE AOMKHO
€4ITh CHMEON BOSTOSHA, T HAOTY HE MOKET NPCOMUWATL 255 CunBoa00. OB
JAOAE AR R TOTHO TGMORPATIIHEL H G MMt MOKHO CMMDHTBCA. HEE MOWX 30—
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Moumopvmr CUCTEMBI

TIepunnusin oy 10001 AIMBIIRCTDATOPS — YCTAHOBHTE CHETCMy, MpARATHG
PACHACACANTS NPAGA AOCTYNA W HACTPOHT BGe HEOBXOZMwMC cepmrcs. llocs
STOID IO e 13 MHX CKIATHIBAIOT PYHKH W HANHKDOT FONSTL SONCTRON 10 KA
70PN BUPTYATSHONC MApa Doom 3. eI BM A5MSETCOL TAKKM BamineTpar:
DOV, TO PAHO W NCIAHO KANIA CHOTEMD GYIET Ks30¥AHA, H HOCICICTDHA Syay
RARCHHEO,

Hro6ibl YMEHLAINTE BEPOATHOCT NPOKSKIIGEEHHA B CHCIEwy TOCTORORHERD Wi
G6820MACKTS CEG OT HeXCBPOCOBECTHAI ROTORETENCT KA CCTH, HYHIO No-
CTOMHE JEpKATL CCPREP NOZ KONTPOTCH. BONLUMIICTIO WAOMOE MPORCKOMT
GualOnaps TOMy, NG AIMIIMCTATOPIA HE YEHLRAIOT OGHOBWT KAKHS-MHEO Gep
BHCAL § YOTATIOBHTY SRIAETE, QNG YaGTO BITOMLIAKN Y3IIAIOT 8 YA3BUMOSTH
PAHLLIE H HAYMHAKOT IOMATS BCE CEPBEDS ¢ 3T0i OUNTBKOH, KOTOpHIE MONATHOT
wa ez,

XOpoundi ATNHIMCTPATOP MOAET 1 AOTAEIN 1aATH MIKPOPMAIAIO OF YRSBHUOITL
W GERITS Bce HeOGXDAMMOE 11 MDEOTBpILIEHHA' OG0T aTakw. Jlan 3Toro tar
e TPOSBOAMTECA PEryTSPHBIT MOHMIODRKI CHCTENS! | NOHCK Y3RWh WEeT
VIO1a2 XaKCPSI IDOHHKBOT B CHETCMy W AQIUNOE KRIEWS HAKOISTCR D HOF, MG NpO-
AT BAZMHOR AKTHINOETH, Bl JOTANL YMETh HATH TAKWS MuIldEK 1 00ea8pe-
T 20 TOTO, KAK GHIS CHOFYT HATBOPHTL “TO-HG TesaTbHOE.

Ko 130w HROW20NICT, TO BALLE 71243 HE TIPOCTO BOCCTAAORKTE paBoTy, & ope-
AOTHPHTHTL NORTORHOE UMCIIFTETLETHO. 1 MHOTO Pas BR\EN TORCH, KOTOPHLE 10-
e BYIONG TPOCTO BOCCTANAMMEAIOT YAMENHLIC (it M AOAOTAAIOE 380
MOTECH CBOMMMH SNQMI B UIAEKAE, HTO TIKOS Nie NOBTODHTC, ‘310 QNGRS 10~
TOMY WTO XIXED YKE MOMYECTBORAT e GemMKATAMHMM @ OGRITETHID
neprerca.

K Glle/loueMy B3HTY Bel ODEHbN GbiTh TOTOBM. Cirenalire uce BORMIOKNDE,

WrOBE! HAfiTH CBE(ERHS D BITOMILIKE, 0 TOM, KIK OH (XIHIKAET HA CEPBE. 1 10-
cTapaiiTect, GnosupoRiErb aTaky. Bb TaKKe AOMIHE IPOCHOTPETS BCE NOSAEMIAE
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14.10. Bsnom naponen

OriepeaHOR HAVOTHSM. KOTOPMA MORIH TPHIYNATS XAREPH, — 30 110450p apo-
16, KOri B3 OMILINK He MOKeT WIOBPEcTH HHOLIO OPIFHIATBHOTY, OH SATYCKRST
A6 1apoTeH. OF ST0M Mbi YIKE TOSOPHA 1 pasd. {. 1.7, HO TOIA wit zaTpORY-
B ST TeMy TOUIRKO BOKOTBSD, & CEANAC TOTOBOPIN Bonee 10apoGHe. Ham npex-
CTOMT CHOCTH CIG OTPMBIMIYIO HKGOPMALO. KOTOPYIO Ml TIOTYHATH B Tpeas
YUK T4BAX, & DIHO HEIOE H YIHATE S1E HHOTO HOBOLG 1D Ty HOMPOGY.

14.10.1, Mo cneeapio N BCe noapsy

CynIeeToyeT A8 METON 1016opa NAPONEIL: 10 C xomepko W NN siepeliop neax
BOMOWHbiX PAPHANTOS. PACCNOTPHI KT M2 KA.

Dodfiap 1o caosapio. B 3ToM CAYWAE XAKEP CIGAL TOTORHT daila © HaHGOrE:
AGTO VGTIONG3YENEIM UTH 1ADOIER CadmaM. ATEN SaNYCRAETUN MY paNHA
nonopa Napo:IEH, KOTOPR MOGTEN0BATE ILHO NPOBENTET HE TEPHHL! wh Viaakar-
07D CNoBAPH.

TTpemMyIECTEO 700 METORE COCTONT R TOM, 470 LAPONI MOKET GHITE wREIEN
BOCTATONNO GLICTPO, EOTH OH IPOCTON 1 €cth & CToBape. Barowniis s ronGops
MOREY HCTIOIIBIDUATL, VATIDHNEP, CIOBIDG BHITHICKOTD T2k, M KOMIECTED
BOIMORHELX BApAHTOR 1e HpesnicHT 20 000 ¢T08 (% HMEK0 B BHAY HaNGOACE Hag-
o HonoTbayENE).

374 K2KEPA — COCTABMTE KAK MOMKO GOiTee 3bdexTusmiA GrOBaDD, KOTOPHIE
P STOM MOWET GEITe W IETIAIHTEBIIONG Paskepa, 1% ITOTG CHOYEN] CORHpa:
7es BCR BOIMORHAR WOPNIE O ATV HIHCTPATOPE: WMk  beritia ero w
PONCTACHHHKOR, TeHo AOKIICHHA, KIAUKH JOMBINHX KUBOTHAX, HHTRPECH, 110~
Shbie G, Myseika u T, 3. Moaydessble aanHble TOGABTNOTEH & Ha%Io
Caosaps. Hee HCCHSIONATEAECKNS KONTOPLL DU K OIHOMY H TONY e DHBOTY,
TG GONBUIMHCTO M0REH BHOUDAIOT B KitfeCTSC APOTK WHEME CHONN. HolhMax
COBRYEK, KOIGHEK, IAEHATCTOHEIE TATol, HOEDA TENCJIOROR,  UANLE BCETO YT~
79 SuAsANKOE © 0GGH, XOPOUIO NOBGGPAING CAOBIPS MOKET CIOMEb IPAKTIE
HCCKA THOGYI0 CHETEWY. T, K. RCOITA HARNYTCH HCOTTHAL: MOMHICRITEIN ¢ TaKH-
i apoATMA,

C pyTOli CrOpOHS, €CmT HETOTB30RANbE BE PEKOMEAAIBIN 10 ROAGOPY NEpOI
(3t W COARbL COCTORILHA 13 GYKS 1 CHMBOTOB. 1 EIUE ¢ HETIOAbIOSN:
M PEHOTD perHeTpa), 7O BEPOKTHOCTS TOT, 'TO TERAT KOWSAHAINIA OKIAETER B
©T0BaPE XAKEPE, CTPEMHTCA K Hyat0, H O3TOMY BPENA, JATPRHENKOE STOYMAIL-
ICHIHIGIN, CRARETES TPH NTETAHIIAN

Homeric nepedop. B oToM Gay<e MPOIPANS GOCTEAOMATEIIO 1ISPEBHPAET net
BOnsRbLE KOWSHHAIH GYKD, WADP W CHMBOLOS 5 PIUGOHHLY PTHCTPE
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1 ymaenHol cucTesic. Jla STOTO Hy1O G10 INDEKTUBY CriewkisHbi3 ODPa-
s nepegaTs wepes epoky URL. DY riany 13405 NHCATL Sepea Mecsy, Mot
OO CTRALLIIDNO OTKPHITHS, 1 NOYEMY-TO ECIONHHE PO OUHEKY, Pewa Tpoec-
i cepep & FTepHeTe. S HaTycivn MOMCK BCex: CaliTOR, GO/iePwalty YASHk-
ik Gopy>. BuL H NOBEPHTE, Ho HX 66120 CoTm

Mewn sanrepecoBana mapa GAIITOB, PACTNOAEHILIX (1 CEPOGPIX KPYIHLIX Xoo-
WHCOBLIX KONTakMi, Ha 06OMN # nuuonfiua soManmy s -a /exc. Paaymuiar e
ScTamAN CuliK A0, S YEWIRT BCHD IMDEKTOPIO fete, 1 MOMX (ipan XAaTAID Aot
K¢ Ha yaanenne atinon. Konedro 5ie, IGTaTL JTOTO % Ke CTan AEie # TCLTOREIX
wenrx. L3R AOKAZATELCTSN TIPS 7 IEnSHMCrOBN TIo oanomy Bailny Tia Kakaoi
STV K COOBLIAN O YH3HMOTTH ATVHEHCTPATOPR,

Ho oBeTYI0 Bam NOBTOATS N2AGHbIE ASCTEA. BaNOM AGXE C AOSOHIMY Hakepe-
KA 4 BEO SAMHAVCTRRTORAMM BOCAPHHUNESTCS AONCXUTBNaHO, HEKOTOpHIE
MOIYT COOBLIMTE © BALINX ASHCTEWAX & NPREOCXPANATANHSIE OpRaEL, M TOFa Hah
Ho waewas CYAOGHLIX T5HG. Brarvio NOBYKABHAA MOYT BTs BCCTDHHATH HOBOD-
Ho. ECIA A HaXOXy Kakyio-nuGO LsIpY. TO BCATA COSBILAR AAMUAHCTPATOpAM, HO
19 STORD OTPABARETCS AKOHHMHOE FCO.

Hoessio e, nepemectn Apache b BMPTYATHHOE [POGTPARCTEO, Bl ofcIonacHTE
TOILKO SBOIO GHCTENY, 110 Boe CANTU, KOTOPLIE PAGOTBIOT B JTOM MPOCTPAHCTSE,
(ETOTCR YHIBAMEIME, 3Acch Yike 1YKNO HOKATL IpYTH METOTSI SALMTSL, Ha-
TpAEp, HEPE3 MPABA AOCTYNA, 2AMYCK HEGKONEKILX KON Apache (kakaeH pago-
TIT 6§ CBOCM TPOCTPAHCTE), BLUIETETbIE CEECP! AA KAXAOT) caliTa, 3aNpeT Ha
BITOTHEHAE OMACHETX dytirunh B meTeprpeTaTope PHP 1 T. 2

BuSpaTe KAKOA-/IHGO OMPERECHHLI MOTOX MUMTHL MHORCCTRA BHPTYANLALIYX
<ZPREPOB AOCTATOMHO CAOAHO, i IHOTAN MPOCTO HeROIMOKHO. Hanpumep, otk
it TpeyeT ama ool paGoTea wirteppetarop Perl, a apyroil — PHP. Tpuxo-
IHTCH BRITKOUATS 06 BOIMORHOLTH,

Hs COGCTREHHOTO OMMITA NOTY TOEOBETOBAT UCMIOMY0BATS HECKOMGKO dsitvc-
G CEPBEPOB AR PAVAETCHHA XPIRAMBIX CANITOB © COOTBSTCTEHM © HX NOTPEG-
e

10 nenonLayeToa Htepnperarop PHE » Sawmertiion pewime;
8 sywen wreprpeTaTop PHP G nOTHLISH Npasamh;

3 npumctiAcTeR wrimepripeTatop Pel.

W7 ganee. B Z0:DKHo! STpYNNUDOBATS SalfTLl, HeXOnR 13 WX THEGOBIMI, TO-
18 BAMURACTPHPOAHME CTANT Haoro yAoSHee 1 npoue.

05050 acHutc SaliTE J0NAHA PASTIONATGTLC (13 BLICACIMOM GEPBEPE H HIXO-
BITLCA 02 OPHCTATEHLIM TIPHEMOTPOM. HATIMSp, HEABIR PAsMCITArt Ha 00Ny
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LEHI 36 ~rusroxsox L voof xoct 33040 Tal 13 7002 /binfpin
130365 20 —ruse-xe-X L toof ot 19072 Tul 10 2302 /binps:

Cino: CTPAINNOE, HTO BCE MPOTPAMME! 13 ITOND CINCKA IPUHATAEKAT M10AL3082-
TN 0 Gy YT BLINGTHATLCA OT €60 WeHk. B cucTene £cTh dafins ¢ SUID-
SGID-GHTON, BHTOTHAINIECE OT HMEHI IPYTUN NOALIBAIENe, HO TaKdX.
HEHLIHHCTEO.

Ben st aare, wro o
Wi s, Gerid, Eoam Tari HpOMGam 10 Salnewy WHCHIIO HET, To homymaiTe

ante pas. Makes Gharh, ¢tonT oT e ovkasams.oa? Hauprowep, 1porpassa ping
He ABIACTCS OBHIARCALHON 17 cephepa, 1 y Hee Sur SUTE ko chom,

OFPAMMA HE HCHOHbSYELH KAVIK, 10 bE CTONT YIATHTY

B 1100716 ROPPEKTHPOBKW TIPHBHTETUOBHHEIX MPOFPAM OCCRTOCE MHOID, TO
GORETYIO T8 HASETA YOPrs GHT GO BoeX tipon paws, KOeHHY e, T i 01630~
BTG HE CMOTYT MOHTHPOSALb YOTpOTEC BQ MITH MEwATS Ceie 11ap0Th. A 310 m
#0307 ECIIT YK 0IHHKHET OCTPRA HCOGX0QMMOCTh. T BCCFIA MOKHO EPHy Th v
TIKYIO BOTMOKHOCTS, BocCraHO8ME SLID-5r.

A BT MOHO CLEAATE WIGAEAHUEM HPOTPIMMB PYTYI YNETHYIO ATACE, ¥ o~
10p0i BYAET MeHLIE APTB. BTO CAOAHO B PEATHIILUT, BOIOMy O NPHACTES
EYRYIO HIMEHATS PEIPERIER NS, O FT0 ST Wl €O Gonee CuraRnb

lloscmy HeoBXOAHMO perymApHO mposeparh daiinet Ha e SUTD-
SGID-GHros? BSOMIINIA, IPOHHKIR B CHCTEMY, QMEHS HASTO CTPEMATE YKPE-
THTLOH © 11gf, GECTE JIESAMETHO W TPH STON HMCTH MaxGHMAtbHbc Iipana. Jlin
SN0M0. MOET UCTIOABIOBATEC TIpOCTEARA MeTo — yevanomsa SUID-OwTa 1
WHTCPUPETATOp KOMAA bash. B 310M GyaE HHTCpNDEIIOp 3% MOGOro 1omd-
TG (T BLINOTHATE KOMAHIS! C IPEBAMM 10O, M ENIOMILIAKY 2N EGITOTHE-
i AIOBEIX AEHCTBMI AOCIRIIONHY HUXOITLCN 1 CHCTEWE G TOCTERME TPAGAMH

12.3. NpoBepka koHurypasun

M PAOCNOTDEIN T0CTATONIO WIIOFO PG KOMGHTYDHPOBAHMEN CHCTEN, 1t
FOMIDNTS, BC2 HeBOINOKIG, HACTRORKA CHETEMBI AOCTATOHO CTORHEIN MpOUECe,
50 BPEMS KOTOROTO ek HETKO OWIHEHTLCR, IO 1. K. CCTE ONDEAEHCNHLIC npagi-
58 KA YPUPORAII A, T. €. # BOIMOKHOCTS ABTOMATHIHPORATL NPOKCPEY.

KAk \tbr YA e, €1 (pOFPAMMIL WITOPIE MO1 YT IPOBEPATL KOHPHTYPAUMIO.
IO AUKHO NPOHCIOTATH K KOMIILIOTEPS NORAMLHO. B IACTORIEE Epems yie
HITTHOAG JOCTINHHO MHO YTHIY JUA AKTOMATHEALGIE KOHTpORA, HlekoTopsic
Wy HX YCTAD@IK 1 JAOKO 18 OGNODARTACY, 0 KAKWE-TO NOARILANCE HCAS6HO W
OO CIUC HARRBIMBAINT GHOIO (hYHKLIHOHATLHOCTS (KOTHASCTBO HPORCPOK).
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T upescranIsIor 0RO NAPAKITRH, KOTOPHE RN MUKSTE BURETS B pafiae? Tlo-
PpOGYEM pasOBpATICE Ha NPHNEDE ac=  ipr 2. Ha Camo ZeTe 310 fyTe ik
Qaifny OTHOGMYCAGHO KTMwOrs fprocisys, B ahHow crywat 10 dodin
/procisysimetfipv4/tep_ccn. Kax BHIe, 5 TPOCTO 32MCHIT B NAPAVETPE Hee 1okt
O i CUOTIOLE G W PR PRy aNTAT K TOAKTATONY Jproe/sys. BumouTe
CIGTYIOLIO KOMAHAY, STOBH! BPOGMOTDLTh COREDHMMOE Daria:

xx jproe/ays/nntsipyd fro_acn
B PesyRLTATE Ha IKPAHE Sk OTRHLL YBITrs 0 1 1 310 W eori, JMadeMC
paverpa,

Ho KOPPEKTHPODRTL Gailn DYAIYI (ET EXHIGTA, J17A HIMeIEHAR T30S HoroTe-
30541 koA

SySeTL e napaeTEa = BMaULS

€ B0MOEO B0 K KOVAIAE MOKHO RPOCMETPASAR, SHaNCue TpENCTON
apa:

P —

Hanpuvep,  GAeIyiowmas  aMpeKTMEA  OTOBPASMT  SHINENME  MAPEMeTpR
74

cp,uor

sysetl res.isvd.top zen

B peiyastae se yowuTe 10 ke WS, TO K mpw upocwiotpe daiia

Jproc/sys/nctfipv4/iep_cen wanpanyio. BOILNCTIO AGPIMETPOD BMEINT A0TK-

HeCKIf THD, . €. MOTYT Shm panin 0 (OTioven0) 1w 1 (R s0wenso),

PACCHOTIH HAPAMETI, KOTOPBIE HYAHO WIMCHMTR, 4 € wX HeT b daiae, Tn

obawte:

£ net ipvd, temp echo_sgere breedcasts — MINOPHPORTI, IHPOKOUCRIETENL-
Hate 9x0-ICMP-nakeTst (NapaMeTp BRIKOVEH);

0 et ipva. Lomp_scko_~gnore a1l — 3poTaTs x0-ICMP-takeri) (saver
1). Megoanayiite :TOT UAPANMETD, €CTH H XOTHTE CHA3GBATACA C CETCEBO oIt
PAHOM. APET 340-NAKETOB YMEUILWUWT TADHK, XOTA W HEINAHTENHI, W TP
TOM 1RNBET HeapgeKTHEHING TIOSHIE ATAKS C NOMOLIEO DIng:;

0 net. ipvd. con. - . sacept_rncirects — PASpOLINTL NPHIANATL OEPEHANPASIC-
i APy Tesropa. T8 pasd. 4.5.3 et FOBOpWIA 6 Ty, K0 300 HEGERONCHD
H NOSKET 0SBOIINTS XEKepy OGMBHYTE MAPIIPYTIATOP I MPOGIYINATS TAWK
atayentoll M
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HOCTER. A T HHEIO Hy ko caiiny? KOKeAHO e, 5To rocTenas ki, dopys.
AT, TONOCOBANNHC ¥ T. 3, Boe 3TH PAXINLI IEAL3E CAETATH C MOMOLILIO AL
pascrin HTML, W HyKHE SHaT44 TDOT PINMHORAAIL, HaNpHED, Ha. Perl
PLIP. TIGirk3RSTGAM tfe XOTAT (WITW Ke MoryT) mIKATL B TOHKOTTU FpOTPANMHp-

113, TIO3TOMY HOTIORbSYIOT B CBOMX TPOSKTAX Yt rOTOBDIC (UATHMIE 1N fcc:
wraTILe) At

KK & yske ronapun, 1053 pazpaboTia cogexuT QUIRGKH, MPOCTO O Ktk 40 1o
PLL 10 EPEMEHi HE WCUTHO. A PACTIPOCTRAHERRAR TIPOI PANYEL CTANORITYA JAKC-
MM KYCONKOM 113 M10BOMO XKEDA, HOTOMY T G BLION TIOTBATACY NPHAHKHYT:
B CHOTENY, Ha KOTOPO YUTIOBAGHS 3T TpOTRaME.

B AMUHRCTPATOP Calita YOTAHARHRIET KA CBOID CTPIHHIKY NONYDAPHLIN $0-
PYM, T0 OH A0:IAGH RONMMATL, 4T0 KOVIa-HNGYb B HOM BAAIYT YA3AMOCTS, 0
“4EDE3 Hee AK0GOH IOYMBILLTCHHHS NDONNKIIET B CHETEwy. MTOBB 37010 He Mpo-
H30WAO, ANMUNHCTPETOP CalfT JOMKEH PErYIAPHO OBHOBINTL MCHOTo3yeMsc
Web-nporpantsts n Web-cuietaphy

Eon st pewwnn Wanears coSeracueifl opym 07 caliza, TO OH MoweT Ok
38TLeK GO7EE HAZEKHbIM, CT.AH IHATH XOTT Gbf OCHONTLIE NPHILMDS: AT
Web-npuroxenmti. B »1ow crryvae wawa paGora Gyzer Seaonacuee, uew 1 K-
0308 MOBOH FOTORON TPONPAMMEL 1, Tem GouIge, UPOY DM € OTRPWTIX
Ronow.

Hy a ecu B e HICTE OCOBIINOCTeit L2ka HAN e0ODUE HE IMAKONEI € PO
PAMMHDOBAIHEM, TO NYTIre TaKe HE TBTATLCR. B 310M Ciryude ke 1iacurnis-
11 XaKep HATIIET YAIBHNOCTH, H FHAK HOXOTHOTO KO, CTPYKTYPoI Gan mar
HAIX U Apyru MapavCIpon, YIpOIBIOnLX 32103 Web-Cuekap

Kk amuve, cioaiocrn cors Boerza Cantil GEH01GHMH BapUANT — HEROT-
sar, ra Web-caliTax Wammenee PacTDOCTOIHEHKLIE TIDOXPAVMEL, PA3pASOTIHKE
UDOAECCHOHAN: HHMI TPOTPEMACTAM K, JIYMULE KECRO, GOt Ol BYAYT ¢ Jakpht
ThiSE KOTIOM MK ALK HATACANG HE 30Kd3. 10 TpECyeT ZONOARNTENbHIAX 2aTpat,
110 PACKDbI LA BOCCTAIRIEHHE CHETEMM TOCTE B110MA KAMHOTO SoThune.

Bcan b oraowacre 32 o1 Web-cophep, To DErko CHOXETE KONTPOAPOBTL of-
10WNEHHE MPOTPMM. XyAe BOETO GIMMKMETPETOPAM XOSTHHTOBLIX KOMMIHAH, Ho
HX CepEpAX PACIONOAERDE COTHIL, 4 T0 W ThicRn Web-cattror. Tpociemitrs st
e XoRCRAMH CaltTOR HERAILHD, OYICMY HYAHO SHLITHTL ChoH MIATEN
OT HEAGBPOCOBECTHLIX WIN ACHHELIX TI0AL30BATENEH, JLT3 STUX Ueneii Ay 4ume Boo-
FO MOXORWT mpoFpaswa jail, o koTopott et rosopuan & 2. 4. Jina Web-cepaica
5L JOIKILI Co3ATh Cro SoGCTRCHHMIR BUPTYANLALIH CCPBEp, B KTOpom OH 1 Oy
€T PABOTATY, ECTh 330YMMITENIIE GMOMAST CHCTeNty Yope3 Web-nporpany,
10 CMOXCT HADYUITE PABOTY TOTLKO EHPTYATsHOK THPEKTOPIA.

B0 BpextT NOITOTOBKN MATEPHANOR 3% TAHHOH KIIATM § OXU0M 3 HOTYWPHIR
$OpyMOB 65110 HAIIEHA YAIBINOCTL, NOSBONRICLEN BLITORKATH JUTLIC KOMaNK
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Ifph G C2UMOUOM CHIWKPOBINAN TOALKO NPOHIBOIATCA NONLITRA NPOPEATLCA
0 0ETL. 0 AIATAY MOKET YAKETL 1Y CTOKOCTS, ST OT ISR WL K,
HD 10 GFATHETHKE GOMUIFHGTE) BTOMOR NEOMXOHT H3HY 1P, KOFAR J0PCTHET-
PHROBRAHG TONK30BATENNS MOLAHMAET COA NPAEQ H TeM COMBIN MOTYHACT J0C-
Tyn & sanpeutentiol iGOPHALI. XAKCD ToAKe MOKET KMCTH KEKYKFHUGYR:
HETHYI0 200MICH C MHMIMATHHAM CTATYLOM M BOCIORE2BATECA YA3BHMOCTA
478 TOBBMMENAE NPAE 0cTyna. TI03TOMY CEIHMPOBIHIE OMKHO APOMEXOIHTS 1
AMGEARIHOKAD it (AP HCHIM 1CTIHBIX WEET 3 IO I RUNKICHEY
OUIEOK B KOHGHTYPALLH, ¢ IOMON(SEO KOTOPLIX MOCHO H3VEHHLS HpHEHIET

ABTOMATITNECKIE CRAHEPH IPOBEPTIOT HE TOTGKD YAIZMMOCTH OC 1 e¢ CEPEMCos,
HO M CIGHIICET, apOiIs, n iMEHA yHeTHLIN Samnced. B amanavopax ect, 6m
HANGOACE WUCTO HCHOAETYSMSIX UNMEH B NZpOTelt, A P01 DAV HepeGopos Tpo-
seprer /0%, ECT YAUIOCH UPOHHKUVTY B CACTENY. TO BHAISTUA CODDUIEHIZ O
CARIKOV TPOCTOM 1apoae. CBHIATENLHO JaueHITE CTO. HIOTaMY UTC Xakep MOXET
MENOTI0EXTH TOT e METON, H JIECKD Y2HOET 1APNETPH YIeTHOI 3aNKCR.

AmaToph BE30OMCHOOTI MOTYT HETIOTEA0RAT Kak Xakepbl, Tak H ATVHHICT-
patopsr, HO 3030t Y HUX PISHE. OJHIN HYAIO ASTOMATHYECKOE DLIABICONS
OUIGOK WM 110GIEAIOUIETD NPHMEHETIS, 2 KIUPAE NEIIOILIYIOT METOL € 1eTh0
IEKPEICUA YAIERVOCTH, MPHHEH: KEIEIENLHO 310 CITATH PAHBILE, MeM HAKIET i
YT MEI0AE308ATS ALipH XaKED.

B 2ancHefitien Ml PACCMOTEHM VETOAH PY'IHON TPOBEPKY GE30MIHOCTH GHGTe:
Stbi 1 OpOTpaNL, YrpOWAOIME ITOT sipouect:. MTO Kensonz? S A R,
T e, B SRS HPORCDNTS CHC Cuy BECm i BOSMOAHBMA METOlus0L. OTj-
AMYBIIIACE TONBKC OTHAN CHOGOTON, PHOKYETE 4TO-10 YOYCTHTS  OCTARNT G0
TeHUBGALEYTO TaseliKy.

12.2. 3akpsiaem SUID- n SGID-gsepn

Kax aMMHHCTPATOD W CHEUATHET M0 GE30TACHOCT, Bbl TOTKHE! 3HATE CBUR)
CHETEMY OT 1 10, Mit yoke FOBOWiIH, 110 OAHOR 13 TIPOSIC] MORKeT CTar, Gt
SUID vt SGID. Bar S0.AHA BHAICTATE 608 5TH SHIEL Y IPOTPAMM, KO TOPHIK
we uoneayerecs. Ho ki WX HalTH? JIA OTOTO MORNO DOCHOMESOBATLCH
KoManol

Fird £ \i -pern ~02008 -2 -paxm ~D4CCO 3} -1s

Dra aupeKTuua RARCT Bo B, y KoL yetanonicH npasa 02000
04000, 110 coovaercrayer Graw SUTT 1 SGID. Banoswe Komanay, bu yonaw-
“fe Ha SKPAHE HPHMEDHO GRETYIONINE CIMCOK:

130337 64 -mseowi-x 1 rost vaot G102 Tul 29 2

130338 32 -mwmz-xz-x 1 oot xoof 26ed Il 24 U3

i Iolnfroms
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s sosmanocTeR, Hanpivep, ceponc Apache SarpyacT wHoweeTao
B PAN MORY NGH, ABCOIITI 1ENY KM 18 SOLILIICTDR CATOD.

Keowouwiit sGR Nony:n
Ges0nackneTH. 3aKOKUME € 3

- 9TO QUEPEHON AP (1O IPOHIROAMTEHIOSTH W
10, HEPEXDLN K GOTEE TOHERM HACTOKM

14.11.1. NapameTpsl sapa

Jia maana oTkpoew KOKQUTYAUMONHLGH haRT fetefsysetl.conf. B nex naxonsT-
‘ca napameTpet sapa. TIpAvep haitna MOKHO YERIETL & aieTvkre 14.1

IAGTUA" 141, KOMQUTYPaUMOHHLIA thai fetc/sysctl cont

# Feruel syscll conligusalion fiie for Fed Zan Lluse

# Koupepsmonsus 3 SApa A7a Aec Hat Lirax

For binsry values, 0 Le dissbled, 1
181 2oz more dotails.

enablud.

1
# 80¢ sy
# % Dazpe saausudt, - s
 DUOTDHTS AR SYSCT AT USRS WO N AR

o cumes, & L - wosien.

# Controls 1 packet T
¥ Konuponpyer Tepee; peusitp 13- nakeson,
ost. et o

s rding

soruerd

# Controls scurce zoate ver:Zicaticr

# [oHkpos TI9IBEpIT MEPLYTIS LD
et Lpvd. sonf.daZanlt. m_filter = 1

Kerrel.ayszg - -

Kernel .cors_uss_pid -

#ror . ipvd.rey

Kezoel gesscieiLy.
Kerrel grsee:

# anls same opesaions
# ayan oksTopUs aTopia
Kernel . grseevtizy. aadit_wonm

keznel.greecizicy. sigral_Loaging-l
#rernel grsceurty. suid Loggiag-1
kernel.grssesrity. tinechenye_Lagziaz=|
el gese caging=l
Kerrel.grsscrity coredimy = 1

okl
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aantonon vemee 32 1 Gonce 126 SBHOTCA HEAOMYCTINEIMI 219 AAPECH, O~
STOMY BROIHE MMHAHO TAKI fIZKETE) 1 NPOTYCKaTS k Web-cepacpy;

3 Sochud tiog logs/audit_log— OMRACNSET il XyYPHRT2, & KOTOPOM 6T
axpansmes wropyaNg o ayTTe;

1 sesE rarme g Lo on dary,
HORTan0. B JaHHOM Ciryee VK 3ATpeT (deay;

amer  geticrene  mo

Lk ok rediractineL: o enkreatar. s — OBCTICHMBACT Mepe-
anpesautno, FCT NpaRMNa COBTIOTEHGL, TO NOTYIOBATEN OTAPAB.AMIOT 1A CaitT
bitp:/fwww.vebkreator.com;

T senwtlver yyy Loy, swac: fnon/apiche) regori-sbtack.pl — SUIYCKIRT Clie-
wapuh, Bean  Guavtp  cpaSmuaer, To GyNer  sTunHER  ckpie
Momeapache/report-aftack.pl:

0 Senmilier /oL passuor— YOTOHIBTHEGET SUIPEY KA MCrioRLtonanme o -
apoce moAbsoRaTena obpauicnHs Kk dailny fcte/passwd. Takim e oBpaIOM
HPEHO ROBABHTS 01 panurhis ma it fete/shadaw:

3 sscriitar binfls— OTKAD LONSWEATENIM & OFPANCHAR K DAPEKTHRE
B 108H0M CTYA€ ANPEUACTCR KOMAKIA 14, KOTOPEA MOXCT HOSROINTL KEKCPY
JEHISTS CONEPAHYOE KATATONO8, €C3H b CLEHAPHH €Tt cumBxa. HeofKomimo

IPEIOTEPATATL OBPAILENHE K TAKHM KOMAHIAN, KIK cat, 2, op. o 1 AP.:

0 SecPitter ™\.\./" — KIACEKISCKAR ATAKG, Korsa 8 URL YRISHBaIONC cst-
s oK. Hx He 20uH0 1w Guris

D secriitar “deletelt:apac:|)<Eror” — SIPET TEKCTa delara .. “rom, Kor

TOpu HalLE BCET0 HOMOALEYETCR & SOL-3ANPACAX Jurw yikunenHs fatbix. Tu-
Ka CTPOKS DUEL HACTO eI 0ALSYETEH B aTakas T SOL injection. Tonmwo
37T, PEKOMEHIYETCR YCTAHOBHTb CIETYIOILIAC TPH (LT

o secPilser Minsort[liepac
20 ROGACRIA TaHL

- uenomsyetea 5 SQOL-sanpocax

* sacktlter "seless. fron® — Wenomeayercs & SQL-:anpocax am wrenns
AANEILX 13 Tabma 623t namHLN:

* Secklzer "<l l\nie  Secrilzer "< i — nozOAMOT
AuTiTRCr 0T XSS-avaic (Cross-Site Scripting, woKuaHI0S06 Beuio.mehHE
clteiapien)

M PACCMOTPETM OZHOBIbIE METOLH, ICTIOMIOBAHHE KOTCPMX MOXET NOBLICHTL,
Gesnacroem, namero Webncepnema, Tkt Of[REsoM. MORNO TUIMIATY e
4T 132 Gepnepon. OUOTHITETLHYIO HikboPMALIIED MOHO 0.4y HTD © CONTA pas-
paborescsoe.
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\DAINICCKON CepRCpe CANT MMEKTRORKOMD MArOMHA N AONALLAE CADARRA,
OMeHD HACTO UETOMMAVIONAE GOCHTATHBE Wik HEKAHECTARHKEIE MOLWIK, B KOTT-
P SrarusT OMASKA, 3 OPH FTOM HONEOBATETS He OGHUBNAOT ITH HPOTPAMS
Korsa By 570 MMILICIHIIK B3IGMACT Q0WRIMKIO CTPAKHIKY SCPES Y
M1 CLEHAAA H CMOKCT YKDACTS, HOMCP KPEANTHUIX. K0T NOMb30BaTENCH i
TepHET-SHarENA . T UOCTARMT KPCLT Ha BANICH KAPLEPC 2AMAIHETITOPA.

7.7.2. mod_security

Thecotpa 53 79, w1t SesonacHocTs Web-Ceprepa, » OCHOBHON, SABNCHT O
TOTMFEMELX 12 11EM CUELAPUED U NPOTPANMUCTOB, KOTOPHE TILYT T EKHIT,
CUTH BOIOHOCTL JAWHTHTL CCPEEP BHE IABUCHMOCTH OT 3THX HAKTOpOB, O
IWIHO® pelleHie. SARDH HPOGIENN -~ CeclnETNA syt 18 Apache
rsnanen nod_sceurity

TIpiHuan JRCTBIT MOAYTA CXOK © CETEBLIM SKPAHCM, KOTOPHIE nCTpOH B (L,
TOTKO B J@HHON GITyAZE O CICIHAILIIO PapaSOTaH iy Ofcenevent s
sk 10 uporosony HTTP. MoiyTb #a 0CHOBE MPasI, KOTOPLIE 30306 16
NIKUCTPATOP, AATIMPYST SAMPOCY KASIOBATCICH K COPACRY M BHEAOCHT CitS
[esienHe o BOWOKHOCTI TIPONYCTHTS RIKET K Web-cepeepy

TIpaRiLI OMIPEAERFIOT, 4TO MOAKET GhiTo & 3anpoce, a o uer. Ta oLk to
epiirex URL-AIpee, © KOTOPOTO NCOBX0ZMNG B3sTh J0KyMeHT sk pal. Koi
WO CHOPYYINPOBATE MPABAIO 74 MOV C TOSKH IPEHIR GEIOMCHITH
HCTEMB(? PaCCHOTPIN GPOCTeHin Ak PSP — 2ifi CCPBCPA OTALHO HESKOKH:
wiipachie iy etelpasswi, 4 AT, €10 HE JOMKI BurT b cTpoKe URL.

Tukuss oipaI0i, CETEDOH JPAL GPOBEPAST A OC1I0BE HIAMILIX PHALTION 2ipss
URL, # eCH O KAPYWAGT NPuRsR, 10 TaNOS OTRIONASTCH,

Hrak, mozynt modl seeurily maxipuercn ba cahire hup:fwwsy.modsecurity.og
Tloche ero yeranoeka 5 gafise hitpd.conf mowho Gvacr Honomssoun
SONOTIMENL e AMPEKTHRL, Gt PALMH 3ufipOCOB. PACNOTPHM HAUBOMGE
Tepechtie Ui X

£ Seriltoringive (n— BroRHIL EKele (MAKTRAEH SATPOSO;
URL (URL encotirg

1 5hcFi s CiscE RIS 209 00 ~— MPOBEPATS KOANpOR
is validis

O suskillorsoroaliytasenge 2 ¥4 — HCTIONMIOBATH CHMROIIE TOMKD i b
A juanona. CYIIECTBYET JOTTAIOUHOE ROHUSCTBO CTyiKeBHU Gk
BOVOE (HAMPIME, 11¢PGRY3 KAPEIKH, KOHEL) CTPOKH), KOZIA KOTOPLIX Mcties 1.
BONOAIAHETHO b HAX HEEHATMS, HO TPEByi0r OGPABOTRH HAKATA CoOTBRTST
suiowsnx KA. HO Kax ke Tor1a XIKEp MOKET ARECTH TASON LMl &
VIRL? Toaue wepes e k0. Hanpimep, 410611 TpHmenirrs cumecn "wors
crpoxu’, meobxomno ykesate & URL-azpeee "%613", B aartiow enyvac ko






index-404_1.png
404 frgga 12

12.3.1. Isat

Flepans porpaNa, ¢ KOTOPO Hary UPEACTONT MOSIZKOMM G, — Jsat. K teTo-
P IC CAMIIKON TAMHHIA, HO 38 CHCT HACTOTO OGHOBASHI BOIMOXHOCTH Tpo-
FPANMI BUCIPO BUPOSTH, & DNOAIPH VOIYTLON PNHTCKTYPS pACHMpEHE
YHKUKI (POMEXOLNT MENKO 1 GHiCTpO.

TIpOrpMA STt NOCTARANETEA N WCXOMINLIX KOTA, W HONTH €& MOBKIG 10 ATpoEY
betpsi/usat.sourccforge.net/. Ha momew Iamicasicn 3Tof ki GLUA Jocryia
sepeun 0.9.2, CHavaHTE apXHE n CHOID ZOWALIMIOT JUPSKTOPHIQ, W AUBAITC pace
SMOTPHIL. KK YETaHOBHIE 1 WGIIOABIISATH TOrpawry. Hi CAHTE Z0CTYHT 182 1
7ip-0epons. S1 PEKOMEHIYEO KOGIONSORATLCR TIepECH, MOTOMY ATO 310 poitHal
R —

IR YCTaHOBKE BEIHOJINWT GHYIOLINE KOVARIL

bz vt LsateC.9.2.5g

lsat-n.8.2 tazicontLpuze
fiua1-0.9.2 kgrinake

Thepeus Jupekrana pacrasonumact apxun |sat-0.9.2.1gz, Moux paiina vorer o
ST €GN Y 1IG APYIH BEPCIN UPOFPSHI. BTODIA KOMANAA FANYCKACT KDl
HIYPHPOBANIC, 3 TPETI — GOSMDAET 1IDOCKT M2 HCXOHBIX. KOO0 B OTHH Ho-
nocjiemiil

% SAnYCICE RPOFPAMNIE KCMOTEZYIITE CTESYIOLLYIG KOMAKAY.

(RN

Tetsepi MOIIO KATH FOTOBITH KOGE ¥ MCIIEND K TESATLo [HTb cro. Tpones
TCCTHPORAIMY CHTENbI JTHAMIET OBOTHHO NHOTO BOEMCHH, OCOBEKHD Ha o
Ghax wasmnpax. TP 3211ycke MOKHO YKISATS DIV A3 CIEAYIOUES KIIOMCH:

3~ men grins — oTieT SaHEsIATS B yKasawie i, TIo yMOTaKMG Ve
nowaer s fsat.out;

— BbyaATE IO POBMSH OTNCY

0 -+ — e manaTe kRIS ooGu it 12 KD FT0 oS0 MpH Bumo:
[ m——y——"

3 -1 — BMIOTHATH 1POEEPKY KOHTPOAGHEIX CYMM (IT0 AETAETCA & NOWOUWED
RPM). 0 (030umcY RHAGHTS HEXROHHG HIMEHCHHHIE IPOpaMb

ywnte scero lsat Gyaer paGoratt B2 Red llat-roaofiux cHetenas, notomy 1o
5 Ho BCTPOCH BOSMBKHOCTE PAGOTHE © RPM-TIGKETOMIL, KOTOpb: ARISOTCH 07
A TE s HOR 06OBHHOETED TneTpHEYTHEA Red 1 Tat Linux 1t ero knono.
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1.1, Ataku xaxepoa .
1,11, Flceneaosaren
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Onpegenziue OC......
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1.2, Banow WWW-cepnepa

1.3, Cepn  wanor,
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Floacranwo aapee .
DissTuwnt cepeep.

1.5 Tposn
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Distribued Denial of Service.
117, Bxion taporet..
118 Hror

1.2, 10 2006 L.
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T oSpasost. Wbl 2anpetu wsimoseaie dalin K CCPBCPC, HO He OTNCIS
SSkuacTpyxiom. Hampasiep, cremyiomutt koa s SHTML-dahme Gyaet atifionHetr

ComHNCIEAS i rTalenE Tenerie . Shom o>

i B He Menoabayete SSI u, cooteercTenne. SHTML-dattnsl, 7o 2akoMmen-
gyie saeyI0LYI CTpOKY (10 YMOT4ALINO o1 ROCTYTHA):

stiondlos server-paesed sktxl

176. Mpowe, yao6Hee, GuicTpee

fponiecc. KOGUIYPHPODAIA AAAEH BbiTh MAKCHMATLHO yR0GHeI. Eemr ecc

WOk Gyt HayPOMOXCTIL 1 Ozytont haiine fete/httpdicont/hitpd.cont, To

PEOSPATBCA B HIX CTAHET GHeHt CHOXHO. A UeM FOTLINE NAPAMETDOR, TE A

PUITIOSTL, 47O Bt STO~THGO TposEBacTe. UTOGH YRPOSTHTY NOATEPKY BaUErD

Web-Copncpa, MOTY TOCORZTORATL FIDHACIHHATLCH CIGUYIOUINX PEKOMEILILIH:

3 00 YAOGCTBE AAMMNMOTPUPOBARNS BOL OTTWCARIAS pam AOCTYTA MOWIIO fepe-
WeoT & Kowrypaomsil gahn Jetefhitpd/confiaccess.conf. To ywoi
110 9707 dhfias MYCTOR, 4 B5C HUOALSYIOT TOTLKG fetc/hitpd/cont/htepd.cont.
Bbiaencri HECTH PaspemneHmii & OTIGRLHEIR (RN MACTUTE ILHO MOWCT 10~
04T B YTIPABNEHITH, TOTOMY 4TO NPABA By.TyT BHAKSL, KK HO NATOHH:

0 octonrIE HACTPOWKN CepBEPA, KOTOPHIE PEAKO WIMEKTIOTCA, MOKKO NEpec-
i B Korpuypanwontii dadin fets/hipdicaubiacesss.conf;

0 xovenTUpYiFTe BOC Bn AefieTaud. MAOCHE ICTPORKH Ke MIMEHRIOTER. 1o~
U, W yE e HOpy MECHIICh TPYARO AUTIOMHHTS, Favest Bbi YCTARORANG
onpenerenHyto AupeKTtaY. 11aNPAMCP, Bl JANPETHIN JOCTYTL ATA BCEX MODL-
30BATENETi K KAKOI-HG0 MPEKTOPiY, KOTOPAR BPEMEKHO HERGILIOBANACE 175
TecTupORaIA ClieHapUeR, Heper KAKOCTO mpEv LI MOMETE 3aBiTe 310 K
CYTHO OTKPOCTE BOCTYII | CUCRAPIAN, KITOPHIE OTHIERb HE FORHOCThO
HNOTYT CTATI NPHAHION NYIOMA H KPYUICHIA CHOTGMbL

You yR0GHeE YIPARTATY BEI0TACHOCTHHO CEpBENa, Tes MEHbIE QUG0S Ebl CO-
BEPIINTE, NOTOMY TG BCE NAPAMETPY NPABANLHO CTPYMIHPOSAKLL, i NOIPOTHEE
SOEHTEPHI (HATOMUHAIOT 1ah O HASHAMCIINR CAENIHILIX HacTpock. Takol noa-
A1 AMHAHCTEMPOBIAHIO TAKE TOMOLAET OTIEPATHBHO PENIATD BOSHHKAIOHE
TPOGAEMb. A KAK H3BECTIO, B BOILE AIMANKCTPATOPOB H XAKCPOS MOGTK/ACT
107, KTO GoMblle LA, HMECT Boltbune ofitrta i Seictpee poaripyer. Tocneanee
e BAHO.

THTPATHSORAKKOE XPAHEHHE TIDIB JOSTYNA & KOKPATPAUMORHIX batlicx Web-
DDA NPHEMAEN® TONKO 1t HEBOHIHX Calitax. KOG puGoTaer Cortin aHpTy-
SWHLIX CCPRCPOE, T TAKIAE DMHCAHH CTAHORETCA CTAIIKOM FPONOIUNH. ke
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IDANMA INT WIQPORINILS, HE HNCET THAMEHIE, MONHO A MCHONSARRI
cu080 password;

9 mpocwoTpiTe cozepiimoe GaIn passixts. B wew Syner dammppondmt
TCKCT, KOTOPLITE Rl JAIACATH 5 (hafia pass.txt. BLIGEHTE SHTASMLIE GHYBOTH
ST YT 10X 8 Ka4ECTOR MaPoR, TAKOE UAPOYIIO HE MPHIYMAGIL, FOITAMY
TpOTpaNNEl 10A60pA MO CTOREPI0 GYIYT GECCHALMS, OCTARCTCH TOTLKD HOf-
HEIR 1epefop.

OTIHHEM METONOM 3AUIHTHN OF Y@IEKHOO HOABOPA MOKET BHITL MOTYTErkin

ZYTeATUEUIAIMS, KOTOPYI0 b1 pACCMATDMBATU & pasd. 3.3. Cpean PAM ccrl

aseHh ya06meti 5 saHTBIX LeTAx Muyab Aibisecurity/pam_tally.so. On na-

3HONRET GI0KUPOBATE AOCTYN GGG ONPLAETEHFOTO KOTMHZETSA HOMbITOK EXOM

& cacrewy. PacCMOTPAN MCTOTLIONAHHE MO ha PHIEDE ASTOPHIAGHA &

Linux, HACTpoRkH KirT0POR 1GX0IKTCR A e Jetcipamalilogin. [l o paisse-

HHA NOTSITOK 3800 NAPONEH A0GABAN B STOT HAET CACIVIONLYIO CTPOKY:

aucount Teqired flin/secizity/pan tally.ss
e

B Ka4ecTse APrYMENTE MODYMIO MEPERACTCH NAPAMETD dus, KOTOPEI pasex 5
1 SHAHT, 47 HOCE 0T KAIHEETEA HOMBITOK YIETHER FaniC SiloRAPYETES,
UWENO $ ARNSETES HAMBONEE OTMNAIMIRN . MSImIITHE SHANCHIR NPHERIYT & IO~
6eman, KOFAQ NOTLIGBATENN N0 HEGKOTLKO pI? OWNGAKTCH fipH BBOTE CBOERD
napons. Hy & Cnn Nsm NOMBITOK He NDATAND HCHPABATLON HITh RETIONMHKT) Ha-
POits, TO Tanee KAET yoKe NOAGOP Citysaliiuk OGPION, 10 HIZO 2ANPETHTS.

14.10.4. John the Ripper

Terleps PACCHOTPiM 1 NPAKTHKE, KaK TIPOSKOINT 10460 MAPOAEE. DTO tecS-
XOUANO, YTOLH TONATS TEXUQIOTHO M YMET HCMOTHI0OBATE €€ CAMOCTORTEIEHD
T TECTHPOBAHIS CTORKOC T8 RADONER S nx HOMBIDRATE I

Johin the Ripper  cawan nomynapuas pOTAIMMA £17 BIIOMA Noponeit, KoTopa
3a80¢5210 CEPAUA GOTBLIMHCTE XIKEPOR H ATMHHHCTAATOPOR. Otia RoOJGRRkia-
€7 DeHOBKbIE wirOpKIMEL POt MDS, DES 1 Blowlish

HroBu moa0BpaTE NEPOTH, ATA LIS HEOGXOTHMO BHIO:
KoMaHAS:

T caCoyIONHE

unshedou fore/passc /ot
Jren -lncrumnnal pass.tat

/shadew > Tass. txt

€ noMoIbi0 epsOi AMEKTHSE Mot MoMyaReN (BELY Pass.IXT. B KOTOUM HNG-
LHTOH COOTBETETRIS MMCH 1O.INSOREICAER 1 IAPOAER, 0T (e MOWHO COMeth
W BpyHRYIO. epeniecs nApomH i1 afiTn fetcishaduw 5 Glin jcte/pastwd, 110 3T
SAHATHE He 1A CTAGOHEPBHLY, FIUTONY YU 10BEPUTECA NPOI PRMME.
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B Z&HHOM KT st GYICH PACCIATPBATS 0111 14 KIOIIOB CAMOTD PacTIpOCTPA-
HeHnOrD JMCTpRSYTHEA Red [ar (A0 HEKOTOPLI MANKG: COCTABNACT 0K SO %
perica Linux). B xcaucetne npwcpa n saGpas ASPLinuX, Kka camut nonyaapesii
& Poccun. Een ur Gyaete NOTbOBIBCA APYTHN IMCTPHOYTHEON, T0 0¢060R
PASIMAo! 10 SAMETHTC (TOTEKO & 1PAGIINIES KO H4CTH HO BPEMA YCTRHORKI).

P30 TPl s s ca canim caGam menon OC Linux, Korma
B HaHiETE PABOTHTL ¢ OC, TO Yewurre, 7o GoToulan YacTn nepALNT He Crak-
BapIHOUAIA (MOIIO PACIIENIIITI, KAK CAEACTNE OTKPLITOeTH Koga). Llonysa-
ercs kak B AOT0BOpe "KTG B e, K70 10 Ap0Bal". DTO Ceplcanas npobea, koTo-
P RIS BOCUpAST e

B srom cusscie OC Windows G0ico ymedmuponans 1 npoiwe a oGyens.
XoTi B NOCICIHEE BPENA K 3oCh HOSINAAETOA OTCTYIACHHE OT YCTAHOBMCHHIX
Kak0HoB. T4k BCilIHTL BHA NPOTPaN Crau COBCPINCHHO nenpescxaayey. Meno
wnaienn & Office 2000/XP/2003 HOCIOAMKO HEMEHSIOTCA (1OTILKO YCiiEeal npH-
Brakein K ). B Linux, HEcMOTDR WA OTCyTCTENC CTAILPTOR, SMEMCHTLE i
Teptbeica BeaTE OTHHAKDBE

AporpayThen Linux AATAOTCE YCI0BO BecaTHemu, VX 12I0KS HYRHO mpH-
OBPCTATY & KOPOBOMHOM KAPHANTC, HO HX THILCHIHONIOS COLTALIEHKE HAVLIOTO
NAre, dem y kowmepseckmx OC. Hanphyep, KynHa oTRy KopoGy © Linux, et
MOKETC YETANABAMEATS o2 HA THOBOC KOMIMECTAO paSOIX CTAHUNT,

Tera om0 Ko Linux masinoro mike, sem Windows, w npw 10m o ncTpiby:
THB DXORHT TPOMAHOE KOMIMCCTRO OGDHCHEIX MPOFPAM, HHTEPHET-YYHANT, rpa-
QUHCCRIX. PEABKIOPOS 1 7. 2, TaKHN OGPATON, YOTAHOGHB HOIYIO SEpCH0, Batl
KOMITHOTEP FO10B CPIY PELINTE GOTLIMHCTEG NPOIRRORCTACKAX H AOMAIKIX
sam,

BOC Windows rpalieciorh pegaxrop (Paint), Texeropui nponieccop (WordPad)
M IpYTUE TIDOTpaMAE CIUIIKOM MpHYCItBIAL, U 18 HOPMATLHON pAGOTL nyaHO
a1 T T AQIEPO, LI03INY PEATIIA €OANOGTS PAGOED MECTA Wi
fane OC Windows HaMHOrO BEILE LeAB) AncTpidyTHea Linux.

Tipu Taxow epaemenin OC Linux oxasercs noSemenen, Ho y Windows Gec-
AETIAR MOATCPICKA. 2 AN ROKYHTIA TOTHOUCHHOR nomon B Linux. nyscen
JoeTyn K cern Red TTat, vovonsiit CLow ROCTATONO A0poro. TI03Tomy pacxoms!
1@ ROZACPIKY MOTYT CHUBIISTE CTONMOSTH LAICHHA ITHNH ONCRALHONHGIMN
Gueressin. Himokiuo TR0y # He Sy Bac yBekaans, '1mo Linux ayue, norouy
41 GeonnaTas, 310 e coacew vepio. HO Mia yenam, uro OC Linux Gonee rud-
K, HAICK W W, SANACIYHD, Bl PIBIET 10 IPORIBOTHTSIHOOTA, IMERRO 371
KINECTEA ABARIOTCE IAHGOMES CYUISCTBSHITIN, H A HOKEKY, 470 BCE 0Lt HHCY-
tan Linux.

Hra, Japalite paccHOTPWM OCHORHEE AWCTPHOYTHOM, KOTOPHE 81 MOwere
LCTCTITL 1 pestoke. 1OMHATE, 0 Linus — 270 86670 b A1po, 8 GonLuMA-
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KOMBIX TAKOf 1ML 18O (0KA €UE HUKTO HE 48O Tt Y1 SIRIMRTS, @ 3
EANATL A DONLIOBATEITA © AROTOMCN PUSO KOMY TRHXORAT Ha YM.

7.5.3. Npo6nenbi asTopraaummn

AGTOpHSALIR —= 370 CTHILKON NPOCTON €rocof oGcenedeRis BeaorackocTa, llpn
UEPERIE NAPONK WHGPYKTS MPOCTHM Konuposaswen Base6d, Foms xawp
CIIOKET HEPEXNATHTE 1AKET, CONEPKANHIE Hya TONGOBATENT W APOIR, TO OF
MpOUHTAET 3Ty WIOPMAUNG HEpEs AT ceRyn. Jm paculnhponKH Baseed i
HYAKHO [OIGHPAT NAPOIIb, AOCTATONHO BHITGHHUTS OTHY HYHKLIHIO, KOTOPAA 16
ROUIYET UAKTHECKN MORHTAIBHO.

1A COBAMAA PEATLID GEIOATCHOTO CORIIUIEINA HSCOROTUMO CHEANA SRS
BTk Bech Tpagu. JIAT ITOND MOHET HCOOTXI0RATLAR Stunnel Wi Yke aToms
wpotowan HTTPS, kotoprii monomayer SSL. O mew Mt el noronop
& paio. 10.9.

7.5.4. O6pa6oTtka Ha cepsepe

TITML-haibin woryr oBpafattumarica apsd nia cepiepe (1 #e, Kak RO
to7ea dhatinel PHP). C omioli eTopot, 310 yaobiio, motomy 410 Ko PHE oo
Gyact acTanIATL & Gl o pacurapesses hm, o apyrod croponst, ML
aiEIBr AANEKO HEBEIONAL A, 1 €I XAKEP CHORET Hx HSMETS, TO CePach Ok
ACTER HOR Y1 O30,

UTo6L PaIpenINT, Cepnepy neatien T (haFE © GpCAEHCIINEINT PACLPC i,
HCNOMBZyeTen AUPEKTHER Sdiandtier. B KOK(MTYPAUMORHOM dpaline hpd.conf
MOKKO 1T CIIERYIONHE CTPOH ¢ TTOR KOVAILION

Mg er sgieszeion cgi
BacRandler sarver-pavsed . satal

Gt y 80 He YCTQHOBTEH KHTEpIpeTaTop Asbiki Petl, T0 NepByio CTPaKy creayer
JAKOMHEHTHPORTS, ATOBL Oha AGKe e cymana, Bropas cTposa Gesobuara, i
BOT camit TaKHH Ak OGP0 PASPRIATL Ceprepy paBoraty ¢ HTM- waw HIM-
paiiaawit, TO 30 YHe cTaneT HeSesonaCHN, CrEAyIoWEH CTPOKA He AaTHN
Ghrmis  wamens Konchiny pawnHom dhaibae:

dHandzer ser

paracd heml

Ecan rae-To acfCTOMTSIGHD CoTh  ITeOBXONMMOETL TOTKMONCHIT HIML:
AOKYMEHTa, To RPONAATe 370 0 Qaihie Jhtaecess. B OCTAILILIX JHPEKTOPRR &
PKOWEIAYI0 B aBHON KNG SETATS OGpaBOTKY HTML-haifnos cepeepow. An
Toro KOGABLIC CICRYKULYH> CTPOKY & KOmHIYPAUHOHNHI Barin hitpd conf u
B aiin htaccess KOKI0H ANPEKTOPUH.

Remewfiandler Lhal b
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71 a8 CCPACPA YAGE HE MOKET HHAEM TIMOSE, FCTONY H4TO Bl IOTEPAI Ko
TpOTL Hag napOARMA;
T Tk MapOTH XpaHATCS § AKTE § 3MHGPOBANON RATE, IOCTATONIIO ONK PR3

SAUMGPOSATE €10 M CPABKHTS CO BCEMM KOW-CYMENH, Uen Goibe 1 dalfae
anHClt, Tew GODLNG BCPORTHOSTS. 10 AJTA Ghi DK KAPOL NOACHAET:

1 8 Gonkmix GaHTAX NAPOTEH CYuleLTRYT BOPOATIIONTS, WO XOTA Gt oMM
POTAIBATE T 34301 B KEYECTRE NAPODA PETHCTPEUHCHKOE WS

Jloanuali SSHOM HAMNOTO SHICTPeE i BE30nacHEe, ETURCTSGHHEN PO thia -

KHOMBSTCH b TOM, K&K MOaYWWT, daiia fetefshadow. DTor daita zoctynen an

WTEHRS. M ATHCH TOTEKO TIMHHUCTPATOPY 1O, 2 8CE OCTATIILIE OB IORATNH He

AOYT ey yBngeTE,

14.10.3. 3awura

Saupra o7 10AB0pa MEPORR B MPITHLIANE (IET 4 e MOXET BLirs. Bemn Xakep io-
IR A0CTYE K iy Jelcishatliw, TO MOKIID CHHTATL, HTO MEPOAL ¥ 11570 B Py~
xas. 110 6CT CIEA0RATH CHEAYIOLIMN PGBHIEM, TO MOHO IEETE BIOMA

3 mesmiiTe NAPOMK KOKILH mec. ECTn XaKep tillsnabacy CACTENY SJicHn,
T0 3T0 MOXET CreaaTs noaBop HesmMONMINEN. ECaH B310M MROKEXOTHT No-
K110, T nOKA xacep NOAGEPET Napon®, OB YKe HaNEnHTES

1 npuiepsiire crom napi Ha ETaROCTE DT OGP 110 AP Rein e
HO HECOOTBETCTEHE KPHTEPRIO, FACTIBETE NOTHA0RTEN CHEHI TS TAPOTH,

O yoTasaTwsaiiTe CTOKKHE W UTHALE NAPanH, OB OAGOD MO ¢T0BEpR
At p—

O sanuuaiirs aitn Jetc/shadow, Ko aiin /etc/passwd iyxen 08 sTenns
BOSM DOTEIOWETETAN LA HODWATGHOM DaGOTM MHOACOTEA YriT, To
Jeto/shaduw HEOBXOIMO OXPEHATE SGEMM BOIMOKHEIMIH CPEICTEANM,

1 careyte 3 wypHaion Be30NACHOCTI HA TIPEAMET HOABIEHIA BOTLUIOTD KOTH-
“EETRA SAIICEH O HBEPHOM BXORC b CHETENY

COBAIOnLN ITH NPABAIEA, BE) NOHHIE LEPOATHOCTS MINOWA BAIEH CHCTEWE st~
To0M nepeSopa naponci

B . 2.6 M1 FOBOPIIN O HEOTXOAMMOCTIY COSTAHI GAOKHLX RAPOTER i pac
CMOTPEIIH IEKOTOPBIC PEKOMEHIAHK 10 STONY BO7POCY. A colitac & Xuuy Mipeir
HOAMHTE Bk VIR STOTD EULE BLHH AHTEPECHBIA WeTOT:

73 connfine daltn pESSIXE © TEKCTOM, KOTOPHA HYKHO HOONMEATS B KASSCTEE

Dapak, wAnpIEp: 2o

A undpyen e ¢ novouwo OpenSSL. I8 STOT0. BHIOMIAEN KOMaWIY:
5. Kot KOTOp(E 3a0pockT tpo-

eSO 25 pass Lxrs

star oat pasa .=

cpenssl des in pm
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epocpa. Mul NG Gy10M TOROPHTI, O Tom, KX NPABKIEHO |HOXTE CUISHADHA T KaK
i 6706 GEI0MCHLIMN, HOTOMy O JTO J4IG4a FPOYPAVMHCIOR. Ho Mol fic
S HAERTLCA W HX MBOQECCHOMLIKEI, MUTTONY WD R Mia — I3, 3 Hist
aicreeiio oWGATLCA, Mu OTKILI CACHATL BGe, STOTM TOPPOruHOCTH B CTa-
TN

Bsrepiuperirope PHP coth musvihisocTs unHEbIBZTS (RaBIA BENCIHENKS K-
fncuBo nelicTen, weaomaya Sonce Gesomactue HacTalsn 1 apasa A00TY-
3, — 570 peskim safe_mode. 110 Bbt AQMKKb OTIABATD CEGE DTSET 8 TON, 470 He-
rrepLi CRAWTTL MOTYT OTRANITECH PAGOTATE B TOM PExIME. MHOTHE a1t
capaToput oTKmouaIoT sale_mode. 3o we Goncext mepHo. 51 Bceraa cHASU
TCBEPAIO, MOKIIO Nt TIEPEMHCTL CUHAPI, ki LGTH 5TO HUPEATLHO, TO TOTEKD
T07AL BHKTHONA0 Ge3onacii peci

lIpw 1A TPOiKE MHTEPTIDETATORA BbI ORSTY € 0L eHCTEOBATE UT JANPETA,
HUILIIG CALIYer 3aKTS B, O HYKHO 1 HEHYAHO. A OOTOM BKTIOSAT
4e0BXOUNLIE naLAN CiiclApHASE O, JTysue eero, e 1 Gygere M-
WATLCE KODUTYPHPOBAIEN 1IE TONLKO PABOSErD Cepaepa, HO X Gepoepa, KoTo-
P HCNOML2YEOT MPOTPAMMUCTM A7 PAPAGOTKA T TAAKH CROMN CUCHAPILS.
Bomons ctyuae Moo GyTeT KONTPOMPORSTE BCE YETANORACINILIG TEPAMCIPLL

JiCTEAR ATMARACTPATOPA SOTIKLT BLITL TECUO CataNEE ¢ paBoToil mporpamM-
cta cucHapiee ik Web-caiirn. Ecii paspalioTairKy HYKHN KaKHE-TO GLM, 10
AMEAHO BB A0IKHS) 1Y BKIKOHATE W OBOHX CEPBERTX. O HOBHIX KOPPEKTHDOMEEX
cépanTOn, ANESYUK %3 colioh YMCHbINCHIE (yReIHHCHC) MpaR T0CTYTA, PEspa-
FCTHRK A07AGEH B COOBLIATS, H 11BCTPOFKH OMKIIB GEITG HIENGL,
ATMHUTTPATOD  PASPAGITANK AOTKKG HAXOINTLCR B MOCTORHHOM KOHTAKTE,
OBt O11€PATMERO PEAIMPORATE HA HEBXOTHMOCTS HCLORBIORAMIN SARX-TH0
FONOATHTENLHLIX ROMWORHOGTEH. HESOTOPLIC ALMHINGTETODH HITARATOR T
VHCTPOKH WITCPIPETATOPOR 3 LEPEROLLT 1 hynKUTH 1a PEIPaGOTHEOn. 370
He COBCEM TIPAEHTILKO, FOTOMY <70 TPOTPAMMHCT THILIET Ko T HE MOKET 10CTa-
09O XOPOUIO PATSHPATLCA & BOTPOCAX KOHHUTYPALMI CEpRepOs, HTOBS Ofece-
i TeByeNBIi ypoBets GE30TACHOCTH

Bee uacTpoitkn 274 WiTepnperatopa PHE xpausica o daiinc fete/php.dni. Mur
JTOT BaiiN He DyleM PECCMATPHEATL, NOTOMY HTO OTA TeMd RWXOAMT 34 RUMIGH
wenrk Ao Linux.

7.7.1. OcHoBw GesonacHocTi

B macTosuice bpems GonuumicTio suoson » VIHASHHETE conepiacien © o~
HoUK0 WK SARMOARPA omSI B crewapiix Web-rtpatun, Jlasalite mompody-
e PASOBPATLCR, TIGHEMY 7TO MPOMOXOIHT

BoTbiHHETHO MAAIEIbUER AOMAUIHAX CAMTOB — 57O MPOCTLIE MOTLIOBATESH, K~
TopLIE XOTAT GEICTPO MOMYHTL CoBCTRAIIYI0 CTPAIALY C MHOXLCTEOM BOIMOX-
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CHIIENONLL 1 1A OGHORE X BHIACT OTYET O NOTCHUMATBHLX IuMGKax. Harph-
Nep, RANCD MOIET JIPAnCPHIL CEPIER 1 yHACTh 1ia 2] nopTy paSotiomyks
etyady PTP. THo CTpoke HPHTIZIIEHIT (5CTH OHa Me G118 MIMEHCHd ), BLLTARAE-
Nolt CEPEEPOM TIPH HIILITKE MOAITIOMERHA. MUKHC OPETENHT €10 HECHIC, K-
TOPAR CPATINBAETCH ¢ BA30 TAUALIX. M €GB S5E ECTH YASOMNMOUTL 417 AGHHO-
£0SCPACP. TO 110JIbSIRATEITHD RBIACTCH COUTRETETRYKILCE C00BIIEIHE

ChaMiOBaNAC TATCKO He GAMBI) TONELIH TPOUECE, MOTOMY 4T ABTOMATHIECKOS
CIPEZENTHAE NETK OBMINYTS 18 1 YEMKMACTH WOPKCT HE (LT, HeksTophie fo-
IPEHUEIN § CEPRUCE. BPORIIITCR OTbRO P GHPETEREHHEX HACTPOIX,
¢, I YCTAHODIEITILIN Babah TEAAMCTPAX OMIKGKa HE OGLADY ¥ .

lpit 30HIMPOBANETN CKAHEP W OTCIEAYCY MIPTEA, 2 IPOBEPACT PO AN H Hi-
SMNHE B HIX YATBHNOTO K028, TYTOT HDEUECS DOXOK HA PABATY RHTUAHDY -4, KOTo-
Pori ROCMATPHRAET BCE TIPOPANBI 12 IATHYUE COOTOCTETBYICILCTE Kesth, Coe
YDA 1OXTERC, (19 HEROMERE O LKL PAILIC

Meros xapolie, 1o o2ua 1 T ke MR MOKET BETDEUTThCH 1 IECKTLEWY (e
. T €Gm y 6 Hvs PRAHAIL 10 CHIHED €t HE GTRADY AHT

Bo mpenta TN HPOTpAWMA MOAIKPYET 1AKH U3 Chool] Ganer Ankme Tla-
cpteep, & FTP-Cepaepe MOKET BOZHKHY T HEDenaerte Gydiepa upu peasa-
i OMpezeACHIION KamL. Cxatiep HE Gyt Bk Th neficIa Cepaepa, A o=
Bpalyer mharonnTh ANCTpYKAR) KOHEAHO e, 510 IPMBEIET K TABRCAING, 10
et T 65,1 AQTE 0 HATHEIH HTH GTCYTCTBHH OLHGKIE 1 e,

Hisratton — cantait 307w, HO UATCRHRH LIOCOS, 1TONY 47O COTH TIPOTPAMME
IOCh HEIOMETh KnKoli-nHGO CEPBHC, TO B ¥ NAKepA 30 momyuHTeA. Tlpw yoTa-
Hankc 1osora FTP-ceprepa, KOTophi Site HCIMAKOM cKatiepam, on GyIeT onpo-
0B MO VIKE HIBECTHAIC QIMGKM APYI X CEPECPOB. (XICHb YacTO 1IDOT PG Th
PATHLIX (HHPM TOMYCKAROT OTHM K 7 3E POVAXH, (DM HTOM MCTOTOM CAHHpONA-
VA AL SAYOR MOSET 11 HEATH IOROGHIYIO YXIRHMOC TOTLKD TOTOMY, 170 328
BHHOT BEPCHI HET AUNCER b DA e

Koraa OpOBEICTE CHOTeY, OBMIATETGHO OVKMMaiNe Corembie Sepatia. Eean
GIGKHPONAH T0CTYM. TO CKANED HE UPTECTHPYET Ryl epenc. B 3ToM caynae
s saTop CooGIAT, 30 ORGUR T, HO PELINI0 9N NIV GbiTe, Kukeuno
.0 HE KpHTHAKEIC olneGKi, CEntt OHH ta 3AUHTOH €CTCB01 v RPAHA, Ho Genv
sawep HaRRET noTafirof X0  ofofizer Firewall, TO YATBAMOCTS CLAHET ONACHOH.

Jlsive cRauepy Bce HEOBYOANMNIE TIPAA HA J0CTYTI K TeCTHpYEMOH cHCrene. Tla-
MG, HOKOTOPLIC CHATAIOT, 40 HAUGOACE IPHENTHEHO YIATCIIIOE CAHMPORA-
HIC. ROFZR 1O COTH MMHIKDYCICS ATASE. DTO IDAAMIBHO, HO CKOALKO KPCMEHH
nONATOGHICA A 1pOBepKY CTOMKOUTH (ApOnEH AT yNeTHBL Mmcel? Onckt
MHORO! A CRAMAPQMAIIVE PECUTDR M (HIRIOROT CHGIGMB CTAHET HORDIMOAIIN.
11o3T0My AOKATLHLH KOHTPOT MOKET AATh BONCC KAHECTOCALI PC3yIWTAT.
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Bropast Koaka sanyexar Toineli nepeGop tapoieh. Bem y we ectu daii oo
70RAPEM, TO 114 €70 HOTOILIOBIRNA BLINOTHTE CIEIVIONYIO KOMIHEY:

Jne mworolilucs: Lurare o

B JAHHOM CAYAAE [ilenare — 370 NS (AHNA COREPA.

B OC Linux ye ecib C.aomapn, KO1Opnii waxoaites n (ke fnse/share/diet
/wards. Ha sape cranontena Mimepnera cambiih snasennThti Bipye Moppeca,
Gnaronaps nO2BOPY rrapored o crouapio, scTpoesnoy 5 OC Unix (6 e Bpeseiia
Linus e He 55710), €MOr E310MAT VHOKECTEO EHCTEM 1 12Dt Camode GO,

10E YOO KOMMROTEDOB A CEOLCO Bpewehis. JINK [OF0 4106l HCRONbIONIH
BCTPOSHIILE CHOBAP. BLAMOAANTE KONAHTY:

o ocdELler fuse/shazusiict fwrde pasy. et

1z caiire http://packetstor.sequrity.com eers Gotolias Ko:Mesuwa exomaneit,
KOTOPYIO MUK HCMDMIGOBTL 1% TECTHDOBARWE CHOCHH CHOTENE! Ha CAOKHOCTE
MEponch, FEan G SOMOILING THKOTO ACKCHKANA Bhi ROTBEPETE NAPOL AR OO
13 CBONX §7ICTHBLS 3ANMCEH, TO TOBEPIITE SHE, TO K CMOE CHEAET  XAKEP.

Ecau wakars T05yi0 knasuay. 10 #a sxpane Syfier orobpakena rupoprus o
Xone nonBopa. LA MPEPHIBAUEA APOTDAMMS HEOGXOAIMG HAKATH COYETAHME
xnasu <CHrir<C>, JI1% Ipo;OTKENHR (POUEGEa N0A6Opa MOKHO BHIIOMNTE
Komanay:

i -xestore

EroGe 0
TIONIIITS CTEAYIGULYIO AMpEXTHEY:

OUMIATIE T AP, KT KOG PO PasA, eDlxANY Hice

I ep——

14.11. Tionunr OC Linux

B TedcHie cell KM Wbl TOsOIIN 0 Gea0t@oHoh 1 kdexmmholt #acTpolin:
OC Liux 3 e2 c2pewcos. R LGHHON PIIIETE MOBEASN UTOT BCEMS CKAAUHONY
PAICE # PACCMOTPAN IICCKOTEKS 108X TIPANCTPOL, KOTOpE MOFYT CAltam
CueTenry eie BHICTpES i HaTGHHoE. DT YOTAHOBKI VIS OTHOCKTCH K GOTEe TOH-
KW, TOTOMY & DCTABH HS HRTIOCEOK,

Mot e roSOpIA O TOM, HTO TyuiAM CPEICTHON TOBMEATS Sea0nACHOCTS W
HUMESHOTATENBHOG T i HCTCR s DA THIEKO CamOro heoGXoMOD. OT SToro
DAY JASHCHT TCNIONE308AHIG TAMSTTY 1 HATPYIK HA NPOLIECTOP.

TIoe1e 0T0 KaK 251 OMPEXELITHCY €O CTUCKOM JATPYATEMBIX CEPRICON 1 CORpE-
THTA Y 20 ey, HeOGN OO 15GOTHIBER O HACTHON Ke KATOTD W3 HI
© YHOTOM UETECOOTRAHOCTH MCUOIOATHAL, TECh ONATS BTYITACT 2 €1 At
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Pu. 2.3, Ouio caolcra dhafina

2.3.3. PyuHoe cospaHve pasgernos

i nbl 1a0TDNRACTG CEPRO, B HC ROMANIINF KUSIINIGTED. TO % TACTORTETLIO
PEROMERAYIO GO3NATE PABENLI BPY'HYIO. TIO YU upGrpanya yeraionc:
SOBAACT TANLKD ARG PASEAR — OCHOBHAR U8 Baiiia NOAKA4KH (BYIET HENOTL-
WOMATLLS [ FEXRATRG ONEPATARION 1taaTs). 10 e ger im0 # e 1o
Bezanaco. Prax, biGimten Napaserp Jlouo.ituTeasia, 1106 Gamosarmensio
cosate paszeut. 11epea Bas OTKPOSTCA OITQ, KR 30 pic. 2
BBepxy OKHa HIKOHTC LT oMH CTIHCOK (JINEK), Te MOKHO YKITE THCK,
1 KOTOPON RYSRIA CRATH: e, R RIOM Laydse mibpan ek /des/un
Hy T HUKE PASIQIOEH 1AM CORRENMAN 11 FTOM AINCKe pa
1013 piic. 2.4, 70K PAIIEAO 1T 1 5O IPOCTPRIICTED DYCTae.
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ecm wee npuka macinTh b oTaEkbHe i fete/ttpd/eanfjaceess.cont, o
a2VEP Y.ACT CTIXOM BEANK, HTOGbI HaHIH & HEM HT0-TO HyACHOC.

1A SonblutuX CARTOR 3 PEKOMENIYIO ONNCHIFATY B KOHWIYPAIMOMIHLIX e
Geprepa o SIS TARIE, KOTOPELE AATPATMBLION CPaty HECKOIKO IAPS:
Topis, ITO BOIHEKII, NOTONY 4TO NPH YKASUTHK NYTH K KATGROTY MOXNG -
HONHODE I, PErVIPHAE ULDKCHa. TTPHBEAY NPHMED. KOTOPbH CTIpCn
OB AT BECT, 4TO HAXOIUTCA 1 AupexTapin fhome:

sizostory faonoss >

lowerride Fileln:

opticns lcivien

“himin SRT SOST GPYIONE SRIPEIND>
order &1 1owcery

[P ——

vthConfia Line
“odexes FrTinksTH e tarah o adasioE

<fiamis
“Eam:EExcep. GET BOST OFTICNG TR0PINC
[
Cery trom 2l
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</aizectazys

€ HowOltbke Tkt PeryIrpHbIX Aupaeindi YA05HO co3aBATY oblte Npase
IR PRI 31X KATATOrOD. HAPAMED, CEl YISk B kareGTBe AHPERTOHH T
eHNe {3zt winlic_btol, To ko xatanorn publie_html & gupekTopin /ome
YIFT MMETL YKAHKGIE TDOEA, ECTH HET ABHOTY NEPEORRECTEIINK Uth OTIeRs
HEIX DATOK,

7.7. BeaonacHOCTb CLigHapHes

KaK MB( yIKe TOBOHTA, CUGHAPHI ABAAKITCR O'sErh OUACHNN i Web-Cepaeps
fean. paand. 1.1.2). Yepes WX QIIHGKI BPONCKOANO SN, V110K IRONKS KaIE
3102, MUl Y3ie 3HaEM, <1T0 HEOBXDTHMO CTKTIOUMTE BCe KKTEPMDETATOPbI, KITOpiE
He MENOILZYITCK BAMM. W OCTABUTS TOTLKG TO, ST0 Hyiito, Takmu ofpasy w
Ve ALY KKEPA, 10 MG PEUSHM (POFTENY OAHOCTEC

HuBones BesonaCHLwt Caift — 370 TOT, TO MCRUILIYET CTaThurte (HTMIL) 3
KYMUITSL W HE HMEST CueKapHen, BTIOTETMLK HA cepsepe (PHP, ASP, Pel,
Python 1 1p.). Ecnu wam yisca KaK0l-T0 WHTEPIPETATOP, TO NCOBXOZMI Kk
CHMAILTO OTpaKHAHTE €10 BOIMONIIOCTH.

IlonycTiy, uro saw GaiiT Henobayet cuctiaphu PHP, 0 & Hew ecTh dyKtn, x
TOpAIE CGPAINAIOTER K CHETCME, H T Bbl WX IICHETIIO HCLOILSYETE (ALY,
e MPOBCPAIOTCR MAPAMTTpH, JAIHHISE TIOILIOBATEICH ). TO SNOYMEIWTCHO
MAMCCT HORMOAKIIOCTL NIEPEATL, TaKHE HA'IEHIA, KOTOPLIE MOTY'T HApyIHTL, pasory
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Komnainua [ntomet Sccutity Systoms prspaBoTana Uenkifi Komteiexr yrwmwt no:
GBuUMM FE3BIRACNT SAFSUIC. B H16T0 TROMT IIe TOTKKD KOMNOHER bl (pOE2pit
GELOMBCHOCTIL CHCTENLS, HO U MOty.1H LIEICHIS BTOPKEN % W OHEHK KOHGIATY-
s ocimAIx copBepbY OC

CHAMEPHI GRI0MACHOGT 1 KAK 4HTHIHYCS = ILIAGT XOPOUIO. 7O TOISKO o1
<rapbIx fipHedas. ST Honwi weT0a IEva e Byaet ofiiapyaren. ToKa By
oBrioniTe nporpasmy. [1O3TCMY 4 He PEROMEHIYHO LCHMKaM # TOTHOCTLD Hait-
VATLCA 1A GTMETLA ARTOMKTWIMPOBANIORO CKAHHPOBIHHS, 8 NOSTC PAGCILY O
TPAMMES CAMOCTOTIEITEHD TPORCRHTL HATHIAE NOGHEA!IMX yRIHMOCTEH, onricai-
KHIX & KaKOM-ITHGO Dromneent oumon (BugTeag).

€ nowouus
EOINAILHYIO KPOREPKY, (OBl YOCAHTLE B 0T

ABTOMATHIMPOBINIOTO KOUTPONA OYEHL XOPOLLG MPOHIEOLNETS Acp
CCTOM CTAPLIX TANCYSOR, Kom

OGN HRREHLL TO YN OBICEATE YAGHNYIO POCPERMYIOCICepthe 1
TOOKATs W TOM K¢ COTE WWNW.SeCUFityfOCUs.com Cnocof ofes2peRHEaI.
TIouTH BCET;@ BMECTE & OAMSHHCH YA3BRMOCTI GETCA BAKLHA. I03OTAIOL
31Ta% (papexy & Cepeice Ham O BAKiHHY MGAET NPEGKHTE H TpOLphe
CDIMPOBAIINA, CCIN B G TAUIIIX CCTL PENICH A (PAGACNI LI SO GAyns,

ToMy JHE ROCTIE TYSUISRO M CAMOTO OIHOTO CKAMHPORHYS KENLIH b
Y2EPEHHLIM, 7O YABIMOCTENN HeT? TIOMHMO HOBLIX OWRGOK & CEpBEpE HATO Upi-
HATS B0 BHUMAHE ente i AKTOP KowpHrypaM. Ha Kokaow cepeepe WonyT
GUTh cBoH NASTPOHIKH, 7 NP COPEICTCHILIN YGIODHAX ACTKD NAXCHMAN BRYY:
HYID YIMOUTE RO OCTITCH HESAME 1 HON A3 ASTONIINACERONO CRUBIIRAEL
s, Ha oxaticp majeics. a cam — te miomalt, Ta 110, npoacukaite TecTips
BTL CHCTEMY HA }ABECTHbIE BEM OWHGKIS CAMOCTORTENSHO.

Kot CHCD UCTIOIZYCT Cotw CHOORI W PNESIL, W ECHN OtAH s 1A He
BN, 0N, 10 APYPO MO reian, CHeHMANACTe: 10 Ges0nacHoc -
ST RGN TMED ¢ K6ap1 PO JTOMYCTI, STO BBl P K IPYTY N6
WOHMTH § INePb, HO FRKTO e DTKPLAT, 7O HE SURIAT, 4IC oM HHKOTO 1eT,
NPOSTO XO3UN MOI" HE Y<JIhaniarh 2BoHOK, Wk o1t 11g pafoTat. Ho Cosw nosnotur,
1o TeaedoHy, KOTOpbM MEKIT B 31T MOMCHT BOYIE XOMH, TO O BOJNET
Tpyfiky. MORCT STl 16 Ot St yalim, K01 bl HATBINKBAETE 1O T
HY. HO £10 1IE GIBILHO, 8 Ha 30KV 6 T8EDb ACHONUIIM CTPERTHpYIOT.

Tak W (P QBTONATHACEKOM CRANMPORALAH: SUAH CKEHGD MO (IOBHOMATE 10
Teaedony, @ APYFOFi - MOCTYHT 0 qwepy. OHTE 05A XOPOMM, HO B KORKDETIMY
e 1P pAUILIX KOHQHEYPARHS CKAKHPYEMON MALIMHSI MOTYT GbITh 1Ny
il paHLIS PETYALTATH

CyIeCTRYET TP METOZA ARTOMATHNEEKOTD OILAEICIIA YASHAKOCT H: CRAED
b, 301AMPOBANHE 1 WA, T NEPROM Cyae CKAED COBHPAET HGOPYF
WO O CCPRCAC, NPOHCPRCT MOPTEL, HTORS ySHATE, KOKHE VCTARORTSNL CEPOR
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Kak 7 yac T080pHA, b baiine Jtacoess MOTYT KIXOIMTLCA W IWEKTABH THA
a1lew £rar KITOPHIE Mbl PACCHATPHBATN BBILIE (e, . 7.3}
Hanpusiep, ecna HYKKO PASPELIATL 200TYN 11RO C OMpEE
70 R AT MOAET CONEPIRATI,CA CALAYIOULAR CPOKAT

allos fzon 151.12.41.143

ennoro TP-anpecs

o o5kt RLHTy TUPEKTUBO x1loa rce n TPEGOBIHKE BEECTH TaPOTE
TO 30AQA XAKCPA 10 BUIONY CEPBEP CUTHIO YOAOHIMTCR, 310Ch yie HELocTE
JOMKO WA PO, HEOBXOANY HMETI ROURDETI L [P~eSpCe U aBparelms
K CODEPARIMONY JHPERTOPit, & 3TO TPESYeT IHAUHTETLHEX YCHHEL

B K TARAMETIN MOS0 YRamaT n & it hitpdconf, 1aipisep:
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Hew ByiieTe GOTVIOBATLCA B, JOHERT OT MHELIX ApeanOsTenn. Miie G
NPABHTER PaBOTATS ¢ dhaiiiont hACCESS, MUTONY 4TO NACTPOFI BEsonacIICRt
GyAYT SPAINTHCA & 1Ol K2 AUDEKTOPUH, Ha KOTOTYID YKl G maroTes 1ipaka. Ho
T 16BEONACHO. HOTOMY WO XaKCp MOKET QY4 b BOTIOHOSTS MPOWHTaS
o ipaiin, 1o e

Henonssosanme uenTpannsoRamioro daina hitpd conl Aaet pEHIyIMCCTRA, 7.k
N HEXOMHTCR & AMPEKTOpHN feSC, KOTOPG He EXOINT B Ropens, Wieb-cepecpn
JAOTKHA GhITh LAAPEIENE ST APOCHOTPA GOALIOBATENTH.

7.5.2. Qaiinst naponei

Temeph BaM NPSHCTOHT Y3HATH, KAK COIAKITCA it HAPOIET 1 KAK WM 1Dt
Ath, JlpeKTHER AaLkisersile AR XPAHEHUA MHBODMALIY O ARTOPUSATAN He-
IOIB3YET 1POCTOR TeKCTOBBI (i, B KOTOOM CONEPRTTCR CTHOKH GIEAVIOWET
B

2 orovs LS4 1 27EBERY/ Sesy 2 AUEHLU0S

I 1O 34THCH 180 NADINETPA, PATIEASHHIIX THOCTONMEN. CHUAN YKSAHO 1
RONLI0BATENA, A OGS P ITEIS — TR 10 e opy MDS e
PO, QopMipOBATE TAKOI GAI1 EYSIYIO CACHHO K HE HNEET CMBIGII, TICSTONY
2% OBIETGTIR AW AAMHHHCITEFIOPOR Grb YTHMITA hipasswd. € nomouke
O NpOTPAMSL £OTIOTCT 1 OCHOBTRKITCT HMEHA 1 TTPOIH LI Ba30BCH ayTein
wipasauni Web-cepaepon HITP-noszozaresed,
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PAYHMIUEIX CETELIX MPOFPAMMAX. K STOM KATErOpHIE CHEITh HACTO OTHOCAT THGSke
oncBi nepenciLLEIA Gydepa, © MOMOLILID KOTOPHIX MOKIIO CISHAT CepEep
DTN,

© nepenoanenm Gybepa s yike OBOPHIN B pazd. 4.2 M waeM, T C 3TN
OB wTKIG BOPOTICS, TUKE HE JUAHIAACH HCNIPARIEIMI IPUNDAMMACTA
. J|OGTATONHO TORBIO TOGTABHTL. naT4 Ha 37p0 OC. P KOTapOM FaNpELIEHD
BLNOTHATS KOj W2 CTERS.

Camoe CTPAINIOE, ST KOTHYECTOO QLINGOK 11e YMENLINETCA, DI HISTHA e 5
NIIOF X NIDOXPAMMAX, & WKOT2 COREPLIAIOTCA DLUAMN 15 TEMN e NIOZBMI, B Hi-
CTORIIGE BPEMS CYUIECTEYCT MHDACETED KHIT 1 JORYCHION, B KOTOPLIX ONUCast
Bee MpaSTeN, CansaHHLE © MepencIUenHeM Gydiepa. U HeCHOTPS b2 710 npo-
JPAMMECTSY NPOLOIEAIIT CORCPIIETL OUIHGKH, 7O FOROPHT TOLKC O IHSKON K-
ecTse 06pazORIHHA.

Mute xapxeios, UTO KAMETTRO WPOIDINM 11ARACT Hi-x2 UIHPOKOO PACTPOCTpAICIIHY
OHIOMIOTD TPOYPAMMHPOBAHHS, OCOSCHKD CO WETIGTE3YIOTC COCKHATHCTE 1)
WAL IOPESRAIEX CIP2, 116 W YPORERR TOATOTONKH BRI, 1 PAGOTHIGKH 10T0BM
ROTYHATS MHIEPHYEO TAPNIATY, H, KAK CISACTOHE JTOTO, —~ IEBOIMOKICTL CO3
e, 2EFCTRCRTLAIG KaveCTIeN L X0R. M3 ITOM0 ANHINCTPAIOPAN (IPRXC-
RICH CTARMRATECS O 6 TCMM KC 314y

TIpoSiea MOXET PELIMTLOR, KOTAQ PaSpASOTIHKN TPOTAMMHOTD ofecneesit
YT HCTOALIOBATS GOnEe KIAMGHUHPIBIINILC HOACKHT PCCYPLiL,

OC Lins HOOTARNRETCA n MOXODHHIX KOAL, 1 AGCOMHTHO THOTON AOMOpOtIE-
Hblik TPOUDANMHCT MOACT BHOCHTS H3MCHEHIA. KOrI OHA COBIIBATACH MIOWECT-
BOM SHTYZHACTOR, TO ONIIGOX LU0 O4eHS MKOFO, NIOTOMY 4TV OTCYTCTBOBAT HET-
il KORTpOM

B HaCTOAleE BEMA YA€ MATO QNCTPUBYTHBOR, BRINYCKAIGIANCA CTHXMHHMOM
TPYANAMH OOTPamMMICTOR. Bee, KTO SAXOTEAN AETATL KA4ECTOGNINIE TPOAYKTH,
Opraizosath GHpHLL TeCpl VIES WINCICHHS, BICCOINILG MPOTBINMMCTON-
QTMIOHKOR, BONATYT 1 AMCTPHOY TR, TOTNKG €Crus 6O pRIPAOTIM HUINT, UTD
KON BE3019CCH A HONCRCN AT NOAKICRATCACH. BAATOMAPS STOMY HAICKHOCT:
LiNUX MOBBILACTCS, 1270 HETK2A CKANITS OF OTICAbHBIX ¢ KOTIOHEHTAX.

14.6.8. 3awura ot DoS/DDoS

Casva SldexTuasa 32wt OT aTak DOS, POROAMMEL HCpCs OUIMKK B Tpo-
FPAMMS, — 1O CROCHPCINOE DRORTCHNE A1 TIDOrDImH. A KOY €CT Xakep
WANPABH:) CBOM YCATEA Ha (0AHOE NOCTOLLEMIHE PECYPEOE CEPOEDT, TO B AQLNIOH
CNYHAC FWHTHTEC CICHAO, 4O HEODXOMHMO CAEMNTL BCE BOIMOAIIOE, <106
YCIORHITS 3a021y VIOYMBLUTEHEUKY.
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NI MONYRT OAHY OBUEYIO Toutky. ECTH B LERTpE CTONT YeTpoiicreo Tma Hub,
TO HAKE A, IPAINEAIIAC © HTHOIY KOVHBIOTEA, KOIMPYRITCE KA 5CE yAin, 10t
KomCHmG K roMy %20y, B Gyui ¢ KOMMYIETOPON TKCTM GYACT nmIeTh
KO IONYNATEN, NOTOMY 41O Swich uueer neTPOCITiG  BOIMOKIHOCTH
MAPIIYTHSAI M, KOTOPINE PEATMINIOTER i OCHOBHON 11a Yposie MAC-azpeca.
B ACKATBLIO COTH. K€ €CH Bbl OTAPARTAGTE HallHbie Ha LP-anpes, npimexseTc
dsmecKuil aapec xommetoTepa, [lpn pabore wepes Hirepuer scera Honomsay-
e1cn IP-4apecaus, @ Ha STOM YPOBHE PAGOTAIOT TA'ICKO HE BCE KOMMYTRTOPb!
Ja% 7070 4TO0m NEKETH APOXOMUN N0 (PABAIRHONY My1H, BYHKHH yoke Gonee
TR TY@ILIE YOrPOICTIA — MApUIpYTIATOpNL, Ot TAKIGE 11€PEIAIOT (-
G0p ATHHBLX TOTRKO HA OMPEIEICHHYIO MALIMHY WA APYTOMY MAPIPYTHSATOPY,
GHOPHIFE 3HACT, 11 HAXOATER KORTHRIOIL HONYSATEI,

Tact OBPAION, PH UCTOT:30DAIMI KOMMYTATODCD B AOKITONON CETH U 1330
PPy THIAMN 5 HHTEPHETE NPOSIYUMMBANME CTAROBNTCA GOMCE CAOKHEIN, H
U5 SEOIEAA 3107 21 CHUTDED ACIEH HAXOATHCR HA CAMOR KOMM YA D-
o ——

PaGOTATS ¢ RAKETAMM AOCTATOMHO GIOKHO, IGTOMY HTO B HHX COEPKHTCS TPy~
v s wOCIEA T anOpIANA. BOIBINON KyCOK @HHAX pastiMaciCn Ha He-
KO.IBKAD HAKCEON, 1 1bg BYCTE BUCTR 1Y 3D OIACHBHOCTH,

‘Ceifuac b CETH SOKHO CRAYAT TPOMAIHOE KOTHUCCTED GHACDEPOB 1 AOTIONHERMH K
. DO SCPOHH "SATOMCH" 10 PATKNE HY R, 1 TYT HEOOKOTIMO
AATMpATI, MMBINO 175 VTITK COOBPINeIMEL EGA Dbl HILETE NEMOCPEACTHRNIIO na-
PUTH, TO B TPEGYETCA CHHGED, KITODHIIL YNEET BHISTATS THHHE O PETHCTPA-
LR W3 OBINERO Tpadiic CETIS. B 1(pHHLMIE, 10 He TAK CAOKHO, €CTH YEGS, HTO
BCC HAPOTHY H 0T WDOPMEIA 1ICPECEINAIOTER b VIHTCPHET B OTKPEITOM BHAE
Kk teCT, ECam 116 HCIOercs SSL-ipororon (Secure Socket Layer, nporokon
nBALEIARX CORETOR).

Tpedsiynieeno OT HEIOTE30BaMHA CHUBCPOB P BTOME B TON, 0 OHM KKK
HE BT Ha STAKYEMy MALIHHY, 3 THAUNT, BLHCIHTE €10 OUCHE CAOCAO.
B GO IBIUHETIG Iy Wit TAE HERORORHO FIHATh, ST bt ik Kem=10 o=
CnyUIMBaETCA B TOHCKAX tapoacii.

NoacTasHok agpec

Odeits HICTO CEPBEPEI OFPIKISMBTIOT IOCTYT ¢ TIOMOMHED TIRRH HTH CETEBOTG
a6pana. {10 GaoxuponaTh ABCOMOTHO BCS OBPAMENHS K THOCHI 1(0PTaM HE Bceraa
30510, HANIpHwGp, NOCTYIT K YPABASIOLLIAY NPOTRAMMAM MOKHO COXPAKNTS ATR
onpeeseimore [P-apeca. ¢ KOTOPANO PABOTACT ATMUEACTPATO. KEXCTbIG, K10
OOMITAGTCS € APYTOro a3pEca BORTH B JANPCLICHIVK] G5ACTS, (AT OCTAHORIEH
GETEBHIN SKPAHOM.

Ha nepemii B3rnAx, satmuea esynpand. HO CyllecThyer TakoR WeT: aTaku, Kk
Cnyr, XOTOpbIft NOIPAIYMEBRET HOMIEKY IP-ATCE GOTOPHIOKINHCTD (107h
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B NETKoft CTRGKE IMXCANTCR KOMBHAL 502 C MAPAMETPON {CCPRED HOKSK HNE-
11 XGeTa). B BALGH Qi CKAPEE BCETO, COTE 21 4arEh, # § KAHCCTIE CCPALPA
STOUT MR BQUICT KOMUHOTERA. B 3TOM NapameTpe MOMKCT GbiTe MepeIxIeno
IECKOTBIO SCPACPOD, PATACTCHHELX NPOGETANI I cHMEC NI TGy, R, Hae
ipinep:

S e —

TKIHCK 1 JIOKAUIMLOM SEPBEPE TIPCHCKOAUT MOCTATOHO GHCTPO, 3 BOT 1A YAanCH-
1K — MOCT OTHAT AOCTATONHO MUOTO BPEMEHH.

Biupas CTPOIA COACPIRHT KOWAY comats © HapaveTpon. 1o IkoBaTenn morze
AT ATABITH 13 KOMEIAOTERA Bes YIsaHIA MOMELR, sanpitvep sedhiat ByCCTD
et SO, Tns 210 bl WO AORaTH Ro.smoe wpen v, WA IHC HCErD 310T e
TR HACTPISLINACTER B ORI bHAK CCTAX GO SHEIMBHHITLIN KAEHEN IO,

OKTanlifitecs 160 STPORH CONCPATT KOMAIIAY raTaser ¢ TAPANETPON. D10 nékem-
i DNS-cepeep. Ko10poyy SYAYT IANAATATECA WpOSis, B CHCTENe X MOKET
Gt HoUROUIBRO (i 2k MaVCHT s BOMBINAICTRA JIHCTDHGYTHROR He Go-
Jee 3. i Gy.1yT OTIPALIMBATCA B HOPATES MEpESHEALHIA 1 daiie, ok Heko-
b dpec v Gymer Hatized.

B BOTLAINICTDE STy TeD T0CTATONHO W OIHOND SCPACDA, FRTOMY 4TO Ce Gl pa-
Gormrot perypeiano. 110 7 PEKOMERIYIO YKATIBATS 150, BUBAIT Ciyeuan, Kora
Gt DNS-CEpmeD BLXOUT W2 CTPOX, A TOTAR BTOPOH CHACIET (OTOKEHUE H
scrymier B padory.

11.4. HacTpoiika DNS-cepeuca

B ecTostiee Bpewsa NAUGOACE PASPOTTpIHCHALLY cepruco DNS uaa |inux a5-
seres bind. J[32 3T0MQ CpBHCa CyLIECTEYET NpCrpasa bindoon, keTopas dyeet
rpapiraecionll HUTCPERC 1 APOCTA & NCToOTEI0BAMIN. 3afisuTe & rpdmcKy
GBOAGHKY 1 © KOHCOIH BUCIOMITE KOWAMY

bicgsoat 5

3aa "&" TOBOPHT 0 TOM, KT, TAIYETIM MPOTPAN MY, HE HILLO ACKIATILCA €8 3
BCPLICHNE. BTO OUCHS YOG TP FAyCKE FPAAICLINX YTILIMT, d10( Ot HE

osTamDAMRAIM PaCOTY KOHCOAN. VHTIIE, 410 €CTH FRPLITS OKHO KOHSGMIH, TO
BCC IPONPANMLI, FAMYIETIIAE © KINONOM &. TOKe 2ABCPLILTEA,

Ha piic 1.2 w1 MO YBIACTE 3Ty NG pIAAEN HE [Uis Gcrpofins DNS-
ceppuca. B FEUTPE NOKAIMD OKHO, KOTOPOE MOFBNAETCA N0 NaaTHo kronw Jo-
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Jlan CKUHMPODAIA AMAIEGONA GAPECOB MOKHO BOCHOMHSRITACE
komanaoi

rmap -sp 152.152.1.0/24

enyiouet

Toone yxasanes [P-aapoca cTouT uak "/", 5a KOTOpLIAI GaedyeT Macka cerw, Ta-
Kt C OBPAIOM w4 HABRATH MACKY PH 1ACTPOIiKE CETEBOrQ aKpana. B oTBeT AL
MPEICEIRY INOI PAM S HOULICT PING-1A1POCK 113 BEC KOMILIGTEDH CCFH W aFaBpa-
T HAM AOCTYITHHG B HACTOALC ROMR,

Vienomsonanme ping-axcion — yaoGuidt # GLCTpui cnocol IpocKaImposaTs
GOTE, 110 MOWCT DLIATL HCDEpULIA PEYILTAT, SCTH ATAKYEMa CETh 2aMAMEH
GeTenii JKpaION 1 o Jiek EALTpYIOTCE Ping-nakeru. Ho Firewall, yeTatoench-
WL 13 HO/ICTYNAX K COTH, MOET SUATHT TOTHKO OT CKAHADORaIIE K3BHe. J113
NPCACTOPAICHA BNy THCHIICTO 301ITPOBILNS ICOBAOMMO HICTPAKBATS CeTeaol
DK HA KEKIOM KOMTLIOTEPE £OTw. MO0 OTKIOSHTE C1y Gy, OTBeHAOWIYI0
Ha PINg-3aDOCK!, HO HHUCIO HE COACCY O HOLLYA WALHIGR 110PTOR.

Tocne Tora Kax onpeencHbl oCe PAGOTAIONME KOMTBIOTEDH, XaKEp HAUIHaCT
CKAHAPORATS KKALIA 153 HiX, ONDENEARE YAZBHNIE CepRUChl. BI10M MAOKECTE
KOMIIBOTE[0R 11AMHOTO NULLE, NIUTOMY ST0 XUTR GEl 1AM MUKET NOATATHCA, He
BLUICPIKAD IATHCK XAKCPA

TIoCi1e MPOHKHOBEHHA HA OZMH 52 KOMTBIOTEPOB CETU XAKED MOKET TORTOPHTS
RONLITIY SONAMPOBANNA C 3aXBA4EHHON MALIMES:. Tk KaK F1OT KOMAbHITED HAxO-
TSR BHYTDH CETW, TO OH MOKET JTL G0Tee TOHbIN PEYILTAT, NOTOMY 'TO 370
‘exaIpUBAHM Ke GY.1ET NPUSOIUTS HEPE3 CETEBON KM

TIpi (GIMSAH KOMTPOTA 1181 OZHN 43 KOMIBIGTEPO CETH RPOLCOS B3NOMA
YMPOIAETCS, EC/TH CYIIECTBYET BEPOTHOCTE CTEAYIONIHX COBHITHIK

O rOMILKYCp HEXOMNTSR B AORGDMICTRERIX GfHOUIEHNTX C cophepom. T} OC
Linux MOKHO YKAHTE TKHG KOMNLIOICHM. 1 C v (OAKHIONCIHG HPOHCHOLHT
6e3 Kakux-niGo naponed. HUKORAA HC HCNOAL3YHTE AOBCPHTENBHLI OTHOILE-
HiL, 1OTOMY \FO 31O YAP 10 Ge20MACHOCT! HINERHO To31OMy Wl HE 28Tpe-
THB&TI 3TY Teby B AGHHOR Kimre;

1 0Pt AGCTY1IA K KEIOWANHONY KOMIIBKYTCPY IONORACT JNE BXO WA OCHOR-
HoTi cepnep, Kl 1 aiG fetc/pastwil TPOMCANS (OARIORATCAN, KOTOPEIC TaK
e paloTaioT ¢ copBopoy. TakoC GABACT ONCHL 4acTO. ToNkIORITCIH HE o~
Y AAMOMANETH WHOTO HBOIER, MOTIOMY HOIOTRIYIIT OrlHH W & K6 TP
TP TR TOAKTOSCHIA | THOGONY KOMMBIOTCRY B COTH.

KOREHII0 ke, €0:H YRACTCS NOTYHIE KOITPINIL HAA YHCTHIMAH TATHEANH, TO 910

€llie te TAPAITAPYCT, 470 XOTA Gkl OIIA S HMX GYICT UMTIT IHDARA ANMHAHCTDE-

TOPL Un GCHORIOM ceprepe. HO HIOTEE J0CATOUIIO MAKS MHHINATILIOND OTaTyCa,

H00B MOTOM NOMMCHT (PITA MCPC3 YTIMAMOTTH,

TIpoSeni |COOIKSORAHHA DIHORD (APOTE TR JOCTYTIA K PASHEIM CEPBEPIN 30~
THATMBAET HE TOLICO APOCTLIX NOME3COLTENCH. ALMHNHCTPSTOP MOKET HOUOILI0-
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7O 3AUNAT, HTO NP KUTOIHENHA KOMGIALL DIng MOXHG YKAIHAATL
PSS, 1l HME KOMTLIOTEPD, CAERYIOIE TBE KOMATSS MASHTH'THS:
biag 132165701

virg

TlpH BLINOTICKUA BTOPON KOMAKAG! CHIATL NPOHCKOINT OSPALICHHC K QR
Jetefosts, xoTophiit bEpeer NOTpaMMe axpz 192.168.77.1, W yoxe Ha Hero v
OpABITOR 3X0-34MpOK.

A w10 Gylcr MOUONbIOKATECR U NonCKa aIpeca Nepbite: dasim fete/Mosts wm
DNS-Gu asitx? 310 2asucit o7 wacrpack OC.

Hacr

pse s paian fetefbost.conf. T HeM HAXORMTOS CTpOKA:

o

ta,bina

Jpesmis sedes Kuk D) M SMGCT MORROK MPOSMOTPA. B AHION Cayae K
iepnans megTe Hixoros (it fele/oss, 1 TONBKA TowTE 30RO SyAct 3aMyuteHs
KoMt 12 T4 BHIGOA BTN 1aap0ca K DNS-cepnepy, Yo 570 va a0e1? A,
10 1OIKHO YECANTHTS CKOPOGTD TOCTYRR K OCHIOBHGIN ceppepan. Llonyeriam, m
B854 KIKIMIA NCHE nOCEUIGETE ST HEEp: /fwvww.rodhat.com/, 1pw 3103 KkTH
pas ok oy 3anpoc x DNS-CEpBEpy, HTO MOKET GIYIKGITL SAAEPAKOR b TS
CONYUS TRPCA_ HOEIOM 3ATPYIKN CTPANLLL. YTOBLI YSKOPUTI TTOT PO,
MOAKO BPYHTYIO MPOMKCATS & fhaii /ete/hosts Cacuyronga e

205, 132.17

e zedhas

‘Aapet 200.132.177.50 ACIICTONTEIEHO CODTBETETYST CaHTY Www.rechatoom i
DMENT MaNMCAKMH KHATH, HO HOKET NIMEHUTBCS,

o calit 1m0 kakito-auB0 DPHAANAN, REQECTAT ACOYRAIOA, 0 HEOBXOUINE
YIS COOTRETETEYIOMNEH SanHct 1 Baitin NOSTS, 1 ¢ NOMOUISIO KOMAITH b
Trdhat o NPOBEPHTE CBAI © LEPHEPON, & TUOANO Y3IIATH CrO axpec. B ameer it
7Y JUPEKTHEY B FKpAIIE OTHEATEII MM GTOSpaNAETES penbHR [P-a/pec, ¢ k>
TOpLIM ApOEXOTHT 0BMEN SX0-vaoBitennaMiL, bnaro [P-aapeca y GoAmHKCTIE
<ak10 MIMCHAIOTSA PKO, 1 OZUII 3 A0CTHNN TKYIO SatiHh B AOKNEHbH ok
Jetefbasts, MOKITO CIXOHOMHTS ICCTATONIIG DIIOTC EPEMIEHH @ IKCPROR It CAYAEE
tipoGacy ¢ DNS-ccpBeposs, ROTONY 470 JATPOSA K Hewy 1 Byier

11.3. Brewnue DNS-cepsepbl

Eont 5 sokamiion diine ele/Mosts He KAHACHO JATHCH O LYAIION Hyeu, T
KoMmHOTEp auiKen Spocitih 1y eopNaio v DNS-ceppepa. Jna o
Iyt wars L-a.ipes orofe Gawoto cepbepa. Kak siierems ero yamer? Hs uita
Jete/resoly.conf KTOPLIA AOTCH BHITIATETS MDUNEPHO C1E/yIOLIIM G0N
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Crasa1a HEOBXOTHMO OMPETETHTE canioe cnaBoe mecro cepmepa. Jlan Horo wom-
O UCKYECTBEHHO JCTIBHTE €70 PAGOTATH HA MAKGHMATEHON HATPy3Ke. 37O MOK-
O CICTIATS © TIOMOUIBIO (0ABUIOTG KOTMUSCTEA M0.15AOBATCICH, KOTOPBIC By Iy
OBPANIATECS K CEPBEDY, MM HANMCATE CTIEMANKUPBAINIYED MPOPAMMY, MYTH-
pysoutyio oy cirryaiho,
B BpekR MHKOBOI HATPYSKT HOOBXONMD IPOCIENUTE, KAKHX PECY]COB HE XBG-
TAST RaNNGIOTEPY. CBPATHTE BUHMAHME () CIEIYIOWIHE KOMIOIIBITH:
UPOTYERAYID CIHOEOBHOCTL CeTiC
PONYCKILYIO CAOCOHOGTS CercBorD OBOPYOBIINS:

a
a
0 sarpysxy npoueccop:
o

Harpy 3Ky KO KECTKHA 2HCK;
O sarpysKy oueparuBroll MW,

QOPCHCTUTE CaMIIC YAHC MCCFD BAUIGH CHETOMBL \rCOBLI YECTHNTE TPOHIION-
TenbHOCTL, HET SMLICTL HADALIMBATS BHeWIHE Kanaabs caRw 10 100 Mnle, ec-
W1 WU ey rpeerAn CETH QASOIAET 1O K CxopocTh 10 MBS, 10 K
A9 TpaTa Jeter, 1 NPOSTENA OCTAKETCA, XaKepy IOCTATOAIIO ByZeT HANpABHTL 2
cepacp ano0o# wpadbi, s1ofH 3a6um, |0 MO a2t wyCopo, K pecypeon
Baweii BHyTpenKeli CeTH e XSATHT 104 OGPAGOTRA TAKOO OGBEMD A
HMClNO NOSTOMY O4CII BiHKII UPHBIRHO. OIIPEACHHTH ¢AaG0C S0CHO B KAIICH
cuctexte.

Hactpotire ceresnie wamepeiichl  mupaeTys O 3 MOKCHNATHAYE NPOHI0-
BUTENGHOCTR (st i) 14.11). IO MAYNY, 150 He A0TRHO GhiTs nellnshs 3VpaT,
Goo6eH0 coTen. [OHSHT: PUCXOTL 18 OGPUGOTRY CCTERLEX IIRETOD NOTKHO ©
0XOWk#0 noAKoTe anpera ICMP-pauxa.

14.7. lNpoxuKHoBEHNE
4epes QOBEPUTEnbHBIC Y3kl

KoM X4xep XOMCE upOKHIyTh 1 COPRCP B KaxOF-MB0 CCTH, 1O 1E MOKCT 108
CIYTHTBOA K HEwy, TO HaLlie BC1O APHXOINTCA THBETATE K WCTIOTLZ0BAHMIO N0~
DEDHTELILIX KOMNGIOTEPOD. BGe MILHIL 1 CETH fle MOTYT Ghets. Sauriautemn af
COIOTIO OAUNAKOBO. 3AAA XaKEpA — HATTH YATBHULI KONTLOTE] ¥ NIONPOsa-
BT, NPCRAKHY 1 WA CEPEp HEPH e,

UzoBit peTh NOCTARICHHYIO 3Ry, HOOXOHM OO G, RIS, KIKHE KOMOSIO-
Tepsl B e colfiac paGoTaioT. J1ag 3TOTO MOKHO HCTIGNKIOBATH KAGCCHHECKYIO
KOMBKAY pov, BPYSHYIO JA0YCKAS €€ 278 KakAOro P-aspeca ueenoit ceth, 1o
TG BOCTONL0RETLCA YTHIION map, Ot MOAEY ARTOMATHIGCKH MHOOHAT-
PODETS (piny suesy) yBHN b vanaion TP-apccon.
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S0BATEAL 1€ HOKH HASTL BOIMOAIIOCTH CICIATY (A OAUIOrO Auero wara, [Ana
PERTIBAH STOMO B AOTAHE AeCTEOBETY N0 Mpasy "HTO e PRAPOLIENO, 10
anpeenc”

S HCOTT GRS SAKPBISAIO BCE, 4TO TOMLKO MOKHO. I TONLKO TIOTOM M10CTEeH-
HO CMATZI0 TDABA, HTTOH B CUCHapiA 11418 PBOTT, nepue. Jyawe mumisi

P2 TIPOMUCATS ABHLLIL 3AMPET, HEN TIOTON YIVETHTH PA3POUIEHNC, KOIOPOE RO30-
IHE XAREPY YA EOUT MOR CCPREP.

7.4. Co3gaHne BupTyanbHsix Web-cepeepos

Ha omow {mmasecson cepacpe mower palorams Goaumoe KonecTeo
YR Web-ceprepOB, HAIpAMED, WHW.F0Ur_MAMELOm  www.youT_
Sompany.com. e 452 pasitoi Web-caiiTa, 110 011 11IXOIATCA 1 OIHON Cepee-
. T4k0€ PACHOIOWE e fAe T Haw CICAYIONIAE HpCayLecTma:

3 SKOHOMUR eREr Ha KAKYIKE CEPRENG;

3 heKTUBHOE MCTO:INIOBAHIC, KaHATOR CEASH, Gl CATA HOROMMIHE H fiae
TPYIKA HA CepBEp HEBLICOKA;

3 3KotomHA TP-A0PECOB, JIMMKT KOTAPHIX yKe i Gerit il HCriepaan, omm fet
BGe CaliTHL HGXOMLTHCE 113 LGN CEPBSPAX (G BIICAPEHHEN NpOTOKANA
[Pv6 512 fipotaena Byaet cuvsmn 1e Tax 06TPO). BupryansHite Web-coppepe
MONYT HMeTh Kak OTAebhbte [P-aupeca, TaK # HONOL3CEATE oS a1pec,
2 PAATHAATLCR GYIYT AOME HHI M HME a¥i;

1 yTIporueHyE ATHISIKCTPAPOBANYA W KORTPOTS 3 GesmacHOCTR, KondRrype-
L Web-cePEEpa i €O 3ALIHTA — IOCTATOMIO CAGHHSLA APOUSCE, 10N
HAMHOPO TIeTde HOCTPOUTL M OBIIOBITI (PO PMHOS DOLCHENEHUT O:HOTO
PUTHIICTKOTO CEPBEPA, HEW CUITHIN CCPREPOR. PLCYTIEH KOTODHX HETIONH3YH)E
@ 10 %.

U COtaI ) BHPTYIEAOT CEPECP HONOTR3YETEA (HOpHAT:

<@irtualiost aupasiaopa>
<pvirtialFosts

MeKay STamn rerawt yKaBARICA MAPIMETPL BUPTYIMIOTD cepneps. BoT
prsAEp Oticakin CEPBEPA, AUPEC KITOPOro 192.168.1.1 @ opr 80

<irtusliost 132.168.1.1:85>
Serverhdni’. actinbyout_server.con
SscerantRact svar e

Smmvaxhane youe_server.con

Setorlog 1gs/your_server.oof muret 159
Custemiog 1ogs/yeus_sarer. cof ~acecss_1ag comon
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CReyIoUH NEPANETp :eCzesh — HACTOTA, ¢ XOTOPOH APYTHE CEPREDSI T0TK1H
GGHORIATS CBOK0 MEGGPMANRID. B C:AYaC Ounbicn Gepnep Z0THEH NIOTTOPHTL M-
ITKY GEPES BPEMA, YXaHIOE B TPCTBEN MAPAVCTE (<=try)

THoGHcmei Tapaverp (£11) YCTARANMIICT MAHMNRIUIIOE TPEMA KA TAnGy
Ha KGUMPYIOUEEY. CEPREPAY, T. €. OMPENETAET, KOrRA HHAOPMAIIS O 301 118 K>
CIMPYIOLLEN CEPBEPE BYAST CHTATLER NERSTICTEATENCIIOH

To srum napaveTpam ocTansimie DNS-cepiephs GYIYT 3T, KaK ceBa pecTic
G HOBITEHI HHEPOPMAILM G DHE, KITORYEO KOHTPDMPYE T Hailt DNS-cephep.

Creayiouian GTpOKS WECT T 35, 1 TOKHK, SATIHGCTE MOKET SHITS IecKombKo. (o
spaniene NS B janHOM onyac 3nataet Name Server. 3accr onmoumors
DNS-GepBepi, KOTOpUIE GTBEHNOT 38 3Ty 30HY. HIMEHHO YEpes 3TH cephephs act
OCrabHbIE yuRSTHmH GysiyT IPEOTPESINLTI, CAMROTIIOG 1A SitenamE,con
8 IP-anpec,

1osae oToro moryt watn sanmcw 1 (Mail eXchanige). 110t ceprepur onpeie-
FAOT, Ky/Q CTHPABNAT MOMTY, KOTOAR UPHXOIWT HA AOMEH Siténanic.com
B st Mpvepe 370 cepBep AL SICHAME.COM, & THCAQ NEPe ET0 HMeHeN —
370 npuopHTeT. ECni B dakiae GyAeT HECKOTHKO 3anUCeH 1%, 10 oHM GyayT e
COTBIOBTHEA § COOTECTETIRN & MPHOPHTCTON.

e,

B Sanuesx Tuna 5 W 15X 8 KGHGE P80 OBASATENLHO AOMKHA B Toual

W wasosien, 61 pOks peoSpazonanis. Oul BHIAART G ot 0Bpas0n:

A ampec

B watticw npreveeps Jue CTpOK

wa A 1391230
A 1e.2.002

D0 WA, MTO WM BS.SCTYErNAMC.COMm 1 MAILSCIVErNAME. o CooTEETr
syior [P-aapecy 190.12.10.1

11.6. O6paTHas 3oHa

Tereps pacowoTpist dafi omcaNAz BpATIArG peoGpisonatiig 1P-aapeca s wia
(10.12.190.in-addr.apa z0NE). On MOKET MCT NPHAMCPHO CTERyTOLTH B

B T3 SO0 masicenrs cen roobsiluee on |

o sexial
28630 ¢ refeosh
1200 ; rerry
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Toaysrs caoSiueKwe © Tow, 10 Grita SELIOIMENA OILICHE KOMAHTE, K OHA 72
DYCK4TRCH e QAMHHACTPATOPON, ECTh HOBOK TDDBCPITS CHETENY IIA HATHIHG B
Helf nocTopotIHers,

ECI 854 HE Yhelzre nPOrPHIHPURATE, MOKHO OBOTHCE B CPEICTERMH CANOH
OC. JlonyCTiy, 270 Bbl XOTHTE NOAYYATS CODBILIEHM KRNblit PR3, KOTAA BLTOA-
HSTOR KOMAHIR o, BATOMLIK 92CTO BIMONIRAST TAKYKO RHPEKTIBY, KOTdA BXG-
AT B CHCTeNY, HTOGS YIHATS, €OTH T TaM AINHHHCTPEIOP. ONPLACITATE MeETO
PRCHANOAEH N L PANALL STHHO KOMAIION:

which whe
B pesyabTare 511 Z0mAHS YEIIETS Myvh T fust/binAwho.
Jins uawana sanowiacy npaea wa Galt, BHIONHKS KOMAHAY:
1s -2l fisr/Einjenn

Ina sewmoli apoTpamMMbl 107
wacay 755.

Teriept. HeoBORMMO nEpeNMEROBITS Galk
D70 MOKHO CAETATH CTEAVIOLEH KONANOH

okHb GBITS TpABA —ruxr- 7o, W10 COOTRTCTBYET

Justibin/veho & use/bin/system_who.

T fussibin/uho fuar i 2yt e

Mersen npaga z0cTyma:
55

errce

v foin/syston_uho

Teriepe, ATOBst BHNONIKKTY KOMAHIY who, HYKHO HCMIOK20BATE XA yutem who
HO CKOMMPOBEHHSHT (AN MOWET CTATH NEHCMOTHYEMMN. 1OITOMY WIOPO
KOMHOM MET BOCCTAIEBTHBAEN NPAEA

JuTess cozmaen TrAYLIKY f3n HPOrpaMMEl who. IT0 Gyger BT ¢ uetiem who,
§ AMpeKTOpI use/bin. KOra XaKep GYIET BHIOTHATS KOMzHAY who, O Gymey
SaHyCRATLCH o e, JL1A TOT BRIOTHIN KoVAHAY:

cal use/viz/io

Tencph 6cC KOMAMI, SOOTWMEE C KONCOTH, GYIYT J0MACHIBATHOH & (afl
Jusibin/wha. Hatepute ase cTpou:

Juseibin/aysten who

| mait on-a atrack roidFiencu

Hoeine 97070 1aAwTe GoseTanHME kAR <Cirf-+<1) 0 WoMeMTe NpABd 1A o3
RaH A HaMU i fust/bin/who, YeTaHOSMHS SHascRHE 755

BHIMOITHHTE KOMEHIY e, BCE BIOE HOPMETRHO, HO ECTH ipOREPU I MOMEY, 10
D BAWEN AUGIKS GYIET AEIKATL HOROE MUCEMO C IOOBEON "atlack” (ms. 14.3), 1
s B GYIyT HANOATEOS NGPAMETPo! (ice, HTO BEPHET KOMAHIA 26) MOTHIONETENS,
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Jlapeicriest 277 Gae TaRHC ke, Kak i A anpekTopult. Hexomn v overo,
B JQIHOM DPHMEDE E I0AKTIOTY AvaTfywiw/Rtil pIIpCUICH AOCTYII Boe fone
somaresan, a k gadiny Fvariwwvi/idodilmin.plp s 0% MPEKTOPHY 3aTpeIERH
B¢y ABCOTNOTIIO BCEM.

Tessuno aiion w ANPEKTOPUE MOKHO OTpAHKOMEIT. W v HTTR
nporoKona, Takke kak GET, POST, PUT. DELETE. CONNECT, OPTIONS,
TRACE, PATCH, PROPFIND, PROPPATCH, MKCOL. COPY, MOVE, LOCK,
UNLOCK. Tze Tyt cofiasc sapura? Jlosyeminy, 470 ¥ BAC €CTe G1CHADUH, KOTE
POSTY NIRRT I 10-TKCR TP, YT AN, 3T0 CTAETCE OMIMM K3 METe-
it0n POST waw GET. ECTn DUl 340000 SHIETe, 70 TPOCPIMMMGT HEHOIEIYET
T GEJ-METOI, T0 JATPETHTE 1S OCTAILITIE, HTOG XAKEP UIE COT BOSTOTL
SOBETLCS NOTCHIMAILAON YRIBHMOCTERO & CUSHADHN, HIMENIHB HETO,

BIBINOT BIPHANTLE, KOTOA HE BCOM NOTLIOBITCIN IO BLITY TOSBONCHO 0F
RPABIATY ANILIE 10 cEpBep. HANpHNEP, CLSKapHI B npeneEoN AUpeKTOpHA
MOTYT GHITh JOCTYMHSI AU UCTOIHEHMS BOEN, 110 JATPYATE HHQOPMALNO 1
Ceplien mOrYT TOMBRO ATMWIMCTAOPb. D1a OPOGActad JETKO PEUATCH G o
MO0 P PamiTaCS WP HEGOMIORAHYS METONOB MpoTaRana HTTP.

Tipa62 HQ HENDTZ0BANINE METOR0B OMUCHBAIOTES RIS OFparIN

Toers
it

KaK 6 Te, 37T NPOUECE CXOX ¢ OMMCACM paspewcLnd 118 daiiina. Jlanc ipe:
Ba AOCTYTIE HCTIOMAYKOTCA Te e CAMbIE, H PISMEWGHIOTCA BHYTPH OTAEIEI
BUPERTOpH (-biazoctory » MM < Tooabicn 2}, H MINSION TOMIKO 14 yKasakil
KutaTor.

K 1piviepy, Tk MO0 SanpTHT MOBYIO MEREENY IAHHLIX KA CEPEED B Pk
Topmn fhome:

Dizactory fams
<Limis GIT BOST>
Dey Lrea all
sLinin>

</ive:

e
BiyTpu onpeaciensrs npar L wipeiophos hOME YCTIHABBAETCR 3ARPET U
weroe GET n FOST.

Baiia T2 Kuk ATMHHHCTPTOPA HACTPOWTI Taki NAPaMETphl HOCIYNA Ha B
PRKTOpHI 31 dhafake (P KTORI O GYAYT NHUHMATOIG A0CTATO iR, Thonk:
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Pasfiepen OCIOBIUIE THITLA 3aTHOER, KOTOPHIE HENOLS1OTSH 1PN KOGIITYPHPO-
sanis DN

0 son (Start of Authority, 1121810 NOTHOMONHA) — OCHOTIAR MIPOPMALLIA, KO-
TOPAR HHONRET & CE6R MOATORBIE APEC ATMAHWCTPATOPA, & TRIOKE EPEMA
UM JATHGH B K310E, AAHHBIE O MOCTOTE € GGRIMIENIS 1 AD.

0 A{Address, Azpec) — nomensoe i 1 IP-g,\pec KomnNLpH;

0 e (Canouical Name, KanoMnueexoe whia) — CHoHMM SURl PEUTBROTD 10-
MENHOO TNeHH, KOTOPOE YKE3aRO B 2aMHCn Tt A;

0 emv. (Pointer, Yiasarcis) — otofpasciiue J0MENOTO MMeRH o ero [P
anpecy;

1 me (Text, Texer) — ROMOAUMTENSHT idOPNAILMS, KOTOPAA MOWET COjiCp-
wars mofioe onucanie;

@ 3 (Responsible Pecson, Omerernenioe nuu) — E-mail-azpes oraeTcTaesHo-
7o 3a pafoTy wenoecks;

7 e (Host Infrmation) — wiihapsatins o KoWPSIOTepe. TARAR Kak OMICHUE
OC  yeTasoA€IHOrO oBopyRoBalis.

B ucnax Se50nACHOSTI SUTICH HLIEG f TKT HE MCTIOTESYSOT. TIHAE® Tnthert xa-
KPY He A0NKHO GuiTh J0CTYTIHO, ToM GOCE NG CTOWT BOIMTL HGOPMILKIO
0 ROMTLAOTEpE 1 ero OC. Jamhic HINTG B THE SHETO WTPOPMAIHOMHLIE I HE Hecy?
8 e HIKAKHX HOTESHBIX TOMKOLX, CNOCOSHHX ROBANATY Hi pAGOTY Cepeepi.

Tenepn nephenca « dany sitenane 200z 1 PACCHOTPIR €T conepEIMCE. B nepaoi
crpoxe (THn $OR) ICT onHCAtIAC 30RM, CasATa YKasLIDaCTGR ns DNS-copneps
(. sicerane cioc) B HT0BEKD, OTBSTCTREHHOTO 30 AMACh (xuvLdsisouace. o)
B cxofkax repeswaIEiLL NPAMETPL, KOTODUE 413 YAOGCTER PACTIOOMEND! Ik
auii & ceoei cTpoe. Tlepeunt uAeT ovep 3amion. [locne KPKIOK KOpPeKTRPOBKH
VRETWIRBAHITE 3T 2HOMEHIE HA | 1T SAMMCHBRIHTE Ty KTY MOCTETICKD PEgk-
Tupoeasius. TIo ITOMY HHQHEHHO APYTHE CEPBEDH GYIYT Y3HADITE. GLLT0 M i
weneHme anch
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SANICHIO, HO ABTAGTECH AIMUHKCTPATONOM, TO & Hatlew KATONOre MOTYT GEiTt
TIPOTPANIMS, HCROTOYEMBIE A3 YPAEIEHIT CHETEMOR, Henkas aonycTirh, 4ro-
b1 MDY MBHILICHEEA CAIDI G0 YRMETh (20K C Hpaasan TOlNKG Ha sireme). Pisse
petnaliTe TOKMONEHAE TOTKD KOHKPETHEIM HOTHIOBATENRN, KOTOPHIE TefcTan-
TENLIIO NOITHPYIOT CBOM (paRIOBLIE CHCTENb! yaatenIo, Hanpisiep;

fncme /Robers. I
FrcmelTencn =
frems iatray o

'BONLUAHHCTSD CHETBAATHETOR N BEITackuCTH CKOTTCK 80 Mhestnn, 470 NFS He
CTONT HenOM2088TE B00GE. EQIH Bbl PEWIAN IPHNERNTS €e TOTEKD 478 TOT0,
“TOBN DO paNAILY G611 YCTANOBICHLI LEWTPRIHI0BAIIND, TO CEAVET Tabemtit
CBOKD 21 M SUHATEGA FX MI0CTAHOBKOT HO KA KOWTIBIOTED B OTACTOHICTH,
ECTH 52m HROBXOINMG CARTATS AOKYWEHTH) OSIEA0CTY LN, HTOGHE NOTEZ08S-
TETH MOPMY PaBOTTS COBMECIHO © OAMAM KATATOTO, Tb MOKHO PcCNTER:
BapuanT uenoitsoBak R Samba (cx 27, 6. BTOT CepuHG Mekiee GO H NOkET
PELLNITL Rallin IOTpESHOCTH 8 PATCIEHiO KATATOND Ceplepa.

14.9. OnpegeneHue B3nomMa

178 2exTHBROMN 3ALDITEI CEPBENA OEHD BIHO BOSPEMS ONIPACINTE, IO Cep-
WD Gt WO, Yes PAHEII Sn Y2HACTE O IPONHKHOBEHIH B CHCTENY XAKEDa,
6M CKODEE CNETC OTPEATMPORATL H MPCAOTAPETHTS ISHATLIDIE NOCIEICTONS,
TlosmiuTe, B310MLT G510 BOErA 1 G MOBCH CHCTEMOT, HO BEI TOTAHE YMET X
pacKpLETL.

Kk w40 wbistenT XaKepa? CYILECURYET OHEHb MHOTO MEIOA08, # Celisac bl
PACCHOTPHN HaHBOiEE HHTTPCCHIHE H i bCkTS LIS

14.9.1. OcBefOMNEH, SHAYNUT 3aINLLeH

OiHb ACTO & HEMATSIYIO YPEaBHINANKO FHDDERTUBIIEII. KO CHORHMN & pramiia-
LD HETOR - O PMMPORAHIE P FAIYERE 110 (WATEHO OMACHEIX IPOTpalM
CHORHOCTE J4KTIOUAETCH & TO, TO HAZO YMETh TOrpamuposary non Linux
XOTR Gt KA RAKOM-WGY.Ab mvike. Jlyte, 6CAH 370 Byaer C, HO MoXHO K Pesl.
B kpaifies CAYaE, NIDAORZET YMEHHE MUCHTE CUSHAPHH (KOMAIuLEHC GaliTer).
Viak, 5 e 3aKmOSAETCs MOV METon? Doka# b CHCTEMY, KAKEP BCET OFA 6B~
€17 1 STApACTCA HARTH CTIOCOR YKIRMTECA B CHETENE. 470861 OCTABATLCA 10108
NCHA HEMIMETHEIN 2% ATMHNHCTPTOPA. JII4 31010 BYIOMUIK WAE BCeTD sbi-
HOTHACT KOMBRIbL w1, 52 cat A ap. BANA raaita YCTAHOBHTE HA HICK AOKYUIKY,
HAnpuep. MOXAD NIMERHTI K02 1POrpAm Mol su Tk, 7006l CPATY HOCTE €€ B
ROKHCIHAR &N HUNC TPATODY HATIDABIRIOCH AHCLNO,
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PO KOTOPLIM PATDCUIEIIA TONLKO 431 OPUSOIIILIMA NOIHONITENENH, TO
WSkt YSELTh GAL1 1apOALE, B CONTRCTETINI & KUTOPU A0GTYII & thaitn Gy
e

7.5.1, @aiinbl .htaccess

jET—

@ anperopin Webscepicpa JOmKI 4T acoSbie Mpata, To
I COLIAT B KON KETANOTe (Jaif) HTACCESS. PADEUIEHAT, OTACIHHEIC & Ta-
Ko ine, IHCTEYIOT HA JUPEKTOPHIC, B KOTOPOH O HEXDRHICA. PACCHOTHI
B SOnepONIOTo iy hiaecess

JuthType Basic
Jutt¥ame "By Tnvitation Only"
AhUserFiLe /pub/home! flenov/pessud
bequire validruser

T AaHHON BARTE M TERYIER ACER ISP yibiseTes Tl ayTu i {wkaLm
Basic. 10 smabra, 1T0 TYACT HCEOUILAMATAGH DIAIO L7 DBOA WAL 1 AIPONA.
TEECT, VKIS © AMpCKTHEG Authlame, GROGPANNGH 5 Hro.s0are oxma. Ha
. 2 Dpie 11 1EANp TaOR Ok

Oviiontey

P
sy [

™ Bemerbermy pssrd

Piac. 7.2, Dino sapoca ament 4 1apons

JipeKTUZn AuthoserFile AICT (1, 1 KOTUPON HAXCEACH Gitsi bac B uapo-
Seit mosovareei safira. ToCiEamAn KoMANID Require b KANECTEE AAPANETP
WAl AR valid-user. DO WD, HTO GABIL B TORYILEH AUPKTO
Wt CHOIYT OTKpIT TONKO Te BOALICEATEIN, KOTOPHE BPOWAK SyTesmmphy-
<o,

BeT TIkIM [pOSIHM £100a(0n MOAGIO TORPETATL IRAITODHIOBUHURF 10TV
K APEKTOPHA, COEPRUINGE CORPETHHIC JAHKHIE WTH CIEHEDH WNAHETATOR.
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e 076K MOCHOTPeTs a1y AaH s DNS, o w Hapy s paffory cepuepa, Tir
KHM G6pA30N, BOC JORATOHELS (ONBSORITENN GyyT AYHHIC SHOMLIGHLL OT 1OpS-
e pafioTs DNS 1 Moryr oh
xpay.

" CHOKOTINLIN CHOM, 0RA MX OXPAUAET SETeO0R

JL19 KEEAOI TICPHASIOND MGHKIT) SARECTH 10 QTHONY BTOPHYHONY Cpaepy. D10
CTIRHAT PASIEACTNTI JATDYIKY MEHKIY KNI 6L YMCHBRTh BPENS OTKNKE K,
KGHESHO 3K, MOBUICHTY OTKA30yCTORMBOCTE, [lpH HBIXOZE MY CIPOM 0,u4a1d s
GepDEPOD BTCPOI BOTLMET 12 CeBA SN GYHIKUIT M 11¢ NOTBOMIT CETH oCraThes Ges
FROGHNTT BOBMORHIOCTH AIPECALITH K KOWITBEITED NG HHEHR

FICTOA13002HIC TAPHLIX CCPREPLE 1OIRACT HVALICHTI, HPOUIROIATEAGT ¢
GeaonachooTs. Ceprics DNS 103 Linix ke et "PEBORITE LI  OB0PY 0TS
. B a0 s pallonaen sEespe copnipa 1a Gase Red Hal Linue = rexerovos
PURAME HA KOMISIOTCPAX Pentium ¢ %acrorai o 400 20 700 MYw. Korza-te a1e
GuanH OPWCHLE ML, 10 M3 MOLWOCTH NEPESTAT0 KDATATY, U 3 NPEGITIA
cTapoe weaeso & DNS-cepaepti. JI1R BHMOTHCRSIA STOfl L Takail Apoekci
Texiit Goaee Hex 0CTATORHO W XEATT M SIGKawNE T0;tbl, TaKAN 3P0,
STADOMY KOMREIOTEPY NOAKO 13Tk HOBYE0 GTZHb, 1 TOBOIBHO AONYFi0, 3 LAAEKDE,
ATO A1 KOMNGHM TAKDE PENEHNE UKBKETIA IPAELIENELN 10 LETE

Hlo TeXIOMORSA SOMIANNA BTOPHYHTLIX CCPECPOE OTACHE, L FOMONILIO KOMNIN
208t XAKED MOKET 10GHTH AONHYK) AHGOPMALHIO O CCAEPKHMOM G236t K
GEHOBKOT GEPUERa, KaK ITO IETAIOT WTOPHAHbIE CE2EDE 127 OSHOBISHIR CROE)
Gasu

15 TIOAYCHUN s WSIORILFEC MORET BIEGIHITE 16,y KILY IO JOHPCK T
nest -1 serest.com nsl.amrver.Tom

P 0rmer 18 27O XAKED (OAYHHT H3 GA3 QHKBIX BOC MG 0 CEPBEPC SEAYCIOON,
Ut NpLIOTHPATATE 5TO, HEOTXOXHMO AGHO TPOTIMCATE QDECA  GTOPYAM

cepacpos 2 uite named.conl Jlia MO0 ® paiaCAE cptams....; A0GABNIN
eTpaRy:
atloweranster 1137.065.5 111

TaKOIo 020 OURBHINEIIE MOKHO HOMECTHTE U B OTUCALIM CTACTLILI 0M, K0
JyIG COTED, 370 O PI3 B FACERTILK OOUNAX, ECAT ¥ KaC 1ET BopuIi
CepREpon. TO JATPCTHTC 11CPOROS TAUIX B.ITY 30Ny CAIVIOULEH CIpOI:

Atiauszansier oone; |
Cepaeper DNS morye S, ioguepaenst arake DoS. B HosGpe 2002 ro.w fun
NPOMIDC.CN Gt s AWK TROMKAY. HAICTOB 150 HTOpIICT Taxora ryta. At

LR GPATY 1A 1SCROALKD ROPICULIX eprepob. Ecakt Gt padory DNS esionm
TORKKD ORI CEPICP, T0 MEPE3 HEKOTOPOE BPENA MOC4¢ I1auaua 11 ypova Hereper
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PACCMOIPHM TOIRKQ GEHOBHIS PIPANE b, KDITPELE YRIIIRUDTCA NHE QICAIRAL
BIPTYANLIOTG Coprcp;

03 servseninia — B-mail auniine paropa, Keropovy Gy nadpy
i o winrax;

0 o v 226 .= MAPERTOMAR. B KOTEODCI PACTONGHEI! KOPISTGTT KaTanor Cafrs:

3 St e — 1A cepopt. Lol GO 1l YHINAND, T0 HCTATIYTOR AOKLs
bl ID-aspec ceprepi.

LINpERTNBR 120t It s naZog HOAI yise HAKOMLL, FEOCHE THOI I IR 1
MSPE MAET YKASING SPAR JOCTYI St JPSKTOPHIO AT WWIFOUY_SCrVer!. 5o
30pan AwACTEn KOPHE AT BHpTyiLHER Web-ceppepa. Tapenious we

OTONBIMBATS NG DI Pl OGBAISILAR NHPTYATIIOro CEprcpa. ¥

16 G0,

3a Sunce MAapoBHON idichMal OGpUT ATl 1 ATy ST 19 Apache.

7.5. 3ameuanus no GezonacHocTn

B wouurypanianion gaii: fele/biupdicaulfuttu.eonf com aecieasko mpok
THE, KOTOPHIC TOSRNT YUPLIIT SEHONACIOCTIO, FTH e KON MO
iusbigath B aitie Juaceess, Janaiive s puccuiph:

O aunise nepmerp = Thit AVreHIEMIKILIIL B RINECTIG upakcip wog
HCHOIRADIAE 010 163 SarieLIiE Basic 1k Digest.

T cansnanii L aapar - Q1 B KDICPOM APIUHICH GIICHR FPYIIN NG
e,
O utiiienrTi e capmp — (AL, COTEPRIMME W NI TCICH 11 1

e Oy GOPAPRETE YTk Liassved

(1 fuutbon £ ivs azpmr —— SIIOCO5 TPORCI TR, |13 VeI e
PokTIoA riaioMe1a (or ). Fem CRTHEA BLKIAIEIN (5771, 3 (O IOBATEA 2
VKATAL AN, 10 OO AYTEUTADMIGUIA CSYMCCTEINCTCT APYTHMA WO,
Tpusiep o IP-apecy:

T maEtsrari e 2 EOSD anasein A

"
ALt LG 1O B KENCTEC MAPANCTp YRIMUAETEA i 1 hopuars Kk
e Beekley-Dis.

T KOMAHEIB RONOTY'T R 1AL U 13 SACHE RHKALIIO NOARMETCICH 1w Of-
PRIKCIIIC & ORPCASIGHLILY AMPERTODS Y. HalpHsp, SCHE Y 10¢ €T Kt
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BONINAR YACTL TIORD (AR WA ¥k AILkON. CANOE WITEPECIOS XPRINTEE 1
TOCHEIHHX By CTpOKEX. hiech HAXUTCR 033K IP-1pecos H wiicn cepacpo
ecamn 190.12.10.%. Snewnous
MEIAGTUA HHGAON. CTOAILHM B CPBOF KOMONKE, & MM, COUTBCTCTBYIOUICT JTOMY
a1pecy. YKsaHO b noccam TOAGNC. 0 TNy Galiay MU PEIEM CICIYIOUNS
soomoueis:

Ho siorsaeae, s dhaita Orkesact s et ¢

190.12.10.0
190.12.10.2 = mail.scrvername.coi,

servername.com.

B it HEOMBIIO, SFD TOMKIL I KOVILLC CHMBUILACID AAPICH OB s tetnia

18 Oy YeliA TONOAHATCINOR MiKhOpMALT 10 DN PEKOMCIIIYIO TpOSHTaT
Jomymentel RFC 1035, REC 1712, RFC 1706,

11.7. BesonacHocts DNS

B MOCMOTPETY 113 JATH4H, KOTOPLIE PELLNET CIya, TC BHYErD Coepx cTpai-
HOO 1 Hel HET, 11 XAKEp HE CMOAET Hero caennty, Kak 6b1 He Tak. Fian cay-
ah, Korz DNS-cepeepti Boimexinit us c1poa, Toi OFpaLere 00 vetal cra-
HOBHIOCH HEBOINOAHEIM, & SHASHT, CETCEHIE IPOTPAMMEL ISPETTABLIN PAGOTATS.
MaausonaTe,ns 1te MpABLIAK HenoT:306aT, 1P-arpes, noytony nanerme DNS ang
K CHEPTCALITD,

Tlonao BE1B04S W3 CTPOR Sepeepa NS MOKET APEAOCTABTATL XAKERY CTAUION
NHOFD WHAOPMALIMI, &3 KOTOPGH OF SHOXKET YHATH STPYKTYPY ceTat, HroGie 970~
0 He MPOMIGKINO, KENITEMLHO KeNG3BATH 180 DNS-Cepeepa

1. OButeaCTTyNH b, CoREmsaIAT HEOAGLUNLE ETPOKA 13 PABOTE! YIATETHELK
OOAE3OBATENTH ¢ OB kHNM PECYCaMH.

2, ToKAIbRUIE, BUAMMEIH TOMLEO TIOALIORATE: %S NENICH LT3 1 CONCTIRALIA BC
HEOBXOZRMBIE TAMHCH 279 HX PACTLL

Ha ToxaTeON CepRZpe MOJKHO TaK HACTPOHTL CCTCRON SKPANL. STOBH OH ROCTpH-

HH TOTBKD BHYTPEHHAN TPAHK & HUOPHPIBAN SIOSHC MONLITI OBPALICHAS

15 weeHuphol eoTh., B 3TOM CAysae HOYNLINIENINKY TyAeT 1pOBIONATHIHO
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BHTOIHANETO KOMERLY. FTO i34 TOIO, UTO JARYCTHIACK e CHOTENAS KONEH-
2. 4t Al KOTOPS COTAKUT A€ CTPOKH:

T fusz/bindsystua_sho - CHINANA TECYCKACH CHCTCMIMA (aiin who, KoTOpME
M1 MepeMEHOBATH, *TOGE] B3IOMUNK HAETO He JATIOI03PHT;

054 resl wx -5 actasc rectdsiercuii— BHAGUNASTCK KUMAIIA i, 4 e
3YILTAT HANDABAFSTCA ¢ MOMGILMIC 1GHTOBOR rpOrpavmk Mail » nowroBbIi
amu 100UZFleaovM. Kirion s jaser saranaeos uckwa, K04 -2 0peaot-
spawaeT sTense Gahnn fote/mail.re. S PEKOMEHIYIO YKASHIBAT TOIEKO TH aT-
PUBYTL, CTOBE! 43 SKPale He NOABIAICS MUHCH WHPODMALLAH, 1t BITOMLIAK
HINHEI He 3aM0203pM. XAKED e AOIICEH HaTh, 4TO IPOTPANIA OTNPABWTA
ATMITMCTPATOPY KIK&-IHEYb Cooduee.

Takiyt OG0, MORHD THOLMEHITL e BUACKbE NPOPPENMLI, KTOPHE 100KIb

SHITE HEBOGTYNHE! TPOCTE NOT60SATENAN.

b s o e Gy
| 18 ST FED e d

o < i Yo

T i

- qasnn
s

From:ancy <tsiriener
o oDty
onte: s, 10 a0 200 131830 300

it Dol oo B, 2y i, 50 0

LY ———.
XAKEPS] HALE DCED tie IPODEPRIOT YT, KITOPSE J4/1YCKAIOT, & BEQR YTPOTY
MO0 YBUETE, CCaH BHITOTEIL KOMAKZY

cat. fust ottt

B0 1F @ IPONKHSIETOR HEIOCTHON MEHOARIUTANAR CIEVAHER — + M MOIIO RpO-
caTpeTe. TIDOrpanbl. KaTIicaubie ha Abrke C 4 OTKOMIMAMPIRSHABIC & W=
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PaccmOTPIO, Kak PASATAROT hallIoHere SHETEMHL. IIOBH Bkl CHONIH BGPATE an-
GG napaann. B (baiumo Cietene Fx2 QI CUAAE KLMPYIOTES 1
TCT6KO MOTON SATHCHAZITCH i JGACK, 52 ST CFIOI0 HOCTAREEICH KIGORER TO-
FIOAMTEIHIOCTD. 110 C0TH HOIHKKIYT MPOSISHLL ¢ INTAMIRM WTe 11powIOfAET
anpILIR BLIXOL 13 CACTENEY 10 KOMITLIOTE YOSET 1ie YEHETh GOKPANHTI A0
e, TIpi eneaytaen Bx0e OC OGHIPYANT HAPYIICHKE LEAOETHOCTY AKCETRORD
eRa u wIyCTIRGS RROTpINAE CxanMpam macka fsck (kak scandisk 3
Windows), KOTOPAH ROSCTAHOBAT €0 PABATOCUIORIICE, 1O KOCCOKTATh YTO-
PAILC AQHHbIC YKE HE YIUCTEx. CRAPOBIHE HSHSRCT MHOIG BPEMEH, 4 210
MO SRABITLCH 1 CHOPIGTH ROWIIOBNGTIA PiGoTi Cephepa. Fyire roTOnM K
TOUY. LD ¢ ACTYIONAR FAPY TS BYACT ITPAKCSOUHTL SOMLnE OTENDION.

D Galinonodi cuerems ReiserFS Taiose KBUONINETES Mk G 1IPCIRAPAVEI AN
KOUMPOBINIIEN. 3 OGNS 3TOFD HPABCPRA USTIOCTUOCTH AL, 1 SLIH BOE 3ATH-
Gl TP, TO K3t ouMnLaCTcs, B NpOTHINON ciyiae OC Gpii Janyeke GhicTpo
HATIACT TPOSTCAHAIE MGC1E & NOMOIULI COBANHOKD HYPIALA H € ML AMIC
NGTEAY BPENEHH BOCCTAHORHT PIBGTOCIOCOGHOC MK

¥ ihalinosois crerentst Reisetl'S corh ettte 0710 npHyyIneeio. Slanimie wa e -
KWL MEK ATHCHIIOTSA BI04, STonyeTsiM, 70 10K sumanaer | KoniT. Ee,
vanprsep, & AT32 samicatt (paita pasepon 0.1 KGaits, 10 S0k fynct yie o
. 0 B e 0GTARETCH 90 % 1yC 100 NPOS1 PAMCTRA, KOTOPOE heslhek HCIOTHI0-
BT, T, &, MPANCKOZAT YTEHKa NAMATIH G KECTKOM Jucke. Takus oBpaion, s
e Gysicr NRIETLCH CMIKE MeHIAE HibORRALBAN, Mem Bbi o, Daino-
50y ccTaa RaiserT'S MO30IRET JyLe 52TOHNTL G1OKK

Vresy HAPIAAO MOXHO YEeTs, echit & OC Windows ovieprcrs, Cuniierea daii-
s {pu. 2.3), OBpaTHTe miMMAtie, 470 B oKHE €11 160 napaverpa Size (Paicp)
i Size on disk (Pasiep Ha Tncre). Bendwais ark1a 495 KGafis, 4 ua aere on
wIMACT 11e% B KGalT. ADHBMETHKA TPOCTAA, MOKTHO. 110 Q1M KWCTE] HE
wowe panch 4 Kiafirio. Pawiep qiiiia Bomuine amaro uenis. niearoxy OC
OIIAOC S BoIETNTS 5 GI0KA. 1 BTOPOH 1610men sierce scu we 25 %, Oetates
08 AUCKOROE POCTPAHCTIO DPOTATO i HE MOIKET HCTIOMHIOBITHCA,

Fem s vk noveerirn 1000 dafiion wo 00 Sain npi pasvepe. KuaeTep
ATCEaITH, vo kbl 15 Y 3ETR & Choi G0, Tlim mow e ncke Gyaer
WapacoaoRano 400 KBAHT vecto nonokenseis 100, TloTepn uposTpaHcTs co-
sTaonT 75 %.

Daibionas cacrena RefserS Immaiset wamcamn, 1 Om S10K HECKOIIED
uivion, conn ix pasvep weee 100 Gaitr. Tassih OFpEso, l1a nowe Syt ers-
e 261 v YTEHKN REATI

uii108an encreva EXI3 — HOBOS TOROTCHME KYPHIHPYEMHIX CHETEM W pagora-
er o mmnoren ¢ ReberS. Hi anined Mowen ong ssiscics caciemo uo
FOHMANHIO & GOTLIANCTES COBPENEHIILX 311 pudyTHB0D Linux. Tpyaua cpas-
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pd. 7.5.1), & GeRAIC Bt HOTII TORLKO TUATD, 4TO PUIDEUEHNEA, VRIANHEE &
Koupurypamm Web-ceneepa, MOryY ST ncpeonpenesens

Teneph PaCCMATIAM, u sunasoren Nipasa <oy, Tl o100 mecanTyioTEn
SeayIONHe AHEKTHL

T sl fzom napaesp — OPEAENTET, G KAKIX X0CTIB MOKKO TONYHHTS H0CTYI
K YKOSANNON A peRIOpii, B KASECIEE wwszsase o MOAHO MBI NIORIL DAIO 13
CHeAYIONITS SUnse NG

41l — {0CTYR K AMPEKTOPHIC PATPELIEH BCCN:

* ccumaroe o — ONPEIGINET AOMEH, € KOYIOPOTO MOWISO HOTYSIFIT, AQETYT K
muperepis. Hanpisiep, mykto yiasaTy domain.con. B 30M onydae onk-
KO MOTHIOBATEA ITOFC AOMEN CMOTYT GOY¥WTh T0CTYN K ANPEKTODinH
aepes Web, Buitn wakan-1160 s cOnCpant Ouachue Gaiist, ¢ xoropsi-
M BOTURHSE PAGOTATS TOMLKO B, TO YHIGE OFPAHUTS A0CTYIT CBOM AC-
MEHOM s TOMLKO HOKATHHOM MAIIWHON, YKEZA5 a_low frer Lezalnssty

o Toarpes— eyt ZOCTYN K MpECTOpHU O ospeagnemore IP-dapeca.
D100 ouern YADGHO, KOV Y WAIIETO KOUSITED €611 RMEIENION 2)1pec,
@ BF XCTHTS OfiECNEHTH AOCTYTT K KAYATIOTY, COREPAGLIThY aiMIGTPi-
TOpEKUE CUSHAPHH, TENLKO AT Ce6A, AIDEC MOKET BHITH KIK MOAEE, TaK
1 HCTOTHEIN, (T TIOSBOTSCT OFpamvuitth JOCYN X AMDEKTOPHI OMpEe-
JCHHON ceTe:

* env-wTepeuminon — OSTYR PASPENCN. COTA OMPEACISHA  YKASAUNZA
nepewenan oKyt lonuuii JOPMAT MSKINBH: sllas Lo
[ —

01 booy i0m nspeto: = SUIPEIENNE IOCTYTIA K YKESQHUICH THDEKTOPH. Mapa-
METPI TAKHE K, KIICY KOMQILISE 510 &2, TOTHKO 1 AAIION CyaC 28KpbI-
R

O Srucr anpaomcp — GIEHERNOCT, B KOTOPOR MPHMEINIOTCH AUPEKTHBE =1 ¢ 0
dery. MoeT GbIT, Tpi Baprnra:

o order seny, allsy - WWEKAILHO B0 PAZDELIGHO, TIOTOM (EPELING UpH-
MO GITIDETB, 4 TN PRDEMEIN. PEROMERIYCTCH HEMIEKIE
oK) Ba OFUIHX AMPEETOPUAX, B KTOPELE NOTS3CBATEIN \OTYT CaNOCTOR-
TeNLAD 2KAHHETS AL, ATPHNIED. CHOM IOOPLEIIT;

® Order 2llow, dny— CHEYAIA BOE SATPSUISHD, BCIST 38 STHM MPHMEIAOT-
€A PAIEUISHIT, FATEM TPAILENHA, PEKOMEHIYETCH WPHMEHITL JIA BLex
auperopuil ca e

o

* Ger mutval-fsiluze: - HCXOINO SANEUCH ASTYT DCCM, KPOME TIEpe-
SHCTERILIX D allou H B 70 AC BPCHA OTCYTCTBYIOUDIN B ey, COBETYIO e
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Ha, W e FOTORO.
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Puc. 14,2, 0810 477 KaCTPOKs DNS-cepses

HOCHOTPA Bl HIAHAHC POCTOR MPABERNTCCKOR MPOTPAMMLL Mb! PACCHOTDH pac-
Ty DS 112 NpNEDE KOHGHTYPAUMOHITEIX Galliok, KOTOPbIE NOTYT HCTIOAIORT
€5 GepBNGAN. HIX RPAMOE PENAKTHCDAINE MOSBOMT CAETAT BOEE TOUKYID I

CTPORKY, W el NyUiue GyAeTe TOBHMITS Apdrece padott 1IN

Hacimosiks DNS-ceprnce nastsucicn ¢ i
nepivOro npusezent e awcriwre 11.1

| Merweir 11.1. Moumep cogepmmoro daiing fetcinamed cont

oprions |
Auiestory Tt /nane

named, 2o

Sete/named.cauf. TTpmmen o o
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Howep sepoi 510 LK CoT10MT 13 Tpex Hiicess
7 4RO (G AP 10MER) - ¥KA3IKAET A 3TNTELHLLS KIMERENIEA & LIPS

1 wropae (kg HaMED) - XADIKTEPHIYET DORKICHHE HCBOTLULI UTMCHE-
k. TT0 Sy MOPKGO QHPCICAHTY., SBIHCTCS S0 MPOBSPEINIEM M pe.ia-
SHNCHO T3 TOSTIDORIHIH 1 KT YHEPCHTIORI H, STO OHO TE COIGAHT OLIAOK.
Foilt S1¢10 Henioe, To A1p0 MPOUIIO TURTETLHO YeoTHpORHC. T Npoin-
oM CAYAAC YCTANIKD NANAN NCICUM (K 1APOITIEDYET CTABHAWHOH PABOTSE

9 Tpcrhe — roviep oepe1oro pafiaacro peisa (efopra). B nexotopeix cayva-
X 210 MHC70 ONYCKIGT. HANRHMCR, il B 10 TIAKE YIKE TOBOPIUN O BeT-

16 2.4, 4 1 JNIRON STYHTE e YKAZANA IEUEHE TBOK.

B S0MI b1 CAMOCTORTENbI0 OFIOLTATS RIPO WIH NOMOTKT & TECTAROBAAIU Ho-
CTAGATOHEIX  BepCAl. HameiC  EPOAN APE  MOKHO CRINATL MO aIpoey
s KCrel.org KUTH ¢ CaliTa NPOMABOANICIR BAUICTO MICTPHGYTHEE

OBHOBTEHIG AIP HOITAET HE TOTLKG NOTYANTS HOBHIE BUBMOHOL 1Y 110 Pio-
TC © G0N, TIOBHICKTE RONSBOINTEABHOCTD CHOTEAb, 10 1 FCTPIENTH HEKOTO-
A OMBH, KOTOPIAC CCTL BECT1 3 teste. CANOE TR, 70 aBIIOB e 51
pa B Linux e Eacuer 52 oS0l NEpexondbi yppoBaits secit (O, Kak T fpouc-
XOAUT 1 TEROTOPHN IPYUIEX CHOTEMIX. A D487 KOMILKITEPEL, KOTOpEte Beinit
YETAROBACHI CIUG NCCKOTLRO T 1ASIA 1 1IC TEPCIRCTPIRBAGCh ¢ TeX 10p, 4
EOULKO OGRORIORL 50 1 IpoTpaMmBt: ofcccane. TaROS LBACT pelxo,
QOTOMY 47O, KK TPABIAG, (EPHOIHICEKN HEOTXOTAO ABHOBNATS HETC30, KPR
MHEAR MOLLHICTH, FOTNY T JATOCH HFOTPANY H HOKIOBATENEA PICTYT e N0
aws, a o sacam

1.5. AucTpn6yTUBLI

11 SaHILT MOMEHT CYTIECTEYET MHOAEsTB0 PAZTHIHSX MCTGy THBOR Linus,
150 UECMOTPA 1 770 J6TKO NPOFIRILIBIETCA CXOKECT eIy N, . K. Gastb-
BRRC R MMeET OB KopH. HANPHMEP. II0re A Py o oL pocn 168
oenore Red [lac Linws. KOMARHIGH-IPON3B0MTE BHOCHT HOKOTOPLIC KOPRCKTH-
Bb1 B HISTAAMALAIO (4AINE BCETO TOMVKD FPAGHICKHC), KSMSIIOT CIUAGCN GO~
AR TP PAMKIOTO OBCETICHICHNA 1 WDAAKOT 103 Choc MEDKOR. |k HioM
AP0 CHETCHLY H Y TIHABTHBACNILIE TIPOTPYMGE EINIE BCETD NOCTABAROTA 260~
AoTHO e s

Tlae €0t YCTANOBOMHLIE BEPCHY NSO PISIMIX POMICOTATERCH, B KH4CCTEE
Tpapresio oonoi mouH e wemsmayeres K1 wnin GNOME, & nph
OTCYIC BN B TOCEARRE 1Y KGO8 WO YETAHOBITS, Takwhe oBpasons, B He 30-
BACANOEH T OLRORHOIO MCTRHOYTARD ¥ BCEX GYAET ONMUAKOBH rpabHseckmit
nnTepdeitc
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Gesonactactn Web-cepepa Gonee e 1a 50 %. Tloveny? Ecum Python axepau
scioas3yeTea peako, To Perl u PHP oricab nonyapin, |101y4aeTes, o ¥ 8ac »
cureTente qne Gonuuime qpeph. G saxphiTh XOTS Gbi GHY, T0 OCTEHCTCN POBHO
Tos0BHIG.

7.3. Npaea poctyna

B 7AHHOM PASIETE HAM NPLACIOMT TIOSHAKOMHTECK © OCHOBHBIMH (3PAMCTPaNH
Gafir xondmrypaukn fete/bttpd/contthttpd.conf. Ot oToevarT 58 Hpasa 2%
Ty, OTHOCALLHCCH K APEKTOPHEN, 1 eI CICYOINE BH:

<Cizestory furfwminemi>
mcer allow,deny
Bllow from 511

i, HARpHMED:

<Los:iz

saervez-statuss
andier aerver-statua

Ceier deny, s 1ow

Deny fron a’l
aliow Lrcn . your-dosain.
<fronations

Tlepeo: OGBABACHAC 30IACT APABA ACCTYTIA K OITPACCHHOR AUPCKTOPH 13 Jnc-
Ke (n nauMoM uyssc FVarfEwW/hLm]), & eropoe — of pafmsmeaeT AOCTYH K BRp-
Tyamaol Anpertopwe (x pRseacon opuvepe hitposervernantelserver-
status).

Een e axostss ¢ HTML (HyperText Viarkup |.angusge, n3uie pasweTks runep-
Texera) i XML (Extensible Markup Language. paciupesstsis 36K pamicrn).
o 7ax0E O maknEHHC YATT Bam MSECCTHO 1 HONKTHO 503 AONOAHNTCALLILIX pasi-
acenui. 175 TX, KTO e B Kypoe, R AN HCCKONbKO TOACHENNIE 1O nphviepe
AHPEXTOPIAH, (I BieHHE HAMTAEICR G CeyHeH CTPORH

<irectory ryme
B YPAOBN CRODKIX YRAZHBACTEN XIH(MERTE RO I Facrory W 1Th K KifTaAony,
WPAKS DTy K KOTOPOMy HYAHG HIMEHHTS. D0 HAYAIO OTKCAKHS, IOCIE K0
DORO WyT KOWIHTS, CIPEERAIOUIE MPABA. BIOK J3K0IHHBSTCA CTPAKOH

TlapavseTpst T0CTYNA K IMPEXTOPHI MOryT Gurre Onmcas He TOTbKG b e
Jete/ttpd/eontitpd.conl, 1o & Gajise AEACEESS, KOTOPHH MOKT IAXOTHTL
tow watanore. Cam aila TPEGYeT OTIGALIQRO. paccMOTLIMA (cH,
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5amh naponn Fxdgdfg W HIEA FOOF 12 OCIOBINOM CCPTERS. 2 32 PYTHS KOMMHIOTEpAX
10T 3K NAPOTI MOKET GLITH B KOMBHIALIHF & PEATLILN MNEIIEN ARMHIHCTRTO-
pa. BIOMAIK COBMPRIOT BCe HallASkAbIE NAPOH  TIGTOM UCTORL2YIOT HX 218
1WA50PA 11IPOAN HOMAORIE FOOL,

ECin 4o0THO, TO 4 64N IOy 1POSIGHON D050 NAPORT T PASHHIS CCPAMEOR.
Ho 0I1HaxoBbie KOMOHIALMR YCTIHARTHBAR) TOTLKD Tan, T 3T HE MOXCT NpH-
T BPEL, HAMDHNED, KO PErHCTDHPYOCI, Ha (OPYMAX K K CaRTIX, Go-
BUPUOLINK KIKYIOTO CTATHSTHKY. A BOT &:MHIHCTPATOPSKKE TAPOIH Y MCIR
PaSHBIC TR KON CHOTEMbI.

Bt JOTKHEL HULMILATS B0 KOMTEIOTEPHL B PABHOH MEPE U HETIOTEI0BTE PaSTHY-
HHE WO TR HONK S0 TCEH ¢ PABIMM ATNAIHCTDRTOPA.

14.8. HeGesonackaa NFS

Texuoiorun NFS (Network File System, ceresa paitnogus cuorena) Sana pazpa-
Soraua komnanmel Sun Microsystems 8 1989 roay. Hacs Guna seamkoncnnol.
JUOB0 MOTKAONTCAL \OIHCT NOKTHPOBRIS, KATRIONH CCPREP X COORR (haisoRDH
CHCTEME 1 HCTOTROBATS WX, Kk GYATO ORIt HAXOARTCN H KOMTIBIOTERC KIHCHTA.
310 osennn B0 & cera. TlonkIOBITEILCKHE KATAIOT MOTYT HAXOIHTECA Ha
GEPRCpE 1 HONKINNATLR K KIMCHTY 130 MEPS HAI0GHGETH, T2k OSpaION, Bec
Gl SyayT XPRINTACH UCHTPATHIOKIKNG, 3 HONOTBIRITLLS, KEk SYATO 01t
WAXOLATCR AOKEIBIN.

Kax 7 ke rosopun, yA06oTs0 1 Be0nacrosTh - - HecosMecTuMbE eek, @ NFS
enmmrom yaofiet

B cooras NFS ex026T yrianra SHOWHIGUD, KOTOPAS MOMCT OTOFPEING, xasHC
MPEKTOPHH M KAKWMH NOTBIOBATEIANM 0K IOMERE. J[1n AISHIC PAOPA A0
U -

Bumoanime kowanay siomount ot
BrdemmacTe ynzer creayiouyio niapuatin o NFS 1 caoen cepeepe:

AT moenr poinre an Gacalhes:

home

aconor: Faomm: jhos
D /e audvay

aberls fusz /1

et

PEAYIIATAT Parkte 36K Ha e KOAOHKH CHABO0M ABOE1OHIG. [ HEpOR HANOMINCA
A KOMIbITEDD, HORTIONRILETO YAMIEH NI PI3IEN, & 60 BTOROM — fyTh Ha
CepREpE K H07CORAMEHIOMY PECYPEY
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Mt yoce canopiunts s parsd. 3.1.3 6 1o, 470 conanen camn 10 cefic onacrn
TS € 1EAK HYFRIO GBAIGITLCH AKKYPATEI. TAE Bl CHe i Gerury

4y L Tr et — CAUHAIT 00 CNBOIIIN CEMRRIN, TONLD Ccn
1 BAELS UENEROTD i U CCHITKM CODATAIOT. [Tph HOMOALIOBAMI
RO CCRUIOK B AQRHOLT HPERTODIM MYINIE YKA3ATS 30T MAPANETD
BUESTE boleutin_co. EGTH XIKED CHUMST BT CCLKY 110 KaRLION
Jete  upoceayer 10 e ws Web-TPIYepa, T0 3TO EAHOBET CEpheHbic
npoBent B SesenaciocT:

+ Tt — nenomeaonam, SSY (Server Side Loclude. nozcuose e s cep
nepe):
L - - Wenoann, SSE, KpOve esec 0 inz s TonH B

venoniyere n cienaprin CGL 3T KUMAIH, TO J1AR OIUKA FBNACTEA
NpEATIONTHTE N AIeE NPEAHAVINGE

» lvicxos - oIOTpaYIS COMCOR COTEPRHNOND K&IATOTA, ECT OTCYTCTIYET
Paltit T yuoIMAHIC, M NCRTO, MONINITR N HAMPAIIT ANpECA
yropusctiion hopvare, wamiep, ww.cydsoftcom. 3nech ue yrami
Gafir. kotopuii mowia srpyinri. emuai URL b tiant kaw
www.cydsoftcanyindes.htm, B puow rupuae sepécp ca matet dasin
HO YWORMEHHIG 11 61 KPhmaET S0, 310 NOCYT GbiTh index.him. fudex.html,
indexasp i index.php. defmfLhtm e . Tty 0w w3 Tawk dhalinos no
yAIOMY Y1 e ARG, 1D ApN BRIOMSHION OAUMM Luicxs Gyser
BLBCACHO ACPRBD KATAOTA, WIS -~ CTniAI OutBRA.  PeRDMERIYO
NNt Ty DNLAIO, IOMOMY 10 HOYMBILLIEUNIIK MOKET [OIYHT
eI MNOTG HbOPMAI O CTPYKTYPE KITION H 0D COTEIMOM;

b e e o IPRNCTAIIRHME TABUCHT OT RPENOICHN KAHEWT2,

B MO OIMCARNAIE AHPEKIHEB MOTYT WCMDTXICEATSA U TOMKG D daine
fte/Mitpdicontihttpd.cont. o 1 (aix Blaceess, KoIOPHE MOTYT PACTON-
FATRCH 1 O'14CThHbIX THERTODIAHX 1 OIIPEACIATS 1Pk FFOR MPEKTOPHH.

Tt T0ETY TR WOrY T REITANATHCH HE TOTLR WL JUPEKTIPHA, 10 W 12 CTAGTIANE
(aiter. VD ONHCaHAS ACASTCH NCHIY iyl CHCIYIOLIH CTPOKI M

“riles iminne
<itss

1o CBLABTNING MOMKET TAXAAHTILCH HrryTPH OBLSETEHHS TGN ATEIVIA K ek
copi, HANpUNEP:
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B napaveTpe 7_Le yKaImAETCA Wira Galin, COIEPIGIIETO BCE CCAITIKM Ha KIPHE:
mie copnepu. B cucTeme STOro alina MOKET 1 HC BiTh, NOTONY “TO HHBOPE
WAR & HeW MOHCT WSMCHSTLOR, W Ay BCOrO NOAYHHTo MOGICAWIOHD BCCHE
¢ vepnepa infernic.nct. [ 3TOTO BHTIGTKATE KOMAHAY:

4 e miconet . rs > naved.oa

Tlepeiiaes & cncayiomeny pasacny:

eae "sitenare.con’ |
type mas

“le vsitenave.one”

3accu ewcHRaETe 20HA sitename.com. THIT ANHCH ausLer, SHauHT Ba DNS-
CEpIED Gy AET i, 5 e DE1AIC Gy YT TOILKO CHEPATHCA © HIM W G
posatt, sbopmaunto. CoeaeHus of 7ol 3ome Bynyr Xpatwrecs w ik
sitenarne. cone piove aupeiropun. B natem caysae 1o fvar/named,
Creayroiman soma onmesinact oGparos npeobpriosanse 1P-azpecoa 190.12.104
5 e

Fla MIE12,150inmadin, axp.20mn;

THY 90O — CHOBA raster, W B TIOXNCHEH CTROKE yxasa ai, e Gyaer i
T ——

11.5. Daiinsl onucaHns soH

Teiteps ImCMOTpM, HTO Y HaC NAXDIRTES 1 HpeKTOpHR fvar/named. Cyat
aiiny Kouurypamh fetc/named.conf, y wac 3aeck 10TAHO GiaTs Tpi dhaika:

1 0aomed.ca — XPAHHT CCUIKH Ha KOpHEBHIE CepBEp. DTCT baita mpocTo -
PacTes © cepuepa internic.net, MO3TOMY X0 PEAAKTHRONETS HE EXOMT, 1 Taxe it
YICM Ha HEX OCTAHABMHEATEC;

O sitename.zone - oTBesneT 3 mpeoGpasosaMe MMelM Sitename.com o P
apes;

0 10.12.190.in-addr.arpa.zore — OTBETAST 1 WPEOBPAIOBAHNE BAECCE ey
190.12.10. & e

it STENAME 200¢ MOKET BLINLCTS STCAYIONEY COPATOM:

& T SN nasitens: ot

ot . sifecar
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TPHATHO PHASTS TOAPOSHYK) MHBOPMANIIO. HO M ONZCHO, TITTOMY 4TO KOMAME:
NMOKCT BLATOMIA IS YR, & YT, mAAGOM Xawep AOGEEICH ¢ e NOMOULHO
10 GeyIomeit widpopases

O nowsToNERHNIE AUPEKTUDIA. B 1pHNEDE HHIE NOCOENTHARIOH PASTISHbIE
nanin Wy paanena (home. e 00ETO 15 NGBMIKA COBRUIIOT  HMENDYA
MORAOBUTEIEH, NOITOMY NETKO ONPEEANTS ACHCTBHTENLHEIE HMEHS 10SERO0B,
we oBpamtarce k daliny fetefpasswd. C Taxo nabupManHeh xaxeny npoe
Gyaer 10, Eupirth naposn AOerya

0 eHa KoMMBIOTEPOB B ceTH, EGai Bh NOTPATIAN SQTHUIME YCWTIA HA JaHTY
hoer0 DNS-GEpHED, T WORETE CUMIATR, YO BN GAERRIR H10 3PS, €CHH e
Kaxos-no eprepe yeranonaciia NFS. Oun 30ipoc nowmibBact Mvcna Kkom-
NIGTEPOE B GETIS, MYCTL 1 e oe, @ Toubke paSoTaone ¢ NFS, 1o 1 370r
MOKET GhITL, AOCTARONNO 718 Xakepa. KCTATH, €My He HATO ZAKe SONTHPIBATL
CGTh ¢ HOMOUIBD Ping-3aNPOLOR, NOTOMY \1T0 H 12K RATHO AEHCTEYIOMIG KOM-
nuoTepL,

£ VCTOTKYENBIE MROFPAMMEL BKIIONA HOMeD Bepoih. ECTH MOTk30BaTEN MOK-
THDYIOT KEFAIOTM G MPOTPAMMAMI, TO AWERA FiteX KATRNOOB MOLY B TALETS
caic fusrilocalfjail 14 310 1050 npkep, 1O 0nt N0KEMBAET, 410 aMPEKTO-
PHIC 1 LIOUX MOTYT CONEPAITE B XAYECTBE MMEI HG3BAKNE TPOTPIMMLL W, Car
05 THARHOC, 110MCP ACPCHI

B 38MHOMMOGTI O TOTO, KAKHC OTKPHTH KATLIOTH, XAKED MOKET TOTYHHITE Ki-

MDD GoALIE viigopNa . BLXO, UTO yrumrrEs NIS CTHILKOM SONTIRDS, &

STOMO eI AONYCKATL.

Feut mi peunit wencusyonaen NFS, 10 10385071160k 0 Tow, HFOGht OHa ke Geir

aocrynma 13 Mirrepiera. Jlag 3T010 1E06X0aHHO SANPETHES, TOTK HONENHC Kk 2049

UDP- 3 TCP-nopry wiette. 374 (byHKIIH MOKET BUIOTHWTL CeTeRoil KPS

A GEA XAKGD YIKC REIOMEN KAKOF-FO KOMIIBHYIC B CCPH i RONYWHA BOSMORROCTS

BLSIIOTUATE KOMANAM BIYTPH 1€, T0 FAULMIA CETEAOND KPR 15 HONOICY

[pia macepoitie NFS & daiise fetelexports yiassBaIOTcE axcnopmipyemsie daji-

TOBLIG CHCTCMAI 1 MPABR T0CTYNA K (1. HUEOTE 1C OTIPHIBANTC Mo AGCTY

X0 Beeli CHTEMe, T. €. B JaiiAie He 20VKKO GHITs CTOKIE

s

HeofXOMHmo S€TKo TPOMMCHBATL MYTHE K KATATOrAM. KOTOPUC MOPYT Ghith HO:
“upOBANL TONGIOHATCINMH, DTO SHAHIT, STO SCTH MOALIOBATEIH ONKIM HIET
BOTHCAHOCT HOMUOHAT AOMALIIAC. KAFANOrM, TO CTCAIOMEE Papellehe:
TAKKE ABIRETC HEBEDHBM H OMACHASY

horeew

B tem 3006 omacnoeTy? He HG NONIn30BITOTERNG KIHLIONE ZOTKHb MONTHER-
S1LEA YHAOCHHO. HANDHMEP, ECTH bl PAGOTAETS TI0A MUMIOBIC KON Y4CTHN
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23, PSRN SHOKD o SR a7
23,1, HNeOnMie JCko. ... SO - a8
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2.8 M » cucteve
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2103 Mapom o yuon4akmo....

2.10.4. Viunepcatsiie npomL.... - B

2105, Beronaciiacr, patin npeROATe 0T . H

Fnana 3. iloGipo noasosgrs s Linux

3.1, Dafitosan cacrema.
3.1.1. UCHORHME KOMANZ .
pwd...
k.
tac...
e
.
mkdir
...
of.
moun .
amount
Tforma.,
tar
.
which.
5.1.2. Besonacaocti duion
Tara winicrernss
KOUTROLLHHE CYNE ...
10 KOITPOAHPORAT..... -
Baweudir 10 paGOTE ¢ PATASHI
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B30ITE 3 GG KUTATIOT S, 1910 HaO/HSCH (AT, HEEOMLIYENIE Ul
PEHECHHBIA RPYTONS AL, IAIPAHIED. QEMHHCTPIIOpCKTE Cxcapin:

T Peuive mapweT — GIBUTHET TAANTH MOTIOITICH, KON PipeRir:
ATCTYI W EITaOTY. B KGHECTHE DADUSEI 5 MO YKL

. neUa MoneIRATeCH G wa (T, KG10pe patpzmen Acco

e

ek — IS 1Y, HOIASORVICAST K0P OIS AOETST K -
Tanory. wpeK B patorase ek e, Kak M e,

O aliumasel — AOCKVI K WPCKIAPRI RN SHOBOWY IOIAONTE I,
HDOICAINENY A TCUTHMRAIA;

sty ey - CETH YRATIT SUIMCHR 20, 70 /UK DIPANISEIHS S0eTy-
etz TN s worupeo, v IP-aapec. LA Hel I N Tt
SORTCIH 110 URYM Y0368 O;UHOBDENCHII0 It SIS 5 5

O SLeutvarsmite  Tmpmsrp o= OUDEICHACT, KUKUC AMPORTAB i hal
_BUICERSS 1 YK UHION KATAIOI \OrYT SeReRpBLEiTh K] YPAILE Ceptiep.
T8 KSMECTHE tapsn s MERHD YRICAEN (UIHD 13 CACAFOUUI e, oo

s, S, Lo Ll R st

T st~ ZOVENH ATODIAIGA, KOTOPT AMRCH MESINIISORTE KINNT 193
ompezenem WEHn K BAPOIK,

T coilons b§ ol mesmer o DUPSHCIRET KOMOKIOCH Web-coprepa. KO-
PHIE TOSTYNEb & ATHUOM Kxranore. Ly ¥ baz £CT1, AUPIKIOPIA, b KOIGPHD
ORIOBITE, 3 [RFPENLEIN0 SN T1, KD 1T, 100 100K 610 S5
1R NPT Ha e CHIG B e naFh cuctapisen. H na iasieen, Ho
1 CYMETE IPOTPEMAIN JATPECHTE HIUEYY QDb QUIBaon, KPUME 0GP~
etk XAKEP MOKEY 1GH S0CO0 3K Th UIQTTHA KGA W BINOTHIT) €00
& Giacrene, C NOMOWID ST MIHNO CACITTL TaK, 4T03H CleKapHi ¢ B-
naHIC Web-cepuepost

Phiak, nocne ko ca

I TR MG LIS 1B ML, o

COUTRETETRYCT PaADSIEHNG 1 npemeR IO o, B Kseeme 1zper

VIIBMBIETCH GO 13 SN TNt

& AL — oo, KPONS etz LC YRAWT, CTROKY Cptien 1 AL, T B ok
HOM KATZI0Me BYIYT PASPCLLENEN TIOBHE ACHCTSI . IAME ¥2L=55 o, KON

Dbl SAALTCH GO

¥ Secca” — paipeutcio spioHCi: CGl-cuchapnen, Unite Seerc i arom
HemOAYE e OUACIE ARPETUpI HCEi-bin, 10 1 & HEH NOKNG Glpeie-
TS CTACTBIMIE TN, 7 KOTHDR CHICLECED G

o olicasiTinks - CCHRINCT HCIMNACRT SHBOALAE Ceatik, Yk
ik, "1£0 B ZHPCKTADHI LIET OTASHLIX SCLIOK M WS WYKL e WSH IO
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"olterae, com® [
p——

fype rasters
file "10.32.390. ia-sddr.2vEa . z0ne"s

B saruiom npiviepe pail PaIGHT 1 YeTHIpE PAITeNa, KUKabI U3 KOTOPHIX IvEeT
eegyiomnnt dopuar:

oo |
IeasTol s
Towep2;

ucaiire pasGepen HazHaerE PavIENcE.
Tephstht W™ optors

arimns |

B frry i ercoffcax OIS /M IAPAMET] — 41 recrs oy, KOTOMWI yrasmisact
FEROVAIIIOIO snpexTOpH0 DNS-cepeepa. Bee ero dalinst Sy.yT pacronaratsca
.

(XTaTLHbIE PR3 HNCIOT THIT 2Gra (1 Uepes TPOBCT B KARHNKEX CTORT HMA 30-
). B KRN W5 X 10 TAPAMETPAS e (OIIPEAETACT TRI S0HB) W £:le
(A, B KOTOPOM COAEPIKATCA OMHCAI HE).

CoNaA TEpBaR 30HA B HALIEN MPUNEPE OMINSTHA STEAVIOUDIM OTPISON:
e (

spe it

£ile Tosned.cats

Yo 51 32 30ma » knac Towsr? Reromkice Teopito DNS, KOTOPYIO Mkt paccwar-
piznn & wosane nanes. B Gase xaiuix DNS Tax ofosiminerca kopei. {lonyea-
€104, 47O PA3IET OIMICHIBIET KOPHEEYIO 3011y, TN J0W hiet, T, €. 1AM CCPHCp.
ST neer i xpanien cemunor na DNS-copiep. TaK Kex Y00 KOpHEsa 30Ha,
10 4 CouTIN ByayT K KOpHERIIE CEphEpb
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usoft.cm. M vie @My WPIBIACTCE 3ANOC K TOAYEHME ANPeCa AOWCHA
www.cydsoft.com, Peryinanom Gyt IP-aiipec cepBopalONIIONepa, KOTopoMy
wppcaneo v s www,cydsoft.com.

B 57 ACHCTRR MDOCXOIAT TPOIILII0 7% KOHENHOTO MONKAORATE D, K KOTZA
6 QIGNPICIC B BPAYICPE RAPEE, TO MMKONA IS YIATHTE BEX THX TONKOCTCH
010w, 170 uAET 10UcK LP-3PECa 10 MMEHH, MOAHO Y2HITE TOTLRO M0 MOACKARKE,
MU A1 ICHCIHBAETES B CTPOKE COLTONTINA OGOTPETATET

BGeTH GOTE IOCTRIONHD MUQPO KIUTHPYIOWNK. COPECOOB, & UPHHIHIC, RonOT-
IO CHOW YNNI AFTOMATHAECKW, JLOCTATOUID TONIEKO €10 YCTaHOEHTS,
EMTL CHOBHYIE HACTPONKN 1 3anYCTATh. KoUNpYIOUME cophephi oGk
HBIOTCR MeRAY CoBolf nopuaWER 3 NUIBONAIOT Hality AOROH axpec a
FMKATILICN Ya0E, HE OBpRtliafcn K OcHOROR Basc s, Hanpiwep. y nawero
WiTepHeT-11pOnaliepa MOKET GhiTh Cooll DNS-cepecp. Koraa ess ofpawacrecs ka
KSKOFI-HHGYTS CHMBOMLILSH 2APEC, TO TapOC CHwATa MAST 1A Ceprep NpoRaiiae-
9, 3AT€N (10 UGROUKS TIEPENGETS SPYTOMY CEPEEPY, H Tak 10 TEX 0P, MOKa Y-
o saicn © TP-apecost He Y.AET tialiena, 6Cah, KOTIESHD e, HHA YKARAO Dep
. TaRing OGPa3oN, A/1poc ANPAUIIGACMOND MMEHH MOXTT BuTi. MoRyeh o7
Enncaiiiero DNS-cepreps, = KaUlle KOTOROTD COXPAWIICH HEOOXOTANAZ -
dopsang

Cepaepis DNS MOryT &, aoBopor, no IP-ATpEcy SKAZTe HAM €N CHMBORBHGIH
anpec. B arom carysac [P Tosce uepekopasukaerea. Hanpimep, eciut iynan yamars,
s cpbepa 19011577, 10 & 3ampoce s DNS Gyncr bt sapee 77.15.1.190 w
0BunncH cyddmke i-addr arpa. Peryamats 71,151,180 i

sir v

11.2. IlokanbHbiit hosts

Mt 9Ke 311G€M, 10 USHEHATLIO 417 COMOCTATTERIIN MMET 1 APECO HCMIONBI0-
i i fete/losts. ‘I TORCTORBL QaiiA c SATACANI THTA:

127.0.0,1 “oeslrose. lovaleseain locarhont
152,168,501 Elenal

Kesaus <Tposs — 510 cootkerersue [P-uapeca ore usoni. Mo ysonwanmio 5
dafine Synct eero sse cTpoKi. TTepea — 570 TETTA. HAIOMHERIO, 4TO 50 Ticex
JMTLEOTEPAX 1M Locathost i [P1pec 127.0.0.1 YRINAAIOT 13 TERYUIO Mai-
Y. T SHAMAT, WO it HYKHO BbIIGLIEHTE PIng K AOKATLHOMY KOMIBIOTEDY,
KOKHO HANACATL

piag 121.0.0.1

Ba mrapoft wmicu YCTaHAGNUBACTE COOTRETCTBHE MEX.LY SAAIINLIM LA naNiero
Gerenoi o mredeica IP-aipeca W CAMBOIIBULIM MeteM, B Ia10M Syae woedt
arenoR kapTe mpreeoch anpee 192.168.77.1, a ey cooTseTcreyer nuA FlenovM,
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Cabeoe CTpAIIOE —- HMeRNo Epeatia afina, Tax kax NaKe BKNHHERETCR Yie
161G QBTOPHSAITHA, T 01 Ge3 TPOBAEN MOKET TPAIKCTAPOIT AEKILNE, 4 CepBsp
He KOWIDOHPYET, C KAKOFO APECa BLTor 3ANPOLICHD coeanmieHe, 1 Karoi 1P pe-
21010 NOAKMONNGA, ECTH XAKEDY YAACTCH 1IEPEXBIINTL TAROE COCTANCHIE, TO
CH CMOKET Sa%09ATE CHOKC TPOIPANNY, COTEPKANYIO EHPYE Wk, HERDSCP, TPo-
ftcKyic porpaNmy.

B aicrosuice apens b Goanmicrin FIP-GIHENTON Yoke WCTPOATH Cpabiel ne
TP-aipecok, OATKmEHHbix & 21 MOPTY W KaHATY TR NEPEi AAEHEX. 310 yo-
JOKHACT ATAKY, QOTOMY 4O ‘1€MEPD XAKEPY IECGNONMNG MOAETLIBAT IP-aapec.
w0 enyaac ¢ TCB-APOTOKOTOM He TaK Y3 h IPOCTO.

Hononesosaume mpmeszkn & 1P e BCETTA MOTBONAET pewiTh nPoSAesty. Eom Ha
myt cosnmenicn ¢ FTP-Cephepos NAXOMKTCE AUONMINGL! RPOKCH-CPECP MK
cereBot 3kpeR, sackupyonl [P-aipec, To Gepep GYIET BHAETS He peatoHbil
IPauzpec knventa, a 1P-agpec proxy 16T Fireswall

Msrus 5 pETHTY trace RO e, w10 saKPOET NEHHHTT KOTPOL 10TROCTHK
o 470 He AB.19€TCA nasaneefi OF BCeX MpoOGieN ¢ GesomacHocTEIo. B crenyioten
PUETE M YBIAN, O AKTHENIL Peiciy TAKRE ANEKO HEGEIoNace

A der urrs? ATHEHOS COBKHCHHE TOOKE MOKHO TICPOXBATIRTb, XOTS 5TO Cae-
Th HeMHOro caokHee. ECTH RAKEP NOIYHHT AOCTYN K KOMALIOTERY, KOTOPMI
ToE10men & FTP-cepuepy, 10 KOSTAI0NHO MOKITLER MOMCHTA, KOTRR HONAC-
WTES, BYIOMAHHOTD KONTHITEPA 1ATPOCHT (EPENasy AnHLX, i NEPEXVaTHTH
wopr.

10.7.2. CKaRUpOBaHME NOPTOR

B pus. 1.1 Wbl TOBOHTH O TOM, HTO 112 HAMRNLNOM STAME BIOMA KOMOLIOTEPR

XKep AGTACH QOTYHATY KIK MOKUO GONBIE CheeHi © wepThe. CpencTion

ficpa TICBHUHOR MHBOPMALIMH FBIAETCR CKAAHPOBAHIE TOPFOB. JIETAT 3710 ¢

COGCTBEHHOTO KOMREIOTEPA OTACHO, MOSTOMY XAKCPL CTAPAICTSA MACKHPOEATHGR

| ARYT WA prAnEbIE XHTPOCTH

Ouka ws ynoBOK — HenoTs3cBaRHe cuekapus Ka PHE wan Pecl, k0Topeti ¢ cepie-

A ByIeT NPOWIBONITY chmpoie. Ho o1 We108 nlisaes LlcAyormunmn

tezoeT AN

3 1COGXOAMM COPBEP, KOTOPbIIA CHOET BHTIOTATH CLSHAPHY, & HC BCCTAA €STh
BerswouHOCT, HaftTh TonKDEH:

0 Gecrunam mie cephensi ¢ ROIMOKHOCTHIO BITOTHEIAK CUCHIPHCN TEByIOT pe-
TACTPRUIN 1 ORTAEIAT xnpoie CHE1CMOR AYPHUTAOBANE, ECIH TIEpBoe
HpenRICTEe it OGOITH, YKRUIE HEBEPHUIS HKHE, TO BIDPOC ARTACTCA
Bonswoli npoBewai. ('eprep wawkeipyC GrANAPOBAKIE, W CyaGa 683
ormerocTH Momer Gese 1o KaliTH BYaYIErD BIOMAUNKA,
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T S KA MOPTON onpeacici it MAC-a1pec KoMmbioTepa. D10 yoaok-
HUT S03BHY, HO HE PAIPCLINT €€ TOTHOCTO.

Tlojioe: peTtente MPOSIEHET KPOBTCH B HCTONKIOBZHNY CTATRHLIX ARP-sanceh,
KOTOPHIC 1 10T KPYSIYIO NPOMMIAT 114 KRKION KIUEHTCKOM KOMIToTIEpE.
Ho & 370M BapHAHTE KPOCTER HCYZGBCTBO, UOT0MY ST MPUCTLA PCTAKTHpORATS
3TH JANMCH TIOCTE KAXIOTO MIMEHGHIS COTEROTO OGOPYNCHAKIN wa MBOM W3
KOMRIOTEpOB. BCTH 10 1OMEHATAC CeTerha Kapea, 10 H e MAC-ampec 1oz
voagernes. JUnk oBTeracnas 310 POLSAYPH MOKHO COIIATS VIELEPII 18 Cep-
sepe, KoTOpLIE GyAET JamoANATE ARP-Ta6THITY HyAULIMM SHasGRRE, Knnctu
UK NPH CTAPT SHCTEMB 3ATYCKATh ITOT CUEHAPIA.

BuBOR US TP KOMMYTATOPOR

Kak bt YoKe ronapwi 8 pasd. 5.2, Kouesrpazops (Hub)— 310 yerpoficras, xo-
TOpIC 3¢ IPHULCRUIHE © OIHOTD KOMMLIOTEPS TIAKETS! THPRAHPYIOT HA BEE NOD-
Th, NOTKIOEHHEIE K TONY XA0Y. KOMMYTATOPH — HATEMISKTYaTbHME YCTPOl-
e, Korophe o MAC-Ipey MAPIpY THAMpYIOT TPAQUK, IFOKOALNT 4epes
1O The. 270 SHAUHT, T ST GYICT BHACTh FOILKQ 1Oy H8TEN,

ECIM 50 CETh TIOSTPOGHS AR OCHILE KOMMYTATIPOR, T0 MROCAY LLHBRLIAE TP
Kt CTAHOGHTCR HEBOIMOIENM, HO y SWich 6CTh OHA HITEpECHas OCOBEHHOCTE.
EGTH 01 e CIDABASICA © QIATA30M RAKSTOD, TO MPEKNICHACTCA b PENIM pabo-
TH HPOCTOTO KOKNGHTPATOPA, KOTAR FXOALINC 11ZKCTH IPOCTO KONMPYICCA 8661
TIOAKTIONEHEHIM KOMTHOTEpa.

32243 XAKE — 2CPYIMT KOMNYTATOP TaK, ATUSH TOT HE YCNRRaN CIPALIATLCA
© TpaguKOM. STy BSCTO 5TO SACHATH, CCaH SACLINATS KOMMYTATOp MAKETAMH &
seBepbinn MAC-aipecamn. Ha ranv Txitx (K2 B YXOMT SARUIKOM MHOTD
PECYPEOB, W SwWich TEPECTAET CTPABTATECK ¢ HAFPYSKOR.

Ipoinema pewaetcs TOMkKO YETakoBKOMH Gonee MOWKOTO OBopyoanw. 1 Ha-
CTOAICE NPEMA KOMMYTITOpL TaKH RpORSROMTLACEL. Kak 3Com w Cisco, ofa-
BIGT AOCTATOIHO MOLRHbIMM B! (HGTITTETEHBINH PECYRCMH W CTIOCODHH Tpeodo-

T6T LKE TMKDBYKO HATPYIKY ACKHbIX NZKET0R. OSUPYIUBIHRE IPYTHX MPOM3BO-
AU T e UM HE NDAXOIOS,

O6MaH MapupyTH3aTopa

MAPIPYTHESTOPH TOKE MOKHD OMAIMBEIT, TOUNEE CXERTH, VKO MPOLCTH
KOMIOTCP. JIOIYCTHY, GT0 BAWA CeTh PIGATA K HECKOTHRO TOCETER M Ho-
UOTbTYEr HECKOTOKO MAPLIpYYHIGTpOB. Ha pus. 142 nokasast npkmep Takoi
cemn.

ECTH KOMMOTEp W CeTw 1 GEIARISCT NIAKST APYTaMY KOMTIOTEpY CROSH CCTH,
T, KK M IO, 10CHLTIG OCYIIECT BISETGH 0 MAC-84DECY, H HaUIpYTATOp
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P Yeticph upoesarpeih kont ARP-rafiamue, T 6 pesyumiare me YEMANTE Bxe-

ero MAC-2pcea i, 1 omorplete:
sasresa Sncarans s T

120600 (inconp_eel atho

Tlpi pufore ¢ xomen ARP kst JONKHE 30Th, ST 3ANHCH % HeM HE Boukbl, ot
410 goBamimerca K qepes ARP-GpITORON, 4 Ke BOYWHYIO, HMEST CTATYC
Dynamic (nasaMeckaR). TakHe 5aNACH 4EpEs ONPEAETEHHDE LPEMH YIRTHATES.
XiKCpH SHONOT 370, NOITOMY MOMYT PACCHIRTE ARP-0TASTH ¢ HanbLimeLin MAC

IPECOM HOPE? OTPCCTCHREIC MPOMSKY TR Bpevcn, Ecmi Ba BYASTS Mpocto
IR KERTIF a1 HEDEPIIE TAMHCH 11 XoUsR, T aiibexra o7 e gacr. Heod-

KOTHMO ACKATb 3Oy MBULICH YR,

Lrofihe Bam 1pOWE G0 ONPETEINTA NORLETHHE SHCH, MOKHO KCTIOTEI0BATH
npotolcon RARD (Reverse ARP, oGparinii ARP), koropult o wanecriuomy MAC-
atpecy sanpaiusacT IP-anpec. 13 PE3yNETATE KM JOTKHE BEPHYTHRS STEETH ¢O
X RmRTEpaR, IP-RAPCCA KTCOPIIY IEXGHIEEEA R RATIES Konc. TloMmTe, s1a
sarmeett mower Grirb Heckanokn, HAprep, B MOGH KOMuRKTEpe. Ha ceTeBoli
KIPTE YUTAHOBIEID CPUSY 380 BAPECD A OAORPENEILIOH PABCTH B JEYX AOTH-
SEEKIX CETAX. DTD HOPMATHHAS CHIVALS. A BOT ECAM OTRCT 07 KAKOTO-1HBD 1P
1 OAYHER, TO TAKYI) SATACL CHOIYET YKL,

Jin yparei ARP-rabnwiams o Windovs R PEKOMEILIYIO HCHOMIODTTI YTH-
sy CyD NET Utils (www.cydsoft.com).

B OC Windows nposunmre avaxy no fonsenke MAC-anpeca ouettn cromso. Ecin
b pasonice nowmne ARP-oacin s [B-anpoca (92.168.77.10. yiwsan coGer-
Bexbii MAC-UIDEC, 70 STOT KOMMGIOTE] BHIACT OUTMGKY © COOGILGHHEN, 1TO
41PEC YIKE HOMDTKYSTER APYPHN CETERLIM YCTPORGIEOM, It Eafinet W3 ccri, Uio-
Gb1 3TOrO W MPOAOUINO, HE PACCHINTE LIMPOKTEGUETENbHEE ARP-MAKETH <
HoEH eI Anpoeont, HEofx0a6MO 1ICACHANDANTIIG OGMAIIBETE TOTLK olx
peseaeHHyO MAAHY.

Pacekinka ARP-NIKeT0B — HENPOCTOR TanaTite. FAMHOTO GCSE HIMEHMTS AMTA-
It ARG, ECTH T NOJIEPRMBASTCE RA0ICH cCTEnO KapTa. JIas 9T0rD K
TOINAYEICH YXC SHAKONMES HAH YTHANTS Hfconfig ¢ KAWNOM F, TI0CAS HETD IO
YKATH THIT QPECA K €10 HOBOS SHAICHHE.

€ nowQIbH0 HDZENKH ARP-TAGIHI JETKD NPORCCTH KOMMYTEIODE, HO 16 M-
LpyrsaTOph, KOTOpE PESOTIOT K 3 YpokKe, T €. Ha yposne IP-apecon. Tyt
YIE By GATICAGURALA e AMAIPATIILX ATpecu, A IP-saptpyToD. Yrob
CEARTS 310, NAKCPH HIIAMMIBAIOT NADIIPYTHATOPhI H TICPENDOTPANMMPYIOT 10X
A cBolt nax

TpoTuBocTasTs Rommele ARP-TaGN MO0, TOTHKC €GTH B HOMOTISYETE 18
OPFAIMIEUHH CCTH YIPALTAEMHE KOMMYTATOpE. B HIX CETh BOTMOKHOCTS aKDE-
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TT URCTPANTATL, Web-Cepiop TONGKO i OBMEN AMUMMY U YCTAUABIMEATS L1
Dero morentwEIMIG onacse suerapiy. Ho tenan abbmats, wTo FIP Tooe
MK OKATaTE MeTeILIO yenyry. W3 JIEYX 107 a0 babupart ekouce. Lims
¥ Bac yiKe padoract Web-Cepecp, TO MAKCHMATHO HCROIE3YATE €10 BOTMEHHE-
19, 1 9OT8 MOHO GyHET AaKpbIrs 21 HODT, TEM CAME OPNE CE0 O bepom-
T3 OUUBOK, KOTOPbIE MOTYT C 1HY NPHHTH,

s At MaHO HEOSKOAIIN AOSTYT K Cepeepy A7 pAGOTo: < fiaavu YAaness,
o coneryio wenonb3oRaTh makeT SSH i KeTpoetiketit SFTP-mpatoxor, kotops
LMEPYET ZuHMHE, TAKOE COCAIHEIHE IEPERHATHTS 113MHOFO CACAKI(GE,
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Tan, BOT 370 CaMuli BAMOTCKNIR BIT ATOKM, HO NETKD 30 PYRACY KAMLE GOSN
AR Gro poan 3aUMM HOCTATOHNO HOOBHIL KIKAIA AUITYPYYEMH CHOTEH.

JIOMyCTHM, MTO Y CEPRCPA OCth KAIAT CRESW C NIPORYCKHON CMIOCOBHOCTEI
64 KGurie. Baw J0CTATONHO NOAOBHKEL 4TO0H NIGAHOCTAHG CC0 tauTyat. Ty
STOF HCNPCPAAHO 1OCHAAGH 12 CEPBCD PING-IANPOCH © SOMBLLIM PATMEREM na-
kera, JKTarebiI0, WTOGLI R KAUCCTRE CYPMITENR CTOR] HE BALL ANPEC, a MO0
apyrof. ECi B CBONMK PINg-NAKETAMM COMAITE HATPYIKY HR KAKAT CEPRCPA B
32 KGuTale, T0 BTOPAR CTO NOAOBAA GYLET JAMITA OTEETAMM Ha HECYIESIEIO-
i wm vyl apoe.

Tauwva OF 37O AT TakAR e, Kax 1 OF Ping of Dead, a Memio sanper [CMP-

‘Tpapaxa, BAaro 3TOT (ROTOKON He O¥eHb HYXCH, 0600CHHO BXOTiR 1 Mirrep-
Hera [CMP-Tpapus.

14.6.3. TCP SYN

V GOMLMCTE COPRCpOR CCTM OIPANMMCHUC 1A KOTMMEGTHO NOAKMONEHIGH
B 1eKOTOPAIX CIYHARX OTO CEFIAHO O MOTIONL3YEMO! TEXHOTOTHER, HO MOKET
6T 1 HMECE, OMPCACHSHKLE B HACTPORKAN KOUIKPETIIOTO CEPBCpA.

i3 Haseakua ATAKH MOXHO JOTATATEOS, HTO HAT24 XaKCPA — HATIPABATS HA OZp-
8ep GoTbW0C KoTHeiCeTE0 TCP-NAKCTOR & YCTAKORACHHbIM (aros STH. 1K nake-
o) MCTOTBIYIOTCA AR YCTANOBKI TOAKMGHCIINA X cepBepy. Takhs oBpasom, 20c-
YR OFpAHUHEHIA, CPRCD GONHIC HT BYACT MHKIGETH KORMIC MOKIONCHIA
£0 CTOPOHB KIHGHTOS.

CApRTATHCR UT MOOGHUA ATAKK COBCTBEHEIHMM CIUTEMH MPARTHHECKI HERINCY
HO, BN OCTAEFOR TOARKO © NOMOLIBED CETEROI0 FKPAKA OrpARKANT SYN-naKeTH,
H0 0T FTOLO SALLATA HE CTAHET Ayiuse.

Ktk Bpescinoe peichie, MOKIO YRCIBISITs JIGHT NOAKTIONCHISH £0 ETOpo
KnienToB. arpy2kn Ha CepBEp OT TOTO HE BOIACTET, BEAL NAKEP TONKO Wi
LMATGOMPYCT CROM COSUHCHIR, 110 11C NOELITACY KARWC-HGO naxcTia. Ho orpai-
GeHHE B KOMMIYDQUHOHHOM (aiine CYLIECTRYET He BCErAA. DTO MOWET GhiTh
CICACTRHEM MCIICIILTYEMOR 1IDOCPANMOR TEXNONO UM,

Cneayiowil cocoS AT FKNONESTTH B yMEILLEIIiH TpeRCiar acHicTmRs
HCAKTHEHOID COCMHCHUA. 13 HEKOTOPHIX TIPOFPAMMAX €T BOTMOKHOCTS B KOH-
QU YPAUROI X I Y IO AR GARHOG T 1HCAKTIRHOTD. LOCHHHERH
Yoanun om0 IvcHue 10 10 CEKYH), CEpDep Tie TOMYOAICA sarpysuT, SYN-
naceTann, 11ows OGPiERErCs ONEPEHs NOJKTIMERMA, NEPRBIE COBTUHEHKA YiRE
Byayr paspenTion. KOREIHO 3Ke, MOTYT BOZUKHYTs MpOBiessi W HeyIo8eTsa
¥ MUGPUNOPRIUSHBIX 1TEIOBICICH, KGTOHM, HOSHORHO, SpITCH MM pas
VCTANARIMRITS COCIHHCHHC C CCPBSPOM, HO, 110 KPAiNETt MEpe, POBITa e OCTaNo-
BirTes.
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— PEIOpRAT COCACH LR ST 0 sanepmenns pafiore FTP-
CEpREpa. 5] PEROMENIYIO YOTAHDRATE DIIPBIs AELOCPEACTECHRD 1pEd -
HEpUISTNES ML YKBITO 1 MyTY;

* Uptie— B30T MOMEHT TaepUIEHIE puSoTil FTP-Ceppeps i ¢XOok ¢ ana-
AOPHAHEIN NAPIMCTRON & KCMARAE shaldewr 413 LinuX. Bes vewere yia-
TG BMCETO BCMEIH KNOUCHOC CICHO nw HTOGH SAEPUINTS PASOTY He-
NEATEHO, 190 5 PERINERIYH) HEHOB50RIT KON +n (1518 7 — 910 KOS

GTBO MHUYT 10 GBEPUICINS PASUTL) 1M YKIITL TONIIOE BPENE b (opHATE
HHMM (oo mnyTi).

3 fepcont -+ NUIBOAAT KOAMMECTRO MOAEMCAEAX 10 FTP nossaoRaTens

Kiorzia 5 CHCIGwUE DORGAIIT 51010 HEUANAL, 10 % HCCI,GE HDOKEPIO. CCrh

20 cocnuitenis kTHeatok GO PTT. iy 43, 10 CAEAVIOUIIM FTANOM HYKUO Y3~
[ —

0 fuice — BO3RPAGET CAHGOK NOZKUONENNGI K FTP-cepoepy KMENTOR ¢
RERIMEN, Y1 HOR SAGHCL, HETIOIRIOSIBLICHCR 117 110 ehan. WO i
DHHOTO BN JOGTATOHO, TOBH O1IPCIC.IHTE COSTIHHENNE ANOFMUTULIENMHY-
. LApUMED, AMCCTCR YACTITIR TanMSl SEI0DCKE, KOTOPSIA e MOKeT STy
8 imoe npes i1a KTP:

3 skeentag — npobepRet Kowdwrypauino FTP-ceepa W LbEOAMT O13eT 1A
UKAOTO KORDHTYpaLOTIOTD (i an wu-{ip-cepicpa.

10.9. Pesiome

Tinovokos FTP w ecpneps PaAnssssix MPONASOAMTCCH 10 BPCHA GHOITD CYICST-
BB NG MHOKECTBO TPOGHEM C GEI0MICHOCTLI0. B CAOHTE omubw
PIP b npocpammecs Seaditil, 10 pesyASTaT MOWCT FATMHTL HKE NOTEPU OT brc-
2pennE BARYCOE.

Taeptns mposnena npoTokoaa FTI! SAKOHAETSA B TOM, STO Gl CORATBATCA KoK
SYRCCTECHRB 1 YAOGHEGH UL MOABIOBATER. BIOPas POGACHE — HOMOAEE0-
B ATYX TIOPTOR, ARTDPHIAIMA |ITOMCXOTT TN TP MOLKIONCHIN 118 21
HOPT. @ PRGOTA G KAHAION 1A NCPEA'H SAHHLLL THOHEXOAMT Be3 KukOMO-mGo
MITBEAAENNA HOLMIIOCTA KGN,

Bontt 50 Bpcwerta covatat FTP-0oT0sana 08 G ACHTEATENbID HedBXO/01
39 DBNEND DAUILIMIE, TO B IACTORUIES BPENA OT M0 CACAYET HIGAITTLES, Eots
1 XOTHTE T H015HORICAS M ROsOAHOGTE TOIDKD CRAAHRATS MHGODIaI M),
1o o6parire eximaniie a ITTP-aproxnn, On Bes0nackee, 1 ¢ ¢ro NONOIGK
H0R110 JKe OPrAHIAOBATE TPy Iy QAFINON Ha ceprCp.

Eorm HeoBx003 BMEr MU b IORLINION CoTH, TO NORHO HEMONRIORITL
Samba-cepkep wan oot o HTTP-nporosan. MHOTAC aiMusHETDLHOpa) He X0-
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Cyurcersyer pastosnauocts DoS-araxs — DDoS (Distributed DoS, pacipeds-
ToinAA DoS), OITHABETCH O TEM, HTO WWTYPM MPOHIBOART CPATY MHOKECTED
KOMABIOTEPOB.

CavoE CTPAILKGE AKTONRETSA & TOM, HTO OT JAHHOTO THIA ATAKH {HOI i HEBDH-
MowHO 3auricency, Ocobenio or DDOS. Fean ta cepaep noctynaer camukox
MHOFG 3GITPOCOB, TO OK He YCIERAET X OBPAGATEIBATE, H HE BSE CMOTYT NOTY'INTE
00Ty ¢ copsepy. ThcHCTansTe ceGe, Cen Gut RCE KOMTILIOTEPH MIANETH 02K~
BPEHCHID MOMUTAMMCH OSPATHTEC AAKE K CANOMY MOTYAeNY CepBEpY (XnacTepy
3 ocprepon). Hi 0auH ka3 Giask 1ie SMOKET NPOMYCTHIL TAKOMO KOAKHECTE
COCaMKEHH, MKE Y TAKMX MOIIHGIX CCpECPOB, Kak yahoo.com gaogle.com. He
et wouprosreH, Takum OF[I0M, JAEKO Be BCe NOTXSIBITENA CHOTYT pibo-
T ¢ cadramr

Iapaiire pasSepen ocHonkbe arakh DoS 1t DDOS i NOCNOTPIM, © KIKKMA MOKHD
Bopornen, a ¢ ik — Geenoneaio. K 1wy xe. e GyayT MRTEpECOR T METD-
16§ TPHTHEOCTORHIAA ITHM ATaKN,

14.6.1. Ping of Dead

ME yxe SHACH, ST ¢ OWONUAC YIVGITTI DIt MO0 UPOREPHTH CORTHKEHHE
¢ yaanennail cueresoit fcy. pasd. 3.4). Jna 37are ucnonkayercs ICMP-nporoon.
Korza cepscp noaysaet ICMP-coaGucnne ¢ ko1om Echo Request, To on aonsen
OTBETHTS TAKIM 2KC COOBIICHEI, © TeM K KOTHICT IO JANTLLX.

B wexcropsix OC ofHapyRaHCs oGk 05pasoTkn ping-niakeros. TTpocto npo-
FPAMMHCTL, KOTOpUC poamiiosiibatn ICMU-GpOTOKoA, nozpasyMesam, <10
OTL208TEM GYAYT TPHNCHRTS CTO NPABSIGHO K HO CTARYY N0GHIATh CIHIIKOM
Gontume maketsr, Hazesas Ha 205pOORECTHOSTE NOALIORITEREH GOEpHYnECH
nowEneren araxh Ping of Dead (Ping ccprom). Xaxcput (hopmupomam e s
KeTbl, KOTOpHE Ceppep oGPABATHIELA HeagpHO H 2aBHCan. [[anBouee HauryveBwa
Ak BLUILICS B NOCLUTKY TIAKCTOR patcpom Gonce 64 KGair. 11poypasmcTe
HPEIEPBUPOBAH MO TPHHIMAEMbIE NHHLIE TOTKO 64 KGaiHTa, W 3TOrG He Xas-
30 1 nwcyA aKeTOn A GEPREPE 310 wORKCT AMIAIET KA TP IEHHE
Sydepa

Bop6a © TAKIMH ATAKAMM MOXET GMT PELINIOBANA TOTLKO CEACTBANM CETeR0-
v i, Meko sanpertsri nomyseiae FCMPonakc1on © koon Eeho Requesl
areaxa Ping of Dead wa bauy SHCTEMY He MpHHECET peaynkTara. A 3aTew obHoB-
7 OC.

14.6.2. ICMP flood

KOri 11 HONySaeics YHmTomon T, CRCD WHIGICKTy AN CHOCOG,
BATOMUAK 2R WCToTk20BaTS flood — sackinanme cepeepa ICMP-nake-
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11.1. Beepexne B DNS

B mepBoc Bpes npeoipasostime IP-1LCCon b MACHa APEHCKOANO ¢ HOMOLM
HIIGETOO TEKGTOROTO (a0, 10 KOTOPOMy # NIPGBQTNAOTh SONOCTABAEHHE Tap:
merpow. B Linux s amo arweaner qufin fetefhosts. Heowors 1 ero citosm »
H30BCTEA B CONPOBOIEHIN, B MATSIX GETRX BOMOXHOCTER Taxoro hakna doc
Tatosuo.

C pacinnpeneM ceTa HowATOGWICR. oM Criocol xpaneia coomerermi H
Gweny o upmiLa AmcHiss crgrewa won (DNS, Dooiain Nare Sysien)
eI ENAIA 1A TpOGPAI0BAIIA CHMBOTHOTD wnensc b ID-aipec 1 ek
por. Ee TPSHMYLISSTRY HOTYT GORRASTLEN NE TONLKD B MIMepHETE, 10 W & 10
KATLAGIX CETHX ¢ 200THTDN0 GOTBIMH KOICCTEON XONTHHOTCOS,

Biieripenne NS niwsid 10 £hic O:U10 PCHAYIECTHO 105 GG — 107 Ot
4 7em e I1-0IPECON MOXET CKDUIBATLCS HESKoMLIo Y310, [anpiniep, Yoot
CODLI KOMALI 112 OAOM CZPBEDE MOTYT COAEPIAT! NECKOILKO CAFTON

‘Cepnep DNS — 570 G0 5% FRMHIK, 1 KOTOPOH XPALTCS CEAHR 0 €5
OveroTHI MMe yanok W IP-dqpeok, CAMOR CIGBHOE, 40 ST HHGOPMAI 5
EUTPATIONNH, H D YATEPICTE CYLISSTAYIOT TCRAS TaSHX SLPRCPOE.

Bn JAHHGIX HMEST MCPIPXUNECKYI GIPYKTYPY. REPUIMHOR KOTOPOH Sbaetct
Tk % 10 wiooBHe ks " b Gultnosoll cactents Lini, 6ozt
kopeRyo. awpcicropiio. Tla nepeow Ypokie WAyt sowenst Tana COM, ORG.
NET, GOV, RU, DE 1 7. 2. Hike NX01ITC Ketis JOMEHOR HTOPIIS Yposs
[Tphnep onvcannof CTpys i sipHbene t Ha pic. 1.1

epoearl [

Puc. 11.1. Mzpapins aonencs

e |

JHomryerims, <70 ByAq10 aifTH 1P-napec ecpnepa Www.cydsoft.com. Has pasGips
r0x cnpaBa waena. Chiasdia NATPABASCTCR 3ATPOC K KapHEBDYY DNS-cepaeny,
KOTOPLLIT JQLIZGH YREHITE, KFO OCIYOKHDAET JOMEN) SORI, JATCN W MANAGHIN
<epREpe 0 3ATOCY OCYUIESTRIICTSR HOMCK JOMCHA © HMGHM eydsoft, Eeri
awoft maiizen. To i touyuMM aupec DNS-cepeepa, KOTAphi OfGuyKige
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Baaro UPP-nporoxon »a ayGauuinx ccpacpis MCOAL3YCTCR PEAKD, COTD 603~
MIKHOCTS G0 2ANPCTHTE C MOMON(LIO CCTEROCO 3KPaH. ECTH MPOTOKON 1eofixo-
4, TO FRILTY MOHCT TIOCTPOHEL TONLK MPOIPAMMNCT, €03188 113 020ne UDP
XO%A Gbt KaRYI0-TT APCACPIY NOUNHIOCTH TIOAYVGENSIX (0KETOR

14.6.6.DDoS

Ha Tk MOMERT MOIIO GKAXLTE. 0 MmeIo 54 DDOS Syayuiee. Onnbix n
APOTPAMMAX, KOTOpHE NOSBOTAT HOCKOTLKHMI MAKCIAMM YOUTL Cepeep, © Kax-
L THEM YMEHBILAGTCA 6 NOSIXIIER NES PERE, HOTONY NTO Iipr pmMMBCTH
TN GOTLIE RHHMARYR YACAHTE GEXONASHOGTH NPT HAITHOANITK GETOBBIX TR0~
fpah. & 507 o DIDOS KA 1e SNEWILCA,  OT ITCH ATAKN PEATHION, YIiHRep-
CANLNOF (e HAHOR TAUMTH HET i CTOKHO CeBE APCCTaBHTY.

€ Apyrofi CYOPOMHL, PEwIGORITE NEACTRRENBHO MACCOBYD aTaxy DDOS odeHs
GAOHINO, K KDYMIIE KOMTAIAN GLIN WKS YECDUHH, 10 IT0 PAKTHACCRH 1+
BO3MORHO. JTAKE 'oHE BOTLLIAT [PYANA XAKEPOR HA CAMBIX GLICTPLLX KaKanax He
GHOAET NOIYETh B CBOE PACTOPRCHHE TAKKE BUNMCTATEITsI G PECY Pob, KAX Y
copnepon yahao.com, gaogle.com win microsoft.com. Ho xakem RaxonaT Ho-
B6te cocoBb, Mano KTo W3 nonbsonaTeAe 10GPOBOABKO OTATCT MONUICETL CBO*
S0 KOMIMOTEPA L% MOREACN PACTDESACIIION ATAKH 113 KPYTIILAC GeprepL
HroGet pelmtHTh Ty MPOGIEMY, XAKCPbI MHIYT BUDYC, KOTOPHLC 6¢3 paIpeueHus
SAHMAIOTCR SAXEATOM.

SApwu NpuvepoN YaaIOR PaCApRBenenIOl TraKK RONAETCR Hepsh MyDoom.
3107 HepBb, HasAHAR ¢ 21 ABTYCTA 2003 101G, B TEUEHHE TPEX HHER ATAKORLT CAHT
wormarn SCO c0 neex spamenax n Mirepiierc kommmamepos, Yepes wearo-
7O€ EpeMA NOI0BHYIO ETAKY RITAAHCE PEATHIORATS 4eper mupyC MyDooim B, o
na Geprepu Koxnanws Microsoll. Bropas amaxa oxasatach menee spexraniicd,
HO 5 3TO CRIMIBAIO C TeM, UTO MEHBIICE KOTHYCETRO KOMPLITTEPOR b Hitreprere
G110 WAPAKEHO MM RUPYOM, NOITIMY MORKICTA HE XEATWIO AT MPOBCICHHA
OMNOLEHHOT HaTeTa, 11 M KO 4EpBX GbiMl ek OT Waeana,

Hepearo i peaniesaitian DIJOS XaKSps HGNOAL3YIOT 30X BI4EHHLIE MOUIILIE Cep-
BEPY KA BLCOKOCKOPOCTHBIX. KIHATAX CBASL JTO MOJBOMSCT ANOYMBILITCHHKY
RGAYHTL HEGEXQATNLIE PECYDCT AT YAAUHOR PICTDEISAEHKOR ATAKK,

B Byayies OO OAMLTL HOuME 4rak DDOS, KoTOpLE OKakyTeA Gonee o
BEKTHBHEINIT 1t ODHIMHATEKEINE 31CCh YIKE ATMUHICTRATOP BYncT Bocone, u B
10N CILYSHEE. 14 110NO1 U OIS TIPRXO U T MO0 X PRI I Ot

14.6.7. DoS

Feam ool yoke noceniaere Gronnercnn BugTrad, 7o 10 %Hb1 HMSTHS, ¥rO yasmi-
NMOGTH, /IAIOWINE 1OH02 1A Mponements Grakk LOS. pCynapio HOIMISIOTSE B
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DNS-cepeep

Euail KOMALIOTED, NOAKTIONSKHLII K CETH, JOTEH KMETE CBO azpes, (TodH
D 2€KO MO0 G0 AT 1 OGVHARSTLCS ¢ DM I, FTO KaK TENE-
Ernble AT, S0t KOMy=FGys 1L3HO1H b, HYICHO SH1L €10 HAMCD To-
SEOHD, MELIE KOMMYYATOP HE CMOMKES TIOHATE,  KEM BIG COSLMITMTE,

Foraa obi X0THTE N0y TS Web-CTPANHNKY © CoPBEDa, TO HEABXGUNO IUATS €ro
aipee. B TAIPUGE. MYIHD YRATATS SHUA KODDAMHGIH, sOMb CCPRC] S, Ky
ey TPEGyGayIr CrpasniKy. JACCE SPOCHITPHEACTE AMATOPE ¢ MOTOH. Dol
JEPABIACTE MACHMO 5 OMpEeIEISITL APEC, W €CAM XOTHTE, TOBGN BAM OThe-
T, T AL YKGATE PTG P,

B TIxy POICAEIIAR CETEH KOMILITTCROR 1 HE BHLI0 MEL 10, FAENTOMY Ut 4
mn Goan maipas casei upoeTOl Baphattr — e, C YEeRIEHE KaThIe-
B KOMTIUOTEPCD CET2B07 OBIECTBRHIORTS: STATd WEASHABAT, IO 1IONHYTY
SRLLE 20 ALPECOR 1IETIMOAIO, HYITUMY Gk NPT e A LTI KR
0 SHOCOR, 31O AT 3O A,

Fistcismn. UM HYNEPAUMI HOTANO, A8 % buGpanas IP-CHCTTME OMGHE
320642 218 OGPATOTKI HA TPOTPANIMIOM YPURIle KOMTHKITEPLMIN W CCTCTAINK
TETPOHCTEZ M. HEMHOTO 1OKQISIOTAR, YMIILIE 31014 OHAYMAIN CONLETD UCH iPa-
waORI NI A%y . YOTWHB. MO0 cOOTuerCTEne TP-GIDECO U CHI
BHE HMCH, TAKAN OGPII0N. NOILIOBATETs ONEPUPYET UMGIEMH YIION, 1
Iporpasma Y 00 623 DNS HaSOMT 1y 1P-0IPEC W 11D KEMY COSIMIACTER
CromoTepoNcepRenow

0T HETOA OHCHE GHTHID YIpOCTIN 30701y, Pakbie, 0GR WU CEpBEp. HYK-
0660 “CTKD 3HaTs ero IP-aape. Tenepl b 1IPOCTCH CHTYANKI MOKUD OGO,
same Gez noueroex cHeTem Tuna yaboo wan google. Hanpiwep. et wyokert
e kopriopuym Microsoft, 10 Moo 10IpOSOBATE UGEPaTh 5 GpayIepe anpec
wvw microsoft.com. Takise 06pasos, Web-cepnern GHpM MORHO HaliTh 1POCTO
30 WX NG, H (1€ (R4 5211081271, AHUIEH0N HHGICPWALIHKO
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Cavan Y418 3T ACMKHA GLITh BUINOTIEN NDOrPAMMMCTON. Ko mifie
My, ON OMKCIS PCATHIORLTAT. B COOHA NPOTPANMAX 208 SOIMOWIIGKTI, He-
CTOliKY OTPAHUNEHW KA KOTHUECTR NOAKTIQUHA 1 PAIDLIR JICRKURILLX Con
estiienuls 4epes YKEAMIS B KOHPUTYPaLIAA Bpes. HeoBxomus: 3anper 1a yoTs-
HOTKY HCCKOTIMRHS NOJKIHOUCHHT © AT W TOrO e IP-atpeca.

14.6.4. TCP flood

72 araxa aazornsia ICMP flood. B He RUMOragT CHeka ko, 1 XaKep He Ho-
T HATIH YASIMMOFO MECTA, O NAUMIAETCR FCHRALME CEPREp GecohICeNII-
Mi TCP-sakCTatM, Vix sirbectimaiostn, WiorAs dioke wioke ICMP-ntaseron. e,
B CyHRE HCONLIOBALIR PZ-3ANXICOR CEPERp OBRAH BEPHYTH NAKET C TAKKAUI
e Laromin, T0 5 TCP-NPOTOROIE IT0 1S OBASRTCNLNO. Takw 0Gpas0oM, Kann
BB Y XAKEPA AOTKOR GLErL MACHTHUIIAM, 870 ¥ SOTLLLE, HCN Y HTAKYOMOR Cit-
e

B cryae wonons3osanina HHTP-RPOTOKOTA NORHO SATpYSHTL SEBED 2UKe € M-
newmxoro ket HeoBYOIMMO HOChIET™ TaRWE SNPOCH, KOTOphC FPCBYIOT 18
ceprepe Gomuuoit Warpysk, Hampsiep., ¢T4 HEGEXOIMMO BELBCCTHE H3 CTHOR 10~
UCKORYIO CUCTEMY, MOIKIIQ HAPABHTE HA CEDBEP MHOASCTRO SAMPOCOB il NOHCK
02060 NONYIRPILIX CAUD. ECTH CEPRCPILIC CUSIIAPIM PEaINsBabl e piexin:
KO, 10 OFpASOTRA TAKOKD SATAHMHA MOCT SAHETL CAHLIKON NHOF BPCMCILE,
Moo uenonuaoRaT, crausaine GoLioro a2 00 npovorany HT'TE. Muo-
KECTRO TAKWX SaNPOCOR MM MMGAOM OPrAHHBILUH K3WNPOBAHR HA CEPBEpE Tak-
K MOTYT TPHDCCTH K SABHCAI 0.

Ho y TCP-upovoxana con. Tipenmyutectao, B GonuriicToe cerell puenni
TCMP-Tpafpik HEHTPATHIYCTeA CETCBLIMM 3KpaKaMs, 8 nov TCP-nakct oons
TOTHIO OCTAIOTCA OTKPHTHMK U1 OGULEAOCTYHBIX PECYPCOR. H WX GOKHPOBALS
rvam—

KOHCUHO RC, OprasMIORATS yCrICUIKYO ATAKY HA wOWHAH CCPACP R ORIIONKY
Hepeanto, 8 BOT GONGULIM KOTHICCTROM KOMTHOTEDOR MOHO AODHTLCH CEpes-
o1 pesyarTaToe.

14.6.5. UDP

Ouwnbxn o nporpamas, oprentaponarnm na UDP, rauGonee onacHl, novowy
10 TOT KPOTOKOT HC HCMOTL3YET BUTYATLHOTO COBAMUENHE, 110 Jiewy nakeru
POCTO OTMPABIRIOTCA M0 CETH, 1 HET HHKAKHX MEXTIINIHOR NDORCPRH J0IOHCp-
oG yrEsIIILX @KL, ECTA 0pH ucnonyosaku TCP noasemars [P-aspec
ZOCTAYONHO GAOEHO, 0 & ROMOIN UDP-POTOKOT 5TO PEanHEyeTes dneMei-
Tapmo.
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2. CroGonos mecia. Eciin 113 KoMTBTEPE YK ecib YCraHontennan OC. 0w

QOBOBU LI 1YCTOS IPOCTPASTEA ¢ nAMOLIbo Partition magic. 70 bnbwpuli-
e 70T NyHKT. TIpOrpas Yeranoncn comac ek Z1 Linu, nexoan m
GROTOUNILD MPOCTERRCTBA HA JRECTROM AHCKE.

3. Jlowoiatnrcnnmo, HACT BOMOKIIOCTI, CONOCTORTEINLHY WHISPLre rapRVET
COILABACNEX AUSKON. FIOT BAPKAIT NAMGOISE CTOKULIL 10 TOMOMCT R
64Tha MAKCHMATEHO HOYSKTHRHELX i GEIOTACHEIX PLEYLTETOR

2.3.1. UmeHoBaHMe frckoB

B Linux AMexn sysicpyioTes 1G 1K, KK sl nphmkan & Windows, dreen wor
awexs Ar, oo 1 Boe soickn nweror wens devihduX. tie X — 270 nowep
ek, TIOACHIO, B KIKOM THANAROHE ONKHEL GiTs HOMEPA. JLiA NEPBArD EcTKO-
v i nesmase o idin - (dev/bdal). s 510poro — 2 4 1.1 10 4, n0TOMY
IO BEN0 B KOMRLIOTEPE MORCT LTS YCTANOBRENO 4 AKCCTRHX ACK (SOTA A G0~
FpEMElIS CEPRCHIX HOUQALAYIOTCS HENHOTO GOILIIME MacobLL). BuTchl Wyt
noruueskie auck: fdev/hda, jdevidaG n 7. 3,

Tl nepatil B3 ST CTONNG, HO BABAIITE PACCMATPAN MPIMED. R BEC BETRICT
2 ChoM MecTa. JIONYCTHN, T0 Y BAC GCTE 58 ECTNHN AicKa. TIepmhii 3 Hux
paGors v na pasCra HASUECH WX A — OCHOBKON # B — SOROTHITE b, o
E10pOM wicke ¥ KaG Gymer oanw Goneusai pastes C. Terreph DOCHITPHYL Kakie
Witetia eassas i sty ancka OC Linux:

A — fdev/bdal;

C— idev/hdnz;

B fdevilidas.

ComonHoR PEITEN IEPEOFO THGKE MoTy A Haviep L. LUnbpa 2 IPHCE0EH ACHOB-
Jomy pameny Ezopore Antka. JlouaaHTeTONGIR PASCT NEPBOTO AACKS MteeT
fomae 5. R (bt ta1 AIapow WCKE Got1n O HIIEIbILE PvIEo, 19 OB 10-
D OME, e 5. Kk SHMTE, MadCHHR 3 0 4 0CTARNCE CEOSOHHNE,
RIOTOMY 7O § HAC TONEKO A58 AKECTKHX THCKD.

2.3.2. @aiinoable cucTeMul

Tenepr raranapis o Gaiiorix cueienis, € koropmm pebmas Linx. D1 OC
OABERMBET MHOAEGTB SHITEM, & TOM S1CIE 1 Windows-pafinoseie cHETeMu
AT, FATI2 it NTES, 50 nph yeranonke OC Linux seiiaieane spam, pomiyio
cucrewy Ext2, Ext3 wan ReiserFS (1o massanne 4acio cokpanaior 30 Reiser)
Tooncaag THITEICH NORHAKOR M HaWGOTEE NEATOTTHTENLHA, TIOTOMY H1C
BICIHOSIET KYPHATADOBIIME, KUTAPOC TEAET CHOTCMY BOICE YETORMHRUR H 116
2BOIRT FCTPR ROCS Al AN, CE 0GR GBOSk






index-380_1.png
380 Fraga f0

XAKCPH HAUTE OTIMSHLIA CIOCOS SACTABHTR CEDHCP CKAHPOTATY 1OpTH. It
1010 Deero nHun HyFHO NOMmKOMCKre x FTP-cepacpy. kovopuii padataer s
RKTHEHOM peskitde,

Bonowiihi, Kak NDOHCX0THY ApueMAlepenas (aiiaos & aKTHEHON peaime. [
#1010 FTP-Cepliepy MOCMIRETEN SI0DOC © YKANHeER NUTA RIREHTCKTD KoM
£0TCPa, K KOTOPOMY O O:TKCN NOAKTIONTLC, IoMKNO HOMEPS TopTa Aepeter
o 1 1P-agpec. 310 auuT, w10 KHONT ¢ aapeca 192.168.1.1 MomeT sanpocks
COPTIIHIE ¢ KOMMLIOTEPAM 192.168.8.2 1 HOGHA €r0 NOPTOM, W CepBepoN T8
BOCTPUMETCR HOPMATLHO. XOKSP:l HAYWATHC) HCTOTGIOBATE 3Ty OCOGeHHOCT:
13 7070, 4700bt $3CTABHTE FTP-CepBCp CKARMPOBRTS NOPTH YAATCHAOTD KouT
rorepa.

Taxitn OGPAZOM MHE YAA'IOCH OTUH Py YAATHO Npowasccth araky Do$ wa caol
cepeep. 5 3acTABUN FTP-cepBic CKRHMPOBAT KOMITLKOTEP C PIOXY, 4CPE3 KoTopi
APOMCXOMILNG NOAKTIvteHiLe K VHTepHeTY. T2 IDOKCH-cephepe GbiTa YTanomIER:
CUCTEM: OBHAPYKERIA 42K, KOTOPIN NP BLIARIEHAN 1IOMbIEN CRdidposE
ayTomATIYEC KK GIOKHPOBANA THOGbe COEAMHENHA < KOMITBIOTEPOM (O TaKHX ¢HG:-
TMAX MBL IOTOBOPHY B 22, 12). CKATMOBANAC IIPOLNO Y2USHO, 1 F CO oK
HOR AV NOWET HA 066, BepHyBulIc, YOTHILAT OT TOILAOBITETH. 70 He-
s03MOHa paora no FTP. 1 nposepin, cepsep paSoTat HCapaso. Quasalock,
10 FTP 4211 HETOCTY ICH L1 BHEILTHAX SOI30BETEINCH, B0 MAICIOANES 567
ROKCH~ce e, KOTOPhil 40 EDEwA CAkHpOLANix 40SakHa FTP-ceptep b wepks
wicox,

s cxanmpouaina uepes FTP-

PP MOXTIY HEIIOTHSOUSTS POrPaMMY nevapy
Ay b orn_POmea033138A : BEn0RSBLEACHDBID: FODT

KaK BianTe, 374 SHICH OYEHK CWILHO NOXOKA. K2 OTOKY HOKIIONEHAA s
Web-6paysep. Eci A CRaHHPOBAKIH GYRET HOHOMSI0BITHGE AORIACH Sep-
BCP. TO HMA H NAPOTb YxIbIBATE HE OSAITCLHO:

sap - Ctoeepsepinops

Ecai cepeep paGoraer Ha 21 TIOPTY, TO MOAHO OMYCTHTS 1 3TOT (ApaveTp.

I 50004151 HOKHO HOKIOMUTS aKTWbHEH peskns FTP-Cepoepa ¢ MOMOLIEO ce-
TeB0r0 xpana, . €. GI0KAPOBTY PABOTY ¢ 20 NOPTON, KOTOPUIF YAl BCEr0 IG-
ROTAYCTCR ATA 1€PEnaaN Galinon. B STOM CAFAE GCe COETANIEIINA HINLAATI
PYIOTCA TOTEKD GO CTOPOHE! KIWEHTI.

10.7.3. Paccbinka chaiinos

€ nostowtso F1P-cepuepa oo paces
alfre wa cepsepe TeKCTOBMA hafit O C

e TomalcooGuein. s aroro cos
A0S COTCPIRKMBM:
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OC Windows Beste, 1€ TOIbE0 MOHHO. WCHOTHIYET BAZYEBHOE MIpEASTaRACIIG
W pweecia MiTTepelic. 1 Linux e PAGHMECKHE YTHTATE! CTHUIKOM MPOCTS!
HABACTYEO HE DEMABOT AOCTETOMLIMH BOMORBOSTANH, 10 D10 10NBAN0,
Gelieic MOAWIACTCA Bee GOTLNIC OKOWMIX YTHIT, yMPOMEIONIAN MpAlCee Ha-
capoiiniu, T1pOACT KIKOS-TO BPENE, W LU CTAHET TPHBHAToHOM & npHMEreHAH
VDG FTORT COAPAHIT BCH) ML 1 CKOPOL I ACHIONEIOSEII) KOMEIIAHOR CTPOXK.

TaK ki HacTpOMKA LiuX — J0CTATONNHO Cokias NPONCAYPE, IPLGYIOaH Bhco-
KOB GHUIPRKAUAK, ONEHD HICTO UNMEHHO W3-30 HCMDABMNLMD YETAACENCHHEX
WBPANCIPOS 13 CHOIGNA IOTATACE 1o 0ok Xaticpon. oban cucTewa (Win-
dows. Linux nnu Mac OS X) ¢ HICTPOBKINK 10 SMONSIHNIO TaTcKd 0T WICATL,
Hac70 GE30NICHOCTAH) KEPTRYIOT 174 OBECIESSHUA TPOUIBOTHTENSHOCTY WA
AOTEING. 13 1160 T0pAI MQTPANNAY B IORAI0ZER ECPBUCHLC (by1 KLU, KOTIPHC
Ui ekt paloTy AAMMHMCTDIODE (HANDANED, OIIKA B MECPIPETAIORG
PUPY. Ho n YAPOILAIT E3IOM ¢O C1OpON X1kepa, Hmehso nosTomy Sesonac-
HOCTE CHCTENG 1APANYID JABUCHIT TOLKD OF ENUBeKs, KOTOPHIF & 0BonyIi-
nae.

Hicns gt e 1upoco waysnies Tulman, € OC Lin, & neazr om0 s
THBHO, . ¢. CYMETo HICTPOWTL E€ HA MIKCHMANSHYN) NPOABOANTENSHOCTS W
GEI0MACIOCTL. HMMEIHIO TAKYFD 16T S H IOCTARWY Nepea Coboii,

W nce e, feronacroezh |inux mwine, sev Windws, u 710 1te CBY3AHO © OTHpEL-
ROCTUIG 130 SAKPIITOCTHO WSXO10F0 Xomn. 1} LINUX MIOTHS BONpocL peciiel
ayame, sew & Windows, aanpucp. piBota ¢ naenb, oRpedencias ofnace
KOT0POi BHTEIAETCA NDH SATYCKe MPOTPANKLL BHITH 3 CC MPEIEToI HEROIMON-
10 (TOILKO 1 XA CAYHAHA. 2113 DANENR AAKIIWNH € ATSTHNH MPUIOKEIMS-
). A Windaves K8 PO MORED IO YSEATIL JOCTYIE K SUOTOMY YT
Ky MGWATH, BOTOTS 10 CHCTEMHDTO, 10 TPOTHRN KeM, T APOTPINNA N OMlMBKe
MUIGCT WA, MYAYTQ ORGICTI 1 MWITH 1 ATHE PATYILNTL CHETENY.

Hauenas ¢ Windows 2000, norcuerisd paors © anepmmmnoll navaTeio ynys-
GHIACE, Ho aMa BCe pano HeeoBeperia. (Tanpmep, OC Linx noca samcpore-
HMF TIDOTPAMMEL CONG MOKET OHACTHTD MAMAT, NOTOMY 470 TOMID HZeT. Te,
CROMLKO W O KKK MYIO Ghio €0 pescacio. B Windows 10 peasmsona
SHOKHCE, OYTOMY MOIIO TOTTLRO HATENTLOR K COREPIICHCTRORINMC KOTI.

1.4. Agpo

Atpo - 310 eeplue OC, B kIOPOM PEAIHIOBRIO YIPIETCHIC (MaWHCCKIMH
UPOTPANMITINGE PECYPCIMH KOMMbIOTEpA. TTamsinia ITOM0 OHO TIOWOTAET 1107y~
Wi TOCIYH K PIATHIONY KETESY. HANPHMCP, DATHHG DpC A2pn oBccesms
Batn paSery Tounko anyx USB-ycTpoficTs: Kamarypa 1 suan. Hatas ¢ sep-
Gnir 2.4, nerpoona BonTepiKa USB-BUACORINGD, MPHKTEPOD It IPYCAX YCTPORiCTE.





index-489_1.png
Cogeru xanspa 489

He UCTOILSYETCA. ESan RIKeT NPEMNASIasen 3pyrofl GETH, TO Ok HANPABIRETSA KO
L0 10 YmOAAINO. JONYCTH, STt B Kasio B IIMIOS BLCTYIAES CErenolt ok-
past. B 310M cayuae, ecau xomnkiorep | anpecyer naxet & Hirepwer, to Firewall
TPOCTO MEPEHITPABISET X0 B GeTh. A 9TO G NALYHTENTH NEKETA BHCTYNACT
KOMNBIOTED 13 cET 22 ByaeT A CCTCROR SKPON NEPCCLINATI €TD MAPIIPY THIATO-
py? He obimarensro. Cerenoli SKpaH b Takos GIYHAC MONGT bephyTh ICMP-
COOTILEUHE C IPEIVAEHMEM KOMIEIOTEPY CONCUTOSTENH) PAGOTATH C ADUIPY-
TsBTOpOM, CoEHMIONIM CETH | 1t

[
o

e — | o2

[

Puc. 14.2.Coh c Asyis MapupyTzTopau

Tak wak ICMP-MPOTOKOT He HOMOMG3YET QETOPAIANAES W WMAPOBANHE, 310+
YRGS CAMOCTONTEIO NONET HANPAKHTS TAKOH NEKET MOGONY KIHERTY
W OGRPOCKTH €10 PAGOTATH HE & MADIPYTUSATOPOM, 2 C €1 KOMTHKOTEpOM. B pe-
AYINTATE NRKCTH TOPIYT )6t KOMNOTED XAKEDL, M G GMOKCT Wt NOCHOT-
per.

S pERONERIYH) OTIGHOUHTR IEPENANPARTEHHE APy AT, Jlan STOrD Yera-
wobTe 1 B daline fprocisysinctiipydiconfalliaceept_redirects, ewnonsne
Kamary:

sche 1 > {proc/ays/nes /ipvd/cont/z 1 acc:

Moo kasienmct 5TOT napawerp n 4epes dniin fete/sysctrl.cont, aoGazn & nex
orpoxy
5. Lped. 2ans ALY Aeaept,_caccecti ot

FCn 6 Baiel Cemm T0ubKO (nih SAPIMEYTMGATAD, T HAYETD KPIME 1IDRHICHHR
Bea0aEHOCTH He MPORAOTIET. SIS CCaN Y BAC 182 AR GOTEE TAKM YOTpIICTD,
Ha pAGOTE CETH T CHABIO e CKAKCTCA, PASBC 410 Tpaipuk BYICT 1iTH Uepes aba
MEpUIDYTH3ATOPR, 2 HE BANAAYIO.

Tax Kax A nposeneHin aTaRH neolxoau ICMP-npoTOKO, 1o €0 MOXHO 38
OPETHTS C NIONOLSH0 CETEBOTO KPAND,  XIKEP HE CHOET HATPARMTI: B2 CODE~
e U nepenanpABITEYH WAPLIPYTIATOpR.

14.5.4. Mepexsar coeguHeHna

ATAKA 12 KONHLIOTCPI © MOMOLIMO NEPEXBTA COBIMHEHNE GEIA Nepubii a3
TPHNEKEHA LS HECKOMHK® JECATKOB 1eT Ma3A, M 110 CHX fI0p CAMHCTREHHIM
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SMTP-ceprep. Ecan 30myCTHTL HECKOASRO TAKIX MHOLECCOs, 10 ApH CTGCHoRM
Kt SMTP-coptepa noayso s Homonenan DoS-avara.

BAUNIATECK T 37O ATAKH Ha CTOPDHE SMTP-CCPICpE MORTD TouLKD ¢ Bezewr-
M DBAITENLIION ABTOPMINH, B 3TOM CAYHAE WaKEDY HEOGXOAMME Gyt Muh
ORI HMUNSTR YHETHOR saleH, KOTOpO# paspewett ocTyt. Lla Topore
FTP-ceppepa TaKoke FUMICHE: ¢ OMOMbIO AyTeamthikartty, Hioamn aio-
HMIIBIX 01K O3NS GEAT He J0:DKHO, Te Goiiee ¢ TPABAMA 4 Jace Gajinoe.

10.8. BononnurensHan uHdpopmav ua

A1 CTAT O1IMEL BATH N AMPERTHEH KOUTHT Y PAMHOUESEX (albioe, KOTOPELE A%C-
Tyun b wu-flp-ceprep. VK GIMIUKOM MHOTO, 1 31bL OGTAHOBMAHES TONBD 13 OG-
HoskIX.

LA DY HERIA QONONHHTENEHOM MpOPNALLIA MOKHO RENIONUITS KONANTY
e o

B KaHECTD® KAPAMETP YKGKHTE WA KOHBATYDAKOAHOTD GaLin, & KoTIpOu 34
XomiTe yswams Gonvite

TIOMANO 97010, MOWIIO WONKTATI, JOSYMeNTL 13 upexsopuA fuseisharedos
Jovuefipd-X XX, rae XXX — 310 HOMCD BGpeHn yernnonnehsono y s wuelp
cepoepa.

Boe MmMensHiA, KOTOpe BHOCATCR B KOHGUIYPALIORHbI GaRn, BSTYNANOT & Ci-
1Y HeMELIEHHO. TAMHCTICHHOE OIPAFIMCHHE — KTHENTH 0MkHE 4aHOKD MOT
KNOUATEGR K ceplepy, Hhudc mi GYnYT IpOONAsb PAGOTATS CE CTADBINK B
STpofKaNg.

Upw aaMmsmeTpiposaun FTP-Cepeepa BaM HONOTYT S121yI0MME KOMAHTE:

O Copi— noImOMAET BanyCTHTh CenRen ¢ ceoBumn uapaetpunm. A1y oh
0NN MIIOFO, MOSTONY ATA NOTY e NOTPOBUCH MIHOPNAUIH O LA HTKI
OBPATATLEA K SOKYVENTALIN (BLINOANNTS KONANTY nar, ZLpd). JTadno s ene

W pany He MPUAKOANICGE BPGETSTE K HGTONAOBAMIO KIBONCH, HOTOMY 310
EAMHORIE HICTPOS KORITYPILIHED, CEpBED PASOTIET CTAGHLHO;

Ehprestast — WONOABIYOTCA S Nepetayern FTP-copep:

feparist -~ KOppeRTIO Hanepinacy padory ceprpa. HaupuMep, cein set xotm:
OHCEWTL TIPOTPAMAHCC OBLCNCHCHHS, TO He CTONT OTEAONATS SOPENG 18-
o, MIonb3yiTe 37 KOMALIAY €O GACIYIOULHMH KIONaNIE

& L N HC DML HOBRTE COSUICHIA 1 1 MIHYT 10 HKCPUICHIA 2
§oes FTP-cepbep. VKEKHTS TPHCMICHOC Pe, TTOTH KTHEKTES yorens
KOPPEKTHO TUBEPIINTS PATCTY C CEPBEPON; :
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Ho UPORIC, M OPIANESOBHIEATS SAUIGPOBATIHLIE KAHANK, HEOGXOMNMO yOe-
AMTLSA, ST TOTO HO CAETAT 110 kAC, HE, 5 1g 1ROPIO, TO KTO-TO SAHGPOTAT
Ban Tpagk 10 FTP-ApoToKony, 4 meio A auay roToRRE TexHoMOrww. TaK, 1%
5poTokona HTTP ye A25HO CYINECTRYET PEanIAIME © MOANEPHKOH WHpORI-
g - HTTPS. Bu; MOieTe Weronk3oeaTs npooxon HTTP 1% epeiaus Orxpr
THIX JAHHBIY, KOTODHE WTZK ACCTYITHb I3 BCCOBILICro APOCMOTPR (nyGamsumuic
Web-CTDGHHUB), & CERPETHYHD AMBXPMAMK) (HOMEA KCIITHLX KATT) MURHO
nepcaasan, scpes HTTPS,

Feii XaKep NEpeXBNTHT TUIMBPORIHHGH RAKCT, TO He CMOMCT CrO PACEmMApo-
T 6C3 SAKDHITHX KAIOHeH, KOTOPbie OONY'IMT NDIKTMMETKA 1EBOMORHO
ERMHCTRONHBIH 0110006 PAGKDUITH NAHILIC — NOIGOp 1APOTR, 1O ITO OTHHMET
GTHILLKOM MHORO nPEMCIE, H 1K (HAKT, 0 (1GPCXAHEILEH NAKET CORSPIRNT Heab-
ODMMYIO MOYMELLTEHHAKY HAGCDNAIHO,

14.5.6. flpakruka npocnywnsanna

TIpOHWTaB STOT paszen, CKNGABIBIETCR BHCATAEANE, MTO HPOCAYIHHRAHUE CCTH
OPHAGSHT YOO GeRbl B ARIASTCA OPYIRMEM XaKEPB. MOHET JUDKe MOKIRATHEA.
7O NPOHIONATEN OSOPYIORINMA ZONAHL CASTAT. ANNIPATYIO ALMTY OT
S ——

970 e convens Tak. IpOrpaMMLL chidkbeph PrpAATLIBLIICE. A7 NpOs Pamu-
CTOR W ATVAICTPATONIR T ABAROTEA OHEHE YIOGHMM CPEICTAOM AN OTAEHKN
PA6CTL pazIMNBLRY 1P CKOTOR

51 e GYAY PECCMATPHRATH KSC MINCCTIILIC NIiC MPOTANML TPOCAYUHEANMA Tha-
KD, 1IOTOMY “TO T8X MIHOTO, 1t KGKIRA U3 HHX O6XOTACT CBOMMM GCOTCHHOCTAMM.
Ho xody oBpati(ri, RaWe RHINAUE 118 HOKO MOTHMYIO (i OIHY 13 CMUIX MO~
HEx) — il C e 1Omaunms MORHO nojicarynmiath Tpaik, noawensTs ARD-
AMHCH 1 AWKE NEPEXBATHIBATS COBTMEHEHNS.

Oleitis HOMYIAPHBNM, 3 B HEKOTOPHIX CAYSGRX  GONES YHOBHEIM, RNACTCS naxcT
dSnifi. O BKTHONACT CrC ACCATW YTITT 1 MOKET TCTIONROBATEER 218 Petie-
IR THOBBLX, KOK AMAHACTRTOPCKR, Tax i xaxeperon saniaw. (loupofici o co-
TABC TN HAKGTA MOWKID YSIT WS HpUTON NI 2.

14.6. DoS/DdoS~-araku

Dol w3 Gasiix CTpamLIX KBAeTCE DoS-araka. Ha Mol BCNA, 310 Catoe 1y~
T, 10 NOITM APHIywaT XAKCP. KOrztt 1 NOAYHACICR BINONITS CEpDEp, ero
ENAOT HEACCTYTHAINM PISTHAHLINK METOZMT, BNAOTH 10 GECOMMICTEHHORO 30-
MYCOPHBAIIMS KaNATA CRASH, B STOM PIIENE Mol PASCHOTPHM CCHIOBILIE 3 STHY
catogofion.
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[EX P —
[ER e .

KT TO: reoipinat@snet o
W

PACCMOTPUM, S1D OFNGSAUCT IFA CTHOKAL KOTOPbIE H SANMOM Mene ABAMGTCS
“owamusin SMTP-ceprepa:

O B mailsorver.cor - CTpoka upnpercTeMs  SMTP-cepeepa. [Mapaxerp
w2 150 7ror  Com 1iEOOXONG AMEN T 1) PEAIEHOR MR CEPBEpd;

[T

oruor, cot - - A1EC OTIIPABHTE N THICEMA;

00 5ET ©0: sacipientiserves. con— RONYSITERS AACEMA,

— OO KOMAMIN WICY CO/ICPHMOT THSLMA.

Mloctensis Crpoka b Gaine JOTAHA COCTORTE TOIbKE WD GAHOK TOMKH, TOYOMY
o SMTP-ceprep cutno. <CR>- n <LF> (KOHCH GTPOKI 0 FEPEROL KupETSH)
CTIpRRIMACT Kk KORCL AHebMa, KOra b1 HaRAMAETE nasny <Eiter>, T0 b
OC Windosws comacTes war i varas Upa ennonon. OC ) inux orpanmmmaeTca
IO BEPEROION Kapri. [T WG 1IGSBHOS, TOBH B TERCTC Shul UCPEROA Ha
8510 CTPOKY, & KAkofi G, U UMSET TH4EHiA, KOTONY ¥TO Gain GyIeT nepe-
sematucn 5 ASClI-pencame

Srov Gaiin surpyKuem e FTP-cepbep i EBIIONHACH LICAYIOUINC ABE KOVt

BET £92,168,1,2,25
R filenane

B (oprOT CTPGKE MEI I1POCHN CEPRED COLMIHTLGA € KOMITBICTGROM, HMCIIWN
azpoe 192.168.1.1. Jlux 319r0 wenomvayerca FTP-RoMANa €Gwr, KOTOpOM Head-
OO epeitam 3 wncenl: Mepmete 4 — 10 IP-3/pCe. KOMUBOTCDA. HOCHCHI
PRpIMET] OnpensReT NPT, C MOMONIHO JTOM AHPEKTHE MOKHO RPOH3ECINT:
CKAEAPOBARAC TIOTO HA CCPECPC BDYSHYIO, MO & HaHIOM COYTC Y Hac APYTAS
.

Bropan rownia mochaer 1 SToT copeep i ¢ meres filenaiie, koiopeii
concpwat SMTP-kosansier, Jng SMTP-cepeepa Bce BOITASIAT Tax, Kak GyaTa
FTP-copnep IIMARIAET ey AMPEKTHHN U1K OTHpARKH THGHNE, KOTOPOS O 1
CTOWAET. A WIYHITCIIN He CMOKET DGPEACTNTS HCTOSIK. Boe TapameTpss npi-
BT ¢ro TONOKG K FTP-vepnepy. 10ay4aeTsA, 410 JMOYMUILTEUINK MOAET a6~
CUMTHO A0 OTITPALITE TUCHHUO, 1 10 HHKT) HC HAFHET.

T CUOCOGOM MOHYT Pucenbiibes BHRYCH, TPORKCKHE TPOLPANMEL WilH KOKE
cnzns, ECTo elie OIHA TAPHALT HO(IGASODAMI 1OMTORsI cooluichi — powce-
Tk b ¥ UP-capnep Gomasof dralln § 3CTIBITE SeCKCHOTHO NEPCATBATS €r0 ha
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dherTusHbN MeTOToM Gupudli € Wl ARIAETCR HEOSARIIHE WHGPOBIHAT
saKeroo.

Korza koMmsioreps 1o npatakony TCP YCTasaeamkalor Cnash pYF ¢ 4pyroM, Ha
JIRUIEHOM STANE BLOARTCS NBA CHETHMKE, YBEUSHIAIONUINCA © KA1 OTAaE-
HHLM TaKEIOM. D NIKAIRET HPDREPETH AEROCTHOCTE COETMHEUL. C e
MOUIBIO CHIEDA STOT CHCIAIMK MOXCT BbiTh TOSTYIAK, 10 & ONpelenckiin
NOMEHT MOZBOTAT XAKEPy NCPCXEATHTh COCHIICIHE W CTATH CIY BTOICTLUSH, 06-
LIARCH C CEPIEPOM BMECTO KIHEHTZ. KOMIOTCP, KOTOPHI YCTAHARIHBAT COSTH-
HekMe, 1 3TOT MOMEHT TEpRCT CBSTIE C SepIepON

OMacoeTS aTaku JAIOYACTER 6 TOW, 4TO XaKep TAKEM oBpasoM GBXOIHT Bce
NOXQHIASNH ayForTidukain, JICIaInKbH KMCIT aSTOPKSYETSH HA CEpBepe, &
XAKEP MOLE HTOM TIRABATIANAST COBMABIIAE 114 83 H UOROLIYET ET0 B CB0NK
e

FpoBacya ISSUMTISHIIOCTA COSTHHEHIH KPOSTCA B YCTREROCTH uprTokoaa
TCP/IP, Ero co3aaTean e OAATH, 4TO CTh SYIVT MPOCTYIHBATh, ¥ STOYMbL-
SN COTYT OBOHTH MPACTYIO SAUDITY COEIHERHL, BCTPOSHHYIO B TPOTOKGN,
Bonpoc pewIuTeA ¢ NEPEXOTOM Ha poTaKa TPVG.

14.5.5. 3awuta o1 npocnywnsatus

Hecuorpa 13 T0, 410 MOTHID DMPSICINTT, 41O TS HPOCFUMRAOT, HIOTIR 0
MOKCT OKATATLUR GAMUIKON MO3ANO. [10KA Ll MIISTE XAKEPA. OIF NOACT yoncTy
POMMAT NEXET C NAPOAMA 1 ESIMATH CHETGMY. ECIH IPOCTYWIMBAIHT Sahk:
MABTCA MPOTPAMMA, KOTOPA YCTAIIOBIEH (12 BSIONIIIHI KOWILOTED, TO MOANIO
BLIHCINTS TONKD ITOT KOMIBKITEP  E1O BIZBIBLG, HO KE BAKT, HTO Bb1 Hafize-
Te GaMoro xakepa.

TLOya€TeH, 410 SOPOTECA & MPOCTYLKHANIEN TARNMI METOLAMM HEnkas. [1205-
XOBMO CEANTH TaK, STOGH FTOT €005 HE 107 PEINTLTATOR, H XAKEP (epecrer
fEKe AyMTE 05 310M. TLOTHOTEHHOE PEIIHHE MPOSTIEME TAHTCR B IHPORAHHK
maoro Tpaduka.

JEoncpurics CETI I NEPENABAT OTKDHITSIE MakTibie YKE Hetbsx. TMpowan Te ope-
MCHB, KOCAR ST Ghan TOMKO T3 HPOBOCCHOHANOR, HEMOTK2YIOUINK WX HEKTIO-
wTenLio o wasmasenvio. B wame BpeMt n HHTEPHETE MOKKO BCTPETHTS Koro
YOO, 67 PRSEHKA AD NEHCHOHEDA, OT LIKOTHHHKA 30 YUSHOrD, B ceTH cefuac
ABOTRIOT N TOMsKko AOGROTOPSACIKEE. TPAKIAE, HO 1 MOICAbIE OGO e
Peliata, w ke ApECTY RN

B pasd. 5.2 Mt PRGSMOTCIH, Kk MOSHO WHPOSATH TPAgHK MI0BOTD CeppAca,
I35/ MOKETE 3AKOAHPOBATY MOBHIE COLNHCHI M JOTKHEL 3TO ASNATH, SUIA 1epe-
RacTex GekpeTHAR MIGOPMARHS
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OHa 0w KHBOTUITS Ha IKPaN ain homelrobert. ... /. fete/passwi, s w8
SHPUE BEE YBHAWTE COnepikitn0e fetepasswil. C Toukd 3pCritt IpotepKH rravans
YT Bee SAMMCTHO BEpHO, 0 noce /MOMIC/Tobert IIET MHOAECTEO CAMBOI0E
1, KA WS KOTOPMX FACTARIRET MEPEINIYTLCR B YIUKEHE RRiue, Xakep,
e 3HAR b xaNOM 1AIIKE O HAXOTHICH, MORET I1OETAKHT TAKYK) KOMSHHELKIG pis
QTS 15, CKOpEE BOEFO, NOLHHMETGH O KOPIA, 0 HOTON NEPEMECTATCA B CHCTON:
Hybo Ak feto/passwi.

Hecwotps wa oTy npacTury, GnINGKN HCTPCUACICH NOROIHG NATT0. A B 1pD-
IPAMMIRTY SOCTATONKO UPOECPHTE ATPOC K BXOISHKE B HErO CHIEONOS 1500
TOU¥A, M €CIH OFM €CTE, TO NPHEATS Yepst, B wu-fp-cepoepe Takoll oGt 0er,
HO HET CApAHTHY, 4TO OHA He ORLHTCR & BYyUeN, KOCAR Biier oSHomIcine,
& KOTOPOM N0 eTYHAMHOCTH KIO<TD OTKTIOMIT MPOBEPKY MM YATHT ee. Tlopepure
Mtie, Taxoe WHOTIR GbBACT © MHOGMM MPOTPNMHL GGeCTEHeIIMEs, ocobeno
G 1A 1Y PABOTACT UEAEA KIMAHDS, i HOT KOKTPIIS

10.7. BesonacHoctb FTP-cepeepa

Tlowa 470 baet rowopsans o Konbvypaik FTP-cepscpa 1oz Linux. A citsac i
NPEREIONT pasoBPATLA ¢ ICKOTOPLIMH HpAKTIHECKIH NPHMENRMIS HCTOTH308
HILK CEDACPA HE 110 HASHRUOHIIIO H METORAH 30TILTH

TIpiteper, KOTOPbe el GyAeM PACCMATPMEATS B TOM PaLSec, TOBEPRI B Lok
CeTeByI0 OBUIECTECHIIOCTY i CTIEUATIICTOS 10 Ges0NaclioaTH, Nty w1 FTP:
CepHEP MOWHO HETQTEAONATh UK PCARMIAINH SPEKTIAUCCKH Ti0SON ATAKA: pac-
CLUTK BHDYCOB, TRORHEKIX MPOTPANM H COAMA, SITOW CEPBEP H KK AHCHIM:
HOE CKAHKPOBAHE NOPTOB YIATEINHOTO KoMMLoTepa, Copnep FTP Mower sy
naTy MOCpeAnAKON b pAGOTE NakcpA.

10.7.1. [lepexsar coeyiHeHnA

Berioshin BOTHAR LIKN COCAMHCHAR & FTP-CEpHOpOM U Niepenadi Garinos:

Cocnmennc ¢ cepsepon

Asropiras,
3anpoe Ha ckauBAHME Gaiioe.
Ceiep OTKPHIBGET GOPT i COOBLIAET EX0 KHENTY.

KisteHs MOAWONIETA K YIAIGHHOMY IOPTY ¥ NOTYHAET WK Nepe.aer (i
Oucis CIXHO, HO BIIONHE BEPOSTHO HATIDARNTI, COLAMNEIINC Ha coBs. Xarepy
HYARO TEPEXIa Kk 11K, B KOTOROM Cepiep €O0SIACI 1OPT, W PaNbINE AETOp-
JOBARHOTO KAUEHTA YCUIETh HONKTIONITECS K ITONY KAKAY § NCPCARTS NA CopBeh
8ol 1T NOTyHUTY RO Baia.
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Tita ssecpiucnin ssona b (haRn myswio wakdsn Concrarke wiashin <Clrl> 1<K 1
61 BeptiETeCa b sopMERbILIR pOKIT PABOTIL

B (wiine /hin/fiponly y rac xAMITEN BLCID ARC KOWAHIM DETBAY BHIBONHT 1A
P BX0-COUBLICHHC 710, 110 RGThER EXOATE B CHCTEMY WRTCPAXTRBHO, BTO-
P — abcpuaCT coafe

Tenepy neatxomima caenarh nasu ckpkrer /bin/ftponly wenommacwsi. Tias 31oro
BHINOTHITE KONAHAY:

camd 735 fpin/=tponly

Hras, y Mac cosnah daiih KOMAHIHON OBOTOMKH W HOMHa0BATENS, KOTODLIH 1o~
Donlayer cc. ECTM cofidac NOnbiarhos BOWTH B CHCTEMY KAK ROTEIBTENs
mhert_fty, 0 a ccsyany nosenies conSmenne "You ace aot allowed to log n
imtcractively” w npOwseRer BX0 A CHOTewer. Takim oBpazoN, pasoTaTh foa
HCTHOR 3aHeLID rObCtt_tp HeTbS

Buiccro daiina fbinMponly MOIIO0 HCAOTHIBETH & KIMECTAE KOMAN,HOTO WHTe-
nperaTopi evinull - HyIEROC YCTPOMCIRD, KOTOPOE HC MOOT GPABITEIBATE
KOMAMDSE U HE DOWONIT RNQMNTL B EUCTOMY RO ATOR YUCTHOR 3anichia. OHO
QMPEAC:1HIO T KaMECTBE KOICQNN b Gaiac fete/passwd ATH BECX CHCTEMIIBS YACT-
Wl IRITHCEH, KOTOPBIE HE NPEAHABLAEIII AN KA HOH padioT

Tenepa Ocianach cavan MAOCTs — ckazath ceppepy FIP, wro nonwaasarens o
iscew robert_fip sutaeres rocren. Jn% 7T0T0 b hajtr fpaccess ToBaBHN CIPOKY;

grastusny zobers frp

Eci Terteph NOTRMOAHTHES X Cephcpy o TTP, T0 N6 S0BATEMS CHOKET YEATET)
TOTLKO CBO KATRIOT, KOFOLIR SYACT KAIIBEA KOPHEM, Boe OCTATHHME rartk,
PACTOTONEttHbre TALIC, SYAYT HE BHIHL

B MOHX CHETeMAX BCC IOARSONATCTH PABOTHOT TOTLKO KAK FOGTH, €O COOIMI K-
RLIOTANH WL AHOHIMIO ¢ OUICROCTSTIHAMN TANKALH, JleHcTINIETBIC YiIeT-
Hie ARMCH YCTAKARSHAAIYICH 1CUIbKD WISPAHHEEN AIMHIMSTRATORAN H TOTBO
& KPAUIHILY CYARX, MOTOMY 410 HMH CIOKHEE YABIATS,

JUs FOCEBBIN MODIEKITEIICH /IOCTATONHG “TOTBKD OTPAIHAITS JOCTYIT Olipésie-
HHOH MPEKTOPHEH, f RCC ETANAVE HMATWT Cepnep. |ITAI, 34Tt FHOTIA
BHBAIOT (POSIeNH. PAECMOTPKM KIQCCHHETKYSo OINAGEY NPOTPRMMHCTOB. Jio-
OVCTHM, HTO PISORNFEIO OTKPE AVPEKTOPHA /home/robert, 1 17 ofieciese-
401 3700 CepBep Gattan ks APOBCPET, STOGHI 1Y K KATANOTY HATHMAICA € 3TO
CTpOKIL, XaKep BMAAT 1Y MPCKTODHIO Ka KOPNERY(O( /) M HolLIE BO/IMMITIEN
s noxe, Terieps NOCWOTPHTE HA CHEAYICIUYIO KOMBHaY

cat fhowe froboztl A o] foLe pasend
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ortnoit cueTese. BoT Ty O paccwaTpusier TKET HI TRETEEN YPORHC, £S PABo-
TaeT ARD-IPOTORO, M CCTH B COTH COTI: KOMMLIDTCP € 3ANPOWIEHiA [P, 10 or-
BOTHOM HBKCTe SymeT ykamd ero MAC-aapec. BOt feNepn v 0OAYOUIN Ueko-
Mt apee.

A KT MOIKACT ILIGNY KOMITHOTEpY OTHENaTS wa wymue ARPaanpacia n npes.
CTARTATHOR YHRCTHMKEM CCTH OT MYOrO muna? BOT i § FOOPKD, wTO AKIO.
¥ nposorans ARE HeT ksl SETOPUNILNK § NPOREPKM 10CTOBEPHOCT OTHTA
INASHT NBKCT 10IYMT TOT KOWIIBIOTED, KOTOPHIH OTKAMKHETCA, BHE FABHCHMOCTH
wrenlP.

Ho rormpustaocn e siicpoas, [loaysn oteer a ARP-3ampoc, OC Ktmpyer
[P b S TOGICaYRIUE OGPENTCTIOA K (P-GAPSCY e GTNPABACT Mupa-
KORIATGIGIEH 3aNpOC, & HCHOTEAYET W 0pratuio 2 ARP-ksura. M o renepy
@ camon crpauos. Hekoropts OC (e Gynem yKamisath manuues) Koumpyior
ARP-0IRETH K6 TOTLKO 13 CHOH, 10 T HA ywewe sanpoct, Takem ofpanons, -
YMMULIGHHIK MOET PAIOCIET, uhopuauino (ARP-oTEST) o cronm MAC-
BADCCOM, 10 SYIKHMK TP, BOEM KOMDMOTEpAM, 1 QKT A0GIBAT & KAW ICUEpINE
anuci.

L TPOCHOTEA TEKYILISTD KR RaLNcis ARP-TOGTHLM MOKHO BT kovits
. Ha 3NpANS Dbl YOMHTe TPHNEPHO CIEAYIOWIMH PeaybTaT:

Tea
P

HTyps  Hiia
1965.71.10 st 30

HAnGOTSE HITTEpECHHIMH KOTIOHKAM A 26Ch HETHITCR!
I3 msa - IP-a1pes KoMmLCTEpS;

£ s ype — THIT yATERHON yeTpORTIAL

O stpadizess ~— MAC-anpec yautensoro yerpoficrsa;
O Iface - cererod wTeppeiic.

Ecan sam ueaGxovmo ofparaTece K kommtotepy < [P-apecom 192.168.77.10,
70 0 570l Ta6AKite O OMPEAEIAET, 410 G} HAXOAMTCA HA CETeBam HHTepdeiice
etht), w eco anmapamibii azpec pares 00:93:0D:06:44:6C.

EGTH b #BHO BILTHT, 'T0 QES NOTIETLHbI, TO CIGYET WIBIBMTACH QT Heoep-
tnax smncof. Tocc 57070 no MAC-aapecy MOATIC NalTH KOMRBIOTED S0y NNUI-
e,

JI% YIQTEHIR 4MHCH KEOBXOIHMO HOMOHBI0BETH KOMAHLY #11> & KAKMOM - 1 IPe
‘aapecom. Hanpumep., s yumsmorenin ARP-snmen, KoTIpaa. nowrini pmn
HEOBXOIHMA KHIOIIHTL CACAYIOLLYIC KOMAN Y

B -d 19 1
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PacenoTphs: Bomomn napaeTpet aina lilo.conf:

O oot=/rev/bcn — YT YETPOIIGTED, C KOTOPOTO 1IpOIICKOTHT T2rPYaKE

a

- /bont/men fafis — KAETA 3arpycd, ECin TOT NRPRMETP OMYUIGH, TO o
YHOMAHHIO GYNeT Heno.sowATECA (i (boot/map;

160 — RPENIS OIKHIAIA b KIUIHCCKYH/aX. T 38 STOT NPOMGKYTOR
HPSMEIIK HEHETO KC BUGNANO, To Sy7et 3arpywetia OC N0 yMoTHanmas

O 132 — NOTBOMIET HeAOTLIORaTI, nossoRNOCTH [bad2 (32-prapsmen anpcca:
s 0RO AcKa). [IPHCYTCTBME STOTO Gapeme: pa MIKCT M, 11poDIOE
0 CIUPBINH IRCCTRMMN JWMCKANM Ge3 nomaepicios LBA (Logicel Block
Addressing, 5101 uHECKaR QAPECALIE BTOKORY,

T cofan e -2, 4. 28 — ONEARIISY, 10 BY.A61 HIPYRATESA N0 YHONEHING.
B 200100 Cayae BHIGEAK OGP _ismx-2.3."

T tuegufbvst/wilinaz-2.4.16-Tasp — YKAIBIGAET 1A Ap0 Linux. Uaue scere
T2 CTPOKA BMDIATAT Kaw fsom/van sy

T lanel=Limusc 4,16 — MCTE Wik TekeT, KOTOpUIi GYCT MOTBIATLCA & OXHE
AN

T rook=/de /heds? — 7HEK, M KOTOPOM PRCNOIONTIA Kop1Icoas painosan cic-
tea

T reze-only.

He 281011043 MOMHT TG WIKHOPNOIH 148 XEXTHT, BO:IMININGT RO W3 1EpUCEMOT-

PEHHOIX O] YIKE YCTAPEIM 1t MOT ST HONATOMTHCA TOTBIO MPI1 HOMOMLICEARIK
QLIS CTAPIX KOMIIWIGTEOB (TAKKE \AR0 Y KOTD COXPRHAILICL). T10 cBocary oui-
Ty MOTY CRUBES, 10 IEPCHHCACHIIX MAPANCTDOD ByneT IOCTATouH0. TTpd mner
TMISEUL 3IPR M CTPOAAKTUDYSS Lil0.CONE i@/t nOBNOMHOSTS, JATRYIH 00
sribopy.

I8 KOppeKTHDOEKE (haik 1 KOG ATONHO SHIKDHITT 10 1 1n0GoN TERCTOBON pedak:
Tope. TS CuphosHmX HIMEHCHMIL IIC GLIDAET, GOGTOMY A HCTIOMAYHO PeiasTop,
BCTpOEHHHR & porpentay MC. ,Lis 3roro aanyenre Midnight Commander. Cro-
Peli 10CKO, TCKYIIM KIFTATOTOM GYIET Bause NanKa, Kanpkicy /omefroot. Hyx.
10 GEDEHTH B KOPHEBOH KaTaion- BuGepHie Camywn 1LpRyIO tAIIEY J. W NATITE
wissdiny <Ftors, Teneph ow oxukeTecs B nanke /omie, [ToBTopuTe Aty ongp-
LUI0 1 NEDENSTUTECE B KOpHORO KaTaNor.

Terleh KAXOIMN HATKY fefe 1 HOKRKASH KCTaBHUTY <Edters, MTOG BOFTH B Hee
Jaecn new [ilo.conf, neizenmes €10 n namuvacy xammmy <Fd>. Llepea v
OTpoeTCA NpocToll TeeTos penakTop. [lomerite Hywme napancTph. Hi-
s iy <ESC> LA nKo3d. G Taiie G WINeHSHS, TO IpOrpue
A& THIIGCT AP0 H COXPRHEHIC. COTMALIGHTECE, ECH HYKHO MPHHATS HCTIDAE-
scsng
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MEEVCTAHORTb 5CE TPOTPANIMLI, KTOPLIS HIWEIINA JI0Y WILEKK. Jlerde X
70 370 ceRATS B AMCTPHOYTUBAX Ha ocHose Red T1at, T noTIepKBaECA PABoTa
¢ RPM-nakerasit, Torza J0CTRTONHO BHINOTHINtH KOMTHAY:

o -

B IO GAY12 Wbl SATPAIIKEREN BOCCTAIOLACIDIE IHKCTA € WAOHEM 3ane. 77

14.4. backdoor

G B310MILHK MGTYIHT 20CTYIN K CEPRENY, 0, TTOS6! GCIABATECS HESMETHEIN,
an yormamnacs w crerene o feckdoar (i nepr). Taxne
IpOTpAS MBI SIS BLSr0 AEHCTRYIOT GASYIONLM CEpasON

1 Ha KaKOM-1G0 OPTY OTKPLBAETCA MPOCAYIMEAHHE, H (POTPAMMA OKIIRET
HasamoNe A Xakepa:

(0 KOTAR COETMMENHE COVTORNOLE, TO TIPOTPUMSN STKPHIBIET 17 SIKEPR KON
Y10 QGON0HKY H 3TOM KIODTY. TOB MIVKHO GO BHIIONHSTS MPEKTHES

Bro kum w0 K Haowmacr? JTa, TpasHCKMC GpOrpaNNE pabuTaIT RO/OG-
e Sipazam, 7o TPOHOR NOIOPACHAGIAT Kak BABYCo i ORUIZOT, 4T ayfHite-
CTpATOp G 1 wanyeTun, i bickdoar RALOMIK TEIATHRAC Ha CepHED 1 e
Kaer can.

Eern exonero 1 ¢ Nporpaumam rootkit, B HACTOSIS Bpein CTHpACTEN rpas
MEKIY PAHILIMH XTREPCKHYH YTWIHTAMA, OMIG NPOTPANMA WONET RLORHFTS
©p3Y 11eCKOMmLKO hy 1L, Taik rootkit  backdoor yaie ARBII0 COBTMITIOT B 0o
LG, XOTA OCTAKITCR BAIE H KITCCNECKHE YTINTIA.

Hago yrosumaTe, 970 parpasel backdoor Mk Kywire 5 Sicsarinen war-
ue. Lo IDAEYT W i cobETDCRIATY Moo, H nee e 1 20
KPHITEIX CaTAX HOID RETPETHTE NEKUTOHE WS SUX PaIPAGITOR.

Xakepbi He 04CHE THOGAT POCKPHBATE CBOR TPOFPANMEL, TIOTOMY 470 CCTH Ol
CTONYT AOCTORIHEM OBINCETESICTH, O NAACHKIL, UEPES KOTOPHE HMIOMUNK
MROTAKIET & CHETCMY, RO

Tax Kak ackosn TON KNP — OPFTHINALIY GEI0TACHOT CHOTENM, TO 7 fe CTalry
PACCHEIpHATS TIpOUECE COAAHIIA [F OYXKDEITH [OTAINEI 8epei, Mbt Gyaex o6-
Gyt NpOSnCIY X 1INCKA 1 YHITOREH.

Canterll mpocToll # GeICTPbil CNOCO 14T 4yKyio MPOTPAMY — IPOCHOTPETs
NpOIiCCCH, PASOTAIONTHE B CHUTEME, 1 OTKPHITIAE HOPTH. KAk CAEAYEY 1Y NP
acims, backdaor — 310 NparpaA, KOTOPEN OXHIRET TOIKTIGHENIF TIOMI LIRS
& w011 1pHCY RETBOBKTS PABOTARWIAE TPOLECT 3TOR APOTPAMSL, Bri-
TQHSC KOMARIY £ f CHOTPUM, 4TO Ceffsc paGamaen n cusiene. Tlaene 7om
CKAIDYEN ATKPETHIE NOPTHI, HOTTOALIYA YTHINTY DETSLIL, W 1IMICH JIOCTHYRY 150~
rpasmiy.
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322.L0

Kax st yoxc 3uaen, mporpusea LILO nossonaer sargymats Linus n apyrwe OC,
JUTAIORTEHHEIE 1A BAIEW KONDMOTEPE. BCS IACTDOTK HITPYIKU XDIATCH 13
Gafinc fetcAlilo.conf. Tlporpamsa LILO 1auanact paGoTaTs (05e 100, Kax Kov-
CHOTED POIECTHPOBLI CHEIEMY, 1 20 CT2pTa OC. B CTApIX BepHAX <10 BHCIA-
2670, KAK BPOCTOC TEKCTOBOE MPUEIILCITHC:

o
w

1120 koot s

B orncr na 0 ma sokere aat, namuity <Tintecs, wrofn zurpyar, OC o
SO W Kuonanm <" 1 <U> aaGpaTs Ty OC, KOTOPIA HyskHa & Ha-

Kt MOMCH, B COBDEMEHHLIX BEPCHAX NPy UMECT G006 DPUATHbT Fpiph-
e i,

HpHvCp KOUHIYPALHOILICTS aling MOAIIO YBHICTH & AMTTHIIE 3.1

PucTanr 3.1. Koudpurypauponuii dhaiin lilo.cont

Gofae-Linge-2.4.18

“ragnmjorat i szt 18- snsp
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K2A109 CTpOKR YCTAHIBIERST KaKoi-NGO napaveTp zarpyskw. Taxwy omosh
HHOFO, 7 TIOZOBHO © IIMNP B OMETE IHOSIKINITHES N AOKYMEH LU, 1H0C ke
mcnoft ¢ OC, @ 661 PACOMOTPAN TOMIBKO OOHeHEIE. OB MHCTBY TEPANETDOB
IpHERANEAIOT SHEICHMS. TO BHITANAT TaK:

anTE=Basee

Chena O s PABEHCTEA HAXOIICA HAS HAPAMETDA 3 CIDA - MIAAGINC, K=
R —
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10.5. [lononHvTenbHble HAaCTPOMKMK

Tloxa 170 Mbi PACCMATP KM ToT8Ko i fipacess. HO k1 yace e, w10 am
FOHGUCYPALI WU-flp-CepBEp. HETIOAL3YETCA HaHOro Somsue paiios, Taseiite
FIOCMTHM, |70 £ULE HAM OCTYTUH0 II% HACTPUEK,

10.5.1. 3anpeT focTyNa peankHbIM NONbaoBaTeNsM

Tar ke cephep wuitp paboragr € yerihmn sadhenyts C. Koropue paciions-
enst B aline /cte/pusswd, TO OGO HONKABATCA ABTOVATHMECKH CHOKET -
Goram. ¢ FTP-cepuepass, Heroawiy# Cholf AxsiyHT  pasa 10cTyna, Ho tanewa he
Baew 510 1EOTNOAUMO.

UTOGHE ANPCTHTH A0CTYN YKE CYUICCTAYIINEMY HOMARITENIO, Cro A 1YKKD
20Gae3rvs B Gain fete/Tipusers. Coaepnvine 7rr0 GAinA MU JHOTHAHKIO MK
YBIeT, 0 amerwre 10.3. B ROKCANOCTH OT ACTPHOYTHSR TEXCT MOACT e
HaTaea.

NneTanr 10.3. Conepmumoe diaina fetcHtpusers

& The tipusers Fie a3 doorecaien
+ Tse deny-uidfaery-qid in Sepamcass

reot
daenca
sdn

1

syee
shist o
Rl
ol
iy
operazor

OSpATHTE BhmAe, 1D TIOTLAOBATCING 0T TONE TATPEULEH HOCTYN. 310 CoRsa-
HO G 1M, 410 Y AAMHACTDATOPA CTHIKON MHORO (1925, W G0 STOYMMILICHHIK
1107YIMT BOTMGKHOCT ROMIOBATLCS S0 YHCHION SA1ICHKD, T0 CHOKCT yaanes-
HO YHIITORNTS CeTenty (manpisp, €1epoTS atines). LlKoraa e Zomyckain:
& FTP 1Uh20BITINGT © (0RAICHHLINM TPABHIETH RN (AMHHHAC|DATOP (00 4
sromb30RaTETER MY TORL).
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Puc. 141, Garosan uoges 051

Som wipke PACTONOSKEH NPUTORON (GMDKE X TPHKTAZIONY YPOGHIO), Teb WAPS
€M) BOTMORIIOCTEL 1, SOOTORTCTEEHKD, BhIE HAKTABHBIE PACKOZE NpH NEPeTate
X (BOIALE W CIKKIEE 3A0ONOBAK). PASCMITPHOTEME CETOTHA MPOTOKCTH
Gyays HAXOIUTHCH HA PRI YPORKAX, TOSTOMY GYAYT MMETh PA2HEIC BORMOK-
i

14.5.2. MaccueHoe nofcnyluinsanne

Tascrenbiit CHUGHUHT — TPOCTYISHEAHHE TAKETOR, KOTOPE MPOXOART HCil0-
EpeACTEERAO e wally Coenyio KApry. TAKS METUA YROGEN TO:NKO NDH cO-
GRMHSHIH KOMIHIOTCPOR EPS3 AGILYIO IWHIY K B CETAX < Tononorwedt "Shena’,
G LEIPOM BHCTYTAST X85 (G, pasd. 3.2).
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e At Mower Swivs Wpacsarpers » dafiiess Avarop/xferlogX, rae X — 310
weno 01 0 40 5.

TalIC HOCMOTpHN, HTTO MOHO PETHCTPUPOBATS B KyPHATEX Wu-ftp-cepuepe:

0 1oy comands LT4 Uce KOMAHRM KHeHTE. B KA4ECTBE CaMeXD
KO YKSATS UIHO W3 CAEIJKOUIIN KAMEHIH aemytaoas,

o — coxpa

aast A o)

0 159 transfezs cwcos namaETerws — AHCATH (ANTM, KOTOPHE 1OMYSHCt M
OTIpROATET NOAIOBNTETS, THocTenN TAPAMETP MOKET COACHKATS OIHO W3
BYX BHICHAT irts0s 2 (KORTULAFT) H owtbonee (exoma i),

0 Log security mwece— PETUCTANPOBITS BeE HAPYIIEHAN GCIONACHOTTH, TIO-
LK BLITIORHET, ANPCHEHHLIS KOMANTS W 4D

T Log syslog — WeOARIOBTS ewsTEN NN HyDHAR syslog;

0 103 ayalogereriog —— mIoALIONIL AypUATL Syslog 1 xderlog omospe-

e,

10.4. CosgaHne BUPTYanbHbIX CEPBEPOB

Tlotepma BHpTyaT.ios cepuepon Anx FTP — oncith mowwn benie. Korna B
KOMTIOTEPS KpYTHTCS 20 BAPTYATHAx Web-CeepoN K misn YPARIRIOT Pasilic
1108, 50 WK OV GYTCT % KA 13 10X BOSTARATD b COOVRCT
she coofi FTP-cepoep. B 310w cywac miobomy Saity MOTYT SuTh rasasoiy
oo apapun.

Mol e GyZeM CHNLHO SIOCTPATS BHUNAHIE HI EMPTYATLHEIX GEPBEPAX, TIOTOMY
IO 3T BHINO;T 58 Ak HAEH KiWCH, ECTH 1 XOTTE YSHAT O HX DAPAMET-
P, 10 OCTe OfpaTHTS K AOKYCHTNUGN (ran SEpacesas), Wi A Gy
HctoTbOBHTLER TpAHICCROR YTHINTON yopuserys T TP-cophepon.

EGIH HECTHO, TO MAE 116 ONetsh, LPABSTER BUIMOMHOCTH Wu-T1p 110 pAGOTS ¢ nipry-
amnslMi cepeepai. BCni bans ReRCTRHTETHII0 HYAHO HECKOMIKG CCPLCPOY Ha
IO KOWNHIOTEpE, TO COCTYIO OpATHT, WHkMaKse HA ceptcp Pl TP, KoTo-
o, vt w0l AR, B HpREHOLORICH U Pemenin AaRnOR sengsn. Tle-
VAOBETDO IACTPOFiKH Wu-fip BAKTIOUACTCR b pRIGPOGE. KORYPauKOHKHIY Dalt-
206,

Onpeneaene Boex BMpTYansHAIX FTP-CEPBEPON MPOBCAOIMT 18 KOMGUIYPALLHOH
aons paiire fipservers. ONMCAKIS BLMOTHEHU & WIS CTDOK, KAKIGR Wi 1A COm
aeppRNT IP-AIpec BUPTYATHIOTG COPBCPA N KRTANON, & KOTOPOM HEXOUATCH €TO
$alis: HACTPORKI (Y6MPYIOLIHG BCC YXTSTARNG paHeC aii Wu-fip-cephepa)
EcT ORMH 1T HYX OTCYTOTRYET, 10 GYICT HENOTbIOBATER COOTHETCTBYIOMIH
sordurypanuonRel a1 karanora fete.
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2. Kanaanioill Yposenh — TEpe/iaud KaNPE Xamb MEAOY TOOHMH yhiam &
CETAX THOBOR APXHTEKTYPHI WIH COCEAHUMM YXTAMIH NPOWIEOTHHON TOTION-
i, B KBMEGTRC AIPECOR 1A KAHAIMION YPORIE HErO:IRFI0TEE MAC-4apoc

3. Corennit ypascin — rcramka (Ges kakazenno v wi) nakera aoGomy
Ty B CETAX TPOMSRONHON TOMOTOT i,

4. TpascroprisIii ypossKs — A0GTABKA NAKETZ H0GONMY Y31y € MPORIHGHHHON
pRITCKTYpOR CETH W BARBIINOR CTENEIIO 1AEKN0ST T0CTaRkH. Ha 0k
FPORHE UMEHOTCR CPEACTEA Al YCTAHOBTIEUN CocMEHMS, Sytbepusauitn, my-
MEPLL 1 YMOPAAOHHMSANHA NAKETOD.

5. CeakcoBslii yponewh — YIpHBICHHE THATOTOM Meay yanann, OBecnevess
BRI 1K AKTHRIIOR 3 JEHINTE SOSIEITI ETHONI

6. YpOORII MPCISTANICHNS — BACCH TOIMOKHO 1DOOGPERIRLIHE s (11
pinian, KOMTpCCCH).

7. Tpwkaawoit yposeits — kagop ceveshix cepuicuts (TP, E-mail wap) wm
NOMIORATETR M NPAITKEIA.

Ha pHe. 14.] Rl MORETe YIMAST, KAk JOTGKIR PTHATEN. KHCOHALCKER COTCRAN

MO,

Tt bbl DAMMATCIRHO NPOMMT&II N AIOKEN KA CIIHCUK, T HABEHO TANETILTH,

10 NEPBHIE TPH YpowH# OBECTCHNBAIOTSH GGOPYIOBAHAEH, TAKMM KIK CETESE

KApTH, SAPIIpY THIATOPEL, KOMUISHTPATODN, MOSTEL M D, T10GACRUME TDH peaie

YIRS 1 YPURHE CISPATAOHKOR CUCTCMM W PR, UCthepTn ypo-

eHb ARTASTER TIDOMEYTOMHAIY

Kak paBoTaer npoTokos o 3ot wonenu? [aKeT NONAIRET HA NPRKIAIHOR Ypo-
. W K HoMy AOBIRTACTER JACOMOBAK. JATCw NAKET OTAPABTAEICH HA YPORCKS
npeACTaRERNR. mech ey Taxe AOBANTAETCH CnOM COBCTBERHNH JAIOOOR, B
ROKET NEPECLTETEs 0Ibuse. TAK 30 GHAIESKOrD YPODIIR, KATOpH T HMTSTCR
HeNOCPeICIRCHIQ HEpenateh AN,

Jipyras wainin, mouyann waker, sasnnser ofpatund orceet. TTaker ¢ priame-
GKOID YPOBHR NONARAET HA KAWATHHMI, FIle YOMPAETCH COOTBETCTBYIOUIMI 2000+
TGHOK, BTG NAKET TORHUSST Boilie. YDORSITL CETH OTSEIIET Coi JATOI0NK H
DIEPCITRT MAKET RBILUE, H TAK 20 YPOBIIS NpAKCOALI NS, FAC OCTACTCS! MHETHN NAKET
B canyeiinoh wedmpsnus, KGTOpa GHT2 TPHKPENTIEHD Ha HCXoRHOM MaLLHHe
nepen orapaskoi.

Flopeiaia AQHKLIX Ke OBFHTSIBHO J0WKIA HALHILTYLCH S CCAMOTO YPOBAS. e
HeMOmL2yem i IPOTOKOA PATIACT na 4 YPORHE, TO NPOUECE TPAHCTRUAH HasHET-
€% ¢ T, W nAKe Dyset MOIHMMATRGR BBEPX 0 QUIMASCKOTO YPosHa ia o«
npasks. KOIMHECTEO YPoBIIBii B IPOTOROIS DIPEAEIACY CIX IOTPOSNOCTH H 13-
MOKHOCTH TIpH NEpSIANE BRI
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GPASS. ‘310 Heewasmapniase uperewo EFP, # Mato kew W3 TpowIBouTencH
OTIEPRWBRIOTEA, N103TOMY T4 TIONLIOBATCIRR Paora & Frkont KoMAHEANH we-
KT R TRCA SRR HEYTOFHOT

a1 fipgrIps CONCIRHT CIPOSH 1PHAMCPHS EHCIOICTO B

tosrap

FIED EASSNORD RS

CTPOK-OSHCARME COCTONT WD TPEX MaAPAMETPOR, PAIIETERIILIX TBOSTONIEN: WA
TP, AP W PEAIHQE (SHETCTHOC) 10 T pyHL,

10.6. FocTeBble yueTHbIE 3aNUCH

Flian ceit GonbiTaTRG ORI & CMCIENY 10 TOfhm axKEYHION, 10 nel Cwd-
Kere MyTelIecTEOBATH N0 Boeli dalinosoii cicTewe. Ho B GOMbUIMICTES cayach
OMLA0BATC TN HYEHO PAGOTATL FOMK) € COBCTLCHEA H SOKYMELTAMS, HO3TONY
25 5oex B0 FTP-NONL0BATEAEl 5 ABKY TOCTERBIE YHETHbIE FanMch, Jlabalh
e pACCNMOTI Y 1t UPAMEDC, KLk TR HPUNCRG U]

Jlin Ha9818 HyKHO COBAXTH HOBYHO YICTAY 30AHCH IR OTB30BATCTA, HONIDHNED
Tobert_fip. JI7A 37060 BLINOTHseM KONaNIY

add robere_frp

Teucps nOCMOTPHM Ha COSTAHKYH Jux HErO CTpOKY b dhaiiic fete/passwd. Ona
RO BGITIACTS EPKMEPHO CCIYIONTM SOPTIOM

Eoert_trpix:3:

S50 s home/zasert tbp: fnin bask

Kraceaucexas zanticn S8 10KOTO 10T30BITCTS. HO HEPCS HEE OXHO X0IUTS &
CHEIEMY IORILHO, & Wi AOTAHb OTPIHITSGA Tobs0 FTP-10c1yiow, Hae:
st xoManmIyI0 0Gonouky (shell) suts arore nomvsonarens wa /biniftpanty. Ta-
KOR OBOIOKIT 110KA 11CT, M Mb) G €1ItE COSIALINM YT NOSAE, TIOMHMO STOrD, He-
oBxonnM0 aUpextopuic thomefrobert_Np cacnam, koprcaoi. JLiA 51070 1yKH0
AOGABATS B KOHIE FYTH RATKY € UNIEHEN B BIE FOKIL,

OrpenarhpyiiTe COOTBETCTBYIOWIM OTPIION CTPOKY, W Gbl (10TYNHTE TAKOH pe
aymar:
rebert_ftpix:S071557: : fame/ zooers_£50 . /bins Trperiy

Ofipuriie WHUMAKKE, 4TO B KAIGCTOS KOMANNOH OGOIONKG yiasan din
Jbinttponly, koropsi e cywectsyer. [aalive oo cosaaN. DTO fement
JOLKO O I3 W AIOTON WGROTIYETC ECEMH MOCTEBHNM Y3eTHAIMK JANCANA.
4 CoaUs QATNE MOKHO BOCTIOTS I0BATHCH KOWAHAOH cat

cat 5> /bin/Stpenty

T8 OfBET KA 370 BEC KOMANIL, SCTOPIAE TEHHENS GYAYT BBOIATLCA b KOHCOTA, M-
natyr o daiin /bin/ftponly. HaGepue creyiouriit vexcr:
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FE0 yCIanamiIcii NAPAVETP LRUNLSE, TO CETeRai kapta pBATAET p “uepaGopan-
BOM" PEIANG W WORCT 11pOCAYLIWEATL TPadH.

14.5.3. AKTBHOE NOACNYILINBAHNE

AKTHUANS CHUuBeph ASHQIOT BCE BOSMOIHOS, HTOGH IEPEHATPIBHTH 1yx0R
TpAHK Ha CeB. DT0 AOCTATACTCA ¢ NOMOLKHO MOTHPHALIH TAGIMU MAPTIpYTH-
saLAK 1 O6MaHa CeTerord OSopY oA,

C TOMKN 3DEHMR AT BTHIIUAF CUIRGHED CI0KHEe. TTOGE! TIOHTH, Ka 0K
PaGOTAET, HEOBXOMMO PIOSPATLCA, Kik NDONOANT MAKSTH KA COMBIX KT
yponax. 177 nepesIM TaKETa b MTEpIICIC CoTemae yeTpoieTea onepupyior IP-
apecan. Korma sut oGpanaerecs no IP-aipecy k skkomy-imio komimiorepy
PANKOX OOID 13 TORO KT CerMEIITA, HonOAk2YETeR MAC-2/pec, 4 eciTi AIpccar
HIXOINTCS W APYFOR COTH, 1O NAKET NAIIPIDARETCA HA LITIOS N0 YHOIMAHIHD, ko~
Tophili RLTAETCR MAPUIPYTHIETOPOM HIH KM NLIOTCPOM, TePSHNPARIAOILIAM N2~
KOTHL 1 IPYTOH MAPIIPYTHEIYOP, 1 OK yake 10 TP-anpecy MABICT 1yIIyIO CETh,
Kora coT, ofimpyaesa, sHyTps Hee MakeT clENyeT X0 nonyasrens no MAC
anpecy.

O6mar MAC-anpeca

KaK BUAKTS, BHYTPH CETH IKETHI MEPEIMOTEA TOMbED M0 MAC-aspecy. BoT 1y
A% ATH DOIMGANKE NPACOIHTCR MOZETm OSI, KOTOPYIO MHl pAcCwarpuban &
s, 4.3.1. Cavenan KApTa, 500 b BOTLUKIETEO KOMNYTATOPOR PAGGTAIOT HA KE-
HATGHOM YpORHC B ONCpHpYIOT ToMuko MAC-aapetamit, 3aronoeRk APYTIG
YPOBHEA HEAOCTYTHLI M HETOHSTHE STMM YeTpoficrisan. Maprpymiatopu n
KOMMYTATOH PA3SAPAICT MIKET 10 YPOBH CERM. Tae €615 TP-aupec, 7. €. nayTpa
eTi §e3 HTUX YCTPOFICTE MAKETEL MOMYT DEPERNBATLEA Tonhko Mo MAC-2pecy

Hro e nonyHaeTcE? B IOKATHHON CETH, HUKE ECTH bbl OTMPABTHCTE AAHHMS HA
TP-agpee, wetio.msyoTes (asiseskul apec xoMmoTepa. Fipw pasore seps Ui~
TepHer BeeT Al HenOTbYyeTca TP-aapecawin. 1o npocto ABTIPARATY & CeTh naxeT o
IP-apecam HeIs3%, BEAL CETEBLIE KAPTH lie PAGOTAIOT ¢ [P, 3 NOAL308ATE M k-
v e yrenumaor MAC.

Kak we vorza yowan MAC-anpes 10mysavcas? CHasna O11paRmTein kit
Citn BwsCRATR, ¥ KDKORD  KOMIMQTCPL  yeTamosncs  [P-wipec w pmae
XXX XXX XXX.XXX. Hw soro wemonesyercs mpotokon ARP (Address
Resolution Protocol, HPoTQkan pATDEUIEI s AZECOR), KOTOPEI PACCHIGET WHDO-
KOBEGETEIIbHbIA SANOC TS KM E]M CETH 1 WWACHEET, TS KAXOIULSS e
semniap ¢ yicianabim P-apecou. [3 3ios nakere sy om0 IP-azpec, &
wnecto woromore MAC-agpeca yKazaua suaticnite FIFFEFFFEFTFh, Kotopoc
CETeBIR KapTA TOTKHA OGPAGOTATS M OBAIATEIRHO OTIETL Ha PasBOpKy SMEpALLF-
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£ean By uyino paboraTy ¢ GalIGMK WA AHPEKTODHENE, KOTOPES IOCTYDHS
TONEKO AANHIHETBITIDY C HyTOUs WA TIMKTTOPOW, T0 Ne HCnOmsyiire 27
7000 FTP. Jlynilie 1tpOuIHOITS UMEHERHS, CHIT HENOCPEICTECHHD 20 KOMTEHO-
TEPOM 1M Cie€3 IPOVEIKYTO Y10 IAFIKY (3AKASaTh Al B Ca0W KATANT, a -
W JOKATLHO WA MCPSS SAANCHHIR, HO SCI0ACHHT TEPMHKAT, KODPENTHPO-
oare).

gt seero poeryit 5o FTD 3ATDETATS BUek CHCTEMIKM YHeTHbM sancsn, ID
Katopsix swenee 500, b vraro meetaTaann u (wiic fipaceess noGatsrs cie
ayoutyso eTpoKy:

oy

id t-300

B a70M CIy*t4C MOXHO GHITH YBCPQIHUIM, 1T KAKGTO s saBsnm, Tew Gonee o
S O FASHTHORKETOROM (Hanpviep, ¢ [D, PABHHIM HYIC) MOKET GhiTh, e~
AT

10.5.2. KomnsloTepam BXOH 3anpeweH

Kak FOROPUT KQTIKES ATMMENCTDATOPCICIN MYAMOCTS — HZ COTCRON IKPAH it
o, cav e oo, Firewall 02803567 30IDETATS 10CTYA K CepBepY KA Gnpe-
JeTHHbE TOPTS € KOMEPOTHMX KOMiniOTepol.  KOHGMTypagnoRHim dashn
eto/ftphoSts BSHIOANACT CROINC TATAH — PATCIAST HAW SEIPELLESY A0CTYN ¢
sk [P-axpecos WM ueaoit oy

Tlo ya075aHWK0 aift AYCTON, (OTONY 47 PaIpaGOTIHK WACTPHOYTHES HE WOTyT
i, KAK 0 SIHWDYCIC ODUAINLIONHI N AOSTYIL Bhi AOREIC IDONKCETS & HEM
[

allow s s
PR —

Hanpumcp, €610 bt xa11€ 3AGPETITE JOCTYTE ROUTNEEM NOTHI0BTENEM € AT~
peca 192.468.1.1, 70 a06ap1Te CTPOKY:

dony 2

onymons 192.163.1.1

Ecni MOXOIWTE W3 HAUMIEIQ TPIIATEA “HTO e [MIPUIEI0, TO SanpCmeso”, 0
MEKCT [OKAJATHCS, 470 CTPOKA C MPEKTMBON ceny He 11ykcia, Ira nLCpHO, 10~
ToMy HT0 nelxoause SAEPCHlcTh [RIPEIEHE HA IOCTYA € YKLIAHKOTO a1peca
12 OTPEREACHHOTO THIA IOTGSOBATEEH, YTOBLE OCTANEILIM SAKPITH BORNOI-
Wocrs sxoma wa FTP,

10.5.3. IpynnvipoBka

B aiinc fPEIOUPS HAXOZATCK OrIACANWR TPYIITL (ANHOCUIHA IPAbAW JOCTY 1),
OpH CUZIANAN KOTOPLEX MOWKO Achioabsosats xowawasl SITE GROUP w SITE
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FReioun somanme iaccunsard cantbduira — cante npoctoe sanaTwe. Bee naxers,
KOTOPHIC MPOXOINT MHMO BAICH CETEBOH KApTLI, MPOBGPAIOTGR (1 MPHIRIEA-
106, iy, CoTenaa Kapra CROPRET ATPEC NONYSSTSI  BIUTORKS RAKCTA €O
Cooum MAC-/pScOM, W CCE OHI COBTAZOT, TO TIAKET TIEPERICTER OMEpANOH-
1O GHCTeNE TR 2#aTU3a, OC YMTAET 1T SACCAORRA NOPT, 1A KOTOPLIF HAIPABACH
NOKET, # IAICC OMPGIGALET MPOTPAMMY, ATXPHENYIO NOPT s TDHCNA. FH{kp-
i

OBpalions naxcron Wit wa ypanwe ceTenoll kapTst. o 1 Kapra MOKeT GuTo
IEpEReNena B CRELMATSHHIIL PERIY, D KOTUPOM BCC RAKGTH MCPEAIICIC ONkx
PALIMONION SHETEME, H Db SOKETE X YOWUErs & NOMOLINKO CIEUHATIHPOBIHKLIY
nporparh, HCOSXOTHMO JAMCTHTS, 410 HE 1Ce CETENIE KapTH MEPEBOIATCE & STOT
PEKIAM, H0, ND KPAIHEH MEPE. CORPEMHIIMIE |IDFACPHHRAIOT LAKYI0 BATMOHOCTS

B Hikropiiere 1 5 coTas, Tic ueno/uayeTe Swich, TaK0f tpiok He npoxoaT, Ce-
TeRaR KapYA BUIWT TOTLKO CROF TPADHK, T. K. UYKHE NIKETH MCKIOMOICH K
KOMMYTATOPAX WIH MDLLPYTHIATOPAX, KOTOPHE YCTANDRILHM ¥ NpoRaineps
B 5TOM €3y*406 HA TIOMOL, IPHXOMT BKTRANRR Sttbdphic

Ha NopRMii BOraAa, NPOGTYINANIES TPAgKa BBCOTOTHY GE30MacHD ST Xaxepd,
@ HeKOTOPIIE HAUIIAIOITAS 381YCKAIOT TPOFEMMI CHUIHATA H CHIAT C HImH
TN AT B DrkeBWHA JANCTUEX napanch. H ANMHHHGTPATOP MOXET 4 301
KR OUPEIETHTY HUTHYNE B CETH MPOC]YIIBAHI, J@KE NICCUEHOND, 0 HAKIXT
HOBOMMATETHHOFO YMETbIA, NIGK OH HE HATBOPHA Be.

Havmon ¢ noncka naconeroro nmddep. JUm ero oSiapyacis teofxomin
HADCATI HETM KIIRTEN 3X0-411POCH (MAKETHI ping), 6 KOTOPHIX GyaeT ¥
2k npaswbkni IP-napec, 1o uepepini MAC-apcc. B Hopwaimmont pokime
CETeBOR KAPTA MpomepaET hHMECKHR BXPCE, TIOSTOMY, YEIIEH HEMPABMALHOZ
e, naket Gyfer oTpolieH. BNt HE KOMNLIOTEDE CETGRTR KApTA IiepoRe:
EHD. B PEAHM TDOSHGTYA BCErD TPAGHKA, TO MAKST Mopeaserca OC, rae cpasi-
BaeTes yie IP-aapec. Tax Kax aupes scphk, OC oTIIMKKETER. Eeh x0-oroer
nOYHEl, TO IO RENG TBOPHT & TON, 9TO MY KOMIIOTEDE CETERAR KAPIA HAXO:
ZUTCA B OACIPHTEION PERIE.

HO XAKpL HE T YA ITYTIH H JNGIQIOTCR SCTESHIMM dkpaai. locTaToNH0
anporuTh wexommi [CMP-Tpadik, i KOMILIOTED ST0YMLIITEHIGKG YAE He
TBETHT Ha R SIPOCH, & SHASHT, HWAETD OTIPEIISTHTH HELA,

ECOH 1A BAUIEM CSPACPE PEWKD IORMCHIACE CPEAIISA JATYIKA MPOUSCCOPS, TO
pwHKOf] woeT GhrTh nonGpomiensii cHmdbep, 1. K. b SToM crye ceTess
KAPTR HAUMHACT OTABATE ONCPAIHONFION CHCTEME HECh MHOXOIAULMT TPAGHE.

TOBM y2HATH, B KAKOM PERIMC PABOTAET AL CeTERI MINTpYCi, HeBXOTIN

RO H T KOMKTY:
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i, GEBe 1OToRy, QeTaHORIIECH U npwsE e Generie (oBume wacipoltn,

KOropHIE GYAYT PAGOTATS ¢ YSTPOHCTAINM IOGOMD MPOHAEOAMTCNA), 0 B APABOM

CUHCIG RLIGEPATE CTAKY © ASIEWEM IKIMALCTRON KIOTIOK 1 HYHEM NOPTON.

TloMOCHAE TS MLy YKITANO & EKOSKIX # Ha JAHITLIA MOMENT NaXeT ST,

1pex Tanok

O PS/2 -~ conpenieitm il TOPT 115 MO/CIONENIA YETPaRCTE B0/a (KNIDHATYPA,
sy,

O USB— ynnscpeancinaii nusepieric, nenomayeton i pas
PO, ROTICHECTEA BCC YALIE 1 HAILE;

b yeT-

3 Serial — n tapoxe wnceren ewe W xix COM-pr. BETILASCTES b Craphix
MuKax, Ceiidac TIKOA ARTHKSAPHAT HAHTH YiKE CTORHO.

1fa creayionen Wware a1 TPEANATAETSA SHEPATL OIMK 313 TPEX BAPHAHTOY YoTa-

woBK

1. Buerpas — somburypanms onpencaeia ipamsso,eees. Tiom o5 s
CORPATINE KOTHHETTRO ROTPOCOR. AL XOTOPLIC AN ITHCTHTb B BPENA YT~
HODs, HO DESYALTAT YT SONEK OT ONTINITLHOTD A SE3AIENOND,

2. BHIGOPONHAT — TOSBOTAET CAMOCTORTENHHO YEATATh KETIEMHE KOMMOHEHTS.
HAnkL5Ee UPCITMTUTCIN 3 AW L4 CEPRCTIUR 1 KOM KL, KO-
Puic GYYT raAKAIOCHS K coTH,

3. ORIORACINE CYMECTRYIOWE BLpE — WCTOINAYEICH IPA YKE Yerauokatii-
107 Lits, DTO NO3BOTT MOTPATHTL MEHbUIE EDEMENN HA HOSTOPHYTO Ha-
Gipoity

FTeM CAGYET YIRTS, £ HaXOTATCS A YoTaONR, TAK KaK Wi Sarpy3H-

1L € HICTARTAUAONIOND WCK, T, KOUSMID K€, HYWHO BHSPLTL yEKT

CD-ROM. Copementibie beponn Lintix somio NErko YCTaHOBKTS 1 G KEGTHOID

aecxa, W o ceTi.

Catenysoutaif 3T — BetOp AHGKa, KYT4 By yeTaasunart, OC. 310 viacies

e Tiecis € SyGianu # QIEATOR, KaTODAS MOKET KHIBATS JTPYAHEHUS, TOTONY

A BOCTADTIOGS DTAHOBHTECA HA STOM Ware foTee aapobtio.

2.3. Pas6uska gucka

B ASPLnUx npeAYOMOTPEHO TP BAPHANIA HEMONLSABANNE AHEKOBOND DPOCTRRI-

o1t 1A pasmeners OC:

1. Becy e, B ram Clysae BCe CynCeTRYIOINC PAICNET GYIYT YHINTONREHEL
a amen, ven mutbopmaun GyeT noTepia. STOT BAPHAIT y0BCl, eci B
yoranghMEReTe quHCTOEHIN OC i nasl Komnaotep. |Iporpssia YoTa-
HOBKH G212 BHIGECT, CKOMHKD METTE W ALTH HEr0 OHeCHH
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1 antoli cTpoxe paspeiiaeca Py daion o Aupekcopm home, Tperiin
“ernEpTIATl MPINSTPLI OMPENENFOT EIAICILG 1 CpymIY, KOTOPUS yIyT yors-
HOBTEKs! A paira. B OBORS CYNIRK % YKATV 10O, 106 1POCTON Svepuid
RIOCIIE JATPYSKIs HIERS e CHON' GGG C AORYNeNTON. Jlariee IYT (paba ot
Ty s il — 057, T €, WATATE W 2IMCATI, B HETO CMODKET TOIbKO AIMHHHCTPa-
10p, & BGe OCTANBILC OTAUXAOT, TIoCTEAHR NAPANETP PABER roda -, SO CanT-
DETCTBYET ANpETY Ha CO3ATHHE TUPEKTOPHIL

Cavnyioussi DpANE PIIPEUISET COIABTE HHPERTOPII:

Upload /neme/robact yes oo ook DEGS dir 9700

lpenniocesuii RAPEMETD paBel iz, o LO3OMNET cormamaty anpexTopkn. [lo-
e NAPANETD 1730 — 1O PTG JIOCTYTA KA KAVANOT (TONLKO AZMAHCTpE-
TOpY PEIPEHEHO Bee). HIMEHEIAC OR) mideda it HOXINAET CASET BOAWCHIOR
PEBOTY C alinamin TANBKO QXMKHACTRATOPY foot. JIaKe ECTH TI0YMUILEAEHANK
SUPYIHT 8 YKERIIYIO UWPEKTOPKIO GEORO MPOTPANMY, BUTOMIT Gif €€ e The-
HET. E WA COOTRTETYIOUIHS KA.

SanperiTc surpysey paRAOR B HODHIC HSTEMIILIC AUPERTOPHH, OTRPLITESE TONE-
KBAIEIAN 214 APOCHOTPA, ESIHH B6r WOTOTVIYETE HEKTIUMTELHO COCTEROR 06
TY, KOYAA MOTLIOBATOTE MOTKET PAGOTATS TOMHI & CBOEM OKPYIKETUIN, TO B 3ToN
HE HET KpaANCH LGOCXOMMOLTH

10.3.3. Boctyn no onepauuam

Mossa 37070, & pafize fPaccess MOKET SITh ANACAHHE OCHOBHBIX ONEpaLAh i
ApUB A0CTYNA K 1M, B OSULEM BEIE 7TO BLINLAIIT CIENYIOIMM OBPIION:

Tefierae yealro ramsmosarers

B kauectne ACHCIIMA MOXNO YKAKATL OO W3 CHEIOUIX SHasen choot,
Helate, ovaruriio. ronam WK umase. JATEM UIET PIpEIIEHHE (yos) WIH Ranper
(nc). TOToM NCPER JANSTYIO MOMY NEPEWHCIECLOR THIL  LONMIONSTEER
(amonymons, st AW 03"} WIK YEIMEEES KHCE (51233mmen_cnaces).

Tlo yMoAsatio nce XeicTais i fmn BeEx NOTIBATGICH paspenicrtl. Ho anatme

OPHAMLIN GyHET BPETHTL YIAIEHIIE, HIMEHEHHC ETPHOYTOR, MEDEMEHOBEHIE
WK MEPERNIHCS HALTOB HEABTOPHIOBRHHAIM (ATICNYMINS) FONNSORTIEHIM

THanpksiep, B mcTare 0.2 178 3aTPEIEHID 0CTYNA K ONEPALIEN €CTo Cre-
aioute CTpoRK:

cmod  ao esonymus, grest
delete no  ancnymous

cveririie g

e oo asonymous
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CKOILKO APOTPANIM OIHHAKOROID HEVIASUME, LATPHWED, HUCOUILKD FpAYIepOR
I oprieina mporpunm. B Windows TAKOG HeROIMOAQIO. Mbi, HABGPHOE, HKO-
TR e YERIMN B OIHOM A rpHTYFse Gpayaepsr Intemet Lxplorer, Mozilla u
Oper (CamoctonTeanebie KosMepseerie npoRykTer). B Linux KORKypeHUUs fcii-
CTBNTENBHO CHOTOINAA. 1 IHIKTO 1 JAMPELIET WEIICLNOKATS CO[OHNHE PA3Pa-
Gomeis e Goperos ¢ T,

1.3. OTKpbITBI NICXOAHBIA KOT —
970 GesonacHo?

BLILYer BCiie. STO UPOTPAMME © OVRHITHIAL MCXOHSIM KOTONM HEICKHES 1
Ger0MaCHES, NeM KOMMEPULCKUC.

‘CTOPOHHHIH 10O YTepASIEHIN CHM I, 410 TAKYIO CHCTENY HESTIETYIOT MHOTO

IOUIGH PASIIBINH CTIOCOBINIT 1 7€M CTMEIM BIABTAICT BCC HOSMOMIIIG NOTPEUIG:
it OC Windows XP nokasissae: J0CT108110 BHGORYIQ NBAKHOCTS 1t Soi0nEc:
HOCTS, XO7A ABAAETEA KOMMEPUECKAN TIPOYKTUM. A CAMOE IABHOE, *T0 WK
GPARINHICH CHOCAPEEIING, OCTYIN AT CBOBOIHOTO CKAMBANMA 1 0Tk
® yeTanonke.

Jli, MSGATH OWNGKH G YPODHC KO SOBMECTHO C 1CCTHPOBAHHEM FOTOROYO PO~
AYKIA MaHOID Bpotc W RIS, 1O pezyIL T Saner oT wiea, Hecxotps
0 MACCOBOE TECTHPOBAKME B LINIX 10¢TATOO 210 HAXCAIT Nancyei. A coa
FOCMOTPOTL, KaKSS AMNAY LONIODATENEH OGCIIONIA TOCIAHHE BCPOAI
Windows, 70 MOKHO GHITO Gu ROTYMALL, U1 OHA ETAHET detympeamoR. TecTnpo-
HAAE— VIO O, & HpANCHERAC 1 "GOCHN YOTOBMAX" ASMORCTPUPYST COREp-
(IEHE RS Ky eN e PEAIRTATHL

OTKPLITOCTL B OTHOWCHMA LINUX ISweCr OO MPEUSYWEETs0 - OTIHYINOE COOT-
i@ 1w 1 KaseeTsa. BOTMOHI0C b BRETVATHO YOTAHOBKTS OC Noza0MIET
CHROHONHIb GONbUIHE Terss . HO 4EIpars: 1owsNTCs b ILIAHE NOMLICDACKIL, KO-
pan 117 Linx CTOHT 20TATONIIO OPOTO, MOITCMY GO CEOEBSMEHRBINT OBHOB-
ACHIIMH MOIYT Bussiktryen, TpoSent. K 0wy ke umamicipuposmme Linux
TpeSyeT BONMIUMS KABLIKOR H yNCHNH, tom Windows. OTcyTeieyior maciepa, o
wpaa ofaersar s, Heolxo,mme wirmh Ko Lt u ywer wm oo
aomabes ex Honekaskn. HxeHne nonTomy 31a OC B0 CiX IO He ToCEANCE 1
aaes 20w

Hoseny e Linux 1ax ciesia? Otier npoci. |IpOMAsOMTCIMIONTS W ynoBer
0 — econmGTIbie Beun. B Wintows sce Mpeesta 500, HO 1A BelioIne-
JIMA KAKOH-HEO CTICALAM SACT TIOHATOSHTLCA MUDKCCTO 1LGHHKOD MU K
fIpOSMOTD HUCKOMLKMX AKATOTOBLIX. OKOH, 170 OTHMMACT PArONEHHOC BOENS,
B LI 1rymno SammyeraTI, XONCON: 1t BAMOTMNTY 11y HYK) TepheTitny. T1pofiacaa
HOAIEQ B E0S, 810 HAAD HOMBUTS MEOKECTH0 KOMAHD,
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ECH A1t K0T 116 PEAIKTHPOBATH dhafithi. TO nonpoGyiie caenaTy 310 colitiac.
1R MDHAEPA OO HIMEHUTI, BPEMR OsGL I maBOPa NOSLNSONEEIEN CIIOCo-
B s pysron Linuk: € e rson wckie o e, KOReuno ke, ¢ nMImeeTepa i
SPYRAOCH. TAMIOND WILIC. DKTIOSTIC KONTIHIOTOR K YXOaky TOTOBKTO Korbe.
B AaabHefitIes Mot HE GYISM OCTAHABIMBATECA K TON MPOUEEES T2K 1DTPOGHO.

B mifmrypaaomtinas i |inux ecty nonaTHe KOMMEHTAPIA., 310 “rewer.
HOTOPBITE (POTPANIN NPOCTE HTHOPHPYST. 1 Bl MOKETE THCATS & HE S0Bble M0~
SCUCHI Hm NPRNCHI0 OTRIIDAATE KAKHE-T 1IpAMCTA. KOMWEITapIi e
ercn ¢ cutwnoa ", Boen, 70 X0,y HDETE TTOTO CHABO:NG, MPOITMNA 1pe-
weiperaer. Hanpisie:

B
[

90 b 0 xR U

ErixT LS 1 G o, O R akavae

Bomom npHacpe icpRan ¢1poka Hawm2cTen ¢ cnno ", 1 ona ks GyneT po-
HORPPORAIA, 13 TRETBEIH CTPOKE KOMMSIITApHI] CTOUT AOKIE YKBKUIE NpaneT-
P D70 AT, 4TO G RIPANCTD BYACT NPOUHTIH, I TEKCT HOKCHERWA TIOCIC
Hera Byt nponyieen

B neTacpred epexe nepox 1ha32 erour smak "4
W 1IOPHPOBAHL  BOCIPHHAT Kk KOMMCHTpii

aHaUMT 0T napaveTp Gysier

TloAcuensis. Ouiewn y0He JOIX 10T, HTOGM BPEMEHHO DTRAKI94TH Kakue-TuGD
O, Bh 0T 1ROCTO ¥IITI NEPMIT | S4BT, KA 011 Bt 121mICES, 113
CEAM Mt IPSRPATINIIL €70 I KONMIITAPHR, 10 LK NOIPAT AOCTEONNO YOI,
a0k "#, 1 2PINETP 32pAGOTET.

€ a0ty LILE) S50 S00MIIETL 01 KOIILITCD O HECE KLOI-
pusasiol 2arpyskn OC. 31 HeoBXOTHUO, HOTOMY IO 1D STAPTE CHOTEHH
MOHD EHMOTHITh KOMUHTY YAE K2 s1au¢ SuTpyIcd. ECAN TM0YMAILIEHHHK 110~
Iy 0TV & BAINENY KOMTAGICNY, 10 A0TO MOC! RONITH B OHONCILS0-
GEINCEON PIDE ¢ DOCTEAYIOUIAM EXIONOM NAPOIR F0O! Wik PeAANIOEATS
Ry

Eoam npw sarpyske LILO 01o6psacion b awic IPGSTOrD TCKETORD! 0 IpHTAI G-
Hith (I PAKTEPHO 73 ICTPHGYTHEOS Red Hal). To HECSX0TMMO EBECTH M St
e tae e (HIUX), GOTOM KIORCBO CI0N0 in-t- 6 XOMAHIY

R Boct: Timx Enitoron

Urofu Xakep He cvor sanyCrH CHCTCHy. HeoBKOuNO suutrrs LILO) ¢ no-
MO BAPOTA, 1A 3TOT B KOHGHTYEAUHONION alile NOGIE KACHEHOD SHOR
icge HOBRBATS CTPOKY

s e, o
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Tlpis MPOCMOTPS TPOLECCOB HYAHO YGe,imrmew, 1o daita upuTpmEt Ps e Mo-
dbmaupontyl Xakepon, TaK Kuk nexcmmae komu OC Linux aoctynsisi, 5ao-
VWBILITEHHTK MOKET HIWEHITE 1PONPaNNY BS TaK, 4Tofta O e prolpasaia
npottecc backdoor, it RoIGpOCHTE cBOH SAPHHT & Batly CHCTEMY

JOCTYNGOCT: MCKOMMUIX KOAOB TIOSBOMAET XAKENY WSMEHATS 1t MoBbie apyrite
APOTpaNMEL HANPHMED, MOKET 65115 TOACHOPMMPORIH ACHOH te Luezd. It NOCTE
IO, oMM DCHORIEIX CROM by NI, RPOTpasa Sy:IeT KIPATL Pak noT-
HOF EX0ma. YOemrech, €10 nenuineemoic Jafiln woex palienakmIK upmeccon
e

Heroropiie GeMaWH MAEYT pABATATE & MOATPYAAEHBMK MOAYARNH, SHOYMBUD-
2K MOTKET IRACA I # K IONITh GO HOJYE THIECTO I 1 NGTOHCHILE
K CTIHIGDTHSM, 1 €10 UNDEETHTE Yhe CADEHES, 1. K. UCHOZHOR MPUICEC HE -
anpumposar.

VanEIoIe HEXOAHALS. KOIOR AOCTTATID CIOWIOS MATIIS, W HYAHAO 0BIBNLTH
KDDL THARWANE & MPUITESMUPORRHI, NOFIOMY MRS METO ARIAETCH
sufonee onaCHLIM, (10 MATo pacnpocTpaKell, H 1ce ke, er0 11emas cGpacuBaTy
€0 ¢HETOD, MOTOMY HTO IRKOTA 110 AASlL, KAKGH Knatbi AN HEIOM IR
npoHK 8 CiTENY.

Tlpi BPOCMOTPE MPOIIECEOB GYABTE BIMMATETbHLI, XGKED MORST HIIWATH GHOKO
yIwanTy telnetd, 1 Tora b BRIISH CHOTEME Sy 102 IPOTPANNE! ¢ TAKIOA HI3Ea-
Hte. Oma 6T CACTEMNOR. 3 ApYTAH — XAKEPKAS, KOTOPAA BuTORHSeT
iy backdoor. Byabte GIMTTLHL NPH APUCHUTPE CTACKH UTKDMTER 1
neccos.

Ecan Bt cepoep PASUTIET MNCTORIIG, T0 XAKED MOKET GMET0 SATYKATh CBOM
ipartec backdoor # YXOXHTS BOCBOACK. ECH CEPREP XOTb KHOIZA Ml GHIOYSSTES,
7O IMOYMBUIIEHEHK ICTKEN DOSEATHTLOA 0 TaN. STO0IT 1K NEPLTAIDYSKH
backdoor Toe TanyeTIIGS, A4S NrRHOR BX00 B CHCTEmY BYaer JKPUIT.

OBwsarennito 1iponepbTe Gee CrIERIDHY, OTBENAOUNIE 30 JATPYIKY CSPIHCAD, I1d
fpeaMeT usscHenA. O HaXOATER & upeitapun fete/reinitd. Do wosker
Brm c10E0. NoTOMY 410 0 OC Linux Tasu GieKAPHEB NOCTATOMNHO MHOF. 1o
P 110G 13 HILK MOBET J06ADKTE KCMAINIL JATPYIRH GHOST YHUnITSI

JIPIFETIEN, 470 BB HC HALLTH HHKUKH TN MOCECAR, 1 10 1 CEpRAG HTH
ApoTpAMMA He srMeIeIL. 1O e He 2HAHT. NTO noTiiora mxone Koy, Homas-
0 A BTpETHN HDBLH CHOCOB MPATATY, APOECCL OT HETPENAKNICTS 0K BMHAR-
CxpRTopa — MO ApR.

€ weanex nap wipo LinX oTano neficraiTensho sozynsAsv. 970 yasouo, io-
105y HTO NOAOMACT NOAY T KOBbIE DOIMOKNOCTH, TIPOCTO MOAIPYIHE HEoGXa-
Zastotht 10k, Ecaus pastsine ane 97070 TPESGEANMY IEPEKOMKATLIAS AAPA, 10
TeMeph RGETO HELKOIEKO KOMAR, H 6CS TOTON.
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eTn) paspaGorkn Microsofl, xoroperii ke paboTaTL TonMKO B cpene
Windows. Dvo MOXCT ¢S ¢ Tomky nwioro, amKe omuToro ukepa. {lo,
IPOREPME CEPBEN CICUNAILNIIMK YOUAMTAMI, OB YEHAWT, T0 PCATSHO HO-
fOMkIyETCS LinuX (TOMIYH BERCHID Taxie YT TE, RAIE BCETO, HE MOIYT on-
PEIENNTL) 1 AOTAZAE TCR, SN 1D HROCTD KitFFIET.

o BTOpOM CAlyuae % OGS OACTANTAI M HECYLICCTEYIONERD Cephepe.
DI0MIAK, HE HaN TAKOD Cepne 1 11¢ WaRaa NYANDH TPOTPONME: A Tps-
HIKHOBERIS, SYACT HOKATL APYYHC ny ch #1H R Lie woeT YTy BoCBOREN

Montto upirsopirscy, w0 y wac yeraonnen cepeep Prof TP, Korapui pe-

7RO CYILCTTEYCT 1 TOXKE AOSTATORO HAGTO MCIIOTBTYE CH ANMINIACTpaTOp-
it Linox:

3 hoszasme e

GPANETY) DIPEUERRET Hyth IOKEILHAD AOCTH 1O ORI

a

ematl an

25 - TO AIPEC 1KTPOHHON HONTEI AAHRHCTPATOP;

T rossaze §ain s — COCPANMOE YRISEHIONG TNCTOROTD Galiid, OTOBPIAE:
TCR NOMLIOBATENO B CICyIOMEY CTYANS:

* D BXOZC B CHCTEMY, ECTH B KANCETRE THAA 310 CI0BO 101N

* UpU CMCHC VPEKTOPUW, €CTW B KINECTEE TWIN YKEMM CWewsricr 1
0ME30BaTENS BolE & yKazAHSHEGH KaTATON.

10.3.5. XKypHanupopaHue

HeKOTOPhIE AMBHHCTPATOPSI (HKCHPYIOT TOTHKD ACHCTBUR SHOHMMHLIX W OKTe-
BRX 0O5202aTENEA, DTO OGOCHOBHRASTCA TeM, T PCATRHbLC NDTE0RATCIH K-
Tews we GyayT fIOPTHTL CepBep, KOTOPHIT HM HYWeH 1713 paOTE Wit o0NeKE
GaiiTah. T KOPHE HEREPHOE MILIIETIKE, FIGTOMY HT0 MOCTATOUHO MHOI G i
COBEPUIASTCR HMEHO re|-10ASOBATE AN, ;18 K LI0FMEMLTEHIUKH, a1E BCETD,
wenomayoT k.

HABpCAHT COPBCDY 1ICPC3 TOCTCBY0 OTH AHORMMHYIO YUCTIYIO JATACE SO
CTORRD, & Tpit TPAEWTBHON PACHPACTEHHI TIpa8 HEMOSMOANO (TOMoKD et T
QM 1 IPOrpAMYE Cepepa). B GONMINHHETEC €IYHACH JAOYMEUITEH A CTpe:
KSR S8NOTYWT ZOCTYTL K BETOPATENHOR YHSTHOR SATACH H WETDABIOBTH

KGO MPORIOUII0 41010 11€OPAHHADIIGE, 10, HCIOILTYA YA, Bbi QOTHIE
FOAYLANT MAKCHMATLHYIO HHOPMALIO o (POHCHISTIEN W CAGRATS bee heolko
mOE, 0B 27D ie IGBTOPUAOEH (K BANPOCY KyYPHAIMPOALIA bl EWe nep-
wemca 8.2y, 12).

Mo yvorasuo wu-ftp 18 XpRHERsA RYPIRIS, KOTOPUI COEPIKHT HOCIEAHE
sanscn FTP-cepseps, nenoawsyer gafia Avarflog/xferfog. Meropna 3a npesoiny-
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AT HEROIMDCHD 663 MMCHERIA GUTLTPON B Cevencn skpane. CAEANTE 5 Teu,
WIOGH) IAKEKIE BAMIING KNHCI THM 1S IIOSRRRKCH, W REC MyseRis XAKEpA LT
[ryTnr—

14.5. Moacnywmsakne Tpathnka

M yoke ConOpitn & patsc. 14,4 0 TaM, 470 B SOKEIGHLIX GETAX Q4CHR 1101TY.19p=
e MOTORON $310 SWIHOTCH TPOTPINMGL CINGIEDHL, T. &, NOACTYIIMNaNHE
Tpapuxa. B MNTCOHETS TAKHE TIDOTPAMMEL TO7KE MIKHO HCTOTL3IRATS, 10 LCCH
TUA YENORHIETER, XIR W OCYIICE AR, B A2HHOM PAIAETE Mb) PACCHOTDIM
TEOpHIG PRATHILLAN TTIKN € HOTIOEONAIMCH CHiACDA W 1IOTOBGDHM O TOM, KK
NOKRO CDSTETUTS E0 KATHHE B SETH,

Kak i yaxe wnscw, il NEIUKNAMBI0T IQKETH, KITOPHE ATPCVIOTSH
APTION KOMMLIOTEPas, ‘TAK KK BOIIMHCTRO NDOTOROAON COLDBENICH KA 30pC
CTaHOANEHE IHTEPHETA 1 Ke HCIOMISYIOT HOAPORIIN, 10 % POXOLAILAX 1K
TOX MOXHO YRUACTE B OTAPHLTON RUIE MAPOIIM JOLTYIND, |KNSDA KCHMNINIX KADE
WAPYTYHO IEMEATAVO SHOPMALTO.

Mt Ho IPOrpxsia cmhep SIRIASRIACH XaK RAMOWIKHK B paGOTE B ANHiH-
CpATOpOB. HO XaKepB SN B /DYTOC DRMEHICHIE, W UPOCO ARAINHION
Pt CETH UPCHPATHNCA B MOLLIKOE ODY:EE TXIONUUTK.

Cribeph 1OryT paBoTam 1 AXHRION WTH TRCCABHOM peKve. B paso. 14.5.2
& 14.5.3 Haw OPGACTONT MOMTAKOMHTLCA © OGOWMI THIAMH, 110 HTOGH AU PHSO-
50p BhLT GONCE MOHETHAIN, BIM HEOBXOMHMO SIATH, 9T0 TaKoe Monenh OS] (Open
SySteIns Interconnection, K3aUNOTGHTEHE OTKPLITAIX CHCTEM),

14.5.1. Open Systems Interconnection

Kaaani pas, KOTAQ Bul NEOIACTS JBMUNC TID CCTH, GRA KAKTO 1CPETCKRIOT OF
BALIEFO KOMITSHOTENA K CEPREDY HIN APYTONY KOMAHOTEPY. KaK 570 npoucxonur?
Bli, HABEDHOE, CKEACTE, 11O 10 CTIETMAILHOMY CETSEOMY DTOKOMY, W GYAeTe
npasit. HO CyWecTBYeT MORECTBO WX pasnoBrnocrel, Kakoi w Korma fenon-
ayerca? Jatem arn 1yKan? Kak 014 paGoraiot? HOv i ST noupock 3 T
PaKOCh OTBETHTE B 3TOM piaene.

Tpecte wew pasGapaTvea & MPOTOKONAN, KM HEDSXOTUMO Y2HATS, 4TO TAKDE
MOACH. BHAMONEACTENR QTKPLTEIX CHETEN, KoTopan GEuTa paspaboTana Mexay-
tapomol Opraumague Mo Craugapraw (IS0, International Organization for
Standardization). I3 cooTSTCTaNN G 30K MORETBID CETERNE BAAMMOREHCTHHE Ae-
TG 1a CEMI YpUBIte.

AHHCCKAR YPOBEHE — Tepeanda GHTOB 10 Grrswiesions Kanictam (Ao 1

[t F yp p (ruras
P, KORKCHANLHRT 1M OUTOROMOKORHGI KAGENK). 30€Ch OMPEIENAOTCA Xa
PAITCpHCTIHKH ieCCRIK CHEL K MEPANETPH SICKTOHECKHX CHPHATOR.
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10.3.4. UHchopMaUNOHHBIe AMPEKTNBL

e fpexTasel OTECHIOT 58 AnQOPMAIVIOKKHC COOBIICHNR, KOTOpHE BMAWT
noms30BaTeNs, paGOTas ¢ Baunt FTP-cepaepo:

3 baines vain— B KAEETBE UMENH MOKHO YKOIATS TexcTonbI GRAT, comepH-
MOE KOYOPOrD GyAET IEPEAZHD MTOTHA0BATEI BO BPEMR BXOE & CHCTENY.
D107 bailh MOET conepaTL IPHEETCTEHE, ROTENYIO MNBOPUALIIC HIH Bp-
8131 Wenom 3000w satsero FFP-cepsepa. Bu 2070k GOMAHTY, 70 Sanitep
WSACTC f10T30BATCAIO GUie 7O AVTOPHIAUKH, NO3TOMY 316Ch HE JOTKHO GbiT
HMKAKITY CBeTCHII, KOTOpBe MIOHOTYT XaKepy TIpH B310ME;

0 graering capaeTy — OMPEXETACT, Kixy0 WHNOPMEUMIO BEIAGBATH IOMb30BE-
TEMO O GHCTENE HOLIC OTOGPERCHIA Sakicpa, 0 TEKETORES ETPOKD, KOTOPaA
e BT Ceny b oSpason: "220 flenovin.u FTP server (Version
Wu-2.6.2-5) ready.”. Kax ME1 yie FOBOpHTH paee (v, pasd. 10.1), 5Ta ctpoxa
CTOSPANALTCH 10 ABTOPHIALAN, 1 B HER CUTEQAHTCH MAKGOPMALIS O CHETEME W
sepeim scnoabayemoro FTP-cepacpa. 370 MWHEC, MOYMUIIIGHHAK HE 207-
WER BALTY ITOLO, TN BHBOIIT, HHHMMYM NOIEIHOTD HDH JEHC 1TO-TO
SalyTLBAOIEe. B KEOCTEC HAPAMCTIE VOXHO HONOTH0BATS OIED M3 C1e-
AyrouX WaseHH:

o Bl MOMHAR HIOPMAILAR, RIONER AN K
can;

LA POIpRMMSL W BED-

o brief— OrOBPIKETH CORPANIENHYO THDOPMALING, BRAICIAIOUIO TOTSKD
nea xocra;

* terse - TOALKO SOOBWIEHKE O FOTOBIKICTH CHEICN,

i patiore;
* texe — coScraennos coodente.

Bombie acero wHe Hpasitren nocnemsmlt aspanerp. TIpH ero HCOTI0BAMITH
EpEs 1POTET HYRHO YKISATS TENGT, KOTODBIF GYIET OTOGPANCH TOTHI0BATE:
o, HAnpKMEp:

eeetiag text crmoa

Ha CoBCTBEHHLX CEPEEPAX # HCTOMLIYIO COOGHIENHA HMENNO 7TOTG THIIL
(oawo w3 aayx):

greeniag text flens

00 ey
win

Fraerang text flanown.ru FTP Server (cd-f.pd 2.0.9) ready

Veiges moBoe 3 ITHX COOBUICTHI, NaKep RC CMST CHIDERGTATH, Kakol
FTP-cepaep peanbito yeraitopaeis. B fEPBoM Cilywae On nugyMASE. a1 HYCeT
eno ¢ TIS (Toternet Information Services, nopmanonnure cepusict Hurep-
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Kax e 5anomumis HonGALIYIOT Aapo, 796l cripaTats ceoil npousce? Tpo
FPIMMA S (M NO0GHBIE ¢it) Tn ANpEARITens sk A4 UIENMILT MpOLECEn Ml
e suipo. Meria 0k izer, 470 paGOTAS g voMeIET. Xaxepuii G
HATMCAHL PASIOOGPATHEIE MOZYIN, KOTOPLIE He AAOT afipy co0BinMib OF anpent-
TGHABIX 1IpICESTY, MTOMY BAMWHHCTPATOP HPOCTA WG YBIIIT (1POIpENY
backdoor. Kax pas irsTamy 1POA0IEN 2AIGHPOBST, CHTeNMY 1 OSSN Tt
nparpinw

Whias, nawimo sanymettnore npojiccca, 1parpima backdoor Aot amepumn.
AR OF-T0 GIPT W ORATTS TQIKINEIAS €0 CTOPONES Xaxeps. 2KHH OOpRION, W
TR KOHTPOTHPOBAT 3 3501

Conali BLCTPia cnOCab OMPETEANTL CEPTHCLT, ORHINIONIE MOAKTIOHENNS
370 HCMIOMBI0BATE KOMAAY ciezzbzt, Ho T. K. OBHOMNMENHAA DPOTPEVID WO
B CoCTn LI, T 68 MEXOIMBE KV TAXOKE MOTYT DuTh SMengi. A 1o o1
GKIHEP MOTOR He CKPOCHIbGN, TPUEAG, ATA CTO PAGOTH KEOBKOMMMG Gonbie
epeenn

Sysuuci cnoco enpatars hackdoor oT CeTeBtIX AHATKSATOPOE -~ ICOOIKIORTs
npi pOTPAMipOBIHIH RAW Sockets (c6fpbie COKETH), Kik 310 ACTART G-
dpepti. Ha cepbepe nporpansca backduor 1IpocyuHsaeT nota tpabik, ¥ ecn m-
MU KT, TMEMSHILS €ISUMATMIGIS (TPASN, 10 BEIIIOANIAST WICTRyRII,
OmHGAKELE B TOM NaKeT. XaKepy TORSKO OCTAETCA HAMPBNATS WIHOKORK-
TeMuinde i TPOTTD GRIMMIINGLE TAKETH, UMEIOUIAE ONIpEACIEIATH Wien -
KATOP, 406! CEPBEP BHINGAHIN HEODXOIMMHE HHLTPYKLIK,

VrunuTa netslit 1 eancpRl BOpTOR WE NoryT onpecirs cmididep, ooy
R TYT Gecerns ., O CHRGPEDIT Wbl MOTOROPIEM B CIEAVIOIIEN pa3IENE, A Geli-
HAC w TONEKO CRAKY, HTO T4 MPOCIYINUDANA TPABHKA COTEans KapTa JomKHE
PAGOTATs & CREUMAIIHPRAIIION PAHME, KOTOPHIF JOTKO GHPEACNTETCS, Scim
POCMOUPETE, CABTORITHE CETeRVID HHTEmbeen KOMANNGA & 5c

tic,

Fnernensidi nepiocramon - 1 apess paori ciddip tonsmagses napys-
¥ Ha CepBep. 13 1Y CAYHAE OCE NEKeTE, KITOPLE MPOXOAT Mityo CeTenoli Kap-
Tl HOUMNEOTEN 20 ¥pOnIia OC-

Ho pwse enparuanyo nporpaviey hackdaar moan i B ianwon iy e
MORHO ROCTYITHTS 1O NPABNAY "K1H1) KIKHON DLIKESIOT, Junveraey crundiep
1 TPOCMATPKRASH, IO 1POXGATIT 4EPE3 HALTY CCTERYIO KPTY. ECU Wbl BHIM
MAKETSL, KOTOPHIE OTCOIAMOT SAKPEITYIO MIKOMNNGIK) Wiw AP0, 10 710 MOKET
Yratinate Ha RaIMNe B CHeTeme mporpauvbl buckdaor, Or cabdicps womer
CKPUTLER TONLKO HNHBPOLIHHEIE THADUK

Ho casii -y ¢nocos sanumia o backdoor — Xopoe HICTPOSHHEE cere-
S0fi spat. Ecnn B GoHMERSEMOM DAMIK NOTHTIKC BC30IGCHISTIE (0 YMAIMRHHE
BCe 3AMPEIEHO, A PAIPEHISH TONEKO AOCTY K MYGIHAHGIM PECYPCAM, T AKE vor
I STOPORHAR TPOIPAMNA OTKRAET KARAH-ITI 1O]L, 160 AOUCHOMHTCA K HeMY Sy
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T -5 — TCP SYN-cxanmpopaune. Fean nn pabaracte ¢ apasamy root, 10 1o
YMOTIRKAKS YOTAHORICH JTOT THI, KAK G07ee GHCTPHI K TOMY Ke Hoonpe-
At HEKDTOBINGE [POTPENNGNI AHTHCKAHUPOZTHIT

0 -2¢ — TCP FIN-cxanuposaune. B coarnrerasm ¢ RFC 793, ce 9 nopr Ha-
IPABHTL NAKET ¢ VETanOMICHHEIM (BRAON 71N (HSNOTKIYIOTSH A1 TAREDHICI A
COSAMHSHHS), H ITOT KA OREACTCS SAKPBITEIN, TO CEPRED JTAIE I1KUTHT
aeekons, Wt 1 RET, OC Linuk 2CHCTSYET 10 CTOHARPTY. 1 NOBTOMY
NioAkHO Gk APOCKANHPOBATS NOPT6I ¢ NOMONEIO 3TOTC METOTA. EGTH NakeT
RST 1te nanyen, To flopr «akpeiT. A bot paSora Windows naneka o7 cranaap-
52, ¥ TACCH PESYRTAY W UPCRCKALYEN

I ek — TOP Xmas-oxarmipasane. Mo GO Ha npeasiyiaudl, TOTso Ro-
MHMO ITOTO VETAHABTHENIOTCR BNACN LKL 1 BLEIL YKOTHIDAIOLLHE 11 CPORIOCTS
e

0 ~s5— TCP NULL-ckarposanic. Ha epsep IGmpasIaioTcs nycnis naseT,
48 KATOPLIE OH AICTIREH OTBETHTL OWKEKAM:

— Ident-canposanve;

0 -t — UDP-ckaumnposate.

CMerl CRaNMpOBAIAA B TN, SITODLL YT, 0T G XOTh KaKOH-HATY
IRCT. B GADMCHMOETI 0T MEROL EXERUPAAIA 1101 IOITRUTEALHOMY Wi OTPH=
LATERBIIONY OTBETY ONPEACITETCA, JKDIT NOPT LTI OTKPET.

Bonee GHiCTpbil <0COS DOAYINTS OTKPBITELE HOPTH — 310 KOMAIH 170f (G Nt
PAMETPOM 1) 31 Astazen, HO HX BBNOTHEHE AOMAHO NPOTICKOINTE TOKATEHO,

UROCPCICTREINNG ¢ KOMNHOTGPA. Bopax upewss Gyt sbextitenol TonK0
5 TOM GILYHINE, LM XTKEP B ABKILIR MOMCITE 1O OUEH K CICTEWE.

Toaiiso rootkit BEr AOTKHb TPORCPHTI, CHCTENY 113 NNMME 1HOCTOPONIK e
fpyacubIX voTynel »Ipa. JIns STOFO 04€Nl XOpaKC NOAXOHT yrakra chkproc
{mxomit  cocan nacera chiraotkit), Ho 370 eme e ee, chkrootkir xioaet &
<aa ewe n yrumiry ifpromisk, KATOpas MOSANAET HARTH TPOPAMHY NMPOCIY1I-
satus Tpaia.

FLanocTon0K, MpUBEpIeH CsCOK PGOTAIOUWX APOLIESEIN C OMOUILO KONRHIE
D5 - Ha IPGIMET HANMAMA NEsaKOMLY ipotieccan. TIpH Mpocsospe Gy ToTe
YaKke winma Rk, BOMHNTE NPAMED ¢ UpOrpal login, sora aepnas Gy-
k0 " vionsaace na dpy |. EnBa GpOCHS B3I, MOKHO e MMETHTL Apo-
uece lagin

Ecan ofbemib aGoTy BCEX JTHX YTIALAT § 0HO 116108, T MowHO Gyzer no-
RyeIHT6 HORRE NRKET TOOTKIL, © HOTOPAM ¢1Le LkueCT tirpase chirontkit,

Tlocae Tora K mes ORPSACTITN Kamite Baiinos roOtit, 661 AOTAMS! OCTAHOBHT
1 PRGOTY M YIAWTL 13 cHerenel. CAMOE NPACIOE, €0k MPOTPEva XIKEPA HE
MORPHURPOBTR IKIKBKIK CHE NI &R0, EChi 310 APOUSONI, T HYEHO
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1 Gk B cucrene, xoTa # Ges SUID- ik SGID-Guva, o But e zanouozpare e
B sonea

Takeret rootkit He OTPAKTIMRAIOTER TllbK0 TPENOCTARTS N JOCTYNS K BH0T
BEHAIO KaAHL OT TIMEK 10T AoBATTA 1001, OHM MOCY'T BKITIONATS Sle w it
JAEBIE BEAONOTA TEHLIE Y TS, TAKNE kAR AHALIEA 0P Le1CROTO Tadwe
{siffr). mpoTpaveL yApARICHI aTiaNH RYDHANS, IOIBOANIOWIE THCTHTS
10 MPCGBIBANIEA XARLPA B CHETENE, H ADYTHE TORCHAG EATONLIIKY CPEICTE.

Jarpyaun W yeTakosie HaGop To0tKIL XAKED JAKPENARSTCE B CHCTENE it BIOCTEI-
GBI CMORC! HEPHYThG, UK CCTK GbiTa KPEIT YAIMEMOCTE, YEPE3 KOTOPYID
On a0 POk, BEl JOIEND YSCTh BAXOMT H YHINTOXATS NAKETH
eoolkit, w1066l UETPAAINTE GYTH XAKEDY. KOTOPb MOWKET PAHBIL BAC Y3HATH
© ClenyIOME BbDE b ERCTOME:

Sl ofierveiing s ARMMAMCTDATAPOR JOBPAMY Myl Ghlia paspabiorai
aporpamsia chisroolkit, E oo naitri ke carrse hitp:/fwww.chkroothitorg, Tl
ARITa NONEUT o1t LITeGoBHa vBapyEHTE, Gonce SO minecTrL AkeTon F00IkTL
Takvivs OGPEIN, Rt (562 OLBLIX YEANH MOBKCTE OTHEKITo M VHTISTORITS B CHe-
Tese BoTARAYI0 RGPS 13 AaKePa

I, KK COROPHTEA, 11 ora HaMelics, & cav ¢ fuiomaih, ToroneluH HABOpatH
TOOIKil 7O AYIOTCR TAKD HAAMAK M XAKeps i rOSiee. TTporbeconr
AL BIOMIUIK XOPONIO BIAKON € 1POIPAKMMPARAIITEm 1 COTIACT CE5R B
CTpyVENT cavocTORTETIIO. TeM fosiee Wro T 11 Tak YA CAUAIO, SOCTATOSHO
340, 0coelBiocTH paboTa OC Lin, TIaTTasy si1 Joimkr Hay Thes HAXODTH
ke yausaTL ok,

Onpe.zeaiTy RoTBAEHHE FOOIKII-NAKETA BPY<IYHD MOMITKET CKAIIMONTAIIMG 110pTON
HT0Gsr BOCIOAL0BATECH NOTARION IBENLIC, YU OTKPLITD 8 CHCTEME NOPT. 13
KOTOpOM 1OOTKIt OHARET COBTMHEHMS CO CTOPOHE! XaKepd, BLIOMUIAK roaeuo:
€708 K 310my KAHANY 1 YAPIBIAET CHETENOR

Qi Buerpro  CKOHNPOBIMIN TYMINE  ECETO  OIXOAWT OOKET map
(s insecure.ong). ITo DIE M3 CaMBIX GHCTPHX CKaepop 0o | inux ¢ Game
v moswcmrocTaNH. HEOBXOTAMO ANYCTHTL TPOMPaMMy NPOBEPICH 05
65535 fopros, JUTA TGO YAHO BHNOTHHTS KONARIY:

srap - 16D tace il

TTapaneTp -5, H018019ET LTS AN TIOPTOB. B TaION CRYHAE YETaHORIH
Bect, wanson ot | 0 65 533

TIONIHMO STOFO, MOAGET PHICITILCH 0,4 M i

RO MApaNETPOS:

£ -~ CTANITPIHIOE CKARMPURAKTIE ¢ VeTaHOBKOH TCP-COSTHIEIAA, ABIACTCR
comnm wearenne. JuoSas Mporpasa AHTHCKIMIIPOBIHIE YBIEIMT €10 fCH
pazo. 12.4). Ecnk bbi 3anyCkacts yTunury mmap nop oGmINAIN I1GHRSORATE
M, 10 10 YMOTHARHEO BYIIET MPHMENATLCA JTAT WO
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Hrai, walion sce deitist, s wivencin woropsix Gonsitie 21 anzpe |1:40 2005
O MOKKO Cacay Ny OFpaTOV.

foush B171114205 /tops tenpl Sl
ind fote \(-naver fmp/tsuptils \! —.s

R jare \t-onouer Jtap/Lenptite

Ding sels \ianser (Uis/lepiile \

B nepeoii CTPOKE M1 cosnaen Gailn 1o mpeheniedii ipexTopi ftmp ¢ eobxo-
IMNOR 3T KIVEHENIR, 115 KOLOPOH I GYAE! POMCX/ T EpARIEIIAE

CrepyiouIie TP CTPORH NPONSHOAAT 10mek dhaitnon. Kuarcaan i iy o cnt

OO CTPYRTYPY

£ird maxzow i -caaNGae 2 \: ~Ls

PACEMOTPIM TTO HACTHM TY CTPOKY

T i nporpana notcka daiinos;

01 mpcraipne— KXTAI0T. B KOTOPOS: NYANO WeKaTu. B 1w eryuze 3 yiasan
CHETNII fete, § KOTOPEX NPRISTCA BCE HECTPOCHHLIE dailin:

0 sapsssp (opamue gais \;— COUTONT N il A CONOCTARICHIA #
KPHTEPiHA NOMCice (10, KOTOPLATH HOZKET HPHHMMATL PUMTHIIIC 1121t

» —civer — HOTE MNMEASIOIM GONUE, HEN Y HURORD GATA B pRNETRE
i,

* cries-— COCTORUHE WENEUD MOTKE, HEN ¥ CONOCTABTANOTO heilta
B RapEMETPE patur,

4 mreses— BN GOEASCD Z0GTYNU NPSROCKOT, QHAIOTHNLE AP

METP cpashHBagOro (aitu;

O3 picnp 15 — QTOGIAT Ha IKPAIE ENHCOK QU108 (KK PR BHTIOTHEHAL
KoNaI 15).

KOHTpOnbHbiE CyMMbI

Ha S6Tt1 HMCHERI SOmKAD HLASHTHCH, 0 HeoBROAMND OQIIIATEIHOC EPEacT-
50 npoBEpKN. T12I1y LI HCTOTOM ABMACTCA TIOHGHET KOHTPONLHOR YL -
HYETIN, STO B XOTUTE DTCHEAHNITL WivCticnds 15 TUpEsTOpH fete. Ji 51010
BIONHNTE CIEAYHII ) KOMUATY?

xSz jevort
Tuxiu 0GP30M, NOICUNIHIRIETER KONTPOTLHIA CYIMA YKASIHILIX B KUHECTEC

Bapanierpa Gaiiaos. Ha JKPAHE Uhi NONYNMTE PEIYRRTAT BHIGHCINE KOMAN
APUAEIHA TAKOI B
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Dain LKL GyeT yARI0 YAMICH, A TOT SozepiIMO decTRol ccatui linktxt
FIRYIB MG AeHCToN, To CCTY AGHHAIG Hil JUAGKE K BRI YIAMTORCIIE, @ 116930
Tanexo 1 | et OFparire eximsme, 170 ¥ Gz link (X & TRECR koD Ke
HOBHINMIOEh JI39eIIITe CHETHIER CCHITOK 20 EAMHUSL

CviBO.ILHBN GO YKASHIBICT 1IC L JAIILIR, 7 HA BR dallaa. 370 12es Heio-
TOpHS MPEHSIIECR, HO OAHDRPCIEHINY ROSIIIRACT BOTLIOS KONHICCTAO IpO-
Gnos. [T COPANMA CHMROALHOT CCMETH 1IVKIO MEIOISONETL KOVAIAY 1 ¢
Koo -s. Hampusicp:

I s lirk.tx symbol.tat

Tlacsiorpms 1 pesynsar

OO EOMANH 25 51

I v 1 vase rost S19 0k 73 17115 L. et
NG Lewasazn | sool eons & Ko 22 12340 sl bl <2 Lik, T
Tencps eCKPUNTONS: BAANGE PASHHE. HO JIH Link. Lz NEPBUIN CHMBOI CAEAYIO
el K070KKM pasen Gykoe " KaK a3 04 H YETLBAET BT TO, U410 ML AMECR
3670 € CHMBOTBINOH CoMEIROH. TPUTAIl NIPANETR PIBER CAMIALIE, 3 MOCACHI —
Rocae 3aKa "5 CoTGAT WNIR (aFNZ, 13 KOTOPbHE YRZIBACT CORCTRR
TlonpoGiyest yaanuTs ocHoRtOi (iailn  10GTE STOTO NPOCMOTPET: COTEPAINOS
G symbol (212

ke
ety
ca egmbolwt

Bnepooli crpoke et yaaTEem haiin inkixt, BTopas KOMAHID OTOSHIALET <IMCOK
Auperopwi, Ycaurcen, o daina link txt ner, Hem et wenomsyete Red Hat-
AKCTPAGY TID, TO KOMANAN Le, CKOPEl BEET0, HMECT NCODIORIN. KOTOpbI, M0380-
T B HUBACUMOCTH 01 T2 paiiiia 0TOGPATL Cro PRSI nerann, Ko
HT, TO AMEHHTE KTOPYI) KOMAHY M 15 - eoler. cry -1L

Crpore, concpaUER HHOPHALO O Cebke SymbOLIAL A0THmHA Ghith KpucHar0
neTa, @ TEKCT  arIOME Geniali, ITO FOBOPHT O TON, HTO CCLAKD "BHTAA”,
T.€. VKUSHIRET KA HecytecTByIonti ailn. Komawaa ca syaisoL. Lnt_ MbITaeTeH
KOS pasweh SoneptaOe cowion. Ta Kk aiis 1T, w0 YA coofneine o6
wuixe

Cavioe AHTEECHOE, T Gl TIOMMTETECE SATACATE Kakie-MAGO anHnc & (baika
symbol.tst, To baita link txt SYAET ABTONQTHHECKM COLIIN, FTO OTROM A HEAOS-
TRTOK, TIOTOSY Bud AQCIHLI CTEHT 32 CHMBOTE MMM COLIKANI NSPET YTATCHI-
et dpatinoe,

Bropoii HeAOCTATOK CIMGONeH:
e oA ————

£X CCLITOK KPOSTCA D MPaBAX ACCTYNa, HO M HX
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Bydhep At sportenss JANHAY HIKODKTCH BHYTpH koan. B TaNHOM Cyias Bypiest
CUMTATH, 4TC MPOrPAMMICT BELICHHY 1)L 1er0 5O GAET. A UTO By e, eciel RO~
a0uaTes nepeancy  nporpaxy 70 GaBt? Ece npw npeme dropalin npo-
FPRMNIA e TOREDHT pRiNep GNOKL, TO NpH SRTACK Zantw.ix b Syep Cilt DAY
3 €M PEAC.IM B WIIMILYTCS NOBEPX. KOA. 310 SHAMKT, HTO MPOrpasa Gy, ter
HONOPUSHE U HE CMOKET BINONHATH Katix-n60 meilc1aui, v, cromee nceio, npa-
vioTigeT WenCae,

B crupuux seponsx Windows nearopuie oGk nepenomeia Gyfepa Mornk
uapyunie paory seeit OC, Windows 2000/XP u Linux Gonee 2anuauensl, ux

BLIBCTH I3 CTPO K& HIMIIOTO CAOKHES, W 1IpH NOZOGHLIX OLIMGKEX 1epecticT
BYHKUHONURARATE TOLKO CAMA MPOTPANIA

Ho 310 ewe nonbenti. HauGolee anbime wiowmi MOTYT Nepeamt Taxws
AR, B €OTOpLX BYACT SO 68ilY Mycopd, @ MOTOM MORIET KOPPEKTIIO Heron-
HACKCAIH KO, HO TONLKG HAIIMSSHILIT M0y SHULTEMDIHKOM. TOrIR CTPYATYPR po-
Tpasins] BYIET BIIIGTL TPUMEPHO Taksm ofpasuye

oz

*or

Sutep e 50 Sy

fom wanepa

“on xaxepa

B 30M Gyae Kot XaKCA MOTET BATBOPHTR Ve MHAND CepbedbIX AT, Ecn
TPOTPANMA G MISIPSIHIAN KON PAGTACE 102 MPABIMM KOG, TO KAIDMIKIK MO~
KSR POUHIATE THDOMA, OTKPEIT: KaKYIO-1HGO DD B CHCTENE HAH POCTO Y-
TOAHT BUe JIOKHHE A Lephepe.

B nocacnsee Bpews cunGos © nepetiaaeies GYepa CTAROBAICA BCC MEHEC,
DOTOMY 4TO NOTBHTHCS SECTE ABTOMATIMECKYR MPORSPI K18, HO BOE e .
OCTATONMO8 KOLMHECTBO, K TOMY 7, B MUDE CYIECTBYST 1ie TAK MIIOTD XAKEpaD,
nOCABHEIX 4epe3 OIIUGKY TICpEnoinetiin Gyhepa NoNCTaBIT CBo cabcreckHE
Ko7, HO OOICTCS BOSMORINICTE MAUKCUTS MPOTAMNKY, KOTOPGS WCTOMLSYET
OWIMGKY  GYAST MPOCTOR B RpitMeHcH. B STOM G1yUaS TI0GOH CTYIEHT CHOKET
£ BOCUANIMIORATEG JUTA 830MA BAIEN) CEPBEPa, 1t ¥ Yore GyaeT RaCTomeh
TP

Tomimo Hapyitiekia CTexa epes nepencrichtie Sydiepa XaKep HOKET HCHOPTHTS
KO 1IpoT AL HeoNEsyn HEBepHOE dopMErHpoRakte. LlexoTopsie dyHsu §
DpOTpasHOBAHIIN MOTYY OKASATLCE HEGESOTACHEIME DPH CTIDEISTEHHON He-






index-92_1.png
£ Frasas

JI% COBAAHHA TARK CCBEADR BGIIOASYCTCK KOMALE 17, KOTOPAK WMCCT GIRaYIO-
i e

B OTHET 112 310 HPOVPANNA CORAICT HCTRYIO CCHLIKY © HMCHEN s, 2.1, KOT-
it BYAST YKASHEATS B2 T€ e AaHMBe, WE0 B QAN ms_paic

L35 Ha HPAKTARS NPOCPATY GG 470 BY/ET PACCMATPHBATECA Sanbite, <ostel
4 B CROCH CHTONC QAN LEXE. JL3 51000 Moo BLAMO-THI 1, KOMatity

s e
Thiainee knaswury <TUTer> 1 BICIHTE HECKOISKY CTPOR TOKCTA 1 HIKMHTE KT6-
e <Clr<2> Tetepn ¥ 86 €CTh HEOGXOMH AT QRN A TECTAPOBAIIA.

Comuaist it daiing 1.0 KECTEIO CCOIRY. JLI 3TOT0 THIGAIIHTE CACATOUN
omany:

1 Lotat Linkc

€ noMoWMI KoM St 1ie e AMMCANIC Ha aSDEN COTSpARMOe dan
link (xt 1 yOEAMTEGH, 97O OHO MAEHTHAD CTPOXaM 3 1.txt, TCIICPh Ao MK
KOHauzy S5 -1, 410Gk NpOGUOTPCTA CoMEpRNNOE KaTatora, B cexe daiinon
oA BLITh A5 CTPOKW

BE

oot
vt

R TR

5 Lkt

OBpaTITe MAIAE, 4FO NCPRAA KCAOHKA, b KFTOPOT KAXOATICE TECKPHII P i
OB0sx IO, COCPKMT OIITKOBKIE HHEHMS . B TPCTHcH KOUOIIXE CTOWT -
10,2, ¥TO TOZ0PHT & HATHHH JAYX CORIOK 111 AN

Terepe 1ONPOGYEM HIMEMITE COAEPKANDE MAGONY 113 ek alos. Lia FTore
QA CHERY IS KOMANZTL

o Lineta

st ot

B scproif erposs s coxpantacs & dhalize [nl AxL. peyrar pubeTL KoMAWTH 26
{CMHCOX COMGPIAMNOrD. aUpEKTOPH), 4 TTOPAT — OTOGPRAIET J0KYMENT |t
VBoautecs, 4To conepmme oB0MN (A0S HIKEHHTIOCH B HMCCT O7MHEKUBME
Az,

JlakaiiTe TONPOGYen yiianin, il | IXT It DOCMOTPET 4 ICTIOT B COEPAIE
paitnn [k bt. JLex 51000 BIMIOIHMTE CTYION e KOMAHILE

Lot
=
Tenk et
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Ko amHUMCTPEOpOS. camoyiok? Oen mHord
5 PRIMIONaX) OETABIHET ST, Ty UEID.

1 fia n obyserme (ocodenm

MuorHe cnenHaTIICTb B eEpe GETNACHOCTH HE HMEIOT CREUNATION 0pa
i, 5 BOCTATONHO HAGTO efidRGE ¢ SIMUBICTPRTODANT, H, TRIL HA KOMAGE-
Tep, very CiBTY, KOpeuHi Ot HAt 16T, G 13 KOMLIGTEPE CTOAT KDL TO e
90 %% 1Al ANMMKIECTPATOD CBOBOHE Bpeowt TRTHT 11t PIGOPKH G WOHCTPAMM,
ECa HEPYISeK HET, H COYT GBFIAH TOTBKO ¢ TPOBECCHOHIILIION ASHTEMMIOLTIO,
70 TuKOR AIMMNHCTPATOD XOPOULIHA KM MOET CTATh TAKHL

KoMmuioTepiue TEXHOMOM CIPEMHTETI PIBHBAIOTCS, W €caM CBOGO/H08
e Ha PAGOTE TPATHTS 1A GCT ¢ MHCTONETOM 10 TEMHAIN KOPHZOPAM, TO HE 6~
FomaA, TaK wawTpa weames yorapeior. Hysino nocTosme g
GHKALIO 1 OCSAWRT HTO-TO HOBGE.

Crnmasianoe cOpEKIRAIKE — 10 AOPOIO, 10 CHO T8T TONEKA GA30BHIS WHAHNA,
KOTAPEIE MOXHO (IO7YHITS M3 THTEPATYDHI & TENHHE MecAL. Bonee KIHKpeTHE
CBEAEHHA YCTANCAUION LIS 110 TOTO MOMEIIT, KIK bl AKOUSHTE Bhiciuee y4efioe
SaBEACITHE, ¥ €3 NOANHTI COSTIMIC TUIBIMK NOKIIO TPSBRATHTACA § RPOXTAT
APOARHIYTAT TbIonaTe A

Kro xopowo paGoraer, Tor momaed oGf3aTensHo orbixate. 110 Toakko Ham

OMIETE, $TO BEATSILHOCTD CTCUHATICTE MO GESOMICHOCTH SUCTOSHETIA 110
TOALKO 1 Pt T 1A, U 1 B MOBHLLEHIK KOANNIEKLIIM,

oas-

14.2. NepenonHexue Gydepa

ITO 0MIIA K3 CTMELX TONYIFPULIX K B TO HE BENA 1AUGOIEE CIOINTS 1 Hetloe
ana yadeMOCTs. JI15 HAYAE CUPSSIMCA, TIO4EWY MPOPISMHCTEL S0RYe:
Karr aKme oS, N KUTOR. BO3SORHD. BTN TEpenanmene Oy-
depn?

B Tk mbKax, KAk C-H, 19 pIGOTHI € QAMIEISN, KOTAPELS RBOWT NouLA0s:
T, DENENRETEN NAMAT OTPENENENHOTS Pascpa. HEhopuansis 3aHocHTeA 8
St Gydiep APOCTEM KOMAPOWAHHEN. BOMBIIHCTEO TPOMPAMMIHCTOR PACCHKT
BAIOT NGKCHMATILAR OBbEN TANLX, KOTOPLIFl MOXET NEPERATS MIRACKITSS
BBIZETAIOT MO CTOMLKO NAFTH (RoMMOKeH HeSONsIR 3amac). [lpi 310w 80
BpeMt KONMPURAIMS Ne MPOMEXOTAT KIKAKMX. MPOBEPOK. NATMEPA MOTYHEHHHX
im0y wILIEHANK MOKE! BOCTOTLIOBATECA STHN HGTOCTATKOM K BBECTH
b MPOTPAMMY CTOTEKO HIKPOPYALIAH, HITO CIFA LPOCTO 1E TOMCETHICH B NANHTH X
mpow3ciiner cBo.

Oriyan Sepenen owniva? He Gyny bac sarpysars MPOTPAMMHPOBIHHEN K M-
e KOn@s, 2 NOAPUBYEn PACCMOTET MPOCTERIKH CaysWi Repercnke:
rin, CPYKTYPA TPOTDAMME MOTKET DUILIRIETE IPHMEPHG CAR YOI OFpas0s:
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CARTORTIL TONLKD DI HICOTXOINNOCTS, 3 CPI3Y MOCAE PABOTH) OCTANIBIHBATS
Sepoic.

Haipaey, # uHor i croumxmss 1w caoen ceprepe Web-crieniapn, TpeByiomie
MySQL. ey Basy anmisix MOCTORHNO SATpyKeHol — PACTONATENbCTEO
WNATH B JMWHAT a8DE B CrreTeny. TIoaToMy 4 Janyckaio MySQL apymiyio o
Nepe HOGKOTHMOCTH, 1 11 DKOHAZHHN DTIRTKH NPEKPRIITKO €10 paBOTY

HicromTEimo POKOMEHIYIO HOGTYHMTE Tk ¢ W YOpATS BCC HUIICE ¢ T1A3 do0-
Foii. Z[3 37070 CTPRISANMI RIIITE IyTKRMH IGHOR 1 CIINHIE FAIONKY HAT-
Hest KnTBALLM opoSen. TIOGTE TOFO KaK kel HACTPOWTA QETOSAMIYCK, TEPEKMIOTH-
Tecr Knagnno <Tab> ua 1yKKT OK, wToGbl COXPIHNT W3MEHEHTN. KOeHND,
KO MNYUISHINC ACHOHIA HE BEAYIRTCA 13 NIWITH. HO TPit CICAYIONICH ETapTC
sy e Bystyr. (e yanpy T KOMIRIOICP 1 YOCIITEER 1 TaM, 470 cH-
M3 AGOTACT BCPHO, 1 JAYEKAOTCA TOTHKO (ICOCKCTIMMC ASMO

Ecnn o paGoraere o KDE nmi GNOME, To oo 80cR0I3088Tcx Tpahise-
GO YTHTATON 13 HCTPONKR LEIONETHICCRH FanYCKatsi bk newoHOn. i o0
Ha ABOUSH CTONC MCAKAWTE Mo Saviky Control Pamel (Mancin, yupaniceon)
Teea meMi O1KPOSISH 0N, COACPAINGE SCHAKM 112 GEIOBIILE MPOTPANME
KeNBMryPUPOTAIINK CHETENbL, HaC Sy16T ATEDECORaTh ApiToik CIYRGL.

Dy e YTHIMTY MOKHO SuTlyCTHIL € APSTHM CrOCOBOM. BGUDHTS 1uBH0C 30~
#0OC, 2 w nest nyoer Cueresa o, naxonen, Ciysnfs (pric. 3.2). R awnciinen,
13 OGO3MANCHIBS NOTPINM. KOTOPHC MYIHO SATYCTATH W3 CGDIIOTO HOHIO,
afiyay apocto aueaTs;

Ockorrioe wenso OC/CreremaiCiyaton

Eraoe oK1 rpamuecrol yimn Ciyaii npecianens 1 prc. 3.3. B gen-
1P OPI M) MOEIC YUTET CAUCOR, COSTOAINT 12 QUYX KO:OIIOK. B tepBos
Crobe PRCNENATAIOTCA (IZIKK, 2 BC ETOPOM — Ha2baHHs AeNOHOD, emi wa-
PPOTHS CCPBICE CTONT CAIOTIKR, 10 CTVKGE 3anyeKucTon aBTowamwcorn. M-
KON O (FIAKY B MOKCTE §CTARARIMBATY U CHAMET: TaIONKY.

Bu3HD KAKVO-MHB0 CTYGY. Bbi MOXETE 6C TA0YCTUTS, OCTAUOTHTS KN GP2-
MYCTHTE € NONDILEIO CODTRETCTEYIOILIX KHOMOK H NQHENH ORHA 1l KePe3 Me-
0 Ieerin. JoGhie WINEHEHHA COCTORHHA RETOTAIPYIH HEOGKOIIND COXpa-
7L, J 101D MG Koty COXPRTE HA 121G 9T BLIGCPHIC MG
DuNCOXpITL 1 pEnEnIH,

FUMOTIA He 2anyCHaliTe. CIKDh., KITOPbIMA GM He ROTLETECH. B astasanycee
BOMAHE HAXOBUTECA TONKO T MBOIPAUMb, KOTOPME HEODXOFAULI B33 T NIk
Sonaraam cepoepa perynapHo. ECan KaKol-uG0 AeWOk HCRONL3YETC PERI0, TO
HC GRGAJeT Oro YCTaHASTBATL o SDTOSNyC Takwe CEPEACLI HOAD 3aNyCiaTs
TONLKO N1 Mepe HAEOBHOCTS i OCTaHa@nWBaTH Cpasy nocre MpuMeneHR. Hempx:
i CaynGet 1YL $A301H 11 GOECRM, S10Db1 He BeiN0 COBAAIAG HCTOMLIOSATS
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IETYIONIAN 1€ — MOMYIENNE MAKCHMATSHEX TIPEE FOUL CO BCEMH BB K-
B IO OCICACTR AN,

Jvh peuieiiin 350H SR KAIOMULIK JOTKEH TOTYHTE BOIMOKHOCT JaKTHH-
GaTI, a4 1 YUTAHORIL B CHOTEN Q1Y H2 STEUHLNIESHPORANLL MPOTTENH,
HORSANIBIOUGX MDARS A AANMIACIPS I, — wirilaRarcs roolkit (mGap .
wweTparapa). Tlocie JTOrG EIOMAK DLNORLAET KOMAKAH CIEAYIOWLHN oGpasON:

3 MMCHA OCTANG NOMSARITGIH, ADEBANK KOTAPOTO UILNALT Xakep, PSR-
B 1OSHARAFOTES MPOFPANME POk

T nporpassnia ro0KIt BHOMIRET MOYERIILIE KONRHA OF HMERN ATUMINCTPR-
wopa

A Kk ke roOIKI MOAYIAST BOIMUTKIOETE HEMONHFTY REPENRIIEIS & KON &

opamaA co0t? B 2103 10NOrse! 10101y ek SGID-Gier, Ecam on yetanonne,

o MPOTPANNG GYLST BUIIOTHTTLCA B CHUTOME ¢ MEKCHMATLINH NDABINH AN~

aeTpiTopa.

Ho we see Tak mpocro. Jlan 1ootkit tyrn0 yeranosirs SGID-GT  easaenbeY

onpegenHTE NOTLI0BATETR FOOL, Ty €T 181 YT

0BG €T BO3HOKHOCTS BAITOAMATS KOMAHIH chewm  chiod, T XAKEP CHOKET
e3 MpOBTeM peaninoBaTh ece HEOGXOTHMME AEHCTENA,

1 Mowno NloaMessit, npoTpayy, KITOPER yace wauger yeranoBIensuit SUID-
wie: SGID-Gorr.

Bor novesy 8 pewd. 12.2 wu TOK veepmuo eumunh ece SUID- n SGLD-
IPOIPANMM, SAIE1A7 13 114X <= T WP B GEINACHOLTH, 0 WITOT;is T VOR
HpOpER v, enzsID, B 1IEOBXOIUMG PEryITpIG. CAEIATE 5 Tk
RPOTPANAMI, 1 § CAYHAE NOTBISHMK YAMIATE KY CHOTEM, BLL TAOKE HOKHEL
IGPIRATS 103 KOMTPOAISN DO HIMEUEHIA, KOTOPotS MPOHCXOTAT ¢ YKe YoTatios:
sentin SUID- & SGID-nporpasMasiv. ECnst uX pasep HIMEIGACA, T0 sneayer
6T TPEBOTY M BOCCTRHANLABATY MCKOLI06 COCTORHHE MPOTPAM.

B fomHEL GbiTh BHICMATEbHS, KOFTA TpoBEpseTe SGID-nporpamiet. Xakepst
MY, ST0 LIHHCIPATUP CTEDANTUA CHECTI KAIHIECTI TAKWK TpOTPAsM K
MY, TIOSTOMY QYT WA PASHHIC yA0mkK, Haupimep. omn MOryT coutamn
dakn /motmount ¢ SUID-Grrtos. TTporpavise Mot efctBirieTbia Tpedyer
STORO SIFTE, 50 MOTAHE HAXOUTECS B UPEKTOPI fbin. Bcith bt MPoCHATPHBACTC
camcok HakacHiEx SUID-NPOrpany GErTo. T MOKETE He JAMETITG OTGHE &
iy 830 HOOBLE 1o OGpATHTh HA 410 BHIMAHI.

Towimo oTaro, 1 s nparpask MoRCT At nrpa Gyke. Hanpite,
Ibin/login 1e TpebyeT Takoro Gura. Xakep Mower ornats alin /bin/Lagin (nep-
ean Gyxoa aavenena ua twedipy 1). & BHRYRT6HO TPOTpaMMa ICHCTBKTEILHO JOTK-
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Eilie 011 MUye Tames 8 Siosuposux. Fonn OTRPUTG HA peAaKTApOBaMIE
i, 16 KOTOPOIO GOHTANE CHNBO TN 1MTH AKECTKL COLIKA, T0 OB B0KHpYCt-
. lpescTaimm cebe, 410 CYWECTEYST coumka ma Qail fetcipasswd wm
feto/shadow. [T SA0KMPOIKG OO0 WS WX BXOT B CHCINY CT2WET HERS-
™

TG BITOMUUIK HE CMOF BOCIIONmsOMETLCH GIOKUDCBRAH, €70 TPABA HA 301INGh
R CHCTCMHIC KITAOTH TG ST DTPAILINEH 41, A MOIMABATEID & Go.tmilies-
©T0e CIYHEED IATO A2BATH PAIPOUEHHE MACETS YONBKO & CHOR) JIONMAIKIOR A
POXTORHEC B KATAOR /. Mion e upH asien i DAl 00 MOWE) A0TPeCoRIT-
4 pAGAIA ¢ HYNIIM KATIIOTAMH, HO BCE PABHO 0CTY OTPAHMNHEIETCR KATATO-
TOM /ROMIE, TTE PACTIONIOREH (O b3ORETEICKUE AHPEXTODHN,

Fasi 118 108 120016 COIOK, ROMINKIET GOMPOS — 3 YR 01 TeleToi
TENBHO UCMOME208ATY UX? S| PEKOMERAYIO 310 ASNATH TOILKO T XPARKEN CySe,
KOCIL C OCITILHME CHOCOTH PEICHICY NpRACN CE Ky, HO com HeT apy-
TOTO BLXOTH, TO 2€TITE 3TO ARKYPATHO.

3.2. 3arpyaka cucrembl

THeKOTOPEE AAMUICTPATORH He OBPIULIOT BHUMASHA 1R TO. KAK CTAPTYET Chc-
venee. JUtA X FaRHOE — ToNKKO paBora OC. e, npasol sasucumcctn Her. Ho
0 npoas serpysch OC 3unYCRESICH MHOACE RO MPOIPASM. KOTOPHE (1 KT
DOMATS, YMEHBUITA TON CAMBM NPCHIBOTHTENLEOCTE CHICTEN .

Tomamsto o, GCTn s iysis HOsHO. LT ONEMTIHRKY RACETAI0MA 1 paliory
XOMILIOTEPa M00E <60, Bce MAUNHEL KOrLA-THGO MPAXOANTCA NEpEITIpyIaT,
ATOMIa AOAGTIONSET, IONIIRGIIIOC (b 111K HOLMPOINI. HTO ITPONCKOMIT 1wt
oumBor o iporpaow oectieueiiAm, 1epeSoen < aeKTpOMITAKKEY 1 3. Heu
CKOPSE Ll CHORETE 3TO CAGNATD, TEM MeWnLLe GyaeT npocTail.

130 BpeMs 521 RYARI 0TI FPOMAROIHELGH HGE 11EQTXONIAC 1T PORK, HTofH
CpATY A1 CHIPTR UE MPHNOZWIOCH HIO-TO KOUGUTYPHPOSATH TpYHNYIC, 10
NOMER OFHATL CIEOIKON MHITO EPSHCHII, K TOMY e BpIOTHATS CRAM 1 T6 K¢
ZCHCTOHA KAl s — ONHI GO U HCHHICRCCHO,

3.2.1. Asvosarpyska

L Wit sepiicuEs & YIHITE Selp. JaISCTUTE G2 & OSHC TCpANTA, 1 NEREX
Ba OTKPOSTCE OKWO. Kax 1A prc. 212 Sadawre B pascit

TFReCh IRPCHICTCHN BCE YCTRHOBICIRING CEDHIICLL, 2 1IANPOTAE TEX. 470 JaNyCK:
TR aMTOMTINGEH, 1 KNI CROCKaX GyACT ¢Tofm, SeestouKa. FCta B
VETTHATIMBAT KaKa-ING AeMON. RITOPH nak reobxum 1 pabore, 1o v
TR, €0 GyIETE WIPEKE, To HET CHNEIA ANYCKATD €70 2BTOMATIFECK!
1 OTRpUINATE nopa s xawepa. Ny Y6paT, A8 Hero IR QTOMYCKR
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ROT30ERNIT, BIIONUIHK HMEET BOIMOKHOCTL: BOECTH TAKYIO HHDOPMOIELO, Ko~
Topan npn 0BpaGuTKe HpoIpamsit wvieHIT e Kot TlpuiLin Gpes ¢ TaxNI
ounlkann cxom ¢ nepenossiien Gydepa, MO3TOMY A He Gyay IACIATH HL
TOR APOBSNE BHMANIE, TEX GO168 TO 11AC KIK NOTLAODATEITEN It AIMMHMCTOR:
TOPOB He BWIHYIOT TUNKUCTH COTATHWA WOLLKKHOTO KOIA NPOTpams.

ECib 061 yitaan 0 TOM, 410 OAH 3 CEPEHCOR MNOTBCERCH ATAKE (EPENOTNCHIS
By epa. 1 MOKSTS BPENEIIHO 0GORTHCS 623 HEr0, TO 6ro CAEAYeT OTKIROMH1,. Ee-
I CEPBIC HE HYWEN, 101 HE TAAYMMKATCLL (1M 1R ORWY CEVYETY, YAAMATE €10 €
KoM Tepa,

Ficam cepse neoGXojmm 1 saleli puGoTe, T0 NEpEbIN 180N OGpaTITECH Ka callr
puspaBoTanca. TaM MOIYT OKATATLCA PEKOMEIMAUIH MO YCTRRTIENHIO OLIGK,
BsInONITE Tx. BLauder, 470 paspaCOTHEs NPEALIFNOT BEETO Ul NOTNPADNTL
KaKHE-THEO KOHBAIYPIORHBIE (Bl & MIOTIA HPUXOUIEN CRAMMERTS MO-
e Hee ABHORTERHE HIpOTPANYH

Fle YCTaIy naIIOMAHTS, S0 CEOSHDENEHHOS ODHORTEHIE IIOTPANA GOMATAET
I HORWCH T NaaERIoeT cepneps, B 90 % cnyace ouwGKK nepenon-
Henun Syepa YETPANAICTER HMEIIQ Takiah OGPAION. NOTOMY ¥TO COSIIHAL € He-
BepHOR PAGOTCH KO, W /UG HX HCNDANIEISHA TPEOYSTEA BMSIINTENSCTED B J0TH-
5 1OIHS bt (1 1PN IS E) 0 11PN PRAPAGIIT M 2.

Llpn oTeyTCTBUN peKOMEHAAUE O YCTPAHEHRIO OHIMGKL IPHMITE RLe MepLd /Nt
OrpacIn 1A mpOrpaNAy. ECTA O IPHIREISAMT TOMSORATENE 0Vl 1
yeramasaen Sy SUID waw SGID, T.¢. nparpamsia piGOTET oT A¥El AaAETHI
TOG, JAKe €CTH €8 FANYCTHA FOCTE, TO HEOBXONMO CEPOCHTE STOT GuT,

B kavecTae CanocronrensHoll Jainitrel o atius paGatt ¢ Gyibepom mory moco-
BeTosnT e0cTOTkIBATOCA yTAMHTON Libsafe (www.research.avayalabs.com
Ipeojectlibsate). DTo GHEMHOTEKA CO3IET RHOMERYTOMHEIH YPOBEHS MEY NPO-
Fpaimult w OC. TEpexnToiees ONECHbIE CHEIEMABIE BYSERI (1, KbripinaENSC K-
20W BONIIIKG, 3AMEHAR WX CROI3H SHATOTMH

¥ GHBMHO TN OAHT NEAOCTATOR — (POREXOSHT nEGonbtla IUEEPA APOHIROT
TenpHasTh, 110 310 HHATO 10 CPARKCHIIO < TPCHMYIECTANM, YT 1S Jarine
saeTen anurrolt QAP IENEMIOR NPOTPGVME 11 1OIIPETHOR oullnDn. Ond 1a-
PABACHS 13 Pelliehme GOTBUIMCTD NOTEMMATIIEX BpoSies. OT 6er0 A
THzbGT HEROBTO, ITTOMY T XAKCPEL BCEIA MPKAYMBIBAIOT r-T0 HoB0S. Ho
SARE Gt OBEIONACHTE CHETEMY OF 'ACTH BORNOnRILIX GISHGOK, TO CHETEMa e~
e paABOTTS GEIOTKEHO IPOATOTHHTETLHOC BPCNA.

14.3. Rootkit

Hporanys n creTeny, XSKEp CITIENIICH YEPAKTLOL & BER W TORYSHIb MK
Mamilie COIMORIOUTI. HAIPKNED, 01 Yy MIKE! BHNNMETS KO CEpECpe
KOMBHALY OT HMEIIK MPOCTOrO MOMANK:TSIA. oK eary BYACT MGID. HOTONY
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Taana 7. Web-cepuep

7.1, Ocuosuie kacTpoic.
72 Momyaw .

73 Tiposa ocyna...

74, Cortane unpryareix Web-cepuepon
7.5 Jaucouns no SeaonacnocT

7.5.1, @artas iaceess.

752, Gt naponeit...

753 Tposnenut anropinaun -

754, 0BpaGTa ua Cepsepe

7.6, Tipoute, yrobuce, Grictpee
7.7 Be3omacnocts cugapics

7.7, Ostoms Scaonacuoct

772, mod_securty..

7.3, Cerperi u concr
Orpasirenne Cuewapies .
Pesepunde ko

7.8 Huaercaion Web-cman
Ly —

Tiasa 8. Dek (HOMKAR NOSTA.,

8.1 Hactpaiiza sendmail
8.2, Paora novwe,
8.1, Braonacuioc s coobuieun,
8.3 (loeste comanan
8.4. Beaonacnocrs sendmait
4.1 lauep-Sonty
842, Toauxo orapaska nowm
843, 1Ipasa noc1yia
844, Tlauwsitc KoMaNIH... -
845, Bunoaweune seni komaia
846 Tosepewsie nomsosaTent
847, Orkas ov olenymomanns.
8.5. Mowtobas GoMBapAApOsK.
86.Craw.
86.1. Exoxnpona nprev cavia
ankpis cepRETOR
DanIpaiK COOGLIEHAN ...
862, EAOKMpODKR NepLoMi CUaka,
87, Jawmousnue

Taaga 9. Wiasos & iwrepuer

9.1, HacTpota mmosa. .
9.2, Pafiora IPOKCH-CPHEPR ..
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TOURD DK CTAPTE KOMNEATEPA AETOMATHHECKA 20YCTHTSA MIPONEAY P Yoranuae
K. Bamsane Ha skpane OBETYT CTPOMKM TECTMPOAMIA KOMILIOTER, YOTAHOR-
semirbIx sReGTRUK ancko, CD-ROM, ML, sHACOKITY, MOUHTOpa 1 7.2, Ha
NIepBIi D3I TEC, TEICT, KOTOPLR 1l SYAETE MHALTL, DECLMa AYTIN it oTTy-
raemown, Ho 570 Tonsko kakerca. OC Windows Taicke TeCTupyer cueTexy
TPOCTO HHIEND HE IOKEMBIET TONBIORANETID. [T CIAIIKON STREING, 10 35
KpaMre FAa3a, HEpes MIMYTY ece porizer.

Onpocun ofopyaosari, nporpania yoTaoREn LinUX nepeiltet 5 rpauseckul
PEM, M TRPER BN NOAZWTCA NPHATHOE OKHO BbIGOH n2stie, Mt MW pisir-
BapnBsey Ha PyCoKON, IOTOMY YREKEY Cro 1 HEiest Kromtey Jaiiee.

Ha BTopoM 3Tane HyXHO SOpATs Muiurh (pies. 2.2). TIPOrpaMa YoTauansh He
CHIBHO AOBEPRET CBOEMY HCGIENOBAHSIO BHELIAIMX YOTPOTIGTE, W AT b0 et
€r. ¥ MeHs mowrn BCera ONPEACIRGTCS ABYNKHOTICNHaH Mofuts PS/2. Tpethio
RINOTKY LinUX fGiKe e INTAETCH HCKaTe, 1 UPAILMITE 310 110PMATLAaN ¢HTY AL,
OTOMY 470 i LN (0MTH KE3LE MCGNE3YIOTER JRE KRUITEH, HO % RCSTIA CTABIIO
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PUc. 22, TIDITEQKEENME APABHIMAOGTIA DEAENSHUA Mkl

RO HOATHETAE A BN CONEPRTFT s BHHMICHITAHALIX CTIHOK: MPOHIE0-
AMTENH W COOTKETCTRYIOUIMNE SNy IDBCETIIE THTH eTPOBCTRa. Hrafin He sl
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PesynsTar OTOBPIIIETCR B ABE KOTONKIE MEBAE COLEPIHT KONTPOTBIIVIO YNNI,
2 mopin - g drirs. KonTpoms e CNALE 10/ HTEmI0TEr 1010 AT dhai
08, Tl SATANONGS GYHET ubiHENEHO COOSLIEHHE 0B DIUKEKE.

D canion coysae yananbl Bee AL KATAOCD felef*, DesyITaT PAcHcTa Buiso-
M 1 2Kpars. HO SaNOMIIIEL T 8111 IR3H0GIN0, NOITONY HaEHD Tyt
SaMGaT fx 1 AT MTOGL HOTON HENOUBI0BATY CTO COAEPHRUMAL 1A BHATH
wenoHI,  CTEIYIOWA KOMIRZA CONpARET peNIETAT B aiine  /home
Menovimd:

mie febul® v hameiTieroriad

Yrofi cpRHITT, TeKyEE SOCTOMIAG (uiliol AUPEKTOPHA fELE € CONEPRIMIM
Gufns Jhoone/ lenov/ind, HeoBXO;HNO BEIOMITL KOMHY:

Ha Dxpune HOAETCR CUHCOK noex AILIND, K HANPOTH KOO QKN Grith
saznvon "Sucsess” (¥onex), o vsnasaer, 4o nsweerui e Guio. Henaitre

ALy KOSy i, o,

HMCD, QISFIOLYIO KOMAITY:
Frmpact test

flowe 11e Gyaem BURITLER B NOAPUBHOCTH KON, EEHMAC ADCTHTONI SHaT.
410 O wMcracT it etefiroup, CHOK BO.IRIEM KOMuHZY HPOBEPKH KO-
OnIIX €YMM aiion:

st - s Lo fad

Tenepy wanpors ailia Jeseigroup Gyawr coobiennc 03 onMGKE, T.c. KO-
TP Cymyve dsvemacr, Taxum OOPAION, ke € Te KOPERT UpOSKH
eline OcTANACH npeSkeR, M0 KOUTRONLHGH GYMMU GTIKO OTPCACTHTH NaAKHNL
MeInTEnLCTE.

\iro KonTponuposars

HEKDTUPHIZ A11M HHETDETOPI GUIC/NT 11k 38 i srucTpoiben. o Gont-
1k QUINGKE, MOTOMY: 10 &TaKOH X2KEPOI MCKET BbiTh HE TOTLKD KONPHT YDA,
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3 -2 s naTa OGIETHELD WIMEUCEES Rpoi, TTapANC Y § VKASBIBBET KoTnie-
Cro mc, namwas ¢ | mimaps 1970 roga. Ecan yeranonits 1000, o nony-
“mren 27 cosaGps 1972 10na, HIOBH e BHIGHHTLIEATS 1ATY B ERY, MOKHO
YRATE e Reithin 0GpaM B Gupmare [§TT-MM-ILG

3 - wara — 318 OKORIAHIA AECTENR TAOTA

3 oI K EPHON B AHAX, TIOCHE KO(OPOTO HCHONOTHAYOMGR YUeTHAR JTHOL
GnoKapyeTea. PekoMEHIyO YRATATh Ke Wetiee 3 Aueli u ue Gonec 4 anei, wro-
o PUOCTAHORHEL ACHCTIMG SN W BDLVS TIYCK M Goncis pador-
ki

00 i ' — KoNMHeCIBN el 10 OKHTHY CPOKY GHE (1A TAPOA, KOL HOMb-
30BTCHQ BYACT BBOIHTLER MPEAYNPLANTCABIOE coobicuke. HomeumviLito
VIR CHEC 3 0H, T0GL ¢ AONACTL 1 BLIKOIHIE;

3 -1 momsezaress — widopiawsm 0 neMenst donm wx tapomx, C STaM napa
METPOM KOMAHIA MOKET BHISHIEGTLCR NKOGHINY TOTL30BATEsMH, U106k Noty-
Wit CEETeH S 0 APANE rOOL, BAITIOANIELE THPEKTHEY =hase —i roct.

PeaymLIaT seimo eI KOMARIS HMeeT cenyionlt et

Mol -1
P 39885
Weraivg: -1

Tactiver -

ast Changer  fek O, 2306
bassuard wxares: Newer

password Luact

R

Aesourl Bspizsn: Hever

3neck oToGpaKaIOTER CTeTyOWHE AT
* Miiman MAHEMATEHEE CPOK eic o napoix;

® st num — MAKCHMANEHb 1CPHOD 21X HONIOTAIIA NAPOTCY

* Hfarming — KOIHISCTRO Aueil, 0 KOTOPHIE GYAET DRAGBATECK IPCAYNPCK-
~BEHME O ABCPUICHNY epOKa FICHETRMS NaparLs;

¥ Trsorive— WAKGAMAILIOE SQTUMECTEO Hell, B TENCHUE KOTOPNX. Yuciiias
SATIGH MOET HE AXTHBHPORT THEA:

* Last Chanye - TIOGTEZMNS NATA MIMEHCHIR,
 Password Txpires — JATA OKOHYRIIMA ASHCTEHR APONK:

* Fasswerd Tnactive— BATA, KOPAR DO T HEAKTHEHE;

‘count. Sxpi res — TS OKOHNGHW ASHCTBHA YUSTIIO Sunuch,
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He SAMCHICTE MOZOSPHTETLIOr? 11y GCrToN T3FATE OTITPYANTD 4TO-TG0 He-
WIMORHO, HO €GN IPHFILISTECA TOBKINATOIBHES, TO LI YBUINTE, TITO BMECTO
Gy | (L) eromy undpa | (estmrm).

Xasepbt SOTYT HCIOESORATE FTOT ApHEM. CILe MOXHO MOANEHATs Sykey b Ha
6", SAECH TPYAIIG FO-IAGYI, SANCIGIPHIL. HOTOMY O €GIH HEllaRex kil
e BT G0 W TO KE, 70, SRS NCCHO, ROCHPHIIAMACT KCIECHIH TOKET 32
aeloTaNTE IR

BIUSAHIS — 2RO OPYKHGE 2AMUNHCTATOPOD. BT 20MKItb POAETATS HATS-
PEC K MOGOR GO, 111G 10RO OGMAHY'T 1IN LI e

3.1.3. Cebinkm

B butlicl CHOIGME w01 YT HOARIILON OKYMEHIT IMIA CORMECTHON O MEIOINAORG
3. PaceyOTpHM 3Ty CHTYAIIO 112 npucpe, LOnycTin. 5To haiia oTweTHOCTH
IBOMmefEeport ;oM Grtl O21Ylel HCCKANLEHK N0 IORTCIAN, Bt Bt o
TSRO, €CT KOMWT TOF 2T HAXOIIZCK Gbl & DMALIX TUPEXTOPIAX STHY
mnwsomeTcicH. Ho oSBT IECKOTLKS KOMAH HEYIOBHO, NOTOMY 470 TPy
WTCR CHMDORIMIRUHA. Jla W CIONEHO COGPRTE © 0THO UEnOE oy pisan H He-
GHROMMEMX (T 108, OSOBEIIID €Ci KOPPERTHDORMIGH OJLUR W TOT 3k Kyeok. KTo
SYAET OUEHHBATS. 9540 HIMEHEIIA HEOTXOIAMD RHOCHTE R O ailn?

TIpoSiema POUIGETCA ¢ MOMOUBIO COLLIOK, KOTCPbC ShieatoT KcoTkmnn (Hard
Tk 4 cinBo Ttz (Symbolic link). bt 10CTHIRENH CavOf Gyt SCE Ho-
CODIMMO MOHMAATS, HTO TAKOE R M KIKOE MECTO €N GFBONTEA OMCpALIOR-
Heii cucrowol, Tip coswanma haflie Ha THCKS THACTACTE MPOCTPAUCTIO 473
Apttesita AaHHbIX. [FO M — 5T0 BCETO MU CCmlTica H3 AHDERTODHH He yoie-
UK Awexa, 11C (pIMeECE 1K0aWICH PR, FONIETCR, HTO HOXHO COMATE
HECKAIRKO CCRIOK M ORHI 1 16 7€ pasnae, 1 OC T X norsma.ber ncomars 1o,

EQrixe w1 nloamsch xomanay * 3 -1, o Ha JKpatic NOTKIACTEA GOAPICIAL HEl-
opas 0 paikiax & Tekyniel aupexTopui, Hanowmo ee b

- LElean,  FoamesS 1L How 26163 e

EOM K TupeTiEe T06AEHT) KINOW & (GO, IMHTS KOMIHIY Le 1), TO & BE80TH-
00t wbOpsain i J05anHICH CINC 1 ACOKPHITOR (pat

£13021 —zms - elence  Fleaowi  CLE Sov 25 1600 1.tw

Tlepoe SHC:I0 1 6CTL TECKDHTITOp, TI0 KOTOPOMY OMPEACIHETCH (USMICTRAC pac
vonoenme

eeTun Gepu YRUIING T HEUOCPEACTICHHO 13 JAIMMC H HACTT TAKOH HC /0=
kpHITOP. Takifst 0630k, PailT (PHIHKECKH He YAUIAETCR W3 CHCTENEL, MOX2 HE
By AT B HEETAE GO, 110 CyTH, K10 iwh Qi yace sn-
ttn HECTRO CCMIKOT Ha AGHIHIE
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ECtH b6 AYMCTC, ST CRCANCBHUE [1PORCPRH OBTIOBICUKTR CHOTYT CIIACTH CHE-
TeNy, TO CERo omGaeTeck. Toie Too, Kak AR EHR YHSIUMOLTE, W 10 HO-
MEHT B0 OGHOREHKA MPOXOTAT HEKATOPOE BENS, 1 & ITOT TEPHO cntic-
AU IpOIMKIOBEAH 1 KON ITTER MAKCEMARHA. JloSoii XiKep, yaHARUIHH
METOT BHIONA, OKET HAYETS ULTYpy, 1 OBA3ATENHO 0BbeTEn yenexa, Bon Aomn-
161 PANLUIE HEr0 YHITL 08 YASDEMOGTH 1 PHHATS MEpS TIO TIpEOTEDAUIEHIN
SropwemA, trors e MosnwTen aiioBaeHe.

VATBAM MM QI SHRRIPICH la GEpmAGH, Tak 1t 12p0 OC. ECTH NMOTPEIINOCTe H
ena B DOIPAMAE, To €& myAHO OHOBHI 5, CKdstan (1CC HOBYHD REPCHIO © CaT
npoisomuTens, C ommGrant: o OC 18710 oBeTonT crowsee. TyT weoBxonio of-
ROMIEI e 5,1pA, MTO e T Y 1 MPOCTO, Sl IIPOIROLATE OMEPRUIIO K3 HEXOI-
i ko208, Tho MoRHO 0GfersuTh Gele ANy, cei nemoTeAsBaTk RPMatiaxer,
TORA YCTAHODKA GYAET HE HEMHOTO CIOHEE, SEM NHGOR IDYTOR 11pUTpaNATH

14.1.8. flaTyuHr sgpa

IHoxmo obuimHaNGLTY CEKOBTENHIl TP CYMECTEYCT MHOKECTE) ATNTOK, Hi-
IHEBIBX Grapa B paspaboTsicann (SELinus, feap, LIDS 1 T. 2.). Bee o
RPEAMEHAMEHS N5 HUMTEL CHETENE W2 YPOBUS 5pa OC. Hanpamep. sommna
30NPEIHTE BMOMEHNE KOAR H3 CTEKE, YT CHETACT HEBOMORHbIM MHOT HE 2TaKN,
HCIOMAYIOWHE €T 1epeiroAeI e, HERITOPEIE JMIRTEH HUIPSINAIOT MPANOTD
KATANOA /PFOC, CEATT 50 MPOICCCANIE & SHOTEME, SIMILAIOT O CRANMPARAIS
NopTn U mEoroe ApyToe.

Tlosexty A 1ie PACCHATPHDAN NPHMEDU CTOPOHAKX NETHEH AR Bonee 1OAPOBH
PAHBILC? EtbuiabTo0 13 s TPCBYIOT MEEKOMI NI LR APA W PABOTAOT 116 00
acesat epenaviiampass OC LINUX, & Taioke Tpedyir Hewux younwi ape ye-
HARRE.  REIINGCINCE, NOBAILACTCS, ¥ 3TO GRKT, HO CTAGIIEHOCTE MOKET TTo-
LIGTHYTLCA. ROTOMY §TO ITH SATARTKH AEILOTCA CTOPONTIHMH PASRGTHHKEMH, &
Red Hat 0pacta MOweT ux me y4ecTs,

Hyeito n0TomY § HC BKTAIAA 050D 10K Ty & TAMHYIO KTy, Ho 1 A0
I SIITIL © CYUIECTRORA Bk THKHX T4, 1 OHE T BT MOIMOIIOCTH IAKOR-TO
U W HOKERTE Y00HRO B IoMOTYT B ofeenesenme Goimicno
cucress. Hoo 10509 WX YeTaHOBKa BYIET MHOWCXOINTE ML 844D CTPOX M pHck, B
TAOKE TOMIHL YHHTHEITE, 410 OUKORASHAE AAPA MCHET BLIIRATS UPOTASHB
K Tosy e, KEI0E 1OROE YT ARTARIEVOS BANM FAPA TONE VIO Oy IET 0aT
e,

14.1.9. Passutne

Onva 13 BuAHEHIIY COCTIBIAICMIX XPPEKTHDIONG YApUBIeNA  0Tpi3a-
Hue. B Poccim npoBies TORHULeN 1A KRGIHIbH KaLH CTOHT 0C0B0 0CTpD. CHai-
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HO W HCTOTRACMEIO Bk, To, 0 Linlix sSsiersst Spoaycion & OTepurmim so-
IO, BN CHOM IPEHMYUIECTRA 1 HE/IOCTATRN.

TIOPOK 5 10N, 160 NPOYICCHONTHILIC XAKCPH HAICT 1POrPAMMHPOBIIIC. Hat 1fe
SOCTABARET TYAR BITH KEXOIMIL KO KIKCT-THEN YTUIATD Bt HIMEIIHTL €0 151
B0 yeMOTReNKE, 0BABKY HeOEXOAMNbE dYAKIMA. Taxis OGHAION, CeHb 4ac-
10 5 CHGTEME OTRPoi b1 1m0 aSIC AHEPH,

Bt 1076k KONTPOMPORETE, MIMUICIINA KA KONCRIYTA UL hEFUIOR, Tek 1
BCEX CHCTEMHLX NPOTPINK K THGIHOTEK. ST PEKOMENIYIO CIEITH 30 KATATORINN
ete, bin, isbin  Aib.

3aMessanita 1o pasote ¢ chainamu
O Linux Z0CTITONHO ZeMOKPITITANO OTHOGHGA K STy CoaBaENIx Baiince,

OSSO HEIO.I30KATS ACONIO IO ETTnIE CHMBOTI KPOME A112KA */", KOTOpH
REIETCH PU3IEAHTENEN IXCNONOB, H "(", KOTOPIT OMIPEACIRET KOG HMERN

i, RCE CGEILKO NOKHO PHMEIFTL

Ca0M08 HENPHATIOE -~ 1O BOMGKHOCTL MCTOTLIOBTE IICBRAUNUC CHMBOTL,
T. K. KAKCP MOKET COVINTL IPOTPRNIY, ¥ KOTOPO! & HMCHH TOTLKD NCUHTAEN KIS
MK, O NOMBIORIIEIL 4G BUANT TAKOIG daitna. T2k OGPRION, BLIOMIMKI
cxpuasnr 1 OC coow raapen s

PACCHOT)HM TPUYEP ¢ HCTIONB3OBAHKEM TISPEBORT CTROKH. TIOTYCTHA, ITO Xalke)
waasan cnoli patin hackerihosts allow. B sukeom cryae non 0" mopasywens-
TN nEpeROT K2DETKHL u AT, HasH COCTONY i€ I8V GTPOK:

hucker

Dosts allove

Hs et nparpasia moryt 8ok, 1axos s epusisho. Ecin saur baiim-

enli MEHEMKED PAGOTAST (ICKSPHO, TO QI OTODPASHT TOiILO KTOPYIC CTPOKY —
hosts allow. i SIMBHKCTRATOP He SAICAC3NHT I WEND CTPAIIIL: B THKM it

Eite 0511 En0OB cupsmin g — 1 KavEctne HMCH yKusaTs TNKy H IpoBet
MY i e TousH B 0poGen " ", IR ¢ HHCIIGN B BIGAG TOHKN RGSTAA YU
BIET (1 TEKYUIYIO AMPEKTOPIIO. AMHIACTBTOD, RLAKOHik KOMuIIY Lt, NOKET
1C 8METHTE, "ITO CYNIECTRYIOT /1RR hiaa = OOAIKOULIMH FIMEHIMH, @ NPOGETL
R pAn e WO

Tlpobenst Moxm0 neranT, b HOBLIC Uvcna diiinoe, HATPRNEP. Mepea HMeHCK
(" hosts.alfow") ra 120B0pOT, A0BaNMIN B KoNLL, H HETNKATETbHECH ATEIKET-
Paap eeer ne e . U ot YOUICTY KoUcaIl oD, MOwRHO 1pH B6OTE
‘2062ETAIL K KARAOMY HMETH Crao ", UK HTOTD Pk BoIOBE KOMAIM Ze i
noanayitre Ko £,

Eine 02w napuanT caprr diafl — SuNeH TS 0T CAVBOTLE HA PSTHE. €XC-
e 10 KasepTauKIo, Lanprmmcp, nocso py K v paitta hosts.a1 Low. Lsers
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UTo5 31015 MIKCHMATEHOS KOTHHECTBO AHEH KH3HI TapaIt & 60 AHeit, B
HHTe Konaay

chane - 60 rohert

Cilminkont szcTas GMeHa IAPOACH (I PHHOIAT K Tney, 7O MOR3ORATCAN HPOCTE 1e
YENERAIOT GO, vx. Ha-ai HTOro cilokwite KoMGnIaLim 1HAMIZIOT AT
Hit Gywa e, O CAYSRHO H 24001h, MM RPOCTO MEHIIOT WP 1t GApal
Baltn 70180 — KOHTPOTHPOBATE JMEHY, R B TO X BPEMS He CTONT JCTIBMNTS
NONM0BITENS [€1ATE o CIMUKON 4acTo, 1ephon n 7—3 mecsta (wn 60—
90 11¢i) CHHTACTER DROAIIC NPHCMACHBIN.

A KaKue FOPIMTH, TO NGOk BHEPIH CAOKHHI HIH MOTHIONITEITh CHORA He
yiasan crapuit wp? B oM uavt nomarct PAM-o.rh pam_cracklib.so, wo-
Topiii TLINOTHAET OCHoRiLe NpoBepkw. FOMPHNCP, HENEM BYACT yeTAROBATS
CTApf (A0 WTH BOCION:202THCA BONSILSH €10 HaCTEI0.

Hroflt eKmoNHTL woaymh pam_cracklib.so, meofxomino AoSabims B Guin
fete/pam. d/passwil CreTyIOWYIO CTOKY

passnort required pan_szacklib.2o Telry-5 winlensth-g

B 70N KoMaWic Mb COIDON  CHOIOMy  HOTOALIOBETE  GWGAMOTOKY
pam, eracklib.so. Mapawer zeczy 1a3a6T S RO COK 1Tk REOZa HOBAKO Mapoas, 8
o NOMAAOCATOR, SCN ROIIORETEIb HOTLTACTOR JaTafe CAMUKOM NPOCTHR)
KomBkHan0. TIAPaNETp rir Lengch SATAET MUHHMATHYIO ATHHY MAPOTR.

14.1.7. BugTraq

HeCT CKAIATS, HACTOATIMK XAKEPOD b MHDS He Tk Y # MHOFO. BOTLNKGTS)
B2NOMOR COBEPUAETEA GOIPOCTRANK, KOTODLM HEHET0 IEATTH 1 XOHETSH FZeT0
RDHMCHNTS COOH CHULLL U060 3 HUX HE GOI BECTL CROILKD, HOSTOMY B 00U
UGN HETIOAL3YIOTCA YAKE FOTORIME PEUGHHR, NARLCIN e HACTORNUHM XaKLAm.
D10 WIAHT, 470 GH NOTAHLI CAEITE 34 HOBbINA METOIANH BIOMA H HCeNW
NORBAROIINACH  YXSEHMOGTMA. S| Ul 3T0T0  wemoneavio  cailr
WWW.SCCUrityfocus.com, Jech PErVARPHO OGHOBIAETCA MHBOPMALLER NG ST
BOMPOCAN 1 IPe)IAAIAIOTE CIoCOG 53N

Ve ndeMO XOuST CIOPM O TOM, yKUM N CONTE  nanonofe
WWW.SCCUrityfocuS.comt, C GIHOR CIOPOHH, OIIM IKKIGANIOT A AMHHHCITHTOPaM
DOTYHATE COCACUNR O6 YEIMIMGETRX, & € APY1OR — Xakcphl YSHAIOT, KAK NOIGHD
BaI0aTY CHETEmy. S CHHTAIO, 4TO TaKWe CANTLI AOTCKHLY CyULECTBOBATS, TPORe-
N T e 3rm. TIROGIG GOUIBIINHG K LUMHHGTPATOPOs HHKOT s CIoj H 8-
XORAT, 2 YSHTAbOT O Wit "TOHIHX MOCT B MPOFPAMKHONM OBECTENEH A TOTHRO
T, KOTA MK CETRCATITICEpBED E3IONMAHS. JIKE ECIH BCTIOMIINTY KaKYIC-1HG0
Gpciith JEENHOCTH TOI0D, MOKHO NGHTH & KITCPHETC KOMIMIOTEp HAH CCPAEP,
KOTOPBi CONEPIHT STy YRIBMMOCTL. 5 Gbt TaKvx AAMUHNETPATUPOR YBObHitt 503
pasroropa.
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B peysbrre e ybuace iy finfs. Fon seon OC noanepameaer
fcna0nitwnt (alias) KOMunN, TO MOWHO ByacT yauacTe It ero. TRKIN OBpRION.
4G BLIINOINICH HA KONTSTA 1 SKPAING BEABCIIETER

alias ts'is color-riyt
riarls

3.1.2. BeaonacHocTb thaiisios

B2z 4 Mt Byaet mopoBHO roRopirb O Npaeax AOTYEEL D10 dckona Ofecnene-
11 BESMACTIOCTH, 1O 1 TOTLKO, H IWAATECR 110 310 Henbln, HOOBXOM MM 10~
COMHTENBLIE HHCTPYMERTES CONPRHBHIA LEAOCTHOCTI CHETEM i, MW, 10 Kpali-
Hli MEDE, BLL JOMKKLI CIEAKTS 32 UIMENCHIEMH OCHOBHLIX 0fberton OC — dait
. B 0K XPRHHTCR HEGIOPIAINA, 3 MHEHHO Offa HEOGXOZUMD RAIOM KKEM
XKEpM CTPENATCH MPONHTATS, WINENATH Mot JAXE YHHATORNT HRGOPMALAK),
TKITTOMY B AOMIKIL YHIETh 68 KOITPTHPORRTE,

fara namenenun

Canuih pocTCittmi cn0coS konTpons — naliaiojteine 31 TTOR Pe/RKTHPORI-
k. JONYCTN, 470 BEIONUIAK UPOIAK B Bawy cheTeny 5 10:30, Urofm ysmats.
972 GO WIMULICHO ST0YLILLTCIMEON, MOXKIES SARYETHT, TIONCK BeeX 1jaiioe.
¥ KOTOpIY T KOPPEKTHPOBKH Gonkine JTOTo opemeni, Bpose nerio, KO e
ek PEKTHTHO, TOTOMY HTO JATY MOKHO HAMEUHTE ¢ TIOMOULbED KOMAHiNI
Exsch, 13 0TGN BUTE KOMANIR BLIEHANT CHTYIOUHN OBDHi0N

bl Tasmerol MERYReTT 02

Tponcinay GyRBAMH QOKAIHL (APENCTP AT, § CTPONLINK — BPEMA.
DOPMET CMION HENPHBHIMUILL, 10 3ARONNHTE MORIIO, [ O\ YKa3HELTH HEOBNS-
TEIM0, B ITOM CAYHRE FYIT HEMOTLIBATLCA TEY ML

Pacessotpin Tpiniep. JTONYCTIM, HTO Bb) XOTHTE YeTRHOBHTS 12 dhaiin fete/passd

AATY MIMCHCIWA 25 mamapa 17:30. JLH8 31010 BUIIGAIACM GICAYIOLYIO KOMAHLY

Losts TL21L40 oL
Tenepis BOCHORYITEDH KOMGHADA 5 =1 fuccpansl, wOGk YocauTLes, 1O
T PO HINICHEHHA YCTUHONTCH R BCPHO.

C MOMOSHO KOMBIGU Louct: NOKNO W COMEUNSTY dJaiinn, Casy e YKy -
Bomayto nary.

Heewo Py 0 0. w110 uia kOPPESTHPOSKH IETKS WINGHASTCH. AGKED MOner 10-
BT I POETO W YENCTS CACHETH STD. 4, BOIMOKHO, €Ny (POCTO HE XBITHT
s,
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0L § TEHETIC 3 HACOK TOGIC CHIHAT, TO MEPOTD MEHNE(CH AETONATHECKE.
B 105 C:1y10€ YKe NQNLZ0RATEN BYAYT BEraTe. Kk HaM, OB YAHaTh, Kl nOHTH
enctery

TIoMKSO 37T, B HHCTPYKUAN 10 GCIOUACHOCTH AT GHITL FEROVEH AN [0
GorTaRINMIO SHOKIOTG I ATMKHOTO MBPOAR, & BbI TPOCTS KOKTPOTHPYIITE Bbi-
o

HEpes BOyMeHTaUSHO mb) MOKETE 3ACIABATY PAGOTHITKOD PSIHNAILIX CAYKD 10+
MoraTL Bas 1 obecnesenun GeionaclouTi, HaNPMMED, 4:\HHNC(DATOPS Cape-
POE HE MOTYT OTGASIHTS, KOTLA YRO/LFRETEN KIOTD 164 CU PY/UIMKOR. A Bejib (-
G yxoma yoxe Ghieall caywattih WOKEL OTaATh CBON NPANETPL AOCTYTA APY-
FOMY HEROBEKY, K O NPOMKHET 1 oHCTCNY,

Ciysan €0 BAAOWAMH, COBPUIEHHFE GHIEIIKMI COTPYIHMKANM, CTYHAKTICH 200~
THOMHO 92570, A GO HEOMIOKPATIIG CTUAKHYICH © STHM, KOTIM AINKKCTPRTOP
6141 YROriew, HO HAK(O He MseHI TapORK, Uepes uapy AWel Bee aian wa cep-
epC Bl yitsra et 5 B 500 Bpelt PRGSTAT IPOTPANMHCTON 8 TOT (iEpie,
06 copyHIKH Orean MT b CpoUIon TOPRIRG BOCCTAHARARYI JaHHC,

14.1.6. Maponu

He Syny TOBCOPATECS, 510 FAPANH TOMKKSL BHITH GIORHEINH, 3 MOTGRIPH He-
MO O apyT.

B Hapoal HCOSXOKMO MERATS depes onpeenesibe repionst ppevery, Ha
GrROEN GTC (3 HCMY MMCHYT 4OCTYTE SOCHTOMHO MHOTO HCTOBSK) i 370 HEEED
KOKLfi MESRL TIOTOMY HTO 1 MITEDICTE G MIOKO XAKCOR, KTOpHE
TONEKO H My RETKYIO 10BBISY.

Ha Geprepm 5 Tascike MCAT0 AP0 WAL MECSIL 2 13 06050 MOKIHE — e
KKIYI0 HEREI0. DTO CTICHHO, FOTOMY 10 UYIHO ROCIDAIKIO SATCNHIATD HOBLIE
KoMBiHauHR 2270 Goree BesonacHo.

E/UCTREHHOR, HTO He MERRETCA, ~— 370 Tapoitt 1 nx0d k Windows i woem -
iy, Co CBOMM KOMTIBIEOM x PEGOTAI0 ORHH it HAKFO He nonnyCaIo, He
foToMy, S0 Son0ch OFHApOAOKSTE HTO-TO BIKKOE, i GATHLIE HNACAACH Cnyai
ol MOTepH Bk

Muorue XaKLPL, 1OMY9aR JOCIYT & CHETEME, HEKGIUPOE BPENA HE IPOREAAIOT
HUKAKOH GKTHBIOSTH. Ol OCMITPHBAIOTCR, 3IARCVHTCH C NPIALMIEAME PAGOTH
CHETEMLA W OMPEIEANOTER, Kak CAERATS, “TOGE! 1x e WM. BuCrpue 1ie
CTBIR ORI CRIIER TUARK) OF TOTO, KLO IPOHKAEY & CHC (EMY PANH YHINTTO-
ReHIA BCEX TAHHGIX, 7 KOWY NCT CHILICR YHANTOAHTh CACIbI CHOCTO 1PSGHHIHIE
Curana G0y, T TAKMX BNOMOB HE TAK VA B MHOFD,

FIvak, EpORMKHYE B CHETEMY, Xakep GYACT HCSaMCTHO GUAETS B HEH, H Bl MOSTE
serd e s0a0pi b HO €CAH KIKILTL MECKL MEYIAETER DAPOML, TO HOGAC O
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PO XPARKMBIC B HEXDTHIIK Kox, TLix pariapruHposany Taxord due
HYKHO BUNCAHATE KOMAHIY

rar xeuf oo ar

KAk TPaBICTD, MOLTE BMKOTHERMA SOvaN 1Ll & TEKYULEH MpexTOPM GyiteT CoBrm
KATAT0 © TAKUM e HMEHeN, KIK ¥ pSHT (TOMnso 563 pacutiperms). B nex
MOomETE Nl Bee PACTAKADAIHe haTh

K padiore ¢ apxvnayy wut BCprenCs b 24 13, Koua Gyach pacesaTpanaT petep-
BupoBasHe narHeX, Celi4aC e Hix OCTTONHE YWETI, PUCHERORbIRATh WAKCEH,
OB YCTAHABTHEATh AOTIOTHHTENbILIE MPOPAMMS! K YTHTHILI CTOpOTIHH pus-
padoramson.

pm
B HacTORUIES KPS GOIMIIMKCTRO HPOTPAMM NOCTABHAOTCR YKC 1 B HEXOAX
KOZAx, & B Bit7e RPM-(axeToB. Hx YCTaH08ka mad\Or0 ponie, T, k. (iporpusiianl v
HICK ke crommmipcBanr, Ecn 8o nenonsayere MC, o suiSepure RPM-naxer
1 eIt sy <KnLer>, Tesns OGpioN mh RUACTC s (OO X2K B AHPEKTO-
DHKT 1 ySHTTE COEpAHMOE.

Kot naKeT OOA3ETEIRD CONCpRKT HeromHACwbil daitn install. Sanyerie cro
s YCTAHOBKI MPOTpRNML.

Ec 063 He Henomszyete MC, To 4n YCTHIOBKM 1I0BOTC IAKETS MOKI® BHIOE:
HUTL KobaIEAY:

Jina OGHOBIENHS Yke YETAMORIGHIIOIO NIAKCT MOKNO BualIONIATL KOMIIRY C rlie
paveTpon -
P -0 aaxer

Tl OO SrOBEN SHASTH K00 WIICTA IR, MOKHO YKIITH €€ W KO . Taim
OBPAI0N, KOMAILAD YSTAIIORKIL GY.JET BIIT:4, 1Tl GHERVIOUINS COPS1ON:

o —lv caven

which

HOra HEOBXORMNO SATL KATAROT, 1 KOTOPOM PaCHOAAEHa BPOrpansa. [t
31070 HETIOMBIYETCA KONITIIAA “Eiich € MMEIHCN HPOIPANNLL & KAMCCTEE NAPIYETPL,
KQTOPAR TPOMEPHT OCHOBHME KITATOMH, CCTEPAZIME HeauTHAENHIE (o, Hus
PHAE, HTOBW ONPEXEAHTS, I8 HAXOINTCA TIPOTPAMHA fIPOCMOPI COTCPAHNORD
KTAOTON 1=, KEMOTHATE CTEYIOIYHO KONZHAY:

wnich 1s
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4, Em Wbl HOMGALSYCTE TPADHHECKHIT PERHM, TO HAKOTIA HE AEPIHTE spitnikcn
10 paBodEw €T07€. Ha KPAC OTYT GHITh Bt TOALKD SHaukw Mo YonsE:
HHIO, 8 ECTH MOMECTHTE Y10 CCLITKY Ha MYAOH KOMIMOTE, ¢ KOTOPHY B
Paiomsere, T xinep yawuer avo. Tacan wiupVATIA MOTET CHBHO PIZETsATH
PYKH STOYMBLIASIIIKY.

S. HeoBroawvo paspewam, neox » BIOS (Basic input Oulput System, Gasosas
CUCTENA BROTA BLIROLA) TOTLKO & HOMOLIBIO NAPOTA. EGIH XAKEp TONY4HN Jie
snsecki TOCTYN K KOMTIGIOTENY, TO O GOAET €ry Epeaarpy3ims & offo-
DO ZOTENLCKOM PEHAME 7 ABNEE BIROMETL, NEHOAL Toof.

6. Jaupmuatite naporew sarpysky OC & oudurypensomsom anne LILO. Tpo-
6nehtLI SaTpY3*MA Mbt paceMaTp DM D e .2

7. Tlepeaarpyska KOMTLIOTEPR He AOTKHA GITL CTY'RHHON TH HERNAAHUD-
Baditof. OTKITOuTE n i /etefinitiab cIPOKY, GTECHAONIO 3 cowTme
Knaow <CHr>-+<AlE-+<Del>.

14.1.5. [lokyMeHTalus no 6e3onacKocTi

MEHOTHe CHUTAKOT IOKYMEHTALIMIO YIETOM GIOPOKDATOB # KATEFOPHYECKH HE TH-
LIYT RIKAKHX WHCTPYKUHTE WA IPYTHX PYKOZOACTE. 5 cab 0 0L 10 BpCetin
6517 TAXHM K PCANOIHTR CACIHTL 51 CUSTSMOH CAMOCTORTEALID, MOKA OF 116
TATA GTUIIKOM CAOKEHIA, IO He OXBATHTb OIHOMY. H HE TPOB3OLIET BZIOM.

Mt pacesonpin MHOIS pexomcuamil o ofictcucaio Geomcocns, w mm-
CTENCTENN MHOCHC IPABHIA GTAIYT ATH DG POTHELNH, ~ Bbl GYIETE SaTh, KAk
AEHCTEOBATL, O BpeMy W MOGCTe B3TOMa. HO NOTL30DATEN OCTANYTOR © Hese-
At
Paccmotprsn IpocTeMinmi npmyien. Xakep npOFHK n CHOTEVY 1 A9 HCKTO-
KTENLAILIE MPARA root. B4l SAKPUEIETE YRITMMOCTI, # MEHETE NTPOLT: AMHICT-
PATOPA, KO XAKEP BOSBPAIACTCA B cHoTeMY. Tlarieny? Bo Bpen BITOMA XaKep or
YKpacTn dhatins: fote/passsvel m /ete/shadow 1 pacumbpoBaTs apoib onodpars
© TIOMOLIIO CRCUNATIHPORIHHER ¥IMT Ui XPRRSNGIGGA 1 tharine. smumdpo-
BagkbIX ero eepouit). [T0GTE BYI0MI BCE TTOTLIOBATETA TOTKIEL HOMCHATS CHOH
napont. Jlts petieit 3TOMO BONPOCA ECTh 182 NOCOSA
CaMOCTORTSTEHO CTENCPHPOBATY TIAPOiAE M PASITS Nob3maTeAM. B Goni-
MO OPraHHSAUAN T YIOGHO, TIOTOMY STO MUKHO GutTt YTICPUHHIM, S0 56
MUPOIM WBMEHICHEL WO € ISPE1QHC MOTYT BEITE MPOBACHM
2. Hanucarn, HHCTPYKUMIO IO BE30NACHIOCTH. KOTOPIA OGMKCT RCCX ROMKSOMTIC
76 Mo Mefmomy CHITEANY BANHATICTPATOPA GHEHKTE CBOY IAPOTH, ITOT 0Ky~
MEHT HOKe1E ShrTh IPONHTZH BCCAH COTYAHAKAMM.

¥l cRocli NpAKTVIIE HOTY MOGODETOBRTI, WEMOMKIOTATS KONMSHHALINO 1K %S
HETOOB! IOMNSORATCAN CaMW ATKIS! CNIEHHTS RAPOAH, 110 £CAM 4TONO. K Mp0-
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POAMO GuIEkA WIOYMILIGHHHK TepCY CBOM TIpABa, W TPEBYEITH MOBIOPHbI
BAIOW AR BTSN HOROTO NAOAS

PerympHoe 0BxoBIeHMe naponeil yoToRHSET noabop. Kak 3t mpoucxomar
MHOHE ANTCRATISMPARIIIC CHETENI A RICHIS ATAK waryT S upodes: o
PERENITE, KOEQ Ha DTIENBRYIO YHETHYKD Salinch AXTODHIYIOIOR HECKOIBKO T3
foapia, HTOBH 0BIITH TaKHE CHETENS, XOXEPL MPOREPRIOT MAPATH © OTPeAE-
NI SATCAKOR . T JCIACT IATOM AOTEMUIC, Ko, B KOHUC KOHIOB, AT PRS-
AT, G UI0.16 HEICKHELA W 1O TOXBHER, ECH TAPOUS HIMEH- B, 10 BEpoiT-
HOG b YETIeTh 210 MOA0GPATE 30 G4CPCINION GAICHbI CTAHOBHTER Q4CHR HIFON

ol yWHACTE 10 Ha MpHMEpE, TPEICTABHY, HTO UAPOTL MDKET COTEDAITH
Totaka ncna, JomycTin, BCPRORAATLKOM  BIE O Gl pase
7000 000 Xakep cynbin nepeGopom apcinien ot 0 22 6 000 000, u & 3707 e
Rapote wewnercH Ba 5 000 000, JIamuchince CRaRNPOBIKNG X0Tb 10 NHAIHALR
e 06T PEAYILTARA, NIOTOMY 470 Tanison, i KOTOPOW 11axoqHICH HOBbIT DEpT.
JHe oty

Bropoe UPEHSSYWLECTIO 07 PEryIAPHOR CMCNE! NAPOIS 2K HOUKETOR B TOM, 410
s xaSE) BYAET OGSO < IOAHAR APO.IB, OH Y6 YE12pesT,
W BOGTOTE30RR 60 HM HE YAOCTCR.

Ka 3aCrannTh, TOMLAOBAKG:13 MORTIE MAPOTH HEPE3 OMPEICTEHHEIE IPONCHYTEN
spewenn? [ STOTO ecTh YTHANTA chage, KUTOPAR ML CAEZYIOMA WL

CLage rapEseTH MmRITn

T3 Ka4E9TEE 11BPAMETPA MOAKTIO YRAIBIRATL CIISIYIOUIHS KARGHM:

£1 - 8 SOmmMATIHOS 0 THCH (3) 10 CMEHs Napo-TA. Yiasne 310 Hasenae
YTh MEHLWE, e WRKCHMUTHHbII NEPHOT (CH. CTEAVIOmMA TApaAUETP), B

SAMMTHTE CHETENY OT 1ICHREANTENMIOR CHCES HAPUNCH, V1T T, sH) e

aNEp SATATHT TIETHYIO H1IMGH, OF HE CMONEC HIMEHHT: Tapars, Korewts
e, IOV MLICHHHK TOKE MOKCT ROIIGHHIT1 b KONAHAY cit.ac, HO TOIEKD ¢CTH
¥ HOTO €C( TIPAER OIMURNCTPATOA. TPH-HETHIPE THA PANIHL MEANY Ml
MBI # ML AN B Ty HEODXO B LT TOTO, *1T0Bs! Matkie-
BTN, CuOr TR (4DOTE, TOKD OH 1O Yeapen, Merbine 3 i 1ewes
TGALHO, 1OTOMY TO CYIUECTDYIOT BIKOTILIE, W CCiHT GPOIC QOHUTIH NDUGAET
A ROCKPECeHNe, NOARSORATE:L 1€ YONGET CMHiIL mapcik, TIo yvonuaH
CTOMT TnaucukC 1, WT0 CODTBETCTRYET OTCYTETEE MPOBEKY:

0 - -~ MaKeHWIbHb AMANGI0H B WX (), B TeueHwe KAIOPOre ckcrayer
Tapots. 1LoGTe STOR ATAMCTPEN ANTOPHEAHI CHATIRTCA HSTSHCTETEbII:
M, # AONLI0NITENL HE CHOKET BOITH & CHOTENY. |0 YMOT4ARMIO YCTRHORTE-
70 99999, uTO COOTBSTETEYET fecKoNCHINTH. A HaMAE, Wb HEKLIA KE
verapeer;
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napavETp 10 Yomtanine — i lsh @ mizh. Tasalire 110 gucpeam paae-
pem o7h patin

Hm wasara pensnien wa fotab:

jete/talan: sTaie Lios systen talomsion

¥ <fila spstenn cronrt forrts hypos fpiions A <Rases
asosoda2 G CaTauits, serrs s e, 0o
eebdal none  swsp S4 o o
sxoc Jpzon proc dafente v oc
oce Fiwrfaln Lints dein L
e iuerorsl dewne aldss,sodessil o 0
et ortresT i /e |5SRRC T i, N, KR, o u

ew/fl  Amin/ELpny anse noAnto, ouer, K 5 o0

DN CORCPRIT ETPOK 118 CHORIBE IMCKOE. KDRAIR 301 MCh SOCTOHT 12 6 Ko~
aetax. OBPATHTS BHHNIKE 112 NEPIYIO CTPOKY. 30605 DTIHGHIMETCH 1HOMRINONE-
e ancka a2, T soeis (F0B0R CHETEMC 3T0 DCLOMION AHCK, NODTON BTOPOR
RAPAMCT — " TITO HIIANKT, T ek GyACT MON MO Kok KOpIznof, 1PeTig
KOT0MIKD oMM e BOILIEYIO CHCTENY, s 2ANHON C.iyiae 310 Ex(2. Tlapewerp s
KBS 1A TO, 47D YETPONC 150 AOCTHIHO (1A HTEHHA 1 SatccH.

fipemociesmes erposs » quitne oawcumacr yerpofictao CH-ROM. Nockorpute
BNNATELHO i BTOPOB MapaneTp /mintiedrom. BOT oTKyia BepeTc MyTh & o~
sepituony CD-ihcia, ETBEPTaN KONOHKE COACPRHT Oumhs MorTHpORaIA,
B KOTOPEIN. MO0 ONHCITL 32PaMETPE! Gei0izcHdeTn. B qauiow efiyaec o
CD-ROM 31€ck YKINIHO HEGROTRKO SMUMIL Trauro, oaner, Kasbri, -c. Ouems
REKIDM SCCH SAALTCH APAMCCP Lo, KOTOPHIE TOROPAT O BOTNOKNOCTH TQTaKO
renan CD-ROM, BROHE JOTH0I0 yCINORNTE JTOT TAPAHETP N7 ECEX MPHBCA0E
#JCTPOICTS, © NIOMOLSK) KOTOPLIX XAKED CMOXET SHAT KIRbOPNZUHIO < cepeepa

G Thlab MMICET PHMEDIIO TR0 A LOIEPHIHMOC:

§ <tile symtemscrount oo chyoes dphicnss g passs
eenear 4 lt oo o0 o
sree Ipxoe. o I
“ore et she nofs I
ore e /ot devprs o, sidoh o200 0

core fprus/sveifefbintot pise bink pies o C C
ovjedan fucs/etron 1502662 £a, nosuid, nadev 0 @

ECTH mu COSQM KEKHE-TO PI3NCI NI OTHGTLHLIX HCKAX, TO COKETE HICTPaH-
R xS M PORONCRAOMLN BT 1KHM OGP0 tien Mhome ¢ aob-
OBATEICKU Y AMPCTOpHAMN. Fem o Tk B CACLA, T0 8 (it woReT S
€112 O/ CTPOKA APHMEPIO CAEASKALIEN A

fdvindad fheTe eRE3 rGITOns TERAING. T 0 0
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S 300y0TH 1OHEOP NAPOAR ANA ROALIOBATER 100 # B KEMCCTAC GIOBIPA YKATLT
T Gaitael, KAKOBO e BHIO MOE YAMBICHHC, KOUAG % YBATE, HTO YETARORICH-
Hotf TapOT 1001 — wirswdnme: 1ymn: "Dune”. BSoM JAHAT ECETD HCCKOMLK® Cer
Kynalt!

‘OHEHL YACTO B OTKPMTLIC Manlkst AAMMIMCTPATOPHI BEKILIBBAIOT HHBOPMALHIC,
CHMSHHAYIE C X UHTEPECAMH, Y €GTH TAPIMETPH] IOCTYIIA TOACE ATarlbl yexon u3
AU NPHCTPACTHH, TO W A ROAGAP TapOIK NaTpESyeTe re Gonce § iy,

C pyrofi CTOpON), ROAYNHB XOTh KaKOH-TO T0CTYN K cHOTEME (060Gti0 un
FATHCh JANALIN), Y XIKEPA MOLBIAETCH BOIMOKHOCTE ROBLICHTY CrO APHIWIETHA
& 10 anumCTPATOpa. B HiHTCpHET RoE “aNIc NOABISIOTCA CIAGHTL, KOTOPHE
[O3BANSIOT 370 CleuTh, ECAM SIOYMLILIEHINK TOOBUE HE HMECT JOCTYTIY K CHo-
oW, TO U BITOMATH €€ CRoiKHeE,

Tt AaAHL MOMEUT HIBCTHO KC TAK YK MIIOTO CROGO00 U1 YIATEHHO 0
i, SITO, WMEH TOKATBIILIE HOGTYN K CHOTENE, BEDOATHOCTE NOBBICHTS GROW MDana
JBENHAUBIETCA B HEGKOTBKO Pas. JAMITATS KOMIKIOICP 0T APUIMEKOREHS M0
TN I, W ORTIOBKHN CIIOCOBOM | ITOM CYHAE RBTHETCR MCTOLIORHAE Co-
e80T 3ipand. ECIH XaKepy Be Ke AR wch NNOSPATECE. T0 TYT Yk nee JmmeuT
T UPAMHILION NO;MTHKN PEIiaME(TTaLINE 20CTYA . EGTH XOT 1€-10 £CTS OUMG-
8, T0 XaKep CMOET NOTYHHT MPABE ANNHHHCTRATOPa.

KO£ 570y MUUUICHHHK TACTLR YIGIEHNO OPOGHIACH B CHCTEMY, SALIMIEHHYHO
GETBHIM JKPTHOM, TO €10 BOINOKHOCTH CILTEO O PAHHIEH CLIC #3-3a TOrD, 1o
€3 CTMLTKOM AT 3HAET 06 &rakycaoll cHeTenic. TIpormkiIyR mHyTPe, oBwen -
GOpMALIMH CPA3Y YACIMSHRRETER B HCKOBD Pas.

OCHOBHLIMH USTAMH, KOTOPLIE TOABCPYAIORCH BTAKAM XAKCPOT, ABIMOTCR

3 prssnsne mpocpavsest (OC. ESTH NOCMOTPETS OTHETA) N0 BEIONACHOCT, TO B3
YUAITE, 470 SLIPH & PATTINHLX YTHANTAX TOAIAOTCH ROUTH KR HEAC-
150, 4 TIPOTPHMMHCTA G AIMMUWCTPATOEMM TOTKO it YOTEDAIOT HY SATWIATSS

0 npocpasans crmopowwux pspaSonniukos. Boe nporpasHoe oSecnienciie, ko-
TOpOE EIIONACTGR & ARCTPIGYTHS TPOW3RONHIENEM, TUTERRHO TECTUPYCTCS.
Cropotitue stc PAIPABOTIKK OCYUICCTRINOT APOTEPKY TOMKD 10 COOSH k-
CTPHOYTHEE, 1 HCT FuaHTHH, aTO NPOYPatiaa BYnCT TaKoe GIONICHO H ETa-
B0 paBoTaTs co bioum sapwanakk OC Linux. K Towy e npodeccnons-
JHSM HEROTOPBIX ™yHHX" Pa3puBoToK OCTABMACY Kefarb AYIUICKD, 1 Met 08
FTOM YAE rOROPAAH, KOCTA PACCMATDHEATA GCIOMECHOCTS DUKPMIOO po-
rpasion ofecnescmis (cx parh 1.3);

O cuenapin 4 npozpCNt, KAMUCANILIE GONURUCTPETIOPON: CUCTIENSS 1 NG~
paarenCrias aaueit Op2aapn, OISHE YSCTO 419 PACUSHPCHHA HOTMORII0-
T OC 1aiyTeR CORCTREIMbE CLENAPHI (NTNE NEETD HENDNKIYETeR HTep-
NpETaTOp Perl), 1t HEPEIIKO HMEHHO OHY CTAHOBRTGS MPHAAHOH 310K, ToTeKo
RPOPECCHOHA, XOPOIO 3HAKOMEH! C MPHRIUIAMH BEIOMACHOCTH I APACHIAMH
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31 KOMANID HOSBONNET OMPEAETHTS CHOGUIOE WECIO MU HECTRON /MCKE A1
prsnene. EcM YCTPOHCTBO He ¥KQSANO. TO Ba JKPAH BLBORATON MAGOPHAU
© EMONTUPODANHISX GRIIOMIX CHITEHAX.

Tipusiep peaym

FTA BLINONICIINA KO

Falssysten  lk-blosks D
Fdevitars  160i250 22

75552 1213760 153 5
nane i ooz

Pesynapyiomin Tabans cocront u3 e

IO KONONOK:
O ilosyszan— ok, GARIONIH CHOTEN KOTOOIO CMOHTHPORAHA
3 “k-blocks — KOTHHECTID ROTHACCKHX Gu0N0H:

3 ised — KORAECTHO HOROAONARHIS BaCKOR:

O e lalsio — KOTHHECTRO AUCTY AN GIOKOR;

3 Lae? — NPOUEHT HCIOTLAIEAHHON) AMCKDBOTO TDOCTPARCTER,
Bt

ct a1 — MOHTHDOBKE G080 CHCTEMH.

mount

KoMaIa npeasnziasens % MoNTHpaRaME aiinamas excres. Ol 1ICTaTouRD
RO H G HCROTB3YIOT CHETEMHIC AAMHHHGT DT 0.

Eenn oui paboraan ¢ OC Windows, T0 cx0pei 6660 NPUBLIKIK K TOMY, 110 jiHe:
T, CD-RUCKI H 2PYIHE CHEMHLIE HOCKTEH CTIHORITCR ACCTYTIHLIMM OPAZY e,
KaK TOALKO B NIONCCTHAN 4% B YCTPOACTRY Tenia. B Linu 70 1e Ta%, 1 M-
FHC 1 MOTYT canTBA 6 9T0R OcobemagThG. K Tau nomsanarensm o7 oMo
8,5, 10 CHX TIOP A MOLY 1PREIKHY Th, *10 HYAHO EhIIGHATH 401 CIHATEN-
MBC KOMAHL, KT M IRKPACIIO (OHMMAIO, 'ITO OHH HEOBXOMIMEL

Frare, 4rodis CD-ROM CT&T SOSTYTIHM, A0 A0, KOMBHAY o
388 B KAECTEC TAPAMENpA YCTpACTHO Adevied rorm

. Yk

o, fer/edron

Tlocne 3100 coacprimoe CD) MOKHO NOCHOTPELh B AMPEKTOPHK fmnticdrom.
Ulourysiaenesn, 4w aiifiil H AMPEKTOPHI BHCK: Kak LI CIMBNOTCH ¢ GaHIOBON
cHeremoR,

Tlauemy weino & AUpekTopmO mnt/edrom noasocammiercs CD-ROM? Cerper
SAKHONACTON B TOM, NTO it OaKTOMERAA CD-ROM niyacna uamiioro Sonue
HAMMBIX, HEM TACT O KOMBUX rews dev/edron, DTH CREEHHA APUIATCR
W ABYX RTEIR. Yok HmCrore b OC W OMUCLIRIOHIR OC1 OBIE YCTPOIICTEA §
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14.1.1. OTBETCTBEHHOCTL

Llepsce, ¢ “em HEOBXOIUMO PA3OBPATECA, — KTO JOMICH OTBCHATS 50 esomas-
HOTTI, CHOTEMbL. B GOIBLIAICTRE OpraIbGALKE THM SIHAIOTSR QM AHCTRATD:
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ORIATE EHICOKDKEATHOHIMPORARHEIX CTICUMATHCTOR AOTKHA BT NOCTOMHES,
27t HE CTOME IKOHONITY, NIOTONY 4TO 4eA0BEHECKH JAITOp — Casas Sombuas
‘aupa 6 GesonaciosTh,
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MHOTHE CTCURIHCTH 10 BXI0NICHOCTH PEKOMCHLYIOT JATIMULTS TOIEKO 10, 410
tymi0, JIGRCTRTET6HO, SauEM OXPaHsTh IyGODHYKD KOPIHHY, KOTAQ b Hell HasD-
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Gk U ORI TaM MERATM? PaTIKEE JORYMEITI sk Gywaen. Hepeako o
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10CTS CHTENY, B KOTOPO Ghiia OTKIATE TOABKG OIHA THPSKTOPHA C (halizan
conepRATINM TexeTl TEce (pynne: "Dune”. BPOIC fbt HORHKKAR it 0 O
SOAKO CACAATS HCCS TEKCTOBGIE GATH?
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BCorita GAOKMPOITS PABTY KomAbIOTOpA.
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OGN KOZA, CMOWCT COIIATL JATIMILIGHNSUA CUCHADHIT WIH DOy
NOBHTENM M NPOCTEIE AIMHIHCTRATOPE CTULIKOM MATO. RHHMAHHA VAGIST
PARMHEIN POBEPKAN NAPAMETPOE, hek HEARMCITICILNG BOCHOLLYZTE
ke,
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e

BLUIE CTy1ai, KOT/a AAMMHHETPATOPLI O CEPBeD ¢ JAKPLITON HROPNaLCh
N 1 IGGHAH, 1 ADYTON -— CTPHEATH /1NA BCOBIIET0 OBIIEHHR K -
DONksOBAAMS. IO TBITEHCE PELISHHE. HO MEALY 3(iH CEPBERANH HE O
6LeTh ZODCPUTCIMALIX. OTUGHICIN, H MMEHA IOISORYTCASTT W NAPOTH CICC:
enart pasksim. 110 T, K. M1 SHUBRIE, TO NAPOTS 10CK 418 OEX CEPREPCE, HIlE
RCETo, OV 1 TOT AK€ M OFANMECTER NEHIMSTETLIG, HTOSE AErco Fno sanoh
T, EGTH He GOBEpIIATE 310N OUIHGKH. TO PEUEHME ¢ HHSHAETKH PISTETEIAbINY
274 PASHLIX 3003 CCPRCPANS ABTACTCA BCPRIIN PUIUCHHCH,

14.1.3. Het noGnaxex

JIODYCTHM, MTO B AAMHHUCTPUDYETe CEPBED Ha KDYMHOM NPETTPUATIH C S0
1% KOAHACCTION OHT0B. TO CAMOG CAIOS © HCHIGHIATHASCKON ToMKH k-
uns, Thoscuy? Cefuac ymtte.

BOTLIMICTES AAMMIMETPATOPOR SAUMILAIOT CETh O BHEUIHETO BHEUIATENLCTE
Ho 0 CTrHETMG BOnMIIMHETTG £ ULOMUR, (HSEW CEMBIX 2KECTORWS. (PORCES ST
THyTPM GnCTEMM (PaGOTHHKAMM GPME, APYIAMH H T. 1), TIOTONY 4TO am
STPATOPLI 1€ BHTIEPKUBAIGT HATHEKA APY3T H KOMICT, TCGYIOIX IAT PO
MW AOETYIT & ONPCACNCINIOMy Peeypey. BEl He IOTKHLI TONIABATECH HA TARKE
YI0ODk, EGIN NPEACCTABHTI, GOTHIME NPHIKICTHA ADYTY, O NIDKCT HAIHTH
Bac p3nomom. I1yeT1, om Gy.a€T 1 caywafituize min APOCTO MANOGCTHRD, HO MK
WHE NOG.ISACTEN MOHET OK3OTRCH JOCTATONIO MPOSIENATHAIOH,

Be0M7CHOCTS — 5T e TOMEKO HARCKMR TaINGER CHETEAL OF BAlONi, HO H ¥
ToRuMROCTS K HepaRrIbHEN eROTIM TORI0BATENs, XoTHTe npiep? H ¥
MEHS MHOTO, HO TIPOCTEHIH K MAILE noer ROTpesaiolier — 310 ek ha-
i, MHOYHE 4aHICTPATONb CYUTALOT, 4TO PYKOBGIHTEIh HIH QUESTOp
PHPATLI TO/DKEH MMETH Boe Apan, “ODH UMCTL MOIMOKSOCTS ANOCHOTETE 160
Gywo mbopraro. Finen xopaiiax, HO PEATITSYETGA MOSTATOMMIO CAIKIL, IKITGNY
TO HASAIEHHKS, TIGTYSHD SOCTYN M HTCUMC, UASHHACT MPOCHTE NPAEd H1
nHCE, OBl MO G110 fITO-TO HAWEHNTE, A 3TO YIKE HAMHOID CTPabICE,
acoficiio, ccai uieds He [BM-COBMECTUMH 1 NIGXD 3173eT KoMTbIOTep. Hiuenio
TAKHE NDOGRT MAKCHMANBHBIE MPatis, W HEYNETHIE/CTYHaBHHC AGHCTOA NOTYT
YHITORTS BCE AQHHBIE, BHHOBITAIM CCIAIOT B






index-7_1.png
Ornaerewe 7

Tanva §. Assunucepn posans

5.1, Honesmere xoNawA:
5.1.1. netconf.
5.1.2.ping..
5.3, nettat..
514, lsof.
515, Tehne,
516, r-rovana

52, Wadhposanne
521, stuomel. .
[T S————— T
523, Ulpposian baibios,
524, TyHeT, rIasants Kaveps

5.3, Tiponenon SSH.
S3.1. Koupimypaitiomase s
532, Ocuamnie napaverp xorwrypeapor cepecpa SSH
533, Tlapacrpes aocTym x ccpuepy sshd. .

3.4, Koupurypupoaeuné kwzeuta SSH.
535, Cpitcp pabors sanenta SSH.
536, Broa 0 K0
537 X1 @ eprawane.
5.2, JounnUETINGH FEpERata AAHHI....

5.4, lewwom ntdixinetd.

541, Kondwrypupusamme xineld.
54.2. Ba0mBa0CTS ... o
54,3, Heaoe amsd Xinetd ...

aasa 6. B ernae Samba,

6.1, Kouprrypupossuue Samba
6.1.1. Ocuom€ Hacipolici..
612 BEIONACHOCTS ...
£13.Cere...

614 Kax gowen
1.5 Noznepicss WINS.
616, Orobpuseae atinos .

62. OUBCOHUE OBHEETOD......
52,1, Clopa MR
622, Towemnai nroa
623, Pacnevama.

624 OBt zocyn

62.5. T awperroput .
63, Ynpasncun: NGAORITENIIH..
6.4, MTonbaosanns Sambe.






index-45_1.png
Yeranoswa  nasarenon sacrpoika Linux 45

oo = st i

Puc. 21 Tnasroe owo nporpavte Perition Hagic

Tlama sepois. ywersnTh 30rseckstil ok i, 1066t e BLICEOGOIBIENC

MegTe eTaBKTE Linys.

BhineaTe aHeK Cs B €pese 1iH B THIGHHISCKON NPETCTaRIEHAN, (IR VHTE KH0ii-
oy ReSine purtitions, o nepex 5aMu noABTER OKHO, & KOTOPOM MOKNO yEAHIT
HOBELIE pUBED BOPANHOTO avicka. S LI #eaTe 1640 05B0B0mMTS Ife Mettee
415aifT, @ wyste u Goavue. Eomu Bat 4ok 5111 pazepon 20 FGaiir. 10 yxwn-
Te B KaHGETRE HOROTO Aiauims 16, 1y néc oCkoGouures Tpelyeme 4 [Baiira
GTOBeT UpHAEHUTL TPAHCHOPMALIAO, IYKIO HakAT, KHONky Exit. TIparpauta
SMPOCHT MOTTLEPIKIENHE 112 THEGEITHE HSMENCIINA 11 MOKET TIPCIYPEANTL 0 1ic-
oBvommvocTa tepearpymmives & DOS-pekmM. Corcsneiticen. Boe namecione
AeTicTEnA TDOWSOIIYT DBTOMATHYECKN, H B cAeaYROMH pas Windaws HasweT pa-
0Ty G YIE YMEHbUIEHHIN AUGKOM

2.2. Havano ycranoBkn

Thrax, CuoGoRN0E MECTO B AUSKE Y HAC YKe BCih. TRIEpL MO IPHCTYIATE K
aanyeky uncantatopa. Z[ns 2T0IG ecTageTe duck b CD-ROM « nepesaipysine
Xountsorep. Ecair o BIOS (Basic InpuriOutput System, 61305asn cerewa ano-
IBMB0;a) B8 NocTaniena arpyka ¢ CO-ROM, 1o cavoe Bpess ce.ath 9T,






index-79_1.png
oipo nowarona. ¢ Linuk. e

€1 YORICTS HYIEHIO B0, 1OGTE KI4ER (MOBUD W 10 HiL) HYRHO SKIIATI Tpe-
Syenyro nanky:

1s -al see

fipamenanve )

Eories Noapabiyio WHOSPHELII0 0 KOMANAE 5 MOKKO AONYLHMM WS CIPaBOHOR
SHGTeM, LINA 5TOT BLAONAATE KOMAITY s~ 15.

PaccuOTIHM [CHYIITAT BLEOI KONHAM s~}

5 Fleaor  Hlaind 1098
[ 326 1o 2 .
T Elamny  flane® 24 Mev 2 s dogeus
L Flseoy  Flaewi 1L v 2 s _profile
1 Tlenov  Flaness 120 Ko 26 o
L fleror  Weacss w247 Kov -
Lflorcy  Flencei 136 Hew 25 1620 gsken
dner-xcx 4 Flenov  Flencvs 4085 kov 26 15:10 Lkde

Tlo YOO COHCOK GAILIOR BLBOANTEH B KECKONBK XONOHK, Pusbepen nx
0 piHepe MepHG CTPOKH:

1 dews=-----— npusa A0cryaa. HX Mbi noapoSHo paccapin B 21, 4. Celisac
BN TOICO HYACHO SHATD, 4T Ci TEDBOA ByKEd "4, TO 90 IMPEKTOPIIK,

0 10 3 YRAIIDAET KONMALCTRO ACCTIAX LCLLIK

0 Elensy — MMs TOTHIOBATENS, FBATINETOCK NMATERHLEN i

T Frenst — rpyima. KoTOROH npsAIREKUT daiia;

04095 - pawep Galisa. lnn AHPCKTOPwA 510 Bacilie OTEYTCTBYET, 7. K. e

JETIHIBIMEAETES €2 pasNep:
1 Jur ¢ mpete MOGA X 3w ReHIH dhabina:

1 st

cat

Kouah0 NOIBOTHET BHBECTIY HA 3KIAH COTEPAMAIOE YKATARIOI 1 KAHCETHE -
ryweria Qalina. TIaEpHYep, Bhi XOTHTG MPOGHOTPCTS TeRcTomA Gait) need L
18 O YO HARQIHITL KOMAHAY:

5 med. 2t

Ho 70 ciipaneaino, cCH Atk HIXOTHISH B TeKYEl aNpERTapHI. A ecai uer?
B7mom Gyt NOSKINO YKAZATH NOMHBIG Iy T

S e R





index-81_1.png
fofpo nomanoaan, 5 Linux 5

B oTox npunepe daiin home/raotineed &t n Mhome/rootineed22.tx fyay
CKOMMPOBANL & JUPCKTOPHO /homieinesy. MowHo konuposars duitiel i i
PROHLIX KATAROEO 1 Dot

ep Frome/ronnnsed, LAl aoma/ Ihenos e Lk fouoms o)

18 570w apumepe aitsut Jhome/rovtineed.ixt u Mhomelflenavineed 22 txt Oy-
YT CRONMpOAL 5 AWPEREIpHIO fhome/new

4. Kotnposansie spy1

i () ez wavanora
A T com 10 GRORHPOBATH nee duina, snmEomAcen 1A Gyxoy "0 13
DO awpeITOPIM B ApYIy10? HeyaeTn npuastes iy vee aepeancats? Her,
AOCTATONHO YKIHTE MACKY =, N TREII0UKA SOMEHAET MMOGHIC CHIMBOTE, Ha-
Aa% o BTOpOro:

[ e —

ELIm (10 ckonuponam, nec hafii. HyCH KOTPLIX (4 AII0CE CAB0Ta-
M0 "T2" W 3280 HAMDRIOTCR GyKAOT "1", TO MACKE GYDRT BLICTRNETS KaK =a

mkdir

Comnunme HORO MpSK oI, HaNPUNE, ECIH B NOTHTE COBRATH
Dewdit B TEKyICi AHPEKTADA, TO BRI RO T KOVATZY.

oakaTazOr

m

KOMAN20 103807TRE T YT hafi 1K ZUPCTOPHIO (AOTA WA SolTe Myrin)

I /remey Lo 022 Lt

B KaviecTse et GahIOn MOKIO FCMOTSI0BATL 1 MICKM, Kax b KM cp. Jon
YIANEHNR AMPERTOPHH MCKET NOHATOTHTLCR YKIT2HHE CRESIOLIAS KIOHeR

T -y, awpesTopHIO;
O -z PEKYDCHBHD YRLIRT COICPIRAMO AHPERTOpHL
0 - — e erPATUNATE NOATBEPRNENHE YIAMHENUX dhaitnon. ByroTe miha-

TeisHb IPH UCTIONEZ0BQAUA 2TOCO NEPAMETRA, TOTONY 4T daiiitt ByayT ya-
THTbEx 505 KEKHX-TUB0 AOMOTHHTENLILIX BORPOCOR. Bt J0mKiibl Gurrs yospe-
Lt S0 KOMAHAR HATTHCAHA MPAZALHO.

Upyep yuneHin MpeRTOpHt

I ef hese/Fianedir
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4, RPOCTO €O BpeMemews MWELIBAOT (PO Y ONICHOCTS, 4 HOBHE — e He
GBRrIHGE,

Tk TOM KOAMHECTEE Ceprepon W MO;ICH, KOTOPOC IACHTHIACT COREH
et HepHos, o6xiarentho waliaemcx xora St 1000 Hea08eK, KO (OpsIE MOMATYT-
o1 0 NPOCTERUIMK METORAX B310MA. 0 CBASAHO C TEN, HTO YPOBEHb MOINGIOBKA
nomAOTATEICH HTeprcTa fenbicor. A HE WMER) b BTy UIKOTbYI0 APOTPAMMY, 3
F0ROPI 0 OBpasOMAIINA N Lpe KOMNBITTEIO BesonacnoeT. Hikra e ofiy-
1867 TPOSTBLX NOML20BETENEH, 8 DIMHACTPATOPSI THO NEHKTCS, GO NPOSTO He
ACTAT TPATHTI JeNL IS 113 ORLIIICHIE KRNI

14.1. OcHoBbl GezonacHocT

Mol KA'HHATH KHHFY C PACCMOTDEHE TORD, KIK BIMAMMBAIOTCR EOMIMOTEH,
NTIOCTE0K TOrOBOPMM Mo OBitE APHHIMRY GesonacHocTH, LlexoTopste acae-
. KOTOPwE ebs Gyiem paccarprmary, 37poryT 10k OC Linux, a roe-Kakne
COBETI MOZIIO APHMEHRTL & 110BOH ONCPAOTIIOR CHOTEME 1 KOMNLOTEPY (cEp-
repy) B enom,

B orofi ianc 3 paumero HexOTOpE Mnbia 0 GEI0MACHOGTH 1 NOKEAY MHOWEGTRO
TpHMEPOD 113 COBCTEEHIOND ONLITa,

Toweny neolixoammo yswern, erpowa ofispormmename pyGonm? Heywem OC
I GepBEpHbE RPOTPAMMEI K MOTYT GbiTh MIHAYATSHO SaunICHIM? Bit car
HH Z0.LKHEL ROMHHTL, O 770N TIOCTORHHEY 1 ANEAHO NOTONY, im0 OC # aporpa-

MUl BCCI AL YHSIHMAL, T. C. #MEI0T RONPIIOCTH, ROSIONTIONME XASEPY HOTYUHTE

20CTY K (heikAaM AT BOIMCKHCCTAN, KOTOPHIX ¥ Hero GoiTb He AGTKHO.

gAcHIn €T BOCrAA, NOTOMY HTO MPOTPAMMLL THLTYT 07w, 4 # CBOACTECAUN
oumGaTLex. HORYNaCTEs, MO ik m CEMO SEUIALCHIION ROTPANNG CCTL pa,
TPoc 0 e, KaBepHOe, e e Hann. CAPOCH e MABON xAepa RO CAMOE 1
HOKCHEOE ATPO Linux, A 0H BAM CKIKCT, "TO NOCICAHMA REPCH OTIMNIAY H He
SonepuT Garon. 110RTOpHFE ROUPOE HEPEs MECALU, HO 1A TOT A3 TOXE AIPO
GKIKETOR THPAELIM it G€3 JATTATOK, H © KM PASOTATS He PEKOMEHIYETCH,

Tpw nossTeHun KakacH Hoboii Bepun OC MH CAVIUMN, KAK ONA HATEAIA 1
GesomacHs, HO 4epen KOPOTKOE BEMS TOFBTHROTCH OBHOBTeHU. H36eKaT owri-
G0k HCROIMOMHO, 1 € STUN 11810 CHMPHTLEA  PCTYAZDIO YCTAHAR INBT, HORPAB-
aeHra.

B GnLunticTe CIyuach a 6L He HIJPAT YIBUMOCTH OLIGKAMK, NOTOMY 4TO
npofpana pAGOTAIOT BePHO. TPOCTD XAKER HOTIOMBIYET HX 0COGHM OGPAIM 1
BLIBOQHT 12 CTPOR CHCTEMY. TAKHG CHTVALIN APEIYENOTETS OUERI, CROWHD, 1
35 PAIPATOTHHKA MAKCHMATLHO X CORDATHTS,

FATGK, PASTMOTINA OCHORHIME MPHHIAT GEFONBLIOOTH, KOTOPHE NOFYT NOUAio-
oo b atmed MoBCeTHCETON KWLM,
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D7 k0NN OEPITHAA N <ol (AR HITBANAE KOMAHIN — 31D €080 CAl M-
ofopor) T. ¢ manoaur a epant alin b GRATHOM IOPRAKE, TISHKAA ¢ IiOCTE-
etk cTpoxn 20 9spEO

ed

A KOMAHIA OC3BODAET CHEHHTE TeKyIIMH KaTa30r. [I18 310TO HEQSNOAANO &
KAIECTEE NAPAMETPA JAIETh HYKIYIO NATKY:

 frons/LLs

ECU B0 BIXOTATCCH B KeTuaore /HOTC & XOTHTE BHYTPH HCCD NCPOHTH B 10xe-
“Tantr flemov. TO ROCTTOMI 1aGpaTH TONNKG Mmas 1k Hemoy.

= femoy

Lea BYIHO MEPEMECTHTRCE HA YPOBEIL Betme, KaDEp, W3 MO;(yTanor
home/flenoy 6 kazanor Jhotae. iyaHO BEOMITL, KOMANAY:

>(1

KK 0 IS, 30 © MHICHESY 3 KR TOMR YIS NG 163 DORHTCR R K10
nor. Hen TepeATH 1A Hee, TO Mot TOMAAEN 18 MReaLIyuIiif YpoDeit:

cp
Komahiu Komaporasi aitia. C €c IOMOIKIO MOKHD EHTIOIHAT HECKOBEO
pasnseux a¢HCTEAR

1. Konuposasits conepxuNOro Gasiia B IPYTOR JOKYMENT ol e nank:

b Rare ot fe e fcns o 2 i

neen coepruion hain omefront/need.xt {deteutK) Gyaet cxonpony
H0 B (a1 /home/rootmeed22.txt (iiasnasentie).

2. Roumponasios dhasicra & apyroik saramor:

2p fhoreenor [resd.tun Jrcme/{lunco ued L

e

0 iacme ot /ueed, Txe Fromel e it

OBpaTTe. BHMMIRNE, TO B UM CIYIC B KA
a1 KA1 OB, TIK H GO CTIPHIN IMEHSM.

musenscn haice siomer

3. Komspoeanme Weckonsko aiaon n somii wuranor. [ 9T6r0 1ykHO nepe-
et bee (IR b HCTOSHIIKE 1 OOCNSTIMN IUBBYCTPOM YKASIT 1Ky
[re——

D e /ToOT/ned TRE  Jhnre/ rOOLIGRSILL UKL 500 ncai
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CoBseTbl Xakepa

B 370li FABe HIM NPEACTONT NOSHAKONIHTECA  PEYTHAI MM ATARAMK 1 METORM
83104, KOTOPHIE MOTYT MO IOBATE JHAYMMAUIEAHHKMH, UTODH JAHTHS €G-
TNy, BT BRI AT, KAK B HEC MOTYT [POHUKHYTh, 8 H105s 0TS, Hysia
bt n kypce, Kk OBOPOMKTSEA. DTO TPABK:D NEHOTEYET BCENAL  BO CeM, 3 W
TORBHO B KOMTSIOTEPHOM ¥pe. KAK SQULTITLSR OT SOPH, UMK 1S HHETh Nped:
CTABTEHIR, KAk O BAIANHINIET JANOK? BCII SHATS, “TO OK CTANET €70 Witawi, 10
MO CICDTH RCE ROIMOKHOR, HTODH 3T0F NPOLCCE. GTIH CARIIKON MHO
apewmcIn, u Bopa MOHO Gl YEneT, oCTanobwT. B 3TOR Cnase dam npetero
NOBHBKOMMTREN & MCTONIMH KOMRBITEDHEX TCCTYTTHHKOE, HTOGH NOMONKATS
B0} RPCEHAT NPOTABORAHE.

HEKOTOPHIC 117 paccaTpHEAEN S BONPOCon Bty HocwTn oBIeTH XapakTep, to-
Tty HTO HCRRI CHOCOS MMOLT CHMIIIKOM WO 0 SATAKIH, u HE BCEITA MOKHD
2aTs weTkne pexomenauiin, 1lanputep, araka epycos. Bpone Gul oe npocro —
ETh AT0BpOMMA KO, KOTOPbIH HYAKHO KCKITE i YHIRTORATD, HO Bispycol Gutsi-
KOF PASHLIE, W IR KAKIOTO 7 HHX MOTYT GHITe CHOW METOIH ODE3RPERHIIIL
B TO e BPEMA MOXHO CHUPMYIMPOBAT OBiIwE IPSBNE RAK GOPBGEI C HiY
Tiyem, v conerit me swapt 100 % peryisTar, o, o KpaRHel MepE, 1MOTYT
B 6uTac  sparow

OnBiTHbe NOTEIOBETEN WIN LIMHNGCTRATOPLI MOTYT JINETHTL, T KikHE-TO
pexomeraaunn yerapenu. HO KT0 1ie 3HACT KPLUIATOS BupakeHne "Bee HOBot—
370 x0pollio 3aBhTToE CTapoc”. B TETICPEIIKER CETH OYEHD MHOTO N0AEH, KOTOpHIE

PHCOCUMIINCN, K TROTICCCY GOBCEM HEIRBHO. OHH IHKOML © COBDEMCHILI
TCXMONOEHANY, 110 P STOM He JHAKTT HCTOPWH, 1 CTAN 3ANCHATY, 4TO XAKeDM
€HOBA CTAIN HCTOTLIORATE METOIH, KOTOPHE paoTand 10 Wi 20 1T wans,
2€naOT 3T yonelHo,

Tloucwy ASBHAE METOTH BITOMA YCORWHO BOTIONAONH & Kksin? Orommive
AOMBRATE. W, KOTOPhE HMERIT OTIT GOpLGL H SLIOT PAMHIC CHOCOFH BTOpIE
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P 3.1, Ouno Tepannana ¢ 3anyic ol pospanmos Midnight Cormander

B coveRe 110 b GuEION GaMOF 1ICPROT RCLIIA CTONT kg ¢ AcHem Lo Po-
A0 TAKOTO KATAAOTA 116 CYUIECTOVET, 10 YKIITEA 1 POITTEALCKYID Tpes-
0PI, ¢ TOMOLLID KOTOPOI BEL MOKETE NONACTS. Ha YPOReKb BubKe. Hanpimep,
Bt waxOamTECH b DopaTTORe Memc/flenoy. ECTH BOHTH B ATy /e, TO Bbl N0~
EHITCE 1 PGIHaYIHG YPOBLITh K ORAXCTECh h AWNEKTOpAH fhnme

Drnay oxsia MC (em. pric. 3.1) MO0 yanzer criiosy-npu i ene v noosa
Ko ITa T2 e CTPOKE, ST M BIIENK B TEPNIMANE, i TDIBONAET ELTIOTIIATL
w e aupentiest, EIe HIDKE PRCNOTOKEHA CTPOKA MEIID ¢ NOACKIKINH ©
sttt Knawis <F 1<l 105

01 (Mosoue) — obrsos dafing HoMOIIK 1O NPOrPusse:
0 2(MeHi0) — Burzoe Mento CcHoBHEX Koxana MC;
113 (1 paessar) — upocsoTh shinenensoro baiiaz

0 4 (Tpanks) — pexAKTAPORRMKE BLUIEILINIONS Palld DO TETPOENON TERCTO-
8O peaasTope;

3 5 (Konu) — snismasinee mageeson dalina win nankic, ECon ow.emnmy
aiin 1 nwTy DSy <S>, 10 HOABKTER OKHO MOTBCPATSHIO KORMPOS-
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#e paoraior rpaditccite GIBMOTCRNH, T0 1 IPUBACHEL © 1BV OTCYTETOIOT.
CHOMLKO PI3 MEN BISEAN CHAME SKDARLL C OWHE KNI b APAMBEDE BAACOKAPTH?
B Kosconit Linis 57010 IpOU30ItTse He MOXCT.

L Bl acTpanBoeTe A0MAUHIGE KOMITHOTED (Kl NATSHLKYIO CETb). 70 Tpadit-
46cKky0 OBQMOYKY MOJIO OCTABHTG. 110 Sl TTC HPOMMILTGHILIH Ceppep, Tpe-
GIOWIH NAKEHMALHOR JOCTYUHOCTH, TO 3 PESONEIEAYHY OLTAIT Y KOMILIGTER B
TENCTOBON PEAWME, ATOBLI CBCIONACHTRCA BT MHWIWX COEB H NIOBHICHTL IPOMS-
BOIMTCALIOCTE.

3.1. daiinosas cucTema

Tperkae ey MEpeIITH & HACTPORKIN CHCTENH, 1128 MYKHO NOMIAKONHTECA (10~
e ¢ paRIONON erferevod LINUX. () CXIyXTVIE Mt YRE IEWHOND NOMCROpHIK
& pasd. 2.3, Koraa pasbueaTH etk Cr. 15 1a6n. 2.1 Ghinu epemCTentt pas-
€01, KOTOPLE MOKILO COAATH B LINUS, 1 710 1 T0 HIIDE, KAK USILOBIIIE TN,

Tenspl, 11488pHOE, HYK1O 6110 b1 MEPEYHCTNTE KONHIb, & HOMONLIA KOTOPHIX
MOAID YIPARIATI TUPERTODHANU W (AN, & TARICE 1POCNTPHBITE I etk
THpOaTh WX HO Mie CIERASM 9TO sayTh 103Ke, & celiNAC A X0y 0OKASATh 0.4y
sk nporpasey Midaight Commander (MC). 7o aysiee cpeacTse A1 peuie
WA BESK OMIGAHKbIX Boie 34, Tlporpamsia NPrGSTOMmYET B (06 ARCTE A1e
crpuiyrimon, o tom witeae B Red Hat. s ce 3asiyckn HaBepuTe B KomaHaio
crpoie me 1 sece amany <Ealer. Unerencim: i Gyags 3axoutes ¢
108 YIRITOR, 1 811 NOSOBKIE €& 3 YA06CTHO 1) MOTIb, @ Celivac PACCHOTPIRY
TOABED GCHOBHBIC BOINOKHOCTH,

Ha puc. 3.1 HOBpREIID 0KHO TCPMILIA, B KOTOPON JaTYUISH 0pUrpaMAE MC,
KD COCTOHT 13 ABYX HESUBHCHNBIX NAHENEH, W RIKCIOM 4 KUTHPX i MOKETE
BuczeTh qaiiny: u PATKH TeRyICH IHPCKTOPHH (HICHA RANOK KATHHBIOTCA © L
s s, T HepemeneHiiN MCKAY TaHC AMI] HCNO:KAYeTCn Kbt <Tab

€ paBE £YOPOHLL MOKAEsNY KOpHESaR Nk, 70 CAMLLL BEPXHIIE YPOBENl, o8-
weit Gaibiokofl cncTesl, TIOCNOTOHTE Ha CTACOK GENOK 7 10 NARSIK, Boike
WIHHETEO HTBHMY HA JHAKOMO O TuG. 2.1, KEGRIM 1 145 1810K MORET 1
XOIITLEA T COBCTISHHOM PESIEAC KCCTOIQ ANCKA, e TIPH YCTAIODKE B0l €10
CoTIn. Ha Tke b IToM CHY“@E & JaNNOEGH CHCTEWE Bks GYaETe MHICT 1eC Kk
om0 uence.

5 s 2.3.3 MLL TORODHII PO KUPHETOR Kt KO TOMIA 5 Linu 003ssnacT-
a kK aak "/". HMEIII0 O ADARCTER RGP IO 1IMPIYIIEL B HEPAPXIIN BCEX K-
Tatoron. Hampucp, Ranki MONROBITENY HAXOTATCR B KuTwiore e, 'Jor
Jhome/flenoy GyeT ONPERENATS Myt & MOAKATWIONY HOALICEATEN flenov. Uro-
14 110TIACTS & 3Ty AMPEKTOPHIO, HYJHO NECTH Ha 1 KYDCOP W HancaTh <Enter>,
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0. 10 YOI HAUMIO ONCPALLAR DUNONIIRETCA B TEKYILYIO HPEKTOPHIO NpOTH-
BononOK Kok Nk nporpamie MC;

0 6 (Mepeviec) — mepemecrirh sbizencambie ikt i 1ani. TTo ot
doiin GyYICT NIEPCHECE B AHPSKTAPHI, NATIKIIIOER TEKYUICH A% QPUTIDO-
(N1 et Sipos vl MEC,

0 7 (HKrnor) — coanaTh HoBkiH KaraI0r & TERyEM;

£ 8 (Yxann) — yaanier nlaenendiute i o 1w,

0 9 (MeniolC) — Be3BaTe MeHIo nporpas MC, KOTOpoe HAXOTCH BBepXy
oxna;

310 (Brxom) ~ 5bix02 03 APOTpaNHLL

DaANIE 1 NATKH, HMERI KOTOPBIX HASHHAOTCA G TONKH, ABMAKTCR KORGUTYpare
OHHEINH, BY.T6TE OGTOPONHE MPH HX MEPENETIEHHA 1 PCTARTHEOBAHI. T -
T HYKIOTCA B MAKCHNATHHOR JALMTE, 10 06 3TOM MLt MirOBOPHN MOBAe
N E——

3.1.1. OcHOBHbIe KOMaHf|bi

JlasaiiTe. paCOMOTRNS OGCHOBHLIC KOMAHAL (HARIOROR CHETCMLI, KOTOPE S4
DY MCTIOAAORATE & KHWIE, | OO NOIPOFHEE NOHXOMUMER € padkronaii
cucToNoi Li

pwd

32 KoMANAR SHBOTHT HA SKPAH TOTKLIE YT Kk Texywleny karatory. C ec no-
MOLISIO 661 MOETE & 20GOH MCEHT Y3HATH, 730 HAKOHTECH

KOMAIL1a 1» BLIDOBUT CIHCOK DAl00 W (GAKATATOROD YKAREIH JupeRTopHn,
et uid Karasorss (i a) OTCYTCTIYET B NApamcTpaX KOMAIIM, T0 OTODpncse
eTca conepHmDe Tekywero karaiora, Tlo YXOMMAHIIO 806 ACTPoRHHEE Juit
(MMeHZ HASUNRIOTCA  TOSKH) ABAIOTER CRPLTLNK, raBhi WX BedrecTH, MysIO
yKasam, KoY

Le-a

ECH Mbi 5OTUS YBHIETH He TOTKG WEHA (CRATHIT Opar), 110 1 oI i
GOPMBLIIG O KATANDTE, KYRHO ACGABINTS KIICH -2 B PCIYAWTATE Mb1 20.0KKb Heis
nonkTE KowAnTy

i -al

Ho Taxas Ko OTOSPEINT (haihnt TeRYILLH JUPLKTOPHIL, H HC BANT, w70 bl
CETiAC NAXOMMES, HIMPHWED, B KATAT0rE /cte, KOTOPELE HA0 HPOCMOTDE1 b, HTo-
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210.3. Maponu no ymonuanmio

MiiOTHE COpENCH B BPOMA YOTANOBKI NPOMKCEBIOT NAPOTH 1O YMOTILIHKD
TBOC Linux 316 1upofinema €1our ocofio bETp, m1omy 410 IPOrPAMMIS HHETA
I ATOL3YTOT RPM-NAKETL M HAIIE BOEID 20K 1 PCATAITIOT WX CRCHHT,
61 1 1ETE PaspABOT A O BOOFIIE HIPETHT HAIYCK CEPRIEOD ¢ MYTTLAM WA
HRUIMEHEHELM N2pOTEN

Hanpiep, Gaza ity MySOL f0STE YCTANOOKK KEMOIVIYET 478 ATNUINC -
TGP YCTHYIO Ba11HCH §23 MAPOA M © HMEHESS TOOL, KOTOPOE MORET KBOCTH B 31
GnyKnEHiE, HO BY TOMAHE JHATE, 4TO JTOT OTHI WHKAKGND OTHOLIEHII K Glic-
TenIOR NACIE 11e HMECT. T0 MY TPERIE YUCTIiaa Sancn G ALY, 3 11

Do MOVYT W romikim GhiTb pamistwk. Cpasy noche yeramoskd MySQL
HGOXOTHSO CMERITI, K02 T0CTYNR

Tipekae N CIIBATS CHCTEMY B TKCTTYATANGH0, YOEANTEEL, 4TO HEvCe ee
vapoan. Crioms npuep ¢ MySQL. ARMmerpaTopu peasn wenomayior ero,
A Toib0 yorananumaor. Koudurypuponakes ofumu0 sasinioTes 1parpum-
NTL, KOTOPbIE HACTPANDAIOT B3 N0 CE6A U NOSMY-TA HOBAT HCAGILI0BATS
1O 10 MO 5 s NPOTPANMACT 6 1 DK PAPAGEIRE Gt siam X 115w
2K REAK) B HUZEKI, TITO 24 NAPATKMI TPOCIEAIT TINMHICTRATOP, & TOT Hale-
Tcn ta MGHS, 1 HOAYAETER, T Mbi 06 3OH RSN

e 070, Kk HECKOLKD pas LHOTENA OKAIZACL YHIBHNOL, 3 PApAsaTIIBaIo
OpOTPaNY TR GO YHETHO TATUCHED H © HTEREIEI NApanew. Jlyne o1
GBI A8 HEM AT, 1110 EKTh COBCEN

Thapomn 00 YXOMRANE HCROMAYICTEA He TeTbKa B porpasvas i OC, 1o i &
CCRBLAY YCTDORCTUAX, TaKitx KK MAPWPYTIATAPLL H YIPABIREMLC KONMYTATO-
9B 371 YCTPOHCTED BCTPONA CHOTEMa SatiwThi H ABTOPIEA I, TIpOMIECTHTE-
. 1€ A0NT0 AYNE, UG ROCTO YETAMERIMBAOT 11319 Admin. a napo, ocTams-
Tor nYeTLa, D10 Gomut0e yayiteHe, 5 614 HA {X MECTE I DPONA N0 YHOT -
G HCIOAZORA CEpHTAILIT 1ONED YETPOHCTI. 18 DTOM C:§waL XAKCP HE CMOMKET

0 10105, XOTu € CEPTinbiG HOMED HE $BTARTCR ABCONOTHOR SaUBITOM, 1o~
0Ny H4TD ECTH KAKED YBIINT YUTPOMCTRO COOMMI STURANK, O O F6rKO CMORET
BEHCIHTE B 13POL,

B HinepheTe yoke 10BHO Cymec TEYIOT COUCKH TAEOTEH 10 YMOSHAMAIO AR P03
EHAILLLX. YETPOCTD, T0JTOMY 116 SASHBARTE Wx MEVTI 1I0CTE FCrtnonen 0509y~
nosaniA.

2.10.4. YuusepcanbHbie naponu

Mporrsnozmenn BIGS il sille YCTIHABINBATH B CEOH IHO6! YHHBSPCATEHbIE KO-
A0 ATy, KOIOPME TIOEOTAAN BOHTI B CHOTENY, I1G S8 OCHORNON Tapoi.
woTopuii yerauonan ez o, Hatpusep. & o010 w3 sepenit BIOS Kos-
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B GEBR O4CIIL MHOTO BOIMOAADCTER. CPENH KETOPH IOLICPIKA AITSPIPETH:
prosbes wanacon PHP i Parl, 16, Ka ApaBHSc, MPOXPAVM HCTH LU 1O Wenaa-
3YIOT TORLXD O2UH M3 FEHX SAMKOB, 1OTTONY HET EMMGTA Barspear, offa. Ecin
COVT NPOERTHPYETCR & MONGIINO PIP, 10 eietyer yousurs Perl, i waoGopor.
Hy Gt At CaliT HENQRb3YET CIETY Susit A1 CHEIPACE, YELUITE Enovs
TBOTPASINGIOB. IGTOMY |10 1 PANIDPOTILE CHCTENEX HIMHOT CITHHE 10~
CTpouTD Be30nACHOCTL.

2. CAsiiyeT paapewmaTl MUOnMY s HEGGSOMOTD, HOMBUIKHCTE aamMeHCTpaTO-
DU 16 HOGHT 388IMMATACH. KAKHKIH-IHGO HACTPORKANH, NOSTONY OTRPLIELGY
ORI AGCTYT WA BOZ, IO TENLKO MOWE: 1pIOHTICH. Ho ei0n0 "sower”
HE COBMECTIN ¢ BC30TUCHOCTIHD, BUZMOKHOCTS, KCTODYi0> bt GTKPOETE 101
SORATIND, M CAMOM JICAE SKIRET Chy 1 TOHAIOGHTLCS, @ DOT 310¥hinen-
OIS GT0FOI0P THUINCH 1A3¢FC 0T 13TROpITTL Mitor e, Hanpmiiep, 1
KAMELTCRIS KOMTHOTEPAN MOHCT GMITh OTKPLITA SUKANATO Jialki A neeol-
IHCEO AUETY I, T WITHRMPYCTCA TEY, WO NOTHI0RATE UIN MOKET Q0TG50
BaTheA Ofe narkm . A coint ner?

Vpn pacesaTpenit Koty pHpoac OC 1 €€ CERBICOR & Gy/1y 5610 ik
T 06 BTN 1IpERANC,  1PH PHAGOPE 1THMCPOR GYRCH UTTANKHBATLGE HyEnIiO
oT feaHoro sanpen.

2.10.2. HacTpoAKY No YMOYaHUIO

HACTPOKH MO YMOTHAING DPEIYCMOTDENE TOTLKO AT OB (eHIL 1 ‘TauNe BOCTO
TAABLOT AGCOHOTIO B BOWORIOCTA, sEOGH B HOTAH OEHITS HOWb I50-
IPAM, BTO SIGHHT, HTO GYACT pa3penie o A0C0.IHO B, & ¥TO Ye napyiiact
FTONOC PASSMOTCEIROE TPADITG.

ECIH CHOAMYOTCN 1€ TaK MION® KOWAKA 1 MAPAMETPOE. TO Jyilie 3aHATEH
KORQMIYPAIMER MPOrpINLL ¢ SHeTOr0 tcra. Ko nponeIypa 0Crarossa
CAOMNIA (APKIEK IPHMEPON ABMACTC Sendimail), 10 rysiie BLert o sty
OT MICTROCK N0 YNOTSILHO, 1OGUBATA, HIMCHER 179 yisaran xnosn, JloKe ve
VLITAITCEI 1 TOM CAYUAL 158CIPUHR L, CHETCNY € MYia. B 3POUCCCe KONThAIYDH-
POBIHitS OGAZATEIKO HTO=TO TASLIBALTEA i Tew CAvLim TOBMILACTCA BEPOSTHOGIE
QRGKY. CAOKHUCTI KOHGHTY PALIIOHHEEX GARTOR B TN, 9TO OH HMERT TECTE-
i (HOPMAT 1T HCE WNEHE APHICTPOR BYATIO IACHTI, HGTXO 1t TOMIOGTbIO, Eens
OiMuiarben XOTH Gl B OTHON GYKBE, NAPAMETP By ROTIPHAAT HEBEPHO. H 16~

26ATCR CBu & paGute OC nai cepenca.
Kortia twiere nma mapaveTpa i 1yrs n dparksmuit encree, fyswre i
TALIA HE TOALKY K GAOBN, KO 11 X WX nnbcano. OC LId -yBCTBITETLH &
perucrpy en duitnon 1 AMPCKTOpHiL. T 0OBEHIOETY MMEET TASEINE H A%

HEKOTODLIX KOHUTY PALIOHHBIX paiision,
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Ho6po noxanosars B Linux

B omail £12B€ Mot HAUHEN 3HAKON ITBCS © canitt Linc. [aneiocs, wio eer yake ye-
THOBHIN CHETENY. NOTOMY 1O Bee. ST bl 620N PACCHETIHEATL, NpaRAhHCE
BT Ty NPARCDATI 1 AP THRE. LM KO T NTepia BYacT Iyl aTRA-
TBATLCS 1 SAMATH 1 YCRHBATHCE

Haw 0penctonT noBaupKe QUMAKOMHTCR ¢ GAIORON CHCTeNO, OCHUBMMNI
SOMBHrYAHOHNAINA (BUTaNH B KOMEHINGL. KOTOPMS NPHTOINCH P R0
aweevioi paate. OC Linux mower paGoTT, & J8YX PeRiNIX — TPIHEckos &
TCTOBAN, MHOTHE QBTOPHI TI0HENY-TO OTPIUHIKBIOCS FICCMOTREKIEW TONEKD
TKCTORONO PEKUME & KOMCOIF. DTO OYIAET Tex. NONSORATENER, KOTOPHIE NIpH-
Sl e WHOWS 31 sHFTYHTHOID HonsTIIONy maevepdeficy. Min Gyaes prsbrpats
oamospenenHo ofa pewia. F B0e K, KOHSOMI GYIET YASTATECH 10STATOMIO
MO RHEOENHSE, 1TORY S0 HAIACTYIO © CE IOMMIAD MG BHCTe. Hemens
sepes rfisee e YIMART, FRIITI KAE-1AB0 1POSIeNIL. 3 10CTApIOCl 1<
KT Q1) ODSUMYUIECTED KOKSOMM MePe KYPEOPOst Mun. Jlens & Tow, 1o
CEPEE 52 APEATIMATHAX AR CEONIE B OTASALION KOMITE H, BOMMOMID,
ke Ges MONKHTOPA. YODHBASHHE HPOHCXOTITT 4CECH YAACIIIYIO KOKCOME, H 0~
AN BUIMORHOCTH LiUX HE WCABSYITCA. TORRA 34SM SIPYKATE TARe-
e rpadwecKie SMENHOTEKH, (aiiTet 1 2pYTHE pecypou? ITO Ke MyCToe paexo-
sosanrie namATHIL! He ysute 5 g2 0CBOGOTMTE vk 50ACe NONESHEX BEMICH

Tpadiretecknil pesio HEGKOIM 378 PAGOTLI C TIONLI0BAICILCKINH YTHIKTANH,
O Takke MOKET BT TICICH HA TICPEOHASATLEON FTANE HACTPORKH cCpBep.
A €CT yHECT, 47O He Boe KoMIILIOTEph) 1 Gaze LN ABAROTCA Ceprcpim, w
ONAINKE CTRRIIN TOKE NoryT pASOTTy tia 10# OC, T0 y051LA rpuduteciafi
Tepdeic HeoGxon.

Ktk mie, mowomnocth pafioTaTh K BYx DEAMMEX — 310 (PERNYILECTED
Linus, # e vieacetarck, Ee1n 611 0 Windows mommo Buao surpysath us st
PubITICCRYI0 DBONOTKY € OCTIBHTE TOMbKO KOMAKIHYIO CTPOKY, TO BUI CNOTAH
611 CORONONINTI, APAFONEIINIO 12N H MOBLICHTL HAAERHOCTL 3708 OC. Korza
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naiim AWARD uciiomms0saics yioepeatonui wibp AWARD_SW. (Taumias o
Bepoan .51, Takan "yenyra” oTeyTerByCT.

B BAC SCTH BCHMOKHOCTS OTKHIONKTE HCTOIHA0BANHE YIKBEPEARIOT) 12po-
B8, 70 CACTAMNTE STO HCXIMELTHTENSHO. B TPOTIEHON C:1yAe CNERHTE OfOpyIc-
BUHAC I ANOIPAMMS, HHAYC HCT GHIIGT (ITANCA CICTATD DAY CHCTEMY -
LUERIGTH OT FTOPKEHI.

2.10.5. Be20NacHOCTh NPOTNB NPOUIBOAUTENBHOCTH

1 yike FOBOPI, 4O GIONACHOCTL i NPOKIBOBKTETEHOCTh (PECTEAYHOT COBEP-
LICHHO PESHMC GG, KOTOPHC SALC IGCre KUBDMMRTYIOT MenQY cofofl. 1l
CTPAHEQ% CEPBEp HA MAKCHMITOHYIO GESONECHOCTL, MPIHXO;ULTCH BKHOMAT) Takh:
CEPBHCR, KAX AyPIRTADONAIIE, LCTERbE JKPAIL, i OHH PAGXOTYOT PECYPCH
npottescopa. M ics Goawie Z0MONKHTCAMILIY CTyKS TRAICNND, ToM Gonbue
MY 38TpaT.

Kancabtit pecype MoKeT SuiTh HACTpoen no-paztoviy. Hanpiwer, 5 pekie siyp-
NTMTIOR M MOTSI 1IISLIATH B KTIRGI TUIKD CCHoTRyI0 uhopyarwa,
1T NORHONAT YMEMBUINTL HUDYIRY A FKCTTNS ALK, 10 YHETHAKT DCPONTHOET
TOrD, §TO KIKQF-T0 TAKA MPORAET HEAKCHETHOR, A HOXHD GIENATh TUK, 410 b
PN GyayT TONALATH a6CONOTHO TCe COOBURHIE. B 3TOM CAYNAS NOBHIALTER
A A Y0 npavcRees wraxy oS,

PACKOZ DICYPCOR, 1 Y XAKCDA HORRA

B0 s KOK(HIYDHPORIKY CEPACPA 5 Cro LEPRHICOR Dbt QAT HEAOTITTY 3
PPUHIANG KEOBXOMOSOH JOCTATOAHOCTH, CAEIYET NPHHKNAT BCE MEPLL, HTCBH
COpIED Wi KOMIIIOTER HYBCTOONAK CEGA B G530 HCHUCTH, HO NP TN PagoTa)
K ORHo IOW3HOTEHEE, ol yGCaMTbes n HopuatmHon Gandnce
NIAPANETEOB, NOCAE OKOHYAKHA KOIGMTYPHDCEAKIH HEOBKONINO TCTABHTH Cep-
B UGOTATS HPH MEKCHNATbING ROIMORHUR JTYIKE (GMPETENHETCA NAGHHDYS-
MEIM KOAHIECTB0N OGPAATLIEAENbIX SAIPOCOR B \HHYTY YNHOKEHOC Ha 2). For
765 CepBep CIPABUTCA € NOCTABNEHNOH J0104EH  CNOET OGPABO FaTh Bce 3anpoc
KIHGITOR, W DU ITOM CULC OCTAHETE JAIAC B JIPOIROAITEALIIGETH NPOLCCEOT,
TO MOAIO BRO;HT MIGKY & SKCIAYATL. HKIte HEOBXOMINO HEMENATS KOl
(DHFYPALIGO 1A HADALLIABATE NOUWHOCTS KOMMLIOTERd.
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4.3.5. Hecobro Savesana..
43.6. Baost mapont..
4.4, Tuonise o PACIPSAETERA ..
4.5, Mpumirerspoannste mporpamss
4.6, JlomomuITeinie BONCAIOCT! TAUHTS
47 300113 GRS
47,1 Ipweaw paora
472 Yoramusma jail
473, Paota ¢ mporpason il
4.8 Tharymenve mpan root.
49, Pacunpenne tpan
4.10. Cexcaoit pan
A.10.1. PANTPaLLA 1AKET0-
4102 Napaserpa grnn.
Hporomo.m ...
Bumrpauwa opron
Graurpaana aspecon.
runstpann iEKETTE Ty b TapECoD.
DnsTpauns HeRepUY 2pecon.
rnwtpanns v Linux
4,003, Firewall — ne msues...
4,104, Firewall k2 naparten
4.10.5. Kowurypuporane Fircweall
441, ipchains.. .
41111 @i 1 ywonsann
4112, lpmwepts zobanenin ipchins.npas
4113, Tipmteper yaanenns ipehoios-npasun
4,114 Mpaercta “sce mpovie®
4115, Orpainssee cern
4116, ICMP-rpagune
4.01.7. Hepenanpaanesi.
4118, Coxpaneave dunsapa
402, iptebles
4.12.1. Gersomnue soswoxhocT iptables.
4122, MEPERIEDL
4127 pimaeps couparypuposase isbles
413, Baneaanuin no paore Ficewall .
4.13.1, BIuarenLaoe KoRgATYpApOraS...
4132, Ofixox cetenoro awpaa
4153 3, Bezonacuei Himeprer
4,134, Jlonomanensuas 2auuma
4.14. 3auper  puspemenme 505108
415, Conerst no womdurypupouzsnia Firewall.
446, Thoms wewnc npwnnent
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ToMHITE UX HCE HEROIMORH, 10TTaMY PAIPAGOTHMKK 1OETIDAINCE @ CRIBINTN
OC oftuspHofi capankost,

Echis bl XOTHTE D0IYMHTE HHBOPRELIHIO & KAKOI-HG KOMAHZE WIH POTpAMMC,
0 10HPUBYATE HUIYCTUTY B © DAY 14 KINOGEE ~h, ~1m1p Wik =7, Pz 1po-
TPANAH HEMGALIYIOT CHOM KIIOY, KOTOPH] allie BGETO TACTUBHT AHBECTH HA K-
1 KOPOTRYID HEEKIRY O HIIDAIOBANKH MPOTDESHLL.

B idiops 1O RoCOTRIORATLCS Cne-

e mosyuemn Gomee 101po
i —

s — 310 HANAKKE KONAHAM AMK TIPOTPANMIL. & Tan NKBOUHT HA IKDRH UH-
Gopwaaio 06 oftexre. Hanpisicp, 408l YRHACTL ONACAUNS KOMHAM shatécum,
D3RS e St don

JIAA BBIO2 W3 MPOTPANMB! (ONOLLIH HYAHO HAGPATS Ha KIARMITYPE <-sn. B 07~
wer o nepen v s coofmese "Quit ot end-of-fHe (press
RETURN)". [fmsorre gy <ERiecs, 3aves Qepoiante i KOHeL 1IPOGHATDH-
BeChOrD a2 ROMOLIK, K TPOFAL A mar SABCPURCL PAFCTY.

Boaee TROCTON £A0CGS SABEPIIEIA NPOTHINYE! Tan — HAKATH KIBHEY <G>,
[ 370w CAYMRE BLIXOA NPOWEORIET T HOLCHHO

Lok s yeTanaBaNBAETE teKsnonaLt bapuaT OC, 10 b ROpOSKE Moo Hadk-
11 JOKYMEHTILINO Mo YCTAHOBKE U PYKOBOICTEO NOTBI0EATENA. Ualle BCEro 31a
MAIOPNAIA 1OREPXHOCTIZN H IGHOHET CITLTL TOLKG. MHILIMATHENG 1i-
Gk, Ho e apest JCTpHOYTHI! CO/ICPALT HeHl, I00GRYI ADKyME-
TAUO WITE e 1(EbIE Kot

2.10. OcHoBbI KOHChUrypupoBaHus

Tlpere Hem nepexeinen X G03e¢ IYGOKYY PACCHOTRCIHIO BOMPOSOE, CAATIH-
WX © KoUGUrypHpeDamien OC Linux, Mol 0/0kebl GMEACIHTACK C NpanAIENH,
KOTOpuE CHETIIOT e supHCAMoCTY or OC 1 ceprnca. ECIM B Gyaere s np-
DEPRUBITLCS, TO CNOKETE MOCTRONTS ACACTIINTCISHO Adwmieihio ceTsny
(¢ePBep MM T0IE CETH 13 KOWNBIOTEPOR i CEDBENON).

2.10.1. BanpeLyeno T0, YTO HE PA3PEILIEHO

Koraa m u
BPHHIIANA MUK M

(CUPRIBAETE MIPINSTPH TOCTYTH, TO HeOBXOTHMO TP
TOMH HIHONACTEN 0 CETYOEH:

epHAETCR

1 TIEOSXO, MO 3u11yCKUTS MHIKIYSs HOSHCRHOTO. DIct KECHEIR HE TN e
BHCOR b 1IEAON, HO M KX GOCTARROWICK, TTANEHMep, Ban nyiken Web-cepsen
A1 5T0T0 vawme neery yeTanmMDGeTes Apache. T nporpamma BRAINAET
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B Lifux ¢yUICcTsyer neckminko KOMANILEX OGNS, H KDIAA 3 HH 00TAR-
T COmH BOBMORNOCTAM . HAIlle BCCID UONLIONITENH 1PHNEIIMIOT 0T0HOKY
107 aspanwest bash (Boume Againt Shell). Mai 6y1€m PASCMATPHERTS HNEHHO L.

Tleputie 1arvt s ie Cxenatn, TeiEp MPACTYNM x Gaiee riryGaxomy sHakawe
Ty ¢ Linu. 1o Hepe HIY4EHIA Do CMORKETE LICTPOUT SHOTEMy Bolce TotKo 1
caenaCTe ee MAKSHMAIMI0 ueTpo, ek Tmnit 1 Sezonacnod.

Koz » watsie ocameeazh Linus w Yerananm ee n nepasi pics, 7o uomm A0
HG MO IPABHANHO DLKHOLHTL, TOTOMY HTO 116 JHA, Kakdn .U IOTO HCNDIEAY-
cTen komaHaa. 5 el ¥ BHaKoMora Kby o 970 UC, 10 30k B Hel oMAcake
MIPOIIESCa BHIXOTG GHUIO TAC-TO B CEPEANHE, 1 NOKA & HANCH MyKiyio Komaiay,
NP0t MeCAU GXOIMTICH fies KOPPEKTHOIO JaseplIEHHA PaSCTE OC M Bol
KNSTS MTAHKE KOMbRTEDi

CRCEY NOETHTLOS ¢ DM 1AKOMNCHILIM ONLITOM. [U1a BLIN037 1S CHETENSE HE-
RONbIYETCA KOMAR ahitdoun. TToCHe 11EC YKAILDALTCA, 410 UHEHKO HAM HYIKHO
=2 UL 1EPETA By KA ~h i nWCHOEHIA KOMTbKTEpa. M T KOHLE KOMaRI
MOXHO 04T PEM, HEDED KOTOPOE KN HAATLCH KON HERHE KOMARI
(8 SaCTHOCTH, tun, — cefbac)

TLATIpHME, A8 HEMCDIEHHOT NEPC3ATPYTKI CHOTCIA HABEPHTE KOMAHY:
shutdour -x non

JUth HOMCAIICHHOI @ BLIKJIIOEIIS KOMILIOTEP? CAEAYET DRECTH.

shitdoun -2 new

Orareauio nenomayFre i o6, ECTH DUKTIONTS THTIHAC ¢ MONOIIHO
KHOOK Ha CHCTCMHOM GHOKC, TO MOXII0 OTEPATI JuHALE, KOTOPHIE GHITI 3arpy-
etibl B ONEPATUBHYIO NIMATE, HO HE COXPIHCHAL HA HCCTKOM AN

Ecin et paBOTaeTe b TEKCTOBOM PERNHE H NPOCTO KTHTE RaTH T10. APy
HmcHem MaataoRaTens, nabepHTe KAy it

HTOGH GhHTH W3 CHTCMLI B CPATIIMECKOM PERIHMC. IEKMKTS KIIONKY BHI30KS
oD Mt o madeprre iyt BuiiErn ws eneTemn, 370 WETaIHT 1parbuse-
CKYI0 OGOMOUKY NHTPYSTES, SATCH CHOK HOARAICE DRIO-DH IHAUICHS NOCCTH
AAPOIG, FAC MOKHO BORTA & CHOTCMY NDA HOBEIM WCHEM Wil NCPCTPYITE
KoMnLOTEp.

2.9. Tlopckasku

TICKOTOPHIC OMEPAIAONITHIE CHCTCMBL CAABTCA CBoel MPOCTATOR 1 XopomiNI
fonckazKaH. HO # 118 YCTAIY NORIAATY. 410 HPOHMOATENLROLTS, HAEAHOCTS
W npocToTa He Aeerm convecTmb: neow. OC Linux comepraT soxecTa0
Kovara, @ ¥ K&KIOR W3 HAX NOWET GUITL GONMIOE KOAHICCTHO NADAMGTROH.
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Puc. 242, Fnaswos oo yrinwrs Selip

B npents WICTPOTiKSE HOPKIG KETONIDTATS MRS, 110 €CTH DR QTCYFCTBYET, TO
CCTATONHG ¥ KAGBHATYPM. 1A TIEPCMEIENHA METaY KHOTIKANH HomoaLyiiTe
womeiny <Tab>, g BHTEIEMHA TISIKTUD MO0 — TPUBEd, & TCPUABKCING
RHYTDH CICKD UCYUISCTBARCTCH CTpemKami <1> n <l>,

C HacTpoiloll BHIOKZpTL (4 10 Ha anceTe S3, coBpattof 1 KiTac)y wows ro-
CACAHMH paT BO3KA MPOGACME 1048 Tph naan cxc na Red Hat 6.1. Coipe-
MeHHbIE IHCTPHOYTHER) Ge3 NPOGTEM CMPETEIHOT HIMe30, 0COBCHHO CCint 0K
COBAHO AMEHNTLIM GPERAON.

Hazeioct, 4To Daw yander GoifTi b rpadwscckil ek, ECTH 5o BpoNs 3arpys-
4 MPOIDILAA OLIAGKY, ABHE KOMTIBIOTEP KK WSOGPIACHHE 113 JKPAKC TR0
VCKBKGHHBO, TPATHIECkyIO OGON0NKY MOWHD OCTaNORIT 1LSKATHEM KIATHIN
<Ctrl>—<Alt>+<Backspace>. Takist OGpIIOM. Bt HEPERTONTEE § TeKCTONLH
pesin

Fone 321 pysa 1 picictccroll ofoionin npoliia YAauHo, 10 CIMOE BPEVA TO3HA-
RONMTIGS C OKHON TEpAHHLLE, B KOTODOM MOKHO BHINOTHATS KOMANABL Kak & TeK-
Cronow pemite. JoMauHcy o nA0sETEnI0 310 1e 0GAIATENBHO, HOTAMY 10
eny 13RI wrpbe B OPUCHIG NpaIPaMI A It 213HHHCTDHPOBARHA 1 TOHKOH
HaCrpoiiiw Linls Tepyiian npocTo 1icofKonin
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Brapan Kowuiz T0ie N0IUIKET MPHOGECTA MPADA £oot, XOTE BYECTO UNCI
yKa%aNo Tipe. B OTRET 114 310 CUCTERA ZANPOGHT MARONL. BEEW/TE MARKLE ML
30BITEN, NPABD KOTOPITO BHY KOTHIC NELIYSHTS, 1 AOIE HT010 B CHURCTE B
NATHATS KOMAHIN, AACTYIONAE 5101 yacTHOM 3anmcn. Hanpicp, nomyas cramye.
AANMIMCTPATOPA, b NPROSPETETE BCE WPABA 1A CHETENY.

OC Linux — MI07oMoILI00ATeALOITA CHETENR. I TOBIEPKHOTET HECKOTLKD Tep-
Mikuin. 110 YMOMMIIMIO DL AXOIITE b nepovil Tepuuas. J1% Toro 4Tofbt fic-
PeknouuTLCa 12 APYTON, HyiRHo HaKATh KiaBly <Al 1 dny 8 KT
SFE>—<F6>. B 0Ger Ha 510 UCPE KIS NONICTCN CFUE KN ¢ NPHITAUIE:
HCM BBCETH NEPO.1b, KOTEPLATT HOWEF St DEIAHIHLIN L XAHATH PRI

eno:3087KKe TEPMUBIOD — O%eHs YIOTHRS BOINOKHOCTE, ¥ OMHOM 831 Ta-
YCKAETE MPOMAMNY, KOTOAZ TRESYET MILOTO EEMSHA A BLINOIIEHUR, K Mek-
Y Tem REPEKTIRMACTECE HA APy TOR TEPMHILI W RPOIDIIKACTE PABATY ¢ KaMIbo-
TepOM. B M0G0 MOMCHT MOKHO BCDHYTECH Ha NCDBLIN TEPMARAT 11 TIOCMOTPET,
[T P —]

ECae 0 NepeR SNIYCRON YETIOMNIH (PAGKECCRUTt PUKKN, TO €PATY NOGIE -
IPYSKH NEPET BIMM ATPOSTCH ORIO. A KOTGPOM GHCTEMA IPEATONAT HOMOTS30-
Bath BHGPAIEYI0 OBOAKY 10 FMOTHAMID. TO QT 10 PH CreaYiomcn
CTApTC, €T He YKIANO HHOTO, GYET 321y HLicHa HMGHHO 3T 00K

LGt Wi Pt 1RCTOR PRIM, 10 1 TITOR MOMEHT WORETE 1EpERINONATL:
G Ha rpadpteckal, saBpas Komaray sz . B WM Cayane rpadiGcKas -
OWKA GyeT HANpYKeHa ABTOSATIHIECKN, 663 IpHIIAC A K Lot Mapaurs, 1o-
Ty 4T0 By B WilepoBAIM COTS B TEKCTORON KOHCOTN

TeKCTOBOS MPHTIUNEHNE HA BXOA B CHOTENY MOKET NOABHTLER 1 B CAYHAC OLLHG-
K KOUGHrypaosi, 13 1aM Giryade niatioee KOMAIGI 35ATT I & SEY e
PUBEACT, T. K. [PagHISKan OGANONKA Ke CMORET 3arpy3uTeca, Torua npuaeTes
OIS A HACI PORKY TparbiKn 3aH0L0. BONSINHCTAO WRDOpNaH O KOndMry-
pauh | inux HAXOAMTCA b Texcomnix (BaFIEX 1t HEPCAKD NDMNGIHTCH NpABHTS Iox
EpYIHYI0, B JaH1I0M GIIY4Re TACKE MLMOALIYIOTCN TERCTODHS (aitali, HO pyarios
PCTAKTHPORAHAE HEODAIATENMKD, MOTOMy 410 ECTh CRENMLIMGR 4 yI00H
yrwmbra setup. [afepuc n kosanawolt CTpoke KOMARAY Su.ap, i UEPEN BaH oT-
KpoeTen okiia, Kax fia pu.2.12. Bulicpure synst X Configuration. Crerena
CKOPEE BEETO, Gtz ONPEACIHT ITAHNME RHIEOKATE H HEOBXOISHE APINTED.
2 00T ¢ MOHWTOPOM MOTYT GUITL PPOTICHEL FAINE BUCTO NPUXCANTCA CAMOGTO-
TENILHO YKA2LIEATE ET0 THA #t NOMIEPINGENLIE THIECPEANN

Kerats, o naaeopexusax. 13 Cnicke Gy.ayT TPCACTABIEHb B0 BOSMONEHE JHate-
WA, i DU MOIKETE YXAJATG A1050C KOMEGCTRG, 3 DEROWEHIYI0 OCTARQEHTHG
TONBKO H TOM, KOTOPI A8 DG ABNARTCA MAKCHNITIID YT05ImM. Hoche iig-
CTpoiiki OBATATETSHO MPOTECTHPYHiTE MADPIMMH Cpitmacinil peaust B wpes-
VT prioToctocbioct. ECmI 6oc MpofineT YaaIIa. TO APOTRAN I NpEATOHUT
wCnoan3oRaTh rpafICCRHT PEXGAT A DXOLA B SHOTEMY.
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i 770 sHaKT? CliZsaTa MACT Wy NOMBAVHATEIN, O KOIIPEIN Uhi HOLUIH B
aueTeNy (B oM cayHac 370 root). (oG ke 4 CHIVIOT HA KOMNIOTepI
1 mpofien, 20 KOTORBIN STONT M)A TeKYUICH nanKH.

CEY X

PUc. 2.4, PaGoush oron 8 paguiecioh aGanoue GNOME

2.8. Mbl B cucreme

Mut coumnis n crerenty, 1 OC SayerdsT omi 118 YilHKaatiioe akpyKenke, kaiopoe
OnpenenseTca 1o Menn MOmHIOTTCIA, CPead niMzeT hionbigbaTeablkie -
peKTOPHH, 19CTpOIH 1 KOMIRZAYIO DBMOUKY.

Tlons0BaTEnBCKIE AUPERTOPIA HAXOTCA b (TaTore /ROME W RNEWT HazDaMHe,

coBIAAAOUIEE ¢ HMETIN TonbI0BaTens. HARpHMED, 1A NOMN0BITERA 1001 €CT
nomkaranor Montefront. B STo NATKE Gel \OIKETE XDAKKT CBOH tha

Korisa obt oomHTE 1 creTeNy, To Tekyielt supekTopieR eTaopuTes sawa, Tak
A NOA3OBHTENA o0t TakoDo CraHeT Mhamme/root, i KCe KOMaHAb GYIYT Bb-
DOAATRCA B ITOM KATAIONE, KA Ml IKC HINCHKM C10.

b
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Puc. 2.13. Paosie cTon  tpaueckod oBonuine KDE

Ha pre. 2.15 noxasano oximo 1 padweexolt oSaiomen KDE. a 1 pac. 2,14 - ofio-
nosa GNOME.

B ofienx ofonouxax o el wacTn Pafouero cre

12 naxomcs Tancm, sanas,

O KHomKA BLI00A KIANHO0 Neo (CONAE ARBIA KHONKA)— AKANOT KHOLKH
"Mlyck” n Windaws. I 7101 MEHIO MOXII0 HINTH BCC YETAHOBICHHEIC Ha Kok~
EATEPe 1IDOIPEMHLL 1 YTIHT b

3 KHOMKR BHCTPOTO KHIOMA ACHOBHAIX KoMkl — ki 00OHX PHETIKAX BUACTRIL
KPACHLIM OBATON, (PH ST OCYLECTORALTCS BAIIOD OKIFA TEPMHTIIY

0 ycToe Mo — 31€ch BYIYT PACAOTATATLCH KHOUKH S2OYUEHHHX UPor A
IKHONKH 30324 MOKHO MOTCUBIBATE T NCPEKAIONEHIK MERZY PASaTaroUN-
[ ms——

OTapoliTe OKIIO TEPMHMAIA TT0Gb: NOMAKONATHON ¢ EMO BHEWHAN EAnOM
B Gombannmcrae JACTIHEY THEAR 11D YMOA@HIG 310 ORI € HCPHMM oM 1 Tex-
Crow Senoro ifoera. CpatY NOCTE FAMYCKA 1EpE RAMH TOXMKICH NP IAdUTEI NG
O3 KOMILA, KOTOPOC MORET BHIFIAAETS MPHNCRNG SIS IOMEM OTpAsaM:

Trooltk-cusy ool






