
   
      
      
   

hB

$ source ./display_flags

himBH

$_: Last Argument of Previously Executed Command

When bash starts, as when you run a shell script, it expands the $_ parameter to the pathname of the file it is running. After running a command, it expands this parameter to the last argument of the previously executed command. 

$ cat last_arg

echo $_

echo here I am

echo $_

$ ./last_arg

./last_arg

here I am

am

In the next example, the shell never executes the echo command; it expands $_ to the last argument of the ls command (which it executed, albeit unsuccessfully). 

$ ls xx && echo hi

ls: cannot access xx: No such file or directory

$ echo $_

xx

The tcsh shell expands the $_ parameter to the most recently executed command line. 

tcsh $ who am i

sam       pts/1        2018-02-28 16:48 (172.16.192.1)

tcsh $ echo $_

who am i

Variables

Variables, introduced on page 310, are shell parameters denoted by a name. Variables can have zero or more attributes (page 315; e.g., export, readonly). You, or a shell program, can create and delete variables, and can assign values and attributes to variables. This section adds to the previous coverage with a discussion of the shell variables, environment variables, inheritance, (489)

expanding null and unset variables, array variables, and variables in functions. 

Shell Variables

By default, when you create a variable it is available only in the shell you created it in; it is not available in subshells. This type of variable is called a  shell variable. In the following example, the first command displays the PID number of the interactive shell the user is working in (2802) and the second command initializes the variable x to 5. Then a bash command spawns a new shell (PID 29572). This new shell is a child of the shell the user was working in (a subprocess; page 334). The ps –l command shows the PID and PPID (parent PID) numbers of each shell: PID 29572 is a child of PID 2802. The final echo command shows the variable x is not set in the spawned (child) shell: It is a shell variable and is local to the shell it was created in. 

$ echo $$

2802

$ x=5

$ echo $x

5

$ bash

$ echo $$

29572

$ ps -l

F S   UID   PID  PPID  C PRI  NI ADDR SZ WCHAN  TTY          TIME CMD

0 S  1000  2802  2786  0  80   0 -  5374 wait   pts/2     00:00:00 bash

0 S  1000 29572  2802  0  80   0 -  5373 wait   pts/2     00:00:00 bash

0 R  1000 29648 29572  0  80   0 -  1707 -      pts/2    00:00:00 ps

$ echo $x

$

Environment, Environment Variables, and Inheritance

This section explains the concepts of the command execution environment and inheritance. 

Environment

When the Linux kernel invokes a program, the kernel passes to the program a list comprising an array of strings. This list, called the  command execution environment or simply the  environment, holds a series of name-value pairs in the form  name= value. 

Environment Variables

When bash is invoked, it scans its environment and creates parameters for each name-value pair, assigning the corresponding  value to each  name. Each of these parameters is an  environment variable;  these variables are in the shell’s environment. Environment variables are sometimes referred to as  global variables or  exported variables. 

Inheritance

(490)

A child process (a subprocess; see page 334 for more information about the process structure) inherits its environment from its parent. An inherited variable is an environment variable for the child, so its children also inherit the variable: All children and grandchildren, to any level, inherit environment variables from their ancestor. A process can create, remove, and change the value of environment variables, so a child process might not inherit the same environment its parent inherited. 

Because of process locality (next), a parent cannot see changes a child makes to an environment variable and a child cannot see changes a parent makes to an environment variable once the child has been spawned (created). Nor can unrelated processes see changes to variables that have the same name in each process, such as commonly inherited environment variables (e.g., PATH). 

Process Locality: Shell Variables

Variables are  local, which means they are specific to a process:  Local means  local to a process. 

For example, when you log in on a terminal or open a terminal emulator, you start a process that runs a shell. Assume in that shell the LANG environment variable (page 327) is set to en_US.UTF-8. 

If you then log in on a different terminal or open a second terminal emulator, you start another process that runs a different shell. Assume in that shell the LANG environment variable is also set to en_US.UTF-8. When you change the value of LANG on the second terminal to de_DE.UTF-8, the value of LANG on the first terminal does not change. It does not change because variables (both names and values) are local to a process and each terminal is running a separate process (even though both processes are running shells). 

export: Puts Variables in the Environment

When you run an export command with variable names as arguments, the shell places the names (and values, if present) of those variables in the environment. Without arguments, export lists environment (exported) variables. 

Under tcsh, setenv (page 400) assigns a value to a variable and places the name (and value) of that variable in the environment. The examples in this section use the bash syntax but the theory applies to both shells. 

The following extest1 shell script assigns the value of american to the variable named cheese and then displays its name (the shell expands $0 to the name of the calling program) and the value of cheese. The extest1 script then calls subtest, which attempts to display the same information, declares a cheese variable by initializing it, displays the value of the variable, and returns control to the parent process, which is executing extest1. Finally, extest1 again displays the value of the original cheese variable. 

$ cat extest1

cheese=american

echo "$0 1: $cheese" 

./subtest

echo "$0 2: $cheese" 

$ cat subtest
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echo "$0 1: $cheese" 

cheese=swiss

echo "$0 2: $cheese" 

$ ./extest1

./extest1 1: american

./subtest 1: 

./subtest 2: swiss

./extest1 2: american

The subtest script never receives the value of cheese from extest1 (and extest1 never loses the value): cheese is a shell variable, not an environment variable (it is not in the environment of the parent process and therefore is not available in the child process). When a process attempts to display the value of a variable that has not been declared and is not in the environment, as is the case with subtest, the process displays nothing; the value of an undeclared variable is that of the null string. The final echo shows the value of cheese in extest1 has not changed: In bash—unlike in the real world—a child can never affect its parent’s attributes. 

The extest2 script is the same as extest1 except it uses export to put cheese in the environment of the current process. The result is that cheese appears in the environment of the child process running the subtest script. 

$ cat extest2

export cheese=american

echo "$0 1: $cheese" 

./subtest

echo "$0 2: $cheese" 

$ ./extest2

./extest2 1: american

./subtest 1: american

./subtest 2: swiss

./extest2 2: american

Here the child process inherits the value of cheese as american and, after displaying this value, changes  its copy to swiss. When control is returned to the parent, the parent’s copy of cheese retains its original value: american. 

Alternatively, as the next program shows, you can put a variable in the environment of a child shell without declaring it in the parent shell. See page 132 for more information on this command-line syntax. 

$ cheese=cheddar ./subtest

./subtest 1: cheddar

./subtest 2: swiss

$ echo $cheese

$

You can export a variable without/before assigning a value to it. Also, you do not need to export an already-exported variable after you change its value. For example, you do not usually need to export PATH when you assign a value to it in ~/.bash_-profile because it is typically exported in a global startup file. 

(492)

You can place several export declarations (initializations) on a single line: $ export cheese=swiss coffee=colombian avocados=us

Unexport

An export –n or declare +x command removes the export attribute from the named environment variable (unexports the variable), demoting it to become a shell variable while preserving its value. 

Export a function

An export –f command places the named function (page 357) in the environment so it is available to child processes. 

printenv: Displays Environment Variable Names and Values

The printenv utility displays environment variable names and values. When called without an argument, it displays all environment variables. When called with the name of an environment variable, it displays the value of that variable. When called with the name of a variable that is not in the environment or has not been declared, it displays nothing. You can also use export (page 485) and env (next page) to display a list of environment variables. 

$ x=5                # not in the environment

$ export y=10        # in the environment

$ printenv x

$ printenv y

10

$ printenv

... 

SHELL=/bin/bash

TERM=xterm

USER=sam

PWD=/home/sam

y=10

... 

env: Runs a Program in a Modified Environment

The env utility runs a program as a child of the current shell, allowing you to modify the environment the current shell exports to the newly created process. See page 132 for an easier way to place a variable in the environment of a child process. The env utility has the following syntax:

 env [options] [-] [name=value] ... [command-line]

where  options is one of the following options:

––ignore-environment

–i or –
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Causes  command-line to run in a clean environment; no environment variables are available to the newly created process. 

––unset= name –u  name

Unsets the environment variable named  name so it is not available to the newly created process. 

Just as on a bash command line (page 132), zero or more  name=value pairs may be used to set or modify environment variables in the newly created process, except you cannot specify a  name

without a  value. The env utility evaluates the  name=value pairs from left to right, so if  name

appears more than once in this list, the rightmost  value takes precedence. 

The  command-line is the command (including any options and arguments) that env executes. 

The env utility takes its first argument that does not contain an equal sign as the beginning of the command line and, if you specify a command that does not include a slash (i.e., if you specify a simple filename), uses the value of PATH (page 318) to locate the command. It does not work with builtin commands. 

In the following example, env runs display_xx, a script that displays the value of the xx variable. 

On the command line, env initializes the variable xx in the environment of the script it calls and echo in the script displays the value of xx. 

$ cat display_xx

echo "Running $0" 

echo $xx

$ env xx=remember ./display_xx

Running ./display_xx

remember

If you want to declare only environment variables for a program, it is simpler to use the following bash syntax (page 132):

$ xx=remember ./display_xx

Running ./display_xx

remember

When called without a  command-line, env displays a list of environment variables (it behaves similarly to printenv [page 487]):

$ env

... 

SHELL=/bin/bash

TERM=xterm

USER=sam

PWD=/home/sam

y=10

... 

set: Works with Shell Features, Positional Parameters, and Variables

The set builtin can perform the following tasks:
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• Set or unset shell features (also called attributes; page 362). 

• Assign values to positional parameters (page 476). 

• Display variables that are available to the current shell. These variables comprise shell variables (variables not in the environment) and environment variables. The set builtin displays variables in a format you can use in a shell script or as input to set to declare and initialize variables. Output is sorted based on the current locale (page 327). You cannot reset readonly variables. 

$ set

... 

BASH=/bin/bash

COLUMNS=70

PWD=/home/sam

SHELL=/bin/bash

x=5

y=10

... 

Expanding Null and Unset Variables

The expression ${name} (or just $name if it is not ambiguous) expands to the value of the name variable. If name is null or not set, bash expands ${name} to a null string. The Bourne Again Shell provides the following alternatives to accepting the null string as the value of the variable:

• Use a default value for the variable. 

• Use a default value and assign that value to the variable. 

• Display an error. 

You can choose one of these alternatives by using a modifier with the variable name. In addition, you can use set –o nounset (page 364) to cause bash to display an error message and exit from a script whenever the script references an unset variable. 

:– Uses a Default Value

The :– modifier uses a default value in place of a null or unset variable while allowing a nonnull variable to represent itself:

 ${name:–default}

The shell interprets :– as “If  name is null or unset, expand  default and use the expanded value in place of  name;  else use  name.” 

The following command lists the contents of the directory named by the LIT variable. If LIT is null or unset, it lists the contents of /home/max/literature:

$ ls ${LIT:-/home/max/literature}
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The shell expands variables in  default:

$ ls ${LIT:-$HOME/literature}

:= Assigns a Default Value

The :– modifier does not change the value of a variable. However, you can change the value of a null or unset variable to the expanded value of  default by using the := modifier: ${name:=default}

The shell expands the expression  ${name:=default} in the same manner as it expands ${name:–default}, but also sets the value of  name to the expanded value of  default. 

If a script contains a line such as the following and LIT is unset or null at the time this line is executed, the shell assigns LIT the value /home/max/literature: $ ls ${LIT:=/home/max/literature}

: (null) builtin

Some shell scripts include lines that start with the : (null) builtin followed on the same line by the := expansion modifier. This syntax sets variables that are null or unset. The : builtin evaluates each token in the remainder of the command line but does not execute any commands. 

Use the following syntax to set a default for a null or unset variable in a shell script (a SPACE

follows the first colon). Without the leading colon (:), the shell would evaluate and attempt to execute the “command” that results from the evaluation. 

 : ${name:=default}

When a script needs a directory for temporary files and uses the value of TEMPDIR for the name of this directory, the following line assigns to TEMPDIR the value /tmp if TEMPDIR is null:

: ${TEMPDIR:=/tmp}

:? Sends an Error Message to Standard Error

Sometimes a script needs the value of a variable, but you cannot supply a reasonable default at the time you write the script. In this case you want the script to exit if the variable is not set. If the variable is null or unset, the :?  modifier causes the script to send an error message to standard error and terminate with an exit status of 1. Interactive shells do not exit when you use :? . 

 ${name:? message}

If you omit  message, the shell displays parameter null or not set. In the following command, TESTDIR is not set, so the shell sends to standard error the expanded value of the string following :? . In this case the string includes command substitution for date with the %T syntax (page 793), followed by the string error, variable not set. 

cd ${TESTDIR:?$(date +%T) error , variable not set.}
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bash: TESTDIR: 16:16:14 error, variable not set. 

Array Variables

The Bourne Again Shell supports one-dimensional array variables. The subscripts are integers with zero-based indexing (i.e., the first element of the array has the subscript 0). The following syntax declares and assigns values to an array:

 name=(element1 element2 ... )

The following example assigns four values to the array NAMES:

$ NAMES=(max helen sam zach)

You reference a single element of an array as follows; the braces are not optional. 

$ echo ${NAMES[2]}

sam

The subscripts [*] and [@] both extract the entire array but work differently when used within double quotation marks. An @ produces an array that is a duplicate of the original array; an *

produces a single element of an array (or a plain variable) that holds all the elements of the array separated by the first character in IFS (normally a SPACE; page 322). In the following example, the array A is filled with the elements of the NAMES variable using an *, and B is filled using an @. The declare builtin (page 316) with the –a option displays the values of the arrays (and reminds you that bash uses zero-based indexing for arrays):

$ A=("${NAMES[* ]}")

$ B=("${NAMES[@]}")

$ declare -a

declare -a A='([0]="max helen sam zach")' 

declare -a B='([0]="max" [1]="helen" [2]="sam" [3]="zach")' 

... 

declare -a NAMES='([0]="max" [1]="helen" [2]="sam" [3]="zach")' 

The output of declare shows that NAMES and B have multiple elements. In contrast, A, which was assigned its value with an * within double quotation marks, has only one element: A has all its elements enclosed between double quotation marks. 

In the next example, echo attempts to display element 1 of array A. Nothing is displayed because A has only one element and that element has an index of 0. Element 0 of array A holds all four names. Element 1 of B holds the second item in the array and element 0 holds the first item. 

$  echo ${A[1]}

$  echo ${A[0]}

max helen sam zach

$  echo ${B[1]}

helen

$  echo ${B[0]}

max
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The ${# name[*]} operator returns the number of elements in an array: $ echo ${#NAMES[*]}

4

The same operator, when given the index of an element of an array in place of *, returns the length of the element:

$ echo ${#NAMES[1]}

5

You can use subscripts on the left side of an assignment statement to replace selected elements of an array:

$ NAMES[1]=max

$ echo ${NAMES[*]}

max max sam zach

Variables in Functions

Because functions run in the same environment as the shell that calls them, variables are implicitly shared by a shell and a function it calls. 

$ nam () {

> echo $myname

> myname=zach

> }

$ myname=sam

$ nam

sam

$ echo $myname

zach

In the preceding example, the myname variable is set to sam in the interactive shell. The nam function then displays the value of myname (sam) and sets myname to zach. The final echo shows that, in the interactive shell, the value of myname has been changed to zach. 

Function local variables

Local variables are helpful in a function written for general use. Because the function is called by many scripts that might be written by different programmers, you need to make sure the names of the variables used within the function do not conflict with (i.e., duplicate) the names of the variables in the programs that call the function. Local variables eliminate this problem. When used within a function, the local builtin declares a variable to be local to the function it is defined in. 

The next example shows the use of a local variable in a function. It features two variables named count. The first is declared and initialized to 10 in the interactive shell. Its value never changes, as echo verifies after count_down is run. The other count is declared, using local, to be local to the count_down function. Its value, which is unknown outside the function, ranges from 4 to 1, as the echo command within the function confirms. 
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The following example shows the function being entered from the keyboard; it is not a shell script. See the tip “A function is not a shell script” on page 470. 

$ count_down () {

> local count

> count=$1

> while [ $count -gt 0 ]

> do

> echo "$count..." 

> ((count=count-1))

> sleep 1

> done

> echo "Blast Off." 

> }

$ count=10

$ count_down 4

4... 

3... 

2... 

1... 

Blast Off. 

$ echo $count

10

The count=count–1 assignment is enclosed between double parentheses, which cause the shell to perform an arithmetic evaluation (page 509). Within the double parentheses you can reference shell variables without the leading dollar sign ($). See page 359 for another example of function local variables. 

Builtin Commands

Builtin commands, which were introduced in Chapter 5, do not fork a new process when you

execute them. This section discusses the type, read, exec, trap, kill, and getopts builtins. Table

10-6 on page 508 lists many bash builtin commands. See Table 9-10 on page 422 for a list of

tcsh builtins. 

type: Displays Information About a Command

The type builtin (use which under tcsh) provides information about a command: $ type cat echo who if lt

cat is hashed (/bin/cat)

echo is a shell builtin

who is /usr/bin/who

if is a shell keyword

lt is aliased to 'ls -ltrh | tail' 

The preceding output shows the files that would be executed if you gave cat or who as a (499)

command. Because cat has already been called from the current shell, it is in the hash table (page 336) and type reports that cat is hashed. The output also shows that a call to echo runs the echo builtin, if is a keyword, and lt is an alias. 

read: Accepts User Input

A common use for user-created variables is storing information that a user enters in response to a prompt. Using read, scripts can accept input from the user and store that input in variables. See page 405 for information about reading user input under tcsh. The read builtin reads one line from standard input and assigns the words on the line to one or more variables: $ cat read1

echo -n "Go ahead: " 

read firstline

echo "You entered: $firstline" 

$ ./read1

Go ahead: This is a line. 

You entered: This is a line. 

The first line of the read1 script uses echo to prompt for a line of text. The –n option suppresses the following NEWLINE, allowing you to enter a line of text on the same line as the prompt. The second line reads the text into the variable firstline. The third line verifies the action of read by displaying the value of firstline. 

The –p (prompt) option causes read to send to standard error the argument that follows it; read does not terminate this prompt with a NEWLINE. This feature allows you to both prompt for and read the input from the user on one line:

$ cat read1a

read -p "Go ahead: " firstline

echo "You entered: $firstline" 

$ ./read1a

Go ahead: My line. 

You entered: My line. 

The variable in the preceding examples is quoted (along with the text string) because you, as the script writer, cannot anticipate which characters the user might enter in response to the prompt. 

Consider what would happen if the variable were not quoted and the user entered * in response to the prompt:

$ cat read1_no_quote

read -p "Go ahead: " firstline

echo You entered: $firstline

$ ./read1_no_quote

Go ahead: *

You entered: read1 read1_no_quote script.1

$ ls
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read1   read1_no_quote    script.1

The ls command lists the same words as the script, demonstrating that the shell expands the asterisk into a list of files in the working directory. When the variable $firstline is surrounded by double quotation marks, the shell does not expand the asterisk. Thus the read1 script behaves correctly:

$ ./read1

Go ahead: *

You entered: *

REPLY

When you do not specify a variable to receive read’s input, bash puts the input into the variable named REPLY. The following read1b script performs the same task as read1: $ cat read1b

read -p "Go ahead: " 

echo "You entered: $REPLY" 

The read2 script prompts for a command line, reads the user’s response, and assigns it to the variable cmd. The script then attempts to execute the command line that results from the expansion of the cmd variable:

$ cat read2

read -p "Enter a command: " cmd

$cmd

echo "Thanks" 

In the following example, read2 reads a command line that calls the echo builtin. The shell executes the command and then displays Thanks. Next read2 reads a command line that executes the who utility:

$  ./read2

Enter a command: echo Please display this message. 

Please display this message. 

Thanks

$  ./read2

Enter a command: who

max       pts/4         2017-06-17 07:50  (:0.0)

sam       pts/12        2017-06-17 11:54  (guava)

Thanks

If cmd does not expand into a valid command line, the shell issues an error message: $ ./read2

Enter a command: xxx

./read2: line 2: xxx: command not found

Thanks

The read3 script reads values into three variables. The read builtin assigns one word (a sequence of nonblank characters) to each variable:
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$ cat read3

read -p "Enter something: " word1 word2 word3

echo "Word 1 is: $word1" 

echo "Word 2 is: $word2" 

echo "Word 3 is: $word3" 

$ ./read3

Enter something: this is something

Word 1 is: this

Word 2 is: is

Word 3 is: something

When you enter more words than read has variables, read assigns one word to each variable, assigning all leftover words to the last variable. Both read1 and read2 assigned the first word and all leftover words to the one variable the scripts each had to work with. In the following example, read assigns five words to three variables: It assigns the first word to the first variable, the second word to the second variable, and the third through fifth words to the third variable. 

$ ./read3

Enter something: this is something else, really. 

Word 1 is:  this

Word 2 is:  is

Word 3 is:  something else, really. 

Table 10-4 lists some of the options supported by the read builtin. 

Table 10-4 read options
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The read builtin returns an exit status of 0 if it successfully reads any data. It has a nonzero exit status when it reaches the EOF (end of file). 

The following example runs a while loop from the command line. It takes its input from the names file and terminates after reading the last line from names. 

$ cat names

Alice Jones

Robert Smith

Alice Paulson

John Q. Public

$ while read first rest

> do

> echo $rest, $first

> done < names

Jones, Alice

Smith, Robert

Paulson, Alice

Q. Public, John

$

The placement of the redirection symbol (< ) for the while structure is critical. It is important that you place the redirection symbol at the done statement and not at the call to read. 

optional
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Each time you redirect input, the shell opens the input file and repositions the read pointer at the start of the file:

$ read line1 < names; echo $line1; read line2 < names; echo $line2

Alice Jones

Alice Jones

Here each read opens names and starts at the beginning of the names file. In the following example, names is opened once, as standard input of the subshell created by the parentheses. 

Each read then reads successive lines of standard input:

$ (read line1; echo $line1; read line2; echo $line2) < names

Alice Jones

Robert Smith

Another way to get the same effect is to open the input file with exec and hold it open (refer to

“File Descriptors” on page 468):

$ exec 3< names

$ read -u3 line1; echo $line1; read -u3 line2; echo $line2

Alice Jones

Robert Smith

$ exec 3<&-

exec: Executes a Command or Redirects File Descriptors

The exec builtin (not in tcsh) has two primary purposes: to run a command without creating a new process and to redirect a file descriptor—including standard input, output, or error—of a shell script from within the script (page 468). When the shell executes a command that is not built into the shell, it typically creates a new process. 

The new process inherits environment (exported) variables from its parent but does not inherit variables that are not exported by the parent (page 484). In contrast, exec executes a command in place of (overlays) the current process. 

exec: Executes a Command

The exec builtin used for running a command has the following syntax:

 exec command arguments

exec versus .  (dot)

Insofar as exec runs a command in the environment of the original process, it is similar to the . 

(dot) command (page 290). However, unlike the .  command, which can run only shell scripts, exec can run both scripts and compiled programs. Also, whereas the .  command returns control to the original script when it finishes running, exec does not. Finally the .  command gives the new program access to local variables, whereas exec does not. 

exec does not return control

(504)

Because the shell does not create a new process when you use exec, the command runs more quickly. However, because exec does not return control to the original program, it can be used only as the last command in a script. The following script shows that control is not returned to the script:

$ cat exec_demo

who

exec date

echo "This line is never displayed." 

$ ./exec_demo

zach      pts/7   May 20  7:05 (guava)

hls       pts/1   May 20  6:59 (:0.0)

Wed May 24 11:42:56 PDT 2017

The next example, a modified version of the out script (page 441), uses exec to execute the final command the script runs. Because out runs either cat or less and then terminates, the new version, named out2, uses exec with both cat and less:

$ cat out2

if [ $# -eq 0 ]

then

echo "Usage: out2 [-v] filenames" 1>&2

exit 1

fi

if [ "$1" = "-v" ]

then

shift

exec less "$@" 

else

exec cat -- "$@" 

fi

exec: Redirects Input and Output

The second major use of exec is to redirect a file descriptor—including standard input, output, or error—from within a script. The next command causes all subsequent input to a script that would have come from standard input to come from the file named infile:

exec < infile

Similarly the following command redirects standard output and standard error to outfile and errfile, respectively:

exec > outfile 2> errfile

When you use exec in this manner, the current process is not replaced with a new process and exec can be followed by other commands in the script. 

/dev/tty

When you redirect the output from a script to a file, you must make sure the user sees any (505)

prompts the script displays. The /dev/tty device is a pseudonym for the screen the user is working on; you can use this device to refer to the user’s screen without knowing which device it is. (The tty utility displays the name of the device you are using.) By redirecting the output from a script to /dev/tty, you ensure that prompts and messages go to the user’s terminal, regardless of which terminal the user is logged in on. Messages sent to /dev/tty are also not diverted if standard output and standard error from the script are redirected. 

The to_screen1 script sends output to three places: standard output, standard error, and the user’s screen. When run with standard output and standard error redirected, to_screen1 still displays the message sent to /dev/tty on the user’s screen. The out and err files hold the output sent to standard output and standard error, respectively. 

$ cat to_screen1

echo "message to standard output" 

echo "message to standard error" 1>&2

echo "message to screen" > /dev/tty

$ ./to_screen1 > out 2> err

message to screen

$ cat out

message to standard output

$ cat err

message to standard error

The following command redirects standard output from a script to the user’s screen: exec > /dev/tty

Putting this command at the beginning of the previous script changes where the output goes. In to_screen2, exec redirects standard output to the user’s screen so the > /dev/tty is superfluous. 

Following the exec command, all output sent to standard output goes to /dev/tty (the screen). 

Output to standard error is not affected. 

$ cat to_screen2

exec > /dev/tty

echo "message to standard output" 

echo "message to standard error" 1>&2

echo "message to screen" > /dev/tty

$ ./to_screen2 > out 2> err

message to standard output

message to screen

One disadvantage of using exec to redirect the output to /dev/tty is that all subsequent output is redirected unless you use exec again in the script. 

You can also redirect the input to read (standard input) so that it comes from /dev/tty (the keyboard):

read name < /dev/tty

 or
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exec < /dev/tty

trap: Catches a Signal

A  signal is a report to a process about a condition. Linux uses signals to report interrupts generated by the user (for example, pressing the interrupt key) as well as bad system calls, broken pipelines, illegal instructions, and other conditions. The trap builtin (tcsh uses onintr) catches (traps) one or more signals, allowing you to direct the actions a script takes when it receives a specified signal. 

This discussion covers six signals that are significant when you work with shell scripts. Table

10-5 lists these signals, the signal numbers that systems often ascribe to them, and the conditions

that usually generate each signal. Give the command kill –l (lowercase “l”), trap –l (lowercase

“l”), or man 7 signal to display a list of all signal names. 

Table 10-5 Signals
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When it traps a signal, a script takes whatever action you specify: It can remove files or finish other processing as needed, display a message, terminate execution immediately, or ignore the signal. If you do not use trap in a script, any of the six actual signals listed in Table 10-5 (not EXIT, DEBUG, or ERR) will terminate the script. Because a process cannot trap a KILL signal, you can use kill –KILL (or kill –9) as a last resort to terminate a script or other process. (See page 503 for more information on kill.)

The trap command has the following syntax:

 trap ['commands' ] [signal]

The optional  commands specifies the commands the shell executes when it catches one of the signals specified by  signal. The  signal can be a signal name or number— for example, INT or 2. 

If  commands is not present, trap resets the trap to its initial condition, which is usually to exit from the script. 

Quotation marks

The trap builtin does not require single quotation marks around  commands as shown in the preceding syntax but it is a good practice to use them. The single quotation marks cause shell variables within the  commands to be expanded when the signal occurs, rather than when the shell evaluates the arguments to trap. Even if you do not use any shell variables in the

 commands, you need to enclose any command that takes arguments within either single or double quotation marks. Quoting  commands causes the shell to pass to trap the entire command as a single argument. 

After executing the  commands, the shell resumes executing the script where it left off. If you want trap to prevent a script from exiting when it receives a signal but not to run any commands explicitly, you can specify a null (empty)  commands string, as shown in the locktty script (page 456). The following command traps signal number 15, after which the script continues: trap '' 15

The following script demonstrates how the trap builtin can catch the terminal interrupt signal (2). 

You can use SIGINT, INT, or 2 to specify this signal. The script returns an exit status of 1: $ cat inter

#!/bin/bash

trap 'echo PROGRAM INTERRUPTED; exit 1' INT

while true

do

echo "Program running." 

sleep 1

done

$ ./inter

Program running. 

Program running. 

Program running. 

CONTROL-C

PROGRAM INTERRUPTED

$
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: (null) builtin

The second line of inter sets up a trap for the terminal interrupt signal using INT. When trap catches the signal, the shell executes the two commands between the single quotation marks in the trap command. The echo builtin displays the message PROGRAM INTERRUPTED, exit terminates the shell running the script, and the parent shell displays a prompt. If exit were not there, the shell would return control to the while loop after displaying the message. The while loop repeats continuously until the script receives a signal because the true utility always returns a  true exit status. In place of true you can use the : (null) builtin, which is written as a colon and always returns a 0 ( true) status. 

The trap builtin frequently removes temporary files when a script is terminated prematurely, thereby ensuring the files are not left to clutter the filesystem. The following shell script, named addbanner, uses two traps to remove a temporary file when the script terminates normally or because of a hangup, software interrupt, quit, or software termination signal: $ cat addbanner

#!/bin/bash

script=$(basename $0)

if [ ! -r "$HOME/banner" ]

then

echo "$script: need readable $HOME/banner file" 1>&2

exit 1

fi

trap 'exit 1' 1 2 3 15

trap 'rm /tmp/$$.$script 2> /dev/null' EXIT

for file

do

if [ -r "$file" -a -w "$file" ]

then

cat $HOME/banner $file > /tmp/$$.$script

cp /tmp/$$.$script $file

echo "$script: banner added to $file" 1>&2

else

echo "$script: need read and write permission for $file" 1>&2

fi

done

When called with one or more filename arguments, addbanner loops through the files, adding a header to the top of each. This script is useful when you use a standard format at the top of your documents, such as a standard layout for memos, or when you want to add a standard header to shell scripts. The header is kept in a file named ~/banner. Because addbanner uses the HOME

variable, which contains the pathname of the user’s home directory, the script can be used by several users without modification. If Max had written the script with /home/max in place of $HOME and then given the script to Zach, either Zach would have had to change it or addbanner would have used Max’s banner file when Zach ran it (assuming Zach had read permission for the file). 
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The first trap in addbanner causes it to exit with a status of 1 when it receives a hangup, software interrupt (terminal interrupt or quit signal), or software termination signal. The second trap uses EXIT in place of signal-number, which causes trap to execute its command argument whenever the script exits because it receives an exit command or reaches its end. Together these traps remove a temporary file whether the script terminates normally or prematurely. Standard error of the second trap is sent to /dev/null whenever trap attempts to remove a nonexistent temporary file. In those cases rm sends an error message to standard error; because standard error is redirected, the user does not see the message. 

See page 456 for another example that uses trap. 

kill: Aborts a Process

The kill builtin sends a signal to a process or job. The kill command has the following syntax: kill [–signal] PID

where  signal is the signal name or number (for example, INT or 2) and  PID is the process identification number of the process that is to receive the signal. You can specify a job number (page 149) as % n in place of  PID. If you omit  signal, kill sends a TERM (software termination, number 15) signal. For more information on signal names and numbers, see Table 10-5 on page 500. 

The following command sends the TERM signal to job number 1, regardless of whether it is running or stopped in the background:

$ kill -TERM %1

Because TERM is the default signal for kill, you can also give this command as kill %1. Give the command kill –l (lowercase “l”) to display a list of signal names. 

A program that is interrupted can leave matters in an unpredictable state: Temporary files might be left behind (when they are normally removed), and permissions might be changed. A well-written application traps signals and cleans up before exiting. Most carefully written applications trap the INT, QUIT, and TERM signals. 

To terminate a program, first try INT (press CONTROL-C, if the job running is in the foreground). Because an application can be written to ignore this signal, you might need to use the KILL signal, which cannot be trapped or ignored; it is a “sure kill.” Refer to page 870 for more information on kill. See also the related utility killall (page 872). 

eval: Scans, Evaluates, and Executes a Command Line

The eval builtin scans the command that follows it on the command line. In doing so, eval processes the command line in the same way bash does when it executes a command line (e.g., it expands variables, replacing the name of a variable with its value). For more information refer to

“Processing the Command Line” on page 365. After scanning (and expanding) the command line, it passes the resulting command line to bash to execute. 

The following example first assigns the value frog to the variable name. Next eval scans the command $name=88 and expands the variable $name to frog, yielding the command frog=88, (510)

which it passes to bash to execute. The last command displays the value of frog. 

$ name=frog

$ eval $name=88

$ echo $frog

88

Brace expansion with a sequence expression

The next example uses eval to cause brace expansion with a sequence expression (page 368) to accept variables, which it does not normally do. The following command demonstrates brace expansion with a sequence expression:

$ echo {2..5}

2 3 4 5

One of the first things bash does when it processes a command line is to perform brace expansion; later it expands variables (page 365). When you provide an invalid argument in brace expansion, bash does not perform brace expansion; instead, it passes the string to the program being called. In the next example, bash cannot expand {$m..$n} during the brace expansion phase because it contains variables, so it continues processing the command line. When it gets to the variable expansion phase, it expands $m and $n and then passes the string {2..5} to echo. 

$ m=2 n=5

$ echo {$m..$n}

{2..5}

When eval scans the same command line, it expands the variables as explained previously and yields the command echo {2..5}. It then passes that command to bash, which can now perform brace expansion:

$ eval echo {$m..$n}

2 3 4 5

getopts: Parses Options

The getopts builtin (not in tcsh) parses command-line arguments, making it easier to write programs that follow the Linux argument conventions. The syntax for getopts is getopts optstring varname [arg ... ]

where  optstring is a list of the valid option letters,  varname is the variable that receives the options one at a time, and  arg is the optional list of parameters to be processed. If  arg is not present, getopts processes the command-line arguments. If  optstring starts with a colon (:), the script must take care of generating error messages; otherwise, getopts generates error messages. 

The getopts builtin uses the OPTIND (option index) and OPTARG (option argument) variables to track and store option-related values. When a shell script starts, the value of OPTIND is 1. 

Each time getopts is called and locates an argument, it increments OPTIND to the index of the next option to be processed. If the option takes an argument, bash assigns the value of the argument to OPTARG. 
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To indicate that an option takes an argument, follow the corresponding letter in  optstring with a colon (:). For example, the  optstring dxo:lt:r instructs getopts to search for the –d, –x, –o, –l, –t, and –r options and tells it the –o and –t options take arguments. 

Using getopts as the  test-command in a while control structure allows you to loop over the options one at a time. The getopts builtin checks the option list for options that are in  optstring. 

Each time through the loop, getopts stores the option letter it finds in  varname. 

As an example, assume you want to write a program that can take three options: 1. A –b option indicates that the program should ignore whitespace at the start of input lines. 

2. A –t option followed by the name of a directory indicates that the program should store temporary files in that directory. Otherwise, it should use /tmp. 

3. A –u option indicates that the program should translate all output to uppercase. 

In addition, the program should ignore all other options and end option processing when it encounters two hyphens (––). 

The problem is to write the portion of the program that determines which options the user has supplied. The following solution does not use getopts:

SKIPBLANKS=

TMPDIR=/tmp

CASE=lower

while [[ "$1" = -* ]] # [[ = ]] does pattern match

do

case $1 in

-b)    SKIPBLANKS=TRUE ;; 

-t)    if [ -d "$2" ]

then

TMPDIR=$2

shift

else

echo "$0: -t takes a directory argument." >&2

exit 1

fi ;; 

-u)    CASE=upper ;; 

--)    break   ;;      # Stop processing options

*)    echo "$0: Invalid option $1 ignored." >&2 ;; 

esac

shift

done

This program fragment uses a loop to check and shift arguments while the argument is not ––. As long as the argument is not two hyphens, the program continues to loop through a case statement that checks for possible options. The –– case label breaks out of the while loop. The * case label recognizes any option; it appears as the last case label to catch any unknown options, displays an error message, and allows processing to continue. On each pass through the loop, the program uses shift so it accesses the next argument on the next pass through the loop. If an option takes an argument, the program uses an extra shift to get past that argument. 

(512)

The following program fragment processes the same options using getopts: SKIPBLANKS=

TMPDIR=/tmp

CASE=lower

while getopts :bt:u arg

do

case $arg in

b)     SKIPBLANKS=TRUE ;; 

t)     if [ -d "$OPTARG" ]

then

TMPDIR=$OPTARG

else

echo "$0: $OPTARG is not a directory." >&2

exit 1

fi ;; 

u)     CASE=upper ;; 

:)     echo "$0: Must supply an argument to -$OPTARG." >&2

exit 1 ;; 

\?)    echo "Invalid option -$OPTARG ignored." >&2 ;; 

esac

done

In this version of the code, the while structure evaluates the getopts builtin each time control transfers to the top of the loop. The getopts builtin uses the OPTIND variable to keep track of the index of the argument it is to process the next time it is called. There is no need to call shift in this example. 

In the getopts version of the script, the case patterns do not start with a hyphen because the value of arg is just the option letter (getopts strips off the hyphen). Also, getopts recognizes –– as the end of the options, so you do not have to specify it explicitly, as in the case statement in the first example. 

Because you tell getopts which options are valid and which require arguments, it can detect errors in the command line and handle them in two ways. This example uses a leading colon in

 optstring to specify that you check for and handle errors in your code; when getopts finds an invalid option, it sets  varname to ?  and OPTARG to the option letter. When it finds an option that is missing an argument, getopts sets  varname to : and OPTARG to the option lacking an argument. 

The \? case pattern specifies the action to take when getopts detects an invalid option. The : case pattern specifies the action to take when getopts detects a missing option argument. In both cases getopts does not write any error message but rather leaves that task to you. 

If you omit the leading colon from  optstring, both an invalid option and a missing option argument cause  varname to be assigned the string ? . OPTARG is not set and getopts writes its own diagnostic message to standard error. Generally this method is less desirable because you have less control over what the user sees when an error occurs. 

Using getopts will not necessarily make your programs shorter. Its principal advantages are that it provides a uniform programming interface and that it enforces standard option handling. 
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A Partial List of Builtins

Table 10-6 lists some of the bash builtins. You can use type (page 493) to see if a command runs a builtin. See “Listing bash builtins” on page 156 for instructions on how to display complete lists of builtins. 

Table 10-6 bash builtins
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Expressions

An expression comprises constants, variables, and operators that the shell can process to return a value. This section covers arithmetic, logical, and conditional expressions as well as operators. 

Table 10-8 on page 512 lists the bash operators. 

Arithmetic Evaluation

The Bourne Again Shell can perform arithmetic assignments and evaluate many different types of arithmetic expressions, all using integers. The shell performs arithmetic assignments in a number of ways. One is with arguments to the let builtin:

$ let "VALUE=VALUE * 10 + NEW" 

In the preceding example, the variables VALUE and NEW hold integer values. Within a let statement you do not need to use dollar signs ($) in front of variable names. Double quotation marks must enclose a single argument, or expression, that contains SPACEs. Because most expressions contain SPACEs and need to be quoted, bash accepts  ((expression)) as a synonym for  let " expression" , obviating the need for both quotation marks and dollar signs: $ ((VALUE=VALUE * 10 + NEW))

You can use either form wherever a command is allowed and can remove the SPACEs. In these examples, the asterisk (*) does not need to be quoted because the shell does not perform pathname expansion on the right side of an assignment (page 313):
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$ let VALUE=VALUE*10+NEW

Because each argument to let is evaluated as a separate expression, you can assign values to more than one variable on a single line:

$ let "COUNT = COUNT + 1" VALUE=VALUE*10+NEW

You must use commas to separate multiple assignments within a set of double parentheses: $ ((COUNT = COUNT + 1, VALUE=VALUE*10+NEW))

Tip: Arithmetic evaluation versus arithmetic expansion

Arithmetic evaluation differs from arithmetic expansion. As explained on page 370, arithmetic expansion uses the syntax  $((expression)), evaluates  expression, and replaces  $((expression)) with the result. You can use arithmetic expansion to display the value of an expression or to assign that value to a variable. 

Arithmetic evaluation uses the  let  expression or  ((expression)) syntax, evaluates  expression, and returns a status code. You can use arithmetic evaluation to perform a logical comparison or an assignment. 

Logical expressions

You can use the  ((expression)) syntax for logical expressions, although that task is frequently left to  [[expression]] (next). The next example expands the age_check script (page 371) to include logical arithmetic evaluation in addition to arithmetic expansion:

$ cat age2

#!/bin/bash

read -p "How old are you? " age

if ((30 < age && age < 60)); then

echo "Wow, in $((60-age)) years, you'll be 60!" 

else

echo "You are too young or too old to play." 

fi

$  ./age2

How old are you? 25

You are too young or too old to play. 

The  test-statement for the if structure evaluates two logical comparisons joined by a Boolean AND and returns 0 ( true) if they are both  true or 1 ( false) otherwise. 

Logical Evaluation (Conditional Expressions)

The syntax of a conditional expression is

 [[expression]]

where  expression is a Boolean (logical) expression. You must precede a variable name with a dollar sign ($) within  expression. The result of executing this builtin, as with the test builtin, is a (516)

return status. The  conditions allowed within the brackets are almost a superset of those accepted by test (page 1007). Where the test builtin uses – a as a Boolean AND operator,  [[ expression ]]

uses && . Similarly, where test uses – o as a Boolean OR operator,  [[ expression ]] uses ||. 

To see how conditional expressions work, replace the line that tests age in the age2 script with the following conditional expression. You must surround the [[ and ]] tokens with whitespace or a command terminator, and place dollar signs before the variables:

if [[ 30 < $age && $age < 60 ]]; then

You can also use test’s relational operators –gt, –ge, –lt, –le, –eq, and –ne: if [[ 30 -lt $age && $age -lt 60 ]]; then

String comparisons

The test builtin tests whether strings are equal. The  [[ expression ]] syntax adds comparison tests for strings. The >  and <  operators compare strings for order (for example, "aa" < "bbb" ). The =

operator tests for pattern match, not just equality:  [[ string = pattern ]] is  true if  string matches

 pattern. This operator is not symmetrical; the  pattern must appear on the right side of the equal sign. For example, [[ artist = a* ]] is  true (= 0), whereas [[ a* = artist ]] is  false (= 1): $ [[ artist = a*  ]]

$  echo $? 

0

$ [[ a*  = artist ]]

$  echo $? 

1

The next example uses a command list that starts with a compound condition. The condition tests whether the directory bin and the file src/myscript.bash exist. If the result is  true, cp copies src/myscript.bash to bin/myscript. If the copy succeeds, chmod makes myscript executable. If any of these steps fails, echo displays a message. Implicit command-line continuation (page 516) obviates the need for backslashes at the ends of lines. 

$ [[ -d bin && -f src/myscript.bash ]] && 

cp src/myscript.bash bin/myscript &&  

chmod +x bin/myscript || 

echo "Cannot make executable version of myscript" 

String Pattern Matching

The Bourne Again Shell provides string pattern-matching operators that can manipulate pathnames and other strings. These operators can delete from strings prefixes or suffixes that match patterns. Table 10-7 lists the four operators. 

Table 10-7 String operators
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The syntax for these operators is

 ${varname op pattern}

where  op is one of the operators listed in Table 10-7 and  pattern is a match pattern similar to that used for filename generation. These operators are commonly used to manipulate pathnames to extract or remove components or to change suffixes:

$ SOURCEFILE=/usr/local/src/prog.c

$ echo ${SOURCEFILE#/* /}

local/src/prog.c

$ echo ${SOURCEFILE##/*/}

prog.c

$ echo ${SOURCEFILE%/* }

/usr/local/src

$ echo ${SOURCEFILE%%/* }

$ echo ${SOURCEFILE%.c}

/usr/local/src/prog

$ CHOPFIRST=${SOURCEFILE#/*/}

$ echo $CHOPFIRST

local/src/prog.c

$ NEXT=${CHOPFIRST%%/*}

$ echo $NEXT

local

String length

The shell expands ${# name} to the number of characters in name: $ echo $SOURCEFILE

/usr/local/src/prog.c

$ echo ${#SOURCEFILE}

21

Arithmetic Operators

Arithmetic expansion and arithmetic evaluation in bash use the same syntax, precedence, and associativity of expressions as the C language. Table 10-8 lists arithmetic operators in order of decreasing precedence (priority of evaluation); each group of operators has equal precedence. 

Within an expression you can use parentheses to change the order of evaluation. 
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Table 10-8 Arithmetic operators
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Pipe symbol

The | control operator has higher precedence than arithmetic operators. For example, the command line

$ cmd1 | cmd2 || cmd3 | cmd4 && cmd5 | cmd6

is interpreted as if you had typed

$ ((cmd1 | cmd2) || (cmd3 | cmd4)) && (cmd5 | cmd6)

Tip: Do not rely on rules of precedence: use parentheses

Do not rely on the precedence rules when you use command lists (page 148). Instead, use parentheses to explicitly specify the order in which you want the shell to interpret the commands. 

Increment and decrement

The postincrement, postdecrement, preincrement, and predecrement operators work with variables. The pre- operators, which appear in front of the variable name (as in ++COUNT and

––VALUE), first change the value of the variable (++ adds 1; –– sub-tracts 1) and then provide the result for use in the expression. The post- operators appear after the variable name (as in (521)

COUNT++ and VALUE––); they first provide the unchanged value of the variable for use in the expression and then change the value of the variable. 

$ N=10

$  echo $N

10

$ echo $((--N+3))

12

$  echo $N

9

$ echo $((N++ - 3))

6

$  echo $N

10

Remainder

The remainder operator (%) yields the remainder when its first operand is divided by its second. 

For example, the expression $((15%7)) has the value 1. 

Ternary

The ternary operator, ? :, decides which of two expressions should be evaluated, based on the value returned by a third expression. The syntax is

 expression1 ? expression2 : expression3

If  expression1 produces a  false (0) value,  expression3 is evaluated; otherwise,  expression2 is evaluated. The value of the entire expression is the value of  expression2 or  expression3, depending on which is evaluated. If  expression1 is  true, expression3 is not evaluated. If

 expression1 is  false, expression2 is not evaluated. 

$ ((N=10,Z=0,COUNT=1))

$ ((T=N>COUNT?++Z:--Z))

$  echo $T

1

$  echo $Z

1

Assignment

The assignment operators, such as +=, are shorthand notations. For example, N+=3 is the same as ((N=N+3)). 

Other bases

The following commands use the syntax  base#n to assign base 2 (binary) values. First v1 is assigned a value of 0101 (5 decimal) and then v2 is assigned a value of 0110 (6 decimal). The echo utility verifies the decimal values. 

$ ((v1=2#0101))

$ ((v2=2#0110))
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$ echo "$v1 and $v2" 

5 and 6

Next the bitwise AND operator (& ) selects the bits that are on in both 5 (0101 binary) and 6

(0110 binary). The result is binary 0100, which is 4 decimal. 

$ echo $(( v1 & v2 ))

4

The Boolean AND operator (&& ) produces a result of 1 if both of its operands are nonzero and a result of 0 otherwise. The bitwise inclusive OR operator (|) selects the bits that are on in either 0101 or 0110, resulting in 0111, which is 7 decimal. The Boolean OR operator (||) produces a result of 1 if either of its operands is nonzero and a result of 0 otherwise. 

$ echo $(( v1 && v2 ))

1

$ echo $(( v1 | v2 ))

7

$ echo $(( v1 || v2 ))

1

Next the bitwise exclusive OR operator (^) selects the bits that are on in either, but not both, of the operands 0101 and 0110, yielding 0011, which is 3 decimal. The Boolean NOT operator (! ) produces a result of 1 if its operand is 0 and a result of 0 otherwise. Because the exclamation point in $(( ! v1 )) is enclosed within double parentheses, it does not need to be escaped to prevent the shell from interpreting the exclamation point as a history event. The comparison operators produce a result of 1 if the comparison is  true and a result of 0 otherwise. 

$ echo $(( v1 ^ v2 ))

3

$ echo $(( ! v1 ))

0

$ echo $(( v1 < v2 ))

1

$ echo $(( v1 > v2 ))

0

Implicit Command-Line Continuation

Each of the following control operators (page 299) implies continuation:

; ;; | & && |& ||

For example, there is no difference between this set of commands:

cd mydir && rm *.o

and this set:

cd mydir && 

rm *.o
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Both sets of commands remove all files with a filename extension of .o only if the cd mydir command is successful. If you give the second set of commands in an interactive shell, the shell issues a secondary prompt (> ; page 321) after you enter the first line and waits for you to complete the command line. 

The following commands create the directory named mydir if mydir does not exist. You can put the commands on one line or two. 

[ -d mydir ] ||

mkdir mydir

Pipe symbol (|) implies continuation

Similarly the pipe symbol implies continuation:

sort names                      |

grep -i '^[a-m]'                |

sed 's/Street/St/'              |

pr --header="Names from A-M"    |

lpr

When a command line ends with a pipe symbol, you do  not need backslashes to indicate continuation. 

sort names                      | \

grep -i '^[a-m]'                | \

sed 's/Street/St/'              | \

pr --header="Names from A-M"    | \

lpr

Although it will work, the following example is also a poor way to write code because it is hard to read and understand:

sort names \

| grep -i '^[a-m]' \

| sed 's/Street/St/' \

| pr --header="Names from A-M" \

| lpr

Another way to improve the readability of code you write is to take advantage of implicit command-line continuation to break lines without using backslashes. These commands are easier to read and understand:

$ [ -e /home/sam/memos/helen.personnel/november ] && 

~sam/report_a november alphaphonics totals

than these commands:

$ [ -e /home/sam/memos/helen.personnel/november ] && ~sam/report_a \ november alphaphonics totals

Shell Programs

(524)

The Bourne Again Shell has many features that make it a good programming language. The structures that bash provides are not a random assortment, but rather have been chosen to provide most of the structural features found in other procedural languages, such as C and Perl. A procedural language provides the following abilities:

• Declare, assign, and manipulate variables and constant data. The Bourne Again Shell provides both string variables, together with powerful string operators, and integer variables, along with a complete set of arithmetic operators. 

• Break large problems into small ones by creating subprograms. The Bourne Again Shell allows you to create functions and call scripts from other scripts. Shell functions can be called recursively; that is, a Bourne Again Shell function can call itself. You might not need to use recursion often, but it might allow you to solve some apparently difficult problems with ease. 

• Execute statements conditionally using statements such as if. 

• Execute statements iteratively using statements such as while and for. 

• Transfer data to and from the program, communicating with both data files and users. 

Programming languages implement these capabilities in different ways but with the same ideas in mind. When you want to solve a problem by writing a program, you must first figure out a procedure that leads you to a solution—that is, an  algorithm. Typically you can implement the same algorithm in roughly the same way in different programming languages, using the same kinds of constructs in each language. 

Chapter 8 and this chapter have introduced numerous bash features, many of which are useful for both interactive use and shell programming. This section develops two complete shell programs, demonstrating how to combine some of these features effectively. The programs are presented as problems for you to solve, with sample solutions provided. 

A Recursive Shell Script

A recursive construct is one that is defined in terms of itself. Alternatively, you might say that a recursive program is one that can call itself. This concept might seem circular, but it need not be. 

To avoid circularity, a recursive definition must have a special case that is not self-referential. 

Recursive ideas occur in everyday life. For example, you can define an ancestor as your mother, your father, or one of their ancestors. This definition is not circular; it specifies unambiguously who your ancestors are: your mother or your father, or your mother’s mother or father or your father’s mother or father, and so on. 

A number of Linux system utilities can operate recursively. See the –R option to the chmod (page 765), chown (page 770), and cp (page 778) utilities for examples. 

Solve the following problem by using a recursive shell function:

Write a shell function named makepath that, given a pathname, creates all components in that pathname as directories. For example, the command makepath a/b/c/d should create directories a, a/b, a/b/c, and a/b/c/d. (The mkdir –p option creates directories in this manner. Solve the problem without using mkdir –p.)

One algorithm for a recursive solution follows:
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1. Examine the path argument. If it is a null string or if it names an existing directory, do nothing and return. 

2. If the path argument is a simple path component, create it (using mkdir) and return. 

3. Otherwise, call makepath using the path prefix of the original argument. This step eventually creates all the directories up to the last component, which you can then create using mkdir. 

In general, a recursive function must invoke itself with a simpler version of the problem than it was given until it is finally called with a simple case that does not need to call itself. Following is one possible solution based on this algorithm:

makepath

# This is a function

# Enter it at the keyboard; do not run it as a shell script

#

function makepath()

{

if [[ ${#1} -eq 0 || -d "$1" ]]

then

return 0        # Do nothing

fi

if [[ "${1%/*}" = "$1" ]]

then

mkdir $1

return $? 

fi

makepath ${1%/*} || return 1

mkdir $1

return $? 

}

In the test for a simple component (the if statement in the middle of the function), the left expression is the argument after the shortest suffix that starts with a / character has been stripped away (page 511). If there is no such character (for example, if $1 is max), nothing is stripped off and the two sides are equal. If the argument is a simple filename preceded by a slash, such as

/usr, the expression ${1%/*} evaluates to a null string. To make the function work in this case, you must take two precautions: Put the left expression within quotation marks and ensure that the recursive function behaves sensibly when it is passed a null string as an argument. In general, good programs are robust: They should be prepared for borderline, invalid, or meaningless input and behave appropriately in such cases. 

By giving the following command from the shell you are working in, you turn on debugging tracing so that you can watch the recursion work:

$ set -o xtrace

(Give the same command but replace the hyphen with a plus sign [+] to turn debugging off.) With debugging turned on, the shell displays each line in its expanded form as it executes the line. A + precedes each line of debugging output. 
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In the following example, the first line that starts with + shows the shell calling makepath. The makepath function is initially called from the command line with arguments of a/b/c. It then calls itself with arguments of a/b and finally a. All the work is done (using mkdir) as each call to makepath returns. 

$ ./makepath a/b/c

+ makepath a/b/c

+ [[ 5 -eq 0 ]]

+ [[ -d a/b/c ]]

+ [[ a/b = \a\/\b\/\c ]]

+ makepath a/b

+ [[ 3 -eq 0 ]]

+ [[ -d a/b ]]

+ [[ a = \a\/\b ]]

+ makepath a

+ [[ 1 -eq 0 ]]

+ [[ -d a ]]

+ [[ a = \a ]]

+ mkdir a

+ return 0

+ mkdir a/b

+ return 0

+ mkdir a/b/c

+ return 0

The function works its way down the recursive path and back up again. 

It is instructive to invoke makepath with an invalid path and see what happens. The following example, which is run with debugging turned on, tries to create the path /a/b. Creating this path requires that you create directory a in the root directory. Unless you have permission to write to the root directory, you are not permitted to create this directory. 

$ ./makepath /a/b

+ makepath /a/b

+ [[ 4 -eq 0 ]]

+ [[ -d /a/b ]]

+ [[ /a = \/\a\/\b ]]

+ makepath /a

+ [[ 2 -eq 0 ]]

+ [[ -d /a ]]

+ [[ '' = \/\a ]]

+ makepath

+ [[ 0 -eq 0 ]]

+ return 0

+ mkdir /a

mkdir: cannot create directory '/a': Permission denied

+ return 1

+ return 1

The recursion stops when makepath is denied permission to create the /a directory. The error returned is passed all the way back, so the original makepath exits with nonzero status. 
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Tip: Use local variables with recursive functions The preceding example glossed over a potential problem that you might encounter when you use a recursive function. During the execution of a recursive function, many separate instances of that function might be active simultaneously. All but one of them are waiting for their child invocation to complete. 

Because functions run in the same environment as the shell that calls them, variables are implicitly shared by a shell and a function it calls. As a consequence, all instances of the function share a single copy of each variable. Sharing variables can give rise to side effects that are rarely what you want. As a rule, you should use local to make all variables of a recursive function local. 

See page 492 for more information. 

The quiz Shell Script

Solve the following problem using a bash script:

Write a generic multiple-choice quiz program. The program should get its questions from data files, present them to the user, and keep track of the number of correct and incorrect answers. 

The user must be able to exit from the program at any time and receive a summary of results to that point. 

The detailed design of this program and even the detailed description of the problem depend on a number of choices: How will the program know which subjects are available for quizzes? How will the user choose a subject? How will the program know when the quiz is over? Should the program present the same questions (for a given subject) in the same order each time, or should it scramble them? 

Of course, you can make many perfectly good choices that implement the specification of the problem. The following details narrow the problem specification:

• Each subject will correspond to a subdirectory of a master quiz directory. This directory will be named in the environment variable QUIZDIR, whose default will bê/quiz. For example, you could have the following directories correspond to the subjects engineering, art, and politics:

~/quiz/engineering, ~/quiz/art, and ~/quiz/politics. Put the quiz directory in /usr/games if you want all users to have access to it (requires root privileges). 

• Each subject can have several questions. Each question is represented by a file in its subject’s directory. 

• The first line of each file that represents a question holds the text of the question. If it takes more than one line, you must escape the NEWLINE with a backslash. (This setup makes it easy to read a single question with the read builtin.) The second line of the file is an integer that specifies the number of choices. The next lines are the choices themselves. The last line is the correct answer. Following is a sample question file:

Who discovered the principle of the lever? 

4

Euclid

Archimedes

Thomas Edison
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The Lever Brothers

Archimedes

• The program presents all the questions in a subject directory. At any point the user can interrupt the quiz using CONTROL-C, whereupon the program will summarize the results up to that point and exit. If the user does not interrupt the program, the program summarizes the results and exits when it has asked all questions for the chosen subject. 

• The program scrambles the questions related to a subject before presenting them. 

Following is a top-level design for this program:

1. Initialize. This involves a number of steps, such as setting the counts of the number of questions asked so far and the number of correct and wrong answers to zero. It also sets up the program to trap CONTROL-C. 

2. Present the user with a choice of subjects and get the user’s response. 

3. Change to the corresponding subject directory. 

4. Determine the questions to be asked (that is, the filenames in that directory). Arrange them in random order. 

5. Repeatedly present questions and ask for answers until the quiz is over or is interrupted by the user. 

6. Present the results and exit. 

Clearly some of these steps (such as step 3) are simple, whereas others (such as step 4) are complex and worthy of analysis on their own. Use shell functions for any complex step, and use the trap builtin to handle a user interrupt. 

Here is a skeleton version of the program with empty shell functions:

function initialize

{

# Initializes variables. 

}

function choose_subj

{

# Writes choice to standard output. 

}

function scramble

{

# Stores names of question files, scrambled, 

# in an array variable named questions. 

}

function ask

{

(529)

# Reads a question file, asks the question, and checks the

# answer. Returns 1 if the answer was correct, 0 otherwise. If it

# encounters an invalid question file, exits with status 2. 

}

function summarize

{

# Presents the user's score. 

}

# Main program

initialize                        # Step 1 in top-level design

subject=$(choose_subj)            # Step 2

[[ $? -eq 0 ]] || exit 2          # If no valid choice, exit

cd $subject || exit 2             # Step 3

echo                              # Skip a line

scramble                          # Step 4

for ques in ${questions[*]}; do   # Step 5

ask $ques

result=$? 

(( num_ques=num_ques+1 ))

if [[ $result == 1 ]]; then

(( num_correct += 1 ))

fi

echo                          # Skip a line between questions

sleep ${QUIZDELAY:=1}

done

summarize                         # Step 6

exit 0

To make reading the results a bit easier for the user, a sleep call appears inside the question loop. 

It delays $QUIZDELAY seconds (default = 1) between questions. 

Now the task is to fill in the missing pieces of the program. In a sense this program is being written backward. The details (the shell functions) come first in the file but come last in the development process. This common programming practice is called top-down design. In top-down design you fill in the broad outline of the program first and supply the details later. In this way you break the problem up into smaller problems, each of which you can work on independently. Shell functions are a great help in using the top-down approach. 

One way to write the initialize function follows. The cd command causes QUIZDIR to be the working directory for the rest of the script and defaults to ~/quiz if QUIZDIR is not set. 

function initialize ()

{

trap 'summarize ; exit 0' INT     # Handle user interrupts

num_ques=0                        # Number of questions asked so far

num_correct=0                     # Number answered correctly so far
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first_time=true                   # true until first question is asked cd ${QUIZDIR:=~/quiz} || exit 2

}

Be prepared for the cd command to fail. The directory might not be searchable or conceivably another user might have removed it. The preceding function exits with a status code of 2 if cd fails. 

The next function, choose_subj, is a bit more complicated. It displays a menu using a select statement:

function choose_subj ()

{

subjects=($(ls))

PS3="Choose a subject for the quiz from the preceding list: " 

select Subject in ${subjects[*]}; do

if [[ -z "$Subject" ]]; then

echo "No subject chosen.  Bye." >&2

exit 1

fi

echo $Subject

return 0

done

}

The function first uses an ls command and command substitution to put a list of subject directories in the subjects array. Next the select structure (page 464) presents the user with a list of subjects (the directories found by ls) and assigns the chosen directory name to the Subject variable. Finally the function writes the name of the subject directory to standard output. The main program uses command substitution to assign this value to the subject variable

[subject=$(choose_subj)]. 

The scramble function presents a number of difficulties. In this solution it uses an array variable (questions) to hold the names of the questions. It scrambles the entries in an array using the RANDOM variable (each time you reference RANDOM, it has the value of a [random] integer between 0 and 32767):

function scramble ()

{

declare -i index quescount

questions=($(ls))

quescount=${#questions[*]}        # Number of elements

((index=quescount-1))

while [[ $index> 0 ]]; do

((target=RANDOM % index))

exchange $target $index

((index -= 1))

done

}

This function initializes the array variable questions to the list of filenames (questions) in the working directory. The variable quescount is set to the number of such files. Then the following (531)

algorithm is used: Let the variable index count down from quescount – 1 (the index of the last entry in the array variable). For each value of index, the function chooses a random value target between 0 and index, inclusive. The command

((target=RANDOM % index))

produces a random value between 0 and index – 1 by taking the remainder (the % operator) when $RANDOM is divided by index. The function then exchanges the elements of questions at positions target and index. It is convenient to take care of this step in another function named exchange:

function exchange ()

{

temp_value=${questions[$1]}

questions[$1]=${questions[$2]}

questions[$2]=$temp_value

}

The ask function also uses the select structure. It reads the question file named in its argument and uses the contents of that file to present the question, accept the answer, and determine whether the answer is correct. (See the code that follows.)

The ask function uses file descriptor 3 to read successive lines from the question file, whose name was passed as an argument and is represented by $1 in the function. It reads the question into the ques variable and the number of questions into num_opts. The function constructs the variable choices by initializing it to a null string and successively appending the next choice. 

Then it sets PS3 to the value of ques and uses a select structure to prompt the user with ques. 

The select structure places the user’s answer in answer, and the function then checks that response against the correct answer from the file. 

The construction of the choices variable is done with an eye toward avoiding a potential problem. Suppose that one answer has some whitespace in it—then it might appear as two or more arguments in choices. To avoid this problem, make sure that choices is an array variable. 

The select statement does the rest of the work:

quiz

$ cat quiz

#!/bin/bash

# remove the # on the following line to turn on debugging

# set -o xtrace


#==================

function initialize ()

{

trap 'summarize ; exit 0' INT     # Handle user interrupts

num_ques=0                        # Number of questions asked so far

num_correct=0                     # Number answered correctly so far

first_time=true                   # true until first question is asked

cd ${QUIZDIR:=~/quiz} || exit 2

}
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#==================

function choose_subj ()

{

subjects=($(ls))

PS3="Choose a subject for the quiz from the preceding list: " 

select Subject in ${subjects[*]}; do

if [[ -z "$Subject" ]]; then

echo "No subject chosen.  Bye." >&2

exit 1

fi

echo $Subject

return 0

done

}


#==================

function exchange ()

{

temp_value=${questions[$1]}

questions[$1]=${questions[$2]}

questions[$2]=$temp_value

}


#==================

function scramble ()

{

declare -i index quescount

questions=($(ls))

quescount=${#questions[*]}        # Number of elements

((index=quescount-1))

while [[ $index > 0 ]]; do

((target=RANDOM % index))

exchange $target $index

((index -= 1))

done

}


#==================

function ask ()

{

exec 3<$1

read -u3 ques || exit 2

read -u3 num_opts || exit 2

index=0

choices=()

while (( index < num_opts )) ; do

read -u3 next_choice || exit 2

choices=("${choices[@]}" "$next_choice")

((index += 1))
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done

read -u3 correct_answer || exit 2

exec 3<&-

if [[ $first_time = true ]]; then

first_time=false

echo -e "You may press the interrupt key at any time to quit.\n" 

fi

PS3=$ques"  "                     # Make $ques the prompt for select

# and add some spaces for legibility

select answer in "${choices[@]}"; do

if [[ -z "$answer" ]]; then

echo  Not a valid choice. Please choose again. 

elif [[ "$answer" = "$correct_answer" ]]; then

echo "Correct!" 

return 1

else

echo "No, the answer is $correct_answer." 

return 0

fi

done

}


#==================

function summarize ()

{

echo                              # Skip a line

if (( num_ques == 0 )); then

echo "You did not answer any questions" 

exit 0

fi

(( percent=num_correct*100/num_ques ))

echo "You answered $num_correct questions correctly, out of \

$num_ques total questions." 

echo "Your score is $percent percent." 

}


#==================

# Main program

initialize                        # Step 1 in top-level design

subject=$(choose_subj)            # Step 2

[[ $? -eq 0 ]] || exit 2          # If no valid choice, exit

cd $subject || exit 2             # Step 3

echo                              # Skip a line

scramble                          # Step 4

for ques in ${questions[*]}; do   # Step 5

ask $ques
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    result=$? 

(( num_ques=num_ques+1 ))

if [[ $result == 1 ]]; then

(( num_correct += 1 ))

fi

echo                          # Skip a line between questions

sleep ${QUIZDELAY:=1}

done

summarize                         # Step 6 

exit 0

Chapter Summary

The shell is a programming language. Programs written in this language are called shell scripts, or simply scripts. Shell scripts provide the decision and looping control structures present in high-level programming languages while allowing easy access to system utilities and user programs. Shell scripts can use functions to modularize and simplify complex tasks. 

Control structures

The control structures that use decisions to select alternatives are if...then, if...then...else, and if...then...elif. The case control structure provides a multiway branch and can be used when you want to express alternatives using a simple pattern-matching syntax. 

The looping control structures are for...in, for, until, and while. These structures perform one or more tasks repetitively. 

The break and continue control structures alter control within loops: break transfers control out of a loop, and continue transfers control immediately to the top of a loop. 

The Here document allows input to a command in a shell script to come from within the script itself. 

File descriptors

The Bourne Again Shell provides the ability to manipulate file descriptors. Coupled with the read and echo builtins, file descriptors allow shell scripts to have as much control over input and output as do programs written in lower-level languages. 

Variables

By default, variables are local to the process they are declared in; these variables are called  shell variables. You can use export to cause variables to be  environment variables, which are available to children of the process they are declared in. 

The declare builtin assigns attributes, such as readonly, to bash variables. The Bourne Again Shell provides operators to perform pattern matching on variables, provide default values for variables, and evaluate the length of variables. This shell also supports array variables and local variables for functions and provides built-in integer arithmetic, using the let builtin and an expression syntax similar to that found in the C programming language. 

(535)

Builtins

Bourne Again Shell builtins include type, read, exec, trap, kill, and getopts. The type builtin displays information about a command, including its location; read allows a script to accept user input. 

The exec builtin executes a command without creating a new process. The new command overlays the current process, assuming the same environment and PID number of that process. 

This builtin executes user programs and other Linux commands when it is  not necessary to return control to the calling process. 

The trap builtin catches a signal sent to the process running the script and allows you to specify actions to be taken upon receipt of one or more signals. You can use this builtin to cause a script to ignore the signal that is sent when the user presses the interrupt key. 

The kill builtin terminates a running program. The getopts builtin parses command-line arguments, making it easier to write programs that follow standard Linux/OS X conventions for command-line arguments and options. 

Utilities in scripts

In addition to using control structures, builtins, and functions, shell scripts generally call Linux/OS X utilities. The find utility, for instance, is commonplace in shell scripts that search for files in the system hierarchy and can perform a wide range of tasks. 

Expressions

There are two basic types of expressions: arithmetic and logical. Arithmetic expressions allow you to do arithmetic on constants and variables, yielding a numeric result. Logical (Boolean) expressions compare expressions or strings, or test conditions, to yield a  true or  false result. As with all decisions within shell scripts, a  true status is represented by the value 0;  false, by any nonzero value. 

Good programming practices

A well-written shell script adheres to standard programming practices, such as specifying the shell to execute the script on the first line of the script, verifying the number and type of arguments that the script is called with, displaying a standard usage message to report command-line errors, and redirecting all informational messages to standard error. 

Exercises

1. Rewrite the journal script of Chapter 8 (exercise 5, page 379) by adding commands to verify that the user has write permission for a file named journal-file in the user’s home directory, if such a file exists. The script should take appropriate actions if journal-file exists and the user does not have write permission to the file. Verify that the modified script works. 

2. The special parameter " $@" is referenced twice in the out script (page 441). Explain what would be different if the parameter " $*" were used in its place. 

3. Write a filter that takes a list of files as input and outputs the basename (page 463) of each file (536)

in the list. 

4. Write a function that takes a single filename as an argument and adds execute permission to the file for the user. 

a. When might such a function be useful? 

b. Revise the script so it takes one or more filenames as arguments and adds execute permission for the user for each file argument. 

c. What can you do to make the function available every time you log in? 

d. Suppose that, in addition to having the function available on subsequent login sessions, you want to make the function available in your current shell. How would you do so? 

5. When might it be necessary or advisable to write a shell script instead of a shell function? 

Give as many reasons as you can think of. 

6. Write a shell script that displays the names of all directory files, but no other types of files, in the working directory. 

7. Write a script to display the time every 15 seconds. Read the date man page and display the time, using the %r field descriptor. Clear the window (using the clear command) each time before you display the time. 

8. Enter the following script named savefiles, and give yourself execute permission to the file: $ cat savefiles

#! /bin/bash

echo "Saving files in working directory to the file savethem." 

exec > savethem

for i in  *

do

echo 

"===================================================" 

echo "File: $i" 

echo 

"===================================================" 

cat "$i" 

done

a. Which error message do you receive when you execute this script? Rewrite the script so that the error does not occur, making sure the output still goes to savethem. 

b. What might be a problem with running this script twice in the same directory? Discuss a solution to this problem. 

9. Read the bash man or info page, try some experiments, and answer the following questions: a. How do you export a function? 

b. What does the hash builtin do? 
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c. What happens if the argument to exec is not executable? 

10. Using the find utility, perform the following tasks:

a. List all files in the working directory and all subdirectories that have been modified within the last day. 

b. List all files you have read access to on the system that are larger than 1 megabyte. 

c. Remove all files named core from the directory structure rooted at your home directory. 

d. List the inode numbers of all files in the working directory whose filenames end in .c. 

e. List all files you have read access to on the root filesystem that have been modified in the last 30 days. 

11. Write a short script that tells you whether the permissions for two files, whose names are given as arguments to the script, are identical. If the permissions for the two files are identical, output the common permission field. Otherwise, output each filename followed by its permission field. ( Hint: Try using the cut utility.)

12. Write a script that takes the name of a directory as an argument and searches the file hierarchy rooted at that directory for zero-length files. Write the names of all zero-length files to standard output. If there is no option on the command line, have the script delete the file after displaying its name, asking the user for confirmation, and receiving positive confirmation. A –f (force) option on the command line indicates that the script should display the filename but not ask for confirmation before deleting the file. 

Advanced Exercises

13. Write a script that takes a colon-separated list of items and outputs the items, one per line, to standard output (without the colons). 

14. Generalize the script written in exercise 13 so the character separating the list items is given as an argument to the function. If this argument is absent, the separator should default to a colon. 

15. Write a function named funload that takes as its single argument the name of a file containing other functions. The purpose of funload is to make all functions in the named file available in the current shell; that is, funload loads the functions from the named file. To locate the file, funload searches the colon-separated list of directories given by the environment variable FUNPATH. Assume the format of FUNPATH is the same as PATH and the search of FUNPATH is similar to the shell’s search of the PATH variable. 

16. Rewrite bundle (page 467) so the script it creates takes an optional list of filenames as arguments. If one or more filenames are given on the command line, only those files should be re-created; otherwise, all files in the shell archive should be re-created. For example, suppose all files with the filename extension .c are bundled into an archive named srcshell, and you want to unbundle just the files test1.c and test2.c. The following command will unbundle just these two files:

$ bash srcshell test1.c test2.c
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17. Which kind of links will the lnks script (page 443) not find? Why? 

18. In principle, recursion is never necessary. It can always be replaced by an iterative construct, such as while or until. Rewrite makepath (page 519) as a nonrecursive function. Which version do you prefer? Why? 

19. Lists are commonly stored in environment variables by putting a colon (:) between each of the list elements. (The value of the PATH variable is an example.) You can add an element to such a list by catenating the new element to the front of the list, as in

PATH=/opt/bin:$PATH

If the element you add is already in the list, you now have two copies of it in the list. Write a shell function named addenv that takes two arguments: (1) the name of a shell variable and (2) a string to prepend to the list that is the value of the shell variable only if that string is not already an element of the list. For example, the call

addenv PATH /opt/bin

would add /opt/bin to PATH only if that pathname is not already in PATH. Be sure your solution works even if the shell variable starts out empty. Also make sure you check the list elements carefully. If /usr/opt/bin is in PATH but /opt/bin is not, the example just given should still add /opt/bin to PATH. ( Hint: You might find this exercise easier to complete if you first write a function locate_field that tells you whether a string is an element in the value of a variable.)

20. Write a function that takes a directory name as an argument and writes to standard output the maximum of the lengths of all filenames in that directory. If the function’s argument is not a directory name, write an error message to standard output and exit with nonzero status. 

21. Modify the function you wrote for exercise 20 to descend all subdirectories of the named directory recursively and to find the maximum length of any filename in that hierarchy. 

22. Write a function that lists the number of ordinary files, directories, block special files, character special files, FIFOs, and symbolic links in the working directory. Do this in two different ways:

a. Use the first letter of the output of ls –l to determine a file’s type. 

b. Use the file type condition tests of the  [[ expression ]] syntax to determine a file’s type. 

23. Modify the quiz program (page 525) so that the choices for a question are randomly arranged. 
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The Perl Scripting Language

In This Chapter

Introduction to Perl

Help

Running a Perl Program

Syntax

Variables

Control Structures

Working with Files

Sort

Subroutines

Regular Expressions

CPAN Modules

Examples

Objectives

After reading this chapter you should be able to:

Use perldoc to display Perl documentation

Run a Perl program on the command line and from a file

Explain the use of the say function

Name and describe the three types of Perl variables

Write a Perl program that uses each type of variable

Describe the Perl control structures

Write programs that read from and write to files

Use regular expressions in a Perl program
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Write a Perl program that incorporates a CPAN module

Demonstrate several Perl functions

In 1987 Larry Wall created the Perl (Practical Extraction and Report Language) programming language for working with text. Perl uses syntax and concepts from awk, sed, C, the Bourne Shell, Smalltalk, Lisp, and English. It was designed to scan and extract information from text files and generate reports based on that information. Since its introduction in 1987, Perl has expanded enormously—its documentation growing up with it. Today, in addition to text processing, Perl is used for system administration, software development, and general-purpose programming. 

Perl code is portable because Perl has been implemented on many operating systems (see

www.cpan.org/ports). Perl is an informal, practical, robust, easy-to-use, efficient, complete, and down-and-dirty language that supports procedural and object-oriented programming. It is not necessarily elegant. 

One of the things that distinguishes Perl from many other languages is its linguistic origins. In English you say, “I will buy a car if I win the lottery.” Perl allows you to mimic that syntax. 

Another distinction is that Perl has singular and plural variables, the former holding single values and the latter holding lists of values. 

Introduction to Perl

A couple of quotes from the manual shed light on Perl’s philosophy:

Many of Perl’s syntactic elements are optional. Rather than requiring you to put parentheses around every function call and declare every variable, you can often leave such explicit elements off and Perl will frequently figure out what you meant. This is known as Do What I Mean, abbreviated DWIM. It allows programmers to be lazy and to code in a style with which they are comfortable. 

The Perl motto is “There’s more than one way to do it.” Divining how many more is left as an exercise to the reader. 

One of Perl’s biggest assets is its support by thousands of third-party modules. The Comprehensive Perl Archive Network (CPAN;  www.cpan.org) is a repository for many of the modules and other information related to Perl. See page 573 for information on downloading, installing, and using these modules in Perl programs. 

The best way to learn Perl is to work with it. Copy and modify the programs in this chapter until they make sense to you. Many system tools are written in Perl. The first line of most of these tools begins with #!/usr/bin/perl, which tells the shell to pass the program to Perl for execution. 

Most files that contain the string /usr/bin/perl are Perl programs. The following command uses grep to search the /usr/bin and /usr/sbin directories recursively (–r) for files containing the string /usr/bin/perl; it lists many local system tools written in Perl: $ grep -r /usr/bin/perl /usr/bin /usr/sbin | head -4 

/usr/bin/defoma-user:#! /usr/bin/perl -w

/usr/bin/pod2latex:#!/usr/bin/perl

/usr/bin/pod2latex:    eval 'exec /usr/bin/perl -S $0 ${1+"$@"}' 
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/usr/bin/splain:#!/usr/bin/perl

Review these programs—they demonstrate how Perl is used in the real world. Copy a system program to a directory you own before modifying it. Do not run a system program while running with root privileges unless you know what you are doing. 

More Information

Local

man pages: See the perl and perltoc man pages for lists of Perl man pages

Web

Perl home page: www.perl.com

CPAN: www.cpan.org

blog: perlbuzz.com

Book

 Programming Perl, third edition, by Wall, Christiansen, & Orwant, O’Reilly & Associates (July 2000)

Help

Perl is a forgiving language. As such, it is easy to write Perl code that runs but does not perform as you intended. Perl includes many tools that can help you find coding mistakes. The –w option and the use warnings statement can produce helpful diagnostic messages. The use strict statement (see the perldebtut man page) can impose order on a program by requiring, among other things, that you declare variables before you use them. When all else fails, you can use Perl’s builtin debugger to step through a program. See the perldebtut and perldebug man pages for more information. 

perldoc

You might need to install the perl-doc package before you can use perldoc. 

The perldoc utility locates and displays local Perl documentation. It is similar to man (page 34) but specific to Perl. It works with files that include lines of pod (plain old documentation), a clean and simple documentation language. When embedded in a Perl program, pod enables you to include documentation for the entire program, not just code-level comments. 

Following is a simple Perl program that includes pod. The two lines following =cut are the program; the rest is pod-format documentation. 

$ cat pod.ex1.pl 

#!/usr/bin/perl

=head1 A Perl Program to Say I<Hi there.> 
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This simple Perl program includes documentation in B<pod> format. 

The following B<=cut> command tells B<perldoc> that what follows is not documentation. 

=cut

# A Perl program

print "Hi there.\n"; 

=head1 pod Documentation Resumes with Any pod Command

See the B<perldoc.perl.org/perlpod.html> page for more information

on B<pod> and B<perldoc.perl.org> for complete Perl documentation. 

You can use Perl to run the program:

$ perl pod.ex1.pl 

Hi there. 

Or you can use perldoc to display the documentation:

$ perldoc pod.ex1.pl

POD.EX1(1)            User Contributed Perl Documentation           POD.EX1(1) A Perl Program to Say Hi there. 

This simple Perl program includes documentation in pod format.  The following =cut command tells perldoc that what follows is not documentation. 

pod Documentation Resumes with Any pod Command

See the perldoc.perl.org/perlpod.html page for more information on pod and perldoc.perl.org for complete Perl documentation. 

Most publicly distributed modules and scripts, as well as Perl itself, include embedded pod-

format documentation. For example, the following command displays information about the Perl print function:

$ perldoc -f print

print FILEHANDLE LIST

print LIST

print      Prints a string or a list of strings. Returns true if

successful. FILEHANDLE may be a scalar variable containing the

name of or a reference to the filehandle, thus introducing one

level of indirection. (NOTE: If FILEHANDLE is a variable and the

next token is a term, it may be misinterpreted as an operator

unless you interpose a "+" or put parentheses around the

... 

Once you have installed a module (page 573), you can use perldoc to display documentation for that module. The following example shows perldoc displaying information on the locally installed Timestamp::Simple module:
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$ perldoc Timestamp::Simple

Timestamp::Simple(3)  User Contributed Perl Documentation Timestamp::Simple(3) NAME

Timestamp::Simple - Simple methods for timestamping

SYNOPSIS

use Timestamp::Simple qw(stamp); 

print stamp, "\n"; 

... 

Give the command man perldoc or perldoc perldoc to display the perldoc man page and read more about this tool. 

Tip Make Perl programs readable

Although Perl has many shortcuts that are good choices for one-shot programming, this chapter presents code that is easy to understand and easy to maintain. 

Terminology

This section defines some of the terms used in this chapter. 

Module

A Perl  module is a self-contained chunk of Perl code, frequently containing several functions that work together. A module can be called from another module or from a Perl program. A module must have a unique name. To help ensure unique names, Perl provides a hierarchical  namespace (page 1111) for modules, separating components of a name with double colons (::). Example module names are Timestamp::Simple and WWW::Mechanize. 

Distribution

A Perl  distribution is a set of one or more modules that perform a task. You can search for distributions and modules at search.cpan.org. Examples of distributions include Timestamp-Simple (the Timestamp-Simple-1.01.tar.gz archive file contains the Time-stamp::Simple module only) and WWW-Mechanize (WWW-Mechanize-1.34.tar.gz contains the WWW::Mechanize module, plus supporting modules including WWW::Mechanize::Link and WWW::Mechanize::Image). 

Package

A  package defines a Perl namespace. For example, in the variable with the name $WWW::Mechanize::ex, $ex is a scalar variable in the WWW::Mechanize package, where

“package” is used in the sense of a namespace. Using the same name, such as WWW::Mechanize, for a distribution, a package, and a module can be confusing. 

Block

A  block is zero or more statements, delimited by curly braces ({}), that defines a scope. The shell control structure syntax explanations refer to these elements as  commands. See the if...then control structure on page 435 for an example. 
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Package variable

A  package variable is defined within the package it appears in. Other packages can refer to package variables by using the variable’s fully qualified name (for example, $Text::Wrap::columns). By default, variables are package variables unless you define them as lexical variables. 

Lexical variable

A  lexical variable, which is defined by preceding the name of a variable with the keyword my (see the tip on page 545), is defined only within the block or file it appears in. Other languages refer to a lexical variable as a local variable. Because Perl 4 used the keyword local with a different meaning, Perl 5 uses the keyword lexical in its place. When programming using bash, variables that are not exported (page 485) are shell variables and are local to the program they are used in. 

List

A  list is a series of zero or more scalars. The following list has three elements—two numbers and a string:

(2, 4, 'Zach')

Array

An  array is a variable that holds a list of elements in a defined order. In the following line of code, @a is an array. See page 547 for more information about array variables. 

@a = (2, 4, 'Zach')

Compound statement

A  compound statement is a statement made up of other statements. For example, the if compound statement (page 552) incorporates an if statement that normally includes other statements within the block it controls. 

Running a Perl Program

There are several ways you can run a program written in Perl. The –e option enables you to enter a program on the command line:

$ perl -e 'print "Hi there.\n"' 

Hi there. 

The –e option is a good choice for testing Perl syntax and running brief, one-shot programs. This option requires that the Perl program appear as a single argument on the command line. The program must immediately follow this option—it is an argument to this option. An easy way to write this type of program is to enclose the program within single quotation marks. 

Because Perl is a member of the class of utilities that take input from a file or standard input (page 141), you can give the command perl and enter the program terminated by CONTROL-D

(end of file). Perl reads the program from standard input:
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$ perl

print "Hi there.\n"; 

CONTROL-D 

Hi there. 

The preceding techniques are useful for quick, one-off command-line programs but are not helpful for running more complex programs. Most of the time, a Perl program is stored in a text file. Although not required, the file typically has a filename extension of .pl. Following is the same simple program used in the previous examples stored in a file:

$ cat simple.pl

print "Hi there.\n"; 

You can run this program by specifying its name as an argument to Perl:

$ perl simple.pl

Hi there. 

Most commonly and similarly to most shell scripts, the file containing the Perl program is executable. In the following example, chmod (page 295) makes the simple2.pl file executable. 

As explained on page 297, the #!  at the start of the first line of the file instructs the shell to pass the rest of the file to /usr/bin/perl for execution. 

$ chmod 755 simple2.pl

$ cat simple2.pl

#!/usr/bin/perl -w

print "Hi there.\n"; 

$ ./simple2.pl

Hi there. 

In this example, the simple2.pl program is executed as ./simple2.pl because the working directory is not in the user’s PATH (page 318). The –w option tells Perl to issue warning messages when it identifies potential errors in the code. 

Perl Version 5.22

All examples in this chapter were run under Perl 5.22. Give the following command to see which version of Perl the local system is running:

$ perl -v 

This is perl 5, version 22, subversion 1 (v5.22.1) built for x86_64-linux-gnu-thread-multi... 

use feature 'say' 

The say function is a Perl 6 feature available in Perl 5.22. It works the same way print does, except it adds a NEWLINE (\n) at the end of each line it outputs. Some versions of Perl require you to tell Perl explicitly that you want to use say. The use function in the following example tells Perl to enable say. Try running this program without the use line to see if the local version of Perl requires it. 
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$ cat 5.22.pl

use feature 'say'; 

say 'Output by say.'; 

print 'Output by print.'; 

say 'End.' 

$ perl 5.22.pl

Output by say. 

Output by print.End. 

$

Earlier versions of Perl

If you are running an earlier version of Perl, you will need to replace say in the examples in this chapter with print and terminate the print statement with a quoted \n: $ cat 5.8.pl

print 'Output by print in place of say.', "\n"; 

print 'Output by print.'; 

print 'End.', "\n"; 

$ perl 5.8.pl

Output by print in place of say. 

Output by print.End. 

Syntax

This section describes the major components of a Perl program. 

Statements

A Perl program comprises one or more  statements, each terminated by a semicolon (; ). These statements are free-form with respect to  whitespace (page 1132), except for whitespace within quoted strings. Multiple statements can appear on a single line, each terminated by a semicolon. 

The following programs are equivalent. The first occupies two lines, the second only one; look at the differences in the spacing around the equal and plus signs. See use feature 'say'  (on the previous page) if these programs complain about say not being available. 

$ cat statement1.pl

$n=4; 

say "Answer is ", $n + 2; 

$ perl statement1.pl

Answer is 6

$ cat statement2.pl

$n = 4; say "Answer is ", $n+2; 

$ perl statement2.pl

Answer is 6

Expressions
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The syntax of Perl expressions frequently corresponds to the syntax of C expressions but is not always the same. Perl expressions are covered in examples throughout this chapter. 

Quotation marks

All character strings must be enclosed within single or double quotation marks. Perl differentiates between the two types of quotation marks in a manner similar to the way the shell does (page 313): Double quotation marks allow Perl to interpolate enclosed variables and interpret special characters such as \n (NEWLINE), whereas single quotation marks do not. 

Table 11-1 lists some of Perl’s special characters. 

The following example demonstrates how different types of quotation marks, and the absence of quotation marks, affect Perl in converting scalars between numbers and strings. The single quotation marks in the first print statement prevent Perl from interpolating the $string variable and from interpreting the \n special character. The leading \n in the second print statement forces the output of that statement to appear on a new line. 

$ cat string1.pl

$string="5";      # $string declared as a string, but it will not matter print '$string+5\n';   # Perl displays $string+5 literally because of

# the single quotation marks

print "\n$string+5\n"; # Perl interpolates the value of $string as a string

# because of the double quotation marks

print $string+5, "\n"; # Lack of quotation marks causes Perl to interpret

# $string as a numeric variable and to add 5; 

# the \n must appear between double quotation marks

$ perl string1.pl

$string+5\n

5+5

10

Slash

By default, regular expressions are delimited by slashes (/). The following example tests whether the string hours contains the pattern our; see page 568 for more information on regular expression delimiters in Perl. 

$ perl -e 'if ("hours" =~ /our/) {say "yes";}' 

The local version of Perl might require use feature 'say'  (page 541) to work properly: $ perl -e 'use feature "say"; if ("hours" =~ /our/) {say "yes";}' 

Backslash

Within a string enclosed between double quotation marks, a backslash escapes (quotes) another backslash. Thus Perl displays "\\n"  as \n. Within a regular expression, Perl does not expand a metacharacter preceded by a backslash. See the string1.pl program above. 

Comments
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As in the shell, a comment in Perl begins with a hashmark (#) and ends at the end of the line (just before the NEWLINE character). 

Special characters

Table 11-1 lists some of the characters that are special within strings in Perl. Perl interpolates these characters when they appear between double quotation marks but not when they appear between single quotation marks. Table 11-3 on page 570 lists metacharacters, which are special within regular expressions. 

Table 11-1 Some Perl special characters

Variables

Like human languages, Perl distinguishes between singular and plural data. Strings and numbers are singular; lists of strings or numbers are plural. Perl provides three types of variables:  scalar (singular),  array (plural), and  hash (plural; also called  associative arrays). Perl identifies each type of variable by a special character preceding its name. The name of a scalar variable begins with a dollar sign ($), an array variable begins with an at sign (@), and a hash variable begins with a percent sign (%). As opposed to the way the shell identifies variables, Perl requires the leading character to appear each time you reference a variable, including when you assign a value to the variable:

$ name="Zach" ; echo "$name"                  (bash) Zach

$ perl -e '$name="Zach" ; print "$name\n";'   (perl) Zach

Variable names, which are case sensitive, can include letters, digits, and the underscore character (_). A Perl variable is a package variable (page 539) unless it is preceded by the keyword my, in which case it is a lexical variable (page 540) that is defined only within the block or file it appears in. See “Subroutines” on page 565 for a discussion of the locality of Perl variables. 

Caution: Lexical variables overshadow package variables

If a lexical variable and a package variable have the same name, within the block or file in which the lexical variable is defined, the name refers to the lexical variable and not to the package (549)

variable. 

A Perl variable comes into existence when you assign a value to it—you do not need to define or initialize a variable, although it might make a program more understandable to do so. Normally, Perl does not complain when you reference an uninitialized variable:

$ cat variable1.pl

#!/usr/bin/perl

my $name = 'Sam'; 

print "Hello, $nam, how are you?\n"; # Typo, e left off of name

$ ./variable1.pl

Hello, , how are you? 

use strict

Include use strict to cause Perl to require variables to be declared before being assigned values. 

See the perldebtut man page for more information. When you include use strict in the preceding program, Perl displays an error message:

$ cat variable1b.pl

#!/usr/bin/perl

use strict; 

my $name = 'Sam'; 

print "Hello, $nam, how are you?\n"; # Typo, e left off of name

$ ./variable1b.pl

Global symbol "$nam" requires explicit package name at ./variable1b.pl line 4. 

Execution of ./variable1b.pl aborted due to compilation errors. 

Tip Usingmy: lexical versus package variables

In variable1.pl, $name is declared to be lexical by preceding its name with the keyword my; its name and value are known within the file variable1.pl only. Declaring a variable to be lexical limits its scope to the block or file it is defined in. Although not necessary in this case, declaring variables to be lexical is good practice. This habit becomes especially useful when you write longer programs, subroutines, and packages, where it is harder to keep variable names unique. 

Declaring all variables to be lexical is mandatory when you write routines that will be used within code written by others. This practice allows those who work with your routines to use whichever variable names they like, without regard to which variable names you used in the code you wrote. 

The shell and Perl scope variables differently. In the shell, if you do not export a variable to make it an environment variable, it is a shell variable and is local to the routine it is used in (page 484). In Perl, if you do not use my to declare a variable to be lexical, it is defined for the package it appears in. 

–w and use warnings

The –w option and the use warnings statement perform the same function: They cause Perl to generate an error message when it detects a syntax error. In the following example, Perl displays two warnings. The first tells you that you have used the variable named $nam once, on line 3, (550)

which probably indicates an error. This message is helpful when you mistype the name of a variable. Under Perl 5.22, the second warning specifies the name of the uninitialized variable. 

This warning refers to the same problem as the first warning. Although it is not hard to figure out which of the two variables is undefined in this simple program, doing so in a complex program can take a lot of time. 

$ cat variable1a.pl

#!/usr/bin/perl -w

my $name = 'Sam'; 

print "Hello, $nam, how are you?\n"; # Prints warning because of typo and -w $ ./variable1a.pl

Name "main::nam" used only once: possible typo at ./variable1a.pl line 3. 

Use of uninitialized value $nam in concatenation (.) or string at ./variable1a.pl line 3. 

Hello, , how are you? 

You can also use –w on the command line. If you use –e as well, make sure the argument that follows this option is the program you want to execute (e.g., –e –wdoes not work). See the tip on page 568. 

$ perl -w -e 'my $name = "Sam"; print "Hello, $nam, how are you?\n"' 

Name "main::nam" used only once: possible typo at -e line 1. 

Use of uninitialized value $nam in concatenation (.) or string at -e line 1. 

Hello, , how are you? 

undef and defined

An undefined variable has the special value undef, which evaluates to zero (0) in a numeric expression and expands to an empty string ("" ) when you print it. Use the defined function to determine whether a variable has been defined. The following example, which uses constructs explained later in this chapter, calls defined with an argument of $name and negates the result with an exclamation point (! ). The result is that the print statement is executed if $name is  not defined. 

$ cat variable2.pl

#!/usr/bin/perl

if (!defined($name)) {

print "The variable '\$name' is not defined.\n" 

}; 

$ ./variable2.pl

The variable '$name' is not defined. 

Because the –w option causes Perl to warn you when you reference an undefined variable, using this option would generate a warning. 

Scalar Variables

A scalar variable has a name that begins with a dollar sign ($) and holds a single string or number: It is a singular variable. Because Perl converts between the two when necessary, you can use strings and numbers interchangeably. Perl interprets scalar variables as strings when it (551)

makes sense to interpret them as strings, and as numbers when it makes sense to interpret them as numbers. Perl's judgment in these matters is generally good. 

The following example shows some uses of scalar variables. The first two lines of code (lines 3

and 4) assign the string Sam to the scalar variable $name and the numbers 5 and 2 to the scalar variables $n1 and $n2, respectively. In this example, multiple statements, each terminated with a semicolon (; ), appear on a single line. See use feature 'say'  on page 541 if this program complains about say not being available. 

$ cat scalars1.pl

#!/usr/bin/perl -w

$name = "Sam"; 

$n1 = 5; $n2 = 2; 

say "$name $n1 $n2"; 

say "$n1 + $n2"; 
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Use bind –q to determine which key sequence is bound to a command: $ bind -q kill-whole-line

kill-whole-line can be invoked via "\C-r". 

You can also bind text by enclosing it within double quotation marks (emacs mode only):

"QQ": "The Linux Operating System" 

This command causes bash to insert the string The Linux Operating System when you type QQ on the command line. 

Conditional Constructs

You can conditionally select parts of the .inputrc file using the $if directive. The syntax of the conditional construct is

 $iftest[=value]

 commands

 [$else 

 commands]

 $endif

where  test is mode, term, or a program name such as bash. If  test equals  value (or if  test is  true when  value is not specified), this structure executes the first set of  commands. If  test does not equal  value (or if  test is  false when  value is not specified), it executes the second set of

 commands if they are present or exits from the structure if they are not present. 

The power of the $if directive lies in the three types of tests it can perform. 

1. You can test to see which mode is currently set. 

$if mode=vi

The preceding test is  true if the current Readline mode is vi and  false otherwise. You can test for vi or emacs. 

2. You can test the type of terminal. 

$if term=xterm

The preceding test is  true if the TERM variable is set to xterm. You can test for any value of TERM. 

3. You can test the application name. 

$if bash

The preceding test is  true when you are running bash and not another program that uses the Readline Library. You can test for any application name. 

These tests can customize the Readline Library based on the current mode, the type of terminal, and the application you are using. They give you a great deal of power and flexibility when you are using the Readline Library with bash and other programs. 
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The following commands in .inputrc cause CONTROL-Y to move the cursor to the beginning of the next word regardless of whether bash is in vi or emacs mode:

$ cat ~/.inputrc

set editing-mode vi

$if mode=vi

"\C-y": vi-next-word

$else

"\C-y": forward-word

$endif

Because bash reads the preceding conditional construct when it is started, you must set the editing mode in .inputrc. Changing modes interactively using set will not change the binding of CONTROL-Y. 

For more information on the Readline Library, open the bash man page and give the command

/^READLINE, which searches for the word READLINE at the beginning of a line. 

Tip: If Readline commands do not work, log out and log in again

The Bourne Again Shell readŝ/.inputrc when you log in. After you make changes to this file, you must log out and log in again before the changes will take effect. 

Aliases

An  alias is a (usually short) name that the shell translates into another (usually longer) name or command. Aliases allow you to define new commands by substituting a string for the first token of a simple command. They are typically placed in the ~/.bashrc (bash) or ~/.tcshrc (tcsh) startup files so that they are available to interactive subshells. 

Under bash the syntax of the alias builtin is

 alias [name[=value]]

Under tcsh the syntax is

 alias [name[ value]]

In the bash syntax no SPACEs are permitted around the equal sign. If  value contains SPACEs or TABs, you must enclose  value within quotation marks. Unlike aliases under tcsh, a bash alias does not accept an argument from the command line in  value. Use a bash function (page 357) when you need to use an argument. 

An alias does not replace itself, which avoids the possibility of infinite recursion in handling an alias such as the following:

$ alias ls='ls -F' 

You can nest aliases. Aliases are disabled for noninteractive shells (that is, shell scripts). Use the unalias builtin to remove an alias. When you give an alias builtin command without any arguments, the shell displays a list of all defined aliases:
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$ alias

alias ll='ls -l' 

alias l='ls -ltr' 

alias ls='ls -F' 

alias zap='rm -i' 

To view the alias for a particular name, enter the command alias followed by the name of the alias. Most Linux distributions define at least some aliases. Enter an alias command to see which aliases are in effect. You can delete the aliases you do not want from the appropriate startup file. 

Single Versus Double Quotation Marks in Aliases

The choice of single or double quotation marks is significant in the alias syntax when the alias includes variables. If you enclose  value within double quotation marks, any variables that appear in  value are expanded when the alias is created. If you enclose  value within single quotation marks, variables are not expanded until the alias is used. The following example illustrates the difference. 

The PWD keyword variable holds the pathname of the working directory. Max creates two aliases while he is working in his home directory. Because he uses double quotation marks when he creates the dirA alias, the shell substitutes the value of the working directory when he creates this alias. The alias dirA command displays the dirA alias and shows that the substitution has already taken place:

$ echo $PWD

/home/max

$ alias dirA="echo Working directory is $PWD" 

$ alias dirA

alias dirA='echo Working directory is /home/max' 

When Max creates the dirB alias, he uses single quotation marks, which prevent the shell from expanding the $PWD variable. The alias dirB command shows that the dirB alias still holds the unexpanded $PWD variable:

$ alias dirB='echo Working directory is $PWD' 

$ alias dirB

alias dirB='echo Working directory is $PWD' 

After creating the dirA and dirB aliases, Max uses cd to make cars his working directory and gives each of the aliases as a command. The alias he created using double quotation marks displays the name of the directory he created the alias in as the working directory (which is wrong). In contrast, the dirB alias displays the proper name of the working directory: $ cd cars

$ dirA

Working directory is /home/max

$ dirB

Working directory is /home/max/cars

Tip:How to prevent the shell from invoking an alias
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The shell checks only simple, unquoted commands to see if they are aliases. Commands given as relative or absolute pathnames and quoted commands are not checked. When you want to give a command that has an alias but do not want to use the alias, precede the command with a backslash, specify the command’s absolute pathname, or give the command as ./ command. 

Examples of Aliases

The following alias allows you to type r to repeat the previous command or r abc to repeat the last command line that began with abc:

$ alias r='fc -s' 

If you use the command ls –ltr frequently, you can create an alias that substitutes ls – ltr when you give the command l:

$ alias l='ls -ltr' 

$ l

-rw-r-----. 1 max pubs 3089 02-11 16:24 XTerm.ad

-rw-r--r--. 1 max pubs 30015 03-01 14:24 flute.ps

-rw-r--r--. 1 max pubs 641 04-01 08:12 fixtax.icn

-rw-r--r--. 1 max pubs 484 04-09 08:14 maptax.icn

drwxrwxr-x. 2 max pubs 1024 08-09 17:41 Tiger

drwxrwxr-x. 2 max pubs 1024 09-10 11:32 testdir

-rwxr-xr-x. 1 max pubs 485 09-21 08:03 floor

drwxrwxr-x. 2 max pubs 1024 09-27 20:19 Test_Emacs

Another common use of aliases is to protect yourself from mistakes. The following example substitutes the interactive version of the rm utility when you enter the command zap: $ alias zap='rm -i' 

$ zap f*

rm: remove 'fixtax.icn'? n

rm: remove 'flute.ps'? n

rm: remove 'floor'? n

The –i option causes rm to ask you to verify each file that would be deleted, thereby helping you avoid deleting the wrong file. You can also alias rm with the rm –i command: alias rm='rm –i' . 

The aliases in the next example cause the shell to substitute ls –l each time you give an ll command and ls –F each time you use ls. The –F option causes ls to print a slash (/) at the end of directory names and an asterisk (*) at the end of the names of executable files. 

$ alias ls='ls -F' 

$ alias ll='ls -l' 

$ ll

drwxrwxr-x. 2 max pubs 1024 09-27 20:19 Test_Emacs/

drwxrwxr-x. 2 max pubs 1024 08-09 17:41 Tiger/

-rw-r-----. 1 max pubs 3089 02-11 16:24 XTerm.ad

-rw-r--r--. 1 max pubs 641 04-01 08:12 fixtax.icn

-rw-r--r--. 1 max pubs 30015 03-01 14:24 flute.ps

-rwxr-xr-x. 1 max pubs 485 09-21 08:03 floor*

-rw-r--r--. 1 max pubs 484 04-09 08:14 maptax.icn
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drwxrwxr-x. 2 max pubs 1024 09-10 11:32 testdir/

In this example, the string that replaces the alias ll (ls –l) itself contains an alias (ls). When it replaces an alias with its value, the shell looks at the first word of the replacement string to see whether it is an alias. In the preceding example, the replacement string contains the alias ls, so a second substitution occurs to produce the final command ls –F –l. (To avoid a  recursive plunge, the ls in the replacement text, although an alias, is not expanded a second time.) When given a list of aliases without the  =value or  value field, the alias builtin displays the value of each defined alias. The alias builtin reports an error if an alias has not been defined: $ alias ll l ls zap wx

alias ll='ls -l' 

alias l='ls -ltr' 

alias ls='ls -F' 

alias zap='rm -i' 

bash: alias: wx: not found

You can avoid alias substitution by preceding the aliased command with a backslash (\): $ \ls

Test_Emacs XTerm.ad  flute.ps maptax.icn

Tiger    fixtax.icn  floor    testdir

Because the replacement of an alias name with the alias value does not change the rest of the command line, any arguments are still received by the command that is executed: $ ll f*

-rw-r--r--. 1 max pubs  641 04-01 08:12 fixtax.icn

-rw-r--r--. 1 max pubs 30015 03-01 14:24 flute.ps

-rwxr-xr-x. 1 max pubs  485 09-21 08:03 floor*

You can remove an alias using the unalias builtin. When the zap alias is removed, it is no longer displayed by the alias builtin, and its subsequent use results in an error message: $ unalias zap

$ alias

alias ll='ls -l' 

alias l='ls -ltr' 

alias ls='ls -F' 

$ zap maptax.icn

bash: zap: command not found

Functions

A shell function (tcsh does not have functions) is similar to a shell script in that it stores a series of commands for execution at a later time. However, because the shell stores a function in the computer’s main memory (RAM) instead of in a file on the disk, the shell can access it more quickly than the shell can access a script. The shell also preprocesses (parses) a function so it starts more quickly than a script. Finally the shell executes a shell function in the same shell that called it. If you define too many functions, the overhead of starting a subshell (as when you run a (364)

script) can become unacceptable. 

You can declare a shell function in the ~/.bash_profile startup file, in the script that uses it, or directly from the command line. You can remove functions using the unset builtin. The shell does not retain functions after you log out. 

Tip:Removing variables and functions that have the same name

If you have a shell variable and a function that have the same name, using unset removes the shell variable. If you then use unset again with the same name, it removes the function. 

The syntax that declares a shell function is

 [function] function-name () { 

 commands 

 }

where the word  function is optional (and is frequently omitted; it is not portable),  function-name

is the name you use to call the function, and  commands comprise the list of commands the function executes when you call it. The  commands can be anything you would include in a shell script, including calls to other functions. 

The opening brace ({) can appear on the line following the function name. Aliases and variables are expanded when a function is read, not when it is executed. You can use the break statement (page 457) within a function to terminate its execution. 

You can declare a function on a single line. Because the closing brace must appear as a separate command, you must place a semicolon before the closing brace when you use this syntax: $ say_hi() { echo "hi" ; }

$ say_hi

hi

Shell functions are useful as a shorthand as well as to define special commands. The following function starts a process named process in the background, with the output normally displayed by process being saved in .process.out. 

start_process() {

process > .process.out 2>&1 & 

}

The next example creates a simple function that displays the date, a header, and a list of the people who are logged in on the system. This function runs the same commands as the whoson script described on page 295. In this example the function is being entered from the keyboard. 

The greater than (> ) signs are secondary shell prompts (PS2); do not enter them. 

$ function whoson () {

> date

> echo "Users Currently Logged On" 

> who

> }

$ whoson
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Thurs Aug 9 15:44:58 PDT 2018

Users Currently Logged On

hls     console       2018-08-08 08:59 (:0)

max     pts/4         2018-08-08 09:33 (0.0)

zach    pts/7         2018-08-08 09:23 (guava)

Function local variables

You can use the local builtin only within a function. This builtin causes its arguments to be local to the function it is called from and its children. Without local, variables declared in a function are available to the shell that called the function (functions are run in the shell they are called from). The following function demonstrates the use of local. 

$ demo () {

> x=4

> local y=8

> echo "demo: $x $y" 

> }

$ demo

demo: 4 8

$ echo $x

4

$ echo $y

$

The demo function, which is entered from the keyboard, declares two variables, x and y, and displays their values. The variable x is declared with a normal assignment statement while y is declared using local. After running the function, the shell that called the function has access to x but knows nothing of y. See page 492 for another example of function local variables. 

Export a function

An export –f command places the named function in the environment so it is available to child processes. 

Functions in startup files

If you want the whoson function to be available without having to enter it each time you log in, put its definition in ~/.bash_profile. Then run .bash_profile, using the .  (dot) command to put the changes into effect immediately:

$ cat ~/.bash_profile

export TERM=vt100

stty kill '^u' 

whoson () {

date

echo "Users Currently Logged On" 

who

}

$ . ~/.bash_profile
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You can specify arguments when you call a function. Within the function these arguments are available as positional parameters (page 474). The following example shows the arg1 function entered from the keyboard:

$ arg1 ( ) { echo "$1" ; }

$ arg1 first_arg

first_arg

See the function switch () on page 290 for another example of a function. 

optional

The following function allows you to place variables in the environment (export them) using tcsh syntax. The env utility lists all environment variables and their values and verifies that setenv worked correctly:

$ cat .bash_profile

... # setenv - keep tcsh users happy

setenv() {

if [ $# -eq 2 ]

then

eval $1=$2

export $1

else

echo "Usage: setenv NAME VALUE" 1>&2

fi

}

$ . ~/.bash_profile

$ setenv TCL_LIBRARY /usr/local/lib/tcl

$ env | grep TCL_LIBRARY

TCL_LIBRARY=/usr/local/lib/tcl

eval

The $# special parameter (page 480) takes on the value of the number of command-line arguments. This function uses the eval builtin to force bash to scan the command $1=$2  twice. 

Because $1=$2 begins with a dollar sign ($), the shell treats the entire string as a single token—a command. With variable substitution performed, the command name becomes

TCL_LIBRARY=/usr/local/lib/tcl, which results in an error. With eval, a second scanning splits the string into the three desired tokens, and the correct assignment occurs. See page 504 for more information on eval. 

Controlling bash: Features and Options

This section explains how to control bash features and options using command-line options and the set and shopt builtins. The shell sets flags to indicate which options are set (on) and expands $– to a list of flags that are set; see page 482 for more information. 

bash Command-Line Options

You can specify short and long command-line options. Short options consist of a hyphen (367)



followed by a letter; long options have two hyphens followed by multiple characters. Long options must appear before short options on a command line that calls bash. Table 8-12 lists some commonly used command-line options. 

Table 8-12 bash command-line options

Shell Features

You can control the behavior of the Bourne Again Shell by turning features on and off. Different methods turn different features on and off: The set builtin controls one group of features, and the shopt builtin controls another group. You can also control many features from the command line you use to call bash. 

Tip:Features, options, variables, attributes? 

To avoid confusing terminology, this book refers to the various shell behaviors that you can control as  features. The bash info page refers to them as “options” and “values of variables controlling optional shell behavior.” In some places you might see them referred to as  attributes. 

set ±o: Turns Shell Features On and Off

The set builtin, when used with the –o or +o option, enables, disables, and lists certain bash (368)

features (the set builtin in tcsh works differently). For example, the following command turns on the noclobber feature (page 141):

$ set -o noclobber

You can turn this feature off (the default) by giving this command:

$ set +o noclobber

The command set –o without an option lists each of the features controlled by set, followed by its state (on or off). The command set +o without an option lists the same features in a form you can use as input to the shell. Table 8-13 lists bash features. This table does not list the –i option because you cannot set it. The shell sets this option when it is invoked as an interactive shell. See page 476 for a discussion of other uses of set. 

shopt: Turns Shell Features On and Off

The shopt (shell option) builtin (not in tcsh) enables, disables, and lists certain bash features that control the behavior of the shell. For example, the following command causes bash to include filenames that begin with a period (. ) when it expands ambiguous file references (the –s stands for  set):

$ shopt -s dotglob

You can turn this feature off (the default) by giving the following command (the –u stands for unset):

$ shopt -u dotglob

The shell displays how a feature is set if you give the name of the feature as the only argument to shopt:

$ shopt dotglob dotglob off

Without any options or arguments, shopt lists the features it controls and their states. The command shopt –s without an argument lists the features controlled by shopt that are set or on. 

The command shopt –u lists the features that are unset or off. Table 8-13 lists bash features. 

Tip:Setting set ±o features using shopt

You can use shopt to set/unset features that are otherwise controlled by set ±o. Use the regular shopt syntax using –s or –u and include the –o option. For example, the following command turns on the noclobber feature:

$ shopt -o -s noclobber

Table 8-13 bash features

(369)



(370)



(371)





(372)



Processing the Command Line

Whether you are working interactively or running a shell script, bash needs to read a command line before it can start processing it—bash always reads at least one line before processing a command. Some bash builtins, such as if and case, as well as functions and quoted strings, span multiple lines. When bash recognizes a command that covers more than one line, it reads the entire command before processing it. In interactive sessions, bash prompts with the secondary prompt (PS2, >  by default; page 321) as you type each line of a multiline command until it recognizes the end of the command:

$ ps -ef |

> grep emacs

zach      26880 24579 1 14:42 pts/10  00:00:00 emacs notes

zach      26890 24579 0 14:42 pts/10  00:00:00 grep emacs

$ function hello () {

> echo hello there

> }

$

For more information refer to “Implicit Command-Line Continuation” on page 516. After reading a command line, bash applies history expansion and alias substitution to the command line. 

History Expansion

“Reexecuting and Editing Commands” on page 339 discusses the commands you can give to modify and reexecute command lines from the history list. History expansion is the process bash uses to turn a history command into an executable command line. For example, when you enter the command !! , history expansion changes that command line so it is the same as the previous one. History expansion is turned on by default for interactive shells; set +o histexpand turns it off. History expansion does not apply to noninteractive shells (shell scripts). 
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Alias Substitution

Aliases (page 354) substitute a string for the first word of a simple command. By default, alias substitution is turned on for interactive shells and off for noninteractive shells; shopt –u expand_aliases turns it off. 

Parsing and Scanning the Command Line

After processing history commands and aliases, bash does not execute the command immediately. One of the first things the shell does is to  parse (isolate strings of characters in) the command line into tokens (words). After separating tokens and before executing the command, the shell scans the tokens and performs  command-line expansion. 

Command-Line Expansion

Both interactive and noninteractive shells transform the command line using  command-line expansion before passing the command line to the program being called. You can use a shell without knowing much about command-line expansion, but you can use what a shell has to offer to a better advantage with an understanding of this topic. This section covers Bourne Again Shell command-line expansion; TC Shell command-line expansion is covered starting on page 388. 

The Bourne Again Shell scans each token for the various types of expansion and substitution in the following order. Most of these processes expand a word into a single word. Only brace expansion, word splitting, and pathname expansion can change the number of words in a command (except for the expansion of the variable "$@" — see page 479). 

1. Brace expansion (next page)

2. Tilde expansion (page 369)

3. Parameter and variable expansion (page 370)

4. Arithmetic expansion (page 370)

5. Command substitution (page 372)

6. Word splitting (page 374)

7. Pathname expansion (page 374)

8. Process substitution (page 375)

9. Quote removal (page 376)

Order of Expansion

The order in which bash carries out these steps affects the interpretation of commands. For example, if you set a variable to a value that looks like the instruction for output redirection and then enter a command that uses the variable’s value to perform redirection, you might expect bash to redirect the output. 
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$ SENDIT="> /tmp/saveit" 

$ echo xxx $SENDIT

xxx > /tmp/saveit

$ cat /tmp/saveit

cat: /tmp/saveit: No such file or directory

In fact, the shell does  not redirect the output—it recognizes input and output redirection before it evaluates variables. When it executes the command line, the shell checks for redirection and, finding none, evaluates the SENDIT variable. After replacing the variable with > /tmp/saveit, bash passes the arguments to echo, which dutifully copies its arguments to standard output. No

/tmp/saveit file is created. 

Tip:Quotation marks can alter expansion

Double and single quotation marks cause the shell to behave differently when performing expansions. Double quotation marks permit parameter and variable expansion but suppress other types of expansion. Single quotation marks suppress all types of expansion. 

Brace Expansion

 Brace expansion, which originated in the C Shell, provides a convenient way to specify a series of strings or numbers. Although brace expansion is frequently used to specify filenames, the mechanism can be used to generate arbitrary strings; the shell does not attempt to match the brace notation with the names of existing files. Brace expansion is turned on in interactive and noninteractive shells by default; you can turn it off using set +o braceexpand. The shell also uses braces to isolate variable names (page 314). 

The following example illustrates how brace expansion works. The ls command does not display any output because there are no files in the working directory. The echo builtin displays the strings the shell generates using brace expansion. 

$ ls

$ echo chap_{one,two,three}.txt

chap_one.txt chap_two.txt chap_three.txt

The shell expands the comma-separated strings inside the braces on the command line into a SPACE-separated list of strings. Each string from the list is prepended with the string chap_, called the  preamble, and appended with the string .txt, called the  postscript. Both the preamble and the postscript are optional. The left-to-right order of the strings within the braces is preserved in the expansion. For the shell to treat the left and right braces specially and for brace expansion to occur, at least one comma must be inside the braces and no unquoted whitespace can appear inside the braces. You can nest brace expansions. 

Brace expansion  can match filenames. This feature is useful when there is a long preamble or postscript. The following example copies four files—main.c, f1.c, f2.c, and tmp.c—located in the /usr/local/src/C directory to the working directory:

$ cp /usr/local/src/C/{main,f1,f2,tmp}.c . 

You can also use brace expansion to create directories with related names: $ ls -F
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file1 file2 file3

$ mkdir vrs{A,B,C,D,E}

$ ls -F

file1 file2 file3 vrsA/ vrsB/ vrsC/ vrsD/ vrsE/

The –F option causes ls to display a slash (/) after a directory and an asterisk (*) after an executable file. If you tried to use an ambiguous file reference instead of braces to specify the directories, the result would be different (and not what you wanted):

$ rmdir vrs*

$ mkdir vrs[A-E]

$ ls -F

file1 file2 file3 vrs[A-E]/

An ambiguous file reference matches the names of existing files. In the preceding example, because it found no filenames matching vrs[A–E], bash passed the ambiguous file reference to mkdir, which created a directory with that name. Brackets in ambiguous file references are discussed on page 154. 

Sequence expression

Under newer versions of bash, brace expansion can include a sequence expression to generate a sequence of characters. It can generate a sequential series of numbers or letters using the following syntax:

 {n1. .  n2[. .  incr]}

where  n1 and  n2 are numbers or single letters and  incr is a number. This syntax works on bash version 4.0+; give the command echo $BASH_VERSION to see which version you are using. 

The  incr does not work under macOS. When you specify invalid arguments, bash copies the arguments to standard output. Following are some examples:

$ echo {4..8}

4 5 6 7 8

$ echo {8..16..2}

8 10 12 14 16

$ echo {a..m..3}

a d g j m

$ echo {a..m..b}

{a..m..b}

$ echo {2..m}

{2..m}

See page 504 for a way to use variables to specify the values used by a sequence expression. 

Page 448 shows an example in which a sequence expression is used to specify step values in a for...in loop. 

seq

Older versions of bash do not support sequence expressions. Although you can use the seq utility to perform a similar function, seq does not work with letters and displays an error when given invalid arguments. The seq utility uses the following syntax:
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 seq n1 [incr] n2

The –s option causes seq to use the specified character to separate its output. Following are some examples:

$ seq 4 8

4

5

6

7

8

$ seq -s\ 8 2 16

8 10 12 14 16

$ seq a d

seq: invalid floating point argument: a

Try 'seq --help' for more information. 

Tilde Expansion

Chapter 4 introduced a shorthand notation to specify your home directory or the home directory of another user. This section provides a more detailed explanation of  tilde expansion. 

The tilde (~) is a special character when it appears at the start of a token on a command line. 

When it sees a tilde in this position, bash looks at the following string of characters—up to the first slash (/) or to the end of the word if there is no slash—as a possible username. If this possible username is null (that is, if the tilde appears as a word by itself or if it is immediately followed by a slash), the shell substitutes the value of the HOME variable for the tilde. The following example demonstrates this expansion, where the last command copies the file named letter from Max’s home directory to the working directory:

$ echo $HOME

/home/max

$ echo ~

/home/max

$ echo ~/letter

/home/max/letter

$ cp ~/letter . 

If the string of characters following the tilde forms a valid username, the shell substitutes the path of the home directory associated with that username for the tilde and name. If the string is not null and not a valid username, the shell does not make any substitution: $ echo ~zach

/home/zach

$ echo ~root

/root

$ echo ~xx

~xx
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Tildes are also used in directory stack manipulation (page 307). In addition, ~+ is a synonym for PWD (the name of the working directory), and ~– is a synonym for OLDPWD (the name of the previous working directory). 

Parameter and Variable Expansion

On a command line, a dollar sign ($) that is not followed by an open parenthesis introduces parameter or variable expansion.  Parameters include both command-line, or positional, parameters (page 474) and special parameters (page 480).  Variables include both user-created variables (page 312) and keyword variables (page 317). The bash man and info pages do not make this distinction. 

The shell does not expand parameters and variables that are enclosed within single quotation marks and those in which the leading dollar sign is escaped (i.e., preceded with a backslash). The shell does expand parameters and variables enclosed within double quotation marks. 

Arithmetic Expansion

The shell performs  arithmetic expansion by evaluating an arithmetic expression and replacing it with the result. See page 402 for information on arithmetic expansion under tcsh. Under bash the syntax for arithmetic expansion is

 $((expression))

The shell evaluates  expression and replaces  $((expression)) with the result. This syntax is similar to the syntax used for command substitution [ $(... )] and performs a parallel function. You can use  $((expression)) as an argument to a command or in place of any numeric value on a command line. 

The rules for forming  expression are the same as those found in the C programming language; all standard C arithmetic operators are available (see Table 10-8 on page 512). Arithmetic in bash is done using integers. Unless you use variables of type integer (page 317) or actual integers, however, the shell must convert string-valued variables to integers for the purpose of the arithmetic evaluation. 

You do not need to precede variable names within  expression with a dollar sign ($). In the following example, after read (page 494) assigns the user’s response to age, an arithmetic expression determines how many years are left until age 100:

$ cat age_check

#!/bin/bash

read -p "How old are you? " age

echo "Wow, in $((100-age)) years, you'll be 100!" 

$ ./age_check

How old are you? 55

Wow, in 45 years, you'll be 100! 

You do not need to enclose the  expression within quotation marks because bash does not perform pathname expansion until later. This feature makes it easier for you to use an asterisk (*) for multiplication, as the following example shows:
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$ echo There are $((60*60*24*365)) seconds in a non-leap year. 

There are 31536000 seconds in a non-leap year. 

The next example uses wc, cut, arithmetic expansion, and command substitution (page 372) to estimate the number of pages required to print the contents of the file letter.txt. The output of the wc (word count) utility (page 1029) used with the –l option is the number of lines in the file, in columns (character positions) 1 through 4, followed by a SPACE and the name of the file (the first command following). The cut utility (page 790) with the –c1–4 option extracts the first four columns. 

$ wc -l letter.txt

351 letter.txt

$ wc -l letter.txt | cut -c1-4

351

The dollar sign and single parenthesis instruct the shell to perform command substitution; the dollar sign and double parentheses indicate arithmetic expansion:

$ echo $(( $(wc -l letter.txt | cut -c1-4)/66 + 1))

6

The preceding example sets up a pipeline that sends standard output from wc to standard input of cut. Because of command substitution, the output of both commands replaces the commands between the $( and the matching ) on the command line. Arithmetic expansion then divides this number by 66, the number of lines on a page. A 1 is added because integer division discards remainders. 

Tip: Fewer dollar signs ($)

When you specify variables within $(( and )), the dollar signs that precede individual variable references are optional. This format also allows you to include whitespace around operators, making expressions easier to read. 

$ x=23 y=37

$ echo $(( 2 * $x + 3 * $y ))

157

$ echo $(( 2 * x + 3 * y ))

157

Another way to get the same result without using cut is to redirect the input to wc instead of having wc get its input from a file you name on the command line. When you redirect its input, wc does not display the name of the file:

$ wc -l < letter.txt

351

It is common practice to assign the result of arithmetic expansion to a variable: $ numpages=$(( $(wc -l < letter.txt)/66 + 1))

let builtin

The let builtin (not in tcsh) evaluates arithmetic expressions just as the $(( )) syntax does. The (379)

following command is equivalent to the preceding one:

$ let "numpages=$(wc -l < letter.txt)/66 + 1" 

The double quotation marks keep the SPACEs (both those you can see and those that result from the command substitution) from separating the expression into separate arguments to let. The value of the last expression determines the exit status of let. If the value of the last expression is 0, the exit status of let is 1; otherwise, the exit status is 0. 

You can supply let with multiple arguments on a single command line:

$ let a=5+3 b=7+2

$ echo $a $b

8 9

When you refer to variables when doing arithmetic expansion with let or $(( )), the shell does not require a variable name to begin with a dollar sign ($). Nevertheless, it is a good practice to do so for consistency, because in most places you must precede a variable name with a dollar sign. 

Command Substitution

 Command substitution replaces a command with the output of that command. The preferred syntax for command substitution under bash is

 $(command)

Under bash you can also use the following, older syntax, which is the only syntax allowed under tcsh:

‘ command‘

The shell executes  command within a subshell and replaces  command, along with the surrounding punctuation, with standard output of  command. Standard error of  command is not affected. 

In the following example, the shell executes pwd and substitutes the output of the command for the command and surrounding punctuation. Then the shell passes the output of the command, which is now an argument, to echo, which displays it. 

$ echo $(pwd)

/home/max

The next script assigns the output of the pwd builtin to the variable where and displays a message containing the value of this variable:

$ cat where

where=$(pwd)

echo "You are using the $where directory." 

$ ./where

You are using the /home/zach directory. 

Although it illustrates how to assign the output of a command to a variable, this example is not (380)

realistic. You can more directly display the output of pwd without using a variable: $ cat where2

echo "You are using the $(pwd) directory." 

$ ./where2

You are using the /home/zach directory. 

The following command uses find to locate files with the name README in the directory tree rooted at the working directory. This list of files is standard output of find and becomes the list of arguments to ls. 

$ ls -l $(find . -name README -print)

The next command line shows the older ‘ command‘ syntax:

$ ls -l ‘find . -name README -print‘

One advantage of the newer syntax is that it avoids the rather arcane rules for token handling, quotation mark handling, and escaped back ticks within the old syntax. Another advantage of the new syntax is that it can be nested, unlike the old syntax. For example, you can produce a long listing of all README files whose size exceeds the size of ./README using the following command:

$ ls -l $(find . 

-name README -size +$(echo $(cat ./README | wc -c)c ) -print )

Try giving this command after giving a set –x command (page 446) to see how bash expands it. 

If there is no README file, the command displays the output of ls –l. 

For additional scripts that use command substitution, see pages 443, 462, and 503. 

Tip: $(( versus $(

The symbols $(( constitute a single token. They introduce an arithmetic expression, not a command substitution. Thus, if you want to use a parenthesized subshell (page 303) within $(), you must put a SPACE between the $( and the following (. 

Word Splitting

The results of parameter and variable expansion, command substitution, and arithmetic expansion are candidates for word splitting. Using each character of IFS (page 322) as a possible delimiter, bash splits these candidates into words or tokens. If IFS is unset, bash uses its default value (SPACE-TAB-NEWLINE). If IFS is null, bash does not split words. 

Pathname Expansion

 Pathname expansion (page 151), also called  filename generation or  globbing, is the process of interpreting ambiguous file references and substituting the appropriate list of filenames. Unless noglob (page 364) is set, the shell performs this function when it encounters an ambiguous file reference—a token containing any of the unquoted characters *, ? , [, or ]. If bash cannot locate any files that match the specified pattern, the token with the ambiguous file reference remains unchanged. The shell does not delete the token or replace it with a null string but rather passes it (381)

to the program as is (except see nullglob on page 365). The TC Shell generates an error message. 

In the first echo command in the following example, the shell expands the ambiguous file reference tmp* and passes three tokens (tmp1, tmp2, and tmp3) to echo. The echo builtin displays the three filenames it was passed by the shell. After rm removes the three tmp* files, the shell finds no filenames that match tmp* when it tries to expand it. It then passes the unexpanded string to the echo builtin, which displays the string it was passed. 

$ ls

tmp1 tmp2 tmp3

$ echo tmp*

tmp1 tmp2 tmp3

$ rm tmp*

$ echo tmp*

tmp*

By default, the same command causes the TC Shell to display an error message: tcsh $ echo tmp*

echo: No match

A period that either starts a pathname or follows a slash (/) in a pathname must be matched explicitly unless you have set dotglob (page 363). The option nocaseglob (page 364) causes ambiguous file references to match filenames without regard to case. 

Quotation marks

Putting double quotation marks around an argument causes the shell to suppress pathname and all other kinds of expansion except parameter and variable expansion. Putting single quotation marks around an argument suppresses all types of expansion. The second echo command in the following example shows the variable $max between double quotation marks, which allow variable expansion. As a result the shell expands the variable to its value: sonar. This expansion does not occur in the third echo command, which uses single quotation marks. Because neither single nor double quotation marks allow pathname expansion, the last two commands display the unexpanded argument tmp*. 

$ echo tmp* $max

tmp1 tmp2 tmp3 sonar

$ echo "tmp* $max" 

tmp* sonar

$ echo 'tmp* $max' 

tmp* $max

The shell distinguishes between the value of a variable and a reference to the variable and does not expand ambiguous file references if they occur in the value of a variable. As a consequence you can assign to a variable a value that includes special characters, such as an asterisk (*). 

Levels of expansion

In the next example, the working directory has three files whose names begin with letter. When you assign the value letter* to the variable var, the shell does not expand the ambiguous file reference because it occurs in the value of a variable (in the assignment statement for the (382)

variable). No quotation marks surround the string letter*; context alone prevents the expansion. 

After the assignment the set builtin (with the help of grep) shows the value of var to be letter*. 

$ ls letter*

letter1 letter2 letter3

$ var=letter*

$ set | grep var

var='letter*' 

$ echo '$var' 

$var

$ echo "$var" 

letter* $ echo $var

letter1 letter2 letter3

The three echo commands demonstrate three levels of expansion. When $var is quoted with single quotation marks, the shell performs no expansion and passes the character string $var to echo, which displays it. With double quotation marks, the shell performs variable expansion only and substitutes the value of the var variable for its name, preceded by a dollar sign. No pathname expansion is performed on this command because double quotation marks suppress it. In the final command, the shell, without the limitations of quotation marks, performs variable substitution and then pathname expansion before passing the arguments to echo. 

Process Substitution

The Bourne Again Shell can replace filename arguments with processes. An argument with the syntax  <(command) causes  command to be executed and the output to be written to a named pipe (FIFO). The shell replaces that argument with the name of the pipe. If that argument is then used as the name of an input file during processing, the output of  command is read. Similarly an argument with the syntax  >(command) is replaced by the name of a pipe that  command reads as standard input. 

The following example uses sort (page 971) with the –m (merge, which works correctly only if the input files are already sorted) option to combine two word lists into a single list. Each word list is generated by a pipe that extracts words matching a pattern from a file and sorts the words in that list. 

$ sort -m -f <(grep "[^A-Z]..$" memo1 | sort) <(grep ".*aba.*" memo2 |sort) Quote Removal

After bash finishes with the preceding list, it performs  quote removal. This process removes from the command line single quotation marks, double quotation marks, and backslashes that are not a result of an expansion. 

Chapter Summary

The shell is both a command interpreter and a programming language. As a command interpreter, it executes commands you enter in response to its prompt. As a programming language, it executes commands from files called shell scripts. When you start a shell, it typically runs one or more startup files. 

(383)

Running a shell script

When the file holding a shell script is in the working directory, there are three basic ways to execute the shell script from the command line. 

1. Type the simple filename of the file that holds the script. 

2. Type an absolute or relative pathname, including the simple filename preceded by ./. 

3. Type bash or tcsh followed by the name of the file. 

Technique 1 requires the working directory to be in the PATH variable. Techniques 1 and 2

require you to have execute and read permission for the file holding the script. Technique 3

requires you to have read permission for the file holding the script. 

Job control

A job is another name for a process running a pipeline (which can be a simple command). You can bring a job running in the background into the foreground using the fg builtin. You can put a foreground job into the background using the bg builtin, provided you first suspend the job by pressing the suspend key (typically CONTROL-Z). Use the jobs builtin to display the list of jobs that are running in the background or are suspended. 

Variables

The shell allows you to define variables. You can declare and initialize a variable by assigning a value to it; you can remove a variable declaration using unset.  Shell variables are local to the process they are defined in. Environment variables are global and are placed in the environment using the export (bash) or setenv (tcsh) builtin so they are available to child processes. Variables you declare are called  user-created variables. The shell defines  keyword variables. Within a shell script you can work with the  positional (command-line) parameters the script was called with. 

Locale

Locale specifies the way locale-aware programs display certain kinds of data, such as times and dates, money and other numeric values, telephone numbers, and measurements. It can also specify collating sequence and printer paper size. 

Process

Each process is the execution of a single command and has a unique identification (PID) number. 

When you give the shell a command, it forks a new (child) process to execute the command (unless the command is built into the shell). While the child process is running, the shell is in a state called sleep. By ending a command line with an ampersand (& ), you can run a child process in the background and bypass the sleep state so the shell prompt returns immediately after you press RETURN. Each command in a shell script forks a separate process, each of which might in turn fork other processes. When a process terminates, it returns its exit status to its parent process. An exit status of zero signifies success; a nonzero value signifies failure. 

History

The history mechanism maintains a list of recently issued command lines called  events, that provides a way to reexecute previous commands quickly. There are several ways to work with (384)

the history list; one of the easiest is to use a command-line editor. 

Command-line editors

When using an interactive Bourne Again Shell, you can edit a command line and commands from the history list, using either of the Bourne Again Shell’s command-line editors (vim or emacs). When you use the vim command-line editor, you start in Input mode, unlike with the stand-alone version of vim. You can switch between Command and Input modes. The emacs editor is modeless and distinguishes commands from editor input by recognizing control characters as commands. 

Aliases

An alias is a name the shell translates into another name or command. Aliases allow you to define new commands by substituting a string for the first token of a simple command. The Bourne Again and TC Shells use different syntaxes to define an alias, but aliases in both shells work similarly. 

Functions

A shell function is a series of commands that, unlike a shell script, is parsed prior to being stored in memory. As a consequence shell functions run faster than shell scripts. Shell scripts are parsed at runtime and are stored on disk. A function can be defined on the command line or within a shell script. If you want the function definition to remain in effect across login sessions, you can define it in a startup file. Like functions in many programming languages, a shell function is called by giving its name followed by any arguments. 

Shell features

There are several ways to customize the shell’s behavior. You can use options on the command line when you call bash. You can also use the bash set and shopt builtins to turn features on and off. 

Command-line expansion

When it processes a command line, the Bourne Again Shell replaces some words with expanded text. Most types of command-line expansion are invoked by the appearance of a special character within a word (for example, the leading dollar sign that denotes a variable). Table 8-6 on page 326 lists these special characters. The expansions take place in a specific order. Following the history and alias expansions, the common expansions are parameter and variable expansion, command substitution, and pathname expansion. Surrounding a word with double quotation marks suppresses all types of expansion except parameter and variable expansion. Single quotation marks suppress all types of expansion, as does quoting (escaping) a special character by preceding it with a backslash. 

Exercises

1. Explain the following unexpected result:

$ whereis date

date: /bin/date ... 
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$ echo $PATH

.:/usr/local/bin:/usr/bin:/bin

$ cat > date

echo "This is my own version of date." 

$ ./date

Sun May 21 11:45:49 PDT 2017

2. What are two ways you can execute a shell script when you do not have execute permission for the file containing the script? Can you execute a shell script if you do not have read permission for the file containing the script? 

3. What is the purpose of the PATH variable? 

a. Set the PATH variable and place it in the environment so it causes the shell to search the following directories in order:

• /usr/local/bin

• /usr/bin

• /bin

• /usr/kerberos/bin

• The bin directory in your home directory

• The working directory

b. If there is an executable file named doit in /usr/bin and another file with the same name in your ~/bin directory, which one will be executed? 

c. If your PATH variable is not set to search the working directory, how can you execute a program located there? 

d. Which command can you use to add the directory /usr/games to the end of the list of directories in PATH? 

4. Assume you have made the following assignment:

$ person=zach

Give the output of each of the following commands. 

a.  echo $person

b.  echo '$person' 

c.  echo "$person" 

5. The following shell script adds entries to a file named journal-file in your home directory. 

This script helps you keep track of phone conversations and meetings. 

$ cat journal
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# journal: add journal entries to the file

# $HOME/journal-file

file=$HOME/journal-file

date >> $file

echo -n "Enter name of person or group: " 

read name

echo "$name" >> $file

echo >> $file

cat >> $file

echo "----------------------------------------------------" >> $file

echo >> $file

a. What do you have to do to the script to be able to execute it? 

b. Why does the script use the read builtin the first time it accepts input from the terminal and the cat utility the second time? 

6. Assume the /home/zach/grants/biblios and /home/zach/biblios directories exist. Specify Zach’s working directory after he executes each sequence of commands. Explain what happens in each case. 

a. $ pwd

/home/zach/grants

$ CDPATH=$(pwd)

$ cd $ cd biblios

b. $ pwd

/home/zach/grants

$ CDPATH=$(pwd)

$ cd $HOME/biblios

7. Name two ways you can identify the PID number of the login shell. 

8. Enter the following command:

$ sleep 30 | cat /etc/services

Is there any output from sleep? Where does cat get its input from? What has to happen before the shell will display a prompt? 

Advanced Exercises

9. Write a sequence of commands or a script that demonstrates variable expansion occurs before pathname expansion. 

10. Write a shell script that outputs the name of the shell executing it. 

11. Explain the behavior of the following shell script:

$ cat quote_demo

twoliner="This is line 1. 

This is line 2." 
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echo "$twoliner" 

echo $twoliner

a. How many arguments does each echo command see in this script? Explain. 

b. Redefine the IFS shell variable so the output of the second echo is the same as the first. 

12. Add the exit status of the previous command to your prompt so it behaves similarly to the following:

$ [0] ls xxx

ls: xxx: No such file or directory

$ [1]

13. The dirname utility treats its argument as a pathname and writes to standard output the path prefix—that is, everything up to but not including the last component:

$ dirname a/b/c/d

a/b/c

If you give dirname a simple filename (no / characters) as an argument, dir-name writes a .  to standard output:

$ dirname simple

. 

Implement dirname as a bash function. Make sure it behaves sensibly when given such arguments as /. 

14. Implement the basename utility, which writes the last component of its pathname argument to standard output, as a bash function. For example, given the pathname a/b/c/d, basename writes d to standard output:

$ basename a/b/c/d

d

15. The Linux basename utility has an optional second argument. If you give the command basename  path suffix, basename removes the  suffix and the prefix from  path: $ basename src/shellfiles/prog.bash .bash

prog

$ basename src/shellfiles/prog.bash .c

prog.bash

Add this feature to the function you wrote for exercise 14. 
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The TC Shell (tcsh)

In This Chapter

Shell Scripts

Entering and Leaving the TC Shell

Features Common to the Bourne Again and TC Shells

Redirecting Standard Error

Word Completion

Editing the Command Line

Variables

Reading User Input

Control Structures

Builtins

Objectives

After reading this chapter you should be able to:

Identify tcsh startup files

Explain the function of the history, histfile, and savehist variables Set up an alias that uses a command-line argument

Redirect standard error and standard output of a script to two different files Set up and use filename, command, and variable completion

Correct command-line spelling errors

Explain and use the @ builtin to work with numeric variables

Explain the use of the noclobber variable

Use an if structure to evaluate the status of a file

Describe eight tcsh builtins
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The TC Shell (tcsh) performs the same function as the Bourne Again Shell and other shells: It provides an interface between you and the Linux operating system. The TC Shell is an interactive command interpreter as well as a high-level programming language. Although you use only one shell at any given time, you should be able to switch back and forth comfortably between shells as the need arises. In fact, you might want to run different shells in different windows. Chapters 8 and 10 apply to tcsh as well as to bash so they provide a good background for this chapter. This chapter explains tcsh features that are not found in bash and those that are implemented differently from their bash counterparts. The tcsh home page is www.tcsh.org. 

The TC Shell is an expanded version of the C Shell (csh), which originated on Berkeley UNIX. 

The “T” in TC Shell comes from the TENEX and TOPS-20 operating systems, which inspired command completion and other features in the TC Shell. A number of features not found in csh are present in tcsh, including file and username completion, command-line editing, and spelling correction. As with csh, you can customize tcsh to make it more tolerant of mistakes and easier to use. By setting the proper shell variables, you can have tcsh warn you when you appear to be accidentally logging out or overwriting a file. Many popular features of the original C Shell are now shared by bash and tcsh. 

Assignment statement

Although some of the functionality of tcsh is present in bash, differences arise in the syntax of some commands. For example, the tcsh assignment statement has the following syntax: set variable = value

Having SPACEs on either side of the equal sign, although illegal in bash, is allowed (but not mandatory) in tcsh. By convention shell variables in tcsh are generally named with lowercase letters, not uppercase (you can use either). If you reference an undeclared variable (one that has had no value assigned to it), tcsh generates an error message, whereas by default bash does not. 

Finally the default tcsh prompt is a greater than sign (> ), but it is frequently set to a single $

character followed by a SPACE. The examples in this chapter use a prompt of tcsh $ to avoid confusion with the bash prompt. 

Tip: Do not use tcsh as a programming language

If you have used UNIX and are comfortable with the C or TC Shell, you might want to use tcsh as your login shell. However, you might find that the TC Shell is not as good a programming language as bash. If you are going to learn only one shell programming language, learn bash. The Bourne Again Shell and dash (page 287), which is a subset of bash, are used throughout Linux to program many system administration scripts. 

Shell Scripts

The TC Shell can execute files containing tcsh commands, just as the Bourne Again Shell can execute files containing bash commands. Although the concepts of writing and executing scripts in the two shells are similar, the methods of declaring and assigning values to variables and the syntax of control structures are different. 

You can run bash and tcsh scripts while using any one of the shells as a command interpreter. 

Various methods exist for selecting the shell that runs a script. Refer to “#!  Specifies a Shell” on page 297 for more information. 
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If the first character of a shell script is a pound sign (#) and the following character is  not an exclamation point (! ), the TC Shell executes the script under tcsh. If the first character is anything other than #, tcsh calls the sh link to dash or bash to execute the script. 

Tip: echo : getting rid of the RETURN

The tcsh echo builtin accepts either a –n option or a trailing \c to get rid of the RETURN that echo normally displays at the end of a line. The bash echo builtin accepts only the –n option (refer to “read: Accepts User Input” on page 494). 

Tip: Shell game

When you are working with an interactive TC Shell, if you run a script in which # is  not the first character of the script and you call the script  directly (without preceding its name with tcsh), tcsh calls the sh link to dash or bash to run the script. The following script was written to be run under tcsh but, when called from a tcsh command line, is executed by bash. The set builtin (page 476) works differently under bash and tcsh. As a result the following example (from page 405) issues a prompt but does not wait for you to respond:

tcsh $ cat user_in

echo -n "Enter input: " 

set input_line = "$<" 

echo $input_line

tcsh $ user_in

Enter input:

Although in each case the examples are run from a tcsh command line, the following one calls tcsh explicitly so that tcsh executes the script and it runs correctly:

tcsh $ tcsh user_in

Enter input: here is some input

here is some input

Entering and Leaving the TC Shell

chsh

You can execute tcsh by giving the command tcsh. If you are not sure which shell you are using, use the ps utility to find out. It shows whether you are running tcsh, bash, sh (linked to bash), or possibly another shell. The finger command followed by your user-name displays the name of your login shell, which is stored in the /etc/passwd file. (macOS uses Open Directory [page 1070] in place of this file.) If you want to use tcsh as a matter of course, you can use the chsh (change shell) utility to change your login shell:

bash $ chsh

Changing shell for sam. 

Password:

New shell [/bin/bash]: /bin/tcsh

Shell changed. 

bash $

The shell you specify will remain in effect for your next login and all subsequent logins until you (391)

specify a different login shell. The /etc/passwd file stores the name of your login shell. 

You can leave tcsh in several ways. The approach you choose depends on two factors: whether the shell variable ignoreeof is set and whether you are using the shell that you logged in on (your login shell) or another shell that you created after you logged in. If you are not sure how to exit from tcsh, press CONTROL-D on a line by itself with no leading SPACEs, just as you would to terminate standard input to a program. You will either exit or receive instructions on how to exit. 

If you have not set ignoreeof (page 411) and it has not been set for you in a startup file, you can exit from any shell by using CONTROL-D (the same procedure you use to exit from the Bourne Again Shell). 

When ignoreeof is set, CONTROL-D does not work. The ignoreeof variable causes the shell to display a message telling you how to exit. You can always exit from tcsh by giving an exit command. A logout command allows you to exit from your login shell only. 

Startup Files

When you log in on the TC Shell, it automatically executes various startup files. These files are normally executed in the order described in this section, but you can compile tcsh so that it uses a different order. You must have read access to a startup file to execute the commands in it. See page 288 for information on bash startup files and page 1078 for information on startup files under macOS. 

/etc/csh.cshrc and /etc/csh.login

The shell first executes the commands in /etc/csh.cshrc and /etc/csh.login. A user working with root privileges can set up these files to establish systemwide default characteristics for tcsh users. They contain systemwide configuration information, such as the default path, the location to check for mail, and so on. 

.tcshrc and .cshrc

Next the shell looks for ~/.tcshrc or, if it does not exist, ~/.cshrc (~/ is shorthand for your home directory; page 89). You can use these files to establish variables and parameters that are specific to your shell. Each time you create a new shell, tcsh reinitializes these variables for the new shell. The following .tcshrc file sets several shell variables, establishes two aliases (page 391), and adds two directories to path—one at the beginning of the list and one at the end: tcsh $ cat ~/.tcshrc

set noclobber

set dunique

set ignoreeof

set history=256

set path = (~/bin $path /usr/games)

alias h history

alias ll ls -l

.history

Login shells rebuild the history list from the contents of ~/.history. If the histfile variable exists, tcsh uses the file that histfile points to in place of .history. 
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.login

Login shells read and execute the commands iñ/.login. This file contains commands that you want to execute once, at the beginning of each session. You can use setenv (page 400) to declare environment (global) variables here. You can also declare the type of terminal you are using and set some terminal characteristics in your .login file. 

tcsh $ cat ~/.login

setenv history 200

setenv mail /var/spool/mail/$user

if ( -z $DISPLAY ) then

setenv TERM vt100

else

setenv TERM xterm

endif

stty erase '^h' kill '^u' -lcase tab3

date '+Login on %A %B %d at %I:%M %p' 

The preceding .login file establishes the type of terminal you are using by setting the TERM

variable (the if statement [page 412] determines whether you are using a graphical interface and therefore which value should be assigned to TERM). It then runs stty (page 989) to set terminal characteristics and date (page 793) to display the time you logged in. 

/etc/csh.logout and .logout

The TC Shell runs the /etc/csh.logout and ~/.logout files, in that order, when you exit from a login shell. The following sample .logout file uses date to display the time you logged out. The sleep command ensures that echo has time to display the message before the system logs you out. 

The delay might be useful for dial-up lines that take some time to display the message. 

tcsh $ cat ~/.logout

date '+Logout on %A %B %d at %I:%M %p' 

sleep 5

Features Common to the Bourne Again and TC Shells

Most of the features common to both bash and tcsh are derived from the original C Shell:

• Command-line expansion (also called substitution; next page)

• History (next page)

• Aliases (page 391)

• Job control (page 392)

• Filename substitution (page 392)

• Directory stack manipulation (page 393)

• Command substitution (page 393)
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The chapters on bash discuss these features in detail. This section focuses on the differences between the bash and tcsh implementations. 

Command-Line Expansion (Substitution)

Refer to “Processing the Command Line” on page 365 for an introduction to command-line expansion in the Bourne Again Shell. The tcsh man page uses the term  substitution instead of expansion;  the latter is used by bash. The TC Shell scans each token on a command line for possible expansion in the following order:

1. History substitution (below)

2. Alias substitution (page 391)

3. Variable substitution (page 400)

4. Command substitution (page 393)

5. Filename substitution (page 392)

6. Directory stack substitution (page 393)

History

The TC Shell assigns a sequential  event number to each command line. You can display this event number as part of the tcsh prompt (refer to “prompt” on page 407). Examples in this section show numbered prompts when they help illustrate the behavior of a command. 

The history Builtin

As in bash, the tcsh history builtin displays the events in your history list. The list of events is ordered with the oldest events at the top. The last event in the history list is the history command that displayed the list. In the following history list, which is limited to ten lines by the argument of 10 to the history command, command 23 modifies the tcsh prompt to display the history event number. The time each command was executed appears to the right of the event number. 

32 $ history 10

23 23:59   set prompt = "! $ " 

24 23:59   ls -l

25 23:59   cat temp

26 0:00   rm temp

27 0:00   vim memo

28 0:00   lpr memo

29 0:00   vim memo

30 0:00   lpr memo

31 0:00   rm memo

32 0:00   history

History Expansion

The same event and word designators work in both shells. For example, !!  refers to the previous (394)





event in tcsh, just as it does in bash. The command !328 executes event number 328; !?txt? 

executes the most recent event containing the string txt. For more information refer to “Using an Exclamation Point (!) to Reference Events” on page 342. Table 9-1 lists the few tcsh word modifiers not found in bash. 

Table 9-1 Word modifiers

You can use more than one word modifier in a command. For instance, the a modifier, when used in combination with the u or l modifier, enables you to change the case of an entire word. 

tcsh $ echo $VERSION

VERSION: Undefined variable. 

tcsh $ echo !!:1:al

echo $version

tcsh 6.17.00 (Astron) 2009-07-10 (i386-intel-linux) options wide,nls, ... 

In addition to using event designators to access the history list, you can use the command-line editor to access, modify, and execute previous commands (page 397). 

Variables

The variables you set to control the history list in tcsh are different from those used in bash. 

Whereas bash uses HISTSIZE and HISTFILESIZE to determine the number of events that are preserved during and between sessions, respectively, tcsh uses history and savehist (Table 9-2) for these purposes. 

Table 9-2 History variables

history and savehist

When you exit from a tcsh shell, the most recently executed commands are saved in your

~/.history file. The next time you start the shell, this file initializes the history list. The value of the savehist variable determines the number of lines saved in the .history file (not necessarily the same as the history variable). If savehist is not set, tcsh does not save history information between sessions. The history and savehist variables must be shell variables (i.e., declared using (395)

set, not setenv). The history variable holds the number of events remembered during a session and the savehist variable holds the number remembered between sessions. See Table 9-2. 

If you set the value of history too high, it can use too much memory. If it is unset or set to zero, the shell does not save any commands. To establish a history list of the 500 most recent events, give the following command manually or place it in your ~/.tcshrc startup file: tcsh $ set history = 500

The following command causes tcsh to save the 200 most recent events across login sessions: tcsh $ set savehist = 200

You can combine these two assignments into a single command:

tcsh $ set history=500 savehist=200

After you set savehist, you can log out and log in again; the 200 most recent events from the previous login sessions will appear in your history list after you log back in. Set savehist in your

~/.tcshrc file if you want to maintain your event list from login to login. 

histlit

If you set the variable histlit (history literal), history displays the commands in the history list exactly as they were typed in, without any shell interpretation. The following example shows the effect of this variable (compare the lines numbered 32):

tcsh $ cat /etc/csh.cshrc

... 

tcsh $ cp !!:1 ~

cp /etc/csh.cshrc ~

tcsh $ set histlit

tcsh $ history

... 

31 9:35    cat /etc/csh.cshrc

32 9:35    cp !!:1 ~

33 9:35    set histlit

34 9:35    history

tcsh $ unset histlit

tcsh $ history

... 

31 9:35    cat /etc/csh.cshrc

32 9:35    cp /etc/csh.cshrc ~

33 9:35    set histlit

34 9:35    history

35 9:35    unset histlit

36 9:36    history

optional

The bash and tcsh Shells expand history event designators differently. If you give the command (396)

!250w, bash replaces it with command number 250 with a character w appended to it. In contrast, tcsh looks back through your history list for an event that begins with the string 250w to execute. 

The reason for the difference: bash interprets the first three characters of 250w as the number of a command, whereas tcsh interprets those characters as part of the search string 250w. (If the 250

stands alone, tcsh treats it as a command number.)

If you want to append w to command number 250, you can insulate the event number from the w by surrounding it with braces:

!{250}w

Aliases

The alias/unalias feature in tcsh closely resembles its counterpart in bash (page 354). However, the alias builtin has a slightly different syntax:

 alias name value

The following command creates an alias for ls:

tcsh $ alias ls "ls -lF" 

The tcsh alias allows you to substitute command-line arguments, whereas bash does not: tcsh $ alias nam "echo Hello, \!^ is my name" 

tcsh $ nam Sam

Hello, Sam is my name

The string \!* within an alias expands to all command-line arguments: tcsh $ alias sortprint "sort \!* | lpr" 

The next alias displays its second argument:

tcsh $ alias n2 "echo \!:2" 

To display a list of current aliases, give the command alias. To display the alias for a particular name, give the command alias followed by that name. 

Special Aliases

Some alias names, called  special aliases, have special meaning to tcsh. If you define an alias that uses one of these names, tcsh executes it automatically as explained in Table 9-3. Initially all special aliases are undefined. The following command sets the cwdcmd alias so it displays the name of the working directory when you change to a new working directory. The single quotation marks are critical in this example; see page 355. 

tcsh $ alias cwdcmd 'echo Working directory is now `pwd`' 

tcsh $ cd /etc

Working directory is now /etc

tcsh $

Table 9-3 Special aliases
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History Substitution in Aliases

You can substitute command-line arguments by using the history mechanism, where a single exclamation point represents the command line containing the alias. Modifiers are the same as those used by history (page 342). In the following example, the exclamation points are quoted so the shell does not interpret them when building the aliases:

21 $ alias last echo \!:$

22 $ last this is just a test

test

23 $ alias fn2 echo \!:2:t

24 $ fn2 /home/sam/test /home/zach/temp /home/barbara/new

temp

Event 21 defines for last an alias that displays the last argument. Event 23 defines for fn2 an alias that displays the simple filename, or tail, of the second argument on the command line. 

Job Control

Job control is similar in both bash (page 304) and tcsh. You can move commands between the foreground and the background, suspend jobs temporarily, and display a list of current jobs. The

% character references a job when it is followed by a job number or a string prefix that uniquely identifies the job. You will see a minor difference when you run a multiple-process command line in the background from each shell. Whereas bash displays only the PID number of the last background process in each job, tcsh displays the numbers for all processes belonging to a job. 

The example from page 305 looks like this under tcsh:

tcsh $ find . -print | sort | lpr & grep -l max /tmp/* > maxfiles & 

[1] 18839 18840 18841

[2] 18876

Filename Substitution

The TC Shell expands the characters *, ? , and [] in a pathname just as bash does (page 151). The

* matches any string of zero or more characters, ?  matches any single character, and [] defines a character class that matches single characters appearing between the brackets. 
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The TC Shell expands command-line arguments that start with a tilde (~) into filenames in much the same way that bash does (page 395), with the ~ standing for the user’s home directory or the home directory of the user whose name follows the tilde. The bash special expansionŝ+ and ~–

are not available in tcsh. 

Brace expansion (page 367) is available in tcsh. Like tilde expansion, it is regarded as an aspect of filename substitution even though brace expansion can generate strings that are not the names of existing files. 

globbing

In tcsh and its predecessor csh, the process of using patterns to match filenames is referred to as globbing and the pattern itself is called a  globbing pattern. If tcsh is unable to identify one or more files that match a globbing pattern, it reports an error (unless the pattern contains a brace). 

Setting the shell variable noglob suppresses filename substitution, including both tilde and brace interpretation. 

Manipulating the Directory Stack

Directory stack manipulation in tcsh does not differ much from that in bash (page 307). The dirs builtin displays the contents of the stack, and the pushd and popd builtins push directories onto and pop directories off of the stack. 

Command Substitution

The $(...) syntax for command substitution is  not available in tcsh. In its place you must use the original ‘...‘ syntax. Otherwise, the implementation in bash and tcsh is identical. Refer to page 372 for more information on command substitution. 

Redirecting Standard Error

Both bash and tcsh use a greater than symbol (> ) to redirect standard output, but tcsh does  not use the bash notation 2>  to redirect standard error. Under tcsh you use a greater than symbol followed by an ampersand (>& ) to combine and redirect standard output and standard error. 

Although you can use this notation under bash, few people do. The following examples, like the bash examples on page 292, reference file x, which does not exist, and file y, which contains a single line:

tcsh $ cat x

cat: x: No such file or directory

tcsh $ cat y

This is y. 

tcsh $ cat x y >& hold

tcsh $ cat hold

cat: x: No such file or directory

This is y. 

With an argument of y in the preceding example, cat sends a string to standard output. An argument of x causes cat to send an error message to standard error. 
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Unlike bash, tcsh does not provide a simple way to redirect standard error separately from standard output. A work-around frequently provides a reasonable solution. The following example runs cat with arguments of x and y in a subshell (the parentheses ensure that the command within them runs in a subshell; page 303). Also within the subshell, a >  redirects standard output to the file outfile. Output sent to standard error is not touched by the subshell but rather is sent to the parent shell, where both it and standard output are sent to errfile. Because standard output has already been redirected, errfile contains only output sent to standard error. 

tcsh $ (cat x y > outfile) >& errfile

tcsh $ cat outfile

This is y. 

tcsh $ cat errfile

cat: x: No such file or directory

It can be useful to combine and redirect output when you want to execute a command that runs slowly in the background and do not want its output cluttering up the screen. For example, because the find utility (page 828) can take a long time to complete, it might be a good idea to run it in the background. The next command finds in the filesystem hierarchy all files that contain the string biblio in their name. This command runs in the background and sends its output to the findout file. Because the find utility sends to standard error a report of directories that you do not have permission to search, the findout file contains a record of any files that are found as well as a record of the directories that could not be searched. 

tcsh $ find / -name "*biblio*" -print >& findout & In this example, if you did not combine standard error with standard output and redirected only standard output, the error messages would appear on the screen and findout would list only files that were found. 

While a command that has its output redirected to a file is running in the background, you can look at the output by using tail (page 994) with the –f option. The –f option causes tail to display new lines as they are written to the file:

tcsh $ tail -f findout

To terminate the tail command, press the interrupt key (usually CONTROL-C). 

Working with the Command Line

This section covers word completion, editing the command line, and correcting spelling. 

Word Completion

The TC Shell completes filenames, commands, and variable names on the command line when you prompt it to do so. The generic term used to refer to all these features under tcsh is  word completion. 

Filename Completion

The TC Shell can complete a filename after you specify a unique prefix. Filename completion is similar to filename generation, but the goal of filename completion is to select a single file. 
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Together these capabilities make it practical to use long, descriptive filenames. 

To use filename completion when you are entering a filename on the command line, type enough of the name to identify the file uniquely and press TAB; tcsh fills in the name and adds a SPACE, leaving the cursor so you can enter additional arguments or press RETURN. In the following example, the user types the command cat trig1A and presses TAB; the system fills in the rest of the filename that begins with trig1A:

tcsh $ cat trig1A 

TAB 

cat trig1A.302488 

If two or more filenames match the prefix that you have typed, tcsh cannot complete the filename without obtaining more information. The shell maximizes the length of the prefix by adding characters, if possible, and then beeps to signify that additional input is needed to resolve the ambiguity:

tcsh $ ls h*

help.hist help.trig01 help.txt

tcsh $ cat h 

TAB 

cat help.  (beep)

You can fill in enough characters to resolve the ambiguity and then press the TAB key again. 

Alternatively, you can press CONTROL-D to cause tcsh to display a list of matching filenames: tcsh $ cat help.  

CONTROL-D

help.hist help.trig01 help.txt

tcsh $ cat help. 

After displaying the filenames, tcsh redraws the command line so you can disambiguate the filename (and press TAB again) or finish typing the filename manually. 

Tilde Completion

The TC Shell parses a tilde (~) appearing as the first character of a word and attempts to expand it to a username when you enter a TAB:

tcsh $ cd ~za 

TAB 

cd ~zach/ 



RETURN

tcsh $ pwd

/home/zach

By appending a slash (/), tcsh indicates that the completed word is a directory. The slash also makes it easy to continue specifying a pathname. 

Command and Variable Completion

You can use the same mechanism you use to list and complete filenames with command and variable names. When you specify a simple filename, the shell uses the variable path to attempt to complete a command name. The choices tcsh lists might be located in different directories. 

tcsh $ up 

TAB  (beep) 

CONTROL-D

up2date               updatedb         uptime

up2date-config        update-mime-database

up2date-nox           updmap

tcsh $ up 

t 

TAB 

uptime 



RETURN

9:59am up 31 days, 15:11, 7 users, load average: 0.03, 0.02, 0.00
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If you set the autolist variable as in the following example, the shell lists choices automatically when you invoke completion by pressing TAB. You do not have to press

CONTROL-D. 

tcsh $ set autolist

tcsh $ up 

TAB  (beep)

up2date                updatedb             uptime

up2date-config         update-mime-database

up2date-nox            updmap

tcsh $ up 

t 

TAB 

uptime 



RETURN

10:01am up 31 days, 15:14, 7 users, load average: 0.20, 0.06, 0.02

If you set autolist to ambiguous, the shell lists the choices when you press TAB  only if the word you enter is the longest prefix of a set of commands. Otherwise, pressing TAB causes the shell to add one or more characters to the word until it is the longest prefix; pressing TAB again then lists the choices:

tcsh $ set autolist=ambiguous

tcsh $ echo $h 

TAB  (beep)

histfile history home

tcsh $ echo $h



i 

TAB 

echo $hist 



TAB

histfile history

tcsh $ echo $hist



o 

TAB 

echo $history 



RETURN

1000

The shell must rely on the context of the word within the input line to determine whether it is a filename, a username, a command, or a variable name. The first word on an input line is assumed to be a command name; if a word begins with the special character $, it is viewed as a variable name; and so on. In the following example, the second which command does not work properly: The context of the word up makes it look like the beginning of a filename rather than the beginning of a command. The TC Shell supplies which with an argument of updates (a nonexecutable file) and which displays an error message:

tcsh $ ls up*

updates

tcsh $ which updatedb ups uptime

/usr/bin/updatedb

/usr/local/bin/ups

/usr/bin/uptime

tcsh $ which up 

TAB 

which updates

updates: Command not found. 

Editing the Command Line

bindkey

The tcsh command-line editing feature is similar to that available under bash. You can use either emacs mode commands (default) or vi(m) mode commands. Change to vi(m) mode commands by giving the command bindkey –v and to emacs mode commands by giving the command bindkey –e. The ARROW keys are bound to the obvious motion commands in both modes, so you can move back and forth (up and down) through the history list as well as left and right on the current command line. 

Without an argument, the bindkey builtin displays the current mappings between editor commands and the key sequences you can enter at the keyboard:
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tcsh $ bindkey

Standard key bindings

"^@"           ->  set-mark-command

"^A"           ->  beginning-of-line

"^B"           ->  backward-char

"^C"           ->  tty-sigintr

"^D"           ->  delete-char-or-list-or-eof

... 

Multi-character bindings

"^[[A"         -> up-history

"^[[B"         -> down-history

"^[[C"         -> forward-char

"^[[D"         -> backward-char

"^[[H"         -> beginning-of-line

... 

Arrow key bindings

down           -> down-history

up             -> up-history

left           -> backward-char

right          -> forward-char

home           -> beginning-of-line

end            -> end-of-line

The ^ indicates a CONTROL character (^B = CONTROL-B). The ^[ indicates a META or ALT

character; in this case you press and hold the META or ALT key while you press the key for the next character. If this substitution does not work or if the keyboard you are using does not have a META or ALT key, press and release the ESCAPE key and then press the key for the next character. For ^[[F you would press META-[ or ALT-[ followed by the F key or else ESCAPE [

F. The down/up/left/right indicate ARROW keys, and home/end indicate the HOME and END

keys on the numeric keypad. See page 231 for more information on the META key. 

Under OS X, most keyboards do not have a META or ALT key. See page 1077 for an explanation of how to set up the OPTION key to perform the same functions as the META key on a Macintosh. 

The preceding example shows the output from bindkey with the user in emacs mode. Change to vi(m) mode (bindkey –v) and give another bindkey command to display the vi(m) key bindings. 

You can send the output of bindkey through a pipeline to less to make it easier to read. 

Correcting Spelling

You can have tcsh attempt to correct the spelling of command names, filenames, and variables (but only using emacs-style key bindings). Spelling correction can take place before and after you press RETURN. 

Before You Press RETURN

For tcsh to correct a word or line before you press RETURN, you must indicate that you want it to do so. The two functions for this purpose are spell-line and spell-word: $ bindkey | grep spell
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"^[$"          -> spell-line

"^[S"          -> spell-word

"^[s"          -> spell-word

The output from bindkey shows that spell-line is bound to META-$ (ALT-$ or ESCAPE $) and spell-word is bound to META-S and META-s (ALT-s or ESCAPE s and ALT-S or ESCAPE S). 

To correct the spelling of the word to the left of the cursor, press META-s. Pressing META-$

invokes the spell-line function, which attempts to correct all words on a command line: tcsh $ ls

bigfile.gz

tcsh $ gunzipp 

META-s 

gunzip bigfele.gz 

META-s 

gunzip bigfile.gz

tcsh $ gunzip bigfele.gz 

META-$ 

gunzip bigfile.gz

tcsh $ ecno $usfr 

META-$ 

echo $user

After You Press RETURN

The variable named correct controls what tcsh attempts to correct or complete  after you press RETURN and before it passes the command line to the command being called. If you do not set correct, tcsh will not correct anything:

tcsh $ unset correct

tcsh $ ls morning

morning

tcsh $ ecno $usfr morbing

usfr: Undefined variable. 

The shell reports the error in the variable name and not the command name because it expands variables before it executes the command (page 388). When you give a bad command name without any arguments, the shell reports on the bad command name. 

Set correct to cmd to correct only commands; to all to correct commands, variables, and filenames; or to complete to complete commands:

tcsh $ set correct = cmd

tcsh $ ecno $usfr morbing

CORRECT>echo $usfr morbing (y|n|e|a)? y

usfr: Undefined variable. 

tcsh $ set correct = all

tcsh $ echo $usfr morbing

CORRECT>echo $user morning (y|n|e|a)? y

zach morning

With correct set to cmd, tcsh corrects the command name from ecno to echo. With correct set to all, tcsh corrects both the command name and the variable. It would also correct a filename if one was present on the command line. 

The TC Shell displays a special prompt that lets you enter y to accept the modified command line, n to reject it, e to edit it, or a to abort the command. Refer to prompt3 on page 408 for a discussion of the special prompt used in spelling correction. 

In the next example, after setting the correct variable the user mistypes the name of the ls command; tcsh then prompts for a correct command name. Because the command that tcsh has offered as a replacement is not ls, the user chooses to edit the command line. The shell leaves the cursor following the command so the user can correct the mistake:
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tcsh $ set correct=cmd

tcsh $ lx -l 

RETURN  (beep)

CORRECT>lex -l (y|n|e|a)? e

tcsh $ lx -l

If you assign the value complete to the variable correct, tcsh attempts command name completion in the same manner as filename completion (page 395). In the following example, after setting correct to complete the user enters the command up. The shell responds with Ambiguous command because several commands start with these two letters but differ in the third letter. The shell then redisplays the command line. The user could press TAB at this point to get a list of commands that start with up but decides to enter t and press RETURN. The shell completes the command because these three letters uniquely identify the uptime utility: tcsh $ set correct = complete

tcsh $ upRETURN

Ambiguous command

tcsh $ up 

tRETURN 

uptime

4:45pm up 5 days, 9:54, 5 users, load average: 1.62, 0.83, 0.33

Variables

Although tcsh stores variable values as strings, you can work with these variables as numbers. 

Expressions in tcsh can use arithmetic, logical, and conditional operators. The @ builtin can evaluate integer arithmetic expressions. 

This section uses the term  numeric variable to describe a string variable that contains a number that tcsh uses in arithmetic or logical arithmetic computations. However, no true numeric variables exist in tcsh. 

Variable name

A tcsh variable name consists of 1 to 20 characters, which can be letters, digits, and underscores (_). The first character cannot be a digit but can be an underscore. 

Variable Substitution

Three builtins declare, display, and assign values to variables: set, @, and setenv. The set and setenv builtins both assume nonnumeric string variables. The @ builtin works only with numeric variables. Both set and @ declare shell (local) variables. The setenv builtin declares an environment (global) variable. Using setenv is similar to assigning a value to a variable and then using export in the Bourne Again Shell. See “Environment, Environment Variables, and Inheritance” on page 484 for a discussion of shell and environment variables. 

Once the value—or merely the existence—of a variable has been established, tcsh substitutes the value of that variable when the name of the variable, preceded by a dollar sign ($), appears on a command line. If you quote the dollar sign by preceding it with a backslash or enclosing it within single quotation marks, the shell does not perform the substitution. When a variable is within double quotation marks, the substitution occurs even if you quote the dollar sign by preceding it with a backslash. 

String Variables
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The TC Shell treats string variables similarly to the way the Bourne Again Shell does. The major difference lies in their declaration and assignment: tcsh uses an explicit command, set (or setenv), to declare and/or assign a value to a string variable. 

tcsh $ set name = fred

tcsh $ echo $name

fred

tcsh $ set

argv    ()

cwd     /home/zach

home    /home/zach

name    fred

path    (/usr/local/bin /bin /usr/bin /usr/X11R6/bin)

prompt  $

shell   /bin/tcsh

status  0

term    vt100

user    zach

The first line in the example declares the variable name and assigns the string fred to it. Unlike bash, tcsh allows—but does not require—SPACEs around the equal sign. The next line displays the value of name. When you give a set command without any arguments, it displays a list of all shell (not environment) variables and their values. When you give a set command with the name of a variable and no value, the command sets the value of the variable to the null string. 

You can use the unset builtin to remove a variable:

tcsh $ set name

tcsh $ echo $name

tcsh $ unset name

tcsh $ echo $name

name: Undefined variable. 

setenv

The setenv builtin declares an environment variable. When using setenv you must separate the variable name from the string being assigned to it by inserting one or more SPACEs and omitting the equal sign. In the following example, the tcsh command creates a subshell, echo shows that the variable and its value are known to the subshell, and exit returns to the original shell. Try this example, using set in place of setenv:

tcsh $ setenv SRCDIR /usr/local/src

tcsh $ tcsh

tcsh $ echo $SRCDIR

/usr/local/src

tcsh $ exit

Without arguments, setenv displays a list of the environment (global) variables— variables that are passed to the shell’s child processes. By convention, environment variables are named using uppercase letters. 

As with set, giving setenv a variable name without a value sets the value of the variable to a null string. Although you can use unset to remove environment and local variables, unsetenv can remove environment variables only. 
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Arrays of String Variables

An  array is a collection of strings, each of which is identified by its index (1, 2, 3, and so on). 

Arrays in tcsh use one-based indexing (i.e., the first element of the array has the subscript 1). 

Before you can access individual elements of an array, you must declare the entire array by assigning a value to each element of the array. The list of values must be enclosed in parentheses and separated by SPACEs:

8 $ set colors = (red green blue orange yellow)

9 $ echo $colors

red green blue orange yellow

10 $ echo $colors[3]

blue

11 $ echo $colors[2-4]

green blue orange

12 $ set shapes = ('' '' '' '' '')

13 $ echo $shapes

14 $ set shapes[4] = square

15 $ echo $shapes[4]

square

Event 8 declares the array of string variables named colors to have five elements and assigns values to each of them. If you do not know the values of the elements at the time you declare an array, you can declare an array containing the necessary number of null elements (event 12). 

You can reference an entire array by preceding its name with a dollar sign (event 9). A number in brackets following a reference to the array refers to an element of the array (events 10, 14, and 15). Two numbers in brackets, separated by a hyphen, refer to two or more adjacent elements of the array (event 11). Refer to “Special Variable Forms” on page 405 for more information on arrays. 

Numeric Variables

The @ builtin assigns the result of a numeric calculation to a numeric variable (as described under “Variables” on page 400, tcsh has no true numeric variables). You can declare single numeric variables using @, just as you can use set to declare nonnumeric variables. However, if you give it a nonnumeric argument, @ displays an error message. Just as set does, the @

command used without any arguments lists all shell variables. 

Many of the expressions that the @ builtin can evaluate and the operators it recognizes are derived from the C programming language. The following syntax shows a declaration or assignment using @ (the SPACE after the @ is required):

 @ variable-name operator expression

The  variable-name is the name of the variable you are assigning a value to. The  operator is one of the C assignment operators: =, +=, –=, *=, /=, or %=. (See Table 14-4 on page 645 for a description of these operators.) The  expression is an arithmetic expression that can include most C operators (see the next section). You can use parentheses within the expression for clarity or to change the order of evaluation. Parentheses must surround parts of the expression that contain any of the following characters: < , > , & , or |. 

Tip: Do not use $ when assigning a value to a variable As with bash, variables having a value assigned to them (those on the left of the operator) must (407)

not be preceded by a dollar sign ($) in tcsh. Thus tcsh $ @ $answer = 5 + 5

will yield

answer: Undefined variable. 

or, if answer is defined, 

@: Variable name must begin with a letter. 

whereas

tcsh $ @ answer = 5 + 5

assigns the value 10 to the variable answer. 

Expressions

An expression can be composed of constants, variables, and most of the bash operators (page 512). Expressions that involve files rather than numeric variables or strings are described in

Table 9-8 on page 413. 

Expressions follow these rules:

1. The shell evaluates a missing or null argument as 0. 

2. All results are decimal numbers. 

3. Except for != and ==, the operators act on numeric arguments. 

4. You must separate each element of an expression from adjacent elements by a SPACE, unless the adjacent element is & , |, < , > , (, or ). 

Following are some examples that use @:

216 $ @ count = 0

217 $ echo $count

0

218 $ @ count = ( 10 + 4 ) / 2

219 $ echo $count

7

220 $ @ result = ( $count < 5 )

221 $ echo $result

0

222 $ @ count += 5

223 $ echo $count

12

224 $ @ count++

225 $ echo $count

13

Event 216 declares the variable count and assigns it a value of 0. Event 218 shows the result of an arithmetic operation being assigned to a variable. Event 220 uses @ to assign the result of a logical operation involving a constant and a variable to result. The value of the operation is  false (= 0) because the variable count is not less than 5. Event 222 is a compressed form of the following assignment statement:

tcsh $ @ count = $count + 5
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Event 224 uses a postfix operator to increment count by 1. 

Postincrement and postdecrement operators

You can use the postincrement (++) and postdecrement (––) operators only in expressions containing a single variable name, as shown in the following example:

tcsh $ @ count = 0

tcsh $ @ count++

tcsh $ echo $count

1

tcsh $ @ next = $count++

@: Badly formed number. 

Unlike in the C programming language and bash, expressions in tcsh cannot use preincrement and predecrement operators. 

Arrays of Numeric Variables

You must use the set builtin to declare an array of numeric variables before you can use @ to assign values to the elements of that array. The set builtin can assign any values to the elements of a numeric array, including zeros, other numbers, and null strings. 

Assigning a value to an element of a numeric array is similar to assigning a value to a simple numeric variable. The only difference is that you must specify the element, or index, of the array. 

The syntax is

 @ variable-name [index] operator expression

The  index specifies the element of the array that is being addressed. The first element has an index of 1. The  index cannot be an expression but rather must be either a numeric constant or a variable. In the preceding syntax the brackets around  index are part of the syntax and do not indicate that  index is optional. If you specify an  index that is too large for the array you declared with set, tcsh displays @: Subscript out of range. 

226 $ set ages = (0 0 0 0 0)

227 $ @ ages[2] = 15

228 $ @ ages[3] = ($ages[2] + 4)

229 $ echo $ages[3]

19

230 $ echo $ages

0 15 19 0 0

231 $ set index = 3

232 $ echo $ages[$index]

19

233 $ echo $ages[6]

ages: Subscript out of range. 

Elements of a numeric array behave as though they were simple numeric variables. Event 226

declares an array with five elements, each having a value of 0. Events 227 and 228 assign values to elements of the array, and event 229 displays the value of one of the elements. Event 230

displays all the elements of the array, event 232 specifies an element by using a variable, and event 233 demonstrates the out-of-range error message. 

Braces

Like bash, tcsh allows you to use braces to distinguish a variable from the surrounding text without the use of a separator:
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$ set bb=abc

$ echo $bbdef

bbdef: Undefined variable. 

$ echo ${bb}def

abcdef

Special Variable Forms

The special variable with the following syntax has the value of the number of elements in the

 variable-name array:

 $# variable-name

You can determine whether  variable-name has been set by looking at the value of the variable with the following syntax:

 $? variable-name

This variable has a value of 1 if  variable-name is set and 0 otherwise: tcsh $ set days = (mon tues wed thurs fri)

tcsh $ echo $#days

5

tcsh $ echo $?days

1

tcsh $ unset days

tcsh $ echo $?days

0

Reading User Input

Within a tcsh shell script, you can use the set builtin to read a line from the terminal and assign it to a variable. The following portion of a shell script prompts the user and reads a line of input into the variable input_line:

echo -n "Enter input: " 

set input_line = "$<" 

The value of the shell variable $<  is a line from standard input. The quotation marks around $< keep the shell from assigning only the first word of the line of input to the variable input_line. 

tcsh Variables

TC Shell variables can be set by the shell, inherited by the shell from its parent, or set by the user and used by the shell. Some variables take on significant values (for example, the PID number of a background process). Other variables act as switches:  on if they are declared and  off if they are not. Many of the shell variables are often set from a startup file (page 386). 

tcsh Variables That Take on Values

argv

Contains the command-line arguments (positional parameters) from the command line that invoked the shell. Like all tcsh arrays, this array uses one-based indexing; argv[1] contains the first command-line argument. You can abbreviate references to $argv[ n] as $ n. The token argv[*] references all the arguments together; you can abbreviate it as $*. Use $0 to reference (410)

the name of the calling program. Refer to “Positional Parameters” on page 474. The Bourne Again Shell does not use the argv form, only the abbreviated form. You cannot assign values to the elements of argv. 

$#argv  or $#

Holds the number of elements in the argv array. Refer to “Special Variable Forms” on page 405. 

autolist

Controls command and variable completion (page 396). 

autologout

Enables tcsh’s automatic logout facility, which logs you out if you leave the shell idle for too long. The value of the variable is the number of minutes of inactivity that tcsh waits before logging you out. The default is 60 minutes except when you are running in a graphical environment, in which case this variable is initially unset. 

cdpath

Affects the operation of cd in the same way as the CDPATH variable does in bash (page 324). 

The cdpath variable is assigned an array of absolute pathnames (see path, later in this section) and is usually set in the ~/.login file with a line such as the following: set cdpath = (/home/zach /home/zach/letters)

When you call cd with a simple filename, it searches the working directory for a subdirectory with that name. If one is not found, cd searches the directories listed in cdpath for the subdirectory. 

correct

Set to cmd for automatic spelling correction of command names, to all to correct the entire command line, and to complete for automatic completion of command names. This variable works on corrections that are made after you press RETURN. Refer to “After You Press RETURN” on page 398. 

cwd

The shell sets this variable to the name of the working directory. When you access a directory through a symbolic link (page 113), tcsh sets cwd to the name of the symbolic link. 

dirstack

The shell keeps the stack of directories used with the pushd, popd, and dirs builtins in this variable. For more information refer to “Manipulating the Directory Stack” on page 307. 

fignore

Holds an array of suffixes that tcsh ignores during filename completion. 

gid
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The shell sets this variable to your group ID. 

histfile

Holds the full pathname of the file that saves the history list between login sessions (page 389). 

The defaults iŝ/.history. 

history

Specifies the size of the history list. Refer to “History” on page 388. 

home  or HOME

Holds the pathname of the user’s home directory. The cd builtin refers to this variable, as does the filename substitution of ~ (page 369). 

mail

Specifies files and directories, separated by whitespace, to check for mail. The TC Shell checks for new mail every 10 minutes unless the first word of mail is a number, in which case that number specifies how often the shell should check in seconds. 

owd

The shell keeps the name of your previous (old) working directory in this variable, which is equivalent to ~– in bash. 

path  or PATH

Holds a list of directories that tcsh searches for executable commands (page 318). If this array is empty or unset, you can execute commands only by giving their pathnames. You can set path with a command such as the following:

tcsh $ set path = ( /usr/bin /bin /usr/local/bin /usr/bin/X11 ~/bin . ) prompt

Holds the primary prompt, similar to the bash PS1 variable (page 320). If it is not set, the prompt is > , or # when you are working with root privileges. The shell expands an exclamation point in the prompt string to the current event number. The following is a typical line from a .tcshrc file that sets the value of prompt:

set prompt = '! $ ' 

Table 9-4 lists some of the formatting sequences you can use in prompt to achieve special effects. 

Table 9-4 prompt formatting sequences
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prompt2

Holds the secondary prompt, which tcsh uses to indicate it is waiting for additional input. The default value is %R? . The TC Shell replaces %R with nothing when it is waiting for you to continue an unfinished command, the word foreach while iterating through a foreach structure (page 418), and the word while while iterating through a while structure (page 420). 

When you press RETURN in the middle of a quoted string on a command line without ending the line with a backslash, tcsh displays an error message regardless of whether you use single or double quotation marks:

% echo "Please enter the three values

Unmatched ". 

In the next example, the first RETURN is quoted (escaped); the shell interprets it literally. Under tcsh, single and double quotation marks produce the same result. The secondary prompt is a question mark (? ). 

% echo "Please enter the three values \

? required to complete the transaction." 

Please enter the three values

> required to complete the transaction. 
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prompt3

Holds the prompt used during automatic spelling correction. The default value is CORRECT>%R (y|n|e|a)? , where R is replaced by the corrected string. 

savehist

Specifies the number of commands saved from the history list when you log out. These events are saved in a file named ~/.history. The shell uses these events as the initial history list when you log in again, causing your history list to persist across login sessions (page 389). 

shell

Holds the pathname of the shell you are using. 

shlvl

Holds the level of the shell. The TC Shell increments this variable each time you start a subshell and decrements it each time you exit a subshell. The TC Shell sets it to 1 for a login shell. 

status

Holds the exit status returned by the last command. Similar to $?  in bash (page 481). 

tcsh

Holds the version number of tcsh you are running. 

time Provides two functions: automatic timing of commands using the time builtin and the format used by time. You can set this variable to either a single numeric value or an array holding a numeric value and a string. The numeric value is used to control automatic timing; any command that takes more than that number of CPU seconds to run has time display the command statistics when it finishes execution. A value of 0 results in statistics being displayed after every command. The string controls the formatting of the statistics using formatting sequences, including those listed in Table 9-5. 

Table 9-5 time formatting sequences
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By default the time builtin uses the string

"%Uu %Ss %E %P% %X+%Dk %I+%Oio %Fpf+%Ww" 

which generates output in the following format:

tcsh $ time

0.200u 0.340s 17:32:33.27 0.0%    0+0k 0+0io 1165pf+0w

You might want to time commands to check system performance. If commands consistently show many page faults and swaps, the system probably does not have enough memory; you should consider adding more. You can use the information that time reports to compare the performance of various system configurations and program algorithms. 

tperiod

Controls how often, in minutes, the shell executes the special periodic alias (page 391). 

user

The shell sets this variable to your username. 

version

The shell sets this variable to contain detailed information about the version of tcsh the system is running. 

watch

(415)



Set to an array of user and terminal pairs to watch for logins and logouts. The word any means any user or any terminal, so (any any) monitors all logins and logouts on all terminals, whereas (zach ttyS1 any console $user any) watches for zach on ttyS1, any user who accesses the system console, and any logins and logouts that use your account (presumably to catch intruders). By default logins and logouts are checked once every 10 minutes, but you can change this value by beginning the array with a numeric value giving the number of minutes between checks. If you set watch to (1 any console), logins and logouts by any user on the console will be checked once per minute. Reports are displayed just before a new shell prompt is issued. Also, the log builtin forces an immediate check whenever it is executed. See who (next) for information about how you can control the format of the watch messages. 

who

Controls the format of the information displayed in watch messages (Table 9-6). 

Table 9-6 who formatting sequence

The default string used for watch messages when who is unset is "%n has %a %l from %m" , which generates the following line:

sam has logged on tty2 from local

$ As in bash, this variable contains the PID number of the current shell; use it as $$. 

tcsh Variables That Act as Switches

The following shell variables act as switches; their values are not significant. If the variable has been declared, the shell takes the specified action. If not, the action is not taken or is negated. 

You can set these variables in a startup file, in a shell script, or from the command line. 

autocorrect

Causes the shell to attempt spelling correction automatically, just before each attempt at completion (page 398). 

dunique

Normally pushd blindly pushes the new working directory onto the directory stack, meaning that you can end up with many duplicate entries on this stack. Set dunique to cause the shell to look for and delete any entries that duplicate the one it is about to push. 
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echo

Causes the shell to display each command before it executes that command. Set echo by calling tcsh with the –x option or by using set. 

filec

Enables filename completion (page 395) when running tcsh as csh (and csh is linked to tcsh). 

histlit

Displays the commands in the history list exactly as entered, without interpretation by the shell (page 390). 

ignoreeof

Prevents you from using CONTROL-D to exit from a shell so you cannot accidentally log out. 

When this variable is declared, you must use exit or logout to leave a shell. 

listjobs

Causes the shell to list all jobs whenever a job is suspended. 

listlinks

Causes the ls–F builtin to show the type of file each symbolic link points to instead of marking the symbolic link with an @ symbol. 

loginsh

Set by the shell if the current shell is running as a login shell. 

nobeep

Disables all beeping by the shell. 

noclobber

Prevents you from accidentally overwriting a file when you redirect output and prevents you from creating a file when you attempt to append output to a nonexistent file (Table 9-7). To override noclobber, add an exclamation point to the symbol you use for redirecting or appending output (e.g., >!  and >>! ). For more information see page 141. 

Table 9-7 How noclobber works
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noglob

Prevents the shell from expanding ambiguous filenames. Allows you to use *, ? , ~, and []

literally on the command line or in a shell script without quoting them. 

nonomatch

Causes the shell to pass an ambiguous file reference that does not match a filename to the command being called. The shell does not expand the file reference. When you do not set nonomatch, tcsh generates a No match error message and does not execute the command. 

tcsh $ cat questions? 

cat: No match

tcsh $ set nonomatch

tcsh $ cat questions? 

cat: questions?: No such file or directory

notify

When set, tcsh sends a message to the screen immediately whenever a background job completes. Ordinarily tcsh notifies you about job completion just before displaying the next prompt. Refer to “Job Control” on page 304. 

pushdtohome

Causes a call to pushd without any arguments to change directories to your home directory (equivalent to pushd –). 

pushdsilent

Causes pushd and popd not to display the directory stack. 

rmstar

Causes the shell to request confirmation when you give an rm * command. 

verbose

Causes the shell to display each command after a history expansion (page 388). Set verbose by (418)

calling tcsh with the –v option or by using set. 

visiblebell

Causes audible beeps to be replaced by flashing the screen. 

Control Structures

The TC Shell uses many of the same control structures as the Bourne Again Shell. In each case the syntax is different, but the effects are the same. This section summarizes the differences between the control structures in the two shells. For more information refer to “Control Structures” on page 434. 

if

The syntax of the if control structure is

 if (expression) simple-command

The if control structure works only with simple commands, not with pipelines (page 144) or lists (page 148). You can use the if...then control structure (page 416) to execute more complex commands. 

tcsh $ cat if_1

#!/bin/tcsh

# Routine to show the use of a simple if control structure. 

#

if ( $#argv == 0 ) echo "if_1: There are no arguments." 

The if_1 script checks whether it was called with zero arguments. If the expression enclosed in parentheses evaluates to  true—that is, if zero arguments were on the command line—the if structure displays a message. 

In addition to logical expressions such as the one the if_1 script uses, you can use expressions that return a value based on the status of a file. The syntax for this type of expression is

 – n filename

where  n is one of the values listed in Table 9-8. 

If the result of the test is  true, the expression has a value of 1; if it is  false, the expression has a value of 0. If the specified file does not exist or is not accessible, tcsh evaluates the expression as 0. The following example checks whether the file specified on the command line is an ordinary or directory file (and not a device or other special file):

tcsh $ cat if_2

#!/bin/tcsh

if -f $1 echo "$1 is an ordinary or directory file." 

Table 9-8 Value of  n
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You can combine operators where it makes sense. For example, –ox filename is  true if you own and have execute permission for the file. This expression is equivalent to –o filename && –x filename. 

Some operators return useful information about a file other than reporting  true or  false. They use the same  – n filename syntax, where  n is one of the values shown in Table 9-9 on the next page. 

Table 9-9 Value of  n

(420)



You can use only one of these operators in a given test, and it must appear as the last operator in a multiple-operator sequence. Because 0 (zero) can be a valid response from some of these operators (for instance, the number of bytes in a file might be 0), most return –1 on failure instead of the 0 that the logical operators return on failure. The one exception is F, which returns a colon if it cannot determine the device and inode for the file. 

When you want to use one of these operators outside of a control structure expression, you can use the filetest builtin to evaluate a file test and report the result:

tcsh $ filetest -z if_1

0

tcsh $ filetest -F if_1

2051:12694

tcsh $ filetest -Z if_1

131

goto
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The goto statement has the following syntax:

 goto label

A goto builtin transfers control to the statement beginning with  label: . The following script fragment demonstrates the use of goto:

tcsh $ cat goto_1

#!/bin/tcsh

#

# test for 2 arguments

#

if ($#argv == 2) goto goodargs

echo "Usage: $0 arg1 arg2" 

exit 1

goodargs:

... 

The goto_1 script displays a usage message (page 438) when it is called with more or fewer than two arguments. 

Interrupt Handling

The onintr (on interrupt) statement transfers control when you interrupt a shell script. The syntax of an onintr statement is

 onintr label

When you press the interrupt key during execution of a shell script, the shell transfers control to the statement beginning with  label: . This statement allows you to terminate a script gracefully when it is interrupted. For example, you can use it to ensure that when you interrupt a shell script, the script removes temporary files before returning control to the parent shell. 

The following script demonstrates the use of onintr. It loops continuously until you press the interrupt key, at which time it displays a message and returns control to the shell: tcsh $ cat onintr_1

#!/bin/tcsh

# demonstration of onintr

onintr close

while ( 1 )

echo "Program is running." 

sleep 2

end

close:

echo "End of program." 

If a script creates temporary files, you can use onintr to remove them. 

close:

rm -f /tmp/$$*

The ambiguous file reference /tmp/$$* matches all files in /tmp that begin with the PID number of the current shell. Refer to page 480 for a description of this technique for naming temporary files. 

if...then...else

The if...then...else control structure has three forms. The first form, an extension of the simple if (422)

structure, executes more complex  commands or a series of  commands if  expression is  true. This form is still a one-way branch. 

 if (expression) then

       commands

 endif

The second form is a two-way branch. If  expression is  true, the first set of  commands is executed. If it is  false, the set of  commands following else is executed. 

 if (expression) then

       commands

 else

       commands

 endif

The third form is similar to the if...then...elif structure (page 441). It performs tests until it finds an  expression that is  true and then executes the corresponding  commands . 

 if (expression) then

       commands

 else if (expression) then

       commands

 . . . 

 else

       commands

 endif

The following program assigns a value of 0, 1, 2, or 3 to the variable class based on the value of the first command-line argument. The program declares the variable class at the beginning for clarity; you do not need to declare it before its first use. Also for clarity, the script assigns the value of the first command-line argument to number. 

tcsh $ cat if_else_1

#!/bin/tcsh

# routine to categorize the first

# command-line argument

set class

set number = $argv[1]

#

if ($number < 0) then

@ class = 0

else if (0 <= $number && $number < 100) then

@ class = 1

else if (100 <= $number && $number < 200) then

@ class = 2

else

@ class = 3

endif

#

echo "The number $number is in class $class." 

The first if statement tests whether number is less than 0. If it is, the script assigns 0 to class and transfers control to the statement following endif. If it is not, the second if tests whether the number is between 0 and 100. The &&  Boolean AND operator yields a value of  true if the expression on each side is  true. If the number is between 0 and 100, 1 is assigned to class and control is transferred to the statement following endif. A similar test determines whether the number is between 100 and 200. If it is not, the final else assigns 3 to class. The endif closes the if control structure. 


say '$name $n1 $n2'; 

say $n1 + $n2, " ", $n1 * $n2; 

say $name + $n1; 

$ ./scalars1.pl

Sam 5 2

5 + 2

$name $n1 $n2

7 10

Argument "Sam" isn't numeric in addition (+) at ./scalers1.pl line 11. 

5

Double quotation marks

The first say statement sends the string enclosed within double quotation marks to standard output (the screen unless you redirect it). Within double quotation marks, Perl expands variable names to the value of the named variable. Thus the first saystatement displays the values of three variables, separated from each other by SPACEs. The second say statement includes a plus sign (+). Perl does not recognize operators such as + within either type of quotation marks. Thus Perl displays the plus sign between the values of the two variables. 

Single quotation marks

The third say statement sends the string enclosed within single quotation marks to standard output. Within single quotation marks, Perl interprets all characters literally, so it displays the string exactly as it appears between the single quotation marks. 

In the fourth say statement, the operators are not quoted, and Perl performs the addition and multiplication as specified. Without the quoted SPACE, Perl would catenate the two numbers (710). The last say statement attempts to add a string and a number; the –w option causes Perl to display an error message before displaying 5. The 5results from adding Sam, which Perl evaluates as 0 in a numerical context, to the number 5 (0 + 5 = 5). 

Array Variables

(552)

An array variable is an ordered container of scalars whose name begins with an at sign (@) and whose first element is numbered zero (zero-based indexing). Because an array can hold zero or more scalars, it is a plural variable. Arrays are ordered; hashes (page 550) are unordered. In Perl, arrays grow as needed. If you reference an uninitialized element of an array, such as an element beyond the end of the array, Perl returns undef. 

The first statement in the following program assigns the values of two numbers and a string to the array variable named @arrayvar. Because Perl uses zero-based indexing, the first say statement displays the value of the second element of the array (the element with the index 1). 

This statement specifies the variable $arrayvar[1] as a scalar (singular) because it refers to a single value. The second say statement specifies the variable @arrayvar[1,2] as a list (plural) because it refers to multiple values (the elements with the indexes 1 and 2). 

$ cat arrayvar1.pl

#!/usr/bin/perl -w

@arrayvar = (8, 18, "Sam"); 

say $arrayvar[1]; 

say "@arrayvar[1,2]"; 

$ perl arrayvar1.pl

18

18 Sam

The next example shows a couple of ways to determine the length of an array and presents more information on using quotation marks within print statements. The first assignment statement in arrayvar2.pl assigns values to the first six elements of the @arrayvar2 array. When used in a scalar context, Perl evaluates the name of an array as the length of the array. The second assignment statement assigns the number of elements in @arrayvar2 to the scalar variable $num. 

$ cat arrayvar2.pl

#!/usr/bin/perl -w

@arrayvar2 = ("apple", "bird", 44, "Tike", "metal", "pike"); $num = @arrayvar2;                   # number of elements in array

print "Elements: ", $num, "\n";      # two equivalent print statements print "Elements: $num\n"; 

print "Last: $#arrayvar2\n";         # index of last element in array $ ./arrayvar2.pl

Elements: 6

Elements: 6

Last: 5

The first two print statements in arrayvar2.pl display the string Elements:, a SPACE, the value of $num, and a NEWLINE, each using a different syntax. The first of these statements displays three values, using commas to separate them within the printstatement. The second print statement has one argument and demonstrates that Perl expands a variable (replaces the variable with its value) when the variable is enclosed within double quotation marks. 

$# array
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The final print statement in arrayvar2.pl shows that Perl evaluates the variable $# array as the index of the last element in the array named  array. Because Perl uses zero-based indexing by default, this variable evaluates to one less than the number of elements in the array. 

The next example works with elements of an array and uses a dot (. ; the string catenation operator). The first two lines assign values to four scalar variables. The third line shows that you can assign values to array elements using scalar variables, arithmetic, and catenated strings. The dot operator catenates strings, so Perl evaluates $va . $vb as Sam catenated with uel—that is, as Samuel (see the output of the last print statement). 

$ cat arrayvar3.pl

#!/usr/bin/perl -w

$v1 = 5; $v2 = 8; 

$va = "Sam"; $vb = "uel"; 

@arrayvar3 = ($v1, $v1 * 2, $v1 * $v2, "Max", "Zach", $va . $vb); print $arrayvar3[2], "\n";        # one element of an array is a scalar print @arrayvar3[2,4], "\n";      # two elements of an array are a list print @arrayvar3[2..4], "\n\n";   # a slice

print "@arrayvar3[2,4]", "\n";    # a list, elements separated by SPACEs print "@arrayvar3[2..4]", "\n\n"; # a slice, elements separated by SPACEs print "@arrayvar3\n";             # an array, elements separated by SPACEs $ ./arrayvar3.pl

40

40Zach

40MaxZach

40 Zach

40 Max Zach

5 10 40 Max Zach Samuel

The first print statement in arrayvar3.pl displays the third element (the element with an index of 2) of the @arrayvar3 array. This statement uses $ in place of @ because it refers to a single element of the array. The subsequent print statements use @because they refer to more than one element. Within the brackets that specify an array subscript, two subscripts separated by a comma specify two elements of an array. The second print statement, for example, displays the third and fifth elements of the array. 

Array slice

When you separate two elements of an array with two dots (.. ; the range operator), Perl substitutes all elements between and including the two specified elements. A portion of an array comprising elements is called a  slice. The third print statement in the preceding example displays the elements with indexes 2, 3, and 4 (the third, fourth, and fifth elements) as specified by 2..4. Perl puts no SPACEs between the elements it displays. 

Within a print statement, when you enclose an array variable, including its subscripts, within double quotation marks, Perl puts a SPACE between each of the elements. The fourth and fifth print statements in the preceding example illustrate this syntax. The last print statement displays (554)

the entire array, with elements separated by SPACEs. 

shift, push, pop, and splice

The next example demonstrates several functions you can use to manipulate arrays. The example uses the @colors array, which is initialized to a list of seven colors. The shift function returns and removes the first element of an array, push adds an element to the end of an array, and pop returns and removes the last element of an array. The splice function replaces elements of an array with another array; in the example, splice inserts the @ins array starting at index 1 (the second element), replacing two elements of the array. See use feature 'say'  on page 541 if this program complains about say not being available. See the perlfunc man page for more information on the functions described in this paragraph. 

$ cat ./shift1.pl

#!/usr/bin/perl -w

@colors = ("red", "orange", "yellow", "green", "blue", "indigo", "violet"); say "                             Display array: @colors"; 

say " Display and remove first element of array: ", shift (@colors); say "       Display remaining elements of array: @colors"; 

push (@colors, "WHITE"); 

say "   Add element to end of array and display: @colors"; 

say "  Display and remove last element of array: ", pop (@colors); say "       Display remaining elements of array: @colors"; 

@ins = ("GRAY", "FERN"); 

splice (@colors, 1, 2, @ins); 

say "Replace second and third elements of array: @colors"; 

$ ./shift1.pl

Display array: red orange yellow green blue indigo violet

Display and remove first element of array: red

Display remaining elements of array: orange yellow green blue indigo violet Add element to end of array and display: orange yellow green blue indigo violet WHITE

Display and remove last element of array: WHITE

Display remaining elements of array: orange yellow green blue indigo violet Replace second and third elements of array: orange GRAY FERN blue indigo violet Hash Variables

A hash variable, sometimes called an associative array variable, is a plural data structure that holds an array of key-value pairs. It uses strings as keys (indexes) and is optimized to return a value quickly when given a key. Each key must be a unique scalar. Hashes are unordered; arrays (page 547) are ordered. When you assign a hash to a list, the key-value pairs are preserved, but their order is neither alphabetical nor the order in which they were inserted into the hash; instead, the order is effectively random. 

Perl provides two syntaxes to assign values to a hash. The first uses a single assignment (555)

statement for each key-value pair:

$ cat hash1.pl

#!/usr/bin/perl -w

$hashvar1{boat} = "tuna"; 

$hashvar1{"number five"} = 5; 

$hashvar1{4} = "fish"; 

@arrayhash1 = %hashvar1; 

say "@arrayhash1"; 

$ ./hash1.pl

boat tuna 4 fish number five 5

Within an assignment statement, the key is located within braces to the left of the equal sign; the value is on the right side of the equal sign. As illustrated in the preceding example, keys and values can take on either numeric or string values. You do not need to quote string keys unless they contain SPACEs. This example also shows that you can display the keys and values held by a hash, each separated from the next by a SPACE, by assigning the hash to an array variable and then printing that variable enclosed within double quotation marks. 

The next example shows the other way of assigning values to a hash and illustrates how to use the keys and values functions to extract keys and values from a hash. After assigning values to the %hash2 hash, hash2.pl calls the keys function with an argument of %hash2 and assigns the resulting list of keys to the @array_keys array. The program then uses the values function to assign values to the @array_valuesarray. 

$ cat hash2.pl

#!/usr/bin/perl -w

%hash2 = (

boat => "tuna", 

"number five" => 5, 

4 => "fish", 

); 

@array_keys = keys(%hash2); 

say "  Keys: @array_keys"; 

@array_values = values(%hash2); 

say "Values: @array_values"; 

$ ./hash2.pl

Keys: boat 4 number five

Values: tuna fish 5

Because Perl automatically quotes a single word that appears to the left of the => operator, you do not need quotation marks around boat in the third line of this program. However, removing the quotation marks from around number five would generate an error because the string contains a SPACE. 

Control Structures

(556)

Control flow statements alter the order of execution of statements within a Perl program. Starting on page 434, Chapter 10 discusses bash control structures in detail and includes flow diagrams. 

Perl control structures perform the same functions as their bash counterparts, although the two languages use different syntaxes. The description of each control structure in this section references the discussion of the same control structure under bash. 

In this section, the  bold italic words in the syntax description are the items you supply to cause the structure to have the desired effect, the  nonbold italic words are the keywords Perl uses to identify the control structure, and  {...} represents a block (page 539) of statements. Many of these structures use an expression, denoted as  expr, to control their execution. See if/unless (next) for an example and explanation of a syntax description. 

if/unless

The if and unless control structures are compound statements that have the following syntax: if (expr) {...} 

 unless (expr) {...}

These structures differ only in the sense of the test they perform. The if structure executes the block of statements  if expr evaluates to  true; unless executes the block of statements  unless expr

evaluates to  true (i.e., if  expr is  false). 

The  if appears in nonbold type because it is a keyword; it must appear exactly as shown. The

 expr is an expression; Perl evaluates it and executes the block (page 539) of statements represented by  {...} if the expression evaluates as required by the control structure. 

File test operators

The  expr in the following example, –r memo1, uses the –r file test operator to determine if a file named memo1 exists in the working directory and if the file is readable. Although this operator tests only whether you have read permission for the file, the file must exist for you to have read permission; thus it implicitly tests that the file is present. (Perl uses the same file test operators as bash; see Table 10-1 on page 437.) If this expression evaluates to  true, Perl executes the block of statements (in this case one statement) between the braces. If the expression evaluates to  false, Perl skips the block of statements. In either case, Perl then exits and returns control to the shell. 

$ cat if1.pl

#!/usr/bin/perl -w

if (-r "memo1") {

say "The file 'memo1' exists and is readable."; 

}

$ ./if1.pl

The file 'memo1' exists and is readable. 

Following is the same program written using the postfix if syntax. Which syntax you use depends on which part of the statement is more important to someone reading the code. 

$ cat if1a.pl
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#!/usr/bin/perl -w

say "The file 'memo1' exists and is readable." if (-r "memo1"); The next example uses a print statement to display a prompt on standard output and uses the statement $entry = <>;  to read a line from standard input and assign the line to the variable $entry. Reading from standard input, working with other files, and use of the magic file handle (<> ) for reading files specified on the command line are covered on page 560. 

Comparison operators

Perl uses different operators to compare numbers from those it uses to compare strings. Table 11-

2 lists numeric and string comparison operators. In the following example, the expression in the

if statement uses the == numeric comparison operator to compare the value the user entered and the number 28. This operator performs a numeric comparison, so the user can enter 28, 28.0, or 00028 and in all cases the result of the comparison will be  true. Also, because the comparison is numeric, Perl ignores both the whitespace around and the NEWLINE following the user’s entry. 

The – w option causes Perl to issue a warning if the user enters a nonnumeric value and the program uses that value in an arithmetic expression; without this option Perl silently evaluates the expression as  false. 

$ cat if2.pl

#!/usr/bin/perl -w

print "Enter 28: "; 

$entry = <>; 

if ($entry == 28) {                # use == for a numeric comparison

print "Thank you for entering 28.\n"; 

}

print "End.\n"; 

$ ./if2.pl

Enter 28: 28.0

Thank you for entering 28. 

End. 

Table 11-2 Comparison operators
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The next program is similar to the preceding one, except it tests for equality between two strings. 

The chomp function (page 562) removes the trailing NEWLINE from the user’s entry—without this function the strings in the comparison would never match. The eq comparison operator compares strings. In this example the result of the string comparison is  true when the user enters the string five. Leading or trailing whitespace will yield a result of  false, as would the string 5, although none of these entries would generate a warning because they are legitimate strings. 

$ cat if2a.pl

#!/usr/bin/perl -w

print "Enter the word 'five': "; 

$entry = <>; 

chomp ($entry); 

if ($entry eq "five") {           # use eq for a string comparison print "Thank you for entering 'five'.\n"; 

}

print "End.\n"; 

$ ./if2a.pl

Enter the word 'five': five

Thank you for entering 'five'. 

End. 

if...else

The if...else control structure is a compound statement that is similar to the bash if...then...else control structure (page 439). It implements a two-way branch using the following syntax: if (expr) {...} else {...}

die

The next program prompts the user for two different numbers and stores those numbers in $num1 and $num2. If the user enters the same number twice, an ifstructure executes a die function, which sends its argument to standard error and aborts program execution. 

If the user enters different numbers, the if...else structure reports which number is larger. 

Because  expr performs a numeric comparison, the program accepts numbers that include decimal points. 

$ cat ifelse.pl

#!/usr/bin/perl -w

print "Enter a number: "; 

$num1 = <>; 

print "Enter another, different number: "; 

$num2 = <>; 

if ($num1 == $num2) {

die ("Please enter two different numbers.\n"); 

}

if ($num1 > $num2) {

print "The first number is greater than the second number.\n"; 
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    }

else {

print "The first number is less than the second number.\n"; 

}

$ ./ifelse.pl

Enter a number: 8

Enter another, different number:  8

Please enter two different numbers. 

$ ./ifelse.pl

Enter a number: 5. 5

Enter another, different number:  5

The first number is greater than the second number. 

if...elsif...else

Similar to the bash if...then...elif control structure (page 441), the Perl if...elsif...elsecontrol structure is a compound statement that implements a nested set of if...elsestructures using the following syntax:

 if (expr) {...} elsif {...} ... else {...}

The next program implements the functionality of the preceding ifelse.pl program using an if...elsif...else structure. A print statement replaces the die statement because the last statement in the program displays the error message; the program terminates after executing this statement anyway. You can use the STDERR handle (page 560) to cause Perl to send this message to standard error instead of standard output. 

$ cat ifelsif.pl

#!/usr/bin/perl -w

print "Enter a number: "; 

$num1 = <>; 

print "Enter another, different number: "; 

$num2 = <>; 

if ($num1 > $num2) {

print "The first number is greater than the second number.\n"; 

}

elsif ($num1 < $num2) {

print "The first number is less than the second number.\n"; 

}

else {

print "Please enter two different numbers.\n"; 

}

foreach/for

The Perl foreach and for keywords are synonyms; you can replace one with the other in any context. These structures are compound statements that have two syntaxes. Some programmers use one syntax with foreach and the other syntax with the for, although there is no need to do so. 
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This book uses foreach with both syntaxes. 

foreach: Syntax 1

The first syntax for the foreach structure is similar to the shell’s for...in structure (page 447): foreach|for [var] (list) {...}

where  list is a list of expressions or variables. Perl executes the block of statements once for each item in  list, sequentially assigning to  var the value of one item in  list on each iteration, starting with the first item. If you do not specify  var, Perl assigns values to the $_ variable (page 560). 

The following program demonstrates a simple foreach structure. On the first pass through the loop, Perl assigns the string Mo to the variable $item and the say statement displays the value of this variable followed by a NEWLINE. On the second and third passes through the loop, $item is assigned the value of Larry and Curly. When there are no items left in the list, Perl continues with the statement following the foreachstructure. In this case, the program terminates. See use feature 'say'  on page 541 if this program complains about say not being available. 

$ cat foreach.pl

foreach $item ("Mo", "Larry", "Curly") {

say "$item says hello."; 

}

$ perl foreach.pl

Mo says hello. 

Larry says hello. 

Curly says hello. 

Using $_ (page 560), you can write this program as follows:

$ cat foreacha.pl

foreach ("Mo", "Larry", "Curly") {

say "$_ says hello."; 

}

Following is the program using an array:

$ cat foreachb.pl

@stooges = ("Mo", "Larry", "Curly"); 

foreach (@stooges) {

say "$_ says hello."; 

}

Following is the program using the foreach postfix syntax:

$ cat foreachc.pl

@stooges = ("Mo", "Larry", "Curly"); 

say "$_ says hello." foreach @stooges; 

The loop variable ($item and $_ in the preceding examples) references the elements in the  list

within the parentheses. When you modify the loop variable, you modify the element in the list. 
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The uc function returns an upshifted version of its argument. 

The next example shows that modifying the loop variable $stooge modifies the @stooges array: $ cat foreachd.pl

@stooges = ("Mo", "Larry", "Curly"); 

foreach $stooge (@stooges) {

$stooge = uc $stooge; 

say "$stooge says hello."; 

}

say "$stooges[1] is uppercase" 

$ perl foreachd.pl

MO says hello. 

LARRY says hello. 

CURLY says hello. 

LARRY is uppercase

See page 563 for an example that loops through command-line arguments. 

last and next

Perl’s last and next statements allow you to interrupt a loop; they are analogous to the Bourne Again Shell’s break and continue statements (page 457). The last statement transfers control to the statement following the block of statements controlled by the loop structure, terminating execution of the loop. The next statement transfers control to the end of the block of statements, which continues execution of the loop with the next iteration. 

In the following program, the if structure tests whether $item is equal to the string two; if it is, the structure executes the next command, which skips the say statement and continues with the next iteration of the loop. If you replaced next with last, Perl would exit from the loop and not display three. See use feature 'say'  on page 541 if this program complains about say not being available. 

$ cat foreach1.pl

foreach $item ("one", "two", "three") {

if ($item eq "two") {

next; 

}

say "$item"; 

}

$ perl foreach1.pl

one

three

foreach: Syntax 2

The second syntax for the foreach structure is similar to the C for structure: foreach|for (expr1; expr2; expr3) {...}
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The  expr1 initializes the foreach loop; Perl evaluates  expr1 one time, before it executes the block of statements. The  expr2 is the termination condition; Perl evaluates it before each pass through the block of statements and executes the block of statements if  expr2 evaluates as  true. 

Perl evaluates  expr3 after each pass through the block of statements—it typically increments a variable that is part of  expr2. 

In the next example, the foreach2.pl program prompts for three numbers; displays the first number; repeatedly increments this number by the third number, displaying each result until the result would be greater than the second number; and quits. See page 561 for a discussion of the magic file handle (<> ). 

$ cat foreach2.pl

#!/usr/bin/perl -w

print "Enter starting number: "; 

$start = <>; 

print "Enter ending number: "; 

$end = <>; 

print "Enter increment: "; 

$incr = <>; 

if ($start >= $end || $incr < 1) {

die ("The starting number must be less than the ending number\n", 

"and the increment must be greater than zero.\n"); 

}

foreach ($count = $start+0; $count <= $end; $count += $incr) {

say "$count"; 

}

$ ./foreach2.pl

Enter starting number: 2

Enter ending number: 10

Enter increment: 3

2

5

8

After prompting for three numbers, the preceding program tests whether the starting number is greater than or equal to the ending number or if the increment is less than 1. The || is a Boolean OR operator; the expression within the parentheses following if evaluates to  true if either the expression before or the expression after this operator evaluates to  true. 

The foreach statement begins by assigning the value of $start+0 to $count. Adding 0 (zero) to the string $start forces Perl to work in a numeric context, removing the trailing NEWLINE when it performs the assignment. Without this fix, the program would display an extra NEWLINE

following the first number it displayed. 

while/until
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The while (page 451) and until(page 455) control structures are compound statements that implement conditional loops using the following syntax:

 while (expr) {...}

 until (expr) {...}

These structures differ only in the sense of their termination conditions. The whilestructure repeatedly executes the block of statements  while expr evaluates to  true; until continues  until

 expr evaluates to  true (i.e., while  expr remains  false). 

The following example demonstrates one technique for reading and processing input until there is no more input. Although this example shows input coming from the user (standard input), the technique works the same way for input coming from a file (see the example on page 562). The user enters CONTROL-D on a line by itself to signal the end of file. 

In this example,  expr is $line = <> . This statement uses the magic file handle (<> ; page 561) to read one line from standard input and assigns the string it reads to the $line variable. This statement evaluates to  true as long as it reads data. When it reaches the end of file, the statement evaluates to  false. The while loop continues to execute the block of statements (in this example, only one statement) as long as there is data to read. 

$ cat while1.pl

#!/usr/bin/perl -w

$count = 0; 

while ($line = <>) {

print ++$count, ". $line"; 

}

print "\n$count lines entered.\n"; 

$ ./while1.pl

Good Morning. 

1. Good Morning. 

Today is Monday. 

2. Today is Monday. 

CONTROL-D

2 lines entered. 

In the preceding example, $count keeps track of the number of lines the user enters. Putting the

++ increment operator before a variable (++$count; called a preincrement operator) increments the variable before Perl evaluates it. Alternatively, you could initialize $count to 1 and increment it with $count++ (postincrement), but then in the final print statement $count would equal one more than the number of lines entered. 

$. 

The $.  variable keeps track of the number of lines of input a program has read. Using $ cat while1a.pl

#!/usr/bin/perl -w

while ($line = <>) {

print $., ". $line"; 
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        }

print "\n$. lines entered.\n"; 

$_

Frequently you can simplify Perl code by using the $_ variable. You can use $_ many places in a Perl program—think of $_ as meaning  it, the object of what you are doing. It is the default operand for many operations. For example, the following section of code processes a line using the $line variable. It reads a line into $line, removes any trailing NEWLINE from $line using chomp (page 562), and checks whether a regular expression matches $line. 

while (my $line = <>) {

chomp $line; 

if ($line =~ /regex/) ... 

}

You can rewrite this code by using $_ to replace $line:

while (my $_ = <>) {

chomp $_; 

if ($_ =~ /regex/) ... 

}

Because $_ is the default operand in each of these instances, you can also omit $_altogether: while (<>) {          # read into $_

chomp;            # chomp $_

if (/regex/) ...  # if $_ matches regex

}

Working with Files

Opening a file and assigning a handle

A  handle is a name you can use in a Perl program to refer to a file or process that is open for reading and/or writing. When you are working with the shell, handles are referred to as  file descriptors (page 468). As when you are working with the shell, the kernel automatically opens handles for standard input (page 135), standard output (page 135), and standard error (page 292) before it runs a program. The kernel closes these descriptors after a program finishes running. 

The names for these handles are STDIN, STDOUT, and STDERR, respectively. You must manually open handles to read from or write to other files or processes. The syntax of an open statement is

 open (file-handle, [' mode',] " file-ref"); where  file-handle is the name of the handle or a variable you will use in the program to refer to the file or process named by  file-ref. If you omit  mode or specify a  mode of < , Perl opens the file for input (reading). Specify  mode as >  to truncate and write to a file or as >>  to append to a file. 

See page 576 for a discussion of reading from and writing to processes. 
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Writing to a file

The print function writes output to a file or process. The syntax of a print statement is print [file-handle] " text"; 

where  file-handle is the name of the handle you specified in an open statement and  text is the information you want to output. The  file-handle can also be STDOUT or STDERR, as explained earlier. Except when you send information to standard output, you must specify a handle in a print statement. Do not place a comma after  file-handle. Also, do not enclose arguments to print within parentheses because doing so can create problems. 

Reading from a file

The following expression reads one line, including the NEWLINE (\n), from the file or process associated with  file-handle:

 < file-handle> 

This expression is typically used in a statement such as

$line = <IN>; 

which reads into the variable $line one line from the file or process identified by the handle IN. 

Magic file handle ( <> )

To facilitate reading from files named on the command line or from standard input, Perl provides the  magic file handle. This book uses this file handle in most examples. In place of the preceding line, you can use

$line = <>; 

This file handle causes a Perl program to work like many Linux utilities: It reads from standard input unless the program is called with one or more arguments, in which case it reads from the files named by the arguments. See page 141 for an explanation of how this feature works with cat. 

The print statement in the first line in the next example includes the optional handle STDOUT; the next print statement omits this handle; the final print statement uses the STDERR file handle, which causes print’s output to go to standard error. The first print statement prompts the user to enter something. The string that this statement outputs is terminated with a SPACE, not a NEWLINE, so the user can enter information on the same line as the prompt. The second line then uses a magic file handle to read one line from standard input, which it assigns to $userline. 

Because of the magic file handle, if you call file1.pl with an argument that is a filename, it reads one line from that file instead of from standard input. The command line that runs file1.pl uses 2>  (see “File descriptors” on page 292) to redirect standard error (the output of the third print statement) to the file1.err file. 

$ cat file1.pl

print STDOUT "Enter something: "; 

$userline = <>; 

print "1>>>$userline<<<\n"; 
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chomp ($userline); 

print "2>>>$userline<<<\n"; 

print STDERR "3. Error message.\n"; 

$ perl file1.pl 2> file1.err

Enter something: hi there

1>>>hi there

<<< 

2>>>hi there<<< 

$ cat file1.err

3. Error message. 

chomp/chop

The two print statements following the user input in file1.pl display the value of $userline immediately preceded by greater than signs (> ) and followed by less than signs (< ). The first of these statements demonstrates that $userline includes a NEWLINE: The less than signs following the string the user entered appear on the line following the string. The chomp function removes a trailing NEWLINE, if it exists, from a string. After chomp processes $userline, the print statement shows that this variable no longer contains a NEWLINE. (The chop function is similar to chomp, except it removes  any trailing character from a string.) The next example shows how to read from a file. It uses an open statement to assign the lexical file handle $infile to the file /usr/share/dict/words. Each iteration of the while structure evaluates an expression that reads a line from the file represented by $infile and assigns the line to $line. When while reaches the end of file, the expression evaluates to  false;  control then passes out of the while structure. The block of one statement displays the line as it was read from the file, including the NEWLINE. This program copies /usr/share/dict/words to standard output. A pipe symbol (|; page 144) is then used to send the output through head (page 56), which displays the first four lines of the file (the first line is blank). 

$ cat file2.pl

open (my $infile, "/usr/share/dict/words") or die "Cannot open dictionary: $!\n"; while ($line = <$infile>) {

print $line; 

}

$ perl file2.pl | head -4

A

A's

AOL

$! 

The $!  variable holds the last system error. In a numeric context, it holds the system error number; in a string context, it holds the system error string. If the words file is not present on the system, file2.pl displays the following message:

Cannot open dictionary: No such file or directory
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If you do not have read permission for the file, the program displays this message: Cannot open dictionary: Permission denied

Displaying the value of $!  gives the user more information about what went wrong than simply saying that the program could not open the file. 

Tip Always check for an error when opening a file

When a Perl program attempts to open a file and fails, the program does not display an error message unless it checks whether open returned an error. In file2.pl, the or operator in the openstatement causes Perl to execute die (page 554) if open fails. The die statement sends the message Cannot open the dictionary followed by the system error string to standard error and terminates the program. 

@ARGV

The @ARGV array holds the arguments from the command line Perl was called with. When you call the following program with a list of filenames, it displays the first line of each file. If the program cannot read a file, die (page 554) sends an error message to standard error and quits. 

The foreach structure loops through the command-line arguments, as represented by @ARGV, assigning each argument in turn to $filename. The foreach block starts with an open statement. 

Perl executes the open statement that precedes the OR Boolean operator (or) or, if that fails, Perl executes the statement following the or operator (die). The result is that Perl either opens the file named by $filename and assigns IN as its handle or, if it cannot open that file, executes the die statement and quits. The print statement displays the name of the file followed by a colon and the first line of the file. When it accepts $line = <IN>  as an argument to print, Perl displays the value of $line following the assignment. After reading a line from a file, the program closes the file. 

$ cat file3.pl

foreach $filename (@ARGV) {

open (IN, $filename) or die "Cannot open file '$filename': $!\n"; print "$filename: ", $line = <IN>; 

close (IN); 

}

$ perl file3.pl f1 f2 f3 f4

f1: First line of file f1. 

f2: First line of file f2. 

Cannot open file 'f3': No such file or directory

The next example is similar to the preceding one, except it takes advantage of several Perl features that make the code simpler. It does not quit when it cannot read a file. Instead, Perl displays an error message and continues. The first line of the program uses my to declare $filename to be a lexical variable. Next, while uses the magic file handle to open and read each line of each file named by the command-line arguments; $ARGV holds the name of the file. 

When there are no more files to read, the whilecondition [(<>)] is  false, while transfers control outside the while block, and the program terminates. Perl takes care of all file opening and closing operations; you do not have to write code to take care of these tasks. Perl also performs error checking. 

The program displays the first line of each file named by a command-line argument. Each time (568)

through the while block, while reads another line. When it finishes with one file, it starts reading from the next file. Within the while block, if tests whether it is processing a new file. If it is, the if block displays the name of the file and the (first) line from the file and then assigns the new filename ($ARGV) to $filename. 

$ cat file3a.pl

my $filename; 

while (<>) {

if ($ARGV ne $filename) {

print "$ARGV: $_"; 

$filename = $ARGV; 

}

}

$ perl file3a.pl f1 f2 f3 f4

f1: First line of file f1. 

f2: First line of file f2. 

Can't open f3: No such file or directory at file3a.pl line 3, <> line 3. 

f4: First line of file f4. 

Sort

reverse

The sort function returns elements of an array ordered numerically or alphabetically, based on the  locale (page 1107) environment. The reverse function is not related to sort; it simply returns the elements of an array in reverse order. 

The first two lines of the following program assign values to the @colors array and display these values. Each of the next two pairs of lines uses sort to put the values in the @colors array in order, assign the result to @scolors, and display @scolors. These sorts put uppercase letters before lowercase letters. Observe the positions of Orangeand Violet, both of which begin with an uppercase letter, in the sorted output. The first assignment statement in these two pairs of lines uses the full sort syntax, including the block {$a cmp $b} that tells Perl to use the cmp subroutine, which compares strings, and to put the result in ascending order. When you omit the block in a sortstatement, as is the case in the second assignment statement, Perl also performs an ascending textual sort. 

$ cat sort3.pl

@colors = ("red", "Orange", "yellow", "green", "blue", "indigo", "Violet"); say "@colors"; 

@scolors = sort {$a cmp $b} @colors;           # ascending sort with

say "@scolors";                                # an explicit block

@scolors = sort @colors;                       # ascending sort with

say "@scolors";                                # an implicit block

@scolors = sort {$b cmp $a} @colors;           # descending sort

say "@scolors"; 
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@scolors = sort {lc($a) cmp lc($b)} @colors;   # ascending folded sort say "@scolors"; 

$ perl sort3.pl

red Orange yellow green blue indigo Violet

Orange Violet blue green indigo red yellow

Orange Violet blue green indigo red yellow

yellow red indigo green blue Violet Orange

blue green indigo Orange red Violet yellow

The third sort in the preceding example reverses the positions of $a and $b in the block to specify a descending sort. The last sort converts the strings to lowercase before comparing them, providing a sort wherein the uppercase letters are folded into the lowercase letters. As a result, Orange and Violet appear in alphabetical order. 

To perform a numerical sort, specify the <=>  subroutine in place of cmp. The following example demonstrates ascending and descending numerical sorts:

$ cat sort4.pl

@numbers = (22, 188, 44, 2, 12); 

print "@numbers\n"; 

@snumbers = sort {$a <=> $b} @numbers; 

print "@snumbers\n"; 

@snumbers = sort {$b <=> $a} @numbers; 

print "@snumbers\n"; 

$ perl sort4.pl

22 188 44 2 12

2 12 22 44 188

188 44 22 12 2

Subroutines

All variables are package variables (page 539) unless you use the my function to define them to be lexical variables (page 540). Lexical variables defined in a subroutine are local to that subroutine. 

The following program includes a main part and a subroutine named add(). This program uses the variables named $one, $two, and $ans, all of which are package variables: They are available to both the main program and the subroutine. The call to the subroutine does not pass values to the subroutine and the subroutine returns no values. This setup is not typical: It demonstrates that all variables are package variables unless you use my to declare them to be lexical variables. 

The subroutine1.pl program assigns values to two variables and calls a subroutine. The subroutine adds the values of the two variables and assigns the result to another variable. The main part of the program displays the result. 

$ cat subroutine1.pl
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$one = 1; 

$two = 2; 

add(); 

print "Answer is $ans\n"; 

sub add {

$ans =$one + $two

}

$ perl subroutine1.pl

Answer is 3

The next example is similar to the previous one, except the subroutine takes advantage of a return statement to return a value to the main program. The program assigns the value returned by the subroutine to the variable $ans and displays that value. Again, all variables are package variables. 

$ cat subroutine2.pl

$one = 1; 

$two = 2; 

$ans = add(); 

print "Answer is $ans\n"; 

sub add {

return ($one + $two)

}

$ perl subroutine2.pl

Answer is 3

Keeping variables local to a subroutine is important in many cases. The subroutine in the next example changes the values of variables and insulates the calling program from these changes by declaring and using lexical variables. This setup is more typical. 

@_

When you pass values in a call to a subroutine, Perl makes those values available in the array named @_ in the subroutine. Although @_ is local to the subroutine, its elements are aliases for the parameters the subroutine was called with. Changing a value in the @_ array changes the value of the underlying variable, which might not be what you want. The next program avoids this pitfall by assigning the values passed to the subroutine to lexical variables. 

The subroutine3.pl program calls the addplusone() subroutine with two variables as arguments and assigns the value returned by the subroutine to a variable. The first statement in the subroutine declares two lexical variables and assigns to them the values from the @_ array. The my function declares these variables to be lexical. (See the tip on lexical and package variables on page 544.) Although you can use my without assigning values to the declared variables, the syntax in the example is more commonly used. The next two statements increment the lexical variables $lcl_one and $lcl_two. The print statement displays the value of $lcl_one within the subroutine. The return statement returns the sum of the two incremented, lexical variables. 

$ cat subroutine3.pl
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$one = 1; 

$two = 2; 

$ans = addplusone($one, $two); 

print "Answer is $ans\n"; 

print "Value of 'lcl_one' in main: $lcl_one\n"; 

print "Value of 'one' in main: $one\n"; 

sub addplusone {

my ($lcl_one, $lcl_two) = @_; 

$lcl_one++; 

$lcl_two++; 

print "Value of 'lcl_one' in sub: $lcl_one\n"; 

return ($lcl_one + $lcl_two)

}

$ perl subroutine3.pl

Value of 'lcl_one' in sub: 2

Answer is 5

Value of 'lcl_one' in main:

Value of 'one' in main: 1

After displaying the result returned by the subroutine, the print statements in the main program demonstrate that $lcl_one is not defined in the main program (it is local to the subroutine) and that the value of $one has not changed. 

The next example illustrates another way to work with parameters passed to a subroutine. This subroutine does not use variables other than the @_ array it was passed and does not change the values of any elements of that array. 

$ cat subroutine4.pl

$one = 1; 

$two = 2; 

$ans = addplusone($one, $two); 

print "Answer is $ans\n"; 

sub addplusone {

return ($_[0] + $_[1] + 2); 

}

$ perl subroutine4.pl

Answer is 5

The final example in this section presents a more typical Perl subroutine. The subroutine max() can be called with any number of numeric arguments and returns the value of the largest argument. It uses the shift function to assign to $biggest the value of the first argument the subroutine was called with and to shift the rest of the arguments. After using shift, argument number 2 becomes argument number 1 (8), argument 3 becomes argument 2 (64), and argument 4 becomes argument 3 (2). Next, foreach loops over the remaining arguments (@_). Each time through the foreach block, Perl assigns to $_ the value of each of the arguments, in order. The $biggest variable is assigned the value of $_ if $_ is bigger than $biggest. When max()finishes going through its arguments, $biggest holds the maximum value, which max() returns. 
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$ cat subroutine5.pl

$ans = max (16, 8, 64, 2); 

print "Maximum value is $ans\n"; 

sub max {

my $biggest = shift;  # Assign first and shift the rest of the arguments to max() foreach (@_) {        # Loop through remaining arguments

$biggest = $_ if $_ > $biggest; 

}

return ($biggest); 

}

$ perl subroutine5.pl

Maximum value is 64

Regular Expressions

Appendix A defines and discusses regular expressions you can use in many Linux utilities. All of the material in Appendix A applies to Perl, except as noted. In addition to the facilities described in Appendix A, Perl offers regular expression features that allow you to perform more complex string processing. This section reviews some of the regular expressions covered in Appendix A

and describes some of the additional features of regular expressions available in Perl. It also introduces the syntax Perl uses for working with regular expressions. 

Syntax and the =~ Operator

The –l option

The Perl –l option applies chomp to each line of input and places \n at the end of each line of output. The examples in this section use the Perl –l and –e (page 540) options. Because the program must be specified as a single argument, the examples enclose the Perl programs within single quotation marks. The shell interprets the quotation marks and does not pass them to Perl. 

Tip Using other options with–e

When you use another option with –e, the program must immediately follow the –e on the command line. Like many other utilities, Perl allows you to combine options following a single hyphen; if –e is one of the combined options, it must appear last in the list of options. Thus you can use perl –l –e or perl –le but not perl –e –l or perl –el. 

/ is the default delimiter

By default, Perl delimits a regular expression with slashes (/). The first program uses the =~

operator to search for the pattern ge in the string aged. You can think of the =~ operator as meaning “contains.” Using different terminology, the =~ operator determines whether the regular expression ge has a match in the string aged. The regular expression in this example contains no special characters; the string ge is part of the string aged. Thus the expression within the parentheses evaluates to  true and Perl executes the print statement. 

$ perl -le 'if ("aged" =~ /ge/) {print "true";}' 
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true

You can achieve the same functionality by using a postfix if statement: $ perl -le 'print "true" if "aged" =~ /ge/' 

true

!~

The !~ operator works in the opposite sense from the =~ operator. The expression in the next example evaluates to  true because the regular expression xy does  not match any part of aged: $ perl -le 'print "true" if ("aged" !~ /xy/)' 

true

As explained on page 1041, a period within a regular expression matches any single character, so the regular expression a..d matches the string aged:

$ perl -le 'print "true" if ("aged" =~ /a..d/)' 

true

You can use a variable to hold a regular expression. The following syntax quotes  string as a regular expression:

 qr/string/

The next example uses this syntax to assign the regular expression /a..d/ (including the delimiters) to the variable $re and then uses that variable as the regular expression: $ perl -le '$re = qr/a..d/; print "true" if ("aged" =~ $re)' 

true

If you want to include the delimiter within a regular expression, you must quote it. In the next example, the default delimiter, a slash (/), appears in the regular expression. To keep Perl from interpreting the / in /usr as the end of the regular expression, the / that is part of the regular expression is quoted by preceding it with a backslash (\). See page 1043 for more information on quoting characters in regular expressions. 

$ perl -le 'print "true" if ("/usr/doc" =~ /\/usr/)' 

true

Quoting several characters by preceding each one with a backslash can make a complex regular expression harder to read. Instead, you can precede a delimited regular expression with m and use a paired set of characters, such as {}, as the delimiters. In the following example, the caret (^) anchors the regular expression to the beginning of the line (page 1042):

$ perl -le 'print "true" if ("/usr/doc" =~ m{^/usr})' 

true

You can use the same syntax when assigning a regular expression to a variable: $ perl -le '$pn = qr{^/usr}; print "true" if ("/usr/doc" =~ $pn)' 

true
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Replacement string and assignment

Perl uses the syntax shown in the next example to substitute a string (the  replacement string) for a matched regular expression. The syntax is the same as that found in vim and sed. In the second line of the example, an s before the regular expression instructs Perl to substitute the string between the second and third slashes (worst; the replacement string) for a match of the regular expression between the first two slashes (best). Implicit in this syntax is the notion that the substitution is made in the string held in the variable on the left of the =~ operator. 

$ cat re10a.pl

$stg = "This is the best!"; 

$stg =~ s/best/worst/; 

print "$stg\n"; 

$ perl re10a.pl

This is the worst! 

Table 11-3 lists some of the characters, called metacharacters, that are considered special within Perl regular expressions. Give the command perldoc perlre for more information. 

Table 11-3 Some Perl regular expression metacharacters

Greedy Matches

By default Perl performs  greedy matching, which means a regular expression matches the (575)

longest string possible (page 1043). In the following example, the regular expression /{.*} /

matches an opening brace followed by any string of characters, a closing brace, and a SPACE

({remove me} might have two {keep me} ). Perl substitutes a null string (//) for this match. 

$ cat 5ha.pl

$string = "A line {remove me} might have two {keep me} pairs of

braces."; 

$string =~ s/{.*} //; 

print "$string\n"; 

$ perl 5ha.pl

A line pairs of braces. 

Nongreedy matches

The next example shows the classic way of matching the shorter brace-enclosed string from the previous example. This type of match is called  nongreedy or  parsimonious matching. Here the regular expression matches

1. An opening brace followed by

2. A character belonging to the character class (page 1041) that includes all characters except a closing brace ([^}]) followed by

3. Zero or more occurrences of the preceding character (*) followed by 4. A closing brace followed by

5. A SPACE

(A caret as the first character of a character class specifies the class of all characters that do not match the following characters, so [^}] matches any character that is not a closing brace.) $ cat re5b.pl

$string = "A line {remove me} might have two {keep me} pairs of braces."; $string =~ s/{[^}]*} //; 

print "$string\n"; 

$ perl re5b.pl

A line might have two {keep me} pairs of braces. 

Perl provides a shortcut that allows you to specify a nongreedy match. In the following example, the question mark in {.*?} causes the regular expression to match the shortest string that starts with an opening brace followed by any string of characters followed by a closing brace. 

$ cat re5c.pl

$string = "A line {remove me} might have two {keep me} pairs of braces."; $string =~ s/{.*?} //; 

print "$string\n"; 

$ perl re5c.pl

A line might have two {keep me} pairs of braces. 
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Bracketing Expressions

As explained on page 1044, you can bracket parts of a regular expression and recall those parts in the replacement string. Most Linux utilities use quoted parentheses [i.e., \( and \)] to bracket a regular expression. In Perl regular expressions, parentheses are special characters. Perl omits the backslashes and uses unquoted parentheses to bracket regular expressions. To specify a parenthesis as a regular character within a regular expression in Perl, you must quote it (page 1043). 

The next example uses unquoted parentheses in a regular expression to bracket part of the expression. It then assigns the part of the string that the bracketed expression matched to the variable that held the string in which Perl originally searched for the regular expression. 

First the program assigns the string My name is Sam to $stg. The next statement looks for a match for the regular expression /My name is (.*)/ in the string held by $stg. The part of the regular expression bracketed by parentheses matches Sam; the $1 in the replacement string matches the first (and only in this case) matched bracketed portion of the regular expression. The result is that the string held in $stg is replaced by the string Sam. 

$ cat re11.pl

$stg = "My name is Sam"; 

$stg =~ s/My name is (.*)/$1/; 

print "Matched: $stg\n"; 

$ perl re11.pl

Matched: Sam

The next example uses regular expressions to parse a string for numbers. Two variables are initialized to hold a string that contains two numbers. The third line of the program uses a regular expression to isolate the first number in the string. The \D* matches a string of zero or more characters that does not include a digit: The \D special character matches any single nondigit character. The trailing asterisk makes this part of the regular expression perform a greedy match that does not include a digit (it matches What is). The bracketed regular expression \d+ matches a string of one or more digits. The parentheses do not affect what the regular expression matches; they allow the $1 in the replacement string to match what the bracketed regular expression matched. The final .* matches the rest of the string. This line assigns the value of the first number in the string to $string. 

The next line is similar but assigns the second number in the string to $string2. The print statements display the numbers and the result of subtracting the second number from the first. 

$ cat re8.pl

$string = "What is 488 minus 78?"; 

$string2 = $string; 

$string =~ s/\D*(\d+).*/$1/; 

$string2 =~ s/\D*\d+\D*(\d+).*/$1/; 

print "$string\n"; 

print "$string2\n"; 

print $string - $string2, "\n"; 

(577)

$ perl re8.pl

488

78

410

The next few programs show some of the pitfalls of using unquoted parentheses in regular expressions when you do not intend to bracket part of the regular expression. The first of these programs attempts to match parentheses in a string with unquoted parentheses in a regular expression, but fails. The regular expression ag(e matches the same string as the regular expression age because the parenthesis is a special character; the regular expression does not match the string ag(ed). 

$ perl -le 'if ("ag(ed)" =~ /ag(ed)/) {print "true";} else {print "false";}' 

false

The regular expression in the next example quotes the parentheses by preceding each with a backslash, causing Perl to interpret them as regular characters. The match is successful. 

$ perl -le 'if ("ag(ed)" =~ /ag\(ed\)/) {print "true";} else {print "false";}' 

true

Next, Perl finds an unmatched parenthesis in a regular expression:

$ perl -le 'if ("ag(ed)" =~ /ag(e/) {print "true";} else {print "false";}' 

Unmatched ( in regex; marked by <-- HERE in m/ag( <-- HERE e/ at -e line 1. 

When you quote the parenthesis, all is well and Perl finds a match:

$ perl -le 'if ("ag(ed)" =~ /ag\(e/) {print "true";} else {print "false";}' 

true

CPAN Modules

CPAN (Comprehensive Perl Archive Network) provides Perl documentation, FAQs, modules (page 539), and scripts on its Web site (www.cpan.org). It holds more than 16,000 distributions (page 539) and provides links, mailing lists, and versions of Perl compiled to run under various operating systems (ports of Perl). One way to locate a module is to visit search.cpan.org and use the search box or click one of the classes of modules listed on that page. 

This section explains how to download a module from CPAN and how to install and run the module. Perl provides a hierarchical namespace for modules, separating components of a name with double colons (::). The example in this section uses the module named Timestamp::Simple, which you can read about and download from

search.cpan.org/dist/Timestamp-Simple. The timestamp is the date and time in the format YYYYMMDDHHMMSS. 

To use a Perl module, you first download the file that holds the module. For this example, the search.cpan.org/~shoop/Timestamp-Simple-1.01/Simple.pm Web page has a link on the right side labeled Download. Click this link and save the file to the directory you want to work in. 

You do not need to work as a privileged user until the last step of this procedure, when you install the module. 
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Most Perl modules come as compressed tar files (page 66). With the downloaded file in the working directory, decompress the file:

$ tar xzvf Timestamp-Simple-1.01.tar.gz

Timestamp-Simple-1.01/

Timestamp-Simple-1.01/Simple.pm

Timestamp-Simple-1.01/Makefile.PL

Timestamp-Simple-1.01/README

Timestamp-Simple-1.01/test.pl

Timestamp-Simple-1.01/Changes

Timestamp-Simple-1.01/MANIFEST

Timestamp-Simple-1.01/ARTISTIC

Timestamp-Simple-1.01/GPL

Timestamp-Simple-1.01/META.yml

The README file in the newly created directory usually provides instructions for building and installing the module. Most modules follow the same steps. 

$ cd Timestamp-Simple-1.01

$ perl Makefile.PL

Checking if your kit is complete... 

Looks good

Writing Makefile for Timestamp::Simple

If the module you are building depends on other modules that are not installed on the local system, running perl Makefile.PL will display one or more warnings about prerequisites that are not found. This step writes out the makefile even if modules are missing. In this case the next step will fail, and you must build and install missing modules before continuing. 

The next step is to run make on the makefile you just created. After you run make, run make test to be sure the module is working. 

$ make

cp Simple.pm blib/lib/Timestamp/Simple.pm

Manifying blib/man3/Timestamp::Simple.3pm

$ make test

PERL_DL_NONLAZY=1 /usr/bin/perl "-Iblib/lib" "-Iblib/arch" test.pl 1..1

# Running under perl version 5.220000 for linux

# Current time local: Fri Sep 3 18:20:41 2018

# Current time GMT: Sat Sep 4 01:20:41 2018

# Using Test.pm version 1.25

ok 1

ok 2

ok 3

Finally, running with root privileges, install the module:

# make install

Installing /usr/local/share/perl/5.22.0/Timestamp/Simple.pm

Installing /usr/local/man/man3/Timestamp::Simple.3pm
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Writing /usr/local/lib/perl/5.22.0/auto/Timestamp/Simple/.packlist Appending installation info to /usr/local/lib/perl/5.22.0/perllocal.pod

Once you have installed a module, you can use perldoc to display the documentation that tells you how to use the module. See page 537 for an example. 

Some modules contain SYNOPSIS sections. If the module you installed includes such a section, you can test the module by putting the code from the SYNOPSIS section in a file and running it as a Perl program:

$ cat times.pl

use Timestamp::Simple qw(stamp); 

print stamp, "\n"; 

$ perl times.pl

20180904182627

You can then incorporate the module in a Perl program. The following example uses the timestamp module to generate a unique filename:

$ cat fn.pl

use Timestamp::Simple qw(stamp); 

# Save timestamp in a variable

$ts = stamp, "\n"; 

# Strip off the year

$ts =~ s/....(.*)/\1/; 

# Create a unique filename

$fn = "myfile." . $ts; 

# Open, write to, and close the file

open (OUTFILE, '>', "$fn"); 

print OUTFILE "Hi there.\n"; 

close (OUTFILE); 

$ perl fn.pl

$ ls myf*

myfile.0905183010

substr

You can use the substr function in place of the regular expression to strip off the year. To do so, replace the line that starts with $ts =~ with the following line. Here, substrtakes on the value of the string $ts starting at position 4 and continuing to the end of the string: $ts = substr ($ts, 4); 

Examples
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This section provides some sample Perl programs. First try running these programs as is, and then modify them to learn more about programming with Perl. 

The first example runs under Linux and displays the list of groups that the user given as an argument is a member of. Without an argument, it displays the list of groups that the user running the program is a member of. In a Perl program, the %ENV hash holds the environment variables from the shell that called Perl. The keys in this hash are the names of environment variables; the values in this hash are the values of the corresponding variables. The first line of the program assigns a username to $user. The shift function (page 549) takes on the value of the first command-line argument and shifts the rest of the arguments, if any remain. If the user runs the program with an argument, that argument is assigned to $user. If no argument appears on the command line, shift fails and Perl executes the statement following the Boolean OR (||). This statement extracts the value associated with the USER key in %ENV, which is the name of the user running the program. 

Accepting output from a process

The third statement initializes the array @list. Although this statement is not required, it is good practice to include it to make the code easier to read. The next statement opens the $fh lexical handle. The trailing pipe symbol (|) in the  file-ref(page 560) portion of this open statement tells Perl to pass the command line preceding the pipe symbol to the shell for execution and to accept standard output from the command when the program reads from the file handle. In this case the command uses grep to filter the /etc/group file for lines containing the username held in $user. 

(macOS does not use this file; see page 1070 for more information.) The die statement displays an error message if Perl cannot open the handle. 

$ cat groupfind.pl

$user = shift || $ENV{"USER"}; 

say "User $user belongs to these groups:"; 

@list = (); 

open (my $fh, "grep $user /etc/group |") or die "Error: $!\n"; while ($group = <$fh>) {

chomp $group; 

$group =~ s/(.*?):.*/$1/; 

push @list, $group; 

}

close $fh; 

@slist = sort @list; 

say "@slist"; 

$ perl groupfind.pl

User sam belongs to these groups:

adm admin audio cdrom dialout dip floppy kvm lpadmin ... 

The while structure in groupfind.pl reads lines from standard output of grep and terminates when grep finishes executing. The name of the group appears first on each line in /etc/group, followed by a colon and other information, including the names of the users who belong to the group. Following is a line from this file:

sam:x:1000:max,zach,helen

The line
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$group =~ s/(.*?):.*/$1/; 

uses a regular expression and substitution to remove everything except the name of the group from each line. The regular expression .*: would perform a greedy match of zero or more characters followed by a colon; putting a question mark after the asterisk causes the expression to perform a nongreedy match (page 571). Putting parentheses around the part of the expression that matches the string the program needs to display enables Perl to use the string that the regular expression matches in the replacement string. The final .* matches the rest of the line. Perl replaces the $1in the replacement string with the string the bracketed portion of the regular expression (the part between the parentheses) matched and assigns this value (the name of the group) to $group. 

The chomp statement removes the trailing NEWLINE (the regular expression did not match this character). The push statement adds the value of $group to the end of the @list array. Without chomp, each group would appear on a line by itself in the output. After the while structure finishes processing input from grep, sort orders @listand assigns the result to @slist. The final statement displays the sorted list of groups the user belongs to. 

opendir and readdir

The next example introduces the opendir and readdir functions. The opendir function opens a directory in a manner similar to the way open opens an ordinary file. It takes two arguments: the name of the directory handle and the name of the directory to open. The readdir function reads the name of a file from an open directory. 

In the example, opendir opens the working directory (specified by . ) using the $dirlexical directory handle. If opendir fails, Perl executes the statement following the oroperator: die sends an error message to standard error and terminates the program. With the directory opened, while loops through the files in the directory, assigning the filename that readdir returns to the lexical variable $entry. An if statement executes print only for those files that are directories (–d). The print function displays the name of the directory unless the directory is named .  or .. . When readdir has read all files in the working directory, it returns  false and control passes to the statement following the while block. The closedir function closes the open directory and printdisplays a NEWLINE following the list of directories the program displayed. 

$ cat dirs2a.pl

#!/usr/bin/perl

print "The working directory contains these directories:\n"; 

opendir my $dir, '.' or die "Could not open directory: $!\n"; 

while (my $entry = readdir $dir) {

if (-d $entry) {

print $entry, ' ' unless ($entry eq '.' || $entry eq '..'); 

}

}

closedir $dir; 

print "\n"; 

$ ./dirs2a.pl

The working directory contains these directories:

two one
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split

The split function divides a string into substrings as specified by a delimiter. The syntax of a call to split is

 split (/re/, string); 

where  re is the delimiter, which is a regular expression (frequently a single regular character), and  string is the string that is to be divided. As the next example shows, you can assign the list that split returns to an array variable. 

The next program runs under Linux and lists the usernames of users with UIDs greater than or equal to 100 listed in the /etc/passwd file. Because macOS uses Open Directory in place of this file, you must modify it before it will run under macOS; see page 1070. It uses a while structure to read lines from passwd into $user, and it uses split to break the line into substrings separated by colons. The line that begins with @row assigns each of these substrings to an element of the

@row array. The expression the if statement evaluates is  true if the third substring (the UID) is greater than or equal to 100. This expression uses the >= numeric comparison operator because it compares two numbers; an alphabetic comparison would use the ge string comparison operator. 

The print statement sends the UID number and the associated username to the $sortout file handle. The open statement for this handle establishes a pipeline that sends its output to sort –n. 

Because the sort utility (page 58) does not display any output until it finishes receiving all of the input, split3.pl does not display anything until it closes the $sortout handle, which it does when it finishes reading the passwd file. 

$ cat split3.pl

#!/usr/bin/perl -w

open ($pass, "/etc/passwd"); 

open ($sortout, "| sort -n"); 

while ($user = <$pass>) {

@row = split (/:/, $user); 

if ($row[2] >= 100) {

print $sortout "$row[2] $row[0]\n"; 

}

}

close ($pass); 

close ($sortout); 

$ ./split3.pl

100 libuuid

101 syslog

102 klog

103 avahi-autoipd

104 pulse

... 

The next example counts and displays the arguments it was called with, using @ARGV (page 563). A foreach structure loops through the elements of the @ARGVarray, which holds the command-line arguments. The ++ preincrement operator increments $count before it is displayed. 
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$ cat 10.pl

#!/usr/bin/perl -w

$count = 0; 

$num = @ARGV; 

print "You entered $num arguments on the command line:\n"; 

foreach $arg (@ARGV) {

print ++$count, ". $arg\n"; 

}

$ ./10.pl apple pear banana watermelon

You entered 4 arguments on the command line:

1. apple

2. pear

3. banana

4. watermelon

Chapter Summary

Perl was written by Larry Wall in 1987. Since that time Perl has grown in size and functionality and is now a very popular language used for text processing, system administration, software development, and general-purpose programming. One of Perl’s biggest assets is its support by thousands of third-party modules, many of which are stored in the CPAN repository. 

The perldoc utility locates and displays local Perl documentation. It also allows you to document a Perl program by displaying lines of pod (plain old documentation) that you include in the program. 

Perl provides three types of variables: scalar (singular variables that begin with a $), array (plural variables that begin with an @), and hash (also called associative arrays; plural variables that begin with a %). Array and hash variables both hold lists, but arrays are ordered while hashes are unordered. Standard control flow statements allow you to alter the order of execution of statements within a Perl program. In addition, Perl programs can take advantage of subroutines that can include variables local to the subroutines (lexical variables). 

Regular expressions are one of Perl’s strong points. In addition to the same facilities that are available in many utilities, Perl offers regular expression features that allow you to perform more complex string processing. 

Exercises

1. What are two different ways to turn on warnings in Perl? 

2. What is the difference between an array and a hash? 

3. In each example, when would you use a hash and when would you use an array? 

a. Counting the number of occurrences of an IP address in a log file. 

b. Generating a list of users who are over disk quota for use in a report. 
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4. Write a regular expression to match a quoted string, such as He said, "Go get me the wrench," but I didn’t hear him. 

5. Write a regular expression to match an IP address in a log file. 

6. Many configuration files contain many comments, including commented-out default configuration directives. Write a program to remove these comments from a configuration file. 

Advanced Exercises

7. Write a program that removes *~ and *.ico files from a directory hierarchy. ( Hint: Use the File::Find module.)

8. Describe a programming mistake that Perl’s warnings do not report on. 

9. Write a Perl program that counts the number of files in the working directory and the number of bytes in those files, by filename extension. 

10. Describe the difference between quoting strings using single quotation marks and using double quotation marks. 

11. Write a program that copies all files with a .ico filename extension in a directory hierarchy to a directory named icons in your home directory. ( Hint: Use the File::Find and File::Copy modules.)

12. Write a program that analyzes Apache logs. Display the number of bytes served by each path. 

Ignore unsuccessful page requests. If there are more than ten paths, display the first ten only. 

Following is a sample line from an Apache access log. The two numbers following the HTTP/1.1

are the response code and the byte count. A response code of 200 means the request was successful. A byte count of – means no data was transferred. 

__DATA__

92.50.103.52 - - [19/Aug/2018:08:26:43 -0400] "GET /perl/automated-testing/next_active.gif HTTP/1.1" 200 980 "http://example.com/perl/automated-testing/navigation_bar.htm" 

"Mozilla/5.0 (X11; U; Linux x86_64; en-US; rv:1.8.1.6) Gecko/20061201 Firefox/3.0.0.6

(Fedora); Blazer/4.0" 
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The Python Programming Language

In This Chapter

Invoking Python

Lists

Dictionaries

Control Structures

Reading from and Writing to Files

Pickle

Regular Expressions

Defining a Function

Using Libraries

Lambda Functions

List Comprehensions

Objectives

After reading this chapter you should be able to:

Give commands using the Python interactive shell

Write and run a Python program stored in a file

Demonstrate how to instantiate a list and how to remove elements from and add elements to a list

Describe a dictionary and give examples of how it can be used

Describe three Python control structures

Write a Python program that iterates through a list or dictionary

Read from and write to a file

Demonstrate exception processing
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Preserve an object using pickle()

Write a Python program that uses regular expressions

Define a function and use it in a program

Introduction

Python is a friendly and flexible programming language in widespread use everywhere from Fortune 500 companies to large-scale open-source projects. Python is an interpreted language: It translates code into  bytecode (page 1087) at runtime and executes the bytecode within the Python virtual machine. Contrast Python with the C language, which is a compiled language. C differs from Python in that the C compiler  compiles C source code into architecture-specific machine code. Python programs are not compiled; you run a Python program the same way you run a bash or Perl script. Because Python programs are not compiled, they are portable between operating systems and architectures. In other words, the same Python program will run on any system to which the Python virtual machine has been ported. 

Object oriented

While not required to use the language, Python supports the object-oriented (OO) paradigm. It is possible to use Python with little or no understanding of object-oriented concepts and this chapter covers OO programming minimally while still explaining Python’s important features. 

Libraries

Python comes with hundreds of prewritten tools that are organized into logical libraries. These libraries are accessible to Python programs, but not loaded into memory at runtime because doing so would significantly increase startup times for Python programs. Entire libraries (or just individual modules) are instead loaded into memory when the program requests them. 

Version

Python is available in two main development branches: Python 2.x and Python 3.x. This chapter focuses on Python 2.x because the bulk of Python written today uses 2.x. The following commands show that two versions of Python are installed and that the python command runs Python 2.7.12:

$ whereis python

python: /usr/bin/python /usr/bin/python2.7 /etc/python3.5 /etc/python ... 

$ ls -l $(which python)

lrwxrwxrwx 1 root root 9 Dec 20 15:55 /usr/bin/python -> python2.7

$ python -V

Python 2.7.12

Invoking Python

This section discusses the methods you can use to run a Python program. 

Interactive shell
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Most of the examples in this chapter use the Python interactive shell because you can use it to debug and execute code one line at a time and see the results immediately. Although this shell is handy for testing, it is not a good choice for running longer, more complex programs. You start a Python interactive shell by calling the python utility (just as you would start a bash shell by calling bash). The primary Python prompt is >>> . When Python requires more input to complete a command, it displays its secondary prompt (... ). 

$ python

Python 2.7.12 (default, Nov 19 2016, 06:48:10)

[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information. 

>>> 

While you are using the Python interactive shell, you can give Python a command by entering the command and pressing RETURN. Use CONTROL-D to exit the shell. 

>>> print 'Good morning!' 

Good morning! 

Tip Implied display

Within the Python interactive shell, Python displays output from any command line that does not have an action. The output is similar to what print would display, although it might not be exactly the same. The following examples show explicit print and implicit display actions:

>>> print' Good morning! ' 

Good morning! 

>>> ' Good morning! ' 

'Good morning!' 

>>> print 2 + 2

4

>>> 2 + 2

4

Implied display allows you to display the value of a variable by typing its name:

>>> x = 'Hello' 

>>> x

'Hello' 

Implied display does not work unless you are running the Python interactive shell (i.e., Python does not invoke an implicit display action when it is run from a file). 

Program file

Most of the time a Python program is stored in a text file. Although not required, the file typically has a filename extension of .py. Use chmod (page 765) to make the file executable. As explained on page 297, the #!  at the start of the first line of the file instructs the shell to pass the rest of the file to /usr/bin/python for execution. 

$ chmod 755 gm.py
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$ cat gm.py

#!/usr/bin/python

print ' Good morning! ' 

$ ./gm.py

Good morning! 

You can also run a Python program by specifying the name of the program file as an argument or as standard input to python. 

$ python gm.py

Good morning! 

$ python < gm.py

Good morning! 

$ cat gm.py | python

Good morning! 

$ echo "print 'Good morning! '" | python

Good morning! 

Because the shell interprets an exclamation point immediately followed by a character other than a SPACE as an event number (page 342), the final command includes a SPACE after the exclamation point. 

Command line

Using the python –c option, you can run a program from the shell command line. In the preceding and following commands, the double quotation marks keep the shell from removing the single quotation marks from the command line before passing it to Python. 

$ python -c "print 'Good morning! '" 

Good morning! 

Tip: Single and double quotation marks are functionally equivalent You can use single quotation marks and double quotation marks interchangeably in a Python program and you can use one to quote the other. When Python displays quotation marks around a string it uses single quotation marks. 

>>> a = "hi" 

>>> a

'hi' 

>>> print "'hi'" 

'hi' 

>>> print '"hi"' 

"hi" 

More Information
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Local

python man page, pydoc program

Python interactive shell

From the Python interactive shell give the command help() to use the Python help feature. When you call it, this utility displays information to help you get started using it. Alternatively, you can give the command help('  object') where  object is the name of an object you have instantiated or the name of a data structure or module such as list or pickle. 

Web

Python home page: www.python.org Documentation: docs.python.org Index of Python Enhancement Proposals (PEPs): www.python.org/dev/peps PEP 8 Style Guide for Python Code:

www.python.org/dev/peps/pep-0008 PyPI (Python Package Index): pypi.python.org Writing to Standard Output and Reading from Standard Input

raw_input()

Python makes it easy to write to standard output and read from standard input, both of which the shell (e.g., bash) connects to the terminal by default. The raw_input() function writes to standard output and reads from standard input. It returns the value of the string it reads after stripping the trailing control characters (RETURN-NEWLINE or NEWLINE). 

In the following example, raw_input() displays its argument (Enter your name:) and waits for the user. When the user types something and presses RETURN, Python assigns the value returned by raw_input(), which is the string the user entered, to the variable my_in. 

print

Within a print statement, a plus sign (+) catenates the strings on either side of it. The print statement in the example displays Hello, the value of my_in, and an exclamation point. 

>>> my_in = raw_input ('Enter your name: ')

Enter your name: Neo

>>> print 'Hello, ' + my_in + '!' 

Hello, Neo! 

Functions and Methods

Functions

Functions in Python, as in most programming languages, are key to improving code readability, efficiency, and maintenance. Python has a number of builtin functions and functions you can immediately import into a Python program. These functions are available when you install Python. For example, the int() function returns the integer (truncated) part of a floating-point number:

>>> int(8.999)

(590)
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Additional downloadable libraries hold more functions. For more information refer to “Using Libraries” on page 603. Table 12-1 lists a few of the most commonly used functions. 

Table 12-1 Commonly used functions

Methods

Functions and methods are very similar. The difference is that functions stand on their own while methods work on and are specific to objects. You will see the range() function used by itself

[range( args)] and the readall() method used as an object method [f.readall( args), where f is the object (a file) readall() is reading from]. Table 12-2 on page 589 and Table 12-4 on page 597 list some methods. 

Scalar Variables, Lists, and Dictionaries

This section discusses some of the Python builtin data types. Scalar data types include number (591)

and string types. Compound data types include dictionary and list types. 

Scalar Variables

As in most programming languages, you declare and initialize a variable using an equal sign. 

Python does not require the SPACEs around the equal sign, nor does it require you to identify a scalar variable with a prefix (Perl and bash require a leading dollar sign). As explained in the tip on page 583, you can use the print function to display the value of a variable or you can just specify the variable name as a command:

>>> lunch = 'Lunch time!' 

>>> print lunch

Lunch time! 

>>> lunch

'Lunch time!' 

Python performs arithmetic as you might expect:

>>> n1 = 5

>>> n2 = 8

>>> n1 + n2

13

Floating-point numbers

Whether Python performs floating-point or integer arithmetic depends on the values it is given. If all of the numbers involved in a calculation are integers—that is, if none of the numbers includes a decimal point—Python performs integer arithmetic and will truncate answers that include a fractional part. If at least one of the numbers involved in a calculation is a floating-point number (includes a decimal point), Python performs floating-point arithmetic. Be careful when performing division: If the answer could include a fraction, be sure to include a decimal point in one of the numbers or explicitly specify one of the numbers as a floating-point number:

>>> 3/2

1

>>> 3/2.0

1.5

>>> float(3)/2

1.5

Lists

A Python list is an object that comprises one or more elements; it is similar to an array in C or Java. Lists are ordered and use zero-based indexing (i.e., the first element of a list is numbered zero). A list is called  iterable because it can provide successive elements on each iteration through a looping control structure such as for; see page 590 for a discussion. 

This section shows one way to instantiate (create) a list. The following commands instantiate and display a list named a that holds four values:

>>> a = ['bb', 'dd', 'zz', 'rr']
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>>> a

['bb', 'dd', 'zz', 'rr']

Indexes

You can access an element of a list by specifying its index (remember—the first element of a list is numbered zero). The first of the following commands displays the value of the third element of a; the next assigns the value of the first element of a to x and displays the value of x. 

>>> a[2]

'zz' 

>>> x = a[0]

>>> x

'bb' 

When you specify a negative index, Python counts from the end of the array. 

>>> a[-1]

'rr' 

>>> a[-2]

'zz' 

Replacing an element

You can replace an element of a list by assigning a value to it. 

>>> a[1] = 'qqqq' 

>>> a

['bb', 'qqqq', 'zz', 'rr']

Slicing

The next examples show how to access a slice or portion of a list. The first example displays elements 0 up to 2 of the list (elements 0 and 1):

>>> a[0:2]

['bb', 'dd']

If you omit the number that follows the colon, Python displays from the element with the index specified before the colon through the end of the list. If you omit the number before the colon, Python displays from the beginning of the list up to the element with the number specified after the colon. 

>>> a[2:]

['zz', 'rr']

>>> a[:2]

['bb', 'dd']

You can use negative numbers when slicing a list. The first of the following commands displays element 1 up to the last element of the list (element –1); the second displays from the next-to-last (593)

element of the list (element –2) through the end of the list. 

>>> a[1:-1]

['dd', 'zz']

>>> a[-2:]

['zz', 'rr']

remove()

Following Python’s object-oriented paradigm, the list data type includes builtin methods. The remove( x) method removes the first element of a list whose value is  x, and decreases the length of the list by 1. The following command removes the first element of list a whose value is bb. 

>>> a.remove('bb')

>>> a

['dd', 'zz', 'rr']

append()

The append( x) method appends an element whose value is  x to the list, and increases the length of the list by 1. 

>>> a.append('mm')

>>> a

['dd', 'zz', 'rr', 'mm']

reverse()

The reverse() method does not take an argument. It is an efficient method that reverses elements of a list in place, overwriting elements of the list with new values. 

>>> a.reverse()

>>> a

['mm', 'rr', 'zz', 'dd']

sort()

The sort() method does not take an argument. It sorts the elements in a list in place, overwriting elements of the list with new values. 

>>> a.sort()

>>> a

['dd', 'mm', 'rr', 'zz']

sorted()

If you do not want to alter the contents of the list (or other iterable data structure) you are sorting, use the sorted() function. This function returns the sorted list and does not change the original list. 

>>> b = sorted(a)

>>> a

['mm', 'rr', 'zz', 'dd']

(594)



>>> b

['dd', 'mm', 'rr', 'zz']

len()

The len() function returns the number of elements in a list or other iterable data structure. 

>>> len(a)

4

Table 12-2 lists some of the methods that work on lists. The command help(list) displays a complete list of methods you can use with a list. 

Table 12-2 list methods

Working with Lists

Passing a list by reference

Python passes all objects, including lists, by reference. That is, it passes an object by passing a pointer to the object. When you assign one object to another, you are simply creating another name for the object—you are not creating a new object. When you change the object using either name, you can view the change using either name. In the following example, names is instantiated as a list that holds the values sam, max, and zach; copy is set equal to names, setting up another name for (reference to) the same list. When the value of the first element of copy is changed, displaying names shows that its first element has also changed. 

>>> names = ['sam', 'max', 'zach']

>>> copy = names

>>> names

['sam', 'max', 'zach']

>>> copy[0] = 'helen' 

>>> names

['helen', 'max', 'zach']

Copying a list

When you use the syntax  b =  a[:] to copy a list, each list remains independent of the other. The (595)

next example is the same as the previous one, except copy2 points to a different location than names because the list was copied, not passed by reference: Look at the difference in the values of the first element (zero index) of both lists. 

>>> names = ['sam', 'max', 'zach']

>>> copy2 = names[:]

>>> copy2[0] = 'helen' 

>>> names

['sam', 'max', 'zach']

>>> copy2

['helen', 'max', 'zach']

Lists Are Iterable

An important feature of lists is that they are  iterable, meaning a control structure such as for (page 595) can loop (iterate) through each item in a list. In the following example, the for control structure iterates over the list a, assigning one element of a to item each time through the loop. 

The loop terminates after it has assigned each of the elements of a to item. The comma at the end of the print statement replaces the NEWLINE print normally outputs with a SPACE. You must indent lines within a control structure (called a logical block; page 592). 

>>> a

['bb', 'dd', 'zz', 'rr']

>>> for item in a:

... print item, 

... 

bb dd zz rr

The next example returns the largest element in a list. In this example, the list is embedded in the code; see page 606 for a similar program that uses random numbers. The program initializes my_rand_list as a list holding ten numbers and largest as a scalar with a value of –1. The for structure retrieves the elements of my_rand_list in order, one each time through the loop. It assigns the value it retrieves to item. Within the for structure, an if statement tests to see if item is larger than largest. If it is, the program assigns the value of item to largest and displays the new value (so you can see how the program is progressing). When control exits from the for structure, the program displays a message and the largest number. Be careful when a logical block (a subblock) appears within another logical block: You must indent the subblock one level more than its superior logical block. 

$ cat my_max.py

#!/usr/bin/python

my_rand_list = [5, 6, 4, 1, 7, 3, 2, 0, 9, 8]

largest = -1

for item in my_rand_list:

if (item > largest):

largest = item

print largest, 

print

print 'largest number is ', largest

(596)

$ ./my_max.py

5 6 7 9

largest number is  9

See page 607 for an easier way to find the maximum value in a list. 

Dictionaries

A Python dictionary holds unordered key–value pairs in which the keys must be unique. Other languages refer to this type of data structure as an associative array, hash, or hashmap. Like lists, dictionaries are iterable. A dictionary provides fast lookups. The class name for dictionary is dict; thus you must type help(dict) to display the help page for dictionaries. Use the following syntax to instantiate a dictionary:

 dict = { key1 : value1,  key2 : value2,  key3 : value3 ... }

Working with Dictionaries

The following example instantiates and displays a telephone extension dictionary named ext. 

Because dictionaries are unordered, Python does not display a dictionary in a specific order and usually does not display it in the order it was created. 

>>> ext = {'sam': 44, 'max': 88, 'zach': 22}

>>> ext

{'max': 88, 'zach': 22, 'sam': 44}

keys() and values()

You can use the keys() and values() methods to display all keys or values held in a dictionary:

>>> ext.keys()

['max', 'zach', 'sam']

>>> ext.values()

[88, 22, 44]

You can add a key–value pair:

>>> ext['helen'] = 92

>>> ext

{'max': 88, 'zach': 22, 'sam': 44, 'helen': 92}

If you assign a value to a key that is already in the dictionary, Python replaces the value (keys must be unique):

>>> ext['max'] = 150

>>> ext

{'max': 150, 'zach': 22, 'sam': 44, 'helen': 92}

The following example shows how to remove a key–value pair from a dictionary:

>>> del ext['max']
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>>> ext

{'zach': 22, 'sam': 44, 'helen': 92}

You can also query the dictionary. Python returns the value when you supply the key:

>>> ext['zach']

22

items()

The items() method returns key–value pairs as a list of tuples (pairs of values). Because a dictionary is unordered, the order of the tuples returned by items() can vary from run to run. 

>>> ext.items()

[('zach', 22), ('sam', 44), ('helen', 92)]

Because dictionaries are iterable, you can loop through them using for. 

>>> ext = {'sam': 44, 'max': 88, 'zach': 22}

>>> for i in ext:

...     print i

... 

max

zach

sam

Using this syntax, the dictionary returns just keys; it is as though you wrote for i in ext.keys(). If you want to loop through values, use for i in ext.values(). 

Keys and values can be of different types within a dictionary:

>>> dic = {500: 2, 'bbbb': 'BBBB', 1000: 'big'}

>>> dic

{1000: 'big', 'bbbb': 'BBBB', 500: 2}

Control Structures

Control flow statements alter the order of execution of statements within a program. Starting on page 434, Chapter 10 discusses bash control structures in detail and includes flow diagrams of their operation. Python control structures perform the same functions as their bash counterparts, although the two languages use different syntaxes. The description of each control structure in this section references the discussion of the same control structure under bash. 

In this section, the  bold italic words in the syntax description are the items you supply to cause the structure to have the desired effect; the  nonbold italic words are the keywords Python uses to identify the control structure. Many of these structures use an expression, denoted as  expr, to control their execution. The examples in this chapter delimit  expr using parentheses for clarity and consistency; the parentheses are not always required. 

Indenting logical blocks

In most programming languages, control structures are delimited by pairs of parentheses, (598)

brackets, or braces; bash uses keywords (e.g., if...fi, do...done). Python uses a colon (:) as the opening token for a control structure. While including SPACEs (or TABs) at the beginning of lines in a control structure is good practice in other languages, Python requires these elements; they indicate a  logical block, or section of code, that is part of a control structure. The last indented line marks the end of the control structure; the change in indent level is the closing token that matches the opening colon. 

if

Similar to the bash if...then control structure (page 435), the Python if control structure has the following syntax:

 if expr:

... 

As with all Python control structures, the control block, denoted by ... , must be indented. 

In the following example, my_in != ''  (if my_in is not an empty string) evaluates to  true if the user entered something before pressing RETURN. If  expr evaluates to  true, Python executes the following indented print statement. Python executes any number of indented statements that follow an if statement as part of the control structure. If  expr evaluates to  false, Python skips any number of indented statements following the if statement. 

$ cat if1.py

#!/usr/bin/python

my_in = raw_input('Enter your name: ')

if (my_in != ''):

print 'Thank you, ' + my_in

print 'Program running, with or without your input.' 

$ ./if1.py

Enter your name: Neo

Thank you, Neo. 

Program running, with or without your input. 

if...else

Similar to the bash if...then...else control structure (page 439), the if...else control structure implements a two-way branch using the following syntax:

 if expr:

... 

 else:

... 

If  expr evaluates to  true, Python executes the statements in the if control block. Otherwise, it executes the statements in the else control block. The following example builds on the previous one, displaying an error message and exiting from the program if the user does not enter something. 

$ cat if2.py
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#!/usr/bin/python

my_in = raw_input('Enter your name: ')

if (my_in != ''):

print 'Thank you, ' + my_in

else:

print 'Program requires input to continue.' 

exit()

print 'Program running with your input.' 

$ ./if2.py

Enter your name: Neo

Thank you, Neo

Program running with your input. 

$ ./if2.py

Enter your name:

Program requires input to continue. 

if...elif...else

Similar to the bash if...then...elif control structure (page 441), the Python if...elif...else control structure implements a nested set of if...else structures using the following syntax: if (expr):

... 

 elif (expr)

       ... 

 else:

... 

This control structure can include as many elif control blocks as necessary. In the following example, the if statement evaluates the Boolean expression following it within parentheses and enters the indented logical block below the statement if the expression evaluates to  true. The if, elif, and else statements are part of one control structure and Python will execute statements in only one of the indented logical blocks. 

The if and elif statements are each followed by a Boolean expression. Python executes each of their corresponding logical blocks only if their expression evaluates to  true. If none of the expressions evaluates to  true, control falls through to the else logical block. 

$ cat bignum.py

#!/usr/bin/python

input = raw_input('Please enter a number: ')

if (input == '1'):

print 'You entered one.' 

elif (input == '2'):

print 'You entered two.' 

elif (input == '3'):

print 'You entered three.' 

else:

print 'You entered a big number...' 
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print 'End of program.' 

In the preceding program, even though the user enters an integer/scalar value, Python stores it as a string. Thus each of the comparisons checks whether this value is equal to a string. You can use int() to convert a string to an integer. If you do so, you must remove the quotation marks from around the values:

... 

input = int(raw_input('Please enter a number: '))

if (input == 1):

print 'You entered one.' 

... 

while

The while control structure (page 451) evaluates a Boolean expression and continues execution while the expression evaluates to  true. The following program, run using the Python interactive shell, displays 0 through 9. As you enter the command, Python displays its secondary prompt (... ) when it requires more input to complete a statement; you must still enter SPACE or TAB

characters to indent the logical block. 

First, the program initializes count to 0. The first time through the loop, the while expression evaluates to  true and Python executes the indented statements that make up the while control structure logical block. The comma at the end of the print statement causes print to output a SPACE instead of a NEWLINE after each string, and the count += 1 statement increments count each time through the loop. When control reaches the bottom of the loop, Python returns control to the while statement, where count is now 1. The loop continues while count is less than or equal to 10. When count equals 11, the while statement evaluates to  false and control passes to the first statement after the logical block (the first statement that is not indented; there is none in this example). 

>>> count = 0

>>> while (count <= 10):

... print count, 

... count += 1

... 

0 1 2 3 4 5 6 7 8 9 10

Tip Be careful not to create an infinite loop

It is easy to accidentally create an infinite loop using a while statement. Ensure there is a reachable exit condition (e.g., a counter is compared to a finite value  and the counter is incremented each time through the loop). 

for

The for control structure (page 449) assigns values from a list, string, or other iterable data structure (page 590) to a loop index variable each time through the loop. 

Lists are iterable
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In the following example, lis is a list that holds the names of four types of animals. The for statement iterates through the elements of lis in order, starting with turkey, and assigning a value to nam each time it is called. The print statement in the logical block displays the value of nam each time through the loop. Python exits from the logical block when it runs out of elements in lis. 

>>> lis = ['turkey', 'pony', 'dog', 'fox']

>>> for nam in lis:

... print nam

... 

turkey

pony

dog

fox

Strings are iterable

The next example demonstrates that strings are iterable. The string named string holds My name is Sam.  and the for statement iterates through string, assigning one character to char each time through the loop. The print statement displays each character; the comma causes print to put a SPACE after each character instead of a NEWLINE. 

>>> string = 'My name is Sam.' 

>>> for char in string:

... print char, 

... 

M y n a m e i s S a m . 

range()

The range() function returns a list that holds the integers between the two values specified as its arguments, including the first but excluding the last. An optional third parameter defines a step value. 

>>> range(1,6)

[1, 2, 3, 4, 5]

>>> range(0,10,3)

[0, 3, 6, 9]

The next example shows how to use range() in a for loop. In this example, range() returns a list comprising 0, 3, 6, and 9. The for control structure loops over these values, executing the indented statement each time through the loop. 

>>> for cnt in range(0,10,3):

...     print cnt

... 

0

3

6

9
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optional

xrange()

The range() function is useful for generating short lists but, because it stores the list it returns in memory, it takes up a lot of system resources when it generates longer lists. In contrast, xrange() has a fixed memory footprint that is independent of the length of the list it returns; as a consequence, it uses fewer system resources than range() when working with long lists. 

The two functions work differently. Whereas range() fills a list with values and stores that list in memory, xrange() works only when you iterate through the values it returns: The entire list is never stored in memory. 

>>> range(1,11)

[1, 2, 3, 4, 5, 6, 7, 8, 9, 10]

>>> xrange(1,11)

xrange(1, 11)

>>> for cnt in xrange(1,11):

... print cnt, 

... 

1 2 3 4 5 6 7 8 9 10

Reading from and Writing to Files

Python allows you to work with files in many ways. This section explains how to read from and write to text files and how to preserve an object in a file using pickle. 

File Input and Output

open()

The open() function opens a file and returns a file object called a  file handle;  it can open a file in one of several modes (Table 12-3). Opening a file in w (write) mode truncates the file; use a (append) mode if you want to add to a file. The following statement opens the file in Max’s home directory named test_file in read mode; the file handle is named f. 

f = open('/home/max/test_file', 'r')

Table 12-3 File modes
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Once the file is opened, you direct input and output using the file handle with one of the methods listed in Table 12-4. When you are finished working with a file, use close() to close it and free the resources the open file is using. 

Table 12-4 File object methods

The following example reads from /home/max/test_file, which holds three lines. It opens this file in read mode and assigns the file handle f to the open file. It uses the readlines() method, which reads the entire file into a list and returns that list. Because the list is iterable, Python passes to the for control structure one line from test_file each time through the loop. The for structure assigns the string value of this line to ln, which print then displays. The strip() method removes whitespace and/or a NEWLINE from the end of a line. Without strip(), print would output two NEWLINEs: the one that terminates the line from the file and the one it automatically appends to each line it outputs. After reading and displaying all lines from the file, the example closes the file. 

>>> f = open('/home/max/test_file', 'r')

>>> for ln in f.readlines():

... print ln.strip()

... 
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This is the first line

and here is the second line

of this file. 

>>> f.close()

The next example opens the same file in append mode and writes a line to it using write(). The write() method does not append a NEWLINE to the line it outputs, so you must terminate the string you write to the file with a \n. 

>>> f = open('/home/max/test_file','a')

>>> f.write('Extra line!\n')

>>> f.close()

optional

In the example that uses for, Python does not call the readlines() method each time through the for loop. Instead, it reads the file into a list the first time readlines() is called and then iterates over the list, setting ln to the value of the next line in the list each time it is called subsequently. 

It is the same as if you had written

>>> f = open('/home/max/test_file', 'r')

>>> lines = f.readlines()

>>> for ln in lines:

... print ln.strip()

It is more efficient to iterate over the file handle directly because this technique does not store the file in memory. 

>>> f = open('/home/max/test_file', 'r')

>>> for ln in f:

... print ln.strip()

Exception Handling

An  exception is an error condition that changes the normal flow of control in a program. 

Although you can try to account for every problem your code will need to deal with, it is not always possible to do so: Unknown circumstances might arise. What if the file the previous programs opened does not exist? Python raises an IOError (input/output error) number 2 and displays the message No such file or directory. 

>>> f = open('/home/max/test_file', 'r')

Traceback (most recent call last):

File "<stdin>", line 1, in <module> 

IOError: [Errno 2] No such file or directory: '/home/max/test_file' 

Instead of allowing Python to display what might be an incomprehensible error message and quit, a well-written program handles exceptions like this one gracefully. Good exception handling can help you debug a program and can also provide a nontechnical user with clear information about why the program failed. 

The next example wraps the open statement that failed with an exception handler in the form of a try...except control structure. This structure attempts to execute the try block. If execution of the (605)

try block fails (has an exception), it executes the code in the except block. If execution of the try block succeeds, it skips the except block. Depending on the severity of the error, the except block should warn the user that something might not be right or should display an error message and exit from the program. 

>>> try:

... f = open('/home/max/test_file', 'r')

... except:

... print "Error on opening the file." 

... 

Error on opening the file. 

You can refine the type of error an except block handles. Previously, the open statement returned an IOError. The following program tests for an IOError when it attempts to open a file, displays an error message, and exits. If it does not encounter an IOError, it continues normally. 

$ cat except1.py

#!/usr/bin/python

try:

f = open('/home/max/test_file', 'r')

except IOError:

print "Cannot open file." 

exit()

print "Processing file." 

$ ./except1.py

Cannot open file. 

$

$ touch test_file

$ ./except1.py

Processing file. 

Pickle

The pickle module allows you to store an object in a file in a standard format for later use by the same or a different program. The object you store can be any type of object as long as it does not require an operating system resource such as a file handle or network socket. The standard pickle filename extension is .p. For more information visit wiki.python.org/moin/UsingPickle. 

Security Never unpickle data received from an untrusted source

The pickle module is not secure against maliciously constructed data. When you unpickle an object, you are trusting the person who created it. Do not unpickle an object if you do not know or trust its source. 

This section discusses two pickle methods: dump(), which writes an object to disk, and load(), which reads an object from disk. The syntax for these methods is

 pickle.dump(objectname, open(filename, 'wb'))

 pickle.load(objectname, open(filename, 'rb'))
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It is critical that you open the file in binary mode (wb and rb). The load() method returns the object; you can assign the object the same name as or a different name from the original object. 

Before you can use pickle, you must import it (page 605). 

In the following example, after importing pickle, pickle.dump() creates a file named pres.p in wb (write binary) mode with a dump of the preserves list, and exit() leaves the Python interactive shell:

>>> import pickle

>>> preserves = ['apple', 'cherry', 'blackberry', 'apricot']

>>> preserves

['apple', 'cherry', 'blackberry', 'apricot']

>>> pickle.dump(preserves, open('pres.p', 'wb'))

exit()

The next example calls the Python interactive shell and pickle.load() reads the pres.p file in rb (read binary) mode. This method returns the object you originally saved using dump(). You can give the object any name you like. 

$ python

... 

>>> import pickle

>>> jams = pickle.load(open('pres.p', 'rb'))

>>> jams

['apple', 'cherry', 'blackberry', 'apricot']

Regular Expressions

The Python re (regular expression) module handles regular expressions. Python regular expressions follow the rules covered in Appendix A and are similar to Perl regular expressions, which are covered starting on page 568. This section discusses a few of the tools in the Python re library. You must give the command import re before you can use the re methods. To display Python help on the re module, give the command help() from the Python interactive shell and then type re. 

findall()

One of the simplest re methods is findall(), which returns a list that holds matches using the following syntax:

 re.findall(regex,  string)

where  regex is the regular expression and  string is the string you are looking for a match in. 

The  regex in the following example (hi) matches the three occurrences of hi in the  string (hi hi hi hello). 

>>> import re

>>> a = re.findall('hi', 'hi hi hi hello')
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>>> print a

['hi', 'hi', 'hi']

Because findall() returns a list (it is iterable), you can use it in a for statement. The following example uses the period (. ) special character, which, in a regular expression, matches any character. The  regex (hi. ) matches the three occurrences of hi followed by any character in the

 string. 

>>> for mat in re.findall('hi.', 'hit him hid hex'):

... print mat, 

... 

hit him hid

search()

The search() re method uses the same syntax as findall() and looks through  string for a match to

 regex. Instead of returning a list if it finds a match, however, it returns a MatchObject. Many re methods return a MatchObject (and not a list) when they find a match for the  regex in the  string. 

>>> a = re.search('hi.', 'bye hit him hex')

>>> print a

<_sre.SRE_Match object at 0xb7663a30> 

bool()

The bool() function returns  true or  false based on its argument. Because you can test the MatchObject directly, bool() is not used often in Python programming, but is included here for its instructional value. A MatchObject evaluates to  true because it indicates a match. [Although findall() does not return a MatchObject, it does evaluate to  true when it finds a match.]

>>> bool(a)

True

group()

The group() method allows you to access the match a MatchObject holds. 

>>> a.group(0)

'hit' 

type()

When no match exists, search() returns a NoneType object [as shown by the type() function], which evaluates to None or in a Boolean expression evaluates to  false. 

>>> a = re.search('xx.', 'bye hit him hex')

>>> type(a)

<type 'NoneType'> >>> 

print a

None

>>> bool(a)

False
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Because a re method in a Boolean context evaluates to  true or  false, you can use a re method as the expression an if statement evaluates. The next example uses search() as the expression in an if statement; because there is a match, search() evaluates as  true, and Python executes the print statement. 

>>> name = 'sam' 

>>> if(re.search(name,'zach max sam helen')):

... print 'The list includes ' + name

... 

The list includes sam

match()

The match() method of the re object uses the same syntax as search(), but looks only at the beginning of  string for a match to  regex. 

>>> name = 'zach' 

>>> if(re.match(name,'zach max sam helen')):

... print 'The list includes ' + name

... 

The list includes zach

Defining a Function

A Python function definition must be evaluated before the function is called, so it generally appears in the code before the call to the function. The contents of the function, as with other Python logical blocks, must be indented. The syntax of a function definition is def my_function(args):

... 

Python passes lists and other data structures to a function by reference (page 589), meaning that when a function modifies a data structure that was passed to it as an argument, it modifies the original data structure. The following example demonstrates this fact:

>>> def add_ab(my_list):

... my_list.append('a')

... my_list.append('b')

... 

>>> a = [1,2,3]

>>> add_ab(a)

>>> a

[1, 2, 3, 'a', 'b']

You can pass arguments to a function in three ways. Assume the function place_stuff is defined as follows. The values assigned to the arguments in the function definition are defaults. 

>>> def place_stuff(x = 10, y = 20, z = 30):

... return x, y, z

... 
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If you call the function and specify arguments, the function uses those arguments:

>>> place_stuff(1,2,3)

(1, 2, 3)

If you do not specify arguments, the function uses the defaults:

>>> place_stuff()

(10, 20, 30)

Alternatively, you can specify values for some or all of the arguments:

>>> place_stuff(z=100)

(10, 20, 100)

Using Libraries

This section discusses the Python standard library, nonstandard libraries, and Python namespace, as well as how to import and use a function. 

Standard Library

The Python standard library, which is usually included in packages installed with Python, provides a wide range of facilities, including functions, constants, string services, data types, file and directory access, cryptographic services, and file formats. Visit

docs.python.org/library/index.html for a list of the contents of the standard library. 

Nonstandard Libraries

In some cases a module you want might be part of a library that is not included with Python. You can usually find what you need in the Python Package Index (PyPI; pypi.python.org), a repository of more than 22,000 Python packages. You can find lists of modules for the distribution you are using by searching the Web for  distro package database, where  distro is the name of the Linux distribution you are using, and then searching one of the databases for python. 

SciPy and NumPy Libraries

Two popular libraries are SciPy and NumPy. The SciPy (“Sigh Pie”; scipy.org) library holds Python modules for mathematics, science, and engineering. It depends on NumPy (numpy.scipy.org), a library of Python modules for scientific computing. 

You must download and install the package that holds NumPy before you can use any of its modules. Under Debian/Ubuntu/Mint and openSuSE, the package is named python-numpy; under Fedora/RHEL, it is named numpy. If you are running macOS, visit

www.scipy.org/Installing_SciPy/Mac_OS_X. See Appendix C for instructions on downloading and installing packages. Alternatively, you can obtain the libraries from scipy.org or pypi.python.org. Once you import SciPy (import scipy), help(scipy) will list the functions you can import individually. 
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Namespace

A  namespace comprises a set of names (identifiers) in which all names are unique. For example, the namespace for a program might include an object named planets. You might instantiate planets as an integer:

>>> planets = 5

>>> type(planets)

<type 'int'> 

Although it is not good programming practice, later on in the program you could assign planets a string value. It would then be an object of type string. 

>>> planets = 'solar system' 

>>> type(planets)

<type 'str'> 

You could make planets a function, a list, or another type of object. Regardless, there would always be only one object named planets (identifiers in a namespace must be unique). 

When you import a module (including a function), Python can merge the namespace of the module with the namespace of your program, creating a conflict. For example, if you import the function named sample from the library named random and then define a function with the same name, you will no longer be able to access the original function:

>>> from random import sample

>>> sample(range(10), 10)

[6, 9, 0, 7, 3, 5, 2, 4, 1, 8]

>>> def sample(a, b):

... print 'Problem?' 

... 

>>> sample(range(10), 10)

Problem? 

The next section discusses different ways you can import objects from a library and steps you can take to avoid the preceding problem. 

Importing a Module

You can import a module in one of several ways. How you import the module determines whether Python merges the namespace of the module with that of your program. 

The simplest thing to do is to import the whole module. In this case Python does not merge the namespaces but allows you to refer to an object from the module by prefixing its name with the name of the module. The following code imports the random module. Using this syntax, the function named sample is not defined: You must call it as random.sample. 

>>> import random

>>> sample(range(10), 10)

Traceback (most recent call last):

File "<stdin>", line 1, in <module> 
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NameError: name 'sample' is not defined 

>>> random.sample(range(10), 10)

[1, 0, 6, 9, 8, 3, 2, 7, 5, 4]

This setup allows you to define your own function named sample. Because Python has not merged the namespaces from your program and the module named random, the two functions can coexist. 

>>> def sample(a, b):

... print 'Not a problem.' 

... 

>>> sample(1, 2)

Not a problem. 

>>> random.sample(range(10), 10)

[2, 9, 6, 5, 1, 3, 4, 0, 7, 8]

Importing part of a module

Another way to import a module is to specify the module and the object. 

>>> from random import sample

When you import an object using this syntax, you import only the function named sample; no other objects from that module will be available. This technique is very efficient. However, Python merges the namespaces from your program and from the object, which can give rise to the type of problem illustrated in the previous section. 

You can also use from  module import *. This syntax imports all names from  module into the namespace of your program; it is generally not a good idea to use this technique. 

Example of Importing a Function

The my_max.py program on page 590 finds the largest element in a predefined list. The following program works the same way, except at runtime it fills a list with random numbers. 

The following command imports the sample() function from the standard library module named random. You can install an object from a nonstandard library, such as NumPy, the same way. 

from random import sample

After importing this function, the command help(sample) displays information about sample(). 

The sample() function has the following syntax:

 sample(list,  number)

where  list is a list holding the population, or values sample() can return, and  number is the number of random numbers in the list sample() returns. 

>>> sample([0, 1, 2, 3, 4, 5, 6, 7, 8, 9], 4)

[7, 1, 2, 5]

(612)

>>> sample([0, 1, 2, 3, 4, 5, 6, 7, 8, 9], 6)

[0, 5, 4, 1, 3, 7]

The following program uses the range() function (page 596), which returns a list holding the numbers from 0 through 1 less than its argument:

>>> range(8)

[0, 1, 2, 3, 4, 5, 6, 7]

>>> range(16)
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Glossary

Preface

Linux

 A Practical Guide to Linux®  Commands, Editors, and Shell Programming, Fourth Edition, explains how to work with the Linux operating system from the command line. The first few chapters of this book build a foundation for learning about Linux. The rest of the book covers more advanced topics and goes into more detail. This book does not describe a particular release or distribution of Linux but rather pertains to all recent versions of Linux. 

macOS

This book also explains how to work with the UNIX/Linux foundation of macOS. It looks

“under the hood,” past the traditional GUI (graphical user interface) that most people associate with the Macintosh, and explains how to use the powerful command-line interface (CLI) that connects you directly to macOS. Where this book refers to Linux, it implicitly refers to macOS

as well and makes note of differences between the two operating systems. 

Command-line interface (CLI)

In the beginning there was the command-line (textual) interface, which enabled a user to give Linux commands from the command line. There was no mouse to point with or icons to drag and drop. Some programs, such as emacs, implemented rudimentary windows using the very minimal graphics available in the ASCII character set. Reverse video helped separate areas of the screen. 

Linux was born and raised in this environment, so naturally all the original Linux tools were invoked from the command line. The real power of Linux still lies in this environment, which explains why many Linux professionals work  exclusively from the command line. Using clear descriptions and many examples, this book shows you how to get the most out of your Linux system using the command-line interface. 

Linux distributions

A Linux distribution comprises the Linux kernel, utilities, and application programs. Many distributions are available, including Ubuntu, Fedora, openSUSE, Red Hat, Debian, Mageia, Arch, CentOS, Solus, and Mint. Although the distributions differ from one another in various ways, all of them rely on the Linux kernel, utilities, and applications. This book is based on the code that is common to most distributions. As a consequence you can use it regardless of which distribution you are running. 

Overlap

If you read one of Mark Sobell’s other books,  A Practical Guide to Fedora™  and Red Hat ®

 Enterprise Linux, or  A Practical Guide to Ubuntu Linux®, or Matthew Helmke’s  Ubuntu Unleashed or  The Official Ubuntu Book, you will notice some overlap between those books and the one you are reading now. The books cover similar information, presented from different perspectives and at different levels of depth depending on the intended audience for each book. 

Audience

This book is designed for a wide range of readers. It does not require programming experience, although some experience using a computer is helpful. It is appropriate for the following readers:

• Students taking a class in which they use Linux or macOS

• Power users who want to explore the power of Linux or macOS from the command line

• Professionals who use Linux or macOS at work

• Beginning Macintosh users who want to know what UNIX/Linux is, why everyone keeps saying it is important, and how to take advantage of it

• Experienced Macintosh users who want to know how to take advantage of the power of UNIX/Linux that underlies macOS

• UNIX users who want to adapt their UNIX skills to the Linux or macOS environment

• System administrators who need a deeper understanding of Linux or macOS and the tools that are available to them, including the bash, Perl, and Python scripting languages

• Web developers who need to understand Linux inside and out including Perl and Python

• Computer science students who are studying the Linux or macOS operating system

• Programmers who need to understand the Linux or macOS programming environment

• Technical executives who want to get a grounding in Linux or macOS

Benefits

 A Practical Guide to Linux®  Commands, Editors, and Shell Programming, Fourth Edition, gives you a broad understanding of how to use Linux and macOS from the command line. Regardless of your background, it offers the knowledge you need to get on with your work: You will come away from this book with an understanding of how to use Linux/macOS, and this text will remain a valuable reference for years to come. 

A large amount of free software has always been available for Macintosh systems. In addition, the Macintosh shareware community is very active. By introducing the UNIX/Linux aspects of macOS, this book throws open to Macintosh users the vast store of free and low-cost software available for Linux and other UNIX-like systems. 

Tip: In this book,  Linux refers to  Linux and  macOS

The UNIX operating system is the common ancestor of Linux and macOS. Although the GUIs (graphical user interfaces) of these two operating systems differ significantly, the command-line interfaces (CLIs) are very similar and in many cases identical. This book describes the CLIs of both Linux and macOS. To make the content more readable, this book uses the term  Linux to refer to both  Linux and  macOS. It makes explicit note of where the two operating systems differ. 

Features of This Book

This book is organized for ease of use in different situations. For example, you can read it from

cover to cover to learn command-line Linux from the ground up. Alternatively, once you are comfortable using Linux, you can use this book as a reference: Look up a topic of interest in the table of contents or index and read about it. Or, refer to one of the utilities covered in Part VI, 

“Command Reference.” You can also think of this book as a catalog of Linux topics: Flip through the pages until a topic catches your eye. The book also includes many pointers to Web sites where you can obtain additional information: Consider the Internet to be an extension of this book. 

 A Practical Guide to Linux®  Commands, Editors, and Shell Programming, Fourth Edition, offers the following features:

• Optional sections allow you to read the book at different levels, returning to more difficult material when you are ready to tackle it. 

• Caution boxes highlight procedures that can easily go wrong, giving you guidance  before you run into trouble. 

• Tip boxes highlight places in the text where you can save time by doing something differently or when it might be useful or just interesting to have additional information. 

• Security boxes point out ways you can make a system more secure. 

• Each chapter starts with a list of chapter objectives—a list of important tasks you should be able to perform after reading the chapter. 

• Concepts are illustrated by practical examples found throughout the book. 

• The many useful URLs (Internet addresses) identify sites where you can obtain software and information. 

• Main, File Tree, and Utility indexes help you find what you are looking for quickly; for easy access, the Utility index is reproduced on the insides of the front and back covers. 

• Chapter summaries review the important points covered in each chapter. 

• Review exercises are included at the end of each chapter for readers who want to hone their skills. Answers to even-numbered exercises are posted at www.sobell.com. 

• Important GNU tools, including gcc, GNU Configure and Build System, make, gzip, and many others, are described in detail. 

• Pointers throughout the book provide help in obtaining online documentation from many sources, including the local system and the Internet. 

• Important command-line utilities that were developed by Apple specifically for macOS are covered in detail, including diskutil, ditto, dscl, GetFileInfo, launchctl, otool, plutil, and SetFile. 

• Descriptions of macOS extended attributes include file forks, file attributes, attribute flags, and Access Control Lists (ACLs). 

• Appendix D, “macOS Notes,” lists some differences between macOS and Linux. 











Contents

This section describes the information that each chapter covers and explains how that information can help you take advantage of the power of Linux. You might want to review the table of contents for more detail. 

• Chapter 1—Welcome to Linux and macOS Presents background information on Linux and macOS. This chapter covers the history of Linux, profiles the macOS Mach kernel, explains how the GNU Project helped Linux get started, and discusses some of the important features of Linux that distinguish it from other operating systems. 

Part I: The Linux and macOS Operating Systems

Tip: Experienced users might want to skim Part I

If you have used a UNIX/Linux system before, you might want to skim or skip some or all of the chapters in Part I. All readers should take a look at “Conventions Used in This Book” (page 24), which explains the typographic conventions that this book uses, and “Where to Find Documentation” (page 33), which points you toward both local and remote sources of Linux documentation. 

Part I introduces Linux and gets you started using it. 

• Chapter 2—Getting Started

Explains the typographic conventions this book uses to make explanations clearer and easier to read. This chapter provides basic information and explains how to log in, change your password, give Linux commands using the shell, and find system documentation. 

• Chapter 3—The Utilities

Explains the command-line interface (CLI) and briefly introduces more than 30 command-line utilities. Working through this chapter gives you a feel for Linux and introduces some of the tools you will use day in, day out. Deeper discussion of utilities is reserved for Part VI. The utilities covered in this chapter include

grep, which searches through files for strings of characters; 

unix2dos, which converts Linux text files to Windows format; 

tar, which creates archive files that can hold many other files; 

bzip2 and gzip, which compress files so that they take up less space on disk and allow you to transfer them over a network more quickly; and

diff, which displays the differences between two text files. 

• Chapter 4—The Filesystem

Discusses the Linux hierarchical filesystem, covering files, filenames, pathnames, working with directories, access permissions, and hard and symbolic links. Understanding the filesystem (1)









allows you to organize your data so that you can find information quickly. It also enables you to share some of your files with other users while keeping other files private. 

• Chapter 5—The Shell

Explains how to use shell features to make your work faster and easier. All of the features covered in this chapter work with both bash and tcsh. This chapter discusses Using command-line options to modify the way a command works; 

Making minor changes in a command line to redirect input to a command so that it comes from a file instead of the keyboard; uRedirecting output from a command to go to a file instead of the screen; 

Using pipelines to send the output of one utility directly to another utility so you can solve problems right on the command line; uRunning programs in the background so you can work on one task while Linux is working on a different one; and uUsing the shell to generate filenames to save time spent on typing and help you when you do not remember the exact name of a file. 

Use shell startup files, shell options, and shell features to customize the shell; Part II: The Editors

Part II covers two classic, powerful Linux command-line text editors. Most Linux distributions include the vim text editor, an “improved” version of the widely used vi editor, as well as the popular GNU emacs editor. Text editors enable you to create and modify text files that can hold programs, shell scripts, memos, and input to text formatting programs. Because Linux system administration involves editing text-based configuration files, skilled Linux administrators are adept at using text editors. 

• Chapter 6—The vim Editor

Starts with a tutorial on vim and then explains how to use many of the advanced features of vim, including special characters in search strings, the General-Purpose and Named buffers, parameters, markers, and execution of commands from within vim. The chapter concludes with a summary of vim commands. 

• Chapter 7—The emacs Editor

Opens with a tutorial and then explains many of the features of the emacs editor as well as how to use the META, ALT, and ESCAPE keys. In addition, this chapter covers key bindings, buffers, and incremental and complete searching for both character strings and regular expressions. It details the relationship between Point, the cursor, Mark, and Region. It also explains how to take advantage of the extensive online help facilities available from emacs. 

Other topics covered include cutting and pasting, using multiple windows and frames, and working with emacs modes—specifically C mode, which aids programmers in writing and debugging C code. Chapter 7 concludes with a summary of emacs commands. 

Part III: The Shells

Part III goes into more detail about bash and introduces the TC Shell (tcsh). 
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• Chapter 8—The Bourne Again Shell (bash) Picks up where Chapter 5 left off, covering more advanced aspects of working with a shell. For examples it uses the Bourne Again Shell—bash, the shell used almost exclusively for system shell scripts. Chapter 8 describes how to

Use job control to stop jobs and move jobs from the foreground to the background, and vice versa; 

Modify and reexecute commands using the shell history list; 

Create aliases to customize commands; 

Work with user-created and keyword variables in shell scripts; 

Implement localization including discussions of the locale utility, the LC_ variables, and internationalization; 

Set up functions, which are similar to shell scripts but are executed more quickly; Write and execute simple shell scripts; and

Redirect error messages so they go to a file instead of the screen. 

• Chapter 9—The TC Shell (tcsh)

Describes tcsh and covers features common to and different between bash and tcsh. This chapter explains how to

Run tcsh and change your default shell to tcsh; 

Redirect error messages so they go to files instead of the screen; 

Use control structures to alter the flow of control within shell scripts; Work with tcsh array and numeric variables; and

Use shell builtin commands. 

Part IV: Programming Tools

Part IV covers important programming tools that are used extensively in Linux and macOS

system administration and general-purpose programming. 

• Chapter 10—Programming the Bourne Again Shell (bash) Continues where Chapter 8 left off, going into greater depth about advanced shell programming using bash, with the discussion enhanced by extensive examples. This chapter discusses Control structures including if...then...else and case; Variables, with discussions of attributes, expanding null and unset variables, array variables, and variables in functions; 
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Environment, including environment versus local variables, inheritance, and process locality; Arithmetic and logical (Boolean) expressions; and

Some of the most useful shell builtin commands, including exec, trap, and getopts. 

Once you have mastered the basics of Linux, you can use your knowledge to build more complex and specialized programs, using the shell as a programming language. 

Chapter 10 poses two complete shell programming problems and then shows you how to solve them step by step. The first problem uses recursion to create a hierarchy of directories. The second problem develops a quiz program, shows you how to set up a shell script that interacts with a user, and explains how the script processes data. (The examples in Part VI also demonstrate many features of the utilities you can use in shell scripts.)

• Chapter 11—The Perl Scripting Language

Introduces the popular, feature-rich Perl programming language. This chapter covers Perl help tools including perldoc; 

Perl variables and control structures; 

File handling; 

Regular expressions; and

Installation and use of CPAN modules. 

Many Linux administration scripts are written in Perl. After reading Chapter 11 you will be able to better understand these scripts and start writing your own. This chapter includes many examples of Perl scripts. 

• Chapter 12—The Python Programming Language Introduces the flexible and friendly Python programming language. This chapter covers Python lists and dictionaries; 

Python functions and methods you can use to write to and read from files; Using pickle to store an object on disk; 

Importing and using libraries; 

Defining and using functions, including regular and Lambda functions; Regular expressions; and

Using list comprehensions. 

Many Linux tools are written in Python. Chapter 12 introduces Python, including some basic object-oriented concepts, so you can read and understand Python programs and write your own. 
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This chapter includes many examples of Python programs. 

• Chapter 13—The MariaDB SQL Database Management System Introduces the widely used MariaDB/MySQL relational database management system (RDBMS). This chapter covers

Relational database terminology; 

Installing the MariaDB client and server; 

Creating a database; 

Adding a user; 

Creating and modifying tables; 

Adding data to a database; and

Backing up and restoring a database. 

• Chapter 14—The AWK Pattern Processing Language Explains how to use the powerful AWK language to write programs that filter data, write reports, and retrieve data from the Internet. The advanced programming section describes how to set up two-way communication with another program using a coprocess and how to obtain input over a network instead of from a local file. 

• Chapter 15—The sed Editor

Describes sed, the noninteractive stream editor that finds many applications as a filter within shell scripts. This chapter discusses how to use sed’s buffers to write simple yet powerful programs and includes many examples. 

Part V: Secure Network Utilities

Part V describes two utilities you can use to work on a remote system and copy files across a network securely. 

• Chapter 16—The

rsync Secure Copy Utility Covers rsync, a secure utility that copies an ordinary file or directory hierarchy locally or between the local system and a remote system. As you write programs, you can use this utility to back them up to another system. 

• Chapter 17—The OpenSSH Secure Communication Utilities Explains how to use the ssh, scp, and sftp utilities to communicate securely over the Internet. 

This chapter covers the use of authorized keys that allow you to log in on a remote system securely without a password, ssh-agent that can hold your private keys while you are working, and forwarding X11 so you can run graphical programs remotely. 
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Part VI: Command Reference

Linux includes hundreds of utilities. Chapters 14, 15, 16, and 17 as well as Part VI provide extensive examples of the use of over 100 of the most important utilities with which you can solve problems without resorting to programming in C. If you are already familiar with UNIX/Linux, this part of the book will be a valuable, easy-touse reference. If you are not an experienced user, it will serve as a useful supplement while you are mastering the earlier sections of the book. 

Although the descriptions of the utilities in Chapters 14, 15, 16, and 17 and Part VI are presented in a format similar to that used by the Linux manual (man) pages, they are much easier to read and understand. These utilities are included because you will work with them day in, day out (for example, ls and cp), because they are powerful tools that are especially useful in shell scripts (sort, paste, and test), because they help you work with a Linux system (ps, kill, and fsck), or because they enable you to communicate with other systems (ssh, scp, and ftp). Each utility description includes complete explanations of its most useful options, differentiating between options supported under macOS and those supported under Linux. The “Discussion” 

and “Notes” sections present Tips and tricks for taking full advantage of the utility’s power. 

The “Examples” sections demonstrate how to use these utilities in real life, alone and together with other utilities, to generate reports, summarize data, and extract information. Take a look at the “Examples” sections for find (page 832), ftp (page 846), and sort (page 973) to see how extensive these sections are. Some utilities, such as Midnight Commander (mc; page 905) and screen (page 960), include extensive discussion sections and tutorials. 

Part VII: Appendixes

Part VII includes the appendixes, the glossary, and three indexes. 

• Appendix A—Regular Expressions

Explains how to use regular expressions to take advantage of the hidden power of Linux. 

Many utilities, including grep, sed, vim, AWK, Perl, and Python, accept regular expressions in place of simple strings of characters. A single regular expression can match many simple strings. 

• Appendix B—Help

Details the steps typically used to solve the problems you might encounter when using a Linux system. 

• Appendix C—Keeping the System Up-to-Date

Describes how to use tools to download software and keep a system current. This appendix includes information on

dnf—Downloads software from the Internet, keeping a system up-to-date and resolving dependencies as it goes. 

apt-get—An alternative to dnf for keeping a system current. 

BitTorrent—Good for distributing large amounts of data such as Linux installation CDs and DVDs. 
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• Appendix D—macOS Notes

A brief guide to macOS features and quirks that might be unfamiliar to users who have been using Linux or other UNIX-like systems. 

• Glossary

Defines more than 500 terms that pertain to the use of Linux and macOS. 

• Indexes

Three indexes that make it easier to find what you are looking for quickly. These indexes indicate where you can locate tables (page numbers followed by the letter t) and definitions ( italic page numbers). They also differentiate between light and comprehensive coverage (page numbers in light and standard fonts, respectively). 

File Tree Index—Lists, in hierarchical fashion, most files mentioned in this book. These files are also listed in the Main index. 

Utility Index—Locates all utilities mentioned in this book. A page number in a light font indicates a brief mention of the utility; use of the regular font indicates more substantial coverage. The Utility index is reproduced on the insides of the front and back covers. 

Main Index—Helps you find the information you want quickly. 

Supplements

The author’s home page (www.sobell.com) contains downloadable listings of the longer programs from this book as well as pointers to many interesting and useful Linux and macOS

related sites on the World Wide Web, a list of corrections to the book, answers to even numbered exercises, and a solicitation for corrections, comments, and suggestions. 

Thanks
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I take responsibility for any errors and omissions in this book. If you find one or just have a comment, let me know (matthew@matthewhelmke.com) and I will fix it in the next printing. I inherited a fabulous amount of well-vetted content and I have tested what is here while updating the text for this edition, but it is possible I have not done so perfectly and am happy to receive your kind assistance and corrections where needed. 
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Welcome to Linux and macOS

In This Chapter

The History of UNIX and GNU–Linux

The Heritage of Linux: UNIX

What Is So Good About Linux? 

Overview of Linux

Additional Features of Linux

Objectives

After reading this chapter you should be able to:

Discuss the history of UNIX, Linux, and the GNU project

Explain what is meant by “free software” and list characteristics of the GNU General Public License

List characteristics of Linux and reasons the Linux operating system is so popular Discuss three benefits of virtual machines over single physical machines

An operating system is the low-level software that schedules tasks, allocates storage, and handles the interfaces to peripheral hardware, such as printers, disk drives, the screen, keyboard, and mouse. An operating system has two main parts: the  kernel and the  system programs. The kernel allocates machine resources—including memory, disk space, and  CPU (page 1092) cycles—to all other programs that run on the computer. The system programs include device drivers, libraries, utility programs, shells (command interpreters), configuration scripts and files, application programs, servers, and documentation. They perform higher-level housekeeping tasks, often acting as servers in a client/server relationship. For Linux and macOS, many of the libraries, servers, and utility programs were written by the GNU Project, which is discussed shortly. 

Linux kernel

The Linux  kernel was developed by Finnish undergraduate student Linus Torvalds, who used the Internet to make the source code immediately available to others for free. Torvalds released Linux version 0.01 in September 1991. 

The new operating system came together through a lot of hard work. Programmers around the world were quick to extend the kernel and develop other tools, adding functionality to match that (11)

already found in both BSD UNIX and System V UNIX (SVR4) as well as new functionality. The name  Linux is a combination of  Linus and  UNIX. 

The Linux operating system, which was developed through the cooperation of numerous people around the world, is a  product of the Internet and is a  free ( open source;  page 1113) operating system. In other words, all the source code is free. You are free to study it, redistribute it, and modify it. As a result, the code is available free of cost—no charge for the software, source, documentation, or support (via newsgroups, mailing lists, and other Internet resources). As the GNU Free Software Definition (www.gnu.org/philosophy/free-sw.html) puts it: Free beer

“Free software” is a matter of liberty, not price. To understand the concept, you should think of

“free” as in “free speech,” not as in “free beer.” 

Mach kernel

macOS runs the Mach kernel, which was developed at Carnegie Mellon University (CMU) and is free software. CMU concluded its work on the project in 1994, although other groups have continued this line of research. Much of the macOS software is  open source: the macOS kernel is based on Mach and FreeBSD code, utilities come from BSD and the GNU project, and system programs come mostly from BSD code, although Apple has developed a number of new programs. 

Tip: Linux, macOS, and UNIX

Linux and macOS are closely related to the UNIX operating system. This book describes Linux and macOS. To make reading easier, this book talks about Linux when it means macOS and Linux, and points out where macOS behaves differently from Linux. For the same reason, this chapter frequently uses the term Linux to describe both Linux and macOS features. 

The History of UNIX and GNU–Linux

This section presents some background on the relationships between UNIX and Linux and between GNU and Linux. Visit www.levenez.com/unix for an extensive history of UNIX. 

The Heritage of Linux: UNIX

The UNIX system was developed by researchers who needed a set of modern computing tools to help them with their projects. The system allowed a group of people working together on a project to share selected data and programs while keeping other information private. 

Universities and colleges played a major role in furthering the popularity of the UNIX operating system through the “four-year effect.” When the UNIX operating system became widely available in 1975, Bell Labs offered it to educational institutions at nominal cost. The schools, in turn, used it in their computer science programs, ensuring that computer science students became familiar with it. Because UNIX was such an advanced development system, the students became acclimated to a sophisticated programming environment. As these students graduated and went into industry, they expected to work in a similarly advanced environment. As more of them worked their way up the ladder in the commercial world, the UNIX operating system found its way into industry. 

(12)

Berkeley UNIX (BSD)

In addition to introducing students to the UNIX operating system, the Computer Systems Research Group (CSRG) at the University of California at Berkeley made significant additions and changes to it. In fact, it made so many popular changes that one version of the system is called the Berkeley Software Distribution (BSD) of the UNIX system, or just  Berkeley UNIX. 

The other major version is UNIX System V (SVR4), which descended from versions developed and maintained by AT&T and UNIX System Laboratories. macOS inherits much more strongly from the BSD branch of the tree. 

Fade to 1983

Richard Stallman (www.stallman.org) announced1 the GNU Project for creating an operating system, both kernel and system programs, and presented the GNU Manifesto,2 which begins as follows:

GNU, which stands for Gnu’s Not UNIX, is the name for the complete UNIX-compatible software system which I am writing so that I can give it away free to everyone who can use it. 

1. www.gnu.org/gnu/initial-announcement.html

2. www.gnu.org/gnu/manifesto.html

Some years later, Stallman added a footnote to the preceding sentence when he realized that it was creating confusion:

The wording here was careless. The intention was that nobody would have to pay for

*permission* to use the GNU system. But the words don’t make this clear, and people often interpret them as saying that copies of GNU should always be distributed at little or no charge. 

That was never the intent; later on, the manifesto mentions the possibility of companies providing the service of distribution for a profit. Subsequently I have learned to distinguish carefully between “free” in the sense of freedom and “free” in the sense of price. Free software is software that users have the freedom to distribute and change. Some users may obtain copies at no charge, while others pay to obtain copies—and if the funds help support improving the software, so much the better. The important thing is that everyone who has a copy has the freedom to cooperate with others in using it. 

In the manifesto, after explaining a little about the project and what has been accomplished so far, Stallman continues:

Why I Must Write GNU

I consider that the golden rule requires that if I like a program I must share it with other people who like it. Software sellers want to divide the users and conquer them, making each user agree not to share with others. I refuse to break solidarity with other users in this way. I cannot in good conscience sign a nondisclosure agreement or a software license agreement. For years I worked within the Artificial Intelligence Lab to resist such tendencies and other inhospitalities, but eventually they had gone too far: I could not remain in an institution where such things are done for me against my will. 

So that I can continue to use computers without dishonor, I have decided to put together a sufficient body of free software so that I will be able to get along without any software that is not (13)

free. I have resigned from the AI Lab to deny MIT any legal excuse to prevent me from giving GNU away. 

Next Scene, 1991

The GNU Project has moved well along toward its goal. Much of the GNU operating system, except for the kernel, is complete. Richard Stallman later writes:

By the early ’90s we had put together the whole system aside from the kernel (and we were also working on a kernel, the GNU Hurd, 3 which runs on top of Mach4). Developing this kernel has been a lot harder than we expected, and we are still working on finishing it. 5

3. www.gnu.org/software/hurd/hurd.html

4. www.gnu.org/software/hurd/gnumach.html

5. www.gnu.org/software/hurd/hurd-and-linux.html

...[M]any believe that once Linus Torvalds finished writing the kernel, his friends looked around for other free software, and for no particular reason most everything necessary to make a UNIX-like system was already available. 

What they found was no accident—it was the GNU system. The available free software6 added up to a complete system because the GNU Project had been working since 1984 to make one. 

The GNU Manifesto had set forth the goal of developing a free UNIX-like system, called GNU. 

The Initial Announcement of the GNU Project also outlines some of the original plans for the GNU system. By the time Linux was written, the [GNU] system was almost finished. 7

6. See www.gnu.org/philosophy/free-sw.html

7. www.gnu.org/gnu/linux-and-gnu.html

Today the GNU “operating system” runs on top of the FreeBSD (www.freebsd.org) and NetBSD

(www.netbsd.org) kernels with complete Linux binary compatibility and on top of Hurd pre-releases and Darwin (developer.apple.com/opensource) without this compatibility. 

The Code Is Free

The tradition of free software dates back to the days when UNIX was released to universities at nominal cost, which contributed to its portability and success. This tradition eventually died as UNIX was commercialized and manufacturers came to regard the source code as proprietary, making it effectively unavailable. Another problem with the commercial versions of UNIX

related to their complexity. As each manufacturer tuned UNIX for a specific architecture, the operating system became less portable and too unwieldy for teaching and experimentation. 

MINIX

Two professors created their own stripped-down UNIX look-alikes for educational purposes: Doug Comer created XINU, and Andrew Tanenbaum created MINIX. Linus Torvalds created Linux to counteract the shortcomings in MINIX. Every time there was a choice between code simplicity and efficiency/features, Tanenbaum chose simplicity (to make it easy to teach with (14)

MINIX), which meant this system lacked many features people wanted. Linux went in the opposite direction. 

 You can obtain Linux at no cost over the Internet. You can also obtain the GNU code via the U.S. mail at a modest cost for materials and shipping. You can support the Free Software Foundation (www.fsf.org) by buying the same (GNU) code in higher-priced packages, and you can buy commercial packaged releases of Linux (called  distributions), such as Fedora/Red Hat Enterprise Linux, openSUSE, Debian, and Ubuntu, that include installation instructions, software, and support. 

GPL

Linux and GNU software are distributed under the terms of the GNU General Public License (GPL, www.gnu.org/licenses/licenses.html). The GPL says you have the right to copy, modify, and redistribute the code covered by the agreement. When you redistribute the code, however, you must also distribute the same license with the code, thereby making the code and the license inseparable. If you download source code from the Internet for an accounting program that is under the GPL and then modify that code and redistribute an executable version of the program, you must also distribute the modified source code and the GPL agreement with it. Because this arrangement is the reverse of the way a normal copyright works (it  gives rights instead of limiting them), it has been termed a  copyleft. (This paragraph is not a legal interpretation of the GPL; it is intended merely to give you an idea of how it works. Refer to the GPL itself when you want to make use of it.)

Have Fun! 

Two key words for Linux are “Have Fun!” These words pop up in prompts and documentation. 

The UNIX—now Linux—culture is steeped in humor that can be seen throughout the system. 

For example, less is more—GNU has replaced the UNIX paging utility named more with an improved utility named less. The utility to view PostScript documents is named ghostscript, and one of several replacements for the vi editor is named elvis. While machines with Intel processors have “Intel Inside” logos on their outside, some Linux machines sport “Linux Inside” 

logos. And Torvalds himself has been seen wearing a T-shirt bearing a “Linus Inside” logo. 

What Is So Good About Linux? 

In recent years Linux has emerged as a powerful and innovative UNIX work-alike. Its popularity has surpassed that of its UNIX predecessors. Although it mimics UNIX in many ways, the Linux operating system departs from UNIX in several significant ways: The Linux kernel is implemented independently of both BSD and System V, the continuing development of Linux is taking place through the combined efforts of many capable individuals throughout the world, and Linux puts the power of UNIX within easy reach of both business and personal computer users. 

Using the Internet, today’s skilled programmers submit additions and improvements to the operating system to Linus Torvalds, GNU, or one of the other authors of Linux. 

Standards

In 1985, individuals from companies throughout the computer industry joined together to develop the POSIX (Portable Operating System Interface for Computer Environments) standard, which is based largely on the UNIX System V Interface Definition (SVID) and other earlier (15)

standardization efforts. These efforts were spurred by the U.S. government, which needed a standard computing environment to minimize its training and procurement costs. Released in 1988, POSIX is a group of IEEE standards that define the API (application programming interface), shell, and utility interfaces for an operating system. Although aimed at UNIX-like systems, the standards can apply to any compatible operating system. Now that these standards have gained acceptance, software developers are able to develop applications that run on all conforming versions of UNIX, Linux, and other operating systems. 

Applications

A rich selection of applications is available for Linux—both free and commercial— as well as a wide variety of tools: graphical, word processing, networking, security, administration, Web server, and many others. Large software companies have recently seen the benefit in supporting Linux and now have on-staff programmers whose job it is to design and code the Linux kernel, GNU, KDE, or other software that runs on Linux. For example, IBM (www.ibm.com/linux) is a major Linux supporter. Linux conforms increasingly more closely to POSIX standards, and some distributions and parts of others meet this standard. These developments indicate that Linux is becoming mainstream and is respected as an attractive alternative to other popular operating systems. 

Peripherals

Another aspect of Linux that appeals to users is the amazing range of peripherals that is supported and the speed with which support for new peripherals emerges. Linux often supports a peripheral or interface card before any company does. Unfortunately some types of peripherals—

particularly proprietary graphics cards—lag in their support because the manufacturers do not release specifications or source code for drivers in a timely manner, if at all. 

Software

Also important to users is the amount of software that is available—not just source code (which needs to be compiled) but also prebuilt binaries that are easy to install and ready to run. These programs include more than free software. Netscape, for example, was available for Linux from the start and included Java support before it was available from many commercial vendors. Its sibling Mozilla/Thunderbird/ Fire-fox is now a viable browser, mail client, and newsreader, performing many other functions as well. 

Platforms

Linux is not just for Intel-based platforms (which now include Apple computers): It has been ported to and runs on the Power PC—including older Apple computers (ppclinux), Compaq’s (née Digital Equipment Corporation) Alpha-based machines, MIPS-based machines, Motorola’s 68K-based machines, various 64-bit systems, and IBM’s S/390. Nor is Linux just for single-processor machines: As of version 2.0, it runs on multiple-processor machines ( SMPs;  page 1124). It also includes an O(1) scheduler, which dramatically increases scalability on SMP

systems. 

Emulators

Linux supports programs, called  emulators, that run code intended for other operating systems. 

By using emulators you can run some DOS, Windows, and Macintosh programs under Linux. 

For example, Wine (www.winehq.com) is an open-source implementation of the Windows API (16)

that runs on top of the X Window System and UNIX/Linux. 

Virtual machines

A virtual machine (VM or guest) appears to the user and to the software running on it as a complete physical machine. It is, however, one of potentially many such VMs running on a single physical machine (the host). The software that provides the virtualization is called a virtual machine monitor (VMM) or  hypervisor. Each VM can run a different operating system from the other VMs. For example, on a single host you could have VMs running Windows 7, Ubuntu 12.10, Ubuntu 13.04, and Fedora 17. 

A multitasking operating system allows you to run many programs on a single physical system. 

Similarly, a hypervisor allows you to run many operating systems (VMs) on a single physical system. 

VMs provide many advantages over single, dedicated machines:

• Isolation—Each VM is isolated from the other VMs running on the same host: Thus, if one VM crashes or is compromised, the others are not affected. 

• Security—When a single server system running several servers is compromised, all servers are compromised. If each server is running on its own VM, only the compromised server is affected; other servers remain secure. 

• Power consumption—Using VMs, a single powerful machine can replace many less powerful machines, thereby cutting power consumption. 

• Development and support—Multiple VMs, each running a different version of an operating system and/or different operating systems, can facilitate development and support of software designed to run in many environments. With this organization you can easily test a product in different environments before releasing it. Similarly, when a user submits a bug, you can reproduce the bug in the same environment it occurred in. 

• Servers—In some cases, different servers require different versions of system libraries. In this instance, you can run each server on its own VM, all on a single piece of hardware. 

• Testing—Using VMs, you can experiment with cutting-edge releases of operating systems and applications without concern for the base (stable) system, all on a single machine. 

• Networks—You can set up and test networks of systems on a single machine. 

• Sandboxes—A VM presents a sandbox—an area (system) that you can work in without regard for the results of your work or for the need to clean up. 

• Snapshots—You can take snapshots of a VM and return the VM to the state it was in when you took the snapshot simply by reloading the VM from the snapshot. 

Xen

Xen, which was created at the University of Cambridge and is now being developed in the opensource community, is an open-source virtual machine monitor (VMM). A VMM enables several virtual machines (VMs), each running an instance of a separate operating system, to run on a single computer. Xen introduces minimal performance overhead when compared with running (17)

each of the operating systems natively. For more information on Xen, refer to the Xen home page at www.cl.cam.ac.uk/research/srg/netos/xen and wiki.xen.org. 

VMware

VMware, Inc. (www.vmware.com) offers VMware Server, a free, downloadable, proprietary product you can install and run as an application under Linux. VMware Server enables you to install several VMs, each running a different operating system, including Windows and Linux. 

VMware also offers a free VMware player that enables you to run VMs you create using VMware Server. 

KVM

The Kernel-based Virtual Machine (KVM; www.linux-kvm.org and libvirt.org) is an opensource VM and runs as part of the Linux kernel. 

Qemu

Qemu (wiki.qemu.org), written by Fabrice Bellard, is an open-source VMM that runs as a user application with no CPU requirements. It can run code written for a different CPU than that of the host machine. 

VirtualBox

VirtualBox (www.virtualbox.org) is a VM developed by Sun Microsystems. If you want to run a virtual instance of Windows, you might want to investigate VirtualBox. 

Why Linux Is Popular with Hardware Companies and Developers

Two trends in the computer industry set the stage for the growing popularity of UNIX and Linux. 

First, advances in hardware technology created the need for an operating system that could take advantage of available hardware power. In the mid-1970s, minicomputers began challenging the large mainframe computers because, in many applications, minicomputers could perform the same functions less expensively. More recently, powerful 64-bit processor chips, plentiful and inexpensive memory, and lower-priced hard disk storage have allowed hardware companies to install multiuser operating systems on desktop computers. 

Proprietary operating systems

Second, with the cost of hardware continually dropping, hardware manufacturers could no longer afford to develop and support proprietary operating systems. A  proprietary operating system is one that is written and owned by the manufacturer of the hardware (for example, DEC/Compaq owns VMS). Today’s manufacturers need a generic operating system they can easily adapt to their machines. 

Generic operating systems

A  generic operating system is written outside of the company manufacturing the hardware and is sold (UNIX, macOS, Windows) or given (Linux) to the manufacturer. Linux is a generic operating system because it runs on different types of hardware produced by different manufacturers. Of course, if manufacturers can pay only for development and avoid per-unit costs (which they have to pay to Microsoft for each copy of Windows they sell), they are much (18)

better off. In turn, software developers need to keep the prices of their products down; they cannot afford to create new versions of their products to run under many different proprietary operating systems. Like hardware manufacturers, software developers need a generic operating system. 

Although the UNIX system once met the needs of hardware companies and researchers for a generic operating system, over time it has become more proprietary as manufacturers added support for their own specialized features and introduced new software libraries and utilities. 

Linux emerged to serve both needs: It is a generic operating system that takes advantage of available hardware power. 

Linux Is Portable

A  portable operating system is one that can run on many different machines. More than 95

percent of the Linux operating system is written in the C programming language, and C is portable because it is written in a higher-level, machine-independent language. (The C compiler is written in C.)

Because Linux is portable, it can be adapted (ported) to different machines and can meet special requirements. For example, Linux is used in embedded computers, such as the ones found in cellphones, PDAs, and the cable boxes on top of many TVs. The file structure takes full advantage of large, fast hard disks. Equally important, Linux was originally designed as a multiuser operating system—it was not modified to serve several users as an afterthought. 

Sharing the computer’s power among many users and giving them the ability to share data and programs are central features of the system. 

Because it is adaptable and takes advantage of available hardware, Linux runs on many different microprocessor-based systems as well as mainframes. The popularity of the microprocessor-based hardware drives Linux; these microcomputers are getting faster all the time at about the same price point. This widespread acceptance benefits both users, who do not like having to learn a new operating system for each vendor’s hardware, and system administrators, who like having a consistent software environment. 

The advent of a standard operating system has given a boost to the development of the software industry. Now software manufacturers can afford to make one version of a product available on machines from different manufacturers. 

The C Programming Language

Ken Thompson wrote the UNIX operating system in 1969 in PDP-7 assembly language. 

Assembly language is machine-dependent: Programs written in assembly language work on only one machine or, at best, on one family of machines. For this reason, the original UNIX operating system could not easily be transported to run on other machines: It was not portable. 

To make UNIX portable, Thompson developed the B programming language, a machine-independent language, from the BCPL language. Dennis Ritchie developed the C programming language by modifying B and, with Thompson, rewrote UNIX in C in 1973. Originally, C was touted as a “portable assembler.” The revised operating system could be transported more easily to run on other machines. 

That development marked the start of C. Its roots reveal some of the reasons why it is such a (19)



powerful tool. C can be used to write machine-independent programs. A programmer who designs a program to be portable can easily move it to any computer that has a C compiler. C is also designed to compile into very efficient code. With the advent of C, a programmer no longer had to resort to assembly language to produce code that would run well (that is, quickly—

although an assembler will always generate more efficient code than a high-level language). 

Figure 1-1 A layered view of the Linux operating system

C is a good systems language. You can write a compiler or an operating system in C. It is a highly structured but not necessarily a high-level language. C allows a programmer to manipulate bits and bytes, as is necessary when writing an operating system. At the same time, it has high-level constructs that allow for efficient, modular programming. 

In the late 1980s the American National Standards Institute (ANSI) defined a standard version of the C language, commonly referred to as  ANSI C or  C89 (for the year the standard was published). Ten years later the C99 standard was published; it is mostly supported by the GNU

Project’s C compiler (named gcc). The original version of the language is often referred to as Kernighan & Ritchie (or  K&R) C, named for the authors of the book that first described the C

language. 

Another researcher at Bell Labs, Bjarne Stroustrup, created an object-oriented programming language named  C++, which is built on the foundation of C. Because object-oriented programming is desired by many employers today, C++ is preferred over C in many environments. Another language of choice is Objective-C, which was used to write the first Web browser. The GNU Project’s C compiler supports C, C++, and Objective-C. 

Overview of Linux

The Linux operating system has many unique and powerful features. Like other operating systems, it is a control program for computers. But like UNIX, it is also a well-thought-out family of utility programs (Figure 1-1) and a set of tools that allow users to connect and use these utilities to build systems and applications. 

Linux Has a Kernel Programming Interface

The Linux kernel—the heart of the Linux operating system—is responsible for allocating the computer’s resources and scheduling user jobs so each one gets its fair share of system resources, (20)

including access to the CPU; peripheral devices, such as hard disk, DVD, and tape storage; and printers. Programs interact with the kernel through  system calls, special functions with well-known names. A programmer can use a single system call to interact with many kinds of devices. 

For example, there is one write() system call, rather than many device-specific ones. When a program issues a write() request, the kernel interprets the context and passes the request to the appropriate device. This flexibility allows old utilities to work with devices that did not exist when the utilities were written. It also makes it possible to move programs to new versions of the operating system without rewriting them (provided the new version recognizes the same system calls). 

Linux Can Support Many Users

Depending on the hardware and the types of tasks the computer performs, a Linux system can support from 1 to more than 1,000 users, each concurrently running a different set of programs. 

The per-user cost of a computer that can be used by many people at the same time is less than that of a computer that can be used by only a single person at a time. It is less because one person cannot generally take advantage of all the resources a computer has to offer. That is, no one can keep all the printers going constantly, keep all the system memory in use, keep all the disks busy reading and writing, keep the Internet connection in use, and keep all the terminals busy at the same time. By contrast, a multiuser operating system allows many people to use all of the system resources almost simultaneously. The use of costly resources can be maximized, and the cost per user can be minimized—the primary objectives of a multiuser operating system. 

Linux Can Run Many Tasks

Linux is a fully protected multitasking operating system, allowing each user to run more than one job at a time. Processes can communicate with one another but remain fully protected from one another, just as the kernel remains protected from all processes. You can run several jobs in the background while giving all your attention to the job being displayed on the screen, and you can switch back and forth between jobs. If you are running the X Window System (page 17), you can run different programs in different windows on the same screen and watch all of them. This capability helps users be more productive. 

Linux Provides a Secure Hierarchical Filesystem

A  file is a collection of information, such as text for a memo or report, an accumulation of sales figures, an image, a song, or an executable program. Each file is stored under a unique identifier on a storage device, such as a hard disk. The Linux filesystem provides a structure whereby files are arranged under  directories, which are like folders or boxes. Each directory has a name and can hold other files and directories. Directories, in turn, are arranged under other directories and so forth in a treelike organization. This structure helps users keep track of large numbers of files by grouping related files in directories. Each user has one primary directory and as many subdirectories as required (Figure 1-2). 

(21)



Figure 1-2 The Linux filesystem structure

Standards

With the idea of making life easier for system administrators and software developers, a group got together over the Internet and developed the Linux Filesystem Standard (FSSTND), which has since evolved into the Linux Filesystem Hierarchy Standard (FHS). Before this standard was adopted, key programs were located in different places in different Linux distributions. Today you can sit down at a Linux system and expect to find any given standard program at a consistent location (page 96). 

Links

A  link allows a given file to be accessed by means of two or more names. The alternative names can be located in the same directory as the original file or in another directory. Links can make the same file appear in several users’ directories, enabling those users to share the file easily. 

Windows uses the term  shortcut in place of  link to describe this capability. Macintosh users will be more familiar with the term  alias. Under Linux, an  alias is different from a  link;  it is a command macro feature provided by the shell (page 354). 

Security

Like most multiuser operating systems, Linux allows users to protect their data from access by other users. It also allows users to share selected data and programs with certain other users by means of a simple but effective protection scheme. This level of security is provided by file access permissions, which limit the users who can read from, write to, or execute a file. Linux also implements ACLs (Access Control Lists), which give users and administrators finer-grained control over file access permissions. 

The Shell: Command Interpreter and Programming Language

In a textual environment, the shell—the command interpreter—acts as an interface between you (22)

and the operating system. When you enter a command on the screen, the shell interprets the command and calls the program you want. A number of shells are available for Linux. The four most popular shells are

• The Bourne Again Shell (bash), an enhanced version of the original Bourne Shell (an original UNIX shell). 

• The Debian Almquist Shell (dash; page 287), a smaller version of bash with fewer features. 

Many startup shell scripts call dash in place of bash to speed the boot process. 

• The TC Shell (tcsh; Chapter 9), an enhanced version of the C Shell, developed as part of BSD

UNIX. 

• The Z Shell (zsh), which incorporates features from a number of shells, including the Korn Shell. 

Because different users might prefer different shells, multiuser systems can have several different shells in use at any given time. The choice of shells demonstrates one of the advantages of the Linux operating system: the ability to provide a customized interface for each user. 

Shell scripts

Besides performing its function of interpreting commands from a keyboard and sending those commands to the operating system, the shell is a high-level programming language. Shell commands can be arranged in a file for later execution (Linux calls these files  shell scripts; Windows calls them  batch files). This flexibility allows users to perform complex operations with relative ease, often by issuing short commands, or to build with surprisingly little effort elaborate programs that perform highly complex operations. 

Filename Generation

Wildcards and ambiguous file references

When you type commands to be processed by the shell, you can construct patterns using characters that have special meanings to the shell. These characters are called  wildcard characters. The patterns, which are called  ambiguous file references, are a kind of shorthand: Rather than typing in complete filenames, you can type patterns; the shell expands these patterns into matching filenames. An ambiguous file reference can save you the effort of typing in a long filename or a long series of similar filenames. For example, the shell might expand the pattern mak* to make-3.80.tar.gz. Patterns can also be useful when you know only part of a filename or cannot remember the exact spelling of a filename. 

Completion

In conjunction with the Readline library, the shell performs command, filename, pathname, and variable completion: You type a prefix and press TAB, and the shell lists the items that begin with that prefix or completes the item if the prefix specifies a unique item. 

Device-Independent Input and Output

Redirection

(23)

Devices (such as a printer or a terminal) and disk files appear as files to Linux programs. When you give a command to the Linux operating system, you can instruct it to send the output to any one of several devices or files. This diversion is called output  redirection. 

Device independence

In a similar manner, a program’s input, which normally comes from a keyboard, can be redirected so that it comes from a disk file instead. Input and output are  device independent;  that is, they can be redirected to or from any appropriate device. 

As an example, the cat utility normally displays the contents of a file on the screen. When you run a cat command, you can easily cause its output to go to a disk file instead of the screen. 

Shell Functions

One of the most important features of the shell is that users can use it as a programming language. Because the shell is an interpreter, it does not compile programs written for it but rather interprets programs each time they are loaded from the disk. Loading and interpreting programs can be time-consuming. 

Many shells, including the Bourne Again Shell, support shell functions that the shell holds in memory so it does not have to read them from the disk each time you execute them. The shell also keeps functions in an internal format so it does not have to spend as much time interpreting them. 

Job Control

 Job control is a shell feature that allows users to work on several jobs at once, switching back and forth between them as desired. When you start a job, it is frequently run in the foreground so it is connected to the terminal. Using job control, you can move the job you are working with to the background and continue running it there while working on or observing another job in the foreground. If a background job then needs your attention, you can move it to the foreground so it is once again attached to the terminal. The concept of job control originated with BSD UNIX, where it appeared in the C Shell. 

A Large Collection of Useful Utilities

Linux includes a family of several hundred utility programs, often referred to as  commands. 

These utilities perform functions that are universally required by users. The sort utility, for example, puts lists (or groups of lists) in alphabetical or numerical order and can be used to sort lists by part number, last name, city, ZIP code, telephone number, age, size, cost, and so forth. 

The sort utility is an important programming tool that is part of the standard Linux system. Other utilities allow users to create, display, print, copy, search, and delete files as well as to edit, format, and typeset text. The man (for manual) and info utilities provide online documentation for Linux. 

Interprocess Communication

Pipelines and filters

(24)

Linux enables users to establish both pipelines and filters on the command line. A  pipeline passes the output of one program to another program as input. A  filter is a special kind of pipeline that processes a stream of input data to yield a stream of output data. A filter processes another program’s output, altering it as a result. The filter’s output then becomes input to another program. 

Pipelines and filters frequently join utilities to perform a specific task. For example, you can use a pipeline to send the output of the sort utility to head (a filter that lists the first ten lines of its input); you can then use another pipeline to send the output of head to a third utility, lpr, that sends the data to a printer. Thus, in one command line, you can use three utilities together to sort and print part of a file. 

System Administration

On a Linux system the system administrator is frequently the owner and only user of the system. 

This person has many responsibilities. The first responsibility might be to set up the system, install the software, and possibly edit configuration files. Once the system is up and running, the system administrator is responsible for downloading and installing software (including upgrading the operating system), backing up and restoring files, and managing such system facilities as printers, terminals, servers, and a local network. The system administrator is also responsible for setting up accounts for new users on a multiuser system, bringing the system up and down as needed, monitoring the system, and taking care of any problems that arise. 

Additional Features of Linux

The developers of Linux included features from BSD, System V, and Sun Microsystems’ Solaris, as well as new features, in their operating system. Although most of the tools found on UNIX

exist for Linux, in some cases these tools have been replaced by more modern counterparts. This section describes some of the popular tools and features available under Linux. 

GUIs: Graphical User Interfaces

The X Window System (also called X or X11) was developed in part by researchers at MIT

(Massachusetts Institute of Technology) and provides the foundation for the GUIs available with Linux. Given a terminal or workstation screen that supports X, a user can interact with the computer through multiple windows on the screen, display graphical information, or use special-purpose applications to draw pictures, monitor processes, or preview formatted output. X is an across-the-network protocol that allows a user to open a window on a workstation or computer system that is remote from the CPU generating the window. 

Aqua

Most Macintosh users are familiar with Aqua, the standard macOS graphical interface. Aqua is based on a rendering technology named Quartz and has a standard look and feel for applications. 

By default, X11 is not installed on a Macintosh; you can use XQuartz in its place (xquartz.macosforge.org/trac/wiki). 

Desktop manager

Usually two layers run on top of X: a desktop manager and a window manager. A  desktop (25)

 manager is a picture-oriented user interface that enables you to interact with system programs by manipulating icons instead of typing the corresponding commands to a shell. Many Linux distributions run the GNOME desktop manager (www.gnome.org) by default, but X can also run KDE (www.kde.org) and a number of other desktop managers. macOS handles the desktop in Aqua, not in X11, so there is no desktop manager under X11. 

Window manager

A  window manager is a program that runs under the desktop manager and allows you to open and close windows, run programs, and set up a mouse so it has different effects depending on how and where you click it. The window manager also gives the screen its personality. Whereas Microsoft Windows allows you to change the color of key elements in a window, a window manager under X allows you to customize the overall look and feel of the screen: You can change the way a window looks and works (by giving it different borders, buttons, and scrollbars), set up virtual desktops, create menus, and more. When you are working from the command line, you can approximate a window manager by using Midnight Commander (mc; page 905). 

Several popular window managers run under X and Linux. Many Linux distributions provide both Metacity (the default under GNOME 2) and kwin (the default under KDE). In addition to KDE, Fedora provides Mutter (the default under GNOME 3).  Mutter is short for Metacity Clutter (the graphics library is named Clutter). Other window managers, such as Sawfish and WindowMaker, are also available. 

Under macOS, most windows are managed by a Quartz layer, which applies the Apple Aqua look and feel. For X11 applications only, this task is performed by quartz-wm, which mimics the Apple Aqua look and feel so X11 applications on the Mac desktop have the same appearance as native macOS applications. 

(Inter)Networking Utilities

Linux network support includes many utilities that enable you to access remote systems over a variety of networks. In addition to sending email to users on other systems, you can access files on disks mounted on other computers as if they were located on the local system, make your files available to other systems in a similar manner, copy files back and forth, run programs on remote systems while displaying the results on the local system, and perform many other operations across local area networks (LANs) and wide area networks (WANs), including the Internet. 

Layered on top of this network access is a wide range of application programs that extend the computer’s resources around the globe. You can carry on conversations with people throughout the world, gather information on a wide variety of subjects, and download new software over the Internet quickly and reliably. 

Software Development

One of Linux’s most impressive strengths is its rich software development environment. Linux supports compilers and interpreters for many computer languages. Besides C and C++, languages available for Linux include Ada, Fortran, Java, Lisp, Pascal, Perl, and Python. The bison utility generates parsing code that makes it easier to write programs to build compilers (tools that parse files containing structured information). The flex utility generates scanners (code that recognizes lexical patterns in text). The make utility and the GNU Configure and Build System make it (26)

easier to manage complex development projects. Source code management systems, such as CVS, simplify version control. Several debuggers, including ups and gdb, can help you track down and repair software defects. The GNU C compiler (gcc) works with the gprof profiling utility to help programmers identify potential bottlenecks in a program’s performance. The C

compiler includes options to perform extensive checking of C code, thereby making the code more portable and reducing debugging time. Under macOS, Apple’s Xcode development environment provides a unified graphical front end to most of these tools as well as other options and features. 

Chapter Summary

The Linux operating system grew out of the UNIX heritage to become a popular alternative to traditional systems (that is, Windows) available for microcomputer (PC) hardware. UNIX users will find a familiar environment in Linux. Distributions of Linux contain the expected complement of UNIX utilities, contributed by programmers around the world, including the set of tools developed as part of the GNU Project. The Linux community is committed to the continued development of this system. Support for new microcomputer devices and features is added soon after the hardware becomes available, and the tools available on Linux continue to be refined. Given the many commercial software packages available to run on Linux platforms and the many hardware manufacturers offering Linux on their systems, it is clear that the system has evolved well beyond its origin as an undergraduate project to become an operating system of choice for academic, commercial, professional, and personal use. 

Exercises

1. What is free software? List three characteristics of free software. 

2. Why is Linux popular? Why is it popular in academia? 

3. What are multiuser systems? Why are they successful? 

4. What is the Free Software Foundation/GNU? What is Linux? Which parts of the Linux operating system did each provide? Who else has helped build and refine this operating system? 

5. In which language is Linux written? What does the language have to do with the success of Linux? 

6. What is a utility program? 

7. What is a shell? How does it work with the kernel? With the user? 

8. How can you use utility programs and a shell to create your own applications? 

9. Why is the Linux filesystem referred to as  hierarchical? 

10. What is the difference between a multiuser and a multitasking system? 

11. Give an example of when you would want to use a multitasking system. 

12. Approximately how many people wrote Linux? Why is this project unique? 

(27)

13. What are the key terms of the GNU General Public License? 

(28)

Part I

The Linux and macOS Operating Systems

Chapter 2

Getting Started

Chapter 3

The Utilities

Chapter 4

The Filesystem

Chapter 5

The Shell

(29)



















2

Getting Started

In This Chapter

Conventions Used in This Book

Logging In from a Terminal (Emulator)

Working from the Command Line

su/sudo: Curbing Your Power (root Privileges)

man: Displays the System Manual

info: Displays Information About Utilities

The ––help Option

HOWTOs

What to Do If You Cannot Log In

Changing Your Password

Objectives

After reading this chapter you should be able to:

Log in on a Linux system using the textual interface

Describe the advantages of the textual interface

Correct typing mistakes on the command line

Use kill to abort program execution using the termination signal

Repeat and edit previous command lines

Understand the need to be careful when working with root privileges Use man and info to display information about utilities

Use the ––help option to display information about a utility

Change your password from the command line

One way or another you are sitting in front of a screen that is connected to a computer running (30)

Linux. You might be working with a graphical user interface (GUI) or a textual interface. This book is about the textual interface, also called the command-line interface (CLI). If you are working with a GUI, you will need to use a terminal emulator such as xterm, Konsole, GNOME

Terminal, Terminal (under macOS), or a virtual console (page 43) to follow the examples in this book. 

This chapter starts with a discussion of the typographical conventions used in this book, followed by a section about logging in on the system. The next section introduces the shell and explains how to fix mistakes on the command line and repeat previous command lines. Next come a brief reminder about the powers of working with root privileges and suggestions about how to avoid making mistakes that will make your system inoperable or hard to work with. The chapter continues with a discussion about where to find more information about Linux. It concludes with additional information on logging in, including how to change your password. 

Be sure to read the warning on page 32 about the dangers of misusing the powers of working with root privileges. While heeding that warning, feel free to experiment with the system: Give commands, create files, follow the examples in this book, and have fun. 

Conventions Used in This Book

This book uses conventions to make its explanations shorter and clearer. The following paragraphs describe these conventions. 

macOS versions

References to macOS refer to version 10.12 (Sierra). Because the book focuses on the underlying operating system, which changes little from one release of macOS to the next, the text will remain relevant through several future releases. 

Text and examples

The text is set in this type, whereas examples are shown in a monospaced font (also called a  fixed-width font):

$ cat practice

This is a small file I created with a text editor. 

Items you enter

Everything you enter at the keyboard is shown in a bold typeface. Within the text, this bold typeface is used; within examples and screens, this one is used. In the previous example, the dollar sign ($) on the first line is a prompt that Linux displays, so it is not bold; the remainder of the first line is entered by a user, so it is bold. 

Utility names

Names of utilities are printed in this sans serif typeface. This book references the emacs text editor and the ls utility or ls command (or just ls) but instructs you to enter ls –a on the command line. In this way the text distinguishes between utilities, which are programs, and the instructions you enter on the command line to invoke the utilities. 

Filenames

(31)

Filenames appear in a bold typeface. Examples are memo5, letter.1283, and reports. Filenames might include uppercase and lowercase letters; however, Linux is  case sensitive (page 1088), so memo5, MEMO5, and Memo5 name three different files. 

The default macOS filesystem, HFS+, is not case sensitive; under macOS, memo5, MEMO5, and Memo5 refer to the same file. For more information refer to “Case Sensitivity” on page 1071. 

Character strings

Within the text, characters and character strings are marked by putting them in a bold typeface. 

This convention avoids the need for quotation marks or other delimiters before and after a string. 

An example is the following string, which is displayed by the passwd utility: Sorry, passwords do not match. 

Keys and characters

This book uses SMALL CAPS for three kinds of items:

• Keyboard keys, such as the SPACE bar and the RETURN,1 ESCAPE, and TAB keys. 

1. Different keyboards use different keys to move the  cursor (page 1093) to the beginning of the next line. This book always refers to the key that ends a line as the RETURN key. The keyboard you are using might have a RET, NEWLINE, ENTER, RETURN, or some other key. Use the corresponding key on your keyboard each time this book asks you to press RETURN. 

• The characters that keys generate, such as the SPACEs generated by the SPACE bar. 

• Keyboard keys that you press simultaneously with the CONTROL key, such as CONTROL-D. 

(Even though D is shown as an uppercase letter, you do not have to press the SHIFT key; enter CONTROL-D by holding the CONTROL key down and pressing d.)

Prompts and RETURN

s Most examples include the  shell prompt—the signal that Linux is waiting for a command—as a dollar sign ($), a hashmark (#), or sometimes a percent sign (%). The prompt does not appear in a bold typeface in this book because you do not enter it. Do not type the prompt on the keyboard when you are experimenting with examples from this book. If you do, the examples will not work. 

Examples  omit the RETURN keystroke that you must use to execute them. An example of a command line is

$ vim memo.1204

To use this example as a model for running the vim text editor, enter the command vim memo.1204 (some systems use vim.tiny in place of vim) and press the RETURN key. (Press ESCAPE ZZ to exit from vim; see page 165 for a vim tutorial.) This method of displaying commands makes the examples in the book correspond to what appears on the screen. 

Definitions

(32)

All glossary entries marked with FOLDOC are courtesy of Denis Howe, editor of the Free Online Dictionary of Computing (foldoc.org), and are used with permission. This site is an ongoing work containing definitions, anecdotes, and trivia. 

Optional Information

optional

Passages marked as optional appear in a gray box. This material is not central to the ideas presented in the chapter and often involves more challenging concepts. A good strategy when reading a chapter is to skip the optional sections and then return to them when you are comfortable with the main ideas presented in the chapter. This is an optional paragraph. 

URLs (Web addresses)

Web addresses, or URLs, have an implicit http:// prefix, unless ftp:// or https:// is shown. You do not normally need to specify a prefix when the prefix is http://, but you must use a prefix in a browser when you specify an FTP or secure HTTP site. Thus you can specify a URL in a browser exactly as it is shown in this book. 

ls output

This book uses the output of ls –l commands as produced by including the option – –time-style=iso. This option produces shorter lines, making the examples more readable. 

Tip, caution, and security boxes

The following boxes highlight information that might be helpful while you are using or administrating a Linux system. 

Tip: This is a tip box

A tip box might help you avoid repeating a common mistake or might point toward additional information. 

Caution: This box warns you about something

A caution box warns you about a potential pitfall. 

Security: This box marks a security note

A security box highlights a potential security issue. These notes are usually intended for system administrators, but some apply to all users. 

Logging In from a Terminal (Emulator)

Above the login prompt on a terminal, terminal emulator, or other textual device, many systems display a message called  issue (stored in the /etc/issue file). This message usually identifies the version of Linux running on the system, the name of the system, and the device you are logging in on. A sample issue message follows:

Fedora release 16 (Verne)

(33)

Kernel 3.3.2-6.fc16.i686 on an i686 (tty4)

The issue message is followed by a prompt to log in. Enter your username and password in response to the system prompts. Make sure you enter your username and password as they were specified when your account was set up; the routine that verifies the username and password is case sensitive. Like most systems, Linux does not display your password when you enter it. By default macOS does not allow remote logins (page 1078). 

The following example shows Max logging in on the system named tiny: tiny login: max

Password:

Last login: Wed Mar 13 19:50:38 from plum

[max@tiny max]$

If you are using a  terminal (page 1128) and the screen does not display the login: prompt, check whether the terminal is plugged in and turned on, and then press the RETURN key a few times. 

If login: still does not appear, try pressing CONTROL-Q (Xon). 

Security: Did you log in last? 

As you are logging in to a textual environment, after you enter your username and password, the system displays information about the last login on this account, showing when it took place and where it originated. You can use this information to determine whether anyone has accessed the account since you last used it. If someone has, perhaps an unauthorized user has learned your password and logged in as you. In the interest of maintaining security, advise the system administrator of any circumstances that make you suspicious and change your password. 

If you are using a Mac, PC, another Linux system, or a  workstation (page 1133), open the program that runs ssh (secure; page 982), telnet (not secure; page 1003), or whichever communications/emulation software you use to log in on the system, and give it the name or IP

address (page 1104) of the system you want to log in on. 

Security: telnet is not secure

One of the reasons telnet is not secure is that it sends your username and password over the network in  cleartext (page 1090) when you log in, allowing someone to capture your login information and log in on your account. The ssh utility encrypts all information it sends over the network and, if available, is a better choice than telnet. The ssh program has been implemented on many operating systems, not just Linux. Many user interfaces to ssh include a terminal emulator. 

Following is an example of logging in using ssh from a Linux system:

$ ssh max@tiny

max@tiny's password:

Permission denied, please try again. 

max@tiny's password:

Last login: Wed Mar 13 21:21:49 2005 from plum

[max@tiny max]$

In the example Max mistyped his password, received an error message and another prompt, and then retyped the password correctly. If your username is the same on the system you are logging in from and the system you are logging in on, you can omit your username and the following at sign (@). In the example, Max could have given the command ssh tiny. 

(34)

After you log in, the  shell prompt (or just  prompt) appears, indicating you have successfully logged in; it shows the system is ready for you to give a command. The first shell prompt might be preceded by a short message called the  message of the day, or motd, which is stored in the

/etc/motd file. 

The usual prompt is a dollar sign ($). Do not be concerned if you have a different prompt; the examples in this book will work regardless of which prompt the system displays. In the previous example, the $ prompt (last line) is preceded by the username (max), an at sign (@), the system name (tiny), and the name of the directory Max is working in (max). For information on how to change the prompt, refer to page 320 (bash) or page 407 (tcsh). 

Tip: Make sure TERM is set correctly

The TERM shell variable establishes the pseudographical characteristics of a character-based terminal or terminal emulator. Typically TERM is set for you—you do not have to set it manually. If things on the screen do not look right, refer to “Specifying a Terminal” on page 1052. 

Working from the Command Line

Before the introduction of the graphical user interface, UNIX and then Linux provided only a textual (command-line) interface. Today, a textual interface is available when you log in from a terminal, a terminal emulator, or a textual virtual console, or when you use ssh or telnet to log in on a system. 

Advantages of the textual interface

Although the concept might seem antiquated, the textual interface has a place in modern computing. In some cases an administrator might use a command-line tool either because a graphical equivalent does not exist or because the graphical tool is not as powerful or flexible as the textual one. For example, chmod (pages 100 and 765) is more powerful and flexible than its GUI counterpart. Frequently, on a server system, a graphical interface might not even be installed. The first reason for this omission is that a GUI consumes a lot of system resources; on a server, those resources are better dedicated to the main task of the server. Additionally, security considerations mandate that a server system run as few tasks as possible because each additional task can make the system more vulnerable to attack. 

You can also write scripts using the textual interface. Using scripts, you can easily reproduce tasks on multiple systems, enabling you to scale the tasks to larger environments. When you are the administrator of only a single system, using a GUI is often the easiest way to configure the system. When you act as administrator for many systems, all of which need the same configuration installed or updated, a script can make the task go more quickly. Writing a script using command-line tools is frequently easy, whereas the same task can be difficult to impossible using graphical tools. 

Pseudographical interface

Before the introduction of GUIs, resourceful programmers created textual interfaces that included graphical elements such as boxes, borders outlining rudimentary windows, highlights, and, more recently, color. These textual interfaces, called pseudographical interfaces, bridge the gap between textual and graphical interfaces. The Midnight Commander file management utility (35)

(mc; page 905) is a good example of a utility with a well-designed pseudographical interface. 

Which Shell Are You Running? 

This book discusses both the Bourne Again Shell (bash) and the TC Shell (tcsh). You are probably running bash, but you might be running tcsh or another shell such as the Z Shell (zsh). 

When you enter echo $0 and press RETURN in response to a shell prompt (usually $ or %), the shell displays the name of the shell you are working with. This command works because the shell expands $0 to the name of the program you are running (page 474). This command might display output like this:

$ echo $0

-bash

Or the local system might display output like this:

$ echo $0

/bin/bash

Either way, this output shows you are running bash. If you are running a different shell, the shell will display appropriate output. 

Correcting Mistakes

This section explains how to correct typographical and other errors you might make while you are logged in on a textual display. Because the shell and most other utilities do not interpret the command line or other text you enter until you press RETURN, you can readily correct a typing mistake before you press RETURN. 

You can correct such mistakes in several ways: Erase one character at a time, back up a word at a time, or back up to the beginning of the line in one step. After you press RETURN, it is too late to correct a mistake: At that point, you must either wait for the command to run to completion or abort execution of the program (next page). 

Erasing a Character

While entering characters from the keyboard, you can back up and erase a mistake by pressing the  erase key once for each character you want to delete. The erase key backs over as many characters as you wish. It does not, in general, back up past the beginning of the line. 

The default erase key is BACKSPACE. If this key does not work, try pressing DEL or CONTROL-H. If these keys do not work, give the following stty2 command to set the erase and line kill (see “Deleting a Line”) keys to their default values:

2. The command stty is an abbreviation for  set teletypewriter, the first terminal UNIX ran on. 

Today stty is commonly thought of as meaning  set terminal. 

$ stty ek

Alternatively, you can give the next command to reset most terminal parameters to a sane value. 

If the RETURN key does not move the cursor to the next line, press CONTROL-J instead. 

(36)

$ stty sane

See page 991 for more examples of using stty. 

Deleting a Word

You can delete a word you entered by pressing CONTROL-W. A  word is any sequence of characters that does not contain a SPACE or TAB. When you press CONTROL-W, the cursor moves left to the beginning of the current word (as you are entering a word) or the previous word (when you have just entered a SPACE or TAB), removing the word. 

Tip: CONTROL-Z suspends a program

Although it is not a way of correcting a mistake, you might press the suspend key (typically CONTROL-Z ) by mistake and wonder what happened. If you see a message containing the word Stopped, you have just stopped your job using job control (page 150). If you give the command fg to continue your job in the foreground, you should return to where you were before you pressed the suspend key. For more information refer to “bg: Sends a Job to the Background” 

on page 306. 

Deleting a Line

Any time before you press RETURN, you can delete the line you are entering by pressing the ( line)  kill key. When you press this key, the cursor moves to the left, erasing characters as it goes, back to the beginning of the line. The default line kill key is CONTROL-U. If this key does not work, try CONTROL-X. If these keys do not work, give the stty command described under

“Erasing a Character.” 

Aborting Execution

Sometimes you might want to terminate a running program. For example, you might want to stop a program that is performing a lengthy task such as displaying the contents of a file that is several hundred pages long or copying a large file that is not the one you meant to copy. 

To terminate a program from a textual display, press the  interrupt key (CONTROL-C or sometimes DELETE or DEL). When you press this key, the Linux operating system sends a TERM (termination) signal to the program you are running and to the shell. Exactly what effect this signal has depends on the program. Some programs stop execution immediately, some ignore the signal, and some take other actions. When the shell receives a TERM signal, it displays a prompt and waits for another command. 

If these methods do not terminate the program, try sending the program a QUIT signal (CONTROL-\). If all else fails, try pressing the suspend key (typically CONTROL-Z), giving a jobs command to verify the number of the job running the program, and using kill to abort the job. The job number is the number within the brackets at the left end of the line displayed by jobs ([1]). In the next example, the kill command (pages 150 and 870) uses –TERM to send a TERM signal to the job specified by the job number, which is preceded by a percent sign (%1). 

You can omit –TERM from the command, as kill sends a TERM signal by default. Table 10-5

on page 500 lists some signals. 

Caution: Use the KILL signal as a last resort

(37)

When the termination signal does not work, use the KILL signal (specify –KILL in place of –

TERM in the example). A running program cannot ignore a KILL signal; it is sure to abort the program. 

Because a program receiving a KILL signal has no chance to clean up its open files before being terminated, using KILL can corrupt application data. Use the KILL signal as a last resort. Before using KILL, give a termination (TERM) or quit (QUIT) signal a full ten seconds to take effect. 

$ bigjob

^Z

[1]+   Stopped    bigjob

$ jobs

[1]+   Stopped    bigjob

$kill -TERM %1

[1]+   Killed     bigjob

The kill command returns a prompt; you might need to press RETURN again to see the confirmation message. For more information refer to “Running a Command in the Background” 

on page 149. 

Repeating/Editing Command Lines

To repeat a previous command, press the UP ARROW key. Each time you press this key, the shell displays an earlier command line. Press the DOWN ARROW key to browse through the command lines in the other direction. To reexecute the displayed command line, press RETURN. 

The RIGHT ARROW and LEFT ARROW keys move the cursor back and forth along the displayed command line. At any point along the command line, you can add characters by typing them. Use the erase key (page 29) to remove characters from the command line. Press RETURN

to execute the modified command. 

You can also repeat the previous command using !! . This technique is useful if you forgot to use su (next page) to prefix a command. In this case, if you type su –c "!!" , the shell will run the previous command with root privileges. Or, if the local system is set up to use sudo (next page), you can type sudo !!  and the shell will run the previous command with root privileges. 

The command ^old^new^ reruns the previous command, substituting the first occur-rence of the string old with new. Also, on a command line, the shell replaces the characters !$ with the last token (word) on the previous command line. The following example shows the user correcting the filename meno to memo using ^n^m^ and then printing the file named memo by giving the command lpr !$. The shell replaces !$ with memo, the last token on the previous command line. 

$ cat meno

cat: meno: No such file or directory $

^n^m^

cat memo

This is the memo file. 

$ lpr !$ lpr memo

For information about more complex command-line editing, see page 339. 

su/sudo: Curbing Your Power (root Privileges)

UNIX and Linux systems have always had a privileged user named root. When you are working (38)

as the root user (“working with  root privileges”), you have extraordinary systemwide powers. A user working with root privileges is sometimes referred to as  Superuser or  administrator. When working with root privileges, you can read from or write to almost any file on the system, execute programs that ordinary users cannot, and more. On a multiuser system you might not be permitted to gain root privileges and so might not be able to run certain programs. Nevertheless, someone—the  system administrator— can, and that person maintains the system. 

Caution: Do not experiment while you are working with root privileges Feel free to experiment when you are  not working with root privileges. When you  are working with root privileges, do only what you have to do and make sure you know exactly what you are doing. After you have completed the task at hand, revert to working as yourself. When working with root privileges, you can damage the system to such an extent that you will need to reinstall Linux to get it working again. 

With a conventional setup, you can gain root privileges in one of two ways. First you can log in as the user named root; when you do so you are working with root privileges until you log out. 

Alternatively, while you are working as yourself, you can use the su (substitute user) utility to execute a single command with root privileges or to gain root privileges temporarily so you can execute several commands. Logging in as root and running su to gain root privileges require you to enter the root password. The following example shows how to use su to execute a single command. 

$ ls -l /lost+found

ls: cannot open directory /lost+found: Permission denied

$ su -c 'ls -l /lost+found' 

Password:                     Enter the root password

total 0 $

The first command in the preceding example shows that a user who is not working with root privileges is not permitted to list the files in the /lost+found directory: ls displays an error message. The second command uses su with the –c (command) option to execute the same command with root privileges. Single quotation marks enclose the command to ensure the shell interprets the command properly. When the command finishes executing (ls shows there are no files in the directory), the user no longer has root privileges. 

Without any arguments, su spawns a new shell running with root privileges. Typically the shell displays a hashmark (#) prompt when you are working with root privileges. Give an exit command to return to the normal prompt and nonroot privileges. 

$ su

Password:                      Enter the root password

# ls -l /lost+found

total 0

# exit

exit

$

Some distributions (e.g., Ubuntu) ship with the root account locked—there is no root password

—and rely on the sudo (www.sudo.ws) utility to allow users to work with root privileges. The sudo utility requires you to enter  your password (not the root password) to gain root privileges. 

The following example allows the user to gain root privileges to view the contents of the

