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Preface
Linux

A Practical G uide to Linux¬  C om m ands, Editors, and Shell Program m ing, Fourth Edition,
explains how  to w ork w ith the Linux operating system  from  the com m and line. The first few
chapters of this book build a foundation for learning about Linux. The rest of the book covers
m ore advanced topics and goes into m ore detail. This book does not describe a particular release
or distribution of Linux but rather pertains to all recent versions of Linux.

m acO S

This book also explains how  to w ork w ith the U N IX /Linux foundation of m acO S. It looks
―under the hood,‖ past the traditional G U I (graphical user interface) that m ost people associate
w ith the M acintosh, and explains how  to use the pow erful com m and-line interface (C LI) that
connects you directly to m acO S. W here this book refers to Linux, it im plicitly refers to m acO S
as w ell and m akes note of differences betw een the tw o operating system s.

C om m and-line interface (C LI)

In the beginning there w as the com m and-line (textual) interface, w hich enabled a user to give
Linux com m ands from  the com m and line. There w as no m ouse to point w ith or icons to drag and
drop. Som e program s, such as em acs, im plem ented rudim entary w indow s using the very m inim al
graphics available in the A SC II character set. R everse video helped separate areas of the screen.

Linux w as born and raised in this environm ent, so naturally all the original Linux tools w ere
invoked from  the com m and line. The real pow er of Linux still lies in this environm ent, w hich
explains w hy m any Linux professionals w ork exclusively from  the com m and line. U sing clear
descriptions and m any exam ples, this book show s you how  to get the m ost out of your Linux
system  using the com m and-line interface.

Linux distributions

A  Linux distribution com prises the Linux kernel, utilities, and application program s. M any
distributions are available, including U buntu, Fedora, openSU SE, R ed H at, D ebian, M ageia,
A rch, C entO S, Solus, and M int. A lthough the distributions differ from  one another in various
w ays, all of them  rely on the Linux kernel, utilities, and applications. This book is based on the
code that is com m on to m ost distributions. A s a consequence you can use it regardless of w hich
distribution you are running.

O verlap

If you read one of M ark Sobell‒s other books, A Practical G uide to Fedora₧  and Red H at ¬

Enterprise Linux, or A Practical G uide to U buntu Linux¬ , or M atthew  H elm ke‒s U buntu
U nleashed or The O fficial U buntu Book, you w ill notice som e overlap betw een those books and
the one you are reading now . The books cover sim ilar inform ation, presented from  different
perspectives and at different levels of depth depending on the intended audience for each book.

A udience



This book is designed for a w ide range of readers. It does not require program m ing experience,
although som e experience using a com puter is helpful. It is appropriate for the follow ing readers:

‛ Students taking a class in w hich they use Linux or m acO S

‛ Pow er users w ho w ant to explore the pow er of Linux or m acO S from  the com m and line

‛ Professionals w ho use Linux or m acO S at w ork

‛ B eginning M acintosh users w ho w ant to know  w hat U N IX /Linux is, w hy everyone keeps
saying it is im portant, and how  to take advantage of it

‛ E xperienced M acintosh users w ho w ant to know  how  to take advantage of the pow er of
U N IX /Linux that underlies m acO S

‛ U N IX  users w ho w ant to adapt their U N IX  skills to the Linux or m acO S environm ent

‛ System  adm inistrators w ho need a deeper understanding of Linux or m acO S and the tools that
are available to them , including the bash, Perl, and Python scripting languages

‛ W eb developers w ho need to understand Linux inside and out including Perl and Python

‛ C om puter science students w ho are studying the Linux or m acO S operating system

‛ Program m ers w ho need to understand the Linux or m acO S program m ing environm ent

‛ T echnical executives w ho w ant to get a grounding in Linux or m acO S

B enefits

A Practical G uide to Linux¬  C om m ands, Editors, and Shell Program m ing, Fourth Edition, gives
you a broad understanding of how  to use Linux and m acO S from  the com m and line. R egardless
of your background, it offers the know ledge you need to get on w ith your w ork: Y ou w ill com e
aw ay from  this book w ith an understanding of how  to use Linux/m acO S, and this text w ill
rem ain a valuable reference for years to com e.

A  large am ount of free softw are has alw ays been available for M acintosh system s. In addition,
the M acintosh sharew are com m unity is very active. B y introducing the U N IX /Linux aspects of
m acO S, this book throw s open to M acintosh users the vast store of free and low -cost softw are
available for Linux and other U N IX -like system s.

T ip: In this book, Linux refers to Linux and m acO S

The U N IX  operating system  is the com m on ancestor of Linux and m acO S. A lthough the G U Is
(graphical user interfaces) of these tw o operating system s differ significantly, the com m and-line
interfaces (C LIs) are very sim ilar and in m any cases identical. This book describes the C LIs of
both Linux and m acO S. To m ake the content m ore readable, this book uses the term  Linux to
refer to both Linux and m acO S. It m akes explicit note of w here the tw o operating system s differ.

Features of T his B ook

This book is organized for ease of use in different situations. For exam ple, you can read it from



cover to cover to learn com m and-line Linux from  the ground up. A lternatively, once you are
com fortable using Linux, you can use this book as a reference: Look up a topic of interest in the
table of contents or index and read about it. O r, refer to one of the utilities covered in Part V I,
―C om m and R eference.‖ Y ou can also think of this book as a catalog of Linux topics: Flip
through the pages until a topic catches your eye. The book also includes m any pointers to W eb
sites w here you can obtain additional inform ation: C onsider the Internet to be an extension of
this book.

A Practical G uide to Linux¬  C om m ands, Editors, and Shell Program m ing, Fourth Edition, offers
the follow ing features:

‛ O ptional sections allow  you to read the book at different levels, returning to m ore difficult
m aterial w hen you are ready to tackle it.

‛ C aution boxes highlight procedures that can easily go w rong, giving you guidance before you
run into trouble.

‛ T ip boxes highlight places in the text w here you can save tim e by doing som ething differently
or w hen it m ight be useful or just interesting to have additional inform ation.

‛ Security boxes point out w ays you can m ake a system  m ore secure.

‛ Each chapter starts w ith a list of chapter objectives‍ a list of im portant tasks you should be
able to perform  after reading the chapter.

‛ C oncepts are illustrated by practical exam ples found throughout the book.

‛ The m any useful U R L s (Internet addresses) identify sites w here you can obtain softw are and
inform ation.

‛ M ain, File T ree, and U tility indexes help you find w hat you are looking for quickly; for easy
access, the U tility index is reproduced on the insides of the front and back covers.

‛ C hapter sum m aries review  the im portant points covered in each chapter.

‛ R eview  exercises are included at the end of each chapter for readers w ho w ant to hone their
skills. A nsw ers to even-num bered exercises are posted at w w w .sobell.com .

‛ Im portant G N U  tools, including gcc, G N U  C onfigure and B uild System , m ake, gzip, and m any
others, are described in detail.

‛ Pointers throughout the book provide help in obtaining online docum entation from  m any
sources, including the local system  and the Internet.

‛ Im portant com m and-line utilities that w ere developed by A pple specifically for m acO S are
covered in detail, including diskutil, ditto, dscl, G etFileInfo, launchctl, otool, plutil, and SetFile.

‛ D escriptions of m acO S extended attributes include file forks, file attributes, attribute flags,
and A ccess C ontrol L ists (A C L s).

‛ A ppendix D , ―m acO S N otes,‖ lists som e differences betw een m acO S and Linux.



C ontents

This section describes the inform ation that each chapter covers and explains how  that
inform ation can help you take advantage of the pow er of Linux. Y ou m ight w ant to review  the
table of contents for m ore detail.

‛ C hapter 1‍ W elcom e to L inux and m acO S Presents background inform ation on Linux and
m acO S. This chapter covers the history of L inux, profiles the m acO S M ach kernel, explains
how  the G N U  Project helped Linux get started, and discusses som e of the im portant features of
L inux that distinguish it from  other operating system s.

Part I: T he L inux and m acO S O perating System s

T ip: E xperienced users m ight w ant to skim  Part I

If you have used a U N IX /Linux system  before, you m ight w ant to skim  or skip som e or all of the
chapters in Part I. A ll readers should take a look at ―C onventions U sed in This B ook‖ (page 24),
w hich explains the typographic conventions that this book uses, and ―W here to Find
D ocum entation‖ (page 33), w hich points you tow ard both local and rem ote sources of Linux
docum entation.

Part I introduces Linux and gets you started using it.

‛ C hapter 2‍ G etting Started

Explains the typographic conventions this book uses to m ake explanations clearer and easier to
read. This chapter provides basic inform ation and explains how  to log in, change your
passw ord, give Linux com m ands using the shell, and find system  docum entation.

‛ C hapter 3‍ T he U tilities

Explains the com m and-line interface (C LI) and briefly introduces m ore than 30 com m and-
line utilities. W orking through this chapter gives you a feel for Linux and introduces som e of the
tools you w ill use day in, day out. D eeper discussion of utilities is reserved for Part V I. The
utilities covered in this chapter include

 grep, w hich searches through files for strings of characters;

 unix2dos, w hich converts L inux text files to W indow s form at;

 tar, w hich creates archive files that can hold m any other files;

 bzip2 and gzip, w hich com press files so that they take up less space on disk and allow  you to
transfer them  over a netw ork m ore quickly; and

 diff, w hich displays the differences betw een tw o text files.

‛ C hapter 4‍ T he Filesystem

D iscusses the Linux hierarchical filesystem , covering files, filenam es, pathnam es, w orking w ith
directories, access perm issions, and hard and sym bolic links. U nderstanding the filesystem



allow s you to organize your data so that you can find inform ation quickly. It also enables you
to share som e of your files w ith other users w hile keeping other files private.

‛ C hapter 5‍ T he Shell

Explains how  to use shell features to m ake your w ork faster and easier. A ll of the features
covered in this chapter w ork w ith both bash and tcsh. This chapter discusses

 U sing com m and-line options to m odify the w ay a com m and w orks;

 M aking m inor changes in a com m and line to redirect input to a com m and so that it com es
from  a file instead of the keyboard; uR edirecting output from  a com m and to go to a file instead
of the screen;

 U sing pipelines to send the output of one utility directly to another utility so you can solve
problem s right on the com m and line; uR unning program s in the background so you can w ork on
one task w hile Linux is w orking on a different one; and uU sing the shell to generate filenam es
to save tim e spent on typing and help you w hen you do not rem em ber the exact nam e of a file.

 U se shell startup files, shell options, and shell features to custom ize the shell;

Part II: T he E ditors

Part II covers tw o classic, pow erful Linux com m and-line text editors. M ost Linux distributions
include the vim  text editor, an ―im proved‖ version of the w idely used vi editor, as w ell as the
popular G N U  em acs editor. Text editors enable you to create and m odify text files that can hold
program s, shell scripts, m em os, and input to text form atting program s. B ecause Linux system
adm inistration involves editing text-based configuration files, skilled Linux adm inistrators are
adept at using text editors.

‛ C hapter 6‍ T he vim  E ditor

Starts w ith a tutorial on vim  and then explains how  to use m any of the advanced features of
vim , including special characters in search strings, the G eneral-Purpose and N am ed buffers,
param eters, m arkers, and execution of com m ands from  w ithin vim . The chapter concludes w ith a
sum m ary of vim  com m ands.

‛ C hapter 7‍ T he em acs E ditor

O pens w ith a tutorial and then explains m any of the features of the em acs editor as w ell as how
to use the M ETA , A LT, and ESC A PE keys. In addition, this chapter covers key bindings,
buffers, and increm ental and com plete searching for both character strings and regular
expressions. It details the relationship betw een Point, the cursor, M ark, and R egion. It also
explains how  to take advantage of the extensive online help facilities available from  em acs.
O ther topics covered include cutting and pasting, using m ultiple w indow s and fram es, and
w orking w ith em acs m odes‍ specifically C  m ode, w hich aids program m ers in w riting and
debugging C  code. C hapter 7 concludes w ith a sum m ary of em acs com m ands.

Part III: T he Shells

Part III goes into m ore detail about bash and introduces the TC  Shell (tcsh).



‛ C hapter 8‍ T he B ourne A gain Shell (bash)

Picks up w here C hapter 5 left off, covering m ore advanced aspects of w orking w ith a shell. For
exam ples it uses the B ourne A gain Shell‍ bash, the shell used alm ost exclusively for system
shell scripts. C hapter 8 describes how  to

 U se job control to stop jobs and m ove jobs from  the foreground to the background, and vice
versa;

 M odify and reexecute com m ands using the shell history list;

 C reate aliases to custom ize com m ands;

 W ork w ith user-created and keyw ord variables in shell scripts;

 Im plem ent localization including discussions of the locale utility, the L C _ variables, and
internationalization;

 Set up functions, w hich are sim ilar to shell scripts but are executed m ore quickly;

 W rite and execute sim ple shell scripts; and

 R edirect error m essages so they go to a file instead of the screen.

‛ C hapter 9‍ T he T C  Shell (tcsh)

D escribes tcsh and covers features com m on to and different betw een bash and tcsh. This chapter
explains how  to

 R un tcsh and change your default shell to tcsh;

 R edirect error m essages so they go to files instead of the screen;

 U se control structures to alter the flow  of control w ithin shell scripts;

 W ork w ith tcsh array and num eric variables; and

 U se shell builtin com m ands.

Part IV : Program m ing T ools

Part IV  covers im portant program m ing tools that are used extensively in Linux and m acO S
system  adm inistration and general-purpose program m ing.

‛ C hapter 10‍ Program m ing the B ourne A gain Shell (bash)

C ontinues w here C hapter 8 left off, going into greater depth about advanced shell program m ing
using bash, w ith the discussion enhanced by extensive exam ples. This chapter discusses

 C ontrol structures including if...then...else and case;

 V ariables, w ith discussions of attributes, expanding null and unset variables, array variables,
and variables in functions;



 E nvironm ent, including environm ent versus local variables, inheritance, and process locality;

 A rithm etic and logical (B oolean) expressions; and

 Som e of the m ost useful shell builtin com m ands, including exec, trap, and getopts.

O nce you have m astered the basics of Linux, you can use your know ledge to build m ore com plex
and specialized program s, using the shell as a program m ing language.

C hapter 10 poses tw o com plete shell program m ing problem s and then show s you how  to solve
them  step by step. The first problem  uses recursion to create a hierarchy of directories. The
second problem  develops a quiz program , show s you how  to set up a shell script that interacts
w ith a user, and explains how  the script processes data. (The exam ples in Part V I also
dem onstrate m any features of the utilities you can use in shell scripts.)

‛ C hapter 11‍ T he Perl Scripting L anguage

Introduces the popular, feature-rich Perl program m ing language. This chapter covers

 Perl help tools including perldoc;

 Perl variables and control structures;

 File handling;

 R egular expressions; and

 Installation and use of C PA N  m odules.

M any Linux adm inistration scripts are w ritten in Perl. A fter reading C hapter 11 you w ill be able
to better understand these scripts and start w riting your ow n. This chapter includes m any
exam ples of Perl scripts.

‛ C hapter 12‍ T he Python Program m ing L anguage

Introduces the flexible and friendly Python program m ing language. This chapter covers

 Python lists and dictionaries;

 Python functions and m ethods you can use to w rite to and read from  files;

 U sing pickle to store an object on disk;

 Im porting and using libraries;

 D efining and using functions, including regular and L am bda functions;

 R egular expressions; and

 U sing list com prehensions.

M any Linux tools are w ritten in Python. C hapter 12 introduces Python, including som e basic
object-oriented concepts, so you can read and understand Python program s and w rite your ow n.



This chapter includes m any exam ples of Python program s.

‛ C hapter 13‍ T he M ariaD B  SQ L  D atabase M anagem ent System

Introduces the w idely used M ariaD B /M ySQ L relational database m anagem ent system
(R D B M S). This chapter covers

 R elational database term inology;

 Installing the M ariaD B  client and server;

 C reating a database;

 A dding a user;

 C reating and m odifying tables;

 A dding data to a database; and

 B acking up and restoring a database.

‛ C hapter 14‍ T he A W K  Pattern Processing L anguage

Explains how  to use the pow erful A W K  language to w rite program s that filter data, w rite
reports, and retrieve data from  the Internet. The advanced program m ing section describes
how  to set up tw o-w ay com m unication w ith another program  using a coprocess and how  to
obtain input over a netw ork instead of from  a local file.

‛ C hapter 15‍ T he sed E ditor

D escribes sed, the noninteractive stream  editor that finds m any applications as a filter w ithin
shell scripts. This chapter discusses how  to use sed‒s buffers to w rite sim ple yet pow erful
program s and includes m any exam ples.

Part V : Secure N etw ork U tilities

Part V  describes tw o utilities you can use to w ork on a rem ote system  and copy files across a
netw ork securely.

‛ C hapter 16‍ T he

rsync Secure C opy U tility C overs rsync, a secure utility that copies an ordinary file or directory
hierarchy locally or betw een the local system  and a rem ote system . A s you w rite program s, you
can use this utility to back them  up to another system .

‛ C hapter 17‍ T he O penSSH  Secure C om m unication U tilities

Explains how  to use the ssh, scp, and sftp utilities to com m unicate securely over the Internet.
This chapter covers the use of authorized keys that allow  you to log in on a rem ote system
securely w ithout a passw ord, ssh-agent that can hold your private keys w hile you are w orking,
and forw arding X 11 so you can run graphical program s rem otely.



Part V I: C om m and R eference

Linux includes hundreds of utilities. C hapters 14, 15, 16, and 17 as w ell as Part V I provide
extensive exam ples of the use of over 100 of the m ost im portant utilities w ith w hich you can
solve problem s w ithout resorting to program m ing in C . If you are already fam iliar w ith
U N IX /Linux, this part of the book w ill be a valuable, easy-touse reference. If you are not an
experienced user, it w ill serve as a useful supplem ent w hile you are m astering the earlier sections
of the book.

A lthough the descriptions of the utilities in C hapters 14, 15, 16, and 17 and Part V I are presented
in a form at sim ilar to that used by the Linux m anual (m an) pages, they are m uch easier to read
and understand. These utilities are included because you w ill w ork w ith them  day in, day out
(for exam ple, ls and cp), because they are pow erful tools that are especially useful in shell
scripts (sort, paste, and test), because they help you w ork w ith a L inux system  (ps, kill, and
fsck), or because they enable you to com m unicate w ith other system s (ssh, scp, and ftp). Each
utility description includes com plete explanations of its m ost useful options, differentiating
betw een options supported under m acO S and those supported under Linux. The ―D iscussion‖
and ―N otes‖ sections present T ips and tricks for taking full advantage of the utility‒s pow er.
The ―E xam ples‖ sections dem onstrate how  to use these utilities in real life, alone and together
w ith other utilities, to generate reports, sum m arize data, and extract inform ation. Take a look at
the ―Exam ples‖ sections for find (page 832), ftp (page 846), and sort (page 973) to see how
extensive these sections are. Som e utilities, such as M idnight C om m ander (m c; page 905) and
screen (page 960), include extensive discussion sections and tutorials.

Part V II: A ppendixes

Part V II includes the appendixes, the glossary, and three indexes.

‛ A ppendix A ‍ R egular E xpressions

Explains how  to use regular expressions to take advantage of the hidden pow er of L inux.
M any utilities, including grep, sed, vim , A W K , Perl, and Python, accept regular expressions in
place of sim ple strings of characters. A  single regular expression can m atch m any sim ple strings.

‛ A ppendix B ‍ H elp

D etails the steps typically used to solve the problem s you m ight encounter w hen using a Linux
system .

‛ A ppendix C ‍ K eeping the System  U p-to-D ate

D escribes how  to use tools to dow nload softw are and keep a system  current. This appendix
includes inform ation on

 dnf‍ D ow nloads softw are from  the Internet, keeping a system  up-to-date and resolving
dependencies as it goes.

 apt-get‍ A n alternative to dnf for keeping a system  current.

 B itT orrent‍ G ood for distributing large am ounts of data such as Linux installation C D s and
D V D s.



‛ A ppendix D ‍ m acO S N otes

A  brief guide to m acO S features and quirks that m ight be unfam iliar to users w ho have been
using Linux or other U N IX -like system s.

‛ G lossary

D efines m ore than 500 term s that pertain to the use of Linux and m acO S.

‛ Indexes

Three indexes that m ake it easier to find w hat you are looking for quickly. These indexes
indicate w here you can locate tables (page num bers follow ed by the letter t) and definitions
(italic page num bers). They also differentiate betw een light and com prehensive coverage (page
num bers in light and standard fonts, respectively).

 File T ree Index‍ Lists, in hierarchical fashion, m ost files m entioned in this book. These files
are also listed in the M ain index.

 U tility Index‍ Locates all utilities m entioned in this book. A  page num ber in a light font
indicates a brief m ention of the utility; use of the regular font indicates m ore substantial
coverage. The U tility index is reproduced on the insides of the front and back covers.

 M ain Index‍ H elps you find the inform ation you w ant quickly.

Supplem ents

The author‒s hom e page (w w w .sobell.com ) contains dow nloadable listings of the longer
program s from  this book as w ell as pointers to m any interesting and useful Linux and m acO S
related sites on the W orld W ide W eb, a list of corrections to the book, answ ers to even num bered
exercises, and a solicitation for corrections, com m ents, and suggestions.

T hanks
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W elcom e to L inux and m acO S
In T his C hapter

The H istory of U N IX  and G N U ‌Linux

The H eritage of Linux: U N IX

W hat Is So G ood A bout Linux?

O verview  of Linux

A dditional Features of Linux

O bjectives

A fter reading this chapter you should be able to:

 D iscuss the history of U N IX , Linux, and the G N U  project

 Explain w hat is m eant by ―free softw are‖ and list characteristics of the G N U  G eneral Public
License

 List characteristics of Linux and reasons the Linux operating system  is so popular

 D iscuss three benefits of virtual m achines over single physical m achines

A n operating system  is the low -level softw are that schedules tasks, allocates storage, and handles
the interfaces to peripheral hardw are, such as printers, disk drives, the screen, keyboard, and
m ouse. A n operating system  has tw o m ain parts: the kernel and the system  program s. The kernel
allocates m achine resources‍ including m em ory, disk space, and C PU  (page 1092) cycles‍ to
all other program s that run on the com puter. The system  program s include device drivers,
libraries, utility program s, shells (com m and interpreters), configuration scripts and files,
application program s, servers, and docum entation. They perform  higher-level housekeeping
tasks, often acting as servers in a client/server relationship. For Linux and m acO S, m any of the
libraries, servers, and utility program s w ere w ritten by the G N U  Project, w hich is discussed
shortly.

Linux kernel

The Linux kernel w as developed by Finnish undergraduate student Linus Torvalds, w ho used the
Internet to m ake the source code im m ediately available to others for free. Torvalds released
Linux version 0.01 in Septem ber 1991.

The new  operating system  cam e together through a lot of hard w ork. Program m ers around the
w orld w ere quick to extend the kernel and develop other tools, adding functionality to m atch that



already found in both B SD  U N IX  and System  V  U N IX  (SV R 4) as w ell as new  functionality. The
nam e Linux is a com bination of Linus and U N IX.

The Linux operating system , w hich w as developed through the cooperation of num erous people
around the w orld, is a product of the Internet and is a free (open source; page 1113) operating
system . In other w ords, all the source code is free. Y ou are free to study it, redistribute it, and
m odify it. A s a result, the code is available free of cost‍ no charge for the softw are, source,
docum entation, or support (via new sgroups, m ailing lists, and other Internet resources). A s the
G N U  Free Softw are D efinition (w w w .gnu.org/philosophy/free-sw .htm l) puts it:

Free beer

―Free softw are‖ is a m atter of liberty, not price. To understand the concept, you should think of
―free‖ as in ―free speech,‖ not as in ―free beer.‖

M ach kernel

m acO S runs the M ach kernel, w hich w as developed at C arnegie M ellon U niversity (C M U ) and is
free softw are. C M U  concluded its w ork on the project in 1994, although other groups have
continued this line of research. M uch of the m acO S softw are is open source: the m acO S kernel is
based on M ach and FreeB SD  code, utilities com e from  B SD  and the G N U  project, and system
program s com e m ostly from  B SD  code, although A pple has developed a num ber of new
program s.

T ip: L inux, m acO S, and U N IX

Linux and m acO S are closely related to the U N IX  operating system . This book describes Linux
and m acO S. To m ake reading easier, this book talks about Linux w hen it m eans m acO S and
Linux, and points out w here m acO S behaves differently from  Linux. For the sam e reason, this
chapter frequently uses the term  Linux to describe both Linux and m acO S features.

T he H istory of U N IX  and G N U ‌L inux

This section presents som e background on the relationships betw een U N IX  and Linux and
betw een G N U  and Linux. V isit w w w .levenez.com /unix for an extensive history of U N IX .

T he H eritage of L inux: U N IX

The U N IX  system  w as developed by researchers w ho needed a set of m odern com puting tools to
help them  w ith their projects. The system  allow ed a group of people w orking together on a
project to share selected data and program s w hile keeping other inform ation private.

U niversities and colleges played a m ajor role in furthering the popularity of the U N IX  operating
system  through the ―four-year effect.‖ W hen the U N IX  operating system  becam e w idely
available in 1975, B ell Labs offered it to educational institutions at nom inal cost. The schools, in
turn, used it in their com puter science program s, ensuring that com puter science students becam e
fam iliar w ith it. B ecause U N IX  w as such an advanced developm ent system , the students becam e
acclim ated to a sophisticated program m ing environm ent. A s these students graduated and w ent
into industry, they expected to w ork in a sim ilarly advanced environm ent. A s m ore of them
w orked their w ay up the ladder in the com m ercial w orld, the U N IX  operating system  found its
w ay into industry.



B erkeley U N IX  (B SD )

In addition to introducing students to the U N IX  operating system , the C om puter System s
R esearch G roup (C SR G ) at the U niversity of C alifornia at B erkeley m ade significant additions
and changes to it. In fact, it m ade so m any popular changes that one version of the system  is
called the B erkeley Softw are D istribution (B SD ) of the U N IX  system , or just Berkeley U N IX.
The other m ajor version is U N IX  System  V  (SV R 4), w hich descended from  versions developed
and m aintained by A T& T and U N IX  System  Laboratories. m acO S inherits m uch m ore strongly
from  the B SD  branch of the tree.

Fade to 1983

R ichard Stallm an (w w w .stallm an.org) announced1 the G N U  Project for creating an operating
system , both kernel and system  program s, and presented the G N U  M anifesto,2 w hich begins as
follow s:

G N U , w hich stands for G nu‒s N ot U N IX , is the nam e for the com plete U N IX -com patible
softw are system  w hich I am  w riting so that I can give it aw ay free to everyone w ho can use it.

1. w w w .gnu.org/gnu/initial-announcem ent.htm l

2. w w w .gnu.org/gnu/m anifesto.htm l

Som e years later, Stallm an added a footnote to the preceding sentence w hen he realized that it
w as creating confusion:

The w ording here w as careless. The intention w as that nobody w ould have to pay for
*perm ission* to use the G N U  system . B ut the w ords don‒t m ake this clear, and people often
interpret them  as saying that copies of G N U  should alw ays be distributed at little or no charge.
That w as never the intent; later on, the m anifesto m entions the possibility of com panies
providing the service of distribution for a profit. Subsequently I have learned to distinguish
carefully betw een ―free‖ in the sense of freedom  and ―free‖ in the sense of price. Free softw are is
softw are that users have the freedom  to distribute and change. Som e users m ay obtain copies at
no charge, w hile others pay to obtain copies‍ and if the funds help support im proving the
softw are, so m uch the better. The im portant thing is that everyone w ho has a copy has the
freedom  to cooperate w ith others in using it.

In the m anifesto, after explaining a little about the project and w hat has been accom plished so
far, Stallm an continues:

W hy I M ust W rite G N U
I consider that the golden rule requires that if I like a program  I m ust share it w ith other people
w ho like it. Softw are sellers w ant to divide the users and conquer them , m aking each user agree
not to share w ith others. I refuse to break solidarity w ith other users in this w ay. I cannot in good
conscience sign a nondisclosure agreem ent or a softw are license agreem ent. For years I w orked
w ithin the A rtificial Intelligence Lab to resist such tendencies and other inhospitalities, but
eventually they had gone too far: I could not rem ain in an institution w here such things are done
for m e against m y w ill.

So that I can continue to use com puters w ithout dishonor, I have decided to put together a
sufficient body of free softw are so that I w ill be able to get along w ithout any softw are that is not



free. I have resigned from  the A I Lab to deny M IT any legal excuse to prevent m e from  giving
G N U  aw ay.

N ext Scene, 1991

The G N U  Project has m oved w ell along tow ard its goal. M uch of the G N U  operating system ,
except for the kernel, is com plete. R ichard Stallm an later w rites:

B y the early ‒90s w e had put together the w hole system  aside from  the kernel (and w e w ere also
w orking on a kernel, the G N U  H urd,3 w hich runs on top of M ach4). D eveloping this kernel has
been a lot harder than w e expected, and w e are still w orking on finishing it.5

3. w w w .gnu.org/softw are/hurd/hurd.htm l

4. w w w .gnu.org/softw are/hurd/gnum ach.htm l

5. w w w .gnu.org/softw are/hurd/hurd-and-linux.htm l

...[M ]any believe that once Linus Torvalds finished w riting the kernel, his friends looked around
for other free softw are, and for no particular reason m ost everything necessary to m ake a U N IX -
like system  w as already available.

W hat they found w as no accident‍ it w as the G N U  system . The available free softw are6 added
up to a com plete system  because the G N U  Project had been w orking since 1984 to m ake one.
The G N U  M anifesto had set forth the goal of developing a free U N IX -like system , called G N U .
The Initial A nnouncem ent of the G N U  Project also outlines som e of the original plans for the
G N U  system . B y the tim e Linux w as w ritten, the [G N U ] system  w as alm ost finished.7

6. See w w w .gnu.org/philosophy/free-sw .htm l

7. w w w .gnu.org/gnu/linux-and-gnu.htm l

Today the G N U  ―operating system ‖ runs on top of the FreeB SD  (w w w .freebsd.org) and N etB SD
(w w w .netbsd.org) kernels w ith com plete Linux binary com patibility and on top of H urd pre-
releases and D arw in (developer.apple.com /opensource) w ithout this com patibility.

T he C ode Is Free

The tradition of free softw are dates back to the days w hen U N IX  w as released to universities at
nom inal cost, w hich contributed to its portability and success. This tradition eventually died as
U N IX  w as com m ercialized and m anufacturers cam e to regard the source code as proprietary,
m aking it effectively unavailable. A nother problem  w ith the com m ercial versions of U N IX
related to their com plexity. A s each m anufacturer tuned U N IX  for a specific architecture, the
operating system  becam e less portable and too unw ieldy for teaching and experim entation.

M IN IX

Tw o professors created their ow n stripped-dow n U N IX  look-alikes for educational purposes:
D oug C om er created X IN U , and A ndrew  Tanenbaum  created M IN IX . Linus Torvalds created
Linux to counteract the shortcom ings in M IN IX . Every tim e there w as a choice betw een code
sim plicity and efficiency/features, Tanenbaum  chose sim plicity (to m ake it easy to teach w ith



M IN IX ), w hich m eant this system  lacked m any features people w anted. Linux w ent in the
opposite direction.

You can obtain Linux at no cost over the Internet. Y ou can also obtain the G N U  code via the
U .S. m ail at a m odest cost for m aterials and shipping. Y ou can support the Free Softw are
Foundation (w w w .fsf.org) by buying the sam e (G N U ) code in higher-priced packages, and you
can buy com m ercial packaged releases of Linux (called distributions), such as Fedora/R ed H at
Enterprise Linux, openSU SE, D ebian, and U buntu, that include installation instructions,
softw are, and support.

G PL

Linux and G N U  softw are are distributed under the term s of the G N U  G eneral Public License
(G PL, w w w .gnu.org/licenses/licenses.htm l). The G PL says you have the right to copy, m odify,
and redistribute the code covered by the agreem ent. W hen you redistribute the code, how ever,
you m ust also distribute the sam e license w ith the code, thereby m aking the code and the license
inseparable. If you dow nload source code from  the Internet for an accounting program  that is
under the G PL and then m odify that code and redistribute an executable version of the program ,
you m ust also distribute the m odified source code and the G PL agreem ent w ith it. B ecause this
arrangem ent is the reverse of the w ay a norm al copyright w orks (it gives rights instead of
lim iting them ), it has been term ed a copyleft. (This paragraph is not a legal interpretation of the
G PL; it is intended m erely to give you an idea of how  it w orks. R efer to the G PL itself w hen you
w ant to m ake use of it.)

H ave Fun!

Tw o key w ords for Linux are ―H ave Fun!‖ These w ords pop up in prom pts and docum entation.
The U N IX ‍ now  Linux‍ culture is steeped in hum or that can be seen throughout the system .
For exam ple, less is m ore‍ G N U  has replaced the U N IX  paging utility nam ed m ore w ith an
im proved utility nam ed less. The utility to view  PostScript docum ents is nam ed ghostscript, and
one of several replacem ents for the vi editor is nam ed elvis. W hile m achines w ith Intel
processors have ―Intel Inside‖ logos on their outside, som e Linux m achines sport ―Linux Inside‖
logos. A nd Torvalds him self has been seen w earing a T-shirt bearing a ―Linus Inside‖ logo.

W hat Is So G ood A bout L inux?

In recent years Linux has em erged as a pow erful and innovative U N IX  w ork-alike. Its popularity
has surpassed that of its U N IX  predecessors. A lthough it m im ics U N IX  in m any w ays, the Linux
operating system  departs from  U N IX  in several significant w ays: The Linux kernel is
im plem ented independently of both B SD  and System  V , the continuing developm ent of Linux is
taking place through the com bined efforts of m any capable individuals throughout the w orld, and
Linux puts the pow er of U N IX  w ithin easy reach of both business and personal com puter users.
U sing the Internet, today‒s skilled program m ers subm it additions and im provem ents to the
operating system  to Linus Torvalds, G N U , or one of the other authors of Linux.

Standards

In 1985, individuals from  com panies throughout the com puter industry joined together to
develop the PO SIX  (Portable O perating System  Interface for C om puter Environm ents) standard,
w hich is based largely on the U N IX  System  V  Interface D efinition (SV ID ) and other earlier



standardization efforts. These efforts w ere spurred by the U .S. governm ent, w hich needed a
standard com puting environm ent to m inim ize its training and procurem ent costs. R eleased in
1988, PO SIX  is a group of IEEE standards that define the A PI (application program m ing
interface), shell, and utility interfaces for an operating system . A lthough aim ed at U N IX -like
system s, the standards can apply to any com patible operating system . N ow  that these standards
have gained acceptance, softw are developers are able to develop applications that run on all
conform ing versions of U N IX , Linux, and other operating system s.

A pplications

A  rich selection of applications is available for Linux‍ both free and com m ercial‍  as w ell as a
w ide variety of tools: graphical, w ord processing, netw orking, security, adm inistration, W eb
server, and m any others. Large softw are com panies have recently seen the benefit in supporting
Linux and now  have on-staff program m ers w hose job it is to design and code the Linux kernel,
G N U , K D E, or other softw are that runs on Linux. For exam ple, IB M  (w w w .ibm .com /linux) is a
m ajor Linux supporter. Linux conform s increasingly m ore closely to PO SIX  standards, and som e
distributions and parts of others m eet this standard. These developm ents indicate that Linux is
becom ing m ainstream  and is respected as an attractive alternative to other popular operating
system s.

Peripherals

A nother aspect of Linux that appeals to users is the am azing range of peripherals that is
supported and the speed w ith w hich support for new  peripherals em erges. Linux often supports a
peripheral or interface card before any com pany does. U nfortunately som e types of peripherals‍
particularly proprietary graphics cards‍ lag in their support because the m anufacturers do not
release specifications or source code for drivers in a tim ely m anner, if at all.

Softw are

A lso im portant to users is the am ount of softw are that is available‍ not just source code (w hich
needs to be com piled) but also prebuilt binaries that are easy to install and ready to run. These
program s include m ore than free softw are. N etscape, for exam ple, w as available for Linux from
the start and included Java support before it w as available from  m any com m ercial vendors. Its
sibling M ozilla/Thunderbird/ Fire-fox is now  a viable brow ser, m ail client, and new sreader,
perform ing m any other functions as w ell.

Platform s

Linux is not just for Intel-based platform s (w hich now  include A pple com puters): It has been
ported to and runs on the Pow er PC ‍ including older A pple com puters (ppclinux), C om paq‒s
(nçe D igital Equipm ent C orporation) A lpha-based m achines, M IPS-based m achines, M otorola‒s
68K -based m achines, various 64-bit system s, and IB M ‒s S/390. N or is Linux just for single-
processor m achines: A s of version 2.0, it runs on m ultiple-processor m achines (SM Ps; page
1124). It also includes an O (1) scheduler, w hich dram atically increases scalability on SM P
system s.

Em ulators

Linux supports program s, called em ulators, that run code intended for other operating system s.
B y using em ulators you can run som e D O S, W indow s, and M acintosh program s under Linux.
For exam ple, W ine (w w w .w inehq.com ) is an open-source im plem entation of the W indow s A PI



that runs on top of the X  W indow  System  and U N IX /Linux.

V irtual m achines

A  virtual m achine (V M  or guest) appears to the user and to the softw are running on it as a
com plete physical m achine. It is, how ever, one of potentially m any such V M s running on a
single physical m achine (the host). The softw are that provides the virtualization is called a
virtual m achine m onitor (V M M ) or hypervisor. Each V M  can run a different operating system
from  the other V M s. For exam ple, on a single host you could have V M s running W indow s 7,
U buntu 12.10, U buntu 13.04, and Fedora 17.

A  m ultitasking operating system  allow s you to run m any program s on a single physical system .
Sim ilarly, a hypervisor allow s you to run m any operating system s (V M s) on a single physical
system .

V M s provide m any advantages over single, dedicated m achines:

‛ Isolation‍ Each V M  is isolated from  the other V M s running on the sam e host: Thus, if one
V M  crashes or is com prom ised, the others are not affected.

‛ Security‍ W hen a single server system  running several servers is com prom ised, all servers are
com prom ised. If each server is running on its ow n V M , only the com prom ised server is affected;
other servers rem ain secure.

‛ Pow er consum ption‍ U sing V M s, a single pow erful m achine can replace m any less pow erful
m achines, thereby cutting pow er consum ption.

‛ D evelopm ent and support‍ M ultiple V M s, each running a different version of an operating
system  and/or different operating system s, can facilitate developm ent and support of softw are
designed to run in m any environm ents. W ith this organization you can easily test a product in
different environm ents before releasing it. Sim ilarly, w hen a user subm its a bug, you can
reproduce the bug in the sam e environm ent it occurred in.

‛ Servers‍ In som e cases, different servers require different versions of system  libraries. In this
instance, you can run each server on its ow n V M , all on a single piece of hardw are.

‛ T esting‍ U sing V M s, you can experim ent w ith cutting-edge releases of operating system s and
applications w ithout concern for the base (stable) system , all on a single m achine.

‛ N etw orks‍ Y ou can set up and test netw orks of system s on a single m achine.

‛ Sandboxes‍ A  V M  presents a sandbox‍ an area (system ) that you can w ork in w ithout regard
for the results of your w ork or for the need to clean up.

‛ Snapshots‍ Y ou can take snapshots of a V M  and return the V M  to the state it w as in w hen
you took the snapshot sim ply by reloading the V M  from  the snapshot.

X en

X en, w hich w as created at the U niversity of C am bridge and is now  being developed in the open-
source com m unity, is an open-source virtual m achine m onitor (V M M ). A  V M M  enables several
virtual m achines (V M s), each running an instance of a separate operating system , to run on a
single com puter. X en introduces m inim al perform ance overhead w hen com pared w ith running



each of the operating system s natively. For m ore inform ation on X en, refer to the X en hom e
page at w w w .cl.cam .ac.uk/research/srg/netos/xen and w iki.xen.org.

V M w are

V M w are, Inc. (w w w .vm w are.com ) offers V M w are Server, a free, dow nloadable, proprietary
product you can install and run as an application under Linux. V M w are Server enables you to
install several V M s, each running a different operating system , including W indow s and Linux.
V M w are also offers a free V M w are player that enables you to run V M s you create using
V M w are Server.

K V M

The K ernel-based V irtual M achine (K V M ; w w w .linux-kvm .org and libvirt.org) is an open-
source V M  and runs as part of the Linux kernel.

Q em u

Q em u (w iki.qem u.org), w ritten by Fabrice B ellard, is an open-source V M M  that runs as a user
application w ith no C PU  requirem ents. It can run code w ritten for a different C PU  than that of
the host m achine.

V irtualB ox

V irtualB ox (w w w .virtualbox.org) is a V M  developed by Sun M icrosystem s. If you w ant to run a
virtual instance of W indow s, you m ight w ant to investigate V irtualB ox.

W hy L inux Is Popular w ith H ardw are C om panies and D evelopers

Tw o trends in the com puter industry set the stage for the grow ing popularity of U N IX  and Linux.
First, advances in hardw are technology created the need for an operating system  that could take
advantage of available hardw are pow er. In the m id-1970s, m inicom puters began challenging the
large m ainfram e com puters because, in m any applications, m inicom puters could perform  the
sam e functions less expensively. M ore recently, pow erful 64-bit processor chips, plentiful and
inexpensive m em ory, and low er-priced hard disk storage have allow ed hardw are com panies to
install m ultiuser operating system s on desktop com puters.

Proprietary operating system s

Second, w ith the cost of hardw are continually dropping, hardw are m anufacturers could no longer
afford to develop and support proprietary operating system s. A  proprietary operating system  is
one that is w ritten and ow ned by the m anufacturer of the hardw are (for exam ple, D EC /C om paq
ow ns V M S). Today‒s m anufacturers need a generic operating system  they can easily adapt to
their m achines.

G eneric operating system s

A  generic operating system  is w ritten outside of the com pany m anufacturing the hardw are and is
sold (U N IX , m acO S, W indow s) or given (Linux) to the m anufacturer. Linux is a generic
operating system  because it runs on different types of hardw are produced by different
m anufacturers. O f course, if m anufacturers can pay only for developm ent and avoid per-unit
costs (w hich they have to pay to M icrosoft for each copy of W indow s they sell), they are m uch



better off. In turn, softw are developers need to keep the prices of their products dow n; they
cannot afford to create new  versions of their products to run under m any different proprietary
operating system s. Like hardw are m anufacturers, softw are developers need a generic operating
system .

A lthough the U N IX  system  once m et the needs of hardw are com panies and researchers for a
generic operating system , over tim e it has becom e m ore proprietary as m anufacturers added
support for their ow n specialized features and introduced new  softw are libraries and utilities.
Linux em erged to serve both needs: It is a generic operating system  that takes advantage of
available hardw are pow er.

L inux Is Portable

A  portable operating system  is one that can run on m any different m achines. M ore than 95
percent of the Linux operating system  is w ritten in the C  program m ing language, and C  is
portable because it is w ritten in a higher-level, m achine-independent language. (The C  com piler
is w ritten in C .)

B ecause Linux is portable, it can be adapted (ported) to different m achines and can m eet special
requirem ents. For exam ple, Linux is used in em bedded com puters, such as the ones found in
cellphones, PD A s, and the cable boxes on top of m any TV s. The file structure takes full
advantage of large, fast hard disks. Equally im portant, Linux w as originally designed as a
m ultiuser operating system ‍ it w as not m odified to serve several users as an afterthought.
Sharing the com puter‒s pow er am ong m any users and giving them  the ability to share data and
program s are central features of the system .

B ecause it is adaptable and takes advantage of available hardw are, Linux runs on m any different
m icroprocessor-based system s as w ell as m ainfram es. The popularity of the m icroprocessor-
based hardw are drives Linux; these m icrocom puters are getting faster all the tim e at about the
sam e price point. This w idespread acceptance benefits both users, w ho do not like having to
learn a new  operating system  for each vendor‒s hardw are, and system  adm inistrators, w ho like
having a consistent softw are environm ent.

The advent of a standard operating system  has given a boost to the developm ent of the softw are
industry. N ow  softw are m anufacturers can afford to m ake one version of a product available on
m achines from  different m anufacturers.

T he C  Program m ing L anguage

K en Thom pson w rote the U N IX  operating system  in 1969 in PD P-7 assem bly language.
A ssem bly language is m achine-dependent: Program s w ritten in assem bly language w ork on only
one m achine or, at best, on one fam ily of m achines. For this reason, the original U N IX  operating
system  could not easily be transported to run on other m achines: It w as not portable.

To m ake U N IX  portable, Thom pson developed the B  program m ing language, a m achine-
independent language, from  the B C PL language. D ennis R itchie developed the C  program m ing
language by m odifying B  and, w ith Thom pson, rew rote U N IX  in C  in 1973. O riginally, C  w as
touted as a ―portable assem bler.‖ The revised operating system  could be transported m ore easily
to run on other m achines.

That developm ent m arked the start of C . Its roots reveal som e of the reasons w hy it is such a



pow erful tool. C  can be used to w rite m achine-independent program s. A  program m er w ho
designs a program  to be portable can easily m ove it to any com puter that has a C  com piler. C  is
also designed to com pile into very efficient code. W ith the advent of C , a program m er no longer
had to resort to assem bly language to produce code that w ould run w ell (that is, quickly‍
although an assem bler w ill alw ays generate m ore efficient code than a high-level language).

Figure 1-1 A  layered view  of the Linux operating system

C  is a good system s language. Y ou can w rite a com piler or an operating system  in C . It is a
highly structured but not necessarily a high-level language. C  allow s a program m er to
m anipulate bits and bytes, as is necessary w hen w riting an operating system . A t the sam e tim e, it
has high-level constructs that allow  for efficient, m odular program m ing.

In the late 1980s the A m erican N ational Standards Institute (A N SI) defined a standard version of
the C  language, com m only referred to as AN SI C  or C 89 (for the year the standard w as
published). Ten years later the C 99 standard w as published; it is m ostly supported by the G N U
Project‒s C  com piler (nam ed gcc). The original version of the language is often referred to as
K ernighan &  Ritchie (or K & R) C , nam ed for the authors of the book that first described the C
language.

A nother researcher at B ell Labs, B jarne Stroustrup, created an object-oriented program m ing
language nam ed C + + , w hich is built on the foundation of C . B ecause object-oriented
program m ing is desired by m any em ployers today, C ++ is preferred over C  in m any
environm ents. A nother language of choice is O bjective-C , w hich w as used to w rite the first W eb
brow ser. The G N U  Project‒s C  com piler supports C , C ++, and O bjective-C .

O verview  of L inux

The Linux operating system  has m any unique and pow erful features. Like other operating
system s, it is a control program  for com puters. B ut like U N IX , it is also a w ell-thought-out
fam ily of utility program s (Figure 1-1) and a set of tools that allow  users to connect and use these
utilities to build system s and applications.

L inux H as a K ernel Program m ing Interface

The Linux kernel‍ the heart of the Linux operating system ‍ is responsible for allocating the
com puter‒s resources and scheduling user jobs so each one gets its fair share of system  resources,



including access to the C PU ; peripheral devices, such as hard disk, D V D , and tape storage; and
printers. Program s interact w ith the kernel through system  calls, special functions w ith w ell-
know n nam es. A  program m er can use a single system  call to interact w ith m any kinds of devices.
For exam ple, there is one w rite() system  call, rather than m any device-specific ones. W hen a
program  issues a w rite() request, the kernel interprets the context and passes the request to the
appropriate device. This flexibility allow s old utilities to w ork w ith devices that did not exist
w hen the utilities w ere w ritten. It also m akes it possible to m ove program s to new  versions of the
operating system  w ithout rew riting them  (provided the new  version recognizes the sam e system
calls).

L inux C an Support M any U sers

D epending on the hardw are and the types of tasks the com puter perform s, a Linux system  can
support from  1 to m ore than 1,000 users, each concurrently running a different set of program s.
The per-user cost of a com puter that can be used by m any people at the sam e tim e is less than
that of a com puter that can be used by only a single person at a tim e. It is less because one person
cannot generally take advantage of all the resources a com puter has to offer. That is, no one can
keep all the printers going constantly, keep all the system  m em ory in use, keep all the disks busy
reading and w riting, keep the Internet connection in use, and keep all the term inals busy at the
sam e tim e. B y contrast, a m ultiuser operating system  allow s m any people to use all of the system
resources alm ost sim ultaneously. The use of costly resources can be m axim ized, and the cost per
user can be m inim ized‍ the prim ary objectives of a m ultiuser operating system .

L inux C an R un M any T asks

Linux is a fully protected m ultitasking operating system , allow ing each user to run m ore than one
job at a tim e. Processes can com m unicate w ith one another but rem ain fully protected from  one
another, just as the kernel rem ains protected from  all processes. Y ou can run several jobs in the
background w hile giving all your attention to the job being displayed on the screen, and you can
sw itch back and forth betw een jobs. If you are running the X  W indow  System  (page 17), you can
run different program s in different w indow s on the sam e screen and w atch all of them . This
capability helps users be m ore productive.

L inux Provides a Secure H ierarchical Filesystem

A  file is a collection of inform ation, such as text for a m em o or report, an accum ulation of sales
figures, an im age, a song, or an executable program . Each file is stored under a unique identifier
on a storage device, such as a hard disk. The Linux filesystem  provides a structure w hereby files
are arranged under directories, w hich are like folders or boxes. Each directory has a nam e and
can hold other files and directories. D irectories, in turn, are arranged under other directories and
so forth in a treelike organization. This structure helps users keep track of large num bers of files
by grouping related files in directories. Each user has one prim ary directory and as m any
subdirectories as required (Figure 1-2).



Figure 1-2 The Linux filesystem  structure

Standards

W ith the idea of m aking life easier for system  adm inistrators and softw are developers, a group
got together over the Internet and developed the Linux Filesystem  Standard (FSSTN D ), w hich
has since evolved into the Linux Filesystem  H ierarchy Standard (FH S). B efore this standard w as
adopted, key program s w ere located in different places in different Linux distributions. Today
you can sit dow n at a Linux system  and expect to find any given standard program  at a consistent
location (page 96).

Links

A  link allow s a given file to be accessed by m eans of tw o or m ore nam es. The alternative nam es
can be located in the sam e directory as the original file or in another directory. Links can m ake
the sam e file appear in several users‒ directories, enabling those users to share the file easily.
W indow s uses the term  shortcut in place of link to describe this capability. M acintosh users w ill
be m ore fam iliar w ith the term  alias. U nder Linux, an alias is different from  a link; it is a
com m and m acro feature provided by the shell (page 354).

Security

Like m ost m ultiuser operating system s, Linux allow s users to protect their data from  access by
other users. It also allow s users to share selected data and program s w ith certain other users by
m eans of a sim ple but effective protection schem e. This level of security is provided by file
access perm issions, w hich lim it the users w ho can read from , w rite to, or execute a file. Linux
also im plem ents A C Ls (A ccess C ontrol Lists), w hich give users and adm inistrators finer-grained
control over file access perm issions.

T he Shell: C om m and Interpreter and Program m ing L anguage

In a textual environm ent, the shell‍ the com m and interpreter‍ acts as an interface betw een you



and the operating system . W hen you enter a com m and on the screen, the shell interprets the
com m and and calls the program  you w ant. A  num ber of shells are available for Linux. The four
m ost popular shells are

‛ The B ourne A gain Shell (bash), an enhanced version of the original B ourne Shell (an original
U N IX  shell).

‛ The D ebian A lm quist Shell (dash; page 287), a sm aller version of bash w ith few er features.
M any startup shell scripts call dash in place of bash to speed the boot process.

‛ The TC  Shell (tcsh; C hapter 9), an enhanced version of the C  Shell, developed as part of B SD
U N IX .

‛ The Z Shell (zsh), w hich incorporates features from  a num ber of shells, including the K orn
Shell.

B ecause different users m ight prefer different shells, m ultiuser system s can have several different
shells in use at any given tim e. The choice of shells dem onstrates one of the advantages of the
Linux operating system : the ability to provide a custom ized interface for each user.

Shell scripts

B esides perform ing its function of interpreting com m ands from  a keyboard and sending those
com m ands to the operating system , the shell is a high-level program m ing language. Shell
com m ands can be arranged in a file for later execution (Linux calls these files shell scripts;
W indow s calls them  batch files). This flexibility allow s users to perform  com plex operations
w ith relative ease, often by issuing short com m ands, or to build w ith surprisingly little effort
elaborate program s that perform  highly com plex operations.

Filenam e G eneration

W ildcards and am biguous file references

W hen you type com m ands to be processed by the shell, you can construct patterns using
characters that have special m eanings to the shell. These characters are called w ildcard
characters. The patterns, w hich are called am biguous file references, are a kind of shorthand:
R ather than typing in com plete filenam es, you can type patterns; the shell expands these patterns
into m atching filenam es. A n am biguous file reference can save you the effort of typing in a long
filenam e or a long series of sim ilar filenam es. For exam ple, the shell m ight expand the pattern
m ak* to m ake-3.80.tar.gz. Patterns can also be useful w hen you know  only part of a filenam e or
cannot rem em ber the exact spelling of a filenam e.

C om pletion

In conjunction w ith the R eadline library, the shell perform s com m and, filenam e, pathnam e, and
variable com pletion: Y ou type a prefix and press TA B , and the shell lists the item s that begin
w ith that prefix or com pletes the item  if the prefix specifies a unique item .

D evice-Independent Input and O utput

R edirection



D evices (such as a printer or a term inal) and disk files appear as files to Linux program s. W hen
you give a com m and to the Linux operating system , you can instruct it to send the output to any
one of several devices or files. This diversion is called output redirection.

D evice independence

In a sim ilar m anner, a program ‒s input, w hich norm ally com es from  a keyboard, can be
redirected so that it com es from  a disk file instead. Input and output are device independent; that
is, they can be redirected to or from  any appropriate device.

A s an exam ple, the cat utility norm ally displays the contents of a file on the screen. W hen you
run a cat com m and, you can easily cause its output to go to a disk file instead of the screen.

Shell Functions

O ne of the m ost im portant features of the shell is that users can use it as a program m ing
language. B ecause the shell is an interpreter, it does not com pile program s w ritten for it but
rather interprets program s each tim e they are loaded from  the disk. Loading and interpreting
program s can be tim e-consum ing.

M any shells, including the B ourne A gain Shell, support shell functions that the shell holds in
m em ory so it does not have to read them  from  the disk each tim e you execute them . The shell
also keeps functions in an internal form at so it does not have to spend as m uch tim e interpreting
them .

Job C ontrol

Job control is a shell feature that allow s users to w ork on several jobs at once, sw itching back
and forth betw een them  as desired. W hen you start a job, it is frequently run in the foreground so
it is connected to the term inal. U sing job control, you can m ove the job you are w orking w ith to
the background and continue running it there w hile w orking on or observing another job in the
foreground. If a background job then needs your attention, you can m ove it to the foreground so
it is once again attached to the term inal. The concept of job control originated w ith B SD  U N IX ,
w here it appeared in the C  Shell.

A  L arge C ollection of U seful U tilities

Linux includes a fam ily of several hundred utility program s, often referred to as com m ands.
These utilities perform  functions that are universally required by users. The sort utility, for
exam ple, puts lists (or groups of lists) in alphabetical or num erical order and can be used to sort
lists by part num ber, last nam e, city, ZIP code, telephone num ber, age, size, cost, and so forth.
The sort utility is an im portant program m ing tool that is part of the standard Linux system . O ther
utilities allow  users to create, display, print, copy, search, and delete files as w ell as to edit,
form at, and typeset text. The m an (for m anual) and info utilities provide online docum entation
for Linux.

Interprocess C om m unication

Pipelines and filters



Linux enables users to establish both pipelines and filters on the com m and line. A  pipeline
passes the output of one program  to another program  as input. A  filter is a special kind of
pipeline that processes a stream  of input data to yield a stream  of output data. A  filter processes
another program ‒s output, altering it as a result. The filter‒s output then becom es input to another
program .

Pipelines and filters frequently join utilities to perform  a specific task. For exam ple, you can use
a pipeline to send the output of the sort utility to head (a filter that lists the first ten lines of its
input); you can then use another pipeline to send the output of head to a third utility, lpr, that
sends the data to a printer. Thus, in one com m and line, you can use three utilities together to sort
and print part of a file.

System  A dm inistration

O n a Linux system  the system  adm inistrator is frequently the ow ner and only user of the system .
This person has m any responsibilities. The first responsibility m ight be to set up the system ,
install the softw are, and possibly edit configuration files. O nce the system  is up and running, the
system  adm inistrator is responsible for dow nloading and installing softw are (including upgrading
the operating system ), backing up and restoring files, and m anaging such system  facilities as
printers, term inals, servers, and a local netw ork. The system  adm inistrator is also responsible for
setting up accounts for new  users on a m ultiuser system , bringing the system  up and dow n as
needed, m onitoring the system , and taking care of any problem s that arise.

A dditional Features of L inux

The developers of Linux included features from  B SD , System  V , and Sun M icrosystem s‒ Solaris,
as w ell as new  features, in their operating system . A lthough m ost of the tools found on U N IX
exist for Linux, in som e cases these tools have been replaced by m ore m odern counterparts. This
section describes som e of the popular tools and features available under Linux.

G U Is: G raphical U ser Interfaces

The X  W indow  System  (also called X  or X 11) w as developed in part by researchers at M IT
(M assachusetts Institute of Technology) and provides the foundation for the G U Is available w ith
Linux. G iven a term inal or w orkstation screen that supports X , a user can interact w ith the
com puter through m ultiple w indow s on the screen, display graphical inform ation, or use special-
purpose applications to draw  pictures, m onitor processes, or preview  form atted output. X  is an
across-the-netw ork protocol that allow s a user to open a w indow  on a w orkstation or com puter
system  that is rem ote from  the C PU  generating the w indow .

A qua

M ost M acintosh users are fam iliar w ith A qua, the standard m acO S graphical interface. A qua is
based on a rendering technology nam ed Q uartz and has a standard look and feel for applications.
B y default, X 11 is not installed on a M acintosh; you can use X Q uartz in its place
(xquartz.m acosforge.org/trac/w iki).

D esktop m anager

U sually tw o layers run on top of X : a desktop m anager and a w indow  m anager. A  desktop



m anager is a picture-oriented user interface that enables you to interact w ith system  program s by
m anipulating icons instead of typing the corresponding com m ands to a shell. M any Linux
distributions run the G N O M E desktop m anager (w w w .gnom e.org) by default, but X  can also run
K D E (w w w .kde.org) and a num ber of other desktop m anagers. m acO S handles the desktop in
A qua, not in X 11, so there is no desktop m anager under X 11.

W indow  m anager

A  w indow  m anager is a program  that runs under the desktop m anager and allow s you to open
and close w indow s, run program s, and set up a m ouse so it has different effects depending on
how  and w here you click it. The w indow  m anager also gives the screen its personality. W hereas
M icrosoft W indow s allow s you to change the color of key elem ents in a w indow , a w indow
m anager under X  allow s you to custom ize the overall look and feel of the screen: Y ou can
change the w ay a w indow  looks and w orks (by giving it different borders, buttons, and
scrollbars), set up virtual desktops, create m enus, and m ore. W hen you are w orking from  the
com m and line, you can approxim ate a w indow  m anager by using M idnight C om m ander (m c;
page 905).

Several popular w indow  m anagers run under X  and Linux. M any Linux distributions provide
both M etacity (the default under G N O M E 2) and kw in (the default under K D E). In addition to
K D E, Fedora provides M utter (the default under G N O M E 3). M utter is short for M etacity C lutter
(the graphics library is nam ed C lutter). O ther w indow  m anagers, such as Saw fish and
W indow M aker, are also available.

U nder m acO S, m ost w indow s are m anaged by a Q uartz layer, w hich applies the A pple A qua
look and feel. For X 11 applications only, this task is perform ed by quartz-w m , w hich m im ics the
A pple A qua look and feel so X 11 applications on the M ac desktop have the sam e appearance as
native m acO S applications.

(Inter)N etw orking U tilities

Linux netw ork support includes m any utilities that enable you to access rem ote system s over a
variety of netw orks. In addition to sending em ail to users on other system s, you can access files
on disks m ounted on other com puters as if they w ere located on the local system , m ake your files
available to other system s in a sim ilar m anner, copy files back and forth, run program s on rem ote
system s w hile displaying the results on the local system , and perform  m any other operations
across local area netw orks (LA N s) and w ide area netw orks (W A N s), including the Internet.

Layered on top of this netw ork access is a w ide range of application program s that extend the
com puter‒s resources around the globe. Y ou can carry on conversations w ith people throughout
the w orld, gather inform ation on a w ide variety of subjects, and dow nload new  softw are over the
Internet quickly and reliably.

Softw are D evelopm ent

O ne of Linux‒s m ost im pressive strengths is its rich softw are developm ent environm ent. Linux
supports com pilers and interpreters for m any com puter languages. B esides C  and C ++, languages
available for Linux include A da, Fortran, Java, Lisp, Pascal, Perl, and Python. The bison utility
generates parsing code that m akes it easier to w rite program s to build com pilers (tools that parse
files containing structured inform ation). The flex utility generates scanners (code that recognizes
lexical patterns in text). The m ake utility and the G N U  C onfigure and B uild System  m ake it



easier to m anage com plex developm ent projects. Source code m anagem ent system s, such as
C V S, sim plify version control. Several debuggers, including ups and gdb, can help you track
dow n and repair softw are defects. The G N U  C  com piler (gcc) w orks w ith the gprof profiling
utility to help program m ers identify potential bottlenecks in a program ‒s perform ance. The C
com piler includes options to perform  extensive checking of C  code, thereby m aking the code
m ore portable and reducing debugging tim e. U nder m acO S, A pple‒s X code developm ent
environm ent provides a unified graphical front end to m ost of these tools as w ell as other options
and features.

C hapter Sum m ary

The Linux operating system  grew  out of the U N IX  heritage to becom e a popular alternative to
traditional system s (that is, W indow s) available for m icrocom puter (PC ) hardw are. U N IX  users
w ill find a fam iliar environm ent in Linux. D istributions of Linux contain the expected
com plem ent of U N IX  utilities, contributed by program m ers around the w orld, including the set
of tools developed as part of the G N U  Project. The Linux com m unity is com m itted to the
continued developm ent of this system . Support for new  m icrocom puter devices and features is
added soon after the hardw are becom es available, and the tools available on Linux continue to be
refined. G iven the m any com m ercial softw are packages available to run on Linux platform s and
the m any hardw are m anufacturers offering Linux on their system s, it is clear that the system  has
evolved w ell beyond its origin as an undergraduate project to becom e an operating system  of
choice for academ ic, com m ercial, professional, and personal use.

E xercises

1. W hat is free softw are? List three characteristics of free softw are.

2. W hy is Linux popular? W hy is it popular in academ ia?

3. W hat are m ultiuser system s? W hy are they successful?

4. W hat is the Free Softw are Foundation/G N U ? W hat is Linux? W hich parts of the Linux
operating system  did each provide? W ho else has helped build and refine this operating system ?

5. In w hich language is Linux w ritten? W hat does the language have to do w ith the success of
Linux?

6. W hat is a utility program ?

7. W hat is a shell? H ow  does it w ork w ith the kernel? W ith the user?

8. H ow  can you use utility program s and a shell to create your ow n applications?

9. W hy is the Linux filesystem  referred to as hierarchical?

10. W hat is the difference betw een a m ultiuser and a m ultitasking system ?

11. G ive an exam ple of w hen you w ould w ant to use a m ultitasking system .

12. A pproxim ately how  m any people w rote Linux? W hy is this project unique?



13. W hat are the key term s of the G N U  G eneral Public License?
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G etting Started
In T his C hapter

C onventions U sed in This B ook

Logging In from  a Term inal (Em ulator)

W orking from  the C om m and Line

su/sudo: C urbing Y our Pow er (root Privileges)

m an: D isplays the System  M anual

info: D isplays Inform ation A bout U tilities

The ‌‌help O ption

H O W TO s

W hat to D o If Y ou C annot Log In

C hanging Y our Passw ord

O bjectives

A fter reading this chapter you should be able to:

 Log in on a Linux system  using the textual interface

 D escribe the advantages of the textual interface

 C orrect typing m istakes on the com m and line

 U se kill to abort program  execution using the term ination signal

 R epeat and edit previous com m and lines

 U nderstand the need to be careful w hen w orking w ith root privileges

 U se m an and info to display inform ation about utilities

 U se the ‌‌help option to display inform ation about a utility

 C hange your passw ord from  the com m and line

O ne w ay or another you are sitting in front of a screen that is connected to a com puter running



Linux. Y ou m ight be w orking w ith a graphical user interface (G U I) or a textual interface. This
book is about the textual interface, also called the com m and-line interface (C LI). If you are
w orking w ith a G U I, you w ill need to use a term inal em ulator such as xterm , K onsole, G N O M E
Term inal, Term inal (under m acO S), or a virtual console (page 43) to follow  the exam ples in this
book.

This chapter starts w ith a discussion of the typographical conventions used in this book, follow ed
by a section about logging in on the system . The next section introduces the shell and explains
how  to fix m istakes on the com m and line and repeat previous com m and lines. N ext com e a brief
rem inder about the pow ers of w orking w ith root privileges and suggestions about how  to avoid
m aking m istakes that w ill m ake your system  inoperable or hard to w ork w ith. The chapter
continues w ith a discussion about w here to find m ore inform ation about Linux. It concludes w ith
additional inform ation on logging in, including how  to change your passw ord.

B e sure to read the w arning on page 32 about the dangers of m isusing the pow ers of w orking
w ith root privileges. W hile heeding that w arning, feel free to experim ent w ith the system : G ive
com m ands, create files, follow  the exam ples in this book, and have fun.

C onventions U sed in T his B ook

This book uses conventions to m ake its explanations shorter and clearer. The follow ing
paragraphs describe these conventions.

m acO S versions

R eferences to m acO S refer to version 10.12 (Sierra). B ecause the book focuses on the
underlying operating system , w hich changes little from  one release of m acO S to the next, the text
w ill rem ain relevant through several future releases.

Text and exam ples

The text is set in this type, w hereas exam ples are show n in a monospaced font (also called a fixed-
w idth font):

$ cat practice
This is a small file I created with a text editor.

Item s you enter

Everything you enter at the keyboard is show n in a bold typeface. W ithin the text, this bold
typeface is used; w ithin exam ples and screens, this one is used. In the previous exam ple, the
dollar sign ($) on the first line is a prom pt that Linux displays, so it is not bold; the rem ainder of
the first line is entered by a user, so it is bold.

U tility nam es

N am es of utilities are printed in this sans serif typeface. This book references the em acs text
editor and the ls utility or ls com m and (or just ls) but instructs you to enter ls ‌a on the com m and
line. In this w ay the text distinguishes betw een utilities, w hich are program s, and the instructions
you enter on the com m and line to invoke the utilities.

Filenam es



Filenam es appear in a bold typeface. Exam ples are m em o5, letter.1283, and reports. Filenam es
m ight include uppercase and low ercase letters; how ever, Linux is case sensitive (page 1088), so
m em o5, M E M O 5, and M em o5 nam e three different files.

The default m acO S filesystem , H FS+, is not case sensitive; under m acO S, m em o5, M E M O 5,
and M em o5 refer to the sam e file. For m ore inform ation refer to ―C ase Sensitivity‖ on page
1071.

C haracter strings

W ithin the text, characters and character strings are m arked by putting them  in a bold typeface.
This convention avoids the need for quotation m arks or other delim iters before and after a string.
A n exam ple is the follow ing string, w hich is displayed by the passw d utility: Sorry, passw ords
do not m atch.

K eys and characters

This book uses SM A LL C A PS for three kinds of item s:

‛ K eyboard keys, such as the SPA C E bar and the R ETU R N ,1 ESC A PE, and TA B  keys.

1. D ifferent keyboards use different keys to m ove the cursor (page 1093) to the beginning of the
next line. This book alw ays refers to the key that ends a line as the R ETU R N  key. The keyboard
you are using m ight have a R ET, N EW LIN E, EN TER , R ETU R N , or som e other key. U se the
corresponding key on your keyboard each tim e this book asks you to press R ETU R N .

‛ The characters that keys generate, such as the SPA C Es generated by the SPA C E bar.

‛ K eyboard keys that you press sim ultaneously w ith the C O N TR O L key, such as C O N TR O L-D .
(Even though D  is show n as an uppercase letter, you do not have to press the SH IFT key; enter
C O N TR O L-D  by holding the C O N TR O L key dow n and pressing d.)

Prom pts and R ETU R N

s M ost exam ples include the shell prom pt‍ the signal that Linux is w aiting for a com m and‍ as a
dollar sign ($), a hashm ark (#), or som etim es a percent sign (%). The prom pt does not appear in a
bold typeface in this book because you do not enter it. D o not type the prom pt on the keyboard
w hen you are experim enting w ith exam ples from  this book. If you do, the exam ples w ill not
w ork.

Exam ples om it the R ETU R N  keystroke that you m ust use to execute them . A n exam ple of a
com m and line is

$ vim memo.1204

To use this exam ple as a m odel for running the vim  text editor, enter the com m and vim
m em o.1204 (som e system s use vim .tiny in place of vim ) and press the R ETU R N  key. (Press
ESC A PE Z Z  to exit from  vim ; see page 165 for a vim  tutorial.) This m ethod of displaying
com m ands m akes the exam ples in the book correspond to w hat appears on the screen.

D efinitions



A ll glossary entries m arked w ith FO LD O C are courtesy of D enis H ow e, editor of the Free O nline
D ictionary of C om puting (foldoc.org), and are used w ith perm ission. This site is an ongoing
w ork containing definitions, anecdotes, and trivia.

O ptional Inform ation

optional

Passages m arked as optional appear in a gray box. This m aterial is not central to the ideas
presented in the chapter and often involves m ore challenging concepts. A  good strategy w hen
reading a chapter is to skip the optional sections and then return to them  w hen you are
com fortable w ith the m ain ideas presented in the chapter. This is an optional paragraph.

U R Ls (W eb addresses)

W eb addresses, or U R Ls, have an im plicit http:// prefix, unless ftp:// or https:// is show n. Y ou
do not norm ally need to specify a prefix w hen the prefix is http://, but you m ust use a prefix in a
brow ser w hen you specify an FTP or secure H TTP site. Thus you can specify a U R L in a
brow ser exactly as it is show n in this book.

ls output

This book uses the output of ls ‌l com m ands as produced by including the option ‌ ‌tim e-
style=iso. This option produces shorter lines, m aking the exam ples m ore readable.

Tip, caution, and security boxes

The follow ing boxes highlight inform ation that m ight be helpful w hile you are using or
adm inistrating a Linux system .

T ip: T his is a tip box

A  tip box m ight help you avoid repeating a com m on m istake or m ight point tow ard additional
inform ation.

C aution: T his box w arns you about som ething

A  caution box w arns you about a potential pitfall.

Security: T his box m arks a security note

A  security box highlights a potential security issue. These notes are usually intended for system
adm inistrators, but som e apply to all users.

L ogging In from  a T erm inal (E m ulator)

A bove the login prom pt on a term inal, term inal em ulator, or other textual device, m any system s
display a m essage called issue (stored in the /etc/issue file). This m essage usually identifies the
version of Linux running on the system , the nam e of the system , and the device you are logging
in on. A  sam ple issue m essage follow s:

Fedora release 16 (Verne)



Kernel 3.3.2-6.fc16.i686 on an i686 (tty4)

The issue m essage is follow ed by a prom pt to log in. Enter your usernam e and passw ord in
response to the system  prom pts. M ake sure you enter your usernam e and passw ord as they w ere
specified w hen your account w as set up; the routine that verifies the usernam e and passw ord is
case sensitive. Like m ost system s, Linux does not display your passw ord w hen you enter it. B y
default m acO S does not allow  rem ote logins (page 1078).

The follow ing exam ple show s M ax logging in on the system  nam ed tiny:

tiny login: max
Password:

Last login: Wed Mar 13 19:50:38 from plum

[max@tiny max]$

If you are using a term inal (page 1128) and the screen does not display the login: prom pt, check
w hether the term inal is plugged in and turned on, and then press the R ETU R N  key a few  tim es.
If login: still does not appear, try pressing C O N TR O L-Q  (X on).

Security: D id you log in last?

A s you are logging in to a textual environm ent, after you enter your usernam e and passw ord, the
system  displays inform ation about the last login on this account, show ing w hen it took place and
w here it originated. Y ou can use this inform ation to determ ine w hether anyone has accessed the
account since you last used it. If som eone has, perhaps an unauthorized user has learned your
passw ord and logged in as you. In the interest of m aintaining security, advise the system
adm inistrator of any circum stances that m ake you suspicious and change your passw ord.

If you are using a M ac, PC , another Linux system , or a w orkstation (page 1133), open the
program  that runs ssh (secure; page 982), telnet (not secure; page 1003), or w hichever
com m unications/em ulation softw are you use to log in on the system , and give it the nam e or IP
address (page 1104) of the system  you w ant to log in on.

Security: telnet is not secure

O ne of the reasons telnet is not secure is that it sends your usernam e and passw ord over the
netw ork in cleartext (page 1090) w hen you log in, allow ing som eone to capture your login
inform ation and log in on your account. The ssh utility encrypts all inform ation it sends over the
netw ork and, if available, is a better choice than telnet. The ssh program  has been im plem ented
on m any operating system s, not just Linux. M any user interfaces to ssh include a term inal
em ulator.

Follow ing is an exam ple of logging in using ssh from  a Linux system :

$ ssh max@tiny
max@tiny's password:

Permission denied, please try again.

max@tiny's password:

Last login: Wed Mar 13 21:21:49 2005 from plum

[max@tiny max]$

In the exam ple M ax m istyped his passw ord, received an error m essage and another prom pt, and
then retyped the passw ord correctly. If your usernam e is the sam e on the system  you are logging
in from  and the system  you are logging in on, you can om it your usernam e and the follow ing at
sign (@ ). In the exam ple, M ax could have given the com m and ssh tiny.



A fter you log in, the shell prom pt (or just prom pt) appears, indicating you have successfully
logged in; it show s the system  is ready for you to give a com m and. The first shell prom pt m ight
be preceded by a short m essage called the m essage of the day, or m otd, w hich is stored in the
/etc/m otd file.

The usual prom pt is a dollar sign ($). D o not be concerned if you have a different prom pt; the
exam ples in this book w ill w ork regardless of w hich prom pt the system  displays. In the previous
exam ple, the $ prom pt (last line) is preceded by the usernam e (m ax), an at sign (@ ), the system
nam e (tiny), and the nam e of the directory M ax is w orking in (m ax). For inform ation on how  to
change the prom pt, refer to page 320 (bash) or page 407 (tcsh).

T ip: M ake sure T E R M  is set correctly

The T E R M  shell variable establishes the pseudographical characteristics of a character-based
term inal or term inal em ulator. Typically T E R M  is set for you‍ you do not have to set it
m anually. If things on the screen do not look right, refer to ―Specifying a Term inal‖ on page
1052.

W orking from  the C om m and L ine

B efore the introduction of the graphical user interface, U N IX  and then Linux provided only a
textual (com m and-line) interface. Today, a textual interface is available w hen you log in from  a
term inal, a term inal em ulator, or a textual virtual console, or w hen you use ssh or telnet to log in
on a system .

A dvantages of the textual interface

A lthough the concept m ight seem  antiquated, the textual interface has a place in m odern
com puting. In som e cases an adm inistrator m ight use a com m and-line tool either because a
graphical equivalent does not exist or because the graphical tool is not as pow erful or flexible as
the textual one. For exam ple, chm od (pages 100 and 765) is m ore pow erful and flexible than its
G U I counterpart. Frequently, on a server system , a graphical interface m ight not even be
installed. The first reason for this om ission is that a G U I consum es a lot of system  resources; on
a server, those resources are better dedicated to the m ain task of the server. A dditionally, security
considerations m andate that a server system  run as few  tasks as possible because each additional
task can m ake the system  m ore vulnerable to attack.

Y ou can also w rite scripts using the textual interface. U sing scripts, you can easily reproduce
tasks on m ultiple system s, enabling you to scale the tasks to larger environm ents. W hen you are
the adm inistrator of only a single system , using a G U I is often the easiest w ay to configure the
system . W hen you act as adm inistrator for m any system s, all of w hich need the sam e
configuration installed or updated, a script can m ake the task go m ore quickly. W riting a script
using com m and-line tools is frequently easy, w hereas the sam e task can be difficult to im possible
using graphical tools.

Pseudographical interface

B efore the introduction of G U Is, resourceful program m ers created textual interfaces that
included graphical elem ents such as boxes, borders outlining rudim entary w indow s, highlights,
and, m ore recently, color. These textual interfaces, called pseudographical interfaces, bridge the
gap betw een textual and graphical interfaces. The M idnight C om m ander file m anagem ent utility



(m c; page 905) is a good exam ple of a utility w ith a w ell-designed pseudographical interface.

W hich Shell A re Y ou R unning?

This book discusses both the B ourne A gain Shell (bash) and the TC  Shell (tcsh). Y ou are
probably running bash, but you m ight be running tcsh or another shell such as the Z Shell (zsh).
W hen you enter echo $0 and press R ETU R N  in response to a shell prom pt (usually $ or % ), the
shell displays the nam e of the shell you are w orking w ith. This com m and w orks because the shell
expands $0 to the nam e of the program  you are running (page 474). This com m and m ight display
output like this:

$ echo $0
-bash

O r the local system  m ight display output like this:

$ echo $0
/bin/bash

Either w ay, this output show s you are running bash. If you are running a different shell, the shell
w ill display appropriate output.

C orrecting M istakes

This section explains how  to correct typographical and other errors you m ight m ake w hile you
are logged in on a textual display. B ecause the shell and m ost other utilities do not interpret the
com m and line or other text you enter until you press R ETU R N , you can readily correct a typing
m istake before you press R ETU R N .

Y ou can correct such m istakes in several w ays: Erase one character at a tim e, back up a w ord at a
tim e, or back up to the beginning of the line in one step. A fter you press R ETU R N , it is too late
to correct a m istake: A t that point, you m ust either w ait for the com m and to run to com pletion or
abort execution of the program  (next page).

E rasing a C haracter

W hile entering characters from  the keyboard, you can back up and erase a m istake by pressing
the erase key once for each character you w ant to delete. The erase key backs over as m any
characters as you w ish. It does not, in general, back up past the beginning of the line.

The default erase key is B A C K SPA C E. If this key does not w ork, try pressing D EL or
C O N TR O L-H . If these keys do not w ork, give the follow ing stty2 com m and to set the erase and
line kill (see ―D eleting a Line‖) keys to their default values:

2. The com m and stty is an abbreviation for set teletypew riter, the first term inal U N IX  ran on.
Today stty is com m only thought of as m eaning set term inal.

$ stty ek

A lternatively, you can give the next com m and to reset m ost term inal param eters to a sane value.
If the R ETU R N  key does not m ove the cursor to the next line, press C O N TR O L-J instead.



$ stty sane

See page 991 for m ore exam ples of using stty.

D eleting a W ord

Y ou can delete a w ord you entered by pressing C O N TR O L-W . A  w ord is any sequence of
characters that does not contain a SPA C E or TA B . W hen you press C O N TR O L-W , the cursor
m oves left to the beginning of the current w ord (as you are entering a w ord) or the previous w ord
(w hen you have just entered a SPA C E or TA B ), rem oving the w ord.

T ip: C O N TR O L-Z suspends a program

A lthough it is not a w ay of correcting a m istake, you m ight press the suspend key (typically
C O N TR O L-Z ) by m istake and w onder w hat happened. If you see a m essage containing the
w ord Stopped, you have just stopped your job using job control (page 150). If you give the
com m and fg to continue your job in the foreground, you should return to w here you w ere before
you pressed the suspend key. For m ore inform ation refer to ―bg: Sends a Job to the B ackground‖
on page 306.

D eleting a L ine

A ny tim e before you press R ETU R N , you can delete the line you are entering by pressing the
(line) kill key. W hen you press this key, the cursor m oves to the left, erasing characters as it goes,
back to the beginning of the line. The default line kill key is C O N TR O L-U . If this key does not
w ork, try C O N TR O L-X . If these keys do not w ork, give the stty com m and described under
―Erasing a C haracter.‖

A borting E xecution

Som etim es you m ight w ant to term inate a running program . For exam ple, you m ight w ant to stop
a program  that is perform ing a lengthy task such as displaying the contents of a file that is
several hundred pages long or copying a large file that is not the one you m eant to copy.

To term inate a program  from  a textual display, press the interrupt key (C O N TR O L-C  or
som etim es D ELETE or D EL). W hen you press this key, the Linux operating system  sends a
TER M  (term ination) signal to the program  you are running and to the shell. Exactly w hat effect
this signal has depends on the program . Som e program s stop execution im m ediately, som e
ignore the signal, and som e take other actions. W hen the shell receives a TER M  signal, it
displays a prom pt and w aits for another com m and.

If these m ethods do not term inate the program , try sending the program  a Q U IT signal
(C O N TR O L-\). If all else fails, try pressing the suspend key (typically C O N TR O L-Z), giving a
jobs com m and to verify the num ber of the job running the program , and using kill to abort the
job. The job num ber is the num ber w ithin the brackets at the left end of the line displayed by
jobs ([1]). In the next exam ple, the kill com m and (pages 150 and 870) uses ‌T E R M  to send a
TER M  signal to the job specified by the job num ber, w hich is preceded by a percent sign (% 1).
Y ou can om it ‌T E R M  from  the com m and, as kill sends a TER M  signal by default. Table 10-5
on page 500 lists som e signals.

C aution: U se the K IL L  signal as a last resort



W hen the term ination signal does not w ork, use the K ILL signal (specify ‌K IL L  in place of ‌
T E R M  in the exam ple). A  running program  cannot ignore a K ILL signal; it is sure to abort the
program .

B ecause a program  receiving a K ILL signal has no chance to clean up its open files before being
term inated, using K ILL can corrupt application data. U se the K ILL signal as a last resort. B efore
using K ILL, give a term ination (TER M ) or quit (Q U IT) signal a full ten seconds to take effect.

$ bigjob
^Z
[1]+   Stopped    bigjob

$ jobs
[1]+   Stopped    bigjob

$kill -TERM %1

[1]+   Killed     bigjob

The kill com m and returns a prom pt; you m ight need to press R ETU R N  again to see the
confirm ation m essage. For m ore inform ation refer to ―R unning a C om m and in the B ackground‖
on page 149.

R epeating/E diting C om m and L ines

To repeat a previous com m and, press the U P A R R O W  key. Each tim e you press this key, the
shell displays an earlier com m and line. Press the D O W N  A R R O W  key to brow se through the
com m and lines in the other direction. To reexecute the displayed com m and line, press R ETU R N .

The R IG H T A R R O W  and LEFT A R R O W  keys m ove the cursor back and forth along the
displayed com m and line. A t any point along the com m and line, you can add characters by typing
them . U se the erase key (page 29) to rem ove characters from  the com m and line. Press R ETU R N
to execute the m odified com m and.

Y ou can also repeat the previous com m and using !!. This technique is useful if you forgot to use
su (next page) to prefix a com m and. In this case, if you type su ‌c "!!", the shell w ill run the
previous com m and w ith root privileges. O r, if the local system  is set up to use sudo (next page),
you can type sudo !! and the shell w ill run the previous com m and w ith root privileges.

The com m and ̂ old^new ^ reruns the previous com m and, substituting the first occur-rence of the
string old w ith new . A lso, on a com m and line, the shell replaces the characters !$ w ith the last
token (w ord) on the previous com m and line. The follow ing exam ple show s the user correcting
the filenam e m eno to m em o using ̂ n^m ^ and then printing the file nam ed m em o by giving the
com m and lpr !$. The shell replaces !$ w ith m em o, the last token on the previous com m and line.

$ cat meno
cat: meno: No such file or directory $

^n^m^

cat memo

This is the memo file.

$ lpr !$ lpr memo

For inform ation about m ore com plex com m and-line editing, see page 339.

su/sudo: C urbing Y our Pow er (root Privileges)

U N IX  and Linux system s have alw ays had a privileged user nam ed root. W hen you are w orking



as the root user (―w orking w ith root privileges‖), you have extraordinary system w ide pow ers. A
user w orking w ith root privileges is som etim es referred to as Superuser or adm inistrator. W hen
w orking w ith root privileges, you can read from  or w rite to alm ost any file on the system ,
execute program s that ordinary users cannot, and m ore. O n a m ultiuser system  you m ight not be
perm itted to gain root privileges and so m ight not be able to run certain program s. N evertheless,
som eone‍ the system  adm inistrator‍ can, and that person m aintains the system .

C aution: D o not experim ent w hile you are w orking w ith root privileges

Feel free to experim ent w hen you are not w orking w ith root privileges. W hen you are w orking
w ith root privileges, do only w hat you have to do and m ake sure you know  exactly w hat you are
doing. A fter you have com pleted the task at hand, revert to w orking as yourself. W hen w orking
w ith root privileges, you can dam age the system  to such an extent that you w ill need to reinstall
Linux to get it w orking again.

W ith a conventional setup, you can gain root privileges in one of tw o w ays. First you can log in
as the user nam ed root; w hen you do so you are w orking w ith root privileges until you log out.
A lternatively, w hile you are w orking as yourself, you can use the su (substitute user) utility to
execute a single com m and w ith root privileges or to gain root privileges tem porarily so you can
execute several com m ands. Logging in as root and running su to gain root privileges require you
to enter the root passw ord. The follow ing exam ple show s how  to use su to execute a single
com m and.

$ ls -l /lost+found
ls: cannot open directory /lost+found: Permission denied

$ su -c 'ls -l /lost+found'
Password:                    Enter the root passw ord
total 0 $

The first com m and in the preceding exam ple show s that a user w ho is not w orking w ith root
privileges is not perm itted to list the files in the /lost+found directory: ls displays an error
m essage. The second com m and uses su w ith the ‌c (com m and) option to execute the sam e
com m and w ith root privileges. Single quotation m arks enclose the com m and to ensure the shell
interprets the com m and properly. W hen the com m and finishes executing (ls show s there are no
files in the directory), the user no longer has root privileges.

W ithout any argum ents, su spaw ns a new  shell running w ith root privileges. Typically the shell
displays a hashm ark (#) prom pt w hen you are w orking w ith root privileges. G ive an exit
com m and to return to the norm al prom pt and nonroot privileges.

$ su
Password:                     Enter the root passw ord
# ls -l /lost+found
total 0

# exit
exit

$

Som e distributions (e.g., U buntu) ship w ith the root account locked‍ there is no root passw ord
‍ and rely on the sudo (w w w .sudo.w s) utility to allow  users to w ork w ith root privileges. The
sudo utility requires you to enter your passw ord (not the root passw ord) to gain root privileges.
The follow ing exam ple allow s the user to gain root privileges to view  the contents of the
/lost+found directory.



$ sudo ls -l /lost+found
[sudo] password for sam:      Enter your passw ord
total 0 $

W ith an argum ent of ‌s, sudo spaw ns a new  shell running w ith root privileges. Typically the
shell displays a hashm ark (#) prom pt w hen you are w orking w ith root privileges. G ive an exit
com m and to return to the norm al prom pt and nonroot privileges.

$ sudo -s
[sudo] password for sam: Enter your passw ord
# ls -l /lost+found
total 0

# exit
logout

$

W here to Find D ocum entation

D istributions of Linux typically do not com e w ith hardcopy reference m anuals. H ow ever, its
online docum entation has alw ays been one of Linux‒s strengths. The m an (or m anual) and info
pages have been available via the m an and info utilities since early releases of the operating
system . N ot surprisingly, w ith the ongoing grow th of Linux and the Internet, the sources of
docum entation have expanded as w ell. This section discusses som e of the places you can look
for inform ation on Linux. See also A ppendix B .

m an: D isplays the System  M anual

The textual m an (m anual) utility displays (m an) pages from  the system  docum entation. This
docum entation is helpful w hen you know  w hich utility you w ant to use but have forgotten
exactly how  to use it. Y ou can also refer to the m an pages to get m ore inform ation about specific
topics or to determ ine w hich features are available w ith Linux. B ecause the descriptions in the
system  docum entation are often terse, they are m ost helpful if you already understand the basic
functions of a utility.



Figure 2-1 The m an utility displaying inform ation about itself

To find out m ore about a utility, give the com m and m an, follow ed by the nam e of the utility.
Figure 2-1 show s m an displaying inform ation about itself; the user entered a m an m an
com m and.

less (pager)

The m an utility sends its output through a pager‍ usually less (page 53), w hich displays one
screen of inform ation at a tim e. W hen you display a m anual page using m an, less displays a
prom pt [e.g., M anual page m an(1) line 1] at the bottom  of the screen after it displays each
screen of text and w aits for you to take one of the follow ing steps:

‛ Press the SPA C E bar to display another screen of text.

‛ Press PA G E U P, PA G E D O W N , U P A R R O W , or D O W N  A R R O W  to navigate the text.

‛ Press h (help) to display a list of less com m ands.

‛ Press q (quit) to stop less and cause the shell to display a prom pt.

Y ou can search for topics covered by m an pages using the apropos utility (next page).

M anual sections

B ased on the FH S (Filesystem  H ierarchy Standard; page 96), the Linux system  m anual and the
m an pages are divided into ten sections, w here each section describes related tools:

1. U ser C om m ands

2. System  C alls



3. Subroutines

4. D evices

5. File Form ats

6. G am es

7. M iscellaneous

8. System  A dm inistration

9. K ernel

10. N ew

This layout closely m im ics the w ay the set of U N IX  m anuals has alw ays been divided. U nless
you specify a m anual section, m an displays the earliest occurrence in the m anual of the w ord you
specify on the com m and line. M ost users find the inform ation they need in sections 1, 6, and 7;
program m ers and system  adm inistrators frequently need to consult the other sections.

In som e cases the m anual contains entries for different tools w ith the sam e nam e. For exam ple,
the follow ing com m and displays the m an page for the passw d utility from  section 1 of the system
m anual:

$ man passwd

To see the m an page for the passw d file from  section 5, enter this com m and:

$ man 5 passwd

The preceding com m and instructs m an to look only in section 5 for the m an page. In
docum entation you m ight see this m an page referred to as passw d(5). U se the ‌a option (see the
adjacent tip) to view  all m an pages for a given subject (press qR ETU R N  to display each
subsequent m an page). For exam ple, give the com m and m an ‌a passw d to view  all m an pages
for passw d.

T ip: O ptions

A n option m odifies the w ay a utility w orks. O ptions are usually specified as one or m ore letters
that are preceded by one or tw o hyphens. A n option typically appears follow ing the nam e of the
utility you are calling and a SPA C E. O ther argum ents (page 1083) to the com m and follow  the
option and a SPA C E. For m ore inform ation refer to ―O ptions‖ on page 129.

apropos: Searches for a K eyw ord

W hen you do not know  the nam e of the com m and required to carry out a particular task, you can
use apropos w ith a keyw ord to search for it. This utility searches for the keyw ord in the short
description line of all m an pages and displays those that contain a m atch. The m an utility, w hen
called w ith the ‌k (keyw ord) option, provides the sam e output as apropos.

The database apropos uses, nam ed m andb or m akew hatis, is not available w hen a system  is first



installed, but is built autom atically by cron or crond (see crontab on page 787 for a discussion of
cron/crond).

The follow ing exam ple show s the output of apropos w hen you call it w ith the w ho keyw ord. The
output includes the nam e of each com m and, the section of the m anual that contains it, and the
short description from  the m an page. This list includes the utility you need (w ho) and identifies
other, related tools you m ight find useful.

$ apropos who
at.allow (5)       - determine who can submit jobs via at or batch

jwhois (1)         - client for the whois service

w (1)              - Show who is logged on and what they are doing.

who (1)            - show who is logged on

who (1p)           - display who is on the system

whoami (1)         - print effective userid

whois (1)          - client for the whois service

whois.jwhois (1)   - client for the whois service

Figure 2-2 The initial screen displayed by the com m and info coreutils

w hatis

The w hatis utility is sim ilar to apropos but finds only com plete w ord m atches for the nam e of the
utility:

$ whatis who
who (1p)        - display who is on the system

who (1)         - show who is logged on

info: D isplays Inform ation A bout U tilities

The textual info utility (w w w .gnu.org/softw are/texinfo/m anual/info) is a m enu-based hypertext
system  developed by the G N U  project (page 3) and distributed w ith Linux. It includes a tutorial
on itself (give the com m and info info) and docum entation on m any Linux shells, utilities, and
program s developed by the G N U  project. Figure 2-2 show s the screen that info displays w hen



you give the com m and info coreutils (the coreutils softw are package holds the Linux core
utilities).

T ip: m an and info display different inform ation

The info utility displays m ore com plete and up-to-date inform ation on G N U  utilities than does
m an. W hen a m an page displays abbreviated inform ation on a utility that is covered by info, the
m an page refers to info. The m an utility frequently displays the only inform ation available on
non-G N U  utilities. W hen info displays inform ation on non-G N U  utilities, it is frequently a copy
of the m an page.

B ecause the inform ation on this screen is draw n from  an editable file, your display m ight differ
from  the screens show n in this section. Y ou can press any of the follow ing keys w hile the initial
info screen is displayed:

‛ h or ? to list info com m ands

‛ SPA C E to scroll through the display

‛ m  follow ed by the nam e of the m enu you w ant to display or a SPA C E to display a list of m enus

‛ q or C O N TR O L-C  to quit

Figure 2-3 The screen displayed by the com m and info coreutils after you type /sleepR ETU R N
tw ice

The notation info uses to describe keyboard keys is the sam e notation em acs uses and m ight not
be fam iliar to you. For exam ple, the notation C -h is the sam e as C O N TR O L-H . Sim ilarly, M -x
m eans hold dow n the M ETA  or A LT key and press x. (O n som e system s you need to press
ESC A PE and then x to duplicate the function of M ETA -X .) For m ore inform ation refer to
―K eys: N otation and U se‖ on page 231.



A fter giving the com m and info coreutils, press the SPA C E bar a few  tim es to scroll through the
display. Type /sleepR ETU R N  to search for the string sleep. W hen you type /, the cursor m oves
to the bottom  line of the w indow  and displays R egexp search [string]:, w here string is the last
string you searched for. Press R ETU R N  to search for string or enter the string you w ant to
search for. Typing sleep displays sleep on that line, and pressing R ETU R N  displays the next
occurrence of sleep.

T ip: Y ou m ight find pinfo easier to use than info

The pinfo utility is sim ilar to info but is m ore intuitive if you are not fam iliar w ith em acs editor
com m ands. This utility runs in a textual environm ent, as does info. W hen it is available, pinfo
uses color to m ake its interface easier to use. If pinfo is not installed on the system , install the
pinfo package as explained in A ppendix C .

N ow  type /R ETU R N  (or /sleepR ETU R N ) to search for the next occurrence of sleep as show n in
Figure 2-3. The asterisk at the left end of the line indicates that this entry is a m enu item .
Follow ing the asterisk is the nam e of the m enu item  and a description of the item .

Each m enu item  is a link to the info page that describes the item . To jum p to that page, search for
or use the A R R O W  keys to m ove the cursor to the line containing the m enu item  and press
R ETU R N . W ith the cursor positioned as it is in Figure 2-3, press R ETU R N  to display
inform ation on sleep. A lternatively, you can type the nam e of the m enu item  in a m enu com m and
to view  the inform ation: To display inform ation on sleep, for exam ple, you can give the
com m and m  sleep, follow ed by R ETU R N . W hen you type m  (for m enu), the cursor m oves to the
bottom  line of the w indow  (as it did w hen you typed /) and displays M enu item :. Typing sleep
displays sleep on that line, and pressing R ETU R N  displays inform ation about the m enu item  you
specified.

Figure 2-4 T he info page on the sleep utility

Figure 2-4 The info page on the sleep utility typed /) and displays M enu item :. Typing sleep



displays sleep on that line, and pressing R ETU R N  displays inform ation about the m enu item  you
specified.

Figure 2-4 show s the top node of inform ation on sleep. A  node groups a set of inform ation you
can scroll through by pressing the SPA C E bar. To display the next node, press n. Press p to
display the previous node.

A s you read through this book and learn about new  utilities, you can use m an or info to find out
m ore about those utilities. If the local system  can print PostScript docum ents, you can print a
m anual page by using the m an utility w ith the ‌t option. For exam ple, m an ‌t cat | lpr prints
inform ation about the cat utility. Y ou can also use a W eb brow ser to display the docum entation
at one of the sites listed in A ppendix B  and then print the desired inform ation from  the brow ser.

T he ‌‌help O ption

A nother tool you can use in a textual environm ent is the ‌‌help option. M ost G N U  utilities
provide a ‌‌help option that displays inform ation about the utility. A  nonG N U  utility m ight use
a ‌h or ‌help option to display inform ation about itself.

$ cat --help
Usage: cat [OPTION] [FILE]...

Concatenate FILE(s), or standard input, to standard output. 

  -A, --show-all          equivalent to -vET

  -b, --number-nonblank   number nonempty output lines, overrides -n

  -e                      equivalent to -vE

  -E, --show-ends         display $ at end of each line

...

If the inform ation that ‌‌help displays runs off the screen, send the output through the less pager
(page 34) using a pipeline (page 60):

$ ls --help | less

T he bash help C om m and

The bash help com m and displays inform ation about bash com m ands, control structures, and
other features. From  the bash prom pt, give the com m and help follow ed by the keyw ord you are
interested in. Follow ing are som e exam ples.

$ help help
help: help [-dms] [pattern ...]

    Display information about builtin commands.

    Displays brief summaries of builtin commands. If PATTERN is
    specified, gives detailed help on all commands matching PATTERN,
    otherwise the list of help topics is printed.
...

$ help echo
echo: echo [-neE] [arg ...]

    Write arguments to the standard output.

    Display the ARGs on the standard output followed by a newline.



   Options:

     -n do not append a newline
... 
$ help while while: while COMMANDS; do COMMANDS; done
    Execute commands as long as a test succeeds.
...

G etting H elp

This section describes several m ethods you can use to get help w ith a Linux system  and lists
som e helpful W eb sites. See also A ppendix B .

Finding H elp L ocally

/usr/share/doc

The /usr/src/linux/D ocum entation (present only if you install the kernel source code) and
/usr/share/doc directories often contain m ore detailed and different inform ation about a utility
than either m an or info provides. Frequently this inform ation is m eant for people w ho w ill be
com piling and m odifying the utility, not just using it. These directories hold thousands of files,
each containing inform ation on a separate topic. A s the follow ing exam ple show s, the nam es of
m ost directories in /usr/share/doc end in version num bers:

$ ls /usr/share/doc
abrt-2.0.7             iw l100-firm w are-39.31.5.1       openldap-2.4.26
accountsservice-0.6.15 iw l3945-firm w are-15.32.2.9      openobex-1.5
acl-2.2.51             iw l4965-firm w are-228.61.2.24    openssh-5.8p2
aic94xx-firm w are-30    iw l5000-firm w are-8.83.5.1_1     openssl-1.0.0g
aisleriot-3.2.1        iw l5150-firm w are-8.24.2.2       openvpn-2.2.1
alsa-firm w are-1.0.25   iw l6000-firm w are-9.221.4.1      orc-0.4.16
alsa-lib-1.0.25        iw l6000g2a-firm w are-17.168.5.3  orca-3.2.1



Figure 2-5 G oogle reporting on an error m essage

M ost of these directories hold a R E A D M E  file, w hich is a good place to start reading about the
utility or file the directory describes. U se an asterisk (*; page 152) in place of the version num ber
to m ake it easier to type the filenam e. The follow ing R E A D M E  file for bzip2 (pages 64 and
756) explains how  to com pile the source code.

$ cat /usr/share/doc/bzip2*/README This is the README for bzip2/libzip2.
This version is fully compatible with the previous public releases.

...

Complete documentation is available in Postscript form (manual.ps),

PDF (manual.pdf) or html (manual.html). A plain-text version of the

manual page is available as bzip2.txt.

HOW TO BUILD -- UNIX

Type 'make'. This builds the library libbz2.a and then the programs

bzip2 and bzip2recover. Six self-tests are run. If the self-tests

complete ok, carry on to installation:

To install in /usr/local/bin, /usr/local/lib, /usr/local/man and /usr/local/include, type

  make install

...



Figure 2-6 The Linux D ocum entation Project hom e page

U sing the Internet to G et H elp

The Internet provides m any helpful sites related to Linux and m acO S. A side from  sites that offer
various form s of docum entation, you can enter an error m essage from  a program  you are having
a problem  w ith in a search engine such as G oogle (w w w .google.com ). The search w ill likely
yield a post concerning your problem  and suggestions about how  to solve it. See Figure 2-5.

G N U

G N U  m anuals are available at w w w .gnu.org/m anual. In addition, you can visit the

G N U  hom e page (w w w .gnu.org) to obtain other docum entation and G N U  resources. M any of the
G N U  pages and resources are available in a variety of languages.

The Linux D ocum entation Project

The Linux D ocum entation Project (w w w .tldp.org; Figure 2-6), w hich has been around for alm ost



as long as Linux, houses a com plete collection of guides, H O W TO s, FA Q s, m an pages, and
Linux m agazines. The hom e page is available in English, Portuguese (B razilian), Spanish,
Italian, K orean, and French. It is easy to use and supports local text searches. This site also
provides a com plete set of links you can use to find alm ost anything you w ant related to Linux
(click L inks in the Search box or go to w w w .tldp.org/links). The links page includes sections on
general inform ation, events, getting started, user groups, m ailing lists, and new sgroups, w ith
each section containing m any subsections.

H O W TO s

A  H O W TO  docum ent explains in detail how  to do som ething related to Linux‍  from  setting up
a specialized piece of hardw are to perform ing a system  adm inistration task to setting up specific
netw orking softw are. M ini-H O W TO s offer shorter explanations.

The Linux D ocum entation Project site houses m ost H O W TO  and m ini-H O W TO  docum ents. U se
a W eb brow ser to visit w w w .tldp.org, click H O W T O s, and pick the index you w ant to use to
find a H O W TO  or m ini-H O W TO . Y ou can also use the LD P search feature on its hom e page to
find H O W TO s and other docum ents.

M ore A bout L ogging In and Passw ords

R efer to ―Logging In from  a Term inal (Em ulator)‖ on page 26 for inform ation about logging in.
This section covers solutions to com m on login problem s, logging in rem otely, virtual consoles,
and changing your passw ord.

Security: A lw ays use a passw ord

U nless you are the only user of a system ; the system  is not connected to any other system s, the
Internet, or a m odem ; and you are the only one w ith physical access to the system , it is poor
practice to m aintain a user account w ithout a passw ord.

W hat to D o If Y ou C annot L og In

If you enter either your usernam e or your passw ord incorrectly, the system  displays an error
m essage after you enter both your usernam e and your passw ord. This m essage indicates that you
have entered either the usernam e or the passw ord incorrectly or that they are not valid. It does
not differentiate betw een an unacceptable usernam e and an unacceptable passw ord‍ a strategy
m eant to discourage unauthorized people from  guessing nam es and passw ords to gain access to
the system .

Follow ing are som e com m on reasons w hy logins fail:

‛ T he usernam e and passw ord are case sensitive. M ake sure the C A PS LO C K  key is off and
enter your usernam e and passw ord exactly as specified or as you set them  up.

‛ Y ou are not logging in on the right m achine. The login/passw ord com bination m ight not be
valid if you are trying to log in on the w rong m achine. O n a larger, netw orked system , you m ight
have to specify the m achine you w ant to connect to before you can log in.

‛ Y our usernam e is not valid. The login/passw ord com bination m ight not be valid if you have
not been set up as a user.



‛ A  filesystem  is full. W hen a filesystem  critical to the login process is full, it m ight appear as
though you have logged in successfully, but after a m om ent the login prom pt reappears. In this
situation you m ust boot the system  in rescue/recovery m ode and delete som e files.

‛ T he account is disabled. O n som e system s, the root account is disabled by default. A n
adm inistrator m ight disable other accounts. O ften the root account is not allow ed to log in over a
netw ork: In this case, log in as yourself and then gain root privileges using su/sudo.

R efer to ―C hanging Y our Passw ord‖ on page 44 if you w ant to change your passw ord.

L ogging In R em otely: T erm inal E m ulators, ssh, and D ial-U p C onnections

W hen you are not using a console, term inal, or other device connected directly to the Linux
system  you are logging in on, you are probably connected to the Linux system  using term inal
em ulation softw are on another system . R unning on the local system , this softw are connects to the
rem ote Linux system  via a netw ork (Ethernet, asynchronous phone line, PPP, or other type) and
allow s you to log in.

T ip: M ake sure T E R M  is set correctly

N o m atter how  you connect, m ake sure the T E R M  variable is set to the type of term inal your
em ulator is em ulating. For m ore inform ation refer to ―Specifying a Term inal‖ on page 1052.

W hen you log in via a dial-up line, the connection is straightforw ard: Y ou instruct the local
em ulator program  to contact the rem ote Linux system , it dials the phone, and the rem ote system
displays a login prom pt. W hen you log in via a directly connected netw ork, you use either ssh
(secure; page 707) or telnet (not secure; page 1003) to connect to the rem ote system . The ssh
program  has been im plem ented on m any operating system s, not just Linux. M any user interfaces
to ssh include a term inal em ulator. From  an A pple, W indow s, or U N IX  m achine, open the
program  that runs ssh and give it the nam e or IP address of the system  you w ant to log in on.

U sing V irtual C onsoles

W hen running Linux on a personal com puter, you w ill frequently w ork w ith the display and
keyboard attached to the com puter. U sing this physical console, you can access as m any as 63
virtual consoles (also called virtual term inals). Som e are set up to allow  logins; others act as
graphical displays. To sw itch betw een virtual consoles, hold the C O N TR O L and A LT keys dow n
and press the function key that corresponds to the console you w ant to view . For exam ple,
C O N TR O L-A LT-F5 displays the fifth virtual console.

B y default, five or six virtual consoles are active and have textual login sessions running. W hen
you w ant to use both textual and graphical interfaces, you can set up a textual session on one
virtual console and a graphical session on another.

L ogging O ut

To log out from  a character-based interface, press C O N TR O L-D  in response to the shell prom pt.
This action sends the shell an EO F (end of file). A lternatively, you can give the com m and exit.
Exiting from  a shell does not end a graphical session; it just exits from  the shell you are w orking
w ith. For exam ple, exiting from  the shell that G N O M E term inal provides closes the G N O M E



term inal w indow .

C hanging Y our Passw ord

If som eone else assigned you a passw ord, it is a good idea to give yourself a new  one. For
security reasons, passw ords you enter are not displayed by any utility.

Security: Protect your passw ord

D o not allow  som eone to find out your passw ord: D o not put your passw ord in a file that is not
encrypted, allow  som eone to w atch you type your passw ord, or give your passw ord to som eone
you do not know  (a system  adm inistrator never needs to know  your passw ord). Y ou can alw ays
w rite your passw ord dow n and keep it in a safe, private place.

Security: C hoose a passw ord that is difficult to guess

D o not use phone num bers, nam es of pets or kids, birthdays, w ords from  a dictionary (not even a
foreign language), and so forth. D o not use perm utations of these item s or a l33t-speak variation
of a w ord: M odern dictionary crackers m ight also try these perm utations.

Security: Include nonalphanum eric characters in your passw ord

A utom ated passw ord cracking tools first try using alphabetic and num eric characters w hen they
try to guess your passw ord. Including at least one character such as @  or # in a passw ord
increases the am ount of tim e it takes for one of these tools to crack your passw ord.

Security D ifferentiate betw een im portant and less im portant passw ords

It is a good idea to differentiate betw een im portant and less im portant passw ords. For exam ple,
W eb site passw ords for blogs or dow nload access are not very im portant; it is acceptable to use
the sam e passw ord for these types of sites. H ow ever, your login, m ail server, and bank account
W eb site passw ords are critical: N ever use these passw ords for an unim portant W eb site and use
a different passw ord for each of these accounts.

Secure passw ords

To be relatively secure, a passw ord should contain a com bination of num bers, upper-case and
low ercase letters, and punctuation characters. It should also m eet the follow ing criteria:

‛ M ust be at least six characters long (or longer if the system  adm inistrator sets it up that w ay).
Seven or eight characters is a good com prom ise betw een being easy to rem em ber and being
secure.

‛ Should not be a w ord in a dictionary of any language, no m atter how  seem ingly obscure.

‛ Should not be the nam e of a person, place, pet, or other thing that m ight be discovered easily.

‛ Should contain at least tw o letters and one digit or punctuation character.

‛ Should not be your usernam e, the reverse of your usernam e, or your usernam e shifted by one or
m ore characters.



O nly the first item  is m andatory. A void using control characters (such as C O N TR O L-H ) because
they m ight have a special m eaning to the system , m aking it im possible for you to log in. If you
are changing your passw ord, the new  passw ord should differ from  the old one by at least three
characters. C hanging the case of a character does not m ake it count as a different character.

Security: pw gen helps you pick a passw ord

The pw gen utility (install the pw gen package as explained in A ppendix C ) generates a list of
alm ost random  passw ords. W ith a little im agination, you can pronounce, and therefore
rem em ber, som e of these passw ords.

To change your passw ord, give the com m and passw d. The first item  passw d asks for is your
current (old) passw ord. This passw ord is verified to ensure that an unauthorized user is not trying
to alter your passw ord. Then the system  requests a new  passw ord.

$ passwd
Changing password for user sam.

Changing password for sam.

(current) UNIX password:

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

A fter you enter your new  passw ord, the system  asks you to retype it to m ake sure you did not
m ake a m istake w hen you entered it the first tim e. If the new  passw ord is the sam e both tim es
you enter it, your passw ord is changed. If the passw ords differ, it m eans that you m ade an error
in one of them , and the system  displays this error m essage:

Sorry, passwords do not match

If your passw ord is not long enough, the system  displays the follow ing m essage:

BAD PASSWORD: it is too short

W hen it is too sim ple, the system  displays this m essage:

BAD PASSWORD: it is too simplistic/systematic

A fter several failures, the system  displays an error m essage and displays a prom pt. A t this point
you need to run passw d again.

T ip: m acO S: passw d does not change your K eychain passw ord

U nder m acO S, the passw d utility changes your login passw ord, but does not change your K ey-
chain passw ord. The K eychain passw ord is used by various graphical applications. Y ou can
change the K eychain passw ord using the K eychain A ccess application.

W hen you successfully change your passw ord, you change the w ay you log in. If you forget your
passw ord, som eone w orking w ith root privileges can run passw d to change it and tell you your
new  passw ord.

W orking w ith root privileges (use su/sudo [page 32]) you can assign a new  passw ord to any user
on the system  w ithout know ing the user‒s old passw ord. U se this technique w hen a user forgets
his passw ord.

# passwd sam
Changing password for user sam.



New password:

....

C hapter Sum m ary

A s w ith m any operating system s, your access to a Linux system  is authorized w hen you log in.
Y ou enter your usernam e in response to the login: prom pt, follow ed by a passw ord. Y ou can use
passw d to change your passw ord w hile you are logged in. C hoose a passw ord that is difficult to
guess and that conform s to the criteria im posed by the system  adm inistrator.

The system  adm inistrator is responsible for m aintaining the system . O n a single-user system , you
are the system  adm inistrator. O n a sm all, m ultiuser system , you or another user w ill act as the
system  adm inistrator, or this job m ight be shared. O n a large, m ultiuser system  or netw ork of
system s, there is frequently a full-tim e system  adm inistrator. W hen extra privileges are required
to perform  certain system  tasks, the system  adm inistrator gains root privileges by logging in as
root or by running su or sudo. O n a m ultiuser system , several trusted users m ight be allow ed to
gain root privileges.

D o not w ork w ith root privileges as a m atter of course. W hen you have to do som ething that
requires root privileges, w ork w ith root privileges for only as long as you need to; revert to
w orking as yourself as soon as possible.

The m an utility provides online docum entation on system  utilities. This utility is helpful both to
new  Linux users and to experienced users w ho m ust often delve into the system  docum entation
for inform ation on the fine points of a utility‒s behavior. The apropos utility can help you search
for utilities. The info utility helps the beginner and the expert alike. It includes docum entation on
m any Linux utilities. Som e utilities, w hen called w ith the ‌‌help option, provide brief
docum entation on them selves.

E xercises

1. The follow ing m essage is displayed w hen you attem pt to log in w ith an incorrect usernam e or
an incorrect passw ord:

Login incorrect

This m essage does not indicate w hether your usernam e, your passw ord, or both are invalid. W hy
does it not tell you this inform ation?

2. G ive three exam ples of poor passw ord choices. W hat is w rong w ith each? Include one that is
too short. G ive the error m essage the system  displays.

3. Is fido an acceptable passw ord? G ive several reasons w hy or w hy not.

4. W hat w ould you do if you could not log in?

5. Try to change your passw ord to dog. W hat happens? N ow  change it to a m ore secure
passw ord. W hat m akes that passw ord relatively secure?

6. H ow  w ould you display a list of utilities that com press files?

7. H ow  w ould you repeat the second preceding com m and line, edit it, and then execute it?



8. B riefly, w hat inform ation does the ‌‌help option display for the tar utility? H ow  w ould you
display this inform ation one screen at a tim e?

A dvanced E xercises

9. H ow  w ould you display the m an page for shadow  in section 5 of the system  m anual?

10. H ow  w ould you change your login shell to tcsh w ithout using root privileges?

11. H ow  m any m an pages are in the D evices subsection of the system  m anual? (H int: D evices is
a subsection of Special Files.)

12. The exam ple on page 35 show s that m an pages for passw d appear in sections 1 and 5 of the
system  m anual. Explain how  you can use m an to determ ine w hich sections of the system  m anual
contain a m anual page w ith a given nam e.

13. H ow  w ould you find out w hich Linux utilities create and w ork w ith archive files?
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T he U tilities
In T his C hapter

Special C haracters

B asic U tilities

less Is m ore: D isplay a Text File O ne Screen at a Tim e

W orking w ith Files

lpr: Prints a File

| (Pipeline): C om m unicates B etw een Processes

C om pressing and A rchiving Files

D isplaying U ser and System  Inform ation

O bjectives

A fter reading this chapter you should be able to:

 List special characters and m ethods of preventing the shell from  interpreting these characters

 U se basic utilities to list files and display text files

 C opy, m ove, and rem ove files

 Search, sort, print, and com pare text files

 String com m ands together using a pipeline

 C om press, decom press, and archive files

 Locate utilities on the system

 D isplay inform ation about users

 C om m unicate w ith other users

W hen Linus Torvalds introduced Linux and for a long tim e thereafter, Linux did not have a
graphical user interface (G U I): It ran on character-based term inals only, using a com m and-line
interface (C LI), also referred to as a textual interface. A ll the tools ran from  a com m and line.
Today the Linux G U I is im portant, but m any people‍  especially system  adm inistrators‍ run



m any com m and-line utilities. C om m and-line utilities are often faster, m ore pow erful, or m ore
com plete than their G U I counterparts. Som etim es there is no G U I counterpart to a textual utility;
som e people just prefer the hands-on feeling of the com m and line.

W hen you w ork w ith a com m and-line interface, you are w orking w ith a shell (C hapters 5, 8, and
10). B efore you start w orking w ith a shell, it is im portant that you understand som ething about
the characters that are special to the shell, so this chapter starts w ith a discussion of special
characters. The chapter then describes five basic utilities: ls, cat, rm , less, and hostnam e. It
continues by describing several other file m anipulation utilities as w ell as utilities that com press
and decom press files, pack and unpack archive files, locate utilities, display system  inform ation,
com m unicate w ith other users, and print files.

Special C haracters

Special characters, w hich have a special m eaning to the shell, are discussed in ―Filenam e
G eneration/Pathnam e Expansion‖ on page 151. These characters are m entioned here so you can
avoid accidentally using them  as regular characters until you understand how  the shell interprets
them . A void using any of the follow ing characters in a filenam e (even though em acs and som e
other program s do) because they m ake the file harder to reference on the com m and line:

&  ; | * ? ' " ‐ [ ] ( ) $ < > { } # / \ ! ~

W hitespace

A lthough not considered special characters, R ETU R N , SPA C E, and TA B  have special m eanings
to the shell. R ETU R N  usually ends a com m and line and initiates execution of a com m and. The
SPA C E and TA B  characters separate tokens (elem ents) on the com m and line and are collectively
know n as w hitespace or blanks.

Q uoting special characters

If you need to use a character that has a special m eaning to the shell as a regular character, you
can quote (or escape) it. W hen you quote a special character, you prevent the shell from  giving it
special m eaning. The shell treats a quoted special character as a regular character. H ow ever, a
slash (/) is alw ays a separator in a pathnam e, even w hen you quote it.

B ackslash

To quote a character, precede it w ith a backslash (\). W hen tw o or m ore special characters appear
together, you m ust precede each w ith a backslash (for exam ple, you w ould enter ** as \*\*). Y ou
can quote a backslash just as you w ould quote any other special character‍ by preceding it w ith
a backslash (\\).

Single quotation m arks

A nother w ay of quoting special characters is to enclose them  betw een single quotation m arks:
'**'. Y ou can quote m any special and regular characters betw een a pair of single quotation
m arks: 'T his is a special character: >'. The regular characters are interpreted as usual, and the
shell also interprets the special characters as regular characters.

The only w ay to quote the erase character (C O N TR O L-H ), the line kill character (C O N TR O L-



U ), and other control characters (try C O N TR O L-M ) is by preceding each w ith a C O N TR O L-V .
Single quotation m arks and backslashes do not w ork. Try the follow ing:

$ echo 'xxxxxxC O N T R O L -U '

$ echo xxxxxxC O N T R O L -V  C O N T R O L -U

optional

A lthough you cannot see the C O N TR O L-U  displayed by the second of the preceding pair of
com m ands, it is there. The follow ing com m and sends the output of echo (page 61) through a
pipeline (page 60) to od (octal display; page 923) to display C O N TR O L-U  as octal 25 (025):

$ echo xxxxxxC O N T R O L -V  C O N T R O L -U  | od -c

0000000   x    x     x   x    x    x  025  \n

0000010

The \n is the N EW LIN E character that echo sends at the end of its output.

B asic U tilities

O ne of the advantages of Linux is that it com es w ith thousands of utilities that perform  m yriad
functions. Y ou w ill use utilities w henever you w ork w ith Linux, w hether you use them  directly
by nam e from  the com m and line or indirectly from  a m enu or icon. The follow ing sections
discuss som e of the m ost basic and im portant utilities; these utilities are available from  a C LI.
Som e of the m ore im portant utilities are also available from  a G U I; others are available only
from  a G U I.

T ip: R un these utilities from  a com m and line

This chapter describes com m and-line, or textual, utilities. Y ou can experim ent w ith these utilities
from  a term inal, a term inal em ulator w ithin a G U I, or a virtual console.

Folder/directory

The term  directory is used extensively in the next sections. A  directory is a resource that can
hold files. O n other operating system s, including W indow s and m acO S, and frequently w hen
speaking about a Linux G U I, a directory is referred to as a folder. That is a good analogy: A
traditional m anila folder holds files just as a directory does.

T ip: In this chapter you w ork in your hom e directory

W hen you log in on the system , you are w orking in your hom e directory. In this chapter that is
the only directory you use: A ll the files you create in this chapter are in your hom e directory.
C hapter 4 goes into m ore detail about directories.



Figure 3-1 U sing ls, cat, and rm  on the file nam ed practice

ls: L ists the N am es of Files

U sing the editor of your choice, create a sm all file nam ed practice. (A  tutorial on the vim  editor
appears on page 165 and a tutorial on em acs appears on page 224.) A fter exiting from  the editor,
you can use the ls (list) utility to display a list of the nam es of the files in your hom e directory. In
the first com m and in Figure 3-1, ls lists the nam e of the practice file. (Y ou m ight also see files
that the system  or a program  created autom atically.) Subsequent com m ands in Figure 3-1 display
the contents of the file and rem ove the file. These com m ands are described next.

cat: D isplays a T ext File

The cat utility displays the contents of a text file. The nam e of the com m and is derived from
catenate, w hich m eans to join together, one after the other. (Figure 5-8 on page 140 show s how
to use cat to string together the contents of three files.)

A  convenient w ay to display the contents of a file on the screen is by giving the com m and cat,
follow ed by a SPA C E and the nam e of the file. Figure 3-1 show s cat displaying the contents of
practice. This figure show s the difference betw een the ls and cat utilities: The ls utility displays
the nam e of a file, w hereas cat displays the contents of a file.

rm : D eletes a File

The rm  (rem ove) utility deletes a file. Figure 3-1 show s rm  deleting the file nam ed practice.
A fter rm  deletes the file, ls and cat show  that practice is no longer in the directory.

T ip: A  safer w ay of rem oving files

Y ou can use the interactive form  of rm  to m ake sure you delete only the file(s) you intend to
delete. W hen you follow  rm  w ith the ‌i option (see page 35 for a tip on options) and the nam e of
the file you w ant to delete, rm  prom pts you w ith the nam e of the file and w aits for you to respond
w ith y (yes) before it deletes the file. It does not delete the file if you respond w ith a string that
begins w ith a character other than y. U nder som e distributions, the ‌i option is set up by default
for the root user:

$ rm -i toollist

rm: remove regular file 'toollist'? y



O ptional: Y ou can create an alias (page 354) for rm  ‌i and put it in your startup file (page 87)
so rm  alw ays runs in interactive m ode.

The ls utility does not list its filenam e, and cat says that no such file exists. U se rm  carefully.
R efer to page 955 or give the com m and info coreutils 'rm  invocation' for m ore inform ation. If
you are running m acO S, see ―M any U tilities D o N ot R espect A pple H um an Interface
G uidelines‖ on page 1078.

less Is m ore: D isplay a T ext File O ne Screen at a T im e

Pagers

W hen you w ant to view  a file that is longer than one screen, you can use either the less utility or
the m ore utility. Each of these utilities pauses after displaying a screen of text; press the SPA C E
bar to display the next screen of text. B ecause these utilities show  one page at a tim e, they are
called pagers. A lthough less and m ore are very sim ilar, they have subtle differences. A t the end
of the file, for exam ple, less displays an E N D  m es-sage and w aits for you to press q before
returning you to the shell. In contrast, m ore returns you directly to the shell. W hile using both
utilities you can press h to display a H elp screen that lists com m ands you can use w hile paging
through a file. G ive the com m ands less practice and m ore practice in place of the cat com m and
in Figure 3-1 to see how  these com m ands w ork. U se the com m and less /etc/services instead if
you w ant to experim ent w ith a longer file. R efer to page 877 for m ore inform ation on less.

hostnam e: D isplays the System  N am e

The hostnam e utility displays the nam e of the system  you are w orking on. U se this utility if you
are not sure that you are logged in on the correct m achine.

$ hostname

guava

W orking w ith Files

This section describes utilities that copy, m ove, print, search through, display, sort, com pare, and
identify files. If you are running m acO S, see ―R esource forks‖ on page 1072.

T ip: Filenam e com pletion

A fter you enter one or m ore letters of a filenam e (follow ing a com m and) on a com m and line,
press TA B , and the shell w ill com plete as m uch of the filenam e as it can. W hen only one
filenam e starts w ith the characters you entered, the shell com pletes the filenam e and places a
SPA C E after it. Y ou can keep typing or you can press R ETU R N  to execute the com m and at this
point. W hen the characters you entered do not uniquely identify a filenam e, the shell com pletes
w hat it can and w aits for m ore input. If pressing TA B  does not change the display, press TA B
again (bash; page 350) or C O N TR O L-D  (tcsh; ―W ord C om pletion‖ on page 395) to display a list
of possible com pletions.

cp: C opies a File

The cp (copy) utility (Figure 3-2, next page) m akes a copy of a file. This utility can copy any



file, including text and executable program  (binary) files. Y ou can use cp to m ake a backup copy
of a file or a copy to experim ent w ith.

Figure 3-2cp copies a file

The cp com m and line uses the follow ing syntax to specify source and destination files:

cp source-file destination-file

The source-file is the nam e of the file that cp w ill copy. The destination-file is the nam e cp
assigns to the resulting (new ) copy of the file.

The cp com m and line in Figure 3-2 copies the file nam ed m em o to m em o.copy. The period is
part of the filenam e‍ just another character. The initial ls com m and show s that m em o is the only
file in the directory. A fter the cp com m and, a second ls show s tw o files in the directory, m em o
and m em o.copy.

Som etim es it is useful to incorporate the date into the nam e of a copy of a file. The follow ing
exam ple includes the date January 30 (0130) in the copied file:

$ cp memo memo.0130

A lthough it has no significance to Linux, including the date in this w ay can help you find a
version of a file you created on a certain date. Including the date can also help you avoid
overw riting existing files by providing a unique filenam e each day. For m ore inform ation refer to
―Filenam es‖ on page 84.

U se scp (page 716) or ftp (page 843) w hen you need to copy a file from  one system  to another on
a netw ork.

C aution: cp can destroy a file

If the destination-file exists before you give a cp com m and, cp overw rites it. B ecause cp over-
w rites (and destroys the contents of) an existing destination-file w ithout w arning, you m ust take
care not to cause cp to overw rite a file that you need. The cp ‌i (interactive) option prom pts you
before it overw rites a file. See page 35 for a tip on options.

The follow ing exam ple assum es the file nam ed orange.2 exists before you give the cp com m and.
The user answ ers y to overw rite the file.

$ cp ῾i orange orange.2

cp: overwrite 'orange.2'? y

m v: C hanges the N am e of a File

The m v (m ove) utility can renam e a file w ithout m aking a copy of it. The m v com m and line



specifies an existing file and a new  filenam e using the sam e syntax as cp:

m v existing-filenam e new -filenam e

Figure 3-3 m v renam es a file

The com m and line in Figure 3-3 changes the nam e of the file m em o to m em o.0130. The initial ls
com m and show s that m em o is the only file in the directory. A fter you give the m v com m and,
m em o.0130 is the only file in the directory. C om pare this result to that of the cp exam ple in
Figure 3-2.

The m v utility can be used for m ore than changing the nam e of a file; refer to ―m v, cp: M ove or
C opy Files‖ on page 95 and to the m v info page.

C aution: m v can destroy a file

Just as cp can destroy a file, so can m v. A lso like cp, m v has a ‌i (interactive) option. See the
caution box labeled ―cp can destroy a file.‖

lpr: Prints a File

The lpr (line printer) utility places one or m ore files in a print queue for printing. Linux provides
print queues so only one job is printed on a given printer at a tim e. A  queue allow s several
people or jobs to send output sim ultaneously to a single printer w ith the expected results. For
system s that have access to m ore than one printer, you can use lpstat ‌p to display a list of
available printers. U se the ‌P option to instruct lpr to place the file in the queue for a specific
printer‍ even one that is connected to another system  on the netw ork. The follow ing com m and
prints the file nam ed report:

$ lpr report

B ecause this com m and does not specify a printer, the output goes to the default printer, w hich is
the printer w hen you have only one printer.

The next com m and line prints the sam e file on the printer nam ed m ailroom :

$ lpr -P mailroom report

Y ou can send m ore than one file to the printer w ith a single com m and. The follow ing com m and
line prints three files on the printer nam ed laser1:

$ lpr -P laser1 05.txt 108.txt 12.txt

lpq

Y ou can see w hich jobs are in the print queue by giving an lpstat ‌o com m and or by using the



lpq utility:

$ lpq
lp is ready and printing
R ank  O w ner   Job Files               Total Size
active m ax     86 (standard input)      954061 bytes

Figure 3-4 grep searches for a string

lprm

In this exam ple, M ax has one job that is being printed; no other jobs are in the queue. Y ou can
use the job num ber (86 in this case) w ith the lprm  utility to rem ove the job from  the print queue
and stop it from  printing:

$ lprm 86

grep: Searches for a String

The grep1 utility searches through one or m ore files to see w hether any contain a specified string
of characters. This utility does not change the file it searches but sim ply displays each line that
contains the string.

1. O riginally the nam e grep w as a play on an ed‍ an original U N IX  editor, available on m ost
distributions‍  com m and: g/re/p. In this com m and g stands for global, re is a regular expression
delim ited by slashes, and p m eans print.

The grep com m and in Figure 3-4 searches through the m em o file for lines that contain the string
credit and displays the single line that m eets this criterion. If m em o contained such w ords as
discredit, creditor, or accreditation, grep w ould have displayed those lines as w ell because
they contain the string it w as searching for. The ‌w  (w ords) option causes grep to m atch only
w hole w ords. A lthough you do not need to enclose the string you are searching for in single
quotation m arks, doing so allow s you to put SPA C Es and special characters in the search string.

The grep utility can do m uch m ore than search for a sim ple string in a single file. R efer to page
857 and A ppendix A  for m ore inform ation.



head: D isplays the B eginning of a File

B y default the head utility displays the first ten lines of a file. Y ou can use head to help you
rem em ber w hat a particular file contains. For exam ple, if you have a file nam ed m onths that lists
the 12 m onths of the year in calendar order, one to a line, then head displays Jan through O ct
(Figure 3-5).

Figure 3-5 head displays the first ten lines of a file

This utility can display any num ber of lines, so you can use it to look at only the first line of a
file, at a full screen, or even m ore. To specify the num ber of lines displayed, include a hyphen
follow ed by the num ber of lines you w ant head to display. For exam ple, the follow ing com m and
displays only the first line of m onths:

$ head -1 months

Jan

The head utility can also display parts of a file based on a count of blocks or characters rather
than lines. R efer to page 865 for m ore inform ation on head.

tail: D isplays the E nd of a File

The tail utility is sim ilar to head but by default displays the last ten lines of a file. D epending on
how  you invoke it, this utility can display few er or m ore than ten lines. A lternatively, you can
use a count of blocks or characters rather than lines to display parts of a file. The tail com m and
in Figure 3-5 displays the last five lines (A ug through D ec) of the m onths file.

Y ou can m onitor lines as they are added to the end of the grow ing file nam ed logfile by using the
follow ing com m and:

$ tail -f logfile

Press the interrupt key (usually C O N TR O L-C ) to stop tail and display the shell prom pt. R efer to



page 994 for m ore inform ation on tail.

Figure 3-6 sort displays the lines of a file in order

sort: D isplays a File in O rder

The sort utility displays the contents of a file in order by lines; it does not change the original
file.

Figure 3-6 show s cat displaying the file nam ed days, w hich contains the nam e of each day of the
w eek on a separate line in calendar order. The sort utility then displays the file in alphabetical
order.

The sort utility is useful for putting lists in order. The ‌u option generates a sorted list in w hich
each line is unique (no duplicates). The ‌n option puts a list of num bers in num erical order.
R efer to page 971 for m ore inform ation on sort.

uniq: R em oves D uplicate L ines from  a File

The uniq (unique) utility displays a file, skipping adjacent duplicate lines; it does not change the
original file. If a file contains a list of nam es and has tw o successive entries for the sam e person,
uniq skips the extra line (Figure 3-7).

If a file is sorted before it is processed by uniq, this utility ensures that no tw o lines in the file are
the sam e. (O f course, sort can do that all by itself w ith the ‌u option.) R efer to page 1025 for
m ore inform ation on uniq.

diff: C om pares T w o Files

The diff (difference) utility com pares tw o files and displays a list of the differences betw een
them . This utility does not change either file; it is useful w hen you w ant to com pare tw o versions
of a letter or a report or tw o versions of the source code for a program .



The diff utility w ith the ‌u (unified output form at) option first displays tw o lines indicating
w hich of the files you are com paring w ill be denoted by a plus sign (+) and w hich by a m inus
sign (‌). In Figure 3-8, a m inus sign indicates the colors.1 file; a plus sign indicates the colors.2
file.

Figure 3-7uniq rem oves duplicate lines

The diff ‌u com m and breaks long, m ultiline text into hunks. Each hunk is preceded by a line
starting and ending w ith tw o at signs (@ @ ). This hunk identifier indicates the starting line
num ber and the num ber of lines from  each file for this hunk. In Figure 3-8, the hunk covers the
section of the colors.1 file (indicated by a m inus sign) from  the first line through the sixth line.
The +1,5 then indicates the hunk covers colors.2 from  the first line through the fifth line.

Follow ing these header lines, diff ‌u displays each line of text w ith a leading m inus sign, a
leading plus sign, or a SPA C E. A  leading m inus sign indicates the line occurs only in the file
denoted by the m inus sign. A  leading plus sign indicates the line occurs only in the file denoted
by the plus sign. A  line that begins w ith a SPA C E (neither a plus sign nor a m inus sign) occurs in
both files in the sam e location. R efer to page 801 for m ore inform ation on diff.

Figure 3-8 diff displaying the unified output form at



file: Identifies the C ontents of a File

Y ou can use the file utility to learn about the contents of any file on a Linux system  w ithout
having to open and exam ine the file yourself. In the follow ing exam ple, file reports that
letter_e.bz2 contains data that w as com pressed using the bzip2 utility (page 64):

$ file letter_e.bz2

letter_e.bz2: bzip2 compressed data, block size = 900k

N ext file reports on tw o m ore files:

$ file memo zach.jpg

memo:      ASCII text

zach.jpg: JPEG image data, ... resolution (DPI), 72 x 72

R efer to page 826 for m ore inform ation on file.

| (Pipeline): C om m unicates B etw een Processes

B ecause pipelines are integral to the functioning of a Linux system , this chapter introduces them
for use in exam ples. Pipelines are covered in detail beginning on page 144. Pipelines do not w ork
w ith m acO S resource forks; they w ork w ith data forks only.

A  pipeline (denoted by a pipe sym bol that is w ritten as a vertical bar [|] on the com m and line and
appears as a solid or broken vertical line on a keyboard) takes the output of one utility and sends
that output as input to another utility. M ore accurately, a pipeline takes standard output of one
process and redirects it to becom e standard input of another process. See page 135 for m ore
inform ation on standard output and standard input.

Som e utilities, such as head, can accept input from  a file nam ed on the com m and line or, via a
pipeline, from  standard input. In the follow ing com m and line, sort processes the m onths file
(Figure 3-5, page 57); using a pipeline, the shell sends the output from  sort to the input of head,
w hich displays the first four m onths of the sorted list:

$ sort months | head -4

Apr

Aug

Dec

Feb

w c

The next com m and line displays the num ber of files in a directory. The w c (w ord count) utility
w ith the ‌w  (w ords) option displays the num ber of w ords in its standard input or in a file you
specify on the com m and line:

$ ls | wc -w

14



Figure 3-9 echo copies the com m and line (but not the w ord echo) to the screen

Y ou can also use a pipeline to send output of a program  to the printer:

$ tail months | lpr

Four M ore U tilities

The echo and date utilities are tw o of the m ost frequently used m em bers of the large collection of
Linux utilities. The script utility records part of a session in a file, and unix2dos m akes a copy of
a Linux text file that can be read on a m achine running either W indow s or m acO S.

echo: D isplays T ext

The echo utility copies the characters you type on the com m and line follow ing echo to the
screen. Figure 3-9 show s som e echo com m ands. The last com m and show s w hat the shell does
w ith an unquoted asterisk (*) on the com m and line: It expands the asterisk into a list of filenam es
in the directory.

The echo utility is a good tool for learning about the shell and other Linux utilities. Som e
exam ples on page 152 use echo to illustrate how  special characters, such as the asterisk, w ork.
Throughout C hapters 5, 8, and 10, echo helps explain how  shell variables w ork and how  you can
send m essages from  shell scripts to the screen. R efer to page 818 for m ore inform ation on echo.

optional

Y ou can use echo to create a sim ple file by redirecting its output to a file:

$ echo 'My new file.' > myfile

$ cat myfile

My new file.

The greater than (>) sign tells the shell to redirect the output of echo to the file nam ed m yfile
instead of to the screen. For m ore inform ation refer to ―R edirecting Standard O utput‖ on page
139.

date: D isplays the T im e and D ate

The date utility displays the current date and tim e:

$ date

Tue Apr 3 10:14:41 PDT 2018



The follow ing exam ple show s how  you can specify the form at and contents of the output of date:

$ date +"%A %B %d"

Tuesday  April 03

R efer to page 793 for m ore inform ation on date.

script: R ecords a Shell Session

The script utility records all or part of a login session, including your input and the system ‒s
responses. This utility is useful only from  character-based devices, such as a term inal or a
term inal em ulator. It does capture a session w ith vim ; how ever, because vim  uses control
characters to position the cursor and display different typefaces, such as bold, the output w ill be
difficult to read and m ight not be useful. W hen you cat a file that has captured a vim  session, the
session quickly passes before your eyes.

B y default script captures the session in a file nam ed typescript. To specify a different filenam e,
follow  the script com m and w ith a SPA C E and the filenam e. To append to a file, use the ‌a
option after script but before the filenam e; otherw ise script overw rites an existing file.
Follow ing is a session being recorded by script:

$ script
Script started, file is typescript
$ ls -l /bin | head -5
-rw xr-xr-x. 1 root root     123 02-07 17:32 alsaunm ute
-rw xr-xr-x. 1 root root   25948 02-08 03:46 arch
lrw xrw xrw x. 1 root root       4 02-25 16:52 aw k -> gaw k
-rw xr-xr-x. 1 root root   25088 02-08 03:46 basenam e
$ exit
exit
Script done, file is typescript

U se the exit com m and to term inate a script session. Y ou can then view  the file you created using
cat, less, m ore, or an editor. Follow ing is the file created by the preceding script com m and:

$ cat typescript
Script started on Tue 03 A pr 2018 10:16:36 A M  PD T
$ ls -l /bin | head -5
-rw xr-xr-x. 1 root root     123 02-07 17:32 alsaunm ute
-rw xr-xr-x. 1 root root   25948 02-08 03:46 arch
lrw xrw xrw x. 1 root root       4 02-25 16:52 aw k -> gaw k
-rw xr-xr-x. 1 root root   25088 02-08 03:46 basenam e
$ exit
exit

Script done on Tue 03 Apr 2018 10:16:50 AM PDT

If you w ill be editing the file, you can use dos2unix (next) to elim inate from  the typescript file
the ̂ M  characters that appear at the ends of the lines. R efer to the script m an page for m ore
inform ation.

unix2dos: C onverts L inux Files to W indow s and m acO S Form at



unix2dos, unix2m ac

If you w ant to share a text file you created on a Linux system  w ith som eone on a W indow s or
m acO S system , you need to convert the file for the person on the other system  to read it easily.
The unix2dos utility converts a Linux text file so it can be read on a W indow s m achine; use
unix2m ac to convert a Linux file so it can be read on a M acintosh system . This utility is part of
the dos2unix softw are package. Som e distributions use todos in place of unix2dos; todos is part
of the tofrodos softw are package and has no M acintosh-specific conversion utility. If you are
using unix2dos, enter the follow ing com m and to convert a file nam ed m em o.txt (created w ith a
text editor) to a D O S-form at file (use unix2m ac to convert to a M acintosh-form at file):

$ unix2dos memo.txt

Y ou can now  em ail the file as an attachm ent to som eone on a W indow s or m acO S system . This
utility overw rites the original file.

dos2unix, m ac2unix

The dos2unix (or from dos) utility converts W indow s files so they can be read on a Linux system
(use m ac2unix to convert from  a M acintosh system ):

$ dos2unix memo.txt

See the dos2unix m an page for m ore inform ation.

tr

Y ou can also use tr (translate; page 1016) to change a W indow s or m acO S text file into a Linux
text file. In the follow ing exam ple, the ‌d (delete) option causes tr to rem ove R ETU R N s
(represented by \r) as it m akes a copy of the file:

$ cat memo | tr -d '\r' > memo.txt

The greater than (>) sym bol redirects the standard output of tr to the file nam ed m em o.txt. For
m ore inform ation refer to ―R edirecting Standard O utput‖ on page 139. C onverting a file the other
w ay w ithout using unix2dos is not as easy.

C om pressing and A rchiving Files

Large files use m ore disk space and take longer to transfer over a netw ork than sm aller files. To
reduce these factors you can com press a file w ithout losing any of the inform ation it holds.
Sim ilarly, a single archive of several files packed into a larger file is easier to m anipulate,
upload, dow nload, and em ail than m ultiple files. Y ou m ight frequently dow nload com pressed,
archived files from  the Internet. The utilities described in this section com press and decom press
files and pack and unpack archives.

bzip2: C om presses a File

The bzip2 utility com presses a file by analyzing it and recoding it m ore efficiently. The new
version of the file looks com pletely different. In fact, because the new  file contains m any
nonprinting characters, you cannot view  it directly. The bzip2 utility w orks particularly w ell on
files that contain a lot of repeated inform ation, such as text and im age data, although m ost im age



data is already in a com pressed form at.

The follow ing exam ple show s a boring file. Each of the 8,000 lines of the letter_e file contains
72 e‒s and a N EW LIN E character that m arks the end of the line. The file occupies m ore than half
a m egabyte of disk storage.

$ ls -l

-rw-rw-r--. 1 sam pubs 584000 03-01 22:31 letter_e

The ‌l (long) option causes ls to display m ore inform ation about a file. H ere it show s that
letter_e is 584,000 bytes long. The ‌v (verbose) option causes bzip2 to report how  m uch it w as
able to reduce the size of the file. In this case it shrank the file by 99.99 percent:

$ bzip2 -v letter_e

letter_e: 11680.00:1, 0.001 bits/byte, 99.99% saved, 584000 in, 50 out.

$ ls -l

-rw-rw-r--. 1 sam pubs 50 03-01 22:31 letter_e.bz2

.bz2 filenam e extension

N ow  the file is only 50 bytes long. The bzip2 utility also renam ed the file, appending .bz2 to its
nam e. This nam ing convention rem inds you that the file is com pressed; you w ould not w ant to
display or print it, for exam ple, w ithout first decom pressing it. The bzip2 utility does not change
the m odification date associated w ith the file, even though it com pletely changes the file‒s
contents.

T ip: K eep the original file by using the ‌k option

The bzip2 utility and its counterpart, bunzip2, rem ove the original file w hen they com press or
decom press a file. U se the ‌k (keep) option to keep the original file.

In the follow ing, m ore realistic exam ple, the file zach.jpg contains a com puter graphics im age:

$ ls -l

-rw-r--r--. 1 sam pubs 33287 03-01 22:40 zach.jpg

The bzip2 utility can reduce the size of the file by only 28 percent because the im age is already
in a com pressed form at:

$ bzip2 -v zach.jpg

zach.jpg:   1.391:1, 5.749 bits/byte, 28.13% saved, 33287 in, 23922 out.

$ ls -l

-rw-r--r--. 1 sam pubs 23922 03-01 22:40 zach.jpg.bz2

R efer to page 756, w w w .bzip.org, and the Bzip2 m ini-H O W TO  (see page 42 for instructions on
obtaining this docum ent) for m ore inform ation.

bzcat and bunzip2: D ecom press a File

bzcat

The bzcat utility displays a file that has been com pressed w ith bzip2. The equivalent of cat for
.bz2 files, bzcat decom presses the com pressed data and displays the decom pressed data. Like cat,
bzcat does not change the source file. The pipe sym bol in the follow ing exam ple redirects the
output of bzcat so that instead of being displayed on the screen it becom es the input to head,
w hich displays the first tw o lines of the file:



$ bzcat letter_e.bz2 | head -2

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

A fter bzcat is run, the contents of letter_e.bz2 is unchanged; the file is still stored on the disk in
com pressed form .

bunzip

The bunzip2 utility restores a file that has been com pressed w ith bzip2:

$ bunzip2 letter_e.bz2

$ls -l

-rw-rw-r--. 1 sam pubs 584000 03-01 22:31 letter_e

$ bunzip2 zach.jpg.bz2

$ ls -l

-rw-r--r--. 1 sam pubs 33287 03-01 22:40 zach.jpg

bzip2recover

The bzip2recover utility supports lim ited data recovery from  m edia errors. G ive the com m and
bzip2recover follow ed by the nam e of the com pressed, corrupted file from  w hich you w ant to
try to recover data.

gzip: C om presses a File

gunzip and zcat

The gzip (G N U  zip) utility is older and less efficient than bzip2. Its flags and operation are very
sim ilar to those of bzip2. A  file com pressed by gzip is m arked w ith a .gz file-nam e extension.
Linux stores m anual pages in gzip form at to save disk space; likew ise, files you dow nload from
the Internet are frequently in gzip form at. U se gzip, gunzip, and zcat just as you w ould use bzip2,
bunzip2, and bzcat, respectively. R efer to page 862 for m ore inform ation on gzip.

com press

The com press utility can also com press files, albeit not as w ell as gzip. This utility m arks a file it
has com pressed by adding .Z  to its nam e.

T ip: gzip versus zip

D o not confuse gzip and gunzip w ith the zip and unzip utilities. These last tw o are used to pack
and unpack zip archives containing several files com pressed into a single file that has been
im ported from  or is being exported to a W indow s system . The zip utility constructs a zip archive,
w hereas unzip unpacks zip archives. The zip and unzip utilities are com patible w ith PK ZIP, a
W indow s program  that com presses and archives files.

tar: Packs and U npacks A rchives

The tar utility perform s m any functions. Its nam e is short for tape archive, as its original function
w as to create and read archive and backup tapes. Today it is used to create a single file (called a
tar file, archive, or tarball) from  m ultiple files or directory hierarchies and to extract files from  a
tar file. The cpio (page 782) and pax (page 934) utilities perform  a sim ilar function.

In the follow ing exam ple, the first ls show s the sizes of the files g, b, and d. N ext tar uses the ‌c



(create), ‌v (verbose), and ‌f (w rite to or read from  a file) options to create an archive nam ed
all.tar from  these files. Each line of output displays the nam e of the file tar is appending to the
archive it is creating.

The tar utility adds overhead w hen it creates an archive. The next com m and show s that the
archive file all.tar occupies m ore than 9,700 bytes, w hereas the sum  of the sizes of the three files
is about 6,000 bytes. This overhead is m ore appreciable on sm aller files, such as the ones in this
exam ple:

$ ls -l g b d
-rw -r--r--. 1 zach other 1178 08-20 14:16 b
-rw -r--r--. 1 zach zach  3783 08-20 14:17 d
-rw -r--r--. 1 zach zach  1302 08-20 14:16 g

$ tar -cvf all.tar g b d
g
b
d

$ ls -l all.tar
-rw -r--r--. 1 zach zach 9728 08-20 14:17 all.tar

$ tar -tvf all.tar
-rw -r--r-- zach /zach      1302 2018-08-20 14:16 g
-rw -r--r-- zach /other     1178 2018-08-20 14:16 b
-rw -r--r-- zach /zach      3783 2018-08-20 14:17 d

The final com m and in the preceding exam ple uses the ‌t option to display a table of contents for
the archive. U se ‌x in place of ‌t to extract files from  a tar archive. O m it the ‌v option if you
w ant tar to do its w ork silently.2

2. A lthough the original U N IX  tar did not use a leading hyphen to indicate an option on the
com m and line, the G N U /Linux version accepts hyphens but w orks as w ell w ithout them . This
book precedes tar options w ith a hyphen for consistency w ith m ost other utilities.

Y ou can use bzip2, com press, or gzip to com press tar files, m aking them  easier to store and
handle. M any files you dow nload from  the Internet w ill already be in one of these form ats. Files
that have been processed by tar and com pressed by bzip2 frequently have a filenam e extension of
.tar.bz2 or .tbz. Those processed by tar and gzip have an extension of .tar.gz or .tgz, w hereas
files processed by tar and com press use .tar.Z  as the extension.

Y ou can unpack a tarred and gzipped file in tw o steps. (Follow  the sam e procedure if the file w as
com pressed by bzip2, but use bunzip2 instead of gunzip.) The next exam ple show s how  to
unpack the G N U  m ake utility after it has been dow nloaded (ftp.gnu.org/pub/gnu/m ake/m ake-
3.82.tar.gz):

$ ls -l m ak*
-rw -r--r--. 1 sam  pubs 1712747 04-05 10:43 m ake-3.82.tar.gz



$ gunzip m ak*
$ ls -l m ak*
-rw -r--r--. 1 sam  pubs 6338560 04-05 10:43 m ake-3.82.tar

$ tar -xvf m ak*
m ake-3.82/
m ake-3.82/vm sfunctions.c
m ake-3.82/getopt.h
m ake-3.82/m ake.1
...
m ake-3.82/R EA D M E.O S2
m ake-3.82/rem ote-cstm s.c

The first com m and lists the dow nloaded tarred and gzipped file: m ake-3.82.tar.gz (about 1.7
m egabytes). The asterisk (*) in the filenam e m atches any characters in any filenam es (page 152),
so ls displays a list of files w hose nam es begin w ith m ak; in this case there is only one. U sing an
asterisk saves typing and can im prove accuracy w ith long filenam es. The gunzip com m and
decom presses the file and yields m ake-3.82.tar (no .gz extension), w hich is about 6.3
m egabytes. The tar com m and creates the m ake-3.82 directory in the w orking directory and
unpacks the files into it.

$ ls -ld m ak*
drw xr-xr-x. 8 sam  pubs    4096 2018-07-27  m ake-3.82
-rw -r--r--. 1 sam  pubs 6338560 04-05 10:43 m ake-3.82.tar

$ ls -l m ake-3.82
-rw -r--r--. 1 sam  pubs  53838 2018-07-27  A B O U T-N LS
-rw -r--r--. 1 sam  pubs   4783 2018-07-12  acinclude.m 4
-rw -r--r--. 1 sam  pubs  36990 2018-07-27  aclocal.m 4
-rw -r--r--. 1 sam  pubs  14231 2002-10-14  alloca.c
...
-rw -r--r--. 1 sam  pubs  18391 2018-07-12  vm sjobs.c
-rw -r--r--. 1 sam  pubs  17905 2018-07-19  vpath.c
drw xr-xr-x. 6 sam  pubs   4096 2018-07-27  w 32

A fter tar extracts the files from  the archive, the w orking directory contains tw o files w hose
nam es start w ith m ak: m ake-3.82.tar and m ake-3.82. The ‌d (directory) option causes ls to
display only file and directory nam es, not the contents of directories as it norm ally does. The
final ls com m and show s the files and directories in the m ake-3.82 directory. R efer to page 997
for m ore inform ation on tar.

C aution: tar : the ‌x option m ight extract a lot of files

Som e tar archives contain m any files. To list the files in the archive w ithout unpacking them , run
tar w ith the ‌tf options follow ed by the nam e of the tar file. In som e cases you m ight w ant to
create a new  directory (m kdir [page 91]), m ove the tar file into that directory, and expand it
there. That w ay the unpacked files w ill not m ingle w ith existing files, and no confusion w ill
occur. This strategy also m akes it easier to delete the extracted files. D epending on how  they
w ere created, som e tar files autom atically create a new  directory and put the files into it; the ‌t
option indicates w here tar w ill place the files you extract.



C aution: tar : the ‌x option can overw rite files

The ‌x option to tar overw rites a file that has the sam e filenam e as a file you are extracting.
Follow  the suggestion in the preceding caution box to avoid overw riting files.

optional

Y ou can com bine the gunzip and tar com m ands on one com m and line using a pipe

sym bol (|), w hich redirects the output of gunzip so it becom es the input to tar:

$ gunzip -c make-3.82.tar.gz | tar -xvf -

The ‌c option causes gunzip to send its output through the pipeline instead of creating a file. The
final hyphen (‌) causes tar to read from  standard input. R efer to ―Pipelines‖ (page 144), gzip
(pages 65 and 997), and tar (page 997) for m ore inform ation about how  this com m and line
w orks.

A  sim pler solution is to use the ‌z option to tar. This option causes tar to call gunzip (or gzip
w hen you are creating an archive) directly and sim plifies the preceding com m and line to

$ tar -xvzf make-3.82.tar.gz

In a sim ilar m anner, the ‌j option calls bzip2 or bunzip2.

L ocating U tilities

The w hereis and locate utilities can help you find a com m and w hose nam e you have forgotten or
w hose location you do not know . W hen m ultiple copies of a utility or program  are present, w hich
tells you w hich copy you w ill run. The locate utility searches for files on the local system .

w hich and w hereis: L ocate a U tility

W hen you give Linux a com m and, the shell searches a list of directories for a program  w ith that
nam e. This list of directories is called a search path. For inform ation on how  to change the
search path, refer to ―PA TH : W here the Shell Looks for Program s‖ on page 318. If you do not
change the search path, the shell searches only a standard set of directories and then stops
searching. H ow ever, other directories on the system  m ight also contain useful utilities.

w hich

The w hich utility locates utilities by displaying the full pathnam e of the file for the utility.
(C hapter 4 contains m ore inform ation on pathnam es and the structure of the Linux filesystem .)
The local system  m ight include several utilities that have the sam e nam e. W hen you type the
nam e of a utility, the shell searches for the utility in your search path and runs the first one it
finds. Y ou can find out w hich copy of the utility the shell w ill run by using w hich. In the
follow ing exam ple, w hich reports the location of the tar utility:

$ which tar

/bin/tar

The w hich utility can be helpful w hen a utility seem s to be w orking in unexpected w ays. B y



running w hich, you m ight discover that you are running a nonstandard version of a tool or a
different one from  the one you expected. (―Im portant Standard D irectories and Files‖ on page 96
provides a list of standard locations for executable files.) For exam ple, if tar is not w orking
properly and you find that you are running /usr/local/bin/tar instead of /bin/tar, you m ight
suspect the local version is broken.

w hereis

The w hereis utility searches for files related to a utility by looking in standard locations instead
of using your search path. For exam ple, you can find the locations for files related to tar:

$ whereis tar

tar: /bin/tar /usr/share/man/man1/tar.1.gz

In this exam ple w hereis finds tw o references to tar: the tar utility file and the (com pressed) tar
m an page.

T ip: w hich versus w hereis

G iven the nam e of a utility, w hich looks through the directories in your search path (page 318)
in order and locates the utility. If your search path includes m ore than one utility w ith the
specified nam e, w hich displays the nam e of only the first one (the one you w ould run).

The w hereis utility looks through a list of standard directories and w orks independently of your
search path. U se w hereis to locate a binary (executable) file, any m anual pages, and source code
for a program  you specify; w hereis displays all the files it finds.

C aution: w hich , w hereis, and builtin com m ands

B oth the w hich and w hereis utilities report only the nam es for utilities as they are found on the
disk; they do not report shell builtins (utilities that are built into a shell; page 156). W hen you use
w hereis to try to find w here the echo com m and (w hich exists as both a utility program  and a
shell builtin) is kept, it displays the follow ing inform ation:

$ whereis echo

echo: /bin/echo /usr/share/man/man1/echo.1.gz

The w hereis utility does not display the echo builtin. Even the w hich utility reports the w rong
inform ation:

$ which echo

/bin/echo

U nder bash you can use the type builtin (page 493) to determ ine w hether a com m and is a builtin:

$ type echo

echo is a shell builtin

locate: Searches for a File

The locate utility (locate package; som e distributions use m locate) searches for files on the local
system :

$ locate init 

/boot/initramfs-2.6.38-0.rc5.git1.1.fc15.i686.img

/boot/initrd-plymouth.img

/etc/gdbinit



/etc/gdbinit.d

/etc/init

/etc/init.d ...

B efore you can use locate (m locate), the updatedb utility m ust build or update the locate
(m locate) database. Typically the database is updated once a day by a cron script (page 787).

D isplaying U ser and System  Inform ation

This section covers utilities that provide inform ation about w ho is using the system , w hat those
users are doing, and how  the system  is running.

To find out w ho is using the local system , you can em ploy one of several utilities that vary in the
details they provide and the options they support. The oldest utility, w ho, produces a list of users
w ho are logged in on the local system , the device each person is using, and the tim e each person
logged in.

The w  and finger utilities show  m ore detail, such as each user‒s full nam e and the com m and line
each user is running. The finger utility can retrieve inform ation about users on rem ote system s.
Table 3-1 on page 73 sum m arizes the output of these utilities.

w ho: L ists U sers on the System

The w ho utility displays a list of users w ho are logged in on the local system . In Figure 3-10 the
first colum n w ho displays show s that Sam , M ax, and Zach are logged in. (M ax is logged in from
tw o locations.) The second colum n show s the nam e of the device that each user‒s term inal,
w orkstation, or term inal em ulator is connected to. The third colum n show s the date and tim e the
user logged in. A n optional fourth colum n show s (in parentheses) the nam e of the system  a
rem ote user logged in from .

The inform ation w ho displays is useful w hen you w ant to com m unicate w ith a user on the local
system . W hen the user is logged in, you can use w rite (page 74) to establish com m unication
im m ediately. If w ho does not list the user or if you do not need to com m unicate im m ediately,
you can send em ail to that person (page 76).

If the output of w ho scrolls off the screen, you can redirect the output using a pipe sym bol (|;
page 60) so it becom es the input to less, w hich displays the output one screen at a tim e. Y ou can
also use a pipe sym bol to redirect the output through grep to look for a specific nam e.

Figure 3-10 w ho lists w ho is logged in

If you need to find out w hich term inal you are using or w hat tim e you logged in, you can use the
com m and w ho am  i:

$ who am i

max       pts/4     2018-07-25 17:27 (guava)



finger: L ists U sers on the System

The finger utility displays a list of users w ho are logged in on the local system  and, in som e
cases, inform ation about rem ote system s and users. In addition to usernam es, finger supplies
each user‒s full nam e along w ith inform ation about w hich device the user‒s term inal is connected
to, how  recently the user typed som ething on the keyboard, w hen the user logged in, and contact
inform ation. If the user has logged in over the netw ork, the nam e of the rem ote system  is show n
as the user‒s office. For exam ple, in Figure 3-11 M ax is logged in from  the rem ote system  nam ed
guava. The asterisks (*) in front of the device nam es in the T ty colum n indicate the user has
blocked m essages sent directly to his term inal (refer to ―m esg: D enies or A ccepts M essages‖ on
page 75).

Security: finger can be a security risk

O n system s w here security is a concern, the system  adm inistrator m ight disable finger because it
can reveal inform ation that can help a m alicious user break into a system . m acO S disables
rem ote finger support by default.

Y ou can also use finger to learn m ore about an individual by specifying a usernam e on the
com m and line. In Figure 3-12 on the next page, finger displays detailed inform ation about M ax:
H e is logged in and actively using one of his term inals (tty2), and he has not typed at his other
term inal (pts/4) for 3 m inutes and 7 seconds. Y ou also learn from  finger that if you w ant to set
up a m eeting w ith M ax, you should contact Sam  at extension 1693.

Figure 3-11 finger I: lists w ho is logged in

Figure 3-12 finger II: lists details about one user

.plan and .project

M ost of the inform ation in Figure 3-12 w as collected by finger from  system  files. The



inform ation show n after the heading Plan:, how ever, w as supplied by M ax. The finger utility
searched for a file nam ed .plan in M ax‒s hom e directory and displayed its contents. (Filenam es
that begin w ith a period, such as .plan, are not norm ally listed by ls and are called hidden
filenam es [page 86].)

Y ou m ight find it helpful to create a .plan file for yourself; it can contain any inform ation you
choose, such as your schedule, interests, phone num ber, or address. In a sim ilar m anner, finger
displays the contents of the .project and .pgpkey files in your hom e directory. If M ax had not
been logged in, finger w ould have reported only his user inform ation, the last tim e he logged in,
the last tim e he read his em ail, and his plan.

Y ou can also use finger to display a user‒s usernam e. For exam ple, on a system  w ith a user
nam ed H elen Sim pson, you m ight know  that H elen‒s last nam e is Sim pson but m ight not guess
her usernam e is hls. The finger utility, w hich is not case sensitive, can search for inform ation on
H elen using her first or last nam e. The follow ing com m ands find the inform ation you seek as
w ell as inform ation on other users w hose nam es are H elen or Sim pson:

$ finger HELEN
Login: hls             Name: Helen Simpson.

...

$ finger simpson
Login: hls             Name: Helen Simpson.

...

uptim e: D isplays System  L oad and D uration Inform ation

The uptim e utility displays a single line that includes the tim e of day, the period of tim e the
com puter has been running (in days, hours, and m inutes), the num ber of users logged in, and the
load average (how  busy the system  is). The three load average num bers represent the num ber of
jobs w aiting to run, averaged over the past 1, 5, and 15 m inutes.

$ uptime
09:49:14 up 2 days, 23:13, 3 users, load average: 0.00, 0.01, 0.05

Figure 3-13 The w  utility

w : L ists U sers on the System

The first line the w  utility displays is the sam e as the output of uptim e (above). Follow ing that
line, w  displays a list of the users w ho are logged in. A s discussed in the section on w ho, the
inform ation that w  displays is useful w hen you w ant to com m unicate w ith som eone at your
installation.

The first colum n in Figure 3-13 show s that M ax, Zach, and Sam  are logged in. The second



colum n show s the nam e of the device file each user‒s term inal is connected to. The third colum n
show s the system  that a rem ote user is logged in from . The fourth colum n show s the tim e each
user logged in. The fifth colum n indicates how  long each user has been idle (how  m uch tim e has
elapsed since the user pressed a key on the keyboard). The next tw o colum ns identify how  m uch
com puter processor tim e each user has used during this login session and on the task that user is
running. The last colum n show s the com m and each user is running. Table 3-1 com pares the w ,
w ho, and finger utilities.

T able 3-1 C om parison of w , w ho, and finger

Figure 3-14 The w rite utility I

free: D isplays M em ory U sage Inform ation

The free utility displays the am ount of physical (R A M ) and sw ap (sw ap space on the disk; page
1127) m em ory in the local system . It displays colum ns for total, used, and free m em ory as w ell
as for kernel buffers. The colum n labeled shared is obsolete. This utility is not available under
m acO S; vm _stat perform s a sim ilar function.

In the follow ing exam ple, the ‌m  option causes free to display m em ory sizes in m egabytes and
the ‌t option adds the line labeled T otal to the end of the output. Y ou can cause free to display
m em ory sizes in gigabytes (‌g), m egabytes (‌m ), kilobytes (‌k; the default), or bytes (‌b). See
the free m an page for additional options.

$ free -m t



             total       used       free     shared    buffers      cached
M em :          2013        748       1264          0        110         383
-/+ buffers/cache:        254        1759
Sw ap:         2044          0        2044
Total:        4058        748        3309

O ne of the w ays Linux takes advantage of free m em ory is to allocate m em ory it is not otherw ise
using to buffers (page 1087) and cache (page 1088). Thus the value on the M em  line in the free
colum n w ill be sm all and is not representative of the total available m em ory w hen the kernel is
w orking properly. A s the kernel needs m ore m em ory, it reallocates m em ory it had allocated to
buffers and cache.

The ‌/+ buffers/cache line gives values assum ing m em ory used for buffers and cache is free
m em ory. The value in the used colum n on this line assum es buffers and cache (110 + 383 = 493
on the M em  line) are freed; thus the value in the used colum n is 254 (~748 ‌ 493) w hile the
value in the free colum n value increases to 1759 (~1,264 + 493). U nlike the value in the free
colum n on the M em  line, as the value in the free colum n on the ‌/+ buffers/cache line
approaches zero, the system  is truly running out of m em ory.

The Sw ap line displays the total, used, and free am ounts of sw ap space.

C om m unicating w ith O ther U sers

The utilities discussed in this section enable you to exchange m essages and files w ith other users
either interactively or through em ail.

w rite: Sends a M essage

The w rite utility sends a m essage to another user w ho is logged in. W hen you and another user
use w rite to send m essages to each other, you establish tw o-w ay

Figure 3-15 The w rite utility II

com m unication. Initially a w rite com m and (Figure 3-14) displays a banner on the other user‒s
term inal, saying that you are about to send a m essage.

The syntax of a w rite com m and line is

w rite usernam e [term inal]

The usernam e is the usernam e of the user you w ant to com m unicate w ith. The term inal is an
optional device nam e that is useful if the user is logged in m ore than once. Y ou can display the
usernam es and device nam es of all users w ho are logged in on the local system  by using w ho, w ,
or finger.



To establish tw o-w ay com m unication w ith another user, you and the other user m ust each
execute w rite, specifying the other‒s usernam e as the usernam e. The w rite utility then copies
text, line by line, from  one keyboard/display to the other (Figure 3-15). Som etim es it helps to
establish a convention, such as typing o (for ―over‖) w hen you are ready for the other person to
type and typing oo (for ―over and out‖) w hen you are ready to end the conversation. W hen you
w ant to stop com m unicating w ith the other user, press C O N TR O L-D  at the beginning of a line.
Pressing C O N TR O L-D  tells w rite to quit, displays E O F (end of file) on the other user‒s
term inal, and returns you to the shell. The other user m ust do the sam e.

If the M essage from  banner appears on your screen and obscures som ething you are w orking on,
press C O N TR O L- L or C O N TR O L- R  to refresh the screen and rem ove the banner. Then you
can clean up, exit from  your w ork, and respond to the person w ho is w riting to you. Y ou have to
rem em ber w ho is w riting to you, how ever, because the banner w ill no longer appear on the
screen.

m esg: D enies or A ccepts M essages

If m essages to your screen are blocked, give the follow ing m esg com m and to allow  other users to
send you m essages:

$ mesg y

If M ax had not given this com m and before Zach tried to send him  a m essage, Zach m ight have
seen the follow ing m essage:

$ write max
write: max has messages disabled

Y ou can block m essages by entering m esg n. G ive the com m and m esg by itself to display is y
(for ―yes, m essages are allow ed‖) or is n (for ―no, m essages are not allow ed‖).

If you have m essages blocked and you w rite to another user, w rite displays the follow ing
m essage because even if you are allow ed to w rite to another user, the user w ill not be able to
respond to you:

$ write max
write: you have write permission turned off.

E m ail

Em ail enables you to com m unicate w ith users on the local system  as w ell as those on the
netw ork. If you are connected to the Internet, you can com m unicate electronically w ith users
around the w orld.

Em ail utilities differ from  w rite in that they can send a m essage w hen the recipient is not logged
in. In this case the em ail is stored until the recipient reads it. These utilities can also send the
sam e m essage to m ore than one user at a tim e.

M any em ail program s are available for Linux, including the original character-based m ail
program , M ozilla/Thunderbird, pine, m ail through em acs, K M ail, and evolution. A nother
popular graphical em ail program  is sylpheed (sylpheed.sraoss.jp/en).



Tw o program s are available that can m ake any em ail program  easier to use and m ore secure. The
procm ail program  (w w w .procm ail.org) creates and m aintains em ail servers and m ailing lists;
preprocesses em ail by sorting it into appropriate files and directories; starts various program s
depending on the characteristics of incom ing em ail; forw ards em ail; and so on. The G N U
Privacy G uard (G PG  or G N U pg) encrypts and decrypts em ail m aking it alm ost im possible for an
unauthorized person to read.

N etw ork addresses

If the local system  is part of a LA N , you can generally send em ail to and receive em ail from
users on other system s on the LA N  by using their usernam es. Som eone sending M ax em ail on
the Internet w ould need to specify his dom ain nam e (page 1095) along w ith his usernam e. U se
this address to send em ail to the author of this book: m gs@ sobell.com .

C hapter Sum m ary

The utilities introduced in this chapter are a sm all but pow erful subset of the m any utilities
available on a typical system . B ecause you w ill use them  frequently and because they are integral
to the follow ing chapters, it is im portant that you becom e com fortable using them .

The utilities listed in Table 3-2 m anipulate, display, com pare, and print files.

T able 3-2 File utilities U tility Function

To reduce the am ount of disk space a file occupies, you can com press it using the bzip2 utility.
C om pression w orks especially w ell on files that contain patterns, as do m ost text files, but



reduces the size of alm ost all files. The inverse of bzip2‍ bunzip2‍ restores a file to its original,
decom pressed form . Table 3-3 lists utilities that com press and decom press files. The bzip2 utility
is the m ost efficient of these.

T able 3-3 (D e)com pression utilities

A n archive is a file, frequently com pressed, that contains a group of files. The tar utility (Table
3-4) packs and unpacks archives. The filenam e extensions .tar.bz2, .tar.gz, and .tgz identify
com pressed tar archive files and are often seen on softw are packages obtained over the Internet.

T able 3-4 A rchive utility

The utilities listed in Table 3-5 determ ine the location of a utility on the local system . For
exam ple, they can display the pathnam e of a utility or a list of C ++ com pilers available on the
local system .

T able 3-5 Location utilities



Table 3-6 lists utilities that display inform ation about the local system  and other users. Y ou can
easily learn a user‒s full nam e, login status, login shell, and other inform ation m aintained by the
system .

T able 3-6 U ser and system  inform ation utilities U tility Function

The utilities show n in Table 3-7 can help you stay in touch w ith other users on the local netw ork.

T able 3-7 U ser com m unication utilities

Table 3-8 lists m iscellaneous utilities.

T able 3-8 M iscellaneous utilities U tility Function

E xercises

1. W hich com m ands can you use to determ ine w ho is logged in on a specific term inal?

2. H ow  can you keep other users from  using w rite to com m unicate w ith you? W hy w ould you
w ant to?

3. W hat happens w hen you give the follow ing com m ands if the file nam ed done already exists?



$ cp to_do done
$ mv to_do done

4. H ow  can you find out w hich utilities are available on your system  for editing files? W hich
utilities are available for editing on your system ?

5. H ow  can you find the phone num ber for A ce E lectronics in a file nam ed phone that contains
a list of nam es and phone num bers? W hich com m and can you use to display the entire file in
alphabetical order? H ow  can you display the file w ithout any adjacent duplicate lines? H ow  can
you display the file w ithout any duplicate lines?

6. W hat happens w hen you use diff to com pare tw o binary files that are not identical? (Y ou can
use gzip to create the binary files.) Explain w hy the diff output for binary files is different from
the diff output for A SC II files.

7. C reate a .plan file in your hom e directory. D oes finger display the contents of your .plan file?

8. W hat is the result of giving the w hich utility the nam e of a com m and that resides in a directory
that is not in your search path?

9. A re any of the utilities discussed in this chapter located in m ore than one directory on the local
system ? If so, w hich ones?

10. Experim ent by calling the file utility w ith the nam es of files in /usr/bin. H ow  m any different
types of files are there?

11. W hich com m and can you use to look at the first few  lines of a file nam ed status.report?
W hich com m and can you use to look at the end of the file?

A dvanced E xercises

12. R e-create the colors.1 and colors.2 files used in Figure 3-8 on page 59. Test your files by
running diff ‌u on them . D oes diff display the sam e results as in the figure?

13. Try giving these tw o com m ands:

$ echo cat
$ cat echo

Explain the differences betw een the output of each com m and.

14. R epeat exercise 5 using the file phone.gz, a com pressed version of the list of nam es and
phone num bers. C onsider m ore than one approach to answ er each question and explain how  you
m ade your choices.

15. Find or create files that

a. gzip com presses by m ore than 80 percent.

b. gzip com presses by less than 10 percent.

c. G et larger w hen com pressed w ith gzip.



d. U se ls ‌l to determ ine the sizes of the files in question. C an you characterize
the files in a, b, and c?

16. O lder em ail program s w ere not able to handle binary files. Suppose you are em ailing a file
that has been com pressed w ith gzip, w hich produces a binary file, and the recipient is using an
old em ail program . R efer to the m an page on uuencode, w hich converts a binary file to A SC II.
Learn about the utility and how  to use it.

a. C onvert a com pressed file to A SC II using uuencode. Is the encoded file larger or sm aller than
the com pressed file? Explain. (If uuencode is not on the local system , you can install it using one
of the tools described in A ppendix C ; it is part of the sharutils package.)

b. W ould it ever m ake sense to use uuencode on a file before com pressing it? Explain.
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T he Filesystem
In T his C hapter

The H ierarchical Filesystem

D irectory Files and O rdinary Files

The W orking D irectory

Y our H om e D irectory

Pathnam es

R elative Pathnam es

W orking w ith D irectories

A ccess Perm issions

A C Ls: A ccess C ontrol Lists

H ard Links

Sym bolic Links

D ereferencing Sym bolic Links

O bjectives

A fter reading this chapter you should be able to:

 D efine hierarchical filesystem , ordinary file, directory file, hom e directory, w orking directory,
and parent directory

 List best practices for filenam es

 D eterm ine the nam e of the w orking directory

 Explain the difference betw een absolute and relative pathnam es

 C reate and rem ove directories

 List files in a directory, rem ove files from  a directory, and copy and m ove files betw een
directories

 List and describe the uses of standard Linux directories and files



 D isplay and interpret file and directory ow nership and perm issions

 M odify file and directory perm issions

 Expand access control using A C Ls

 D escribe the uses, differences, and m ethods of creating hard links and sym bolic links

Figure 4-1 A  fam ily tree

A  filesystem  is a set of data structures (page 1093) that usually resides on part of a disk and
holds directories of files. Filesystem s store user and system  data that are the basis of users‒ w ork
on the system  and the system ‒s existence. This chapter discusses the organization and
term inology of the Linux filesystem , defines ordinary and directory files, and explains the rules
for nam ing them . It also show s how  to create and delete directories, m ove through the filesystem ,
and use absolute and relative pathnam es to access files in various directories. It includes a
discussion of im portant files and directories as w ell as file access perm issions and A C Ls (A ccess
C ontrol Lists), w hich allow  you to share selected files w ith specified users. It concludes w ith a
discussion of hard and sym bolic links, w hich can m ake a single file appear in m ore than one
directory.

In addition to reading this chapter, you can refer to the df, fsck, m kfs, and tune2fs utilities in Part
V II for m ore inform ation on filesystem s. If you are running m acO S, see ―Filesystem s‖ on page
1071.

T he H ierarchical Filesystem

Fam ily tree

A  hierarchical (page 1101) structure frequently takes the shape of a pyram id. O ne exam ple of
this type of structure is found by tracing a fam ily‒s lineage: A  couple has a child, w ho m ight in



turn have several children, each of w hom  m ight have m ore children. This hierarchical structure is
called a fam ily tree (Figure 4-1).

D irectory tree

Like the fam ily tree it resem bles, the Linux filesystem  is called a tree. It consists of a set of
connected files. This structure allow s you to organize files so you can easily find any particular
one. O n a standard Linux system , each user starts w ith one directory, to w hich the user can add
subdirectories to any desired level. B y creating m ultiple levels of subdirectories, a user can
expand the structure as needed.

Figure 4-2 A  secretary‒s directories

Subdirectories

Typically each subdirectory is dedicated to a single subject, such as a person, project, or event.
The subject dictates w hether a subdirectory should be subdivided further. For exam ple, Figure 4-
2 show s a secretary‒s subdirectory nam ed correspond. This directory contains three
subdirectories: business, m em os, and personal. The business directory contains files that store
each letter the secretary types. If you expect m any letters to go to one client, as is the case w ith
m ilk_co, you can dedicate a subdirectory to that client.

O ne m ajor strength of the Linux filesystem  is its ability to adapt to users‒ needs. Y ou can take
advantage of this strength by strategically organizing your files so they are m ost convenient and
useful for you.

D irectory Files and O rdinary Files

Like a fam ily tree, the tree representing the filesystem  is usually pictured upside dow n w ith its
root at the top. Figures 4-2 and 4-3 (on the next page) show  that the tree ―grow s‖ dow nw ard
from  the root w ith paths connecting the root to each of the other files. A t the end of each path is
either an ordinary file or a directory file. Special files, w hich can also appear at the ends of paths,
provide access to operating system  features. O rdinary files, or sim ply files, appear at the ends of
paths that cannot support other paths. D irectory files, also referred to as directories or folders,
are the points that other paths can branch off from . (Figures 4-2 and 4-3 show  som e em pty



directories.) W hen you refer to the tree, up is tow ard the root and dow n is aw ay from  the root.
D irectories directly connected by a path are called parents (closer to the root) and children
(farther from  the root). A  pathnam e is a series of nam es that trace a path along branches from
one file to another. See page 88 for m ore inform ation about pathnam es.

Figure 4-3 D irectories and ordinary files

Filenam es

Every file has a filenam e. The m axim um  length of a filenam e varies w ith the type of filesystem ;
Linux supports several types of filesystem s. M ost m odern filesystem s allow  files w ith nam es up
to 255 characters long, how ever, som e filesystem s restrict filenam es to few er characters.
A lthough you can use alm ost any character in a filenam e, you w ill avoid confusion if you choose
characters from  the follow ing list:

‛ U ppercase letters (A ‌Z)

‛ Low ercase letters (a‌z)

‛ N um bers (0‌9)

‛ U nderscore (_)

‛ Period (.)

‛ C om m a (,)

Like the children of one parent, no tw o files in the sam e directory can have the sam e nam e.
(Parents give their children different nam es because it m akes good sense, but Linux requires it.)
Files in different directories, like the children of different parents, can have the sam e nam e.

The filenam es you choose should m ean som ething. Too often a directory is filled w ith im portant



files w ith such unhelpful nam es as hold1, w om bat, and junk, not to m ention foo and foobar.
Such nam es are poor choices because they do not help you recall w hat you stored in a file. The
follow ing filenam es conform  to the suggested syntax and convey inform ation about the contents
of the file:

‛ correspond

‛ january

‛ davis

‛ reports

‛ 2001

‛ acct_payable

Filenam e length

W hen you share your files w ith users on other system s, you m ight need to m ake long filenam es
differ w ithin the first few  characters. System s running D O S or older versions of W indow s have
an 8-character filenam e body length lim it and a 3-character filenam e extension length lim it.
Som e U N IX  system s have a 14-character lim it, and older M acintosh system s have a 31-character
lim it. If you keep filenam es short, they are easy to type; later you can add extensions to them
w ithout exceeding the shorter lim its im posed by som e filesystem s. The disadvantage of short
filenam es is that they are typically less descriptive than long filenam es.

Long filenam es enable you to assign descriptive nam es to files. To help you select am ong files
w ithout typing entire filenam es, shells support filenam e com pletion. For m ore inform ation about
this feature, see the ―Filenam e com pletion‖ tip on page 53.

C ase sensitivity

Y ou can use uppercase and/or low ercase letters w ithin filenam es, but be careful: M any
filesystem s are case sensitive. For exam ple, the popular ext fam ily of filesystem s and the U FS
filesystem  are case sensitive, so files nam ed JA N U A R Y , January, and january refer to three
distinct files. The FA T fam ily of filesystem s (used m ostly for rem ovable m edia) is not case
sensitive, so those three filenam es represent the sam e file. The H FS+ filesystem , w hich is the
default m acO S filesystem , is case preserving but not case sensitive; refer to ―C ase Sensitivity‖ on
page 1071 for m ore inform ation.

C aution: D o not use SPA C Es w ithin filenam es

A lthough Linux allow s you to use SPA C Es w ithin filenam es, it is a poor idea. B ecause a SPA C E
is a special character, you m ust quote it on a com m and line. Q uoting a character on a com m and
line can be difficult for a novice user and cum bersom e for an experienced user. U se periods or
underscores instead of SPA C Es: joe.05.04.26, new _stuff.

If you are w orking w ith a filenam e that includes a SPA C E, such as a file from  another operating
system , you m ust quote the SPA C E on the com m and line by preceding it w ith a backslash or by
placing quotation m arks on either side of the filenam e. The tw o follow ing com m ands send the
file nam ed m y file to the printer.



$ lpr my\ file
$ lpr "my file"

Filenam e E xtensions

A  filenam e extension is the part of the filenam e that follow s an em bedded period. In the
filenam es listed in Table 4-1 on the next page, filenam e extensions help describe the contents of
the file. Som e program s, such as the C  program m ing language com piler, default to specific
filenam e extensions; in m ost cases, how ever, filenam e extensions are optional. U se extensions
freely to m ake filenam es easy to understand. If you like, you can use several periods w ithin the
sam e filenam e‍ for exam ple, notes.4.10.54 or files.tar.gz. U nder m acO S, som e applications use
filenam e extensions to identify files, but m any use type codes and creator codes (page 1074).

T able 4-1 Filenam e extensions

H idden Filenam es

A  filenam e that begins w ith a period is called a hidden filenam e (or a hidden file or som etim es an
invisible file) because ls does not norm ally display it. The com m and ls ‌ a displays all filenam es,



including hidden ones. N am es of startup files (next page) usually begin w ith a period so they are
hidden and do not clutter a directory listing. Tw o special hidden entries‍ single and double
periods (. and ..)‍ appear in every directory (page 93).

T he W orking D irectory

pw d

W hile you are logged in on a character-based interface to a Linux system , you are alw ays
associated w ith a directory. The directory you are associated w ith is called the w orking directory
or current directory. Som etim es this association is referred to in a physical sense: ―Y ou are in (or
w orking in) the zach directory.‖ The pw d (print w orking directory) builtin displays the pathnam e
of the w orking directory.

Figure 4-4 Logging in and displaying the pathnam e of your hom e directory

Y our H om e D irectory

W hen you first log in on a system  or start a term inal em ulator w indow , the w orking directory is
your hom e directory. To display the pathnam e of your hom e directory, use pw d just after you log
in (Figure 4-4). Linux hom e directories are typically located in /hom e w hile m acO S hom e
directories are located in /U sers.

W hen called w ithout argum ents, the ls utility displays a list of the files in the w orking directory.
B ecause your hom e directory has been the only w orking directory you have used so far, ls has
alw ays displayed a list of files in your hom e directory. (A ll the files you have created up to this
point w ere created in your hom e directory.)

Startup Files

Startup files, w hich appear in your hom e directory, give the shell and other program s inform ation
about you and your preferences. U nder m acO S these files are called configuration files or
preference files (page 1078). Frequently one of these files tells the shell w hat kind of term inal
you are using (page 1052) and executes the stty (set term inal) utility to establish the erase (page
29) and line kill (page 30) keys.

Either you or the system  adm inistrator can put a shell startup file containing shell com m ands in
your hom e directory. The shell executes the com m ands in this file each tim e you log in. B ecause
the startup files have hidden filenam es (filenam es that begin w ith a period; page 86), you m ust
use the ls ‌a com m and to see w hether one is in your hom e directory. See page 288 (bash) and
page 386 (tcsh) for m ore inform ation about startup files.

Pathnam es



Every file has a pathnam e, w hich is a trail from  a directory through part of the directory
hierarchy to an ordinary file or a directory. W ithin a pathnam e, a slash (/) follow ing (to the right
of) a filenam e indicates that the file is a directory file. The file follow ing (to the right of) the
slash can be an ordinary file or a directory file. The sim plest pathnam e is a sim ple filenam e,
w hich points to a file in the w orking directory. This section discusses absolute and relative
pathnam es and explains how  to use each.

Figure 4-5 A bsolute pathnam es

A bsolute Pathnam es

/ (root)

The root directory of the filesystem  hierarchy does not have a nam e; it is referred to as the root
directory and is represented by a slash (/) standing alone or at the left end of a pathnam e.

A n absolute pathnam e starts w ith a slash (/), w hich represents the root directory. The slash is
follow ed by the nam e of a file located in the root directory. A n absolute pathnam e can continue,
tracing a path through all interm ediate directories, to the file identified by the pathnam e. String
all the filenam es in the path together, follow ing each directory w ith a slash (/). This string of
filenam es is called an absolute pathnam e because it locates a file absolutely by tracing a path
from  the root directory to the file. Typically the absolute pathnam e of a directory does not
include the trailing slash, although that form at can be used to em phasize that the pathnam e
specifies a directory (e.g., /hom e/zach/). The part of a pathnam e follow ing the final slash is
called a sim ple filenam e, filenam e, or basenam e. Figure 4-5 show s the absolute pathnam es of
directories and ordinary files in part of a filesystem  hierarchy.

U sing an absolute pathnam e, you can list or otherw ise w ork w ith any file on the local system ,
assum ing you have perm ission to do so, regardless of the w orking directory at the tim e you give
the com m and. For exam ple, Sam  can give the follow ing com m and w hile w orking in his hom e
directory to list the files in the /etc/ssh directory:

$ pw d



/hom e/sam
$ ls /etc/ssh
m oduli        ssh_host_dsa_key      ssh_host_key.pub
ssh_config    ssh_host_dsa_key.pub  ssh_host_rsa_key
sshd_config   ssh_host_key          ssh_host_rsa_key.pub

~ (T ilde) in Pathnam es

In another form  of absolute pathnam e, the shell expands the characterś/ (a tilde follow ed by a
slash) at the start of a pathnam e into the pathnam e of your hom e directory. U sing this shortcut,
you can display your .bashrc startup file (page 289) by using the follow ing com m and no m atter
w hich directory is the w orking directory:

$ less ~/.bashrc

A  tilde quickly references paths that start w ith your or som eone else‒s hom e directory. The shell
expands a tilde follow ed by a usernam e at the beginning of a pathnam e into the pathnam e of that
user‒s hom e directory. For exam ple, assum ing he has perm ission to do so, M ax can exam ine
Sam ‒s .bashrc file by using the follow ing com m and:

$ less ~sam/.bashrc

R efer to ―Tilde Expansion‖ on page 369 for m ore inform ation.

R elative Pathnam es

A  relative pathnam e traces a path from  the w orking directory to a file. The pathnam e is relative
to the w orking directory. A ny pathnam e that does not begin w ith the root directory (represented
by /) or a tilde (~) is a relative pathnam e. Like absolute pathnam es, relative pathnam es can trace
a path through m any directories. The sim plest relative pathnam e is a sim ple filenam e, w hich
identifies a file in the w orking directory. The exam ples in the next sections use absolute and
relative pathnam es.

Significance of the W orking D irectory

To access any file in the w orking directory, you need only a sim ple filenam e. To access a file in
another directory, you m ust use a pathnam e. Typing a long pathnam e is tedious and increases the
chance of m aking a m istake. This possibility is less likely under a G U I, w here you click
filenam es or icons. Y ou can choose a w orking directory for any particular task to reduce the need
for long pathnam es. Y our choice of a w ork-ing directory does not allow  you to do anything you
could not do otherw ise‍  it just m akes som e operations easier.

C aution: W hen using a relative pathnam e, know  w hich directory is the w orking directory

The location of the file you are accessing w ith a relative pathnam e is dependent on (is relative to)
the w orking directory. A lw ays m ake sure you know  w hich directory is the w orking directory
before you use a relative pathnam e. U se pw d to verify the nam e of the directory. If you are
creating a file using vim  and you are not w here you think you are in the file hierarchy, the new
file w ill end up in an unexpected location.

It does not m atter w hich directory is the w orking directory w hen you use an absolute pathnam e.



Thus, the follow ing com m and alw ays edits a file nam ed goals in your hom e directory:

$ vim  ~/goals

Figure 4-6 R elative pathnam es

R efer to Figure 4-6 as you read this paragraph. Files that are children of the w orking directory
can be referenced by sim ple filenam es. G randchildren of the w orking directory can be referenced
by short relative pathnam es: tw o filenam es separated by a slash. W hen you m anipulate files in a
large directory structure, using short relative pathnam es can save you tim e and aggravation. If
you choose a w orking directory that contains the files used m ost often for a particular task, you
need use few er long, cum bersom e pathnam es.

W orking w ith D irectories

This section discusses how  to create directories (m kdir), sw itch betw een directories (cd), rem ove
directories (rm dir), use pathnam es to m ake your w ork easier, and m ove and copy files and
directories betw een directories. It concludes w ith brief descriptions of im portant standard
directories and files in the Linux filesystem .

m kdir: C reates a D irectory

The m kdir utility creates a directory. The argum ent (page 1083) to m kdir is the pathnam e of the
new  directory. The follow ing exam ples develop the directory structure show n in Figure 4-7. In
the figure, the directories that are added appear lighter than the others and are connected by
dashes.

In Figure 4-8, pw d show s that M ax is w orking in his hom e directory (/hom e/m ax), and ls show s
the nam es of the files in his hom e directory: dem o, nam es, and tem p. U sing m kdir, M ax creates
a directory nam ed literature as a child of his hom e directory. H e uses a relative pathnam e (a



sim ple filenam e) because he w ants the literature directory to be a child of the w orking directory.
M ax could have used an absolute pathnam e to create the sam e directory: m kdir
/hom e/m ax/literature, m kdir ~m ax/literature, or m kdir ~/literature.

Figure 4-7 The file structure developed in the exam ples

The second ls in Figure 4-8 verifies the presence of the new  directory. The ‌F option to ls
displays a slash after the nam e of each directory and an asterisk after each executable file (shell
script, utility, or application). W hen you call it w ith an argum ent that is the nam e of a directory,
ls lists the contents of that directory. The final ls displays nothing because there are no files in the
literature directory.

The follow ing com m ands show  tw o w ays for M ax to create the prom o directory as a child of the
new ly created literature directory. The first w ay checks that /hom e/m ax is the w orking
directory and uses a relative pathnam e:

$ pwd
/home/max $

mkdir literature/promo

The second w ay uses an absolute pathnam e:

$ mkdir /home/max/literature/promo



Figure 4-8 The m kdir utility

Figure 4-9 cd changes the w orking directory

U se the ‌p (parents) option to m kdir to create both the literature and prom o directories using one
com m and:

$ pw d
/hom e/m ax
$ ls
dem o  nam es  tem p
$ m kdir -p literature/prom o

or

$ m kdir -p /hom e/m ax/literature/prom o

cd: C hanges to A nother W orking D irectory

U sing cd (change directory) m akes another directory the w orking directory; it does not change
the contents of the w orking directory. Figure 4-9 show s tw o w ays to m ake the
/hom e/m ax/literature directory the w orking directory, as verified by pw d. First M ax uses cd
w ith an absolute pathnam e to m ake literature his w orking directory‍  it does not m atter w hich
is the w orking directory w hen you give a com m and w ith an absolute pathnam e.

A  pw d com m and confirm s the change M ax m ade. W hen used w ithout an argum ent, cd m akes
your hom e directory the w orking directory, as it w as w hen you logged in. The second cd



com m and in Figure 4-9 does not have an argum ent, so it m akes M ax‒s hom e directory the
w orking directory. Finally, know ing that he is w orking in his hom e directory, M ax uses a sim ple
filenam e to m ake the literature directory his w orking directory (cd literature) and confirm s the
change using pw d.

T he . and .. D irectory E ntries

The m kdir utility autom atically puts tw o entries in each directory it creates: a single period (.)
and a double period (..). The . is synonym ous w ith the pathnam e of the w orking directory and
can be used in its place; the .. is synonym ous w ith the pathnam e of the parent of the w orking
directory. These entries are hidden because their filenam es begin w ith a period.

W ith the literature directory as the w orking directory, the follow ing exam ple uses .. three tim es:
first to list the contents of the parent directory (/hom e/m ax), second to copy the m em oA  file to
the parent directory, and third to list the contents of the parent directory again.

$ pwd
/home/max/literature

$ls ..

demo literature names temp

$ cp memoA ..
$ls ..

demo literature memoA names temp

A fter using cd to m ake prom o (a subdirectory of literature) his w orking directory, M ax can use
a relative pathnam e to call vim  to edit a file in his hom e directory.

$ cd promo
$ vim ../../names

Y ou can use an absolute or relative pathnam e or a sim ple filenam e virtually anyw here a utility or
program  requires a filenam e or pathnam e. This usage holds true for ls, vim , m kdir, rm , and m ost
other utilities.

T ip: T he w orking directory versus your hom e directory

The w orking directory is not the sam e as your hom e directory. Y our hom e directory rem ains the
sam e for the duration of your session and usually from  session to session. Im m ediately after you
log in, you are alw ays w orking in the sam e directory: your hom e directory.

U nlike your hom e directory, the w orking directory can change as often as you like. Y ou have no
set w orking directory, w hich explains w hy som e people refer to it as the current directory. W hen
you log in and until you change directories using cd, your hom e directory is the w orking
directory. If you w ere to change directories to Sam ‒s hom e directory, then Sam ‒s hom e directory
w ould be the w orking directory.

rm dir: D eletes a D irectory

The rm dir (rem ove directory) utility deletes a directory. Y ou cannot delete the w orking directory
or a directory that contains files other than the . and .. entries.

If you need to delete a directory that has files in it, first use rm  to delete the files and then delete
the directory. Y ou do not have to (nor can you) delete the . and .. entries; rm dir rem oves them



autom atically. The follow ing com m and deletes the prom o directory:

$ rmdir /home/max/literature/promo

The rm  utility has a ‌r option (rm  ‌r filenam e) that recursively deletes files, including
directories, w ithin a directory and also deletes the directory itself.

C aution: U se rm  ‌r carefully, if at all

A lthough rm  ‌r is a handy com m and, you m ust use it carefully. D o not use it w ith an am biguous
file reference such as *. It is frighteningly easy to w ipe out the contents of your entire hom e
directory w ith a single short com m and.

U sing Pathnam es

touch

U se a text editor to create a file nam ed letter if you w ant to experim ent w ith the exam ples that
follow . A lternatively you can use touch (page 1014) to create an em pty file:

$ cd
$ pwd
/home/max

$ touch letter

W ith /hom e/m ax as the w orking directory, the follow ing exam ple uses cp w ith a relative
pathnam e to copy the file nam ed letter to the /hom e/m ax/literature/prom o directory. (Y ou w ill
need to create prom o again if you deleted it earlier.) The copy of the file has the sim ple filenam e
letter.0210:

$ cp letter literature/promo/letter.0210

If M ax does not change to another directory, he can use vim  as show n to edit the copy of the file
he just m ade:

$ vim literature/promo/letter.0210

If M ax does not w ant to use a long pathnam e to specify the file, he can use cd to m ake prom o
the w orking directory before using vim :

$ cd literature/promo
$ pwd
/home/max/literature/promo 

$ vim letter.0210

To m ake the parent of the w orking directory the new  w orking directory, M ax can give the
follow ing com m and, w hich takes advantage of the .. directory entry:

$ cd ..
$ pwd
/home/max/literature

m v, cp: M ove or C opy Files



C hapter 3 discussed the use of m v to renam e files. H ow ever, m v w orks even m ore generally:
Y ou can use this utility to m ove files from  one directory to another (change the pathnam e of a
file) as w ell as to change a sim ple filenam e. W hen used to m ove one or m ore files to a new
directory, the m v com m and has this syntax:

m v existing-file-list directory

If the w orking directory is /hom e/m ax, M ax can use the follow ing com m and to m ove the files
nam es and tem p from  the w orking directory to the literature directory:

$ mv names temp literature

This com m and changes the absolute pathnam es of the nam es and tem p files from
/hom e/m ax/nam es and /hom e/m ax/tem p to /hom e/m ax/literature/nam es and

Figure 4-10 U sing m v to m ove nam es and tem p

/hom e/m ax/literature/tem p, respectively (Figure 4-10). Like m ost utilities, m v accepts either
absolute or relative pathnam es.

A s you create m ore files, you w ill need to create new  directories using m kdir to keep the files
organized. The m v utility is a useful tool for m oving files from  one directory to another as you
extend your directory hierarchy.

The cp utility w orks in the sam e w ay m v does, except it m akes copies of the existing-file-list in
the specified directory.

m v: M oves a D irectory

Just as it m oves ordinary files from  one directory to another, so m v can m ove directories. The
syntax is sim ilar except you specify one or m ore directories, not ordinary files, to m ove:



m v existing-directory-list new -directory

If new -directory does not exist, the existing-directory-list m ust contain just one directory nam e,
w hich m v changes to new -directory (m v renam es the directory). A lthough you can renam e
directories using m v, you cannot copy their contents w ith cp unless you use the ‌r (recursive)
option. R efer to the explanations of cpio (page 782), pax (page 934), and tar (page 997) for other
w ays to copy and m ove directories.

Im portant Standard D irectories and Files

O riginally files on a Linux system  w ere not located in standard places w ithin the directory
hierarchy. The scattered files m ade it difficult to docum ent and m aintain a Linux system  and just
about im possible for som eone to release a softw are package that w ould com pile and run on all
Linux system s. The first standard for the Linux filesystem , the FSSTN D  (Linux Filesystem
Standard), w as released early in 1994. In early 1995 w ork w as started on a broader standard
covering m any U N IX -like system s: FH S (Linux Filesystem  H ierarchy Standard;
proton.pathnam e.com /fhs). M ore recently FH S has been incorporated in LSB  (Linux Standard
B ase; w w w .linuxfoundation.org/collaborate/w orkgroups/lsb), a w orkgroup of FSG  (Free
Standards G roup). Finally, FSG  com bined w ith O pen Source D evelopm ent Labs (O SD L) to form
the Linux Foundation (w w w .linuxfoundation.org). Figure 4-11 show s the locations of som e
im portant directories and files as specified by FH S. The significance of m any of these directories
w ill becom e clear as you continue reading.

Figure 4-11 A  typical FH S-based Linux filesystem  structure

The follow ing list describes the directories show n in Figure 4-11, som e of the directories
specified by FH S, and som e other directories. M ost distributions do not use all the directories
specified by FH S. B e aw are that you cannot alw ays determ ine the function of a directory by its
nam e. For exam ple, although /opt stores add-on softw are, /etc/opt stores configuration files for
the softw are in /opt.

/

R oot The root directory, present in all Linux filesystem  structures, is the ancestor of all files in
the filesystem . It does not have a nam e and is represented by a slash (/) standing alone or at the
left end of a pathnam e.

/bin

E ssential com m and binaries H olds the files needed to bring the system  up and run it w hen it
first com es up in single-user/recovery m ode.

/boot



Static files of the boot loader C ontains all the files needed to boot the system .

/dev

D evice files C ontains all the files that represent peripheral devices, such as disk drives, term inals,
and printers. Previously this directory w as filled w ith all possible devices.

The udev utility provides a dynam ic device directory that enables /dev to contain only devices
that are present on the system .

/etc

M achine-local system  configuration files H olds adm inistrative, configuration, and other system
files. m acO S uses O pen D irectory (page 1070) in place of /etc/passw d.

/etc/opt

C onfiguration files for add-on softw are packages kept in /opt

/etc/X 11

M achine-local configuration files for the X  W indow  System

/hom e

U ser hom e directories Each user‒s hom e directory is typically one of m any subdirectories of the
/hom e directory. A s an exam ple, assum ing that users‒ directories are under /hom e, the absolute
pathnam e of Zach‒s hom e directory is /hom e/zach. U nder m acO S, user hom e directories are
typically located in /U sers.

/lib

Shared libraries

/lib/m odules

L oadable kernel m odules

/m nt

M ount point for tem porarily m ounting filesystem s

/opt

A dd-on (optional) softw are packages

/proc

K ernel and process inform ation virtual filesystem

/root

H om e directory for the root account



/run

R untim e data A  tm pfs filesystem  (m ounted, but stored in R A M ) that holds startup files
previously hidden in /dev and other directories. For m ore inform ation see
lists.fedoraproject.org/piperm ail/devel/2011-M arch/150031.htm l.

/sbin

E ssential system  binaries U tilities used for system  adm inistration are stored in /sbin and
/usr/sbin. The /sbin directory includes utilities needed during the booting process, and /usr/sbin
holds utilities used after the system  is up and running.

/sys

D evice pseudofilesystem

/tm p

T em porary files

/U sers

U ser hom e directories U nder m acO S, each user‒s hom e directory is typically one of m any
subdirectories of the /U sers directory. Linux typically stores hom e directories in /hom e.

/usr

Second m ajor hierarchy Traditionally includes subdirectories that contain inform ation used by
the system . Files in /usr subdirectories do not change often and can be shared by several
system s.

/usr/bin

M ost user com m ands C ontains the standard Linux utility program s‍ that is, binaries that are
not needed in single-user/recovery m ode.

/usr/gam es

G am es and educational program s

/usr/include

H eader files included by C  program s

/usr/lib

L ibraries

/usr/local

L ocal hierarchy H olds locally im portant files and directories that are added to the system .
Subdirectories can include bin, gam es, include, lib, sbin, share, and src.



/usr/sbin

N onvital system  adm inistration binaries See /sbin.

/usr/share

A rchitecture-independent data Subdirectories can include dict, doc, gam es, info, locale, m an,
m isc, term info, and zoneinfo.

/usr/share/doc

D ocum entation

/usr/share/info

G N U  info system ‒s prim ary directory

/usr/share/m an

O nline m anuals

/usr/src

Source code

/var

V ariable data Files w ith contents that vary as the system  runs are kept in subdirectories under
/var. The m ost com m on exam ples are tem porary files, system  log files, spooled files, and user
m ailbox files. Subdirectories can include cache, lib, lock, log, m ail, opt, run, spool, tm p, and
yp.

/var/log

L og files C ontains lastlog (a record of the last login by each user), m essages (system  m essages
from  syslogd), and w tm p (a record of all logins/logouts), am ong other log files.

/var/spool

Spooled application data C ontains anacron, at, cron, lpd, m ail, m queue, sam ba, and other
directories. The file /var/m ail is typically a link to /var/spool/m ail.

Figure 4-12 The colum ns displayed by the ls ‌l com m and



A ccess Perm issions

M ost distributions support tw o m ethods of controlling w ho can access a file and how  they can
access it: traditional access perm issions and A C Ls (A ccess C ontrol Lists). This section describes
traditional access perm issions. See page 104 for a discussion of A C Ls, w hich provide finer-
grained control of access perm issions than do traditional access perm issions.

Three types of users can access a file: the ow ner of the file (ow ner), a m em ber of a group that the
file is associated w ith (group), and everyone else (other). A  user can attem pt to access an
ordinary file in three w ays: by trying to read from , w rite to, or execute it.

ls ‌l: D isplays Perm issions

W hen you call ls w ith the ‌l option and the nam e of one or m ore ordinary files, ls displays a line
of inform ation about the file(s). See ―ls output‖ on page 26 for inform ation about the form at of
the display this book uses. The follow ing exam ple displays inform ation for tw o files. The file
letter.0210 contains the text of a letter, and check_spell contains a shell script, a program
w ritten in a high-level shell program m ing language:

$ ls -l check_spell letter.0210
-rwxr-xr-x. 1 sam pubs 766 03-21 14:02 check_spell

-rw-r--r--. 1 sam pubs 6193 02-10 14:22 letter.0210

From  left to right, the lines that an ls ‌l com m and displays contain the follow ing inform ation
(refer to Figure 4-12):

‛ The type of file (first character)

‛ The file‒s access perm issions (the next nine characters)

‛ The A C L flag (present if the file has an A C L, page 104)

‛ The num ber of links to the file (page 110)

‛ The nam e of the ow ner of the file (usually the person w ho created the file)

‛ The nam e of the group the file is associated w ith

‛ The size of the file in characters (bytes)

‛ The date and tim e the file w as created or last m odified

‛ The nam e of the file

The type of file (first colum n) for letter.0210 is a hyphen (‌) because it is an ordinary file
(directory files have a d in this colum n; see Table V I-21 on page 890).

The next three characters specify the access perm issions for the ow ner of the file: r indicates
read perm ission, w  indicates w rite perm ission, and x indicates execute perm ission. A  ‌ in a
colum n indicates that the ow ner does not have the perm ission that could have appeared in that
position.



In a sim ilar m anner the next three characters represent perm issions for the group, and the final
three characters represent perm issions for other (everyone else). In the preceding exam ple, Sam ,
the ow ner of letter.0210, can read from  and w rite to the file, w hereas the group and others can
only read from  the file, and no one is allow ed to execute it. A lthough execute perm ission can be
allow ed for any file, it does not m ake sense to assign execute perm ission to a file that contains a
docum ent such as a letter. The check_spell file is an executable shell script, so execute
perm ission is appropriate for it. (The ow ner, group, and others have execute perm ission.) For
m ore inform ation refer to ―D iscussion‖ on page 890.

chm od: C hanges A ccess Perm issions

The Linux file access perm ission schem e lets you give other users access to the files you w ant to
share yet keep your private files confidential. Y ou can allow  other users to read from  and w rite
to a file (handy if you are one of several people w orking on a joint project). Y ou can allow  others
only to read from  a file (perhaps a project specification you are proposing). O r you can allow
others only to w rite to a file (sim ilar to an inbox or m ailbox, w here you w ant others to be able to
send you m ail but do not w ant them  to read your m ail). Sim ilarly you can protect entire
directories from  being scanned (covered shortly).

Security: A  user w ith root privileges can access any file on the system

There is an exception to the access perm issions described in this section. A nyone w ho can gain
root privileges has full access to all files, regardless of the file‒s ow ner or access perm issions. O f
course, if the file is encrypted, read access does not m ean the person reading the file can
understand w hat is in the file.

The ow ner of a file controls w hich users have perm ission to access the file and how  those users
can access it. W hen you ow n a file, you can use the chm od (change m ode) utility to change
access perm issions for that file. Y ou can specify sym bolic (relative) or num eric (absolute)
argum ents to chm od.

Sym bolic A rgum ents to chm od

The follow ing exam ple, w hich uses sym bolic argum ents to chm od, adds (+) read and w rite
perm issions (rw ) for all (a) users:

$ ls -l letter.0210
-rw-r-----. 1 sam pubs 6193 02-10 14:22 letter.0210 $

chmod a+rw letter.0210

$ ls -l letter.0210
-rw-rw-rw-. 1 sam pubs 6193 02-10 14:22 letter.0210

T ip:Y ou m ust have read perm ission to execute a shell script

B ecause a shell needs to read a shell script (a text file containing shell com m ands) before it can
execute the com m ands w ithin that script, you m ust have read perm ission for the file containing
the script to execute it. Y ou also need execute perm ission to execute a shell script directly from
the com m and line. In contrast, binary (program ) files do not need to be read; they are executed
directly. Y ou need only execute perm ission to run a binary program .

U sing sym bolic argum ents w ith chm od m odifies existing perm issions; the change a given
argum ent m akes depends on (is relative to) the existing perm issions. In the next exam ple, chm od



rem oves (‌) read (r) and execute (x) perm issions for other (o) users. The ow ner and group
perm issions are not affected.

$ ls -l check_spell
-rwxr-xr-x. 1 sam pubs 766 03-21 14:02 check_spell $

chmod o-rx check_spell

$ ls -l check_spell
-rwxr-x---. 1 sam pubs 766 03-21 14:02 check_spell

In addition to a (all) and o (other), you can use g (group) and u (user, although user refers to the
ow ner of the file w ho m ight or m ight not be the user of the file at any given tim e) in the
argum ent to chm od. For exam ple, chm od a+x adds execute perm ission for all users (other,
group, and ow ner), and chm od go‌rw x rem oves all perm issions for all but the ow ner of the file.

T ip: chm od : o for other, u for ow ner

W hen using chm od, m any people assum e that the o stands for ow ner; it does not. The o stands
for other, w hereas u stands for ow ner (user). The acronym  U G O  (user-group-other) m ight help
you rem em ber how  perm issions are nam ed.

N um eric A rgum ents to chm od

Y ou can also use num eric argum ents to specify perm issions w ith chm od. In place of the letters
and sym bols specifying perm issions used in the previous exam ples, num eric argum ents com prise
three octal digits. (A  fourth, leading digit controls setuid and setgid perm issions and is discussed
next.) The first digit specifies perm issions for the ow ner, the second for the group, and the third
for other users. A  1 gives the specified user(s) execute perm ission, a 2 gives w rite perm ission,
and a 4 gives read perm ission. C onstruct the digit representing the perm issions for the ow ner,
group, or others by O R ing (adding) the appropriate values as show n in the follow ing exam ples.
U sing num eric argum ents sets file perm issions absolutely; it does not m odify existing
perm issions as sym bolic argum ents do.

In the follow ing exam ple, chm od changes perm issions so only the ow ner of the file can read
from  and w rite to the file, regardless of how  perm issions w ere previously set. The 6 in the first
position gives the ow ner read (4) and w rite (2) perm issions. The 0s rem ove all perm issions for
the group and other users.

$ chmod 600 letter.0210
$ ls -l letter.0210
-rw-------. 1 sam pubs 6193 02-10 14:22 letter.0210

N ext, 7 (4 + 2 + 1) gives the ow ner read, w rite, and execute perm issions. The 5 (4 + 1) gives the
group and other users read and execute perm issions:

$ chmod 755 check_spell
$ ls -l check_spell
-rwxr-xr-x. 1 sam pubs 766 03-21 14:02 check_spell

R efer to Table 4-2 for m ore exam ples of num eric perm issions.

T able 4-2 Exam ples of num eric perm ission specifications



R efer to page 295 for m ore inform ation on using chm od to m ake a file executable and to page
765 for m ore inform ation on absolute argum ents and chm od in general.

Setuid and Setgid Perm issions

W hen you execute a file that has setuid (set user ID ) perm ission, the process executing the file
takes on the privileges of the file‒s ow ner. For exam ple, if you run a setuid program  that rem oves
all files in a directory, you can rem ove files in any of the file ow ner‒s directories, even if you do
not norm ally have perm ission to do so. In a sim ilar m anner, setgid (set group ID ) perm ission
gives the process executing the file the privileges of the group the file is associated w ith.

Security: M inim ize use of setuid and setgid program s ow ned by root

Executable files that are setuid and ow ned by root have root privileges w hen they run, even if
they are not run by root. This type of program  is very pow erful because it can do anything that
root can do (and that the program  is designed to do). Sim ilarly, executable files that are setgid
and belong to the group root have extensive privileges.

B ecause of the pow er they hold and their potential for destruction, it is w ise to avoid
indiscrim inately creating and using setuid program s ow ned by root and setgid program s
belonging to the group root. B ecause of their inherent dangers, m any sites m inim ize the use of
these program s on their system s. O ne necessary setuid program  is passw d.

The follow ing exam ple show s a user w orking w ith root privileges and using sym bolic argum ents
to chm od to give one program  setuid privileges and another program  setgid privileges. The ls ‌l
output (page 99) show s setuid perm ission by displaying an s in the ow ner‒s executable position
and setgid perm ission by displaying an s in the group‒s executable position:

# ls -l myprog*
-rwxr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1

-rwxr-xr-x. 1 root pubs 189960 03-21 15:38 myprog2

# chmod u+s myprog1
# chmod g+s myprog2

# ls -l myprog*
-rwsr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1

-rwxr-sr-x. 1 root pubs 189960 03-21 15:38 myprog2

The next exam ple uses num eric argum ents to chm od to m ake the sam e changes. W hen you use



four digits to specify perm issions, setting the first digit to 1 sets the sticky bit (page 1126), setting
it to 2 specifies setgid perm issions, and setting it to 4 specifies setuid perm issions:

# ls -l myprog*
-rwxr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1

-rwxr-xr-x. 1 root pubs 189960 03-21 15:38 myprog2

# chmod 4755 myprog1

# chmod 2755 myprog2

# ls -l myprog*
-rwsr-xr-x. 1 root pubs 362804 03-21 15:38 myprog1

-rwxr-sr-x. 1 root pubs 189960 03-21 15:38 myprog2

Security: D o not give shell scripts setuid/setgid perm ission

N ever give shell scripts setuid or setgid perm ission. Several techniques for subverting files w ith
these perm issions are w ell know n.

D irectory A ccess Perm issions

A ccess perm issions have slightly different m eanings w hen they are applied to directories.
A lthough the three types of users can read from  or w rite to a directory, the directory cannot be
executed. Execute perm ission is redefined for a directory: It m eans that you can cd into the
directory and/or exam ine files that you have perm ission to read from  in the directory. It has
nothing to do w ith executing a file.

W hen you have only execute perm ission for a directory, you can use ls to list a file in the
directory if you know  its nam e. Y ou cannot use ls to list the contents of the directory. In the
follow ing exchange, Zach first verifies that he is logged in as him self. H e then checks the
perm issions on M ax‒s info directory. Y ou can view  the access perm issions associated w ith a
directory by running ls w ith the ‌d (directory) and ‌l (long) options:

$ who am i
zach    pts/7 Aug 21 10:02

$ ls -ld /home/max/info
drwx-----x. 2 max pubs 4096 08-21 09:31 /home/max/info

$ ls -l /home/max/info
ls: /home/max/info: Permission denied

The d at the left end of the line that ls displays indicates /hom e/m ax/info is a directory. M ax has
read, w rite, and execute perm issions; m em bers of the pubs group have no access perm issions;
and other users have execute perm ission only, indicated by the x at the right end of the
perm issions. B ecause Zach does not have read perm ission for the directory, the ls ‌l com m and
returns an error.

W hen Zach specifies the nam es of the files he w ants inform ation about, he is not reading new
directory inform ation but rather searching for specific inform ation, w hich he is allow ed to do
w ith execute access to the directory. H e has read perm ission for notes so he has no problem
using cat to display the file. H e cannot display financial because he does not have read
perm ission for it:

$ ls -l /home/max/info/financial /home/max/info/notes
-rw-------. 1 max pubs 34 08-21 09:31 /home/max/info/financial

-rw-r--r--. 1 max pubs 30 08-21 09:32 /home/max/info/notes

$ cat /home/max/info/notes



This is the file named notes.

$ cat /home/max/info/financial
cat: /home/max/info/financial: Permission denied

N ext M ax gives others read access to his info directory:

$ chmod o+r /home/max/info

W hen Zach checks his access perm issions on info, he finds he has both read and execute access
to the directory. N ow  ls ‌l displays the contents of the info directory, but he still cannot read
financial. (This restriction is an issue of file perm issions, not directory perm issions.) Finally,
Zach tries to create a file nam ed new file using touch (page 1014). If M ax w ere to give him  w rite
perm ission to the info directory, Zach w ould be able to create new  files in it:

$ ls -ld /hom e/m ax/info
drw x---r-x. 2 m ax pubs 4096 08-21 09:31 /hom e/m ax/info
$ ls -l /hom e/m ax/info
-rw -------. 1 m ax pubs 34 08-21 09:31 financial
-rw -r--r--. 1 m ax pubs 30 08-21 09:32 notes
$   cat /hom e/m ax/info/financial
cat: financial: Perm ission denied
$   touch /hom e/m ax/info/new file
touch: cannot touch '/hom e/m ax/info/new file': Perm ission denied

A C L s: A ccess C ontrol L ists

A C Ls (A ccess C ontrol Lists) provide finer-grained control over w hich users can access specific
directories and files than do traditional perm issions (page 98). U sing A C Ls you can specify the
w ays in w hich each of several users can access a directory or file. B ecause A C Ls can reduce
perform ance, do not enable them  on filesystem s that hold system  files, w here the traditional
Linux perm issions are sufficient. A lso, be careful w hen m oving, copying, or archiving files: N ot
all utilities preserve A C Ls. In addition, you cannot copy A C Ls to filesystem s that do not support
A C Ls.

A n A C L com prises a set of rules. A  rule specifies how  a specific user or group can access the file
that the A C L is associated w ith. There are tw o kinds of rules: access rules and default rules. (The
docum entation refers to access AC Ls and default AC Ls, even though there is only one type of
A C L: There is one type of list [A C L] and there are tw o types of rules an A C L can contain.)

A n access rule specifies access inform ation for a single file or directory. A  default A C L pertains
to a directory only; it specifies default access inform ation (an A C L) for any file in the directory
that is not given an explicit A C L.

C aution:M ost utilities do not preserve A C L s

W hen used w ith the ‌p (preserve) or ‌a (archive) option, cp preserves A C Ls w hen it copies files.
The m v utility also preserves A C Ls. W hen you use cp w ith the ‌p or ‌a option and it is not able
to copy A C Ls, and in the case w here m v is unable to preserve A C Ls, the utility perform s the
operation and issues an error m essage:

$ mv report /tmp
mv: preserving permissions for '/tmp/report': Operation not supported



O ther utilities, such as tar, cpio, and dum p, do not support A C Ls. Y ou can use cp w ith the ‌a
option to copy directory hierarchies, including A C Ls.

Y ou can never copy A C Ls to a filesystem  that does not support A C Ls or to a filesystem  that does
not have A C L support turned on.

E nabling A C L s

The follow ing explanation of how  to enable A C Ls pertains to Linux. See page 1075 if you are
running m acO S.

The acl package m ust be installed before you can use A C Ls. M ost Linux distributions officially
support A C Ls on ext2, ext3, and ext4 filesystem s only, although inform al support for A C Ls is
available on other filesystem s. To use A C Ls on an ext2/ext3/ext4 filesystem , you m ust m ount
the device w ith the acl option (no_acl is the default). For exam ple, if you w ant to m ount the
device represented by /hom e so you can use A C Ls on files in /hom e, you can add acl to its
options list in /etc/fstab:

$ grep hom e /etc/fstab
LA B EL=/hom e   /hom e   ext4   defaults,acl   1 2

rem ount option

A fter changing fstab, you need to rem ount /hom e before you can use A C Ls. If no one else is
using the system , you can unm ount it and m ount it again (w orking w ith root privileges) as long
as the w orking directory is not in the /hom e hierarchy. A lternatively you can use the rem ount
option to m ount to rem ount /hom e w hile the device is in use:

# mount -v -o remount /home
/dev/sda3 on /home type ext4 (rw,acl)

W orking w ith A ccess R ules

The setfacl utility m odifies a file‒s A C L and getfacl displays a file‒s A C L. These utilities are
available under Linux only. If you are running m acO S you m ust use chm od as explained on page
1075. W hen you use getfacl to obtain inform ation about a file that does not have an A C L, it
displays som e of the sam e inform ation as an ls ‌l com m and, albeit in a different form at:

$ ls -l report
-rw-r--r--. 1 max pubs 9537 01-12 23:17 report

$ getfacl report
# file: report

# owner: max

# group: pubs 

user::rwgroup::r--

other::r--

The first three lines of the getfacl output com prise the header; they specify the nam e of the file,
the ow ner of the file, and the group the file is associated w ith. For m ore inform ation refer to ―ls ‌
l: D isplays Perm issions‖ on page 99. The ‌‌om it-header (or just ‌‌om it) option causes getfacl
not to display the header:

$ getfacl --omit-header report



user::rw

group::r--

other::r--

In the line that starts w ith user, the tw o colons (::) w ith no nam e betw een them  indicate that the
line specifies the perm issions for the ow ner of the file. Sim ilarly, the tw o adjacent colons in the
group line indicate the line specifies perm issions for the group the file is associated w ith. The
tw o colons follow ing other are for consistency: N o nam e can be associated w ith other.

The setfacl ‌‌m odify (or ‌m ) option adds or m odifies one or m ore rules in a file‒s A C L using
the follow ing syntax:

setfacl ‌‌m odify ugo:nam e:perm issions file-list

w here ugo can be either u, g, or o to indicate that the com m and sets file perm issions for a user, a
group, or all other users, respectively; nam e is the nam e of the user or group that perm issions are
being set for; perm issions is the perm issions in either sym bolic or absolute form at; and file-list is
the list of files the perm issions are to be applied to. Y ou m ust om it nam e w hen you specify
perm issions for other users (o). Sym bolic perm issions use letters to represent file perm issions
(rw x, r‌x, and so on), w hereas absolute perm issions use an octal num ber. W hile chm od uses
three sets of perm issions or three octal num bers (one each for the ow ner, group, and other users),
setfacl uses a single set of perm issions or a single octal num ber to represent the perm issions
being granted to the user or group represented by ugo and nam e. See the discussion of chm od on
pages 100 and 765 for m ore inform ation about sym bolic and absolute representations of file
perm issions.

For exam ple, both of the follow ing com m ands add a rule to the A C L for the report file that
gives Sam  read and w rite perm ission to that file:

$ setfacl --modify u:sam:rw- report

or

$ setfacl --modify u:sam:6 report

$ getfacl report
# file: report

# owner: max

# group: pubs

user::rw-

user:sam:rw

group::r-

mask::rw-

other::r--

The line containing user:sam :rw ‌ show s that the user nam ed sam  has read and w rite access
(rw ‌) to the file. See page 99 for an explanation of how  to read access perm issions. See the
follow ing optional section for a description of the line that starts w ith m ask.

W hen a file has an A C L, ls ‌l displays a plus sign (+) follow ing the perm issions, even if the
A C L is em pty:

$ ls -l report
-rw-rw-r--+ 1 max pubs 9537 01-12 23:17 report

optional E ffective R ights M ask



The line in the output of getfacl that starts w ith m ask specifies the effective rights m ask. This
m ask lim its the effective perm issions granted to A C L groups and users. It does not affect the
ow ner of the file or the group the file is associated w ith. In other w ords, it does not affect
traditional Linux perm issions. H ow ever, because setfacl alw ays sets the effective rights m ask to
the least restrictive A C L perm issions for the file, the m ask has no effect unless you set it
explicitly after you set up an A C L for the file. Y ou can set the m ask by specifying m ask in place
of ugo and by not specifying a nam e in a setfacl com m and.

The follow ing exam ple sets the effective rights m ask to read for the report file:

$ setfacl -m mask::r-- report

The m ask line in the follow ing getfacl output show s the effective rights m ask set to read (r‌‌).
The line that displays Sam ‒s file access perm issions show s them  still set to read and w rite.
H ow ever, the com m ent at the right end of the line show s that his effective perm ission is read.

$ getfacl report
# file: report

# owner: max

# group: pubs

user::rw-

user:sam:rw-              #effective:r--

group::r--

mask::r--

other::r--

A s the next exam ple show s, setfacl can m odify A C L rules and can set m ore than one A C L rule at
a tim e:

$ setfacl -m u:sam:r--,u:zach:rw- report

$ getfacl --omit-header report
user::rw-

user:sam:r--

user:zach:rwgroup::r--

mask::rw-

other::r--

The ‌x option rem oves A C L rules for a user or a group. It has no effect on perm issions for the
ow ner of the file or the group that the file is associated w ith. The next exam ple show s setfacl
rem oving the rule that gives Sam  perm ission to access the file:

$ setfacl -x u:sam report

$ getfacl --omit-header report
user::rw-

user:zach:rw-

group::r--

mask::rw--

other::r--

Y ou m ust not specify perm issions w hen you use the ‌x option. Instead, specify only the ugo and
nam e. The ‌b option, follow ed by a filenam e only, rem oves all A C L rules and the A C L itself
from  the file or directory you specify.

B oth setfacl and getfacl have m any options. U se the ‌‌help option to display brief lists of
options or refer to the m an pages for details.

Setting D efault R ules for a D irectory



The follow ing exam ple show s that the dir directory initially has no A C L. The setfacl com m and
uses the ‌d (default) option to add tw o default rules to the A C L for dir. These rules apply to all
files in the dir directory that do not have explicit A C Ls. The rules give m em bers of the pubs
group read and execute perm issions and give m em bers of the adm  group read, w rite, and execute
perm issions.

$ ls -ld dir
drwx------. 2 max pubs 4096 02-12 23:15 dir

$ getfacl dir
# file: dir

# owner: max

# group: pubs

user::rwx

group::---

other::---

$ setfacl -d -m g:pubs:r-x,g:adm:rwx dir

The follow ing ls com m and show s that the dir directory now  has an A C L, as indicated by the + to
the right of the perm issions. Each of the default rules that getfacl displays starts w ith default:.
The first tw o default rules and the last default rule specify the perm issions for the ow ner of the
file, the group that the file is associated w ith, and all

other users. These three rules specify the traditional Linux perm issions and take precedence over
other A C L rules. The third and fourth rules specify the perm issions for the pubs and adm
groups. N ext is the default effective rights m ask.

$ ls -ld dir
drwx------+ 2 max pubs 4096 02-12 23:15 dir

$ getfacl dir
# file: dir

# owner: max

# group: pubs

user::rwx

group::---

other::---

default:user::rwx

default:group::---

default:group:pubs:r-x

default:group:adm:rwx

default:mask::rwx

default:other::---

R em em ber that the default rules pertain to files held in the directory that are not assigned A C Ls
explicitly. Y ou can also specify access rules for the directory itself.

W hen you create a file w ithin a directory that has default rules in its A C L, the effective rights
m ask for that file is created based on the file‒s perm issions. In som e cases the m ask can override
default A C L rules.

In the next exam ple, touch creates a file nam ed new  in the dir directory. The ls com m and show s
this file has an A C L. B ased on the value of um ask (page 1023), both the ow ner and the group
that the file is associated w ith have read and w rite perm issions for the file. The effective rights
m ask is set to read and w rite so that the effective perm ission for pubs is read and the effective
perm issions for adm  are read and w rite. N either group has execute perm ission.

$ cd dir
$ touch new
$ ls -l new
-rw-rw----+ 1 max pubs 0 02-13 00:39 new



$ getfacl --omit new
user::rw-

group::---

group:pubs:r-x         #effective:r--

group:adm:rwx          #effective:rw-

mask::rw-other::---

If you change the file‒s traditional perm issions to read, w rite, and execute for the ow ner and the
group, the effective rights m ask changes to read, w rite, and execute, and the groups specified by
the default rules gain execute access to the file.

$ chmod 770 new
$ ls -l new
-rwxrwx---+ 1 max pubs 0 02-13 00:39 new

$ getfacl --omit new
user::rwx

group::---

group:pubs:r-x

group:adm:rwx

mask::rwx

other::---

L inks

A  link is a pointer to a file. Each tim e you create a file using vim , touch, cp, or by som e other
m eans, you are putting a pointer in a directory. This pointer associates a filenam e w ith a place on
the disk. W hen you specify a filenam e in a com m and, you are indirectly pointing to the place on
the disk that holds the inform ation you w ant.

Sharing files can be useful w hen tw o or m ore people are w orking on the sam e project and need
to share som e inform ation. Y ou can m ake it easy for other users to access one of your files by
creating additional links to the file.

To share a file w ith another user, first give the user perm ission to read from  and w rite to the file
(page 100). Y ou m ight also have to change the access perm issions of the parent directory of the
file to give the user read, w rite, or execute perm ission (page 103). W hen the perm issions are
appropriately set, the user can create a link to the file so each of you can access the file from  your
separate directory hierarchies.

Figure 4-13 U sing links to cross-classify files



A  link can also be useful to a single user w ith a large directory hierarchy. Y ou can create links to
cross-classify files in your directory hierarchy, using different classifications for different tasks.
For exam ple, if you have the file layout depicted in Figure 4-2 on page 83, a file nam ed to_do
m ight appear in each subdirectory of the correspond directory‍ that is, in personal, m em os,
and business. If you find it difficult to keep track of everything you need to do, you can create a
separate directory nam ed to_do in the correspond directory. Y ou can then link each
subdirectory‒s todo list into that directory. For exam ple, you could link the file nam ed to_do in
the m em os directory to a file nam ed m em os in the to_do directory. This set of links is show n in
Figure 4-13.

A lthough it m ight sound com plicated, this technique keeps all your to-do lists conveniently in
one place. The appropriate list is easily accessible in the task-related directory w hen you are busy
com posing letters, w riting m em os, or handling personal business.

T ip:A bout the discussion of hard links

Tw o kinds of links exist: hard links and sym bolic (soft) links. H ard links are older and becom ing
outdated. The section on hard links is m arked as optional; you can skip it, although it discusses
inodes and gives you insight into the structure of the filesystem .

optional

H ard L inks

A  hard link to a file appears as another file. If the file appears in the sam e directory as the linked-
to file, the links m ust have different filenam es because tw o files in the sam e directory cannot
have the sam e nam e. Y ou can create a hard link to a file only from  w ithin the filesystem  that
holds the file.

ln: C reates a H ard L ink

The ln (link) utility (w ithout the ‌s or ‌‌sym bolic option) creates a hard link to an existing file
using the follow ing syntax:

ln existing-file new -link



Figure 4-14 Tw o links to the sam e file: /hom e/m ax/letter and /hom e/zach/draft

The next com m and show s Zach m aking the link show n in Figure 4-14 by creating a new  link
nam ed /hom e/m ax/letter to an existing file nam ed draft in Zach‒s hom e directory:

$ pwd
/home/zach

$ ln draft /home/max/letter

The new  link appears in the /hom e/m ax directory w ith the filenam e letter. In practice, M ax
m ight need to change directory perm issions so Zach w ill be able to create the link. Even though
/hom e/m ax/letter appears in M ax‒s directory, Zach is the ow ner of the file because he created it.

The ln utility creates an additional pointer to an existing file, but it does not m ake another copy
of the file. B ecause there is only one file, the file status inform ation‍  such as access
perm issions, ow ner, and the tim e the file w as last m odified‍ is the sam e for all links; only the
filenam es differ. W hen Zach m odifies /hom e/zach/draft, for exam ple, M ax sees the changes in
/hom e/m ax/letter.

cp V ersus ln

The follow ing com m ands verify that ln does not m ake an additional copy of a file. C reate a file,
use ln to m ake an additional link to the file, change the contents of the file through one link, and
verify the change through the other link:

$ cat file_a
This is file A.

$ ln file_a file_b
$ cat file_b
This is file A.

$ vim file_b
...

$ cat file_b
This is file B after the change.

$ cat file_a



This is file B after the change.

If you try the sam e experim ent using cp instead of ln and change a copy of the file, the difference
betw een the tw o utilities w ill becom e clearer. A fter you change a copy of a file, the tw o files are
different:

$  cat file_c
This is file C .
$ cp file_c file_d
$  cat file_d
This is file C .
$  vim  file_d
...
$  cat file_d
This is file D  after the change.
$  cat file_c
This is file C .

ls and link counts

Y ou can use ls w ith the ‌l option, follow ed by the nam es of the files you w ant to com pare, to
confirm  that the status inform ation is the sam e for tw o links to the sam e file and is different for
files that are not linked. In the follow ing exam ple, the 2 in the links field (just to the left of m ax)
show s there are tw o links to file_a and file_b (from  the previous exam ple):

$ ls -l file_a file_b file_c file_d

-rw-r--r--. 2 max pubs 33 05-24 10:52 file_a

-rw-r--r--. 2 max pubs 33 05-24 10:52 file_b

-rw-r--r--. 1 max pubs 16 05-24 10:55 file_c

-rw-r--r--. 1 max pubs 33 05-24 10:57 file_d

A lthough it is easy to guess w hich files are linked to one another in this exam ple, ls does not
explicitly tell you.

ls and inodes

U se ls w ith the ‌i option to determ ine w ithout a doubt w hich files are linked. The ‌ i option lists
the inode (page 1103) num ber for each file. A n inode is the control structure for a file. (H FS+,
the default filesystem  under m acO S, does not have inodes but, through an elaborate schem e,
appears to have inodes.) If the tw o filenam es have the sam e inode num ber, they share the sam e
control structure and are links to the sam e file. C onversely, w hen tw o filenam es have different
inode num bers, they are different files. The follow ing exam ple show s that file_a and file_b have
the sam e inode num ber and that file_c and file_d have different inode num bers:

$ ls -i file_a file_b file_c file_d
3534 file_a 3534 file_b 5800 file_c 7328 file_d

A ll links to a file are of equal value: The operating system  cannot distinguish the order in w hich
m ultiple links w ere created. W hen a file has tw o links, you can rem ove either one and still access
the file through the rem aining link. Y ou can rem ove the link used to create the file, for exam ple,
and as long as one link rem ains, still access the file through that link.

Sym bolic L inks



In addition to hard links, Linux supports sym bolic links, also called soft links or sym links. A  hard
link is a pointer to a file (the directory entry points to the inode), w hereas a sym bolic link is an
indirect pointer to a file (the directory entry contains the pathnam e of the pointed-to file‍ a
pointer to the hard link to the file).

D ereferencing sym bolic links

To dereference a sym bolic link m eans to follow  the link to the target file rather than w ork w ith
the link itself. See page 116 for inform ation on dereferencing sym bolic links.

A dvantages of sym bolic links

Sym bolic links w ere developed because of the lim itations inherent in hard links. Y ou cannot
create a hard link to a directory, but you can create a sym bolic link to a directory.

In m any cases the Linux file hierarchy encom passes several filesystem s. B ecause each filesystem
keeps separate control inform ation (that is, separate inode tables or filesystem  structures) for the
files it holds, it is not possible to create hard links betw een files in different filesystem s. A
sym bolic link can point to any file, regardless of w here it is located in the file structure, but a
hard link to a file m ust be in the sam e filesystem  as the other hard link(s) to the file. W hen you
create links only am ong files in your hom e directory, you w ill not notice this lim itation.

A  m ajor advantage of a sym bolic link is that it can point to a nonexistent file. This ability is
useful if you need a link to a file that is periodically rem oved and re-created. A  hard link keeps
pointing to a ―rem oved‖ file, w hich the link keeps alive even after a new  file is created. In
contrast, a sym bolic link alw ays points to the new ly created file and does not interfere w hen you
delete the old file. For exam ple, a sym bolic link could point to a file that gets checked in and out
under a source code control system , a .o file that is re-created by the C  com piler each tim e you
run m ake, or a log file that is repeatedly archived.

A lthough they are m ore general than hard links, sym bolic links have som e disadvantages.
W hereas all hard links to a file have equal status, sym bolic links do not have the sam e status as
hard links. W hen a file has m ultiple hard links, it is analogous to a person having m ultiple full
legal nam es, as m any m arried w om en do. In contrast, sym bolic links are analogous to
nicknam es. A nyone can have one or m ore nicknam es, but these nicknam es have a lesser status
than legal nam es. The follow ing sections describe som e of the peculiarities of sym bolic links.

ln: C reates Sym bolic L inks

The ln utility w ith the ‌‌sym bolic (or ‌s) option creates a sym bolic link. The follow ing exam ple
creates a sym bolic link /tm p/s3 to the file sum  in M ax‒s hom e directory. W hen you use an ls ‌l
com m and to look at the sym bolic link, ls displays the nam e of the link and the nam e of the file it
points to. The first character of the listing is l (for link). The size of a sym bolic link is the num ber
of characters in the target pathnam e.

$ ln --symbolic /home/max/sum /tmp/s3
$ ls -l /home/max/sum /tmp/s3
-rw-rw-r--. 1 max pubs 38 06-12 09:51 /home/max/sum

lrwxrwxrwx. 1 max pubs 13 06-12 09:52 /tmp/s3 -> /home/max/sum

$ cat /tmp/s3
This is sum.

The sizes and tim es of the last m odifications of the tw o files are different. U nlike a hard link, a



sym bolic link to a file does not have the sam e status inform ation as the file itself.

Y ou can also use ln to create a sym bolic link to a directory. W hen you use the ‌‌sym bolic
option, ln w orks as expected w hether the file you are creating a link to is an ordinary file or a
directory.

C aution: U se absolute pathnam es w ith sym bolic links

Sym bolic links are literal and are not aw are of directories. A  link that points to a relative
pathnam e, w hich includes sim ple filenam es, assum es the relative pathnam e is relative to the
directory that the link w as created in (not the directory the link w as created from ). In the
follow ing exam ple, the link points to the file nam ed sum  in the /tm p directory. B ecause no such
file exists, cat gives an error m essage:

$ pwd
/home/max

$ ln --symbolic sum /tmp/s4
$ ls -l /home/max/sum /tmp/s4
lrwxrwxrwx. 1 max pubs 3 06-12 10:13 /tmp/s4 -> sum

-rw-rw-r--. 1 max pubs 38 06-12 09:51 /home/max/sum

$ cat /tmp/s4
cat: /tmp/s4: No such file or directory

optional

cd and Sym bolic L inks

W hen you use a sym bolic link as an argum ent to cd to change directories, the results can be
confusing, particularly if you did not realize that you w ere using a sym bolic link.

If you use cd to change to a directory that is represented by a sym bolic link, the pw d shell builtin
(page 156) lists the nam e of the sym bolic link. The pw d utility (/bin/pw d) lists the nam e of the
linked-to directory, not the link, regardless of how  you got there. Y ou can also use the pw d
builtin w ith the ‌P (physical) option to display the linked-to directory. This option displays a
pathnam e that does not contain sym bolic links.

$ ln -s /home/max/grades /tmp/grades.old
$ pwd
/home/max

$ cd /tmp/grades.old
$ pwd
/tmp/grades.old

$ /bin/pwd
/home/max/grades

$ pwd -P
/home/max/grades

W hen you change directories back to the parent, you end up in the directory holding the
sym bolic link (unless you use the ‌P option to cd):

$ cd ..
$ pwd
/tmp $ /bin/pwd
/tmp



U nder m acO S, /tm p is a sym bolic link to /private/tm p. W hen you are running m acO S, after you
give the cd .. com m and in the previous exam ple, the w orking directory is /private/tm p.

rm : R em oves a L ink

W hen you create a file, there is one hard link to it. Y ou can then delete the file or, using m ore
accurate term inology, rem ove the link using the rm  utility. W hen you rem ove the last hard link to
a file, you can no longer access the inform ation stored there, and the operating system  releases
the space the file occupied on the disk for use by other files. This space is released even if
sym bolic links to the file rem ain. W hen there is m ore than one hard link to a file, you can rem ove
a hard link and still access the file from  any rem aining link. U nlike D O S and W indow s, Linux
does not provide an easy w ay to undelete a file once you have rem oved it. A  skilled hacker,
how ever, can som etim es piece the file together w ith tim e and effort.

W hen you rem ove all hard links to a file, you w ill not be able to access the file through a
sym bolic link. In the follow ing exam ple, cat reports that the file total does not exist because it is
a sym bolic link to a file that has been rem oved:

$ ls -l sum
-rw-r--r--. 1 max pubs 981 05-24 11:05 sum

$ ln -s sum total
$ rm sum

$ cat total
cat: total: No such file or directory

$ ls -l total
lrwxrwxrwx. 1 max pubs 6 05-24 11:09 total -> sum

W hen you rem ove a file, be sure to rem ove all sym bolic links to it. R em ove a sym bolic link in
the sam e w ay you rem ove other files:

$ rm total

D ereferencing Sym bolic L inks

A  filenam e points at a file. A  sym bolic link is a file w hose nam e refers to another file (a target
file) w ithout pointing directly at the target file: It is a reference to the target file. See page 113 for
m ore inform ation on sym bolic links.

To dereference a sym bolic link m eans to follow  the link to the target file rather than w ork w ith
the link itself. W hen you dereference a sym bolic link, you end up w ith a pointer to the file (the
filenam e of the target file). The term  no-dereference is a double negative: It m eans reference. To
no-dereference a sym bolic link m eans to w ork w ith the link itself (do not dereference the
sym bolic link).

M any utilities have dereference and no-dereference options, usually invoked by the ‌L  (‌‌
dereference) option and the ‌P (‌‌no-dereference) option, respectively. Som e utilities, such as
chgrp, cp, and ls, also have a partial dereference option that is usually invoked by ‌H . W ith a ‌H
option, a utility dereferences files listed on the com m and line only, not files found by traversing
the hierarchy of a directory listed on the com m and line.

This section explains the ‌L  (‌‌dereference) and ‌H  (partial dereference) options tw ice, once
using ls and then using chgrp. It also covers the chgrp ‌P (‌‌no-dereference) option.



D ereferencing Sym bolic L inks U sing ls

N o options

M ost utilities default to no-dereference, although m any do not have an explicit no-dereference
option. For exam ple, the G N U  ls utility, w hich is used in m ost Linux distributions, does not have
a ‌P (‌‌no-dereference) option, although the B SD  ls utility, w hich is used in m acO S, does.

In the follow ing exam ple, ls w ith the ‌l option displays inform ation about the files in the
w orking directory and does not dereference the sam .m em o sym bolic link; it displays the
sym bolic link including the pathnam e of the file the link points to (the target file). The first
character of the sam .m em o line is an l, indicating the line describes a sym bolic link; M ax
created the sym bolic link and ow ns it.

$ ls -l
-rw-r--r--. 1 max pubs 1129 04-10 15:53 memoD

-rw-r--r--. 1 max pubs 14198 04-10 15:56 memoE

lrwxrwxrwx. 1 max pubs    19 04-10 15:57 sam.memo -> /home/max/sam/memoA

The next com m and specifies on the com m and line the file the sym bolic link points to (the target
file) and displays inform ation about that file. The file type, perm issions, ow ner, and tim e for the
file are different from  that of the link. Sam  created the file and ow ns it.

$ ls -l /home/max/sam/memoA
-rw-r--r--. 1 sam sam 2126 04-10 15:54 /home/max/sam/memoA

‌L  (‌‌dereference)

N ext, the ‌L  (‌‌dereference) option to ls displays inform ation about the files in the w orking
directory and dereferences the sam .m em o sym bolic link; it displays the file the link points to
(the target file). The first character of the sam .m em o line is a ‌, indicating the line describes a
regular file. The com m and displays the sam e inform ation about m em oA  as the preceding
com m and, except it displays the nam e of the link (sam .m em o), not that of the target file
(m em oA ).

$ ls -lL
-rw-r--r--. 1 max pubs 1129 04-10 15:53 memoD

-rw -r--r--. 1 m ax pubs 14198 04-10 15:56 m em oE
-rw -r--r--. 1 sam  sam  2126 04-10 15:54 sam .m em o

‌H

W hen you do not specify a sym bolic link as an argum ent to ls, the ‌H  (partial dereference; this
short option has no long version) option displays the sam e inform ation as the ‌l option.

$ ls -lH
-rw -r--r--. 1 m ax pubs  1129 04-10 15:53 m em oD
-rw -r--r--. 1 m ax pubs 14198 04-10 15:56 m em oE
lrw xrw xrw x. 1 m ax pubs  19 04-10 15:57 sam .m em o -> /hom e/m ax/sam /m em oA

W hen you specify a sym bolic link as an argum ent to ls, the ‌H  option causes ls to dereference
the sym bolic link; it displays inform ation about the file the link points to (the target file; m em oA
in the exam ple). A s w ith ‌L , it refers to the file by the nam e of the sym bolic link.



$ ls -lH sam.memo
-rw-r--r--. 1 sam sam 2126 04-10 15:54 sam.memo

In the next exam ple, the shell expands the * to a list of the nam es of the files in the w orking
directory and passes that list to ls. Specifying an am biguous file reference that expands to a
sym bolic link produces the sam e results as explicitly specifying the sym bolic link (because ls
does not know  it w as called w ith an am biguous file reference, it just sees the list of files the shell
passes to it).

$ ls -lH *
-rw-r--r--. 1 max pubs 1129 04-10 15:53 memoD

-rw-r--r--. 1 max pubs 14198 04-10 15:56 memoE

-rw-r--r--. 1 sam sam 2126 04-10 15:54 sam.memo

optional readlink

The readlink utility displays the absolute pathnam e of a file, dereferencing sym bolic links w hen
needed. W ith the ‌f (‌‌canonicalize) option, readlink follow s nested sym bolic links; all links
except the last m ust exist. Follow ing is an exam ple:

$ ls -l /etc/alternatives/mta-mailq
lrwxrwxrwx. 1 root root 23 01-11 15:35 /etc/alternatives/mta-mailq -> /usr/bin/mailq.sendmail

$ ls -l /usr/bin/mailq.sendmail
lrwxrwxrwx. 1 root root 25 01-11 15:32 /usr/bin/mailq.sendmail -> ../sbin/sendmail.sendmail

$ readlink -f /etc/alternatives/mta-mailq
/usr/sbin/sendmail.sendmail

D ereferencing Sym bolic L inks U sing chgrp

N o options

The follow ing exam ples dem onstrate the difference betw een the ‌H  and ‌L  options, this tim e
using chgrp. Initially all files and directories in the w orking directory are associated w ith the
zach group:

$ ls -lR
.:

-rw-r--r-- 1 zach zach 102 07-02 12:31 bb

drwxr-xr-x 2 zach zach 4096 07-02 15:34 dir1

drwxr-xr-x 2 zach zach 4096 07-02 15:33 dir4

./dir1:

-rw-r--r-- 1 zach zach 102 07-02 12:32 dd

lrwxrwxrwx 1 zach zach 7 07-02 15:33 dir4.link -> ../dir4

./dir4:

-rw-r--r-- 1 zach zach 125 07-02 15:33 gg

-rw-r--r-- 1 zach zach 375 07-02 15:33 hh

‌H

W hen you call chgrp w ith the ‌R  and ‌H  options (w hen used w ith chrgp, ‌H  does not w ork
w ithout ‌R ), chgrp dereferences only sym bolic links you list on the com m and line and those in
directories you list on the com m and line. The chgrp utility changes the group association of the
files these links point to. It does not dereference sym bolic links it finds as it descends directory



hierarchies, nor does it change sym bolic links them selves. W hile descending the dir1 hierarchy,
chgrp does not change dir4.link, but it does change dir4, the directory dir4.link points to.

$ chgrp -RH pubs bb dir1
$ ls -lR
.: -rw-r--r-- 1 zach pubs 102 07-02 12:31 bb

drwxr-xr-x 2 zach pubs 4096 07-02 15:34 dir1

drwxr-xr-x 2 zach pubs 4096 07-02 15:33 dir4

./dir1:

-rw-r--r-- 1 zach pubs 102 07-02 12:32 dd

lrwxrwxrwx 1 zach zach 7 07-02 15:33 dir4.link -> ../dir4

./dir4:

-rw-r--r-- 1 zach zach 125 07-02 15:33 gg

-rw-r--r-- 1 zach zach 375 07-02 15:33 hh

C aution: T he ‌H  option under m acO S

The chgrp ‌H  option w orks slightly differently under m acO S than it does under Linux. U nder
m acO S, chgrp ‌R H  changes the group of the sym bolic link it finds in a directory listed on the
com m and line and does not change the file the link points to. (It does not dereference the
sym bolic link.) W hen you run the preceding exam ple under m acO S, the group association of
dir4 is not changed, but the group association of dir4.link is.

If your program  depends on how  the ‌H  option functions w ith a utility under m acO S, test the
option w ith that utility to determ ine exactly how  it w orks.

‌L

W hen you call chgrp w ith the ‌R  and ‌L  options (w hen used w ith chgrp, ‌L  does not w ork
w ithout ‌R ), chgrp dereferences all sym bolic links: those you list on the com m and line and those
it finds as it descends the directory hierarchy. It does not change the sym bolic links them selves.
This com m and changes the files in the directory dir4.link points to:

$ chgrp -R L pubs bb dir1

$ ls -lR
.:
-rw -r--r-- 1 zach pubs  102 07-02 12:31 bb
drw xr-xr-x 2 zach pubs 4096 07-02 15:34 dir1
drw xr-xr-x 2 zach pubs 4096 07-02 15:33 dir4

./dir1:
-rw -r--r-- 1 zach pubs 102 07-02 12:32 dd
lrw xrw xrw x 1 zach zach   7 07-02 15:33 dir4.link -> ../dir4

./dir4:
-rw -r--r-- 1 zach pubs 125 07-02 15:33 gg
-rw -r--r-- 1 zach pubs 375 07-02 15:33 hh

‌P



W hen you call chgrp w ith the ‌R  and ‌P options (w hen used w ith chgrp, ‌P does not w ork
w ithout ‌R ), chgrp does not dereference sym bolic links. It does change the group of the
sym bolic link itself.

$ ls -l bb *
-rw -r--r-- 1 zach zach 102 07-02 12:31 bb
lrw xrw xrw x 1 zach zach  2 07-02 16:02 bb.link -> bb

$ chgrp -PR  pubs bb.link

$ ls -l bb *
-rw -r--r-- 1 zach zach 102 07-02 12:31 bb
lrw xrw xrw x 1 zach pubs  2 07-02 16:02 bb.link -> bb

C hapter Sum m ary

Linux has a hierarchical, or treelike, file structure that m akes it possible to organize files so you
can find them  quickly and easily. The file structure contains directory files and ordinary files.
D irectories contain other files, including other directories; ordinary files generally contain text,
program s, or im ages. The ancestor of all files is the root directory and is represented by /
standing alone or at the left end of a pathnam e.

M ost Linux filesystem s support 255-character filenam es. N onetheless, it is a good idea to keep
filenam es sim ple and intuitive. Filenam e extensions can help m ake filenam es m ore m eaningful.

W hen you are logged in, you are alw ays associated w ith a w orking directory. Y our hom e
directory is the w orking directory from  the tim e you log in until you use cd to change directories.

A n absolute pathnam e starts w ith the root directory and contains all the filenam es that trace a
path to a given file. The pathnam e starts w ith a slash, representing the root directory, and
contains additional slashes follow ing each of the directories in the path, except for the last
directory in the case of a path that points to a directory file.

A  relative pathnam e is sim ilar to an absolute pathnam e but traces the path starting from  the
w orking directory. A  sim ple filenam e is the last elem ent of a pathnam e and is a form  of a relative
pathnam e; it represents a file in the w orking directory.

A  Linux filesystem  contains m any im portant directories, including /usr/bin, w hich stores m ost
of the Linux utilities, and /dev, w hich stores device files, m any of w hich represent physical
pieces of hardw are. A n im portant standard Linux file is /etc/passw d; it contains inform ation
about users, such as a user‒s ID  and full nam e.

A m ong the attributes associated w ith each file are access perm issions. They determ ine w ho can
access the file and how  the file m ay be accessed. Three groups of users can potentially access the
file: the ow ner, the m em bers of a group, and all other users. A n ordinary file can be accessed in
three w ays: read, w rite, and execute. The ls utility w ith the ‌l option displays these perm issions.
For directories, execute access is redefined to m ean that the directory can be searched.

The ow ner of a file or a user w orking w ith root privileges can use the chm od utility to change
the access perm issions of a file. This utility specifies read, w rite, and execute perm issions for the
file‒s ow ner, the group, and all other users on the system .



A C Ls (A ccess C ontrol Lists) provide finer-grained control over w hich users can access specific
directories and files than do traditional perm issions. U sing A C Ls you can specify the w ays in
w hich each of several users can access a directory or file. Few  utilities preserve A C Ls w hen
w orking w ith files.

A n ordinary file stores user data, such as textual inform ation, program s, or im ages. A  directory is
a standard-form at disk file that stores inform ation, including nam es, about ordinary files and
other directory files. A n inode is a data structure, stored on disk, that defines a file‒s existence
and is identified by an inode num ber. A  directory relates each of the filenam es it stores to an
inode.

A  link is a pointer to a file. Y ou can have several links to a file so you can share the file w ith
other users or have the file appear in m ore than one directory. B ecause only one copy of a file
w ith m ultiple links exists, changing the file through any one link causes the changes to appear in
all the links. H ard links cannot link directories or span filesystem s, w hereas sym bolic links can.

Table 4-3 sum m arizes the utilities introduced in this chapter.

T able 4-3 U tilities introduced in C hapter 4

E xercises

1. Is each of the follow ing an absolute pathnam e, a relative pathnam e, or a sim ple filenam e?

a. m ilk_co

b. correspond/business/m ilk_co

c. /hom e/m ax

d. /hom e/m ax/literature/prom o

e. ..



f. letter.0210

2. List the com m ands you can use to perform  these operations:

a. M ake your hom e directory the w orking directory

b. Identify the w orking directory

3. If the w orking directory is /hom e/m ax w ith a subdirectory nam ed literature, give three sets of
com m ands you can use to create a subdirectory nam ed classics under literature. A lso give
several sets of com m ands you can use to rem ove the classics directory and its contents.

4. The df utility displays all m ounted filesystem s along w ith inform ation about each. U se the df
utility w ith the ‌h (hum an-readable) option to answ er the follow ing questions.

a. H ow  m any filesystem s are m ounted on the local system ?

b. W hich filesystem  stores your hom e directory?

c. A ssum ing your answ er to exercise 4a is tw o or m ore, attem pt to create a hard link to a file on
another filesystem . W hat error m essage is displayed? W hat happens w hen you attem pt to create a
sym bolic link to the file instead?

5. Suppose you have a file that is linked to a file ow ned by another user. H ow  can you ensure
that changes to the file are no longer shared?

6. Y ou should have read perm ission for the /etc/passw d file. To answ er the follow ing questions,
use cat or less to display /etc/passw d. Look at the fields of inform ation in /etc/passw d for the
users on the local system .

a. W hich character is used to separate fields in /etc/passw d?

b. H ow  m any fields are used to describe each user?

c. H ow  m any users are on the local system ?

d. H ow  m any different login shells are in use on your system ? (H int: Look at the last field.)

e. The second field of /etc/passw d stores user passw ords in encoded form . If the passw ord field
contains an x, your system  uses shadow  passw ords and stores the encoded passw ords elsew here.
D oes your system  use shadow  passw ords?

7. If /hom e/zach/draft and /hom e/m ax/letter are links to the sam e file and the follow ing
sequence of events occurs, w hat w ill be the date in the opening of the letter?

a. M ax gives the com m and vim  letter.

b. Zach gives the com m and vim  draft.

c. Zach changes the date in the opening of the letter to January 31, w rites the file, and exits from
vim .

d. M ax changes the date to February 1, w rites the file, and exits from  vim .



8. Suppose a user belongs to a group that has all perm issions on a file nam ed jobs_list, but the
user, as the ow ner of the file, has no perm issions. D escribe w hich operations, if any, the
user/ow ner can perform  on jobs_list. W hich com m and can the user/ow ner give that w ill grant
the user/ow ner all perm issions on the file?

9. D oes the root directory have any subdirectories you cannot search as an ordinary user? D oes
the root directory have any subdirectories you cannot read as a regular user? Explain.

10. A ssum e you are given the directory structure show n in Figure 4-2 on page 83 and the
follow ing directory perm issions:

d--x--x--- 3 zach pubs 512 2018-03-10 15:16 business

drwxr-xr-x 2 zach pubs 512 2018-03-10 15:16 business/milk_co

For each category of perm issions‍ ow ner, group, and other‍ w hat happens w hen you run each
of the follow ing com m ands? A ssum e the w orking directory is the parent of correspond and that
the file cheese_co is readable by everyone.

a. cd correspond/business/m ilk_co

b. ls ‌l correspond/business

c. cat correspond/business/cheese_co

A dvanced E xercises

11. W hat is an inode? W hat happens to the inode w hen you m ove a file w ithin a filesystem ?

12. W hat does the .. entry in a directory point to? W hat does this entry point to in the root (/)
directory?

13. H ow  can you create a file nam ed ‌i? W hich techniques do not w ork, and w hy do they not
w ork? H ow  can you rem ove the file nam ed ‌i?

14. Suppose the w orking directory contains a single file nam ed andor. W hat error m essage is
displayed w hen you run the follow ing com m and line?

$ mv andor and\/or

U nder w hat circum stances is it possible to run the com m and w ithout producing an error?

15. The ls ‌i com m and displays a filenam e preceded by the inode num ber of the file (page 113).
W rite a com m and to output inode/filenam e pairs for the files in the w orking directory, sorted by
inode num ber. (H int: U se a pipeline.)

16. D o you think the system  adm inistrator has access to a program  that can decode user
passw ords? W hy or w hy not? (See exercise 6.)

17. Is it possible to distinguish a file from  a hard link to a file? That is, given a filenam e, can you
tell w hether it w as created using an ln com m and? Explain.

18. Explain the error m essages displayed in the follow ing sequence of com m ands:



$ ls -l
drwxrwxr-x. 2 max pubs 1024 03-02 17:57 dirtmp

$ ls dirtmp
$ rmdir dirtmp
rmdir: dirtmp: Directory not empty

$ rm dirtmp/*
rm: No match.



5

T he Shell
In T his C hapter

The W orking D irectory

Y our H om e D irectory

The C om m and Line

Standard Input and Standard O utput

R edirection

Pipelines

R unning a C om m and in the B ackground

kill: A borting a B ackground Job

Filenam e G eneration/Pathnam e Expansion

B uiltins

O bjectives

A fter reading this chapter you should be able to:

 List special characters and m ethods of preventing the shell from  interpreting these characters

 D escribe a sim ple com m and

 U nderstand com m and-line syntax and run com m ands that include options and argum ents

 Explain how  the shell interprets the com m and line

 R edirect output of a com m and to a file, overw riting the file or appending to it

 R edirect input for a com m and so it com es from  a file

 C onnect com m ands using a pipeline

 R un com m ands in the background

 U se special characters as w ildcards to generate filenam es

 Explain the difference betw een a stand-alone utility and a shell builtin



This chapter takes a close look at the shell and explains how  to use som e of its features. It
discusses com m and-line syntax and describes how  the shell processes a com m and line and
initiates execution of a program . This chapter also explains how  to redirect input to and output
from  a com m and, construct pipelines and filters on the com m and line, and run a com m and in the
background. The final section covers filenam e expansion and explains how  you can use this
feature in your everyday w ork.

Except as noted, everything in this chapter applies to the B ourne A gain (bash) and TC  (tcsh)
Shells. The exact w ording of the shell output differs from  shell to shell: W hat the shell you are
using displays m ight differ slightly from  w hat appears in this book. For shell-specific
inform ation, refer to C hapters 8 (bash) and 9 (tcsh). C hapter 10 covers w riting and executing
bash shell scripts.

Special C haracters

Special characters, w hich have a special m eaning to the shell, are discussed in ―Filenam e
G eneration/Pathnam e Expansion‖ on page 151. These characters are m entioned here so you can
avoid accidentally using them  as regular characters until you understand how  the shell interprets
them . A void using any of the follow ing characters in a filenam e (even though em acs and som e
other program s do) because they m ake the file harder to reference on the com m and line:

&  ; |*?' "‐ [ ] ( ) $ < > { } # / \ ! ~

W hitespace

A lthough not considered special characters, R ETU R N , SPA C E, and TA B  have special m eanings
to the shell. R ETU R N  usually ends a com m and line and initiates execution of a com m and. The
SPA C E and TA B  characters separate tokens (elem ents) on the com m and line and are collectively
know n as w hitespace or blanks.

Q uoting special characters

If you need to use a character that has a special m eaning to the shell as a regular character, you
can quote (or escape) it. W hen you quote a special character, you prevent the shell from  giving it
special m eaning. The shell treats a quoted special character as a regular character. H ow ever, a
slash (/) is alw ays a separator in a pathnam e, even w hen you quote it.

B ackslash

To quote a character, precede it w ith a backslash (\). W hen tw o or m ore special characters appear
together, you m ust precede each w ith a backslash (e.g., you w ould enter **as \*\*). Y ou can
quote a backslash just as you w ould quote any other special character‍ by preceding it w ith a
backslash (\\).

Single quotation m arks

A nother w ay of quoting special characters is to enclose them  betw een single quotation m arks:
'**'. Y ou can quote m any special and regular characters betw een a pair of single quotation
m arks: 'T his is a special character: >'. The regular characters are interpreted as usual, and the
shell also interprets the special characters as regular characters.



The only w ay to quote the erase character (C O N TR O L-H ), the line kill character (C O N TR O L-
U ), and other control characters (try C O N TR O L-M ) is by preceding each w ith a C O N TR O L-V .
Single quotation m arks and backslashes do not w ork. Try the follow ing:

$ echo 'xxxxxxC O N T R O L -U '
$ echo xxxxxxC O N T R O L -V  C O N T R O L -U

optional

A lthough you cannot see the C O N TR O L-U  displayed by the second of the preceding pair of
com m ands, it is there. The follow ing com m and sends the output of echo (page 818) through a
pipeline (page 144) to od (octal display; page 923) to display C O N TR O L-U  as octal 25 (025):

$ echo xxxxxxC O N T R O L -V  C O N T R O L -U  | od -c
0000000    x    x     x      x     x    x 025  \n
0000010

The \n is the N EW LIN E character that echo sends at the end of its output.

O rdinary Files and D irectory Files

O rdinary files, or sim ply files, are files that can hold docum ents, pictures, program s, and other
kinds of data. D irectory files, also referred to as directories or folders, can hold ordinary files and
other directory files.

T he W orking D irectory

pw d

W hile you are logged in on a character-based interface to a Linux system , you are alw ays
associated w ith a directory. The directory you are associated w ith is called the w orking directory
or current directory. Som etim es this association is referred to in a physical sense: ―Y ou are in (or
w orking in) the zach directory.‖ The pw d (print w orking directory) builtin displays the pathnam e
of the w orking directory.

login: m ax
Passw ord:
Last login: W ed O ct 20 11:14:21 from  172.16.192.150
$ pw d
/hom e/m ax

Y our H om e D irectory

W hen you first log in on a Linux system  or start a term inal em ulator w indow , the w orking
directory is your hom e directory. To display the pathnam e of your hom e directory, use pw d just
after you log in.

T he C om m and L ine

C om m and



This book uses the term  com m and to refer to both the characters you type on the com m and line
and the program  that action invokes.

C om m and line

A  com m and line com prises a sim ple com m and (below ), a pipeline (page 144), or a list (page
148).

A  Sim ple C om m and

The shell executes a program  w hen you enter a com m and in response to its prom pt. For exam ple,
w hen you give an ls com m and, the shell executes the utility program  nam ed ls. Y ou can cause
the shell to execute other types of program s‍ such as shell scripts, application program s, and
program s you have w ritten‍ in the sam e w ay. The line that contains the com m and, including any
argum ents, is called a sim ple com m and. The follow ing sections discuss sim ple com m ands; see
page 131 for a m ore technical and com plete description of a sim ple com m and.

Syntax

C om m and-line syntax dictates the ordering and separation of the elem ents on a com m and line.
W hen you press the R ETU R N  key after entering a com m and, the shell scans the com m and line
for proper syntax. The syntax for a sim ple com m and is

com m and [arg1] [arg2] ... [argn] R E T U R N

W hitespace (any com bination of SPA C Es and/or TA B s) m ust separate elem ents on the com m and
line. The com m and is the nam e of the com m and, arg1 through argn are argum ents, and
R ETU R N  is the keystroke that term inates the com m and line. The brackets in the com m and-line
syntax indicate that the argum ents they enclose are optional. N ot all com m ands require
argum ents: Som e com m ands do not allow  argum ents; other com m ands allow  a variable num ber
of argum ents; and still others require a specific num ber of argum ents. O ptions, a special kind of
argum ent, are usually preceded by one or tw o hyphens (‌).

C om m and N am e

U sage m essage

Som e useful Linux com m and lines consist of only the nam e of the com m and w ithout any
argum ents. For exam ple, ls by itself lists the contents of the w orking directory. C om m ands that
require argum ents typically give a short error m essage, called a usage m essage, w hen you use
them  w ithout argum ents, w ith incorrect argum ents, or w ith the w rong num ber of argum ents.

For exam ple, the m kdir (m ake directory) utility requires an argum ent that specifies the nam e of
the directory you w ant it to create. W ithout this argum ent, it displays a usage m essage (operand
is another term  for ―argum ent‖):

$ m kdir
m kdir: m issing operand
Try 'm kdir --help' for m ore inform ation.



A rgum ents

Token

O n the com m and line each sequence of nonblank characters is called a token or w ord. A n
argum ent is a token that a com m and acts on (e.g., a filenam e, a string of characters, a num ber).
For exam ple, the argum ent to a vim  or em acs com m and is the nam e of the file you w ant to edit.

The follow ing com m and line uses cp to copy the file nam ed tem p to tem pcopy:

$ cp tem p tem pcopy

A rgum ents are num bered starting w ith the com m and itself, w hich is argum ent zero. In this
exam ple, cp is argum ent zero, tem p is argum ent one, and tem pcopy is argum ent tw o. The cp
utility requires at least tw o argum ents on the com m and line. A rgum ent one is the nam e of an
existing file. In this case, argum ent tw o is the nam e of the file that cp is creating or overw riting.
H ere the argum ents are not optional; both argum ents m ust be present for the com m and to w ork.
W hen you do not supply the right num ber or kind of argum ents, cp displays a usage m essage.
Try typing cp and then pressing R ETU R N .

O ptions

A n option is an argum ent that m odifies the effects of a com m and. These argum ents are called
options because they are usually optional. Y ou can frequently specify m ore than one option,
m odifying the com m and in several w ays. O ptions are specific to and interpreted by the program
that the com m and line calls, not the shell.

B y convention, options are separate argum ents that follow  the nam e of the com m and and usually
precede other argum ents, such as filenam es. M any utilities require options to be prefixed w ith a
single hyphen. H ow ever, this requirem ent is specific to the utility and not the shell. G N U  long
(m ulticharacter) program  options are frequently prefixed w ith tw o hyphens. For exam ple, ‌‌help
generates a (som etim es extensive) usage m essage.

Figure 5-1 U sing options

The first com m and in Figure 5-1 show s the output of an ls com m and w ithout any options. B y
default, ls lists the contents of the w orking directory in alphabetical order, vertically sorted in



colum ns. N ext the ‌r (reverse order; because this is a G N U  utility, you can also specify ‌‌
reverse) option causes the ls utility to display the list of files in reverse alphabetical order, still
sorted in colum ns. The ‌x option causes ls to display the list of files in horizontally sorted row s.

C om bining options

W hen you need to use several options, you can usually group m ultiple single-letter options into
one argum ent that starts w ith a single hyphen; do not put SPA C Es betw een the options. Y ou
cannot com bine options that are preceded by tw o hyphens in this w ay. Specific rules for
com bining options depend on the program  you are running. Figure 5-1 show s both the ‌r and ‌x
options w ith the ls utility. Together these options generate a list of filenam es in horizontally
sorted row s in reverse alphabetical order. M ost utilities allow  you to list options in any order;
thus ls ‌xr produces the sam e results as ls ‌rx. The com m and ls ‌x ‌r also generates the sam e
list.

T ip: T he ‌‌help option

M any utilities display a (som etim es extensive) help m essage w hen you call them  w ith an
argum ent of ‌‌help. A ll utilities developed by the G N U  Project (page 3) accept this option.
Follow ing is the help m essage displayed by the bzip2 com pression utility (page 64).

$ bzip2 --help
bzip2, a block-sorting file com pressor. V ersion 1.0.6, 6-Sept-2010.

   usage: bunzip2 [flags and input files in any order]

   -h --help           print this m essage
   -d --decom press     force decom pression
   -z --com press       force com pression
   -k --keep           keep (don't delete) input files
   -f --force          overw rite existing output files
...
   If invoked as 'bzip2', default action is to com press.
              as 'bunzip2', default action is to decom press.
              as 'bzcat', default action is to decom press to stdout.
...

O ption argum ents

Som e utilities have options that require argum ents. These argum ents are not optional. For
exam ple, the gcc utility (C  com piler) has a ‌o (output) option that m ust be follow ed by the nam e
you w ant to give the executable file that gcc generates. Typically an argum ent to an option is
separated from  its option letter by a SPA C E:

$ gcc -o prog prog.c

Som e utilities som etim es require an equal sign betw een an option and its argum ent. For exam ple,
you can specify the w idth of output from  diff in tw o w ays:

$ diff -W  60 filea fileb

or



$ diff --w idth=60 filea fileb

T ip: D isplaying readable file sizes: the ‌h option

M ost utilities that report on file sizes specify the size of a file in bytes. B ytes w ork w ell w hen
you are dealing w ith sm aller files, but the num bers can be difficult to read w hen you are w orking
w ith file sizes that are m easured in gigabytes or terabytes. U se the ‌h (or ‌‌hum an-readable)
option to display file sizes in kilobytes, m egabytes, gigabytes, and terabytes. Experim ent w ith the
df ‌h (disk free) and ls ‌lh com m ands.

A rgum ents that start w ith a hyphen

A nother convention allow s utilities to w ork w ith argum ents, such as filenam es, that start w ith a
hyphen. If a file nam ed ‌l is in the w orking directory, the follow ing com m and is am biguous:

$ ls -l

This com m and could be a request to display a long listing of all files in the w orking directory (‌l
option) or a request for a listing of the file nam ed ‌l. The ls utility interprets it as the form er.
A void creating a file w hose nam e begins w ith a hyphen. If you do create such a file, m any
utilities follow  the convention that a ‌‌ argum ent (tw o consecutive hyphens) indicates the end of
the options (and the beginning of the argum ents). To disam biguate the preceding com m and, you
can type

$ ls -- -l

U sing tw o consecutive hyphens to indicate the end of the options is a convention, not a hard-and-
fast rule, and a num ber of utilities do not follow  it (e.g., find). Follow ing this convention m akes
it easier for users to w ork w ith a program  you w rite.

For utilities that do not follow  this convention, there are other w ays to specify a filenam e that
begins w ith a hyphen. Y ou can use a period to refer to the w orking directory and a slash to
indicate the follow ing filenam e refers to a file in the w orking directory:

$ ls ./-l

Y ou can also specify the absolute pathnam e of the file:

$ ls /hom e/m ax/-l

optional

Sim ple C om m ands

This section expands on the discussion of com m and-line syntax starting on page 128.

A  sim ple com m and com prises zero or m ore variable assignm ents follow ed by a com m and line. It
is term inated by a control operator (e.g., & , ;, |, N EW LIN E; page 299). A  sim ple com m and has
the follow ing syntax:

[nam e= value ...] com m and-line



The shell assigns a value to each nam e and places it in the environm ent (page 484) of the
program  that com m and-line calls so it is available to the called program  and its children as a
variable. The shell evaluates the nam e= value pairs from  left to right, so if nam e appears m ore
than once in this list, the rightm ost value takes precedence. The com m and-line m ight include
redirection operators such as > and < (page 138). The exit status (page 481) of a sim ple
com m and is its return value. U nder tcsh you m ust use env (page 487) to place variables in the
environm ent of a called program  w ithout declaring them  in the calling shell.

Placing a variable in the environm ent of a child

The follow ing com m ands dem onstrate how  you can assign a value to a nam e (variable) and place
that nam e in the environm ent of a child program ; the variable is not available to the interactive
shell you are running (the parent program ). The script nam ed echo_ee displays the value of the
variable nam ed ee. The first call to echo_ee show s ee is not set in the child shell running the
script. W hen the call to echo_ee is preceded by assigning a value to ee, the script displays the
value of ee in the child shell. The final com m and show s ee has not been set in the interactive
shell.

$ cat echo_ee
echo "The value of the ee variable is: $ee"

$ ./echo_ee
The value of the ee variable is:
$ ee=88 ./echo_ee
The value of the ee variable is: 88
$ echo $ee

$

Processing the C om m and L ine

A s you enter a com m and line, the tty device driver (part of the Linux kernel) exam ines each
character to see w hether it m ust take im m ediate action. W hen you press C O N TR O L-H  (to erase
a character) or C O N TR O L-U  (to kill a line), the device driver im m ediately adjusts the com m and
line as required; the shell never sees the character(s) you erased or the line you killed. O ften a
sim ilar adjustm ent occurs w hen you press C O N TR O L-W  (to erase a w ord). W hen the character
you entered does not require im m ediate action, the device driver stores the character in a buffer
and w aits for additional characters. W hen you press R ETU R N , the device driver passes the
com m and line to the shell for processing.

Parsing the com m and line

W hen the shell processes a com m and line, it looks at the line as a w hole and parses (breaks) it
into its com ponent parts (Figure 5-2). N ext the shell looks for the nam e of the com m and. U sually
the nam e of the com m and is the first item  on the com m and line after the prom pt (argum ent zero).
The shell takes the first characters on the com m and line up to the first blank (TA B  or SPA C E)
and then looks for a com m and w ith that nam e. The com m and nam e (the first token) can be
specified on the com m and line either as a sim ple filenam e or as a pathnam e. For exam ple, you
can call the ls com m and in either of the follow ing w ays:



Figure 5-2 Processing the com m and line

$ ls

or

$ /bin/ls

optional

The shell does not require the nam e of the program  to appear first on the com m and line. Thus
you can structure a com m and line as follow s:

$ >bb <aa cat

This com m and runs cat w ith standard input com ing from  the file nam ed aa and standard output
going to the file nam ed bb. W hen the shell recognizes the redirect sym bols (page 138), it
processes them  and their argum ents before finding the nam e of the program  that the com m and
line is calling. This is a properly structured‍ albeit rarely encountered and possibly confusing‍



com m and line.

A bsolute versus relative pathnam es

From  the com m and line, there are three w ays you can specify the nam e of a file you w ant the
shell to execute: as an absolute pathnam e (starts w ith a slash [/]; page 88), as a relative pathnam e
(includes a slash but does not start w ith a slash; page 89), or as a sim ple filenam e (no slash).
W hen you specify the nam e of a file for the shell to execute in either of the first tw o w ays (the
pathnam e includes a slash), the shell looks in the specified directory for a file w ith the specified
nam e that you have perm ission to execute. W hen you specify a sim ple filenam e (no slash), the
shell searches through a list of directories for a filenam e that m atches the specified nam e and for
w hich you have execute perm ission. The shell does not look through all directories but only the
ones specified by the variable nam ed PA T H . R efer to page 318 (bash) or page 407 (tcsh) for
m ore inform ation on PA T H . A lso refer to the discussion of the w hich and w hereis utilities on
page 68.

W hen it cannot find the file, bash displays the follow ing m essage:

$ abc
bash: abc: com m and not found...

Som e system s are set up to suggest w here you m ight be able to find the program  you tried to run.
O ne reason the shell m ight not be able to find the executable file is that it is not in a directory
listed in the PA T H  variable. U nder bash the follow ing com m and tem porarily adds the w orking
directory (.) to PA T H :

$ PA T H =$PA T H :.

For security reasons, it is poor practice to add the w orking directory to PA T H  perm anently; see
the follow ing tip and the one on page 319.

W hen the shell finds the file but cannot execute it (i.e., because you do not have execute
perm ission for the file), it displays a m essage sim ilar to

$ def
bash: ./def: Perm ission denied

See ―ls ‌l: D isplays Perm issions‖ on page 99 for inform ation on displaying access perm issions
for a file and ―chm od: C hanges A ccess Perm issions‖ on page 100 for instructions on how  to
change file access perm issions.

T ip: T ry giving a com m and as ./com m and

Y ou can alw ays execute an executable file in the w orking directory by prepending ./ to the nam e
of the file. B ecause ./filenam e is a relative pathnam e, the shell does not consult PA T H  w hen
looking for filenam e. For exam ple, if m yprog is an executable file in the w orking directory, you
can execute it using the follow ing com m and (regardless of how  PA T H  is set):

$ ./m yprog

E xecuting a C om m and



Process

If it finds an executable file w ith the nam e specified on the com m and line, the shell starts a new
process. A  process is the execution of a com m and by Linux (page 334). The shell m akes each
com m and-line argum ent, including options and the nam e of the com m and, available to the called
program . W hile the com m and is executing, the shell w aits for the process to finish. A t this point
the shell is in an inactive state nam ed sleep. W hen the program  finishes execution, it passes its
exit status (page 481) to the shell. The shell then returns to an active state (w akes up), issues a
prom pt, and w aits for another com m and.

Figure 5-3 The com m and does not know  w here standard input com es from  or w here standard
output and standard error go

The shell does not process argum ents

B ecause the shell does not process com m and-line argum ents but m erely passes them  to the called
program , the shell has no w ay of know ing w hether a particular option or other argum ent is valid
for a given program . A ny error or usage m essages about options or argum ents com e from  the
program  itself. Som e utilities ignore bad options.

E diting the C om m and L ine

Y ou can repeat and edit previous com m ands and edit the current com m and line. See page 31,
page 339 (bash), and page 397 (tcsh) for m ore inform ation.

Standard Input and Standard O utput

Standard output is a place to w hich a program  can send inform ation (e.g., text). The program
never ―know s‖ w here the inform ation it sends to standard output is going (Figure 5-3). The
inform ation can go to a printer, an ordinary file, or the screen. The follow ing sections show  that
by default the shell directs standard output from  a com m and to the screen1 and describe how  you
can cause the shell to redirect this output to another file.

1. This book uses the term  screen to refer to a screen, term inal em ulator w indow , or w orkstation
‍ in other w ords, to the device that the shell displays its prom pt and m essages on.

Standard input is a place a program  gets inform ation from ; by default, the shell directs standard
input from  the keyboard. A s w ith standard output the program  never ―know s‖ w here the
inform ation com es from . The follow ing sections explain how  to redirect standard input to a
com m and so it com es from  an ordinary file instead of from  the keyboard.

In addition to standard input and standard output, a running program  has a place to send error
m essages: standard error. B y default, the shell directs standard error to the screen. R efer to page
292 (bash) and page 393 (tcsh) for m ore inform ation on redirecting standard error.



Figure 5-4 B y default, standard input com es from  the keyboard, and standard output goes to the
screen

optional

B y convention, a process expects that the program  that called it (frequently the shell) has set up
standard input, standard output, and standard error so the process can use them  im m ediately. The
called process does not have to know  w hich files or devices are connected to standard input,
standard output, or standard error.

H ow ever, a process can query the kernel to get inform ation about the device that standard input,
standard output, or standard error is connected to. For exam ple, the ls utility displays output in
m ultiple colum ns w hen the output goes to the screen, but generates a single colum n of output
w hen the output is redirected to a file or another program . The ls utility uses the isatty() system
call to determ ine if output is going to the screen (a tty). In addition, ls can use another system  call
to determ ine the w idth of the screen it is sending output to; w ith this inform ation it can m odify
its output to fit the screen. C om pare the output of ls by itself and w hen you send it through a
pipeline to less. See page 472 for inform ation on how  you can determ ine if standard input and
standard output of shell scripts is going to/com ing from  the term inal.

T he Screen as a File

D evice file

C hapter 4 introduced ordinary files, directory files, and hard and soft links. Linux has an
additional type of file: a device file. A  device file resides in the file structure, usually in the /dev
directory, and represents a peripheral device, such as a term inal, printer, or disk drive.

The device nam e the w ho utility displays follow ing a usernam e is the filenam e of the term inal
that user is w orking on. For exam ple, w hen w ho displays the device nam e pts/4, the pathnam e of
the term inal is /dev/pts/4. W hen you w ork w ith m ultiple w indow s, each w indow  has its ow n
device nam e. Y ou can also use the tty utility to display the nam e of the device that you give the
com m and from . A lthough you w ould not norm ally have occasion to do so, you can read from
and w rite to this file as though it w ere a text file. R eading from  the device file that represents the
term inal you are using reads w hat you enter on the keyboard; w riting to it displays w hat you
w rite on the screen.



Figure 5-5 The cat utility copies standard input to standard output

T he K eyboard and Screen as Standard Input and Standard O utput

A fter you log in, the shell directs standard output of com m ands you enter to the device file that
represents the term inal (Figure 5-4). D irecting output in this m anner causes it to appear on the
screen. The shell also directs standard input to com e from  the sam e file, so com m ands receive as
input anything you type on the keyboard.

cat

The cat utility provides a good exam ple of the w ay the keyboard and screen function as standard
input and standard output, respectively. W hen you run cat, it copies a file to standard output.
B ecause the shell directs standard output to the screen, cat displays the file on the screen.

U p to this point cat has taken its input from  the filenam e (argum ent) you specify on the
com m and line. W hen you do not give cat an argum ent (that is, w hen you give the com m and cat
follow ed im m ediately by R ETU R N ), cat takes its input from  standard input. Thus, w hen called
w ithout an argum ent, cat copies standard input to standard output, one line at a tim e.

To see how  cat w orks, type cat and press R ETU R N  in response to the shell prom pt. N othing
happens. Enter a line of text and press R ETU R N . The sam e line appears just under the one you
entered. The cat utility is w orking. B ecause the shell associates cat‒s standard input w ith the
keyboard and cat‒s standard output w ith the screen, w hen you type a line of text cat copies the
text from  standard input (the keyboard) to standard output (the screen). Figure 5-5 show s this
exchange.

C O N TR O L-D  signals EO F

The cat utility keeps copying text until you enter C O N TR O L-D  on a line by itself. Pressing
C O N TR O L-D  causes the tty device driver to send an EO F (end of file) signal to cat. This signal
indicates to cat that it has reached the end of standard input and there is no m ore text for it to
copy. The cat utility then finishes execution and returns control to the shell, w hich displays a
prom pt.

R edirection

The term  redirection encom passes the various w ays you can cause the shell to alter w here



standard input of a com m and com es from  and w here standard output goes to. B y default, the
shell associates standard input and standard output of a com m and w ith the keyboard and the
screen. Y ou can cause the shell to redirect standard input or standard output of any com m and by
associating the input or output w ith a com m and or file other than the device file representing the
keyboard or the screen. This section dem onstrates how  to redirect input/output from /to text files
and utilities.

Figure 5-6 R edirecting standard output

R edirecting Standard O utput

The redirect output sym bol (>) instructs the shell to redirect the output of a com m and to the
specified file instead of to the screen (Figure 5-6). The syntax of a com m and line that redirects
output is

com m and [argum ents] >  filenam e

w here com m and is any executable program  (e.g., an application program  or a utility), argum ents
are optional argum ents, and filenam e is the nam e of the ordinary file the shell redirects the
output to.

Figure 5-7 uses cat to dem onstrate output redirection. This figure contrasts w ith Figure 5-5,
w here standard input and standard output are associated w ith the keyboard and screen. The input
in Figure 5-7 com es from  the keyboard. The redirect output sym bol on the com m and line causes
the shell to associate cat‒s standard output w ith the sam ple.txt file specified follow ing this
sym bol.

C aution: R edirecting output can destroy a file I

U se caution w hen you redirect output to a file. If the file exists, the shell w ill overw rite it and
destroy its contents. For m ore inform ation see the tip ―R edirecting output can destroy a file II‖
on page 142.



Figure 5-7 cat w ith its output redirected

A fter giving the com m and and typing the text show n in Figure 5-7, the sam ple.txt file contains
the text you entered. Y ou can use cat w ith an argum ent of sam ple.txt to display this file. The
next section show s another w ay to use cat to display the file.

Figure 5-7 show s that redirecting standard output from  cat is a handy w ay to create a file w ithout
using an editor. The draw back is that once you enter a line and press R ETU R N , you cannot edit
the text until after you finish creating the file. W hile you are entering a line, the erase and kill
keys w ork to delete text on that line. This procedure is useful for creating short, sim ple files.

Figure 5-8 show s how  to run cat and use the redirect output sym bol to catenate (join one after
the other‍ the derivation of the nam e of the cat utility) several files into one larger file. The first
three com m ands display the contents of three files: stationery, tape, and pens. The next
com m and show s cat w ith three filenam es as argum ents. W hen you call it w ith m ore than one
filenam e, cat copies the files, one at a tim e, to standard output. This com m and redirects standard
output to the file supply_orders. The final cat com m and show s that supply_orders contains the
contents of the three original files.

R edirecting Standard Input

Just as you can redirect standard output, so you can redirect standard input. The redirect input
sym bol (<) instructs the shell to redirect a com m and‒s input to com e from  the specified file
instead of from  the keyboard (Figure 5-9). The syntax of a com m and line that redirects input is



Figure 5-8 U sing cat to catenate files

Figure 5-9 R edirecting standard input

com m and [argum ents] <  filenam e

w here com m and is any executable program  (such as an application program  or a utility),
argum ents are optional argum ents, and filenam e is the nam e of the ordinary file the shell
redirects the input from .

Figure 5-10 show s cat w ith its input redirected from  the supply_orders file created in Figure 5-8
and standard output going to the screen. This setup causes cat to display the supply_orders file
on the screen. The system  autom atically supplies an EO F signal at the end of an ordinary file.

U tilities that take input from  a file or standard input

G iving a cat com m and w ith input redirected from  a file yields the sam e result as giving a cat
com m and w ith the filenam e as an argum ent. The cat utility is a m em ber of a class of utilities that
function in this m anner. O ther m em bers of this class of utilities include lpr, sort, grep, and Perl.
These utilities first exam ine the com m and line that called them . If the com m and line includes a
filenam e as an argum ent, the utility takes its input from  the specified file. If no filenam e
argum ent is present, the utility takes its input from  standard input. It is the utility or program ‍
not the shell or operating system ‍ that functions in this m anner.

Figure 5-10 cat w ith its input redirected

noclobber: Prevents O verw riting Files



The shell provides the noclobber feature, w hich prevents you from  overw riting a file using
redirection. Enable this feature by setting noclobber using the com m and set ‌o noclobber. The
sam e com m and w ith +o unsets noclobber. U nder tcsh use set noclobber and unset noclobber.
W ith noclobber set, if you redirect output to an existing file, the shell displays an error m essage
and does not execute the com m and. R un under bash and tcsh, the follow ing exam ples create a
file using touch, set noclobber, attem pt to redirect the output from  echo to the new ly created file,
unset noclobber, and perform  the sam e redirection:

bash

$ touch tm p
$ set -o noclobber
$ echo "hi there" > tm p
-bash: tm p: cannot overw rite existing file
set +o noclobber
$ echo "hi there" > tm p

tcsh

tcsh $ touch tm p
tcsh $ set noclobber
tcsh $ echo "hi there" > tm p
tm p: File exists.

C aution: R edirecting output can destroy a file II

D epending on w hich shell you are using and how  the environm ent is set up, a com m and such as
the follow ing can yield undesired results:

$ cat orange pear > orange
cat: orange: input file is output file

A lthough cat displays an error m essage, the shell destroys the contents of the existing orange
file. The new  orange file w ill have the sam e contents as pear because the first action the shell
takes w hen it sees the redirection sym bol (>) is to rem ove the contents of the original orange
file. If you w ant to catenate tw o files into one, use cat to put the tw o files into a tem porary file
and then use m v to renam e the tem porary file:

$ cat orange pear > tem p
$ m v tem p orange

W hat happens in the next exam ple can be even w orse. The user giving the com m and w ants to
search through files a, b, and c for the w ord apple and redirect the output from  grep (page 56) to
the file a.output. U nfortunately the user enters the filenam e as a output, om itting the period and
inserting a SPA C E in its place:

$ grep apple a b c > a output
grep: output: N o such file or directory

The shell obediently rem oves the contents of a and then calls grep. The error m essage could take
a m om ent to appear, giving you a sense that the com m and is running correctly. Even after you
see the error m essage, it m ight take a w hile to realize that you have destroyed the contents of a.



tcsh $ unset noclobber
tcsh $ echo "hi there" > tm p

Figure 5-11 R edirecting and appending output

Y ou can override noclobber by putting a pipe sym bol (tcsh uses an exclam ation point) after the
redirect sym bol (>|). In the follow ing exam ple, the user creates a file by redirecting the output of
date. N ext the user sets the noclobber variable and redirects output to the sam e file again. The
shell displays an error m essage. Then the user places a pipe sym bol after the redirect sym bol, and
the shell allow s the user to overw rite the file.

$ date > tm p2
$ set -o noclobber
$ date > tm p2
-bash: tm p2: cannot overw rite existing file
$ date >| tm p2

For m ore inform ation on using noclobber under tcsh, refer to page 411.

C aution: D o not trust noclobber

A ppending output is sim pler than the tw o-step procedure described in the preceding caution box
but you m ust be careful to include both greater than signs. If you accidentally use only one
greater than sign and the noclobber feature is not set, the shell w ill overw rite the orange file.
Even if you have the noclobber feature turned on, it is a good idea to keep backup copies of the
files you are m anipulating in case you m ake a m istake.

A lthough it protects you from  overw riting a file using redirection, noclobber does not stop you
from  overw riting a file using cp or m v. These utilities include the ‌i (interactive) option that
helps protect you from  this type of m istake by verifying your intentions w hen you try to
overw rite a file. For m ore inform ation see the tip ―cp can destroy a file‖ on page 54.

A ppending Standard O utput to a File

The append output sym bol (>>) causes the shell to add new  inform ation to the end of a file,
leaving existing inform ation intact. This sym bol provides a convenient w ay of catenating tw o
files into one. The follow ing com m ands dem onstrate the action of the append output sym bol.
The second com m and accom plishes the catenation described in the preceding caution box:

$ cat orange



this is orange
$ cat pear >> orange
$ cat orange
this is orange
this is pear

The first com m and displays the contents of the orange file. The second com m and appends the
contents of the pear file to the orange file. The final com m and displays the result.

Figure 5-11 show s how  to create a file that contains the date and tim e (the output from  date),
follow ed by a list of w ho is logged in (the output from  w ho). The first com m and in the exam ple
redirects the output from  date to the file nam ed w hoson. Then cat displays the file. The next
com m and appends the output from  w ho to the w hoson file. Finally cat displays the file
containing the output of both utilities.

/dev/null: M aking D ata D isappear

The /dev/null device is a data sink, com m only referred to as a bit bucket. Y ou can redirect output
you do not w ant to keep or see to /dev/null, and the output w ill disappear w ithout a trace:

$ echo "hi there" > /dev/null
$

R eading from  /dev/null yields a null string. The follow ing com m and truncates the file nam ed
m essages to zero length w hile preserving the ow nership and perm issions of the file:

$ ls -lh m essages
-rw -rw -r--. 1 sam  pubs 125K  03-16 14:30 m essages
$ cat /dev/null > m essages
$ ls -lh m essages
-rw -rw -r--. 1 sam  pubs 0 03-16 14:32 m essages

Pipelines

A  pipeline consists of one or m ore com m ands separated by a pipe sym bol (|). The shell connects
standard output (and optionally standard error) of the com m and preceding the pipe sym bol to
standard input of the com m and follow ing the pipe sym bol. A  pipeline has the sam e effect as
redirecting standard output of one com m and to a file and then using that file as standard input to
another com m and. A  pipeline does aw ay w ith separate com m ands and the interm ediate file. The
syntax of a pipeline is

com m and_a [argum ents] | com m and_b [argum ents]

The preceding com m and line uses a pipeline to effect the sam e result as the follow ing three
com m ands:

com m and_a [argum ents] >  tem p
com m and_b [argum ents] <  tem p
rm  tem p

In the preceding sequence of com m ands, the first line redirects standard output from



com m and_a to an interm ediate file nam ed tem p. The second line redirects standard input for
com m and_b to com e from  tem p. The final line deletes tem p. The pipeline syntax is not only
easier to type but also is m ore efficient because it does not create a tem porary file.

optional

M ore precisely, a bash pipeline com prises one or m ore sim ple com m ands (page 131) separated
by a | or |&  control operator. A  pipeline has the follow ing syntax:

[tim e] [!] com m and1 [| | |&  com m and2 ... ]

w here tim e is an optional utility that sum m arizes the system  resources used by the pipeline, !
logically negates the exit status returned by the pipeline, and the com m ands are sim ple
com m ands (page 131) separated by | or |& . The | control operator sends standard output of
com m and1 to standard input of com m and2. The |&  control operator is short for 2>& 1 | (see
―Sending errors through a pipeline‖ on page 293) and sends standard output and standard error of
com m and1 to standard input of com m and2. The exit status of a pipeline is the exit status of the
last sim ple com m and unless pipefail (page 365) is set, in w hich case the exit status is the
rightm ost sim ple com m and that failed (returned a nonzero exit status) or zero if all sim ple
com m ands com pleted successfully.

E xam ples of Pipelines

tr

Y ou can include in a pipeline any utility that accepts input either from  a file specified on the
com m and line or from  standard input. Y ou can also include utilities that accept input only from
standard input. For exam ple, the tr (translate; page 1016) utility takes its input from  standard
input only. In its sim plest usage tr has the follow ing syntax:

tr string1 string2

The tr utility accepts input from  standard input and looks for characters that m atch one of the
characters in string1. U pon finding a m atch, it translates the m atched character in string1 to the
corresponding character in string2. That is, the first character in string1 translates into the first
character in string2, and so forth. The tr utility sends its output to standard output. In both of the
follow ing tr com m ands, tr displays the contents of the abstract file w ith the letters a, b, and c
translated into A , B , and C , respectively:

$ cat abstract
I took a cab today!

$ cat abstract | tr abc A B C
I took A  C A B  todA y!
$ tr abc A B C  < abstract
I took A  C A B  todA y!

The tr utility does not change the contents of the original file; it cannot change the original file
because it does not ―know ‖ the source of its input.

lpr



The lpr (line printer) utility accepts input from  either a file or standard input. W hen you type the
nam e of a file follow ing lpr on the com m and line, it places that file in the print queue. W hen you
do not specify a filenam e on the com m and line, lpr takes input from  standard input. This feature
enables you to use a pipeline to redirect input to lpr. The first set of com m ands in Figure 5-12
show s how  you can use ls and lpr w ith an interm ediate file (tem p) to send a list of the files in the
w orking directory to the printer. If the tem p file exists, the first com m and overw rites its
contents. The second set of com m ands uses a pipeline to send the sam e list (w ith the exception of
tem p) to the printer.

Figure 5-12 A  pipeline

sort

The com m ands in Figure 5-13 redirect the output from  the w ho utility to tem p and then display
this file in sorted order. The sort utility (page 58) takes its input from  the file specified on the
com m and line or, w hen a file is not specified, from  standard input; it sends its output to standard
output. The sort com m and line in Figure 5-13 takes its input from  standard input, w hich is
redirected (<) to com e from  tem p. The output sort sends to the screen lists the users in sorted
(alphabetical) order. B ecause sort can take its input from  standard input or from  a file nam ed on
the com m and line, om itting the < sym bol from  Figure 5-13 yields the sam e result.

Figure 5-14 achieves the sam e result w ithout creating the tem p file. U sing a pipeline, the shell
redirects the output from  w ho to the input of sort. The sort utility takes input from  standard input
because no filenam e follow s it on the com m and line.

Figure 5-13 U sing a tem porary file to store interm ediate results



Figure 5-14 A  pipeline doing the w ork of a tem porary file

grep

W hen m any people are using the system  and you w ant inform ation about only one of them , you
can send the output from  w ho to grep (pages 56 and 857) using a pipeline. The grep utility
displays the line containing the string you specify‍ sam  in the follow ing exam ple:

$ w ho | grep sam
sam         tty1      2018-03-24 05:00

less and m ore

A nother w ay of handling output that is too long to fit on the screen, such as a list of files in a
crow ded directory, is to use a pipeline to send the output through less or m ore (both on page 53).

$ ls | less

The less utility displays text one screen at a tim e. To view  another screen of text, press the
SPA C E bar. To view  one m ore line, press R ETU R N . Press h for help and q to quit.

optional

The pipe sym bol (|) im plies continuation. Thus the follow ing com m and line

$ w ho | grep 'sam '
sam         tty1      2018-03-24 05:00

is the sam e as these com m and lines

$ w ho |
> grep 'sam '
sam         tty1    2018-03-24 05:00

W hen the shell parses a line that ends w ith a pipe sym bol, it requires m ore input before it can
execute the com m and line. In an interactive environm ent, it issues a secondary prom pt (>; page
321) as show n above. W ithin a shell script, it processes the next line as a continuation of the line
that ends w ith the pipe sym bol. See page 516 for inform ation about control operators and
im plicit com m and-line continuation.

Filters

A  filter is a com m and that processes an input stream  of data to produce an output stream  of data.
A  com m and line that includes a filter uses a pipe sym bol to connect standard output of one
com m and to standard input of the filter. A nother pipe sym bol connects standard output of the
filter to standard input of another com m and. N ot all utilities can be used as filters.

In the follow ing exam ple, sort is a filter, taking standard input from  standard output of w ho and
using a pipe sym bol to redirect standard output to standard input of lpr. This com m and line sends
the sorted output of w ho to the printer:

$ w ho | sort | lpr



The preceding exam ple dem onstrates the pow er of the shell com bined w ith the versatility of
Linux utilities. The three utilities w ho, sort, and lpr w ere not designed to w ork w ith one another,
but they all use standard input and standard output in the conventional w ay. B y using the shell to
handle input and output, you can piece standard utilities together on the com m and line to achieve
the results you w ant.

Figure 5-15 tee sends its output to a file and to standard output

tee

The tee utility copies its standard input both to a file and to standard output. This utility is aptly
nam ed: It takes a single stream  of input and sends the output in tw o directions. In Figure 5-15 the
output of w ho is sent via a pipeline to standard input of tee. The tee utility saves a copy of
standard input in a file nam ed w ho.out and also sends a copy to standard output. Standard output
of tee goes via a pipeline to standard input of grep, w hich displays only those lines containing the
string sam . U se tee w ith the ‌a (append) option to cause it to append to a file instead of
overw riting it.

optional

L ists

A  list is one or m ore pipelines (including sim ple com m ands), each separated from  the next by
one of the follow ing control operators: ;, & , & & , or ||. The & &  and || control operators have
equal precedence; they are follow ed by ; and & , w hich have equal precedence. The ; control
operator is covered on page 300 and &  on page 300. See page 516 for inform ation about control
operators and im plicit com m and-line continuation.

A n A N D  list has the follow ing syntax:

pipeline1 & &  pipeline2

w here pipeline2 is executed if and only if pipeline1 returns a true (zero) exit status. In the
follow ing exam ple, the first com m and in the list fails (and displays an error m essage) so the shell
does not execute the second com m and (cd /new dir; because it is not executed, it does not display
an error m essage):

$ m kdir /new dir
& &  cd /new dir m kdir: cannot create directory '/new dir': Perm ission denied

The exit status of A N D  and O R  lists is the exit status of the last com m and in the list that is
executed. The exit status of the preceding list is false because m kdir w as the last com m and
executed and it failed.



A n O R  list has the follow ing syntax:

pipeline1 || pipeline2

w here pipeline2 is executed if and only if pipeline1 returns a false (nonzero) exit status. In the
next exam ple, the first com m and (ping tests the connection to a rem ote m achine and sends
standard output and standard error to /dev/null) in the list fails so the shell executes the second
com m and (it displays a m essage). If the first com m and had com pleted successfully, the shell
w ould not have executed the second com m and (and w ould not have displayed the m essage). The
list returns an exit status of true.

$ ping -c1 station & >/dev/null || echo "station is dow n"
station is dow n

For m ore inform ation refer to ―& &  and || B oolean C ontrol O perators‖ on page 302.

R unning a C om m and in the B ackground

Foreground

A ll com m ands up to this point have been run in the foreground. W hen you run a com m and in the
foreground, the shell w aits for it to finish before displaying another prom pt and allow ing you to
continue. W hen you run a com m and in the background, you do not have to w ait for the
com m and to finish before running another com m and.

Jobs

A  job is another nam e for a process running a pipeline (w hich can be a sim ple com m and). Y ou
can have only one foreground job on a screen, but you can have m any background jobs. B y
running m ore than one job at a tim e, you are using one of Linux‒s features: m ultitasking.
R unning a com m and in the background can be useful w hen the com m and w ill run for a long tim e
and does not need supervision. It leaves the screen free so you can use it for other w ork.

Job num ber, PID  num ber

To run a com m and in the background, type an am persand (& ; a control operator) just before the
R ETU R N  that ends the com m and line. The shell assigns a sm all num ber to the job and displays
this job num ber betw een brackets. Follow ing the job num ber, the shell displays the process
identification (PID ) num ber‍ a larger num ber assigned by the operating system . Each of these
num bers identifies the com m and running in the background. The shell then displays another
prom pt, and you can enter another com m and. W hen the background job finishes, the shell
displays a m essage giving both the job num ber and the com m and line used to run the com m and.

The follow ing exam ple runs in the background; it is a pipeline that sends the output of ls to lpr,
w hich sends it to the printer.

$ ls -l | lpr &
[1] 22092
$

The [1] follow ing the com m and line indicates that the shell has assigned job num ber 1 to this



job. The 22092 is the PID  num ber of the first com m and in the job. (The TC  Shell show s PID
num bers for all com m ands in a job.) W hen this background job com pletes execution, you see the
m essage

[1]+ D one       ls -l | lpr

(In place of ls ‌l, the shell m ight display som ething sim ilar to ls ‌‌color=auto ‌l. This difference
is due to the fact that ls is aliased [page 354] to ls ‌‌color=auto.)

M oving a Job from  the Foreground to the B ackground

C O N TR O L-Z and bg

Y ou can suspend a foreground job (stop it from  running) by pressing the suspend key, usually
C O N TR O L-Z. The shell then stops the process and disconnects standard input from  the
keyboard. It does, how ever, still send standard output and standard error to the screen. Y ou can
put a suspended job in the background and restart it by using the bg com m and follow ed by the
job num ber. Y ou do not need to specify the job num ber w hen there is only one suspended job.

R edirect the output of a job you run in the background to keep it from  interfering w ith w hatever
you are w orking on in the foreground (on the screen). R efer to ―C ontrol O perators: Separate and
G roup C om m ands‖ on page 299 for m ore detail about background tasks.

fg

O nly the foreground job can take input from  the keyboard. To connect the keyboard to a program
running in the background, you m ust bring the program  to the foreground. To do so, type fg
w ithout any argum ents w hen only one job is in the background. W hen m ore than one job is in
the background, type fg, or a percent sign (% ), follow ed by the num ber of the job you w ant to
bring to the foreground. The shell displays the com m and you used to start the job (prom ptm e in
the follow ing exam ple), and you can enter input the program  requires to continue.

$ fg 1
prom ptm e

kill: A borting a B ackground Job

The interrupt key (usually C O N TR O L-C ) cannot abort a background process because the
keyboard is not attached to the job; you m ust use kill (page 870) for this purpose. Follow  kill on
the com m and line w ith either the PID  num ber of the process you w ant to abort or a percent sign
(% ) follow ed by the job num ber.

D eterm ining the PID  of a process using ps

If you forget a PID  num ber, you can use the ps (process status) utility (page 334) to display it.
The follow ing exam ple runs a find com m and in the background, uses ps to display the PID
num ber of the process, and aborts the job using kill:

$ find / -nam e m em o55 > m em .out &
[1] 18228
$ ps | grep find



18228 pts/10   00:00:01 find
$ kill 18228
[1]+  Term inated                 find / -nam e m em o55 > m em .out 
$

D eterm ining the num ber of a job using jobs

If you forget a job num ber, you can use the jobs com m and to display a list of jobs that includes
job num bers. The next exam ple is sim ilar to the previous one except it uses the job num ber
instead of the PID  num ber to identify the job to be killed. Som e-tim es the m essage saying the job
is term inated does not appear until you press R ETU R N  after the R ETU R N  that executes the kill
com m and.

$ find / -nam e m em o55 > m em .out &
[1] 18236

$ bigjob &
[2] 18237

$ jobs
[1]-  R unning                    find / -nam e m em o55 > m em .out &
[2]+  R unning                    bigjob &
$ kill % 1
$ R E T U R N
[1]-  Term inated                 find / -nam e m em o55 > m em .out
$

Filenam e G eneration/Pathnam e E xpansion

W ildcards, globbing

W hen you specify an abbreviated filenam e that contains special characters, also called
m etacharacters, the shell can generate filenam es that m atch the nam es of existing files. These
special characters are also referred to as w ildcards because they act m uch as the jokers do in a
deck of cards. W hen one of these characters appears in an argum ent on the com m and line, the
shell expands that argum ent in sorted order into a list of filenam es and passes the list to the
program  called by the com m and line. Filenam es that contain these special characters are called
am biguous file references because they do not refer to one specific file. The process the shell
perform s on these filenam es is called pathnam e expansion or globbing.

A m biguous file references can quickly refer to a group of files w ith sim ilar nam es, saving the
effort of typing the nam es individually. They can also help find a file w hose nam e you do not
rem em ber in its entirety. If no filenam e m atches the am biguous file reference, the shell generally
passes the unexpanded reference‍ special characters and all‍ to the com m and. See ―B race
Expansion‖ on page 367 for a technique that generates strings that do not necessarily m atch
filenam es.

T he ? Special C haracter

The question m ark (?) is a special character that causes the shell to generate filenam es. It



m atches any single character in the nam e of an existing file. The follow ing com m and uses this
special character in an argum ent to the lpr utility:

$ lpr m em o?

The shell expands the m em o? argum ent and generates a list of files in the w orking directory that
have nam es com posed of m em o follow ed by any single character. The shell then passes this list
to lpr. The lpr utility never ―know s‖ the shell generated the filenam es it w as called w ith. If no
filenam e m atches the am biguous file reference, the shell passes the string itself (m em o?) to lpr
or, if it is set up to do so, passes a null string (see nullglob on page 365).

The follow ing exam ple uses ls first to display the nam es of all files in the w orking directory and
then to display the filenam es that m em o? m atches:

$ ls
m em    m em o12   m em o9   m em om ax    new m em o5
m em o  m em o5    m em oa   m em os

$ ls m em o?
m em o5 m em o9    m em oa   m em os

The m em o? am biguous file reference does not m atch m em , m em o, m em o12, m em om ax, or
new m em o5. Y ou can also use a question m ark in the m iddle of an am biguous file reference:

$ ls
7m ay4report  m ay4report    m ayqreport  m ay_report
m ay14report  m ay4report.79 m ayreport   m ay.report

$ ls m ay?report
m ay4report  m ayqreport  m ay_report  m ay.report

echo

Y ou can use echo and ls to practice generating filenam es. The echo utility displays the argum ents
the shell passes to it:

$ echo m ay?report
m ay4report m ayqreport m ay_report m ay.report

The shell first expands the am biguous file reference into a list of files in the w orking directory
that m atch the string m ay?report. It then passes this list to echo, as though you had entered the
list of filenam es as argum ents to echo. The echo utility displays the list of filenam es.

A  question m ark does not m atch a leading period (one that indicates a hidden filenam e; page 86).
W hen you w ant to m atch filenam es that begin w ith a period, you m ust explicitly include the
period in the am biguous file reference.

T he * Special C haracter

The asterisk (*) perform s a function sim ilar to that of the question m ark but m atches any num ber
of characters, including zero characters, in a filenam e. The follow ing exam ple first show s all
files in the w orking directory and then show s com m ands that display all the filenam es that begin



w ith the string m em o, end w ith the string m o, and contain the string alx:

$ ls
am em o  m em alx  m em o.0612  m em oalx.0620  m em orandum   sallym em o
m em     m em o    m em oa      m em oalx.keep  m em osally   user.m em o

$ echo m em o*
m em o m em o.0612 m em oa m em oalx.0620 m em oalx.keep m em orandum  m em osally

$ echo *m o
am em o m em o sallym em o user.m em o

$ echo *alx*
m em alx m em oalx.0620 m em oalx.keep

The am biguous file reference m em o* does not m atch am em o, m em , sallym em o, or user.m em o.
Like the question m ark, an asterisk does not m atch a leading period in a filenam e.

The ‌a option causes ls to display hidden filenam es (page 86). The com m and echo * does not
display . (the w orking directory), .. (the parent of the w orking directory), .aaa, or .profile. In
contrast, the com m and echo .* displays only those four nam es:

$ ls
aaa m em o.0612 m em o.sally report sally.0612 saturday thurs

$ ls -a
.   aaa m em o.0612 .profile sally.0612 thurs 
..  .aaa m em o.sally report saturday

$ echo *
aaa m em o.0612 m em o.sally report sally.0612 saturday thurs

$ echo .*
. .. .aaa .profile

In the follow ing exam ple, .p* does not m atch m em o.0612, private, rem inder, or report. The ls
.* com m and causes ls to list .private and .profile in addition to the contents of the . directory
(the w orking directory) and the .. directory (the parent of the w orking directory). W hen called
w ith the sam e argum ent, echo displays the nam es of files (including directories) in the w orking
directory that begin w ith a dot (.) but not the contents of directories.

$ ls -a
.  .. m em o.0612 private .private .profile rem inder report

$ echo .p*
.private .profile

$ ls .*
.private .profile
.:
m em o.0612 private rem inder report
..:



...

$ echo .*
. .. .private .profile

Y ou can plan to take advantage of am biguous file references w hen you establish conventions for
nam ing files. For exam ple, w hen you end the nam es of all text files w ith .txt, you can reference
that group of files w ith *.txt. The next com m and uses this convention to send all text files in the
w orking directory to the printer. The am persand causes lpr to run in the background.

$ lpr *.txt &

T ip: T he shell expands am biguous file references

The shell does the expansion w hen it processes an am biguous file reference, not the program  that
the shell runs. In the exam ples in this section, the utilities (ls, cat, echo, lpr) never see the
am biguous file references. The shell expands the am biguous file references and passes a list of
ordinary filenam es to the utility. In the previous exam ples, echo dem onstrates this fact because it
sim ply displays its argum ents; it never displays the am biguous file reference.

T he [ ] Special C haracters

A  pair of brackets surrounding one or m ore characters causes the shell to m atch filenam es
containing the individual characters w ithin the brackets. W hereas m em o? m atches m em o
follow ed by any character, m em o[17a] is m ore restrictive: It m atches only m em o1, m em o7, and
m em oa. The brackets define a character class that includes all the characters w ithin the
brackets. (G N U  calls this a character list; a G N U  character class is som ething different.) The
shell expands an argum ent that includes a character-class definition by substituting each m em ber
of the character class, one at a tim e, in place of the brackets and their contents. The shell then
passes the list of m atching filenam es to the program  it is calling.

Each character-class definition can replace only a single character w ithin a filenam e. The
brackets and their contents are like a question m ark that substitutes only the m em bers of the
character class.

The first of the follow ing com m ands lists the nam es of all files in the w orking directory that
begin w ith a, e, i, o, or u. The second com m and displays the contents of the files nam ed
page2.txt, page4.txt, page6.txt, and page8.txt.

$ echo [aeiou]*
...

$ less page[2468].txt
...

A  hyphen w ithin brackets defines a range of characters w ithin a character-class definition. For
exam ple, [6‌9] represents [6789], [a‌z] represents all low ercase letters in English, and [a‌zA ‌Z ]
represents all letters, both uppercase and low ercase, in English.

The follow ing com m and lines show  three w ays to print the files nam ed part0, part1, part2,
part3, and part5. Each of these com m and lines causes the shell to call lpr w ith five filenam es:



$ lpr part0 part1 part2 part3 part5

$ lpr part[01235]

$ lpr part[0-35]

The first com m and line explicitly specifies the five filenam es. The second and third com m and
lines use am biguous file references, incorporating character-class definitions. The shell expands
the argum ent on the second com m and line to include all files that have nam es beginning w ith
part and ending w ith any of the characters in the character class. The character class is explicitly
defined as 0, 1, 2, 3, and 5. The third com m and line also uses a character-class definition but
defines the character class to be all characters in the range 0‌3 plus 5.

The follow ing com m and line prints 39 files, part0 through part38:

$ lpr part[0-9] part[12][0-9] part3[0-8]

The first of the follow ing com m ands lists the files in the w orking directory w hose nam es start
w ith a through m . The second lists files w hose nam es end w ith x, y, or z.

$ echo [a-m ]*
...
$ echo *[x-z]
...

optional

W hen an exclam ation point (!) or a caret (̂ ) im m ediately follow s the opening bracket ([) that
starts a character-class definition, the character class m atches any character not betw een the
brackets. Thus [̂ tsq]* m atches any filenam e that does not begin w ith t, s, or q.

The follow ing exam ples show  that *[̂ ab] m atches filenam es that do not end w ith the letter a or
b and that [̂ b-d]* m atches filenam es that do not begin w ith b, c, or d.

$ ls
aa ab ac ad ba bb bc bd cc dd

$ ls *[̂ ab]
ac ad bc bd cc dd

$ ls [̂ b-d]*
aa ab ac ad

Y ou can cause a character class to m atch a hyphen (‌) or a closing bracket (]) by placing it
im m ediately before the final (closing) bracket.

The next exam ple dem onstrates that the ls utility cannot interpret am biguous file references. First
ls is called w ith an argum ent of ?old. The shell expands ?old into a m atching filenam e, hold, and
passes that nam e to ls. The second com m and is the sam e as the first, except the ? is quoted (by
preceding it w ith a backslash [\]; refer to ―Special C haracters‖ on page 50). B ecause the ? is
quoted, the shell does not recognize it as a special character and passes it to ls. The ls utility
generates an error m essage saying that it cannot find a file nam ed ?old (because there is no file



nam ed ?old).

$ ls ?old
hold

$ ls \?old
ls: ?old: N o such file or directory

Like m ost utilities and program s, ls cannot interpret am biguous file references; that w ork is left
to the shell.

B uiltins

A  builtin is a utility (also called a com m and) that is built into a shell. Each of the shells has its
ow n set of builtins. W hen it runs a builtin, the shell does not fork a new  process. C onsequently
builtins run m ore quickly and can affect the environm ent of the current shell. B ecause builtins
are used in the sam e w ay as utilities, you w ill not typically be aw are of w hether a utility is built
into the shell or is a stand-alone utility.

For exam ple, echo is a shell builtin. It is also a stand-alone utility. The shell alw ays executes a
shell builtin before trying to find a com m and or utility w ith the sam e nam e. See page 493 for an
in-depth discussion of builtin com m ands, page 508 for a list of bash builtins, and page 422 for a
list of tcsh builtins.

Listing bash builtins

To display a list of bash builtins, give the com m and info bash shell builtin. To display a page
w ith inform ation on each builtin, m ove the cursor to the B ash B uiltins line and press R ETU R N .
A lternatively, you can view  the builtins m an page.

G etting help w ith bash builtins

Y ou can use the bash help com m and to display inform ation about bash builtins. See page 39 for
m ore inform ation.

Listing tcsh builtins

To list tcsh builtins, give the com m and m an tcsh to display the tcsh m an page and then search
for the second occurrence of B uiltin com m ands by using the follow ing tw o com m ands: /B uiltin
com m ands (search for the string) and n (search for the next occurrence of the string).

C hapter Sum m ary

The shell is the Linux com m and interpreter. It scans the com m and line for proper syntax, picking
out the com m and nam e and argum ents. The nam e of the com m and is argum ent zero. The first
argum ent is argum ent one, the second is argum ent tw o, and so on. M any program s use options to
m odify the effects of a com m and. M ost Linux utilities identify an option by its leading one or
tw o hyphens.

W hen you give it a com m and, the shell tries to find an executable program  w ith the sam e nam e
as the com m and. W hen it does, the shell executes the program . W hen it does not, the shell tells



you it cannot find or execute the program . If the com m and is a sim ple filenam e, the shell
searches the directories listed in the PA T H  variable to locate the com m and.

W hen it executes a com m and, the shell assigns one file or device to the com m and‒s standard
input and another file to its standard output. B y default, the shell causes a com m and‒s standard
input to com e from  the keyboard and its standard output to go to the screen. Y ou can instruct the
shell to redirect a com m and‒s standard input from  or standard output to any file or device. Y ou
can also connect standard output of one com m and to standard input of another com m and to form
a pipeline. A  filter is a com m and that reads its standard input from  standard output of one
com m and and w rites its standard output to standard input of another com m and.

W hen a com m and runs in the foreground, the shell w aits for the com m and to finish before it
displays a prom pt and allow s you to continue. W hen you put an am persand (& ) at the end of a
com m and line, the shell executes the com m and in the background and displays another prom pt
im m ediately. R un slow  com m ands in the background w hen you w ant to enter other com m ands at
the shell prom pt. The jobs builtin displays a list of suspended jobs and jobs running in the
background and includes the job num ber of each.

The shell interprets special characters on a com m and line to generate filenam es. A  reference that
uses special characters (w ildcards) to abbreviate a list of one or m ore filenam es is called an
am biguous file reference. A  question m ark represents any single character, and an asterisk
represents zero or m ore characters. A  single character m ight also be represented by a character
class: a list of characters w ithin brackets.

A  builtin is a utility that is built into a shell. Each shell has its ow n set of builtins. W hen it runs a
builtin, the shell does not fork a new  process. C onsequently builtins run m ore quickly and can
affect the environm ent of the current shell.

U tilities and B uiltins Introduced in T his C hapter

Table 5-1 lists the utilities introduced in this chapter.

T able 5-1 N ew  utilities U tility Function

E xercises

1. W hat does the shell ordinarily do w hile a com m and is executing? W hat should you do if you
do not w ant to w ait for a com m and to finish before running another com m and?



2. U sing sort as a filter, rew rite the follow ing sequence of com m ands:

$ sort list > tem p
$ lpr tem p
$ rm  tem p

3. W hat is a PID  num ber? W hy are these num bers useful w hen you run processes in the
background? W hich utility displays the PID  num bers of the com m ands you are running?

4. A ssum e the follow ing files are in the w orking directory:

$ ls
intro    notesb    ref2    section1    section3    section4b
notesa   ref1      ref3    section2    section4a   sentrev

G ive com m ands for each of the follow ing, using w ildcards to express filenam es w ith as few
characters as possible.

a. List all files that begin w ith section.

b. List the section1, section2, and section3 files only.

c. List the intro file only.

d. List the section1, section3, ref1, and ref3 files.

5. R efer to Part V II or the info or m an pages to determ ine w hich com m and w ill

a. D isplay the num ber of lines in its standard input that contain the w ord a or A .

b. D isplay only the nam es of the files in the w orking directory that contain the pattern $(.

c. List the files in the w orking directory in reverse alphabetical order.

d. Send a list of files in the w orking directory to the printer, sorted by size.

6. G ive a com m and to

a. R edirect standard output from  a sort com m and to a file nam ed phone_list. A ssum e the input
file is nam ed num bers.

b. Translate all occurrences of the characters [ and { to the character (, and all occurrences of the
characters ] and } to the character ), in the file perm dem os.c. (H int: R efer to tr on page 1016.)

c. C reate a file nam ed book that contains the contents of tw o other files: part1 and part2.

7. The lpr and sort utilities accept input either from  a file nam ed on the com m and line or from
standard input.

a. N am e tw o other utilities that function in a sim ilar m anner.

b. N am e a utility that accepts its input only from  standard input.



8. G ive an exam ple of a com m and that uses grep

a. W ith both input and output redirected.

b. W ith only input redirected.

c. W ith only output redirected.

d. W ithin a pipeline.

In w hich of the preceding cases is grep used as a filter?

9. Explain the follow ing error m essage. W hich filenam es w ould a subsequent ls com m and
display?

$ ls
abc  abd  abe  abf  abg  abh
$ rm  abc ab*
rm : cannot rem ove 'abc': N o such file or directory

A dvanced E xercises

10. W hen you use the redirect output sym bol (>) on a com m and line, the shell creates the output
file im m ediately, before the com m and is executed. D em onstrate that this is true.

11. In experim enting w ith variables, M ax accidentally deletes his PA T H  variable. H e decides he
does not need the PA T H  variable. D iscuss som e of the problem s he could soon encounter and
explain the reasons for these problem s. H ow  could he easily return PA T H  to its original value?

12. A ssum e perm issions on a file allow  you to w rite to the file but not to delete it.

a. G ive a com m and to em pty the file w ithout invoking an editor.

b. Explain how  you m ight have perm ission to m odify a file that you cannot delete.

13. If you accidentally create a filenam e that contains a nonprinting character, such as a
C O N TR O L character, how  can you rem ove the file?

14. W hy does the noclobber variable not protect you from  overw riting an existing file w ith cp or
m v?

15. W hy do com m and nam es and filenam es usually not have em bedded SPA C Es? H ow  w ould
you create a filenam e containing a SPA C E? H ow  w ould you rem ove it? (This is a thought
exercise, not recom m ended practice. If you w ant to experim ent, create a file and w ork in a
directory that contains only your experim ental file.)

16. C reate a file nam ed answ er and give the follow ing com m and:

$ > answ ers.0102 < answ er cat

Explain w hat the com m and does and w hy. W hat is a m ore conventional w ay of expressing this
com m and?



Part II

T he E ditors
C hapter 6

The vim  Editor

C hapter 7

The em acs Editor



6

T he vim  E ditor
In T his C hapter

Tutorial: U sing vim  to C reate and Edit a File

Introduction to vim  Features

O nline H elp

C om m and M ode: M oving the C ursor

Input M ode

C om m and M ode: D eleting and C hanging Text

Searching and Substituting

C opying, M oving, and D eleting Text

The G eneral-Purpose B uffer

R eading and W riting Files

The .vim rc Startup File

O bjectives

A fter reading this chapter you should be able to:

 U se vim  to create and edit a file

 V iew  vim  online help

 Explain the difference betw een C om m and and Input m odes

 Explain the purpose of the W ork buffer

 List the com m ands that open a line above the cursor, append text to the end of a line, m ove the
cursor to the first line of the file, and m ove the cursor to the m iddle line of the screen

 D escribe Last Line m ode and list som e com m ands that use this m ode

 D escribe how  to set and m ove the cursor to a m arker

 List the com m ands that m ove the cursor backw ard and forw ard by characters and w ords



 D escribe how  to read a file into the W ork buffer

 Explain how  to search backw ard and forw ard for text and how  to repeat that search

This chapter begins w ith a history and description of vi, the original, pow erful, som etim es
cryptic, interactive, visually oriented text editor. The chapter continues w ith a tutorial that
explains how  to use vim  (vi im proved‍ a vi clone supplied w ith or available for m ost Linux
distributions) to create and edit a file. M uch of the tutorial and the balance of the chapter apply to
vi and other vi clones. Follow ing the tutorial, the chapter delves into the details of m any vim
com m ands and explains how  to use param eters to custom ize vim  to m eet your needs. It
concludes w ith a quick reference/sum m ary of vim  com m ands.

H istory

B efore vi w as developed, the standard U N IX  system  editor w as ed (available on m ost Linux
system s), a line-oriented editor that m ade it difficult to see the context of your editing. N ext
cam e ex,1 a superset of ed. The m ost notable advantage that ex has over ed is a display-editing
facility that allow s you to w ork w ith a full screen of text instead of just a line. W hile using ex,
you can bring up the display-editing facility by giving a vi (V isual m ode) com m and. People used
this display-editing facility so extensively that the developers of ex m ade it possible to start the
editor w ith the display-editing facility already running, rather than having to start ex and then
give a vi com m and. A ppropriately they nam ed the program  vi. Y ou can call the V isual m ode
from  ex, and you can go back to ex w hile you are using vi. Start by running ex; give a vi
com m and to sw itch to V isual m ode, and give a Q  com m and w hile in V isual m ode to use ex. The
quit com m and exits from  ex.

1. The ex program  is usually a link to vi, w hich is a version of vim  on som e system s.

vi clones

Linux offers a num ber of versions, or clones, of vi. The m ost popular of these clones are elvis
(elvis.the-little-red-haired-girl.org), nvi (an im plem entation of the original vi editor by K eith
B ostic), vile (invisible-island.net/vile/vile.htm l), and vim  (w w w .vim .org). Each clone offers
additional features beyond those provided by the original vi.

The exam ples in this book are based on vim . Several Linux distributions support m ultiple
versions of vim . For exam ple, Fedora provides /bin/vi, a m inim al build of vim  that is com pact
and faster to load but offers few er features, and /usr/bin/vim , a full-featured version of vim .

If you use one of the clones other than vim , or vi itself, you m ight notice slight differences from
the exam ples presented in this chapter. The vim  editor is com patible w ith alm ost all vi
com m ands and runs on m any platform s, including W indow s, M acintosh, O S/2, U N IX , and
Linux. R efer to the vim  hom e page (w w w .vim .org) for m ore inform ation and a very useful Tips
section.

W hat vim  is not

The vim  editor is not a text form atting program . It does not justify m argins or provide the output
form atting features of a sophisticated w ord processing system  such as LibreO ffice W riter
(w w w .libreoffice.org). R ather, vim  is a sophisticated text editor m eant to be used to w rite code
(C , H TM L, Java, and so on), short notes, and input to a text form atting system , such as groff or



troff. Y ou can use fm t (page 836) to m inim ally form at a text file you create w ith vim .

R eading this chapter

B ecause vim  is so large and pow erful, this chapter describes only som e of its features.

N onetheless, if vim  is com pletely new  to you, you m ight find even this lim ited set of com m ands
overw helm ing. The vim  editor provides a variety of w ays to accom plish m ost editing tasks. A
useful strategy for learning vim  is to begin by learning a subset of com m ands to accom plish
basic editing tasks. Then, as you becom e m ore com fortable w ith the editor, you can learn other
com m ands that enable you to edit a file m ore quickly and efficiently. The follow ing tutorial
section introduces a basic, useful set of vim  com m ands and features that w ill enable you to create
and edit a file.

T utorial: U sing vim  to C reate and E dit a File

This section explains how  to start vim , enter text, m ove the cursor, correct text, save the file to
the disk, and exit from  vim . The tutorial discusses three of the m odes of operation of vim  and
explains how  to sw itch from  one m ode to another.

vim tutor

In addition to w orking w ith this tutorial, you m ight w ant to try vim ‒s instructional program ,
vim tutor. Enter its nam e as a com m and to run it.

T ip: vim tutor and vim  help files are not installed by default

To run vim tutor and to get help as described on page 170, you m ust install the vim -enhanced or
vim -runtim e package. See A ppendix C  for instructions.

Specifying a term inal

B ecause vim  takes advantage of features that are specific to various kinds of term inals, you m ust
tell it w hat type of term inal or term inal em ulator you are using. O n m any system s, and usually
w hen you w ork on a term inal em ulator, your term inal type is set autom atically. If you need to
specify your term inal type explicitly, refer to ―Specifying a Term inal‖ on page 1052.

Starting vim

Start vim  w ith the follow ing com m and to create and edit a file nam ed practice (you m ight need
to use the com m and vi or vim .tiny in place of vim ):

$ vim  practice

W hen you press R ETU R N , the com m and line disappears, and the screen looks sim ilar to the one
show n in Figure 6-1 on the next page.



Figure 6-1 Starting vim

The tildes (~) at the left of the screen indicate the file is em pty. They disappear as you add lines
of text to the file. If the screen looks like a distorted version of the one show n in Figure 6-1, the
term inal type is probably not set correctly (see ―Problem ,‖ next).

T ip: T he vi com m and m ight run vim

O n som e system s the com m and vi runs vim  in vi-com patible m ode (page 172).

The practice file is new  so it contains no text. The vim  editor displays a m essage sim ilar to the
one show n in Figure 6-1 on the status (bottom ) line of the term inal to indicate you are creating
and editing a new  file. W hen you edit an existing file, vim  displays the first few  lines of the file
and gives status inform ation about the file on the status line.

Problem

If you start vim  w ith a term inal type that is not in the term info database, vim  displays an error
m essage and w aits for you to press R ETU R N  or sets the term inal type to ansi, w hich w orks on
m any term inals.

Em ergency exit

To reset the term inal type, press ESC A PE and then give the follow ing com m and to exit from  vim
and display the shell prom pt:

:q!

W hen you enter the colon (:), vim  m oves the cursor to the bottom  line of the screen. The
characters q! tell vim  to quit w ithout saving your w ork. (Y ou w ill not ordinarily exit from  vim



this w ay because you typically w ant to save your w ork.) Y ou m ust press R ETU R N  after you give
this com m and. W hen the shell displays its prom pt, refer to ―Specifying a Term inal‖ on page
1052 and start vim  again.

If you start vim  w ithout a filenam e, it displays inform ation about itself (Figure 6-2).

Figure 6-2 Starting vim  w ithout a filenam e

C om m and and Input M odes

Tw o of vim ‒s m odes of operation are C om m and m ode (also called N orm al m ode) and Input
m ode (Figure 6-3). W hile vim  is in C om m and m ode, you can give vim  com m ands. For exam ple,
you can delete text or exit from  vim . Y ou can also com m and vim  to enter Input m ode. In Input
m ode, vim  accepts anything you enter as text and displays it on the screen. Press ESC A PE to
return vim  to C om m and m ode. B y default the vim  editor keeps you inform ed about w hich m ode
it is in: It displays IN SE R T  at the low er-left corner of the screen w hile it is in Insert m ode.



Figure 6-3 M odes in vim

Figure 6-4 Entering text w ith vim

The follow ing com m and causes vim  to display line num bers next to the text you are editing:

:set num ber R E T U R N

Last Line m ode



The colon (:) in the preceding com m and puts vim  into another m ode, Last Line m ode.

W hile in this m ode, vim  keeps the cursor on the bottom  line of the screen. W hen you finish
entering the com m and by pressing R ETU R N , vim  restores the cursor to its place in the text. G ive
the com m and :set nonum ber R ETU R N  to turn off line num bering.

vim  is case sensitive

W hen you give vim  a com m and, rem em ber that the editor is case sensitive. In other w ords, vim
interprets the sam e letter as tw o different com m ands, depending on w hether you enter an
uppercase or low ercase character. B ew are of the C A PS LO C K  (SH IFT-LO C K ) key. If you set
this key to enter uppercase text w hile you are in Input m ode and then exit to C om m and m ode,
vim  interprets your com m ands as uppercase letters. It can be confusing w hen this happens
because vim  does not appear to be executing the com m ands you are entering.

E ntering T ext

i/a (Input m ode)

W hen you start vim , you m ust put it in Input m ode before you can enter text. To put vim  in Input
m ode, press the i (insert before cursor) key or the a (append after cursor) key.

If you are not sure w hether vim  is in Input m ode, press the ESC A PE key; vim  returns to
C om m and m ode if it is in Input m ode or beeps, flashes, or does nothing if it is already in
C om m and m ode. Y ou can put vim  back in Input m ode by pressing the i or a key again.

W hile vim  is in Input m ode, you can enter text by typing on the keyboard. If the text does not
appear on the screen as you type, vim  is not in Input m ode.



Figure 6-5 The m ain vim  H elp screen

To continue w ith this tutorial, enter the sam ple paragraph show n in Figure 6-4, pressing the
R ETU R N  key at the end of each line. If you do not press R ETU R N  before the cursor reaches the
right side of the screen or w indow , vim  w raps the text so that it appears to start a new  line.
Physical lines w ill not correspond to program m atic (logical) lines in this situation, so editing w ill
be m ore difficult. W hile you are using vim , you can correct typing m istakes. If you notice a
m istake on the line you are entering, you can correct it before you continue (page 171). Y ou can
correct other m istakes later. W hen you finish entering the paragraph, press ESC A PE to return
vim  to C om m and m ode.

G etting H elp

Y ou m ust have the vim -runtim e package installed to use vim ‒s help system ; see A ppendix C .

To get help w hile you are using vim , enter the com m and :help [feature] follow ed by R ETU R N .
The editor m ust be in C om m and m ode w hen you enter this com m and. The colon m oves the
cursor to the last line of the screen. If you type :help, vim  displays an introduction to vim  H elp
(Figure 6-5). Each dark band near the bottom  of the screen nam es the file that is displayed above
it. (Each area of the screen that displays a file, such as the tw o areas show n in Figure 6-5, is a
vim  ―w indow .‖) The help.txt file occupies m ost of the screen (the upper w indow ) in Figure 6-5.
The file that is being edited (practice) occupies a few  lines in the low er portion of the screen (the
low er w indow ).

R ead through the introduction to H elp by scrolling the text as you read. Press j or the D O W N
A R R O W  key to m ove the cursor dow n one line at a tim e; press C O N TR O L-D  or C O N TR O L-U
to scroll the cursor dow n or up half a w indow  at a tim e. G ive the com m and :q to close the H elp
w indow .



Figure 6-6 H elp w ith insert com m ands

Y ou can display inform ation about the insert com m ands by giving the com m and :help insert
w hile vim  is in C om m and m ode (Figure 6-6).

C orrecting T ext as Y ou Insert It

The keys that back up and correct a shell com m and line serve the sam e functions w hen vim  is in
Input m ode. These keys include the erase, line kill, and w ord kill keys (usually C O N TR O L-H ,
C O N TR O L-U , and C O N TR O L-W , respectively). A lthough vim  m ight not rem ove deleted text
from  the screen as you back up over it using one of these keys, the editor does rem ove it w hen
you type over the text or press R ETU R N .

M oving the C ursor

Y ou need to be able to m ove the cursor on the screen so you can delete, insert, and correct text.
W hile vim  is in C om m and m ode, the R ETU R N  key, the SPA C E bar, and the A R R O W  keys
m ove the cursor. If you prefer to keep your hand closer to the center of the keyboard, if your
term inal does not have A R R O W  keys, or if the em ulator you are using does not support them ,
you can use the h, j, k, and l (low ercase ―l‖) keys to m ove the cursor left, dow n, up, and right,
respectively.

D eleting T ext

x (D elete character) dw  (D elete w ord) dd (D elete line)

Y ou can delete a single character by m oving the cursor until it is over the character you w ant to
delete and then giving the com m and x. Y ou can delete a w ord by positioning the cursor on the
first letter of the w ord and then giving the com m and dw  (D elete w ord). Y ou can delete a line of
text by m oving the cursor until it is anyw here on the line and then giving the com m and dd.

U ndoing M istakes

u (U ndo)

If you delete a character, line, or w ord by m istake or give any com m and you w ant to reverse,
give the com m and u (U ndo) im m ediately after the com m and you w ant to undo. The vim  editor
w ill restore the text to the w ay it w as before you gave the last com m and. If you give the u
com m and again, vim  w ill undo the com m and you gave before the one it just undid. Y ou can use
this technique to back up over m any of your actions. W ith the com patible param eter (page 172)
set, how ever, vim  can undo only the m ost recent change.

:redo (R edo)

If you undo a com m and you did not m ean to undo, give a R edo com m and: C O N TR O L-R  or
:redo (follow ed by a R ETU R N ). The vim  editor w ill redo the undone com m and. A s w ith the
U ndo com m and, you can give the R edo com m and m any tim es in a row .

E ntering A dditional T ext



i (Insert) a (A ppend)

W hen you w ant to insert new  text w ithin existing text, m ove the cursor so it is on the character
that follow s the new  text you plan to enter. Then give the i (Insert) com m and to put vim  in Input
m ode, enter the new  text, and press ESC A PE to return vim  to C om m and m ode. A lternatively,
you can position the cursor on the character that precedes the new  text and use the a (A ppend)
com m and.

o/O  (O pen)

To enter one or m ore lines, position the cursor on the line above w here you w ant the new  text to
go. G ive the com m and o (O pen). The vim  editor opens a blank line below  the line the cursor w as
on, puts the cursor on the new , em pty line, and goes into Input m ode. Enter the new  text, ending
each line w ith a R ETU R N . W hen you are finished entering text, press ESC A PE to return vim  to
C om m and m ode. The O  com m and w orks in the sam e w ay o w orks, except it opens a blank line
above the line the cursor is on.

C orrecting T ext

To correct text, use dd, dw , or x to rem ove the incorrect text. Then use i, a, o, or O  to insert the
correct text.

For exam ple, to change the w ord pressing to hitting in Figure 6-4 on page 168, you m ight use
the A R R O W  keys to m ove the cursor until it is on top of the p in pressing. Then give the
com m and dw  to delete the w ord pressing. Put vim  in Input m ode by giving an i com m and, enter
the w ord hitting follow ed by a SPA C E, and press ESC A PE. The w ord is changed, and vim  is in
C om m and m ode, w aiting for another com m and. A  shorthand for the tw o com m ands dw  follow ed
by the i com m and is cw  (C hange w ord). The com m and cw  puts vim  into Input m ode.

T ip: Page breaks for the printer

C O N TR O L-L tells the printer to skip to the top of the next page. Y ou can enter this character
anyw here in a docum ent by pressing C O N TR O L-L w hile you are in Input m ode. If ̂ L  does not
appear, press C O N TR O L-V  before C O N TR O L-L.

E nding the E diting Session

W hile you are editing, vim  keeps the edited text in an area nam ed the W ork buffer. W hen you
finish editing, you m ust w rite out the contents of the W ork buffer to a disk file so the edited text
is saved and available w hen you next w ant it.

M ake sure vim  is in C om m and m ode and use the Z Z  com m and (you m ust use upper-case Z s) to
w rite the new ly entered text to the disk and end the editing session. A fter you give the Z Z
com m and, vim  returns control to the shell. Y ou can exit w ith :q! if you do not w ant to save your
w ork.

C aution: D o not confuse Z Z w ith C O N T R O L -Z

W hen you exit from  vim  w ith Z Z , m ake sure that you type Z Z  and not C O N TR O L-Z (typically
the suspend key). W hen you press C O N TR O L-Z, vim  disappears from  your screen, alm ost as
though you had exited from  it. In fact, vim  w ill continue running in the background w ith your



w ork unsaved. R efer to ―Job C ontrol‖ on page 304. If you try to start editing the sam e file w ith a
new  vim  com m and, vim  displays a m essage about a sw ap file.

T he com patible Param eter

The com patible param eter m akes vim  m ore com patible w ith vi. B y default this param eter is not
set. To get started w ith vim , you can ignore this param eter.

Setting the com patible param eter changes m any aspects of how  vim  w orks. For exam ple, w hen
the com patible param eter is set, the U ndo com m and (page 171) can undo only the m ost recent
change; in contrast, w ith the com patible param eter unset, you can call U ndo repeatedly to undo
m any changes. This chapter notes w hen the com patible param eter affects a com m and. To obtain
m ore details on the com patible param eter, give the com m and :help com patible R ETU R N . To
display a com plete list of vim ‒s differences from  the original vi, use :help vi-diff R ETU R N . See
page 170 for a discussion of the help com m and.

From  the com m and line use the ‌C  option to set the com patible param eter and the ‌ N  option to
unset it. R efer to ―Setting Param eters from  W ithin vim ‖ on page 175 for inform ation on how  to
change the com patible param eter w hile you are running vim .

Introduction to vim  Features

This section covers online help, m odes of operation, the W ork buffer, em ergency procedures,
and other vim  features. To see w hich features are incorporated in a particular build, give a vim
com m and follow ed by the ‌‌version option.

O nline H elp

A s covered briefly earlier, vim  provides help w hile you are using it. G ive the com m and :help
feature to display inform ation about feature. A s you scroll through the various help texts, you
w ill see w ords w ith a bar on either side, such as |tutor|. These w ords are active links: M ove the
cursor on top of an active link and press C O N TR O L-] to jum p to the linked text. U se
C O N TR O L-o (low ercase ―o‖) to jum p back to w here you w ere in the help text. Y ou can also use
the active link w ords in place of feature. For exam ple, you m ight see the reference |credits|; you
could enter :help credits R ETU R N  to read m ore about credits. Enter :q! to close a help w indow .

Som e com m on features that you m ight w ant to investigate by using the help system  are insert,
delete, and opening-w indow . A lthough opening-w indow  is not intuitive, you w ill get to know
the nam es of features as you spend m ore tim e w ith vim . Y ou can also give the com m and :help
doc-file-list to view  a com plete list of the help files. A lthough vim  is a free program , the author
requests that you donate the m oney you w ould have spent on sim ilar softw are to help the
children in U ganda (give the com m and :help iccf for m ore inform ation).

T erm inology

This chapter uses the follow ing term s:

C urrent character

The character the cursor is on.



C urrent line

The line the cursor is on.

Status line

The last or bottom  line of the screen. This line is reserved for Last Line m ode and status
inform ation. Text you are editing does not appear on this line.

M odes of O peration

The vim  editor is part of the ex editor, w hich has five m odes of operation:

‛ ex C om m and m ode

‛ ex Input m ode

‛ vim  C om m and m ode

‛ vim  Input m ode

‛ vim  Last Line m ode

W hile in C om m and m ode, vim  accepts keystrokes as com m ands, responding to each com m and
as you enter it. It does not display the characters you type in this m ode. W hile in Input m ode,
vim  accepts and displays keystrokes as text that it eventually puts into the file you are editing.
A ll com m ands that start w ith a colon (:) put vim  in Last Line m ode. The colon m oves the cursor
to the status line of the screen, w here you enter the rest of the com m and.

In addition to the position of the cursor, there is another im portant difference betw een Last Line
m ode and C om m and m ode. W hen you give a com m and in C om m and m ode, you do not
term inate the com m and w ith a R ETU R N . In contrast, you m ust term inate all Last Line m ode
com m ands w ith a R ETU R N .

Y ou do not norm ally use the ex m odes. W hen this chapter refers to Input and C om m and m odes,
it m eans the vim  m odes, not the ex m odes.

W hen an editing session begins, vim  is in C om m and m ode. Several com m ands, including Insert
and A ppend, put vim  in Input m ode. W hen you press the ESC A PE key, vim  alw ays reverts to
C om m and m ode.

The C hange and R eplace com m ands com bine the C om m and and Input m odes. The C hange
com m and deletes the text you w ant to change and puts vim  in Input m ode so you can insert new
text. The R eplace com m and deletes the character(s) you overw rite and inserts the new  one(s) you
enter. Figure 6-3 on page 168 show s the m odes and the m ethods for changing betw een them .

T ip: W atch the m ode and the C A PS LO C K  key

A lm ost anything you type in C om m and m ode m eans som ething to vim . If you think vim  is in
Input m ode w hen it is in C om m and m ode, typing in text can produce confusing results. W hen
you are learning to use vim , m ake sure the show m ode param eter (page 204) is set (it is by
default) to rem ind you w hich m ode you are using. Y ou m ight also find it useful to turn on the



status line by giving a :set laststatus=2 com m and (page 203).

A lso keep your eye on the C A PS LO C K  key. In C om m and m ode, typing uppercase letters
produces different results than typing low ercase ones. It can be disorienting to give com m ands
and have vim  give the ―w rong‖ responses.

T he D isplay

The vim  editor uses the status line and several sym bols to give inform ation about w hat is
happening during an editing session.

Status L ine

The vim  editor displays status inform ation on the bottom  line of the display area. This
inform ation includes error m essages, inform ation about the deletion or addition of blocks of text,
and file status inform ation. In addition, vim  displays Last Line m ode com m ands on the status
line.

R edraw ing the Screen

Som etim es the screen m ight becom e garbled or overw ritten. W hen vim  puts characters on the
screen, it som etim es leaves @  on a line instead of deleting the line. W hen output from  a program
becom es interm ixed w ith the display of the W ork buffer, things can get even m ore confusing.
The output does not becom e part of the W ork buffer but affects only the display. If the screen
gets overw ritten, press ESC A PE to m ake sure vim  is in C om m and m ode, and press C O N TR O L-
L to redraw  (refresh) the screen.

T ilde (~) Sym bol

If the end of the file is displayed on the screen, vim  m arks lines that w ould appear past the end of
the file w ith a tilde (~) at the left of the screen. W hen you start editing a new  file, the vim  editor
m arks each line on the screen (except the first line) w ith this sym bol.

C orrecting T ext as Y ou Insert It

W hile vim  is in Input m ode, you can use the erase and line kill keys to back up over text so you
can correct it. Y ou can also use C O N TR O L-W  to back up over w ords.

W ork B uffer

The vim  editor does all its w ork in the W ork buffer. A t the beginning of an editing session, vim
reads the file you are editing from  the disk into the W ork buffer. D uring the editing session, it
m akes all changes to this copy of the file but does not change the file on the disk until you w rite
the contents of the W ork buffer back to the disk. N orm ally w hen you end an editing session, you
tell vim  to w rite the contents of the W ork buffer, w hich m akes the changes to the text final.
W hen you edit a new  file, vim  creates the file w hen it w rites the contents of the W ork buffer to
the disk, usually at the end of the editing session.

Storing the text you are editing in the W ork buffer has both advantages and disadvantages. If you



accidentally end an editing session w ithout w riting out the contents of the W ork buffer, your
w ork is lost. H ow ever, if you unintentionally m ake som e m ajor changes (such as deleting the
entire contents of the W ork buffer), you can end the editing session w ithout im plem enting the
changes.

To look at a file but not to change it w hile you are w orking w ith vim , you can use the view
utility:

$ view filename

C alling the view  utility is the sam e as calling the vim  editor w ith the ‌R  (readonly) option. O nce
you have invoked the editor in this w ay, you cannot w rite the contents of the W ork buffer back to
the file w hose nam e appeared on the com m and line. Y ou can alw ays w rite the W ork buffer out to
a file w ith a different nam e. If you have installed m c (M idnight C om m ander; page 905), the view
com m and calls m cview  and not vim .

L ine L ength and File Size

The vim  editor operates on files of any form at, provided the length of a single line (that is, the
characters betw een tw o N EW LIN E characters) can fit into available m em ory. The total length of
the file is lim ited only by available disk space and m em ory.

W indow s

The vim  editor allow s you to open, close, and hide m ultiple w indow s, each of w hich allow s you
to edit a different file. M ost of the w indow  com m ands consist of C O N TR O L-W  follow ed by
another letter. For exam ple, C O N TR O L-W  s opens another w indow  (splits the screen) that is
editing the sam e file. C O N TR O L-W  n opens a second w indow  that is editing an em pty file.
C O N TR O L-W  w  m oves the cursor betw een w indow s, and C O N TR O L-W  q (or :q) quits (closes)
a w indow . G ive the com m and :help w indow s to display a com plete list of w indow s com m ands.

File L ocks

W hen you edit an existing file, vim  displays the first few  lines of the file, gives status
inform ation about the file on the status line, and locks the file. W hen you try to open a locked file
w ith vim , you w ill see a m essage sim ilar to the one show n in Figure 6-7.



Figure 6-7 A ttem pting to open a locked file

Y ou w ill see this type of m essage in tw o scenarios: w hen you try to edit a file that som eone is
already editing (perhaps you are editing it in another w indow , in the back-ground, or on another
term inal) and w hen you try to edit a file that you w ere editing w hen vim  or the system  crashed.

A lthough it is advisable to follow  the instructions that vim  displays, a second user can edit a file
and w rite it out w ith a different filenam e. R efer to the next sections for m ore inform ation.

A bnorm al T erm ination of an E diting Session

Y ou can end an editing session in one of tw o w ays: W hen you exit from  vim , you can save the
changes you m ade during the editing session or you can abandon those changes. Y ou can use the
Z Z  or :w q com m and from  C om m and m ode to save the changes and exit from  vim  (see ―Ending
the Editing Session‖ on page 172).

To end an editing session w ithout w riting out the contents of the W ork buffer, give the follow ing
com m and:

:q!

U se the :q! com m and cautiously. W hen you use this com m and to end an editing session, vim
does not preserve the contents of the W ork buffer, so you w ill lose any w ork you did since the
last tim e you w rote the W ork buffer to disk. The next tim e you edit or use the file, it w ill appear
as it did the last tim e you w rote the W ork buffer to disk.

Som etim es you m ight find that you created or edited a file but vim  w ill not let you exit. For
exam ple, if you forgot to specify a filenam e w hen you first called vim , you w ill get a m essage
saying N o file nam e w hen you give a Z Z  com m and. If vim  does not let you exit norm ally, you



can use the W rite com m and (:w ) to nam e the file and w rite it to disk before you quit vim . G ive
the follow ing com m and, substituting the nam e of the file for filenam e (rem em ber to follow  the
com m and w ith a R ETU R N ):

:w  filenam e

A fter you give the W rite com m and, you can use :q to quit using vim . Y ou do not need to include
the exclam ation point (as in q!); it is necessary only w hen you have m ade changes since the last
tim e you w rote the W ork buffer to disk. R efer to page 199 for m ore inform ation about the W rite
com m and.

T ip: W hen you cannot w rite to a file

It m ight be necessary to w rite a file using :w  filenam e if you do not have w rite perm ission for
the file you are editing. If you give a Z Z  com m and and see the m essage "filenam e" is read
only, you do not have w rite perm ission for the file. U se the W rite com m and w ith a tem porary
filenam e to w rite the file to disk under a different filenam e. If you do not have w rite perm ission
for the w orking directory, how ever, vim  m ight not be able to w rite the file to the disk. G ive the
com m and again, using an absolute pathnam e of a dum m y (nonexistent) file in your hom e
directory in place of the filenam e. (For exam ple, M ax m ight give the com m and :w
/hom e/m ax/tem por :w  ~/tem p.)

If vim  reports File exists, you w ill need to use :w ! filenam e to overw rite the existing file (m ake
sure you w ant to overw rite the file). R efer to page 200.

R ecovering T ext A fter a C rash

The vim  editor tem porarily stores the file you are w orking on in a sw ap file. If the system  crashes
w hile you are editing a file w ith vim , you can often recover its text from  the sw ap file. W hen you
attem pt to edit a file that has a sw ap file, you w ill see a m essage sim ilar to the one show n in
Figure 6-7 on page 176. If som eone else is editing the file, quit or open the file as a readonly file.

In the follow ing exam ple, M ax uses the ‌r option to check w hether the sw ap file exists for a file
nam ed m em o, w hich he w as editing w hen the system  crashed:

$ vim  -r
Sw ap files found:
   In current directory:
1.     .party.sw p
          ow ned by: m ax    dated: Fri Jan 26 11:36:44 2018
         file nam e: ~m ax/party
          m odified: Y ES
         user nam e: m ax    host nam e: coffee
         process ID : 18439
2.    .m em o.sw p
          ow ned by: m ax    dated: Fri M ar 23 17:14:05 2018
         file nam e: ~m ax/m em o
           m odified: no
         user nam e: m ax    host nam e: coffee
        process ID : 27733 (still running)
    In directory ~/tm p:



       -- none --
    In directory /var/tm p:
       -- none --
   In directory /tm p:
-- none --

Figure 6-8 Forw ard and backw ard

W ith the ‌r option, vim  displays a list of sw ap files it has saved (som e m ight be old). If your
w ork w as saved, give the sam e com m and follow ed by a SPA C E and the nam e of the file. Y ou
w ill then be editing a recent copy of your W ork buffer. G ive the com m and :w  filenam e
im m ediately to save the salvaged copy of the W ork buffer to disk under a nam e different from
the original file; then check the recovered file to m ake sure it is O K . Follow ing is M ax‒s
exchange w ith vim  as he recovers m em o. Subsequently he deletes the sw ap file:

$ vim  -r m em o
U sing sw ap file ".m em o.sw p"
O riginal file "~/m em o"
R ecovery com pleted. Y ou should check if everything is O K .
(Y ou m ight w ant to w rite out this file under another nam e
and run diff w ith the original file to check for changes)
D elete the .sw p file afterw ards.

H it EN TER  or type com m and to continue
:w  m em o2
:q
$ rm  .m em o.sw p

T ip: Y ou m ust recover files on the system  you w ere using

The recovery feature of vim  is specific to the system  you w ere using w hen the crash occurred. If
you are running on a cluster, you m ust log in on the system  you w ere using before the crash to
use the ‌r option successfully.

C om m and M ode: M oving the C ursor



W hile vim  is in C om m and m ode, you can position the cursor over any character on the screen.
Y ou can also display a different portion of the W ork buffer on the screen. B y m anipulating the
screen and cursor position, you can place the cursor on any character in the W ork buffer.

Figure 6-9 M oving the cursor by characters

Y ou can m ove the cursor forw ard or backw ard through the text. A s illustrated in Figure 6-8,
forw ard m eans tow ard the right and bottom  of the screen and the end of the file. Backw ard
m eans tow ard the left and top of the screen and the beginning of the file. W hen you use a
com m and that m oves the cursor forw ard past the end (right) of a line, the cursor generally m oves
to the beginning (left) of the next line. W hen you m ove it backw ard past the beginning of a line,
the cursor generally m oves to the end of the previous line.

Long lines

Som etim es a line in the W ork buffer m ight be too long to appear as a single line on the screen. In
such a case vim  w raps the current line onto the next line (unless you set the now rap option [page
203]).

Y ou can m ove the cursor through the text by any U nit of M easure (that is, character, w ord, line,
sentence, paragraph, or screen). If you precede a cursor-m ovem ent com m and w ith a num ber,
called a Repeat Factor, the cursor m oves that num ber of units through the text. R efer to pages
209 through page 212 for precise definitions of these term s.

M oving the C ursor by C haracters

l/h

The SPA C E bar m oves the cursor forw ard, one character at a tim e, tow ard the right side of the
screen. The l (low ercase ―l‖) key and the R IG H T A R R O W  key (Figure 6-9) do the sam e thing.
For exam ple, the com m and 7 SPA C E or 7l m oves the cursor seven characters to the right. These
keys cannot m ove the cursor past the end of the current line to the beginning of the next line. The
h and LEFT A R R O W  keys are sim ilar to the l and R IG H T A R R O W  keys but w ork in the
opposite direction.

M oving the C ursor to a Specific C haracter

f/F

Y ou can m ove the cursor to the next occurrence of a specified character on the current line by
using the Find com m and. For exam ple, the follow ing com m and m oves the cursor from  its
current position to the next occurrence of the character a, if one appears on the sam e line:

fa

Y ou can also find the previous occurrence by using a capital F. The follow ing com m and m oves



the cursor to the position of the closest previous a in the current line:

Fa

A  sem icolon (;) repeats the last Find com m and.

Figure 6-10 M oving the cursor by w ords

M oving the C ursor by W ords

w /W

The w  (w ord) key m oves the cursor forw ard to the first letter of the next w ord (Figure 6-10).
G roups of punctuation count as w ords. This com m and goes to the next line if the next w ord is
located there. The com m and 15w  m oves the cursor to the first character of the fifteenth
subsequent w ord.

The W  key is sim ilar to the w  key but m oves the cursor by blank-delim ited w ords, including
punctuation, as it skips forw ard. (R efer to ―B lank-D elim ited W ord‖ on page 210.)

b/B  e/E

The b (back) key m oves the cursor backw ard to the first letter of the previous w ord. The B  key
m oves the cursor backw ard by blank-delim ited w ords. Sim ilarly the e key m oves the cursor to
the end of the next w ord; E  m oves it to the end of the next blank-delim ited w ord.

M oving the C ursor by L ines

j/k

The R ETU R N  key m oves the cursor to the beginning of the next line; the j and D O W N  A R R O W
keys m ove the cursor dow n one line to the character just below  the current character (Figure 6-
11). If no character appears im m ediately below  the current character, the cursor m oves to the end
of the next line. The cursor w ill not m ove past the last line of text in the w ork buffer.

The k and U P A R R O W  keys are sim ilar to the j and D O W N  A R R O W  keys but w ork in the
opposite direction. The m inus (‌) key is sim ilar to the R ETU R N  key but w orks in the opposite
direction.



Figure 6-11 M oving the cursor by lines

Figure 6-12 M oving the cursor by sentences, paragraphs, H , M , and L

M oving the C ursor by Sentences and Paragraphs

)/(}/{

The ) and } keys m ove the cursor forw ard to the beginning of the next sentence or the next
paragraph, respectively (Figure 6-12). The ( and { keys m ove the cursor backw ard to the
beginning of the current sentence or paragraph, respectively. Y ou can find m ore inform ation on
sentences and paragraphs starting on page 210.

M oving the C ursor W ithin the Screen

H /M /L

H /M /L  The H  (hom e) key positions the cursor at the left end of the top line of the screen, the M
(m iddle) key m oves the cursor to the m iddle line, and the L  (low er) key m oves it to the bottom
line (Figure 6-12).



V iew ing D ifferent Parts of the W ork B uffer

The screen displays a portion of the text that is in the W ork buffer. Y ou can display the text
preceding or follow ing the text on the screen by scrolling the display. Y ou can also display a
portion of the W ork buffer based on a line num ber.

C O N TR O L-D  C O N TR O L-U

Press C O N TR O L-D  to scroll the screen dow n (forw ard) through the file so that vim  displays half
a screen of new  text. U se C O N TR O L-U  to scroll the screen up (backw ard) by the sam e am ount.
If you precede either of these com m ands w ith a num ber, vim  scrolls that num ber of lines each
tim e you press C O N TR O L-D  or C O N TR O L-U  for the rest of the session (unless you again
change the num ber of lines to scroll). See page 204 for a discussion of the scroll param eter.

C O N TR O L-F C O N TR O L-B

The C O N TR O L-F (forw ard) and C O N TR O L-B  (backw ard) keys display alm ost a w hole screen
of new  text, leaving a couple of lines from  the previous screen for continuity. O n m any
keyboards you can use the PA G E D O W N  and PA G E U P keys in place of C O N TR O L-F and
C O N TR O L-B , respectively.

Figure 6-13 The I, i, a, and A  com m ands

Line num bers (G )

W hen you enter a line num ber follow ed by G  (goto), vim positions the cursor on that line in the
W ork buffer. If you press G  w ithout a num ber, vim  positions the cursor on the last line in the
W ork buffer. Line num bers are im plicit; the file does not need to have actual line num bers for
this com m and to w ork. R efer to ―Line num bers‖ on page 203 if you w ant vim  to display line
num bers.

Input M ode

The Insert, A ppend, O pen, C hange, and R eplace com m ands put vim in Input m ode. W hile vim is in
this m ode, you can put new  text into the W ork buffer. To return vim to C om m and m ode w hen you
finish entering text, press the ESC A PE key. R efer to ―Show  m ode‖ on page 204 if you w ant vim
to rem ind you w hen it is in Input m ode (it does by default).

Inserting T ext

Insert (i/I)

The i (Insert) com m and puts vim in Input m ode and places the text you enter before the current



character. The I com m and places text at the beginning of the current line (Figure 6-13). A lthough
the i and I com m ands som etim es overw rite text on the screen, the characters in the W ork buffer
are not changed; only the display is affected.

The overw ritten text is redisplayed w hen you press ESC A PE and vim  returns to C om m and
m ode. U se i or I to insert a few  characters or w ords into existing text or to insert text in a new
file.

A ppending T ext

A ppend ( a/A )

The a (A ppend) com m and is sim ilar to the i com m and, except that it places the text you enter
after the current character (Figure 6-13). The A  com m and places the text after the last character
on the current line.

O pening a L ine for T ext

O pen ( o/O )

The o (O pen) and O  com m ands open a blank line w ithin existing text, place the cursor at the
beginning of the new  (blank) line, and put vim  in Input m ode. The O  com m and opens a line
above the current line; the o com m and opens one below  the current line. U se these com m ands
w hen you are entering several new  lines w ithin existing text.

R eplacing T ext

R eplace ( r/R )

The r and R  (R eplace) com m ands cause the new  text you enter to overw rite (replace) existing
text. The single character you enter follow ing an r com m and overw rites the current character.
A fter you enter that character, vim  returns to C om m and m ode‍  you do not need to press the
ESC A PE key.

The R  com m and causes all subsequent characters to overw rite existing text until you press
ESC A PE to return vim  to C om m and m ode.

T ip: R eplacing TA B s

The R eplace com m ands m ight appear to behave strangely w hen you replace TA B  characters.
TA B  characters can appear as several SPA C Es‍ until you try to replace them . A  TA B  is one
character and is replaced by a single character. R efer to ―Invisible characters‖ on page 203 for
inform ation on displaying TA B s as visible characters.

Q uoting Special C haracters in Input M ode

C O N TR O L-V

W hile you are in Input m ode, you can use the Q uote com m and, C O N TR O L-V , to enter any
character into the text, including characters that norm ally have special m eaning to vim . A m ong



these characters are C O N TR O L-L (or C O N TR O L-R ), w hich redraw s the screen; C O N TR O L-W ,
w hich backs the cursor up a w ord to the left; C O N TR O L-M , w hich enters a N EW LIN E; and
ESC A PE, w hich ends Input m ode.

To insert one of these characters into the text, type C O N TR O L-V  follow ed by the character.
C O N TR O L-V  quotes the single character that follow s it. For exam ple, to insert the sequence
ESC A PE[2J into a file you are creating in vim , you w ould type the character sequence
C O N TR O L-V  ESC A PE[2J. This character sequence clears the screen of a D EC  V T-100 and
other sim ilar term inals. A lthough you w ould not ordinarily w ant to type this sequence into a
docum ent, you m ight w ant to use it or another ESC A PE sequence in a shell script you are
creating in vim . R efer to C hapter 10 for inform ation about w riting shell scripts.

C om m and M ode: D eleting and C hanging T ext

This section describes the com m ands to delete and replace, or change, text in the docum ent you
are editing. The U ndo com m and is covered here because it allow s you to restore deleted or
changed text.

U ndoing C hanges

U ndo ( u/U )

The u com m and (U ndo) restores text that you just deleted or changed by m istake. A  single U ndo
com m and restores only the m ost recently deleted text. If you delete a line and then change a
w ord, the first U ndo restores only the changed w ord; you have to give a second U ndo com m and
to restore the deleted line. W ith the com patible param eter (page 172) set, vim  can undo only the
m ost recent change. The U  com m and restores the last line you changed to the w ay it w as before
you started changing it, even after several changes.

D eleting C haracters

D elete character ( x/X )

The x com m and deletes the current character. Y ou can precede the x com m and by a R epeat
Factor (page 212) to delete several characters on the current line, starting w ith the current
character. The X  com m and deletes the character to the left of the cursor.

D eleting T ext

D elete ( d/D )

The d (D elete) com m and rem oves text from  the W ork buffer. The am ount of text that d rem oves
depends on the R epeat Factor and the U nit of M easure (page 209). A fter the text is deleted, vim
is still in C om m and m ode.

T ip: U se dd to delete a single line

The com m and d R ETU R N  deletes tw o lines: the current line and the follow ing one. U se dd to
delete just the current line, or precede dd by a R epeat Factor (page 212) to delete several lines.



Y ou can delete from  the current cursor position up to a specific character on the sam e line. To
delete up to the next sem icolon (;), give the com m and dt; (see page 189 for m ore inform ation on
the t com m and). To delete the rem ainder of the current line, use D  or d$. Table 6-1 lists som e
D elete com m ands. Each com m and, except the last group that starts w ith dd, deletes from /to the
current character.

T ip: E xchange characters and lines

If tw o characters are out of order, position the cursor on the first character and give the
com m ands xp.

If tw o lines are out of order, position the cursor on the first line and give the com m ands ddp.

See page 197 for m ore inform ation on the Put com m ands.

T able 6-1 D elete com m and exam ples



C hanging T ext



C hange ( c/C )

The c (C hange) com m and replaces existing text w ith new  text. The new  text does not have to
occupy the sam e space as the existing text. Y ou can change a w ord to several w ords, a line to
several lines, or a paragraph to a single character. The C  com m and replaces the text from  the
cursor position to the end of the line.

The c com m and deletes the am ount of text specified by the R epeat Factor and the U nit of
M easure (page 209) and puts vim  in Input m ode. W hen you finish entering the new  text and
press ESC A PE, the old w ord, line, sentence, or paragraph is changed to the new  one. Pressing
ESC A PE w ithout entering new  text deletes the specified text (that is, it replaces the specified text
w ith nothing).

Table 6-2 lists som e C hange com m ands. Except for the last tw o, each com m and changes text
from /to the current character.

T ip: dw  w orks differently from  cw

The dw  com m and deletes all characters through (including) the SPA C E at the end of a w ord. The
cw  com m and changes only the characters in the w ord, leaving the trailing SPA C E intact.

T able 6-2 C hange com m and exam ples



R eplacing T ext

Substitute ( s/S)

The s and S (Substitute) com m ands also replace existing text w ith new  text (Table 6-3). The s
com m and deletes the current character and puts vim  into Input m ode. It has the effect of
replacing the current character w ith w hatever you type until you press ESC A PE. The S com m and
does the sam e thing as the cc com m and: It changes the current line. The s com m and replaces
characters only on the current line. If you specify a R epeat Factor before an s com m and and this
action w ould replace m ore characters than are present on the current line, s changes characters
only to the end of the line (sam e as C ).

T able 6-3 Substitute com m and exam ples



C hanging C ase

The tilde (~) character changes the case of the current character from  uppercase to low ercase, or
vice versa. Y ou can precede the tilde w ith a num ber to specify the num ber of characters you
w ant the com m and to affect. For exam ple, the com m and 5~ transposes the next five characters
starting w ith the character under the cursor, but w ill not transpose characters past the end of the
current line.

Searching and Substituting

Searching for and replacing a character, a string of text, or a string that is m atched by a regular
expression is a key feature of any editor. The vim  editor provides sim ple com m ands for
searching for a character on the current line. It also provides m ore com plex com m ands for
searching for‍ and optionally substituting for‍ single and m ultiple occurrences of strings or
regular expressions anyw here in the W ork buffer.

Searching for a C haracter

Find ( f/F)

Y ou can search for and m ove the cursor to the next occurrence of a specified character on the
current line using the f (Find) com m and. R efer to ―M oving the C ursor to a Specific C haracter‖
on page 180.

Find ( t/T )

The next tw o com m ands are used in the sam e m anner as the Find com m ands. The t com m and
places the cursor on the character before the next occurrence of the specified character. The T
com m and places the cursor on the character after the previous occurrence of the specified
character.

A  sem icolon (;) repeats the last f, F, t, or T  com m and.

Y ou can com bine these search com m ands w ith other com m ands. For exam ple, the com m and
d2fq deletes the text from  the current character to the second occurrence of the letter q on the
current line.

Searching for a String

Search ( //?)



The vim  editor can search backw ard or forw ard through the W ork buffer to find a string of text
or a string that m atches a regular expression (A ppendix A ). To find the next occurrence of a
string (forw ard), press the forw ard slash (/) key, enter the text you w ant to find (called the search
string), and press R ETU R N . W hen you press the slash key, vim  displays a slash on the status
line. A s you enter the string of text, it is also displayed on the status line. W hen you press
R ETU R N , vim  searches for the string. If this search is successful, vim  positions the cursor on the
first character of the string. If you use a question m ark (?) in place of the forw ard slash, vim
searches for the previous occurrence of the string. If you need to include a forw ard slash in a
forw ard search or a question m ark in a backw ard search, you m ust quote it by preceding it w ith a
backslash (\).

T ip: T w o distinct w ays of quoting characters

Y ou use C O N TR O L-V  to quote special characters in text that you are entering into a file (page
184).

This section discusses the use of a backslash (\) to quote special characters in a search string. The
tw o techniques of quoting characters are not interchangeable.

N ext ( n/N )

The N  and n keys repeat the last search but do not require you to reenter the search string. The n
key repeats the original search exactly, and the N  key repeats the search in the opposite direction
of the original search.

If you are searching forw ard and vim  does not find the search string before it gets to the end of
the W ork buffer, the editor typically w raps around and continues the search at the beginning of
the W ork buffer. D uring a backw ard search, vim  w raps around from  the beginning of the W ork
buffer to the end. A lso, vim  norm ally perform s case-sensitive searches. R efer to ―W rap scan‖
(page 205) and ―Ignore case in searches‖ (page 203) for inform ation about how  to change these
search param eters.

N orm al V ersus Increm ental Searches

W hen vim  perform s a norm al search (its default behavior), you enter a slash or question m ark
follow ed by the search string and press R ETU R N . The vim  editor then m oves

the cursor to the next or previous occurrence of the string you are searching for.

W hen vim  perform s an increm ental search, you enter a slash or question m ark. A s you enter each
character of the search string, vim  m oves the highlight to the next or previous occurrence of the
string you have entered so far. W hen the highlight is on the string you are searching for, you
m ust press R ETU R N  to m ove the cursor to the highlighted string. If the string you enter does not
m atch any text, vim  does not highlight anything.

The type of search that vim  perform s depends on the incsearch param eter (page 203). G ive the
com m and :set incsearch to turn on increm ental searching; use noincsearch to turn it off. W hen
you set the com patible param eter (page 172), vim  turns off increm ental searching.

Special C haracters in Search Strings



B ecause the search string is a regular expression, som e characters take on a special m eaning
w ithin the search string. The follow ing paragraphs list som e of these characters. See also
―Extended R egular Expressions‖ on page 1045.

The first tw o item s in the follow ing list (̂  and $) alw ays have their special m eanings w ithin a
search string unless you quote them  by preceding them  w ith a backslash (\). Y ou can turn off the
special m eanings w ithin a search string for the rest of the item s in the list by setting the nom agic
param eter. For m ore inform ation refer to ―A llow  special characters in searches‖ on page 202.

^ B eginning-of-L ine Indicator

W hen the first character in a search string is a caret (also called a circum flex), it m atches the
beginning of a line. For exam ple, the com m and /̂ the finds the next line that begins w ith the
string the.

$ E nd-of-L ine Indicator

A  dollar sign m atches the end of a line. For exam ple, the com m and /!$ finds the next line that
ends w ith an exclam ation point and / $ m atches the next line that ends w ith a SPA C E.

. A ny-C haracter Indicator

A  period m atches any character, anyw here in the search string. For exam ple, the com m and /l..e
finds line, follow ed, like, included, all m em ory, or any other w ord or character string that
contains an l follow ed by any tw o characters and an e. To search for a period, use a backslash to
quote the period (\.).

\> E nd-of-W ord Indicator

This pair of characters m atches the end of a w ord. For exam ple, the com m and /s\> finds the next
w ord that ends w ith an s. W hereas a backslash (\) is typically used to turn off the special m eaning
of a character, the character sequence \> has a special m eaning, w hile > alone does not.

\< B eginning-of-W ord Indicator

This pair of characters m atches the beginning of a w ord. For exam ple, the com m and /\<T he
finds the next w ord that begins w ith the string T he. The beginning-of-w ord indicator uses the
backslash in the sam e, atypical w ay as the end-of-w ord indicator.

* Z ero or M ore O ccurrences

This character is a m odifier that w ill m atch zero or m ore occurrences of the character
im m ediately preceding it. For exam ple, the com m and /dis*m  w ill m atch the string di follow ed
by zero or m ore s characters follow ed by an m . Exam ples of successful m atches w ould include
dim , or dism , and dissm .

[ ] C haracter-C lass D efinition

B rackets surrounding tw o or m ore characters m atch any single character located betw een the



brackets. For exam ple, the com m and /dis[ck] finds the next occurrence of either disk or disc.

There are tw o special characters you can use w ithin a character-class definition. A  caret (̂ ) as
the first character follow ing the left bracket defines the character class to be any except the
follow ing characters. A  hyphen betw een tw o characters indicates a range of characters. R efer to
the exam ples in Table 6-4.

T able 6-4 Search exam ples

Substituting O ne String for A nother

A  Substitute com m and com bines the effects of a Search com m and and a C hange com m and. That
is, it searches for a string (regular expression) just as the / com m and does, allow ing the sam e
special characters discussed in the previous section. W hen it finds the string or m atches the
regular expression, the Substitute com m and changes the string or regular expression it m atches.



The syntax of the Substitute com m and is

:[g][address]s/search-string/replacem ent-string[/option]

A s w ith all com m ands that begin w ith a colon, vim  executes a Substitute com m and from  the
status line.

T he Substitute A ddress

If you do not specify an address, Substitute searches only the current line. If you use a single line
num ber as the address, Substitute searches that line. If the address is tw o line num bers separated
by a com m a, Substitute searches those lines and the lines betw een them . R efer to ―Line
num bers‖ on page 203 if you w ant vim  to display line num bers. W herever a line num ber is
allow ed in the address, you m ight also use an address string enclosed betw een slashes. The vim
editor operates on the next line that the address string m atches. W hen you precede the first slash
of the address string w ith the letter g (for global), vim  operates on all lines in the file that the
address string m atches. (This g is not the sam e as the one that goes at the end of the Substitute
com m and to cause m ultiple replacem ents on a single line; see ―Searching for and R eplacing
Strings‖ on the next page).

W ithin the address, a period represents the current line, a dollar sign represents the last line in
the W ork buffer, and a percent sign represents the entire W ork buffer. Y ou can perform  address
arithm etic using plus and m inus signs. Table 6-5 show s som e exam ples of addresses.

T able 6-5 A ddresses

Searching for and R eplacing Strings

A n s com es after the address in the com m and syntax, indicating that this is a Substitute
com m and. A  delim iter follow s the s, m arking the beginning of the search-string. A lthough the
exam ples in this book use a forw ard slash, you can use as a delim iter any character that is not a
letter, num ber, blank, or backslash. Y ou m ust use the sam e delim iter at the end of the search-



string.

N ext com es the search-string. It has the sam e form at as the search string in the / com m and and
can include the sam e special characters (page 190). (The search-string is a regular expression;
refer to A ppendix A  for m ore inform ation.) A nother delim iter m arks the end of the search-string
and the beginning of the replacem ent-string.

The replacem ent-string replaces the text m atched by the search-string and is typically follow ed
by the delim iter character. Y ou can om it the final delim iter w hen no option follow s the
replacem ent-string; a final delim iter is required if an option is present.

Several characters have special m eanings in the search-string, and other characters have special
m eanings in the replacem ent-string. For exam ple, an am persand (& ) in the replacem ent-string
represents the text that w as m atched by the search-string. A  backslash in the replacem ent-string
quotes the character that follow s it. R efer to Table 6-6 and A ppendix A .

T able 6-6 Search and replace exam ples





N orm ally, the Substitute com m and replaces only the first occurrence of any text that m atches the
search-string on a line. If you w ant a global substitution‍ that is, if you w ant to replace all
m atching occurrences of text on a line‍ append the g (global) option after the delim iter that ends
the replacem ent-string. A nother useful option, c (check), causes vim  to ask w hether you w ould
like to m ake the change each tim e it finds text that m atches the search-string. Pressing y replaces
the search-string, q term inates the com m and, l (last) m akes the replacem ent and quits, a (all)
m akes all rem aining replacem ents, and n continues the search w ithout m aking that replacem ent.

The address string need not be the sam e as the search-string. For exam ple,

:/candle/s/wick/flame/

substitutes flam e for the first occurrence of w ick on the next line that contains the string candle.
Sim ilarly,

:g/candle/s/wick/flame/

perform s the sam e substitution for the first occurrence of w ick on each line of the file containing
the string candle and

:g/candle/s/wick/flame/g

perform s the sam e substitution for all occurrences of w ick on each line that contains the string
candle.

If the search-string is the sam e as the address, you can leave the search-string blank. For
exam ple, the com m and :/candle/s//lam p/ is equivalent to the com m and :/candle/s/candle/lam p/.

M iscellaneous C om m ands

This section describes three com m ands that do not fit naturally into any other groups.

Join

Join ( J)

The J (Join) com m and joins the line below  the current line to the end of the current line,
inserting a SPA C E betw een w hat w as previously tw o lines and leaving the cursor on this
SPA C E. If the current line ends w ith a period, vim  inserts tw o SPA C Es.

Y ou can alw ays ―unjoin‖ (break) a line into tw o lines by replacing the SPA C E or SPA C Es w here
you w ant to break the line w ith a R ETU R N .

Status

Status ( C O N TR O L-G )

The Status com m and, C O N TR O L-G , displays the nam e of the file you are editing, inform ation
about w hether the file has been m odified or is a readonly file, the num ber of the current line, the
total num ber of lines in the W ork buffer, and the percentage of the W ork buffer preceding the
current line. Y ou can also use :f to display status inform ation. Follow ing is a sam ple status line:



"/usr/share/dict/words" [readonly] line 28501 of 98569 --28%-- col 1

. (Period)

R epeat last com m and (.)

The . (period) com m and repeats the m ost recent com m and that m ade a change. If you had just
given a d2w  com m and (delete the next tw o w ords), for exam ple, the . com m and w ould delete the
next tw o w ords. If you had just inserted text, the . com m and w ould repeat the insertion of the
sam e text. This com m and is useful if you w ant to change som e occurrences of a w ord or phrase
in the W ork buffer. Search for the first occurrence of the w ord (use /) and then m ake the change
you w ant (use cw ). Y ou can then use n to search for the next occurrence of the w ord and . to
m ake the sam e change to it. If you do not w ant to m ake the change, give the n com m and again to
find the next occurrence.

C opying, M oving, and D eleting T ext

The vim  editor has a G eneral-Purpose buffer and 26 N am ed buffers that can hold text during an
editing session. These buffers are useful if you w ant to m ove or copy a portion of text to another
location in the W ork buffer. A  com bination of the D elete and Put com m ands rem oves text from
one location in the W ork buffer and places it in another location in the W ork buffer. The Y ank
and Put com m ands copy text to another location in the W ork buffer, w ithout changing the
original text.

T he G eneral-Purpose B uffer

The vim  editor stores the text that you m ost recently changed, deleted, or yanked (covered
below ) in the G eneral-Purpose buffer. The U ndo com m and retrieves text from  the G eneral-
Purpose buffer w hen it restores text.

C opying T ext to the B uffer

Y ank ( y/Y )

The Y ank com m and (y) is identical to the D elete (d) com m and except that it does not delete text
from  the W ork buffer. The vim  editor places a copy of the yanked text in the G eneral-Purpose
buffer. Y ou can then use a Put com m and to place another copy of it elsew here in the W ork
buffer. U se the Y ank com m and just as you use the D elete com m and. The uppercase Y  com m and
yanks an entire line into the G eneral-Purpose buffer.

T ip: U se yy to yank one line

Just as d R ETU R N  deletes tw o lines, so y R ETU R N  yanks tw o lines. U se the yy com m and to
yank and dd to delete the current line.

T ip: D  w orks differently from  Y

The D  com m and (page 185) does not w ork in the sam e m anner as the Y  com m and. W hereas D
deletes to the end of the line, Y  yanks the entire line regardless of the cursor position.



C opying T ext from  the B uffer

Put ( p/P)

The Put com m ands, p and P, copy text from  the G eneral-Purpose buffer to the W ork buffer. If
you delete or yank characters or w ords into the G eneral-Purpose buffer, p inserts them  after the
current character, and P inserts them  before this character. If you delete or yank lines, sentences,
or paragraphs, P inserts the contents of the G eneral-Purpose buffer before the current line, and p
inserts them  after the current line.

Put com m ands do not destroy the contents of the G eneral-Purpose buffer. Thus you can place the
sam e text at several points w ithin the file by giving one D elete or Y ank com m and and several
Put com m ands.

D eleting T ext C opies It into the B uffer

A ny of the D elete com m ands described earlier in this chapter (page 185) place the deleted text in
the G eneral-Purpose buffer. Just as you can use the U ndo com m and to put the deleted text back
w here it cam e from , so you can use a Put com m and to put the deleted text at another location in
the W ork buffer.

Suppose you delete a w ord from  the m iddle of a sentence by giving the dw  com m and and then
m ove the cursor to a SPA C E betw een tw o w ords and give a p com m and; vim  places the w ord
you just deleted at the new  location. If you delete a line using the dd com m and and then m ove
the cursor to the line below  the line w here you w ant the deleted line to appear and give a P
com m and, vim  places the line at the new  location.

optional

N am ed B uffers

Y ou can use a N am ed buffer w ith any of the D elete, Y ank, or Put com m ands. Each of the 26
N am ed buffers is nam ed by a letter of the alphabet. Each N am ed buffer can store a different
block of text and you can recall each block as needed. U nlike the G eneral-Purpose buffer, vim
does not change the contents of a N am ed buffer unless you issue a com m and that specifically
overw rites that buffer. The vim  editor m aintains the contents of the N am ed buffers throughout an
editing session.

The vim  editor stores text in a N am ed buffer if you precede a D elete or Y ank com m and w ith a
double quotation m ark (") and a buffer nam e (for exam ple, "kyy yanks a copy of the current line
into buffer k). Y ou can put inform ation from  the W ork buffer into a N am ed buffer in tw o w ays.
First, if you give the nam e of the buffer as a low ercase letter, vim  overw rites the contents of the
buffer w hen it deletes or yanks text into the buffer. Second, if you use an uppercase letter for the
buffer nam e, vim  appends the new ly deleted or yanked text to the end of the buffer. This feature
enables you to collect blocks of text from  various sections of a file and deposit them  at one place
in the file w ith a single com m and. N am ed buffers are also useful w hen you are m oving a section
of a file and do not w ant to give a Put com m and im m ediately after the corresponding D elete
com m and, and w hen you w ant to insert a paragraph, sentence, or phrase repeatedly in a
docum ent.

If you have one sentence you use throughout a docum ent, you can yank that sentence into a



N am ed buffer and put it w herever you need it by using the follow ing procedure: A fter entering
the first occurrence of the sentence and pressing ESC A PE to return to C om m and m ode, leave the
cursor on the line containing the sentence. (The sentence m ust appear on a line or lines by itself
for this procedure to w ork.) Then yank the sentence into N am ed buffer a by giving the "ayy
com m and (or "a2yy if the sentence takes up tw o lines). N ow  anytim e you need the sentence, you
can return to C om m and m ode and give the com m and "ap to put a copy of the sentence below  the
current line.

This technique provides a quick and easy w ay to insert text that you use frequently in a
docum ent. For exam ple, if you w ere editing a legal docum ent, you m ight store the phrase T he
Plaintiff alleges that the D efendant in a N am ed buffer to save yourself the trouble of typing it
every tim e you w ant to use it. Sim ilarly, if you w ere creating a letter that frequently used a long
com pany nam e, such as N ational Standards Institute, you m ight put it into a N am ed buffer.

N um bered B uffers

In addition to the 26 N am ed buffers and 1 G eneral-Purpose buffer, 9 N um bered buffers are
available. They are, in one sense, readonly buffers. The vim  editor fills them  w ith the nine m ost
recently deleted chunks of text that are at least one line long. The m ost recently deleted text is
held in "1, the next m ost recent in "2, and so on. If you delete a block of text and then give other
vim  com m ands so that you cannot reclaim  the deleted text w ith an U ndo com m and, you can use
"1p to paste the m ost recently deleted chunk of text below  the location of the cursor. If you have
deleted several blocks of text and w ant to reclaim  a specific one, proceed as follow s: Paste the
contents of the first buffer w ith "1p. If the first buffer does not hold the text you are looking for,
undo the paste operation w ith u and then give the period (.) com m and to repeat the previous
com m and. The N um bered buffers w ork in a unique w ay w ith the period com m and: Instead of
pasting the contents of buffer "1, the period com m and pastes the contents of the next buffer ("2).
A nother u and period w ould replace the contents of buffer "2 w ith that of buffer "3, and so on
through the nine buffers.

R eading and W riting Files

Exit ( Z Z )

The vim  editor reads a disk file into the W ork buffer w hen you specify a filenam e on the
com m and line you use to call vim . A  Z Z  com m and that term inates an editing session w rites the
contents of the W ork buffer back to the disk file. This section discusses other w ays of reading
text into the W ork buffer and w riting it to a file.

R eading Files

R ead ( :r)

The R ead com m and reads a file into the W ork buffer. The new  file does not overw rite any text in
the W ork buffer but rather is positioned follow ing the single address you specify (or the current
line if you do not specify an address). Y ou can use an address of 0 to read the file into the
beginning of the W ork buffer. The R ead com m and has the follow ing syntax:

:[address]r [filenam e]



A s w ith other com m ands that begin w ith a colon, w hen you enter the colon it appears on the
status line. The filenam e is the pathnam e of the file that you w ant to read and m ust be term inated
by R ETU R N . If you om it the filenam e, vim  reads from  the disk the file you are editing.

W riting Files

W rite ( :w )

The W rite com m and w rites part or all of the W ork buffer to a file. Y ou can specify an address to
w rite part of the W ork buffer and a filenam e to specify a file to receive the text. If you do not
specify an address or filenam e, vim  w rites the entire contents of the W ork buffer to the file you
are editing, updating the file on the disk.

D uring a long editing session, it is a good idea to use the W rite com m and occasionally. If a
problem  develops later, a recent copy of the W ork buffer is then safe on the disk. If you use a :q!
com m and to exit from  vim , the disk file reflects the version of the W ork buffer at the tim e you
last used a W rite com m and.

The W rite com m and has tw o syntaxes:

:[address]w [!] [filenam e]

:[address]w > >  filenam e

The second syntax appends text to an existing file. The address specifies the portion of the W ork
buffer vim  w ill w rite to the file. The address follow s the form  of the address that the Substitute
com m and uses (page 193). If you do not specify an address, vim  w rites the entire contents of the
W ork buffer. The optional filenam e is the pathnam e of the file you are w riting to. If you do not
specify a filenam e, vim  w rites to the file you are editing.

w !

B ecause the W rite com m and can quickly destroy a large am ount of w ork, vim  dem ands that you
enter an exclam ation point (!) follow ing the w  as a safeguard against accidentally overw riting a
file. The only tim es you do not need an exclam ation point are w hen you are w riting out the entire
contents of the W ork buffer to the file being edited (using no address and no filenam e) and w hen
you are w riting part or all of the W ork buffer to a new  file. W hen you are w riting part of the file
to the file being edited or w hen you are overw riting another file, you m ust use an exclam ation
point.

Identifying the C urrent File

The File com m and (:f) provides the sam e inform ation as the Status com m and (C O N TR O L-G ;

page 196). The filenam e the File com m and displays is the one the W rite com m and uses if you
give a :w  com m and w ithout a filenam e.

Setting Param eters

Y ou can tailor the vim  editor to your needs and habits by setting vim  param eters. Param eters



perform  such functions as displaying line num bers, autom atically inserting R ETU R N s, and
establishing increm ental and nonstandard searches.

Y ou can set param eters in several w ays. For exam ple, you can set them  to establish the
environm ent for the current editing session w hile you are using vim . A lternatively, you can set
the param eters in your ~/.bash_profile (bash) or ~/.tcshrc (tcsh) shell startup file or in the vim
startup file, ~/.vim rc. W hen you set the param eters in any of these files, the sam e custom ized
environm ent w ill be available each tim e vim  starts and you can begin editing im m ediately.

Setting Param eters from  W ithin vim

To set a param eter w hile you are using vim , enter a colon (:), the w ord set, a SPA C E, and the
param eter (refer to ―Param eters‖ on the next page). The com m and appears on the status line as
you type it and takes effect w hen you press R ETU R N . The follow ing com m and establishes
increm ental searches for the current editing session:

:set incsearch

Setting Param eters in a Startup File

V IM IN IT

If you are using bash, you can put a line w ith the follow ing syntax in your ~/.bash_-profile
startup file (page 288):

export VIM IN IT= ' set param 1 param 2 ...'

R eplace param 1 and param 2 w ith param eters selected from  Table 6-7. V IM IN IT  is a shell
variable that vim  reads. The follow ing statem ent causes vim  to ignore the case of characters in
searches, display line num bers, use the TC  Shell to execute Linux com m ands, and w rap text 15
characters from  the right edge of the screen:

export VIMINIT='set ignorecase number shell=/bin/tcsh wrapmargin=15'

If you use the param eter abbreviations, it looks like this:

export VIMINIT='set ic nu sh=/bin/tcsh wm=15'

If you are using tcsh, put the follow ing line in your ~/.tcshrc startup file (page 386):

setenv VIM IN IT 'set param 1 param 2 ...'

A gain, replace param 1 and param 2 w ith param eters from  Table 6-7. The values betw een the
single quotation m arks are the sam e as those show n in the preceding exam ples.

T he .vim rc Startup File

Instead of setting vim  param eters in your shell startup file, you can create á/.vim rc file in your
hom e directory and set the param eters there. C reating a .vim rc file causes vim  to start w ith the
com patible param eter unset (page 172). Lines in a .vim rc file follow  this syntax:

set param 1 param 2 ...



Follow ing are exam ples of .vim rc files that perform  the sam e function as V IM IN IT  described
previously:

$ cat ~/.vim rc
set ignorecase
set num ber
set shell=/bin/tcsh
set w rapm argin=15

$ cat ~/.vim rc
set ic nu sh=/bin/tcsh w m =15

Param eters set by the V IM IN IT  variable take precedence over those set in the .vim rc file.

Param eters

Table 6-7 lists som e of the m ost useful vim  param eters. The vim  editor displays a com plete list
of param eters and indicates how  they are currently set w hen you give the com m and :set all
follow ed by a R ETU R N . The com m and :set R ETU R N  displays a list of options that are set to
values other than their default values. Tw o classes of param eters exist: those that contain an
equal sign (and can take on a value) and those that are optionally prefixed w ith no (sw itches that
are on or off). Y ou can change the sense of a sw itch param eter by giving the com m and :set
[no]param . For exam ple, give the com m and :set num ber (or :set nonum ber) to turn on (or off)
line num bering. To change the value of a param eter that takes on a value (and uses an equal
sign), give a com m and such as :set shiftw idth=15.

M ost param eters have abbreviations‍ for exam ple, nu for num ber, nonu for nonum ber, and
sw  for shiftw idth. The abbreviations are listed in the left colum n of Table 6-7, follow ing the
nam e of the param eter.

T able 6-7 Param eters




