For use with

all popular versions of
Linux, including Ubuntu,”

Fedora;" openSUSE,"
Red Hat,  Debian, Mageia,

Mint, Arch, Cent0S,
and mac0$

“First Sobell taught people how to use Linux...
now he teaches you the power of Linux.

A must-have book for anyone who wants

to take Linux to the next level.”

—Jon “maddog” Hall, Executive Director, Linux International

Inu

Commands, Edltors,?‘l:j
and Shell Programmmg

Discover the Power of Linux —
Covers mac0S, too! P |

w Learn from hundreds of realistic, high-quality examples,

and become a true command-line gury ~
» Covers MariaDB, DNF, and Python 3 w/
» 300+ poge reference section covers 102 utilities,
including mac0S commands

Mark G. Sobell

coauthored by Mlatthew Helmke

FOURTH EDITION

{1 OD104n

(& mic

b\ N XS




Practical Guideto Linux Commands,
Editors, and Shell Programming, A, 4/e



Contents

Contents
Preface

1 Welcome to Linux and macOS

Part | The Linux and macOS Operating Systems

2 Getting Started

3 The Utilities

4 The Filesystem

5 The Shell

Part || The Editors

6 The vim Editor

7 The emacs Editor

Part 111 The Shells

8 The Bourne Again Shell (bash)

9 The TC Shell (tcsh)

Part 1V Programming Tools

10 Programming the Bourne Again Shell (bash)

11 The Perl Scripting L anguage

12 The Python Programming L anguage

13 The MariaDB SQL Database Management System

14 The AWK Pattern Processing L anguage

15 The sed Editor

Part VV_Secure Network Utilities

16 The rsync Secure Copy Utility

17 The OpenSSH Secure Communication Utilities

Part VII Appendixes




A Regular Expressions

B Help

C Keeping the System Up-to-Date

D macOS Notes

Part VI Command Reference

Command Reference

Glossary



Preface

Linux

A Practical Guideto Linux™ Commands, Editors, and Shell Programming, Fourth Edition,
explains how to work with the Linux operating system from the command line. The first few
chapters of this book build a foundation for learning about Linux. The rest of the book covers
more advanced topics and goes into more detail. This book does not describe a particular release
or distribution of Linux but rather pertainsto al recent versions of Linux.

macOS

This book also explains how to work with the UNIX/Linux foundation of macOS. It looks
—dnder the hood, |l past the traditional GUI (graphical user interface) that most people associate
with the Macintosh, and explains how to use the powerful command-line interface (CL1) that
connects you directly to macOS. Where this book refersto Linux, it implicitly refers to macOS
aswell and makes note of differences between the two operating systems.

Command-line interface (CLI)

In the beginning there was the command-line (textual) interface, which enabled a user to give
Linux commands from the command line. There was no mouse to point with or icons to drag and
drop. Some programs, such as emacs, implemented rudimentary windows using the very minimal
graphics available in the ASCI| character set. Reverse video helped separate areas of the screen.

Linux was born and raised in this environment, so naturally all the original Linux tools were
invoked from the command line. The real power of Linux still liesin this environment, which
explains why many Linux professionals work exclusively from the command line. Using clear
descriptions and many examples, this book shows you how to get the most out of your Linux
system using the command-line interface.

Linux distributions

A Linux distribution comprises the Linux kernel, utilities, and application programs. Many
distributions are available, including Ubuntu, Fedora, openSUSE, Red Hat, Debian, Mageia,
Arch, CentOS, Solus, and Mint. Although the distributions differ from one another in various
ways, all of them rely on the Linux kernel, utilities, and applications. This book is based on the
code that is common to most distributions. As a consequence you can use it regardless of which
distribution you are running.

Overlap

If you read one of Mark Sobell-s other books, A Practical Guide to Fedora™ and Red Hat ™
Enterprise Linux, or A Practical Guide to Ubuntu Linux™, or Matthew Helmke-s Ubuntu
Unleashed or The Official Ubuntu Book, you will notice some overlap between those books and
the one you are reading now. The books cover similar information, presented from different
perspectives and at different levels of depth depending on the intended audience for each book.

Audience



This book is designed for awide range of readers. It does not require programming experience,
although some experience using a computer is helpful. It is appropriate for the following readers:

" Studentstaking aclass in which they use Linux or macOS
* Power userswho want to explore the power of Linux or macOS from the command line
* Professionals who use Linux or macOS at work

* Beginning Macintosh user s who want to know what UNIX/Linux is, why everyone keeps
saying it isimportant, and how to take advantage of it

" Experienced Macintosh users who want to know how to take advantage of the power of
UNIX/Linux that underlies macOS

“ UNIX userswho want to adapt their UNIX skills to the Linux or macOS environment

* System administrators who need a deeper understanding of Linux or macOS and the tools that
are available to them, including the bash, Perl, and Python scripting languages

* Web developer s who need to understand Linux inside and out including Perl and Python
* Computer science students who are studying the Linux or macOS operating System

* Programmer s who need to understand the Linux or macOS programming environment

" Technical executives who want to get agrounding in Linux or macOS

Benefits

A Practical Guideto Linux™ Commands, Editors, and Shell Programming, Fourth Edition, gives
you a broad understanding of how to use Linux and macOS from the command line. Regardless
of your background, it offers the knowledge you need to get on with your work: Y ou will come
away from this book with an understanding of how to use Linux/macOS, and this text will
remain avaluable reference for years to come.

A large amount of free software has always been available for Macintosh systems. In addition,

the Macintosh shareware community is very active. By introducing the UNIX/Linux aspects of
macOS, this book throws open to Macintosh users the vast store of free and low-cost software

available for Linux and other UNIX-like systems.

Tip: In thisbook, Linux refersto Linux and macOS

The UNIX operating system is the common ancestor of Linux and macOS. Although the GUIs
(graphical user interfaces) of these two operating systems differ significantly, the command-line
interfaces (CLIs) are very similar and in many cases identical. This book describes the CLIs of

both Linux and macOS. To make the content more readable, this book uses the term Linux to
refer to both Linux and macOS. It makes explicit note of where the two operating systems differ.

Features of This Book

This book is organized for ease of usein different situations. For example, you can read it from



cover to cover to learn command-line Linux from the ground up. Alternatively, once you are
comfortable using Linux, you can use this book as areference: Look up atopic of interest in the
table of contents or index and read about it. Or, refer to one of the utilities covered in Part V1,
—command Reference.ll Y ou can also think of this book as a catalog of Linux topics. Flip
through the pages until atopic catches your eye. The book aso includes many pointersto Web
sites where you can obtain additional information: Consider the Internet to be an extension of
this book.

A Practical Guideto Linux™ Commands, Editors, and Shell Programming, Fourth Edition, offers
the following features:

* Optional sections alow you to read the book at different levels, returning to more difficult
material when you are ready to tackleit.

* Caution boxes highlight procedures that can easily go wrong, giving you guidance before you
run into trouble.

" Tip boxes highlight places in the text where you can save time by doing something differently
or when it might be useful or just interesting to have additional information.

" Security boxes point out ways you can make a system more secure.

" Each chapter starts with alist of chapter objective§ alist of important tasks you should be
able to perform after reading the chapter.

" Concepts areillustrated by practical examples found throughout the book.

* The many useful URL s (Internet addresses) identify sites where you can obtain software and
information.

“ Main, File Tree, and Utility indexes help you find what you are looking for quickly; for easy
access, the Utility index is reproduced on the insides of the front and back covers.

* Chapter summaries review the important points covered in each chapter.

" Review exercises are included at the end of each chapter for readers who want to hone their
skills. Answers to even-numbered exercises are posted at www.sobell.com.

" Important GNU tools, including gcc, GNU Configure and Build System, make, gzip, and many
others, are described in detail.

* Pointers throughout the book provide help in obtaining online documentation from many
sources, including the local system and the Internet.

" Important command-line utilities that were developed by Apple specificaly for macOS are
covered in detail, including diskutil, ditto, dscl, GetFilelnfo, launchctl, otool, plutil, and SetFile.

" Descriptions of macOS extended attributesinclude file forks, file attributes, attribute flags,
and Access Control Lists (ACLYS).

* Appendix D, -macOS Notes, |l lists some differences between macOS and Linux.



Contents

This section describes the information that each chapter covers and explains how that
information can help you take advantage of the power of Linux. Y ou might want to review the
table of contents for more detail.

“ Chapter I Welcometo Linux and macOS Presents background information on Linux and
macOS. This chapter coversthe history of Linux, profiles the macOS Mach kernel, explains
how the GNU Project helped Linux get started, and discusses some of the important featur es of
Linux that distinguish it from other operating systems.

Part I: The Linux and macOS Operating Systems

Tip: Experienced users might want to skim Part |

If you have used a UNIX/Linux system before, you might want to skim or skip some or all of the
chaptersin Part I. All readers should take alook at —€onventions Used in This Bookll (page 24),
which explains the typographic conventions that this book uses, and “Where to Find
Documentationll (page 33), which points you toward both local and remote sources of Linux
documentation.

Part | introduces Linux and gets you started using it.
‘ Chapter 2 Getting Started

Explains the typogr aphic conventions this book uses to make explanations clearer and easier to
read. This chapter provides basic information and explains how to log in, change your
password, give Linux commands using the shell, and find system documentation.

* Chapter 3 The Utilities

Explains the command-line interface (CLI) and briefly introduces mor e than 30 command-
line utilities. Working through this chapter givesyou afeel for Linux and introduces some of the
tools you will use day in, day out. Deeper discussion of utilitiesisreserved for Part V1. The
utilities covered in this chapter include

* grep, which sear ches through files for strings of characters;
¢ unix2dos, which converts Linux text files to Windows format;
+ tar, which creates ar chive files that can hold many other files;

¢ bzip2 and gzip, which compress files so that they take up less space on disk and alow you to
transfer them over a network more quickly; and

¢ diff, which displays the differ ences between two text files.

* Chapter 4 TheFilesystem

Discusses the Linux hierarchical filesystem, covering files, filenames, pathnames, working with
directories, access per missions, and hard and symbolic links. Understanding the filesystem



allows you to organize your data so that you can find information quickly. It also enables you
to share some of your fileswith other users while keeping other files private.

* Chapter § The Shell

Explains how to use shell features to make your work faster and easier. All of the features
covered in this chapter work with both bash and tcsh. This chapter discusses

¢ Using command-line options to modify the way a command works,

+ Making minor changesin acommand line to redirect input to acommand so that it comes

from afile instead of the keyboard; “Redir ecting output from a command to go to afile instead
of the screen;

+ Using pipelinesto send the output of one utility directly to another utility so you can solve
problems right on the command line; “Running programs in the backgr ound so you can work on

one task while Linux isworking on a different one; and “Using the shell to gener ate filenames
to save time spent on typing and help you when you do not remember the exact name of afile.

¢ Use shell startup files, shell options, and shell features to customize the shell;
Part I1: The Editors

Part 11 coverstwo classic, powerful Linux command-line text editors. Most Linux distributions
include the vim text editor, an —#mprovedll version of the widely used vi editor, as well asthe
popular GNU emacs editor. Text editors enable you to create and modify text files that can hold
programs, shell scripts, memos, and input to text formatting programs. Because Linux system
administration involves editing text-based configuration files, skilled Linux administrators are
adept at using text editors.

Chapter § Thevim Editor

Starts with atutorial on vim and then explains how to use many of the advanced featur es of
vim, including special charactersin search strings, the General-Purpose and Named buffers,
parameters, markers, and execution of commands from within vim. The chapter concludes with a
summary of vim commands.

" Chapter 7 The emacs Editor

Openswith atutorial and then explains many of the features of the emacs editor as well as how
to usethe META, ALT, and ESCAPE keys. In addition, this chapter covers key bindings,
buffers, and incremental and complete sear ching for both character strings and regular
expressions. It details the relationship between Point, the cursor, Mark, and Region. It also
explains how to take advantage of the extensive online help facilities available from emacs.
Other topics covered include cutting and pasting, using multiple windows and frames, and
working with emacs modeg specifically C mode, which aids programmers in writing and
debugging C code. Chapter 7 concludes with asummary of emacs commands.

Part I11: The Shells

Part 111 goes into more detail about bash and introduces the TC Shell (tcsh).



* Chapter § The Bourne Again Shell (bash)

Picks up where Chapter 5 left off, covering more advanced aspects of working with a shell. For
examplesit uses the Bourne Again Shellf  bash, the shell used almost exclusively for system
shell scripts. Chapter 8 describes how to

¢ Usejob control to stop jobs and move jobs from the foreground to the background, and vice
versa,

+ Modify and reexecute commands using the shell history list;
+ Create aliases to customize commands,
+ Work with user -created and keyword variablesin shell scripts,

¢ Implement localization including discussions of the locale utility, the LC_ variables, and
internationalization;

¢ Set up functions, which are similar to shell scripts but are executed more quickly;
+ Write and execute simple shell scripts; and

¢ Redirect error messages so they go to afile instead of the screen.

‘ Chapter § The TC Shell (tcsh)

Describes tcsh and covers features common to and different between bash and tcsh. This chapter
explains how to

¢ Run tcsh and change your default shell to tcsh;

+ Redirect error messages so they go to filesinstead of the screen;

¢ Use control structuresto alter the flow of control within shell scripts;
¢ Work with tcsh array and numeric variables; and

¢ Use shell builtin commands.
Part I'V: Programming Tools

Part IV covers important programming tools that are used extensively in Linux and macOS
system administration and general-purpose programming.

* Chapter 10 Programming the Bourne Again Shell (bash)

Continues where Chapter 8 left off, going into greater depth about advanced shell programming
using bash, with the discussion enhanced by extensive examples. This chapter discusses

¢ Control structuresincluding if...then...else and case;

+ Variables, with discussions of attributes, expanding null and unset variables, array variables,
and variablesin functions;



+ Environment, including environment versus local variables, inheritance, and process locality;
¢ Arithmetic and logical (Boolean) expressions; and
+ Some of the most useful shell builtin commands, including exec, trap, and getopts.

Once you have mastered the basics of Linux, you can use your knowledge to build more complex
and specialized programs, using the shell as a programming language.

Chapter 10 poses two complete shell programming problems and then shows you how to solve
them step by step. The first problem uses recursion to create a hierarchy of directories. The
second problem devel ops a quiz program, shows you how to set up a shell script that interacts
with a user, and explains how the script processes data. (The examplesin Part VI also
demonstrate many features of the utilities you can usein shell scripts.)

* Chapter 11f The Perl Scripting Language

Introduces the popular, feature-rich Perl programming language. This chapter covers

+ Perl help tools including perldoc;

¢ Perl variables and control structures,

+ File handling;

¢ Regular expressions; and

+ Installation and use of CPAN modules.

Many Linux administration scripts are written in Perl. After reading Chapter 11 you will be able
to better understand these scripts and start writing your own. This chapter includes many
examples of Perl scripts.

* Chapter 12 The Python Programming Language

Introduces the flexible and friendly Python programming language. This chapter covers
¢ Python listsand dictionaries,

+ Python functions and methods you can useto writeto and read from files;

+ Using pickle to store an object on disk;

¢ Importing and using libraries;

¢ Defining and using functions, including regular and L ambda functions;

¢ Regular expressions,; and

+ Using list comprehensions.

Many Linux tools are written in Python. Chapter 12 introduces Python, including some basic
object-oriented concepts, so you can read and understand Python programs and write your own.



This chapter includes many examples of Python programs.
* Chapter 13 TheMariaDB SQL Database Management System

Introduces the widely used MariaDB/MySQL relational database management system
(RDBMYS). This chapter covers

+ Relational database ter minology;

¢ | nstalling the MariaDB client and server;

¢ Creating a database;

¢+ Adding auser;

+ Creating and modifying tables;

¢ Adding data to a database; and

+ Backing up and restoring a database.

* Chapter 14 The AWK Pattern Processing L anguage

Explains how to use the powerful AWK language to write programs that filter data, write
reports, and retrieve data from the Inter net. The advanced programming section describes
how to set up two-way communication with another program using a copr ocess and how to
obtain input over a network instead of from alocal file.

* Chapter 15 The sed Editor

Describes sed, the noninter active stream editor that finds many applications as a filter within
shell scripts. This chapter discusses how to use sed-s buffers to write simple yet power ful
programs and includes many examples.

Part V: Secure Network Utilities

Part V describes two utilities you can use to work on aremote system and copy files across a
network securely.

‘ Chapter 16 The

rsync Secure Copy Utility Coversrsync, a secure utility that copies an ordinary file or directory
hierarchy locally or between the local system and a remote system. Asyou write programs, you
can use this utility to back them up to another system.

* Chapter 171 The OpenSSH Secure Communication Utilities

Explains how to use the ssh, scp, and sftp utilities to communicate securely over the Internet.
This chapter covers the use of authorized keys that allow you to log in on aremote system
securely without a password, ssh-agent that can hold your private keys while you are working,
and forwar ding X11 so you can run graphical programs remotely.



Part VI: Command Reference

Linux includes hundreds of utilities. Chapters 14, 15, 16, and 17 aswell as Part VI provide
extensive examples of the use of over 100 of the most important utilities with which you can
solve problems without resorting to programming in C. If you are already familiar with
UNIX/Linux, this part of the book will be avaluable, easy-touse reference. If you are not an
experienced user, it will serve as a useful supplement while you are mastering the earlier sections
of the book.

Although the descriptions of the utilitiesin Chapters 14, 15, 16, and 17 and Part V1 are presented
in aformat similar to that used by the Linux manual (man) pages, they are much easier to read
and understand. These utilities are included because you will work with them day in, day out
(for example, Is and cp), because they are power ful tools that are especially useful in shell
scripts (sort, paste, and test), because they help you work with a Linux system (ps, kill, and
fsck), or because they enable you to communicate with other systems (ssh, scp, and ftp). Each
utility description includes complete explanations of its most useful options, differentiating
between options supported under macOS and those supported under Linux. The -Biscussionll
and —Notesll sections present Tipsand tricks for taking full advantage of the utility-s power.
The -Examplesll sections demonstrate how to use these utilitiesin real life, alone and together
with other utilities, to generate reports, summarize data, and extract information. Take alook at
the -Examplesll sections for find (page 832), ftp (page 846), and sort (page 973) to see how
extensive these sections are. Some utilities, such as Midnight Commander (mc; page 905) and
screen (page 960), include extensive discussion sections and tutorials.

Part VII: Appendixes

Part V11 includes the appendixes, the glossary, and three indexes.
" Appendix AT Regular Expressions
Explains how to use regular expressions to take advantage of the hidden power of Linux.

Many utilities, including grep, sed, vim, AWK, Perl, and Python, accept regular expressionsin
place of simple strings of characters. A single regular expression can match many simple strings.

“ Appendix Bf Help

Details the steps typically used to solve the problems you might encounter when using a Linux
system.

“ Appendix & Keeping the System Up-to-Date

Describes how to use tools to download software and keep a system current. This appendix
includes information on

¢ dnff Downloads software from the Internet, keeping a system up-to-date and r esolving
dependencies asit goes.

¢ apt-geff An dternative to dnf for keeping a system current.

¢ BitTorrentf Good for distributing large amounts of data such as Linux installation CDs and
DVDs.



“ Appendix Df macOS Notes

A brief guide to macOS features and quirks that might be unfamiliar to users who have been
using Linux or other UNIX-like systems.

" Glossary
Defines more than 500 terms that pertain to the use of Linux and macOS.
" Indexes

Three indexes that make it easier to find what you are looking for quickly. These indexes
indicate where you can locate tables (page numbers followed by the letter t) and definitions
(italic page numbers). They also differentiate between light and comprehensive coverage (page
numbersin light and standard fonts, respectively).

# FileTreelndexX Lists, in hierarchical fashion, most files mentioned in this book. These files
are dso listed in the Main index.

+ Utility IndeX Locates al utilities mentioned in this book. A page number in alight font
indicates a brief mention of the utility; use of the regular font indicates more substantial
coverage. The Utility index is reproduced on the insides of the front and back covers.

¢ Main IndeX Helpsyou find the information you want quickly.

Supplements

The author-s home page (www.sobell.com) contains downloadable listings of the longer
programs from this book as well as pointers to many interesting and useful Linux and macOS
related sites on the World Wide Web, alist of corrections to the book, answers to even numbered
exercises, and a solicitation for corrections, comments, and suggestions.
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Welcometo Linux and macOS

In This Chapter

The History of UNIX and GNU| Linux

The Heritage of Linux: UNIX

What |s So Good About Linux?

Overview of Linux

Additional Features of Linux

Objectives
After reading this chapter you should be able to:

P Discuss the history of UNIX, Linux, and the GNU project

P Explain what is meant by —free softwarell and list characteristics of the GNU General Public
License

P List characteristics of Linux and reasons the Linux operating System is so popular
P Discuss three benefits of virtual machines over single physical machines

An operating system is the low-level software that schedules tasks, allocates storage, and handles
the interfaces to peripheral hardware, such as printers, disk drives, the screen, keyboard, and
mouse. An operating system has two main parts. the kernel and the system programs. The kernel
allocates machine resource§  including memory, disk space, and CPU (page 1092) cycle§ to
all other programs that run on the computer. The system programs include device drivers,
libraries, utility programs, shells (command interpreters), configuration scripts and files,
application programs, servers, and documentation. They perform higher-level housekeeping
tasks, often acting as serversin aclient/server relationship. For Linux and macOS, many of the
libraries, servers, and utility programs were written by the GNU Project, which is discussed
shortly.

Linux kernel

The Linux kernel was developed by Finnish undergraduate student Linus Torvalds, who used the
Internet to make the source code immediately available to others for free. Torvalds rel eased
Linux version 0.01 in September 1991.

The new operating system came together through alot of hard work. Programmers around the
world were quick to extend the kernel and devel op other tools, adding functionality to match that



already found in both BSD UNIX and System VV UNIX (SVR4) aswell as new functionality. The
name Linux is acombination of Linus and UNIX.

The Linux operating system, which was devel oped through the cooperation of numerous people
around the world, is a product of the Internet and is a free (open source; page 1113) operating
system. In other words, all the source codeisfree. You are freeto study it, redistribute it, and
modify it. Asaresult, the code is available free of cosf no charge for the software, source,
documentation, or support (via newsgroups, mailing lists, and other Internet resources). Asthe
GNU Free Software Definition (www.gnu.org/philosophy/free-sw.html) putsit:

Free beer

—Free softwarell is amatter of liberty, not price. To understand the concept, you should think of
—freell asin —free speech,ll not asin —free beer .|l

Mach kernel

macOS runs the Mach kernel, which was developed at Carnegie Mellon University (CMU) and is
free software. CMU concluded its work on the project in 1994, although other groups have
continued this line of research. Much of the macOS software is open source: the macOS kernel is
based on Mach and FreeBSD code, utilities come from BSD and the GNU project, and system
programs come mostly from BSD code, although Apple has developed a number of new
programs.

Tip: Linux, macOS, and UNI X

Linux and macOS are closely related to the UNIX operating system. This book describes Linux
and macOS. To make reading easier, this book talks about Linux when it means macOS and
Linux, and points out where macOS behaves differently from Linux. For the same reason, this
chapter frequently uses the term Linux to describe both Linux and macOS features.

The History of UNIX and GNU| Linux

This section presents some background on the relationships between UNIX and Linux and
between GNU and Linux. Visit www.levenez.com/unix for an extensive history of UNIX.

The Heritage of Linux: UNIX

The UNIX system was developed by researchers who needed a set of modern computing tools to
help them with their projects. The system allowed a group of people working together on a
project to share selected data and programs while keeping other information private.

Universities and colleges played a major role in furthering the popularity of the UNIX operating
system through the —four-year effect.ll When the UNIX operating system became widely
available in 1975, Bell Labs offered it to educational institutions at nominal cost. The schools, in
turn, used it in their computer science programs, ensuring that computer science students became
familiar with it. Because UNIX was such an advanced development system, the students became
acclimated to a sophisticated programming environment. As these students graduated and went
into industry, they expected to work in asimilarly advanced environment. As more of them
worked their way up the ladder in the commercial world, the UNIX operating system found its
way into industry.



Berkeley UNIX (BSD)

In addition to introducing students to the UNIX operating system, the Computer Systems
Research Group (CSRG) at the University of California at Berkeley made significant additions
and changesto it. In fact, it made so many popular changes that one version of the system is
called the Berkeley Software Distribution (BSD) of the UNIX system, or just Berkeley UNIX.
The other magjor version is UNIX System V (SVR4), which descended from versions devel oped
and maintained by AT& T and UNIX System Laboratories. macOS inherits much more strongly
from the BSD branch of the tree.

Fadeto 1983

Richard Stallman (www.stallman.org) announced?! the GNU Project for creating an operating

system, both kernel and system programs, and presented the GNU Manifesto,? which begins as
follows:

GNU, which stands for Gnu-s Not UNIX, is the name for the complete UNIX-compatible
software system which | am writing so that | can give it away free to everyone who can use it.

1. www.gnu.org/gnu/initial -announcement.html

2. www.gnu.org/gnu/manifesto.html

Some years later, Stallman added a footnote to the preceding sentence when he realized that it
was creating confusion:

The wording here was careless. The intention was that nobody would have to pay for
*permission* to use the GNU system. But the words don+ make this clear, and people often
interpret them as saying that copies of GNU should always be distributed at little or no charge.
That was never the intent; later on, the manifesto mentions the possibility of companies
providing the service of distribution for a profit. Subsequently | have learned to distinguish
carefully between —reell in the sense of freedom and —reell in the sense of price. Free softwareis
software that users have the freedom to distribute and change. Some users may obtain copies at
no charge, while others pay to obtain copie§ and if the funds help support improving the
software, so much the better. The important thing is that everyone who has a copy has the
freedom to cooperate with othersin using it.

In the manifesto, after explaining alittle about the project and what has been accomplished so
far, Stallman continues:

Why | Must Write GNU

| consider that the golden rule requiresthat if | like a program | must share it with other people
who like it. Software sellers want to divide the users and conquer them, making each user agree
not to share with others. | refuse to break solidarity with other usersin thisway. | cannot in good
conscience sign a nondisclosure agreement or a software license agreement. For years | worked
within the Artificial Intelligence Lab to resist such tendencies and other inhospitalities, but
eventually they had gone too far: | could not remain in an institution where such things are done
for me against my will.

So that | can continue to use computers without dishonor, | have decided to put together a
sufficient body of free software so that | will be able to get along without any software that is not



free. | have resigned from the Al Lab to deny MIT any legal excuse to prevent me from giving
GNU away.

Next Scene, 1991

The GNU Project has moved well along toward its goal. Much of the GNU operating system,
except for the kernel, is complete. Richard Stallman later writes:

By the early -90s we had put together the whole system aside from the kernel (and we were also
working on akernel, the GNU Hurd,2 which runs on top of Mach?). Developing this kernel has
been alot harder than we expected, and we are still working on finishing it.2

3. www.gnu.org/software/hurd/hurd.html

4. www.gnu.org/software/hurd/gnumach.html

5. www.gnu.org/software/hurd/hurd-and-linux.html

...[M]any believe that once Linus Torvalds finished writing the kernel, his friends looked around
for other free software, and for no particular reason most everything necessary to make a UNIX-
like system was already available.

What they found was no accident it was the GNU system. The available free software® added
up to acompl ete system because the GNU Project had been working since 1984 to make one.
The GNU Manifesto had set forth the goal of developing afree UNIX-like system, called GNU.
The Initial Announcement of the GNU Project also outlines some of the original plans for the

GNU system. By the time Linux was written, the [GNU] system was almost finished.

6. See www.gnu.org/phil osophy/free-sw.html

7. www.gnu.org/gnu/linux-and-gnu.html

Today the GNU —eperating systemll runs on top of the FreeBSD (www.freebsd.org) and NetBSD
(www.netbsd.org) kernels with complete Linux binary compatibility and on top of Hurd pre-
releases and Darwin (devel oper.apple.com/opensource) without this compatibility.

TheCodelsFree

The tradition of free software dates back to the days when UNIX was released to universities at
nominal cost, which contributed to its portability and success. This tradition eventually died as
UNIX was commercialized and manufacturers came to regard the source code as proprietary,
making it effectively unavailable. Another problem with the commercial versions of UNIX
related to their complexity. As each manufacturer tuned UNIX for a specific architecture, the
operating system became less portable and too unwieldy for teaching and experimentation.

MINIX

Two professors created their own stripped-down UNIX look-alikes for educational purposes:

Doug Comer created XINU, and Andrew Tanenbaum created MINIX. Linus Torvalds created
Linux to counteract the shortcomingsin MINIX. Every time there was a choice between code
simplicity and efficiency/features, Tanenbaum chose ssimplicity (to make it easy to teach with



MINIX), which meant this system lacked many features people wanted. Linux went in the
opposite direction.

You can obtain Linux at no cost over the Internet. Y ou can also obtain the GNU code viathe
U.S. mail at amodest cost for materials and shipping. Y ou can support the Free Software
Foundation (www.fsf.org) by buying the same (GNU) code in higher-priced packages, and you
can buy commercia packaged releases of Linux (called distributions), such as Fedora/Red Hat
Enterprise Linux, openSUSE, Debian, and Ubuntu, that include installation instructions,
software, and support.

GPL

Linux and GNU software are distributed under the terms of the GNU General Public License
(GPL, www.gnu.org/licenses/licenses.html). The GPL says you have the right to copy, modify,
and redistribute the code covered by the agreement. When you redistribute the code, however,
you must also distribute the same license with the code, thereby making the code and the license
inseparable. If you download source code from the Internet for an accounting program that is
under the GPL and then modify that code and redistribute an executable version of the program,
you must also distribute the modified source code and the GPL agreement with it. Because this
arrangement is the reverse of the way anormal copyright works (it gives rights instead of
limiting them), it has been termed a copyleft. (This paragraph is not alegal interpretation of the
GPL; it isintended merely to give you an idea of how it works. Refer to the GPL itself when you
want to make use of it.)

Have Fun!

Two key words for Linux are -Have Fun!ll These words pop up in prompts and documentation.
The UNIXT now LinuX cultureis steeped in humor that can be seen throughout the system.
For example, lessismord GNU has replaced the UNIX paging utility named more with an
improved utility named less. The utility to view PostScript documents is named ghostscript, and
one of several replacements for the vi editor is named elvis. While machines with Intel
processors have —++tel Insidell logos on their outside, some Linux machines sport —kinux Insidell
logos. And Torvalds himself has been seen wearing a T-shirt bearing a—kinus Insidell logo.

What |1s So Good About Linux?

In recent years Linux has emerged as a powerful and innovative UNIX work-alike. Its popularity
has surpassed that of its UNIX predecessors. Although it mimics UNIX in many ways, the Linux
operating system departs from UNIX in severa significant ways: The Linux kernel is
implemented independently of both BSD and System V, the continuing development of Linux is
taking place through the combined efforts of many capable individuals throughout the world, and
Linux puts the power of UNIX within easy reach of both business and personal computer users.
Using the Internet, today-s skilled programmers submit additions and improvements to the
operating system to Linus Torvalds, GNU, or one of the other authors of Linux.

Standards

In 1985, individuals from companies throughout the computer industry joined together to
develop the POSIX (Portable Operating System Interface for Computer Environments) standard,
which is based largely on the UNIX System V Interface Definition (SVID) and other earlier



standardization efforts. These efforts were spurred by the U.S. government, which needed a
standard computing environment to minimize its training and procurement costs. Released in
1988, POSIX isagroup of |IEEE standards that define the API (application programming
interface), shell, and utility interfaces for an operating system. Although aimed at UNIX-like
systems, the standards can apply to any compatible operating system. Now that these standards
have gained acceptance, software developers are able to develop applications that run on all
conforming versions of UNIX, Linux, and other operating systems.

Applications

A rich selection of applicationsisavailable for Linux both free and commercial aswell asa
wide variety of tools: graphical, word processing, networking, security, administration, Web
server, and many others. Large software companies have recently seen the benefit in supporting
Linux and now have on-staff programmers whose job it is to design and code the Linux kernel,
GNU, KDE, or other software that runs on Linux. For example, IBM (www.ibm.com/linux) isa
major Linux supporter. Linux conforms increasingly more closely to POSIX standards, and some
distributions and parts of others meet this standard. These developmentsindicate that Linux is
becoming mainstream and is respected as an attractive alternative to other popular operating
systems.

Peripheras

Another aspect of Linux that appealsto usersisthe amazing range of peripheralsthat is
supported and the speed with which support for new peripherals emerges. Linux often supports a
peripheral or interface card before any company does. Unfortunately some types of peripheral
particularly proprietary graphics card§ lagin their support because the manufacturers do not
release specifications or source code for driversin atimely manner, if at all.

Software

Also important to users is the amount of software that isavailablg not just source code (which
needs to be compiled) but also prebuilt binaries that are easy to install and ready to run. These
programs include more than free software. Netscape, for example, was available for Linux from
the start and included Java support before it was available from many commercial vendors. Its
sibling Mozilla/Thunderbird/ Fire-fox is now aviable browser, mail client, and newsreader,
performing many other functions as well.

Platforms

Linux is not just for Intel-based platforms (which now include Apple computers): It has been
ported to and runs on the Power PCl  including older Apple computers (ppclinux), Compag-s
(nce Digital Equipment Corporation) Alpha-based machines, M1PS-based machines, Motorolas
68K -based machines, various 64-bit systems, and IBM-s S/390. Nor is Linux just for single-
processor machines: As of version 2.0, it runs on multiple-processor machines (SMPs; page
1124). It also includes an O(1) scheduler, which dramatically increases scalability on SMP
systems.

Emulators
Linux supports programs, called emulators, that run code intended for other operating systems.

By using emulators you can run some DOS, Windows, and Macintosh programs under Linux.
For example, Wine (www.winehg.com) is an open-source implementation of the Windows API




that runs on top of the X Window System and UNIX/Linux.
Virtual machines

A virtual machine (VM or guest) appears to the user and to the software running on it asa
complete physical machine. It is, however, one of potentially many such VMs running on a
single physical machine (the host). The software that provides the virtualization is called a
virtual machine monitor (VMM) or hypervisor. Each VM can run a different operating system
from the other VMs. For example, on asingle host you could have VMs running Windows 7,
Ubuntu 12.10, Ubuntu 13.04, and Fedora 17.

A multitasking operating system allows you to run many programs on a single physical system.
Similarly, a hypervisor allows you to run many operating systems (VMs) on asingle physical
system.

VMs provide many advantages over single, dedicated machines:

" Isolationf Each VM isisolated from the other VMs running on the same host: Thus, if one
VM crashes or is compromised, the others are not affected.

* Securityt  When asingle server system running several serversis compromised, all servers are
compromised. If each server isrunning on its own VM, only the compromised server is affected;
other servers remain secure.

* Power consumptionf Using VMs, asingle powerful machine can replace many less powerful
machines, thereby cutting power consumption.

* Development and support] Multiple VMs, each running a different version of an operating
system and/or different operating systems, can facilitate development and support of software
designed to run in many environments. With this organization you can easily test a product in
different environments before releasing it. Similarly, when a user submits a bug, you can
reproduce the bug in the same environment it occurred in.

" Serverg In some cases, different servers require different versions of system libraries. In this
instance, you can run each server on itsown VM, all on asingle piece of hardware.

" Testing Using VMSs, you can experiment with cutting-edge releases of operating systems and
applications without concern for the base (stable) system, all on a single machine.

" Networkd You can set up and test networks of systems on a single machine.

* Sandboxed A VM presentsasandboX an area (system) that you can work in without regard
for the results of your work or for the need to clean up.

* Snapshotg Y ou can take snapshots of aVM and return the VM to the state it was in when
you took the snapshot simply by reloading the VM from the snapshot.

Xen

Xen, which was created at the University of Cambridge and is now being developed in the open-
source community, is an open-source virtual machine monitor (VMM). A VMM enables severa
virtual machines (VMs), each running an instance of a separate operating system, to run on a
single computer. Xen introduces minimal performance overhead when compared with running



each of the operating systems natively. For more information on Xen, refer to the Xen home
page at www.cl.cam.ac.uk/research/srg/netos/xen and wiki.xen.org.

VMware

VMware, Inc. (www.vmware.com) offers VMware Server, a free, downloadable, proprietary
product you can install and run as an application under Linux. VMware Server enables you to
install several VMss, each running a different operating system, including Windows and Linux.
VMware also offers afree VMware player that enables you to run VMs you create using
VMware Server.

KVM

The Kernel-based Virtual Machine (KVM; www.linux-kvm.org and libvirt.org) is an open-
source VM and runs as part of the Linux kernel.

Qemu

Qemu (wiki.gemu.org), written by Fabrice Bellard, is an open-source VMM that runs as a user
application with no CPU requirements. It can run code written for a different CPU than that of
the host machine.

Virtua Box

Virtua Box (www.virtualbox.org) isaVM developed by Sun Microsystems. If you want to run a
virtual instance of Windows, you might want to investigate VirtualBox.

Why Linux Is Popular with Har dware Companies and Developers

Two trends in the computer industry set the stage for the growing popularity of UNIX and Linux.
First, advances in hardware technology created the need for an operating system that could take
advantage of available hardware power. In the mid-1970s, minicomputers began challenging the
large mainframe computers because, in many applications, minicomputers could perform the
same functions less expensively. More recently, powerful 64-bit processor chips, plentiful and
inexpensive memory, and lower-priced hard disk storage have allowed hardware companies to
install multiuser operating systems on desktop computers.

Proprietary operating systems

Second, with the cost of hardware continually dropping, hardware manufacturers could no longer
afford to develop and support proprietary operating systems. A proprietary operating system is
one that is written and owned by the manufacturer of the hardware (for example, DEC/Compaq
owns VMYS). Today-s manufacturers need a generic operating system they can easily adapt to
their machines.

Generic operating systems

A generic operating system is written outside of the company manufacturing the hardware and is
sold (UNIX, macOS, Windows) or given (Linux) to the manufacturer. Linux isageneric
operating system because it runs on different types of hardware produced by different
manufacturers. Of course, if manufacturers can pay only for development and avoid per-unit
costs (which they have to pay to Microsoft for each copy of Windows they sell), they are much



better off. In turn, software developers need to keep the prices of their products down; they
cannot afford to create new versions of their products to run under many different proprietary
operating systems. Like hardware manufacturers, software devel opers need a generic operating
system.

Although the UNIX system once met the needs of hardware companies and researchers for a
generic operating system, over time it has become more proprietary as manufacturers added
support for their own specialized features and introduced new software libraries and utilities.
Linux emerged to serve both needs: It is a generic operating system that takes advantage of
available hardware power.

Linux IsPortable

A portable operating system is one that can run on many different machines. More than 95
percent of the Linux operating system iswritten in the C programming language, and C is
portable because it is written in a higher-level, machine-independent language. (The C compiler
iswrittenin C.)

Because Linux is portable, it can be adapted (ported) to different machines and can meet special
requirements. For example, Linux is used in embedded computers, such as the ones found in
cellphones, PDAS, and the cable boxes on top of many TVs. The file structure takes full
advantage of large, fast hard disks. Equally important, Linux was originally designed as a
multiuser operating systeni it was not modified to serve several users as an afterthought.
Sharing the computer-s power among many users and giving them the ability to share data and
programs are central features of the system.

Because it is adaptable and takes advantage of available hardware, Linux runs on many different
microprocessor-based systems as well as mainframes. The popularity of the microprocessor-
based hardware drives Linux; these microcomputers are getting faster all the time at about the
same price point. This widespread acceptance benefits both users, who do not like having to
learn a new operating system for each vendor-s hardware, and system administrators, who like
having a consistent software environment.

The advent of a standard operating system has given a boost to the development of the software
industry. Now software manufacturers can afford to make one version of a product available on
machines from different manufacturers.

The C Programming L anguage

Ken Thompson wrote the UNIX operating system in 1969 in PDP-7 assembly language.
Assembly language is machine-dependent: Programs written in assembly language work on only
one machine or, at best, on one family of machines. For this reason, the original UNIX operating
system could not easily be transported to run on other machines: It was not portable.

To make UNIX portable, Thompson developed the B programming language, a machine-
independent language, from the BCPL language. Dennis Ritchie developed the C programming
language by modifying B and, with Thompson, rewrote UNIX in Cin 1973. Originaly, C was
touted as a—portable assembler.ll The revised operating system could be transported more easily
to run on other machines.

That development marked the start of C. Itsroots reveal some of the reasons why it issuch a



powerful tool. C can be used to write machine-independent programs. A programmer who
designs a program to be portable can easily move it to any computer that has a C compiler. Cis
also designed to compile into very efficient code. With the advent of C, a programmer no longer
had to resort to assembly language to produce code that would run well (that is, quicklyf
although an assembler will always generate more efficient code than a high-level language).
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Linux Kernel
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Figure 1-1 A layered view of the Linux operating system

Cisagood systems language. Y ou can write acompiler or an operating systemin C. Itisa
highly structured but not necessarily a high-level language. C allows a programmer to
manipulate bits and bytes, as is necessary when writing an operating system. At the same time, it
has high-level constructs that allow for efficient, modular programming.

In the late 1980s the American National Standards Institute (ANSI) defined a standard version of
the C language, commonly referred to as ANS C or C89 (for the year the standard was
published). Ten years later the C99 standard was published; it is mostly supported by the GNU
Project-s C compiler (named gcc). The original version of the language is often referred to as
Kernighan & Ritchie (or K&R) C, named for the authors of the book that first described the C
language.

Another researcher at Bell Labs, Bjarne Stroustrup, created an object-oriented programming
language named C++, which is built on the foundation of C. Because object-oriented
programming is desired by many employerstoday, C++ is preferred over C in many
environments. Another language of choice is Objective-C, which was used to write the first Web
browser. The GNU Project-s C compiler supports C, C++, and Objective-C.

Overview of Linux

The Linux operating system has many unique and powerful features. Like other operating
systems, it isa control program for computers. But like UNIX, it is also a well-thought-out
family of utility programs (Figure 1-1) and a set of tools that allow users to connect and use these
utilities to build systems and applications.

Linux Hasa Kernel Programming Interface

The Linux kernelf the heart of the Linux operating systeni is responsible for allocating the
computer-s resources and scheduling user jobs so each one getsits fair share of system resources,



including access to the CPU; peripheral devices, such as hard disk, DV D, and tape storage; and
printers. Programs interact with the kernel through system calls, special functions with well-
known names. A programmer can use a single system call to interact with many kinds of devices.
For example, there is one write() system call, rather than many device-specific ones. When a
program issues awrite() request, the kernel interprets the context and passes the request to the
appropriate device. Thisflexibility allows old utilities to work with devices that did not exist
when the utilities were written. It also makes it possible to move programs to new versions of the
operating system without rewriting them (provided the new version recognizes the same system
cals).

Linux Can Support Many Users

Depending on the hardware and the types of tasks the computer performs, a Linux system can
support from 1 to more than 1,000 users, each concurrently running a different set of programs.
The per-user cost of acomputer that can be used by many people at the same timeis less than
that of a computer that can be used by only asingle person at atime. It is less because one person
cannot generally take advantage of al the resources a computer has to offer. That is, no one can
keep al the printers going constantly, keep all the system memory in use, keep all the disks busy
reading and writing, keep the Internet connection in use, and keep all the terminals busy at the
same time. By contrast, a multiuser operating system allows many people to use al of the system
resources amost simultaneously. The use of costly resources can be maximized, and the cost per
user can be minimized the primary objectives of a multiuser operating system.

Linux Can Run Many Tasks

Linux isafully protected multitasking operating system, allowing each user to run more than one
job at atime. Processes can communicate with one another but remain fully protected from one
another, just as the kernel remains protected from all processes. Y ou can run several jobsin the
background while giving al your attention to the job being displayed on the screen, and you can
switch back and forth between jobs. If you are running the X Window System (page 17), you can
run different programs in different windows on the same screen and watch all of them. This
capability helps users be more productive.

Linux Provides a Secure Hierarchical Filesystem

A fileisacaollection of information, such as text for amemo or report, an accumulation of sales
figures, an image, a song, or an executable program. Each file is stored under a unique identifier
on astorage device, such as a hard disk. The Linux filesystem provides a structure whereby files
are arranged under directories, which are like folders or boxes. Each directory has a name and
can hold other files and directories. Directories, in turn, are arranged under other directories and
so forth in atreelike organization. This structure helps users keep track of large numbers of files
by grouping related files in directories. Each user has one primary directory and as many
subdirectories as required (Figure 1-2).
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Figure 1-2 The Linux filesystem structure
Standards

With the idea of making life easier for system administrators and software devel opers, a group
got together over the Internet and developed the Linux Filesystem Standard (FSSTND), which
has since evolved into the Linux Filesystem Hierarchy Standard (FHS). Before this standard was
adopted, key programs were located in different places in different Linux distributions. Today
you can sit down at a Linux system and expect to find any given standard program at a consistent
location (page 96).

Links

A link allows a given file to be accessed by means of two or more names. The alternative names
can be located in the same directory as the original file or in another directory. Links can make
the same file appear in severa users—directories, enabling those usersto share the file easily.
Windows uses the term shortcut in place of link to describe this capability. Macintosh users will
be more familiar with the term alias. Under Linux, an aliasis different from alink; itisa
command macro feature provided by the shell (page 354).

Security

Like most multiuser operating systems, Linux allows usersto protect their data from access by
other users. It also alows users to share selected data and programs with certain other users by
means of a ssmple but effective protection scheme. Thislevel of security is provided by file
access permissions, which limit the users who can read from, write to, or execute afile. Linux
also implements ACL s (Access Control Lists), which give users and administrators finer-grained
control over file access permissions.

The Shell: Command Interpreter and Programming L anguage

In atextual environment, the shellf  the command interpreterf acts as an interface between you



and the operating system. When you enter a command on the screen, the shell interprets the
command and calls the program you want. A number of shells are available for Linux. The four
most popular shells are

* The Bourne Again Shell (bash), an enhanced version of the original Bourne Shell (an original
UNIX shell).

* The Debian Almquist Shell (dash; page 287), a smaller version of bash with fewer features.
Many startup shell scripts call dash in place of bash to speed the boot process.

* The TC Shell (tcsh; Chapter 9), an enhanced version of the C Shell, devel oped as part of BSD
UNIX.

* The Z Shell (zsh), which incorporates features from a number of shells, including the Korn
Shell.

Because different users might prefer different shells, multiuser systems can have several different
shellsin use at any given time. The choice of shells demonstrates one of the advantages of the
Linux operating system: the ability to provide a customized interface for each user.

Shell scripts

Besides performing its function of interpreting commands from a keyboard and sending those
commands to the operating system, the shell is a high-level programming language. Shell
commands can be arranged in afile for later execution (Linux calls these files shell scripts;
Windows calls them batch files). This flexibility allows users to perform complex operations
with relative ease, often by issuing short commands, or to build with surprisingly little effort
elaborate programs that perform highly complex operations.

Filename Generation

Wildcards and ambiguous file references

When you type commands to be processed by the shell, you can construct patterns using
characters that have special meanings to the shell. These characters are called wildcard
characters. The patterns, which are called ambiguous file references, are akind of shorthand:
Rather than typing in complete filenames, you can type patterns; the shell expands these patterns
into matching filenames. An ambiguous file reference can save you the effort of typing in along
filename or along series of similar filenames. For example, the shell might expand the pattern
mak* to make-3.80.tar.gz. Patterns can also be useful when you know only part of afilename or
cannot remember the exact spelling of afilename.

Completion

In conjunction with the Readline library, the shell performs command, filename, pathname, and
variable completion: Y ou type a prefix and press TAB, and the shell lists the items that begin
with that prefix or completes the item if the prefix specifies a unique item.

Device-Independent I nput and Output

Redirection



Devices (such as aprinter or aterminal) and disk files appear asfilesto Linux programs. When
you give acommand to the Linux operating system, you can instruct it to send the output to any
one of several devices or files. This diversion is called output redirection.

Device independence

In asimilar manner, a program-s input, which normally comes from a keyboard, can be
redirected so that it comes from a disk file instead. Input and output are device independent; that
is, they can be redirected to or from any appropriate device.

As an example, the cat utility normally displays the contents of afile on the screen. When you
run acat command, you can easily cause its output to go to adisk fileinstead of the screen.

Shell Functions

One of the most important features of the shell isthat users can use it as a programming
language. Because the shell is an interpreter, it does not compile programs written for it but
rather interprets programs each time they are loaded from the disk. Loading and interpreting
programs can be time-consuming.

Many shells, including the Bourne Again Shell, support shell functions that the shell holdsin
memory so it does not have to read them from the disk each time you execute them. The shell
also keeps functionsin an internal format so it does not have to spend as much time interpreting
them.

Job Control

Job control isashell feature that allows users to work on several jobs at once, switching back
and forth between them as desired. When you start ajob, it is frequently run in the foreground so
it is connected to the terminal. Using job control, you can move the job you are working with to
the background and continue running it there while working on or observing another job in the
foreground. If a background job then needs your attention, you can move it to the foreground so
it is once again attached to the terminal. The concept of job control originated with BSD UNIX,
where it appeared in the C Shell.

A Large Collection of Useful Utilities

Linux includes afamily of several hundred utility programs, often referred to as commands.
These utilities perform functions that are universally required by users. The sort utility, for
example, puts lists (or groups of lists) in alphabetical or numerical order and can be used to sort
lists by part number, last name, city, ZIP code, telephone number, age, size, cost, and so forth.
The sort utility isan important programming tool that is part of the standard Linux system. Other
utilities allow usersto create, display, print, copy, search, and delete files as well asto edit,
format, and typeset text. The man (for manual) and info utilities provide online documentation
for Linux.

I nter process Communication

Pipelines and filters



Linux enables users to establish both pipelines and filters on the command line. A pipeline
passes the output of one program to another program as input. A filter isaspecia kind of
pipeline that processes a stream of input datato yield a stream of output data. A filter processes
another program-s output, altering it as aresult. The filter-s output then becomes input to another
program.

Pipelines and filters frequently join utilities to perform a specific task. For example, you can use
apipeline to send the output of the sort utility to head (afilter that lists the first ten lines of its
input); you can then use another pipeline to send the output of head to a third utility, Ipr, that
sends the data to a printer. Thus, in one command line, you can use three utilities together to sort
and print part of afile.

System Administration

On aLinux system the system administrator is frequently the owner and only user of the system.
This person has many responsibilities. The first responsibility might be to set up the system,
install the software, and possibly edit configuration files. Once the system is up and running, the
system administrator is responsible for downloading and installing software (including upgrading
the operating system), backing up and restoring files, and managing such system facilities as
printers, terminals, servers, and alocal network. The system administrator is aso responsible for
setting up accounts for new users on amultiuser system, bringing the system up and down as
needed, monitoring the system, and taking care of any problems that arise.

Additional Featuresof Linux

The developers of Linux included features from BSD, System V, and Sun Microsystems—Solaris,
aswell as new features, in their operating system. Although most of the tools found on UNIX
exist for Linux, in some cases these tools have been replaced by more modern counterparts. This
section describes some of the popular tools and features available under Linux.

GUIs: Graphical User Interfaces

The X Window System (also called X or X11) was developed in part by researchersat MIT
(Massachusetts I nstitute of Technology) and provides the foundation for the GUIs available with
Linux. Given aterminal or workstation screen that supports X, a user can interact with the
computer through multiple windows on the screen, display graphical information, or use special-
purpose applications to draw pictures, monitor processes, or preview formatted output. X isan
across-the-network protocol that allows a user to open a window on aworkstation or computer
system that is remote from the CPU generating the window.

Aqua

Most Macintosh users are familiar with Aqua, the standard macOS graphical interface. Aquais
based on a rendering technology named Quartz and has a standard look and feel for applications.
By default, X11 is not installed on a Macintosh; you can use XQuartz in its place
(xquartz.macosforge.org/trac/wiki).

Desktop manager

Usually two layers run on top of X: a desktop manager and awindow manager. A desktop



manager is a picture-oriented user interface that enables you to interact with system programs by
manipulating icons instead of typing the corresponding commands to a shell. Many Linux
distributions run the GNOME desktop manager (www.gnome.org) by default, but X can also run
KDE (www.kde.org) and a number of other desktop managers. macOS handles the desktop in
Aqua, not in X11, so thereis no desktop manager under X11.

Window manager

A window manager is a program that runs under the desktop manager and allows you to open
and close windows, run programs, and set up amouse so it has different effects depending on
how and where you click it. The window manager also gives the screen its personality. Whereas
Microsoft Windows allows you to change the color of key elements in a window, a window
manager under X allows you to customize the overall look and feel of the screen: You can
change the way awindow looks and works (by giving it different borders, buttons, and
scrollbars), set up virtual desktops, create menus, and more. When you are working from the
command line, you can approximate awindow manager by using Midnight Commander (mc;
page 905).

Severa popular window managers run under X and Linux. Many Linux distributions provide
both Metacity (the default under GNOME 2) and kwin (the default under KDE). In addition to
KDE, Fedora provides Mutter (the default under GNOME 3). Mutter is short for Metacity Clutter
(the graphics library is named Clutter). Other window managers, such as Sawfish and
WindowMaker, are also available.

Under macOS, most windows are managed by a Quartz layer, which applies the Apple Aqua
look and feel. For X11 applications only, thistask is performed by quartz-wm, which mimics the
Apple Aqualook and feel so X11 applications on the Mac desktop have the same appearance as
native macOS applications.

(Inter)Networking Utilities

Linux network support includes many utilities that enable you to access remote systems over a
variety of networks. In addition to sending email to users on other systems, you can access files
on disks mounted on other computers as if they were located on the local system, make your files
available to other systemsin a similar manner, copy files back and forth, run programs on remote
systems while displaying the results on the local system, and perform many other operations
across local area networks (LANSs) and wide area networks (WANS), including the Internet.

Layered on top of this network accessis awide range of application programs that extend the
computer-s resources around the globe. Y ou can carry on conversations with people throughout
the world, gather information on awide variety of subjects, and download new software over the
Internet quickly and reliably.

Softwar e Development

One of Linux-s most impressive strengths is its rich software development environment. Linux
supports compilers and interpreters for many computer languages. Besides C and C++, languages
available for Linux include Ada, Fortran, Java, Lisp, Pascal, Perl, and Python. The bison utility
generates parsing code that makes it easier to write programs to build compilers (tools that parse
files containing structured information). The flex utility generates scanners (code that recognizes
lexical patternsin text). The make utility and the GNU Configure and Build System make it



easier to manage complex development projects. Source code management systems, such as
CVS, smplify version control. Several debuggers, including ups and gdb, can help you track
down and repair software defects. The GNU C compiler (gcc) works with the gprof profiling
utility to help programmers identify potential bottlenecksin a program-s performance. The C
compiler includes options to perform extensive checking of C code, thereby making the code
more portable and reducing debugging time. Under macOS, Apple-s Xcode development
environment provides a unified graphical front end to most of these tools as well as other options
and features.

Chapter Summary

The Linux operating system grew out of the UNIX heritage to become a popular aternative to
traditional systems (that is, Windows) available for microcomputer (PC) hardware. UNIX users
will find afamiliar environment in Linux. Distributions of Linux contain the expected
complement of UNIX utilities, contributed by programmers around the world, including the set
of tools developed as part of the GNU Project. The Linux community is committed to the
continued development of this system. Support for new microcomputer devices and featuresis
added soon after the hardware becomes available, and the tools available on Linux continue to be
refined. Given the many commercial software packages available to run on Linux platforms and
the many hardware manufacturers offering Linux on their systems, it is clear that the system has
evolved well beyond its origin as an undergraduate project to become an operating system of
choice for academic, commercial, professional, and personal use.

Exercises

1. What is free software? List three characteristics of free software.
2. Why isLinux popular? Why isit popular in academia?
3. What are multiuser systems? Why are they successful ?

4. What is the Free Software Foundation/GNU? What is Linux? Which parts of the Linux
operating system did each provide? Who else has helped build and refine this operating system?

5. Inwhich language is Linux written? What does the language have to do with the success of
Linux?

6. What is a utility program?

7. What is a shell? How does it work with the kernel? With the user?

8. How can you use utility programs and a shell to create your own applications?
9. Why isthe Linux filesystem referred to as hierarchical ?

10. What is the difference between a multiuser and a multitasking system?

11. Give an example of when you would want to use a multitasking system.

12. Approximately how many people wrote Linux? Why is this project unique?



13. What are the key terms of the GNU Genera Public License?
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2
Getting Started

In This Chapter

Conventions Used in This Book

Logging In from a Termina (Emulator)

Working from the Command Line

su/sudo: Curbing Y our Power (root Privileges)

man: Displays the System Manual

info: Displays Information About Utilities

The| | help Option

HOWTOs

What to Do If You Cannot Log In

Chanaing Y our Password

Objectives

After reading this chapter you should be able to:

P Loginon aLinux system using the textual interface

P Describe the advantages of the textual interface

P Correct typing mistakes on the command line

P Usekill to abort program execution using the termination signal
P Repeat and edit previous command lines

P Understand the need to be careful when working with root privileges
P Use man and info to display information about utilities

P Usethe| | help option to display information about a utility

P Change your password from the command line

One way or another you are sitting in front of a screen that is connected to a computer running



Linux. You might be working with a graphical user interface (GUI) or atextual interface. This
book is about the textual interface, also called the command-line interface (CLI). If you are
working with aGUI, you will need to use atermina emulator such as xterm, Konsole, GNOME
Terminal, Terminal (under macOS), or avirtual console (page 43) to follow the examplesin this
book.

This chapter starts with a discussion of the typographical conventions used in this book, followed
by a section about logging in on the system. The next section introduces the shell and explains
how to fix mistakes on the command line and repeat previous command lines. Next come a brief
reminder about the powers of working with root privileges and suggestions about how to avoid
making mistakes that will make your system inoperable or hard to work with. The chapter
continues with a discussion about where to find more information about Linux. It concludes with
additional information on logging in, including how to change your password.

Be sure to read the warning on page 32 about the dangers of misusing the powers of working
with root privileges. While heeding that warning, feel free to experiment with the system: Give
commands, create files, follow the examplesin this book, and have fun.

Conventions Used in This Book

This book uses conventions to make its explanations shorter and clearer. The following
paragraphs describe these conventions.

macOS versions

References to macOS refer to version 10.12 (Sierra). Because the book focuses on the
underlying operating system, which changes little from one release of macOS to the next, the text
will remain relevant through several future releases.

Text and examples

Thetext is set in this type, whereas examples are shown in @monospaced font (@S0 called afixed-
width font):

$ cat practice
This is a small file | created with a text editor.

Items you enter

Everything you enter at the keyboard is shown in abold typeface. Within the text, this bold
typeface is used; within examples and screens, thi s one IS used. In the previous example, the
dollar sign (s) on thefirst lineisaprompt that Linux displays, so it is not bold; the remainder of
thefirst lineis entered by auser, so it isbold.

Utility names

Names of utilities are printed in this sans serif typeface. This book references the emacs text
editor and the Is utility or Is command (or just Is) but instructs you to enter Is| a on the command
line. In thisway the text distinguishes between utilities, which are programs, and the instructions
you enter on the command line to invoke the utilities.

Filenames



Filenames appear in a bold typeface. Examples are memaob, letter.1283, and reports. Filenames
might include uppercase and lowercase letters; however, Linux is case sensitive (page 1088), so
memao5, MEM O5, and M emo5 name three different files.

The default macOS filesystem, HFS+, is not case sensitive; under macOS, memao5, MEM O5,
and M emob5 refer to the same file. For more information refer to -€ase Sensitivityll on page
1071.

Character strings

Within the text, characters and character strings are marked by putting them in abold typeface.
This convention avoids the need for quotation marks or other delimiters before and after a string.
An example is the following string, which is displayed by the passwd utility: Sorry, passwords
do not match.

Keys and characters

This book uses SMALL CAPS for three kinds of items:

* Keyboard keys, such as the SPACE bar and the RETURN,2 ESCAPE, and TAB keys.

1. Different keyboards use different keys to move the cursor (page 1093) to the beginning of the
next line. This book always refers to the key that ends aline as the RETURN key. The keyboard
you are using might have aRET, NEWLINE, ENTER, RETURN, or some other key. Use the
corresponding key on your keyboard each time this book asks you to press RETURN.

" The characters that keys generate, such as the SPACEs generated by the SPACE bar.

" Keyboard keys that you press simultaneously with the CONTROL key, such as CONTROL-D.
(Even though D is shown as an uppercase |etter, you do not have to press the SHIFT key; enter
CONTROL-D by holding the CONTROL key down and pressing d.)

Prompts and RETURN

s Most examplesinclude the shell promptf the signal that Linux iswaiting for acommand asa
dollar sign (s), a hashmark (#), or sometimes a percent sign (». The prompt does not appear in a
bold typeface in this book because you do not enter it. Do not type the prompt on the keyboard
when you are experimenting with examples from this book. If you do, the examples will not
work.

Examples omit the RETURN keystroke that you must use to execute them. An example of a
command lineis

$ vi m meno. 1204

To use this example as amodel for running the vim text editor, enter the command vim
memo.1204 (some systems use vim.tiny in place of vim) and press the RETURN key. (Press
ESCAPE ZZ to exit from vim; see page 165 for avim tutorial.) This method of displaying
commands makes the examples in the book correspond to what appears on the screen.

Definitions



All glossary entries marked with FO-POC are courtesy of Denis Howe, editor of the Free Online
Dictionary of Computing (foldoc.org), and are used with permission. This site is an ongoing
work containing definitions, anecdotes, and trivia.

Optional Information

optional

Passages marked as optional appear in agray box. This material is not central to the ideas
presented in the chapter and often involves more challenging concepts. A good strategy when
reading a chapter is to skip the optional sections and then return to them when you are
comfortable with the main ideas presented in the chapter. Thisis an optiona paragraph.

URLSs (Web addresses)

Web addresses, or URLS, have an implicit http:// prefix, unless ftp:// or https:// is shown. Y ou
do not normally need to specify a prefix when the prefix is http://, but you must use a prefix in a
browser when you specify an FTP or secure HTTP site. Thus you can specify aURL ina
browser exactly asit is shown in this book.

Is output

This book uses the output of Is| | commands as produced by including the option| | time-
style=iso. This option produces shorter lines, making the examples more readable.

Tip, caution, and security boxes

The following boxes highlight information that might be helpful while you are using or
administrating a Linux system.

Tip: Thisisatip box

A tip box might help you avoid repeating a common mistake or might point toward additional
information.

Caution: Thisbox warnsyou about something
A caution box warns you about a potential pitfall.
Security: Thisbox marksa security note

A security box highlights a potential security issue. These notes are usually intended for system
administrators, but some apply to all users.

Logging In from a Terminal (Emulator)

Above the login prompt on aterminal, terminal emulator, or other textual device, many systems
display amessage called issue (stored in the /etc/issue file). This message usually identifies the
version of Linux running on the system, the name of the system, and the device you are logging
inon. A sample issue message follows:

Fedora rel ease 16 (Verne)



Kernel 3.3.2-6.fcl16.i686 on an i 686 (tty4)

The issue message is followed by a prompt to log in. Enter your username and password in
response to the system prompts. Make sure you enter your username and password as they were
specified when your account was set up; the routine that verifies the username and password is
case sengitive. Like most systems, Linux does not display your password when you enter it. By
default macOS does not allow remote logins (page 1078).

The following example shows Max logging in on the system named tiny:

tiny login: max

Passwor d:

Last login: Wed Mar 13 19:50:38 from plum
[max@iny max]$

If you are using aterminal (page 1128) and the screen does not display the login: prompt, check
whether the terminal is plugged in and turned on, and then press the RETURN key afew times.
If login: still does not appear, try pressing CONTROL-Q (Xon).

Security: Did you login last?

Asyou arelogging in to atextua environment, after you enter your username and password, the
system displays information about the last login on this account, showing when it took place and
where it originated. Y ou can use this information to determine whether anyone has accessed the
account since you last used it. If someone has, perhaps an unauthorized user has learned your
password and logged in as you. In the interest of maintaining security, advise the system
administrator of any circumstances that make you suspicious and change your password.

If you are using aMac, PC, another Linux system, or aworkstation (page 1133), open the
program that runs ssh (secure; page 982), telnet (not secure; page 1003), or whichever
communi cations/emul ation software you use to log in on the system, and give it the name or IP
address (page 1104) of the system you want to log in on.

Security: telnet is not secure

One of the reasonstelnet is not secureisthat it sends your username and password over the
network in cleartext (page 1090) when you log in, allowing someone to capture your login
information and log in on your account. The ssh utility encrypts all information it sends over the
network and, if available, is abetter choice than telnet. The ssh program has been implemented
on many operating systems, not just Linux. Many user interfaces to ssh include aterminal
emulator.

Following is an example of logging in using ssh from a Linux system:

$ ssh max@i ny

max@iny's password:

Per i ssi on deni ed, please try again.

max@iny's password:

Last login: Wed Mar 13 21:21:49 2005 from plum
[max@iny max]$

In the example Max mistyped his password, received an error message and another prompt, and
then retyped the password correctly. If your username is the same on the system you are logging
in from and the system you are logging in on, you can omit your username and the following at
sign (@). In the example, Max could have given the command ssh tiny.



After you log in, the shell prompt (or just prompt) appears, indicating you have successfully
logged in; it shows the system is ready for you to give a command. The first shell prompt might
be preceded by a short message called the message of the day, or motd, which is stored in the
/etc/motd file.

The usual prompt isadollar sign ($). Do not be concerned if you have a different prompt; the
examplesin this book will work regardless of which prompt the system displays. In the previous
example, the $ prompt (last line) is preceded by the username (max), an at sign (@), the system
name (tiny), and the name of the directory Max isworking in (max). For information on how to
change the prompt, refer to page 320 (bash) or page 407 (tcsh).

Tip: Makesure TERM isset correctly

The TERM shell variable establishes the pseudographical characteristics of a character-based
terminal or terminal emulator. Typically TERM isset for you you do not have to set it
manually. If things on the screen do not ook right, refer to —Specifying a Terminalll on page
1052.

Working from the Command Line

Before the introduction of the graphical user interface, UNIX and then Linux provided only a
textual (command-line) interface. Today, atextual interface is available when you log in from a
terminal, aterminal emulator, or atextual virtual console, or when you use ssh or telnet tolog in
on asystem.

Advantages of the textual interface

Although the concept might seem antiquated, the textual interface has a place in modern
computing. In some cases an administrator might use a command-line tool either because a
graphical equivalent does not exist or because the graphical tool is not as powerful or flexible as
the textual one. For example, chmod (pages 100 and 765) is more powerful and flexible than its
GUI counterpart. Frequently, on a server system, agraphical interface might not even be
installed. The first reason for this omission is that a GUI consumes alot of system resources; on
aserver, those resources are better dedicated to the main task of the server. Additionally, security
considerations mandate that a server system run as few tasks as possible because each additional
task can make the system more vulnerable to attack.

Y ou can a'so write scripts using the textual interface. Using scripts, you can easily reproduce
tasks on multiple systems, enabling you to scale the tasks to larger environments. When you are
the administrator of only a single system, using a GUI is often the easiest way to configure the
system. When you act as administrator for many systems, all of which need the same
configuration installed or updated, a script can make the task go more quickly. Writing a script
using command-line toolsis frequently easy, whereas the same task can be difficult to impossible
using graphical tools.

Pseudographical interface

Before the introduction of GUI's, resourceful programmers created textual interfaces that
included graphical elements such as boxes, borders outlining rudimentary windows, highlights,
and, more recently, color. These textual interfaces, called pseudographical interfaces, bridge the
gap between textual and graphical interfaces. The Midnight Commander file management utility



(mc; page 905) is agood example of a utility with awell-designed pseudographical interface.
Which Shell AreYou Running?

This book discusses both the Bourne Again Shell (bash) and the TC Shell (tcsh). You are
probably running bash, but you might be running tcsh or another shell such asthe Z Shell (zsh).
When you enter echo $0 and press RETURN in response to a shell prompt (usually $ or %), the
shell displays the name of the shell you are working with. This command works because the shell
expands $0 to the name of the program you are running (page 474). This command might display
output like this:

$ echo $0
- bash

Or the local system might display output like this:

$ echo $0
/ bi n/ bash

Either way, this output shows you are running bash. If you are running a different shell, the shell
will display appropriate output.

Correcting Mistakes

This section explains how to correct typographical and other errors you might make while you
arelogged in on atextua display. Because the shell and most other utilities do not interpret the
command line or other text you enter until you press RETURN, you can readily correct atyping
mistake before you press RETURN.

Y ou can correct such mistakes in several ways. Erase one character at atime, back up aword at a
time, or back up to the beginning of the linein one step. After you press RETURN, it istoo late
to correct amistake: At that point, you must either wait for the command to run to completion or
abort execution of the program (next page).

Erasing a Character

While entering characters from the keyboard, you can back up and erase a mistake by pressing
the erase key once for each character you want to delete. The erase key backs over as many
characters as you wish. It does not, in general, back up past the beginning of the line.

The default erase key is BACKSPACE. If this key does not work, try pressing DEL or

CONTROL-H. If these keys do not work, give the following stty? command to set the erase and
linekill (seeBeleting aLinell) keysto their default values:

2. The command stty is an abbreviation for set teletypewriter, the first terminal UNIX ran on.
Today stty is commonly thought of as meaning set terminal.

$stty ek

Alternatively, you can give the next command to reset most terminal parameters to a sane value.
If the RETURN key does not move the cursor to the next line, press CONTROL-J instead.



$ stty sane

See page 991 for more examples of using stty.
Deleting a Word

Y ou can delete aword you entered by pressing CONTROL-W. A word is any sequence of
characters that does not contain a SPACE or TAB. When you press CONTROL-W, the cursor
moves | eft to the beginning of the current word (as you are entering a word) or the previous word
(when you have just entered a SPACE or TAB), removing the word.

Tip: CONTROL-Z suspendsa program

Although it is not away of correcting a mistake, you might press the suspend key (typically
CONTROL-Z ) by mistake and wonder what happened. If you see a message containing the
word Stopped, you have just stopped your job using job control (page 150). If you give the
command fg to continue your job in the foreground, you should return to where you were before
you pressed the suspend key. For more information refer to —bg: Sends a Job to the Backgroundll
on page 306.

DeletingaLine

Any time before you press RETURN, you can delete the line you are entering by pressing the
(line) kill key. When you press this key, the cursor moves to the left, erasing characters asit goes,
back to the beginning of the line. The default line kill key is CONTROL-U. If this key does not
work, try CONTROL-X. If these keys do not work, give the stty command described under
—Erasing a Character.ll

Aborting Execution

Sometimes you might want to terminate a running program. For example, you might want to stop
aprogram that is performing alengthy task such as displaying the contents of afilethat is
several hundred pages long or copying alarge file that is not the one you meant to copy.

To terminate a program from atextual display, pressthe interrupt key (CONTROL-C or
sometimes DELETE or DEL). When you press this key, the Linux operating system sends a
TERM (termination) signal to the program you are running and to the shell. Exactly what effect
this signal has depends on the program. Some programs stop execution immediately, some
ignore the signal, and some take other actions. When the shell receivesa TERM signal, it
displays a prompt and waits for another command.

If these methods do not terminate the program, try sending the program a QUIT signal
(CONTROL-\). If all elsefails, try pressing the suspend key (typically CONTROL-Z), giving a
jobs command to verify the number of the job running the program, and using kill to abort the
job. The job number is the number within the brackets at the left end of the line displayed by
jobs ([1]). In the next example, the kill command (pages 150 and 870) uses| TERM to send a
TERM signal to the job specified by the job number, which is preceded by a percent sign (% 1).
Y ou can omit| TERM from the command, as kill sendsa TERM signal by default. Table 10-5
on page 500 lists some signals.

Caution: UsetheKILL signal asalast resort



When the termination signal does not work, use the KILL signal (specify| KILL in place of |
TERM in the example). A running program cannot ignore aKILL signal; it is sure to abort the
program.

Because a program receiving aKILL signal has no chance to clean up its open files before being
terminated, using KILL can corrupt application data. Use the KILL signal as alast resort. Before
using KILL, give atermination (TERM) or quit (QUIT) signal afull ten secondsto take effect.

$ bi gj ob

NZ

[1] + St opped bi gj ob
$ j obs

[1] + St opped bi gj ob
$kill -TERM %

[1]+ Killed bi gj ob

Thekill command returns a prompt; you might need to press RETURN again to see the
confirmation message. For more information refer to -Running a Command in the Backgroundll
on page 149.

Repeating/Editing Command Lines

To repeat a previous command, press the UP ARROW key. Each time you press this key, the
shell displays an earlier command line. Press the DOWN ARROW key to browse through the
command lines in the other direction. To reexecute the displayed command line, press RETURN.

The RIGHT ARROW and LEFT ARROW keys move the cursor back and forth along the
displayed command line. At any point along the command line, you can add characters by typing
them. Use the erase key (page 29) to remove characters from the command line. Press RETURN
to execute the modified command.

Y ou can also repeat the previous command using !!. Thistechnique is useful if you forgot to use
su (next page) to prefix acommand. In thiscase, if youtypesu| c"!!", the shell will run the
previous command with root privileges. Or, if the local system is set up to use sudo (next page),
you can type sudo !'! and the shell will run the previous command with root privileges.

The command *old*new” reruns the previous command, substituting the first occur-rence of the
string old with new. Also, on acommand line, the shell replaces the characters !$ with the last
token (word) on the previous command line. The following example shows the user correcting
the filename meno to memo using *n*m” and then printing the file named memo by giving the
command Ipr !'$. The shell replaces !$ with memo, the last token on the previous command line.

$ cat neno

cat: neno: No such file or directory $
AnAndf

cat meno

This is the meno file.
$lpr !'$lpr menmo

For information about more complex command-line editing, see page 339.

su/sudo: Curbing Your Power (root Privileges)

UNIX and Linux systems have always had a privileged user named root. WWhen you are working



astheroot user (~working with root privilegesll), you have extraordinary systemwide powers. A
user working with root privileges is sometimes referred to as Superuser or administrator. When
working with root privileges, you can read from or write to amost any file on the system,
execute programs that ordinary users cannot, and more. On a multiuser system you might not be
permitted to gain root privileges and so might not be able to run certain programs. Nevertheless,
someondg the system administratorf can, and that person maintains the system.

Caution: Do not experiment while you are working with root privileges

Feel free to experiment when you are not working with root privileges. When you are working
with root privileges, do only what you have to do and make sure you know exactly what you are
doing. After you have completed the task at hand, revert to working as yourself. When working
with root privileges, you can damage the system to such an extent that you will need to reinstall
Linux to get it working again.

With a conventional setup, you can gain root privileges in one of two ways. First you canlog in
as the user named r oot; when you do so you are working with root privileges until you log ouit.
Alternatively, while you are working as yourself, you can use the su (substitute user) utility to
execute a single command with root privileges or to gain root privileges temporarily so you can
execute several commands. Logging in asroot and running su to gain root privileges require you
to enter the root password. The following example shows how to use su to execute asingle
command.

$1s -1 /lost+found

I's: cannot open directory /| ost+found: Pernission denied
$su-c'ls -l /lost+found

Passwor d: Enter the root password

total 0 $

The first command in the preceding example shows that a user who is not working with r oot
privilegesis not permitted to list the filesin the /lost+found directory: |s displays an error
message. The second command uses su with the| ¢ (command) option to execute the same
command with root privileges. Single quotation marks enclose the command to ensure the shell
interprets the command properly. When the command finishes executing (Is shows there are no
filesin the directory), the user no longer hasroot privileges.

Without any arguments, su spawns a new shell running with root privileges. Typically the shell
displays a hashmark (#) prompt when you are working with r oot privileges. Give an exit
command to return to the normal prompt and nonroot privileges.

$ su
Passwor d: Enter the root password

#1s -1 /1l ost+found
total O

#exit
exit

$

Some distributions (e.g., Ubuntu) ship with the root account locked thereisno root password
and rely on the sudo (www.sudo.ws) utility to allow users to work with root privileges. The
sudo utility requires you to enter your password (not the r oot password) to gain root privileges.
The following example alows the user to gain root privileges to view the contents of the
/lost+found directory.



$ sudo I's -1 /I ost+found

[ sudo] password for sam Enter your password
total 0 $

With an argument of | s, sudo spawns a new shell running with root privileges. Typicaly the
shell displays a hashmark (#) prompt when you are working with root privileges. Give an exit
command to return to the normal prompt and nonroot privileges.

$ sudo -s
[sudo] password for sam ENter your paSSNOI'd

#1s -1 /1l ost+found
total 0O

#exit
| ogout
$

Whereto Find Documentation

Distributions of Linux typically do not come with hardcopy reference manuals. However, its
online documentation has always been one of Linux-s strengths. The man (or manual) and info
pages have been available via the man and info utilities since early releases of the operating
system. Not surprisingly, with the ongoing growth of Linux and the Internet, the sources of
documentation have expanded as well. This section discusses some of the places you can ook
for information on Linux. See also Appendix B.

man: Displaysthe System Manual

The textual man (manual) utility displays (man) pages from the system documentation. This
documentation is helpful when you know which utility you want to use but have forgotten
exactly how to useit. You can also refer to the man pages to get more information about specific
topics or to determine which features are available with Linux. Because the descriptions in the
system documentation are often terse, they are most helpful if you already understand the basic
functions of a utility.



MAN( 1) Manual pager utils MAMN( 1)

NAME
man - an interface to the on-line reference ranuals

SYNOPSIS
man [-C file]l ([-d]l [-D] [--warnings[=warnings]] [-R encoding]l [-L
locale] [-m system[,...]] [-M path] [-5 list] [-e extension] [-i|-I]
[--regex|--wildcard] [--names-only] [-a] [-u] [--no-subpages] [-P
pager] [-r prompt] [-7] [-E encoding] [--ne-hyphenation] [--no-justifi-
cation] [-p string] [-t] [-Tidevice]l] [-H[browser]] [-X[dei]l]l [-Z]

[[section] page ...] .
man -k [apropos M] regexp ..

man -K [-w|-W] [-§ list] [-1]|-I] [ -regex] [section] ferm ...
man -T [whatis options] page ...
man -1 [-C file] [-d] [-D] [--warnings[=warnings]] [-R encoding] [-L

locale] [-P pager] [-r prompt] [-7] [-E encoding] [-p string]l [-t]
[-Tlgevicel] [-H[browser]] [-X(dpdill [-Z] file ...

man -w|-W [-C file] [-d] [-D] page ...

man -¢ [-C file] [-d] [-D] paags ...

man [-hV]

DESCRIFPTION

Figure 2-1 The man utility displaying information about itself

To find out more about a utility, give the command man, followed by the name of the utility.
Figure 2-1 shows man displaying information about itself; the user entered aman man
command.

|ess (pager)

The man utility sendsits output through apagerf usually less (page 53), which displays one
screen of information at atime. When you display a manual page using man, less displays a
prompt [e.g., Manual page man(1) line 1] at the bottom of the screen after it displays each
screen of text and waits for you to take one of the following steps:

" Press the SPACE bar to display another screen of text.

" Press PAGE UP, PAGE DOWN, UP ARROW, or DOWN ARROW to navigate the text.
* Press h (help) to display alist of less commands.

" Press g (quit) to stop less and cause the shell to display a prompt.

Y ou can search for topics covered by man pages using the apropos utility (next page).
Manual sections

Based on the FHS (Filesystem Hierarchy Standard; page 96), the Linux system manual and the
man pages are divided into ten sections, where each section describes related tools:

1. User Commands

2. System Calls



3. Subroutines

4. Devices

5. File Formats

6. Games

7. Miscellaneous

8. System Administration
9. Kernel

10. New

This layout closely mimics the way the set of UNIX manuals has always been divided. Unless
you specify amanual section, man displays the earliest occurrence in the manual of the word you
specify on the command line. Most users find the information they need in sections 1, 6, and 7,
programmers and system administrators frequently need to consult the other sections.

In some cases the manual contains entries for different tools with the same name. For example,
the following command displays the man page for the passwd utility from section 1 of the system
manual:

$ man passwd
To see the man page for the passwd file from section 5, enter this command:
$ man 5 passwd

The preceding command instructs man to look only in section 5 for the man page. In
documentation you might see this man page referred to as passwd(5). Use the| a option (see the
adjacent tip) to view all man pages for a given subject (press gRETURN to display each
subsequent man page). For example, give the command man | a passwd to view al man pages
for passwd.

Tip: Options

An option modifies the way a utility works. Options are usually specified as one or more letters
that are preceded by one or two hyphens. An option typically appears following the name of the
utility you are calling and a SPACE. Other arguments (page 1083) to the command follow the
option and a SPACE. For more information refer to —-Optionsll on page 129.

apropos. Searchesfor a Keyword

When you do not know the name of the command required to carry out a particular task, you can
use apropos with a keyword to search for it. This utility searches for the keyword in the short
description line of all man pages and displays those that contain a match. The man utility, when
called with the| k (keyword) option, provides the same output as apropos.

The database apropos uses, named mandb or makewhatis, is not available when a system isfirst



installed, but is built automatically by cron or crond (see crontab on page 787 for a discussion of
cron/crond).

The following example shows the output of apropos when you call it with the who keyword. The
output includes the name of each command, the section of the manual that containsit, and the
short description from the man page. Thislist includes the utility you need (who) and identifies
other, related tools you might find useful.

$ apropos who

at.allow (5) - determ ne who can subnit jobs via at or batch

jwhois (1) - client for the whois service

w (1) - Show who is | ogged on and what they are doing.

who (1) - show who is | ogged on

who (1p) - display who is on the system

whoanm (1) - print effective userid

whoi s (1) - client for the whois service

whoi s. jwhois (1) - client for the whois service

File: coreutils.info, MNode: Top, MNext: Introduction, Up: (dir)

GMNU Coreutils
L EEE R R R

This manual documents version 8.12 of the GNU core utilities, including
the standard programs for text and file manipulation.

Copyright (C) 1994-1996, 2000-2011 Free Software Foundatlon, Inc.

Permission is granted to copy, distribute and/or modify this
document wunder the terms of the GNU Free Documentation License,
Version 1.3 or any later wversion published by the Free Software
Foundation; with no Invarlant Sections, with no Front-Cover Texts,
and with no Back-Cover Texts. A copy of the license is included
im the section entitled "GNU Fres Documentaticon License".

¥ Menu:

* Introduction:: Caveats, overview, and authors
¥* Common options:: Common opticns

¥ Output of entire files:: cat tac nl od basefd

Z: _ 32} Top, 334 lines of
Welcome to Info version 4.13. Type h for help, m for menu item.

Figure 2-2 Theinitia screen displayed by the command info coreutils
whatis

The whatis utility is similar to apropos but finds only complete word matches for the name of the
utility:

$ whati s who
who (1p) - display who is on the system
who (1) - show who is | ogged on

info: Displays Information About Utilities

The textual info utility (www.gnu.org/software/texinfo/manual/info) is a menu-based hypertext
system developed by the GNU project (page 3) and distributed with Linux. It includes a tutorial
on itself (give the command info info) and documentation on many Linux shells, utilities, and
programs developed by the GNU project. Figure 2-2 shows the screen that info displays when




you give the command info cor eutils (the cor eutils software package holds the Linux core
utilities).

Tip: man and info display different infor mation

The info utility displays more complete and up-to-date information on GNU utilities than does
man. When aman page displays abbreviated information on a utility that is covered by info, the
man page refersto info. The man utility frequently displays the only information available on
non-GNU utilities. When info displays information on non-GNU utilities, it is frequently a copy
of the man page.

Because the information on this screen is drawn from an editable file, your display might differ
from the screens shown in this section. Y ou can press any of the following keys while the initial
info screen is displayed:

“ hor ?tolist info commands

* SPACE to scroll through the display

* m followed by the name of the menu you want to display or a SPACE to display alist of menus

* g or CONTROL-C to quit

— —
* sUu 1lnwocation:: Fun a command with substitute user and group Ih
D

* timeout invocation:: Bun a command with a time limit

Process control

* kill invocation:: Sending a signal to processes.
Delaying
* r_—-r:p invocation:: Delay for a specified time

Numeric operations

* factor lrnvocation:: Frint prime factors
* seq invocation:: Print numeric seguences

File permissions

* Mode Structure:: Structure af file mode bits
+ Symbolic Modes: : Mnemonic representation of file mode bits

¥ Mumeric Modes:: File mode bits as octal numbers

Figure 2-3 The screen displayed by the command info cor eutils after you type /SleepRETURN
twice

The notation info uses to describe keyboard keys is the same notation emacs uses and might not
be familiar to you. For example, the notation C-h isthe same as CONTROL-H. Similarly, M-x
means hold down the META or ALT key and press x. (On some systems you need to press
ESCAPE and then x to duplicate the function of META-X.) For more information refer to
—Keys: Notation and Usell on page 231.



After giving the command info cor eutils, press the SPACE bar afew times to scroll through the
display. Type/seepRETURN to search for the string sleep. When you type/, the cursor moves
to the bottom line of the window and displays Regexp sear ch [string]:, where string is the last
string you searched for. Press RETURN to search for string or enter the string you want to
search for. Typing sleep displays sleep on that line, and pressing RETURN displays the next
occurrence of sleep.

Tip: You might find pinfo easier to usethan info

The pinfo utility is similar to info but is more intuitive if you are not familiar with emacs editor
commands. This utility runsin atextua environment, as does info. When it is available, pinfo
uses color to make its interface easier to use. If pinfo is not installed on the system, install the
pinfo package as explained in Appendix C.

Now type /RETURN (or /leepRETURN) to search for the next occurrence of sleep as shownin
Figure 2-3. The asterisk at the left end of the line indicates that this entry isa menu item.
Following the asterisk is the name of the menu item and a description of the item.

Each menu item isalink to the info page that describes the item. To jump to that page, search for
or use the ARROW keys to move the cursor to the line containing the menu item and press
RETURN. With the cursor positioned asit isin Figure 2-3, press RETURN to display
information on sleep. Alternatively, you can type the name of the menu item in a menu command
to view the information: To display information on sleep, for example, you can give the
command m sleep, followed by RETURN. When you type m (for menu), the cursor moves to the
bottom line of the window (as it did when you typed /) and displays Menu item:. Typing sleep
displays sleep on that line, and pressing RETURN displays information about the menu item you
specified.

File: coreutlls.info, Node: sleep invocaticn, Up: Delaying

25.1 "sleep': Delay for a specified time

‘sleep' pauses for an amount of time specified by the sum of the values
of the command line arguments. Synopsis:

sleep NUMBER[smhd] ...

Each argument is a number followed by an optional unit; the default
is seconds. The units are:

-
seconds

minutes

hours

Figure 2-4 The info page on the sleep utility

Figure 2-4 The info page on the sleep utility typed /) and displays Menu item:. Typing sleep



displays sleep on that line, and pressing RETURN displays information about the menu item you
specified.

Figure 2-4 shows the top node of information on sleep. A node groups a set of information you
can scroll through by pressing the SPACE bar. To display the next node, pressn. Pressp to
display the previous node.

Asyou read through this book and learn about new utilities, you can use man or info to find out
more about those utilities. If the local system can print PostScript documents, you can print a
manual page by using the man utility with the| t option. For example, man| t cat | Ipr prints
information about the cat utility. Y ou can also use a Web browser to display the documentation
at one of the siteslisted in Appendix B and then print the desired information from the browser.

The| | help Option

Another tool you can usein atextua environment isthe| | help option. Most GNU utilities
provide a| | help option that displays information about the utility. A nonGNU utility might use
a| h or| help option to display information about itself.

$cat --help
Usage: cat [OPTION] [FILE]...

Concatenate FILE(s), or standard input, to standard output.

-A, --showall equi valent to -vET

-b, --nunber-nonbl ank nunber nonenpty output lines, overrides -n
-e equi valent to -vE

-E, --show ends display $ at end of each line

If the information that | | help displays runs off the screen, send the output through the less pager
(page 34) using a pipeline (page 60):

$1s --help | less

The bash help Command

The bash help command displays information about bash commands, control structures, and
other features. From the bash prompt, give the command help followed by the keyword you are
interested in. Following are some examples.

$ help help
hel p: help [-dns] [pattern ...]

Di spl ay infornmation about builtin commands.

Di spl ays brief summaries of builtin commands. |f PATTERN is
specified, gives detailed help on all conmands natchi ng PATTERN,
otherwi se the list of help topics is printed.

$ hel p echo
echo: echo [-neE] [arg ...]

Wite argunents to the standard out put.

Di splay the ARGs on the standard output followed by a newine.



Opti ons:

-n do not append a newine

$ hel p while while: while COWANDS; do COWMMANDS; done

Execute commands as | ong as a test succeeds.

Getting Help

This section describes several methods you can use to get help with a Linux system and lists
some helpful Web sites. See also Appendix B.

Finding Help Locally

/usr/share/doc

The /usr/src/linux/Documentation (present only if you install the kernel source code) and
/usr/shar e/doc directories often contain more detailed and different information about a utility
than either man or info provides. Frequently this information is meant for people who will be
compiling and modifying the utility, not just using it. These directories hold thousands of files,
each containing information on a separate topic. As the following example shows, the names of
most directoriesin /usr/share/doc end in version numbers:

$ Is/usr/share/doc

abrt-2.0.7 iwl100-firmware-39.31.5.1  openldap-2.4.26
accountsservice-0.6.15 iwl3945-firmware-15.32.2.9  openobex-1.5
acl-2.2.51 iwl4965-firmware-228.61.2.24 openssh-5.8p2

aicoxx-firmware-30  iwl5000-firmware-8.83.5.1 1  openssl-1.0.0g
aideriot-3.2.1 iwl5150-firmware-8.24.2.2  openvpn-2.2.1
asafirmware-1.0.25 iwl6000-firmware-9.221.4.1  orc-0.4.16
asalib-1.0.25 iwl6000g2a-firmware-17.168.5.3 orca-3.2.1
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Figure 2-5 Google reporting on an error message

Most of these directories hold aREADME file, which is agood place to start reading about the
utility or file the directory describes. Use an asterisk (*; page 152) in place of the version number
to make it easier to type the filename. The following README file for bzip2 (pages 64 and
756) explains how to compile the source code.

$ cat /usr/share/ doc/ bzi p2*/ README This is the READVE for bzip2/1ibzip2.
This version is fully conpatible with the previous public rel eases.

Oorrpl ete docunentation is available in Postscript form (manual.ps),
PDF (rmanual . pdf) or htm (manual.htm). A plain-text version of the
manual page is avail able as bzip2.txt.

HOW TO BUI LD -- UNI X

Type 'nmake'. This builds the library libbz2.a and then the prograns
bzi p2 and bzi p2recover. Six self-tests are run. If the self-tests
conplete ok, carry on to installation:

To install in /usr/local/bin, /usr/local/lib, /usr/local/man and /usr/local/include, type

make install
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Figure 2-6 The Linux Documentation Project home page

Using the Internet to Get Help

The Internet provides many helpful sites related to Linux and macOS. Aside from sites that offer
various forms of documentation, you can enter an error message from a program you are having
aproblem with in a search engine such as Google (www.google.com). The search will likely
yield a post concerning your problem and suggestions about how to solveit. See Figure 2-5.

GNU

GNU manuals are available at www.gnu.org/manual. In addition, you can visit the

GNU home page (www.gnu.org) to obtain other documentation and GNU resources. Many of the
GNU pages and resources are available in a variety of languages.

The Linux Documentation Project

The Linux Documentation Project (www.tldp.org; Figure 2-6), which has been around for almost




aslong as Linux, houses a complete collection of guides, HOWTOs, FAQs, man pages, and
Linux magazines. The home page is available in English, Portuguese (Brazilian), Spanish,
Italian, Korean, and French. It is easy to use and supports local text searches. This site also
provides a complete set of links you can use to find amost anything you want related to Linux
(click Linksin the Search box or go to www.tldp.org/links). The links page includes sections on
genera information, events, getting started, user groups, mailing lists, and newsgroups, with
each section containing many subsections.

HOWTOs

A HOWTO document explainsin detail how to do something related to Linux  from setting up
a specialized piece of hardware to performing a system administration task to setting up specific
networking software. Mini-HOWTOs offer shorter explanations.

The Linux Documentation Project site houses most HOWTO and mini-HOWTO documents. Use
aWeb browser to visit www.tldp.org, click HOWTOs, and pick the index you want to use to
findaHOWTO or mini-HOWTO. Y ou can also use the LDP search feature on its home page to
find HOWTOs and other documents.

More About L ogging In and Passwords

Refer to -ogging In from a Termina (Emulator)ll on page 26 for information about logging in.
This section covers solutions to common login problems, logging in remotely, virtual consoles,
and changing your password.

Security: Always use a passwor d

Unless you are the only user of a system; the system is not connected to any other systems, the
Internet, or a modem; and you are the only one with physical access to the system, it is poor
practice to maintain a user account without a password.

What to Do If You Cannot Log In

If you enter either your username or your password incorrectly, the system displays an error
message after you enter both your username and your password. This message indicates that you
have entered either the username or the password incorrectly or that they are not valid. It does
not differentiate between an unacceptable username and an unacceptable password  a strategy
meant to discourage unauthorized people from guessing names and passwords to gain access to
the system.

Following are some common reasons why logins fail:

* The username and password ar e case sensitive. Make sure the CAPS LOCK key is off and
enter your username and password exactly as specified or as you set them up.

“ You are not logging in on the right machine. The login/password combination might not be
valid if you are trying to log in on the wrong machine. On alarger, networked system, you might
have to specify the machine you want to connect to before you can log in.

“ Your usernameisnot valid. The login/password combination might not be valid if you have
not been set up asa user.



" A filesystem isfull. When afilesystem critical to the login processisfull, it might appear as
though you have logged in successfully, but after a moment the login prompt reappears. In this
situation you must boot the system in rescue/recovery mode and del ete some files.

" The account isdisabled. On some systems, the root account is disabled by default. An
administrator might disable other accounts. Often the root account is not allowed to log in over a
network: In this case, log in as yourself and then gain root privileges using su/sudo.

Refer to -€hanging Y our Passwordll on page 44 if you want to change your password.
Logging In Remotely: Terminal Emulators, ssh, and Dial-Up Connections

When you are not using a console, terminal, or other device connected directly to the Linux
system you are logging in on, you are probably connected to the Linux system using terminal
emulation software on another system. Running on the local system, this software connects to the
remote Linux system via a network (Ethernet, asynchronous phone line, PPP, or other type) and
allowsyoutologin.

Tip: Makesure TERM isset correctly

No matter how you connect, make sure the TERM variableis set to the type of terminal your
emulator is emulating. For more information refer to —Specifying a Terminal ll on page 1052.

When you log in viaadia-up line, the connection is straightforward: Y ou instruct the local
emulator program to contact the remote Linux system, it dials the phone, and the remote system
displays alogin prompt. When you log in viaadirectly connected network, you use either ssh
(secure; page 707) or telnet (not secure; page 1003) to connect to the remote system. The ssh
program has been implemented on many operating systems, not just Linux. Many user interfaces
to ssh include aterminal emulator. From an Apple, Windows, or UNIX machine, open the
program that runs ssh and give it the name or | P address of the system you want to log in on.

Using Virtual Consoles

When running Linux on a personal computer, you will frequently work with the display and
keyboard attached to the computer. Using this physical console, you can access as many as 63
virtual consoles (also called virtual terminals). Some are set up to allow logins; others act as
graphical displays. To switch between virtual consoles, hold the CONTROL and ALT keys down
and press the function key that corresponds to the console you want to view. For example,
CONTROL-ALT-F5 displays the fifth virtual console.

By default, five or six virtual consoles are active and have textual login sessions running. When
you want to use both textual and graphical interfaces, you can set up atextual session on one
virtual console and a graphical session on another.

L ogging Out

To log out from a character-based interface, press CONTROL-D in response to the shell prompt.
This action sends the shell an EOF (end of file). Alternatively, you can give the command exit.
Exiting from a shell does not end a graphical session; it just exits from the shell you are working
with. For example, exiting from the shell that GNOME terminal provides closes the GNOME



terminal window.
Changing Your Password

If someone else assigned you a password, it isagood ideato give yourself a new one. For
Security reasons, passwords you enter are not displayed by any utility.

Security: Protect your password

Do not allow someone to find out your password: Do not put your password in afilethat is not
encrypted, allow someone to watch you type your password, or give your password to someone
you do not know (a system administrator never needs to know your password). Y ou can always
write your password down and keep it in a safe, private place.

Security: Choose a password that is difficult to guess

Do not use phone numbers, names of pets or kids, birthdays, words from a dictionary (not even a
foreign language), and so forth. Do not use permutations of these items or a |33t-speak variation
of aword: Modern dictionary crackers might also try these permutations.

Security: Include nonalphanumeric charactersin your password

Automated password cracking tools first try using al phabetic and numeric characters when they
try to guess your password. Including at |east one character such as @ or # in a password
increases the amount of time it takes for one of these tools to crack your password.

Security Differentiate between important and lessimportant passwords

It isagood ideato differentiate between important and less important passwords. For example,
Web site passwords for blogs or download access are not very important; it is acceptable to use
the same password for these types of sites. However, your login, mail server, and bank account
Web site passwords are critical: Never use these passwords for an unimportant Web site and use
adifferent password for each of these accounts.

Secure passwords

To be relatively secure, a password should contain a combination of numbers, upper-case and
lowercase letters, and punctuation characters. It should also meet the following criteria:

" Must be at least six characters long (or longer if the system administrator setsit up that way).
Seven or eight charactersis a good compromise between being easy to remember and being
Secure.

* Should not be aword in adictionary of any language, no matter how seemingly obscure.
* Should not be the name of a person, place, pet, or other thing that might be discovered easily.
* Should contain at least two letters and one digit or punctuation character.

* Should not be your username, the reverse of your username, or your username shifted by one or
more characters.



Only thefirst item is mandatory. Avoid using control characters (such as CONTROL-H) because
they might have a special meaning to the system, making it impossible for you to log in. If you
are changing your password, the new password should differ from the old one by at least three
characters. Changing the case of a character does not make it count as a different character.

Security: pwgen helpsyou pick a password

The pwgen utility (install the pwgen package as explained in Appendix C) generates alist of
almost random passwords. With a little imagination, you can pronounce, and therefore
remember, some of these passwords.

To change your password, give the command passwd. The first item passwd asks for is your
current (old) password. This password is verified to ensure that an unauthorized user is not trying
to alter your password. Then the system requests a new password.

$ passwd

Changi ng password for user sam

Changi ng password for sam

(current) UNI X password:

New passwor d:

Ret ype new password:

passwd: all authentication tokens updated successfully.

After you enter your new password, the system asks you to retype it to make sure you did not
make a mistake when you entered it the first time. If the new password is the same both times
you enter it, your password is changed. If the passwords differ, it means that you made an error
in one of them, and the system displays this error message:

Sorry, passwords do not match

If your password is not long enough, the system displays the following message:

BAD PASSWORD: it is too short

When it istoo simple, the system displays this message:

BAD PASSWORD: it is too sinplistic/systematic

After severa failures, the system displays an error message and displays a prompt. At this point
you need to run passwd again.

Tip: macOS: passwd does not change your Keychain password

Under macOS, the passwd utility changes your login password, but does not change your Key-
chain password. The Keychain password is used by various graphical applications. Y ou can
change the Keychain password using the Keychain Access application.

When you successfully change your password, you change the way you log in. If you forget your
password, someone working with root privileges can run passwd to change it and tell you your
new password.

Working with root privileges (use su/sudo [page 32]) you can assign a new password to any user
on the system without knowing the user-s old password. Use this technique when a user forgets
his password.

# passwd sam
Changi ng password for user sam



New password

Chapter Summary

Aswith many operating systems, your access to aLinux system is authorized when you log in.

Y ou enter your username in response to the login: prompt, followed by a password. Y ou can use
passwd to change your password while you are logged in. Choose a password that is difficult to
guess and that conforms to the criteriaimposed by the system administrator.

The system administrator is responsible for maintaining the system. On a single-user system, you
are the system administrator. On a small, multiuser system, you or another user will act asthe
system administrator, or this job might be shared. On alarge, multiuser system or network of
systems, there is frequently a full-time system administrator. When extra privileges are required
to perform certain system tasks, the system administrator gainsr oot privileges by logging in as
root or by running su or sudo. On amultiuser system, several trusted users might be allowed to
gain root privileges.

Do not work with root privileges as a matter of course. When you have to do something that
requiresroot privileges, work with root privileges for only aslong as you need to; revert to
working as yourself as soon as possible.

The man utility provides online documentation on system utilities. This utility is helpful both to
new Linux users and to experienced users who must often delve into the system documentation
for information on the fine points of a utility-s behavior. The apropos utility can help you search
for utilities. The info utility helps the beginner and the expert alike. It includes documentation on
many Linux utilities. Some utilities, when called with the| | help option, provide brief
documentation on themselves.

Exercises

1. The following message is displayed when you attempt to log in with an incorrect username or
an incorrect password:

Logi n incorrect

This message does not indicate whether your username, your password, or both are invalid. Why
does it not tell you this information?

2. Give three examples of poor password choices. What is wrong with each? Include one that is
too short. Give the error message the system displays.

3. Isfido an acceptable password? Give severa reasons why or why not.
4. What would you do if you could not log in?

5. Try to change your password to dog. What happens? Now change it to a more secure
password. What makes that password relatively secure?

6. How would you display alist of utilities that compress files?

7. How would you repeat the second preceding command line, edit it, and then execute it?



8. Briefly, what information does the| | help option display for the tar utility? How would you
display thisinformation one screen at atime?

Advanced Exercises

9. How would you display the man page for shadow in section 5 of the system manual ?
10. How would you change your login shell to tcsh without using root privileges?

11. How many man pages are in the Devices subsection of the system manual? (Hint: Devicesis
a subsection of Special Files.)

12. The example on page 35 shows that man pages for passwd appear in sections 1 and 5 of the
system manual. Explain how you can use man to determine which sections of the system manual
contain amanual page with agiven name.

13. How would you find out which Linux utilities create and work with archive files?



3
The Utilities

In This Chapter

Special Characters

Basic Utilities

lessIs more: Display a Text File One Screen at aTime

Working with Files

lpr: Prints aFile

| (Pipeline): Communicates Between Processes

Compressing and Archiving Files

Displaying User and System Information

Objectives

After reading this chapter you should be able to:

P List special characters and methods of preventing the shell from interpreting these characters
P Use basic utilitiesto list files and display text files

P Copy, move, and remove files

P Search, sort, print, and compare text files

P String commands together using a pipeline

P Compress, decompress, and archive files

P Locate utilities on the system

P Display information about users

P Communicate with other users

When Linus Torvalds introduced Linux and for along time thereafter, Linux did not have a
graphical user interface (GUI): It ran on character-based terminals only, using a command-line

interface (CLI), also referred to as atextual interface. All the tools ran from a command line.
Today the Linux GUI isimportant, but many peopldg especialy system administrator§ run



many command-line utilities. Command-line utilities are often faster, more powerful, or more
complete than their GUI counterparts. Sometimes there isno GUI counterpart to atextual utility;
some people just prefer the hands-on feeling of the command line.

When you work with a command-line interface, you are working with a shell (Chapters 5, 8, and
10). Before you start working with ashell, it isimportant that you understand something about
the characters that are specia to the shell, so this chapter starts with a discussion of special
characters. The chapter then describes five basic utilities: Is, cat, rm, less, and hostname. It
continues by describing several other file manipulation utilities as well as utilities that compress
and decompress files, pack and unpack archive files, locate utilities, display system information,
communicate with other users, and print files.

Special Characters

Soecial characters, which have a special meaning to the shell, are discussed in —ilename
Generation/Pathname Expansionll on page 151. These characters are mentioned here so you can
avoid accidentally using them as regular characters until you understand how the shell interprets
them. Avoid using any of the following characters in a filename (even though emacs and some
other programs do) because they make the file harder to reference on the command line:

&i[*?2'"-[1()$<>{}#/\!~
Whitespace

Although not considered special characters, RETURN, SPACE, and TAB have special meanings
to the shell. RETURN usually ends a command line and initiates execution of acommand. The
SPACE and TAB characters separate tokens (el ements) on the command line and are collectively
known as whitespace or blanks.

Quoting special characters

If you need to use a character that has a special meaning to the shell as aregular character, you
can quote (or escape) it. When you quote a specia character, you prevent the shell from giving it
special meaning. The shell treats a quoted specia character as aregular character. However, a
dlash (/) is aways a separator in a pathname, even when you quote it.

Backslash

To quote a character, precede it with a backslash (\). When two or more specia characters appear
together, you must precede each with a backslash (for example, you would enter ** as\*\*). You
can quote a backslash just as you would quote any other special characterf by preceding it with
abackslash (\\).

Single quotation marks

Another way of quoting specia charactersisto enclose them between single quotation marks:
"**' Y ou can quote many special and regular characters between a pair of single quotation
marks: ' Thisisa special character: >'. Theregular characters are interpreted as usual, and the
shell also interprets the special characters as regular characters.

The only way to quote the erase character (CONTROL-H), the linekill character (CONTROL-



U), and other control characters (try CONTROL-M) is by preceding each witha CONTROL-V.
Single quotation marks and backslashes do not work. Try the following:

$ echo ' xxxxxxCONTROL -U
$ echo xxxxxxCONTROL-V CONTROL-U

optional

Although you cannot see the CONTROL-U displayed by the second of the preceding pair of
commands, it is there. The following command sends the output of echo (page 61) through a
pipeline (page 60) to od (octal display; page 923) to display CONTROL-U as octal 25 (025):

$ echo xxxxxxCONTROL-V CONTROL-U | od -c

0000000 X X X X X x 025 \n
0000010

The\n isthe NEWLINE character that echo sends at the end of its output.
Basic Utilities

One of the advantages of Linux isthat it comes with thousands of utilities that perform myriad
functions. Y ou will use utilities whenever you work with Linux, whether you use them directly
by name from the command line or indirectly from a menu or icon. The following sections
discuss some of the most basic and important utilities; these utilities are available from a CL1I.
Some of the more important utilities are also available from a GUI; others are available only
from a GUI.

Tip: Run these utilities from a command line

This chapter describes command-line, or textual, utilities. Y ou can experiment with these utilities
from aterminal, aterminal emulator within a GUI, or avirtual console.

Folder/directory

Theterm directory is used extensively in the next sections. A directory is aresource that can
hold files. On other operating systems, including Windows and macOS, and frequently when
speaking about a Linux GUI, adirectory isreferred to as afolder. That isagood analogy: A
traditional manilafolder holdsfiles just as a directory does.

Tip: In thischapter you work in your home directory
When you log in on the system, you are working in your home directory. In this chapter that is

the only directory you use: All the filesyou create in this chapter are in your home directory.
Chapter 4 goes into more detail about directories.



$ 1s

practice

$ cat practice

This is a small file that I created

with a text editor.

$ rm practice

$ 1s

$ cat practice

cat: practice: No such file or directory

$

Figure 3-1 Using Is, cat, and rm on the file named practice
Is: Liststhe Names of Files

Using the editor of your choice, create a small file named practice. (A tutorial on the vim editor
appears on page 165 and atutorial on emacs appears on page 224.) After exiting from the editor,
you can use theIs (list) utility to display alist of the names of the filesin your home directory. In
the first command in Figure 3-1, Islists the name of the practicefile. (Y ou might also seefiles
that the system or a program created automatically.) Subsequent commands in Figure 3-1 display
the contents of the file and remove the file. These commands are described next.

cat: Displaysa Text File

The cat utility displays the contents of atext file. The name of the command is derived from
catenate, which means to join together, one after the other. (Figure 5-8 on page 140 shows how
to use cat to string together the contents of three files.)

A convenient way to display the contents of afile on the screen is by giving the command cat,
followed by a SPACE and the name of thefile. Figure 3-1 shows cat displaying the contents of
practice. This figure shows the difference between the Is and cat utilities: The Is utility displays
the name of afile, whereas cat displays the contents of afile.

rm: Deletesa File

The rm (remove) utility deletes afile. Figure 3-1 shows rm deleting the file named pr actice.
After rm deletesthefile, Isand cat show that practice is no longer in the directory.

Tip: A safer way of removing files

Y ou can use the interactive form of rm to make sure you delete only the file(s) you intend to
delete. When you follow rm with the| i option (see page 35 for atip on options) and the name of
the file you want to delete, rm prompts you with the name of the file and waits for you to respond
with y (yes) before it deletes thefile. It does not delete the file if you respond with a string that
begins with a character other than y. Under some distributions, the| i option is set up by default
for theroot user:

$rm-i toollist
rm renove regular file "toollist'? y



Optional: You can create an alias (page 354) for rm| i and put it in your startup file (page 87)
so rm aways runs in interactive mode.

The s utility does not list its filename, and cat says that no such file exists. Use rm carefully.
Refer to page 955 or give the command info coreutils'rm invocation' for more information. If
you are running macOS, see -Many Utilities Do Not Respect Apple Human Interface
Guidelinesl on page 1078.

lessIsmore: Display a Text File One Screen at a Time

Pagers

When you want to view afile that islonger than one screen, you can use either the less utility or
the more utility. Each of these utilities pauses after displaying a screen of text; press the SPACE
bar to display the next screen of text. Because these utilities show one page at atime, they are
called pagers. Although less and more are very similar, they have subtle differences. At the end
of thefile, for example, less displays an END mes-sage and waits for you to press q before
returning you to the shell. In contrast, more returns you directly to the shell. While using both
utilities you can press h to display a Help screen that lists commands you can use while paging
through afile. Give the commands less practice and mor e practice in place of the cat command
in Figure 3-1 to see how these commands work. Use the command less /etc/services instead if
you want to experiment with alonger file. Refer to page 877 for more information on less.

hostname: Displaysthe System Name

The hostname utility displays the name of the system you are working on. Use this utility if you
are not sure that you are logged in on the correct machine.

$ host nane
guava

Working with Files

This section describes utilities that copy, move, print, search through, display, sort, compare, and
identify files. If you are running macOS, see —-Resource forksll on page 1072.

Tip: Filename completion

After you enter one or more letters of afilename (following a command) on a command line,
press TAB, and the shell will complete as much of the filename as it can. When only one
filename starts with the characters you entered, the shell completes the filename and places a
SPACE after it. You can keep typing or you can press RETURN to execute the command at this
point. When the characters you entered do not uniquely identify afilename, the shell completes
what it can and waits for more input. If pressing TAB does not change the display, press TAB
again (bash; page 350) or CONTROL-D (tcsh; “Word Completionll on page 395) to display alist
of possible completions.

cp: CopiesaFile

The cp (copy) utility (Eigure 3-2, next page) makes a copy of afile. This utility can copy any



file, including text and executable program (binary) files. Y ou can use cp to make a backup copy
of afile or acopy to experiment with.

$ 1s

memo

$ cp memo memo.copy
$ 1s

memo memo.copy

Figure 3-2cp copies afile
The cp command line uses the following syntax to specify source and destination files:
cp source-file destination-file

The source-fileis the name of thefile that cp will copy. The destination-file is the name cp
assigns to the resulting (new) copy of thefile.

The cp command line in Figure 3-2 copies the file named memo to memo.copy. The period is
part of thefilenamég just another character. Theinitial Is command shows that memo is the only
filein the directory. After the cp command, a second Is shows two files in the directory, memo
and memao.copy.

Sometimesit is useful to incorporate the date into the name of a copy of afile. The following
example includes the date January 30 (0130) in the copied file:

$ cp menmo meno. 0130

Although it has no significance to Linux, including the date in this way can help you find a
version of afile you created on a certain date. Including the date can also help you avoid
overwriting existing files by providing a unique filename each day. For more information refer to
—Filenamesll on page 84.

Use scp (page 716) or ftp (page 843) when you need to copy afile from one system to another on
anetwork.

Caution: cp can destroy afile

If the destination-file exists before you give a cp command, cp overwrites it. Because cp over-
writes (and destroys the contents of) an existing destination-file without warning, you must take
care not to cause cp to overwrite afile that you need. Thecp| i (interactive) option prompts you
before it overwrites afile. See page 35 for atip on options.

The following example assumes the file named or ange.2 exists before you give the cp command.
The user answersy to overwrite thefile.

$ cp 'i orange orange.2
cp: overwite 'orange.2'?y

mv: Changesthe Name of a File

The mv (move) utility can rename a file without making a copy of it. The mv command line



specifies an existing file and a new filename using the same syntax as cp:

mv existing-filename new-filename

$ 1s

memo

$ mv memo memo.0130
3 1s

memo . @130

Figure 3-3 mv renames afile

The command line in Figure 3-3 changes the name of the file memo to memo.0130. The initial Is
command shows that memo isthe only file in the directory. After you give the mv command,
memo.0130 is the only file in the directory. Compare this result to that of the cp examplein

Figure 3-2.

The mv utility can be used for more than changing the name of afile; refer to —av, cp: Move or
Copy Filesll on page 95 and to the mv info page.

Caution: mv can destroy afile

Just as cp can destroy afile, so can mv. Also like cp, mv hasal i (interactive) option. See the
caution box |abeled —ep can destroy afile.ll

Ipr: PrintsaFile

Thelpr (line printer) utility places one or more filesin a print queue for printing. Linux provides
print queues so only one job is printed on a given printer at atime. A queue allows several
people or jobs to send output simultaneously to a single printer with the expected results. For
systems that have access to more than one printer, you can use Ipstat | p to display alist of
available printers. Use the| P option to instruct |pr to place the file in the queue for a specific
printerf even one that is connected to another system on the network. The following command
prints the file named report:

$ I pr report

Because this command does not specify a printer, the output goes to the default printer, which is
the printer when you have only one printer.

The next command line prints the same file on the printer named mailr oom:

$ Ipr -P nailroomreport

Y ou can send more than one file to the printer with a single command. The following command
line prints three files on the printer named laser 1:

$ Ipr -Plaserl 05.txt 108.txt 12.txt

Y ou can see which jobs are in the print queue by giving an Ipstat | 0 command or by using the



Ipq utility:

$lpg

Ip isready and printing

Rank Owner Job Files Total Size
activemax 86 (standard input) 954061 bytes

$ cat memo
Helen:

In our meeting on June 6 we
discussed the issue of credit.
Have you had any further thoughts
about it?

Max

$ grep 'credit' memo
discussed the issue of credit.

Figure 3-4 grep searches for astring
[prm

In this example, Max has one job that is being printed; no other jobs are in the queue. Y ou can
use the job number (86 in this case) with the Iprm utility to remove the job from the print queue
and stop it from printing:

$ | prm 86

grep: Searchesfor a String

The grep?! utility searches through one or more files to see whether any contain a specified string
of characters. This utility does not change the file it searches but simply displays each line that
contains the string.

1. Originaly the name grep wasaplay onaned an original UNIX editor, available on most
distributions command: g/re/p. In thiscommand g stands for global, reis aregular expression
delimited by slashes, and p means print.

The grep command in Figure 3-4 searches through the memo file for lines that contain the string
credit and displays the single line that meets this criterion. If memo contained such words as
discredit, creditor, or accreditation, grep would have displayed those lines as well because
they contain the string it was searching for. The| w (words) option causes grep to match only
whole words. Although you do not need to enclose the string you are searching for in single
guotation marks, doing so allows you to put SPACEs and special charactersin the search string.

The grep utility can do much more than search for asimple string in asingle file. Refer to page
857 and Appendix A for more information.



head: Displaysthe Beginning of a File

By default the head utility displays the first ten lines of afile. Y ou can use head to help you
remember what a particular file contains. For example, if you have afile named months that lists
the 12 months of the year in calendar order, oneto aline, then head displays Jan through Oct

(Figure 3-5).

$ head months
Jan
Feb
Mar
Apr
May
Jun
Jul
Aug
Sep
Oct

$ tail -5 months
Aug
Sep
Oct
Nov
Dec

Figure 3-5 head displays the first ten lines of afile

This utility can display any number of lines, so you can useit to look at only thefirst line of a
file, at afull screen, or even more. To specify the number of lines displayed, include a hyphen
followed by the number of lines you want head to display. For example, the following command
displays only the first line of months:

$ head -1 nonths
Jan

The head utility can aso display parts of afile based on a count of blocks or characters rather
than lines. Refer to page 865 for more information on head.

tail: Displaysthe End of a File

Thetail utility is similar to head but by default displays the last ten lines of afile. Depending on
how you invokeit, this utility can display fewer or more than ten lines. Alternatively, you can
use a count of blocks or characters rather than lines to display parts of afile. The tail command
in Figure 3-5 displaysthe last five lines (Aug through Dec) of the monthsfile.

Y ou can monitor lines as they are added to the end of the growing file named logfile by using the
following command:

$ tail -f logfile

Pressthe interrupt key (usually CONTROL-C) to stop tail and display the shell prompt. Refer to



page 994 for more information on tail.

$ cat days
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

$ sort days
Friday
Monday
Saturday
Sunday
Thursday
Tuesday
Wednesday

Figure 3-6 sort displays the lines of afilein order
sort: DisplaysaFilein Order

The sort utility displays the contents of afilein order by lines; it does not change the original
file.

Figure 3-6 shows cat displaying the file named days, which contains the name of each day of the
week on a separate line in calendar order. The sort utility then displays the file in al phabetical
order.

The sort utility isuseful for putting listsin order. The| u option generates a sorted list in which
each lineis unique (no duplicates). The| n option puts alist of numbersin numerical order.
Refer to page 971 for more information on sort.

unig: Removes Duplicate Linesfrom a File

The uniq (unique) utility displays afile, skipping adjacent duplicate lines; it does not change the
original file. If afile contains alist of names and has two successive entries for the same person,
uniq skips the extraline (Figure 3-7).

If afileis sorted before it is processed by uniq, this utility ensures that no two linesin thefile are
the same. (Of course, sort can do that all by itself with the| u option.) Refer to page 1025 for
more information on unig.

diff: Compares Two Files

The diff (difference) utility compares two files and displays alist of the differences between
them. This utility does not change either file; it is useful when you want to compare two versions
of aletter or areport or two versions of the source code for a program.



The diff utility with the| u (unified output format) option first displays two linesindicating
which of the files you are comparing will be denoted by a plus sign (+) and which by a minus
sign ( ). In Figure 3-8, aminus sign indicates the colors.1 file; a plus sign indicates the colors.2
file.

$ cat dups
Cathy

Fred

Joe

John

Mary

Mary

Paula

$ uniq dups
Cathy

Fred

Joe

John

Mary

Paula

Figure 3-7uniqg removes duplicate lines

The diff | u command breaks long, multiline text into hunks. Each hunk is preceded by aline
starting and ending with two at signs (@@). This hunk identifier indicates the starting line
number and the number of lines from each file for this hunk. In Figure 3-8, the hunk coversthe
section of the colors.1 file (indicated by a minus sign) from the first line through the sixth line.
The +1,5 then indicates the hunk covers colors.2 from the first line through the fifth line.

Following these header lines, diff | u displays each line of text with aleading minussign, a
leading plus sign, or a SPACE. A leading minus sign indicates the line occurs only in the file
denoted by the minus sign. A leading plus sign indicates the line occurs only in the file denoted
by the plus sign. A line that begins with a SPACE (neither a plus sign nor a minus sign) occursin
both filesin the same location. Refer to page 801 for more information on diff.

$ diff -u colors.1 colors.2
--- colors.1 2018-04-05 10:12:12.322528610 -0700
+++ colors.2 2018-04-@5 10:12:18.420531033 -0700
@@ -1,6 +1,5 @@

red
+blue

green

yellow

-pink

-purple

orange

Figure 3-8 diff displaying the unified output format



file: Identifiesthe Contents of a File

Y ou can use the file utility to learn about the contents of any file on a Linux system without
having to open and examine the file yourself. In the following example, file reports that
letter _e.bz2 contains data that was compressed using the bzip2 utility (page 64):

$ file letter_e.bz2
letter_e.bz2: bzip2 conpressed data, block size = 900k

Next file reports on two more files:

$ file nemo zach.jpg
neno: ASCI | text
zach.jpg: JPEG inmge data, ... resolution (DPl), 72 x 72

Refer to page 826 for more information on file.

| (Pipeline): Communicates Between Processes

Because pipelines are integral to the functioning of a Linux system, this chapter introduces them
for use in examples. Pipelines are covered in detail beginning on page 144. Pipelines do not work
with macOS resource forks; they work with data forks only.

A pipeline (denoted by a pipe symbol that iswritten as a vertical bar [[] on the command line and
appears as a solid or broken vertical line on a keyboard) takes the output of one utility and sends
that output as input to another utility. More accurately, a pipeline takes standard output of one
process and redirects it to become standard input of another process. See page 135 for more
information on standard output and standard input.

Some utilities, such as head, can accept input from afile named on the command line or, viaa
pipeline, from standard input. In the following command line, sort processes the monthsfile
(Eigure 3-5, page 57); using a pipeline, the shell sends the output from sort to the input of head,
which displays the first four months of the sorted list:

$ sort nonths | head -4
Apr
Aug
Dec
Feb

wcC

The next command line displays the number of filesin adirectory. The wc (word count) utility
with the| w (words) option displays the number of wordsin its standard input or in afile you
specify on the command line:

$1s| w -w
14



$ 1s

memo memo.@714 practice

$ echo Hi

Hi

$ echo This is a sentence.
This is a sentence.

$ echo star: =

star: memo memo.@714 practice

$

Figure 3-9 echo copies the command line (but not the word echo) to the screen

Y ou can also use a pipeline to send output of a program to the printer:

$ tail months | |pr

Four More Utilities

The echo and date utilities are two of the most frequently used members of the large collection of
Linux utilities. The script utility records part of asession in afile, and unix2dos makes a copy of
aLinux text file that can be read on a machine running either Windows or macOS.

echo: Displays Text

The echo utility copies the characters you type on the command line following echo to the
screen. Figure 3-9 shows some echo commands. The last command shows what the shell does
with an unquoted asterisk (*) on the command line: It expands the asterisk into alist of filenames
in the directory.

The echo utility isagood tool for learning about the shell and other Linux utilities. Some
examples on page 152 use echo to illustrate how special characters, such as the asterisk, work.
Throughout Chapters 5, 8, and 10, echo helps explain how shell variables work and how you can
send messages from shell scriptsto the screen. Refer to page 818 for more information on echo.

optional

Y ou can use echo to create a simplefile by redirecting its output to afile:

$ echo "W new file.' > nyfile
$ cat nyfile
M/ new file.

The greater than (>) sign tells the shell to redirect the output of echo to the file named myfile
instead of to the screen. For more information refer to —Redirecting Standard Outputll on page
139.

date: Displaysthe Time and Date
The date utility displays the current date and time:

$ date
Tue Apr 3 10: 14:41 PDT 2018



The following example shows how you can specify the format and contents of the output of date:

$ date +"%A 9B %d"
Tuesday April 03

Refer to page 793 for more information on date.

script: Records a Shell Session

The script utility records al or part of alogin session, including your input and the system-s
responses. This utility is useful only from character-based devices, such asaterminal or a
terminal emulator. It does capture a session with vim; however, because vim uses control
charactersto position the cursor and display different typefaces, such as bold, the output will be
difficult to read and might not be useful. When you cat afile that has captured a vim session, the
session quickly passes before your eyes.

By default script captures the session in afile named typescript. To specify a different filename,
follow the script command with a SPACE and the filename. To append to afile, usethe| a
option after script but before the filename; otherwise script overwrites an existing file.
Following is a session being recorded by script:

$ script

Script started, file is typescript

$1s-l /bin | head -5

-rwxr-xr-x. 1 root root 123 02-07 17:32 alsaunmute
-rwxr-xr-x. 1 root root 25948 02-08 03:46 arch
[rwxrwxrwx. 1root root 4 02-25 16:52 awk -> gawk
-rwxr-xr-x. 1 root root 25088 02-08 03:46 basename

$ exit

exit

Script done, file is typescript

Use the exit command to terminate a script session. Y ou can then view the file you created using
cat, less, more, or an editor. Following isthe file created by the preceding script command:

$ cat typescript

Script started on Tue 03 Apr 2018 10:16:36 AM PDT
$ls-l /bin | head -5

-rwxr-xr-x. 1 root root 123 02-07 17:32 alsaunmute
-rwxr-xr-x. 1 root root 25948 02-08 03:46 arch
[rwxrwxrwx. 1root root 4 02-25 16:52 awk -> gawk
-rwxr-xr-X. 1 root root 25088 02-08 03:46 basename

$ exit

exit

Script done on Tue 03 Apr 2018 10:16:50 AM PDT

If you will be editing the file, you can use dos2unix (next) to eliminate from the typescript file
the M characters that appear at the ends of the lines. Refer to the script man page for more
information.

unix2dos; Converts Linux Filesto Windows and macOS For mat



unix2dos, unix2mac

If you want to share atext file you created on a Linux system with someone on a Windows or
macOS system, you need to convert the file for the person on the other system to read it easily.
The unix2dos utility converts a Linux text file so it can be read on a Windows machine; use
unix2mac to convert aLinux file so it can be read on a Macintosh system. This utility is part of
the dos2unix software package. Some distributions use todos in place of unix2dos; todos s part
of the tofr odos software package and has no Macintosh-specific conversion utility. If you are
using unix2dos, enter the following command to convert afile named memo.txt (created with a
text editor) to aDOS-format file (use unix2mac to convert to a Macintosh-format file):

$ uni x2dos neno. t xt

Y ou can now email the file as an attachment to someone on a Windows or macOS system. This
utility overwritesthe origina file.

dos2unix, mac2unix

The dos2unix (or fromdos) utility converts Windows files so they can be read on a Linux system
(use mac2unix to convert from a Macintosh system):

$ dos2uni x nmeno. t xt
See the dos2unix man page for more information.
tr

Y ou can also use tr (trandlate; page 1016) to change a Windows or macOS text file into a Linux
text file. In the following example, the| d (delete) option causes tr to remove RETURNS
(represented by \r) as it makes a copy of thefile:

$ cat meno | tr -d '\r' > neno.txt

The greater than (>) symbol redirects the standard output of tr to the file named memo.txt. For
more information refer to —-Redirecting Standard Outputll on page 139. Converting afile the other
way without using unix2dos is not as easy.

Compressing and Archiving Files

Large files use more disk space and take longer to transfer over a network than smaller files. To
reduce these factors you can compress a file without losing any of the information it holds.
Similarly, asingle archive of several files packed into alarger file is easier to manipulate,
upload, download, and email than multiple files. Y ou might frequently download compressed,
archived files from the Internet. The utilities described in this section compress and decompress
files and pack and unpack archives.

bzip2: CompressesaFile

The bzip2 utility compresses afile by analyzing it and recoding it more efficiently. The new
version of the file looks completely different. In fact, because the new file contains many
nonprinting characters, you cannot view it directly. The bzip2 utility works particularly well on
filesthat contain alot of repeated information, such as text and image data, although most image



datais already in a compressed format.

The following example shows a boring file. Each of the 8,000 lines of the letter _efile contains
72 e-sand aNEWLINE character that marks the end of the line. The file occupies more than half
amegabyte of disk storage.

$1Is -1
-TWrwr--. 1 sam pubs 584000 03-01 22:31 letter_e

The| | (long) option causes Is to display more information about a file. Here it shows that
letter _ei1s584,000 byteslong. The| v (verbose) option causes bzip2 to report how much it was
able to reduce the size of thefile. In this caseit shrank the file by 99.99 percent:

$ bzip2 -v letter_e

letter_e: 11680.00:1, 0.001 bits/byte, 99.99% saved, 584000 in, 50 out.
$1s -1

STWrwr--. 1 sam pubs 50 03-01 22:31 letter_e.bz2

.bz2 filename extension

Now the fileis only 50 byteslong. The bzip2 utility also renamed the file, appending .bz2 to its
name. This naming convention reminds you that the file is compressed; you would not want to
display or print it, for example, without first decompressing it. The bzip2 utility does not change
the modification date associated with the file, even though it completely changes the file-s
contents.

Tip: Keep theoriginal file by using the| k option

The bzip2 utility and its counterpart, bunzip2, remove the original file when they compress or
decompress afile. Usethe| k (keep) option to keep the original file.

In the following, more realistic example, the file zach.jpg contains a computer graphics image:

$1s -l
-rwr--r--. 1 sam pubs 33287 03-01 22: 40 zach.jpg

The bzip2 utility can reduce the size of the file by only 28 percent because the image is already
in acompressed format:

$ bzip2 -v zach.jpg
zach. j pg: 1.391:1, 5.749 bits/byte, 28.13% saved, 33287 in, 23922 out.

$1s -l
SrwWr--r--. 1 sam pubs 23922 03-01 22: 40 zach.jpg. bz2

Refer to page 756, www.bzip.org, and the Bzip2 mini-HOWTO (see page 42 for instructions on
obtaining this document) for more information.

bzcat and bunzip2: Decompressa File

bzcat

The bzcat utility displays afile that has been compressed with bzip2. The equivalent of cat for
.bz2 files, bzcat decompresses the compressed data and displays the decompressed data. Like cat,
bzcat does not change the source file. The pipe symbol in the following example redirects the
output of bzcat so that instead of being displayed on the screen it becomes the input to head,
which displays the first two lines of the file:



$ bzcat letter_e.bz2 | head -2
CEEEEEEEEEEEREEREEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEELEEREERERE
EEEEEEEREEEEREEREEEEEEEEEEREEEEEREEREEEEREEREEEEEEEREEREERERREREEREEREEE

After bzcat isrun, the contents of letter _e.bz2 is unchanged; thefileis still stored on the disk in
compressed form.

bunzip

The bunzip2 utility restores afile that has been compressed with bzip2:

$ bunzip2 letter_e.bz2
$ls -1

SrWrwr--. 1 sam pubs 584000 03-01 22:31 letter_e
$ bunzi p2 zach.j pg. bz2

$1s -l

-rwWr--r--. 1 sam pubs 33287 03-01 22: 40 zach.j pg
bzip2recover

The bzip2recover utility supports limited data recovery from media errors. Give the command
bzip2recover followed by the name of the compressed, corrupted file from which you want to
try to recover data

gzip: Compressesa File

gunzip and zcat

The gzip (GNU zip) utility is older and less efficient than bzip2. Its flags and operation are very
similar to those of bzip2. A file compressed by gzip is marked with a .gz file-name extension.
Linux stores manual pagesin gzip format to save disk space; likewise, files you download from
the Internet are frequently in gzip format. Use gzip, gunzip, and zcat just as you would use bzip2,
bunzip2, and bzcat, respectively. Refer to page 862 for more information on gzip.

compress

The compress utility can also compress files, albeit not as well as gzip. This utility marks afileit
has compressed by adding .Z to its name.

Tip: gzip versuszip

Do not confuse gzip and gunzip with the zip and unzip utilities. These last two are used to pack
and unpack zip archives containing several files compressed into asingle file that has been
imported from or is being exported to a Windows system. The zip utility constructs a zip archive,
whereas unzip unpacks zip archives. The zip and unzip utilities are compatible with PKZIP, a
Windows program that compresses and archivesfiles.

tar: Packsand Unpacks Archives

Thetar utility performs many functions. Its name is short for tape archive, asits original function
was to create and read archive and backup tapes. Today it is used to create asinglefile (called a
tar file, archive, or tarball) from multiple files or directory hierarchies and to extract filesfrom a
tar file. The cpio (page 782) and pax (page 934) utilities perform asimilar function.

In the following example, the first Is shows the sizes of thefiles g, b, and d. Next tar usesthe| c



(create),| v (verbose), and| f (writeto or read from afile) options to create an archive named
all.tar from these files. Each line of output displays the name of the file tar is appending to the
archiveitis creating.

Thetar utility adds overhead when it creates an archive. The next command shows that the
archivefile all.tar occupies more than 9,700 bytes, whereas the sum of the sizes of the three files
is about 6,000 bytes. This overhead is more appreciable on smaller files, such asthe onesin this
example:

$ls-lgbd

-rw-r--r--. 1 zach other 1178 08-20 14:16 b
-rw-r--r--. 1 zach zach 3783 08-20 14:17d
-rw-r--r--, 1 zach zach 1302 08-20 14:16 g

$tar -cvf all.tar gb d
g
b
d

$Is-l all.tar
-rw-r--r--. 1 zach zach 9728 08-20 14:17 all .tar

$tar -tvf all.tar

-rw-r--r-- zach /zach 1302 2018-08-20 14:16 g
-rw-r--r-- zach /other ~ 1178 2018-08-20 14:16 b
-rw-r--r-- zach /zach 3783 2018-08-20 14:17 d

The final command in the preceding example uses the| t option to display atable of contents for
the archive. Use| x in place of | t to extract files from atar archive. Omit the| v option if you

want tar to do itswork silently.2

2. Although the original UNIX tar did not use aleading hyphen to indicate an option on the
command line, the GNU/Linux version accepts hyphens but works as well without them. This
book precedes tar options with a hyphen for consistency with most other utilities.

Y ou can use bzip2, compress, or gzip to compress tar files, making them easier to store and
handle. Many files you download from the Internet will aready be in one of these formats. Files
that have been processed by tar and compressed by bzip2 frequently have afilename extension of
tar.bz2 or .tbz. Those processed by tar and gzip have an extension of .tar.gz or .tgz, whereas
files processed by tar and compress use .tar.Z as the extension.

Y ou can unpack atarred and gzipped file in two steps. (Follow the same procedure if the file was
compressed by bzip2, but use bunzip2 instead of gunzip.) The next example shows how to
unpack the GNU make utility after it has been downloaded (ftp.gnu.org/pub/gnu/make/make-
3.82.tar.gz):

$Is-l mak*
-rw-r--r--. 1 sam pubs 1712747 04-05 10:43 make-3.82.tar.gz



$ gunzip mak*
$Is-l mak*
-rw-r--r--. 1 sam pubs 6338560 04-05 10:43 make-3.82.tar

$tar -xvf mak*
make-3.82/
make-3.82/vmsfunctions.c
make-3.82/getopt.h
make-3.82/make.1

make-3.82/README.OS2
make-3.82/remote-cstms.c

The first command lists the downloaded tarred and gzipped file: make-3.82.tar.gz (about 1.7
megabytes). The asterisk (*) in the filename matches any charactersin any filenames (page 152),
so Isdisplaysalist of files whose names begin with mak; in this case there is only one. Using an
asterisk saves typing and can improve accuracy with long filenames. The gunzip command
decompresses the file and yields make-3.82.tar (no .gz extension), which is about 6.3
megabytes. The tar command creates the make-3.82 directory in the working directory and
unpacks thefilesinto it.

$1s-l1d mak*
drwxr-xr-x. 8 sam pubs 4096 2018-07-27 make-3.82
-rw-r--r--. 1 sam pubs 6338560 04-05 10:43 make-3.82.tar

$Is-l make-3.82

-rw-r--r--. 1 sam pubs 53838 2018-07-27 ABOUT-NLS
-rw-r--r--. 1 sam pubs 4783 2018-07-12 acinclude.m4
-rw-r--r--. 1 sam pubs 36990 2018-07-27 aclocal.m4
-rw-r--r--. 1 sam pubs 14231 2002-10-14 alloca.c

-rw-r--r--. 1 sam pubs 18391 2018-07-12 vmsjobs.c
-rw-r--r--. 1 sam pubs 17905 2018-07-19 vpath.c
drwxr-xr-x. 6 sam pubs 4096 2018-07-27 w32

After tar extracts the files from the archive, the working directory contains two files whose
names start with mak: make-3.82.tar and make-3.82. The| d (directory) option causes|sto
display only file and directory names, not the contents of directories asit normally does. The
final Is command shows the files and directories in the make-3.82 directory. Refer to page 997
for more information on tar.

Caution: tar : the| x option might extract alot of files

Some tar archives contain many files. To list the files in the archive without unpacking them, run
tar with the| tf options followed by the name of the tar file. In some cases you might want to
create anew directory (mkdir [page 91]), move the tar file into that directory, and expand it
there. That way the unpacked files will not mingle with existing files, and no confusion will
occur. This strategy also makes it easier to delete the extracted files. Depending on how they
were created, some tar files automatically create a new directory and put the filesinto it; the| t
option indicates where tar will place the files you extract.



Caution: tar : the| x option can overwritefiles

The| x option to tar overwrites afile that has the same filename as afile you are extracting.
Follow the suggestion in the preceding caution box to avoid overwriting files.

optional
Y ou can combine the gunzip and tar commands on one command line using a pipe

symboal (]), which redirects the output of gunzip so it becomes the input to tar:
$ gunzip -c make-3.82.tar.gz | tar -xvf -

The| ¢ option causes gunzip to send its output through the pipeline instead of creating afile. The
final hyphen (| ) causes tar to read from standard input. Refer to —Ripelinesll (page 144), gzip
(pages 65 and 997), and tar (page 997) for more information about how this command line
works.

A simpler solution isto usethe| z option to tar. This option causes tar to call gunzip (or gzip
when you are creating an archive) directly and simplifies the preceding command line to

$ tar -xvzf make-3.82.tar.gz

In asimilar manner, the| j option calls bzip2 or bunzip2.
L ocating Utilities

The whereis and locate utilities can help you find a command whose name you have forgotten or
whose location you do not know. When multiple copies of a utility or program are present, which
tells you which copy you will run. The locate utility searches for files on the local system.

which and whereis: L ocate a Utility

When you give Linux acommand, the shell searches alist of directories for a program with that
name. Thislist of directoriesis called a search path. For information on how to change the
search path, refer to -PATH: Where the Shell Looks for Programsll on page 318. If you do not
change the search path, the shell searches only a standard set of directories and then stops
searching. However, other directories on the system might also contain useful utilities.

which

The which utility locates utilities by displaying the full pathname of thefile for the utility.
(Chapter 4 contains more information on pathnames and the structure of the Linux filesystem.)
Thelocal system might include several utilities that have the same name. When you type the
name of a utility, the shell searches for the utility in your search path and runs the first one it
finds. Y ou can find out which copy of the utility the shell will run by using which. In the
following example, which reports the location of the tar utility:

$ which tar
/bin/tar

The which utility can be helpful when a utility seems to be working in unexpected ways. By



running which, you might discover that you are running a nonstandard version of atool or a
different one from the one you expected. (-Hmportant Standard Directories and Filesll on page 96
provides alist of standard locations for executable files.) For example, if tar is not working
properly and you find that you are running /usr/local/bin/tar instead of /bin/tar, you might
suspect the local version is broken.

whereis

The whereis utility searchesfor files related to a utility by looking in standard locations instead
of using your search path. For example, you can find the locations for files related to tar:

$ whereis tar
tar: /bin/tar /usr/share/man/ manl/tar. 1.9z

In this example whereis finds two references to tar: the tar utility file and the (compressed) tar
man page.

Tip: which versuswhereis

Given the name of a utility, which looks through the directories in your search path (page 318)
in order and locates the utility. If your search path includes more than one utility with the
specified name, which displays the name of only the first one (the one you would run).

The whereis utility looks through alist of standard directories and works independently of your
search path. Use whereis to locate a binary (executable) file, any manual pages, and source code
for a program you specify; whereis displays al the filesit finds.

Caution: which , whereis, and builtin commands

Both the which and whereis utilities report only the names for utilities as they are found on the
disk; they do not report shell builtins (utilities that are built into a shell; page 156). When you use
whereisto try to find where the echo command (which exists as both a utility program and a
shell builtin) is kept, it displays the following information:

$ whereis echo
echo: /bin/echo /usr/share/ man/ manl/ echo. 1. gz

The whereis utility does not display the echo builtin. Even the which utility reports the wrong
information:

$ which echo
/ bi n/ echo

Under bash you can use the type builtin (page 493) to determine whether acommand is a builtin:

$ type echo
echo is a shell builtin

locate: Searchesfor aFile

The locate utility (locate package; some distributions use mlocate) searches for files on the local
System:

$ locate init
/boot/initranfs-2.6.38-0.rc5.gitl.1.fcl5.i686.ing
/ boot/initrd-plynmouth.ing

/ etc/ gdbinit



/etc/gdbinit.d
/etc/init
letc/init.d ...

Before you can use locate (mlocate), the updatedb utility must build or update the locate
(mlocate) database. Typically the database is updated once a day by a cron script (page 787).

Displaying User and System Infor mation

This section covers utilities that provide information about who is using the system, what those
users are doing, and how the system is running.

To find out who is using the local system, you can employ one of several utilities that vary in the
details they provide and the options they support. The oldest utility, who, produces alist of users
who are logged in on the local system, the device each person is using, and the time each person
logged in.

The w and finger utilities show more detail, such as each user-s full name and the command line
each user isrunning. The finger utility can retrieve information about users on remote systems.
Table 3-1 on page 73 summarizes the output of these utilities.

who: Lists Userson the System

The who utility displays alist of userswho are logged in on the local system. In Figure 3-10 the
first column who displays shows that Sam, Max, and Zach are logged in. (Max islogged in from
two locations.) The second column shows the name of the device that each user-s terminal,
workstation, or terminal emulator is connected to. The third column shows the date and time the
user logged in. An optional fourth column shows (in parentheses) the name of the system a
remote user logged in from.

The information who displays is useful when you want to communicate with a user on the local
system. When the user islogged in, you can use write (page 74) to establish communication
immediately. If who does not list the user or if you do not need to communicate immediately,
you can send emalil to that person (page 76).

If the output of who scrolls off the screen, you can redirect the output using a pipe symbol (|;
page 60) so it becomes the input to less, which displays the output one screen at atime. Y ou can
also use a pipe symbol to redirect the output through grep to look for a specific name.

$ who

sam ttyd 2018-07-25 17:18

max Tty?2 2018-07-25 16:42

zach ttyl 2018-87-25 16:39

max pts/4 2018-87-25 17:27 (guava)

Figure 3-10 who listswho islogged in

If you need to find out which terminal you are using or what time you logged in, you can use the
command who am i:

$ who ami
max pts/ 4 2018-07-25 17: 27 (guava)



finger: Lists Userson the System

The finger utility displays alist of users who arelogged in on the local system and, in some
cases, information about remote systems and users. In addition to usernames, finger supplies
each user-s full name along with information about which device the user-s terminal is connected
to, how recently the user typed something on the keyboard, when the user logged in, and contact
information. If the user has logged in over the network, the name of the remote system is shown
as the user-s office. For example, in Figure 3-11 Max islogged in from the remote system named
guava. The asterisks (*) in front of the device namesin the Tty column indicate the user has
blocked messages sent directly to histerminal (refer to —mesg: Denies or Accepts Messagesll on

page 75).
Security: finger can be a security risk

On systems where security is a concern, the system administrator might disable finger because it
can reveal information that can help a malicious user break into a system. macOS disables
remote finger support by default.

Y ou can aso use finger to learn more about an individual by specifying a username on the
command line. In Figure 3-12 on the next page, finger displays detailed information about Max:
Heislogged in and actively using one of histerminals (tty2), and he has not typed at his other
terminal (pts/4) for 3 minutes and 7 seconds. Y ou also learn from finger that if you want to set
up ameeting with Max, you should contact Sam at extension 1693.

§ finger

Login Name Tty Idle Login Time Office ...
max Max Wild #tty2 Jul 25 16:42

max Max Wild pts/4 3 Jul 25 17:27 (guava)
sam Sam the Great =tty4 29 Jul 25 17:18

zach Zach Brill *ttyl 1:67 Jul 25 16:39

Figure 3-11 finger |: listswhoislogged in

$ finger max
Login: max Name: Max Wild
Directory: /home/max Shell: /bin/tcsh
On since Wed Jul 25 16:42 (PDT) on tty2 (messages off)
On since Wed Jul 25 17:27 (PDT) on pts/4 from guava
3 minutes 7 seconds idle

New mail received Wed Jul 25 17:16 2018 (PDT)

Unread since Wed Jul 25 16:44 2818 (PDT)
Plan:
I will be at a conference in Hawaii next week.
If you need to see me, contact Sam, x1693.

Figure 3-12 finger I1: lists detail s about one user
.plan and .project

Most of theinformation in Figure 3-12 was collected by finger from system files. The



information shown after the heading Plan:, however, was supplied by Max. The finger utility
searched for afile named .plan in Max-s home directory and displayed its contents. (Filenames
that begin with aperiod, such as .plan, are not normally listed by Is and are called hidden
filenames [page 86].)

You might find it helpful to create a .plan file for yourself; it can contain any information you
choose, such as your schedule, interests, phone number, or address. In a similar manner, finger
displays the contents of the .project and .pgpkey filesin your home directory. If Max had not
been logged in, finger would have reported only his user information, the last time he logged in,
the last time he read his email, and his plan.

Y ou can aso use finger to display a user-s username. For example, on a system with a user
named Helen Simpson, you might know that Helen-s last name is Simpson but might not guess
her usernameis hls. The finger utility, which is not case sensitive, can search for information on
Helen using her first or last name. The following commands find the information you seek as
well as information on other users whose names are Helen or Simpson:

$ finger HELEN
Login: hls Nanme: Hel en Sinpson.

$ finger sinpson
Login: hls Nanme: Hel en Sinpson.

uptime: Displays System L oad and Duration I nformation

The uptime utility displays a single line that includes the time of day, the period of time the
computer has been running (in days, hours, and minutes), the number of userslogged in, and the
load average (how busy the system is). The three load average numbers represent the number of
jobs waiting to run, averaged over the past 1, 5, and 15 minutes.

$ uptine
09:49: 14 up 2 days, 23:13, 3 users, |oad average: 0.00, 0.01, 0.05

$w

17:47:35 up 1 day, 8:10, 6 users, Tload average: 0.34, 0.23, 0.26
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT

sam ttyéd - 17:18 29:14m 0.20s ©.00s vi memo
max Tty2 - 16:42 0.00s ©0.20s 0.07s w

zach ttyl - 16:39 1:97 .05 0.00s run_bdgt
max pts/4 guava 17:27 3:10m 0.24s @.24s -bash

Figure 3-13 The w utility
w: ListsUserson the System

Thefirst line the w utility displaysis the same as the output of uptime (above). Following that
line, w displays alist of the users who are logged in. As discussed in the section on who, the
information that w displays is useful when you want to communicate with someone at your
installation.

The first column in Figure 3-13 shows that Max, Zach, and Sam are logged in. The second



column shows the name of the device file each user-s terminal is connected to. The third column
shows the system that a remote user is logged in from. The fourth column shows the time each
user logged in. The fifth column indicates how long each user has been idle (how much time has
elapsed since the user pressed a key on the keyboard). The next two columns identify how much
computer processor time each user has used during this login session and on the task that user is
running. The last column shows the command each user is running. Table 3-1 compares the w,
who, and finger utilities.

Table 3-1 Comparison of w, who, and finger

Information displayed w who finger
Username X X X
Terminal-line identification (tty) X X X
Login time (and day for old logins) X

Login date and time X X
Idle time X X
Program the user is executing X

Location the user logged in from X
CPU time used X

Full name (or other information from /etc/passwd) X
User-supplied vanity information X
System uptime and load average X

$ write max
Hi Max, are you there? o

Figure 3-14 The write utility |
free: Displays Memory Usage | nfor mation

The free utility displays the amount of physica (RAM) and swap (swap space on the disk; page
1127) memory in the local system. It displays columns for total, used, and free memory as well
asfor kernel buffers. The column labeled shar ed is obsolete. This utility is not available under
macOS; vm_stat performs a similar function.

In the following example, the| m option causes free to display memory sizes in megabytes and
the| t option adds the line labeled Total to the end of the output. Y ou can cause free to display
memory sizesin gigabytes (| g), megabytes ( m), kilobytes (| k; the default), or bytes (| b). See
the free man page for additional options.

$free-mt



total used free shared buffers cached
Mem: 2013 748 1264 0 110 383
-/+ bufferg/cache: 254 1759
Swap: 2044 0 2044
Total: 4058 748 3309

One of the ways Linux takes advantage of free memory is to alocate memory it is not otherwise
using to buffers (page 1087) and cache (page 1088). Thus the value on the Mem linein the free
column will be small and is not representative of the total available memory when the kernel is
working properly. Asthe kernel needs more memory, it reallocates memory it had alocated to
buffers and cache.

The| /+ buffer s/cache line gives values assuming memory used for buffers and cacheisfree
memory. The value in the used column on this line assumes buffers and cache (110 + 383 = 493
on the Mem line) are freed; thus the value in the used column is 254 (~748| 493) while the
value in the free column value increases to 1759 (~1,264 + 493). Unlike the valuein the free
column on the Mem line, as the value in the free column on the| /+ buffers/cache line
approaches zero, the system is truly running out of memory.

The Swap line displays the total, used, and free amounts of swap space.

Communicating with Other Users

The utilities discussed in this section enable you to exchange messages and files with other users
either interactively or through email.

write: Sends a Message

The write utility sends a message to another user who islogged in. When you and another user
use write to send messages to each other, you establish two-way

$ write max
Hi Max, are you there? o

Message from max@guava on pts/4 at 18:23 ...
Yes Zach, I'm here. o

Figure 3-15 The write utility |1

communication. Initially awrite command (Figure 3-14) displays a banner on the other user-s
terminal, saying that you are about to send a message.

The syntax of awrite command lineis
write username [terminal]

The username is the username of the user you want to communicate with. Theterminal isan
optional device name that is useful if the user islogged in more than once. Y ou can display the
usernames and device names of all users who are logged in on the local system by using who, w,
or finger.



To establish two-way communication with another user, you and the other user must each
execute write, specifying the other-s username as the username. The write utility then copies
text, line by line, from one keyboard/display to the other (Figure 3-15). Sometimes it helpsto
establish a convention, such astyping o (for —everll) when you are ready for the other person to
type and typing oo (for —ever and outll) when you are ready to end the conversation. When you
want to stop communicating with the other user, press CONTROL-D at the beginning of aline.
Pressing CONTROL-D tellswrite to quit, displays EOF (end of file) on the other user-s
terminal, and returns you to the shell. The other user must do the same.

If the M essage from banner appears on your screen and obscures something you are working on,
press CONTROL- L or CONTROL- R to refresh the screen and remove the banner. Then you
can clean up, exit from your work, and respond to the person who iswriting to you. You haveto
remember who is writing to you, however, because the banner will no longer appear on the
screen.

mesg: Denies or Accepts M essages

If messages to your screen are blocked, give the following mesg command to allow other usersto
send you messages:

$ mesg y

If Max had not given this command before Zach tried to send him a message, Zach might have
seen the following message:

$wite max
wite: max has nmessages disabl ed

Y ou can block messages by entering mesg n. Give the command mesg by itself to display isy
(for —yes, messages are alowedll) or isn (for -rO, messages are not allowedll).

If you have messages blocked and you write to another user, write displays the following
message because even if you are allowed to write to another user, the user will not be able to
respond to you:

$wite max
wite: you have wite perm ssion turned off.

Emall

Email enables you to communicate with users on the local system as well asthose on the
network. If you are connected to the Internet, you can communicate electronically with users
around the world.

Email utilities differ from write in that they can send a message when the recipient is not logged
in. In this case the email is stored until the recipient readsit. These utilities can also send the
Same message to more than one user at atime.

Many email programs are available for Linux, including the original character-based mail
program, Mozilla/Thunderbird, pine, mail through emacs, KMail, and evolution. Another
popular graphical email program is sylpheed (sylpheed.sraoss.jp/en).



Two programs are available that can make any email program easier to use and more secure. The
procmail program (www.procmail.org) creates and maintains email servers and mailing lists;
preprocesses email by sorting it into appropriate files and directories; starts various programs
depending on the characteristics of incoming email; forwards email; and so on. The GNU
Privacy Guard (GPG or GNUpg) encrypts and decrypts email making it almost impossible for an
unauthorized person to read.

Network addresses

If the local system is part of aL AN, you can generally send email to and receive email from
users on other systems on the LAN by using their usernames. Someone sending Max email on
the Internet would need to specify his domain name (page 1095) along with his username. Use
this address to send email to the author of this book: mgs@sobell.com.

Chapter Summary

The utilities introduced in this chapter are a small but powerful subset of the many utilities
available on atypical system. Because you will use them frequently and because they are integral
to the following chapters, it isimportant that you become comfortable using them.

The utilities listed in Table 3-2 manipulate, display, compare, and print files.

Table 3-2 File utilities Utility Function

Utility Function

cp Copies one or more files (page 53)

diff Displays the differences between two files (page 58)

file Displays information about the contents of a file (page 60)
grep Searches file(s) for a string (page 56)

head Displays the lines at the beginning of a file (page 56)

Ipq Displays a list of jobs in the print queue (page 55)

Ipr Places file(s) in the print queue (page 55)

Iprm Removes a job from the print gueue (page 56)

mv Renames a file or moves file(s) to another directory (page 54)
sort Puts a file in order by lines (page 58)

tail Displays the lines at the end of a file (page 57)

uniq Displays the contents of a file, skipping adjacent duplicate lines (page 58)

To reduce the amount of disk space afile occupies, you can compress it using the bzip2 utility.
Compression works especially well on files that contain patterns, as do most text files, but



reduces the size of almost al files. Theinverse of bzipZ bunzipZ restoresafiletoitsorigina,
decompressed form. Table 3-3 lists utilities that compress and decompressfiles. The bzip2 utility
isthe most efficient of these.

Table 3-3 (De)compression utilities

Utility Function

bunzip2 Returns a file compressed with bzip2 to its original size and format (page 65)

bzcat Displays a file compressed with bzip2 (page 65)

bzip2 Compresses a file (page 64)

compress Compresses a file (not as well as bzip2 or gzip; page 65)

gunzip Returns a file compressed with gzip or compress to its original size and
format (page 65)

gzip Compresses a file (not as well as bzip2; page 65)

unzip Unpacks zip archives, which are compatible with Windows PKZIP

zcat Displays a file compressed with gzip (page 65)

zip Constructs zip archives, which are compatible with Windows PKZIP

An archiveisafile, frequently compressed, that contains a group of files. The tar utility (Table
3-4) packs and unpacks archives. The filename extensions .tar.bz2, .tar.gz, and .tgz identify
compressed tar archive files and are often seen on software packages obtained over the Internet.

Table 3-4 Archive utility

Utility Function

tar Creates or extracts files from an archive file (page 66)

The utilities listed in Table 3-5 determine the location of a utility on the local system. For
example, they can display the pathname of a utility or alist of C++ compilers available on the
local system.

Table 3-5 Location utilities

Utility Function

locate/mlocate Searches for files on the local system (page 70)

whereis Displays the full pathnames of a utility, source code, or man page
(page 68)

which Displays the full pathname of a command you can run (page 68)



Table 3-6 lists utilities that display information about the local system and other users. Y ou can
easily learn auser-s full name, login status, login shell, and other information maintained by the
system.

Table 3-6 User and system information utilities Utility Function

Utility Function

finger Displays detailed information about users, including their full names (page 71)

free Displays memory usage information (page 74)

hostname Displays the name of the local system (page 53)

uptime Displays system load and duration information (page 72)

w Displays detailed information about users who are logged in on the local
system (page 73)

who Displays information about users who are logged in on the local system
(page 70)

The utilities shown in Table 3-7 can help you stay in touch with other users on the local network.

Table 3-7 User communication utilities

Utility Function
mesg Permits or denies messages sent by write (page 75)
write Sends a message to another user who is logged in (page 74)

Table 3-8 lists miscellaneous utilities.

Table 3-8 Miscellaneous utilities Utility Function

Utility Function

date Displays the current date and time (page 62)

echo Copies its arguments (page 1083) to the screen (page 61)
Exercises

1. Which commands can you use to determine who is logged in on a specific terminal?

2. How can you keep other users from using write to communicate with you? Why would you
want to?

3. What happens when you give the following commands if the file named done already exists?



$ cp to_do done
$ nv to_do done

4. How can you find out which utilities are available on your system for editing files? Which
utilities are available for editing on your system?

5. How can you find the phone number for Ace Electronicsin afile named phone that contains
alist of names and phone numbers? Which command can you use to display the entirefilein
alphabetical order? How can you display the file without any adjacent duplicate lines? How can
you display the file without any duplicate lines?

6. What happens when you use diff to compare two binary files that are not identical? (Y ou can
use gzip to create the binary files.) Explain why the diff output for binary filesis different from
the diff output for ASCI| files.

7. Create a..plan filein your home directory. Does finger display the contents of your .plan file?

8. What isthe result of giving the which utility the name of a command that resides in adirectory
that is not in your search path?

9. Are any of the utilities discussed in this chapter located in more than one directory on the local
system? If so, which ones?

10. Experiment by calling the file utility with the names of filesin /usr/bin. How many different
types of files are there?

11. Which command can you use to look at the first few lines of afile named status.report?
Which command can you use to look at the end of the file?

Advanced Exercises

12. Re-create the colors.1 and colors.2 files used in Figure 3-8 on page 59. Test your files by
running diff | u on them. Does diff display the same results as in the figure?

13. Try giving these two commands:

$ echo cat

$ cat echo
Explain the differences between the output of each command.

14. Repeat exercise 5 using the file phone.gz, a compressed version of the list of names and
phone numbers. Consider more than one approach to answer each question and explain how you
made your choices.

15. Find or create files that
a. gzip compresses by more than 80 percent.
b. gzip compresses by less than 10 percent.

c. Get larger when compressed with gzip.



d. Usels| | to determine the sizes of the files in question. Can you characterize
thefilesin a, b, and c?

16. Older email programs were not able to handle binary files. Suppose you are emailing afile
that has been compressed with gzip, which produces a binary file, and the recipient isusing an
old email program. Refer to the man page on uuencode, which converts abinary file to ASCII.
Learn about the utility and how to useit.

a. Convert a compressed file to ASCII using uuencode. Is the encoded file larger or smaller than
the compressed file? Explain. (If uuencode is not on the local system, you can install it using one
of the tools described in Appendix C; it is part of the shar utils package.)

b. Would it ever make sense to use uuencode on afile before compressing it? Explain.
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The Filesystem

In This Chapter

The Hierarchical Filesystem

Directory Files and Ordinary Files

The Working Directory

Y our Home Directory

Pathnames

Relative Pathnames

Working with Directories

Access Permissions

ACLs: Access Control Lists

Hard Links

Symboalic Links

Dereferencing Symbolic Links

Objectives
After reading this chapter you should be able to:

P Define hierarchical filesystem, ordinary file, directory file, home directory, working directory,
and parent directory

P List best practices for filenames

P Determine the name of the working directory

P Explain the difference between absolute and rel ative pathnames
P Create and remove directories

P List filesin adirectory, remove files from adirectory, and copy and move files between
directories

P List and describe the uses of standard Linux directories and files



P Display and interpret file and directory ownership and permissions
P Modify file and directory permissions
P Expand access control using ACLs

P Describe the uses, differences, and methods of creating hard links and symbolic links

Grandparent
Aunt Mom Uncle
Sister Brother Self
/\
Daughter 1 Daughter 2
/\
Grandchild 1 Grandchild 2

Figure4-1 A family tree

A filesystemis a set of data structures (page 1093) that usually resides on part of adisk and
holds directories of files. Filesystems store user and system data that are the basis of users—work
on the system and the system-s existence. This chapter discusses the organization and
terminology of the Linux filesystem, defines ordinary and directory files, and explains the rules
for naming them. It also shows how to create and del ete directories, move through the filesystem,
and use absolute and relative pathnames to access filesin various directories. It includes a
discussion of important files and directories as well as file access permissions and ACLs (Access
Control Lists), which alow you to share selected files with specified users. It concludes with a
discussion of hard and symbolic links, which can make asingle file appear in more than one
directory.

In addition to reading this chapter, you can refer to the df, fsck, mkfs, and tune2fs utilitiesin Part
V11 for more information on filesystems. If you are running macOS, see —ilesystemsll on page
1071.

TheHierarchical Filesystem

Family tree

A hierarchical (page 1101) structure frequently takes the shape of a pyramid. One example of
thistype of structure isfound by tracing afamily-s lineage: A couple has a child, who might in



turn have several children, each of whom might have more children. This hierarchical structureis
caled afamily tree (Figure 4-1).

Directory tree

Like the family treeit resembles, the Linux filesystem is called atree. It consists of a set of
connected files. This structure allows you to organize files so you can easily find any particular
one. On astandard Linux system, each user starts with one directory, to which the user can add
subdirectoriesto any desired level. By creating multiple levels of subdirectories, a user can
expand the structure as needed.

correspond

business

cheese co

letter_1 letter 2

Figure 4-2 A secretary-s directories
Subdirectories

Typically each subdirectory is dedicated to a single subject, such as a person, project, or event.
The subject dictates whether a subdirectory should be subdivided further. For example, Figure 4-
2 shows a secretary-s subdirectory named cor respond. This directory contains three
subdirectories: business, memos, and per sonal. The business directory contains files that store
each letter the secretary types. If you expect many letters to go to one client, asisthe case with
milk_co, you can dedicate a subdirectory to that client.

One mgjor strength of the Linux filesystem isits ability to adapt to users—needs. Y ou can take
advantage of this strength by strategically organizing your files so they are most convenient and
useful for you.

Directory Filesand Ordinary Files

Like afamily tree, the tree representing the filesystem is usually pictured upside down with its
root at the top. Figures 4-2 and 4-3 (on the next page) show that the tree -growsll downward
from the root with paths connecting the root to each of the other files. At the end of each pathis
either an ordinary file or adirectory file. Special files, which can also appear at the ends of paths,
provide access to operating system features. Ordinary files, or ssimply files, appear at the ends of
paths that cannot support other paths. Directory files, also referred to as directories or folders,
are the points that other paths can branch off from. (Eigures 4-2 and 4-3 show some empty



directories.) When you refer to the tree, up is toward the root and down is away from the root.
Directories directly connected by a path are called parents (closer to the root) and children
(farther from the root). A pathname is a series of names that trace a path along branches from
one file to another. See page 88 for more information about pathnames.

Directory

Ordinary File Ordinary File

Ordinary File

Ordinary File Ordinary File

Figure 4-3 Directories and ordinary files
Filenames

Every file has afilename. The maximum length of afilename varies with the type of filesystem;
Linux supports several types of filesystems. Most modern filesystems allow files with names up
to 255 characters long, however, some filesystems restrict filenames to fewer characters.
Although you can use amost any character in afilename, you will avoid confusion if you choose
characters from the following list:

* Uppercase letters (Al Z)
" Lowercase letters (d 2)
“ Numbers (0 9)

* Underscore ()

" Period (.)

* Commac(,)

Like the children of one parent, no two files in the same directory can have the same name.
(Parents give their children different names because it makes good sense, but Linux requiresit.)
Filesin different directories, like the children of different parents, can have the same name.

The filenames you choose should mean something. Too often adirectory isfilled with important



files with such unhelpful names as hold1, wombat, and junk, not to mention foo and foobar .
Such names are poor choices because they do not help you recall what you stored in afile. The
following filenames conform to the suggested syntax and convey information about the contents
of thefile:

* correspond

" january

" davis

‘ reports

* 2001

" acct_payable
Filename length

When you share your files with users on other systems, you might need to make long filenames
differ within the first few characters. Systems running DOS or older versions of Windows have
an 8-character filename body length limit and a 3-character filename extension length limit.
Some UNIX systems have a 14-character limit, and older Macintosh systems have a 31-character
limit. If you keep filenames short, they are easy to type; later you can add extensions to them
without exceeding the shorter limits imposed by some filesystems. The disadvantage of short
filenamesis that they are typically less descriptive than long filenames.

Long filenames enable you to assign descriptive namesto files. To help you select among files
without typing entire filenames, shells support filename completion. For more information about
this feature, see the —Filename completionll tip on page 53.

Case sensitivity

Y ou can use uppercase and/or lowercase |etters within filenames, but be careful: Many
filesystems are case sensitive. For example, the popular ext family of filesystems and the UFS
filesystem are case sensitive, so files named JANUARY, January, and january refer to three
distinct files. The FAT family of filesystems (used mostly for removable media) is not case
sensitive, so those three filenames represent the same file. The HFS+ filesystem, which isthe
default macOS filesystem, is case preserving but not case sensitive; refer to —€ase Sensitivityll on
page 1071 for more information.

Caution: Do not use SPACEswithin filenames

Although Linux allows you to use SPACEs within filenames, it is a poor idea. Because a SPACE
isaspecia character, you must quote it on acommand line. Quoting a character on a command
line can be difficult for a novice user and cumbersome for an experienced user. Use periods or
underscores instead of SPACES: j0e.05.04.26, new_stuff.

If you are working with afilename that includes a SPACE, such as afile from another operating
system, you must quote the SPACE on the command line by preceding it with a backslash or by
placing quotation marks on either side of the filename. The two following commands send the
file named my file to the printer.



$lpr my\ file
$lpr "ny file"

Filename Extensions

A filename extension is the part of the filename that follows an embedded period. In the
filenames listed in Table 4-1 on the next page, filename extensions help describe the contents of
the file. Some programs, such as the C programming language compiler, default to specific
filename extensions; in most cases, however, filename extensions are optional. Use extensions
freely to make filenames easy to understand. If you like, you can use severa periods within the
samefilenamg for example, notes.4.10.54 or files.tar .gz. Under macOS, some applications use
filename extensions to identify files, but many use type codes and creator codes (page 1074).

Table 4-1 Filename extensions

Filename with extension
compute.c

compute.o

compute

memo.0410.txt
memo.pdf

memo.ps

memo.Z

memo.gz

memo.tgz or memo.tar.gz

memo.hz2

memo.html

photo.gif, photo.jpa,
photo.jpeg, photo.bmp,
photo.tif, or photo.tiff

Hidden Filenames

Meaning of extension

A C programming language source file

The object code file for compute.c

The executable file for compute.c

A text file

A PDF file; view with xpdf or kpdf under a GUI

A PostScript file; view with ghostscript or kpdf under a GUI

A file compressed with compress (page 65); use
uncompress or gunzip (page 65) to decompress

A file compressed with gzip (page 65); view with zcat or
decompress with gunzip (both on page 635)

Atar (page 66) archive of files compressed with gzip (page 65)

A file compressed with bzip2 (page 64); view with bzcat or
decompress with bunzip2 (both on page 65)

A file meant to be viewed using a Web browser, such as Firefox

A file containing graphical information, such as a picture

A filename that begins with a period is called a hidden filename (or a hidden file or sometimes an
invisible file) because Is does not normally display it. The command Is| adisplaysall filenames,



including hidden ones. Names of startup files (next page) usually begin with a period so they are
hidden and do not clutter adirectory listing. Two specia hidden entrie§ single and double
periods (. and ..} appear in every directory (page 93).

TheWorking Directory

pwd

While you are logged in on a character-based interface to a Linux system, you are always
associated with a directory. The directory you are associated with is called the working directory
or current directory. Sometimes this association isreferred to in aphysical sense: —¥ou arein (or
working in) the zach directory.ll The pwd (print working directory) builtin displays the pathname
of the working directory.

Togin: max

Password:

Last Togin: Wed Oct 20 11:14:21 from 172.16.192.150
$ pwd

Jhome /max

Figure 4-4 Logging in and displaying the pathname of your home directory
Your Home Directory

When you first log in on a system or start aterminal emulator window, the working directory is
your home directory. To display the pathname of your home directory, use pwd just after you log
in (Eigure 4-4). Linux home directories are typically located in /home while macOS home
directories are located in /Users.

When called without arguments, the Is utility displays alist of the filesin the working directory.
Because your home directory has been the only working directory you have used so far, Is has
always displayed alist of filesin your home directory. (All the files you have created up to this
point were created in your home directory.)

Startup Files

Sartup files, which appear in your home directory, give the shell and other programs information
about you and your preferences. Under macOS these files are called configuration files or
preference files (page 1078). Frequently one of these files tells the shell what kind of terminal
you are using (page 1052) and executes the stty (set terminal) utility to establish the erase (page
29) and line kill (page 30) keys.

Either you or the system administrator can put a shell startup file containing shell commandsin
your home directory. The shell executes the commands in this file each time you log in. Because
the startup files have hidden filenames (filenames that begin with a period; page 86), you must
use thels| a command to see whether oneisin your home directory. See page 288 (bash) and
page 386 (tcsh) for more information about startup files.

Pathnames



Every file has a pathname, which isatrail from a directory through part of the directory
hierarchy to an ordinary file or adirectory. Within a pathname, a slash (/) following (to the right
of) afilename indicates that the file is adirectory file. The file following (to the right of) the
slash can be an ordinary file or adirectory file. The ssimplest pathname is a simple filename,
which points to afile in the working directory. This section discusses absolute and relative
pathnames and explains how to use each.

/home Jetc

/homerhls

fhome/fzach

fhome/hls/bin/lo
/— g

/home/hls/notes

report log

Figure 4-5 Absolute pathnames
Absolute Pathnames

/ (root)

Theroot directory of the filesystem hierarchy does not have aname; it is referred to as the root
directory and is represented by a slash (/) standing alone or at the left end of a pathname.

An absolute pathname starts with a slash (/), which represents the root directory. The dash is
followed by the name of afilelocated in the root directory. An absolute pathname can continue,
tracing a path through all intermediate directories, to the file identified by the pathname. String
all the filenames in the path together, following each directory with aslash (/). This string of
filenames s called an absolute pathname because it locates a file absolutely by tracing a path
from the root directory to thefile. Typically the absolute pathname of a directory does not
include the trailing slash, although that format can be used to emphasi ze that the pathname
specifies adirectory (e.g., /home/zach/). The part of a pathname following the final slashiis
called a simple filename, filename, or basename. Figure 4-5 shows the absolute pathnames of
directories and ordinary filesin part of afilesystem hierarchy.

Using an absolute pathname, you can list or otherwise work with any file on the local system,
assuming you have permission to do so, regardless of the working directory at the time you give
the command. For example, Sam can give the following command while working in his home
directory to list the filesin the /etc/ssh directory:

$ pwd



/home/sam

$ls/etc/ssh

moduli ssh_host_dsa key  ssh _host_key.pub
ssh_config ssh _host_dsa key.pub ssh _host_rsa key
sshd_config ssh_host_key ssh_host_rsa key.pub

~ (Tilde) in Pathnames

In another form of absolute pathname, the shell expands the character§/ (atilde followed by a
slash) at the start of a pathname into the pathname of your home directory. Using this shortcut,
you can display your .bashrc startup file (page 289) by using the following command no matter
which directory isthe working directory:

$ less ~/.bashrc

A tilde quickly references paths that start with your or someone else-s home directory. The shell
expands atilde followed by a username at the beginning of a pathname into the pathname of that
user-s home directory. For example, assuming he has permission to do so, Max can examine
Sam-s .bashr c file by using the following command:

$ |l ess ~sam . bashrc

Refer to —Filde Expansionll on page 369 for more information.
Relative Pathnames

A relative pathname traces a path from the working directory to afile. The pathnameisrelative
to the working directory. Any pathname that does not begin with the root directory (represented
by /) or atilde (~) isarelative pathname. Like absolute pathnames, relative pathnames can trace
a path through many directories. The simplest relative pathname is a ssmple filename, which
identifies afilein the working directory. The examples in the next sections use absolute and
relative pathnames.

Significance of the Working Directory

To access any file in the working directory, you need only asimple filename. To accessafilein
another directory, you must use a pathname. Typing along pathname is tedious and increases the
chance of making amistake. This possibility isless likely under a GUI, where you click
filenames or icons. Y ou can choose aworking directory for any particular task to reduce the need
for long pathnames. Y our choice of awork-ing directory does not alow you to do anything you
could not do otherwisd it just makes some operations easier.

Caution: When using a relative pathname, know which directory isthe working directory

The location of the file you are accessing with arelative pathname is dependent on (is relative to)
the working directory. Always make sure you know which directory is the working directory
before you use arelative pathname. Use pwd to verify the name of the directory. If you are
creating afile using vim and you are not where you think you are in the file hierarchy, the new
filewill end up in an unexpected location.

It does not matter which directory is the working directory when you use an absolute pathname.



Thus, the following command always edits afile named goals in your home directory:
$vim ~/goals

.. (parent of the
working directory) /

..Jzach
bin > Cnotes >

bin/lo
I'e 9

. (working directory)

notes

report log

Figure 4-6 Relative pathnames

Refer to Figure 4-6 as you read this paragraph. Files that are children of the working directory
can be referenced by simple filenames. Grandchildren of the working directory can be referenced
by short relative pathnames: two filenames separated by a slash. When you manipulate filesin a
large directory structure, using short relative pathnames can save you time and aggravation. If
you choose aworking directory that contains the files used most often for a particular task, you
need use fewer long, cumbersome pathnames.

Working with Directories

This section discusses how to create directories (mkdir), switch between directories (cd), remove
directories (rmdir), use pathnames to make your work easier, and move and copy files and
directories between directories. It concludes with brief descriptions of important standard
directories and files in the Linux filesystem.

mkdir: Createsa Directory

The mkdir utility creates adirectory. The argument (page 1083) to mkdir is the pathname of the
new directory. The following examples develop the directory structure shown in Figure4-7. In
the figure, the directories that are added appear lighter than the others and are connected by
dashes.

In Figure 4-8, pwd shows that Max is working in his home directory (/fhome/max), and |s shows
the names of the filesin his home directory: demo, names, and temp. Using mkdir, Max creates
adirectory named literature as achild of his home directory. He uses arelative pathname (a



simple filename) because he wants the liter atur e directory to be a child of the working directory.
Max could have used an absolute pathname to create the same directory: mkdir
/home/max/literature, mkdir ~max/literature, or mkdir ~/literature.

names temp literature demo

promo

Figure 4-7 Thefile structure developed in the examples

The second Isin Figure 4-8 verifies the presence of the new directory. The| F optiontols
displays a slash after the name of each directory and an asterisk after each executable file (shell
script, utility, or application). When you call it with an argument that is the name of a directory,
Is lists the contents of that directory. The final |s displays nothing because there are no filesin the
literature directory.

The following commands show two ways for Max to create the promo directory as a child of the
newly created literature directory. The first way checks that /home/max is the working
directory and uses arelative pathname:

$ pwd
/ home/ max $
nkdir literature/prono

The second way uses an absolute pathname:

$ nkdir /hone/ max/|iterature/prono



$ pwd

/home/max

$ 1s

demo names temp
$ mkdir 1iterature

$1s
demo Tliterature names temp
$ 1s -F

demo Titerature/ names temp
$ 1s literature

$

Figure 4-8 The mkdir utility

$ cd /home/max/11iterature
$ pwd
/home/max/11iterature

$ cd

$ pwd

/home /max

$ cd Tliterature

$ pwd
JShome/max/11iterature

Figure 4-9 cd changes the working directory

Usethe| p (parents) option to mkdir to create both the literature and promo directories using one
command:

$ pwd

/home/max

$ls

demo names temp

$ mkdir -p literature/promo

or

$ mkdir -p /home/max/liter ature/promo
cd: Changesto Another Working Directory

Using cd (change directory) makes another directory the working directory; it does not change
the contents of the working directory. Figure 4-9 shows two ways to make the

/home/max/liter atur e directory the working directory, as verified by pwd. First Max uses cd
with an absolute pathname to make liter atur e hisworking directoryl it does not matter which
isthe working directory when you give a command with an absolute pathname.

A pwd command confirms the change Max made. When used without an argument, cd makes
your home directory the working directory, asit was when you logged in. The second cd



command in Figure 4-9 does not have an argument, so it makes Max-s home directory the
working directory. Finally, knowing that he is working in his home directory, Max uses asimple
filename to make the liter atur e directory hisworking directory (cd literature) and confirms the
change using pwd.

The. and .. Directory Entries

The mkdir utility automatically puts two entries in each directory it creates: asingle period (.)
and a double period (..). The. is synonymous with the pathname of the working directory and
can be used in its place; the .. is synonymous with the pathname of the parent of the working
directory. These entries are hidden because their filenames begin with a period.

With the liter atur e directory as the working directory, the following example uses .. three times:
first to list the contents of the parent directory (/home/max), second to copy the memoA fileto
the parent directory, and third to list the contents of the parent directory again.

$ pwd

[/ home/ max/literature

$ls ..

deno literature nanes tenp

$ cp menpA ..
$ls ..
deno literature nenpA nanes tenp

After using cd to make promo (a subdirectory of literature) hisworking directory, Max can use
arelative pathname to call vim to edit afilein his home directory.

$ cd promo

$vim../../nanmes

Y ou can use an absolute or relative pathname or a simple filename virtually anywhere a utility or
program requires afilename or pathname. This usage holds true for |s, vim, mkdir, rm, and most
other utilities.

Tip: Theworking directory versusyour home directory

The working directory is not the same as your home directory. Y our home directory remains the
same for the duration of your session and usually from session to session. Immediately after you
log in, you are always working in the same directory: your home directory.

Unlike your home directory, the working directory can change as often asyou like. Y ou have no
set working directory, which explains why some people refer to it as the current directory. When
you log in and until you change directories using cd, your home directory is the working
directory. If you were to change directories to Sam-s home directory, then Sam-s home directory
would be the working directory.

rmdir: Deletesa Directory

The rmdir (remove directory) utility deletes adirectory. Y ou cannot delete the working directory
or adirectory that contains files other than the . and .. entries.

If you need to delete adirectory that hasfilesin it, first use rm to delete the files and then delete
the directory. Y ou do not have to (nor can you) delete the . and .. entries; rmdir removes them



automatically. The following command deletes the promo directory:
$ rmdir /home/ max/1iterature/ pronp

Therm utility hasal r option (rm| r filename) that recursively deletesfiles, including
directories, within a directory and also deletes the directory itself.

Caution: Userm| r carefully, if at all

Although rm | r isahandy command, you must use it carefully. Do not use it with an ambiguous
filereference such as*. It is frighteningly easy to wipe out the contents of your entire home
directory with a single short command.

Using Pathnames

touch

Use atext editor to create afile named letter if you want to experiment with the examples that
follow. Alternatively you can use touch (page 1014) to create an empty file:

$ cd

$ pwd
/ honme/ max

$touch letter

With /home/max as the working directory, the following example uses cp with arelative
pathname to copy the file named letter to the /home/max/literature/promo directory. (You will
need to create promo again if you deleted it earlier.) The copy of the file has the simple filename
letter.0210:

$cp letter literature/ prono/letter.0210

If Max does not change to another directory, he can use vim as shown to edit the copy of thefile
he just made:

$vimliterature/ prono/letter.0210

If Max does not want to use along pathname to specify the file, he can use cd to make promo
the working directory before using vim:

$cd literature/ prom
$ pwd
/ home/ max/ | i terature/prono

$vimletter.0210

To make the parent of the working directory the new working directory, Max can give the
following command, which takes advantage of the .. directory entry:

$cd ..

$ pwd
/hone/ max/literature

mv, cp: Moveor Copy Files



Chapter 3 discussed the use of mv to rename files. However, mv works even more generally:
Y ou can use this utility to move files from one directory to another (change the pathname of a
file) aswell asto change a simple filename. When used to move one or more filesto anew
directory, the mv command has this syntax:

mv existing-file-list directory

If the working directory is/home/max, Max can use the following command to move the files
names and temp from the working directory to the literatur e directory:

$ nv nanes tenp literature

This command changes the absolute pathnames of the names and temp files from
/home/max/names and /home/max/temp to /home/max/liter atur e/names and

™ pames | ™ temp

Figure 4-10 Using mv to move names and temp

/home/max/liter atur e/temp, respectively (Figure 4-10). Like most utilities, mv accepts either
absolute or relative pathnames.

Asyou create more files, you will need to create new directories using mkdir to keep the files
organized. The mv utility isauseful tool for moving files from one directory to another as you
extend your directory hierarchy.

The cp utility works in the same way mv does, except it makes copies of the existing-file-list in
the specified directory.

mv: Movesa Directory

Just as it moves ordinary files from one directory to another, so mv can move directories. The
syntax is similar except you specify one or more directories, not ordinary files, to move:



mv existing-directory-list new-directory

If new-directory does not exist, the existing-directory-list must contain just one directory name,
which mv changes to new-directory (mv renames the directory). Although you can rename
directories using mv, you cannot copy their contents with cp unless you usethe| r (recursive)
option. Refer to the explanations of cpio (page 782), pax (page 934), and tar (page 997) for other
ways to copy and move directories.

Important Standard Directories and Files

Originally fileson aLinux system were not located in standard places within the directory
hierarchy. The scattered files made it difficult to document and maintain a Linux system and just
about impossible for someone to rel ease a software package that would compile and run on all
Linux systems. The first standard for the Linux filesystem, the FSSTND (Linux Filesystem
Standard), was released early in 1994. In early 1995 work was started on a broader standard
covering many UNIX-like systems: FHS (Linux Filesystem Hierarchy Standard;
proton.pathname.com/fhs). More recently FHS has been incorporated in LSB (Linux Standard
Base; www.linuxfoundation.org/collaborate/workgroups/lsh), a workgroup of FSG (Free
Standards Group). Finally, FSG combined with Open Source Development Labs (OSDL) to form
the Linux Foundation (www.linuxfoundation.org). Figure 4-11 shows the locations of some
important directories and files as specified by FHS. The significance of many of these directories
will become clear as you continue reading.

S oSS

Figure4-11 A typical FHS-based Linux filesystem structure

The following list describes the directories shown in Figure 4-11, some of the directories
specified by FHS, and some other directories. Most distributions do not use all the directories
specified by FHS. Be aware that you cannot always determine the function of a directory by its
name. For example, although /opt stores add-on software, /etc/opt stores configuration files for
the software in /opt.

/

Root Theroot directory, present in all Linux filesystem structures, is the ancestor of al filesin
the filesystem. It does not have a name and is represented by a slash (/) standing alone or at the
left end of a pathname.

/bin

Essential command binaries Holds the files needed to bring the system up and run it when it
first comes up in single-user/recovery mode.

/boot



Static files of the boot loader Contains al the files needed to boot the system.
/dev

Devicefiles Contains all the files that represent peripheral devices, such as disk drives, terminals,
and printers. Previoudly this directory was filled with al possible devices.

The udev utility provides a dynamic device directory that enables /dev to contain only devices
that are present on the system.

[etc

Machine-local system configuration files Holds administrative, configuration, and other system
files. macOS uses Open Directory (page 1070) in place of /etc/passwd.

/etclopt

Configuration filesfor add-on softwar e packages kept in /opt

letc/X11

Machine-local configuration filesfor the X Window System

/home

User home directories Each user-s home directory istypically one of many subdirectories of the
/home directory. As an example, assuming that users—directories are under /home, the absolute

pathname of Zach-s home directory is/home/zach. Under macOS, user home directories are
typically located in /Users.

Nlib

Shared libraries

/lib/modules

L oadable kernel modules

/mnt

Mount point for temporarily mounting filesystems
/opt

Add-on (optional) softwar e packages

/proc

Kernel and processinformation virtual filesystem
Ir oot

Homedirectory for theroot account



/run

Runtime data A tmpfsfilesystem (mounted, but stored in RAM) that holds startup files
previously hidden in /dev and other directories. For more information see
lists.fedoraproject.org/pipermail/devel/2011-March/150031.html.

/shbin

Essential system binaries Utilities used for system administration are stored in /sbin and

/usr/sbin. The /sbin directory includes utilities needed during the booting process, and /usr/sbin
holds utilities used after the system is up and running.

Isys

Device pseudofilesystem
Itmp

Temporary files

/Users

User home dir ectories Under macOS, each user-s home directory is typically one of many
subdirectories of the /Users directory. Linux typically stores home directoriesin /home.

lusr

Second major hierarchy Traditionally includes subdirectories that contain information used by
the system. Filesin /usr subdirectories do not change often and can be shared by several
systems.

fusr/bin

Most user commands Contains the standard Linux utility programg that is, binaries that are
not needed in single-user/recovery mode.

/usr/games

Games and educational programs
lusr/include

Header filesincluded by C programs
lusr/lib

Libraries

lusr/local

L ocal hierarchy Holds locally important files and directories that are added to the system.
Subdirectories can include bin, games, include, lib, shin, share, and src.



/usr/sbin
Nonvital system administration binaries See/sbin.
lusr/share

Architecture-independent data Subdirectories can include dict, doc, games, info, locale, man,
misc, terminfo, and zoneinfo.

lusr/share/doc

Documentation

lusr/sharefinfo

GNU info system-s primary directory
lusr/share/man

Online manuals

lusr/src

Sour ce code

Ivar

Variable data Files with contents that vary as the system runs are kept in subdirectories under
/var. The most common examples are temporary files, system log files, spooled files, and user
mailbox files. Subdirectories can include cache, lib, lock, log, mail, opt, run, spool, tmp, and

yp.
Ivar/log

L og files Contains lastlog (arecord of the last login by each user), messages (system messages
from syslogd), and wtmp (arecord of al loging/logouts), among other log files.

Ivar/spool

Spooled application data Contains anacron, at, cron, Ipd, mail, mqueue, samba, and other
directories. Thefile /var/mail istypically alink to /var/spool/mail.
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-rwxr-xr-x+ 1 sam pubs 2048 06-10 10:44 memo

Figure 4-12 The columns displayed by thels| | command



Access Permissions

Most distributions support two methods of controlling who can access afile and how they can
access it: traditional access permissions and ACLs (Access Control Lists). This section describes
traditional access permissions. See page 104 for a discussion of ACLSs, which provide finer-
grained control of access permissions than do traditional access permissions.

Three types of users can access afile: the owner of the file (owner), amember of a group that the
fileis associated with (group), and everyone else (other). A user can attempt to access an
ordinary file in three ways: by trying to read from, write to, or execute it.

Is| I: Displays Permissions

When you call Iswith the| | option and the name of one or more ordinary files, Isdisplaysaline
of information about the file(s). See s outputll on page 26 for information about the format of
the display this book uses. The following example displays information for two files. Thefile
letter.0210 contains the text of aletter, and check spell contains a shell script, a program
written in a high-level shell programming language:

$1s -1 check_spell letter.0210
-TWXr-Xxr-x. 1 sam pubs 766 03-21 14: 02 check_spell
SrWr--r--. 1 sam pubs 6193 02-10 14:22 letter. 0210

From left to right, the lines that an Is| | command displays contain the following information
(refer to Figure 4-12):

" The type of file (first character)

" Thefile-s access permissions (the next nine characters)

* The ACL flag (present if the file has an ACL, page 104)

* The number of linksto the file (page 110)

* The name of the owner of the file (usually the person who created the file)
" The name of the group the fileis associated with

* The size of thefilein characters (bytes)

* The date and time the file was created or last modified

* The name of thefile

The type of file (first column) for letter.0210 isahyphen (| ) becauseit isan ordinary file
(directory fileshave ad in this column; see Table VI-21 on page 890).

The next three characters specify the access permissions for the owner of the file: r indicates
read permission, w indicates write permission, and x indicates execute permission. A| ina
column indicates that the owner does not have the permission that could have appeared in that
position.



In asimilar manner the next three characters represent permissions for the group, and the fina
three characters represent permissions for other (everyone else). In the preceding example, Sam,
the owner of letter.0210, can read from and write to the file, whereas the group and others can
only read from the file, and no one is allowed to execute it. Although execute permission can be
allowed for any file, it does not make sense to assign execute permission to afile that contains a
document such as aletter. The check_spell fileis an executable shell script, so execute
permission is appropriate for it. (The owner, group, and others have execute permission.) For
more information refer to —-Biscussionll on page 890.

chmod: Changes Access Permissions

The Linux file access permission scheme lets you give other users access to the files you want to
share yet keep your private files confidential. Y ou can allow other users to read from and write
to afile (handy if you are one of several people working on ajoint project). You can allow others
only to read from afile (perhaps a project specification you are proposing). Or you can allow
others only to writeto afile (similar to an inbox or mailbox, where you want others to be able to
send you mail but do not want them to read your mail). Similarly you can protect entire
directories from being scanned (covered shortly).

Security: A user with root privileges can access any file on the system

There is an exception to the access permissions described in this section. Anyone who can gain
root privileges has full accessto all files, regardless of the file-s owner or access permissions. Of
coursg, if thefileis encrypted, read access does not mean the person reading the file can
understand what isin thefile.

The owner of afile controls which users have permission to access the file and how those users
can access it. When you own afile, you can use the chmod (change mode) utility to change
access permissions for that file. Y ou can specify symbolic (relative) or numeric (absolute)
arguments to chmod.

Symbolic Argumentsto chmod

The following example, which uses symbolic arguments to chmod, adds (+) read and write
permissions (rw) for al (a) users:

$1s -1 letter.0210

STWr----- . 1 sam pubs 6193 02-10 14:22 letter.0210 $
chnod a+rw | etter.0210

$1s -1 letter.0210

Srwrwrw. 1 sam pubs 6193 02-10 14:22 letter. 0210
Tip:You must haveread permission to execute a shell script

Because a shell needs to read a shell script (atext file containing shell commands) before it can
execute the commands within that script, you must have read permission for the file containing
the script to execute it. Y ou also need execute permission to execute a shell script directly from
the command line. In contrast, binary (program) files do not need to be read; they are executed
directly. You need only execute permission to run a binary program.

Using symbolic arguments with chmod modifies existing permissions; the change a given
argument makes depends on (is relative to) the existing permissions. In the next example, chmod



removes (| ) read (r) and execute (x) permissions for other (0) users. The owner and group
permissions are not affected.

$1s -1 check_spell
-rWXr-xr-x. 1 sam pubs 766 03-21 14: 02 check_spell $
chmod o-rx check_spel |

$1s -1 check_spell
-rWXr-x---. 1 sam pubs 766 03-21 14: 02 check_spell

In addition to a (all) and o (other), you can use g (group) and u (user, although user refersto the
owner of the file who might or might not be the user of the file at any given time) in the
argument to chmod. For example, chmod a+x adds execute permission for all users (other,
group, and owner), and chmod ga rwx removes all permissions for all but the owner of thefile.

Tip: chmod : o for other, u for owner

When using chmod, many people assume that the o stands for owner; it does not. The o stands
for other, whereas u stands for owner (user). The acronym UGO (user-group-other) might help
you remember how permissions are named.

Numeric Argumentsto chmod

Y ou can also use numeric arguments to specify permissions with chmod. In place of the letters
and symbols specifying permissions used in the previous examples, numeric arguments comprise
three octal digits. (A fourth, leading digit controls setuid and setgid permissions and is discussed
next.) Thefirst digit specifies permissions for the owner, the second for the group, and the third
for other users. A 1 gives the specified user(s) execute permission, a 2 gives write permission,
and a4 gives read permission. Construct the digit representing the permissions for the owner,
group, or others by ORing (adding) the appropriate values as shown in the following examples.
Using numeric arguments sets file permissions absolutely; it does not modify existing
permissions as symbolic arguments do.

In the following example, chmod changes permissions so only the owner of the file can read
from and write to the file, regardless of how permissions were previously set. The 6 in thefirst
position gives the owner read (4) and write (2) permissions. The Os remove all permissions for
the group and other users.

$ chnod 600 letter.0210

$1s -1 letter.0210
STW - - - - - . 1 sam pubs 6193 02-10 14:22 letter.0210

Next, 7 (4 + 2 + 1) gives the owner read, write, and execute permissions. The 5 (4 + 1) givesthe
group and other users read and execute permissions:

$ chnod 755 check_spel |

$1s -1 check_spell
-rwxr-xr-x. 1 sam pubs 766 03-21 14: 02 check_spell

Refer to Table 4-2 for more examples of numeric permissions.

Table 4-2 Examples of numeric permission specifications



Mode Meaning

i Owner, group, and others can read, write, and execute file

755 Owner can read, write, and execute file; group and others can read and
execute file

711 Owner can read, write, and execute file; group and others can execute file

644 Owner can read and write file; group and others can read file

640 Owner can read and write file; group can read file; others cannot access file

Refer to page 295 for more information on using chmod to make afile executable and to page
765 for more information on absolute arguments and chmod in general.

Setuid and Setgid Permissions

When you execute afile that has setuid (set user ID) permission, the process executing the file
takes on the privileges of the file-s owner. For example, if you run a setuid program that removes
all filesin adirectory, you can remove filesin any of the file owner-s directories, even if you do
not normally have permission to do so. In asimilar manner, setgid (set group ID) permission
gives the process executing the file the privileges of the group the file is associated with.

Security: Minimize use of setuid and setgid programs owned by root

Executable files that are setuid and owned by root have root privileges when they run, even if

they are not run by root. Thistype of program isvery powerful because it can do anything that
root can do (and that the program is designed to do). Similarly, executable files that are setgid

and belong to the group root have extensive privileges.

Because of the power they hold and their potential for destruction, it iswise to avoid
indiscriminately creating and using setuid programs owned by root and setgid programs
belonging to the group root. Because of their inherent dangers, many sites minimize the use of
these programs on their systems. One necessary setuid program is passwd.

The following example shows a user working with root privileges and using symbolic arguments
to chmod to give one program setuid privileges and another program setgid privileges. Thels| |
output (page 99) shows setuid permission by displaying an s in the owner-s executable position
and setgid permission by displaying an sin the group-s executable position:

#ls -1 rryprog*
-rWXr-xr-x. 1 root pubs 362804 03-21 15:38 nyprogl
-ITWXr-Xr-x. 1 root pubs 189960 03-21 15: 38 nyprog2

# chrmod u+s nyprogl
# chnmod g+s nyprog2

#1s -1 rryprog*
-rwsr-xr-x. 1 root pubs 362804 03-21 15: 38 nyprogl
-rwWXr-sr-x. 1 root pubs 189960 03-21 15:38 nyprog2

The next example uses numeric arguments to chmod to make the same changes. When you use



four digits to specify permissions, setting the first digit to 1 sets the sticky bit (page 1126), setting
it to 2 specifies setgid permissions, and setting it to 4 specifies setuid permissions:

#1s -1 nyprog*
-rwxr-xr-x. 1 root pubs 362804 03-21 15:38 nyprogl
-rWXr-xr-x. 1 root pubs 189960 03-21 15: 38 nyprog2

# chnmod 4755 nyprogl
# chrmod 2755 nyprog2

#1s -1 rryprog*
-rwsr-xr-x. 1 root pubs 362804 03-21 15:38 nyprogl
-rWXr-sr-x. 1 root pubs 189960 03-21 15:38 nyprog2

Security: Do not give shell scripts setuid/setgid permission

Never give shell scripts setuid or setgid permission. Several techniques for subverting files with
these permissions are well known.

Directory Access Per missions

Access permissions have slightly different meanings when they are applied to directories.
Although the three types of users can read from or write to a directory, the directory cannot be
executed. Execute permission is redefined for a directory: It means that you can cd into the
directory and/or examine files that you have permission to read from in the directory. It has
nothing to do with executing afile.

When you have only execute permission for a directory, you can useIsto list afilein the
directory if you know its name. Y ou cannot use Is to list the contents of the directory. In the
following exchange, Zach first verifies that heislogged in as himself. He then checks the
permissions on Max-s info directory. Y ou can view the access permissions associated with a
directory by running Iswith the| d (directory) and| | (long) options:

$ who amii
zach pts/7 Aug 21 10:02

$1s -1d /home/ nax/info
dr wx- - - - - X. 2 max pubs 4096 08-21 09:31 /home/ max/info

$1s -1 /hone/max/info
I's: /home/ max/info: Permni ssion denied

Thed at the left end of the line that |s displays indicates /lhome/max/info is adirectory. Max has
read, write, and execute permissions; members of the pubs group have no access permissions;
and other users have execute permission only, indicated by the x at the right end of the
permissions. Because Zach does not have read permission for the directory, thels| | command
returns an error.

When Zach specifies the names of the files he wants information about, he is not reading new
directory information but rather searching for specific information, which he is allowed to do
with execute access to the directory. He has read permission for notes so he has no problem
using cat to display the file. He cannot display financial because he does not have read
permission for it:

$1s -1 /hone/mex/infol/financial /hone/max/infolnotes
STW--- - - .1 max pubs 34 08-21 09:31 /home/ nex/info/financi al
-rwr--r--. 1 max pubs 30 08-21 09: 32 /hone/ max/i nf o/ not es

$ cat /hone/ max/i nf o/ not es



This is the file naned notes.

$ cat /home/ max/ i nfo/financi al
cat: /home/ max/info/financial: Perm ssion denied

Next Max gives others read access to hisinfo directory:
$ chmod o+r /hone/ max/info

When Zach checks his access permissions on info, he finds he has both read and execute access
to the directory. Now Is| | displays the contents of the info directory, but he still cannot read
financial. (Thisrestriction is an issue of file permissions, not directory permissions.) Finally,
Zach tries to create afile named newfile using touch (page 1014). If Max were to give him write
permission to theinfo directory, Zach would be able to create new filesin it:

$Is-1d /nome/max/info

drwx---r-x. 2 max pubs 4096 08-21 09:31 /home/max/info

$ Is -I /nome/max/info

-rW------- . 1 max pubs 34 08-21 09:31 financia

-rw-r--r--. 1 max pubs 30 08-21 09:32 notes

$ cat /home/max/info/financial

cat: financial: Permission denied

$ touch /home/max/info/newfile

touch: cannot touch '/home/max/info/newfile': Permission denied

ACLSs: AccessControl Lists

ACLSs (Access Control Lists) provide finer-grained control over which users can access specific
directories and files than do traditional permissions (page 98). Using ACL s you can specify the
ways in which each of several users can access adirectory or file. Because ACLs can reduce
performance, do not enable them on filesystems that hold system files, where the traditional
Linux permissions are sufficient. Also, be careful when moving, copying, or archiving files: Not
all utilities preserve ACLSs. In addition, you cannot copy ACLsto filesystems that do not support
ACLs.

An ACL comprises aset of rules. A rule specifies how a specific user or group can access thefile
that the ACL is associated with. There are two kinds of rules; access rules and default rules. (The
documentation refers to access ACLs and default ACLS, even though there is only one type of
ACL: Thereisonetype of list [ACL] and there are two types of rules an ACL can contain.)

An access rule specifies access information for asingle file or directory. A default ACL pertains
to adirectory only; it specifies default access information (an ACL) for any filein the directory
that is not given an explicit ACL.

Caution:Most utilitiesdo not preserve ACLs

When used with the| p (preserve) or| a (archive) option, cp preserves ACLswhen it copiesfiles.
The mv utility also preserves ACLs. When you use cp with the| p or| aoption and it is not able
to copy ACLSs, and in the case where mv is unable to preserve ACLSs, the utility performs the
operation and issues an error message:

$nv report /tnp
mv: preserving permissions for '/tnp/report': Operation not supported



Other utilities, such astar, cpio, and dump, do not support ACLS. You can use cp with the| a
option to copy directory hierarchies, including ACLSs.

Y ou can never copy ACLsto afilesystem that does not support ACLs or to afilesystem that does
not have ACL support turned on.

Enabling ACLs

The following explanation of how to enable ACL s pertainsto Linux. See page 1075 if you are
running macOS.

The acl package must be installed before you can use ACLs. Most Linux distributions officially
support ACLs on ext2, ext3, and ext4 filesystems only, although informal support for ACLsis
available on other filesystems. To use ACLs on an ext2/ext3/ext4 filesystem, you must mount
the device with the acl option (no_acl is the default). For example, if you want to mount the
device represented by /home so you can use ACLs on filesin /home, you can add acl to its
options list in /etc/fstab:

$ grep home /etc/fstab
LABEL=/home /home ext4 defaults,acl 12

remount option

After changing fstab, you need to remount /home before you can use ACLS. If nooneéelseis
using the system, you can unmount it and mount it again (working with root privileges) aslong
as the working directory is not in the /nome hierarchy. Alternatively you can use the remount
option to mount to remount /home while the deviceisin use:

# nmount -v -0 renount /hone
/ dev/ sda3 on /hone type ext4 (rw, acl)

Working with Access Rules

The setfacl utility modifies afile-s ACL and getfacl displaysafiless ACL. These utilities are
available under Linux only. If you are running macOS you must use chmod as explained on page
1075. When you use getfacl to obtain information about afile that does not have an ACL, it
displays some of the same information as an Is| | command, albeit in a different format:

$1s -1 report
Srwr--r--. 1 max pubs 9537 01-12 23:17 report

$ getfacl report

# file: report

# owner: max

# group: pubs
user::rwgroup::r--
other::r--

The first three lines of the getfacl output comprise the header; they specify the name of thefile,
the owner of the file, and the group the file is associated with. For more information refer to —s|
I: Displays Permissionsll on page 99. The| | omit-header (or just| | omit) option causes getfacl
not to display the header:

$ getfacl --omt-header report



user::rw
group::r--
other::r--

In the line that starts with user, the two colons (::) with no name between them indicate that the
line specifies the permissions for the owner of the file. Similarly, the two adjacent colonsin the
group lineindicate the line specifies permissions for the group the file is associated with. The
two colons following other are for consistency: No name can be associated with other.

The setfacl | | modify (or| m) option adds or modifies one or more rulesin afiles ACL using
the following syntax:

setfacl | | modify ugo: name: permissions file-list

where ugo can be either u, g, or o to indicate that the command sets file permissions for a user, a
group, or all other users, respectively; name is the name of the user or group that permissions are
being set for; permissionsis the permissions in either symbolic or absolute format; and file-list is
the list of files the permissions are to be applied to. Y ou must omit name when you specify
permissions for other users (0). Symbolic permissions use letters to represent file permissions
(rwx, r| x, and so on), whereas absol ute permissions use an octal number. While chmod uses
three sets of permissions or three octal numbers (one each for the owner, group, and other users),
setfacl uses asingle set of permissions or a single octal number to represent the permissions
being granted to the user or group represented by ugo and name. See the discussion of chmod on
pages 100 and 765 for more information about symbolic and absolute representations of file
permissions.

For example, both of the following commands add arule to the ACL for the report file that
gives Sam read and write permission to that file:

$ setfacl --nodify u:samrw report
or
$ setfacl --nodify u:sam6 report

$ getfacl report
# file: report
# owner: max

# group: pubs

user::rw
user:samrw
group::r-
mask: : rw
other::r--

The line containing user:sam:rw| shows that the user named sam has read and write access
(rw ) to thefile. See page 99 for an explanation of how to read access permissions. See the
following optional section for a description of the line that starts with mask.

When afilehasan ACL, Is| | displays aplus sign (+) following the permissions, even if the
ACL isempty:

$1s -1 report
SrWrwr--+ 1 max pubs 9537 01-12 23:17 report

optional Effective Rights M ask



Thelinein the output of getfacl that starts with mask specifies the effective rights mask. This
mask limits the effective permissions granted to ACL groups and users. It does not affect the
owner of the file or the group the file is associated with. In other words, it does not affect
traditional Linux permissions. However, because setfacl always sets the effective rights mask to
the least restrictive ACL permissions for the file, the mask has no effect unless you set it
explicitly after you set up an ACL for thefile. Y ou can set the mask by specifying mask in place
of ugo and by not specifying aname in a setfacl command.

The following example sets the effective rights mask to read for the report file:

$ setfacl -mmask::r-- report

The mask line in the following getfacl output shows the effective rights mask set to read (r| | ).
The line that displays Sam-s file access permissions shows them still set to read and write.
However, the comment at the right end of the line shows that his effective permission is read.

$ getfacl report

# file: report

# owner: max

# group: pubs

user: :rw

user:samrw #effective:r--
group::r--

mask: :r--

other::r--

As the next example shows, setfacl can modify ACL rules and can set more than one ACL rule at
atime:

$ setfacl -mu:samr--,u:zach:rw report

$ getfacl --omt-header report
user::rw

user:samr--

user:zach: rwgroup::r--

mask: :rw

other::r--

The| x option removes ACL rulesfor auser or agroup. It has no effect on permissions for the
owner of the file or the group that the file is associated with. The next example shows setfacl
removing the rule that gives Sam permission to access thefile:

$ setfacl -x u:samreport

$ getfacl --onit-header report
user: :rw

user:zach: rw

group::r--

mask: : rw -

other::r--

Y ou must not specify permissions when you use the| x option. Instead, specify only the ugo and
name. The| b option, followed by afilename only, removes all ACL rules and the ACL itself
from thefile or directory you specify.

Both setfacl and getfacl have many options. Use the| | help option to display brief lists of
options or refer to the man pages for details.

Setting Default Rulesfor a Directory



The following example shows that the dir directory initially has no ACL. The setfacl command
usesthe| d (default) option to add two default rulesto the ACL for dir. These rules apply to all
filesinthedir directory that do not have explicit ACLs. The rules give members of the pubs
group read and execute permissions and give members of the adm group read, write, and execute
permissions.

$1s -1d dir

drwx------ . 2 max pubs 4096 02-12 23:15 dir
$getfacl dir

# file: dir

# owner: max

# group: pubs

user::rwx

group::---

other::---

$ setfacl -d -mg:pubs:r-x,g:admrwx dir

The following Is command shows that the dir directory now has an ACL, asindicated by the + to
the right of the permissions. Each of the default rules that getfacl displays starts with default:.
The first two default rules and the last default rule specify the permissions for the owner of the
file, the group that the file is associated with, and all

other users. These three rules specify the traditional Linux permissions and take precedence over
other ACL rules. The third and fourth rules specify the permissions for the pubs and adm
groups. Next is the default effective rights mask.

$1s -1d dir
drwx------ + 2 max pubs 4096 02-12 23:15 dir

$ getfacl dir

# file: dir

# owner: max

# group: pubs

user: :rwx

group::---

other::---

def aul t: user::rwx
defaul t:group::---
def aul t: group: pubs: r-x
def aul t: group: adm rwx
def aul t: mask: : rwx
default:other::---

Remember that the default rules pertain to files held in the directory that are not assigned ACLs
explicitly. You can also specify access rules for the directory itself.

When you create a file within adirectory that has default rulesin its ACL, the effective rights
mask for that fileis created based on the file-s permissions. In some cases the mask can override
default ACL rules.

In the next example, touch creates afile named new in the dir directory. The ls command shows
thisfile has an ACL. Based on the value of umask (page 1023), both the owner and the group
that the file is associated with have read and write permissions for the file. The effective rights
mask is set to read and write so that the effective permission for pubsis read and the effective
permissions for adm are read and write. Neither group has execute permission.

$cddir
$ touch new

$1s -1 new
STWrw---+ 1 nmax pubs 0 02-13 00: 39 new



$ getfacl --omit new

user::rw
group: :---
group: pubs:r-x #effective:r--
group: adnt r wx #effective:rw

mask::rwother::---

If you change the files traditional permissionsto read, write, and execute for the owner and the
group, the effective rights mask changesto read, write, and execute, and the groups specified by
the default rules gain execute access to thefile.

$ chnod 770 new

$1s -1 new
-TWXrwx---+ 1 max pubs 0 02-13 00: 39 new

$ getfacl --omit new
user::rwx
group: :---

group: pubs:r-x
group: adni r wx

mask: : rwx
other::---
Links

A link isa pointer to afile. Each time you create afile using vim, touch, cp, or by some other
means, you are putting a pointer in adirectory. This pointer associates a filename with a place on
the disk. When you specify afilename in a command, you are indirectly pointing to the place on
the disk that holds the information you want.

Sharing files can be useful when two or more people are working on the same project and need
to share some information. Y ou can make it easy for other users to access one of your files by
creating additional linksto thefile.

To share afile with another user, first give the user permission to read from and write to the file
(page 100). Y ou might also have to change the access permissions of the parent directory of the
fileto give the user read, write, or execute permission (page 103). When the permissions are
appropriately set, the user can create alink to the file so each of you can access the file from your
separate directory hierarchies.

correspond

personal business

to_do to_do to_do personal memos business

e g J )
Links 2=—" ——®»<

Figure 4-13 Using links to cross-classify files




A link can aso be useful to asingle user with alarge directory hierarchy. Y ou can create links to
cross-classify filesin your directory hierarchy, using different classifications for different tasks.
For example, if you have the file layout depicted in Figure 4-2 on page 83, afile named to_do
might appear in each subdirectory of the correspond directoryf that is, in personal, memos,
and business. If you find it difficult to keep track of everything you need to do, you can create a
separate directory named to_do in the correspond directory. Y ou can then link each
subdirectory-s todo list into that directory. For example, you could link the file named to_doin
the memos directory to afile named memosin theto_do directory. This set of linksis shownin

Figure 4-13.

Although it might sound complicated, this technique keeps all your to-do lists conveniently in
one place. The appropriate list is easily accessible in the task-related directory when you are busy
composing letters, writing memos, or handling personal business.

Tip:About the discussion of hard links

Two kinds of links exist: hard links and symbolic (soft) links. Hard links are older and becoming
outdated. The section on hard links is marked as optional; you can skip it, although it discusses
inodes and gives you insight into the structure of the filesystem.

optional
Hard Links

A hard link to afile appears as another file. If the file appears in the same directory as the linked-
to file, the links must have different filenames because two files in the same directory cannot
have the same name. Y ou can create a hard link to afile only from within the filesystem that
holdsthefile.

In: CreatesaHard Link

Theln (link) utility (without the| sor| | symbolic option) creates a hard link to an existing file
using the following syntax:

In existing-file new-link



memo planning

/home/max/letter and /homefzach/draft

Figure 4-14 Two links to the same file: /home/max/Iletter and /home/zach/dr aft

The next command shows Zach making the link shown in Figure 4-14 by creating a new link
named /home/max/letter to an existing file named dr aft in Zach-s home directory:

$ pwd
/ honme/ zach

$1n draft /hone/ max/letter

The new link appears in the /home/max directory with the filename letter. In practice, Max
might need to change directory permissions so Zach will be able to create the link. Even though
/home/max/letter appearsin Max-s directory, Zach is the owner of the file because he created it.

The In utility creates an additional pointer to an existing file, but it does not make another copy
of thefile. Because thereis only onefile, thefile status informatiori  such as access
permissions, owner, and the time the file was last modified isthe samefor al links; only the
filenames differ. When Zach modifies /home/zach/dr aft, for example, Max sees the changesin
/home/max/Ietter.

cp Versusin

The following commands verify that In does not make an additional copy of afile. Create afile,
use In to make an additional link to the file, change the contents of the file through one link, and
verify the change through the other link:

$cat file_a

This is file A
$Infile_a file_b
$cat file_b

This is file A

$vimfile_b

$cat file_b
This is file B after the change.

$cat file_a



This is file B after the change.

If you try the same experiment using cp instead of In and change a copy of thefile, the difference
between the two utilities will become clearer. After you change a copy of afile, thetwo filesare
different:

$ catfile ¢
Thisisfile C.
$cpfile cfile d
$ catfiled
Thisisfile C.

$ vimfile d

$ catfile d

Thisisfile D after the change.
$ catfile c

ThisisfileC.

Isand link counts

You can use Iswith the| | option, followed by the names of the files you want to compare, to
confirm that the status information is the same for two links to the same file and is different for
filesthat are not linked. In the following example, the 2 in the links field (just to the left of max)
shows there aretwo linksto file_a and file_b (from the previous example):

$1s -1 file_afile_b file_c file_d

STWF--1- 2 max pubs 33 05-24 10:52 file_a
rvv—r——r——. 2 max pubs 33 05-24 10:52 file b
-rwr--r--. 1 nmax pubs 16 05-24 10:55 file_c
-rwr--r--. 1 max pubs 33 05-24 10:57 file_d

Although it is easy to guess which files are linked to one another in this example, |s does not
explicitly tell you.

Is and inodes

Use Iswith the| i option to determine without a doubt which files are linked. The| i option lists
the inode (page 1103) number for each file. Aninodeisthe control structure for afile. (HFS+,
the default filesystem under macOS, does not have inodes but, through an elaborate scheme,
appears to have inodes.) If the two filenames have the same inode number, they share the same
control structure and are links to the same file. Conversely, when two filenames have different
inode numbers, they are different files. The following example shows that file_a and file_b have
the same inode number and that file ¢ and file_d have different inode numbers:

$1s -i file_a file_b file_c file_d
3534 file_a 3534 file_b 5800 file_c 7328 file_d

All linksto afile are of equal value: The operating system cannot distinguish the order in which
multiple links were created. When afile has two links, you can remove either one and still access
the file through the remaining link. Y ou can remove the link used to create the file, for example,
and aslong as one link remains, still access the file through that link.

Symbolic Links



In addition to hard links, Linux supports symbolic links, also called soft links or symlinks. A hard
link is apointer to afile (the directory entry points to the inode), whereas a symbolic link isan
indirect pointer to afile (the directory entry contains the pathname of the pointed-to filg a
pointer to the hard link to the file).

Dereferencing symbolic links

To dereference a symbolic link meansto follow the link to the target file rather than work with
the link itself. See page 116 for information on dereferencing symbolic links.

Advantages of symbolic links

Symboalic links were devel oped because of the limitations inherent in hard links. Y ou cannot
create a hard link to adirectory, but you can create a symbolic link to adirectory.

In many cases the Linux file hierarchy encompasses several filesystems. Because each filesystem
keeps separate control information (that is, separate inode tables or filesystem structures) for the
filesit holds, it is not possible to create hard links between filesin different filesystems. A
symbolic link can point to any file, regardless of whereit islocated in the file structure, but a
hard link to afile must be in the same filesystem as the other hard link(s) to the file. When you
create links only among filesin your home directory, you will not notice this limitation.

A magjor advantage of asymbolic link isthat it can point to a nonexistent file. This ability is
useful if you need alink to afilethat is periodically removed and re-created. A hard link keeps
pointing to a—+emovedll file, which the link keeps alive even after anew fileis created. In
contrast, a symbolic link always points to the newly created file and does not interfere when you
delete the old file. For example, a symbolic link could point to afile that gets checked in and out
under a source code control system, a .o filethat is re-created by the C compiler each time you
run make, or alog file that is repeatedly archived.

Although they are more general than hard links, symbolic links have some disadvantages.
Whereas all hard links to afile have equal status, symbolic links do not have the same status as
hard links. When afile has multiple hard links, it is analogous to a person having multiple full
legal names, as many married women do. In contrast, symbolic links are analogous to
nicknames. Anyone can have one or more nicknames, but these nicknames have a lesser status
than legal names. The following sections describe some of the peculiarities of symbolic links.

In: Creates Symbolic Links

TheIn utility with the| | symbolic (or| s) option creates a symbolic link. The following example
creates a symbolic link /tmp/s3 to the file sum in Max-s home directory. When you usean Is| |
command to look at the symbolic link, Is displays the name of the link and the name of thefileit
pointsto. The first character of thelisting is| (for link). The size of asymbolic link is the number
of charactersin the target pathname.

$1n --synbolic /home/ max/sum/tnmp/s3

$1s -1 /home/ max/sum/tnp/s3
STWrwr--. 1 max pubs 38 06-12 09: 51 /hone/ max/ sum
I rwxrwxrwx. 1 max pubs 13 06-12 09:52 /tnp/s3 -> /hone/ max/ sum

$ cat /tnp/s3
This is sum

The sizes and times of the last modifications of the two files are different. Unlike a hard link, a



symbolic link to afile does not have the same status information as the file itself.

You can aso use In to create a symbolic link to a directory. When you use the| | symbolic
option, In works as expected whether the file you are creating alink to isan ordinary file or a
directory.

Caution: Use absolute pathnames with symbolic links

Symbolic links are literal and are not aware of directories. A link that pointsto arelative
pathname, which includes simple filenames, assumes the relative pathname is relative to the
directory that the link was created in (not the directory the link was created from). In the
following example, the link pointsto the file named sum in the /tmp directory. Because no such
file exists, cat gives an error message:

$ pwd
/ hone/ max

$1n --synbolic sum/tnp/s4

$1s -1 /home/ max/sum /tnp/s4
I rwxrwxrwx. 1 max pubs 3 06-12 10:13 /tnp/s4 -> sum
SrwWrwr--. 1 max pubs 38 06-12 09:51 /home/ max/ sum

$cat /tnp/s4
cat: /tnp/s4: No such file or directory

optional
cd and Symbolic Links

When you use a symbolic link as an argument to cd to change directories, the results can be
confusing, particularly if you did not realize that you were using a symbolic link.

If you use cd to change to adirectory that is represented by a symbolic link, the pwd shell builtin
(page 156) lists the name of the symbolic link. The pwd utility (/bin/pwd) lists the name of the
linked-to directory, not the link, regardless of how you got there. Y ou can also use the pwd
builtin with the| P (physical) option to display the linked-to directory. This option displays a
pathname that does not contain symbolic links.

$1n -s /hone/ max/ grades /tnp/grades. ol d

$ pwd
/ horme/ max

$ cd /tnp/grades.old

$ pwd
/tp/ gr ades. ol d

$ / bi n/ pwd
/ home/ max/ gr ades

$pwd -P
/ home/ max/ gr ades

When you change directories back to the parent, you end up in the directory holding the
symbolic link (unless you use the| P option to cd):

$cd ..
$ pwd

/trmp $ /bin/pwd
/tnp



Under macOS, /tmp isasymbolic link to /private/tmp. When you are running macOS, after you
givethe cd .. command in the previous example, the working directory is/private/tmp.

rm: Removesalink

When you create afile, thereis one hard link to it. Y ou can then delete the file or, using more
accurate terminology, remove the link using the rm utility. When you remove the last hard link to
afile, you can no longer access the information stored there, and the operating system releases
the space the file occupied on the disk for use by other files. This space isreleased even if
symboalic links to the file remain. When there is more than one hard link to afile, you can remove
ahard link and still access the file from any remaining link. Unlike DOS and Windows, Linux
does not provide an easy way to undelete a file once you have removed it. A skilled hacker,
however, can sometimes piece the file together with time and effort.

When you remove all hard links to afile, you will not be able to access the file through a
symboalic link. In the following example, cat reports that the file total does not exist becauseit is
asymbolic link to afile that has been removed:

$1s -1 sum
-rwWr--r--. 1 max pubs 981 05-24 11:05 sum

$In -s sumtotal
$ rmsum

$ cat total
cat: total: No such file or directory

$1s -1 total
I rwxrwxrwx. 1 max pubs 6 05-24 11:09 total -> sum

When you remove afile, be sure to remove all symbolic linksto it. Remove a symbolic link in
the same way you remove other files:

$rmtotal
Dereferencing Symbolic Links

A filename points at afile. A symbolic link is afile whose name refers to another file (atarget
file) without pointing directly at the target file: It is areference to the target file. See page 113 for
more information on symbolic links.

To dereference a symbolic link means to follow the link to the target file rather than work with
the link itself. When you dereference a symbolic link, you end up with a pointer to the file (the
filename of the target file). The term no-dereference is adouble negative: It means reference. To
no-dereference a symbolic link means to work with the link itself (do not dereference the
symboalic link).

Many utilities have dereference and no-dereference options, usually invoked by the| L (| |
dereference) option and the| P (| | no-der efer ence) option, respectively. Some utilities, such as
chgrp, cp, and Is, also have a partial dereference option that is usually invoked by | H. Witha| H
option, a utility dereferencesfiles listed on the command line only, not files found by traversing
the hierarchy of adirectory listed on the command line.

This section explainsthe| L (| | dereference) and| H (partia dereference) options twice, once
using Is and then using chgrp. It also coversthe chgrp| P (| | no-der eference) option.



Dereferencing Symbolic LinksUsing Is

No options

Most utilities default to no-dereference, although many do not have an explicit no-dereference
option. For example, the GNU Is utility, which is used in most Linux distributions, does not have
a| P (| no-dereference) option, although the BSD Is utility, which is used in macOS, does.

In the following example, Iswith the| | option displays information about the filesin the
working directory and does not dereference the sam.memo symbolic link; it displays the
symbolic link including the pathname of the file the link pointsto (the target file). The first
character of the sam.memo lineisan |, indicating the line describes a symbolic link; Max
created the symbolic link and ownsiit.

$ls -1

-rWr--r--. 1 max pubs 1129 04-10 15:53 menoD

-rwWr--r--. 1 max pubs 14198 04-10 15:56 nenpE

I rwxrwxrwx. 1 max pubs 19 04-10 15:57 sam nmeno -> /home/ max/ sam menmpA

The next command specifies on the command line the file the symbolic link points to (the target
file) and displays information about that file. The file type, permissions, owner, and time for the
file are different from that of the link. Sam created the file and ownsit.

$1s -1 /hone/ max/ sanl nenbA
-rwWr--r--. 1 sam sam 2126 04-10 15: 54 /hone/ max/ sam nenpA

' L (| dereference)

Next, the| L ( | dereference) option to Is displays information about the files in the working
directory and dereferences the sam.memo symbolic link; it displays the file the link points to
(thetarget file). Thefirst character of the sam.memo lineisal , indicating the line describes a
regular file. The command displays the same information about memoA as the preceding
command, except it displays the name of the link (sam.memo), not that of the target file
(memoA).

$1s -IL
-rWr--r--. 1 max pubs 1129 04-10 15:53 nenoD

-rw-r--r--. 1 max pubs 14198 04-10 15:56 memoE
-rw-r--r--. 1 sam sam 2126 04-10 15:54 sam.memo

'H

When you do not specify asymbolic link as an argument to Is, the| H (partial dereference; this
short option has no long version) option displays the same information asthe| | option.

$ls-IH

-rw-r--r--. 1 max pubs 1129 04-10 15:53 memoD

-rw-r--r--. 1 max pubs 14198 04-10 15:56 memoE

[rwxrwxrwx. 1 max pubs 19 04-10 15:57 sam.memo -> /home/max/sam/memoA

When you specify asymbolic link as an argument to Is, the| H option causes |s to dereference
the symbolic link; it displays information about the file the link points to (the target file; memoA
in the example). Aswith| L, it refersto the file by the name of the symbolic link.



$1s -1H sam meno
-rWr--r--. 1 samsam 2126 04-10 15:54 sam neno

In the next example, the shell expands the * to alist of the names of the filesin the working
directory and passes that list to Is. Specifying an ambiguous file reference that expandsto a
symbolic link produces the same results as explicitly specifying the symbolic link (because Is
does not know it was called with an ambiguous file reference, it just seesthe list of files the shell
passes to it).

$1s -IH*

-rWr--r--. 1 max pubs 1129 04-10 15:53 nmenoD

-rwWr--r--. 1 max pubs 14198 04-10 15:56 nenpE
-rWr--r--. 1 samsam 2126 04-10 15:54 sam neno

optional readlink

The readlink utility displays the absolute pathname of afile, dereferencing symbolic links when
needed. With the| f (| | canonicalize) option, readlink follows nested symbolic links; all links
except the last must exist. Following is an example:

$1s -1 /etc/alternatives/nta-milq
I rwxrwxrwx. 1 root root 23 01-11 15:35 /etc/alternatives/nta-mailq -> /usr/bin/mailq.sendmail

$1s -1 /usr/bin/mailq.sendmail
I rwxrwxrwx. 1 root root 25 01-11 15:32 /usr/bin/mailq.sendmail -> ../sbin/sendmuil.sendmail

$readlink -f /etc/alternatives/nta-nailq
[ usr/sbin/sendnmai | . sendmi |

Dereferencing Symboalic Links Using chgrp

No options

The following examples demonstrate the difference between the| H and| L options, thistime
using chgrp. Initialy al files and directories in the working directory are associated with the
zach group:

$ls -IR

Srwr--r-- 1 zach zach 102 07-02 12:31 bb
drwxr-xr-x 2 zach zach 4096 07-02 15:34 dir1l
drwxr-xr-x 2 zach zach 4096 07-02 15:33 dir4

L dirl:
-rwr--r-- 1 zach zach 102 07-02 12:32 dd
I rwxrwxrwx 1 zach zach 7 07-02 15:33 dir4.link -> ../dir4

Ldir4:
-rwr--r-- 1 zach zach 125 07-02 15: 33 gg
-rwr--r-- 1 zach zach 375 07-02 15: 33 hh

'H

When you call chgrp withthe| R and| H options (when used with chrgp,| H does not work

without| R), chgrp dereferences only symboalic links you list on the command line and those in
directories you list on the command line. The chgrp utility changes the group association of the
filesthese links point to. It does not dereference symbolic links it finds as it descends directory



hierarchies, nor doesit change symbolic links themselves. While descending the dir 1 hierarchy,
chgrp does not change dir4.link, but it does change dir 4, the directory dir4.link points to.

$ chgrp -RH pubs bb dirl

$1s -IR

D -rwr--r-- 1 zach pubs 102 07-02 12:31 bb
drwxr-xr-x 2 zach pubs 4096 07-02 15:34 dirl
drwxr-xr-x 2 zach pubs 4096 07-02 15:33 dir4

Ldirl:

-rwr--r-- 1 zach pubs 102 07-02 12:32 dd
I rwxrwxrwx 1 zach zach 7 07-02 15:33 dir4.link -> ../dir4

. dir4:
-rwr--r-- 1 zach zach 125 07-02 15: 33 gg
-rwr--r-- 1 zach zach 375 07-02 15:33 hh

Caution: The| H option under macOS

The chgrp| H option works slightly differently under macOS than it does under Linux. Under
macOS, chgrp| RH changes the group of the symbolic link it findsin adirectory listed on the
command line and does not change the file the link pointsto. (It does not dereference the
symbolic link.) When you run the preceding example under macOS, the group association of
dir4 isnot changed, but the group association of dir4.link is.

If your program depends on how the| H option functions with a utility under macOS, test the
option with that utility to determine exactly how it works.

L

When you call chgrp withthe| R and| L options (when used with chgrp,| L does not work
without| R), chgrp dereferences al symboalic links: those you list on the command line and those
it finds as it descends the directory hierarchy. It does not change the symbolic links themselves.
This command changes the files in the directory dir4.link points to:

$ chgrp -RL pubs bb dirl
$lIs-IR

“rW-r--f-- 1 zach pubs 102 07-02 12:31 bb
drwxr-xr-x 2 zach pubs 4096 07-02 15:34 dirl
drwxr-xr-x 2 zach pubs 4096 07-02 15:33 dir4

Jdirl:
-rw-r--r-- 1 zach pubs 102 07-02 12:32 dd
Irwxrwxrwx 1 zach zach 7 07-02 15:33 dird.link -> ../dir4

Jdir4:

-rw-r--r-- 1 zach pubs 125 07-02 15:33 gg
-rw-r--r-- 1 zach pubs 375 07-02 15:33 hh

P



When you call chgrp with the| R and| P options (when used with chgrp, | P does not work
without| R), chgrp does not dereference symbolic links. It does change the group of the
symbolic link itself.

$ls-l bb*
-rw-r--r-- 1 zach zach 102 07-02 12:31 bb
Irwxrwxrwx 1 zach zach 2 07-02 16:02 bb.link -> bb

$ chgrp -PR pubs bb.link

$ls-Ibb*
-rw-r--r-- 1 zach zach 102 07-02 12:31 bb
[rwxrwxrwx 1 zach pubs 2 07-02 16:02 bb.link -> bb

Chapter Summary

Linux has ahierarchical, or treelike, file structure that makes it possible to organize files so you
can find them quickly and easily. The file structure contains directory files and ordinary files.
Directories contain other files, including other directories; ordinary files generally contain text,
programs, or images. The ancestor of all filesisthe root directory and is represented by /
standing alone or at the left end of a pathname.

Most Linux filesystems support 255-character filenames. Nonetheless, it isagood ideato keep
filenames simple and intuitive. Filename extensions can help make filenames more meaningful.

When you are logged in, you are always associated with aworking directory. Y our home
directory isthe working directory from the time you log in until you use cd to change directories.

An absolute pathname starts with the root directory and contains all the filenames that trace a
path to a given file. The pathname starts with a slash, representing the root directory, and
contains additional slashes following each of the directories in the path, except for the last
directory in the case of a path that points to a directory file.

A relative pathname is similar to an absolute pathname but traces the path starting from the
working directory. A simple filenameis the last element of a pathname and isaform of arelative
pathname; it represents afile in the working directory.

A Linux filesystem contains many important directories, including /usr/bin, which stores most
of the Linux utilities, and /dev, which stores device files, many of which represent physical
pieces of hardware. An important standard Linux file is/etc/passwd; it contains information
about users, such asauser-s ID and full name.

Among the attributes associated with each file are access permissions. They determine who can
access the file and how the file may be accessed. Three groups of users can potentially access the
file: the owner, the members of agroup, and all other users. An ordinary file can be accessed in
three ways: read, write, and execute. The Is utility with the| | option displays these permissions.
For directories, execute access is redefined to mean that the directory can be searched.

The owner of afile or auser working with root privileges can use the chmod utility to change
the access permissions of afile. This utility specifies read, write, and execute permissions for the
filess owner, the group, and all other users on the system.



ACLs (Access Control Lists) provide finer-grained control over which users can access specific
directories and files than do traditional permissions. Using ACLs you can specify the waysin
which each of several users can access a directory or file. Few utilities preserve ACLs when
working with files.

An ordinary file stores user data, such as textual information, programs, or images. A directory is
astandard-format disk file that stores information, including names, about ordinary files and
other directory files. Aninodeis a data structure, stored on disk, that defines afile-s existence
and isidentified by an inode number. A directory relates each of the filenamesit storesto an
inode.

A link isapointer to afile. You can have severa links to afile so you can share the file with
other users or have the file appear in more than one directory. Because only one copy of afile
with multiple links exists, changing the file through any one link causes the changes to appear in
al the links. Hard links cannot link directories or span filesystems, whereas symbolic links can.

Table 4-3 summarizes the utilities introduced in this chapter.

Table 4-3 Utilities introduced in Chapter 4

Utility Function

cd Associates you with another working directory (page 92)
chmod Changes access permissions on a file (page 100)

getfacl Displays a file’s ACL (page 105)

In Makes a link to an existing file (page 111)

mkdir Creates a directory (page 91)

pwd Displays the pathname of the working directory (page 87)
rmdir Deletes a directory (page 93)

setfacl Modifies a file’s ACL (page 105)

Exercises

1. Iseach of the following an absolute pathname, a relative pathname, or a simple filename?
a. milk_co

b. correspond/business/milk_co

C. /nome/max

d. /home/max/liter atur e/promo

e ..



f. letter.0210

2. List the commands you can use to perform these operations:
a. Make your home directory the working directory

b. Identify the working directory

3. If the working directory is/home/max with a subdirectory named liter atur e, give three sets of
commands you can use to create a subdirectory named classics under literature. Also give
several sets of commands you can use to remove the classics directory and its contents.

4. The df utility displays all mounted filesystems along with information about each. Use the df
utility with the| h (human-readable) option to answer the following questions.

a. How many filesystems are mounted on the local system?

b. Which filesystem stores your home directory?

c. Assuming your answer to exercise 4aistwo or more, attempt to create a hard link to afile on
another filesystem. What error message is displayed? What happens when you attempt to create a
symboalic link to the file instead?

5. Suppose you have afilethat islinked to afile owned by another user. How can you ensure
that changes to the file are no longer shared?

6. Y ou should have read permission for the /etc/passwd file. To answer the following questions,
use cat or lessto display /etc/passwd. Look at the fields of information in /etc/passwd for the
users on the local system.

a. Which character is used to separate fields in /etc/passwd?

b. How many fields are used to describe each user?

c. How many users are on the local system?

d. How many different login shells are in use on your system? (Hint: Look at the last field.)

e. The second field of /etc/passwd stores user passwords in encoded form. If the password field
contains an X, your system uses shadow passwords and stores the encoded passwords elsewhere.
Does your system use shadow passwords?

7. If /home/zach/draft and /home/max/Ietter are links to the same file and the following
sequence of events occurs, what will be the date in the opening of the letter?

a. Max gives the command vim letter.
b. Zach gives the command vim dr aft.

c. Zach changes the date in the opening of the letter to January 31, writes thefile, and exits from
vim.

d. Max changes the date to February 1, writes the file, and exits from vim.



8. Suppose a user belongs to a group that has all permissions on afile named jobs list, but the
user, as the owner of thefile, has no permissions. Describe which operations, if any, the
user/owner can perform on jobs_list. Which command can the user/owner give that will grant
the user/owner all permissions on the file?

9. Does the root directory have any subdirectories you cannot search as an ordinary user? Does
the root directory have any subdirectories you cannot read as aregular user? Explain.

10. Assume you are given the directory structure shown in Figure 4-2 on page 83 and the
following directory permissions:

d--X--Xx--- 3 zach pubs 512 2018-03-10 15: 16 business
drwxr-xr-x 2 zach pubs 512 2018-03-10 15: 16 business/mlk_co

For each category of permission§ owner, group, and otherf what happens when you run each
of the following commands? Assume the working directory is the parent of correspond and that
the file cheese_co isreadable by everyone.

a. cd correspond/business/milk_co

b. Is| | correspond/business

c. cat correspond/business/cheese co

Advanced Exercises

11. What is an inode? What happens to the inode when you move afile within a filesystem?

12. What does the .. entry in adirectory point to? What does this entry point to in the root (/)
directory?

13. How can you create afile named| i? Which techniques do not work, and why do they not
work? How can you remove the file named| 1?

14. Suppose the working directory contains a single file named andor. What error message is
displayed when you run the following command line?

$ mv andor and\/ or

Under what circumstancesisit possible to run the command without producing an error?

15. Thels| i command displays a filename preceded by the inode number of the file (page 113).
Write acommand to output inode/filename pairs for the files in the working directory, sorted by
inode number. (Hint: Use apipeline.)

16. Do you think the system administrator has access to a program that can decode user
passwords? Why or why not? (See exercise 6.)

17. Isit possible to distinguish afile from ahard link to afile? That is, given afilename, can you
tell whether it was created using an In command? Explain.

18. Explain the error messages displayed in the following sequence of commands:



$1s -l
drwxrwxr-x. 2 max pubs 1024 03-02 17:57 dirtnp

$1s dirtnp

$rndir dirtnp
rodir: dirtnp: Directory not enpty
$rmdirtn’p/*
rm No match.



5
The Shell

In This Chapter

The Working Directory

Y our Home Directory

The Command Line

Standard Input and Standard Output

Redirection
Pipelines

Running a Command in the Background

kill: Aborting a Background Job

Filename Generation/Pathname Expansion

Builtins

Objectives

After reading this chapter you should be able to:

P List special characters and methods of preventing the shell from interpreting these characters
P Describe a simple command

P Understand command-line syntax and run commands that include options and arguments
P Explain how the shell interprets the command line

P Redirect output of acommand to afile, overwriting the file or appending to it

P Redirect input for acommand so it comes from afile

P Connect commands using a pipeline

P Run commands in the background

P Use special characters as wildcards to generate filenames

P Explain the difference between a stand-alone utility and a shell builtin



This chapter takes a close look at the shell and explains how to use some of its features. It
discusses command-line syntax and describes how the shell processes a command line and
initiates execution of a program. This chapter also explains how to redirect input to and output
from a command, construct pipelines and filters on the command line, and run a command in the
background. The final section covers filename expansion and explains how you can use this
feature in your everyday work.

Except as noted, everything in this chapter applies to the Bourne Again (bash) and TC (tcsh)
Shells. The exact wording of the shell output differs from shell to shell: What the shell you are
using displays might differ slightly from what appears in this book. For shell-specific
information, refer to Chapters 8 (bash) and 9 (tcsh). Chapter 10 covers writing and executing
bash shell scripts.

Special Characters

Special characters, which have a special meaning to the shell, are discussed in —<ilename
Generation/Pathname Expansionll on page 151. These characters are mentioned here so you can
avoid accidentally using them as regular characters until you understand how the shell interprets
them. Avoid using any of the following characters in a filename (even though emacs and some
other programs do) because they make the file harder to reference on the command line:

& [F?"-11()$<>{}#/\!~
Whitespace

Although not considered special characters, RETURN, SPACE, and TAB have special meanings
to the shell. RETURN usually ends a command line and initiates execution of acommand. The
SPACE and TAB characters separate tokens (elements) on the command line and are collectively
known as whitespace or blanks.

Quoting special characters

If you need to use a character that has a special meaning to the shell as aregular character, you
can quote (or escape) it. When you quote a special character, you prevent the shell from giving it
special meaning. The shell treats a quoted specia character as aregular character. However, a
dash (/) is adways a separator in a pathname, even when you quote it.

Backslash

To quote a character, precede it with abackslash (\). When two or more special characters appear
together, you must precede each with a backslash (e.g., you would enter **as\*\*). Y ou can
guote a backslash just as you would quote any other special characterf by preceding it with a
backslash (\\).

Single quotation marks

Another way of quoting special charactersis to enclose them between single quotation marks:
"**' Y ou can quote many special and regular characters between a pair of single quotation
marks: 'Thisisa special character: >'. The regular characters are interpreted as usual, and the
shell also interprets the special characters as regular characters.



The only way to quote the erase character (CONTROL-H), the line kill character (CONTROL-
U), and other control characters (try CONTROL-M) is by preceding each witha CONTROL-V.
Single quotation marks and backslashes do not work. Try the following:

$ echo 'xxxxxxCONTROL-U"'
$ echo xxxxxxCONTROL-V CONTROL-U

optional

Although you cannot see the CONTROL-U displayed by the second of the preceding pair of
commands, it is there. The following command sends the output of echo (page 818) through a
pipeline (page 144) to od (octal display; page 923) to display CONTROL-U as octal 25 (025):

$ echo xxxxxxCONTROL-V CONTROL-U | od -c
0000000 x X X X X x025\n
0000010

The\n isthe NEWLINE character that echo sends at the end of its output.

Ordinary Filesand Directory Files

Ordinary files, or smply files, are files that can hold documents, pictures, programs, and other
kinds of data. Directory files, also referred to as directories or folders, can hold ordinary files and
other directory files.

The Working Directory

pwd

While you are logged in on a character-based interface to a Linux system, you are aways
associated with adirectory. The directory you are associated with is called the working directory
or current directory. Sometimes this association isreferred to in aphysical sense: —¥ou arein (or
working in) the zach directory.ll The pwd (print working directory) builtin displays the pathname
of the working directory.

login: max

Password:

Last login: Wed Oct 20 11:14:21 from 172.16.192.150
$ pwd

/home/max

Your Home Directory

When you first log in on aLinux system or start aterminal emulator window, the working
directory isyour home directory. To display the pathname of your home directory, use pwd just
after you login.

The Command Line

Command



This book uses the term command to refer to both the characters you type on the command line
and the program that action invokes.

Command line

A command line comprises a simple command (below), a pipeline (page 144), or alist (page
148).

A Simple Command

The shell executes a program when you enter a command in response to its prompt. For example,
when you give an |s command, the shell executes the utility program named Is. Y ou can cause
the shell to execute other types of programg such as shell scripts, application programs, and
programs you have writteri  in the same way. The line that contains the command, including any
arguments, is called a simple command. The following sections discuss simple commands; see
page 131 for amore technical and complete description of a simple command.

Syntax

Command-line syntax dictates the ordering and separation of the elements on a command line.
When you press the RETURN key after entering a command, the shell scans the command line
for proper syntax. The syntax for a simple command is

command [argl] [arg2] ... [argn] RETURN

Whitespace (any combination of SPACEs and/or TABS) must separate el ements on the command
line. The command is the name of the command, argl through argn are arguments, and
RETURN isthe keystroke that terminates the command line. The brackets in the command-line
syntax indicate that the arguments they enclose are optional. Not all commands require
arguments. Some commands do not allow arguments; other commands allow a variable number
of arguments; and still others require a specific number of arguments. Options, a special kind of
argument, are usually preceded by one or two hyphens (| ).

Command Name

Usage message

Some useful Linux command lines consist of only the name of the command without any
arguments. For example, Is by itself lists the contents of the working directory. Commands that
require arguments typically give a short error message, called a usage message, when you use
them without arguments, with incorrect arguments, or with the wrong number of arguments.

For example, the mkdir (make directory) utility requires an argument that specifies the name of
the directory you want it to create. Without this argument, it displays a usage message (operand
is another term for —argumentll):

$ mkdir
mkdir: missing operand
Try 'mkdir --help' for more information.



Arguments

Token

On the command line each sequence of nonblank charactersis called atoken or word. An
argument is atoken that a command acts on (e.g., afilename, a string of characters, a number).
For example, the argument to a vim or emacs command is the name of the file you want to edit.

The following command line uses cp to copy the file named temp to tempcopy:
$ cp temp tempcopy

Arguments are numbered starting with the command itself, which is argument zero. In this
example, cp isargument zero, temp is argument one, and tempcopy is argument two. The cp
utility requires at least two arguments on the command line. Argument one is the name of an
existing file. In this case, argument two is the name of the file that cp is creating or overwriting.
Here the arguments are not optional; both arguments must be present for the command to work.
When you do not supply the right number or kind of arguments, cp displays a usage message.
Try typing cp and then pressing RETURN.

Options

An option is an argument that modifies the effects of acommand. These arguments are called
options because they are usually optional. Y ou can frequently specify more than one option,
modifying the command in several ways. Options are specific to and interpreted by the program
that the command line calls, not the shell.

By convention, options are separate arguments that follow the name of the command and usually
precede other arguments, such as filenames. Many utilities require optionsto be prefixed with a
single hyphen. However, this requirement is specific to the utility and not the shell. GNU long
(multicharacter) program options are frequently prefixed with two hyphens. For example, | | help
generates a (Sometimes extensive) usage message.

$ 1s
hold mark names oldstuff temp zach
house max office personal test

$1s -r

zach temp oldstuff names mark  hold
test personal office max house

$ 1s -x

hold house mark max names office
oldstuff personal temp test zach

$ 1s -rx

zach  test temp personal oldstuff office
names max mark house hold

Figure 5-1 Using options

The first command in Figure 5-1 shows the output of an |s command without any options. By
default, Islists the contents of the working directory in alphabetical order, vertically sorted in



columns. Next the| r (reverse order; because thisisa GNU utility, you can also specify| |
rever se) option causes the Is utility to display the list of filesin reverse aphabetical order, still
sorted in columns. The| x option causesIsto display thelist of filesin horizontally sorted rows.

Combining options

When you need to use several options, you can usually group multiple single-letter optionsinto
one argument that starts with a single hyphen; do not put SPACEs between the options. Y ou
cannot combine options that are preceded by two hyphensin this way. Specific rules for
combining options depend on the program you are running. Figure 5-1 shows both the| r and| x
options with the Is utility. Together these options generate alist of filenamesin horizontally
sorted rows in reverse aphabetical order. Most utilities allow you to list options in any order;
thusIs| xr produces the sameresultsas|s| rx. The command Is| x| r also generates the same
list.

Tip: The| | help option

Many utilities display a (sometimes extensive) help message when you call them with an
argument of | | help. All utilities developed by the GNU Project (page 3) accept this option.
Following is the help message displayed by the bzip2 compression utility (page 64).

$ bzip2 --help
bzip2, a block-sorting file compressor. Version 1.0.6, 6-Sept-2010.

usage: bunzip2 [flags and input filesin any order]

-h --help print this message

-d --decompress  force decompression

-z --compress  force compression

-k --keep keep (don't delete) input files
-f --force overwrite existing output files

If invoked as 'bzip2', default action isto compress.
as 'bunzip2', default action is to decompress.
as 'bzcat', default action is to decompress to stdout.

Option arguments

Some utilities have options that require arguments. These arguments are not optional. For
example, the gcc utility (C compiler) hasa| o (output) option that must be followed by the name
you want to give the executable file that gcc generates. Typically an argument to an option is
separated from its option letter by a SPACE:

$ gcc -0 prog prog.c

Some utilities sometimes require an equal sign between an option and its argument. For example,
you can specify the width of output from diff in two ways:

$ diff -W 60 fileafileb

or



$ diff --width=60 filea fileb
Tip: Displaying readable file sizes: the| h option

Most utilities that report on file sizes specify the size of afile in bytes. Bytes work well when
you are dealing with smaller files, but the numbers can be difficult to read when you are working
with file sizes that are measured in gigabytes or terabytes. Usethe| h (or| | human-readable)
option to display file sizes in kilobytes, megabytes, gigabytes, and terabytes. Experiment with the
df| h (disk free) and Is| |h commands.

Arguments that start with a hyphen

Another convention allows utilities to work with arguments, such as filenames, that start with a
hyphen. If afilenamed| | isin the working directory, the following command is ambiguous:

$ls-l

This command could be arequest to display along listing of al filesin the working directory (| |
option) or arequest for alisting of the file named| I. Thels utility interpretsit as the former.
Avoid creating a file whose name begins with a hyphen. If you do create such afile, many
utilities follow the convention that a| | argument (two consecutive hyphens) indicates the end of
the options (and the beginning of the arguments). To disambiguate the preceding command, you
can type

$ls---l

Using two consecutive hyphens to indicate the end of the optionsis a convention, not a hard-and-
fast rule, and a number of utilities do not follow it (e.g., find). Following this convention makes
it easier for usersto work with a program you write.

For utilities that do not follow this convention, there are other ways to specify afilename that
begins with a hyphen. Y ou can use a period to refer to the working directory and a slash to
indicate the following filename refers to afile in the working directory:

$ls ./

Y ou can a'so specify the absolute pathname of thefile:

$ Is/home/max/-I

optional
Simple Commands

This section expands on the discussion of command-line syntax starting on page 128.

A simple command comprises zero or more variable assignments followed by a command line. It
isterminated by a control operator (e.g., &, ;, |, NEWLINE; page 299). A simple command has
the following syntax:

[name=value ...] command-line



The shell assigns avalue to each name and places it in the environment (page 484) of the
program that command-line calls so it is available to the called program and its children as a
variable. The shell evaluates the name=value pairs from left to right, so if name appears more
than once in thislist, the rightmost value takes precedence. The command-line might include
redirection operators such as > and < (page 138). The exit status (page 481) of asimple
command isits return value. Under tcsh you must use env (page 487) to place variablesin the
environment of a called program without declaring them in the calling shell.

Placing a variable in the environment of a child

The following commands demonstrate how you can assign a value to a name (variable) and place
that name in the environment of a child program; the variable is not available to the interactive
shell you are running (the parent program). The script named echo_ee displays the value of the
variable named ee. Thefirst call to echo_ee shows eeisnot set in the child shell running the
script. When the call to echo_eeis preceded by assigning a value to ee, the script displays the
value of eein the child shell. The fina command shows ee has not been set in the interactive
shell.

$ cat echo_ee
echo "The value of the ee variableis; $ee"

$ ./echo_ee

The vaue of the ee variableis:

$ ee=88 ./echo_ee

The value of the ee variableis. 88
$ echo $ee

$

Processing the Command Line

Asyou enter acommand line, the tty device driver (part of the Linux kernel) examines each
character to see whether it must take immediate action. When you press CONTROL-H (to erase
acharacter) or CONTROL-U (to kill aline), the device driver immediately adjusts the command
line as required; the shell never sees the character(s) you erased or the line you killed. Often a
similar adjustment occurs when you press CONTROL-W (to erase aword). When the character
you entered does not require immediate action, the device driver stores the character in a buffer
and waits for additional characters. When you press RETURN, the device driver passes the
command line to the shell for processing.

Parsing the command line

When the shell processes acommand line, it looks at the line as awhole and par ses (breaks) it
into its component parts (Figure 5-2). Next the shell looks for the name of the command. Usually
the name of the command is the first item on the command line after the prompt (argument zero).
The shell takes the first characters on the command line up to the first blank (TAB or SPACE)
and then looks for a command with that name. The command name (the first token) can be
specified on the command line either as a simple filename or as a pathname. For example, you
can call thels command in either of the following ways:



l

Get first word
and save as
command name

Get more
of the
command line

Does
program
exist?

Display

Execute program not found

- Issue prompt

Figure 5-2 Processing the command line
$ls

or

$/bin/ls

optional

The shell does not require the name of the program to appear first on the command line. Thus
you can structure acommand line as follows:

$ >bb <aa cat

This command runs cat with standard input coming from the file named aa and standard output
going to the file named bb. When the shell recognizes the redirect symbols (page 138), it
processes them and their arguments before finding the name of the program that the command
lineiscaling. Thisisaproperly structured albeit rarely encountered and possibly confusing



command line.
Absolute versus relative pathnames

From the command line, there are three ways you can specify the name of afile you want the
shell to execute: as an absolute pathname (starts with a slash [/]; page 88), as arelative pathname
(includes a slash but does not start with a slash; page 89), or as a ssimple filename (no slash).
When you specify the name of afilefor the shell to execute in either of the first two ways (the
pathname includes a slash), the shell looks in the specified directory for afile with the specified
name that you have permission to execute. When you specify a simple filename (no slash), the
shell searches through alist of directories for afilename that matches the specified name and for
which you have execute permission. The shell does not look through all directories but only the
ones specified by the variable named PATH. Refer to page 318 (bash) or page 407 (tcsh) for
more information on PATH. Also refer to the discussion of the which and wherel's utilities on

page 68.
When it cannot find the file, bash displays the following message:

$ abc
bash: abc: command not found...

Some systems are set up to suggest where you might be able to find the program you tried to run.
One reason the shell might not be able to find the executable file isthat it is not in adirectory
listed in the PATH variable. Under bash the following command temporarily adds the working
directory (.) to PATH:

$ PATH=$PATH:.

For security reasons, it is poor practice to add the working directory to PATH permanently; see
the following tip and the one on page 319.

When the shell finds the file but cannot execute it (i.e., because you do not have execute
permission for the file), it displays a message similar to

$ def
bash: ./def: Permission denied

See-Is| |: Displays Permissionsll on page 99 for information on displaying access permissions
for afile and —.ehmod: Changes Access Permissionsll on page 100 for instructions on how to
change file access permissions.

Tip: Try giving a command as ./command

Y ou can always execute an executable file in the working directory by prepending ./ to the name
of the file. Because ./filename is arelative pathname, the shell does not consult PATH when
looking for filename. For example, if myprog is an executable file in the working directory, you
can execute it using the following command (regardless of how PATH is set):

$ ./myprog

Executing a Command



Process

If it finds an executabl e file with the name specified on the command line, the shell starts a new
process. A processis the execution of acommand by Linux (page 334). The shell makes each
command-line argument, including options and the name of the command, available to the called
program. While the command is executing, the shell waits for the process to finish. At this point
the shell isin an inactive state named sleep. When the program finishes execution, it passesits
exit status (page 481) to the shell. The shell then returns to an active state (wakes up), issues a
prompt, and waits for another command.

Standard

output
isl..tg::‘ard—l- Command

Standard

error

Figure 5-3 The command does not know where standard input comes from or where standard
output and standard error go

The shell does not process arguments

Because the shell does not process command-line arguments but merely passes them to the called
program, the shell has no way of knowing whether a particular option or other argument isvalid
for agiven program. Any error or usage messages about options or arguments come from the
program itself. Some utilities ignore bad options.

Editing the Command Line

Y ou can repeat and edit previous commands and edit the current command line. See page 31,
page 339 (bash), and page 397 (tcsh) for more information.

Standard Input and Standard Output

Standard output is a place to which a program can send information (e.g., text). The program
never -knowsll where the information it sends to standard output is going (Figure 5-3). The
information can go to a printer, an ordinary file, or the screen. The following sections show that

by default the shell directs standard output from a command to the screent and describe how you
can cause the shell to redirect this output to another file.

1. This book uses the term screen to refer to a screen, terminal emulator window, or workstation
[ in other words, to the device that the shell displays its prompt and messages on.

Sandard input is a place a program gets information from; by default, the shell directs standard
input from the keyboard. As with standard output the program never —-knowsll where the
information comes from. The following sections explain how to redirect standard input to a
command so it comes from an ordinary file instead of from the keyboard.

In addition to standard input and standard output, a running program has a place to send error
messages. standard error. By default, the shell directs standard error to the screen. Refer to page
292 (bash) and page 393 (tcsh) for more information on redirecting standard error.
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Figure 5-4 By default, standard input comes from the keyboard, and standard output goes to the
screen

optional

By convention, a process expects that the program that called it (frequently the shell) has set up
standard input, standard output, and standard error so the process can use them immediately. The
called process does not have to know which files or devices are connected to standard input,
standard output, or standard error.

However, a process can query the kernel to get information about the device that standard input,
standard output, or standard error is connected to. For example, the Is utility displays output in
multiple columns when the output goes to the screen, but generates a single column of output
when the output is redirected to afile or another program. The Is utility uses the isatty() system
call to determineif output is going to the screen (atty). In addition, Is can use another system call
to determine the width of the screen it is sending output to; with thisinformation it can modify
its output to fit the screen. Compare the output of Is by itself and when you send it through a
pipelineto less. See page 472 for information on how you can determine if standard input and
standard output of shell scriptsis going to/coming from the terminal.

The Screen asaFile

Devicefile

Chapter 4 introduced ordinary files, directory files, and hard and soft links. Linux has an
additional type of file: adevicefile. A devicefileresidesin thefile structure, usualy in the /dev
directory, and represents a peripheral device, such as aterminal, printer, or disk drive.

The device name the who utility displays following a username is the filename of the terminal
that user is working on. For example, when who displays the device name pts/4, the pathname of
the terminal is/dev/pts/4. When you work with multiple windows, each window has its own
device name. Y ou can aso use the tty utility to display the name of the device that you give the
command from. Although you would not normally have occasion to do so, you can read from
and write to thisfile as though it were atext file. Reading from the device file that represents the
terminal you are using reads what you enter on the keyboard; writing to it displays what you
write on the screen.



$ cat

This is a 1line of text.

This is a line of text.

Cat keeps copying lines of text

Cat keeps copying Tines of text

until you press CONTROL-D at the beginning
until you press CONTROL-D at the beginning
of a Tine.

of a Tine.

CONTROL-D

$

Figure 5-5 The cat utility copies standard input to standard output
The Keyboard and Screen as Standard Input and Standard Output

After you log in, the shell directs standard output of commands you enter to the device file that
represents the terminal (Eigure 5-4). Directing output in this manner causesit to appear on the
screen. The shell also directs standard input to come from the same file, so commands receive as
input anything you type on the keyboard.

cat

The cat utility provides a good example of the way the keyboard and screen function as standard
input and standard output, respectively. When you run cat, it copies afile to standard output.
Because the shell directs standard output to the screen, cat displays the file on the screen.

Up to this point cat has taken itsinput from the filename (argument) you specify on the
command line. When you do not give cat an argument (that is, when you give the command cat
followed immediately by RETURN), cat takes its input from standard input. Thus, when called
without an argument, cat copies standard input to standard output, one line at atime.

To see how cat works, type cat and press RETURN in response to the shell prompt. Nothing
happens. Enter aline of text and press RETURN. The same line appears just under the one you
entered. The cat utility isworking. Because the shell associates cat-s standard input with the
keyboard and cat-s standard output with the screen, when you type aline of text cat copiesthe
text from standard input (the keyboard) to standard output (the screen). Figure 5-5 shows this
exchange.

CONTROL-D signas EOF

The cat utility keeps copying text until you enter CONTROL-D on aline by itself. Pressing
CONTROL-D causes the tty device driver to send an EOF (end of file) signal to cat. Thissignal
indicates to cat that it has reached the end of standard input and there is no more text for it to
copy. The cat utility then finishes execution and returns control to the shell, which displays a
prompt.

Redirection

The term redirection encompasses the various ways you can cause the shell to alter where



standard input of a command comes from and where standard output goes to. By default, the
shell associates standard input and standard output of a command with the keyboard and the
screen. Y ou can cause the shell to redirect standard input or standard output of any command by
associating the input or output with a command or file other than the device file representing the
keyboard or the screen. This section demonstrates how to redirect input/output from/to text files
and utilities.

File

Standard

é-'" Standard
input )

output

Command

Figure 5-6 Redirecting standard output
Redirecting Standard Output

The redirect output symbol (>) instructs the shell to redirect the output of a command to the
specified file instead of to the screen (Eigure 5-6). The syntax of a command line that redirects
output is

command [arguments] > filename

where command is any executable program (e.g., an application program or a utility), arguments
are optional arguments, and filename is the name of the ordinary file the shell redirects the
output to.

Figure 5-7 uses cat to demonstrate output redirection. This figure contrasts with Figure 5-5,
where standard input and standard output are associated with the keyboard and screen. The input
in Figure 5-7 comes from the keyboard. The redirect output symbol on the command line causes
the shell to associate cat-s standard output with the sample.txt file specified following this
symbol.

Caution: Redirecting output can destroy afilel

Use caution when you redirect output to afile. If the file exists, the shell will overwriteit and
destroy its contents. For more information see the tip —Redirecting output can destroy afilellll
on page 142.



$ cat > sample.txt

This text is being entered at the keyboard and
cat is copying it to a file.

Press CONTROL-D to indicate the

end of file.

CONTROL-D

$

Figure 5-7 cat with its output redirected

After giving the command and typing the text shown in Figure 5-7, the sample.txt file contains
the text you entered. Y ou can use cat with an argument of sample.txt to display thisfile. The
next section shows another way to use cat to display thefile.

Figure 5-7 shows that redirecting standard output from cat is a handy way to create a file without
using an editor. The drawback is that once you enter aline and press RETURN, you cannot edit
the text until after you finish creating the file. While you are entering a line, the erase and kill
keyswork to delete text on that line. This procedure is useful for creating short, ssmplefiles.

Figure 5-8 shows how to run cat and use the redirect output symbol to catenate (join one after
the otherf the derivation of the name of the cat utility) several filesinto one larger file. The first
three commands display the contents of three files: stationery, tape, and pens. The next
command shows cat with three filenames as arguments. When you call it with more than one
filename, cat copiesthefiles, one at atime, to standard output. This command redirects standard
output to the file supply_orders. The final cat command shows that supply_or der s contains the
contents of the three original files.

Redirecting Standard I nput

Just as you can redirect standard output, so you can redirect standard input. The redirect input
symbol (<) instructs the shell to redirect a command-s input to come from the specified file
instead of from the keyboard (Figure 5-9). The syntax of acommand line that redirectsinput is

$ cat stationery
2,000 sheets letterhead ordered: October 7

$ cat tape
1 box masking tape ordered: October 14
5 boxes filament tape ordered: October 28
$ cat pens
12 doz. black pens ordered: October 4

$ cat stationery tape pens > supply_orders

$ cat supply_orders

2,000 sheets letterhead ordered: October 7
1 box masking tape ordered: October 14
5 boxes filament tape ordered: October 28
12 doz. black pens ordered: October 4



Figure 5-8 Using cat to catenate files

File
% 3| standard
tandard \®. 2| Standar
agufad - 0| output
Command

Figure 5-9 Redirecting standard input
command [arguments] < filename

where command is any executable program (such as an application program or a utility),
arguments are optional arguments, and filename is the name of the ordinary file the shell
redirects the input from.

Figure 5-10 shows cat with itsinput redirected from the supply_ordersfile created in Figure 5-8
and standard output going to the screen. This setup causes cat to display the supply_ordersfile
on the screen. The system automatically supplies an EOF signal at the end of an ordinary file.

Utilities that take input from afile or standard input

Giving a cat command with input redirected from afile yields the same result as giving a cat
command with the filename as an argument. The cat utility isamember of aclass of utilities that
function in this manner. Other members of this class of utilitiesinclude lpr, sort, grep, and Perl.
These utilities first examine the command line that called them. If the command line includes a
filename as an argument, the utility takes its input from the specified file. If no filename
argument is present, the utility takesitsinput from standard input. It is the utility or progrand

not the shell or operating systemi  that functions in this manner.

$ cat < supply_orders
2,000 sheets letterhead ordered: October 7

1 box masking tape ordered: October 14
5 boxes filament tape ordered: October 28
12 doz. black pens ordered: October 4

Figure 5-10 cat with itsinput redirected

noclobber: Prevents Overwriting Files



The shell provides the noclobber feature, which prevents you from overwriting afile using
redirection. Enable this feature by setting noclobber using the command set | o noclobber. The
same command with +0 unsets noclobber. Under tcsh use set noclobber and unset noclobber .
With noclobber set, if you redirect output to an existing file, the shell displays an error message
and does not execute the command. Run under bash and tcsh, the following examples create a
file using touch, set noclobber, attempt to redirect the output from echo to the newly created file,
unset noclobber, and perform the same redirection:

bash

$touch tmp

$ set -0 noclobber

$echo " hi there' >tmp

-bash: tmp: cannot overwrite existing file
Set +0 noclobber

$ echo " hi there' >tmp

tcsh

tcsh $ touch tmp

tcsh $ set noclobber

tcsh $ echo " hi there" >tmp
tmp: File exists.

Caution: Redirecting output can destroy afilell

Depending on which shell you are using and how the environment is set up, a command such as
the following can yield undesired results:

$ cat orange pear > orange
cat: orange: input file is output file

Although cat displays an error message, the shell destroys the contents of the existing orange
file. The new orange file will have the same contents as pear because the first action the shell
takes when it sees the redirection symbol (>) isto remove the contents of the original orange

file. If you want to catenate two files into one, use cat to put the two filesinto atemporary file
and then use mv to rename the temporary file:

$ cat orange pear > temp
$ mv temp orange

What happens in the next example can be even worse. The user giving the command wants to
search through files a, b, and c for the word apple and redirect the output from grep (page 56) to
the file a.output. Unfortunately the user enters the filename as a output, omitting the period and
inserting a SPACE in its place:

$grep appleab c > aoutput
grep: output: No such file or directory

The shell obediently removes the contents of a and then calls grep. The error message could take
amoment to appear, giving you a sense that the command is running correctly. Even after you
see the error message, it might take a while to realize that you have destroyed the contents of a.



tcsh $ unset noclobber
tcsh $ echo " hi there" >tmp

$ date > whoson

$ cat whoson

Tues Mar 27 14:31:18 PST 2018
$ who >> whoson

$ cat whoson

Tues Mar 27 14:31:18 PST 2018

sam ttyl 2018-03-27 85:00(:0)

max pts/4 2018-03-27 12:23(:0.0)

max pts/5 2018-03-27 12:33(:0.0)

zach pts/7 2018-03-26 ©8:45 (172.16.192.1)

Figure 5-11 Redirecting and appending output

Y ou can override noclobber by putting a pipe symbol (tcsh uses an exclamation point) after the
redirect symbol (>|). In the following example, the user creates afile by redirecting the output of
date. Next the user sets the noclobber variable and redirects output to the same file again. The
shell displays an error message. Then the user places a pipe symbol after the redirect symbol, and
the shell allows the user to overwrite thefile.

$ date > tmp2

$ set -0 noclobber

$date > tmp2

-bash: tmp2: cannot overwrite existing file
$ date>| tmp2

For more information on using noclobber under tcsh, refer to page 411.
Caution: Do not trust noclobber

Appending output is simpler than the two-step procedure described in the preceding caution box
but you must be careful to include both greater than signs. If you accidentally use only one
greater than sign and the noclobber feature is not set, the shell will overwrite the orangefile.
Even if you have the noclobber feature turned on, it isagood ideato keep backup copies of the
files you are manipulating in case you make a mistake.

Although it protects you from overwriting afile using redirection, noclobber does not stop you
from overwriting afile using cp or mv. These utilitiesinclude the| i (interactive) option that
helps protect you from this type of mistake by verifying your intentions when you try to
overwrite afile. For more information see the tip —ep can destroy afilell on page 54.

Appending Standard Output to a File

The append output symbol (>>) causes the shell to add new information to the end of afile,
leaving existing information intact. This symbol provides a convenient way of catenating two
filesinto one. The following commands demonstrate the action of the append output symbol.
The second command accomplishes the catenation described in the preceding caution box:

$ cat orange



thisis orange

$ cat pear >> orange
$ cat orange

thisis orange

thisis pear

The first command displays the contents of the orange file. The second command appends the
contents of the pear file to the orangefile. The final command displays the result.

Figure 5-11 shows how to create afile that contains the date and time (the output from date),
followed by alist of who islogged in (the output from who). The first command in the example
redirects the output from date to the file named whoson. Then cat displays the file. The next
command appends the output from who to the whoson file. Finally cat displaysthefile
containing the output of both utilities.

/dev/null: Making Data Disappear

The /dev/null device is adata sink, commonly referred to as a bit bucket. Y ou can redirect output
you do not want to keep or see to /dev/null, and the output will disappear without atrace:

$ echo " hi there" > /dev/null
$

Reading from /dev/null yields anull string. The following command truncates the file named
messages to zero length while preserving the ownership and permissions of the file:

$ Is-lh messages

-rw-rw-r--. 1 sam pubs 125K 03-16 14:30 messages
$ cat /dev/null > messages

$Is-Ih messages

-rw-rw-r--. 1 sam pubs 0 03-16 14:32 messages

Pipelines

A pipeline consists of one or more commands separated by a pipe symbol (|). The shell connects
standard output (and optionally standard error) of the command preceding the pipe symbol to
standard input of the command following the pipe symbol. A pipeline has the same effect as
redirecting standard output of one command to a file and then using that file as standard input to
another command. A pipeline does away with separate commands and the intermediate file. The
syntax of apipelineis

command_a [arguments] | command_b [arguments]

The preceding command line uses a pipeline to effect the same result as the following three
commands:

command_a [arguments] > temp
command_b [arguments] < temp
rm temp

In the preceding sequence of commands, the first line redirects standard output from



command_ato an intermediate file named temp. The second line redirects standard input for
command_b to come from temp. The final line deletes temp. The pipeline syntax is not only
easier to type but also is more efficient because it does not create atemporary file.

optional

More precisely, a bash pipeline comprises one or more simple commands (page 131) separated
by a| or |& control operator. A pipeline has the following syntax:

[time] ['] commandl[]| | |& command2 ... ]

wheretime is an optional utility that summarizes the system resources used by the pipeline, !
logically negates the exit status returned by the pipeline, and the commands are ssimple
commands (page 131) separated by | or |& . The | control operator sends standard output of
command1 to standard input of command2. The |& control operator is short for 2>& 1 | (see
—Sending errors through a pipelinell on page 293) and sends standard output and standard error of
commandl to standard input of command2. The exit status of a pipeline is the exit status of the
last ssmple command unless pipefail (page 365) is set, in which case the exit statusisthe
rightmost simple command that failed (returned a nonzero exit status) or zero if al simple
commands completed successfully.

Examples of Pipelines

tr

Y ou can includein a pipeline any utility that accepts input either from afile specified on the
command line or from standard input. Y ou can aso include utilities that accept input only from
standard input. For example, thetr (trandate; page 1016) utility takesitsinput from standard
input only. Inits simplest usage tr has the following syntax:

tr stringl string2

The tr utility accepts input from standard input and looks for characters that match one of the
charactersin stringl. Upon finding a match, it trans ates the matched character in stringl to the
corresponding character in string2. That is, the first character in stringl trandates into the first
character in string2, and so forth. The tr utility sends its output to standard output. In both of the
following tr commands, tr displays the contents of the abstract file with the lettersa, b, and c
trandlated into A, B, and C, respectively:

$ cat abstract
| took a cab today!

$cat abstract | tr abc ABC
| took A CAB todAy!

$tr abc ABC < abstract

| took A CAB todAy!

Thetr utility does not change the contents of the original file; it cannot change the origina file
because it does not —knowll the source of its input.

Ipr



Thelpr (line printer) utility accepts input from either afile or standard input. When you type the
name of afilefollowing Ipr on the command line, it places that file in the print queue. When you
do not specify afilename on the command line, Ipr takes input from standard input. This feature
enables you to use a pipeline to redirect input to Ipr. Thefirst set of commandsin Figure 5-12
shows how you can use Isand Ipr with an intermediate file (temp) to send alist of thefilesin the
working directory to the printer. If the temp file exists, the first command overwritesiits
contents. The second set of commands uses a pipeline to send the same list (with the exception of
temp) to the printer.

$ 1s > temp
$ 1pr temp
$ rm temp

or

$ 1s | 1pr

Figure 5-12 A pipeline
sort

The commands in Figure 5-13 redirect the output from the who utility to temp and then display
thisfilein sorted order. The sort utility (page 58) takes its input from the file specified on the
command line or, when afileis not specified, from standard input; it sends its output to standard
output. The sort command line in Figure 5-13 takes its input from standard input, which is
redirected (<) to come from temp. The output sort sends to the screen lists the usersin sorted
(alphabetical) order. Because sort can take its input from standard input or from a file named on
the command line, omitting the < symbol from Figure 5-13 yields the same resullt.

Figure 5-14 achieves the same result without creating the temp file. Using a pipeline, the shell
redirects the output from who to the input of sort. The sort utility takes input from standard input
because no filename follows it on the command line.

$ who > temp
$ sort < temp

max pts/4 2018-03-24 12:23
max pts/5 2018-03-24 12:33
sam ttyl 2018-03-24 05:00
zach pts/7 2018-03-23 08:45
$ rm temp

Figure 5-13 Using atemporary file to store intermediate results

$ who | sort

max pts/4 2018-03-24 12:23
max pts/5 2018-83-24 12:33
sam ttyl 2018-03-24 05:00

zach pts/7 2018-03-23 @8:45



Figure 5-14 A pipeline doing the work of atemporary file

grep

When many people are using the system and you want information about only one of them, you
can send the output from who to grep (pages 56 and 857) using a pipeline. The grep utility
displays the line containing the string you specifyf sam in the following example:

$who | grep sam
sam ttyl  2018-03-24 05:00

less and more

Another way of handling output that istoo long to fit on the screen, such asalist of filesin a
crowded directory, isto use a pipeline to send the output through less or more (both on page 53).

$ls|less

The less utility displays text one screen at atime. To view another screen of text, press the
SPACE bar. To view one more line, press RETURN. Press h for help and q to quit.

optional
The pipe symbol (]) implies continuation. Thus the following command line

$who | grep 'sam’
sam ttyl  2018-03-24 05:00

is the same as these command lines

$who |
>grep 'sam'
sam ttyl 2018-03-24 05:00

When the shell parses aline that ends with a pipe symboal, it requires more input before it can
execute the command line. In an interactive environment, it issues a secondary prompt (>; page
321) as shown above. Within a shell script, it processes the next line as a continuation of the line
that ends with the pipe symbol. See page 516 for information about control operators and
implicit command-line continuation.

Filters

A filter isacommand that processes an input stream of datato produce an output stream of data.
A command line that includes afilter uses a pipe symbol to connect standard output of one
command to standard input of the filter. Another pipe symbol connects standard output of the
filter to standard input of another command. Not all utilities can be used asfilters.

In the following example, sort is afilter, taking standard input from standard output of who and
using a pipe symbol to redirect standard output to standard input of Ipr. This command line sends
the sorted output of who to the printer:

$who | sort | lpr



The preceding example demonstrates the power of the shell combined with the versatility of
Linux utilities. The three utilities who, sort, and |pr were not designed to work with one another,
but they all use standard input and standard output in the conventional way. By using the shell to
handle input and output, you can piece standard utilities together on the command line to achieve
the results you want.

$ who | tee who.out | grep sam

sam ttyl 2018-03-24 B5:00
$ cat who.out

sam ttyl 2018-03-24 05:00
max pts/4 2018-03-24 12:23
max pts/5 2018-03-24 12:33
zach pts/7 2018 -03-23 08:45

Figure 5-15 tee sends its output to afile and to standard output
tee

Thetee utility copiesits standard input both to afile and to standard output. This utility is aptly
named: It takes a single stream of input and sends the output in two directions. In Figure 5-15 the
output of who is sent viaa pipeline to standard input of tee. The tee utility saves a copy of
standard input in a file named who.out and also sends a copy to standard output. Standard output
of tee goes via a pipeline to standard input of grep, which displays only those lines containing the
string sam. Use tee with the| a (append) option to cause it to append to afile instead of
overwriting it.

optional
Lists

A list is one or more pipelines (including ssmple commands), each separated from the next by
one of the following control operators: ;, &, & &, or ||. The & & and || control operators have
equal precedence; they are followed by ; and &, which have equal precedence. The ; control
operator is covered on page 300 and & on page 300. See page 516 for information about control
operators and implicit command-line continuation.

An AND list has the following syntax:
pipelinel && pipeline2

where pipeline2 is executed if and only if pipelinel returns atrue (zero) exit status. In the
following example, the first command in the list fails (and displays an error message) so the shell
does not execute the second command (cd /newdir; because it is not executed, it does not display
an error message):

$ mkdir /newdir
& & cd /newdir mkdir: cannot create directory ‘/newdir': Permission denied

The exit status of AND and OR lists is the exit status of the last command in the list that is
executed. The exit status of the preceding list is false because mkdir was the last command
executed and it failed.



An OR list has the following syntax:
pipelinel || pipeline2

where pipeline2 is executed if and only if pipelinel returns a false (nonzero) exit status. In the
next example, the first command (ping tests the connection to a remote machine and sends
standard output and standard error to /dev/null) in the list fails so the shell executes the second
command (it displays a message). If the first command had completed successfully, the shell
would not have executed the second command (and would not have displayed the message). The
list returns an exit status of true.

$ ping -cl station & >/dev/null || echo " station is down"
station is down

For more information refer to —& & and || Boolean Control Operatorsll on page 302.

Running a Command in the Background

Foreground

All commands up to this point have been run in the foreground. When you run a command in the
foreground, the shell waits for it to finish before displaying another prompt and allowing you to
continue. When you run a command in the background, you do not have to wait for the
command to finish before running another command.

Jobs

A job is another name for a process running a pipeline (which can be a simple command). You
can have only one foreground job on a screen, but you can have many background jobs. By
running more than one job at atime, you are using one of Linux-s features. multitasking.
Running a command in the background can be useful when the command will run for along time
and does not need supervision. It leaves the screen free so you can use it for other work.

Job number, PID number

To run acommand in the background, type an ampersand (& ; a control operator) just before the
RETURN that ends the command line. The shell assigns a small number to the job and displays
this job number between brackets. Following the job number, the shell displays the process
identification (PID) numberf alarger number assigned by the operating system. Each of these
numbers identifies the command running in the background. The shell then displays another
prompt, and you can enter another command. When the background job finishes, the shell
displays a message giving both the job number and the command line used to run the command.

The following example runs in the background; it is a pipeline that sends the output of Isto lpr,
which sendsit to the printer.

$ls-l|lpr &
[1] 22092
$

The [1] following the command line indicates that the shell has assigned job number 1 to this



job. The 22092 is the PID number of the first command in the job. (The TC Shell shows PID
numbers for all commandsin ajob.) When this background job completes execution, you see the

message
[1]+ Done  Is-l |lpr

(In place of Is| I, the shell might display something similar to Is| | color=auto| |. This difference
isdueto thefact that Isis aliased [page 354] to Is| | color=auto.)

Moving a Job from the Foreground to the Background

CONTROL-Z and bg

Y ou can suspend aforeground job (stop it from running) by pressing the suspend key, usually
CONTROL-Z. The shell then stops the process and disconnects standard input from the
keyboard. It does, however, still send standard output and standard error to the screen. Y ou can
put a suspended job in the background and restart it by using the bg command followed by the
job number. Y ou do not need to specify the job number when there is only one suspended job.

Redirect the output of ajob you run in the background to keep it from interfering with whatever
you are working on in the foreground (on the screen). Refer to —€ontrol Operators. Separate and
Group Commandsll on page 299 for more detail about background tasks.

fg

Only the foreground job can take input from the keyboard. To connect the keyboard to a program
running in the background, you must bring the program to the foreground. To do so, type fg
without any arguments when only one job isin the background. When more than one job isin
the background, type fg, or apercent sign (%), followed by the number of the job you want to
bring to the foreground. The shell displays the command you used to start the job (promptmein
the following example), and you can enter input the program requires to continue.

$fgl
promptme

kill: Aborting a Background Job

Theinterrupt key (usually CONTROL-C) cannot abort a background process because the
keyboard is not attached to the job; you must use kill (page 870) for this purpose. Follow kill on
the command line with either the PID number of the process you want to abort or a percent sign
(%) followed by the job number.

Determining the PID of a process using ps

If you forget a PID number, you can use the ps (process status) utility (page 334) to display it.
The following example runs a find command in the background, uses psto display the PID
number of the process, and aborts the job using kill:

$ find / -name memo55 > mem.out &
[1] 18228
$ps|grep find



18228 pts/10 00:00:01 find

$kill 18228
[1]+ Terminated find / -name memo55 > mem.out
$

Determining the number of ajob using jobs

If you forget ajob number, you can use the jobs command to display alist of jobs that includes
job numbers. The next exampleis similar to the previous one except it uses the job number
instead of the PID number to identify the job to be killed. Some-times the message saying the job
isterminated does not appear until you press RETURN after the RETURN that executes the kill
command.

$ find / -name memo55 > mem.out &
[1] 18236

$ bigjob &
[2] 18237

$jobs

[1]- Running find / -name memo55 > mem.out &
[2]+ Running bigjob &

$kill %1

$RETURN

[1]- Terminated find / -name memo55 > mem.out
$

Filename Gener ation/Pathname Expansion

Wildcards, globbing

When you specify an abbreviated filename that contains special characters, also called
metacharacters, the shell can generate filenames that match the names of existing files. These
special characters are also referred to as wildcards because they act much asthe jokersdo in a
deck of cards. When one of these characters appears in an argument on the command line, the
shell expands that argument in sorted order into alist of filenames and passes the list to the
program called by the command line. Filenames that contain these special characters are called
ambiguous file references because they do not refer to one specific file. The process the shell
performs on these filenames is called pathname expansion or globbing.

Ambiguous file references can quickly refer to a group of fileswith similar names, saving the
effort of typing the namesindividually. They can aso help find afile whose name you do not
remember in its entirety. If no filename matches the ambiguous file reference, the shell generally
passes the unexpanded referencd  specia charactersand alf  to the command. See Brace
Expansionll on page 367 for atechnique that generates strings that do not necessarily match
filenames.

The ? Special Character

The question mark (?) isa special character that causes the shell to generate filenames. It



matches any single character in the name of an existing file. The following command uses this
special character in an argument to the lpr utility:

$Ipr memo?

The shell expands the memo? argument and generates alist of filesin the working directory that
have names composed of memo followed by any single character. The shell then passesthislist
to lpr. Thelpr utility never —-knowsll the shell generated the filenames it was called with. If no
filename matches the ambiguous file reference, the shell passes the string itself (memo?) to Ipr
or, if itisset up to do so, passes anull string (see nullglob on page 365).

The following example uses Isfirst to display the names of all filesin the working directory and
then to display the filenames that memo? matches:

$ls
mem memol2 memo9 memomax hewmemoS
mMemo memo5 memoa memos

$Ismemo?
memo5 memo9 memoa memos

The memo? ambiguous file reference does not match mem, memo, memol2, memomax, or
newmemao5. Y ou can also use a question mark in the middle of an ambiguous file reference:

$ls

7mayd4report may4report mayqreport may_report
mayl4report may4report.79 mayreport may.report

$Ismay?report
may4report mayqreport may_report may.report

echo

Y ou can use echo and Is to practice generating filenames. The echo utility displays the arguments
the shell passesto it:

$ echo may?report
may4report mayqreport may_report may.report

The shell first expands the ambiguous file reference into alist of filesin the working directory
that match the string may?report. It then passes thislist to echo, as though you had entered the
list of filenames as arguments to echo. The echo utility displaysthe list of filenames.

A question mark does not match aleading period (one that indicates a hidden filename; page 86).
When you want to match filenames that begin with a period, you must explicitly include the
period in the ambiguous file reference.

The* Special Character

The asterisk (*) performs afunction similar to that of the question mark but matches any number
of characters, including zero characters, in afilename. The following example first shows all
filesin the working directory and then shows commands that display all the filenames that begin



with the string memo, end with the string mo, and contain the string alx:

$ls
amemo memalx memo.0612 memoax.0620 memorandum sallymemo
mem memo memoa memoalx.keep memosally user.memo

$ echo memo*
memo memo.0612 memoa memoalx.0620 memoal x.keep memorandum memosally

$ echo *mo
amemo memo sallymemo user.memo

$ echo *alx*
memalx memoalx.0620 memoal x.keep

The ambiguous file reference memo* does not match amemo, mem, sallymemo, or user.memo.
Like the question mark, an asterisk does not match aleading period in afilename.

The| a option causes Is to display hidden filenames (page 86). The command echo * does not
display . (the working directory), .. (the parent of the working directory), .aaa, or .profile. In
contrast, the command echo .* displays only those four names:

$ls
aaa memo.0612 memo.sally report sally.0612 saturday thurs

$ls-a
. aaamemo.0612 .profile sally.0612 thurs
. .aaamemo.sally report saturday

$echo*
aaa memo.0612 memo.sally report sally.0612 saturday thurs

$ echo *
... .aaa .profile

In the following example, .p* does not match memo.0612, private, reminder, or report. Thels
* command causes Isto list .private and .profile in addition to the contents of the . directory
(the working directory) and the .. directory (the parent of the working directory). When called
with the same argument, echo displays the names of files (including directories) in the working
directory that begin with adot (.) but not the contents of directories.

$ls-a
. .. memo.0612 private .private .profile reminder report

$ echo .p*
private .profile

$ls.*
private .profile

rﬁerno.0612 private reminder report



$echo *
... .private .profile

Y ou can plan to take advantage of ambiguous file references when you establish conventions for
naming files. For example, when you end the names of all text files with .txt, you can reference
that group of fileswith *.txt. The next command uses this convention to send all text filesin the
working directory to the printer. The ampersand causes lpr to run in the background.

$lpr *.txt &
Tip: The shell expands ambiguousfile references

The shell does the expansion when it processes an ambiguous file reference, not the program that
the shell runs. In the examplesin this section, the utilities (Is, cat, echo, |pr) never seethe
ambiguous file references. The shell expands the ambiguous file references and passes a list of
ordinary filenames to the utility. In the previous examples, echo demonstrates this fact because it
simply displaysits arguments; it never displays the ambiguous file reference.

The[ ] Special Characters

A pair of brackets surrounding one or more characters causes the shell to match filenames
containing the individual characters within the brackets. Whereas memo? matches memo
followed by any character, memo[17a] is more restrictive: It matches only memol, memo7, and
memoa. The brackets define a character class that includes all the characters within the
brackets. (GNU callsthisacharacter list; a GNU character classis something different.) The
shell expands an argument that includes a character-class definition by substituting each member
of the character class, one at a time, in place of the brackets and their contents. The shell then
passes the list of matching filenames to the program it is calling.

Each character-class definition can replace only a single character within afilename. The
brackets and their contents are like a question mark that substitutes only the members of the
character class.

The first of the following commands lists the names of all filesin the working directory that
begin with a, €, i, 0, or u. The second command displays the contents of the files named
page2.txt, paged.txt, page6.txt, and page8.txt.

$ echo [aeiou]*
$ less page[ 2468].txt

A hyphen within brackets defines arange of characters within a character-class definition. For
example, [6 9] represents [6789], [a z] represents all lowercase lettersin English, and [a ZA| Z]
represents all letters, both uppercase and lowercase, in English.

The following command lines show three ways to print the files named partO, partl, part2,
part3, and part5. Each of these command lines causes the shell to call Ipr with five filenames:



$lpr partO partl part2 part3 parts
$lpr part[01235]
$Ipr part[0-35]

The first command line explicitly specifies the five filenames. The second and third command
lines use ambiguous file references, incorporating character-class definitions. The shell expands
the argument on the second command line to include all files that have names beginning with
part and ending with any of the charactersin the character class. The character classis explicitly
defined as 0, 1, 2, 3, and 5. The third command line also uses a character-class definition but
defines the character classto be all charactersintherangeQ 3 plus 5.

The following command line prints 39 files, part0 through part38:
$ Ipr part[0-9] part[12][0-9] part3[0-8]

The first of the following commands lists the files in the working directory whose names start
with a through m. The second lists files whose names end with x, y, or z.

$ echo [a-m]*

éJ'S.echo *[x-Z]

optional

When an exclamation point (!) or acaret (") immediately follows the opening bracket ([) that
starts a character-class definition, the character class matches any character not between the
brackets. Thus[*tsq]* matches any filename that does not begin witht, s, or g.

The following examples show that *["ab] matches filenames that do not end with the letter a or
b and that [*b-d]* matches filenames that do not begin with b, c, or d.

$ls
aaab ac ad babb bc bd cc dd

$ls*[~ab]
ac ad bc bd cc dd

$Is[ b-d]*
aaab ac ad

Y ou can cause a character class to match a hyphen (| ) or aclosing bracket (]) by placing it
immediately before the final (closing) bracket.

The next example demonstrates that the |s utility cannot interpret ambiguous file references. First
Isiscaled with an argument of ?old. The shell expands ?old into a matching filename, hold, and
passes that name to Is. The second command is the same as the first, except the ? is quoted (by
preceding it with a backslash [\]; refer to —Specia Charactersll on page 50). Because the ? is
guoted, the shell does not recognize it as a special character and passesit to Is. TheIs utility
generates an error message saying that it cannot find afile named ?old (because thereis no file



named ?old).

$Is?old
hold

$Is\?old
Is: ?0ld: No such file or directory

Like most utilities and programs, Is cannot interpret ambiguous file references; that work is left
to the shell.

Builtins

A builtinisautility (also called a command) that is built into a shell. Each of the shells hasits
own set of builtins. When it runs a builtin, the shell does not fork anew process. Consequently
builtins run more quickly and can affect the environment of the current shell. Because builtins
are used in the same way as utilities, you will not typically be aware of whether a utility is built
into the shell or is a stand-alone utility.

For example, echo isashell builtin. It is also a stand-alone utility. The shell aways executes a
shell builtin before trying to find a command or utility with the same name. See page 493 for an
in-depth discussion of builtin commands, page 508 for alist of bash builtins, and page 422 for a
list of tcsh builtins.

Listing bash builtins

To display alist of bash builtins, give the command info bash shell builtin. To display a page
with information on each builtin, move the cursor to the Bash Builtinsline and press RETURN.
Alternatively, you can view the builtins man page.

Getting help with bash builtins

Y ou can use the bash help command to display information about bash builtins. See page 39 for
more information.

Listing tcsh builtins

To list tcsh builtins, give the command man tcsh to display the tcsh man page and then search
for the second occurrence of Builtin commands by using the following two commands: /Builtin
commands (search for the string) and n (search for the next occurrence of the string).

Chapter Summary

The shell isthe Linux command interpreter. It scans the command line for proper syntax, picking
out the command name and arguments. The name of the command is argument zero. The first
argument is argument one, the second is argument two, and so on. Many programs use options to
modify the effects of acommand. Most Linux utilities identify an option by its leading one or
two hyphens.

When you give it acommand, the shell tries to find an executable program with the same name
as the command. When it does, the shell executes the program. When it does not, the shell tells



you it cannot find or execute the program. If the command is a simple filename, the shell
searches the directories listed in the PATH variable to locate the command.

When it executes a command, the shell assigns one file or device to the command-s standard
input and another file to its standard output. By default, the shell causes a command-s standard
input to come from the keyboard and its standard output to go to the screen. Y ou can instruct the
shell to redirect a command-s standard input from or standard output to any file or device. You
can also connect standard output of one command to standard input of another command to form
apipeline. A filter isacommand that reads its standard input from standard output of one
command and writes its standard output to standard input of another command.

When acommand runs in the foreground, the shell waits for the command to finish before it
displays a prompt and allows you to continue. When you put an ampersand (& ) at the end of a
command line, the shell executes the command in the background and displays another prompt
immediately. Run slow commands in the background when you want to enter other commands at
the shell prompt. The jobs builtin displays alist of suspended jobs and jobs running in the
background and includes the job number of each.

The shell interprets special characters on acommand line to generate filenames. A reference that
uses specia characters (wildcards) to abbreviate alist of one or more filenamesis called an
ambiguous file reference. A question mark represents any single character, and an asterisk
represents zero or more characters. A single character might also be represented by a character
class: alist of characters within brackets.

A builtinisautility that is built into a shell. Each shell hasits own set of builtins. When it runs a

builtin, the shell does not fork a new process. Consequently builtins run more quickly and can
affect the environment of the current shell.

Utilities and Builtins Introduced in This Chapter

Table 5-1 lists the utilities introduced in this chapter.

Table 5-1 New utilities Utility Function

Utility Function

tr Maps one string of characters to another (page 145)

tee Sends standard input to both a file and standard output (page 148)

bg Moves a process to the background (page 150)

fg Moves a process to the foreground (page 150)

jobs Displays a list of suspended jobs and jobs running in the background (page 150)
Exercises

1. What does the shell ordinarily do while acommand is executing? What should you do if you
do not want to wait for acommand to finish before running another command?



2. Using sort as afilter, rewrite the following sequence of commands:
$sort list > temp

$lpr temp

$rm temp

3. What isa PID number? Why are these numbers useful when you run processesin the
background? Which utility displays the PID numbers of the commands you are running?

4. Assume the following files are in the working directory:
$ls

intro notesb ref2 sectionl section3 sectiondb
notesa refl ref3 section2 sectionda sentrev

Give commands for each of the following, using wildcards to express filenames with as few
characters as possible.

a List all filesthat begin with section.

b. List the section1, section2, and section3 files only.

c. Listtheintro file only.

d. List the sectionl, section3, refl, and ref3 files.

5. Refer to Part V11 or the info or man pages to determine which command will

a. Display the number of linesin its standard input that contain the word a or A.

b. Display only the names of the filesin the working directory that contain the pattern $(.
c. List the filesin the working directory in reverse alphabetical order.

d. Send alist of filesin the working directory to the printer, sorted by size.

6. Give acommand to

a. Redirect standard output from a sort command to afile named phone_list. Assume the input
fileisnamed numbers.

b. Trandate all occurrences of the characters[ and { to the character (, and all occurrences of the
characters] and } to the character ), in the file permdemos.c. (Hint: Refer to tr on page 1016.)

c. Create afile named book that contains the contents of two other files: partl and part2.

7. Thelpr and sort utilities accept input either from afile named on the command line or from
standard input.

a. Name two other utilities that function in a similar manner.

b. Name a utility that acceptsitsinput only from standard input.



8. Give an example of acommand that uses grep

a. With both input and output redirected.

b. With only input redirected.

c. With only output redirected.

d. Within apipeline.

In which of the preceding casesis grep used as afilter?

9. Explain the following error message. Which filenames would a subsequent |s command
display?

$ls

abc abd abe abf abg abh

$rm abc ab*
rm: cannot remove 'abc’: No such file or directory

Advanced Exercises

10. When you use the redirect output symbol (>) on acommand line, the shell creates the output
fileimmediately, before the command is executed. Demonstrate that thisis true.

11. In experimenting with variables, Max accidentally deletes his PATH variable. He decides he
does not need the PATH variable. Discuss some of the problems he could soon encounter and
explain the reasons for these problems. How could he easily return PATH to its original value?

12. Assume permissions on afile allow you to write to the file but not to delete it.
a. Give acommand to empty the file without invoking an editor.
b. Explain how you might have permission to modify afile that you cannot delete.

13. If you accidentally create afilename that contains a nonprinting character, such asa
CONTROL character, how can you remove the file?

14. Why does the noclobber variable not protect you from overwriting an existing file with cp or
mv?

15. Why do command names and filenames usually not have embedded SPA CES? How would
you create a filename containing a SPACE? How would you remove it? (Thisis a thought
exercise, not recommended practice. If you want to experiment, create afile and work in a
directory that contains only your experimental file.)

16. Create afile named answer and give the following command:
$ > answers.0102 < answer cat

Explain what the command does and why. What is a more conventional way of expressing this
command?
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Thevim Editor

In This Chapter

Tutorial: Using vim to Create and Edit a File

| ntroduction to vim Features

Online Help

Command Mode: Moving the Cursor

Input Mode

Command Mode: Deleting and Changing Text

Searching and Substituting

Copying, Moving, and Deleting Text

The Genera -Purpose Buffer

Reading and Writing Files

The .vimrc Startup File

Objectives

After reading this chapter you should be able to:

P Usevim to create and edit afile

P View vim online help

P Explain the difference between Command and Input modes
P Explain the purpose of the Work buffer

P List the commands that open aline above the cursor, append text to the end of aline, move the
cursor to thefirst line of the file, and move the cursor to the middle line of the screen

P Describe Last Line mode and list some commands that use this mode
P Describe how to set and move the cursor to a marker

P List the commands that move the cursor backward and forward by characters and words



P Describe how to read afile into the Work buffer
P Explain how to search backward and forward for text and how to repeat that search

This chapter begins with a history and description of vi, the original, powerful, sometimes
cryptic, interactive, visually oriented text editor. The chapter continues with atutorial that
explains how to use vim (vi improved avi clone supplied with or available for most Linux
distributions) to create and edit afile. Much of the tutorial and the balance of the chapter apply to
vi and other vi clones. Following the tutorial, the chapter delvesinto the details of many vim
commands and explains how to use parameters to customize vim to meet your needs. It
concludes with a quick reference/summary of vim commands.

History

Before vi was devel oped, the standard UNIX system editor was ed (available on most Linux
systems), aline-oriented editor that made it difficult to see the context of your editing. Next

came ex,t a superset of ed. The most notable advantage that ex has over ed is a display-editing
facility that allows you to work with afull screen of text instead of just aline. While using ex,
you can bring up the display-editing facility by giving avi (Visua mode) command. People used
this display-editing facility so extensively that the developers of ex made it possible to start the
editor with the display-editing facility already running, rather than having to start ex and then
give avi command. Appropriately they named the program vi. Y ou can call the Visual mode
from ex, and you can go back to ex while you are using vi. Start by running ex; give avi
command to switch to Visual mode, and give a Q command whilein Visual mode to use ex. The
quit command exits from ex.

1. Theex program isusually alink to vi, which isaversion of vim on some systems.
vi clones

Linux offers anumber of versions, or clones, of vi. The most popular of these clones are elvis
(elvis.the-little-red-haired-girl.org), nvi (an implementation of the original vi editor by Keith
Bostic), vile (invisible-island.net/vile/vile.html), and vim (www.vim.org). Each clone offers
additional features beyond those provided by the original vi.

The examplesin this book are based on vim. Several Linux distributions support multiple
versions of vim. For example, Fedora provides /bin/vi, aminimal build of vim that is compact
and faster to load but offers fewer features, and /usr/bin/vim, afull-featured version of vim.

If you use one of the clones other than vim, or vi itself, you might notice slight differences from
the examples presented in this chapter. The vim editor is compatible with amost al vi
commands and runs on many platforms, including Windows, Macintosh, OS/2, UNIX, and
Linux. Refer to the vim home page (www.vim.org) for more information and avery useful Tips
section.

What vim is not

The vim editor is not atext formatting program. It does not justify margins or provide the output
formatting features of a sophisticated word processing system such as LibreOffice Writer
(www.libreoffice.org). Rather, vim is a sophisticated text editor meant to be used to write code
(C, HTML, Java, and so on), short notes, and input to a text formatting system, such as groff or




troff. Y ou can use fmt (page 836) to minimally format atext file you create with vim.
Reading this chapter
Because vim is so large and powerful, this chapter describes only some of its features.

Nonetheless, if vim is completely new to you, you might find even this limited set of commands
overwhelming. The vim editor provides a variety of ways to accomplish most editing tasks. A
useful strategy for learning vim isto begin by learning a subset of commands to accomplish
basic editing tasks. Then, as you become more comfortable with the editor, you can learn other
commands that enable you to edit afile more quickly and efficiently. The following tutorial
section introduces a basic, useful set of vim commands and features that will enable you to create
and edit afile.

Tutorial: Using vim to Create and Edit a File

This section explains how to start vim, enter text, move the cursor, correct text, save thefileto
the disk, and exit from vim. The tutorial discusses three of the modes of operation of vim and
explains how to switch from one mode to another.

vimtutor

In addition to working with this tutorial, you might want to try vim-s instructional program,
vimtutor. Enter its name as a command to run it.

Tip: vimtutor and vim help filesare not installed by default

To run vimtutor and to get help as described on page 170, you must install the vim-enhanced or
vim-runtime package. See Appendix C for instructions.

Specifying aterminal

Because vim takes advantage of features that are specific to various kinds of terminals, you must
tell it what type of terminal or terminal emulator you are using. On many systems, and usually
when you work on aterminal emulator, your terminal typeis set automaticaly. If you need to
specify your terminal type explicitly, refer to —Specifying a Terminalll on page 1052.

Starting vim

Start vim with the following command to create and edit a file named practice (you might need
to use the command vi or vim.tiny in place of vim):

$vim practice

When you press RETURN, the command line disappears, and the screen looks similar to the one
shown in Figure 6-1 on the next page.
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Figure 6-1 Starting vim

Thetildes (~) at the left of the screen indicate the file is empty. They disappear as you add lines
of text to thefile. If the screen looks like a distorted version of the one shown in Figure 6-1, the
terminal type is probably not set correctly (see -Problem,|l next).

Tip: Thevi command might run vim
On some systems the command vi runs vim in vi-compatible mode (page 172).

The practicefileis new so it contains no text. The vim editor displays a message smilar to the
one shown in Figure 6-1 on the status (bottom) line of the terminal to indicate you are creating
and editing anew file. When you edit an existing file, vim displays the first few lines of thefile
and gives status information about the file on the status line.

Problem

If you start vim with aterminal type that is not in the ter minfo database, vim displays an error
message and waits for you to press RETURN or sets the terminal type to ansi, which works on
many terminals.

Emergency exit

To reset the terminal type, press ESCAPE and then give the following command to exit from vim
and display the shell prompt:

:q!

When you enter the colon (:), vim moves the cursor to the bottom line of the screen. The
characters g! tell vim to quit without saving your work. (Y ou will not ordinarily exit from vim



this way because you typically want to save your work.) Y ou must press RETURN after you give
this command. When the shell displays its prompt, refer to —Specifying a Terminalll on page
1052 and start vim again.

If you start vim without afilename, it displays information about itself (Figure 6-2).

VIM - Vi IMproved

version 7.3,.315
by Bram Moolenaar et al.
Modified by <bugzilla@redhat.com=
Vim is open source and freely distributable

Sponsor Vim development!
type :help sponsor<Enter= for information

type :qg<Enter> to exit
type :help<Enter> eor <=Fl>= for on-line help
type :help version7<Enter> for version infe

P rroe e e L rroe ol

8,0-1 All

Figure 6-2 Starting vim without a filename
Command and Input Modes

Two of vim-s modes of operation are Command mode (also called Normal mode) and Input
mode (Eigure 6-3). While vim isin Command mode, you can give vim commands. For example,
you can delete text or exit from vim. Y ou can also command vim to enter Input mode. In Input
mode, vim accepts anything you enter as text and displays it on the screen. Press ESCAPE to
return vim to Command mode. By default the vim editor keeps you informed about which mode
itisin: It displays INSERT at the lower-left corner of the screen whileit isin Insert mode.
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Figure6-3 Modesinvim

If you are not sure whether vim is in Input mode, press the ESCAPE
ey; vim returns to Command mode if it was in Input mode or beeps,
flashes, or does nothing if it is already in Command mode. You can
put vim back in Input mode by pressing the i or a key again.f}

r rrrrrryrrrrrryrrdrrnri

- INSERT -- 4,61

ALl

Figure 6-4 Entering text with vim

The following command causes vim to display line numbers next to the text you are editing:

:set number RETURN

Last Line mode




The colon (:) in the preceding command puts vim into another mode, Last Line mode.

While in this mode, vim keeps the cursor on the bottom line of the screen. When you finish
entering the command by pressing RETURN, vim restores the cursor to its place in the text. Give
the command :set nonumber RETURN to turn off line numbering.

vim is case sensitive

When you give vim a command, remember that the editor is case sensitive. In other words, vim
interprets the same letter as two different commands, depending on whether you enter an
uppercase or lowercase character. Beware of the CAPS LOCK (SHIFT-LOCK) key. If you set
this key to enter uppercase text while you are in Input mode and then exit to Command mode,
vim interprets your commands as uppercase letters. It can be confusing when this happens
because vim does not appear to be executing the commands you are entering.

Entering Text

i/a (Input mode)

When you start vim, you must put it in Input mode before you can enter text. To put vim in Input
mode, pressthei (insert before cursor) key or the a (append after cursor) key.

If you are not sure whether vim isin Input mode, press the ESCAPE key; vim returns to
Command modeif it isin Input mode or beeps, flashes, or does nothing if itisaready in
Command mode. Y ou can put vim back in Input mode by pressing thei or a key again.

While vimisin Input mode, you can enter text by typing on the keyboard. If the text does not
appear on the screen as you type, vim is not in Input mode.

[Melp.txt For Vim version 7.3. Last change: 2010 Jul 20
VIM - main help file

Move around: Use the cursor keys, or "h" to go left, h 1
"{" to go down, "k" to go up, "1" to go right. i

Close this window: Use ":q<Enter=",

Get out of Vim: Use ":qa'<Enter=" (careful, all changes are lost!},

Jump to a subject: Position the curser on a tag (e.g. bars) and hit CTRL-].
With the mouse: ":set mouse=a" to enable the mouse (in xterm or GUI).
Double-click the left mouse button on a tag, e.g.
Jump back: Type CTRL-T or CTRL-0 (repeat to go further back).

Get specific help: It is possible to go directly to whatever you want help
on, by giving an argument to the :help command,
It is possible to further specify the context:
help-context
WHAT PREPEND EXAMFLE

Normal mode command {nothing) thelp x
help.txt [Help] [RO] 1,1 Top

put vim back in Input mode by pressing the i or a key again.

practice [+] 4,60 Bot
“help.txt"” [readonly] 221L, 8239C




Figure 6-5 The main vim Help screen

To continue with thistutorial, enter the sample paragraph shown in Figure 6-4, pressing the
RETURN key at the end of each line. If you do not press RETURN before the cursor reaches the
right side of the screen or window, vim wraps the text so that it appears to start anew line.
Physical lineswill not correspond to programmeatic (logical) linesin this situation, so editing will
be more difficult. While you are using vim, you can correct typing mistakes. If you notice a
mistake on the line you are entering, you can correct it before you continue (page 171). Y ou can
correct other mistakes later. When you finish entering the paragraph, press ESCAPE to return
vim to Command mode.

Getting Help

Y ou must have the vim-runtime package installed to use vim-s help system; see Appendix C.

To get help while you are using vim, enter the command : help [feature] followed by RETURN.
The editor must be in Command mode when you enter this command. The colon moves the
cursor to the last line of the screen. If you type :help, vim displays an introduction to vim Help
(Eigure 6-5). Each dark band near the bottom of the screen names thefile that is displayed above
it. (Each area of the screen that displays afile, such as the two areas shown in Figure 6-5, isa
vim —-window.ll) The help.txt file occupies most of the screen (the upper window) in Figure 6-5.
Thefile that is being edited (practice) occupies afew linesin the lower portion of the screen (the
lower window).

Read through the introduction to Help by scrolling the text as you read. Pressj or the DOWN
ARROW key to move the cursor down one line at atime; press CONTROL-D or CONTROL-U
to scroll the cursor down or up half awindow at atime. Give the command :q to close the Help
window.

<insert> or i ﬂnsert <Insert>
il Insert text before the cursor [count] times.
When using CTRL-0 in Insert mode i CTRL-0 the count

is not supported.

I

I Insert text before the first non-blank in the line
[count] times.
When the 'H' flag is present in ‘cpopticns’ and the

line only contains blanks, insert start just before
the last blank.

gl
ol Insert text in column 1 [count] times. {not in Vi}
gl
gi Insert text in the same position as where Insert mode
was stopped last time in the current buffer.
This uses the mark. It's different from " ~i"
when the mark is past the end of the line,
insert.txt.gz [Help] [RO] 1697,20-53 89%
put vim back in Input mode by pressing the i or a key again.
nractice [+] 4,60 Bot

"insert.txt.gz" [readonly] [noeol] 185L, 24781C




Figure 6-6 Help with insert commands

Y ou can display information about the insert commands by giving the command :help insert
while vim isin Command mode (Figure 6-6).

Correcting Text asYou Insert It

The keys that back up and correct a shell command line serve the same functions when vimisin
Input mode. These keys include the erase, line kill, and word kill keys (usually CONTROL-H,
CONTROL-U, and CONTROL-W, respectively). Although vim might not remove deleted text
from the screen as you back up over it using one of these keys, the editor does remove it when
you type over the text or press RETURN.

Moving the Cursor

Y ou need to be able to move the cursor on the screen so you can delete, insert, and correct text.
While vim isin Command mode, the RETURN key, the SPACE bar, and the ARROW keys
move the cursor. If you prefer to keep your hand closer to the center of the keyboard, if your
terminal does not have ARROW keys, or if the emulator you are using does not support them,
you can usetheh, j, k, and | (lowercase -Hl) keysto move the cursor left, down, up, and right,
respectively.

Deleting Text

x (Delete character) dw (Delete word) dd (Delete line)

Y ou can delete a single character by moving the cursor until it is over the character you want to
delete and then giving the command x. Y ou can delete aword by positioning the cursor on the
first letter of the word and then giving the command dw (Delete word). Y ou can delete aline of
text by moving the cursor until it is anywhere on the line and then giving the command dd.

Undoing Mistakes

u (Undo)

If you delete a character, line, or word by mistake or give any command you want to reverse,
give the command u (Undo) immediately after the command you want to undo. The vim editor
will restore the text to the way it was before you gave the last command. If you give the u
command again, vim will undo the command you gave before the one it just undid. Y ou can use
this technique to back up over many of your actions. With the compatible parameter (page 172)
set, however, vim can undo only the most recent change.

:redo (Redo)
If you undo a command you did not mean to undo, give a Redo command: CONTROL-R or

:redo (followed by aRETURN). The vim editor will redo the undone command. As with the
Undo command, you can give the Redo command many timesin arow.

Entering Additional Text



i (Insert) a (Append)

When you want to insert new text within existing text, move the cursor so it is on the character
that follows the new text you plan to enter. Then give thei (Insert) command to put vim in Input
mode, enter the new text, and press ESCAPE to return vim to Command mode. Alternatively,
you can position the cursor on the character that precedes the new text and use the a (Append)
command.

0/O (Open)

To enter one or more lines, position the cursor on the line above where you want the new text to
go. Give the command o (Open). The vim editor opens a blank line below the line the cursor was
on, puts the cursor on the new, empty line, and goesinto Input mode. Enter the new text, ending
each line with aRETURN. When you are finished entering text, press ESCAPE to return vim to
Command mode. The O command works in the same way o works, except it opens ablank line
above the line the cursor is on.

Correcting Text

To correct text, use dd, dw, or x to remove the incorrect text. Then usei, a, o, or O to insert the
correct text.

For example, to change the word pressing to hitting in Figure 6-4 on page 168, you might use
the ARROW keys to move the cursor until it ison top of the p in pressing. Then give the
command dw to delete the word pressing. Put vim in Input mode by giving an i command, enter
the word hitting followed by a SPACE, and press ESCAPE. The word is changed, and vimisin
Command mode, waiting for another command. A shorthand for the two commands dw followed
by thei command is cw (Change word). The command cw puts vim into Input mode.

Tip: Page breaksfor the printer

CONTROL-L tellsthe printer to skip to the top of the next page. Y ou can enter this character
anywhere in adocument by pressing CONTROL-L while you arein Input mode. If ~L does not
appear, press CONTROL-V before CONTROL-L.

Ending the Editing Session

While you are editing, vim keeps the edited text in an area named the Work buffer. When you
finish editing, you must write out the contents of the Work buffer to adisk file so the edited text
is saved and available when you next want it.

Make sure vim isin Command mode and use the ZZ command (you must use upper-case Zs) to
write the newly entered text to the disk and end the editing session. After you givethe ZZ
command, vim returns control to the shell. You can exit with :q! if you do not want to save your
work.

Caution: Do not confuse ZZwith CONTROL-Z

When you exit from vim with ZZ, make sure that you type ZZ and not CONTROL-Z (typically
the suspend key). When you press CONTROL-Z, vim disappears from your screen, amost as
though you had exited from it. In fact, vim will continue running in the background with your



work unsaved. Refer to —Job Controlll on page 304. If you try to start editing the same file with a
new vim command, vim displays a message about a swap file.

The compatible Parameter

The compatible parameter makes vim more compatible with vi. By default this parameter is not
set. To get started with vim, you can ignore this parameter.

Setting the compatible parameter changes many aspects of how vim works. For example, when
the compatible parameter is set, the Undo command (page 171) can undo only the most recent
change; in contrast, with the compatible parameter unset, you can call Undo repeatedly to undo
many changes. This chapter notes when the compatible parameter affects acommand. To obtain
more details on the compatible parameter, give the command :help compatible RETURN. To
display a complete list of vim-s differences from the original vi, use :help vi-diff RETURN. See
page 170 for adiscussion of the help command.

From the command line use the| C option to set the compatible parameter and the| N option to
unset it. Refer to —Setting Parameters from Within vimll on page 175 for information on how to
change the compatible parameter while you are running vim.

I ntroduction to vim Features

This section covers online help, modes of operation, the Work buffer, emergency procedures,
and other vim features. To see which features are incorporated in a particular build, giveavim
command followed by the| | version option.

OnlineHelp

As covered briefly earlier, vim provides help while you are using it. Give the command :help
feature to display information about feature. Asyou scroll through the various help texts, you
will see words with a bar on either side, such as |tutor|. These words are active links: Move the
cursor on top of an active link and press CONTROL -] to jump to the linked text. Use
CONTROL -0 (lowercase —6ll) to jump back to where you were in the help text. Y ou can also use
the active link words in place of feature. For example, you might see the reference |credits|; you
could enter :help credits RETURN to read more about credits. Enter :q! to close a help window.

Some common features that you might want to investigate by using the help system areinsert,
delete, and opening-window. Although opening-window is not intuitive, you will get to know

the names of features as you spend more time with vim. Y ou can also give the command :help
doc-file-list to view acomplete list of the help files. Although vim is a free program, the author

requests that you donate the money you would have spent on similar software to help the
children in Uganda (give the command : help iccf for more information).

Terminology

This chapter uses the following terms:
Current character

The character the cursor is on.



Current line
Theline the cursor is on.
Statusline

The last or bottom line of the screen. Thislineisreserved for Last Line mode and status
information. Text you are editing does not appear on thisline.

M odes of Operation

The vim editor is part of the ex editor, which has five modes of operation:
* ex Command mode

" ex Input mode

* vim Command mode

" vim Input mode

* vim Last Line mode

While in Command mode, vim accepts keystrokes as commands, responding to each command
asyou enter it. It does not display the characters you type in this mode. While in Input mode,
vim accepts and displays keystrokes as text that it eventually puts into the file you are editing.
All commands that start with acolon (:) put vim in Last Line mode. The colon moves the cursor
to the status line of the screen, where you enter the rest of the command.

In addition to the position of the cursor, there is another important difference between Last Line
mode and Command mode. When you give a command in Command mode, you do not
terminate the command with a RETURN. In contrast, you must terminate all Last Line mode
commands with aRETURN.

Y ou do not normally use the ex modes. When this chapter refers to Input and Command modes,
it means the vim modes, not the ex modes.

When an editing session begins, vim isin Command mode. Several commands, including Insert
and Append, put vim in Input mode. When you press the ESCAPE key, vim aways revertsto
Command mode.

The Change and Replace commands combine the Command and Input modes. The Change
command del etes the text you want to change and puts vim in Input mode so you can insert new
text. The Replace command deletes the character(s) you overwrite and inserts the new one(s) you
enter. Figure 6-3 on page 168 shows the modes and the methods for changing between them.

Tip: Watch the mode and the CAPS LOCK key

Almost anything you type in Command mode means something to vim. If you think vim isin
Input mode when it isin Command mode, typing in text can produce confusing results. When
you are learning to use vim, make sure the showmode parameter (page 204) is set (it is by

default) to remind you which mode you are using. Y ou might also find it useful to turn on the



status line by giving a:set laststatus=2 command (page 203).

Also keep your eye on the CAPS LOCK key. In Command mode, typing uppercase |etters
produces different results than typing lowercase ones. It can be disorienting to give commands
and have vim give the -wrongll responses.

The Display

The vim editor uses the status line and several symbols to give information about what is
happening during an editing session.

StatusLine

The vim editor displays status information on the bottom line of the display area. This
information includes error messages, information about the deletion or addition of blocks of text,
and file status information. In addition, vim displays Last Line mode commands on the status
line.

Redrawing the Screen

Sometimes the screen might become garbled or overwritten. When vim puts characters on the
screen, it sometimes leaves @ on aline instead of deleting the line. When output from a program
becomes intermixed with the display of the Work buffer, things can get even more confusing.
The output does not become part of the Work buffer but affects only the display. If the screen
gets overwritten, press ESCAPE to make sure vim isin Command mode, and press CONTROL -
L to redraw (refresh) the screen.

Tilde (~) Symbol

If the end of the fileis displayed on the screen, vim marks lines that would appear past the end of
the file with atilde (~) at the left of the screen. When you start editing a new file, the vim editor
marks each line on the screen (except the first ling) with this symbol.

Correcting Text asYou Insert It

While vimisin Input mode, you can use the erase and line kill keys to back up over text so you
can correct it. You can aso use CONTROL-W to back up over words.

Work Buffer

The vim editor does all its work in the Work buffer. At the beginning of an editing session, vim
reads the file you are editing from the disk into the Work buffer. During the editing session, it
makes all changesto this copy of the file but does not change the file on the disk until you write
the contents of the Work buffer back to the disk. Normally when you end an editing session, you
tell vim to write the contents of the Work buffer, which makes the changes to the text final.
When you edit anew file, vim creates the file when it writes the contents of the Work buffer to
the disk, usually at the end of the editing session.

Storing the text you are editing in the Work buffer has both advantages and disadvantages. If you



accidentally end an editing session without writing out the contents of the Work buffer, your
work islost. However, if you unintentionally make some major changes (such as deleting the
entire contents of the Work buffer), you can end the editing session without implementing the
changes.

To look at afile but not to change it while you are working with vim, you can use the view
utility:

$ view fil enanme

Cdlling the view utility isthe same as calling the vim editor with the| R (readonly) option. Once
you have invoked the editor in this way, you cannot write the contents of the Work buffer back to
the file whose name appeared on the command line. Y ou can always write the Work buffer out to
afilewith adifferent name. If you have installed mc (Midnight Commander; page 905), the view
command calls mcview and not vim.

LineLength and File Size

The vim editor operates on files of any format, provided the length of asingle line (that is, the
characters between two NEWLINE characters) can fit into available memory. The total length of
thefileislimited only by available disk space and memory.

Windows

The vim editor allows you to open, close, and hide multiple windows, each of which alowsyou
to edit adifferent file. Most of the window commands consist of CONTROL-W followed by
another letter. For example, CONTROL-W s opens another window (splits the screen) that is
editing the same file. CONTROL-W n opens a second window that is editing an empty file.
CONTROL-W w moves the cursor between windows, and CONTROL-W q (or :q) quits (closes)
awindow. Give the command :help windows to display a complete list of windows commands.

File Locks

When you edit an existing file, vim displays the first few lines of the file, gives status
information about the file on the status line, and locks the file. When you try to open alocked file
with vim, you will see amessage similar to the one shown in Figure 6-7.



E325: ATTENTION
Found a swap file by the name ", practice.swp"
owned by: sam dated: Tue May 1 16:56:40 2012
file name: ~sam/practice
modified: YES
user name: sam host name: guava
process ID: 3721 (still running)
While opening file “practice"
dated: Thu May 10 17:19:27 2012
NEWER than swap file!

(1) Another program may be editing the same file. If this is the case,
be careful not to end up with two different instances of the same
file when making changes. Quit, or continue with cautien.

(2) An edit session for this file crashed.

If this is the case, use ":recover" or "vim -r practice"
to recover the changes (see ":help recovery™).
If you did this already, delete the swap file ".practice.swp"
to aveid this message.
Swap file ".practice.swp" already exists!
[0]pen Read-Only, (E)dit anyway, (R)ecover, (Q)uit, (A)bort:[i

Figure 6-7 Attempting to open alocked file

Y ou will seethistype of message in two scenarios: when you try to edit afile that someoneis
already editing (perhaps you are editing it in another window, in the back-ground, or on another
terminal) and when you try to edit afile that you were editing when vim or the system crashed.

Although it is advisable to follow the instructions that vim displays, a second user can edit afile
and write it out with a different filename. Refer to the next sections for more information.

Abnormal Termination of an Editing Session

Y ou can end an editing session in one of two ways: When you exit from vim, you can save the
changes you made during the editing session or you can abandon those changes. Y ou can use the
ZZ or :wq command from Command mode to save the changes and exit from vim (see —Ending
the Editing Sessionll on page 172).

To end an editing session without writing out the contents of the Work buffer, give the following
command:

:q!

Use the :q! command cautiously. When you use this command to end an editing session, vim
does not preserve the contents of the Work buffer, so you will lose any work you did since the
last time you wrote the Work buffer to disk. The next time you edit or use thefile, it will appear
asit did the last time you wrote the Work buffer to disk.

Sometimes you might find that you created or edited afile but vim will not let you exit. For
example, if you forgot to specify afilename when you first called vim, you will get a message
saying No file name when you give aZZ command. If vim does not let you exit normally, you



can use the Write command (:w) to name the file and write it to disk before you quit vim. Give
the following command, substituting the name of the file for filename (remember to follow the
command with a RETURN):

:w filename

After you give the Write command, you can use :q to quit using vim. Y ou do not need to include
the exclamation point (asin g!); it is necessary only when you have made changes since the last
time you wrote the Work buffer to disk. Refer to page 199 for more information about the Write
command.

Tip: When you cannot writeto afile

It might be necessary to write afile using :w filename if you do not have write permission for
the file you are editing. If you giveaZZ command and see the message " filename" isread
only, you do not have write permission for the file. Use the Write command with atemporary
filename to write the file to disk under adifferent filename. If you do not have write permission
for the working directory, however, vim might not be able to write the file to the disk. Give the
command again, using an absolute pathname of a dummy (nonexistent) file in your home
directory in place of the filename. (For example, Max might give the command :w
/home/max/tempor :w ~/temp.)

If vim reports File exists, you will need to use :w! filename to overwrite the existing file (make
sure you want to overwrite the file). Refer to page 200.

Recovering Text After aCrash

The vim editor temporarily storesthe file you are working on in aswap file. If the system crashes
while you are editing afile with vim, you can often recover its text from the swap file. When you
attempt to edit afile that has a swap file, you will see a message similar to the one shown in

Figure 6-7 on page 176. If someone elseis editing the file, quit or open the file as areadonly file.

In the following example, Max uses the| r option to check whether the swap file existsfor afile
named memo, which he was editing when the system crashed:

$vim -r
Swap files found:
In current directory:
1. .party.swp
owned by: max dated: Fri Jan 26 11:36:44 2018
file name: ~max/party
modified: YES
user name: max host name: coffee
process ID: 18439
2. .memo.swp
owned by: max dated: Fri Mar 23 17:14:05 2018
file name: ~max/memo
modified: no
user name: max host name: coffee
process ID: 27733 (still running)
In directory ~/tmp:



-- none --
In directory /var/tmp:

-- none --
In directory /tmp:

-- none --
°
@
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Figure 6-8 Forward and backward

With the| r option, vim displays alist of swap filesit has saved (some might be old). If your
work was saved, give the same command followed by a SPACE and the name of thefile. You
will then be editing arecent copy of your Work buffer. Give the command :w filename
immediately to save the salvaged copy of the Work buffer to disk under a name different from
the original file; then check the recovered file to make sureit is OK. Following is Max-s
exchange with vim as he recovers memo. Subsequently he deletes the swap file:

$vim -r memo

Using swap file".memo.swp"

Origind file "~/memo"

Recovery completed. Y ou should check if everything is OK.
(You might want to write out this file under another name
and run diff with the original file to check for changes)
Delete the .swp file afterwards.

Hit ENTER or type command to continue

‘W memo2

q

$rm .memo.swp

Tip: You must recover fileson the system you were using

The recovery feature of vim is specific to the system you were using when the crash occurred. If
you are running on acluster, you must log in on the system you were using before the crash to
usethe| r option successfully.

Command Mode: Moving the Cur sor



While vim isin Command mode, you can position the cursor over any character on the screen.
Y ou can aso display adifferent portion of the Work buffer on the screen. By manipulating the
screen and cursor position, you can place the cursor on any character in the Work buffer.

<+ |h 1| >

SPACE

Figure 6-9 Moving the cursor by characters

Y ou can move the cursor forward or backward through the text. Asillustrated in Figure 6-8,
forward means toward the right and bottom of the screen and the end of the file. Backward
means toward the left and top of the screen and the beginning of the file. When you use a
command that moves the cursor forward past the end (right) of aline, the cursor generally moves
to the beginning (left) of the next line. When you move it backward past the beginning of aline,
the cursor generally movesto the end of the previous line.

Long lines

Sometimes aline in the Work buffer might be too long to appear as asingle line on the screen. In
such a case vim wraps the current line onto the next line (unless you set the nowr ap option [page
203)).

Y ou can move the cursor through the text by any Unit of Measure (that is, character, word, line,
sentence, paragraph, or screen). If you precede a cursor-movement command with a number,
called a Repeat Factor, the cursor moves that number of units through the text. Refer to pages
209 through page 212 for precise definitions of these terms.

Moving the Cursor by Characters

I/h

The SPACE bar moves the cursor forward, one character at atime, toward the right side of the
screen. Thel (lowercase -Hl) key and the RIGHT ARROW key (Figure 6-9) do the same thing.
For example, the command 7 SPACE or 71 moves the cursor seven characters to the right. These
keys cannot move the cursor past the end of the current line to the beginning of the next line. The
h and LEFT ARROW keys are similar to thel and RIGHT ARROW keys but work in the
opposite direction.

Moving the Cursor to a Specific Character

fIF

Y ou can move the cursor to the next occurrence of a specified character on the current line by
using the Find command. For example, the following command moves the cursor from its
current position to the next occurrence of the character a, if one appears on the same line:

fa

Y ou can aso find the previous occurrence by using a capital F. The following command moves



the cursor to the position of the closest previous a in the current line:

Fa

A semicolon (;) repeats the last Find command.

B b w| |W

lief],| [Jeally t
Figure 6-10 Moving the cursor by words

Moving the Cursor by Words

w/W

The w (word) key moves the cursor forward to the first letter of the next word (Eigure 6-10).
Groups of punctuation count as words. This command goes to the next line if the next word is
located there. The command 15w moves the cursor to the first character of the fifteenth
subsequent word.

The W key is similar to the w key but moves the cursor by blank-delimited words, including
punctuation, as it skips forward. (Refer to —-Blank-Delimited Wordll on page 210.)

b/B e/E

The b (back) key moves the cursor backward to the first letter of the previous word. The B key
moves the cursor backward by blank-delimited words. Similarly the e key moves the cursor to
the end of the next word; E movesit to the end of the next blank-delimited word.

Moving the Cursor by Lines
jlk

The RETURN key moves the cursor to the beginning of the next line; thej and DOWN ARROW
keys move the cursor down one line to the character just below the current character (Figure 6-
11). If no character appears immediately below the current character, the cursor movesto the end
of the next line. The cursor will not move past the last line of text in the work buffer.

The k and UP ARROW keys are similar to thej and DOWN ARROW keys but work in the
opposite direction. Theminus (| ) key issimilar to the RETURN key but works in the opposite
direction.
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Figure 6-11 Moving the cursor by lines

The Bourne Again Shell (bash) and TC Shell (tcsh) are command
linterpreters and high-level programming languages. As command
linterpreters, they processes commands you enter on the command

lline in response to a prompt. When you use the shell as a {

programming language, it processes commands stored in files
icalled shell scripts. Like other languages,
variables and control flow ~d., for loops and
if stateme

When you use a shell as a command interpreter, you can customize (

the environment you work in. You can make your prompt display l—]
M the name of the working directory, create a functionm or an alias

for cp that keeps it from overwriting certain kinds 4
take advantage of keyword variables t Spects of how
ithe shell works, and so on. an also write shell scripts

/

Wmng from a one-line script that
Cl.lI'SOI'—-J Gres a long, complex command to a longer script that runs )

la set of reports, prints them, and mails you a reminder whes

‘the job is done. Mere—cowptEX shell scripts are themselves
programs; they do not just run other programs. Chapter 10 has
lsome examples of these types of scripts.

-_—

imode—-when you boot the system or perform system maintenance,

Most system shell scripts are writtem—to—eur—under hﬁsh_\_\_\_
{(or dash). If you will ever werk in single-user/recovery — | }
ladministration, or repair work, for example--it is a good idea

"shelltext™ 27L, 1431C 16,27-25 Top

Figure 6-12 Moving the cursor by sentences, paragraphs, H, M, and L

Moving the Cursor by Sentences and Paragraphs

JGK

The) and } keys move the cursor forward to the beginning of the next sentence or the next
paragraph, respectively (Figure 6-12). The (and { keys move the cursor backward to the
beginning of the current sentence or paragraph, respectively. Y ou can find more information on
sentences and paragraphs starting on page 210.

Moving the Cursor Within the Screen

H/M/L

H/M/L The H (home) key positions the cursor at the left end of the top line of the screen, the M
(middle) key moves the cursor to the middle line, and the L (lower) key movesit to the bottom

line (Figure 6-12).



Viewing Different Parts of the Work Buffer

The screen displays a portion of the text that isin the Work buffer. Y ou can display the text
preceding or following the text on the screen by scrolling the display. Y ou can also display a
portion of the Work buffer based on a line number.

CONTROL-D CONTROL-U

Press CONTROL-D to scroll the screen down (forward) through the file so that vim displays half
ascreen of new text. Use CONTROL-U to scroll the screen up (backward) by the same amount.
If you precede either of these commands with a number, vim scrolls that number of lines each
time you press CONTROL-D or CONTROL-U for the rest of the session (unless you again
change the number of linesto scroll). See page 204 for a discussion of the scroll parameter.

CONTROL-F CONTROL-B

The CONTROL-F (forward) and CONTROL-B (backward) keys display almost a whole screen
of new text, leaving a couple of lines from the previous screen for continuity. On many
keyboards you can use the PAGE DOWN and PAGE UP keysin place of CONTROL-F and
CONTROL-B, respectively.

i i a A

This 1is ne of text.

Figure6-13 Thel, i, a, and A commands
Line numbers (G)

When you enter aline number followed by G (goto), vi mpositions the cursor on that line in the
Work buffer. If you press G without a number, vim positions the cursor on the last linein the
Work buffer. Line numbers are implicit; the file does not need to have actual line numbers for
this command to work. Refer to —kine numbersll on page 203 if you want vim to display line
numbers.

|nput Mode

The Insert, Append, Open, Change, and Replace commands put vi min Input mode. Whilevi misin
this mode, you can put new text into the Work buffer. To return vi mto Command mode when you
finish entering text, press the ESCAPE key. Refer to —Show modell on page 204 if you want vi m
to remind you when it isin Input mode (it does by default).

Inserting Text

Insert (i/l)

Thei (Insert) command putsvi min INnput mode and places the text you enter before the current



character. The | command places text at the beginning of the current line (Eigure 6-13). Although
thei and | commands sometimes overwrite text on the screen, the charactersin the Work buffer
are not changed; only the display is affected.

The overwritten text is redisplayed when you press ESCAPE and vim returns to Command
mode. Usei or | to insert afew characters or words into existing text or to insert text in anew
file.

Appending Text

Append (&/A)
The a (Append) command is similar to the i command, except that it places the text you enter

after the current character (Figure 6-13). The A command places the text after the last character
on the current line.

OpeningaLinefor Text

Open ( 0/O)

The o (Open) and O commands open a blank line within existing text, place the cursor at the
beginning of the new (blank) line, and put vim in Input mode. The O command opens aline
above the current line; the 0 command opens one below the current line. Use these commands
when you are entering several new lines within existing text.

Replacing Text

Replace ( r/R)

Ther and R (Replace) commands cause the new text you enter to overwrite (replace) existing
text. The single character you enter following an r command overwrites the current character.
After you enter that character, vim returns to Command mod€  you do not need to press the
ESCAPE key.

The R command causes all subsequent characters to overwrite existing text until you press
ESCAPE to return vim to Command mode.

Tip: Replacing TABs

The Replace commands might appear to behave strangely when you replace TAB characters.
TAB characters can appear as several SPACES until you try to replace them. A TAB isone
character and is replaced by a single character. Refer to —Hvisible charactersll on page 203 for
information on displaying TABs as visible characters.

Quoting Special Charactersin Input Mode

CONTROL-V

While you are in Input mode, you can use the Quote command, CONTROL-V, to enter any
character into the text, including characters that normally have special meaning to vim. Among



these characters are CONTROL-L (or CONTROL-R), which redraws the screen; CONTROL-W,
which backs the cursor up aword to the left; CONTROL-M, which entersaNEWLINE; and
ESCAPE, which ends Input mode.

To insert one of these characters into the text, type CONTROL-V followed by the character.
CONTROL-V quotes the single character that follows it. For example, to insert the sequence
ESCAPE[2J into afile you are creating in vim, you would type the character sequence
CONTROL-V ESCAPE[2J. This character sequence clears the screen of a DEC VT-100 and
other similar terminals. Although you would not ordinarily want to type this sequence into a
document, you might want to use it or another ESCAPE sequencein a shell script you are
creating in vim. Refer to Chapter 10 for information about writing shell scripts.

Command Mode: Deleting and Changing Text

This section describes the commands to delete and replace, or change, text in the document you
are editing. The Undo command is covered here because it allows you to restore deleted or
changed text.

Undoing Changes

Undo ( u/U)

The u command (Undo) restores text that you just deleted or changed by mistake. A single Undo
command restores only the most recently deleted text. If you delete aline and then change a
word, the first Undo restores only the changed word; you have to give a second Undo command
to restore the deleted line. With the compatible parameter (page 172) set, vim can undo only the
most recent change. The U command restores the last line you changed to the way it was before
you started changing it, even after several changes.

Deleting Characters

Delete character ( x/X)
The x command del etes the current character. Y ou can precede the x command by a Repeat

Factor (page 212) to delete severa characters on the current line, starting with the current
character. The X command deletes the character to the left of the cursor.

Deleting Text

Delete (d/D)

The d (Delete) command removes text from the Work buffer. The amount of text that d removes
depends on the Repeat Factor and the Unit of Measure (page 209). After the text is deleted, vim
isstill in Command mode.

Tip: Usedd to deleteasingleline

The command d RETURN deletes two lines: the current line and the following one. Use dd to
delete just the current line, or precede dd by a Repeat Factor (page 212) to delete several lines.



Y ou can delete from the current cursor position up to a specific character on the sameline. To
delete up to the next semicolon (;), give the command dt; (see page 189 for more information on
thet command). To delete the remainder of the current line, use D or d$. Table 6-1 lists some
Delete commands. Each command, except the last group that starts with dd, deletes fronvto the
current character.

Tip: Exchange charactersand lines

If two characters are out of order, position the cursor on the first character and give the
commands xp.

If two lines are out of order, position the cursor on the first line and give the commands ddp.
See page 197 for more information on the Put commands.

Table 6-1 Delete command examples



Command

Result

dl Deletes current character (same as the x command)

d0 Deletes from beginning of line

d” Deletes from first character of line (not including leading SPACES or TABS)
dw Deletes to end of word

d3w Deletes to end of third word

db Deletes from beginning of word

dW Deletes to end of blank-delimited word

Command Result

dB Deletes from beginning of blank-delimited word

d7B Deletes from seventh previous beginning of blank-delimited word
d) Deletes to end of sentence

dd) Deletes to end of fourth sentence

d( Deletes from beginning of sentence

d} Deletes to end of paragraph

d{ Deletes from beginning of paragraph

d7{ Deletes from seventh paragraph preceding beginning of paragraph
d/text Deletes up to next occurrence of word fext

dfc Deletes on current line up to and including next occurrence of character ¢
dic Deletes on current line up to next occurrence of ¢

D Deletes to end of line

d$ Deletes to end of line

dd Deletes current line

Sdd Deletes five lines starting with current line

dL Deletes through last line on screen

dH Deletes from first line on screen

dG Deletes through end of Work buffer

d1G Deletes from beginning of Work buffer

Changing Text



Change ( c/C)

The ¢ (Change) command replaces existing text with new text. The new text does not have to
occupy the same space as the existing text. Y ou can change aword to several words, aline to
several lines, or a paragraph to a single character. The C command replaces the text from the
cursor position to the end of theline.

The c command del etes the amount of text specified by the Repeat Factor and the Unit of
Measure (page 209) and puts vim in Input mode. When you finish entering the new text and
press ESCAPE, the old word, line, sentence, or paragraph is changed to the new one. Pressing
ESCAPE without entering new text deletes the specified text (that is, it replaces the specified text
with nothing).

Table 6-2 lists some Change commands. Except for the last two, each command changes text
fronvto the current character.

Tip: dw works differently from cw

The dw command deletes all characters through (including) the SPACE at the end of aword. The
cw command changes only the charactersin the word, leaving the trailing SPACE intact.

Table 6-2 Change command examples



Command
cl
cw
c3w
ch
cW
cB
c7B
c$
c0
c)
c4)

c}
cf
¢t
cte
C
cc

5ce

Replacing Text

Substitute ( §/S)

Result

Changes current character

Changes to end of word

Changes to end of third word

Changes from beginning of word

Changes to end of blank-delimited word

Changes from beginning of blank-delimited word
Changes from beginning of seventh previous blank-delimited word
Changes to end of line

Changes from beginning of line

Changes to end of sentence

Changes to end of fourth sentence

Changes from beginning of sentence

Changes to end of paragraph

Changes from beginning of paragraph

Changes from beginning of seventh preceding paragraph
Changes on current line up to next occurrence of ¢
Changes to end of line

Changes current line

Changes five lines starting with current line

The sand S (Substitute) commands also replace existing text with new text (Table 6-3). The s
command deletes the current character and puts vim into Input mode. It has the effect of
replacing the current character with whatever you type until you press ESCAPE. The S command
does the same thing as the cc command: It changes the current line. The s command replaces
characters only on the current line. If you specify a Repeat Factor before an s command and this
action would replace more characters than are present on the current line, s changes characters
only to the end of the line (same as C).

Table 6-3 Substitute command examples



Command Result

S Substitutes one or more characters for current character

S Substitutes one or more characters for current line

5s Substitutes one or more characters for five characters, starting with current
character

Changing Case

Thetilde (~) character changes the case of the current character from uppercase to lowercase, or
vice versa. You can precede the tilde with a number to specify the number of charactersyou
want the command to affect. For example, the command 5~ transposes the next five characters
starting with the character under the cursor, but will not transpose characters past the end of the
current line.

Sear ching and Substituting

Searching for and replacing a character, a string of text, or a string that is matched by aregular
expression is akey feature of any editor. The vim editor provides simple commands for
searching for a character on the current line. It aso provides more complex commands for
searching forf and optionally substituting forf  single and multiple occurrences of strings or
regular expressions anywhere in the Work buffer.

Sear ching for a Character

Find ( f/F)

Y ou can search for and move the cursor to the next occurrence of a specified character on the
current line using the f (Find) command. Refer to -Moving the Cursor to a Specific Characterll
on page 180.

Find (t/T)

The next two commands are used in the same manner as the Find commands. Thet command
places the cursor on the character before the next occurrence of the specified character. The T
command places the cursor on the character after the previous occurrence of the specified
character.

A semicolon (;) repeatsthelast f, F, t, or T command.

Y ou can combine these search commands with other commands. For example, the command
d2fq deletes the text from the current character to the second occurrence of the letter g on the
current line.

Searching for a String

Search (/1?)



The vim editor can search backward or forward through the Work buffer to find a string of text
or astring that matches aregular expression (Appendix A). To find the next occurrence of a
string (forward), press the forward slash (/) key, enter the text you want to find (called the search
string), and press RETURN. When you press the slash key, vim displays a slash on the status
line. Asyou enter the string of text, it is also displayed on the status line. When you press
RETURN, vim searches for the string. If this search is successful, vim positions the cursor on the
first character of the string. If you use a question mark (?) in place of the forward slash, vim
searches for the previous occurrence of the string. If you need to include aforward dlashina
forward search or a question mark in a backward search, you must quote it by preceding it with a
backdash (\).

Tip: Two distinct ways of quoting characters

Y ou use CONTROL-V to quote special charactersin text that you are entering into afile (page
184).

This section discusses the use of a backslash (\) to quote special charactersin a search string. The
two techniques of quoting characters are not interchangeable.

Next ( n/N)

The N and n keys repeat the last search but do not require you to reenter the search string. The n
key repesats the original search exactly, and the N key repeats the search in the opposite direction
of the original search.

If you are searching forward and vim does not find the search string before it gets to the end of
the Work buffer, the editor typically wraps around and continues the search at the beginning of
the Work buffer. During a backward search, vim wraps around from the beginning of the Work
buffer to the end. Also, vim normally performs case-sensitive searches. Refer to Wrap scanll
(page 205) and —+gnore case in searchesll (page 203) for information about how to change these
search parameters.

Normal Versus|Incremental Searches

When vim performs a normal search (its default behavior), you enter a slash or question mark
followed by the search string and press RETURN. The vim editor then moves

the cursor to the next or previous occurrence of the string you are searching for.

When vim performs an incremental search, you enter a slash or question mark. As you enter each
character of the search string, vim moves the highlight to the next or previous occurrence of the
string you have entered so far. When the highlight is on the string you are searching for, you
must press RETURN to move the cursor to the highlighted string. If the string you enter does not
match any text, vim does not highlight anything.

The type of search that vim performs depends on the incsear ch parameter (page 203). Give the

command :set incsear ch to turn on incremental searching; use noincsear ch to turn it off. When
you set the compatible parameter (page 172), vim turns off incremental searching.

Special Charactersin Search Strings



Because the search string is aregular expression, some characters take on a special meaning
within the search string. The following paragraphs list some of these characters. See also
—Extended Regular Expressionsll on page 1045.

Thefirst two itemsin the following list (* and $) always have their special meanings within a
search string unless you quote them by preceding them with a backslash (\). Y ou can turn off the
special meanings within a search string for the rest of the itemsin the list by setting the nomagic
parameter. For more information refer to -Allow special characters in searchesll on page 202.

~ Beginning-of-Line I ndicator

When the first character in asearch string is a caret (also called a circumflex), it matches the
beginning of aline. For example, the command /"~ the finds the next line that begins with the
string the.

$ End-of-Line Indicator

A dollar sign matches the end of aline. For example, the command /!$ finds the next line that
ends with an exclamation point and / $ matches the next line that ends with a SPACE.

. Any-Character Indicator

A period matches any character, anywhere in the search string. For example, the command /l..e
findsline, followed, like, included, all memory, or any other word or character string that
contains an | followed by any two characters and an e. To search for a period, use a backslash to
quote the period (\.).

\> End-of-Word Indicator
This pair of characters matches the end of aword. For example, the command /s\> finds the next
word that ends with an s. Whereas a backslash (\) istypically used to turn off the special meaning

of acharacter, the character sequence \> has a special meaning, while > alone does not.

\< Beginning-of-Word Indicator

This pair of characters matches the beginning of aword. For example, the command A<The
finds the next word that begins with the string The. The beginning-of-word indicator uses the
backslash in the same, atypical way as the end-of-word indicator.

* Zeroor MoreOccurrences

This character isamodifier that will match zero or more occurrences of the character
immediately preceding it. For example, the command /dis*m will match the string di followed
by zero or more s characters followed by an m. Examples of successful matches would include
dim, or dism, and dissm.

[ ] Character-Class Definition

Brackets surrounding two or more characters match any single character located between the



brackets. For example, the command /digck] finds the next occurrence of either disk or disc.

There are two special characters you can use within a character-class definition. A caret () as
the first character following the left bracket defines the character class to be any except the
following characters. A hyphen between two characters indicates arange of characters. Refer to
the examplesin Table 6-4.

Table 6-4 Search examples

Search string  What it finds

fand Finds the next occurrence of the string and
Examples: sand and standard slander andiron

[\<and\> Finds the next occurrence of the word and
Example: and

[AThe Finds the next line that starts with The
Examples:
The . ..
There . . .

/*[0-9][0-9]) Finds the next line that starts with a two-digit number followed by a right
parenthesis

Examples:
77)...
01)...
15)...

[\<[adr] Finds the next word that starts with a, d, orr
Examples: apple drive road argument right

/MA-2a-2] Finds the next line that starts with an uppercase or lowercase letter
Examples:
will not find a line starting with the number 7 . . .
Dear Mr. Jones . . .
in the middle of a sentence like this . . .

Substituting One String for Another

A Substitute command combines the effects of a Search command and a Change command. That
is, it searches for astring (regular expression) just as the/ command does, allowing the same
special characters discussed in the previous section. When it finds the string or matches the
regular expression, the Substitute command changes the string or regular expression it matches.



The syntax of the Substitute command is
:[g][ address] s/sear ch-string/replacement-string[/option]

Aswith all commands that begin with a colon, vim executes a Substitute command from the
status line.

The Substitute Address

If you do not specify an address, Substitute searches only the current line. If you use asingleline
number as the address, Substitute searches that line. If the addressis two line numbers separated
by a comma, Substitute searches those lines and the lines between them. Refer to —kine

numbersll on page 203 if you want vim to display line numbers. Wherever aline number is
allowed in the address, you might also use an address string enclosed between slashes. The vim
editor operates on the next line that the address string matches. When you precede the first slash
of the address string with the letter g (for global), vim operates on al linesin the file that the
address string matches. (This g is not the same as the one that goes at the end of the Substitute
command to cause multiple replacements on a single line; see —Searching for and Replacing
Stringsll on the next page).

Within the address, a period represents the current line, adollar sign representsthe last linein
the Work buffer, and a percent sign represents the entire Work buffer. Y ou can perform address
arithmetic using plus and minus signs. Table 6-5 shows some examples of addresses.

Table 6-5 Addresses

Address Portion of Work buffer addressed

9 Line 5

77,100 Lines 77 through 100 inclusive

Beginning of Work buffer through current line

9 Current line through end of Work buffer

1,$ Entire Work buffer

Yo Entire Work buffer

/pine/ The next line containing the word pine

g/pine/ All lines containing the word pine

.,.+10 Current line through tenth following line (11 lines in all)

Searching for and Replacing Strings

An s comes after the address in the command syntax, indicating that thisis a Substitute
command. A delimiter follows the s, marking the beginning of the search-string. Although the
examplesin this book use aforward slash, you can use as adelimiter any character that is not a
letter, number, blank, or backslash. Y ou must use the same delimiter at the end of the search-



string.

Next comes the search-string. It has the same format as the search string in the / command and
can include the same special characters (page 190). (The search-string is aregular expression;
refer to Appendix A for more information.) Another delimiter marks the end of the search-string
and the beginning of the replacement-string.

The replacement-string replaces the text matched by the search-string and istypically followed
by the delimiter character. Y ou can omit the final delimiter when no option follows the
replacement-string; afina delimiter is required if an option is present.

Several characters have special meaningsin the search-string, and other characters have special
meanings in the replacement-string. For example, an ampersand (&) in the replacement-string
represents the text that was matched by the search-string. A backslash in the replacement-string
guotes the character that follows it. Refer to Table 6-6 and Appendix A.

Table 6-6 Search and replace examples



Command
:s/bigger/biggest/

Result

Replaces the first occurrence of the string bigger on the current line
with biggest

Example:
bigger = higgest

:1,.8/Ch 1/Ch 2/g

Replaces every occurrence of the string Ch 1, before or on the
current line, with the string Ch 2

Examples:
Ch1= Ch2
Chi2= Ch22

:1,$s/ten/10/g

Replaces every occurrence of the string ten with the string 10
Examples:

ten= 10

often = of10

tenant = 10ant

:g/chapter/s/ten/10/

Command

:%s/\<ten\>/10/g

Replaces the first occurrence of the string ten with the string 10 on
all lines containing the word chapter

Examples:
chapter ten = chapter 10
chapters will often => chapters will of10

Result
Replaces every occurrence of the word ten with the string 10

Example:
ten= 10

..,.+10s/every/each/g

Replaces every occurrence of the string every with the string each
on the current line through the tenth following line

Examples:
every = each
everything = eachthing

s/\<short\>/"&"/

Replaces the word short on the current line with "short” (enclosed
within quotation marks)

Example:
the shortest of the short => the shortest of the "short"




Normally, the Substitute command replaces only the first occurrence of any text that matches the
search-string on aline. If you want aglobal substitutiorf that is, if you want to replace all
matching occurrences of text on aling append the g (global) option after the delimiter that ends
the replacement-string. Another useful option, ¢ (check), causes vim to ask whether you would
like to make the change each time it finds text that matches the search-string. Pressing y replaces
the search-string, g terminates the command, | (last) makes the replacement and quits, a (all)
makes all remaining replacements, and n continues the search without making that replacement.

The address string need not be the same as the search-string. For example,

:/candl e/ s/ wi ck/fl ame/

substitutes flame for the first occurrence of wick on the next line that contains the string candle.
Similarly,

2 g/ candl e/ s/ wi ck/ fl ame/

performs the same substitution for the first occurrence of wick on each line of the file containing
the string candle and

: g/ candl e/ s/ wick/flanme/g

performs the same substitution for all occurrences of wick on each line that contains the string
candle.

If the search-string is the same as the address, you can leave the search-string blank. For
example, the command :/candle/s//lamp/ is equivalent to the command :/candle/s/candle/lamp/.

Miscellaneous Commands

This section describes three commands that do not fit naturally into any other groups.
Join

Join (J)

The J (Join) command joins the line below the current line to the end of the current line,
inserting a SPA CE between what was previously two lines and leaving the cursor on this
SPACE. If the current line ends with a period, vim inserts two SPACEs.

Y ou can aways—dnjoinll (break) aline into two lines by replacing the SPACE or SPACESs where
you want to break the line with a RETURN.

Status

Status ( CONTROL-G)

The Status command, CONTROL -G, displays the name of the file you are editing, information
about whether the file has been modified or is areadonly file, the number of the current line, the
total number of linesin the Work buffer, and the percentage of the Work buffer preceding the
current line. You can also use :f to display status information. Following is a sample status line:



"/usr/share/dict/words" [readonly] |ine 28501 of 98569 --28%- col 1
. (Period)

Repeat last command (.)

The . (period) command repeats the most recent command that made a change. If you had just
given ad2w command (del ete the next two words), for example, the . command would del ete the
next two words. If you had just inserted text, the . command would repeat the insertion of the
same text. This command is useful if you want to change some occurrences of aword or phrase
in the Work buffer. Search for the first occurrence of the word (use /) and then make the change
you want (use cw). Y ou can then use n to search for the next occurrence of the word and . to
make the same changeto it. If you do not want to make the change, give the n command again to
find the next occurrence.

Copying, Moving, and Deleting Text

The vim editor has a General-Purpose buffer and 26 Named buffers that can hold text during an
editing session. These buffers are useful if you want to move or copy a portion of text to another
location in the Work buffer. A combination of the Delete and Put commands removes text from
one location in the Work buffer and placesit in another location in the Work buffer. The Yank
and Put commands copy text to another location in the Work buffer, without changing the
original text.

The General-Pur pose Buffer

The vim editor stores the text that you most recently changed, deleted, or yanked (covered
below) in the General-Purpose buffer. The Undo command retrieves text from the General -
Purpose buffer when it restores text.

Copying Text to the Buffer

Yank (y/Y)

The Yank command (y) isidentical to the Delete (d) command except that it does not delete text
from the Work buffer. The vim editor places a copy of the yanked text in the General-Purpose
buffer. Y ou can then use a Put command to place another copy of it elsewhere in the Work
buffer. Use the Yank command just as you use the Delete command. The uppercase Y command
yanks an entire line into the General-Purpose buffer.

Tip: Useyy to yank oneline

Just asd RETURN deletestwo lines, so y RETURN yanks two lines. Use the yy command to
yank and dd to delete the current line.

Tip: D worksdifferently from Y

The D command (page 185) does not work in the same manner asthe Y command. Whereas D
deletes to the end of theline, Y yanks the entire line regardless of the cursor position.



Copying Text from the Buffer

Put ( p/P)

The Put commands, p and P, copy text from the General-Purpose buffer to the Work buffer. If
you delete or yank characters or words into the General-Purpose buffer, p inserts them after the
current character, and P inserts them before this character. If you delete or yank lines, sentences,
or paragraphs, P inserts the contents of the General-Purpose buffer before the current line, and p
inserts them after the current line.

Put commands do not destroy the contents of the General-Purpose buffer. Thus you can place the
same text at several points within the file by giving one Delete or Y ank command and several
Put commands.

Deleting Text Copieslt into the Buffer

Any of the Delete commands described earlier in this chapter (page 185) place the deleted text in
the General-Purpose buffer. Just as you can use the Undo command to put the deleted text back
where it came from, so you can use a Put command to put the deleted text at another location in
the Work buffer.

Suppose you delete a word from the middle of a sentence by giving the dw command and then
move the cursor to a SPACE between two words and give ap command; vim places the word
you just deleted at the new location. If you delete aline using the dd command and then move
the cursor to the line below the line where you want the deleted line to appear and giveaP
command, vim places the line at the new location.

optional
Named Buffers

Y ou can use a Named buffer with any of the Delete, Y ank, or Put commands. Each of the 26
Named buffersis named by aletter of the alphabet. Each Named buffer can store a different
block of text and you can recall each block as needed. Unlike the General-Purpose buffer, vim
does not change the contents of a Named buffer unless you issue a command that specifically
overwrites that buffer. The vim editor maintains the contents of the Named buffers throughout an
editing session.

The vim editor stores text in a Named buffer if you precede a Delete or Y ank command with a
double quotation mark (+) and a buffer name (for example, - kyy yanks a copy of the current line
into buffer k). You can put information from the Work buffer into a Named buffer in two ways.
First, if you give the name of the buffer as alowercase letter, vim overwrites the contents of the
buffer when it deletes or yanks text into the buffer. Second, if you use an uppercase letter for the
buffer name, vim appends the newly deleted or yanked text to the end of the buffer. This feature
enables you to collect blocks of text from various sections of afile and deposit them at one place
in the file with a single command. Named buffers are also useful when you are moving a section
of afile and do not want to give a Put command immediately after the corresponding Delete
command, and when you want to insert a paragraph, sentence, or phrase repeatedly in a
document.

If you have one sentence you use throughout a document, you can yank that sentence into a



Named buffer and put it wherever you need it by using the following procedure: After entering
the first occurrence of the sentence and pressing ESCAPE to return to Command mode, |eave the
cursor on the line containing the sentence. (The sentence must appear on aline or lines by itself
for this procedure to work.) Then yank the sentence into Named buffer a by giving the - ayy
command (or ~a2yy if the sentence takes up two lines). Now anytime you need the sentence, you
can return to Command mode and give the command - ap to put a copy of the sentence below the
current line.

This technique provides a quick and easy way to insert text that you use frequently in a
document. For example, if you were editing alegal document, you might store the phrase The
Plaintiff allegesthat the Defendant in a Named buffer to save yourself the trouble of typing it
every time you want to useit. Similarly, if you were creating a letter that frequently used along
company name, such as National Standards I nstitute, you might put it into a Named buffer.

Number ed Buffers

In addition to the 26 Named buffers and 1 General -Purpose buffer, 9 Numbered buffers are
available. They are, in one sense, readonly buffers. The vim editor fills them with the nine most
recently deleted chunks of text that are at least one line long. The most recently deleted text is
held in - 1, the next most recent in -2, and so on. If you delete a block of text and then give other
vim commands so that you cannot reclaim the deleted text with an Undo command, you can use
»1p to paste the most recently deleted chunk of text below the location of the cursor. If you have
deleted several blocks of text and want to reclaim a specific one, proceed as follows:. Paste the
contents of the first buffer with " 1p. If the first buffer does not hold the text you are looking for,
undo the paste operation with u and then give the period (.) command to repeat the previous
command. The Numbered buffers work in a unique way with the period command: Instead of
pasting the contents of buffer -1, the period command pastes the contents of the next buffer (- 2).
Another u and period would replace the contents of buffer -2 with that of buffer -3, and so on
through the nine buffers.

Reading and Writing Files

Exit (ZZ)

The vim editor reads a disk file into the Work buffer when you specify afilename on the
command line you use to call vim. A ZZ command that terminates an editing session writes the
contents of the Work buffer back to the disk file. This section discusses other ways of reading
text into the Work buffer and writing it to afile.

Reading Files

Read (:r)

The Read command reads a file into the Work buffer. The new file does not overwrite any text in
the Work buffer but rather is positioned following the single address you specify (or the current
lineif you do not specify an address). Y ou can use an address of 0 to read the file into the

beginning of the Work buffer. The Read command has the following syntax:

:[address]r [filename]



Aswith other commands that begin with a colon, when you enter the colon it appears on the
status line. The filename is the pathname of the file that you want to read and must be terminated
by RETURN. If you omit the filename, vim reads from the disk the file you are editing.

Writing Files

Write (:w)

The Write command writes part or all of the Work buffer to afile. Y ou can specify an address to
write part of the Work buffer and a filename to specify afile to receive the text. If you do not
specify an address or filename, vim writes the entire contents of the Work buffer to the file you
are editing, updating the file on the disk.

During along editing session, it is agood idea to use the Write command occasionally. If a
problem develops later, arecent copy of the Work buffer is then safe on the disk. If you usea:q!
command to exit from vim, the disk file reflects the version of the Work buffer at the time you
last used a Write command.

The Write command has two syntaxes:
[address|w[!] [filename]
:[address|w>> filename

The second syntax appends text to an existing file. The address specifies the portion of the Work
buffer vim will write to the file. The address follows the form of the address that the Substitute
command uses (page 193). If you do not specify an address, vim writes the entire contents of the
Work buffer. The optional filename is the pathname of the file you are writing to. If you do not
specify afilename, vim writes to the file you are editing.

w!

Because the Write command can quickly destroy alarge amount of work, vim demands that you
enter an exclamation point (!) following the w as a safeguard against accidentally overwriting a
file. The only times you do not need an exclamation point are when you are writing out the entire
contents of the Work buffer to the file being edited (using no address and no filename) and when
you are writing part or al of the Work buffer to anew file. When you are writing part of thefile
to the file being edited or when you are overwriting another file, you must use an exclamation
point.

Identifying the Current File

The File command (:f) provides the same information as the Status command (CONTROL-G;

page 196). The filename the File command displaysis the one the Write command uses if you
give a:w command without a filename.

Setting Parameters

Y ou can tailor the vim editor to your needs and habits by setting vim parameters. Parameters



perform such functions as displaying line numbers, automatically inserting RETURNS, and
establishing incremental and nonstandard searches.

Y ou can set parametersin several ways. For example, you can set them to establish the
environment for the current editing session while you are using vim. Alternatively, you can set
the parametersin your ~/.bash_profile (bash) or ~/.tcshrc (tcsh) shell startup file or in the vim
startup file, ~/.vimrc. When you set the parametersin any of these files, the same customized
environment will be available each time vim starts and you can begin editing immediately.

Setting Parameter s from Within vim

To set a parameter while you are using vim, enter a colon (:), the word set, a SPACE, and the
parameter (refer to |Parametersll on the next page). The command appears on the status line as
you type it and takes effect when you press RETURN. The following command establishes
incremental searches for the current editing session:

:set incsearch
Setting Parametersin a Startup File

VIMINIT

If you are using bash, you can put aline with the following syntax in your ~/.bash_-profile
startup file (page 288):

export VIMINIT=" set paraml param2 ...

Replace paraml and param?2 with parameters selected from Table 6-7. VIMINIT isashell
variable that vim reads. The following statement causes vim to ignore the case of charactersin
searches, display line numbers, use the TC Shell to execute Linux commands, and wrap text 15
characters from the right edge of the screen:

export VIM NI T='set ignorecase nunber shell=/bin/tcsh w apmargi n=15'

If you use the parameter abbreviations, it looks like this:

export VIMN T="set ic nu sh=/bin/tcsh wn=15'
If you are using tcsh, put the following line in your ~/.tcshr ¢ startup file (page 386):
setenv VIMINIT 'set paraml param?2 ...'

Again, replace paraml and param2 with parameters from Table 6-7. The values between the
single quotation marks are the same as those shown in the preceding examples.

The .vimrc Startup File

Instead of setting vim parameters in your shell startup file, you can create &.vimrc file in your
home directory and set the parameters there. Creating a .vimr c file causes vim to start with the
compatible parameter unset (page 172). Linesin a.vimrc file follow this syntax:

set paraml param?2 ...



Following are examples of .vimrc files that perform the same function asVIMINIT described
previously:

$ cat ~/.vimrc

set ignorecase

Set number

set shell=/bin/tcsh
set wrapmargin=15

$ cat ~/.vimrc
set ic nu sh=/bin/tcsh wm=15

Parameters set by the VIMINIT variable take precedence over those set in the .vimrcfile.
Parameters

Table 6-7 lists some of the most useful vim parameters. The vim editor displays a complete list
of parameters and indicates how they are currently set when you give the command :set all
followed by a RETURN. The command :set RETURN displays alist of optionsthat are set to
values other than their default values. Two classes of parameters exist: those that contain an
equal sign (and can take on avalue) and those that are optionally prefixed with no (switches that
are on or off). Y ou can change the sense of a switch parameter by giving the command : set
[no]param. For example, give the command :set number (or :set nonumber) to turn on (or off)
line numbering. To change the value of a parameter that takes on a value (and uses an equal
sign), give acommand such as :set shiftwidth=15.

Most parameters have abbreviationg for example, nu for number, nonu for nonumber, and
sw for shiftwidth. The abbreviations are listed in the left column of Table 6-7, following the
name of the parameter.

Table 6-7 Parameters



Parameter

Allow special
characters in searches

magic

Effect

Refer to “Special Characters in Search Strings” on page 190. By
default the following characters have special meanings when used in
a search string:

[ 1 =

When you set the nomagic parameter, these characters no longer
have special meanings. The magic parameter restores their special
meanings.

The A and $ characters always have special meanings within search
strings, regardless of how you set this parameter.

Automatic indention
autoindent, ai

Automatic write
autowrite, aw

The automatic indention feature works with the shittwidth parameter
to provide a regular set of indentions for programs or tabular
material. This feature is off by default. You can turn it on by setting
autoindent and turn it off by setting noautoindent.

When automatic indention is on and vim is in Input mode, pressing
CONTROL-T moves the cursor from the left margin (or an indention) to
the next indention position, pressing RETURN moves the cursor to the
left side of the next line under the first character of the previous line,
and pressing CONTROL-D backs up over indention positions. The

CONTROL-T and GONTROL-D keys work only before text is placed on a line.

By default vim asks you before writing out the Work buffer when you
have not explicitly told it to do so (as when you give a :n command
to edit the next file). The autowrite option causes vim to write the
Work buffer automatically when you use commands, such as :n, to
edit to another file. You can disable this parameter by setting the
noautowrite or noaw option.

Flash
flash, fl

The vim editor normally causes the terminal to beep when you give
an invalid command or press ESCAPE when it is in Command mode.
Setting the parameter flash causes the terminal to flash instead of

beep. Set noflash to cause it to beep. Not all terminals and emulators
support this parameter.



